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e AytE—T T4 ILZDMIE, AsyncOS N A vE— 7 4 VE BT 5546 AsyncOS

MWAF v T HNE, WBDNEE, FATSNLT 7 v aid, Avt—Y 74 VX DA
K, AvE—VONKEEELLIZAREMEDOH 5 FRTOLE, A v E—DOMIMERE, =
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BEIEE
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T A VAR DOEBRLERIZRO L D120 £,

A=V N— LT B A

NEFNZT 7 v a RS ET, else IBFET 55

By AvE—UBRL— B LW T else (INDT 7 2 a URFEITSNET,

BELETANELIZE ST, ZA4NEET
NEPEE LT 20 £,

7T 47, T IT 47 HIRTDEAIC. T4

Ao— T 4 F TIIROE L AFH L ET,

I

E:)

expedite:

T 4 NEL,

if (recv-listener == 'InboundMail' or recv-int ==
'notmain')

JL— )LDIRE

{

alt-src-host ('outboundl"') ;
skip-filters();
}

T aryDIgE

else
{

alt-src-host ('outbound2"') ;
}

UE=E) &7 7> a »DiEE

RET 72 a VI TEDLZ LITERLTLIES N,

&> 45) B
expedite2: 7 4 VE AL

, , , JL—ILDIRTE
if ((not (recv-listener == 'InboundMail')) and

(not (recv-int == 'notmain')))

{
alt-src-host ('outbound2"') ;
skip-filters();

}

T aryDEE

DT AN EIBRIZLIOTOWRTIODTFARN T 7 A NMIELE DA ENTXET,

B £ H AT, 74 ZOEEHCLERSY £, B—oHfFELITE
SIRFFE, EOMANCE L <HAGDLELIMNERH Y 7, 2L xiE, X
notify('customercare@example.com') L notify("customercare@example.com")ljiéfiig>%)¥§§%

T“ﬁ‘ﬁi\ i‘t notify("customercare@example.com') fj:*%jci 3 _b‘%\éi L i ﬁ‘o
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E) BFEITLIEGA. 30BOT7 4 VZE, AvE—VOREILRA NEERTHESNHD F
Yho VALNDT 4 VEDOMEIZ, VAT LAa—HP A L Z—T 2 A AL S>TERTXET,
T7ANDHAVR—RENTET A NFIE, AR —FENEZT 7 A VNOZIL S OFHKRHINIA
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BAET 7 a k. TDOAyE—VIF LT, TR EOT 7 v a AI3ATESNEE A,

AT —=IUNT 4 NHF L=V L TN TH, IROWTIUNDOFIH T, 74 VEINFDRA
=TI LTHER LN Z 03B 0 7,

c T ANHEBHET VT 4T THD,
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c TANEDB, AvE—VDRKT /v arEFEITLERIOT 4 VA IS TRb B,

Ayt—U ANy A — )L—)LE K VEEE
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==l EoT, ENEWRETEDLIITRY ET,
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ZOEEIX, Avk—=—U TR larT Y T4 VOl FICHER T,

VERXEAYE—DURFTTAI

B A A=, HEOBSPOMERESIET, RFC TiX, AvE—YO~y ¥ —
DB TRTOEDEYNALT/N—F [ Ay —URL] ELTHELTWETN, <D
2—PIFELEA =D TR & 7740 ZRlxOED LI TWET,
body-variable ¥ 721% attachment-variable &£\ 9 Cisco 2 vt—V 7 4 V2 E T 2855, &
FA=NT— R T A1F, FEAEO—N TR & TiRft77A40]) ELTEZLEH D
., Z< OMUANRZENLZRXIZL U HE Y 7 LED ERADLDEFITLIICKEAILE D &
LET,
bOdy—Vﬁl’i&bkEi?’t@i attachment-variable A vt — 7 4 L& L— L2 E BT, A vk—

?A/ﬁ DEHEDTXTOHEDNRA vE—UARLE BRI, FORARIFIAIHNIZH D MIME
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MOMIME $853) 1EIRS 7 7 AV ER72 SivET, AsyncOSIEA v E—T D X F ZE 72 MIME
WAL, W7 7 AN E LTIBLS LD 7 7 A VOE D ZiAI L £,

7= & 21X, LAFOXIX, Microsoft Outlook MUA D A v & —T %R L CWET, 22Tl
[Document attached below.] EWISENR T L —0 THXFARDAvE—UARLE L TERS
h\ ]*#:L)l Ve ]\ rThis is a Microsoft Word document.doc] ﬁ§%{ﬂ‘77/fﬂ/k bf%ﬁ?éj’b
TWET, ZLDA—FREFA—NLEZZDOEIITHRZTND RHYIOHZN T L—r TF A
FC2EHDOHOBNAT Y 77 ANTHLYNTF/N—h AytE—U8 LTTIERL) 720,
Ciscold, AvtEB—V0 AL RFIOTL—r THZ MRS &HBIIC, doc 7 7 A L
oy (EEMIC2FEHE OMIME ) % KB L TR 20—V Z2ET 72012, A v E—
CIANZT R T7 7 A0 LW EEEZMHA L TVES, 72720, RFCS152138 K 1N1522
THONLTWDOHREIC LD L. A v =Y ORI <TD MIME #5570 bR S L E T,

R1: TRAT7AIL] ZEOAVvE—D

B Microsoft Word document attached - Message (Plain Text) ]

E.'_'%&Ep\yﬁ_'&}Replyﬁanl_l|£"$Furﬂard|-j EEWR. < |ﬁ|_:-j * | -~ F ~ AF | (@!EMThisisSpam

I File Edit Wiew Insert Formak  Tools  Actions  Help

From: Senk:  Thu 4/22/2004 1:52 PM

To:
Cc:
Subject:  Microsoft \Ward document attached

Attachments: @Th\s is @ Microsoft Word Document, doc (30 KB}

Document attached helow.

BFA—NT = 2L, vNATF = A E—VORILERINT7 7 ANV EXFIL TSI
W, BESNDIEIMELZT 572021, body-variable % 721% attachment-variable X v & —37 4
NEN—VEEHTLEEIZ, W DO0Dr — A THEENPLETT,

e TXRNIBLGN1IODA vy E—T (-9F D, [Content-Type: text/plain] F 7213 [Content-Type:
texthtml] O~y X —% & A vE—) BHDHGEE, EFA—NTF— bz 1EA v E—
VERERL LR LET, a T UV EATRERDLYE EFA AT — U oA
X, ENEH—DORM 7 7 AV ERRLET,

e aA—RINTT 7 A/ (uuencoded 72 &) IXBFA—/ A v E—TYDOARILICHENE
T, IARRELEES, = a— NENET7 7 AVBRMN 7 740 E LT, fliH
BLUOAF vy &, BOVOTXFAMRTFAMALE LTRARINET,

s H—DT7 XX NSO FIEF I 7 7 AV ERBRINET, Tt xIE, zipZ 7 AV
DHTHEMSND A =1L, W77 AV E RIS ET,

ATV REXrYUD—HOLELME

Ay —=URLELIIRN 7 7 ANVHNONRE = BB TDH T 4 VE — L& BINT 5854,
INZ = PROPDMEN D DR D RO L EVMEZIEE TE £9, AsyncOSI{EA vE—¥
EAXYTDHE, AvE—VEBIWRN T 7 A RO T —BOFD T2=7 ) 45
LET, m/DLEWVEICHZZ2WEE, IERER T ue LM SLEE A, ZO LS WEITK
DT 4 IVF = VITHRETE £7,

* body-contains
* only-body-contains
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» attachment-contains

* every-attachment-contains

» dictionary-match

» attachment-dictionary-match

drop-attachments-where-contains 7 7 ¥ 3 VIZLEVWVMELZIRETHZ L TEET,

\}

LELMEDEX

Ayt—UKRXE

GE)

Ny H—FF TR —T O EELEFEEEAXF Y TD T A NZ L— I LEVWERTE
ETEEH A,
BEEIER
s LEVEOHEL (8 X—)
A=V RLERMNTFANDLEVVEATT (8 X—)
s LEWVMERA T Y Y = )LFo8— RV MIME #4 (9 _*—2)
AT T4 vaF U EEMLEZLEVEDRIT U 7 (10 —)

HESR /N D L2 WVMEZIREET D121, 3% — & true &I 572 DI BE s — D i
N ERRELET,

if (<filter rule>('<pattern>',<minimum threshold>)) {

7= & %1%, body-contains 7 4 /L& /L—/LC, f [Company Confidential| 73 72< &% 2 [A]F
OINDMEN DD T L HEET DT, RO ZER L £,

if (body-contains ('Company Confidential',2)) {

T 74V N TIEL, AsyncOSIN AL T UV AX ¥ U T A VWE BRGTHERIC, 74 FEar X
AL, LEWVERFD L THEATHWRWGAIE, 1O LEVMEZEIY B TET,

aVFUY T4 aFYDOHEICH LT, Y —r v TFORNEEET AL TXE
T, arTrY T4 vatUOFEMIONWTE, [T A MY Y= OFEEZSRL TL
72 &N,

AT F7AILDOLENMERDT

B A—IN A vE—Dld, BEHOEDPOBREINDZERH T, A vE—URLELIX
W7 7 A NVNDOIRE — 2 RS DT 4V Z =D L EVEEZFRET 5 &, AsyncOS 11,
A=Wy RN T 7 ANV B E AT N LT, LEVWE [Ra7 | 24k L E
To AvE— 7 4V THED MIME f53 Z 6 E L2V R Y (attachment-contains 7 o /b
Z =172 E) | AsyncOS [ZRA v =Y DT X TOEHG TROD ST —EEGF L, —FHoD
EHMPLEVVEIZZELTWANE I ZHILET, 728 20X, LEVMED 2 D body-contains
A= T4 NERNHDHELET, ALIT1IOO—ERHY ., Isft7 7 A i1 >DO—FMN
DDA YE—TVEZELET, AsyncOSNI DA v —VERA LSS, ARFB2 20—
2720 LEWERA T Z L5 &R L ET,
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FEEIS, OB 7 7 A VRSB DA, AsyncOSITIRM 7 7 A VT L IcAa T 245 LT,
—HDORaT B LET, 72& 20E. LEVMED 3 @ attachment-contains 7 A V& JL—)L
DHHELET, 200N 77 ANDBOLAvE—VEZEL, FRMNTZ 7 A M2 DD—
BENEENET, AsyncOSIZZDA v =T %400 —FEEM L, LEVER I 7N S
ATWD WL £,

LEWMERT 2T TILF/8— MEE MIME 345

BT NOEEERT AT, FLarsrYyo2o0R (FL—r 5% A k& HTML)

DL, AsyncOSIFEME L1260 —EE G LERA, RbVIZ, FHo0—H%
e LT, EE a2 # R L3, AsyncOS (T Z DA~ L F /38— kb X v —TDfMDERSH>
HOARAATITEMLT, GitAaTEERLET,

7= & 20, body-contains 7 A V& L=V EREL, LEVMEZ4IZRELES, TL—r T
FA M, HIML, BLO220RM 7 7 ANV E G0 A v —V2ZELET, A vE—IFK
DX 7EELHEHLET,

multipart/mixed
multipart/alternative
text/plain
text/html
application/octet-stream

application/octet-stream
body-contains 7 A /L& JL— UL, X \y'!ZH\‘/“O)text/plainiSJ:(ﬁtext/html W I B AS L
T, ZORAyE—=VDRAa7zAMLET, KIZ, ZNHDOAaT OFFRALE L, RN
KEDAAT ZRRLET, SHIC, TOMREEZRMNT 7 A NVNEDOAATITEML T, K
AT ZHBLET, Ay E—VICROBO—BEDRHDLE LET,
multipart/mixed
multipart/alternative
text/plain (2 matches)
text/html (2 matches)

application/octet-stream (1 match)

application/octet-stream

AsyncOS 1 text/plain & text/html #53 DO—E & T 5720, AaT7 32K LET, ZiUL,
TANG =)V b U =T LR LS VEZZ L TV EE A,
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B -7 vrrsaruzgALELENEOR T Y VY

ATV T4 atrYEFERALEELEVMEORTT Y VYT

arvrFUY T4 vat Ul EERTLE HEO [EH) ZEE LT, L0 EEIZREDHRE
TIANE T Ivavk NI H—T&ET, & xiE, Tbhank) EWHHFETIEA vE—V
T A4NHEE Y H—ET, Tbank] O%IZ Taccount] &V HEERH VD, S HIZABAL—T 4
VIBBENEENLTODIUR, Z4NE T varE NI H—9TH30ERHLELET, 2%
KT DI, BEAERTE LT 47 vaF VAL T, FEOHBEEZITHBEOMALED
BOBEEELZEZ LET, a7 oY T4 73atVaEIRB— T ANAVENT 4 VHF
N—NDO—EEFMT 225G, 2T YT 47 at ) OELEEHL TRENRA T %
WELET, LexiE, Roarv Ty bELERELCay T YT o7 a bt VaEERL
7= LET,

®1:aA0ToY T4 3T )DH

FEE/IA~Y—KID BH
ABA %4%& 5 3
7572~ (Account) 2

N

ZoaryrYy T4 vat )k dictionary-match ¥ 7213 attachment-dictionary-match A
= T 4 = VICEEATT D L AsyncOS 1 A v E— VN TR ST S HEE
DEA AR ADEE [RAa 7 12, ZOHEOEAZBEMLET, LEE, Aye—
A HGEE Taccount] DA LV AZ U AMWIODOEFENTNDA Yy E—VDOEFIAATIT, H6N
BIMENET, Avt—Y 740 ZOLEWVED 6 IZHESIVTVNDEE, AsyncOS T2 D
LEVER a7 Nl SN LET, E£0id, FHEBOA Y AZ AN DT OEEN
TWAHEELAFHMEIZ6IZRY, ZORaATIZEsTIANE T2 aryBN ) H—EnZE
7

Ayt—U TJ4ILFHADOAND TR EEORTX B

Ay — 7 4L FNT, AND £721Z OR 7 A b 23+ 554, AsyncOS [TRE/RT X k
AL ERE A, LER-T, 2L 2E, —FDOAND T & h 38 false DA, b9 —H DT A
MIEEHhENERHA, T2 MIELSLHICEHMTENA2DITTIEARWED, EELTLLEE N,
DV IZ, AND BELTOR 7 A hFHIlI SN D56, H& BMEORNT 2~ 23BN Tl &
NET, 22T ROT 4 VF TlL, rept-to-group 7 A F LV HHE Y Y — 204720

remote-ip 7 A P RULTRANCFHE SN ET (IS, LDAP 7 2 PO RHE D Y — R &
<RV ET) .

andTestFilter:

if (remote-ip == "192.168.100.100" AND rcpt-to-group == "GROUP")

...}
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BH 2 A RDOERWT A NRRINCIATEINATD, HADIEFEZ ANEZ THEEIH Y F4
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addr-count ()

SZAZE O BAE

D7 4NHZIE, m_a—
TOZAFETIE R A v E—
VAR D~ H—ITxh LT
BET D A3 rept-count 7 LA
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BFA—NT— T AIZEEBFEEND A v E—IIT0TNRE, TR_XTOAvE—VT7 4 AET
JEFI B S INE TN, BT 7 v a v BRELEGARIZIZDOT 7 a i A ykE—VIC
KT AL NMEIEESNE T, RvE—P T2 T gy 3—) BH
B, ) 74NV F 3T RTOAyE—VICEHATAZ ELTEET, o, V—VITimEE 1~
(AND, OR, NOT) ZfHLTHATIZ b TEET,

IW—ILTHERAT HSERRKRE

N—IVDEFRIHMEAT AT P v 7 T A MO—ETIX, ERFHRBAZITWET, EHREHRIT
BEHEC R ABEAERNLVET, ROFRIZ, AvtE— 740 % A— L CEHRERZEAT A
EOHZE L THERLTLEIN,
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B - cemyaEmEn

RIIN—LTHERT HERRR

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

IEMEHL (abe)

T A NH =)V DIERFEN TN E—FT D E W EnDDk
EHFBHROSEOERPTFEIOWTNLOESLS & —ET HHEAT
‘ﬁ‘o

f:&/iéi\ IE/#E%E%% ’VGCOI‘gJ X rGeorge Of The Jungle] .
rLa Meson Georgette as well as Georg) @%i?ﬁ”&*

(Georgy

Porgy] .

ﬁbi‘a—o

ALy b (M)
RAFEE (s)

FAGLSE (8) 2GT—/VIXFINORRBOHE KL, ¥ T v
(M) ZEL—WIFIN DD H & —B L £,

7= & 2 0E, IEHREHR ceorgs) 1XXFF lceorgl DHE—F L F
‘ﬁ‘o

ZEDSy X —E BT DI, 8" LHRELET,

N

XL A Ty b
7 (e)

X7, ZEH, Ty bv—7 (@) ZE&ELA—iE, YEOTEEK
LRI LET,

f:k%\_ﬂi\ IE/{:EE‘%EEA |—AGeorqe@admin$J
DHE—HLET,

EeveE il |—Georqe@adminj

(= N )

EUA R () 28 —/WHMEED 1T (SBITaR<) E—HL
£7,

=& z20F [~ . .admins] &W I EMFEHIT Thacadmin] BL O
|—sunadmlnj @%i%ﬁl I—F L FETA, Twindzadminl E1E—
HLEEA,
TAZY R (¥) | T ALY AT (%) Egie—nid, TEENCHEE ST 5 3

70l GTEE QRS Y K SN TV B LT L—KLET, E
YA RET ALY RSB BE (0 1 AEROLFH @fTE
<) L—HLET,

= 2_@:\ [~p. *Piper$ ] L Eﬁ%%fﬁii ’—PPiperJ . [Ipeter
Piper) . [P.Piper] . |—Penelope Penny Piper] @ EoXFHIE

APV ER 38

7 ()

MRESIIRR L TOZA Ty —FIEALET, v—F A W) &
EIUFRZOLODHIT—EL, Ns) 1T RAGEEEFOHIT—EL,
A iEF v Ly FLBORIZ—ELET, =& 2L,

[~ik\.ac\.uks) 1T Tik.ac.uk] EWILFH DO E —F L F9,

BEE MR S3 A= —CbRER= A —7 e LTHEMLE
T, TOH, ERKXATHESZHENT 256, 2 DO TN
WBETY, EATRIIE THEERIZ) RSN DHRE S 1 DOHDE
D, EHREBL AT ACESAET, FROMEZRET 2561
[rik\\.ac\\.uks] EANTHZ LI T,
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ryt—sn7 sy vrcoEszR0ER [

KXFENLFERFIL
72N ((21))

h—=27 2 )1, EHRBOE D OS5 TRILTFE/NIFHR B S
NN EERLET, ZO =7 &, RIFL/NCFEXHNT
DIEHRBLOEHICEE 5 & KT &/NCFR—EXG s 7
WHREDMTOILET,
7=& z20E. T(2i)viagral EWIHIEMFIIL, [viagral .

lviaGra) . [viacra] &—FLET,

7(@';5 U J& L@;ﬁ {min, max}

1 DHID h—7 > O K LIl EfRET D IERRIAXRLEN T R —
FENTWET,

7= 20X, Troi2,31) 13X Tfoo)] BEO lfoco) E1E—F L F3235,
[fo] <° [fofo] ElX—FHLFEHA,

if (header ('To') == "~.{500,}") EWVH AT — Kk X hiL, 500 XF
PLEMMERA SN TS [Tol ~y X —&RFELET,

FE(]) B, 2F 0 Tor) HETFICHYLET, [ABIUBI BERE
BThr%a. Tasl 1L TA) & TB) OWTunic—8T 530F
e —HLET,
fl&%\_fi\ (foolbarj WD FHIT (fooj 2 (barj Ll —ELE
SR [ foobar) &fi*ﬁbi“@f/uo

EPEREYS

A=V DT 4 NE ) T TOEREROMER (29 2—)
« EBRIERBOMHICETLIHA R4 (30 —)

« EBIERBLEIEASCH Xy b (30 %—)

nT AL (30 8—)

o RILF-E/NLFOXH] (30 _X—)

« WERIIR T 4 NV H DIERL (31 ~=—)

« PDF & EHIERH (31

)

AvtE—CDTANE Y T TOERKREDER

TANEZEHER LT, ASCHUADOTERTZ a— FENTWNAERA v E—V0RE (v 41—
LRI OXFHNE NS — BB TEET, BRIICIE, RUAT ATIIIROGHNICH 5 IE
ASCII XFAMBET HIEIREIL (regex) ZFEHTEET,

A=Y Ay F—

* MIME 5} 7 7 A V44 O 35|

o A yb—URI :

* MIME ~ v # =372 WAL (RERDOIERDOE T A —L)

e a— RZRT MIME ~» ¥ —723% 10 | MIME &8558 72 WA ST

e a— RPREBEINTWVWAS LT N— | MIME £ vtE—3

o FEEOARILDH B, MIME ~y ¥ —TCTra— RBREEINTHRNED

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B csxsosmcEssH4 k51>

A o=V EREALDIEROWS (T 7 A Va2 ET) ORGICERRRLHATE
Fo U7 7 A LD 54T E LT HIML, MS Word, Excel 72 E 540 5 A 7% %I T &
T, B LD FERE Y M LT, gb2312, HZ, EUC, JIS, Shift-JIS, Big5. Unicode 72 & 7%
HYET, EREHRORA v —Y 74V & L=V EERT HICIF, 20T Y 7 404 GUI
BT 0, THRARNZT 4 X TT 7 ANVEERLTOD Y AT AL VR — N LET, 7
HZoWTIE, TCLIZERA LAYy E— 7 o VX OER (121 %—2) | BEO 2%+
VEMEDORE (145 5—2) | ZBRL TS,

ERRBEOFERICETHHA 512

TVT 4y 7 ATERLS XN EREERET 55003, EREROLHITFYy Ly b (1Y) |
REIZ FVELES (8) ZZNZNEET LLENDH Y 7,

)

GE)  ZEOXFINEWETHHAIC [ 2T L. EBRIIETRITOXFHIN—-HLET, b
DIz, Trs) ZEHALTEZN, =& 20E, subject L—/L (36 X—) D2FEHOHINZ
AUTEZE LET,

Flo, XFELTORY A RERAETHIZIE, ERXATCE I A K2R —7FT50ERH
DNEIT, =& ?_bi\ sun.com & U D IEHFRBLT |—thegodsunocommandoJ LW R~ LFE
T2, ~sun\.com$ & WV EHFEHIL Tsun.com) &V LFFHNDOIE—FH L FT,

Hffimicix, & 2 CHHAT D IEREHR O A Z A L1Z PythonreModule €Y = —/b A% A LD
IE;:‘E%{E"C'@‘O Python AHRA /V@Efﬁi%fﬁ@%ﬁfﬂﬂlol/ Q=N http://www.python.org/doc/howto/
MNHT 7 ATE 2% [Python Regular Expression HOWTO | #5512 L TL &0,

ERRBFEIEASCUXFELEY

—WOEFETIX, THEE < THFEER) . [RFELT) EWIHIENRGFEELERA,

HEEZAMER T 2307 (IESERIT Nw) LRINDLF) OMG7R ENLEIT /e 5 MR ER
RKHLTIL, v r— RS AR ARYGE, £idmra— FRRAREE, BEPBELET,

nTAbk
EREBORET A ML, V=T A= =T 2 =ZfHLTIT) ZENTEET, K
(e IR N D= S
rcpt-to ==
"~goober@dev\\.null\\....$" (matching)
rcpt-to != "“goober@dev\\.null\\....$" (non-matching)
AXF ENXFOREA

FRICHIRL SN TV A E 2R E . EHRBICTIIRCF LN CFNRB S E T, EHRET
foo %*ﬁ?ﬁ%#é%é\\ FOO %’ Foo Li—i‘,’z Li"i‘/\/o
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PRI |

RERTE T 4 ILZ DIER

PDF & IEFR&KIR

WOBNL, FCEZAT D 205D 7 4 V2 TR, mPIOBIOTTH CPU O m < 720
£9. 2BADOT A NZ OGP RALEREIRZHEH L TOET,

attachment-filter: if ((recv-listener == "Inbound") AND
ceeccccccccccccccccccccccccceeeceeeeecccc(((attachment-filename ==
"\\.3865") OR (attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.ads$"))
OR

(attachment-filename == "\\.ade$")) OR (attachment-filename == "\\.adp$")) OR
(attachment-filename == "\\.asp$")) OR (attachment-filename == "\\.bas$")) OR
(attachment-filename == "\\.bat$")) OR (attachment-filename == "\\.chm$")) OR
(attachment-filename == "\\.cmd$")) OR (attachment-filename == "\\.com$")) OR
(attachment-filename == "\\.cpl$")) OR (attachment-filename == "\\.crt$")) OR
(attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.hlp$")) OR
(attachment-filename == "\\.hta$")) OR (attachment-filename == "\\.inf$")) OR
(attachment-filename == "\\.ins$")) OR (attachment- filename == "\\.isp$")) OR
(attachment-filename == "\\.js$")) OR (attachment-filename == "\\.jse$")) OR
(attachment- filename == "\\.1nk$")) OR (attachment-filename == "\\.mdb$")) OR
(attachment-filename == "\\.mde$")) OR (attachment-filename == "\\.msc$")) OR
(attachment-filename == "\\.msi$")) OR (attachment-filename == "\\.msp$")) OR
(attachment-filename == "\\.mst$")) OR (attachment-filename == "\\.pcd$")) OR
(attachment-filename == "\\.pif$")) OR (attachment-filename == "\\.reg$")) OR
(attachment-filename == "\\.scr$")) OR (attachment-filename == "\\.sct$")) OR
(attachment-filename == "\\.shb$")) OR (attachment-filename == "\\.shs$")) OR
(attachment-filename == "\\.url$")) OR (attachment-filename == "\\.vb$")) OR
(attachment-filename == "\\.vbe$")) OR (attachment-filename == "\\.vbs$")) OR
(attachment-filename == "\\.vss$")) OR (attachment-filename == "\\.vst$")) OR
(attachment-filename == "\\.vsw$")) OR (attachment-filename == "\\.ws$")) OR
(attachment-filename == "\\.wsc$")) OR (attachment-filename == "\\.ws£f$")) OR
(attachment-filename == "\\.wsh$"))) { bounce(); }

ZOBITIE, AsyncOSIZIEHIRBLT 2 % 30[B] (W7 7 A V2 A 7 & recv-listener DE 41
ZUT 1 EF D) BHENT O MERH Y £,

Wb DIZ, WOX 727 4 VFEERLET,

attachment-filter: if (recv-listener == "Inbound") AND (attachment-filename == "\\.
(386 |exelad|ade|adplasplbas|bat|chm|cmd|com|cpl|crt|exelhlplhtalinf|ins|ispljs|jsell
nk|mdb|mde |msc|msi|msp|mst|pcd|pif|reg|scr|sct|shb|shs]|
url|vb|vbe|vbs|vss|vst|vsw|ws|wsc|wsf|wsh)$") {

EREHT Y ORBIERIE 2 B2 T, [0 OBEMRLAULORY TN TULET 5 24
TR LI B 7207 A N Z OFH G RIBICEEICR Y £, F/-. HODOFNZLE~XTCPU A —
N—r~y RMETLET,

PDF DA FIEIC L 5 TE, AX—AREITR RN ENRHV £, ZOXIHIRGFH, Axxy
VYR, N=VNOHEGEOAEIZESE | B A= LY TORAEZRALE T,
722, 1 DOHFFEOFIZEEDO 7 4+ M7 + v b A ANRET DG, ElESD
PDF 22— RO AF ¥ o UV UNHGEESATEHRIT 200 L D £, ZDXH1
R ENTZPDF 7 7 A VCTIERRBUCEIDMEZITI &, AF v m o P UAITPHI LR
REBETHERH Y 77,
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AY—HKID

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

7= & 21X, PowerPoint SCEIZIHA L7 BGEOHIZ, HFENO L TF-ZT EIZRR D 74+ 0 R 7 +
VR AXPRESN TV DL bDORHLELET, ZOT 7V r—a shbAERIZPDF
EAX Y TV UREAID L R IR AR — R BT A S IVE T, PDF O
JRIRC,  Tcallout] &9 HFEN [lcallout] F7zik lcallout] EEREINDZZ ENHY ET,
ZOWTNNORRAIERKI Tcallout)] EMELIILTDHL, —BERLEWVWIRRIIRY
£7,

A=V ONEEAX YL THA = L— LA TS, A~— ID 2FHT 5
T — A NORFED N — 2 R TE 97,
A<—HKID T, T—HHNORDN N — 2 ERETEET,

7LV vw N — REE

o KERSIRFESR S

« CUSIP F >\ —

« ABA F /N —

TANETA— D ZFEHT DI, ALERIBRM 77 ANMDa TV EAT Y T
BT 4NE JL—)LTIROF—T — REFHLET,

R4 AVE—D TAILEADRI—FID

*F—J—K|RXT—FHFID BrLEL]

*credit Iy b —REF|14, 15, BXR16HTD 7 LYy b h— RESEZH L
iﬁ—o

W& A<— K ID X enRoute 7 — FZ&FBILEH A,

*aba ABA ¥%4&% 5 ABA i54% 5 A5 L E T,

*ssn A REE S KEHSRER AN L ET, *ssn A~— FIDIZZ >
Va, BUF R, AX—=2A0H DS RER T 3 L
F9,

*cusip CUSIP &% & CUSIP &= %&i#kal L £,

BEEIER

o A<w— K ID DL (32 —)

AT—KrID DEX

T4 NHE N— )L TA— NID ZFEHAT 256, ROFIOL ST, KXELITIHRMF 774 1%
AXY T DT ANE L—)LDPRTA<—KID ¥—U— R&5| % CHAET,

ID Credit Cards:
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if (body-contains ("*credit")) {

notify("legaldept@example.con") ;

}

/o, arT T4 arIo—EHELTCarsT Y 74 AVFNTAY— MND ZfEHAT

52

EHLTEET,

A~—FID F—VU— RTlE O ERKRHSMO X —U — REMHAEDETHHTE A,
7-& 21X, Txcredit|*ssn)] EWINRNF—=INIEITIEH Y A,

6=

*ssn A~ — b IDIC K BFLHIEEPI 72, *ssn A~ — b ID D 7 4 V2 Sk & HboE Tl
3882560360 9, 72& 21X, Tonly-body-contains] 7 4 /L ¥ 52 EHT 5 2
EMTEET, ZOHE. RBELFIINA v =TV RKLDOT X TOMIMEESIFET D56

DHRMN true THDHEHESNET, 2E2FE ROLIHIRT 4NV EFEERTEET,

SSN-nohtml: if only-body-contains (“*ssn”) { duplicate-quarantine (“Policy”);}
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B oot n—nosmes

\)

6=

BIA—NAT = T xAF, AvkE—Var7ryor Ly ey 7 2L LTEMEZF—
U— R ( Teredit] . Tssnl . Tcusip) . F72i% labal )OFMWIZHNDO LT, A~v— Mhl 7
i L E9,

Bl : A=K ONTNDLDORAROHERRERTHNETENL TV LSEE, EFA LT —h
U = A IR REE S E A~ — Ml & LTRIBLE T

( TXXX-XX-XXXX] Tssn XXX-XX-XXXX] ., [Tssn: XXX-XX-XXXX| 72 ¥, )

Bl : LI 499 ADIENRT— MERIF

RDOT 4 N Z—2fER LT, A~ — F#BIFORNS =V — RBEFEE LRV A~ — FihlF %
R L ET,

ID Credit Cards:

if (body-contains ("*credit", 1))
{
notify("legaldept@example.com") ;

}

51D

[credit] 1ZZ7 V¥ y M A— RESDA~— MBI TF 2R L,

M) x, v—n% Ttuuel LFHET 272D BB REARO—BHZ R LET,
Bl : TLIT 1w RIFEDRT— FERIF

DT 4 NEEER LT, A~— MBI FORNZF—Y — F(( leredit] . Tssn) . Tcusip) .
F720X Tabal ) BWHEET DG EICOR, A~— Nkl 2R LET,

ID Credit Cards:

if (body-contains ("*credit", 1, “prefix”))
{

notify("legaldept@example.com") ;

}

515 DA

[credit) 327 V¥ y b H— FESOA~— M#AlF27R L,

M) 3, v—v%& Ttruel EFHET 2 72D B BEREKRO—BH AR L,

(L7407 2] 1, A~v— F#BFORNIF—T — RO TWBHERICDH, L—/Ln
ltrue] THDHZ EERLET,

Ayt— T 4)LA IL—)LDERBR &

WD 7 arTiE, FHISNAESESERA =Y 7400 F —IZOWTCHH L., #
OB E R LET,

B&E

e true L—/L (36 ~—73)

IEH

B Ayt 78 EERLEBFA—IL K S —OFA I



| #9v€—Y 742 EERALEEFA—LRY O—0ER
rvt—2 7408 L—rouBss |

s BN —r (36 ~2—3)

* subject /L—/L (36 ~X—7)

s LR —TZEHL—L (37 X—)

s IN—TNZ L _Xu—TZGFEL— (37T X—)
e Ru—FEEFHENL—L (38 2—)

o« JN—THNZ L _Ra—TEEHE L (38 3—)
CKEH I N—T — (39 =)

o« RILHYA X b—/L (39 X—7)

e UE—KIP/L—/L (40 X—2)

e ZZY RF— L—L (40 R2—3)

e ZFIP A H—T = A A J—)L (41 =)

e AffL—L (41 _—2)

ey H— L—/L (4] =)

e EHEL—L (42 X—)

 ZEHEHL—L (43 =)

o 7 RLZHL—L (43 _—)

e KL AX ¥ —L (43 X—3)

AR AF Y (44 3—2)

o Wbkt —n (44 X—20)

T AN A AT =)L (45 =)

s INMFT T ANKN— (46 X—)

*DNS U Z k JL—)L (47 _—2)

cIPL BT —all— (483—2)

T4 aFl — (48 X—)

« SPF-Status /L —/L (50 ~<—3)

e SPF-Passed /L —/L (52 ~2—3)

*SMIME 77— FU = A AvtE—Y b—)L (52 X—2)
* SMIME 7" — k7 = A BRREF A b—/L (52 X—2)
» workqueue-count /L—/ L (52 ~X—73)

« SMTP FBiE At —HF —FL—/ (53 2—)

« BAAFEL—L (55 2—2)

o~y X —i DR LEHUL—L (58 X—)

cURL LE=2TF—3 g b—/b (60 5—3)

sURL Z#7 3V b—/b (61 _—7)

TR LI 7 A —b (61 =—2)

s Avt—UFHAL—NL (62 X—)

e afgt— (63 —3)

o (B A — VO L—L (64 ~=2—)

« BEEBERBEEL—L (65 <—)

* RIEZ2RD MIME ~ v # —fgHiL—n (65 <—)
o HIPRAZEfE EL—L (65 ~—)
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. true JL—)L

true JL—)L

BEMEIL—IL

subject JL—/L

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

*ETF DO RKAA v LB 2T — 3 b—b (66 X—)
*SDROKAA v LEaT— 3 b—b (66 3—)

true L —/UETRXRTCOA v =L~ LET, &2 E, ROL—NVIET A MRS ERDT
RTDA v ET—IWIZDONWT, IPA v Z—T7 A A% external IZEFE LET,

externalFilter:

if (true)

alt-src-host ('external');

valid/L— V%, A v — TN ARRE £ 72 IR 72 MIME 35 058 £ 10 TV B AT false &
WL, FRLUSNOEEITtrue IR LET, 72& 21E, ROL—MTIT A MRIEDOA v E—TD
5L AREE A v —U R T _T Rey X LET,

not-valid-mime:
if not wvalid
{

drop () ;

subject b=/ U, IFE~y X —DIENEE LT EHERBLE —BT 2 A vE— V& BIRL £ T,

T ZIE, ROT7 4 v F X, 4D [MakeMoney...] & W) FEATIHEE DT X TOA v E—
EHEIELET,

not-valid-mime:

if not valid

{

drop () ;

}

Ny B —DETH#%ET 53 ASCIL LT EIEETH 2 N TE £,

Ny X —IZETABRIEEITHOHE. ~y X —OBEOEIZITEFI I TONZEE (X vtE—
DNy X —DENN, HIBR, BEEITO 7 4 VKB ) NEFNTWDAICEEL T
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ro~o—JzEEL—1L [

SV, FEAHCOWTIE, Ay E—Y S~y X — b= LB LURHE (6 ~—) ML T

éb\o
WDT 4 IVHE, Ny B —=NZEORE, £72F A v EB—JlZ~y X =R 0 EAEICtrue 2 L
i—a_o

EmptySubject To filter:

if (header ('Subject') != ".") OR
(header ('To') = ".") {

drop () ;

}

\}

GE)  ZD7 4 HE Subject ~ v X —& Tor~y X —RZEOLEIT true ZIK L E T, ~y =N
WA btrueZIRLET, BELE~NY X —BA v E—UHNICRWESTH, 207 4 VE1X
true 1R L £79°,

IoRO—TZEEFEIL—I

rept-to /b—/Ud, WTNDOT RN —FZEENRE L EREBLE BT A vk —
FRINLET, 2 xiE, ROT 4 H 1L Tscarface] & W9 LFENEEGLE L A—LT KL
A TICEEINTTRTOA Yy E—VF Fay 7 LET,

\}

GE)  reptto —/L TR T 2 IERRBLTIL, RUFL/NXFERShEEA,

scarfaceFilter:

if (rcpt-to == 'scarface')

GE)  rept-to b= MF A v E—VIZHESNTNET, A v —VICEROZEENRESNL TN
BE. WL AOZEENL—LE —F LTI, F5E LERBN T N TOZIEE 6T
THAE—JICHEHENET,

TJIL—TAIoRAO—TZEHIL—)
rept-to-group /L—/LiE, WINPD T o No—F(FZEBEE LT LDAP JL—7D A
ThoHAvE—VZBBRLET, L xIE, ROT 4V Z1T TExpiredAccounts| &9 LDAP
TN—TNOEFA—NVT FLZTIZEEFE SN TXITOA Yy E—VZ2 Fry P LET,
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B = co—mzEsr—n

expiredFilter:

if (rcpt-to-group == 'ExpiredAccounts')
{

drop () ;

}

\)

6=

rept-to-group /L —/UIE A v B —TIZHE SN TNWET, X v —TVICEEOZEENHRTEIN
TWAEE, WTTWN L ADZEENL—LE—F L TWIUE, B8 LTELBER T R TOR(E
FITKT DA v e—VICEHSNET,

IoANO—TEEH/IL—IIL

mail-from /L —/LiX, TN —T7EEEPBE LLIERRELE T HIA vE—TU2E®IRL
giﬁﬂo =& 7’J:t\ /k@7 A IVH %iﬁﬁ“é L admin@yourdomain.com z&n J‘ii‘{%éﬂfljﬂf\f@
Ay—UNEEBICHEINET,

\)

GE)  mail-from /L—/L CHEHT 2 EHRFH TIL, KT E/NPLTFEREHSNEE A, ROBITIE,
EUF RPRZ R =TI TWET,

kremFilter:

if (mail-from == '“admin@yourdomain\\.com$"')
{

skip-filters();

}
HIL—THIoRO—TEIEEZE)L—IL

mail-from-group /b—/UiE, T Xu—TEEFENEE DAL THE L7 LDAP 7 /v —7|C
BLTWE (R—BERBTIHEIT. BEEOESFA—NVT FLUANREELZLDAP 7/ /1 —
FIZBLTOARNY) A v E—U2@RLET, & xE, KOTAAZEFITTD L,
[KnownSenders| &V 9 LDAP /)L —7FDEBFA—NLT RLRAIZLVEEEINTEZTRTOA Y
T—UNEEBICH N ENET,

SenderLDAPGroupFilter:

if (mail-from-group == 'KnownSenders')
{

skip-filters();

}
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EEFEITIL—T IL—IL
sendergroup A v — T 4 HF, VAT —DHRA RN T I7EBAT—T)L (HAT) TEDE
BEIN—=TR =T I0IESNT, Avb—UFBBIRLET, Z0—MT =] (—%
ERET DHE) £ =] (F—BE2HRBETH546) #EHAL T HE L EHFE (K
OFN) LDO—FETAMLET, TLExE, ROAvyE—T T4V L—VF, AvE—
COREE I N—T N EBKEL lnternal] & —HT 55 10 true KL, ZOLAITA v E—
CERBA =V RAMIEEFELET,

senderGroupFilter:

if (sendergroup == "Internal")
{

alt-mailhost ("[172.17.0.11");

}

AXHA4XI)L—IL

KLY A XENIA v E—VDOYA XD LT, "X =7 7 ANV B EHRET, body-size
=W, R A ZAERESINTBE & i L, R T A v —V%BRLET,
e 2iE, ROT 4 NVEIIRLY A RNS AT, FEBRZDHTRTDORA vy E—I%2 T A
L/iﬁ—o

BigFilter:

if (body-size > 5M)
{

bounce () ;

}
body-size T 5 LWD L 9 7otk TE £,

1 LB miELE
AR
body-size < 10M
. LUr
body-size <= 10M
, ALt LT REWN
body-size > 10M
: Uk
body-size >= 10M
FELW
body-size == 10M
, FHELL RN
body-size != 10M
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PA ZAGENNTY 7 4 7 AZAEMT 5 LEFTT,

HE L
1034 b ( T10J IZFL)
10b
13 F N1 |k
13k
5 AHNA R
5M
Joc 40 XHNA b P BFA—AT—FT=A TIE100 AHA M
BRDOA Y-V TEERA)

JE—HKIPJL—IL

remote-ip /b —/UE, A vE—UEEELIEARARNDIPT RLANKEEDONNZ — ¢ —FT 5
MEIMEMERT DTCDODT A NEIATLET, IPT FLRL, A F—Fy b 7uhan
N—=Uar4 (IPv4) F3AF—Fy F 7r halr =T g6 (IPve) ZIEETEE
T IP7 RLANRZ—E, AHEE 7 V—7 ORI IZFE# S 41TV 5 allowed hosts 7t &
L CTHEESNET, 72721, so. IPR. dnslist #ieB KOS —Y — N arn #kR& %
D

allowed hosts #FL CTlE, IP 7 KL A (FRA M TIER) DNEF & EE TOFRPHAO % F5E T
TFET, HE2E ROT 4V FlT10.1.1. OFRD 1P T RLANBA 2V x7 FERTORWMEED
Ave—% "y A LET, xo X1 500 51, 52, 53, 54, F7-1F 55,

notMineFilter:

if (remote-ip != '10.1.1.50-55")
{

bounce () ;

}

ZIEVAF—IL—IL

recv-listener /V*‘/l/&i\ %Eﬁﬁf% U 7\'7—*"(%1% L?LC){ /’IZ*“:/%J%:FR Ljﬁjqo U 7\'7—?‘%
E BUEV AT A ETHRESNTND VAT —DNTNND=y I R—LThHLULENRDY £
T, T ZIE, DT 4 NFZETTDH L expedite LW LFTOY ZF = H2A5 LIcT X
TORA =Y R blicHhInEzT,

expediteFilter:
if (recv-listener == 'expedite')
{

skip-filters();

}
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gEr1vs—7z12 00—

ZFEPAEA—T AR IL—IL

BffiL—IiL

mwdﬂ”“”@\%%H%{V&H7141%mfﬁﬁbk}V?HV%EWLiﬁo4V
B—T 2 A AL, BIEVAT MCERESNTNDEA v E—T 2 ADWT IO =y 7 F—
LATHLIVERDY £3, ToL 21X ROT 4 V21X, outside & W I AHTDA L F—T = A A
MHEZFELTETRTOA =V ENRNT A LET,

outsideFilter:

if (recv-int == 'outside')

{

bounce () ;

}

date/b—/UIE, BUED ARF LH5E L7222 e L9, AfPL—1id, MM/DD/YYYYhh:mmss
EWSTERD A DAL T HGRLFH B SNET, ZoL—E, FED K CKE
W) ORTEITRICFTT 2L AR ET 25E 1@ R T, CRELS D B ATERZ 6
LTS Ay =V MBI 2HAFMENRET L2 LRHV ET, ) ROT 4 V21T,
2003 E 7H 28 H @t':?& 1 Eﬂ—]_:ct ) f&&z campaignl@yourdomain.com ﬁ)%%1§éﬂ7’t—§—’\f@f b4
=V ENT U ALET,

TimeOutFilter:

if ((date > '07/28/2003 13:00:00') and (mail-from ==
'campaignl@yourdomain\\.com'))

{

bounce () ;

}

\}

GE) date /b —/L% $pate A v —3 T 4 L HMBEE ERF LN E DI LT EEV,

ANy A — )L—)L

header () /L—I L%, X ‘)“E‘—“‘/\\/\‘)&\\‘_‘ﬁ‘iﬁ)/):lﬁ]w@%'ﬁﬁ éﬂf‘/‘éq%ﬁiﬂﬂ)f\/ﬁ‘— (“/\y
H—47) =BT DHNEINEMHERLET, T D/L— LT subject /L— /b & [RIERICIEBIR L &
e 5 2 L b TEETD, HRETOTIHAT L b TEEd, ZOHA Avte—Y
WZED~y X —n3HIUL Ttruel  RFHUE MMalsel &720 9, =& 21X, ROBFITE~y
H— X-Sample @ﬁﬁ\ iO)J:U\:@/\/ﬁ‘—@1ﬁﬂC (sample text] kb‘5j€$§”7ﬁ§é\jﬁhfb\
DMEIMEHR L TCVET, =BT 58I, AvE—VURANT U AIhET,

FooHeaderFilter:

if (header ('X-Sample') == 'sample text')
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{

bounce () ;

}

~y B —OETHRET HIE ASCH LFEIET 2 ENTEET,
WOBITIE, HEEZITOTIC~y ==L Z@H L TWET, ZO8HE. ~ v ¥ —x-Deletede
MROMD L ZD~NyH =R Ay E—VnbHIBRENET,
DeleteMeHeaderFilter:

if header ('X-DeleteMe')

{

strip-header ('X-DeleteMe') ;

)

Ny =TT AEERIT O BE . ~y X —OBEOEIZITAER R TN EE (X vE—
DD~y A —DEM, B, BEEEITI) T ANZRERE) NEERTWSEICEELTL
IV, FEMICOWTIE, AvEBE—U Ay — L— B IO (6 —) 2R L T
S,

random /b —/LIE, 07205 N-1 (N (Z/L— L DHDD-> Z THHE SN HEBEMH) £ Toills
AR LET, ZON— /L Tldneader () L—/VERBRIZHEZITH Z & b CEFETH,  [HIA)
EACTHMBEHT b T Ed, HIEBEATIEL, ARSI NZEED 0 TRWIGAID true
CRHisNnE T, L 2E ROTZ A ZIFHTROARE LTEFRLLDT, 245D 1 OFf
T Virtual Gateway 7 N L' A A 3EIR S 4L, 78D 2 57D 1 OFEZRE T Virtual Gateway 7 F L A
B B IRSINET,

load balance_a:

if (random(10) < 5)
{

alt-src-host ('interface a');

;lse
;lt—src—host('interface_b');
load_balance_b:

if (random(2))
;lt—src—host('interface_a');

}
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else

{
alt-src-host ('interface b');

}

rept-count /b —/Ud, body-size =L ERIBRIZ, A v =T O EE O EEEUE & bl L
T, ZON—NEHEATLELE, 2R —EIIZHOL—PICEFA—NEZRETLI LA
BHIEC& ., F72 KRR A — L EE % v o= 3 IE O Virtual Gateway 7 R L AfH T
NDEIICTHIENTEET, ROFITIEZ, ZEBELED 100 ZHZ 2 EF A —/VDFFED
Virtual Gateway 7 KL A Z#EH L TR EINE T,

large_list filter:
if (rcpt-count > 100) {
alt-src-host ('mass mailing interface');

}

7 FLREIL—IL

addr-count () * b= T A4E —LiE, 1 ’DJJJ:@/\/ﬁ*‘jC?ﬁ'J%ﬂ%%K\ %?71@%
EEREHEL, ZEHFOBBEELVR—NLET, 2074 0Z1E, =X —TDO%(EH
TIERL A v B—URILD~y Z—IZ% L THERET D /578 rept-count 7 A VX Jb— L & B
DET, ROBITIE, ZOT 4 NF = ZE D EWZEH Y A R Tundisclosed-recipients |
VI A YT RZEEZHZ N TNET,

count: if (addr-count ("To", "Cc") > 30)

{

strip-header ("To");

strip-header ("Cc");

insert-header ("To", "undisclosed-recipients");
}

AXRX*v>2 )L—IL

body-contains () b—/WiL, ZETHEFA—INEZTDORMNT7 7 ANV EAFY L, /3T A —
X CEBRBINTHEONRY - OFEEMELET, ZUTIE, BUEA T —# ZAEEE L OES#
H‘“' %ﬂfl/\é{ﬂ%\{*7 74»73‘%@?&%&?0 body-contains () /V*}VT@i%E;&??%;d’%& Lﬁ’_
MAEFITONERA, AXY Oy vV % [AX ¥ E{E (Scan Behavior) | X—I F 721
CLI® scanconfig AV Y RTEET L LICRY, AF ¥ OMRLERD, FLIFAFY O
KR DIRINTH MIME # A 72 ERTEET, £lo, AF¥ ¥ UER%E true EFHIT 5729
R D MERNH 5 —BOR/NEEFRETHZ L TEET,

T 7 4L h TlX, MIME # A 7723 video/*. audio/*. image/* AN TH BT XTOUWNT 7 7 A /L
MAFY L EINET, BEOT77ANPEENTND zip. .bzip. .compress. .tar. .gzip D
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gE{bEHIL—IL
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BT —HA TR 7 7 ANVBATF Yy SNET, Ax v oxtGgeesd, [RANSINT] 7T—
HA T T7 7 A (Lzip I TNWD zip 72 ) OFERETEE T,

A OWTIE, A%y VEEORIE (145 X—2) Z2ZRLTIZE0y,

AsyncOS WASLA X ¥ &2 FATT 5356, EHRAZHEH L TAXOTF A NERMNTZ 740
EAX Y LET, RTFRPLEVEEZRET 22 ENTE, AX Yy U VU N I OiK/ND
B EREBE O—BE Rt T 5L, ZORUT true EFHMISNET,

AsyncOS (XA v &—VDOKFED MIME #5325 Hii L, 7% A MERIZ/2>TWEHTRTO
MIME#y % A% v > LET, KUIOED TMIME % A 78T % 2 MIIRESN TV D HA,
AsyncOS |L7 F A M3 A2 LE T, AsyncOSIIA vE—V THESNT-T a3 — RZHES
WTTZra— REREL, 7% A % Unicode [ZZ# L £4, Z D%, Unicode fEIK TIEHIF
BERFLET, AvE—YTZra— FREESNLTHRWEAIE, [AF ¥ BIfE (Scan
Behavior) ]’\o‘_‘:/i 721% scanconfig A< }‘T?‘Elﬁﬁiﬂéﬂfii‘/:"— %ﬁ){ﬁﬁﬁ éhiwgﬂo

A =T DAF ¥ UIFIZ AsyncOS 23 MIME #8755 % -l 9~ 2 JFiEDOFEMIC OV TIE, A vk —
VAL ERA v E—VHRMHT AL (65—) EBRL TN,

MIME #8533 7 % A K CTraWA. AsyncOS 1 zip £720% tar 25 7 7 A V&I 570, JE
Sl 7rANEHMHLEST, 722 L%, XXy 2 P37 70D
a— R&E#EBI L, 77 A4 /VD7—%% Unicode EATIK L E3, ZD%. AsyncOS I% Unicode
I CIEHAEBZ MR LET,

WOFITIE, KLDOTHA B LR~ 74 /L C [Company Confidential | &\ 9 SCFFI 2R L
E9, ZOBITIE, B LEVEP2ICRESNTWD D, AFx ¥y T PRI OLTF
a2l EHT 5 &, BN T HA =V T RTCAT AL, EEHBMICES LT,

ConfidentialFilter:

if (body-contains ('Company Confidential',2)) {
notify ('legaldept@example.domain');

bounce () ;

}

A=V DOERILDIHEAF ¥ T DAL, only-body-contains M L E T,

disclaimer:
if (not only-body-contains('[dD]isclaimer',1) ) {
notify('hresource@example.com') ;

}

encrypted /UL, A v =TV ONFITHE LT — X NIFEETHINEIDERELET, =
D= IR EALT — X2 OFT a— NiIfT7hd. A vb—YORNFICKE LT — % BNFEET D0
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EONDAHRERELET, ZONL—E, 2—FREEALENTZEF AN EEETERVE
T BHEEITERTT,

\}

CE)  WEEfbahio—nE, Ay =Y ONEDHESLSNET =2 DA R TEET, Bk
SN 7 7 A VI L E R A,

encrypted | & true L —/ L L [AIRRIZ, RXT A —Z TS, iR ITWEEA, Kbz
TP ENTZHA I true, M SN2 E 10 false IR L E T, 2 ORRER AT
THINEA Y E—VDAF Y BN EILR D720, [AF ¥ VEIE (Scan Behavior) | X— %
771X scanconfig A~ RCERBINT-AF Y UVRENMEHINET, 7> a3 VOREDFE
ANZHOWTIE, ZF vy VEEORE (145 ~—2) 2ZRLTIEE0,

WDT7 4 VHiE, VAT —REHTEEINLZTRXTCOEFA—NVEHERL, A vE—VICK S
BENT=T =2 NEENDHEIT, %HT DA v—0 BCC TIEBHRIN%E TIZEE i,
N ASIET,

prevent encrypted data:

if (encrypted) {

bce ('legaldept@example.domain');
bounce () ;

}

BMET7ANL 24T IL—IL

attachment-type L —/UI A v —VNOERSMN 7 74 LD MIME % A 7&2fER L, HEIN
o= =T HNEIDERERILET, ZO/F— L[ AF ¥ VEIE (ScanBehavior) |
R—TUFEZIX scanconfig A ¥ FTEEHAT BN (A¥ v VEEORRE (145 ~—2) 2%
) LRICERXTHLILENHY, AT vva () OEAD—FTT ALY AT ETA LR
A—RELTHEMTEET, AvE—VORMN 77 ANVNZZTHRELIEMIME X A 7 & —#
ToEAE, ZOA— T Ttuel ZIELET,

COMBEAZETTHICEIA v E—VDAF Y U RMEE R LD, A%y VEWEORE (145
N—) THHAINTWATRTOF S g Rl ESNET,

A=V OUMN T s ANEBETHIEDIHEHATED A v —T 7 4 VX L—)LOFEHIC
ST, 77 A4V DZF v (108 2—3) ZHHLTLFFEN,

W7 4 N2, VAFT—RATEEINZT A TOEFA—LEHEREL, MIME # A 7'M
video/* THOAWMT 7 7 ANDBRA v E—VICEENDIHEIE. U THIAvE—UNR AT R
EhEd,

bounce video clips:
if (attachment-type == 'video/*') {

bounce () ;
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w274 ILBIL—IL

attachment-filename /L — UL X v B —NOKIENS 7 7 A VD4 il & DR L. BESIN=N
B— b =T BN E BB LET, 2O TIIRIF LN CFRIER ENEST, 20
S CIEAR—AOFEL XA ESND 20D, 77 A NVADKREBIZAR—ANH HIRRETT
I—REINTWDHE, T4 NHFZORMN T 7 AN EAXY T LET, AvE—VORMN7 7
ANVDNTNDPNIRE L7 7 AN E—ETDE, ZOL— T true ZIELET,
RO FITIER LT &N,
« BT 7 A NVOZABHEIMIME ~y X =06 % v 7F v SNLET, MIME~vy X —IZH D
T 7 ANGLDRBIIZIAR—=ABH L5503 H 0 £7,
T T ANBT —TA T OGS, BTA—NT— N = A 1XT = A TOWNENG T 7
ANLHERIF L, A%y UBRENLN—V (AFx v VEMEORE (1453—) #5H) %
FALET,
WM T T ANBNIBEDIENE T 7 A FEETA2MDT) ThLHGE. T—A47Th
HEEFRRENT, ZOEM T 7 A NVOLARNIRG SN ERAL, 2FV, ZOT7 7 A
JUI attachment-filename b— /LTI INFETA, ZOLI BT 7 A LDfE L
TIE. gzip CIEMEINT-FEITAREY 7 AL (exe) RENH VY T,
CUMT T T ANDEMOIERE T 7 AV TH D5 (foo.exegz 72 L) | IEREI A
LCEMZ 7 ANVNORED 7 7 ANEA TaRBLET, W77 A8 ET—T
AT 77 ANVNOEMDIEREZ 7 A0 (46 X—) SR LTI EIN,

A=V ORMNT7 7 ANEBETDTOIEATE D A vE—T 7 4 ¥ L— L OFEMIC
DNWTIE, B 7 7 AV DAF Y (108 —) LTIV,

ROT 4N ZE, VAT —RRHTEESNICT N TOBEFA—NVEHR L, 77 A VAD * mp3
THLBMN T 7ANVPA v E—=VICEENLHEIT, FATIOIAE—VUBRNAT L ASNE
ﬂ—o

block mp3s:
if (attachment-filename == "' (?2i)\\.mp3$') {
bounce () ;

}

BEEIER
AT T T ANLLET —HAT T AINNOEMDTENE 7 7 AV (46 ~2—)

AT F7ANBET—HAT I7AILADERDERB I 714U

WIZ, T—=HA7 (gzip THER LT b D72 L) IZH L HMOERN T 7 A Va2 RET L6 2R L
i‘j‘o
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quarantine gzipped exe or pif:
if (attachment-filename == "' (?i)\\. (exe|pif) ($]|.gz$)"') {
quarantine ("Policy");

}

DNS ') X + JL—IL

dnslist () b—/UiE, 7= U DFEITIZDNSBL 5 ( lipdrvw 77 7] ELFENRET) %
AT 2870 v 7 DNS UAR MY —R"ZRELET, EEEHROIPT FLAFKESHL (1P
N 1234 DEAIL432112720) Do ZHNOV—RZ{IZT VT v 7 AL LTGEMESNE
T (=B OEENPE Y A RTRWGAE, V=T L7 4 v 7 AR50 Y
A RPEMSIET) o, DNS 7 U —AER S, A7 AIZIEDNS RBUSE B 1P 7
RUARS— RO U A MIRNZ EZRT) FEIPT RLVA (T RLAREON-T=Z &
o) MIRSNET, KINDHIPT FLRE, #H, 127.0.0 oFkTIx, ZTI T, xIEL, 0
MBH255F CORIFEEOKTETT (IP7 RLAHIPFIZH TSN TOERTA) . — P —N
i, VA MEROEBIZESWTENENRE R BT EZIRLE TN, TS0 — T3
TO—HIZX LRI CAERZR LT,

dnslist () 1%, header () b— L & AARIC, HEE /T -HEHE A c& 4, BEl<TiL, &
//rg%%{gj‘é & true 7&?5& L\ Fﬁgﬁi‘f&b‘f}%/ﬁ} (DNS ‘H“—/\b‘EU%KﬁE@%é\fi &) ﬂi false
PIRLUET,

WDT 4 VR EEITTH &, FEHE N Cisco Bonded Sender [EHH—E R a7/ F AZR LV R
ENTWEEE, ZOXA v —UNEEbIcHhENET,

allowedlist bondedsender:
if (dnslist('query.bondedsender.org')) {

skip-filters();

}

A7 a7, HFX (2 FEAEA () 2L THRRAREZ XTI L2 b TE
32_,9)«0

WDT 4V Z 1L, =300 [127.0.0.2] DEEINDAvE—T% Ry 7 LET, INEN
FHLUSNONETHNIE., 0 —/Uidfalse IR L, 74 L ZIXERINET,

blockedlist:
if (dnslist('dnsbl.example.domain') == '127.0.0.2") {
drop () ;

}
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B rcas—an—n

IPLEaT—>3vil—iL
reputation/L—/VIZ XD, IPLVE 2T — g A3 THRMOME L CF v SNET,
> =, =REOTRTCOUKERFZHEATEET, AvE—VIZIPLEaT—Ta R
AT RN E (ZRNETRAATRESLSHER SN TRV, IPLE 2T —va s ¥—
ERA 7Y =N DIREERGCE Dol E) | LEaT—varAar Lok
FTRTRMLET BIEPNTNDLDMEL Y REWEZITNEV, WTALDEEFELNER
FHELSRWEWSHRIATEERA) o RIZHBIT D no-reputation b— /L ZMHT5H & |
IPLE 27— g Aa7 ) lnone] THLNE D NEMERTEET, ROFITIE, IPLE=
T=YarP—EANLERINDILE 2T —va Ly AaT R LEWVED-7.5% FEDHAIC,
A wvt—0 [Subject:] TDEHAIZ [+++ Badrep ***] IS ET,
note bad reps:
if (reputation < -7.5) {
strip-header ('Subject');

insert-header ('Subject', '*** BadRep S$Reputation *** S$Subject');
}

SEZOWTIE, TEEFE LY aT—var 740 Z VT OFEZSBRLTLIEZEIN, T
FANK VAT EADNRANRZ T 7ay (101 =) R LTI &N,

IPLEaT— g b— )LOfEIF-10 ~ 10 TTH, NONE & WOHOEDBIRENLIEEHH Y F
F, NONE {2 DUWNTHREIZ ENMERPEIL, no-reputation J—VEERLET,

none rep:
if (no-reputation) {

strip-header ('Subject');

insert-header ('Subject', '*** Reputation = NONE *** $Subject');

}

F4OaFrY) L—IL

Ay E—URXIT, [dictonary name) WO ARIDOa LT Y T4 7y aF VIilhHIERK
BlET7- mﬂ%%#é\i nNTWn3d j}%/ﬁ\\ dictionary-match (<dictonary name>) JL—IUiX true & ngﬁﬁ
SNET, ZUDOT 47 v aF UNHELRWGEIL, V—biT false MBS ILE T, BEE
DEFRDOFECONTIEL (RXF L/DXFORBIRHEBERERAORER L) | [THFALY Y —
2] DEEZRLTIZEN,

RDT 4 VZIE, Y Aan Tsecret words] EWIHFFICHDLHBEZTLA v E—VE A% ¥
YIHE, BHEILTIA VR I—Ry at—%kELET,

copy_codenames:

if (dictionary-match ('secret words')) {

bcc ('administrator@example.com') ;

}
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WOFITIL, A vE—TDOARILIZ, [secret words] &) EEEICH 2 VTN OHZENE £

ﬂfl/ \é le N %@)‘ V'{Z“—yﬁ§ POliCy <1: A 5 BF’%%EI U 703\%{5 éﬂi '9‘—0 only-body-contains
o L VX2 Y | body-dictionary-match o TIL, TXTD a3 T Y ER5 03 Z 1L E HUE B

IR BT AR EEH Y EH A, KT YHGORaT (wAF3— MREEHS D

BREINET) FEFESRET,

quarantine data loss prevention:

if (body-dictionary-match ('secret words'))
{

quarantine ('Policy');

}

WDT7 4 NVZTE, HAPEE LEHECODIHELE BT L LRSI ET,

quarantine policy subject:

if (subject-dictionary-match ('gTest'))

{

quarantine ('Policy');

}

KOFITIE, [Tol ~yHX—DEFA—NVT RLAERAEL, FHEEIT IS Far—%
EEFELTWET,

headerTest:

if (header-dictionary-match ('competitorsList', 'to'))
{

bce('administrator@example.com') ;

}

attachment—dictionary—match(<dictonary_name>)/V‘—/Vﬂijigag)dictionary—match/b‘—/bgfEﬂ

BRICHERE L £ 9708, BRI 7 7 AL TT,

WDT 4 IVETiE, A vB—YDRM T 7 A4 1T Tsecret words) &9 FEEIZH DT 40
OHFENEENTWNDE, ZDO X vE—T0 Policy &) Fgiff= U 72X E SN E T,

quarantine codenames_attachment:

if (attachment-dictionary-match ('secret words'))
{

quarantine ('Policy');

}
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header—dictionary—match(<dictonaryiname>,<header>)/b*‘/VkiJigaa)(ﬁcﬁonaryﬂnakﬂl/b*‘/b
ERIERICHERE L £ 9728, MK RIT <header> TIHEE LT~y ¥ —T7, ~v ¥ —HDRILF
ENCFIERB STz, 72 & 21X Tsubject) T% [Subject] THIREL 77,

ROT 4 NVE T, AvE—=TD Tee] ~v X —IT Tex_employees] &9 FEEFIZH DV
DOBENEGENTND L, TDA v E—U7 Policy &9 REET U 7ICHE SN ET,

quarantine codenames attachment:

if (header-dictionary-match ('ex employees', 'cc'))
{

quarantine ('Policy');

}

HEHBNTYUA NV R —REMEAT22nTEET, BEFA—LVT FLADOE VA RET
AT =TT HBETH Y A,

SPF-Status /L—)L

SPF/SIDF #i5E SNl A — V&2 Z(5 4 B 3A . SPE/SIDF MFEDFERIC L » TRARBT 7 v a v
EFATT D L NBEITRDBE0 DY T, sphstatus /b— /LA D L BED SPFIRGE
WER L OBANAREICZR Y £9, FEMICOWTIE. RAEEE BB LT X0,

\}

GE)  SPF#MMEEHR/ZR L TSPFREEA v —2 T ANV Z L—LERELTWDIEAE., AvE—I1C
HIEN 72D RO SPFFAIHFHRNEENTWB L XX, TONL—/UE, A v E—RNOHTED

WTNDPRN— e =BT HE NI T—ENET,

SPF/SIDF #FEAE R & OREEITHITIL, RO EFHLET,

if (spf-status == "Pass")

1 DO TEBOREHE G L TTF = v 7T 558, ROMILEHEHATE X7,

if (spf-status == "PermError, TempError")

SHIT, RO AMHH LT, HELO., MAIL FROM, PRAID IZxf L THiEFEE R A TF = v 74
HZEHLTEET,

if (spf-status("pra") == "Fail")

WOHNZ, spf-status 7 1 /L% DfEF 2~ LET,

skip-spam-check-for-verified-senders:
if (sendergroup == "TRUSTED" and spf-status == "Pass") {

skip-spamcheck () ;
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quarantine-spf-failed-mail:
if (spf-status("pra") ==
if (spf-status("mailfrom")

# completely malicious mail

quarantine ("Policy");

} else {

if (spf-status ("mailfrom")

spr-status L—)L ]

"Fail"™) |

"Fail™) {

"SoftFail") {

# malicious mail, but tempting

quarantine ("Policy");

} else {

if (spf-status ("pra") == "SoftFail") {

if (spf-status("mailfrom")

or spf-status("mailfrom")

"Fail"

== "SoftFail") {

# malicious mail, but tempting

quarantine ("Policy");

stamp-mail-with-spf-verification-error:

if (spf-status("pra") ==

or spf-status("mailfrom")

or spf-status("helo") ==

"PermError, TempError"

"PermError, TempError"

"PermError, TempError") {

# permanent error - stamp message subject

strip-header ("Subject");

insert-header ("Subject",

"[POTENTIAL PHISHING] $Subject™); }
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B serrassed L—1

SPF-Passed /L—/L
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ROBNZ, spf-passed &~ —727 SN TWRWEF A —/VEZ[RHET 5720 D spt-passed /L —/L &
RLET,

quarantine-spf-unauthorized-mail:
if (not spf-passed) {
quarantine ("Policy");

}

\)

G

) spf-status /b—/ L L B72 V) spf-passed /L— /L L SPF/SIDF iGEAE % fifi H. 72 7 — WA Bl L L
i'@‘o /)*(O)i‘ﬁ%ﬂ%%bi\ spf-passed /V““/VﬁzA*g' L/TI/VLJ,TI/\%)O) CE Lfﬁb“ij—o NOIle\
Neutral, Softfail, TempError, PermError, Fail, XV FEMI7Z2fERICHEKSNWT, A vE—T~DT
7 va s EFETT AN, spr-status — VAL £9,

SMIMES — b xA Ayt—2 )L—)L

SMIME 77— F U = A A=Y b—/LTiE, A v E—U0 SMIME B4 SILTWDH0, I
FEENTWDED, FREFBABIOE SIS N TWDEIDEHERLET, ROAyE—V 7 ¢
NE T, AvBE—YUMRSMIME A vb—UTHA0E ) iR L. S/MIME M L=
REE 7 IFE S IR LS AR L £,

quarantine smime messages:
if (smime-gateway-message and not smime-gateway-verified) {
quarantine ("Policy");

}
FEANZOWVWTIE, SMIME v % =2V 7 4 —EREZZBL T ZE,

S/MIME 5*— + ™9 = A REEFAIL—IL

SMIME % — F W =4 A vt —URIFFEHL—IL T, A vt —UNERICBRIESATND
M, TWHEEINTWED, EFRIFEFBLURAES N TV EINEHRLET, ROXA vE—
TANETIE, AvE—UMNS/MIME X v —THDENE I NEfER L., S MIME #1548 L
TRRREE T FIC R L= 855 1R EE L £ 7,

quarantine smime messages:
if (smime-gateway-message and not smime-gateway-verified) {
quarantine ("Policy");

}
FEAMZOWVWTIE, TSMIME t% =27 ¢ —E 2] 2B LTLIEZE,

workqueue-count JL—/L

workqueue-count /L= UL, V=0 X2 —HFEFEOMEMAELET, >, == <=2 EDT T
DI ER A T £,
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smrp ZitEs1—5—3L—L [

RDOTANZE, V=7 Fa—FEMBL, HELIZELY ZTNTA N LOMEBZEN L
TO

wgfull:
if (workqueue-count > 1000) {
skip-spamcheck() ;

}

SPF/SIDF D FEMIIC-DU T, SPF B XU SIDF #FFEOEAZ SR L T 72 &0,

SMTP u:L.\nIE;ﬁJ%:L -'j- ﬁ)l/_)[/

BAA—NT =R T A NRA v E—VDOEEIC SMTP FBAEZHH L TW D54,
smtp-auth-id-matches (<target> [, <sieve-char>]) L —/LZ XA vE—T D~y X —L T Xm—
THEEEHEEEEFEEHEDO SMIP Rt —HF ID LRAEL, ATS—T 4 v 7 Ile~y ¥ —% 5Tk
BAYE—VEHMNLET, ZOT7 A NZE2EATLE, ROTELOFRBEDOH D A v E—
ChBEEEZII T v 7 TEET,

smtp-auth-id-matches /b —/L1E, SMTP Z3E ID # R D Ehigesct 4 & teilig U E 9,

P L

*EnvelopeFrom | SMTP 53D o _Xo—7FEEHEDT KL A (MAIL FROM) #Hi#g L=
kR

*FromAddress From ~ v X —InGEAT SN7=7 L AZEE L E£9, From ~» % —IZi&
BEHOT RLAZFERTE 5720, 20925 1 OB —EF il —#E /i

SNET,

*Sender Sender ~» ¥ —TRESNTWST FL A& LET,

*Any IDIZb b, WIEFEHASMTP & v v a U HICER S A v E—U L
—HLET,

*None FOREFE 7+ SMTP & v & a U HHTERR S Ve oo A v =P & —BL &

+, RERA T g L OBEITEMTT G |

TANBZICEDMETMETIEH Y E A, RKXFLAALTFREMENEEA, AT a0 T
sieve-char /7 A — ?ﬁﬂ?bﬁéﬂfb\é%é\ FrEDLFDH%ITHES T B L ADEE O
PRI B S E T, 7o X, NI AT T+ BWEENTWDHE, 7T R A
joe+folder@example.com D IB T+] T VBOESNT 4 VH T EREINET, T RLAN
joe+smith+folder@example.com DI ElE. [+folder] DAHVPEHINFE T, SMTP RG> —Y
ID SCFFA Bl 2 — W4 T, BREME T A —/V T FLATRWESIE, R0 —
PLEFOHRPREINE T, AL VEZIIHONL— NV THEET 20BN H Y £7,

F 72, $SMTPAuthID %% L C SMTP iRiF2—W ID 2~y X —IZfHATHZ LN TEF
—é‘o
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BELFHL—H—BL—IL

WDOFIL, SMTPZRGEID & EF A — VOl OHI T, smtp-auth-id-matches 7 A /L& JL—)L
XD T—ET 2N EIDERLTWET,

SMTP Z23E ID Sieve XF |LLBTH7 FL X —HOHE
someuser otheruser@example.com X
someuser someuser@example.com o
someuser someuser@another.com o
SomeUser someuser@example.com o
someuser someuser-+tfolder@example.com | x
someuser + someuser-+folder@example.com | o
someuser@example.com someuser@forged.com X
someuser@example.com someuser@example.com o
SomeUser@example.com someuser@example.com o

RDT 4 B, BREFE A SMTP & v 32 VIR ENTZT RTORA v — T 2R L.
From~y % —@7 LA Lxr_u—7%KEFEHD SMTPREREL— ID & —E$ 5 ) iRk L %
Fo TRLVRALIDB—HTDL, 74 VFFIRALCEFALET, —BHLARWVWES, &
A=NT = U= A1FTA -V EEHEL £,

Msg Authentication:

if (smtp-auth-id-matches ("*Any"))

{

# Always include the original authentication credentials in a

# special header.

insert-header ("X-Auth-ID", "$SMTPAuthID") ;

if (smtp-auth-id-matches ("*FromAddress", "+") and

smtp-auth-id-matches ("*EnvelopeFrom", "+")

{

# Username matches. Verify the domain

if header ('from') != "(?i)@(?:example\\.com|alternate\\.com)" or

mail-from != " (?i)@(?:example\\.com|alternate\\.com)"

{

# User has specified a domain which cannot be authenticated

quarantine ("forged") ;

}
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} else {

# User claims to be an completely different user
quarantine ("forged");

}

}

EAFEIL—IL

signed LV —/UEA v E—VDBEL B LET, ZONL—/ME, A vbE—VOBLOFELR
T MEEZELET, 20—k, BADASNIDER T2 a—F ¢ 7 L—LZHiE-> T
WA, BLXOCMS B4 T — 2 AlfErE (RFC3852, &7 a3 5.1) ICHEHLL TV 5 0% T
LET, BANRaLT Y E T HENE I MNIRAESNT, AEHEOFIME LRI EH
Ao

/kUD@J“Cb:L\ signed /V‘—/V%{ﬂfﬁﬁ L"C/\/&’—%%ﬁ{ﬁﬁf /‘IZ*{/QC*@)\ L/iﬁ—o

signedcheck: if signed { insert-header ("X-Signed", "True"); }

WOFITIL, signedV— IV ZFEH LT, HEDEEEIN—TNOZELTZRELDA vE—
PO T A NE Ry T LET,

Signed: if ((sendergroup == "NOTTRUSTED") AND NOT signed) {
html-convert () ;

if (attachment size > 0)

{

drop_attachments("");

}

}

ELMEFAABHEIL—IL

signed-certificate /L —/L13, X.509 FERAEFATE L7213 A v — VB ED, faE LI IEHEH
E—HLTWASMIME A vE—T%BRLET, ZONAL—L2BRHELTWD DT X509 FE-A

EOHTT,
Z D)V— )L DFEIL I signed-certificate (<field> [<operator> <regular expression>]) CT9°, &IHH D
WEIIRD LB TT,

o <field> : 5| CHH E 7= T4 “issuer” (GEITH) F721E “signer” (BLH) .

« <operator> : == £ 7213 =,

« <regular expression> : FBITH £ IXBLFE EZRET DO DIHE,
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EZ2AE

177t (Issuer)

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

Ay —=VICEBOBLBERN SN TWD5E. WTILhORITHE £1IXBLEFE DN ERERBL L
—HET DL true VIRESNET, ZDN—/LE—FFEHIE T signed-certificate(“issuer”) 35 I Y
signed-certificate(“signer”) D X 5 IZHEET D & S/MIME A » & —ICHITH LI LB L E N
EZINTWDEAIT true DS NVET,

ESPERENS

cELH (56—

e 7470 (Issuer) (56 ~—73)

c ERIRITCOT R =T (56 ~—)

* $CertificateSigners 7 7 > 3 VA (57 ~—)
Bl 1 (57—

A o=V BAFEICE LT, ZO/—/1E X509 FEBHE O subjectAltName fE3ED & rfc822Name
LGP —rr o A L E T, BAFERAEIT subjectAltName 7 ¢ — /L KRB WA, 72132
D7 4 —)V R rfc822Name £ M7 5H . signed-certificate(“signer”) /L— /13 false &K L F
T ENTIEHY £33, rfe822Name A N EBIEH SN TV D HE, 2O/ — T T X T4
ATZIERRBERE L LD LA, RIS —B LR R T true IR L ET,

FATHE 1L X509 GEFIZEDZE T4 TF . AsyncOS IFREEN B RITH 2 5 L.
LDAP-UTF8 Unicode SCFFINZ A L E47, KIZHZRLET,

» C=US,S=CA,O=IronPort

» C=US,CN=Bob Smith
X.509 GEHETIIFITHE 7 4 — /L RDBMERTZ0, signed-certificate(“issuer”) 1L S/MIME A v
T—UIZ X509 FEAERH L0 E ) D EiHli L £ 7,

ERRHETOIR—TU0E

LDAP-UTF8 Ti&, EMHTITHHATE 222 =7 AN ERS LTV ET, LDAP-UTF8 T
DILFO TR —TRBLOZEAMI SV Cik,  [Lightweight Directory Access Protocol (LDAP):
String Representation of Distinguished Names]  (http://www.ietf.org/rfc/rfc4514.txt) Z S L T<L
TZE,

signed-certificate /L—/L CO T A —7 )L—/L|L, LDAP-UTF8 CEHZR SN A —7 )L—
WVEFRRY 2R —ERNNE R FOLE T A r—7 LET, LDAP-UTF8 Tii, =
27— TR L TR R TCELLF AT T a VT Ay —TT52 N TEET, &%
X, D2 OOXTFHNE, LDAP-UTF8 D= A —7 )L— /L TiEW\ T4t [Example, Inc.| %
ELLETbDOEEINET,

» Example\, Inc.
» Example\,\ Inc\.

—J7C. signed-certificate /L—/L Tl [Example\, Inc.] DHB—FH L EF, A=A U A R
DT A7 — 7L LDAP-UTF8 TIEFF Al STV E A, BETIH WD, BRI T
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$CertificateSigners 7 > 3 L .

PR SAVEHR A, signed-certificate /L —/L CHE T 5 IEHRBAZERR T 25 51F, = A7 —7L
HARL THORRTEDLFIEZ AT —T LTSN,

$CertificateSigners 77 > 3 V&

i1

77 D= :/%;ﬁ $CertificateSigners @i\ %Zu %EEﬂ%@ subjectAltName %%ﬁ\%ﬂi% I_/7LT_\ 7]
XV IBERDOBELEDY A T, | N\OBLEIZEBOETFA—NT RLADRHLH5E
HEEARELZETY X MIERSINET,

7o & ZIE, Alice ZHTD 2 DOFEHETA v —VIZBEA LI LET, BoblTHSD 1D
DFEAETRA v —VIZBA L TWET, T XTOFEFET 1HO-NEREIC X BTSN T
WET, AvE—UNSMIME ZAX % U A@IBT 5L, SN T —ZIZIX3 >OHEE NS
EFNET,

[

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['alice@example.com', 'al@private.example.com']
}I

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['alice@example.com', 'al@private.example.com']
}I

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['bob@example.com', 'bob@private.example.com']

}

]

$CertificateSigners %iﬁbi/ﬁ(@; 9) L:}E'}Eéﬂiﬁ‘o

"alice@example.com, al@private.example.com, bob@example.com, bob@private.example.com"

ROFITIE, FEAERITEDKEICHDDEE, L~y F—RASET,

Issuer: if signed-certificate("issuer") == " (?1)C=US" {

insert-header ("X-Test", "US issuer");

}

WOBITIL, BLFED KA A D example.com TRWGE, BHFICEMINET,
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. ANy F—# YR LEHIL—IL

ANy F—HEYIRL

NotOurSigners: if signed-certificate("signer") AND
signed-certificate ("signer") != "example\\.com$" {
notify("admin@example.com") ;

}

ROBITIE, A vE—VIZXS09FAEHERHDHE, ~y X —NBMShET,

AnyX509: if signed-certificate ("issuer") {
insert-header ("X-Test", "X.509 present");

}

WORFITIL, A vE—VOFERAEICELEDRNVGAE, ~y X —NBINshvET,

NoSigner: if not signed-certificate ("signer") {
insert-header ("X-Test", "Old X.509?");

}

EHIL—IL

A~y =0 R LRV — VI, (BB ORS TIROSEED A v — VN BE SN2 0B
Shd e, true ¥ LET,

< i 1 RFRLIAICE T4 o b o2t S,
cJEWE 1 RFHILNICFE L= o Nm— 7R EHENLO ORI S,

ZON—NEHERTHZET, KEEEA— NV ERIETEET, & 21X FFED Web ¥4
M TITONDBIEF ¥ =T, M KEDE T A —NDBREINDI LBV ET, 7
VFANRBTZ UV NI DL I BRETA—NEERRA—LE L TR, B A—/LOEFIX

BEiEXnERA,

Z D)V— )L DL header-repeats (<target>, <threshold> [, <direction>]) C9~, 4IAH O EMRITIK
DEBYHTT,

« <target> |21 subject F 7213 mail-from Zf5E L £7, AsyncOS (X5 —75 >~ FDEDOMY K
Lz M LET,

s <threshold> (%, W7 | FERICZAE L7z, FE8E L7 target IR UfEE FFO A v E—T DT
T, ZOREBZD L, Vv— VT true ERHSIVET,

» <direction> |& incoming, outgoing, FE7=IX I DM FTH, I D/L—/L T direction HEE I
NTOWRWES, BEA v E—VEREA v E—UPA—LiHliSRE LT T FERL
7

Ny AR LEHUL— D true LR SN DTS, Y AT AT T — FREEINET,
VAT LT T— b EBH,
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~ys—gyELESL—LEzomoL—LofE [

\)

GE)  ~u X =TV RZH U~ EFTEIan s TRULNENE EN TV DEAE, L—LiX
TERBRLFINE N T X THRLHBIRLET, TON—V T, A~y F—BEAD A v
VRIS LET,

Ny B —H ) R LBV — VT, BAET A A = D8R AR | BN ORE TR L £
T, 20D, HEENTWVAB LEVVEIZELTLLZDOL—AN M) T—ENDETIZ, 1
SOBENDELDZ ENHY 1,

ESPERENS

o N A —H# R LREL— L & Z DD L— VDO (59 RX—)
o 5] (59 X—3)

Ay —f2 )R LEISIL—ILEFD/MDIL—)LD BB

il

N L0 R LEEOLV— L E Z OO — VBB G DY CEAT 521X, AND A £
FIZORERFZHEHLET, &2 AvkE—Y03 72y FOFATY X MESHETHIC
E. ROT7 4 N2 R LET,

Fl: if (recv_listener == 'Gray') AND (header-repeats('subject', X, 'incoming') { drop();}

AND FE 721X OR A T2 H L Ty ¥ —fi 0 K LIEHUL—L & DD — V&L A D
AT A1, ~v X — 0 R LAV — VRGBS T RGBS < E T,
FEED A =126 LTy 0 IR LRV — L 035 S 72 W56, subject F 7213
mail-from [ZFEE SINTZ LEVVHELE DR E LTI FEnERA,

A~y A0 IR LEIEBUL— IR G AR Y iR ISR SN S 72, OREE T L—
ILEHHLBEDLE THHAINAESIT O — LVOEWEIZRRY 5, RO T 4 VE OHI T,
OR HE T2 L CTEL & L—L b~y Z—i 0 K LR — VB DE LTV E
7,

fl: if signed OR (header-repeats('subject', 10)) { drop();}

ZOBITIE, ZDOT7 4N FTRIINDEAD IIED A B —U N E UL DELTE A Y
U ThLIES. Ny AR LERL— I INEDR v =R L E A, 105
HOAvE—UR, 9OFBHETOA =V LRILHLA~NY T —DRBEHLA v E—VTHDLY
A, LEWVEIZELTHTYH, 74 NAMXEBRESNEZT 7 v a v aETLET,

ROPITIZ, EEORR T, 74 ZRaETRRICBWTHE CHEADOEEA vE—T 2 X
PLEMH L2 B EIc, ThEZET DR CAA DX v —3, R —REECxE Sk
R

fl1 : if header-repeats('subject', X, 'incoming') { quarantine('Policy');}
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WOFITIE, 74 NV ZPMEEORE T, BEIREIICBOWTHE L X —7FEEEZD1 D OR
FAvE—V% XML EREB LIZ8GEI. TRUBRR L= "o —7 % EENLEESIND
Ayt —Un Rey 780, WESNET,

f2 : if header-repeats('mail-from', X, 'outgoing') {drop();}

WOPITIZ, 74 NVEZIMEREDOR R T, BELIRFMICBW TR CHFADOEREA v =Y F T
REA v =V XU LB LI5GE1s. ZRLIER T 2RO T XTORA v — U0 E
HEICHEMSNET,

£3: if header-repeats('subject', X) {notify('admin@xyz.com');}

URLLEaT—>3 v L—)

URLLE 27—V g —LTlE, AvE—VICEENTWAURLDO L2 T — g A
TIWHESWTA =Y T 7 varzERLET, BERFFMICOWTUL, BEEOH D URL
FARIFEE LS ARV URLD L DIFR#EDURL L E 2T — a VEIZURL T I VICE DT 4
NEY T B IO —L ZBRBLTLEE N,

Z D=V DEFFITIRD LB Y TH,
*msg filter name XZDORXAT—T 7 40 VXDOLETTT,

* allowedlist (I (urllistconfig =~ FEMH L T) BRI TS URL U A FOAHTT
T, YA NOREITEETY,

LEAT—2 a3 v H—EXNLRAT7HRESINDIGEICT I a vEETTHICE
url-reputation L—/VZfERH L £9,

url-reputation L —/V AT D550 7 4 NV F O L2 RITRLET,

<msg filter name>:

if url-reputation('<min score'>, <'max score'>, '<allowedlist>',

'<include_ attachments>', '<include message body subject>')
{<action>}
ZZT,
*nin score B Wmax score (X, 77 ¥ a VilHAKHOR/NA 2T LigKAa 7 T, &
ET DEIFHEHEICE ENE T,
B/INAaT R RATTIE -10.0 005 10.0 ETOFHFANOEIETHLMERH Y 7,

e XA —VDWRN T 7 A /LND URL & A% v 1 5121%. include attachments FHEEL
F, Ml T IZA Y=V 77 A VD URL A% ¥ U SARITHY . E T0) 1TA >
TV T7 7 A NVDURL A% v U BEITRNZ EERLET,

s A=V DAL EAM4 W@ URL EAX ¥ 95T, include message body subject %
RELET. M 1 13A Yy E—VARLEMHALD URL A v U BAHTHY . i T0) X
Ay —URILEAFA D URL 2% ¥ U BFH TRV L 2R LET,
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LEaAT—2a v —EXDNLRATHMREINGWESIZT I3 VvEETTHICIE
url-no-reputation JL—)L A E L £,
url-no-reputation /V*}V%'fﬁﬂqjﬁé%é\@ T4 IVEDOELERIC R LUET,

<msg_filter name>:

if url no reputation('<allowedlist>',

'<include attachments>', '<include message body subject>")

{<action>}

URL A7 31U JL—IL

Ay —=VICEENTVWAURL DA T IVIZEASNTA Y= T/ a2ERETHEE
(2. URL A7 IV A LE4, EERFEMIOWVWTIE, BEOH S URL £7213LEF LL 7
WURL NS ORFEDURL L B =27 —3 3 VEIXURL AT I VI KD 7 4 & U 7 .t
BLONL—L 2SR TSN,

url-category /V—/V%’fﬁ%ﬁﬁj—é%é\o) 7 4 VH DOREL & IR Liﬁ‘o

<msg_filter name>: if url-category ([‘<category-namel>’,’<category-name2>’,...,

‘<category-name3>'],’<url allowed list>’,'<include attachments>', '<include message body subject>")

<action>
ZZ T,
*msg filter name XZDORXAT— 7 4 VHDOLETTT,
caction (IA Y E—Y T4 NVE T g TT,
® category—-name fj: URL 77 5“ = U ‘/Cﬁ‘o %g%(@ﬁ% = U %?Efﬁzﬁﬁé%ﬁ\fi\ %77 5“ = U f&j]
Y TREIY Y, ELWAT VA EHERR T DICIE, 2T Y T4 S D URL BT
TYGEMETET 7 v a v EHER LTS, A7 Y OB L BNZSWTIE, URLY
THAVIZOWVWTEZZRL TS,
*url allowed list (¥ (urllistconfig =~ RZEM L T) EZISNTWVWD URL U A M4,
AICY,
o A /’YZ““V@#J%{*7 7/(/1/|j<]0) URL %X?V'\” V'ﬂ‘é WJZ}:\ include attachments %?EHEL
FT. M T BEAYE—VIRA 7 7 A LO URL AF ¥ U BHEHTHY . il T0) 1EA >
=PI T 7 ANVDURL 2% ¥ U BAR TRV EERLET,
o A /‘YZ‘—‘\/O)ZIKjC &ﬁ:g W@ URL 75_’} ﬂF’V \/?5 ﬂ:ﬁi\ include message body subject %
FELET, fH M) 3A v =YKL EFAHD URL A XX U BAEHTHY . 8 10) 1%
A= TURILEMHHD URL ZF ¥ U BAY TRV EamLET,

WELERAFTZ7A4ILIIL—IL

R LR 7 7 A =3, B L TCOWDBIRMM 7 7 A VB A v E—VIZE TN TWDHEES
IZtrue EEElILET, BB LRI 7 7 AL &%, AF v TP UNRAX Y U TERNE
OB E LTRT 2R 7 7 A LDZ & TT,
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B »

BEEIE R
« 5l (62 2—3)
51

ROFTIL, AV E—VICEENTWDIHMBELIZIFT 7 7 A A ENnbs L, AvE—TiF
Policy @B~V 7 IZR@BfE S v E 3,

quar_corrupt attach: if (attachment-corrupt) { quarantine("Policy"); }

Ayt—IFEIL—IL
A=V DEFIHESNTRERIA v — T 7o ar 2WMABANHY £, 7L 213,
WROESBGENDHY £7°,

cBITIIHAAE—VICa VT TCTHEREL BN LET
s SHENEETE WAy E—VE Ry LET

A=V NV EFEHLT, AvbE—VOMLERLOEIEIIIGUTEAyE—Y T2
varErmnET,

N

GE) Zor—nTlE, N7 7ANVBLIONy X —DEFEITHER L A,

SEOBEHBEDMLEA

BFA—NT— MU =A1E, AvE—VOFHEEZRET 5 DIHMALOEFERET V%
HFHLET, BFA—NAT— U =AEL R LAy E—URIEZRH L, SRz
WZELET,

ST YL, SN TR PO SHEOERERE L., T2 B A—NLT—
P2 AIZELET, BEFANTF—b U =A1E, HOBWVHERELOSEEAYE—VDF
FEEHIRLET, BTFA—NAT— U= AL ROTFTIVFAONTNNT, AvE—VDOFEE
Z DHBIAREE] &R LUET,

R SNEFSENRETA—NT — MU = THFR— F SN TWRNWGESE
BIA—NT = T oA BA =V DOFEEMRHTE WG S
CEEMHT D CELN TR SN T R R FOAFHYA AW 50 A FRTEOEBA,

Ayt— T4 ILEDEX

<msg_filter name>: if (message-language <operator> "<languagel>, <language2>, ..., <language
n>") {<action>}

ZZ T,
*msg filter name (T DA vE—T 7 4 )L HDLHITT,
* @%%Li\ == if:bi 1= "C\»j‘o
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w

* language £, TDA v —Y T4 VEZIIRET DA vE—VSHEOMTT, #EHEO=
MU ZIRET 2HEIE, A TREID ¥, PAR—FSNTWDL Ay -V FFELED
VDARMIONWTIE, 2Ty T4 AL DA =V FHOLEEESRLTLIEEN, 8
X, Ao ([ THEATWET,

caction (IA Y E—Y T4 NVE T g TT,

il
WOBFITIL, BHEVBFETERPSTEA v =V % Fey 75 HEZRLTWET,

DropMessagesWithUndeterminedLanguage: if (message-language == "unknown") { drop(); }

ROFITIE, v TEEOA v E—VIZn VT EEORBEHFHEAZIBINT 5 G2 R L TWET,

ussianDisclaimerRule: if (message-language == "ru") { add-heading("RussianDisclaimer");

<Y ORHIL—IL

~ I uRHV— IV EERT DL A vB—TICRMS SN~ e AR T A VR FR
ELEZT 7 AN A FIZONTHRHETE 7,

)

GE)  T—HATERITHORALT 7 AN 7 aRFENLTWDIGEE, BT 7 A VIR v =0
brry7ZahEd,

Y ORHEX

<msg_ filter name>: if (macro-detection-rule (['file type-1', 'file type-2',...
,'file type-n'])) {<action>}

ZZ T,

*msg filter name [T DA v E— 7 4 LZDAHITT,

¢ file type I[ZIE, ROV R—FENTWVDET 7 AV XA TONTNNERETEET,
® Adobe Portable Document Format
® Microsoft Office Files

®* OLE File types

cactionlIA Y=Y T4 NVE T U5 TY,

151
WwoOBNL., ~ 7 a3 EFZ72 Microsoft Office Isfit 7 7 A L EEIe A v —T% Fa v 745 5H1E
ZRLTWET,
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Drop Messages With Macro-enabled Office Files: if (macro-detection-rule (['Microsoft
Office Files'])) { drop(); }

WOBITIE, <7 a3 F7e PDF IBRXORM 7 7 A VB G A v — U RREED 2 —FIT%E
Eansde, oA vtE—TiIRuy 7SnET,

Strip Macro enabled PDF: if (rcpt-to == "joelexample.com") {
drop-macro-enabled-attachments ([ 'Adobe Portable Document Format']); }

BEA—ILDBEHIL—IL

BESNTHFEET FLA (From: ~y ¥ —) ZRORERA =YL, 2D X578
AyE—VICHLTT 7 v a D ZEBREITRDIGENHY £,
ZTDXIMA =T BT HITIL, forged-email-detection L— L EFEFH L ET, ZD—
NWEBRETDHERCIE, arvT oy T4 r7vaf e, Ave—VITBEORREERS S & R
FTOOLEWE (1~100) ZfHETLILERHY £,
forged-email-detection /L —/LIE, From: ~> X —4 a7y 747 at JNOa—H LI
BLET, ZoFmrrapic, HECLY, ETA—NAST = I =A13T 47 aF VHOK
2—PIFRER 27 2 E 0 Y TET, RIBIERLET,
s From: ~ v % — 73 <j0hn.simOns@example.com> C, 2> 7> VTF 47 v aF U |Za2—W
[John Simons| NEFENTWVWDIEHEA, BT A—NTF— b VA1l L>TIDO2—H|T 82
DFREZ T RE D HTHNET,
* From: ~~ v % — /% <john.simons@diff-example.com> C, 2> 7 YT 4 7 g+ V|Za2—H
[JohnSimons| MEENTWDHHEAEIE, ZO—HIT100 DFERIER 2T RE D Y THR
£7
BAREAR a7 @< BRI DIEE, A vbE—URMBREIN TV DI E L e 9, Fll
PEZ 7 PHRE LT LEWVEU EDOSEIE, 742 77 a N Y T—ShET,

FEICOWTIE, BEA— L OREEZR L TIZ S,

Ayt—T T4 ILEDEX

<filter name>: if (forged-email-detection(“<content dictionary>”, threshold)) {<action>;}

ZZ T,
s filter name [T A v E— 7 4 VL F DLRETTT
« content_dictionary [Z 22T Y T 4 7 ¥ aF U OLRITT
e threshold (X, A v & —VITBIED RIREMEN B D & AT T2DD LEWME (1 ~100) T

1

DA =T 4 AT, A BE—NOFrome~sy X —%F 4 73 aF U NOREE L ik
LET, ar7o Y7473 aF VHNO—FORUERA T N10L ETHLEE, DAy
Y — 7 4 VI From: ~y X —%ZHIFRL, mo_Xo—7RERICEEHZET,

FED CF: if (forged-email-detection("Execs", 70)) { fed("from", ""); }
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BEEER®RIIIL—IL

duplicate_boundaries /L —/V &AM+ 2 & HEETHMIMERERREEND A v =V & BT
TETS

A\

GE) W7 7 A V_—AD/L—)L (attachment-contains 72 &) F7/-1X7 7 v 3 v
(drop-attachments-where-contains 72 &) (ZJERRF D A v — (EHET H MIME AR 25
te) TIHEMELEEA,

Ayt—T T4ILEDEX

<filter name>: if (duplicate boundaries) {<action>;}

15l

RDOA =2 74021, BEET D MIMEBERREENLTXTORA vy -V % MREEEL £
D

DuplicateBoundaries: if (duplicate boundaries) { quarantine("Policy"); }

FRIELZRKD MIME Ny & —i&HI)L—)L

REFR~Ny F— N— L2 LT, RERKERXDO MIME ~y X —% & A v — % HH
‘(“% iﬁéo

Ayt—T T4 LB DEX

<filter name>: if (malformed-header) {<action>;}

451
WOHITIE, RIEREXDOMIME~y X —NHDHT X TDRA v E—V % MREET 5 HiEE2RL T
b\\i‘é—o

quarantine malformed headers: if (malformed-header)

{
quarantine ("Policy");

}

Hh IR L EREIL—IL
HERC S A — L 2 BT 5 &L B LEEOEN D OFBE A v E— VST T,

Hh IR B HERAE 3L
<msg_filter name>: if (geolocation-rule (['country name-1', 'country name-2', ...
,/country name-n'])) {<action>}

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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B erorxqoeaz—varv—n

ZZT,
*msg filter name [T DA vE— 7 4 LZDAHITT,
® country name LRI L7 [E 04 RTTT,

caction lIA Y E—Y T4 NVE T U9 TT,

15l
ROFNZE, Countryl & Country2 MH2AfE LT A v =V iEd 5 HiEEa R LET,

Quarantine Incoming Messages from Countryl and Country2: if (geolocation-rule
(['Countryl', 'Country2']l)) {quarantine ("Policy");}

ETFOFAAL Y LEaT—Y3 2 )L—)L

BlELT, UTFTDOAYE®E— T 4V L— LR LT, ETF =P 2L TA
T —VHNOEEDODHDH AL U EHREL, OO A vE—lIcx L ORI saE LE

D

quarantine msg based on ETF: if (domain-external-threat-feeds (['etf sourcel'],
['mail-from', 'from'], <'domain exception list'>)) { quarantine("Policy"); }

518D EREA

* ‘domain-external-threat—-feeds' |X. FAA V L EaT—v g Avb— T4 LZD
S— LT,

. ’etf_sourcel'@i\ A= DN B —DEEDOHDH RAA U E2RETAT-0IFEHER
% ETF Y —A T,

* ‘mail-from', 'from' . RAA DL E 2T — 3 VAR TH-OIHEH I D08
N~y A =TT,

® 'domain_exception list' 1. RAAL OB R ]\@%Eﬁfj—o RAA L DFISY A b
PEELRVERE M) LRRSNES,

1

PLFOHEITIX, ‘Brrors To:’ AR L~y X —D RAAL VN ETFICE > TEERNHL L L TH
HENESHE, AveE—URRESNnET,

Quaranting Messages with Malicious Domains: if domain-external-threat-feeds
(['threat feed source'], ['Errors-To'], "")) {quarantine("Policy");}

SDRORASL Y LEaT—2a3 v IL—)L

RAAL L LE 2T —2 a3 b=V EFHLTSDRICESNWTA v —T% 7 0 VAL L
FOXOMA =TIk L CHEU RSN TE E9,

CEEHED RAAL DOHE
« KEED AL ORIEEEH
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Ayt—T T4 LB EFERLEEFA—LKRY O —DEA
I
REERALOUECESNTAvE—SET 2 0E

CREEHD RAL VR AX ¥ LR

EEEFAMVOHEITEINTA Yy E—DF T LA NE

\}

CE)  #HEREINDTryF 7O LEVWEIT [Poor] TY, SDR DFEMIZ OV TIE, Cisco Talos
(https://www.talosintelligence.com) (ZERIVEHOHEL IV,

drop_msg_based on_sdr_ verdict:
if sdr-reputation (['awful', 'poor'], "<domain exception list>")
{drop () ;}

FENEFNOBBIIIRD L B0 TT,
* 'drop msg based on sdr verdict' X, A vtE—T 7 4 /HDLEITT,
* 'sdr-reputation’ . RAALA L VEaT—val A /“‘Z*‘f/ T AL IVH @/I/*‘/I/VC“TO

e 'awful', 'poor' I&. SDR WCESNWTRA =% 7 A VA BET B2 DREEZED KA
A HIEOHIPH T,

* 'domain exception list' . RAAL DB A FDOARTTY, AL OfFISY Xk
PEELRVERIE [ LRRSNET,

e 'drop' 1%, A v —VICEAINAET Vv a T,
451
IFD A v—TliE, SDR HED 'Unknownr' DA, A vt —URNBEINET,

quarantine unknown sdr verdicts:

if sdr-reputation (['unknown'], "")
{quarantine ("Policy") }

EEBRAA VORBERBIZCEODVWTAYE—CF 70 L2 0
~

GE)  [BEHE FAA ORI (Sender Domain Age) 14 7Y = > id, KD AsyncOS Y J — AT
HIBR S L ET,

X

<msg_filter name>
if sdr-age (<‘'unit'>, <‘operator'> <‘actual value’>)
{<action>}

ZRNENOHAITKRDO LB Y TY,
e ‘sdr-reputation' IX. FAA LV LEaT7T—v a3 Avb—2 74 VHZD)L—)LTY,

. 'sdriage'ﬂi\ SDR |23 T A /’Yz—f/%74’/1/5%£f¥j‘éfl&)ﬁ:1ﬁﬂ% éﬂéé{%%‘ r
A A v ORIEEEH T,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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B ozt oRFr SFTREICESNTA v E—TE T (LB 0B

e wunit' 1L, FEE R AL COREREIZESW TR v =% 7 4 VE LT 272D
‘days’, ‘years’, ‘months’, 'weeks' 473 = > T,

* ‘operator' I, EEHE RAAL ORRFFRICESNWTRA vy =V 7 4 VA UBET B 720
D R T,

o—> (RDE LD KREW)
«—>= (ROMELLE)

e—< (RDE LD /S
o —<= (ROELLT)

o= (KOEEZH L)
e—l= (ROEEZELL 720

e — Unknown

* ‘actual value' [, BEE AL VORBIFFIZESNTRA v =% 7 4 VX T 5

TeOIER ST T,
1
LUFDORA =T TiE, HEE FAS CORBRENAHREGE, A vyE—YidFny7Sh
E
Drop Messages Based On SDR Age: if (sdr-age ("unknown", "")) {drop();}
LIFDA =T, BEE FAL CORBRHA L LD bENEE. Ayt—VF
ny FENET,
Drop Messages Based On SDR Age: if (sdr-age ("months", <, 1, "")) { drop(); }

EEEZERAA VDR XY UARAEERICESVTAYE—C2 T 0 L2 0
X

<msg_filter name>
if sdr-unscannable (<'domain_ exception_list'>)
{<action>}

FNENOBRBIIRD LB TT,
e 'sdr-unscannable' |X, RAA LV LEaT—Tar Avke—2 740020 —)L T,

'domain_exception list' L. RAAL OB Y 2 kD4 ﬁﬁfj‘o RAA DFIS) A b
PIFAELIRVE R [ L RRENET,

151
PLFDOAvE—UTlE, AvE—UNRSDR F = v ZICAREKOEE. A vE—URNBESn
9,

Quarantine Messages Based On_Sender Domain Unscannable: if (sdr-unscannable (""))
{quarantine ("Policy");}
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Avt— T4 )R THO 3y

Aobt—U 74X OHIL, BRENTZA v =R LTT 7 a 28737524 T
—g—O
T YaillE, RD2ODXATRBEY 9,
« &7 7 2 a s (deliver, drop, bounce 72 &) 1IA v =V OB ZET L, %D 7 4
NEIZLDE LR ETF T LERA,
cHERET 7ait, AvkE—VEEIBIMETAZ LT LT /v arwFETLE
R

N

GE)  FEEEA BV T4 E T a i, BENTT, £7 4 NVERRRLT 7 a iR
ETDHEEDT7 4 VHICA v E—UR—ET 256, TXTOT7varnB I, @i
NWET, 2L, ALY 72 a v Z2BETL2EROT7 4 N2 IZA =V R =BT 256, A
DT I arNEHEEISN, BREOT4NEZ T 7 a ryPEHEnET,

ESPEREENS

s T Y4NE T ar—ER (69—

T U aEH (82%—Y)

s —HLIZANBFEDOFRR (85 X—)

A=Y T4NHE T arOmBER (86 L—)

TJ4ILE2 T7HaV—ER

A=Y T4 NEF, BFA—N A= L, RORIRTT 7 ar2wAT 5
ZEMWTEET,

REAVE—DTANETHIIY

BE X i BA
EETeAR A b pZE |alt-src-host A =V OREIHEAT B EE TR
i ARG EIPA VH—T A A (Virtual

Gateway 77 KL A) ZZEHLET, £
fEIEAR A & (Virtual Gateway 7 K L/
R) BET 7 vary (96 °—Y) &
ZIL TSN,

ZEHEDORE alt-rept-to A=V ORZEHEELEELET, %
FEEEET 7 ary (953—) &
ZRLTSEE VN,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



B -vs7rva—ux

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

#R1E

B

Bl

A— LR A DL

alt-mailhost

A=V DRERA—N TR N
EHLET, BERANEET 7 g
V(95 —=) ABRLTLKIEE

W,

notify

A o= T 2 REENOZEE
WIZEELET, @B L= v —i@a
T vary (89%—Y) ZHMLT
<TZEW,

o B — D@

notify-copy

notify 7 7 3 a > L [AEE T,
bee-scan 7 7 v a DX Hllar—%
FEELET, BABIOa v —@mT
7ary (89 X—) L TL
7230,

BCC

bece

AvE—VEavr—L (Avk—¥
VY r—Tay) | Zoav—%xE
TR EFZICEELET, 754
VRA—ARrar—T7 s gy (92
=) EZRL TN,

BCC (A L 4L |bee-scan A — U E R CHOSZAEE ITEE

HHY) L., ZDAYE=VZH LA v E—
CTHAHINPDE T~ Fa2—T
WMEBLET, 774 K —Hhy =2
=77 ar (2—=) 258
LTLEEN,

T—=HhAT archive A vt—T% mbox TEKD T 7 A VIT

(Archive) T—HATLES, T—HIAT TV
vary (91X—=Y) EHRLTLE
S,

s ?uiiiiii?ie . quarantine_name TH&i& L 7= @i~ U

(Quarantine) . - TICAvE—VEEETLHLOI T

ERELET, Btk LOERT 7
ary (94x—v) ZRLTE
él/\o

B (Ref)

duplicate-quarantine
(quarantine name

fRESHIREE= ) 7IZA vy =D
AE—ARELEY, MRl Lo
Trvary (94~—2) ZBHLT
<TZEvy,
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#R1E B BLl)
~y 4 —DHlk | strip-header Ay e—VORUSHNC, FEE Lo~y

H—% A yE—UnbHIBRLET,
~y X—HIBRT 72 g (97 R—
V) ZRLTIZEN,

~v X —@ffi A |insert-header Ay E—VORUEHNT, ~y F— L fE
DO E A= IFEALET, ~v
H—fFANT 7 ay (98_—) %
ZH LTI,

~w K —F % A | | edit-header-text BELE~y X —TFTFAME, 74
DfmtE VR L UCHRE LI CFHIICiE &
Bz ET, ~vF—TFRAMEET
rvay (992—) ZBMRLTL
7ZEU,

AL DORFE edit-body-text() A B —UAROHIERFIIC KT
LETEHIBR L, FBE LT A MC
BEXRZET, COT74NVZIF, Ay
©—UARILND URL 72 & ORFED =
YT EHIBRE L OERT S 5AIC
FHTEET, KUWET 7 a v
(99 =) ZHEHLTLTESN,

HTML DZ5#a html-convert() A v —Y RIS HTML ¥ 7 % Hll
RL, AvE—DFL—r TFA
MBDEFELES, 207 4 V2L,
A=Y NOTRTOHTML 7 F
AN TL—r TxA MBS
BEIER L ET, HTML £#i7 7
var (100 =2—) ,

A2 7u 7 7 | bounce-profile BEDNRT A TadrAA)VE Ay
A NDOEY YT T=IEIVSTES, Ny RS
Ry ANT I vary (1015—)
EZRLTIZEN,

T L F A A 3 A | skip-spamcheck Cisco VAT LDT VF A/NNKN AT
T LDINA XA LRRA =Vl SN E 91
LET, TUVFARL VAT LDON
ARAT 7 ay (1013—) 2%
LTS 7ZE,
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#R1E

B

Bl

TV A A—=)LT U
g DI, INA

skip-marketingcheck

V=T AT A=K BT
DA, T A A= T
72a DA RA (1025—) &
ZHLTLEEN,

skip-socialcheck

V=X Fy RU—7 A— L%
AT I arDNNAIRA, T LA
A=)V T 7 g DA% (102
N—=) EZRLTIEEN,

skip-bulkcheck

PNV AT HT 7 ard
INANR, T A A=) T 7 var
DIRARZ (1025—) 25T
TEEW,

TUOTFTTAINA Y
AT IDINA IRNA

skip-viruscheck

Cisco VAT DT VT TA VA A
TANMA =TI SN KD
WLET, TUoVFUAINLA AT A
DINAIRZAT 7 vay (1023—)

ERBLTIEIN,

j77’/f/V L=
T—ary7 4
VAVINZ ISP 6)
7 7 A I DR
A INA

skip-ampcheck

TDA =V T 7AN L E 2T —
vary Z4NE ) TRBIOT A
JVOHTHNE ] ATV RN T L A RERR
LFET, 774V LEaT—2 3
TANE Y TBIONT 7 A4 VoM
AT DA NRA T 733 (103
N=V) EZRL TN,

TANAT T NS
VAT T4V ED
Ay = T HLER
DAX

skip-vofcheck

DAY=V NIANAT T RT
VAT T4 NVE TAT Y = 7L
SN EHICLET, 7T UL
A VAT IDINAINA T I a v

(102—2) ZZML TSN,

B Ayt 78 EERLEBFA—IL K S —OFA



| #9v€—Y 742 EERALEEFA—LRY O—0ER

Jin875va0—8% I

#R1E

B

Bl

W77 A LD R
=B ANC At 1))

drop-attachments-by-name

A=V OUMT 7 7 AND I B FR
E LT IEREHE —&KT 240007 7
ANETRTCR ey LET, &7
D7 7 ANBEENTODES, 7—
1A TTRRDIRS 7 7 A4V (zip,
tar) . Microsoft Office DVRAT 7 7 A /L
(doc, docx) . EFA—NDRST 7
AL (winmail.dat) (X Fv v 7 ZivE
T BT 7 ANDAX Y A vE—
I 4NZOR (1173—) SR
LTL7EE0,

W7 740D R
oy’ (A7
i)

drop-attachments-by-type

A=V OUMN T 7 ANDH B R
EL7-MIME %A 7 %7137 74 v
PRI ST HAMIME X A 7 D7 7
ANETXT Ry LES, 7—70
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SHA-256 7 A M H\Z—ET D A v —
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il R (A NHNL) LLEDY A X THD

Tr7ANVETRCRey 7 LET,
T —=NA TREME T 7 A VOBAE, =
DT 7 a o TCIEIEERMRRE T O A
R ENT, 73— REITHRIOD
EEEDOWRA 7 7 A N DH A ZHRFHAIE
nNET, 774 0DRFF L Ay
=Y 7o EOH (1173—) %
SZHRLTLITEEN,
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E—HT GBI Fey TS ET,
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TLIEENY,

FFvar aArr M, Fry /S
NITAH 7 7 A NV OEBIHEH SN D
TXANEEBRLET, ISF7 741
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mEns721FTd,
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/A ﬁ‘é\iﬂé drop-macro-enabled-attachments *‘éﬁ; LET77AN BATO~T am
W7 7 A LD R HINCTR S TR 7 7 A VT =T R
ny7 ny 7 LET,

GE) T—HhA T EITHEOIA
T AN~ T NG
FNTWDEGE, Bl7 7
ANWIA v E—=UNE R
0y 7ENET,

FEL

drop-macro-enabled-attachments
([‘file type-1', 'file type-2',
.., 'file type-n'],
“custom replacement message”)
ZZT7T.,
* file type W—!j:\ /k@']j‘/—l“o*‘ I é
NTNLT 7 AN A A TDNT
NraEfEETEET,

® Adobe Portable Document

Format
® Microsoft Office Files

* OLE File types

* custom replacement X vt —
TEE, BT 7 ANDEIBRS
HEXFIAYE—VARLDO—FT
WCBEED YV AT MMERA vE—Y
BBMSNETH, Thifbo
TEMSNDEEDA vE—TT
R
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ny7 (FELO
—E)

drop-attachments-where-dictionary-match

FEEOHGE & O—FIZ ISV TG
TrANERIRLET, ST 7 A1
T D W& d MIME #5455 O
FENRFEOHE L —BT 25 (O
O, —PEFDO LI VVEIZEL T
D%E) . T s A NVDES AV
POHIBRSNET, IRF7 7 A LD A
Xy Avb—U 70 Z06 (117
N—=) EZRL TN,

7w XA —DEM

add-footer (footer-name)

A=V D7 v HZ—E L THRESRE
ZEMLET, FEc- VWX, 7
FAMNVY—R] OFED [Xvt—
VHREFHAZ T #BRLTE
YN

L L ooiahn

add-heading (heading-name)

AvE—VORHLE L THRESRHZ
BINLEY, FEicoWTx, 5%
AR VY= DED X y¥—
MEHFHERA Y 7| R LTS
VN,

FLAEIF DI 1k

encrypt-deferred

BUEHHZ A v B — Vb L ¥,
A v —UITFDOF FIROME I
P, TRTOUFENTE T LT IF i THE
FbE, BlfE S ET,

EZH: D S/MIME
B4 IR =1L

smime-gateway-deferred
(“sending profile”)

BUERRC, HEESNTZEE T 7 74
NEHLT, A yE—Y0S/MIME
BLFETIIE S L EIATLET, BE
FED S/IMIME B4 /5 5{bT 7 2 a v
(89 ~—) ML TIEEN,

S/MIME &4 /i &
1t

smime-gateway (“sending profile”)

BESNZEETe 7 7 AV EHERL
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IIAX >y 7 LET, SMIME &4 £7-
ST 7o gy (89 2—) &
ZHRL T I,
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TAZ YT a s mRET DHE, CEF
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GE) EFA—NT— T A
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1TIZ 65535 LT O [R2
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#R1E

B

Bl

URL LV B 27—
IV Sk
URLZ7 F A M
B

® url-reputation-replace

® url-no-reputation-replace

URL V' E =27 — * url-reputation-defang

g Nl HEoSE * url-no-reputation-defang
URL DfifiRz e Y

i<

URL LV E =T — ® url-reputation-proxy-redirect

g NZEESNWT
vAaDtxal
T4 XNz
URLZ YU XA LY
~

¢ url-no-reputation-proxy-redirect

URL ¥ 72132 DEI{EZ URL DL B =
F— g NCHESWTEERELET,

L7 —vary h—EZXA5 URL
DA 3T INFRML S U7y R A LS
B, EoT 7 v a v EHEHALE
7

URL VB aTr—var7rr7vay

(105=—2) ML TIEEWY,

URL 7 2V |2k
3% URL &7 %
A M E

url-category-replace

URL Z 7 2V 2%
3% URL OfEfR
ZH B <

url-category-defang

URL &7 2 Y 123
5% Cisco EF =
U7 4 ek
URLZ U XA L7
5

url-category-proxy-redirect

URL F7-213%08E{E& URL O AT =
VIZEDSWTEELFET,
URL A7 3V 77 ay
V) AL TLIEE N,

(107 ~<—

{A%E X — L DG

fed

BIEINTZ A v 2= D5 From: ~ v
F—%HIRL, =X —7EEET
EEWAET, BEA—LVOBRHT 7
var (108X—) 2L T
Sy,

FALL—g vy
L

no-op

BEIET SN ER A, XL — g
VL (108—Y) B LT
Sy,
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VT ANH R T4 NFIZ L BFI TR, Ay
*v 7 TV EFA—N AT R

FoFFEBLET, FEOVDOAY
T T Y NEEAX TS TV
v (87 N—=Y) EERLTLLES

A

*AyE—V0 | |drop Aye—Vk Ry 7L, BRELE

= T, Rev7r 77 ay (87 3—
V) BHRLTLIIEEN,

* 2w —3 s\ | bounce Ay —VEFEEICRLET, Y

R VAT vay (88X—V) M
LTLIEEN,

IS Lo | enerypt Cisco Email Encryption Zffi fH L T, 1%

THEME BAY =V FLET, Kk
T vay (88X—Y) HMLT
<TEEV,

R T v a v

BEEIER
T AN T A—T (80 X—3)

R’MIZ7ANTIL—T

FEDT 7 AN ZAT (lexel 72&) RL—fRREMN 7 7 A NVDITN—T %
attachment-filetype JL— LR drop-attachments-by-filetype rules J— )LV TCIRETE *9,
AsyncOS (TIRfT 7 7 A W Z LU FORICFEHM SN TND 7 NV—FIZE L E T,

FEDT 7 AN EATORMNT7 7 AN EEERNA v =V LREEED -HEFZHED A v
T T4 NFEERT DAL TANE TR T DT 7 AN XA TORMN 7 7 A VDD
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cexe 77 ANTRWGATH, 77 A0 EL 1O exe 7 7 A VDOGEITA v
=% Fey 7 LERA,
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* doc
* docx
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* mpp
* ole

* pdf
* ppt

* pptx
o 1tf

* Wps
o x-wmf
e xls

* xIsx

FATR[RE T 7 A v

* exe
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* msi
* pif
GE) Executable 7V —7% 7 4 X V73 5L, dl 774
e s 77 ANHBAX Yy U ENET, TNHDT 7 A
JV A AT EINC Ay o TEEH A,

ecace (ACET7 — WA NEMGT 7 AV)

e arc (SQUASH JEMET —H A 7)

«arj (Robert Jung ARJ JEFET —H A 7)

* binhex

* bz (Bzip Efg 7 7 A /L)

*bz2 (Bzip JEMEZ 7 4 /L)

s cab (Microsoft ¥ v Er v b 77 A L)

» gzip* (JEAfi 7 7 A /L - UNIX gzip)

«lha (EHE7 — A 7 [LHA/LHARC/LZH])
erar (JEXMET —H A7)

e sit (JEHE7 — A 7 - Macintosh 7 7 A /L [Stuffit])
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*INHDT A ME TRXAF Y| OFRIZTDHLENTEE
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i - bmp
* cur
o gif
*ico
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e avi
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bee(), bee-scan(), notify(). notify-copy(). add-footer(). add-heading(). insert-headers() D7 7
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$CertificateSigners

B4 f & FEHE O subjectAltName 38 ) 5 B
BLEBAZTZRLET, SOV TIEL,
$CertificateSigners 7 7 + =1 VA (57 ~X—
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HfF (Date)

SDate
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R
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Sdropped filename

EIFIZ Ry 7ENTET7 7 ANVLDOHREIK L
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Nay FEINTT 7 A N4
(Dropped File Names)

$dropped filenames

Koy 7&EN=77A4LvOU A MEFRRLE
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Sdropped filetypes
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From, <MAIL FROM>) %KL £,

TrRa— TG
(Envelope Recipients)

SEnvelopeRecipients|

A=V DT RCOT R —TZ(5H
(Envelope To, <RCPT TO>) ZiKL E£7,

7 7 A V4 (File Names)

$filenames

A=V ORMN T 7 ANVDLERIO U A N %
B =Xy ik LET,

77 A NP A X (File
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Sfilesizes

A=V 7 7 ANDOY A DY A K
A< XKE) CIELET,

77 ANVH A7 (File

A=V T 7 ANDE A TDY XK

Types) Pritetypes EH K0 TR LET,
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(GMTimeStamp) O HEZ GMT B TR L 7,
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HAT 7' /. — 74 (HAT . A=V ORBRICEEFE DB L Tk
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FVEET) M) H—LZNEBEEZKLF
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A=) 7a—RY — srolic A=Y OEERICEEFICHE I
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HAT RV o — D4R ZE LET, FANIE
FINTWBRY —L0FERA STV
BA CFH [>Unknown<] DNFEASNLE
R
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RA R FR— A

BIA—NYT— N D= DRA M EIRLE
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BELTLL7ZEW ( [Message-1d) ZHUET 5
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SZEAVH—T AR SReeuInt Ay —VEZE LA VT =T A AD
ecvin N ~
(Receiving Interface) =y I X —LERLET,
VE—hKIPT7 FL & srenotors BFA—NT—=FV =2 AIZA v E—VEEE
(Remote IP Address) L7 AT LADIP T FLAZIRLET,
JE—FKRART RL A S remotenost B A—NT—FToAIZA =V EEE
(Remote Host Address) L7V AT ADFRA N ERLET,
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$Reputation

9, LT —Y gy XaTrnRnWEE
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BEEIER
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HEATEET., IR ONERKA SN TEHMAAER S, UTF-8/B0, 51Tl En T
FIRI AT EZ2 A v 2=V & LTE RSN ET,

—HL-ABDOERT

Attachment Content 554, Message Body ¥ 72 1% Attachment 55, Message AL, £7-1%
Attachment NG E —BT 5 A v =Tt LCRREET 7 > a U ARE LTS 6 . RS
Ay E—VHNO—HLIENFZR R TEET, AvE—VARNEZRTTLHE, —HLIEAR
N THAE RSN E T, F72. $MatchedContent 7 7 3 VA AFEHA L T, —EH LN
B AvE—VOMAIZEDDLZENTEET,

Ao =TT g NEFETZa T T4 VEDN—VE N — LIz a— LR O A >
U ERRTDHE, TANE T a rEEBRIII NI A= LN TmAEN (7404
TIvarE ) H—LNEEHID) GUITEREINDZENHY F9, GUIOERIL, i%
Vo T oV EFETHROOELZE LTHERTALDT, #4470 YO%EEMR Y ART
HDHEFRY FHA, ZHUEL, GUUTHEHASNAIRE —EBEr Yy IR, 74 VX THERHINSD
HOIZERE TIT WO I £4, ZOMEIX, A v - RKIANTORFERITH LT
DHEYTITEVET, A vE—TOK/— NNO—F LTI EZIUKHET D7 4 V& —)b
LI ERRTHT T MIE L FRENET,
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Matched Content

-~ palicy
Attachment Marne Matched Content Condition
FPL.1.txt ® M5 38930 USA Facilities 662-646-0523 jsamuelson@acrecorp.com 7/17/06 A DLP Classifier! Contact Information

4929132070312710 Acme Corp Irene Gibbs 08 Sumner Street Greenwood
MS 38930 USA Publishing 662-646-0522 igibbs@acrnecorp.com 2/1/07 =)
4485231592071860 Acme Corp kathy Lopez 808 Sumner Street

Greenwood MS 38930 USA Marketing 662-646-0541 klopez@acmecorp.com
2/1/07 4716298862510192 Acre Corp Marty Smith 808 Sumner Strest
Gresnwnnd MS 3R330 1S4 Frningerinn AR2-RAA-N542 o

Headers

|

®-IronPort-AY: E=Sophos;i="4.43,282,1246818600"%;

d="tzt'?scan'208";a="178202"

Received: from d2,vmw023-bsd04.ibqa (HELO vmw023-bsd0d.ibga) ([172.22.107.1])
by c360q02.ibga with ESMTP; 28 Jul 2009 16:25:03 +0530

Message-1D: <792087,516002035-sendEmail@vmw023-bsd0d =

From: "user@test.com” <user@test.com»

To: "userl@test.com” <userl@test.coms>

Subject: DLPTEST

Date: Tue, 28 Jul 2009 05:42:11 +0000

#-Mailer: sendEmail-1.55

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="----MIME delimiter for sendEmail-538525.714612664"

Message

Test

Message Parts

Mame Size Details

=

[messags body] ASCII text, with CRLF line terminators

FP1.1.txt 1K | ASCII text
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WDEI v a TR, HHENAZIESERA BV T4 NAFT I a L IZOWTREA L,
oW ERLET,
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ZIEHEERET 7 ary (953—)
BUEHRANEET 7 ay (953—Y)
PAEIEAR A b (Virtual Gateway 7 KL 2) ZBET 729 (96 2—2)
T=hAT Trary (973—=)
e~y A—HIET 7 ay (97 3—)
e H—fEANT 7 ar (98 —Y)
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T UFANREL VAT LADNANANA T 7 gy (101 2—3)
T LA RA—ILT I a DA (102 2—3)
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« AEA—ILORHT 7 v ay (108 =X—)

(RYUDAYE—2 T4 IWEBERXY T 7O 30

skip-filters 7 7 I/ 3 VEEITTAE, A= T4 NRICE DA = DOMBEN R
TEN, AvE—VEETANSA,TIA L EBRBLET, BT A AT U=, TT
FANRDMAFT Y LV ETUVFIAINVARAT Y UIMETE BHE . skip-filters 7 7 > a V&R
TLIEA Y E—VITINODAXT Y U OXMR LR F9, skip-filters 77 V3 UIE, A v
Y= TUNBEDT T H N NIRRT 7 a T,

WD 7 4 VAT, customercare@example.com \ZHEI A 515 L, boss@admin SE CHD A vE—T %
TelEBHIZEELET,

bossFilter:

if (rcpt-to == 'boss@admin$')

{

notify('customercare@example.com') ;

skip-filters();

}

=l s =
drop 7 7 v a v EFETTLHE, AvE—VIIEEINTICHESNET, A vE—VIREHR
WITRENT, A v B—YOARROSKICHEE ST, ENLUANAOLEE —UfThbivEY
Po
YK@7 (A IVE T i‘T george@whitehouse.gov ﬂ:@%ﬂgffﬁé{g L. %@?(ﬁﬁ:% s ’—SPAMJ Tﬁéjﬁ
HAYE—VEMBIELET,
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spamFilter:

if (subject == '~SPAM.*'")

{
notify('george@whitehouse.gov') ;
drop () ;

}

INDVR T3y
bounce 7 7 v 3 i, A /'IZ“‘V%%{%% (I://\\\Ij‘—‘7o%1§%) &:EL\ %hu%@@ﬁbi
FOEHA,
WD T 4 VAL, eyahoo\\.com THODLETA—NT RLANLEFEINTZTXTOA vE—
PeRLET (R ALET) .
yahooFilter:
if (mail-from == '@yahoo\\.com$")
{

bounce () ;

encrypt 77 2 a UL, REENTSLT a7 7 AV EHER LT, BF A —/ILZEHEITHES
{bENTEAVvE—VEEELET,

RDT 4 B, A v =TV DIFAIT (encrypt] EWVVIFBANRGENTVDIHEIT, £DA Y
- VERESLE T,

Encrypt Filter:

if ( subject == '\\[encrypt\\]' )

{

encrypt ('My Encryption Profile');

}

\}

B Zo74nNE2T77varEHHAT512E,. *y PU—2IZCiscof§ LT 77 A4 T ANRDH D
D, BRAR F— P —EARNREINTWALERHY £, £/2, COT4NE T I3y
PREATAHICIE, B b7 e 7 s A VOREDMLETT,
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I
miEE 0 SMME B2/mEE k7> 3> |

ECIERFD S/MIME E&/BESET7 V>3 >

smime-gateway-deferred 7 7 3 3 > Tld, BEIFIC, FEESNTXET w7 7 A V2 L T,
A=V DSMIMEEA £ 1ERE 5L A2 FATLET A v b — DITROLBB RS,
TOMBENTE T LR CEA I s <, BfEEnhEd,

WDT 4 VFTiE, BERIC, FFEDEEHEND DT XTOHRE A v E&—I1% LT S/MIME
e baFATLET,

smime-deferred:if (mail-from ==
"user@example.com") {smime-gateway-deferred ("smime-encrypt") ;}

SMIME ZEZ F-[XESILT7I >a Y

smime-gateway 7 7 3 2 ' ClE, fEEINTZEEFE T2 7 7 A VEMHEH LT S/MIME B4 £ 721
A LEEITLTCAy®E—V2EEL, TOROUEITIAT Y T LET,

WDT 4 VETlE, BEDEEZENO DT XTOREA v E—1Tx L TSMIMER; 51k % %
1TL T, HIRRICEME LT,

smime-deliver-now:if (mail-from == "user@example.com") {smime-gateway ("smime-sign");}

BHMBLVCIE—BMT I3y

notify%ctotnotify—copy77 va V@i\ EFE/EE Lf:?é%%*—/l/&iﬂ LT\ A /‘fZ"“‘f/@*ﬁ%%%
FTF A=V TEELET, notify-copy 7 Z 3 3 »Ud. beescan 7 7 > 3 » L [EIERIC, LD A >
t—Yoabv—HFELET, BEMEICIIRONENEENET,

s A=V DA—NRET B A VKEFEN GG LI RN — T EEE B L N
0 —7%Z(E# (va1n rroM B L K repr T0) FEE DN,

A=V H—,

cAvE—VERHLIEA vE—Y 7 4 VX DL

ZAEHE, HA1T, BEXLT FLA, BLOEMT L — hEEETEET, ROT7 4 V4
I, A ZNAMBEZHR DA v =V EBINL, 8T DA v E—YDZENENIZOWTH
HMRAyE®—T% admin@example.com WCIEEL, BICA b=V L £97,

bigFilter:

if (body-size >= 4M)

{

notify('admin@example.com') ;

drop () ;

}

Ey e

bigFilterCopy:
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if (body-size >= 4M)

{

notify-copy ('admin@example.com') ;
drop () ;

}

TN —TFZFEHENTA=HE LT, ANRMEEDOE A=V T FLA (LTI
admin@example.com) FFEETEFET, F/o, AvbE—YDI_RCO L RXRa—TZEELIETE
TAHT V2 a B sEnvelopeRecipients (77 v a VB 82 X—) #&M) 2HETH
ZEHTEET,

bigFilter:

if (body-size >= 4M)

{
notify('S$EnvelopeRecipients');
drop () ;

}

notity 77 ¥ a VTR KT3I ODAT v a Vsl a T, o~y F—, = _Rp—7
FEE, BAAyE—VIEHTIERBEAT AN Y —RERETEET, TNHDONRT
A—ZIXZDIAFTHRET H20EN D LT, o Nu—TREHELRET DHHBAT
TL— MNERETALGAIIMAEIBET DMNERH Y 7,

ARG A—=RTIT 7 a v B (77 a B8 823—) 2#B) #HEETEXET,
ZOEBIITDA v =Y nb B LT — X TEEBAONET, T 740 N TR, 4R

- 2Lt

Message Notification] ZRRE AL TWET,

TN =TEFENRT AL L LT, AAREREOBEFA—AT FLVAZETEEY, &
2. Avb—VDVH—2RRABTDRA v E—T LR UIZERET D $EnvelopeFrom 7 7 ¥/ 3
ERAEBETHZEHTEET,

BWENT T L— bk RXT A—=F X, BFEOBRAT T L— FOLARNTR Y £9, FEHIC oW T
W, @ (116 X—) 2B LT &,

WOFNIFIOB Z IR L= O TTHR, 408 ’—[bigFilter] Message too large] LAY P
WCEBL, VH— /R ETLOFREFITHE L, [message.toolarge] 7> 7L — F &AL T
WET,

bigFilter:

if (body-size >= 4M)

{

notify('admin@example.com', '[$FilterName] Message too large',
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Notification Template

Notification Template .

'$EnvelopeFrom', 'message.too.large');
drop () ;

}

ifi\ $MatchedContent 7 7= ‘/%iﬁé’{%ﬁﬁ LT\ %1§%i fC@i%fi%‘ﬂ:ﬂ T T 7SIV
MM H—ZINZ Ex2BHMTHZEHTEET, sMatchedContent 77 o a I, 7 4
NZZ NI —LlcarT oY aRmLET, 2e2E ROT7 4 vZiE, EFA—/VIZABA
THU Y MERPEENLHEEIC, FEHEICHEALET,

ABA filter:

if (body-contains ('*aba')) {

notify('admin@example.com', ' [$MatchedContent]Account Information Displayed');

}

ESPERENS

* Notification Template (91 ~—<7)

[7F% A KU Y—2RZ (Text Resources) ] X—F721E textcontig CLI 2 v R&EMEH L T,
notify () BE Wnotify-copy() 77 ¥ a » CTHEHTHTXIARN YU Y —R LB N AE L@EIT
T hNERETEET, WAX BT VT L— FEERLARVES, T 740 0T v
TL— IR ENET, TI74AV DT T L—MNIEIA vE—Y ~v XA —REENET
D, TT7HIN RN TEAAZLEBINT T L— MIIA v =V~ X —FEENEHA, DR
K LEENCA vEe—Y /\/5’*‘5\3%\&)6&:@\ $AllHeaders 7 7 v a U EMEH L EI,
FEIZOWTIE, [TFRAL VY —X] OFEZZHLTIIZIV,

ROFITIE, AvE—=VDOV A ZADRRENVGEICROTZ 4 VEZBR N T—8hb &, Ak
FBEICHLT, AvE—VNRRETEDLZLETTEFA—NADEEFEINET,

bigFilter:

if (body-size >= 4M)

{

notify ('$EnvelopeRecipients', '[$FilterName] Message too large',
'$EnvelopeFrom', 'message.too.large');
drop () ;

}
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B o5 rn—koae—7r0ay

T34V h

—RryaE—74ov3>

bec 77 v avid, AvE—VoERLaY—%, BELEZEHICEELET, Zo0EX
AvtE—U VL7V r—rarEBEEINTWET, TOA vE—VIZida e —CBET 2@MmT
GENT, BRAIE—DBZEHFIINTAIND I EIFRVWED, A v VOOEEE
EZEFTaE—REEENEZ 2B LVWEERH Y £,

KD T 4 )V Z L, johnny 1D sue IZIEFEEINDHA v E—VDFNFIUTONWT, T T4 K
B —R Y 3 ¥ —% mom@home.org {215 LET,

momFilter:

if ((mail-from == '~johnny$') and (rcpt-to == '"“sue$'))
{

bcc ('mom@home.org') ;

}

becc 7273 aryTIIRATIODOLF T avi|BuxffifATtx, av— LA vE—JICfHT
L~y B — bz _uo—T7%EE, BXQaltmailhost ZFETE £, ZNHD/RT A—
AL ZDNEFTHRET HMENH H 120, T _\n—FEREEE2RET L5014 2HEET
LHUENDHY F9,

PR RT A =BT 7> a VE (T v a B =) 28W) fRETcE 1,

ZOEBIITDA v E—UNO B LT — 4 TEEHAONET, T 74/ N THE, D

Ay —TVOM4 (ssubject ERILNE) BREINET,

T NE—TREE T AR L LT, BIREEOET AT FL AR CE S, #
7o AvtE—VDY A= RRAETED A v E— LR UICERET D sEnvelopeFrom /7 ¥/ 3
ERERETHIEHTEET,

WOFENIFTIOB ZIR L7286 DT, 41X TBee] <original subject>] IZEREIIL, U X —
X A1 padbounce@home . org IZFRE S L TCWE T,

momFilter:

if ((mail-from == '~johnny$') and (rcpt-to == '"“sue$'))

{

bee ('mom@home.org', '[Becc] $Subject', 'badbouncefhome.org');

}

4B DT A —H 3 alt-mailhost T,

momFilterAltM:
if ((mail-from == '"johnny$') and (rcpt-to == '"“sues$'))

{
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bee-scan() 7V >3 > .

bcc ('mom@home.org', '[Bcc] $Subject', 'SEnvelopeFrom',

'momaltmailserver.example.com') ;

bee-scan() 7V 3 >

Bee (). notify(). bounce() DT 4 NHE T I auRiT+hHE, Xy NU—THIZUA L
APMRANTDEENRHVET, TIA LV R D—Rrat—=T 4 VEZ T I aii, tDOAy
TV OREER AL —THIA =V HBUER LET, W7 sV Z T 7 a s E eD
A=V DNy X —2EF0 Ay E—UFFHERLET, FRICTEHY T8, ~v ¥ —
WCOANABREENTOBHEAERHN FT, RUVR T4 NVE T adi, ThRAy—
POFRHID10F a N, hNEELA v —VEHHIERLET, 3205 HbnTROEAIZ DN
Th, HLOWA Y E—DIET U FUANRA ATy T VF AL AF v o OB &I

Y EE A

HHDOBRA MIEETAESIT. bec) TV ¥ a vy EEBEINOHTZ LR TXET,

multiplealthosts:

if (recv-listener == "IncomingMail")

{

insert-header ('X-ORIGINAL-IP', 'Sremote ip');

bcc ('S$EnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.4'");
bcc ('S$EnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.5'");
bcc ('S$EnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.6');

}

BEEIER
AWM E SN A —LD BCCBLUAF ¥ (138 <2—)

bee-scan 7 7 v a dbec 77 va  ERBRICHERE L £ 98, HESh DA v =38 LW
A=V L LTHROND 0, BT AL LTI BEERBE L TEESNET,
momFilter:

if ((mail-from == '“johnny$') and (rcpt-to == '“sue$'))

{

bee-scan ('mom@home . org”) ;

}
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fREERS S UVERT I V3 Y
quarantine (‘quarantine name’) T v a Bl’?]%ﬁi U7 LRI A F 2 —IZANLD A vt—
V7T 7 ERELET, BEHCOWTOREMICOVWTIE, TRl oE2zZRLTIES
V), duplicate-quarantine ( ‘quarantine name’) 7 7 /3 VEFETTHE, AvE—TDa
E—MRESN TV LRI Y 7IC 7 bIchE S E T, Rl ) 74 0 R &/ CFIE
KrlSnE7,

Wl > 7 7O bz A v —id, BFA—NA LT T A OFRY OUEZ kG L £,
AvE—UNNATITA VORBIZEET DL, Ave— I 120U LORBECET 57 77
PERESINTWIUL, #FETHX2—ICAVET, TRUAOGEREESNET, A vE—
WA T TA L ORBIZEREL 2T HUR, RBEEC ) TICIERE SN ERE A,

L7ERoST, AvbE—2 7 40LH(12 quarantine() 7 7 ¥/ 4 VBV . FD%IT bounce () FT-
X drop) 77 v a vl BhE, EOT 7 a il A=V T T4 DEKE
WCERE LW, A vye—ERHS Y 7TICRESNET A, AvE—Y 7 0 VEFICIRBET
7 arNEENLBEBEETTN, A vt —VE3T7 U FARLELIET U FIA LR R

Xy, FRIFaoT oY T4 VZIICED Ry XPERET, skip-filters() 7 Z ¥ a “IZ &
DAY E—IFEODAyE—Y T4 NEELIXLETH, a7 T4V ZREAI N
DEENHVET, 2ExE. AvE—U T4 NENA =R 7 7 ARE L., R
IZE% D skip-filters() 77 ¥ a bR ELTWAEES., BFA—N LTS5 DT
7 a iV AyE—UR PRy TSN HEERE, AvE—VIIEVDOA v E—T T 4
W ETRTCAFy 7 Lz ECRE S E T,

ROFITIE, A v =T Tsecret_word] & W I FFEIZH D WTNNDOHENTZTENTND
L. EDA =% Policy [REfE= U TICEFE SNVET,

quarantine_codenames:

if (dictionary-match ('secret words'))

{

quarantine ('Policy') ;

}

WOBITIX, HHEHIT mp3 7 7 A NVEXROEA 7 7 AN ET AT Ry 758K o—
BHLHLDODERELTWET, ZEAvE—VIZ mp3 BRORMS 7 7 A NVDBBDGE, 20O
W7 7 A VITHIBRS L, BV DA v —Y (RLEMOIFM 7 7 A4 V) IIRKOZ(EHITE
FENET, LORA v =T XTORMN T 7 A VDT ST D 2 B —23@HE (Policy
Rt Y TICHE) ShET, 7u v 7 SNERN 7 7 ANV EZETAILERND ZBE. Ak
DZEFIIA vV ERHECY 75V V=R T X 3BRTDHZENTEET,

strip_all mp3s:
if (attachment-filename == "' (?2i)\\.mp3$"') {
duplicate-quarantine ('Policy');

drop-attachments-by-name (' (?1)\\.mp3$");
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geEzE7ovay |

RIEELEETI Ay

alt-rept-to 7 Z v a t, A vbE—VORGHHIZIA v E—VOT R TOZIEEEEBE L%
BECEELET,

WDT A NBIE, T _Na—TZEZEDT FL A freelist.conWHENTNDTRTDA v
T—VEEEL, FDORA v E—VDTRXTOZ(EH % system-1istsemyhost.com (A B LE T,
freelistFilter:

if (rept-to == '"\\.freelist\\.com$")

{

alt-rcpt-to ('system-lists@myhost.com');

}

BRIERANEETV Va3

elt-nailnost 77 33 VIE, BRLIEA v L —VOFSTORFED P T FLA%, L
FHAEIP 7 RLURAEIIHRA MICEF LE,

\)

6=

alt-mailhost 7 7 > a V& FI{T9 5 LT UVTFANRB AR Y AL AL EBEEINTZA >

TN NWEDICT DI ENTEET, alt-mailhost 7 7 ¥ 3 I quarantine 7

73 a ATERLUTEITSN, FHELTEA—V RAMIA Yy E—VE2RELET,

RDT 4 NVZ L, TRTOZEHRIZONT, ZEEDT R A% KA K example.com (ZZH L
5

localRedirectFilter:

if (true)

{

alt-mailhost ('example.com') ;

}

:*Lﬁ:ct ) . Jjoe@anywhere.com Kéé{géﬂ%) A /'{Z““/@ Envelope To 7 }\ L AN
joe@anywhere.com 272 V) . A vE—I% example.com D A —/LAR A |k IZEE Z 3V E T, smtproutes
a~v FCTRESNTCBIV—T 4 U 71E#RIT, §lEkiE Ay b= 0N—F ¢ U 7IZHEH S
NET, (B—=T FAAL VDBEFA—NDL—T 7 #BH, )
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. #EIEFTARR b (Virtual Gateway 7 FLR) EE7H 3>

\)

(51) alt-mailhost 7 7 ¥/ 3 :/Tfiﬂ_\g“‘ }‘%%ff?ﬁﬁg(% i'@:/uo :@%Eé{/lzé’?j—— 5 &:bi\ 75)?}9 D &:
SMTP /L — R Z B L 7,

WDT 4 NVEF, TRTDOA vy E—T% 192.168.12.5 U XA L7 FLET,

local2Filter:

if (true)

{
alt-mailhost('192.168.12.5");

}

ZE{ETLARRX ; (Virtual Gateway 7 KL R) ZEF7H 3>

alt-src-host 77 V= ‘/ﬂi\ 7l /“TZ‘-“‘/@J%{%)T:ﬂ‘X ]\ %?Elﬁiﬁ Lf:ﬂ&%ﬁ:ilwﬁ Lijﬁo %{%
JEARA NI, AvE—VOEEFELERDIPA L F—T=2A A, ERFIPA L E—T A AD
TN—TICE VR INET, IPA U F—T oA AD T V—TNERRENTHE. VAT AT
BT A—IVOEEHC, V=T HNDOTRTCDOIPA v H—T =2 A KEETRA L F—T = A
AL L THEMTAUEZGEVIRLET, 2FD, ZHICEVIBEDEBFA—NAT— T =AI1T
OB — v AT RLAZFRETEET, FHMICOWTIE, Virtual Gateway™ 77 /
BY—EHHALTTRTORANEINTZ RAAL LV TOHERDA—NVF— T A 5B LTL
72EW,

IPA v H—T xR, BUIEVATATRESNTNDIP A v F—T oA ZAETILIP A
B—=T 2 A AT N—=TIFICELTEET, ROT 4 NVZIE, IPT FLRAPR1.2.3.4THDHY
F= PR RAIDPOLZELETRTORA vy E—=VIZK LT, BE BUE) IPA ¥ —T AR
outbound2 %ﬁfﬂz"ﬁéﬂi?ﬁb—— l\ '7:11/1) %‘f{/’zﬁk Li‘j—o

externalFilter:

if (remote-ip == '1.2.3.4")

{

alt-src-host ('outbound2') ;

}

WDT 4 NZE, IPT RLANR1.2.3.4 THDHVE—FRRAIMDOZELEZTATOA v E—
IR LT, IPA v Z—T =A ZAD YV —7F Groupl ZfEM L %7,

groupFilter:
if (remote-ip == '1.2.3.4")

{
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alt-src-host ('Groupl');

}

T—hAT 703y

archive 77 ¥ aid, DA v E—Y (TRTDA v —I oy X —LZEE5E2ET) O
E—%, B A—NT—F VA EOmbox EAXD 7 7 A NWVIBRFLET, ZDOT 72T
I, Ave—VREETLIO S 77 AINVDEAFINNT A= LTERAEINET, VAT AT
T AN OERIFIZ, FRELTE 7 7 A NVATHBIMICR 73T A 7 ) v a B LET,
Flo. BEFO7 o NnE al T A NVERETHZELTEES, 74V Z T4 F 0y

7 7 A NVOVEREIE. filters -> logconfig YT av  RTIT4NE ald 7 g e
TEET,

\}

GE) logconfig A< NiX filters DY Ta<vw RCTT, 2OV 7Tavwy ROFELHFIZHOWT
iF. CLIZHH LA vE—Y 74 V2 OEE (121 =) BB LTIEEN,

mbox FERUTEHED UNIX A — VR v 7 AT, A v —VE2fHEICERTH-OD2—T ¢
VT A BREHEHAESNTOVET, IFEAEDUNIX VAT A TiE,  mail -£ mboxfilename)
EADLT, 774NV EERRTEET, mbox BRI TL—2 THF AN THDHH, HEOT
FRANTZT 4 X EFEALTCA v =V ORNEFEERT DI ENTEET,

ﬁ(@ﬁﬂjfﬁt\ xR '—70%1§%75§ joesmith@yourdomain.com & *ﬁﬁ‘é%é\ﬂi\ A /‘E‘—:/
DA =N joesmith & W) BT IREFEINET,

logJoeSmithFilter:

if (mail-from == '“joesmith@yourdomain\\.com$"')

{

archive ('joesmith');

}

ANy SA—HIBRT O3y

strip-header 77 ¥ 3 V&, A v EBE—VDFRED Ny X —%ifX, BUET HRNIES T H17%
AvE—UNBHIRLET, ~v X —PNEEHIHEEIT. ~v X —DTRXTDOA L AX A
( TReceived:] ~v & —72 &) MNHIEEINET,

WOHEITIE, TXTDOA vE— TEERNT x-Deletere ~ v X —NHIFRINE T,

stripXDeleteMeFilter:
if (true)

{
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |

strip-header ('X-DeleteMe') ;

}

Ny BT D EEEIT O HA. ~y X —OBEOEIZITAE I ThR AR (X v k—
PO~y E—DiBN, B, BEEZITO T 4 F R E) NEENTOWARICEELTLE
X\, HEMICOWTIE, AvbE—Y Ao X — L LB IO (6-2—) 2R T
éb\o

vay

insert-header 7 7 ¥ 3 UE, A vE—VITH LA~y X —ZFHALET, AsyncOS iE. A
LT~y X —DHEEHmTZ LTV NE I DERGELEH A, ERSND A v E—VNE
A= DA A —Fy M EmTZ L TWDENE I NiE, 2—FNHD CTHERTLIHLERS Y
i‘j‘o

WOFHITIX, x-Company & VN9~ H—MNA =TI RWERIL, 2O~y X —|Z My Company
Name & WO EERE I NLE T,

addXCompanyFilter:

if (not header ('X-Company'))

{

insert-header ('X-Company', 'My Company Name');

}

insert-header () T A ‘/’C&i\ N &_@?ﬂ?x }‘ @:}F ASCII i?%fﬁﬂqu i‘@—o 7LC7L:

L. ~y & =423 (BUEESFO-0) ASCHXF LOMERATE EH A, AlFlEa RKRIRICE
O5H7H, b T AKR— bk =2 3 — FiX Quoted-Printable & 72V F 97,

)

GE) strip-headers 7 7 /3 2 & insert-header 7 7 v a U EMABRDOEDZ LIZLEY, DA Y

T—VILHDIERDA vt =V Ny =2 EEIRMIDENTEET, BRI TL [T
Y &“‘%%ﬁi&lﬁl{iﬁﬁ—é—é EMTEETN (Received: 7R é:) N %ﬂuﬂ‘@%/ﬁ\bilﬁj C~v
F— 7 GEEE 9% & MUA 8RELT 256030 0 £9° (Subject: ~ v & — 2 HERIE 9
LEBTRE)

Ny BT D EEEIT O HA. ~y XA —OBEOMEIZITAE P I ThR AR (X v t—
DO~y L —DiBMN, B, BEREEITO T ANNAABERE) PEENTWDLRICERLTLE
X\, BHEMIZOWTIE, AvbE—Y ANy X — L LB IOEHE (6-2—) 2R T
éb\o
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| #9v€—Y 742 EERALEEFA—LRY O—0ER

~yi—5x2 rEETovar |

ANYSE—FXXAMNRETI IV

AKXRET V¥ 3

edit-header-text 7 7 /= V%‘f%ﬁijﬂé & N Eﬁ%ﬁ@lﬁ*ﬁﬁ%ﬁg%{ﬁﬁﬁ LT, :J:E‘E Lfif\‘)
H—T XA NEEXWZDIENTEET, ZOT 4 NVZ I~y X —NTEREHRLE T
TXANERBL, HEL-EREIICESBRX T,

el 2T EFA—NMIRD L) B~y X =D bD L LET,

Subject: SCAN Marketing Messages

WDOT7 4 1%, [SCAN] W57 F X F&HIFRL, [MarketingMessages] &9 7 F & k
o~y X —RNICELET,

Remove SCAN: if true

{

edit-header-text (‘Subject’, ‘~SCAN\\s*’,6’’);

}

TANZFTA =V L%, RO~y X =2 LET,

Subject: Marketing Messages

4

~

edit-body-text () A /“‘Zb“‘/ T A4 IVH @%ﬁgli Edit-Header-Text () 7/ A ILH & E*%Tjﬂﬁ\
A=~y X —TIE7 < ARCAH ST,

edit-body-text () Aoyt—T 7 S IVH ﬂi/k@*%jc%{%ﬂq Liffo %’J@]@/\Otj A= bi*ﬁ?"{?@fc
DOEHEB T, 2FBHDONRT A= IBEHROIZDDT F A R TT,

Example: if true {

edit-body-text ("parameter 1", "parameter 2");

}

edit-body-text () A v EB— T 4 HITA v B =R L OBRPNE S T, BED MIME

HOmAyt—o0 TR ERREINDD TR 7 7A40] L RBRZINDDOFEAZONT
X, AvbE—URLERA VR T A0 (63—) ZBRLTLEEN,

WORFITIE, A vE—U0 5 URL BMHIBRE L, TURLREMOVED] &9 7 F A MMIE &t
ZHNTWET,

URL Replaced: if true ({

edit-body-text (" (?1) (?2:https?|ftp)://[*\\s\">]+", "URL REMOVED") ;

}

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



- U YO,

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

WORITIE, A vE—TV ORI LHDREEEDHIFRS L, [XXX-XX-XXXX] W) T F
A BMIEEH#ZONTOET,
ssn: 1if true {

edit-body-text (" (?2!1000) (?:[0-6]\\d{2} |7 (?:[0-6]\\d|7[012])) ([
=12) (2100)\\d\\d\\1 (?2!10000)\\d {4}",

"TXXX-XX-XXXX") ;

}

\}

GE) B TlE. edit-body-text() 7 A /Z TiFAV—FID ZHEHATEEH A,

HTML #8753 >

RFC2822 TIXEFA—/L A vB—YDOT XX MERXDHE SN TWETI, RFC2822 A v
E—UNOMDa LT YD NT o AR— N EFEBETH72OOIEKE MIMEZRE) 2360
£ AsyncOS L htnl-convert () A v &=V 74 W ZH LT, ROELIZEY HTML &
TL—r THXANMNIEBTEET,

Convert HTML Filter:
if (true)

{

html-convert () ;

}

Cisco A v&—V 7 4 VXL, HFEDMIME R A vE—U0 R THLH) A7 7
A] THDHIMPEHBILET, html-convert () A v EB— T 4V Z T A vB—URKILDHHUL
XG4, A yk—?@ﬁﬁ(k%’ﬁﬁ774’/1/0)%5%!]3&:01/\“(!:1\ AvE—URILEAE—
UM T A (63—) BBRLTLIIEE N,

html-convert () 7 o4 /L Z D LENDO HTML #8945 H=ux, BRIk > TR 97,

AvE—=UNTL—rFTF AN (text/plain) THIGH, A vE—VIFERINTICT 4 L
ZEELET, AvE—UREMARHTIML A v &— (texthtml) THLHHAE, TXTOHTML
ST A =V bEIBRE L, B ORI HIML A v E—VIChb 0l SN ET, &
TOF7 +—~ v MITOAP, HIML 37 L—> TF A MDD Z Lidd 0 A, HiE
73 MIME (multipart/alternative #£3&) <T. [ U227 > 71T text/plain 5557 & text/html #8525 5
FNTWBIEE. 74V ZITA v =T O text/html #5457 % HiIER L T text/plain #8027 L £97,
%@ﬂﬂ@MIME§74'7 (multipart/mixed 72 £) TiX, 9 TOHTML A0 D Z 7 03| &
. AvtE—VICHEBASNET,

)( /‘fZ‘——*“} 7 4 VX TlE. ntml-convert() Z A IVEX T 7 a v iﬂﬂ;ﬁ"%@f b= H
ERETHETT, Avb—UEOERIIT I ThbiEtA, AvE—YOEHEIT
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| #9v€—Y 742 EERALEEFA—LRY O—0ER
nyvzFnzranrovay |

FTANTOLBNTE T LIeEIATONET, ZHICEY, BFEFNMOT 4 V2 77 v a P
DAy —VENHESTH LN TEET,

NODR TAIr7AILTHoaY

bounce-profile 7 7 ¥ a V1L, & REBEHFDNT AT T 7 A VE Ay E—JIZ80 Y CE
T (NUUVALTEEFA—INVONE 25, ) AvE—VZEETERVWGES, NT A
T Ty ANVTERESINTIANAT AT T arMiFEINET, ZOKEEIL. VAT —0RE
MHEEID L THENTNDERT L ZATa 77 A0 (EDYTHEATWDEA) ITERL CGEA X
nET,

WDT7 4 NVHDOFITIE, BEINIZEFA—INLDIL, ~vHF—|Z [x-Bounce-Profile:
fastbounce| MBHATXTDETFA—/LIINNT A Fa 77 A/ [fastbounce] 23E|Y H¥TH

ET,

fastbounce:

if (header ('X-Bounce-Profile') == 'fastbounce') {
bounce-profile ('fastbounce');

}

TFUOFRINL DR TLDINANR T3y

skip-spamcheck 7 7 73 VL, VAT AIREINT AT UV R—ADT VT AN T 4 )b
BV T T XRTONANRZAT L) VAT AR LET, a7 Y RX=ADT U F A/
TANEY T MEREINTDRWEES, £TEA v E—UBH LN ED AL ZAX ¥ D%t
BICRESNTWRWESIE, 20773 a 237 L THA v — I8 EIIH Y $HA,

ROPITIZ, AvE—VDIPLE 2T —var 2AarRBNEngail, Aye—Iidd 5=
VT U R—ADT F ANRNKT 4 E ) THEREN A RZAENE T,

allowed list_on reputation:

if (reputation > 7.5)

{

skip-spamcheck () ;

}

EEEE

CERY LRI E D X D T 5
-X/\A74/1/5'75>f‘90> BWFA—NT— T A KA v =T DR
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B /o x—r7ovamiqsz

LA A—ILTI2a2 DINAINR

BEDA =T VA A=V T a2 LR0nEE. ROA =Y 7 4 VE T
g arBHRAL T, RATEET,

AvtE—U TNE T A

vav

skip-marketingcheck =TT 4T A=K T AT I a DA N
skip-socialcheck V=X Ry NI =0 A= VKT DT 72 a DA XA
skip-bulkcheck IN)VT A= JVIZKITT AT 7> a DN, IR

ROBFITIE, Y AF— “private_listener” TZE LA v E—VIE, V=T v b Ry NU—7
A=INCHT DT VA AN T 72 a A NRATHRERGL ZERELTVET,
internal mail is safe:

if (recv-listener == 'private listener')

{

skip-socialcheck () ;

}

TFOFIAINARADATLDINANRA T3y

skip-viruscheck 7 7 ¥ 3 X, VAT AIRESI NI T A IWVARHE S AT LT _TRA R
AZAFTHEIVATAHRLET, TUVFUANRA VAT ANRRESNHTWARWES, £7-0%
AvE—=UNHOENCDTANA AT v VORRITRESN TRV RIE, 077 v ay
EFEITLTHA v E—VICERBIIH Y FHA,

WOHITIX,  lprivate listener] EW9 U A F—TEZEFE LA v E—IIZK LT, T F AL
VAT HET UTFTANA VAT DT R DB AL SRAENTNET,
internal mail is safe:

if (recv-listener == 'private listener')

{

skip-spamcheck () ;

skip-viruscheck () ;

}
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TFANLELF—2aY TANEYLTBEUTF AL RF LD R Fovay ||

TJ7A4IL LEaAT—3> T3 0BKVIT7AILDMIRATLDINAINR T

g3y

skip-ampcheck 77 2 UE, A vE—U NV AT ATRESNZ T 7 AV LEaT—v 3y
TANEY TBEBIORT 7 ANVGHENA NRATHZEEFATHEY, VAT AICHERLE
T T ANV E 2T —2ar T4 TBIOT 7 A MOIRERE S TWRNEGEE,
FREAYE—URHON LD T AN LEaT—Vay T4 X ) TRBIOT 7 A V5
Hr A v U ORRITHRE SN TWRWEGERIL, 207272 arEFZTLTHA vy -V
TH £ A,

WOFITIE, PDFIRfT 7 7 AN EEDRA v E—UN T 7 A0 LE 2T —Say 74 0E Y
TBILORT 7 AN ENANATDHZ EEBEELET,

skip amp scan:

if (attachment-filetype == 'pdf')
{

skip-ampcheck () ;

}

DANWNATIORTLAY T4ILEDRXY U TMBINAINA TH 3>

skip-vofcheck 7 7 v a i, AvE—VYDUANAT ORI LA T TANFILDAF Y=
VITRBEMRNA RAEIND LD VAT AHERLET, VANVAT O RNT VAT T 4NED
AX X =V TN A Z—=T MR o TWRWGAE, 20T 72 ar2FTLTHA vy =Y
IZEETIH Y FH A,

WOFITIL,  Tprivate listener] W9 U AF—TZEFELLLAvE—VIZXH LT, VALAT
TRTVUA T TANEDAF ¥ =2 IR ASA RZAIPLTOVET,

internal mail is safe:

if (recv-listener == 'private listener') Outbreak Filters

{

skip-vofcheck () ;

}

AytE—URATEMTI I Y

tag-message 7 7 > a Nt DLPRU Y — 7 4 NV EZ VT THEHT A AZ LHELZEREA v
T—VITHALET, DLP R U —ZREL T, AF v V(R EaA vt =T ZTRHD Ay
T—VIRETDHZENTEET, AvbE—U X TIIZEHEMNTIIRRRINERA, X T4
X, [a-za-20-9 -.] OHEPADOLFO ) IEEO LD EMAEDLETCTHEHATEET, .

Ay—DT7 4B o IEHT S DL R Y — DB TEDFHEMZONTIL, [F—F
KBk OEESBBL T ZEW,
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B oy rvEnrsreay

YK@@J“U;R ﬁ:%ﬁi |_[Encrypt]l 75‘@&“5% /'1?*“.‘/\&:7{ /-{Z%i/&7%*ﬁﬂ]\/1b\ij—o
Cisco Email Encryption MEH TE 2551%, A v B —VOBMERIICA vE—VE2Z DA v E—
Y47 THEET D DLP R U —&ER C&E £,

Tag Message:

if (subject == "'""\\[Encrypt\\]")

{

tag-message ('Encrypt-And-Deliver') ;

}

Ay T orYEM7ZYS3aY

log-entry 7 7 ¥ ad, WAXVAAXLETHFANE, TFA M A—)L 17T nro UL
TEMLES, ZOTFAPMUIT 7 a VEBEMENTH5ZLRTEEY, 2077y ar
AT E Ty TRHERR T F AR, A=V T4 NVERT 7 a  EFET L
HHICETEREHFATEEST, a7 2 N EA Yy E—Y Mo JICbERRINE
7

WOFITIEL, A v E—VICSHOBEBFERNPEENTOD LB SNTmd A v =B A
VAN Z b ERT e o VU BFASRET,

CompanyConfidential:

if (body-contains ('Company Confidential'))

{

log-entry('Message may have contained confidential information.');

bounce () ;

}

CEFRJ T rYT7Y > armiEM

cef-log-entry 7 7 ¥ a L, AL ~A RENTZTFANEREA X haZIZBmALET,
ZOTXANIUIT 7 v a U EREHERT 2N TEET, BRLIEr7 70—/ K (Selected
Log Fields) 12® % [# AKX a7 = kU (Custom Log Entries) ] Zfi/H L C [fHA <> b
2 7" (Consolidated Event Logs) | R /%727 V7 a v 2R ETHE, CEFrRZ = YR
[¥t& A > hr 2 (Consolidated Event Logs) ]IZHERINET,

WOFITIL, 7L [confidential] . fE2Y Ttrue] W CEF v/ = FY ZALET, Zh
&i\ %/El\/l)/\\/ }‘ =) 7&: ESACustomLogs={'confidential': ['true']l} CE ?Eﬂ?éﬂi‘%

CEFLogEntryExample:

if (body-contains ('Company Confidential'))
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WRLLE27—vav7ovay ]

{

cef-log-entry("confidential", "true");

}

URLLEaAT—2a3ar 7oy

Ayt —IICEENDSURLDLE 2T — g 2AaT7 2 LT, URL £7-13F0@{ELZ
WLEd, BEEARFEMEGICOVWTIE, EBEDHDH URL 20132 E L 2V URL 726 OfR#
DA E—JIZEENDHURLDOERE : 74 VX TOURL V¥ 25— 9 %71 URL T
VDT 7 a Ol #ZRLTTZIN,

N7 7Y a T, V= WIARETT,
URL L E=2T7—vay 77 ¥a rOFHMIRO LB TT,
*msg filter name XA yE— T AINH @%Eﬁfﬁ‘o

*min score B X Wmax score ld, 77 v a viAFKHORK/NA T LKA T T, i
M#EIZIE, FFET2EbEENE T,

B/AINAaT EHRRATT I -10.0 205 10.0 £ TOFFANOEIE TRITNIER D £H A,
Lt aT—varP—EANL AT PRESNRWGEDT 7 2 a Y EEET DI,
ZOT 7 ar® [noreputation] N—Ta CEHEHLET, ZIUTOWTIHLBEOIET
BB LET,
e allowedlist 1% (urllistconfig a< ]\%’fﬁﬁ% LT) Hﬂiﬂ%éﬂ(‘lﬂé URL U X | @gﬁﬁ
T3, #FA ) A MOFEEITEETT,
* preserve_signed DNEIZ 0 F72X1 AN LET,
l-ZDOT IV arERBELADRA yE—VETICEMAT S
0-ZD7 73 aruET_NTOAyE—VITHEAT S
preserve signed BEERELRWE, 772 ai3RBADA =V FICEHINET,

ESPERENS

cURL LEaT—31 g i 3X URL AT F A MIBE#T S (105 2—2)

cURL LB aT—3 3 2F3% URL OEHRAZTY RS (106 ~=—)

cURL L E=a2d7—y g ili3% Ciscot¥alT 4 7aFUICURLEIV XA LY T 5
(106 ~=—3°)

URLLEa2T—2 3 VICEDEURLZTHFR MCEHRT S

LEaAT—2arH—ERANLRATHRESINIGEEICTI Va3 vEaERTTHICE
url-reputation-replace T3 V%{%ﬁﬁ Lijqo
url-reputation-replace 7 7 v a Y EMHAT AT 4 VW F DOHEXLEZRITR L ET,

<msg_filter name>:

if <condition>
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B owricas—vavicgszmonrERYBRC

{url-reputation-replace (<min score>, <max score>,’<replace text>’, '< allowedlist>', <

Preserveisigned>)ﬂ

replace text I%. URL %E%Tﬁié?ﬂ?x 3 '(‘"’9)‘0

LEaAT—2 a3 v H—EXNLRAT7HRBENGIMESICTI L a vEETTHICE
url-no-reputation-replace 7 7 ¥ a &AL £9,

url-no-reputation-replace 7 2 + a » ZAEHT 5 7 4 WV Z DL A IRITR L E T,
<msg_filter name>:

if <condition>

{url-no-reputation-replace ('<replace text>', '<allowedlist>', <Preserve signed>);}

replace text I%. URL %E%@ié?ﬂ?x 3 '(“jqo

URLLEaT—> 3 VITEDE URLDOBEREI YRS

LEaAT—2 a3 v —ERADNLRAT7IREEINDIGEEICT I a vEERTTHICE
url-reputation-defang 7 7 > 3 V' EFEHA L E T,

url-reputation-defang 7 7 ¥ a V&S 57 4 NV Z OREL 2RISR LET,
<msg_filter name>:

if <condition>

{url-reputation-defang (<min_score>, <max score>, '<allowedlist>', <Preserve signed>);}

LEaT—2 a3 v H—EXRADNLRAT7HIRBENGMESICT I a3 vEETTHICE
url-no-reputation-defang 7 7 ¥ 3 VL £,

url-no-reputation-defang 7 7 ¥ 3 Y ZEMT L7 4 VL Z O ZRITR L ET,
<msg_filter name>:

if <condition>

{url-no-reputation-defang ('<allowedlist>', <Preserve signed>);}

URLLEaTF—SavizEDZCiscotxal) T4 7AFXFVIZURLZYSEALY T 5B

LEaAT—Y a3 v H—ERADNLRAT7HNREBENBIGEEICT I a vEERITTHICE
url-reputation-proxy-redirect 7 7 ¥ 3 Y AEHA L 3,
url-reputation-proxy-redirect 7 7 > a Y EAEHT DT 4 VX OREL A RITR L E T,
<msg_filter name>:

if <condition>

{url-reputation-proxy-redirect (<min_score>, <max score>, '<allowedlist>',

<Preserve_ signed>);}
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wLrFI3y 7ovar |

LEaT—YaVvY—EXNLRATIRBEINGIMEEIZT I a vEERTTHICE
url-no-reputation-proxy-redirect 7 7 3 3 Y AHH L ET,
url-no-reputation-proxy-redirect 77 ¥ a Y HHEHAT A7 4 N Z OB EZRITTR LET,
<msg_filter name>:

if <condition>

{url-no-reputation-proxy-redirect ('<allowedlist>', <Preserve signed>);}

URLAT3Y) 7o >ay
Ayb—UIZEENDURL DA T Y ZHH LT, URL £/23F08E2ZEE L £4, EE
REEMZ oW TIE, BEEDOH D URL FITEFE LRV URL L DORHED X v —VIZEF
NWHURLDEFE : 74V EZTOURLLE 27—y g3 v FIXURL AT IVDT 7 9D
i Z#ZH LT ZE,

INHEDT I v a T, = VEARETT,
TRTOURL T AY TU i a rOFEDITRD EBY T,
» msg_filter name |L A vE&— 7 4 VX DLLEITT,
« category-name (X URL A7 Y T, HEDOH T TV 2I8ET L2561 7TV %H
U TCREIVET, ELWATIVAEHRTHITIE, 20T 740D URL BT
TYVEBFEFIZT 7o a v B2HER LTI, 7Y O L FIIZoVWTIE, URLA
TAVIZONWTESRL T ZE,
« url_allowed_list (% (urllistconfig =~ > RZEM L T) ERZIN TS URL U A kDA
<7,
« unsigned-only : 0 721X 1 Z AT LE T,
-ZDT I arERBLDA v —UREFICEAT S
c0-ZDT I varETRTOA yE—VIZEAT S

EPERELS
«URL 77 A VIZHESE URL 27 F X MI@EHT D (107 <X—)
«URL 77 V2S5 URL OfEfEZH 0 < (108 ~<—2)
cURLZ T AV IZHS& CiscotFx =V T 4 72X UICURLE Y XA L7 35 (1085—
V)
URLATIVIZEDZEURLZTXR MIBEHRT S
url-category-replace 7 7 I/ 4 VEEHAT AT 4NV H O ARSI LET,
<msg_filter name>:
if <condition>

url-category-replace ([ ‘<category-namel>’,’<category-name2>',...,

‘<category-name3>'],’'<replacement-text>’, ’‘<url allowed list>’, <unsigned-only>);

replacement-text /%X, URL %%%@267‘%7\ k Tj—o
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B wLr7uicES= RLOBEBRERY B

URLA T I VICEDZ URLDERZEEY &<
url-category-defang 7 7 ¥ a Y EHEHT D7 4V H DML E RIS LET,
<msg_filter name>:
if <condition>

url-category-defang ([ ‘<category-namel>’,’'<category-name2>’, ..., ‘<category-name3>'],
'<url allowed list>’, <unsigned-only>);

URL A7 YICEDE Ciscoz¥a )T JAFVICURLZYS ALY T 5
url-category-proxy-redirect 7 7 3/ 3 VEEHRT AT S IVE DIELEIRIZR LET,

<msg_filter name>:
if <condition>

url-category-proxy-redirect ([ ‘<category-namel>’,’<category-name2>’,...,

‘<category-name3>’], ’‘<url allowed list>’, <unsigned-only>);

ARL—o 3L

FR—=2a L7 7 v ad, BEEFEITLEYA (no-op) . #FEN, [REE, Ko w772
EXOMDOT 7y arBZHERLRVERICA v =Y T4 NETIOT 7 a2l TEE
o Toe 2R AERLTER LW A v —Y 74 V2 OEELHERT 25612, BiER LT 2
varEFEHATEET, AvE—Y T4 VERENELIEL, [AyE—T T 4V H (Message
Filters) | VAR—F X—=UZBHLTHLWA v —Y 740 VX OEMEEZE=4% L, BT
IET DI T 4N F ERHETEET,

WIT, BER LT V7 arvdAve— 74 V2 AT AEZRLET,

new filter test: if header-repeats ('subject', X, 'incoming') {no-op();}

BEA—ILOBETI 3
SN A v — UMD From: ~v X —&HIR L, =L _a—FRESE CEERL £,

DAY= T 4 NH L, AvE—UHNOFrom:~y ¥ — EREEOFZER R L, 2T
VEEOHEO~ v TF T AaTNTI0L ETHDIGEAE. A yt®—Y 7 4L IE From: ~ v
HF—%rEL, mo_Xun—7EEHELESBLET,

FED CF: if (forged-email-detection("Execs", 70)) { fed("from", ""); }

AT 7AIWNDRAF

BFA—NT—hV oA TEIa T oY ARy T E2HEH LT, HORY =G LN
A=V PO T 7 ANVEHIBRTE T, TOA v E—VIFZOFEEETEET,

W77 ANDT 4 NEZ) T3, BEDT 7 ANEAL T, T4 H—TV o, BT 7 74
NORNFIZFESNTIT) ZENTEET, 74—V baH L TR T 74 VO IEHE
AEEAHRT A LIk, 2—WIEEEOHDIRMN T 7 A NVOYEET (exe’2 &) & —#%
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worLnzxry [

M2 L3R F (doc7e &) ICEHE LT, AHINEE SN T 7 ANV T 7 AV T 4V F %1
WTEDLECTLHLENTE AR IS,

W77 ANDayT oY EAF Yy LB arT Y AX Y TR T 7 A Vip DT — 4
AL, ERERBICIOMBREAIATLE S, B 7 7 ANVDT =X L XX T =2 DM H
Bxtg L £97, Excel £721% Word LEZ AFx v T 5HA, IS 77 A4V AF v =
UUtX exe, Jdll, bmp, .tiff, .pcx. .gif, .jpeg. .png. Photoshop B DKMDIALT 7 4 L%

BmHTE £,
BAA—NT =" T2 A DAL T UV AFYFTlE, ROT—HAT 77 AN Ta T
VAXy U EFITTEET,

*ACET —H A7

CALZ T — AT
«Apple 7 4 AV A A—
*AR] 7—HhA T

sbzip2 7T —H AT
*EGG T —H A7

« GNU Zip
CISOT 4 A A A=Y
sJava 7 —H AT

« LZH

* Microsoft ¥ ¥ x> b 77— A7

e RAR w/LF/X— K 77 A )L
*RedHat X 7 —V v X —V % T—H A7
* Roshal 7—7% 4 7 (RAR)

*UNIXAR 7—h A7

« UNIX JEME T —H A 7

» UNIX cpio

» UNIX Tar
XZT—AT
«ZIP T —HAT
» 7-Zip

* ARC
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B siorroxsrocEAT s vE— 704

\)

GE) av7 oY AXxyFHEEY 7 A VOFMERTRT HITIE, Web A U H—T = AT[EFa
7 4 P —E X (Security Services) ]>[AF ¥ VHE)E (Scan Behavior) ] <X— T ZAEHIF 270,
CLI C contentscannerstatus 2~ > RZfEH L E7T, o607 7 A ML, 7Ty 77—k H—n
EHEHALCHEBICESRSINET, ZNOD07 7 AV ETEITENTH581E. A% v U 8iE
DHRGE (145 =) 2L TIEIW,

ESPERENS

WM T T ANDAX Y U THERHTHA =T T 4 Z (110 X—)

o A A=U4HT (112 X—2)

A AT/ AF Y oV ORE (112 %—)

o A A—VHHHERIZEANTET 72 a VEITOR vE—Y 7 4 VZ O (114°—2)
gl (116 —20)

T FANDAT Y A v— T4 ZOH (117 <—)

AT 7AILNDRAZT Y THERT DA YyE—D T4ILE

ROFICTEHENTWDA = T g VBT a3, ETRWT 7y a T, R
77 AT Ra &, A v E—COWENFITINET)

AT arOaRrs M, v =LA vE—VIZBMENSETHFAIT, Avke—
TUNE T I a B GNT77AMVDAFYy s Ayt —2 7 4 L Z20OH (117 ~2—)
HM) AT b TEET,

RERATFANDRE Y VTCHEAT DAV E—C TJALE Ty

#5R1E BX S5 EA
{%\%1?]‘7 7/(}1/0) F‘E 7 drop-attachments-by-name % /“XZ%\I/@@%H‘7 7/1)/1/0) 5 ‘,6\ ?Eﬁiﬂ
v (% ﬁﬁ%lj) (<r2gular expressiin L/f:IEi:E%}E & #ﬁzﬁ‘é% Fm@ 77 AN
>[, <optional I _XC Ry LET, T—HA T
comment KOUAT 7 74 (zip, tar) PITHEST

>]
D77 ANNEIEGE, ZORMNT 74

MIRaey7EnET, ™S 7 741D
AXx L A= T 4 0 EZOF (117
N=) EZRLTLLEZEN,

{Zﬁﬁ‘j 7/‘,}]/0) ]\\‘D 7 drop-attachments-by-type )( /-E%\:/@%H‘7 4 /r/I/O) 5 ‘6\ *Eﬁiﬂ
70 (y/l) 70/1:31”) (KMIME type Lf:MlME 57/1' 7Di f:6i77/])/1/1ﬁ:9§¥‘
>[, <optional comment ICEMUTAHMIMEZ A 707 7 A VAT
. RTRRyFLET, 7—04 THAD

W7 7 A (zip, tar) WIZIZHET 5
TrANRD LA, TOWRNT 7 AL
T Rey7snET,
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| #9v€—Y 742 EERALEEFA—LRY O—0ER

FT7ALDORF Y THATEAvE—2 7105 [

#R1E

#X

Bl

W77 400 Ra v
F(TFANEAT
i)

drop-attachments-by-filetype

(<fingerprint name
>[, <optional comment
>1)

A=V OB 7 7 AND L HE
LET7AMND [ 7 40 FH—FY ]
BT T A NETRT Ry L
9, T—IA THROUEF T 741

(zip, tar) NICZYT D7 7 AN DD
e, TOWMT7 7 A VT ey 7 Eh
£

W7 7A400 Ra v
-7 (MIME Z A 75l])

drop-attachments-by-mimetype

(<MIME type
>[, <optional comment
>1)

A=V OWRMNT7 7 AND DB, FEE
DMIME A4 7D7 7 A4 NVETTK
oy ZFLET, TOT7I7arTiET 7
A NAEREFIZ X 5 MIME % A 7 OB
Ty, 7T—IA4 7 ONEOHERH =
nEEA,

W77 40D Ry
7 (YA XB)

drop-attachments-by-size
(<number
>[, <optional comment

>1)

Ave—VORMZ7 7 ANDIH, v—
T a— FERTHEELLETA X (A
NESE) L EDOY A X THL T 7 A V%
TRCRey S LET, 7T—IA4T7 77
ANVETNIERN T 7 A NVDOGH. ZDT
7 a %, EMERTO YA X & MG

T, EEOBEKROY A ARl E

R

W77 A4 NVDAF ¥
N

drop-attachments-where-contains

(<regular expression
>[, <optional comment
>1)

A=V OWRMNT77ANMD I FEE
LE-IEREHZEL 7 7 A V2T TR
vy LET, T—HAT 77V
(zip, tar) 1L, TIZTEENTND 7 7 A
ILDWT DB IERRBLE —8T 255
WZRe Yy 7ENnEd,

77400 Ry
7 (FEE L O—E5))

drop-attachments-where-dictionary
-match (<dictionary name>)

DT A4NET I a vk, REEOMGE
EDO—FKIZESWTHAT 7 7 A L ZHIBR
LET, WIS77A40THD RSN
% MIME #7 O FHEE S EEE O HEE & —3
T 5856 (o, 2—FERO L X VWVE
IZELTWDLIGE) « M7 7 A VNE
TA=ANOHIBRSNET, IR’TT7 7 A
INDAF Y At— 7 4 )L EOH
(117 =) SR LTIEIN,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]




B —osn

A4 A—

~

\

ﬁj\

il

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

A=Vl LoTIAA—TEGLLORHY, WU TRV T YRRV AT Y T
DI EMRBIIRDGERDBVET, A A=V VU EFEHLT, &1 A—/VAOHEY)
ThRWaArTF U ERELET,

AA=TFITAPIE, AA—VRBHEEZET 27 VT ALEFEHL T, ARz 7o
YORBEEEHELET, INH0T AT XNE, e AL, BBROERSA T — Ry
FEBHTEET, TF I, REdlRa T oY OB L O, BERNOIIR
DHEAT L HBENOMOEIZIT HUEADOEIS ZFETE T, LEOEIE D EWOEZRIT,
RO THHAREMNE L 20 £9, TATY AT, WnARBEHETHENLEREA,

ARA=UHBHINE, ToFIANABIOT Vv FRARNA A%y 2P OMGEEIINEE
HET20DTIEHY FHA, ZOMHERIL, ETA—/VNOWEE TR\ T Y 2 RFET
L2 ECEY, IR COMAZRET 270D LD T, A A=V Afdyr o
AT DL, A= /VORBEL ST, B X OMER O TEET,

BIA—NT—RNT 2 TA A=V ERETDE, A A=V 7 4 VEIL— L EFHA L
T, BOLWETFA—NERIIRFEYREFA MK LTT 7 ary2F T TCEET, A
A=Y AFx ¥ UTCIE, ROZATORMNT7 7 A V&2 AF ¥ TEET : BMP, JPG, TIF,
PNG. GIF, TGA, PCX,

ARV T 7 ANEAR Yy T DL, Cisco 74 A=V MZEXOT7 A0 2 A4TN
BEEN, AA—TFIAWIIA A= ar T oV EST 57403 8% HHLET,
AA=TY PO T 7 A NVITHDIAENTWDEE, 20T Y AX v FIE7 7 A V&2 L &
To A A=V ORERIZ, A vE—VRETHEINET, A vE—VITA A=V RN
B AvE=TYORATF0LERY ET, ZHIEIDPRERD [Clean)] THDHZLERLET,
ZDID, A A=V RRNRA vy —VICHT 200 RIT [Clean) & 720 £7,

A A=V HAFY U IO UDETE

GUI oA A=V A 2 =7 MET 2121E, ROFIAZFETLET,

FIE

ATY 1 [BX=2 U T 0% —E R (Security Services) ]>[IronPort-{ A— /347 (IronPort Image Analysis) ]

DIEIZHEA F T,

ATY T2 [A%) (Enable) 1227V v 7 LET,

RBLTEZ L2 Ay —UNRNERII., OVNTRERRENFRINET,

ARG T ANZN—NVEMEHTDE ROGEOIRERIZESNTT 7o a VERETE

ij_o
«[EH (Clean) ]: A A—JICHEEI TRV LT UVIEH Y A, A A =D ORERIT
A= BRTEHEINDTZD, A A—TURRNA v B—% A% v o5 &SRR
WX [IE% (Clean) | &7210 F7,
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| #9v€—Y 742 EERALEEFA—LRY O—0ER

ATy T
ATy T2

ATv7T3
ATvT4

ATy TH

1 2—vomaeonz i

s [ LU (Suspect) |: A A—VITHGI TRV T YR DAREMERH D £77,

» [RiEY) (Inappropriate) ]: A A—VIZ@EIThRWVWa Ty ndbv £,
CNLDFHBERIIT, A A=V T FIAFDOT AT XKL, W TRV a T YR
b DA R TREAT D S TohET,

ROMEHPHERE S NE T,

« [IE% (Clean) ]: 0~ 49

s [B&> LV (Suspect) ]: 50~ 74

 [RiEY) (Inappropriate) ] : 75 ~ 100

RDARY

FWEABRTET DI LIV A ATV AFZ Yy 2R cCEET, ZNICKY, BBHEEHGT
TENTEET, e xiE, BHENEAL TWAESIE, BEAEKS LET, iz, f A—
VAX ¥ U THEUTRVW T YRR EN TWARWESIT, BEZ2ESKRELET, KE
BIEILO0 (—EIRH L2vy) & 100 RBENRETH D) ORIOETT, 774V NOFEED
65 ICRRET D &AL £,

BEIEE

o A A—VHTRREDOHE (113 X—)

FIE

[t = VU7 ¢ ¥ —E R (Security Services) ]>[IronPort{ A —"/3#7 (IronPort Image Analysis) ]
DNEZ T F T,

[REDMYE (Edit Settings) 1% 727V v 27 LET,

ARV OREERELET, 774N FORED 65 ICRET DI LA HIRLET,
[IE% (Clean) ], [E&4 LV (Suspect) ], 3 LU [A#Y] (Inappropriate) | OFFMI A 3% & L E
R

EOHMPMHEZRET DA, ERERLRNEHIICLTLEEY, T, TR TEHRAHFHLT
<&,

BB T, /A ROBHERIZSIRNA A=V DAX ¥ LA XA 5K 912, AsyncOS
FHRELET HELE) , T4/ FT, ZORTEIF 100 7 BLICERESNTWET, 100 &
TRNRMDA A—TVEBAF Y T8, RMPEAET D ARENELRH D 7,

imageanalysisconfig =~ > RAfEH L TCLI TA A —U ik €2 AT 252 H TEET,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |

B ==0r1ve—vourzarozs

BEDAytE—

RDBERY
BEEIER
HFEEDA v —UDHEA AT OFES (114 2—3)

COHERIAT DRR

FFEDA v E—V DL EaT—3a r AaAT 2R THITIE, A—ralE25RBLET, A—
NI IA A=V A/ERIZ T 7 AN, FFEDA =YD 7 7 ANVDAAT RRRS
NET, £, 87T 7ANMNNOA A= RNAF ¥ VA[RENE I IOV TOFER S ER
SINFET, Zoalilif, EA AU TIERL, EAvE—VOURN 7 7 A LV OFERICET S
BN FTREINET, HE X, Ay EBE—VIZIPEGA A—Vh2ETezip 7 7 A VIS S
TWieGEE, v/ 0xy M UIZIZIPEG DARHITIEZR L, zip 7 7 A VOLABINFRINET,
ih;ﬁp774w_@@@4f UNEENTWDEE, v/ = M UIZIETRTOA A—
VOBRKAATINFEREINET, (unscannable] DEEIL, WTIDDA A=V NAF ¥ T
RN EEEWRLET,

Bz, AaTrBEO X IRFEORE ([EH (clean) 1. [E&4> LV (suspect) |, F72iX
[ Y] (inappropriate) ]) (ZKBRS LD NICET D 1HF#RIZH Y FHA, 2L, A—nrnrl%
FEALTHEDA vE—VOBMEZ B TX A2, AvbE—ICR LTETINET 732
VNZE ST, A= MR A A=V F TR D LA A—UREENTW N E S 0 db
N0 ET,

2o z1E ROA— L ol TIE, A A= AF Y ORR, Aov®— 7 4% L—)L
ko T Ry aniim 7 7 AV ERLTHVET,

Thu Apr 3 08:17:56 2009 Debug: MID 154 IronPort Image Analysis: image 'Unscannable.jpg'

is unscannable.

Thu Apr 3 08:17:56 2009 Info: MID 154 IronPort Image Analysis: attachment
'Unscannable.jpg' score 0 unscannable

Thu Apr 3 08:17:56 2009 Info: MID 6 rewritten to MID 7 by
drop-attachments-where-image-verdict filter '£-001"'

Thu Apr 3 08:17:56 2009 Info: Message finished MID 6 done

A A=V ERICEDWVETIOLaVvETOAYE—CT 4 IILED

FER

A A= EAX—T NI LTS, A= T g V2B LT, 8 8FhAvtE—

DOFIIC LTS ESERT 72 a v 2FTTHHLERH Y £, 72 & X, BBV &3
EINZAvE—UEEEL, Rl arToyaEagel il sniz 2 ve—U %R 20
ERHHELET,
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Ayt—T T4 LB EFERLEEFA—LKRY O —DEA
I
4 A—SHROFBESVTHEN T 7 A LERET 53070y T4 La0tR ]

\)

GE)  vRaTix, REUERIEED LW ETHisNZA v =V %2 Ry 7EEAAT A LN
TLEWRLET, RDVIZ, BTHERLTRLY ROWIZOWTHERET A=D1, X LT-
At —UOav—EREE L £9,

WDT7 4 VL, 2T YRR E IR LWEEILY 72 ond A vi—T %R
LTCWET,

image_analysis: if image-verdict == "inappropriate" {

strip-header ("Subject");

insert-header ("Subject", "[inappropriate image] $Subject");
}

else {

if image-verdict == "suspect" ({

strip-header ("Subject") ;

insert-header ("Subject", "[suspect image] $Subject");

}

}

BEEE
o A A=V OFHIIIESWTIRMN 7 7 AV Z2BRET D27 Y 7 4 V2 OfER (115
)

A A= EOSVWTHRHA T 7ALERET S 0TUY T4ILEDER

A A=V iEA X—TNZT D e, avT oY T 4 EEBERR L TA A — D0 ORI i
DWTEM 7 7 ANVEHIRT 50, SESERA v E—VORMIIZH LTI EIERT 7 V=
VEFTTDHIICTANVZERETEET, 2R, REbharsroyasaie A vt—
ChIREET S LICELIE LET,

A A=V OFHIIZIES W TS 7 7 A V2 HIFRT 21213, ROFINEZEITLET,

FIE

ATy T [A—/AR U ¥ — (Mail Policies) |>[%f5=> 7 Y7 4 /L% (Incoming Content Filters) | % 7
Uy 27 LET,

ATV T2 [74NHFZIBM (AddFilter) 1227V v 7 LET,

ATFYT3 a7y T4V EOLRTEAN LET,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B —comuzcgs<rrravone

ATy T4 [773ar (Actions) | T, [77 v ar%iBM (Add Action) 1 &7V v 7 LET,

ATV TS [ 77 A VERIZ K - THRAZ 7 A V& BRZE (Strip Attachment by File Info) ] C. [4 A — 4347
H]7E  (Image Analysis Verdictis) 1% 27 U v 27 LET,

RATYT6 ROAA—T W OFHEIN BRI L £ 7,
« 5& LV (Suspect)
» Ay (Inappropriate)
o Rl d U< i35k LY (Suspect or Inappropriate)
o« 2% % . ARH (Unscannable)
« IE% (Clean)

A A= HEIZEDILCTILa VDETE
A A=V O ESIL T 7 a U ERET HIE, ROFEEZETLET,

FIE

RTwF1 [A—/LAKRY > — (Mail Policies) ]>[3%fF=2> 7Y 7 4 /L% (Incoming Content Filters) ] % 7
Vw27 LET,

AT T2 [74NVF%ZIBM (AddFilter) 1227V v LET,
RARTYT3 arvsoy 74 ZDL4RTIEATTLET,
ATv T4 [5M (Conditions) ] T. [&MF%iBH (Add Condition) [ %7 VU v LET,

AT TS [ 7 7ANDT7 7 A4 1EH (Attachment File Info) ] T, [ A— Y04 HE (Image Analysis
Verdict) %27V v 7 LET,

ATV T6 ROWT DR A IR L E T,
« 5 LUV (Suspect)
« AY) (Inappropriate)
o Rl E U< i35k LU (Suspect or Inappropriate)
¢« 2% ¥ A H (Unscannable)
« IE% (Clean)

ATy T [77ar%EM (AddAction) (%27 VU v 7 LET,
RTY T8 A A=W OFHIICESNTA v = I LTCEITTHT 7 v a v aRIRLET,
AT EREEEFL, RELET,

GUI D [T F A KU Y —A (Text Resources) ] X— 3 F721E textconfig CLI 2~ R&MMH L
T, WAZLEINT VT — 2T X AN V=R LTRETHIELTEET, Zhb,
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| #9v€—Y 742 EERALEEFA—LRY O—0ER

FI7ALORFry Avt—2 T4 0508 [

W7 7 ANDT 4V H —)L Ef A DY TERT 5 S EF) Y — LT3, @7 L—
MIFEASCHUXLFAEZ Y R—FLTWVWET (For L — 2T HeE, = a— REERT
HEIITEREINET)

WOHFITIE, TN textconfig A< FEMEHL T, strip.mp3 &\ I L ETOBENT 7 L—
FEERLLET, ZHUE, BEIA v E—VOARHFAINE T, KIS, RST7 74007 4
WE =V EER L. mp3 77 AR A = BHIRENZEA. PELTCWERES
SETCIE .mp3 7 7 A NADHIBRSNIZZ L2 lAT HETFA—ANERFRINDIIICRETEE
R

drop-mp3s:
if (attachment-type == '*/mp3")

{ drop-attachments-by-filetype ('Media');

notify ('$EnvelopeRecipients', 'Your mp3 has been removed', 'S$EnvelopeFrom',
'strip.mp3');

}

A OWTCIE, maB L a e —@mmT 7 v ar 89 N—) EZRL TSN,

BREATF7AILNDREY D A ytE—2 T4 IL2 DA

ANy A —DHEA

WIZ, M7 7 ANVITK L TFITSNDT 7 v a Ol RLET,

ey X —DFN (117 X—)

e T AN EA AL ATMF T 7ANLD R v T (118 X—)
T4 a T IO—FIZLDFH T A D ey (119 RX—)
« (RESNTIRMN T 7 A L ONEEE (120 =—)
RESNTOWRWIRM 7 7 A VO (120 X—2)

ZOFITIE, M7 A NMTEEE L3 T Y BEENTWVDEAIT, AsyncOS 23~y # —
ZHALZET,

WOFITIL, HDEF—U—RKREENDINEI N, AvE—VOTRXTOIRMN 7 7 A V%E R
¥y LET, TXTORMNT 7 A4 MITF— 7‘_‘]\75)7(##?“5%1:\ T AHZ LD x-Header DD
HASNET,

attach disclaim:
if (every-attachment-contains('[dD]isclaimer') ) {
insert-header ("X-Example-Approval", "AttachOK");

}

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



AvtE—U JANBEFEALELEFA—LRY v —n@EA |
B o517 8m8 774000y T

WOBITIE, FEDNSA TV T—=Z DRI =V PWHDHNEI D, RN T7 7 ANV EAXT Yy LE
T, 7 4V HZ X attachment-binary-contains 7 A /L ¥ JL— L& LT, PDF R¥ = A |k
M FALESNTND Z L BRI NI = ERBLET, ATV T —=FRCEDZ— 3 F
BT D56, DAZ L~y X—PASIET,

match_ PDF_Encrypt:

if (attachment-filetype == 'pdf' AND

attachment-binary-contains ('/Encrypt')) {

strip-header (‘Subject’);

insert-header (‘Subject’, ‘[Encrypted] $Subject’);

}

T77ANERATI2&BHHGFT774 0Dy T

WORFITIL, W7 7 A4/ Texecutable] 7 /V—7" (Lexe, .dil, BLW.scr) DAY E—Y
MOHHIBREI, BIBRENTZT7 7 A NVDOL4RTEZ Y A NTHT XA NBA v E—VITBMENET
($dropped7filename T va s EREHEHLT) o drop-attachments-by-filetype 7 7 3/ 5 o
IR 7 7 ANEHER L, 3XFOT7 7 A NMERFIETTIERL, Z7AMVDT7 4 TT—TY
Y MIESWTHRMN 7 7 A VEEIBRLET, 12507740 47 ( Tmpeg) ) ZIEELE

D, 277 AN EZATDFTRXTDOALN ( [Media)] ) ML) TEET,

strip_all exes: if (true) {

drop-attachments-by-filetype ('Executable', “Removed attachment:

S$dropped filename”);

}

/J/—(@WJVCLi\ 3:‘/“\‘\13_70%1§%L7ﬁ F‘)(/])‘/example.com V\j@\:ﬁ?{bfcﬂl\} Vt_yﬁ‘%\ Iﬁ“
U lexecutable] 7 /V—T7DIffF7 7 AV (Lexe, .d11, BELW .scr) M, HIFRSNE T,
strip inbound exes: if (mail-from != "@example\\.com$") {

drop-attachments-by-filetype ('Executable');

}

/k@%’ﬂi\ i‘//\‘\mb‘7°%1§%75§ RAA Y example.com V\]@:ﬁ’{fbfcﬁb\f ‘Y'IZ‘—‘T‘/\‘ﬁ)%\
T7AN ZATOREED A /N (Twmf] ) BLOIE L lexecutable] 7 /v—7 Difft7 7 A
% (.exe\ .dll, j%i(ﬁ.scr) b\ﬁ]lJEf%ézhiTo

strip_inbound exes _and wmf: if (mail-from != "Q@example\\.com$") {

drop-attachments-by-filetype ('Executable');

drop-attachments-by-filetype ('x-wmf');
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| #9v€—Y 742 EERALEEFA—LRY O—0ER

Feovaruo—BzsbEETr L0k T ||

WOHITIE, W7 741D lexecutable] FHIEFRI NV—TD, TVE DR 7 741D
AHIE S EIICIEESNTOWET (072733 TiE, G774 LVD 7 7 A4V ZA 7
MERINERA) &

strip_all dangerous: if (true) ({
drop-attachments-by-filetype ('Executable');
drop-attachments-by-name (' (?i)\\. (cmd|pif|bat)$"');

}

drop-attachments-by-name 7 7 3 3 > Cl¥, £ ASCIl XLF%&2HHR—HFLTWET,

\)

T4t

G drop-attachments-by-name 7 7 3 3 V&, MIME ~v ¥ —TX ¥ 7F ¥ IN/=7 71 V4

l
LCEREHIBELEITLET, MIMENY X —0bXy 7T v INT=7 7 A V4L, H&f
AR—ANFLET DHAENRNH Y 7,

<3t

(ﬁ:

WOHFITIE, W7 7ANNA =TI exe ET 77 ANDT 7 AV XA T THROVEGAX
Fay7FanEd, 7L, 7402 BT D77 ANV A T 22T ELTHOD
W77 ANBHEDEA =V ~DT 72 arBFEITLETA, To& 2, ROT 4 VZ X
exe 77 AN AT TRV 7 7 ANV EGOA vy E—VE Ry P LET,

exe check: if (attachment-filetype != "exe") ({

drop () ;

}

Ay B —=VIEEDORMN 7 7 ANVDRDL5G. BT A—NT— N = A IMMOBST 7 7 A LD

cexe 77 ANNTHRWEAETH, BT 77 ANLDL7 LB 1 9OM exe 77 A NDEAITA >
t—U% Ry LERA,

VO—HIZLDRFT 7LD A YT

Z @ drop-attachments-where-dictionary-match 7 7 ¥/ 3 v Cld, FEEDHFE L O—HKITE SV
TN 7 7 ANVERIBRLE S, 67 7 AV Th S LT &5 MIME #5y O HEED & O H
LT WA (5o, 2RO LECEICELTOBEA) | IR 7 A L
A= LHIBRENE T, ROBITIE, [secret words] FEENDHGENIRAM 7 7 A LN TH
HEhd &, 77 AVDBHIBRENES, —BOLEWEIFITICRESNH TV D RISIERL
TLESN,

Data Loss_Prevention: if (true) {

drop-attachments-where-dictionary-match ("secret words", 1);

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B seshremeorLome

RESNLFE T 7 ILOIRE

attachment-protected 7 A VX TlL, A v —YHNOERS 7 7 ANV AT — MEEI LT
HZ0ETANLET, ZEA—NMIKHLTCZOT A NEZEHH LT, N7 7 A VB AF v
ARENE D I ERER TEE T, ZOERITHEV, | DO ELI LI A N EEEORE b &
TN A L NR—%ETezip 7 7 A ML, RSN TWD E RS ET, Ak, A—7
VRAT— RNBESNTWARWPDE 7 7 A VT, 2 BE—CHIRIR AN AT — RR#E ST
2L LThH, (RESNTVWDLITRARESNEE A, ROFITIE, RESHIZTA T 7 A4 LDE
HE=Y 7 [Policy] TG SN ET,

quarantine protected:
if attachment-protected
{

quarantine ("Policy");

}

RESNTOEWVNREF I 7 ILOEH
attachment-unprotected 7 A JLEIE, A v =T NOUST 7 7 AIPINAT — REE I LTV
PN ET ARNLET, ZTOXAvE—T 7 0 VF T, attachment-protected 7 A /L& L Af TR
WICH 0 EF. ZO7 4 A5 EEIRA— A LT, RS TORNA— L& RIS
ENTEET, ROBITIL, AsyncOS 23E[E U AT — TR STV TWRWIRGT 7 7 A L & ki
L, Avt—U%ZREHEL TWET,
quarantine unprotected:
if attachment-unprotected
{

quarantine ("Policy");

}

Ayt— D4 )2 EFERLIZ, AvE—20KH 77
1T1ILDEEDHALST7 74 LD

e LT, UTFDOAyE—Y 74NN Z NV—UELEZFEH LT, ETF= V> TA vE—
PO T ANVHNTEERLD E L THEEIND 774V ERBL, ZOX IR A vE—T
W% L CE) et e LET,
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cusEALEAvtE—S T4 1a08E |

Strip malicious_files: if (file-hash-etf-rule (['etf sourcel'],
<'file hash exception list'>))
{ file-hash-etf-strip-attachment-action (['etf sourcel'], <'file hash exception list>,

"file stripped from message attachment"); }
ZNENOHBITRD LY TT,
* ‘file-hash-etf-rule' [X, T 7 7 A MEHRDOA v E—2 74 VL FZDNL—LTT,

s 'etf sourcel' [, 77 ANDNY 2l SNWT Ay E—VDEEOHD 7 7 AV ER
9D 720 &4 % ETF Y — AT,

* 'file hash exception list' X, 774 Ny O)WJ%U A }\O)%Eﬁf—’&o 7J7AN
Ny Y aDFSNY A SBIFIE LR WSS ) ERRSNET,

e 'file-hash-etf-strip-attachment-action' I, %7%‘@3?)577/])/1/73)é\iﬂ5f -
WL CHERAT A7 7 a T,

LIFOHITIE, Ay bE—VICETF 2o VUl L > TERENRH D & LTHRIE S iRGS
TrANVPEENDG G T 7 A VDBREENE T,
Strip Malicious_Attachment: if (true) {file-hash-etf-strip-attachment-action

(['threat feed source'], "", “Malicious message attachment has been stripped from

the message.");}

CLIZERL-AvtE— J40ILADEE

CLIZBEH LT, AvE—U 70 v ZOBMN, HIR, 7277 4 74LBET 77 4 71t A R —
MNTZZAR—=br, v7 F 7 a ORENARTT, IROKRT, avr N 7avr RN
ONWTEEOTHHALET, ROKRT, av o REPTa<wr RiZoWnWTEEHTIALE

j—o

RI:AVvE—D TN AHYTaTUFR

=8 B

filters AA v avwr R, Zoawy NExEEEAT, F3EMEHRE A3 5 X 9 Bk
SNET (72& 21X, new, delete, import 72 &)

new LT AV ZEERLET, BATEEE LRWGEA, BIfEDO Y —7 v A
T4 EPBEMSNET, BITERE LIS E,. V7 v ADORFEDLTIC
TANEDRASNET, FECOVWTIE, HTLWA v E—Y 7 4 L X DIE
B (123 X—) 5L T 7EE N,

delete BETEFIZ— A EEEELTC, 74 VX EHIRLET, ZEHICHOW
T, AvybB—Y 700X O IR (123 2—) 2L T 7EEN,

move BEFEDO 7 4 NV Z W~ 2 4, 3O WTE, BTILWA vy E—Y 7 41
2 DOFERE (123 =) 2BRLTLLEEW,
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B

B

set

TANEET I T 4 TERTIET 7T 0 TIREBISGRE L ET, S OWT
. LA =T 74 VX OER (123 %—2) 2R LTLEEN,

import

TANEZDOBIEDE Y N T 7 AN (EFA—/LT— 7 = A O /configuration
TA4LZ MY) RICRFESILTOWDH LnvE y MCEE#Z 9, FEMco
W, HTLWA v =Y 7o L2 O (123 3—2) 28R TS
VY,

export

TANZDOBEDE Y N (BT A—/V7— k7 =4 @ /configuration T 4 L
7 RUAD) 77 A M AF— R LET, #IZOVTE, A vbE—Y
TANSFOEI AR— (127 %=Y) ZBBLTIEE,

list

1 DU EDOT7 4 VEIZETAEHRE —ERRLET, sFMiZOVW TR, A v
=T T4 H YA ROER (128X—=) ZBRLTLLEEN,

detail

FEED 7 4 VAT DFEEHR (7 4 v V—VEEKROARL 2 E) ZH)
LET, FHEHIZOWTIEZ, AvE—Y 740 AVFOMOTFTR (128 2—3)
LT TEEN,

logconfig

7 4V E D logeonfig b 7 A =2 —& AS)T D & archive() 7 4V T U=
vinbuZ BT A7) T arEmETEET, Al oOVnTE, T4 uH
R Y TR T a O (128 =) ZBRLTIES N,

)

CE) T4V EZEECTT DI, commit 2~ RERITTHIHLENDH Y £9°,

RT A=, RO3IODEA THRHY F3,

z10: 7 4 LAEE/INSA—4

segqnum

TANE DY A NNOMBIZIESNTT 4 VX 2RTER T, & 2E,
sequm 73 2 DA, VA RNDO2BHO 7 4 V2 ERKLET,

filtname

7 4 NVH DERL,

range

range |L, BEEO 7 4 VA2 ERTHEIHEHT L2 8BV, IXY) OF
NTERINET, X &Y IE #HEHRET H7-DDERM & %D segnums
TY, &z, To-a) 13X, 2, 3, A BZHOMNEICHDL 7 A NVEERLE
T, XFELRXY OWThEAKTS L, BHIBOU XA NE2RLET, -
ExE T-a) BRIDBADOOT 4N HERL, (2-) X, EHUSO
TRTCOT7 4 NEEFELET, F—U—FRallzfEHL T, 744 % U A b
WNOTRTOT 4 NVEEERTELTEET,
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ESPEREY=]

cHLWRA vtE— 7 g LEOIER (123 2—3)

s Avk—Y 74 VX OHIBR (123 *X—)

e Aot —T T4 X OBE] (124 2—)
A=V TYNEIDT I T AR_R—=2a T AT I T 4= g (124 =)
CHEFIRY —T 4N E DA R — |k (127 =—)
A= T 4N EDOT T ZAR— T (127 _X—)

« JEASCI X Tt v FDOFER (128 X—)

e Ayb—V T4 NH URANDER (128 X—)

s A=V T4 NFOFMORT (128 X—)

s T4 NH T BT ATV T g DRk (128 X—Y)
e Ayk—VOTra—RFROEFE (130 X—)
cHUTN A=Y T4 (131 =)

HLWAYytE—2 T4 IL2DERK

new [segnum|filtnamellast]

HLWT VAT DELZIRELET, AT 250, ¥—U—NlastzfET 5L, A
NENTZT A NEPT 4 Z U A FOREBIZBNMSNET, —7 0 ZEGFTE S5 S%E®
NHYET, BUEDO Y X hOFPHZBEZ 5 segnum IZA T TE £ A, R filthame 2 A /)
T 5 L&, A7 filtname, segnum, E£7213 last Z AT 5 Kok FET,

TANE NN LIZD, FEITTZANZ AT )T e AT H0ERHY £3, ADNEKTL
b, TOTAERIZE VAR () ZAN LT MY 2T LET,

ROFMETIE T —BRAELET,

« Ul VAR GNBIED V— 1 AR B ORHEBZ TV,

o 7 4 VAT 7= filtname 23— E TIE 7RV,

o 7 4 VEIAHT T filthame N TFHRIEE TH S,

s T AN IHELT T —PNREL TN D,

e A B =T 2 AR FFELRWS AT LY ) —REBRST DT 7 a2 EITTD
T AV,

Ayt— T4 I)L3 DHIBR

delete [segnum|filtnamel| rangel

BELEZ7 AV ZEHIBRLET,
WOEMETIT= T —0N AL ET,
BT LIZLRID T 4 IV HDBTFE L7V,
HELEY—HF U ABRDT 4 VEBEIE L7,
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move [seqgnum|filtnamel|rangeseqgnum|last]
WAD/NTA—=FTHRELTE T ANV E % 2HBBONRNTA—F THRELLEGITICEBE LET,
DBEEHDONTA—ZNX—TU—Rlast THIHE, 74 NVZITT7 4% UANDORRICEENS
nNEd, #EOT7 AN EEBETIHE. TNUHDT 4 X OMMHRIEFIZEDL Y £ A,
WOEMETIIZ T —NRBAELET,

BT LIZLRID T 4 IV DBTFE L7V,

BELTE VU REREDT 4 U BNFLE L7,

o =V ABENBED Y — T U ABFBEOHFAEB A TND,

HELTHL =T U ANEE I,

A=V T AN DT I TAR=2320ETATIOT4AR—=2 3y

BEIND A vE—Y 7 4L%1%, active 7z inactive DWTHTH Y, & BT valid £7=
WXinvalid DWW TN TT, A vytB—T 7 XL, active & valid D5 DIRKEETH AT
DOHMMINMEH S NET, CLIZEH LT, BEfFD 7 1 /L X % active )5 inactive |IZEH L F
T (0%, FORLET) . FELRY (ERI3HRENT) VAT —FRidA ¥ —T7 =
A AEZRLTWDLHEG. £O7 /v %L invalid TT,

)

GE) 7 4 /¥ Minactive TH DM E I M, W HHIWTTE £ F, AsyncOS TIZ, inactive T 5
TANEDT A NFHTHL a0 VN BEFFICERSE T, T4 VX2 AJEITA >
R—=F T DL EICZOWECEMFEHT DL, AsyncOSIE 7 4 /L4 % inactive & L C~—727 LET,

72 & 20E, RO X HICHEE, [ilterstatus] E WO ARTIDOT 4V H B ASILET, filter -> set
YT a<w s REFHL T, 207 4V H % inactive ICLET, 7 4 VX DOFEMMNFE RSN, =
O NI E Do TV A EICER LTLZE W BLFoBT, KFETRENTWET) |

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.

filterstatus: if true{skip-filters();}

1 filters added.

Choose the operation you want to perform:
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- NEW - Create a new filter.

- DELETE - Remove a filter.

A=V TANEDT I T4 R—vaveFaT7o7”—vay ||

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET -

- LIST - List the filters.

Set a filter attribute.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y filterstatus

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET -

- LIST - List the filters.

Set a filter attribute.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> set

Enter the filter name,
[all]> all

Enter the attribute to set:
[active]> inactive

1 filters updated.

Choose the operation you want to

- NEW - Create a new filter.

number,

or range:

perform:
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- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> detail

Enter the filter name, number, or range:

[]> all

Num Active Valid Name

1 N Y filterstatus

filterstatus! if (true) {

skip-filters();

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

(1>

BEEIER
A= T ANEDT I T A R—=2 g VEET AT VT 4= gy (127°8—2)
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A= TJANEADTITAR—=23VFRETATITa4R—=—23aYy
set [seqnum| filtname|range] active|inactive
FBELE 7 A NVFZRELTIREBICRE LE T, REBOL—VTRD LB TT,

s active : IR L7277 4 VX DIRFES active ITERE L E T,
» inactive : ZEIR L 727 4 /L Z DIRFE% inactive IZFXE L £ 77,

ROEMETIFET =0 ELET,

« JEE LT filthame D 7 ¢ /L & IMELE L 72U,
CFEELTE Y= U RABED T 4 VB PIEE LR,

)

GE)  inactive THD 7 4 VXL, IO LW CTEET, T (T4 VB L) OkROana R,
EERE () IR SNET, CLINLFEITAN SN, i3 A —hanie7 4 &I
ZOINEENDLA. BEIIZ inactive & ~—727 ILE T, 72 & 21X, mailfrompm! 23,
mailfrompm: DOV IZFREINET,

EFIRY =T 4 ILEDA ViR—

import filename

WIIND T 4 NVEZEZL T 7 A NVDAFITT, ZO77AME. 77747 2 ZADFTP/SCP
Jb—k :7:\‘4' L7 KV @conﬁgllration'?:% L7 Ry Wﬁiﬁﬁféd‘é\%i)\% U] i?ﬂ (lnterfaceconfig
a<vy REFEHAL TS X —T7 A ADFTP/ISCP 77 B AZHMZILTWBIEAR) . 774
JUTED A ENTHNT SHL, =7 =B FEETIUIHRE SN E T, BEDO 7 4 V¥ &y FNIHE
ETHTRTOT 4 NZE, A VR—FENTET 4 NVZIZEEZ DY £, ZHMcHOWTIR,
FTP, SSH, BXWSCPT7 7 v AZZBM L T & W, BUEDT 4V F VA &2z AKR— b
L (RAob—=VT74NFDTy AR—K (1213—=V) 28R) | TOT7 7 A NV ERELTA
VIR—THZ L EHERLET,

A=Y T4 NEE2A R NTHGE, FHTOIZ a—F2@RTLILIROONE
7,
WOEMETIT T =AU ET,

« 77 A IVDEE LR,

o« T A4 IVHL D —ETITR,

o 7 4 VAT T filthame S P HRIGETH D,

¢« T Y NHTHEL =T =N EL TS,

A BE—T oA AR E FIELEWS AT A YV —252BRTLHT7T 73 v 2ETTDH
T4V E,

A= T4IWEFDITY AR—

export filename[segnum|filtnamel| rangel
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BEO 7 4N EEy N, BFA—NAY— T =ADFTP/SCPL—FF 4 L7 FNUICHD
configuration 7 4 L7 N UIND T 7 A MVZFFEDIANTH I LE T, FEMIZ OV TIE, FTP,
SSH, BLWSCP 77 B AZEBL T ZEV,

Ao =T T4y NE BT AR— TDHGEE, FHTLI D a—RE2ERTLIIORDONTE
-éAO
RO TIT T —NFEL £9,

BT LTZLRID T 4 VHDBFE L7V,

HEELIE Y —HF U ABRDT 4 VX BHFIE L7,

JE ASCIl XXFt v FDORT

ZDOY AT AT, CLI TF ASCI XXF7S UTE-8 THREAINET, BEWOX—IF /5 4
AT VA NUTF-8 YR — F L TWRWES, 74V EPRIEFICERINERTA,

T4 NVENOIEASCH LT E2ERTHRLBWHEL, 74NV TETXA N7 7 AV THREL
Thb, FOTXFA NI FANEEFA—NT = T 2L VR— b T52 LT (FHRIR
V—T A NZDAFE—K~ (127 —) 258R) ,

Ayt—T T4I)LF JR FDRTE

list [segnum| filtname| rangel

BELEZ A NVE ORI EH I, MEEARFEXNCTRRLET, BRINHHERITKRD &
BY T,

s T ANEA

s T ANHE —lr U AE

e 7 ¢ JLZ D active/inactive JRHE

o 7 4 L& D valid/invalid JRAE

ROFMETIE= T —BRAELET,
c FHDOIRENRNIETH D,

2yt—T T4 L2 DFEHDORT

detail [segnum|filtname|range]

T 4 E DORILRCIBIMOREETEHR 72 &, FBE L7 4 VX OFEHRE TR TR LET,

T4 A5 HTRH YT 3 DER

logconfig

YT RA=a—% AT L., archive() 77 a Nl XoTHERENIA—IVERY T A T7A4LD
TUNE AT T arEBRETEET, ZNHOLT a0, @ED logconfig A~
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FTHERShLA TV a r E KKPUTHWETRE, n 72257 4 V2 2B EITEIERS
LZLICEoTDH, vV EERETITHIBRTE £,

BT4NE AT TR a AAFROTFT 7 4V MEREESNTWET, ZOHEIL,
logconfig 7 a~ o REH L TEHETEET,

« B3 451% : FTP Poll
s 77 A% A X 10MB
o« 7 ANLDERE : 10

FHZOWTIE, T 7] OoBFZBBLTLIEEN,

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> logconfig

Currently configured logs:

1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll
Choose the operation you want to perform:

- EDIT - Modify a log setting.

[1> edit

Enter the number of the log you wish to edit.
[1>1

Choose the method to retrieve the logs.

1. FTP Poll

2. FTP Push

3. SCP Push
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[11> 1
Please enter the filename for the log:
[joesmith.mbox]>

Please enter the maximum file size:

[10485760]1>

Please enter the maximum number of files:

[10]1>

Currently configured logs:

1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll
Enter "EDIT" to modify or press Enter to go back.

(1>

AyvyE—TODII—FDER
localeconfig A< N2z H LT, X =B DORA =T DNy =B LT v H—
DT a— ROEFIZET D AsyncOS ODENMEAZ R E TX 7,

example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as the message body?

(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or

modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main

body in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body
whenever possible.

B Ayt 78 EERLEBFA—IL K S —OFA



| #9v€—Y 742 EERALEEFA—LRY O—0ER
BTN A= T4 04 .

However, if the disclaimer is encoded differently than the message body, and if imposing
a single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit
the message body to

use an encoding that is compatible with the message body as well as the disclaimer.
Should the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error
when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp. The disclaimer is now added

as an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding
the message body? [N]>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body

is added as an attachment.

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

[1>

BOIOT a7 M, ~y =0 (2274 ZICLE->T0) BEREN TSRS, Ay
VAN =D A= RE A=V AR BT L LIICERT ONE I DEIEELE
j‘o

QEFHOT T T NI, Ny X =D Ty FRAEEUNC Y VT THREIN TV RWEGE, B A—
NTF—= T oA BNy X —Zk L TAyE—VURLOT L a— RElflTH20ERH L1 E D
Ml L E 9,

3FAOT 0T NI, REWHEDOAS LT (BLUBMOT Y 2—F) #i4 v & —VRLT
LD LS ICHIET B2 HIET B 0ICER SR E T, BRICOVTIR, [FFA R Y Y—
AL OFEO REFHRAZ T a— A 22 L TZEn,

4FHOT BT MIL AvE—VURLDOT a— R T —NERINTIGEIC, AEFH
A G2 T OENEERET DO ESET, 1T (Yes) 12@8IRT L7 a—F 2T —
IEEA S, REFHAY VT MTONET, Wz (No) [ZBRTHE, AvE—TIlR
BHHRERHT X R MR ESRET,

BTN AvE—2 T4 L5
WOFEITIE, filter 2~> REFERALTHLWT 4 2% 3 DEk L £,

s WD T 4 NH DARTIL, big_messages <9, it body-size =V EEA LT, 10
MB LW KREWA vt —V% Ry 7 LET,
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2FHDT 4 NVF DARNE, no_mp3s T¥, ZHUX attachment-filename /L—/ /L&A L
Ty omp3 7 7 A MERF DO/ 7 7 AN B LA v =T Fu vy T LET,

e 3FXHDT 4 VEDLHIL, mailfrompm T3, Z U mail-from L — /L &2EH LT,
postmaster@example.com MNBHDA—)v %'g—’\“fg}ﬂ’\\ administrator@example.com (D - 74

VR H—ARy ab—EER LET,

filter -> list V7 A~y REfEHL, 74NV EZDY A NEERERLT, TANVENT VT 47
THANTHDZ 2R LET, RIT, move T a~wr REFH LT, RUIEREDT 4 LHF
DAEZ ANBEZET, &R, EREMELTC I AV EEBENILET,

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.
big messages:

if (body-size >= 10M) {

drop () ;

}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new

Enter filter script. Enter '.' on its own line to end.

no mp3s:
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if (attachment-filename == "' (?2i)\\.mp3$"') {

drop () ;

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new

Enter filter script. Enter '.' on its own line to end.
mailfrompm:

nwA

if (mail-from == postmasters$")

{ bcc ("administrator@example.com");}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
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- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y big messages

2 Y Y no mp3s

3 Y Y mailfrompm

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:
[1>1

Enter the target filter position number or name:
[1> last

1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.
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- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1Y Y no mp3s

2 Y Y mailfrompm

3 Y Y big messages

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:
[1> 2

Enter the target filter position number or name:
[1>1

1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
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- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y mailfrompm

2 Y Y no mp3s

3 Y Y big messages

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[r>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> entered and enabled 3 filters: no mp3s, mailfrompm, big messages
Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

Iyt— T4 ILZDOH

ZOHETIE, EBEOT7 4 Z OBl R L, 7 4V ZIZOWTHERICHH L £,
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ESPEREYS
e F—TF U L—[hIET o Z (137 =—)
AR —HT 4 E (137 <—)

N—T UV TBIORRAAL L AT =T 47 (141 X—)
s 77 AIVSHA256 7 A VR —ETHA v =V 7 7 ANVE Ry 7 T5 (144 3—

D)
U T T AN T 7 AV SHA256 7 4 NH E—BTHGHRICAvE—VE Ry 45
(144 ~2—3)

") L—BHLET 1 LB

ZDT4NEIFE, RDEIITETFA—NL T LRI %, &% @ BLO XFEREENT
WHA =V A LET,

® user%otherdomain@validdomain
® user@otherdomain@validdomain:

® domain!user@validdomain

sourceRouted:
if (recpt-to == "(%[@|!) (.*)@") {
bounce () ;

}

B A =T — T =A1F, WERD Sendmail/Qmail 3 AT AZTEMHT A0 L EHEN
L, ZOLIRY—RRA=FT 48O Y L=y 7 OEBELEZITEE L, ZNHDRFDEL

(% 72 8) ITESBREFA—NLT RLAO—HTHLIARRERH LT, EFA—LT— b

TxAIXINOGEANRT FLRE LTRIT AN, FEFHADOZEHEY A MEREL, ROWN
Y —NZELET, ETA—NAT = T zA1F, INHDA =TV EABICY L—LER
Ao

TOEIBRTANEL, TOXATDA -V L—TZXHLH Bl THRESINT-A—
T —AMTA ZHEH L TV D2 —F 2 R#ET 5 72 DICHTE DG ATICRRE SN E T,

)

GE) ZOXIRFATOT FLAZMET L LI, VAFT—E2RETHIEHTEET, FFMIC
DNTIE, WebAf v X —T =2 A AZFEHLTU AT —%AERTHZ LI L D8ERD Y 2=
VI ESZIRLTLTEEN,

B24IL%

RIS E@mMT AT v (138 =)
« BEAOMAITEEENTEA— LD BCCHEIUAF ¥ (138 ~2—)

Ayt—Y 24 LaEERLEEFA—L R —0ER ]


b_ESA_Admin_Guide_ces_14-3_chapter5.pdf#nameddest=unique_218
b_ESA_Admin_Guide_ces_14-3_chapter5.pdf#nameddest=unique_218

Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B «z-zos=@nvz700%

HEFEDZ—YETav I FTHT7 4% (138 8—)

A=V DOT—HATEBLRRNey T 74 vF (139 X—)

e KEW [To:| ~vZ—D7 4% (139 <—)

¢« 72D [From:] 7 4/V% (139 X—)
cIPLVaT— a7 4 (140 X—)
cIPLE=2TF— a7 AEOEFR (140 <—)

« T ANKLDOERERIT 405 (140 X—2)

e N A —NDIP LE 2T — g AaT7ORRT 4AH (140 2—)
e AR =D~y B —~DFFNT 4 L7 (141 2—2)

c BRDZEFEDNRT R T 4 E (141 —2)

HRICEDETEMT D7 1/L43
DT 4NEIE, BAITEEDHEBNEGENTNENE INCESWTEAEEELET,

search for sensitive content:
if (Subject == " (?i)plaintiff|lawsuit|judge" ) {
notify ("admin@company.con") ;

}

mAathtITEEINIA—ILOBCCBELURF v

DT 4N E, BAMALICEE SN A v =V EAX Y L, T Rat—2ERL
F7, E%%k header-dictionary-match () JL— )L % i LT, iﬁk‘lﬁ@%b‘ﬁﬁé}fﬂﬁ:@ DIZSN
EEECEET (Ta427vaF VU — A8—V) 2HM])

competitorFilter:
if (rcpt-to == '@competitorl.com|@competitor2.com') {
bcc-scan ('legal@example.com') ;

}

BEDIL—Y%20v 9957 4)L4
TDTANEEHERT AL, BEDOT RLAMLLDEFA—NLETuy 7 LET,

block harrasing user:
if (mail-from == "ex-employee@hotmaill\\.com") {
notify ("admin@company.con");

drop ()7
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IAyt—CNT—HhA4TELVERKAYT J4I)L4A
T ANIATR—ETF DA vt — VDR E R SR B L O Ry 7 LET,

drop_attachments:

if (mail-from != "user@example.com") AND (attachment-filename ==

'(?1)\\. (asplbas|bat|cmd|cpl|exe|htalins|isp|js)$")

{

archive ("Drop Attachments");

insert-header ("X-Filter", "Dropped by: $FilterName MID: $MID");
drop-attachments-by-name ("\\. (asp|bas|bat|cmd|cpl|exe|htalins|ispljs)s$");

}

KEW Mol A F—DT4I)LA
[To| ~y X —MIEFIIRENA vV ERBLET,
archive () ﬁi%"{%ﬁﬁ LT}E@J&ETﬁ N ‘/%*ﬁ%ﬁ L. dl‘Op() A 7\_7/1/i7b15i5:/]' -7

WL TeehrmbET,
toTooBig:
if (header ('To') == "~.{500,}") {

archive ('tooTooBigdropped') ;
drop () ;

}

a0 From:] 74 J)L4
ZZHO [From) ~v X —%48ELET,
D7 4 NHE, Tfrom] 7 RUANREATHD SEIEFRERTHIGTEET,

blank mail from stop:
if (recv-listener == "InboundMail" AND header ("From") == ""$|[<\\s*>") {
drop ()7

}

F72. EnvelopeFrom 3 ZEMDO A v —T% Ru vy 7T 5551F, IROT7 4 VZ 2R LET,
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blank mail from stop:

if (recv-listener == "InboundMail" AND (mail-from == "~$|<\\s*>" OR header ("From") ==
"ASI<\\s*>"))

{

drop ()7

PLEAT—23 744

IPL 2T —ars 74057

note bad reps:
if (reputation < -2) {
strip-header ('Subject');

insert-header ('Subject', '***BadRep SReputation *** $Subject');
}

PLEAT—2avIT4ILADER
BEDRAALLDIPLE 2T —Y g Z2a7 LEVEOLEE -
mod_ipr:

if ( (rcpt-count == 1) AND (rcpt-to == "@domain\\.com$") AND (reputation < -2) ) {
drop ()7

}

T77AINRBDERKRIT T 4 ILA

DT A4NEIE, Ay E—IVRILOY A XOFMEZIEE L, EHRBU BT 2F7 7141
ERRBELET (ZORF—NZ—ET 57 7 A V4%, Treadmezip) . [readme.exe] .
lattach.exe] . 72 &) .

filename filter:

if ((body-size >= 9k) AND (body-size <= 20k)) {

if (body-contains (" (?1) (readme|attach|information)\\. (ziplexe)s$")) {
drop ()7

}

}

AYS—HADIPLEAT—2a3 2 RAT7DRTIAILE
Ny B SRR INDEDT, A=A n S TEECEET (n¥L 7] OEEBR) |

Check ipr:
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if (true) {
insert-header ('X-ipr', 'S$Reputation');

}

o ~ >
R)—DANYE—~DIEAT 1 LE
EDA =) Tu— R =R AEZIT AN E R LET,
Policy Tracker:
if (true) {
insert-header ('X-HAT', 'Sender Group $Group, Policy $Policy applied.');

}

%

S

DEEEDINIDVA T4ILE

3OLUEDEEB RAAL NG S0 NEBZDIZEEDBESNTWVEIREEFA—I A vE—
ChtT TRy A LFET,

bounce high rcpt count:
if ( (rcpt-count > 49) AND (rcpt-to != "@example\\.coms$") ) {
bounce-profile ("too many rcpt bounce"); bounce ();

}

W—TAVIBLEVRAL VY RT—=D0425
« Virtual Gateway 7 « /L2 O (141 =—)
HFEEL VAT =D T 4 N ZITHT HEI LY A F—DfH (142 X—)
cH—DY A F—DT 4 H (142 X—)
RS =T 4T RAAL DRy 7404 (B—0U 25 —) (142 =)
AT =T AT RAAL DRy T T4 (HHEOY ZF—) (143 ~—2)
DA T =T 4T RAL DRy T 7404 (143 =)
=BT ORET 4 F (143 =)

Virtual Gateway 7 « JL 2 D{EH

BT — " oA ZMEHLTCRN I 7 4 v 72X LET, VAT A2 F—T oA A
lpublicl | & Tpublic2) FIETHELET, 774V hOEUEA > % —7 =4 A [publicl |
T, ZHICEY, BIEN T 74 v 73T R COLEHDOA F—T oA ZAZNT L9 I &
NEd, X UABIOZEDOMFERED X A T DA =TT 4V H Zi@iE LWz, DX H
78 A — L% publicl 2> HEME SN E T,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B eccvxr—oo sz aRLY 2+—0 A

virtual gateways:
if (recv-listener == "OutboundMail") {
alt-src-host ("public2");

}

BRELEVRFT—DIT4ILEIZHTHRIL) RF+—DFER

FELZEICRICY AFT—2FEHLET, 207 AT, X7 Y v U ZF— Tlistenerl |
TEELIEZAy®—V%, f X —T7 A A [istenerl] MHEETEET RELZAAT Y v
J AT BTE, BAEDT4NEEEY N T TOHARENRSHY ET)
same_listener:

if (recv-inj == 'listenerl') {

alt-src-host ('listenerl');

}

BE—DYVAF—DT714)LA

H—DJ AT =TT 4 N A EHEREITET, L2, VAT LAEBERTETTLOTIHRL,
A=Y T4 NGNS HHEHOY AF—Z2HEELET,

textfilter-new:

if (recv-inj == 'inbound' and body-contains ("some spammy message")) {

alt-rcpt-to ("spam.quarantine@spam.example.com");

}

RT—J420F FAq4 O KRAQyT 7413 (BE—D) XAF—)

AT =T 4T RAAL Y (NEHOT RLANLTHD LB, H—0 U A —Ti¥iET %) 2
HEHENTWDIEFA—VE Ry P LET, AFOIP 7 FLAIE, RED AL
mycompany . com R LTWET,

DomainSpoofed:

if (mail-from == "mycompany\\.com$") {

if ((remote-ip != "1.2.") AND (remote-ip != "3.4.")) {
drop () ;

}

}
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RT—TaF FAq4ORAYy T 7413 (EH#HD) X+—)
AR &R C TN, #EOY A —%2H L CEEL £,

domain_ spoof:

if ((recv-listener == "Inbound") and (mail-from == "@mycompany\\.com")) {
archive ('domain spoof');

drop ()7

}

AMDRT—T 405 FALO KAy T J4)LA
B . ALY AT =T 4V TXHRT 4V H

reject domain_ spoof:

if (recv-listener == "MailListener") {
insert-header ("X-Group", "$Group");
if ((mail-from == "Q@test\\.mycompany\\.com") AND (header ("X-Group") != "RELAYLIST")) {

notify ("me@here.com");
drop () ;
strip-header ("X-Group") ;

}

IW—E T DBREI 4 IILA

ZOTANTERALT, A=V =T ERESETWDLERZMB, 71k, B LUK L
T DT 4V F L, Exchange — N HIZITZ LSO LT THRAE L T DHERLO TR 2
TOEDITELLET,
External Loop_Count:

if (header ("X-ExtLoopl")) {

if (header ("X-ExtLoopCount2")) {
if (header ("X-ExtLoopCount3")) {
if (header ("X-ExtLoopCount4d")) {
if (header ("X-ExtLoopCount5")) {
if (header ("X-ExtLoopCount6")) {

if (header ("X-ExtLoopCount7")) {
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if (header ("X-ExtLoopCount8")) {
if (header ("X-ExtLoopCount9")) {

notify ('joe@example.com');

drop () ;

}

else {insert-header ("X-ExtLoopCount9", "from

SRemoteIP");}}

else {insert-header ("X-ExtLoopCount8", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount7", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount6", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount5", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount4", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount3", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount2", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopl", "1");

}

\)

GE)  F 74/ FTIE, AsyncOS IZHBIIC A — LD —FZKBH L, 100FEL—F LA vE—
eyl LET,

77 AJISHA-2560 4 LR IZ— T HA v E—VFKFI7A4ILE FOY
79 %
Tr7ANNY Y2 ) A NNOEBEED T 7 A )V SHA-256 & —ETH5A v E—UHNOTRTO
A=V T AN E Ry FTAI0E, ZOT 4 NVERERLET

File Hash Message Filter: if (true)
{ drop-attachments-by-hash ("SHA-256 hash 1list"); }

BT 7AILMNT7AILSHA-256 7 1 LR E—BT BIBEIZAvE—
vEFOVIYD

A=V T ANVNT ANy 2 A NNOREED T 7 A /L SHA-256 i & —Ed
DB TRTCOAyE—VE ey XTI, 2074 vEE2FEHALET,

File Hash Message Filter: if (attachment-hashlist-match("SHA-256 hash list"))
{ drop(); }
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=JL ==

A Y
AEX v UEENDETE
AX XY U RTA—HEHRETHILET, KRLERMNT7 7 A NVDRX Y VEIE (A% v IR
X TTERMN T 7 ANDEATRE) ZHBEITEET, TNHEDORTA—FERET DI

1L, [AF¥ ¥ 8IE (ScanBehavior) |X— Y %7 (L scanconfig A~ REMEHLET, A%y
VEMEDREIL S 0 NLIRERETH DT, TRTOAX ¥ COBMEICEEL £,

Y

(X)) zZipREOENT 7 A MTEEND MIME 4 A T2 A% v 35845, Ax vy AR
lcompressed| F72i1% Tzipl F721E Tapplication/zip] U A NEEDILENRHY £,
FE

ATY 1 [BEXx=2 VT 4P —E R (Security Services) ]>[A ¥ EifE (Scan Behavior) 127 U v 7 L
£

ARTYT2 Y77 AN AT O~ B T HERLET, KOWTINERITLET,

CHLWRMN 7 7 AN EA T DO~y B T HBINT 5, [vy B 70BN (AddMappin) ]
27 )y LET,
BREZ7ANVEERMLCRMN 7 7 ANV ZAT vy BT DYV ANV AR— 1T 5, [A
YR —R~U ALK (ImportList) ] %2 YV w27 L. configuration 7 4 L7 h U6k 7 5%
ET7ANEAL R —FLET,
(=3 ZOFIREFTTHDITIE, BEET 7 ANV, BEFA—NT—b U AD

configuration 7 4 L' 7 h VITAFET D2 MERH Y £F, HET 7 AV OEEHA
ZMLTIZS,

HFOUWR 7 7 AN EA T~ B T HERTHIII[MWE (Bdit) 227V v 7 LET,

ATYT3 = rSVREEITVET, ROFIREZFTLET,

a) [/ — LERE (Global Settings) ] T, [Z 2 — LR EA L (Edit Global Settings) | %
70y LET,
b) UTOWEAT 4 — NV FERELET,

TJ4—ILF SR BA

LERORICHEIMIMERA T/ T4 2 H—T
DO bDRRFIT7AILDBEDT I3y
(Action for attachmentswith MIME types/
fingerprintsin table above)

W77 AN I T <o B T TERESN
TWATRMN 7 7 AN A A T AFYy L T5
M, FREFAR Y TTEINERINLET,

AXv T ERTT7AILERYRLOKK
#E (Maximum depth of attachment
recursion to scan)

AX X T LU T 7 ANVORRY KL D
KL~V EFELET,
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Bl

AFx Y UTEIRRKEMAI7AILYAX
(Maximum attachment sizeto scan)

AXx VT BT 7 ANDRKRTA X%
BELET,

BT F7ANAZT—RRAE
(Attachment M etadata scan)

W7 7 ANDART =R AxX vy T5
M FREFAR Y TTEINEREELET,

AEIT7ANRFT XYV EALT b
(Attachment scanning timeout)

Ax ¥ DEZA LT MBI EREELET,

AIGIDEHTREY U EINGEWMEE. &
FTI7ANDBNE—=UII—HTEHLDER
FLFEF (Assumeattachment matches
pattern if not scanned for any reason)

A ¥ VENTRWIRET 7 7 A NV E RS H —
N T DD ERIRTINE D EIEE
Li—g“o

Ayt—CESBL, BEDRM I 7ML
FHIBRCTERWVWEEDT Y 23> (Action
when message cannot be deconstructed to
remove specified attachments)

REDEAN 7 7 A NVEHIBRT D720 A v
T VESRTERVWEXIIFITTDHT
vareiEELET,

AVTIOVFERRFAYE—C T4 LA TS —
DBE. IRXNTDITAINFZENAIRALFE
9 (Bypassall filtersin case of a content or
message filter error)

QT UVERIIA BT T4 E T
T —DPWEITTXITDT 4 )V H H XA IR
TEHEMNE I DERELET,

AEEESNTVVENWEZIERT I HS
1t (Encoding to use when noneis specified)

T a—F 4 T BRERESHTWRNWES
T Ao a—F 4 o 7 EREELET,

TBRALBEBADF N A v 2— D R
EZLZDELDIZEHRT H(SMIMET /8w D)
(Convert opaque-signed messages to
clear-signed (M IME unpacking))

RBRIREBL DN A v — D &
BAHDEDIZEHT H(SMIME T 73 7))
MEIMEFRELET,

Safe Print M} E

K77 A/ YA X (Maximum File Size)

Safe Print CHII END AT T 7 A VDK
W7 74N A X2 ATILET,

GE) K7 7 A /A X (Maximum
File Size) |73 7 A —/L 47—
NI =A DT NT AT T4
)L % (Outbreak Filters) ] IZF%E
LT[AF Yy o oAy E—
A A (Maximum Message
SizetoScan) |fEZ B2 554
A=l Ay — VRN
T ATETFA—NNATT
ALDT T NT VAT T 4NE
TIEHEAF Y ENFEFA,
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T4—ILF Bl

R~ — % (Maximum Page Count) A =IO 7 7 A /LT Safe Print Zfifi
AL THANTEIR—=VORKEE AT LE
—éAO

R 22 POME (Document Quality) | Safe Print TSI B I 7 A /T HESE
INDHAA—VREEEFERT HITIX, [T
74V M (70) OfEH (Use Default Value
(70)) 1 A7V armEERLET,

G¥) [B 2% MMiED N (Enter
Custom Value) |47 a »&i®
R LT, SafePrint CH S5
W77 ANDIIAZ A A—
VEMEEANTHZ LB TE
7,

T ANEA T DR (File Type Selection) | A > &—DiRft~7 7 A /L% Safe Print TH

NG E MR T 7 ANV T —T
( TMicrosoft Documents] 72 &) 225 M3 7

TrANEA T ERINLET,

Watermark Safe Print CH A S ND A7 7 A i
Watermark Z1B19 5121%. [H%h
(Enabled) |47 a v Z@INLET,

G [BAY LT XA RDANT) (Enter
Custom Text) ] 7 « —/V RiZ
Watermark D5 A ¥ I 7 F A b
AN LET,

43 /3—~3— (Cover Page) Safe Print TH /) SN DRI 7 7 A /AT T 73—
NV &IBINT S, [A%) (Enabled) ]
ATV a BN ET,

G¥) [ AX LT XA RDANT] (Enter
Custom Text) | 7 4 —/V KIZH
N R DDA AL BT A L
EANTILET,

FERZOWVWTIL, A v EB— 007 7 A V% Safe Print TH AT 285 0OETF A —L
T—=F T oA DREFEESHR LTI TEIV,

NAT)— R TRESNERAT7MILDRAF Y
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Bl

INAU— RCHR#EI N7 7 A LD A
Xy EANILET,

[Zfg A=/ T 7 172 (Inbound Mail
Traffic) | E72IL[BEA—NV T T 1 v
(Outbound Mail Traffic) ] D F D [A%h
(Enabled) | A7+ a v &#&IRLT, &1
A—=NT—= R T2 A DALT Y AF YT
EREL, BEAE—VERIETIREA >
=V NO/RAT — R CIR#E I NI/ 7 7
ANVDONEE A F v o TEET,

GE) B A—/NT— K= A TDLP
AFXy LD UNEIC o
TWnELET, ZogHEe, N
AT — RO T 5 &
XA T — R CIRE ST
77 ANVONEN, RESINT-
DLP 7R VU > —|Zft-> TDLP =
U TAF Y U ENET,

B CAUT UV AX R TBA Y
=Y DORILNENRAT —
Nzt L, 77 A0
DANFHEIEFIZAF ¥ T
EHELET, ZO%LAE.
INAT— R ERM7 740
73 Cisco AMP Threat Grid (Z
EEINET (EFA—L
= DUz THRESINT
WBER) . TOT7 7 AL
X7 7 A VAT HERE S
3

e AT U AT ¥ L, N
ARZTF—FTAvE—
CORILNHNAT — K&
HLES, AF v 035
TT5E, SRR
U — RNIIEFA—NT— ]
Uz ARSI N ER A
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |

J4—ILF
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[4%h (Enabled) 147> 3 v &@RL Ca—
PERDNSAT L—R%AER L, EEA Y
TV ELEFREA Y E—VNDORRT —
RCRRESNTIRM 7 7 ANV ERE ET,

BEOL—PEFR AT L—XEBINT 5
BaiE. T2 (AddRow) 1227 VU v 7
L/i—a—o

GE)

o XK 128 LTFDL—HEFRK/ AT L—
REERRTEET, &

RS ODA—PEFHE AT L —X%
fER C& £,

« MBS T D — P ERD
INAT L—R% [/NAT— R

(Password) ] 7 4 —/V FIZAJIL T,
=P ERD/NNAT L— ADEIEE
EERTEET,

FEREA—NDOIR) A vB—TRILH)
B ENTZSZA T L—RT, HEA Y
BV DAY — NMREINTIRMT T 7
ANEBHRL DI S D 2 —HE
FONRATL—RL 0 bELEESNET,

FBEA—NDH) 2—PFERD/RA

L= L, BEAvE—VDO/IRAT—
RE#E SR 7 7 A V2B 72
WEHEND A v B— KB
ENENRATL—RL 0 SN E
R

(A7vay) [—PF—EJFD/NAT—F
DA% (Apply User-defined Passwords
Only) |F=v 7Ry 7 A 2—HF—FFD
INATL—=ADHZEMA LT, ZELBIVT
EEAYE—VTRTU— TR
BMI7 7 ANVEZRSGEIT. ZO0F =7
RNy 7 2 BRLES, ZOF=v 7Ry
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A1, WAV = N TRESNTIRNS 7 7 A
N BRIZEF A — VAot S h
TN AT L —X% AL EE A,
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J4—I)LFK SR BA

GE) [ =P —FEZDOOHH AT —
R1{gEfd  (Probable User-defined
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YIRS BT LIRWGE
[ —HF—EFD/ AT — FD R
% (Apply User-defined
Passwords Only) | = v 7 &K v
7 AXT 7 4V N TN/
7,

URLZANR YT FTOa VBB S |URL 7 4 A2 Vo 7 77 g U hIcki &
NEEBSIS—ICKERAF Y URAIAYE— | R —NERET, 2T A%y
JIRTRZTIvaY FEESTAF Y U TERVA v E—VIT
LU TCEITT DT 7 ar2RELET,

HMEIS—IC&PRFTY UARTAYE— |7 7 A AT T —REE T, A vE—
b7 ay Charg Y AX ¥y TCAFYUTER
WIEARICEITT A7 7 a v 2RELET,

RFCERICKDRAF Y UFRAAYE—UIT [RECEMNERT, Avke—Tharsy
NTHETFTIIY YV ZAFx ¥ T TCAF ¥ U TCERWESITELT
TAET 7 arEEELET,

c) [ (Submit) ][#7 VU v 7 LET,

ATy T4 (BB av T oY AXy T 77 A VETFETEHLET, IEOa LT UY XX Y 77
A /L (Current Content Scanner files) | T[54 9 <HH (UpdateNow) |27 U v 27 LET,

BH., o077 A ME 7Ty 77— b V=" L CTHBMICESRT S L ET,

(/I) CLI T contentscannerupdate %{iﬂ% LT\ :j’b % D7 x /]) /V%EJEEJTE%E?E) Z &
HTEET,

ATYTE ERAMELET,

AXF Y UTERWVWAYE—DDAyE—DWEBTI L3 VDERTE

BFA—NT =P T2 A DT oY AX Y FE2FEHLT, UTOEMBIZEY ZFy N
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o 7 7 A JVHIH SRR
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AT UV AF XY Lo TAF Y U ENBWNWA v E—TIZKT 5, ROWVTRND A vtE—
IR T 7 g VAR TX £9,

cAvkE—YO Ry

s Ave—UEZOE EESMR

« WU —fRHE~D A v =T DE[E
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Behavior) | X— Y T [/ B — VLR EDME (Edit Global Settings) | R¥ %27 Y v 7 LT,
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Aut—TUDEE

A=V EEETLIHAEIC. ROBIELFETTEET,
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)
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TRCE, SFEIFIHAEDEDLZ ENTEET,
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AT UV AR FICL S TAF YL EINARNA v E—VDTFF A e, BEDOT XA FUF
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)
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DENTIBMT 25E1TBMNT F X FO|T, 4V T AOH4 D% AIBINT 5561387 ¥
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B Ayt 78 EERLEBFA—IL K S —OFA



| #9v€—Y 742 EERALEEFA—LRY O—0ER
Ry o—m~ 2 v t—oniE ]

pficha) HBR2~ADTIAILFOTHRX FDOEM
TS — [WARNING: UNSCANNABLE EXTRACTION FAILED]
RFC & [WARNING: UNSCANNABLE RFC NON-COMPLIANT]

URL 7 4 V&V 2 773 g | [WARNING: DECODING ERRORS WHEN APPLYING URL
iz S fEET 5 — FILTERING ACTIONS]
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AT UV AF XYL TAF Y U ENRNTRTOA =BT 5, BINOT A X
L~y =5 EBRTEET, TV (Yes) |27 Vv 7 L, "o —ABIOTFRANETERHK
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Ayt —CDZEBENDLER
AvbE—VOEZFELERLT, AT oY AX Yy FICLoTAF Y U INARNA vE—UN
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AT UV AXXYFICL o TAF Yy U ENRNA v E—UIZxt L, BIOZEHR 72135650785 A
MIBEMERETAHAZENTEET, [IFWV (Yes) 1227 U v 7 LTRET FLAEZITHRA
M2 ATTLET,
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7 AFETIIER 2 A — VP —oNZ, ZOBOTHEDT=DIIN—T 4 JTTEET, ZEENPHE
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B ) TR E S EE A,

F2ExE, avT Y TN EFA =% Ra y PERITRETAEAEND Y T, £
DOBE. A vb—TF B S ET A,

N
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ELHZEIFTEEEA,
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EWVWITRR RNEAFY VT NAOMADOFNZIENT 2561E. 2 OBAIEEDO A <— R & B
LET,

RY S —REEICEONT- A v =ML IBMENLBEEDT X A K,
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TS — [WARNING: UNSCANNABLE EXTRACTION FAILED]
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URL 7 4 /v Z V27727 g |[[WARNING: DECODING ERRORS WHEN APPLYING URL
sk S n -8 5 5 — | FILTERING ACTIONS]
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