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mail.example.com> ampconfig

File Reputation: Disabled

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

[1> setup

File Reputation: Disabled

Would you like to use File Reputation? [Y]>

Would you like to use File Analysis? [Y]>

File types supported for File Analysis:

1. Microsoft Executables

Do you want to modify the file types selected for File Analysis? [N]>
Specify AMP processing timeout (in seconds)

[120]>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail
Policies (GUI) to configure advanced malware scanning behavior for
default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy.

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:

1. Microsoft Executables

Choose the operation you want to perform:

av vk 8EH




avo R sEh |
B o ommooransqTnER

- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.

(1>

T7A4IDHAD T 7A4IL 34 TDEIR

mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> setup

File Reputation: Enabled
Would you like to use File Reputation? [Y]> yes

Would you like to use File Analysis? [Y]> yes
Do you want to modify the file types selected for File Analysis? [N]> yes

Enter comma separated serial numbers from the list of groups to select file types
associated with the group.

1. Archived and compressed

2. Configuration

3. Database

4. Document

5. Email

6. Encoded and Encrypted

7. Executables [partly selected]
8. Font & Graphics and Images

9. Microsoft Documents

10. Miscellaneous

11. Multimedia

[1>9

File types belonging to the group "Microsoft Documents":
1. Access.Extension.1l4 (mda)

2. Access.MDBFile (mdb)

3. Access.MDEFile.14 (mde)

4. Access.Shortcut.DataAccessPage.l (maw)

5. Access.Shortcut.Form.1 (maf)

6

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- ADD - Add the file type(s) for File Analysis

[1> add

Choose the file type(s) to be added for File Analysis from the list
File types that are not selected for File Analysis from group "Microsoft Documents":
1. Access.Extension.14 (mda)

2. Access.MDBFile (mdb)

3. Access.MDEFile.14 (mde)

4. Access.Shortcut.DataAccessPage.l (maw)

5. Access.Shortcut.Form.1 (maf)
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[1> 1-3, 5

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- DELETE - Delete the file type(s) for File Analysis
- ADD - Add the file type(s) for File Analysis

[1> print

File types belonging to the group:

1. Access.Extension.14 (mda) [selected]

2. Access.MDBFile (mdb) [selected]

3. Access.MDEFile.14 (mde) [selected]

4. Access.Shortcut.DataAccessPage.l (maw)

5. Access.Shortcut.Form.1l (maf) [selected]

[

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- DELETE - Delete the file type(s) for File Analysis
- ADD - Add the file type(s) for File Analysis
Specify AMP processing timeout (in seconds)

[120]>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail Policies (GUI) to
configure advanced malware

scanning behavior for default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy. File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1>

D30 RIT7ANDHY—N—Z2FRTEEODEFA—ILT—FIT(4D

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.sourcefire.com)
2. Private reputation cloud
[11>
Enter cloud domain?
[cloud-domain.com] >
Do you want use the recommended analysis threshold from cloud service? [Y]>
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Enter analysis threshold?

[50]>

Enter heartbeat interval?

[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>
Do you want to suppress the verdict update alerts for all messages that are
not delivered to the recipient? [N]>

Choose a file analysis server:

1. AMERICAS (https://americas-fa.com)

2. Private Cloud

[11>

(INTYYG S5 H R D74 LD —ERDH) FTSATURTIL—TDHTE
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FEAMZ OW TR, =—W%— J £ R® [File Reputation Filtering and File Analysis|] ZZ [ L <
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mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CACHESettings - Configure the cache settings for AMP.
[1> setgroup
Does your organization have multiple Cisco Email, Web, and/or Content Security Management
appliances? [N]> Y
Do you want this appliance to display detailed analysis reports for files uploaded to
the cloud from other appliances in your organization,
and vice-versa?
[Y]> Enter an Analysis Group name. This name is case-sensitive and must be configured
identically on each appliance in the Analysis Group.
[1> FA Reporting
Registration is successful with the group name. This does not require commit
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: FA Reporting
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- VIEWGROUP - view the group members details.
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CACHESettings - Configure the cache settings for AMP.
[1>
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mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.sourcefire.com)
2. Private reputation cloud
[11>
Enter cloud domain?
[a.immunet.com] >
Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter analysis threshold?
[50]>
Enter heartbeat interval?
[15]>
Do you want to enable SSL communication (port 443) for file reputation? [N]>
Do you want to suppress the verdict update alerts for all messages that are
not delivered to the recipient? [N]>
Choose a file analysis server:
1. AMERICAS (https://panacea.threatgrid.com)
2. Private Cloud
[1]1> 2
Enter file analysis server url?
[1> https://mycloud.example.com
Certificate Authority:
1. Use Cisco Trusted Root Certificate List
2. Paste certificate to CLI
[11>
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
(1>
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mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.domain.com)
2. Private reputation cloud
[11> 2
Enter AMP reputation server hostname or IP address?
[1> myamp.domain.com
Paste the public key followed by a . on a new line

MIGEMAOGCSqGSIb3DQEBAQUAA4GNADCBiIQKBgQCqGKukO1De72zhzj6+H0qt jTkVxwTCpvKedeCz0
FPqriOcb2JZfXJ/DgYSF6vUpwnIG8wVQZKjeGcjDOL5UlsuusFncCzWBQ7RKNUSesmQRMSGkVb1 /
3j+skzZ6UtW+5u091HNsj6tQ51s1SPrCBkedbNfOTp0GbMIDYR4e9T04ZZwIDAQAB

Enter cloud domain?
[immunet.com]>
Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter heartbeat interval?
[15]>
Do you want to enable SSL communication (port 443) for file reputation? [N]>
Choose a file analysis server:
1. AMERICAS (https://threatgrid.com)
2. Private analysis cloud
[11>
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1>

A—AIL TZ7A4ILDLEaAaT—3r vy iady )7

mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet
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Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> cachesettings

Choose the operation you want to perform:

- MODIFYTIMEOUT - Configure the cache expiry period based on File Reputation disposition.
- CLEARCACHE - Clears the local File Reputation cache.

[1>clearcache

774N LEAT—Ya VHERREDT v v ¥ 1 AHHRORTE
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mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CACHESETTINGS - Configure the cache settings for AMP.
[1> cachesettings
Choose the operation you want to perfrom:
- MODIFYTIMEOUT - Configure the cache expiry period based on File Reputation disposition.
- CLEARCACHE - Clears the local File Reputation cache.
[1> modifytimeout
Choose the operation you want to perform:
- CLEAN - Configure the cache expiry period for clean files.
- MALICIOUS - Configure the cache expiry period for malicious files.
- UNKNOWN - Configure the cache expiry period for unknown files.
[1> malicious

Specify the cache expiry period for this file disposition (use 'd' for days, 'h' for
hours, or 'm' for minutes). If you

specify a value without a unit, it is always treated as days.

[1d]> 5d

TJ774IL L EARRY T 4T 75— O

mail.example.com> ampconfig

File Reputation: Enabled
File Analysis: Enabled
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
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reporting details.
- CACHESETTINGS - Configure the cache settings for
[1> advanced

Enter cloud query timeout?
[15]>

Choose a file reputation server:

1. AMERICAS (cloud-sa.amp.domain.com)
2. Private reputation cloud

[11>

AMP.

avv R sEH |

Do you want use the recommended reputation threshold from cloud service? [Y]>

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443)

for file reputation?

[N]>

Do you want to suppress the file retrospective verdict alerts for the messages that are

not delivered to the recipient
[N]> yes

774 IILAHFAD Cisco AMP Threat Grid 7 S X2 1) 5D

mail.example.com> ampconfig

File Reputation: Enabled
File Analysis: Enabled
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection se
- ADVANCED - Set values for AMP parameters (Advanc

RE

rvice.
ed configuration) .

- SETGROUP - Add this appliance to the group of appliances that can share File

Analysis reporting details.
- CACHESETTINGS - Configure the cache settings for
[1> advanced

Enter cloud query timeout?
[15]>

Choose a file reputation server:

1. AMERICAS (cloud-sa.amp.cisco.com)

2. AMERICAS (Legacy) (cloud-sa.amp.sourcefire.com)
3. Private reputation cloud

[11>

AMP.

Do you want use the recommended analysis threshold from cloud service?

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443)

for file reputation?

[Yi>

[N]>

Do you want to suppress the verdict update alerts for all messages that are not

delivered to the recipient? [N]>

Choose a file analysis server:

1. AMERICAS (https://panacea.threatgrid.com)
2. Private analysis cloud

[1]1> 2
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There are no private analysis servers configured.

Choose the operation you want to perform:
- NEW - Configure a new private analysis server.
[1> new

Enter the file analysis server hostname or IP or URL.
[1> 192.1.10.20

Serial Number Private Analysis Server

1 192.1.10.20

Choose the operation you want to perform:

- ADD - Add a new private analysis server to the cluster.

- EDIT - Edit a private analysis server in the cluster.

- DELETE - Delete a private analysis server from the cluster.
[1> add

Enter the new private analysis server hostname or IP address or URL to the
cluster.
[1> 192.1.10.30

Serial Number Private Analysis Server
1 192.1.10.20
2 192.1.10.30

Choose the operation you want to perform:

- ADD - Add a new private analysis server to the cluster.

- EDIT - Edit a private analysis server in the cluster.

- DELETE - Delete a private analysis server from the cluster.

[1>
T77A4IILASHAOTOX S —/IN—DETE

mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> advanced

Enter cloud query timeout?
[20]>

Choose a file reputation server:

1. AMERICAS (cloud-sa.amp.cisco.com)

2. AMERICAS (Legacy) (cloud-sa.amp.sourcefire.com)
3. EUROPE (cloud-sa.eu.amp.cisco.com)

4. APJC (cloud-sa.apjc.amp.cisco.com)

5. Private reputation cloud

[11>

Do you want use the recommended analysis threshold from cloud service? [Y]>
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Enter heartbeat interval?
[15]>

Proxy server detail:
Server : 10.8.6.7
Port : 3128

User : testuserl
Passphrase: xXxXxxXX

Do you want to change proxy detail [N]>

Do you want to suppress the verdict update alerts for all messages that are not delivered
to the recipient? [N]>

Choose a file analysis server:

1. AMERICAS (https://panacea.threatgrid.com)
2. EUROPE (https://panacea.threatgrid.eu)

3. Private analysis cloud

(11>

Use Existing File Reputation Proxy? [N]> no

Proxy server detail:
Server: 10.8.6.7
Port: 3128

User: testuserl
Password: XXXXXXXX

Do you want to change proxy detail [N]> yes

Enter proxy server url?
[10.8.6.7]> 10.8.7.5

Enter proxy port?
[3128]> 3230

Enter Username?
[testuserl]> testuser2

Edit passphrase []? [N]> no

File Reputation: Enabled
File Analysis: Enabled
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1>
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mail.example.com> ampstatus

Component Version Last Updated
AMP Client Settings 1.0 Never updated
AMP Client Engine 1.0 Never updated

RAINLET LA A—ILDEE

ZITHE, RO~y RIZOWCHBILET,
antispamconfig

& BA
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mail3.example.com> antispamconfig

IronPort Anti-Spam scanning: Disabled
Choose the operation you want to perform:
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- SETUP - Edit IronPort Anti-Spam settings.

[]> setup

IronPort Anti-Spam scanning: Disabled

Would you like to use IronPort Anti-Spam scanning? [Y]> y

The IronPort Anti-Spam License Agreement 1is displayed (if you have not already accepted
it).

Do you accept the above IronPort Anti-Spam license agreement? []> Y

Increasing the following size settings may result in decreased performance. Please consult
documentation for size

recommendations based on your environment.

Never scan message larger than: (Add a trailing K for kilobytes, M for megabytes, or no
letters for bytes.)

[1M] >

Always scan message smaller than: (Add a trailing K for kilobytes, M for megabytes, or
no letters for bytes.)

[512K]>

Please specify the IronPort Anti-Spam scanning timeout (in seconds)

[60]>

Choose Scanning Profile

1. Normal - Scanning profile used to block spam with small potential for false positives.
2. Aggressive - Scanning profile used to block spam that has more impact on spam detection
than the Normal profile with a larger potential for false positives.

If you have changed the global scanning profile settings, you must review the Anti-Spam
policy thresholds (Mail Policies > Incoming/Outgoing Mail Policies > Anti-Spam)

to produce satisfactory results.

If you have changed the scanning profile setting from Normal to Aggressive, you need to
reset the mail policy threshold values to the default values to avoid

undesirable false positives.

For Aggressive scanning profile, it is recommended to tune the policy threshold values
to smaller increments compared to the threshold values of the

Normal scanning profile.

IronPort Anti-Spam scanning is now enabled on the system.

Please note: You must issue the policyconfig command or Mail Policies (GUI) to configure
Cisco IronPort scanning behavior for default and custom policies.

This is recommended for your DEFAULT policy.

IronPort Anti-Spam scanning: Enabled

Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.

[1>

Anti-Spam A7 — X A& FR LET,

M@ : Zoa<y K2 lcommit] 1ZMEH D FHA,

JSRBEM . Zpavy NI, TR_RTOYET—F (UPFREZ, TA—F, <) T
ATxEd,

NyF avwrs R Zoavy Ry FEAZ S R—FLTWEEA,
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l

mail3.example.com> antispamstatus
Choose the operation you want to perform:
- IRONPORT - Display IronPort Anti-Spam version and rule information.

- MULTISCAN - Display Intelligent Multi-Scan version and rule information.
[1> ironport

Component Last Update Version

CASE Core Files Never updated 3.4.0-013

CASE Utilities Never updated 3.4.0-013
Structural Rules Never updated 3.3.1-009-20141210 214201
Web Reputation DB Never updated 20141211 111021
Web Reputation Rules Never updated 20141211 111021-20141211 170330
Content Rules Never updated unavailable
Content Rules Update Never updated unavailable

Last download attempt made on: Never

antispamupdate

B7LL]

ER7AE

1

Anti-Spam /L —/L35 L OBEHT 5 CASE = AR — o b ORIRFEEH 2 FHh TER L E 7, Intelligent
Multi-Scan (IMS) 23M# 3% Anti-Spam /L—/L3 L TN CASE 2 R—% > b bxt& b o0 %
T, 72720, IMS BMET B9 — KoX—F 4 BT U F AL =D UIRESL T,

WEE : Zoa<y K2 Tcommit] ITMEH Y FH A,

JIARER  ZDavw L NIvY s BE— R TOMEHTEET, 612, Zoawy Ridno
TA Y BRAN (—F—nua A Liz~vyy) TORMEATEET,

NyFawr R:Zoa<vy RNy FEXREZYR—-FLTWEEA,

mail3.example.com> antispamupdate

Choose the operation you want to perform:

- MULTISCAN - Request updates for Intelligent Multi-Scan
- IRONPORT - Request updates for IronPort Anti-Spam

[1> ironport
Requesting check for new CASE definitions

imsandgraymailconfig

B (16 2—)
CHEFTE (16 <—)

ol (16 ~—2)
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Cisco Intelligent Multi-Scan (IMS) | 7 LA A—/ Ut BILOLLREGMEREZHTELET,

\)

(GE) « Cisco Intelligent Multi-Scan, 2 LA A —/LEH, 6 X OVZRRFEMRRTA vE—Y XA ¥ v
UOLEVVEAZRET HITIX. imsandgraymailconfig > globalconfig W7 <~ R fil
HLET, :ﬁ”b 5O T N— LR EIX. Cisco Intelligent Multi-Scan & 77 LA A — /Ui HA

B L ORI BRI O 5 O EIZIBE T,

e J LA R "/I/*ﬁl_lujkf fi@ﬂhfﬁﬁ:@ﬂ‘ U —ik X IE & ﬁéﬁ“é {d. policyconfig I~
REMHLET, MOV TIEL, —FBEA—LVELIFTY— %Xy NT—TJ DEA—
INTo D LA ST A ytwy%hny7¢6%ﬁ$)v~®¢& (2323—=2) &%

BLTIZSN,

a3y b: Zoa<r ML lcommit) DNMHETT,

HSRAREE . —0avr N, I _XToOwYryE2—K (792 %, I)—F <) THF
HATxET,

NYyFAIDE  ZOawy NET LA A= ABEDO Ny TRz R—h L TWES, il
{IZDWTIX, helpimsandgraymailconfig 2 ¥ 2 R EANLT, AT ~VTESHRLTL
ZEW,

WIZ, 7 LA A— )V & LR 8 Gk iR E K OV Intelligent Multi-Scan D% E DF| 27~ L E 97,

mail3.example.com> imsandgraymailconfig

Choose the operation you want to perform:

- GRAYMAIL - Configure Graymail Detection and Safe Unsubscribe settings
- MULTISCAN - Configure IronPort Intelligent Multi-Scan.

- GLOBALCONFIG - Common Global Configuration settings

[1> graymail

Graymail Detection: Disabled

Choose the operation you want to perform:

- SETUP - Configure Graymail.

[1> setup

Would you like to use Graymail Detection? [Y]> y

Would you like to enable automatic updates for Graymail engine? [Y]> y

Graymail Safe Unsubscribe: Disabled
Would you like to use Graymail Safe Unsubscribe? [Y]> y

Graymail Detection and Safe Unsubscribe is now enabled. Please note: The global settings
are recommended only for your DEFAULT mail policy. To configure policy settings, use
the incoming

or outgoing policy page on web interface or the 'policyconfig' command in CLI.
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graymailstatus

B8

ER7AE

1

graymailstatus .

[]> multiscan
IronPort Intelligent Multi-Scan: Disabled

Choose the operation you want to perform:
- SETUP - Edit Intelligent Multi-Scan settings.
[1> setup

IronPort Intelligent Multi-Scan scanning: Disabled
Would you like to use IronPort Intelligent Multi-Scan scanning? [Y]> y
Would you like to enable regional scanning? [N]> n

Intelligent Multi-Scan scanning is now enabled on the system. Please note: you must issue
the 'policyconfig' command (CLI) or Mail Policies (GUI) to configure

Intelligent Multi-Scan scanning behavior for default and custom Incoming and Outgoing

Mail Policies. This is recommended for your DEFAULT policy.

IronPort Intelligent Multi-Scan: Enabled

[1> globalconfig

Choose the operation you want to perform:

- SETUP - Configure Common Global settings

[1> setup

Increasing the following size settings may result in decreased performance.
Please consult documentation for size recommendations based on your environment.

Never scan message larger than: (Add a trailing K for kilobytes,
M for megabytes, or no letters for bytes.)

[1M]>

Always scan message smaller than: (Add a trailing K for kilobytes,
M for megabytes, or no letters for bytes.)

[512K]>

Timeout for Scanning Single Message (in seconds) :

[60]>
[1>

BEFD 7 LA A—JL L— LD A TR LET,

Mg oo~ R lcommit] (TMEH FH A,

JIIARER  Zpavr R, TRTOYYUEF—R (TR EZ, TA—TF =) Tff
HTXxE9,

NYyF AT R Zoa<wr RNy FERXEZR—F L TWETA,

mail.example.com> graymailstatus
Component Version Last Updated
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Graymail Engine 01.378.53 Never Updated
Graymail Rules 01.378.53#15 Never updated
Graymail Tools 1.0.03 Never updated

graymailupdate

R
FETT VLA AN L—VOFEFEERLET,

ERAE

MeE : oo~ K lcommit] (THEHY FH A,

JIGAREE . Zoavwy RiE, TRTOSYE—FR (WFRE, T—F, <) Tff
ATxEd,

NYF AR KR Zoa~vy RNy FEXREZVR—-FLTWWEEA,

1

mail.example.com> graymailupdate

LT LA A= VRFHOBREZZRLET,
incomingrelayconfig

BILL]

incomingrelayconfig 2~ Ni&, &IF U L —HREZ A R—7 VI L CERIET D72 OITfE
ALET, ROBITIE, ETERY L—BEEEZ A X—T ML, 220U L—&BMLTHbL,
—HEEEL, O —HEHIRLTHNET,

ER7AE

MeE : Zoa< KX lcommit] NHEETI,

JGAREE . Zoavr RiE, TRTOYET—FR (WTRE, T—F <) Tff
ATxEd,

NyF awy B Zoawy RSy FRRESR— b LT EtA,
Bl FJE) L—0FEME  BE) L—ORE

mail3.example.com> incomingrelayconfig

Incoming relays: Disabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.

[1> setup

This command helps your Cisco IronPort appliance determine the sender's
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m:wEy L—oamt ey L—okz

originating IP address.

You should ONLY enable this command if your Cisco IronPort appliance is NOT
directly connected to the Internet as the "first hop" in your email
infrastructure.

You should configure this feature if other MTAs or servers are configured at
your network's perimeter to relay mail to your Cisco IronPort appliance.

Do you want to enable and define incoming relays? [N]> y

Incoming relays: Enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.

[1> relaylist

There are no relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> first-hop

Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.

For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.1

Do you want to use the "Received:" header or a custom header to determine the originating
IP address?

1. Use "Received:" header

2. Use a custom header

[11> 1

Within the "Received:" header, enter the special character or string after which to begin
parsing for the originating IP address:

[from]> [

Within the headers, enter the position of the "Received:" header that contains the
originating IP address:

[11> 1

There is 1 relay defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match

relay name: IP address: to parse: after: Hops:
first-hop 192.168.1.1 Received [ 1

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> second-hop

Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.

For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.2

Do you want to use the "Received:" header or a custom header to determine the originating
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IP address?
1. Use "Received:" header
2. Use a custom header
11> 2
Enter the custom header name that contains the originating IP address:
[1> x-Connecting-IP
There are 2 relays defined.
Choose the operation you want to perform:
- NEW - Create a new entry
- EDIT - Modify an entry
- DELETE - Remove an entry
- PRINT - Display the table

[1> print

Incoming Header Match

relay name: IP address: to parse: after: Hops:
first-hop 192.168.1.1 Received [ 1
second-hop 192.168.1.2 x-Connecting-IP n/a n/a

There are 2 relays defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> delete

1. first-hop: 192.168.1.1

2. second-hop: 192.168.1.2

Enter the number of the entry you wish to delete:
[1]1> 1

Incoming relay "first-hop" deleted.

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[r>

slblconfig
tEA

T R a—HF—nt—7V 2 NTavrZ VAREZELET,

)

() ®—7VA2NMNTuoyZ VAN GUIZHEHLTCT 774 T VAT, F—7/MIL, ZDa~
v REEITTHLENS Y 7,

ERAE

Fe® : Za<y KIZ Tcommit] 1ZMEH D FHA,
NyF avw N Zoavwy Ny FEXREZ PR —FLTHET,
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rnyrm-4vi—+ [

NYFERK -4 2R —F
Ny FRRK

TR a—HP—DE—T VAN Tyl JAMNRTOT M) &, FEEDT 74 VOHRE
DT b LEXHZET,

slblconfig import <filename> <ignore invalid entries>

s filename : 1 VAR — N THEMENRSHDH T 7 A VDL, 77 ANVE EFA—NVTF— U=
A @ [configuration 7 L7 K VI T HLENH D £,

« ignore invalid entries : fEh7e = MU ZMHST 2089 pEREELET,  E (Yes) |
F21E vz No) |,

NYFERK-THRXEKR—F

T R2—HF =D =T YA NT Ry I YA T RTCOTY Y ZEF A=A — P T =g
D7 7AW AR— K LET,

slblconfig export

BFA—NT— T =A13, ROMmA B Z M LT /configuration 7 ¢ L7 F UIZ CSV 7 7
A NERAFELET,

dbl<timestamp><serial number>.csv.
Bl :E2—2URNMNTAYY VARV MDA VR—F

mail.example.com>

slblconfig

End-User Safelist/Blocklist: Enabled

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.
- EXPORT - Export all entries from the End-User Safelist/Blocklist.
[1>

import

Currently available End-User Safelist/Blocklist files:

1. slbl.csv

Choose the file to import from.

[11>

1

Do you want to ignore invalid entries? [Y]>

Y

End-User Safelist/Blocklist import has been initiated...

Please wait while this operation executes.

End-User Safelist/Blocklist successfully imported.

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.
- EXPORT - Export all entries from the End-User Safelist/Blocklist.

(1>
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TFIAILA

T, RO CLI 2= RIZOWTEH L ET,

antivirusconfig

i

ER7AE

1

Anti-Virus N U > — &R EL £,

MeE : Zoa< KX lcommit] NHFETI,

JGAREE . Zoavy RiE, TRTOYET— R (WFRE, T—F =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

/j(@ﬁ”fﬂi\ antivirusconfig I ¥ ]\é‘"fiﬁﬁ LT, ¥YAFTALET SOphOS TANAAX ¥ &
AF—=T ML, ZA LT T MEZ 60RICRELTWET, 77T —h == T
T— MR, BLOA T v aroraxy = N"—%ET 5 HIEICOWTIL, updateconfig
(128 ~—2) ZZMLTIZE0,

\}

GE)

systemsetup 2V RDOEITRFIZT A & L AZRICHEE Lo 7256, antivirusconfig I
VREPIOTIEITTHEZICTA B AENERRRINET, 748U AEKNICHEE LT
AU, Sophos VA NVAAF ¥ LU D UNTEFA AT — M oA TARX—=T MR FH

Ao

mail3.example.com> antivirusconfig
Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Disabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.

[1> setup

Sophos Anti-Virus scanning: Disabled
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1 - Sophos Anti-Virus T > > T StrongPDF D& ]

Would you like to use Sophos Anti-Virus scanning? [Y]> y
(First time users see the license agreement displayed here.)

Please specify the Anti-Virus scanning timeout (in seconds)
[60]> 60

Would you like to enable automatic updates for Sophos engine? [Y] > Y
Sophos Anti-Virus scanning is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail

Policies (GUI) to configure Sophos Anti-Virus scanning behavior for default and custom
Incoming and Outgoing Mail Policies.

This is recommended for your DEFAULT policy.

Sophos Anti-Virus: Enabled
Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.
[1>

{5 : Sophos Anti-Virus T > > T StrongPDF D F%h1k

R OB) T, antivirusconfig > PDF YT a<vw s REFERALT, EFA—NANT— T =AD
Sophos Anti-Virus =33 > @ strongPDF 47> 3 VG TE £,

mail.example.com> antivirusconfig

Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

- PDF - Scanning of PDF files by Sophos Anti-Virus
engine.

[1> pdf

Currently, clean files that are corrupted because
of 'EOF missing, 'etc. are marked as 'Clean' by the
Sophos Anti-Virus engine.

Do you want to mark a clean file that is corrupted
as clean? [Y]> no

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

- PDF - Scanning of PDF files by Sophos Anti-Virus engine.
(1>

Choose the operation you want to perform:

- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.

(1>

mail.example.com> commit

Please enter some comments describing your changes:

avy R sEZH
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. {5 : Sophos Anti-Virus T > 2 > @) StrongPDF D E3h1t

(1>

Do you want to save the current configuration for
rollback? [Y]>

Changes committed: Tue May 12 17:59:55 2020 GMT

{5 : Sophos Anti-Virus T > < > @ StrongPDF M1k

/K@{@Jfﬂi\ antivirusconfig > PDF '9‘7:“73/ ]‘%{ﬁﬁﬁ LT\ %%){H/I/ﬁb‘ k '71/])@
Sophos Anti-Virus =¥ > @ strongPDF 4 7' 3 V& 2 TX £ 7,

mail.example.com> antivirusconfig

Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.

- PDF - Scanning of PDF files by Sophos
Anti-Virus engine.

[1> pdf

Currently, clean files that are corrupted
because of 'EOF missing, 'etc. are marked as
'Unscannable' by the Sophos Anti-Virus engine.

Do you want to mark a clean file that is
corrupted as clean? [N]> yes

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

- PDF - Scanning of PDF files by Sophos Anti-Virus engine.
[1>

Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1>

mail.example.com> commit
Please enter some comments describing your
changes:

[1>

Do you want to save the current configuration
for rollback? [Y]>

Changes committed: Tue May 12 18:13:46 2020 GMT
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Anti-Virus IDE QDR

AsyncOS Tif, BT A—NT— b T =2ARF T a—RKLIET VU FUANAY T =F+ (IDE
T7AN) DR AT —Z AEHERTEET, ZOFMEFRT 2I21E, antivirusconfig

antivirusstatus

B2k

ER7AE

1

-> detail V7 a<wr FEMHALET, RIHEZRLET,

mail3.example.com> antivirusconfig
Choose the operation you want to perform:

- SOPHOS - Configure Sophos Anti-Virus.
- MCAFEE - Configure McAfee Anti-Virus.

[1> sophos

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

- STATUS - View Sophos Anti-Virus status.
- DETAIL - View Sophos Anti-Virus detail.

[1> detail

Sophos Anti-Virus:
Product - 3.87
Engine - 2.25.0

Product Date - 01 Nov 2004

Sophos IDEs currently on the system:
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.

'Mkar-E.Ide'
'Rbot-Sd.Ide’
'Santy-A.Ide'
'Bacbanan.Ide’
'Rbot-Sb.Ide"
'Rbotry.Ide’
'Sdbot-Si.Ide’
'Oddbob-A.Ide'
'Rbot-Rw.Ide'
'Wortd.Ide'
'Delf-Jb.Ide'

[...command continues...

Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus

Anti-Virus A7 — % A% F R LET,

23
22
22
21
21
21
20
19
19
18
17

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

2004
2004
2004
2004
2004
2004
2004
2004
2004
2004
2004

FeE : Zoa<r R lcommit] IZMNEHD FH A,

JIAZEH  ZDavy NE, IRXTOYY U E—R (FFRF, IJV—TF <) Tff

MT&EET,

01:
19:
06:
18:
14:
06:
20:
23:
00:
07:
22:

24:
10:
132
:58
146
:40
52:
34:
:34
02:
32:

16
33
50
13

50

02
06

04
06

44
08

Anti-Virus IDE D3I D KR .

NyF awryRN:Zoa<wy NNy IFEXEPR—FLTWEREA,

mail3.example.com> antivirusstatus
Choose the operation you want to perform:

- MCAFEE - Display McAfee Anti-Virus version information
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antivirusupdate

i

ERAE

1

avy R sEH |

- SOPHOS - Display Sophos Anti-Virus version information
[1> sophos
SAV Engine Version 3.85
IDE Serial 2004101801
Engine Update Mon Sep 27 14:21:25 2004
Last IDE Update Mon Oct 18 02:56:48 2004
Last Update Attempt Mon Oct 18 11:11:44 2004
Last Update Success Mon Oct 18 02:56:47 2004

VANAEREFEHTERLET,

B - 2o~ R lcommit] (THEHY FH A,

JIALER  ZDa<vy Ridvy B R TORMEATEET, IHIT, Z0avwr Nign
TA YV RAN (—HF—Nal A Liz~vy) TORMERATEET,

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

mail3.example.com> antivirusupdate

Choose the operation you want to perform:

- MCAFEE - Request updates for McAfee Anti-Virus
- SOPHOS - Request updates for Sophos Anti-Virus
[1> sophos

Requesting update of virus definitions
mail3.example.com>

ATk A VNER

commit

B8

ERAE

ZZCHL WO CLL 3wy RIZoWTHA L ET,

EHEEZHELET, commit 2~ ROEDa AL KO ANNMEETT,

e - 5%M7e L

JSRAREE . Zavy NiE, TRTOYEF—F (WFRE, T—F, =) Tff
ATxET,
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Ry F avr R Zoavy Ry FRREFH— FLTOEEA,
1

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Changed "psinet" IP Interface to a different IP ad dress

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

commitdetail

B2k
etk OWEEIC T % R e R L 29

FERAE
B : 0o~ R lcommit] (TMHEHY FH A,

JIGRAREE  Zoavwr RiE, TRTOSYE—FR (WFREZ, T—F, <) Tff
HATxE7,

NyF avws R Zoavwy IRy FEXEZSPR—-FLTHERA,
15

mail3.example.com> commitdetail
Commit at Mon Apr 18 13:46:28 2005 PDT with comments: "Enabled loopback".
mail3.example.com>

clearchanges & 7= clear

ER
clear =~ R, commit F 7=l clear =~ > ROEBRICFETINZURICEREICR LT
NEEREEZT XTI T LET,

ERAE
M - oo~ R lcommit] (THEH Y FH A,

JIGARER  Zpavy NI, TRTO~Y U E—R (IR Z, IA—F, <2 v) TF
HAT&EEd,

NYF AR KR Zoa~vy RNy FEXREZPR—FLTWWERTA,
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mail3.example.com> clear

Are you sure you want to clear all changes since the last commit? [Y]> y
Changes cleared: Mon Jan 01 12:00:01 2003

mail3.example.com>

help £7/=1X h E£7/=(%?

Bk

ER7GE

1

rollbackconfig

ER7AE

1

help 2~ R%&FET+ 5 &, MHMEERTRXTOCLI 2~ RRERIN, Fa~vr RO
HARHHEZBTEXE£T, helpa~ > NiE, 2~ R 77 hThelp & AT 570>, 5ERf
() #1OANLTHEITTEET,

Mg . oo~ R lcommit] (TM4EH FH A,

JIGRARER . Za~v s Rt ¢TR_RTO~YY U FT— K (TR Z, IA—F, <) Tff
HTxF7,

NYyF AT R Zoa<wr RNy FERXEZR—F L TWETA,

mail3.example.com> help
Displays the list of all available commands.

rollbackconfig 2~ RZEMT 5L, ERNHMELIZI0DRED I H 1 D& —/L 3y
7 TEET,

FeE : Zoa<r NiE lcommit] NHETH,
JTARER . ZDavy NiIviry E— RTOMEATEET,
NYyF aAI R Zoavwy RNy FELEZSR—FLTOERA,

mail.example.com> rollbackconfig
Previous Commits:

Committed On User Description
1. Fri May 23 06:53:43 2014 admin new user
2. Fri May 23 06:50:57 2014 admin rollback
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quit F 7= (3 q F7F=[E exit .

3. Fri May 23 05:47:26 2014 admin

4. Fri May 23 05:45:51 2014 admin edit user

Enter the number of the config to revert to.

[1> 2

Are you sure you want to roll back the configuration? [N]> y

Reverted to Fri May 23 06:50:57 2014 admin rollback

Do you want to commit this configuration now? [N]> y
Committed the changes successfully

quit F 7= (X q F 7= (X exit
B8

quit A~ REFTTHE CLIT YV r—varyhon 7 hLET, ESN TN
WEREEEIZZ VT SINET, quit 2~ 2 NIZE A —VERECIIRELEYA, nIT U
MIveZ 77 A MRS ET (exit D ANIX, quit DA ST ERILETT) o

ER7AE

MEE : Z0a<y R lcommit] 1IMEH D A,

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (F59R&, TA—F <) T
HATxFd,

NYF AIUER: Zoavy FERnNyFEREFR— ML THERA,
1

mail3.example.com> quit

Configuration changes entered but not committed. Exiting will lose changes.
Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> ¥

a4 Xa2L—3r 774 ILOEE

2T WO CLLav Y RO THEALET,
loadconfig

B8
a7 4 Fal—Yary Iy Ea—RLET,

)

GE) 7 7RxXbINe~vy v ~OFREO R — RIZGUI #EMAT 255 IC0AHR—FShvET,
FNEIZ Wi, [User Guide for AsyncOSfor Cisco Secure Email Gateway)] =2 L T 72 &
AR
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He® : Z o<y Kt Tcommit] 2AH43ETI,

JGAREE . Zoawy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff
ATxEd,

NYF AR Zoa~vy RNy FEXLEZVPR—FLTWERTA,

ZOFTIE, FLnar T o Xal—ay IrA L Ea—AARBHNSAL AR —FLE
KR

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

[11> 2

Enter the name of the file to import:

[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

Please enter some comments describing your changes:
[1> loaded new configuration file

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

ZOFTIEH, FLWwar T 4 Falb—ay IrAf N avy R T4 U ZEEE Y T ET
(ZZHITTCul+D T LBV T a~ > R TLET) . KRIZ, VAT LAY M T v
AP —FREHEHLT, 774V FDOFRA M, IPT FLA, BIOWS— by oA ERELET
LET, mEIC, EEELMELET,

mail3.example.com> loadconfig
1. Paste via CLI
2. Load from file
[11> 1
Paste the configuration file now.
Press CTRL-D on a blank line when done.
[The configuration file is pasted until the end tag
</config>
Control-D is entered on a separate line.]
Values have been loaded.
Be sure to run "commit" to make these settings active.
mail3.example.com> systemsetup
[The system setup wizard is run.]
mail3.example.com> commit
Please enter some comments describing your changes:
[1> pasted new configuration file and changed default settings via
systemsetup
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
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mailconfig .

mailconfig

Bl
WEET A MT HBEIL, mailconfiga~ > REMAL T, systemsetup a<y RCERRL
TEZDNY DUV AT LRET —F BT A MEFA— N ELELICRETEET,

ERAE
Fe® : Zoa<y K2 Tcommit] 1ZMEH D FH A,

PIGRARER . Zpa<vy N, X TOYrE—F (F9R&2, TA—F <) T
ATxE7,

NYyFaAv R Zoavry NIy FEXREZR—FLTOERA,
151

mail.example.com> mailconfig

Please enter the email address to which you want to send the configuration file.
Separate multiple addresses with commas.

[1> user@example.com

Choose the passphrase option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig
command)

2. Encrypt passphrases

3. Plain passphrases

[1]1> 2

The configuration file has been sent to user@example.com.

FIRARIBEZR A — LR 7 AR EZEE LT, VAT LTHRYy hU—7 RIZETFA—IVEEE
TEAHZ L EMHERLET,

\)

GE) X2 VT &bT 57201, EFA—NT— MU= A OWET — % Ol 51t % fipsconfig
O~y RTAFX—T7 ML TWBDEA, Plain passwords 473 a VI TE £H A,

resetconfig

i

B A—NT — U = A 2B DB, TR O WK RE ’CﬁL‘?SbfoC DR ECANSPINAL
ANV £, resetconfig 2~ > NiL, T XTOREMZ HAREOPHIREIZV £y FLET,
ZOaxy REFATT L EIUITREERWIZD, J#/b%@ﬁﬁé%é%\ﬁﬁ@%%%ﬁﬁ
TOHREGEDTEL L TCOREH L TSV, resetconfig 2~ > RODFEFTHRIT CLI IZ FF#ERE L
TG systemsetup 2~ > REFETTLHZ LML £,
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1

saveconfig

Bk

\)
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6=

)

resetconfig 2~ > NiL, T A—NT— b T2 ARNFTT7 T4 RHEIZHD L EXITOAREYEL E
97, resetconfig I~ RNE T T 5 L systemsetup 2~ > REHOEITTHRITH-> THLE
A—=NT— N7 2 A IXHECH T A RBEIZE YD 77, resetconfig =~ > K& EITT 5l
(A A — /L OEE N SN2 8E 1T, resetconfig 2~ RRET LIz EIZETFA—1LOD
EEIFRITSNET,

ek

resetconfig A~ REFEITTH L, TRXTORy NI —ZRENPHMIRFT 7 4L MEIZR Y £
T, BEICL > TL, CLINBUKiSiL, BT AT — MU oA ICHHRT H7-DICEH L
#—t 2 (FTP, Telnet, SSH, HTTP. HTTPS) 37 4 & —7 /LI &4, userconfig 2~ KT
B LT8O —Y—7 o v hBRHIBREnET, Zoa~vwr RiE, VU7V F—Tx
AABEHT 20, F72137 740 bO Admin2—V—T hH o> ML EEFR— N EOTFT 7 ¢
WV NRERMA LT CLLICHER T R2WEAIIERA L2 Tl 230,

FE® : Za<y K lcommit] 1ZM4EH D FHA,
JITALER  ZDavwy Rii~vyr T— R TORMEHATEET, &HIZ, Zoa~vy Nidn

TAVHRAR (a—P—nu s ALz ) TOMEFATEET, Zoavy Raffifd
H120%, a— AN T ANV VAT AT I BEATELLERHY £77,

NYyF ARV K ZOavy NNy FEREZYR—FLTHEEA,

mail3.example.com> suspend

Delay (seconds, minimum 30) :

[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com>

resetconfig

Are you sure you want to reset all configuration values? [N]> Y
All settings have been restored to the factory default.

saveconfig =~ NiL, —BEDO7 7 ANVAEEHLCary74Xal—vary 774 V%
configuration 7 4 L' 7 k VIZER{F L £ 77,
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1

showconfig

B2k

ER7E

mans

\)

GE) T IR LTEBREOLGE, Zoa<vy Nd, BRI IAIREERTFLET, 7 7 A2A%1
Lz~ TComavwy REFEITTAICI, 207 4 X2l —arEe— REITARIIER
L/iﬁ—o

M€ - 2o~ K lcommit] (THEH Y FH A,

JIGRAREH . Zpavy NI, TRTOIUE—F (FRE, TA—F <) TfF
ATc&EEd,

NYyFaAIV R Zoavy RNy FEXLEZSR—FLTOERA,

WOBITIE, a7 4FXalb—var 77AVORRAT L—X TR 5L S, configuration
F 4 L7 MR FESNET,

mail.example.com> saveconfig

Choose the passphrase option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig
command)

2. Encrypt passphrases

[1]1> 2

File written on machine "mail.example.com" to the location
"/configuration/Cl100V-4232116C4E14C70C4C7F-7898DA3BD955-20140319T050635.xml1".
Configuration saved.

\)

GE)  EX=2 VT &b T 572012, B AT — Y= A OWET— % ORi5{t% fipsconfig
O~y RTAX—T7 /ML TWBHEA, Plain passwords 47> a2 VI TE £H A,

showconfig 2~ Ri&, BIEEOKEZEmIZHILET,

FE® : Z0a<y KIZ lcommit] 1ZMEH D FH A,

JIGAREM . Zoa<w s RiE, TRTCO~Y U ET—R (IR F, IJA—F, <~ v) T
AcEEd,

NYF AT R Zoa~vy RNy FEXREZ P R—F L TWETA,
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l

WOHITIX, BED CLIIZR RIS, RED/NAT L—X IS LI TnWET,

mail.example.com> showconfig
Choose the passphrase display option:
1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig
command)
2. Encrypt passphrases
3. Plain passphrases
[1]1> 2
<?xml version="1.0" encoding="ISO0-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">
<l--
Product: Cisco Cl00V Email Security Virtual Appliance
Model Number: C100V
Version: 9.0.0-038
Serial Number: 4232116C4E14C70C4C7F-7898DA3BD955
Number of CPUs: 2
Memory (MB): 6144
Current Time: Wed Mar 19 05:30:05 2014
-—>
<config>
<l--

R R R R R R R R R R I I R I R R R R R R R R R R R R R R I R R R I I E h E h h E E E 3 b b b E IE b b 3 b

* Network Configuration *
ER R R R R R R R R R I I R I R R R R R R R R E R I R R R R R R E R I E E h b E E E b b h E E E Sk b b b b

-->[The remainder of the configuration file is printed to the screen.]

)

GE) X2 V7 &bd 5701, BT AT — MU= A OWET — % Ol 5{t % fipsconfig
g~y RTA F—7 M LTCWBEA, Plain passwords 47> = UIEH TE A,

NEBER T 4 — FEERATEHIEFA LT —FOIAD

= —
ax AE

s threatfeedconfig (34 ~X—7)
s threatfeedstatus (38 ~X—73)

s threatfeedupdate (39 ~X—17)

threatfeedconfig
« il (35—
cfER I (35 X—2)
o« Bl SN T 4 — KV — 20BN (35 =)

* 5] : SecureX Threat Response 7 4 — K —ADEM (36 ~X—)
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anh

Threatfeedconfig 2~ NIZIRDOEMTHEHINET
c A AN — KT xA TETF = V2L £,
cEBEF AN —F T A TETF VY —RA&EHTELET,

« W A—/L%— h 7 = A T SecureX Threat Response 7 f — RV —A&ZHEL T,

ERAE
fEE : Z0Oa~2 NiE Tcommit] DSHLEETY,

HDSREAEW . Za~<r Nt TR TCoO-YrE—F (TR E, TA—F, <) T
HATxx7,

NYF AR Zoa<vwy RNy FERXRELZ P R—FLTWWERA,

Bl NEERB D4 —F TP UDEDIE

WOBIT, setup V7 a~vr ReHTHELE, EBFA—NVTF—F V=2 TETF=> VU 2HE
==

mail.example.com> threatfeedconfig

Choose the operation you want to perform:
- SETUP - Configure External Threat Feeds.
- SOURCECONFIG - Configure an external threat feed source.

[1> setup

External Threat Feeds: Enabled

Would you like to use External Threat Feeds? [Y]> yes

Do you want to add a custom header to the message in the case of an External Threat Feeds
Lookup Failure? [N]> yes

Enter the header name:

[X-IronPort-ETF-Lookup-Failure]>

Enter the header content:

[true]>

Choose the operation you want to perform:

- SETUP - Configure External Threat Feeds.

- SOURCECONFIG - Configure an external threat feed source.

[1>

Bl HNEREBB 74— K Y—XMEM

WORFIT, sourceconfig W7 a~wr REf+25L, EFA—NVTF— sV =A TETF VY —X
ZEMTEET,

mail.example.com > threatfeedconfig

Choose the operation you want to perform:

- SOURCECONFIG - Configure an external threat feed source.
[1> sourceconfig

Choose the operation you want to perform:

- ADD - Add a Source.

avy R sEZH
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- LIST - List out all the sources.

- DETAIL - Get detailed information about a source.

- EDIT - Edit a source.

- SUSPEND - Suspend a source.

- RESUME - Resume a source.

- DELETE - Delete a source.

[1> add

Choose the operation you want to perform:

- POLL URL - Add an external threat feed source using the polling path and collection
name.

[1> poll url

Enter a name for the external threat feed source:

[1> test_source

Enter a description for the external threat feed source (optional):

[1> test_source

Enter the host name for the external threat feed source:

[1> hailataxii.com

Enter the polling path for the external threat feed source:

[1> /taxii-data

Enter the collection name for the external threat feed source:

[1> guest.Abuse_ ch

Enter the polling interval:

The polling interval can be an alphanumeric value that consists of a combination of
minutes, hours, or days followed by 'm','h' or 'd' suffixes. The numeric

values that are not entered with a suffix are considered as minutes by default. The
minimum value is 15 minutes.

[60m]> 30

Enter the age of the threat feed:

The value for the age must be between 1 and 365 days. Enter the age of the threat feed
that you want to fetch from the TAXII server. For example, if the age

is 30 days, the appliance fetches all threat feeds whose age is up to 30 days only.
[301> 20

Enter the time span for each poll segment:

The age of threat feeds for a poll can be split into different poll segments based

on the time span entered.

The minimum time span for a poll segment is 1 day. The maximum time span for a

poll segment is the value entered in the 'Age of Threat Feeds' field.

For example, if the age of the threat feeds is 30 days and the TAXII server has a fixed
limit on

the age of threat feeds (for example, '20 days'), enter the fixed limit, which must be
less than

the age of the threat feeds configured on your appliance.

[30]1> 5

Do you want to use HTTPS? [Y]> yes

Enter the polling port:

[443]> 443

Do you want to use a proxy server for the threat feed source? [N]> no

Do you want to configure user credentials for the external threat feed source? [Y]> no
test_source successfully added.

{5l : SecureX Threat Response 7 4 — K/ — X MBI

ROFIT, threatfeedconfig>sourceconfigPh 7 a~y RaEEHATHE, EFA—NVF—FU=
A T SecureX Threat Response 7 4 — K Y —ZAZBINTE £,
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15| : SecureX Threat Response 7 « — KV — X D&M .

6=

SecureX Threat Response 7 4 — NV — A%, —fKM72 TAXIL 7 4 — RY— R L 38R0 F7°,
7272 L. SecureX ThreatResponse 11—/ DEEH K G DOR—V > T h A X2 —T7 VT HITIE,
SecureX Threat Response 7 f — K URL Z KD TAXIl YV —A/RT A —Z I~y E U 7T HNE
WY ET,

« RA MM
« IR—1Y > 7% (Polling Path)
e 2L 7 a4 (Collection Name)
{5l : SecureX Threat Response " — # /L CERL S #1172 SecureX Threat Response 77 4 — R URL D
ZLU IR LET,
<https://private.intel .amp.cisco.convctia/feed/feed-d78eleba-cbe6-5
€13-8d47-197b344e41c9/view.txt ?s= e8f3f519-9170-4b76-8b58 bdaObe540ff3>

%l SecureX Threat Response 7 4 — K URL O#FEfI &2 KD TAXIL Y —A/RT A —H|Z< v B
JTCEET,

¢ ;" A M4, (Hostname) : SecureX Threat Response 7 « — K URL @
lprivateintel.amp.cisco.com] #357 CHERK SV E T,

o IR— 1Y 7 /XA (Polling Path) : SecureX Threat Response 7 -+ — K URL ™
[ /ctia/feed/feed-d78eleba-che6-5e13-8d47-197h344e41cOlview) 5y THERK XA E T,

)

GE)  A—Y 7 /3R|Z1F SecureX Threat Response 7  — K URL O
Lixt] &3 & EHHRNTIIEI N,

e a2 L7 a4 (Collection Name) : SecureX Threat Response 7 4+ — K URL @
[ e8f3f519-9170-4b76-8058-bdaObe540ff3) #1457 CHERL SV E T,

ERRoOFIZFERLT, [RAM] . [R=D27R2] BIXOR v rarg) /87
A—HERETEET,

mail.example.com > threatfeedconfig

Choose the operation you want to perform:

- SOURCECONFIG - Configure an external threat feed source.
[1> sourceconfig

Choose the operation you want to perform:

- ADD - Add a Source.

- LIST - List out all the sources.

- DETAIL - Get detailed information about a source.
- EDIT - Edit a source.

- SUSPEND - Suspend a source.

- RESUME - Resume a source.

- DELETE - Delete a source.

[1> add
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Choose the operation you want to perform:

- POLL URL - Add an external threat feed source using the polling path and collection
name.

[1> poll url

Enter a name for the external threat feed source:
[1> securex_ctr_ source

Enter a description for the external threat feed source (optional):
[1> SecureX Threat Response source

Enter the host name for the external threat feed source:
[1> private.intel.amp.cisco.com

Enter the polling path for the external threat feed source:
[1> /ctia/feed/feed-d78eleba-cbe6-5e13-8d47-197b344e41c9/view

Enter the collection name for the external threat feed source:
[1> e8£3£519-9170-4b76-8b58-bda0be540££3

Enter the polling interval:

The polling interval can be an alphanumeric value that consists of a combination of
minutes, hours, or days followed by 'm','h' or 'd' suffixes. The numeric

values that are not entered with a suffix are considered as minutes by default. The
minimum value is 15 minutes.

[60m] >

Enter the age of the threat feed:

The value for the age must be between 1 and 365 days. Enter the age of the threat feed
that you want to fetch from the TAXII server. For example, if the age

is 30 days, the appliance fetches all threat feeds whose age is up to 30 days only.
[30]>

Enter the time span for each poll segment:

The age of threat feeds for a poll can be split into different poll segments based

on the time span entered.

The minimum time span for a poll segment is 1 day. The maximum time span for a

poll segment is the value entered in the 'Age of Threat Feeds' field.

For example, if the age of the threat feeds is 30 days and the TAXII server has a fixed
limit on

the age of threat feeds (for example, '20 days'), enter the fixed limit, which must be
less than

the age of the threat feeds configured on your appliance.

[30]>

Do you want to use HTTPS? [Y]> yes

Enter the polling port:

[443]> 443

Do you want to use a proxy server for the threat feed source? [N]> no

Do you want to configure user credentials for the external threat feed source? [Y]> no

securex ctr source successfully added.

threatfeedstatus

S (39 X—)
fEAE (39 —)

i SNBERT 4 — R 2 VU DBIEDN—Y g L DOFRR (39 X—)
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& BA
threatfeedstatus 2~ o REFEHAT AL, ETFZ PV DOBEDONR—Tg VAR RTE F9,

ERAE
FEE : 2Dz~ NIZ commit 1ZM43EH Y £ A,

PDSRAER . Zoa~vr FE, I X_XTCO~VVE—RF (P TRAE, IN—7, ) Tff
AcEEd,
NYF AT KR Zoa<y RNy FEXREZ P R—F L TWETA,

Bl : MNBEB I —F OO VDREDN— 3 VDORT

W ODH] T, threatfeedstatus 2~ RZfEHAT 5 L, ETF:‘:\/“/:/@EEE@/\‘—:/ g VAR FERN

TEET,

mail.example.com> threatfeedstatus

Component Version Last Updated

External ThreatFeeds 1.0.0-0000001 2 Jul 2018 04:22 (GMT +00:00)

threatfeedupdate
« A (39 N—2)
T (39 A=)
o i ANREBIE T 4 — R =V OFEER (39 2—)

& BA
threatfeedupdate I~ 7 NEFEHT5 & . ETF i‘/V‘/%ﬁ?@JTE%ﬁT% ijﬂo

ERAZE
FETE : Z0a<y RIZ commit ITHEH D T8 A,

HSRAAER: Z—pa~vy NI, T _THO~YyEF—RF (F2%, ITA—F <) Tff
Ac&Exd,
NYF AT R Zoa<y RNy FEXREZ P R—F L TWETA,

Bl : NRBE 7D —F IO UDFENEH
/j/’{@ﬁﬂf\ threatfeedupdate A~ }‘%ﬁ"iﬁﬁ?é L . ETF IV?/V%%E]TE%ET% iﬁ‘o

mail.example.com > threatfeedupdate

Requesting check for new External Threat Feeds updates.
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DS5RADEE

ZZ T, RO CLI 2=y RIZOWTHAL £,
clusterconfig

i

clusterconfig =~ NiX, 7 7 AXEHEORELIEET DO LET, 77 AZIT
J& L T W= 2 T clusterconfig & F4T L7256 1E, BEFO 7 7 AZIZSINT 50, FHLwn
7 T AL ENERT D EBRINTE 7,

clusterconfig 2~ NiZiX, ROV T a~r FAAESNTWET,
EVSARAZ aATUKR
Woa<wy NiE, Z7I3AZIZBLTOWARWESICHERTEET,

+ clusterconfignew <name> : /€ SIZABITH LW T AX B{ER L ET, 2D~ 0T,
D7 FZAZBIN MainGroup] EFEHINDT 74NV DT TRAE T—TD X NT
B0 ET,

<name> : H L7 T A X DL,

* clusterconfig join [--port=xx] <ip_of remote cluster>
[<admin_password>]<groupname>: ZD~V I U&7 T AXITBMLET,
Gk k!
<ip_of remote_cluster> : 7 7 AXNOHDO~ D IP T KL A,

<admin_password > : 7 7 A Z D admin /XA U — R, CCS LTV 7 AX BT 5D
Ba

ZDONRT A= EI/ET HLETH Y A,
<groupname> : ¥ 5 7 /V—F DA H,

<port> : T DU E—h v~ DR—F (F7 4/ ME2) .

* clusterconfig prepjoin print
ZO® Y& CCSA— MEHRTY 7 AZIIBMEE LD DI LB RaFor L
£
PSRHZ TR
KDa<r N, 77 AZIELTOLEEICERTE £,

» clusterconfig addgroup <groupname> : H L\ 7 7 AKX J ) —TEERk LE T, 7 —71%
AUAPEENTORWEDRIETIER S E T,
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» clusterconfig renamegroup <old_groupname> <new_groupname> : 7 7 A ¥ 7 )L —T D4 i %
» clusterconfig deletegroup <groupname> [new_groupname] : 7 7 A ¥ J L —7F&HIEEL £7,

<groupname> : HIfRT 527 7 A& 7 —T D4,

<new_groupname> : JLD J)—T D~ U EBINT DT T AL TI—TF,

« clusterconfig setgroup <machinename> <groupname> : ¥ > >V WNET 5 7N — T HRKE (£
IIZEH) LT,

<machinename> : X ET 5~ 2 v D4 i,

<groupname> : ¥ ¥ U ERRET DI N—T,

« clusterconfig removemachine <machinename> : 7 7 A& b~ U AHHIBR L £,

« clusterconfig sethame <name> : 7 7 A ¥ DA Z 45 E SAVIZARNCER LET,

s clusterconfig list : BIE7 T AKX B L TWVWATRTOF I U 2R LET,

» clusterconfig connstatus : BIfEY 7 AZIZFE L TWNWAHTRTOV I E2FpR L, YRSz
VY DN—T 4 T OFMEBIMLE T,

« clusterconfig disconnect <machinename> : ~ ¥ > & —HFIZ 7 7 A X LUK L £97,

<machinename> : B4 5~ 2 > D4 i,

» clusterconfig reconnect <machinename> : [disconnect] =~ KIZ X > THIHr & Tz~
T EDEEREEITL L E T,
» clusterconfig prepjoin new <serial number> <hostname> <user key> : CCS 7" — MEXH T2 7 &

HIZBIMTHHLVEA MEBIMLET,

<serial_number> : BT 5~ DT T AER,

<hostname> : BT 2~ DR A M,

<user_key> : BN~ 05 [prepjoin print] =~ RiZ X > CTHF S 72 SSH = —H—
*—,

« clusterconfig prepjoin delete <serial numberfhostname> : IBIN%f G & L THRE SN TV AR A
k% [prepjoinnew] =~ RGHIBRLES, ZDONTFA—=FPNE L 2D DI, % TR
A2 MEBILRNZ S LA T, A MRIERIZZ Z2ZITBINEhD & £
DR A N O prepjoin & #®A HBIFIZHIBR S L E T,

Fe® : Za<y K2 Tcommit] 1ZMEH D FHA,
JIAFER  ZDa<w L NI TAX E— R TOAFHTEET,
NYyFaAvo R Zoavwry NIy FELEZR—F L TOHERA,

av YR BEH .
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clusterconfig =~ > K & ZDEHFIEDOFHBIZ SN TIE,  [User Guide for AsyncOSfor Cisco
Secure Email Gatewayl] 2L T 72& 0,

T—RREXDBLE

2T, OCLL vy RIZOoWTCHEHBLET,

dipstatus
DLP = ¥ DER A= a U1,
Y

()  dlpstatus =~ FZHEHT 5H1Z. GUI @ DLP Global Settings ~<—" T DLP Z#%E L Tk
SHERHY £,

ERAE
FE®  Za<y K lcommit] 1ZM4EH D FHA,

JIAAER  ZDav U NiE, VIARZ, I—T, FlE~vv o8- R TCEHATEE
7,

NYyFaAv R Zoavry NIy FELEZ TR —F L TOHERA,

1
mail.example.com> dlpstatus
Component Version Last Updated
DLP Engine 3.0.2.31 Never updated
dipupdate
=
a2 B4
DLP = YU 2 HHLET,

\}

() dlpupdate =~ K& 7 2HiIZ, GUI ® DLP Global Settings ~—"C DLP %% & L TH
SWERHY £,
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mans

FeE  Zoa<r R lcommit] IZMNEHD FH A,

JIAZER  Zoa<vy N 7 IRE IV—T FREFT I UOFE— FTHATEE
R

NYyF AT Zoa<wr RNy FELEZPR—FLTHET,

EEMEHENRWIES TY dlpupdate =~ > KON FIEAA DLP = > 2 0 & JiH 891 8
LET,

dlpupdate [force]

mail.example.com> dlpupdate
Checking for available updates. This may take a few seconds..

Could not check for available updates. Please check your Network and Service Updates
settings and retry.

Choose the operation you want to perform:

- SETUP - Enable or disable automatic updates for DLP Engine.
[1> setup

Automatic updates for DLP are disabled

Do you wish to enable automatic updates for DLP Engine? [N]> y
Choose the operation you want to perform:

- SETUP - Enable or disable automatic updates for DLP Engine.

(1>

A A ISR B

2T ROCLL vy RIZoOWTHHALET,

domainrepconfig

B2k

domainrepconfig =¥ Ve F%ﬁ%ﬁﬁ—gﬂé <E N }‘)( A Vﬁ”% U A ]‘ é"ﬁzﬁk*(% ij—o
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FEE : Zo0a< 2 Rk lcommit) NHAFETY,
HSREEW . Zavr N, TXTORYE—F (IFFRE, TL—F, <) T
HTxE7,

NYFaAIVER: Zoa<wy Ry TFERXE R —FLTWET, FEMIZOWTIL, nelp
domainrepconfig A< 2 REAJTLT, AT ~LTERRBRLTL fiéb\o

/j{@ﬁuf\ domainrepconfig I ¥ }‘gfﬁfﬁﬁjﬂé L . RAA \/WJ% IS é"ﬁzﬁkfg jfjao

mail.example.com> domainrepconfig

Would you like to configure an exception list for Sender Domain Reputation and
External Threat Feeds functionality? [N]> yes

Select the domain only address list to to be used for Sender Domain Reputation
and External Threat Feeds functionality

1. addr_ list

[1]1> 1

SMIMEtzxX21!') 74 HY—EX

smimeconfig

Bk

ER7E

1

EETR T AN, ABF—OFRERE, SMIME OREEZHTELET,

MEE : Z0a<y Kt Tcommit] 2BAHEETI,

JIZAREH . ZDav N, TRTOYYrE—FN (P TRZ, TV—T v ) T
HTEET,
NyF awr K Zoavwy Ry FEREZ P HR—FLTHEEA,

ELZLBEESEDI=ODEETOT 714 ILDER

WOHITIX, SMIME 2EHT2B4 B LR S{LA v E—VOXRET 0 7 7 A VEAEKTIE
ZRLTWET,
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mail.example.com> smimeconfig

Choose the operation you want to perform:

- GATEWAY - Manage S/MIME gateway configuration.

[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.
[1> sending

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file
- PRINT - Display S/MIME sending profiles.

[1> new

Enter a name for this profile:

> hr_sign_and encrypt

1. Encrypt

2. Sign

3. Sign/Encrypt

4. Triple

Enter S/MIME mode:
[2]1> 3

1. smime_ signing

Select S/MIME certificate to sign:

[11>

1. Detached

2. Opaque

Enter S/MIME sign mode:

[11>

1. Bounce

2. Drop

3. Split

Enter S/MIME action:

[11> 3

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file
- PRINT - Display S/MIME sending profiles.

[1> print

S/MIME Sending Profiles

Name Certificate S/MIME Mode Sign Mode Action

hr sign_a smime signing Sign/Encrypt Detached Split

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file

- PRINT - Display S/MIME sending profiles.

1>
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WIZ, A=V OREELDZDIZ, BFA—NT— U A IZ%EHDS/MIMEGEHED A
B —Z BT 202~ LET,

mail.example.com> smimeconfig

Choose the operation you want to perform:

- GATEWAY - Manage S/MIME gateway configuration.

[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.

[1> verification

Choose the operation you want to perform:

- NEW - Create a new S/MIME Public Key.

- IMPORT - Import the list of S/MIME Public Keys from a file.
[1> new

Enter a name for this profile:

> hr signing

1. Import

2. Paste

Choose one of the options for the certificate introducing:
[2]1>

Paste public certificate in PEM format (end with '.'):

MIIDADCCAlygAwIBAGIBDTANBgkqhkiGIwOBAQUFADCB1ELMAKGALIUERBhMCSU4x
CzAJBgNVBAG. . .

C=IN, ST=KA,L=BN, 0=Cisco,0U=stg,CN=cert for enc,emailAddress=admin@example.com
Choose the operation you want to perform:

- NEW - Create a new S/MIME Public Key.

- EDIT - Edit a S/MIME Public Key.

- RENAME - Rename a S/MIME Public Key.

- DELETE - Delete a S/MIME Public Key.

- IMPORT - Import the list of S/MIME Public Keys from a file.

- EXPORT - Export the list of S/MIME Public Keys to a file.

- PRINT - Display S/MIME Public Keys.

[1> print

S/MIME Public Keys

Name Emails Domains Remaining
hr signin admin@vm30bsd0008.ibga dns.vm30bsd0008.1ibga 145 days

KAA D F—
T, ROCLI 2wy RIZOWTCHIA L E9,
domainkeysconfig

& EA
DomainKeys/DKIM O R — s & E L £,
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ERAE
He® : Zoa<y Kt Tcommit] 2AH43ETI,

JIGARER  Zpavy NI, TRTO~Y U EF—FR (IR Z, TA—F <o) TF
HAc&EEd,

NyF avwr R Zoavwy NNy FELSEZ PR —FLTHET,
A\

(B X277 450bD=®, FIPST— RTETFA—NT— b U= A NTOEET — X DR E(L %
AX—TNITDHLE, EF—EERTERL R FS, WESF—EZRETIHAIL. BED
WEX—%2 AT 50, FHRITHLWVEE S —2EkTE £9,

NyFiK  BL£7O0774)L

domainkeysconfig =~ > RO/ FRRIL, BAT 17 7 A VO, k. E72I3HIRTHE
HTEx7,

* DomainKeys/DKIM &4 7' 12 7 7 A L DB

domainkeysconfig profiles signing new <name> <type> <domain> <selector> <user-list>
[options]

% 1:domainkeysconfig D& L VER TO T 7 1 JLBIEK

5% iR

<name> RXA v Ta7 7 A VDL4HI,

<type> KAA DB AT, dk £721% dkim TY,

<domain> RAAL L Ta T 7 ANDRAAL L 74—V R, ZiiE, DomainKeys &4 D

d X 7z L £7,

<selector> KA TaTZryANVDv V7 X 70—/ K, ZiiE, DomainKeys &4 D
sHETEERLET,

<user-list> KAAL Y Ta 774 2= —Dhr~RXKPY YA, 2—F =L, FE
DRAA T T 7 ANEFEHAH L TEFA—NVICEBLTILENDDLNE
IMERPWT BT, BT AT RLAEORAEIERSNET, T
RTCDORAA » 2—P—L —HIFEH 0L, FleX—U—Falz=fEH L
£7

[options]

--key_name BT R — DA i,
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--canon

DK TEALT D L EIMEHT EET LT X4, BUEYR— ST
B 73 Y X AT simple & nofws T9, 7 7 4 /b NI nofws T9,

--body_canon

DKIM TEAT 5 & ST D, AXDOFEELT LT Y X4, BUEY R—
FENTWD T LT XA simple & relaxed T9, 7 7 4/ M simple T
7

--header canon

DKIM TEA T & ST D, ~y X —OFRAELT T ) X4, BUEY
A= RSN TWBHT7 /LT X AL simple & relaxed TJ, 7 7 4 /L b~ id simple
T

--body length

BLHOREIHER TS, EEELIZASID A ML, DKIMZ' 27 7 A LT
DHEALET, ZOfEIE, FHT2EELDIZ TRV EST, T 740
IR S EE A,

--headers_select

BHD~y X —EBRIRT D EERELET, DKIMZ 77 7 A L TOHE
AL F79, all, standard, standard and custom DOWF LT, all (T T
DI~y X —IZBLTHZ L ERLE T, standard /X, Subject, From,
To. Sender, MIME 72 EDEEHID~ v X —DHAERDOE v MIEHTDHZ
EHEWLET, standard and customd, BEEID~ v ¥ —FB L2 —HF—7E
FDONYH =Dy MIBX4TLZEEERLET, 77 4/L bidstandard
<7,

--custom_headers

BLT DA~y X —Da—W—EFKTE ~ b, headers_select 3 standard_and_custom
DEBFAIT, DKIMZ 0 7 7 A L TOREALET, F7 44 MIZEDOE v F
T,

--i_tag

BN T H2BINTLE0EIDEEELET, FHETE DEILyes £721F
no C9, 7 7 A/ ML yes TT,

--agent_identity

A—P—F T 2= —DRDOVICZD A v —VICELTHREADID,
HSUIMEEDE A —/L 7T RLATTR, g — I AEHSITEK L THLE
WEHA, TO7 RLAD RAA 5L, <domain> £ 721XE DT KA
A ETHRENHY T, ZOF T 3L, ~i tag D% yes ITRXE L
TWAEAICORBEHENET, T 74/ ME, va—h A5 E2Z2 LT,
ZDEIZ @ & <domain> A #E T TELIk L72fE T,

--q_tag

BN QE T ERBINT 20 EIDERELET, FHETE DI yes £72i%
no C9, 7 74/ M yes TT,

--t tag

BN S T HBINT 20 EIDERELET, FHETE DI yes £72i
no T3, 7 74 /L MEyes TT,

--X_tag

BN Z T HBINT 20EIDERELET, FHETE DT yes £72i%
no T, 7 74/V ~MIyes TT,
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AR

--expiration_time

31536000 F» (1 4) T,

BANENTLETORRM () T3, DKIMZ 277 A L TORFEHLE
T, ZOfEIZ. BLADXZ T Lt Z T DEITRYET, ZOF T a T,
-x_tag DfE% yes ICRE L TW AL HICOAMEHINET, 774/ ME

--z_tag

no C9, 774/ ;idno TY,

BN 22 BN oD pafiE LET, FHETE DT yes 7213

BT T 7 A ILDWRE

domainkeysconfig profiles signing edit <name> [signing-profile-options]

BLTO T ANDE S a

* rename <name>

* domain <domain>
* selector <selector>
* canonicalization <canon>

» canonicalization <header canon> <body_ canon>

* key <key name>

* bodylength <body length>

* headerselect <header select>

* customheaders <custom_headers>

* itag <i_tag> [<agent identity>]

* qtag <q_tag>

. ttag <t_tag>

* xtag <x_tag> [<expiration_time>]

* ztag <z tag>

* new <user-list>
* delete <user-list>

* print

e clear
BT T T 7 A IVOHIBR

domainkeysconfig profiles signing delete <name>|

BHT R T 7 ANDHEIR

domainkeysconfig profiles signing list]

BT T 7 A ILDFEE T

domainkeysconfig profiles signing print <name>
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domainkeysconfig profiles signing test <name>|

BLIO T A NLDE—H) I E—DA R — |

domainkeysconfig profiles signing import <filename>|

BFA—NT = A ICHDBELT R T 7 ANDAE—DT T AR— ] @

domainkeysconfig profiles signing export <filename>|

BFA—NT— b T2 IZHDLTXTOELT T 7 A IVOHIER :

domainkeysconfig profiles signing clear]

Ny FEKX - RIETOT7A4IL

¢ HT LV DKIM MGk 7 1 7 7 A )V DVERL -

domainkeysconfig profiles verification new <name> <verification-profile-options>|

% 2:domainkeysconfig DIREETO 77 AL AT a

515

Bl

--name

DKIM WiFE 7 1 7 7 A L DA Fil,

--min_key size

ZIF AN/ —, FEETEHF—DEX1L512, 768, 1024,
1536, BL 12048 T (HEAZE Y b)) o T 740 M 512 T
TO

--max_key size

ZIFANDIIHAF—, FEETEZDHF—DFE X512, 768, 1024,
1536, BL 2048 T4 (HALIXE Y ) o T 740 M2 2048 T
KR

--max_signatures num

A=V DR TRIETE 28B4 ORKRE, EEOIERZHET
xFE+, 774 MES5TY,

--key query_timeout

=2V —NHA LT NTHETORR () T, [£EED
EHEHEETCEET, 774/ ML 10 T,

--max_systemtime divergence

KEE DO & FEE O & OMICHFR TE 2 ERME (B))
TY, FEOEHERETEET, T 74/ NI 60 TY,
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B

--use_body_length

KXDEEDNT A= T o0 EInEEELET, faE
T&EDfEIZyes £72idno TI, 774 /V Mdyes TT,

--tempfail action

—BERBEE DAL, SMTPOT 7 v a v 2 FITLET, 7
T ST accept F 721X reject TT, 7 7 4 /L ME accept T,

--tempfail response code

—RERY 7B EN A LG E ., SRS A v 2— O SMTPIL
Koa— T, HETEAHEITAXX BERXDOF ST, T 741
M 451 T,

--tempfail_response text

—HF R ENRAE LI HE, G Shic A vy E— YD SMTPE
BTHXANTYT, T4V ML, HMISBLAERIECE 8 A,

F— P —N—NEo50 D £ A (Unable to verify signature - key

server unavailable) | T,

--permfail action

KRB E DB AIE, SMTP DT 7 v a v 2 FITLET, f/E
T 51X accept F 721X reject TI, 7 7 4 /L ME accept TT,

--permfail response_code

KGRI 7R EN KA LG E, S Sz A v&—Y D SMTP)G
Ka— RTT, IBETEX AL SXX EROFEZ T, T 741
& 550 T,

--permfail response_text

KRR BEE A LT E, IR Shiz A v — Y D SMTPIG
BETXARNCTT, 774/ & [#5.7.5 DKIM KGBFED A —/L1F
EE I TUWET (DKIM unauthenticated mail is prohibited) | T
TO

WEE T 1 T 7 A VDR

domainkeysconfig profiles verification edit <name> <verification-profile-options>|

BEET 0 7 7 A L OHIER

domainkeysconfig profiles verification delete <name>

PEAFORRGET 7 7 7 A LV OFERH )

domainkeysconfig profiles verification print <name>|

BEfFORGET 0 7 7 A L D—EFRIR

domainkeysconfig profiles verification list

=N N HDIRAET AT AN T ANDA R — b
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domainkeysconfig profiles verification import <filename>|

BWFA—NT =N 2 A ICHDIRRET BT 7 A VDA VR— |

domainkeysconfig profiles verification export <filename>|

B A—NT— T2 ICHDHTXTCOEIFREIET 2 7 7 A L OHIE

domainkeysconfig profiles verification clear

Ny FER . EL2X—
s HTLWEBL X —DIERK :

domainkeysconfig keys new <key name> <key-options>|

% 3:domainkeysconfig DEZL X— AT 3>

515 Bl

--generate_key | fiE ¥ — 2K LE T, IBETEHXF—DRE ST 512, 768, 1024, 1536, ¥
L2048 T (HEAZIZE Y R) o

--use_key FRESNIWEX—EEM L7,

--public_key | {5E SN -fE X —IC BT D2 AMF—Z PG L CHEEICH T 572007 7
7', --generate key A SEICHEE L CWAEAIL, T8 LWME X —1 Ak S
. N TENIZ—HT 28T —NERINET,

« B X — O

domainkeysconfig keys edit <key name> key <key-options>|

WA DELF— DAL

domainkeysconfig keys edit <key name> rename <key name>|

« RERF—ZHRET DI

domainkeysconfig keys publickey <key name>

X —DHIEE :

domainkeysconfig keys delete <key name>|
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domainkeysconfig keys list]

FEDEL X =T 2T N TOREROFIR

domainkeysconfig keys print <key name>|

=N vl DBBELF DA R

domainkeysconfig keys import <filename>|

B A—NT = U2 DD BELF—DTI AR— b

domainkeysconfig keys export <filename>|

BEA—NT = b= 2D T RTOELF— DKk :

domainkeysconfig keys clear]

NYFERX: F—F-EFTO0T770ILORKRE

e T 7 A ILVDELF—DMER

domainkeysconfig search <search text>|

Ny FRRK . o 0—/NILEETFE

« WA=/ — KU = A TP DomainKeys/DKIM D 7' 12— )L E DK

domainkeysconfig setup <setup options>|

BETE AT a IRO LY TT,
« --sign_generated_msgs : ¥ AT ATHERINTA v E—VIZEATLINE I DEREELE
9, FHETE DEIE yes £721d no TY,
Bl :CLIHICKA ALY F—DERTE
BFA—NT =R T xzA LD RAAL L F—%FET HIZIL, CLI Tdomainkeysconfig 2+
YRR LET,

domainkeysconfig 2~ NiX, [A—/L K Y I — (Mail Policies) ]->[ KA A > % — (Domain
Keys) | ~—YNOEKREZ T~ THA TWEYT, ZOa~v FTiE, 7L KAV F—
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DNSTXT L a— R&AMTHZEHTEEST, o7V RAAL L F—DNSTXT L 22— FD
AERROFEMIZOWTIL, 7L RAAL L F—DNSTXT L a— ROERR (56 <—) &%
BLTLEEN,

ZOBITIE, F—mAERL, RAS a7 7 A VEER L ET,

mail3.example.com> domainkeysconfig

Number of DK/DKIM Signing Profiles: 0
Number of Signing Keys: 0

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> keys

No signing keys are defined.

Choose the operation you want to perform:

- NEW - Create a new signing key.

- IMPORT - Import signing keys from a file.
[1> new

Enter a name for this signing key:

[1> testkey

1. Generate a private key

2. Enter an existing key

[11>

Enter the size (in bits) of this signing key:
1. 512

2. 768

3. 1024

4. 1536

5. 2048

[31>

New key "testkey" created.

There are currently 1 signing keys defined.
Choose the operation you want to perform:

- NEW - Create a new signing key.

- EDIT - Modify a signing key.

- PUBLICKEY - Create a publickey from a signing key.
- DELETE - Delete a signing key.

- PRINT - Display signing keys.

- LIST - List signing keys.

- IMPORT - Import signing keys from a file.
- EXPORT - Export signing keys to a file.

- CLEAR - Clear all signing keys.

[1>

Number of DK/DKIM Signing Profiles: 0
Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing

No domain profiles are defined.
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Choose the operation you want to perform:

- NEW - Create a new domain profile.

- IMPORT - Import domain profiles from a file.
[1> new

Enter a name for this domain profile:

[1> Example

Enter type of domain profile:

1. dk
2. dkim
[21>

The domain field forms the basis of the public-key query. The value in
this field MUST match the domain of the sending email address or MUST
be one of the parent domains of the sending email address. This value
becomes the "d" tag of the Domain-Keys signature.

Enter the domain name of the signing domain:

[1> example.com

Selectors are arbitrary names below the " domainkey." namespace. A
selector value and length MUST be legal in the DNS namespace and in
email headers with the additional provision that they cannot contain a
semicolon. This value becomes the "s" tag of the DomainKeys
Signature.

Enter selector:

[1> test

The private key which is to be used to sign messages must be entered.
A corresponding public key must be published in the DNS following the
form described in the DomainKeys documentation. If a key is not
immediately available, a key can be entered at a later time.

Select the key-association method:

1. Create new key

2. Paste in key

3. Enter key at later time

4.

[1

"

Select existing key
1> 4
Enter the name or number of a signing key.
1. testkey
[11>
The canonicalization algorithm is the method by which the headers and
content are prepared for presentation to the signing algorithm.
Possible choices are "simple" and "relaxed".
Select canonicalization algorithm for body:
1. simple
2. relaxed
11> 1
How would you like to sign headers:
1. Sign all existing, non-repeatable headers (except Return-Path header).
2. Sign "well-known" headers (Date, Subject, From, To, Cc, Reply-To, Message-ID, Sender,
MIME headers) .
3. Sign "well-known" headers plus a custom list of headers.
[2]1>
Body length is a number of bytes of the message body to sign.
This value becomes the "1" tag of the signature.
Which body length option would you like to use?
1. Whole body implied. No further message modification is possible.
2. Whole body auto-determined. Appending content is possible.
3. Specify a body length.
[11>
Would you like to fine-tune which tags should be used in the
DKIM Signature? (yes/no) [N]>
Finish by entering profile users. The following types of entries are
allowed:
- Email address entries such as "Jjoe@example.com".
- Domain entries such as "example.com".
- Partial domain entries such as ".example.com". For example, a partial
domain of ".example.com" will match "sales.example.com". This
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sort of entry will not match the root domain ("example.com").
- Leave blank to match all domain users.
Enter user for this signing profile:
[1> sales.example.com
Do you want to add another user? [N]>
There are currently 1 domain profiles defined.
Choose the operation you want to perform:
- NEW - Create a new domain profile.
- EDIT - Modify a domain profile.
- DELETE - Delete a domain profile.
- PRINT - Display domain profiles.
- LIST - List domain profiles.
- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.
- IMPORT - Import domain profiles from a file.
- EXPORT - Export domain profiles to a file.
- CLEAR - Clear all domain profiles.
1>
Choose the operation you want to perform:
- SIGNING - Manage signing profiles.
- VERIFICATION - Manage verification profiles.
1>
Number of DK/DKIM Signing Profiles: 1
Number of Signing Keys: 1
Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes
Choose the operation you want to perform:
- PROFILES - Manage domain profiles.
- KEYS - Manage signing keys.
- SETUP - Change global settings.
- SEARCH - Search for domain profile or key.
1>

BT FALD F—DNSTXT La— FOER

mail3.example.com> domainkeysconfig

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing

There are currently 1 domain profiles defined.
Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.
- IMPORT - Import domain profiles from a file.
- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1> dnstxt
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dmarcconfig

BLL]

omarc i3t [}

Enter the name or number of a domain profile.
1. Example

[11>
The answers to the following questions will be used to construct DKIM text
record for DNS. It can be used to publish information about this profile.

Do you wish to constrain the local part of the signing identities
("i=" tag of "DKIM-Signature" header field) associated with this
domain profile? [N]>

Do you wish to include notes that may be of interest to a human (no
interpretation is made by any program)? [N]>

The "testing mode" can be set to specify that this domain is testing DKIM and
that unverified email must not be treated differently from verified email.
Do you want to indicate the "testing mode"? [N]>

Do you wish to disable signing by subdomains of this domain? [N]>
The DKIM DNS TXT record is:

test. domainkey.example.com. IN TXT "v=DKIMI1;
p=MIGfMAOGCSgGSIb3DQEBAQUAA4GNADCB1QKBgQODX5d0G9J8rXreA/uPtYr51rCTCgR+gqlS5Gm
1£000] AZSUBZBVONKZEN+se 0T+ mYDPOFSUH aOvO HCeunt? FERJ S3ROF ol oI AH5v20CKp/w Tha Py 3aeRSa VEavQ6v IESKSU TCHDFKVIUIMISY Sstou?
zmm9OrKAHSmM7FwIDAQAR; "

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.

- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1>

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.

[1>

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.

[1>

alk

2T, OCLL awy FIZOWTCHA L £,

DMARC OEREBEHELET,
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He® : Z o<y Kt Tcommit] 2AH43ETI,

JGAREE . Zoawy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff

MTEET,

NyF avwr R Zoavy MRy FELSEZPR—FLTHET,

dmarcconfig D3y FIERIL, WFET 1 7 7 A L OERL, ek, HIBR, BLOT v — ULEE

DEECHTE £T,

DMARC #&SE 70 7 7 4 JLODEM

dmarcconfig profiles new <name> [options]

5% Bl
<name> DMARC 71 7 7 A )L D4 Hil,
[options]

--rejectpolicy action

DMARC L = — FHRDRY =28 HEER] oL X2
AsyncOS WEATT HMENR LA v —T T/ v a v,
AIREZRMEIX,  Treject) . [quarantine] . F721% [none]
ESER

--rejectpolicy response code

HEENTEAvE—YOSMTPEEa— R, 574+ ME
1% 550 T,

--rejectpolicy response text

HLEENEZA Y E—YDSMTPIGET XA b, T 744 1
BT T#5.7.1 DMARC KERIFED A — /LT 2RI & TWET
(DMARC unauthenticated mail is prohibited.) | T,

--rejectpolicy quarantine

DMARC FRFFIC R LT A v & — 2 DR,

--quarantinepolicy action

DMARC L z2— RNODO R Y =2 [@EED & X (2 AsyncOS
NETTIHIVENRS DA v —T T/ v ar, aJRERE
/X, Tquarantine] F721% Tnone] T,

--quarantinepolicy quarantine

DMARC FRFFIC R LT= A v ' — 2 DOk,

--tempfail_action

DMARC HRFEEHE — B R BEF 3R AE L2 A v ' — DIt
LT AsyncOS NFATTHMENHDHA vE—Y T/ v =
v, RETE B2MEIE Taccept] F£721F Treject] T,

--tempfail _response code

—HFREENREAE LGS, S SN A yE—V0
SMTP )& 22— R C9, T 7 4/ MEIZ 451 T,
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518

AR

--tempfail_response text

—RF R R ENRAE LT GE. EE SN A vy =YD
SMTPIGET ¥ A M TT, 7 74 /v MiL [#4.7.1 DMARC
MRAE%E FITCT& £H¥ A (Unable to perform DMARC
verification) | T,

--permfail_action

DMARC FRREFUZ KR e B AR AE LTz A > & — DIkt
LT AsyncOS NEATTLOME R HDHA v —T T 7 v 3
v, FBETE SMHIX Taccept] F721E lreject] T,

--permfail response code

KRB ENBAE LG E, RSN A vy tE—T0
SMTP )& 22— R C9, T 7 4/ MEIL 550 T,

--permfail response text

KRR ENBAE LGS, HE SN A vy E—T0
SMTP/SET F A hCT1, T 7 #/L Milx [#5.7.1 DMARC
FREFICRAL LU E L7 (DMARC verification failed) | T,

DMARCHEE 7O 7 7 A ILDIRE

dmarcconfig profiles edit <name> [options]

DMARC I 70 7 7 1 JLDEI&

dmarcconfig profiles delete <name>

FTRTHODMARC DREET A 7 7 4 JLDEIRR

dmarcconfig profiles clear

DMARC REETO 7 7 A/ LD MDD RT

dmarcconfig profiles print <name>

DMARC #EETA T 7 A LD T Y AR— bk

dmarcconfig profiles export <filename>

DMARC#EE TR T 714 )LDA ViR— b

dmarcconfig profiles import <filename>

JO—NIILEEDER

dmarcconfig setup [options]

TFoay

Bl

--report_schedule

AsyncOS 738 DMARC #£5F L AR — [ & AR 2 IF#,

avy R sEZH .
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--eITor _reports DMARC £ LR — k ¥ X723 10 MB £ 721X DMARC L =1 —
RORUA # 7 CHRE SN A XEB2 2561, ifE=7—
LiR— & RAAL VETEEICEET 5,

--org_name DMARC Gt VAR — M2 AR T 20T 47 4, ZHITIE R A
AV RBERETDVLENHY £7,

--contact_info DMARC %5t LR — b &2 -7 AL VITAEHENR LR — b
BRI T 47 4 LEEE DA O, B0
W kO N A ¥ ~— FR— FOFEMRLY) .

--copy_reports +_TCTODMARC £3 LR — O a b —2ED2—F— (4
FHLUAR— O R FATT 2N 22— =722 E) ITHELET,
BT A—NT RLVAZ AN LET, HEOLGEIIN v~ T
D iﬁ‘o

--bypass_addresslist EDODEEZNLZELEA v E— 0O DMARC HiIEE A% >
FLET (T RLVAUZXRN)

G¥) SERRME AT RLATIERENLT RLA Y
A MDHEBEIRTE ET,

--bypass_headers FEED~y 4 — 7 4 =)L R & E T A v & — 0O DMARC ##AE
EAXv S LET, HExFE AV 7 URNOEEHTES
TF T —=ENHDA vE—0 DMARC #FEE A% v 74512
W, ot TFvarEfALEYT, ~y X —E2 AN LET, &
BOBEIT o~ TR 4,

wIZ. DMARCHiGE 72 7 7 A VZRE L., DMARCHGET 0 7 7 A4 LD 7 a— LR E % e
T AW ERLET,

mail.example.com> dmarcconfig

Number of DMARC Verification Profiles: 1

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified
Bypass DMARC verification for messages with header fields: None Specified
Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

[1> profiles

There are currently 1 DMARC verification profiles defined.

Choose the operation you want to perform:

- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.
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- DELETE - Delete a DMARC verification profile.

- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.

- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

[1> new

Enter the name of the new DMARC verification profile:

[1> dmarc_ver profile 1

Select the message action when the policy in DMARC record is reject:

1. No Action

2. Quarantine the message

3. Reject the message

[31> 1

Select the message action when the policy in DMARC record is quarantine:
1. No Action

2. Quarantine the message

[2]1> 2

Select the quarantine for messages that fail DMARC verification (when the DMARC policy
is quarantine).

1. Policy

[11> 1

What SMTP action should be taken in case of temporary failure?

1. Accept

2. Reject

11> 2

Enter the SMTP response code for rejected messages in case of temporary failure.
[451]>

Enter the SMTP response text for rejected messages in case of temporary failure. Type
DEFAULT to use the default response text

'#4.7.1 Unable to perform

DMARC verification.'

[#4.7.1 Unable to perform DMARC verification.]>

What SMTP action should be taken in case of permanent failure?

1. Accept
2. Reject
[1]1> 2

Enter the SMTP response code for rejected messages in case of permanent failure.
[550]>

Enter the SMTP response text for rejected messages in case of permanent failure. Type
DEFAULT to use the default response text

'#4.7.1 Unable to perform

DMARC verification.'

[#5.7.1 DMARC verification failed.]>

There are currently 2 DMARC verification profiles defined.

Choose the operation you want to perform:

- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.

- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.

- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified
Bypass DMARC verification for messages with header fields: None Specified
Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.
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[1> setup

Would you like to modify DMARC report settings? (Yes/No) [N]> y

Enter the time of day to generate aggregate feedback reports. Use 24-hour format (HH:MM) .
[00:00]>

Would you like to send DMARC error reports? (Yes/No) [N]> y

Enter the entity name responsible for report generation. This is added to the DMARC
aggregate reports.

[1> example.com

Enter additional contact information to be added to DMARC aggregate reports. This could
be an email address,

URL of a website with additional help, a phone number etc.

[1> http://dmarc.example.com

Would you like to send a copy of all aggregate reports? (Yes/No) [N]>

Would you like to bypass DMARC verification for an addresslist? (Yes/No) [N]>

Would you like to bypass DMARC verification for specific header fields? (Yes/No) [N]> y
Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.

[1> add

Enter the header field name

[1> List-Unsubscribe

DMARC verification is configured to bypass DMARC verification for messages containing
the following header fields.

1. List-Unsubscribe

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.

- REMOVE - Remove a header field from the list.

[1> add
Enter the header field name
[1> List-ID

DMARC verification is configured to bypass DMARC verification for messages containing
the following header fields.

1. List-Unsubscribe

2. List-ID

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.

- REMOVE - Remove a header field from the list.

1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: Yes

Reports sent on behalf of: example.com

Contact details for reports: http://dmarc.example.com

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified

Bypass DMARC verification for messages with header fields: List-Unsubscribe, List-ID
Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

1>

DNS

2T, ROCLL a<y FIZOWTCHAL £,
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d
L

anh

ERAE

Ny FER

DNS H—/S— L Cla—R &Ly s 7 v 7 LET

Fe® : Za<y K Tcommit] 1ZMEH D FHA,

dig i

ISRABEM . Zpavy NI, TR_RTOIYEFT—F (UFREZ, TA—F, <) T

MTEET,

NyF awrR: Zoa<wy RNy IFEXREZYR—FLTWET,

diga~vy RONy FEREMHT DL, 1EROCLIa~ 2y ROTXTOMRELZFEITTEET,

eDNS ¥ —R— LTl a—FK&ZLy 77 v 7 LET

dig [options] [@<dns ip>] [gtype] <hostname>|

dig -x <reverse ip> [options] [@<dns ip>]

DNS —R_R— LT, $8EEINTZIP T RLRICHT WLy 77 v P H2FEITLET,

SRB I dig 3w ROy FHACHE AR A7 S 3 T,

-s <source_ip> Specify the source IP address.

-t Make query over TCP.

-u Make query over UDP (default).

dns_ip - Query the DNS server at this IP address.

gtype - Query type: A, PTR, CNAME, MX, SOA, NS, TXT.

hostname - Record that user want to look up.

reverse 1ip - Reverse lookup IP address.

dns ip - Query the DNS server at this IP address.
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WOFITIX, V> 7T v 795 DNS — _R—ZBHRIIZIEE L TV

mail.com> dig @111.111.111.111 example.com MX

; <<>> DiG 9.4.3-P2 <<>> (@111.111.111.111 example.com MX
; (1 server found)

;; global options: printcmd

;; Got answer:

;7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 18540

avv R sEH |

ijﬂo

;; flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 3

;7 QUESTION SECTION:
;example.com. IN MX
;7 ANSWER SECTION:

mexample.com. 10800 IN MX 10 mexample.com.

;7 AUTHORITY SECTION:

example.com. 10800 IN NS test.example.com.
;7 ADDITIONAL SECTION:

example.com. 10800 IN A 111.111.111.111

example.com. 10800 IN AAAA 2620:101:2004:4201::bd

example.com. 300 IN A 111.111.111.111

;7 Query time: 6 msec

;7 SERVER: 10.92.144.4#53(10.92.144.4)
;; WHEN: Fri Dec 9 23:37:42 2011

;; MSG SIZE rcvd: 143

\)

CE) oo~y FEiH+25 L X2 DNS —"—2BHRIICHEEL

RV AIE, dig =¥ > RiZ

X o> T Authority &7 > 3 > & Additional 7 & 3 V OFERBPKEVIAENE T,

{5l : DNSSEC ZH7/R— 3 A DNS H—/N—®D TLSA L O0— FDFEER

WOFIT, TLSA L =a— REZBRBICHEZR LE T,

mail.example.com> dig

Enter the host or IP address to look up.
[1> example.com

Choose the query type:

1. A the host's IP address

2. AAAA the host's IPv6 address

3. CNAME the canonical name for an alias

4. MX the mail exchanger

5. NS the name server for the named zone

6. PTR the hostname if the query is an Internet address,otherwise the pointer to
other information

7. SOA the domain's "start-of-authority" information
8. TLSA TLSA Record

9. TXT the text information

[1]1> 8

Which interface do you want to query from?

1. Auto
2. Management
[11> 2

Please enter the host or IP address of DNS server.
Leave the entry blank to use the default server.
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dnsconfig

B2LEL]

ER7AE

Ny FRRK

dnsconfig .

Important! To perform DNSSEC queries, enter the host or IP address of the DNS Server
supporting DNSSEC.
[]> 8.8.8.8

Do you want to make query over TCP? [N]>
Do you want to make a query over DNSSEC? [N]> Y

Please enter DNS key file path.
Leave the entry blank to use the default root keys
[1>

;7 RRset to chase:
dane-esa.com. 3562 IN MX 10 mxl.dane-esa.com.

;7 RRSIG of the RRset to chase:

dane-esa.com. 3562 IN RRSIG MX 7 2 3600 20181028045140 20180928045140
43860 dane-esa.com.

K+t0W9a0gDMvxytXfkrms+IEUbK1Ct9XB5mBCCb3bHryvHs0cU6XPxTJ

XwQ5HUSWuQaCI9MLyCAS5Zn/AX1bzKA7tGtnab0g3CmVKhhRXnIJ+jJht6

nuksUrLKsM6uYmR73DDM/bCC8n08w6nGeGg4 76mmNgETXAPfgSVHNUPP

DSquCG3nNfm8iE9XnG8jCKRPcKhWjROc/vmK6ZzuzFKCtT4QA/L5ANhOwW

z££ZgxRI0m]j 3w8WQdz9eFAWS5e0LFab0oR5719831tyJrQL4pjF17bwKNw
94xhgF1sWWKAC6wpoT64D00000u5TsKxHgS5EwEat10MIMOGHMniCuJcA K3seyQ==

DNS Dty b7 v FHZHRELET,

MEE : Z0a<y Kix Tcommit] 2BSHNEE T,

JIIARER  Zpavr R, TRTOYYUEF—R (TR, TA—TF =) Tff
HTXx£E9,

NyF avy R Zoavy KAy FRRE Y K= LTOET,

dnsconfig 2 KO3y FIG AT 5 &, #KD CLI 2~ FOTRCORIEEFITT
%i‘g—o

s =) =LY —NR—Fy v 2 EZHHTH7-DD DNS DEIE :

dnsconfig parent new <ns_ip> <priority>

o< RoOBI¥ -

e<ns ip>: F—L P—R_—DIP T RL A, BEDOIP T FLATH L~ TRI->THEL
£
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« <priority> : Z D=2 kU OEESENENL,
s m—H F— b == T v T2 ORI

dnsconfig parent delete <ns_ip>|

FED RAAL AMERT D7D DR DNS F v v 2D

dnsconfig alt new <domains> <ns_ip>|

)

(B A =y FONL—F F—A P —NR—2FHLTWILIEAIIEHATEEEA,
a<y FOF4

e<ns_ip>: R— AL Y —"N—=DIPT FLZ, HEDOIPT FLATH ~TRE>THEEL
i‘d‘o

e <domains>: RAA DI ~RFXHH VU R |,
HEED R A A DO DNS F v v = OHIEE:

dnsconfig alt delete <domain>|

U

s f U H =Ry hDN— | T—L P —N"—%FHT 578D DNS DR E :

dnsconfig roots new <ns_domain> <ns_name> <ns_ip>|

F— b A= DB

* <ns_domain> : BE L THEHT 2 KA A
* <ns_name> : F—L P— =D H],

e<ns_ip>: Fr—L P——=DIPT FLZ,
S

GE)

RAAL AT 2RBER— LY —N"—ZfRET DL LT, HED FAL I bEESEDZ
ENRTEET,

o F— A P —R—DHIFE

dnsconfig roots delete <ns_domain> [ns_name]

\)

GE)

HIBR % & X (2 ns_name ZFRE LRV E | LU D FAAL L OFNTOR— L P —S—75HR
SNET,
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l

w

s TRTODNS HEDPHE, BIOAS v H—Fy bD)—k b—N—%fiHTEDD
2T LD HBRE

dnsconfig roots

HI(E D DNS R E DFR

dnsconfig print]

K —F —FFED DNS B — — 21X, IROIEFRDBP LB TT,
c ARA M
s IPT FL A
HERDHD FAAL L (R —R—DTp)

dnsconfig =~ RTCliX, KD 45DV T a<wr REATEET,

% 4:dnsconfigaA< > FOHJTav K

X SRBH
. FEED RAA ANMERT 28 LWREEDNS r— R —F 7= idm—
#1)V DNS ——Z Bl 7,
delete 1%’#575‘5"‘—/§—i7"151m~—7b;1/ DNS %—/\~%ﬁ'ﬂ§% Li"@‘o
it R — R —F =T —H /)L DNS — _R—ZZEHFH L F1,
etu A B —F >k Jb— bk DNS Y —_—F7-1Fr—% /L DNS ¥ —
° NP0 B2 T

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use own DNS cache servers

[11> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (10.92.149.70/24: mail3.example.com)
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[1]1>

Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]>

Enter the minimum TTL in seconds for DNS cache.

[1800]>

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

1>

BED KA A 2 DHKE DNS H—/\—D3En

BrEDT—HNL RAAL U EHRE, T _XTODNS 7= T U FZ—Fy hlb— hP—_—%Affi
HITDEIICEFA—NTF— b U2 ZRETEET,

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
No alternate authoritative servers configured.
Choose the operation you want to perform:

- NEW - Add a new server.

- SETUP - Configure general settings.

[1> new

Please enter the domain this server is authoritative for. (Ex: "com").
[1> example.com

Please enter the fully qualified hostname of the DNS server for the domain "example.com".
(Ex: "dns.example.com") .

[1> dns.example.com

Please enter the IP address of dns.example.com.
[1> 10.1.10.9

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

(1>

BMBEDODNS v v Hg—N—0DFEHA
MEDDNS ¥ ¥ v ath—"—2MHlT 5L CEFA—NT— V=AM ZRETEET,

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?

1. Use Internet root DNS servers
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dnsflush .

2. Use own DNS cache servers

[1]1> 2

Please enter the IP address of your DNS server.

Separate multiple IPs with commas.

[1> 10.10.200.03

Please enter the priority for 10.10.200.3.

A value of 0 has the highest priority.

The IP will be chosen at random if they have the same priority.
[0]1> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (192.168.42.42/24)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: mail3.example.com)
[1

1> 1
Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]>
Enter the minimum TTL in seconds for DNS cache.
[1800]1>

Currently using the local DNS cache servers:
1. Priority: 1 10.10.200.3

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

dnsflush

&t BA
DNS ¥ ¥ v anbd _XTOZ M) &7 U7 LET,
ERARGE
feE : ZDa<y RIZ Tcommit) (ZIX4EH Y FH A,
JTALEH . ZDavy Rigvy B— RTOAFERTEET,
NYFARE: Zoavy RNy FERE R — L TWERA,

l

mail3.example.com> dnsflush
Are you sure you want to clear out the DNS cache? [N]> Y

dnshostprefs

B8

IPv4/IPv6 DNS Z 5% L £9
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dnslistconfig

B2k

ER7E

l

He® : Z o<y Kt Tcommit] 2AH43ETI,
JTALEM  Zpavy Riivwiy B— R TORMEATE £,
NYyFaAIV R Zoavy RNy FEXLEZSR—FLTOHERA,

mail3.example.com> dnshostprefs

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1> new

Enter the domain you wish to configure.
[1> example.com

How should the appliance sort IP addresses for this domain?
1. Prefer IPv4

2. Prefer IPv6

3. Require IPv4

4. Require IPv6

[2]1> 3

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1> setdefault

How should the appliance sort IP addresses?
1. Prefer IPv4

2. Prefer IPv6

3. Require IPv4

4. Require IPv6

[2]1> 1

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1>

DNS YA K —ERADOYR—FERELET,

M : oo~ KX lcommit] 2NHLEETY,
JIAREH  Zoa<w s RiIvwdry B— R TCORMEATEE7,
NYyFaAvo R Zoavry NIy FEXREZR—F L TOHEREA,

mail3.example.com> dnslistconfig
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Current DNS List Settings:

Negative Response TTL: 1800 seconds

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.

[]> setup

Enter the cache TTL for negative responses in seconds:
[1800]1> 1200

Enter the query timeout in seconds:

[31>

Settings updated.

Current DNS List Settings:

Negative Response TTL: 1200 seconds

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.

[1>

dnslisttest

B2LEL]

DNS XR—ZDY A K B —EZXDDNS LY I T v 7FE2TFT AN LET,

FERAGE
E : ZDa<y K2 Tcommit] 1ZMLEH D EFH A,
JIAREH  ZDa<vw RiEivyry BE— R TOMEHATEET,
NYF ARV R Zoavy IRy FERE YR — ML TWEEA,

1

mail3.example.com> dnslisttest

Enter the query server name:

[1> maild.example.com

Enter the test IP address to query for:
[127.0.0.2]> 10.10.1.11

Querying: 10.10.1.11.mail4d.example.com
Result: MATCHED

dnsstatus
5 BA
DNS #EHE# % £7= LET,

ERAE
MeE : Zoa<y R Tcommit] IZMEH D FH A,
G ARER . Zpa<y Riivwyy T— RCOREHATEET,

avy R sEZH
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1

mail3.example.com> dnsstatus
Status as of: Mon Apr 18 10:58:07 2005 PDT

Counters: Reset Uptime Lifetime
DNS Requests 1,115 1,115 1,115
Network Requests 186 186 186
Cache Hits 1,300 1,300 1,300
Cache Misses 1 1 1
Cache Exceptions 0 0 0
Cache Expired 185 185 185

How-To O« xzw FE2FERALEZA—Y T HORARY T Y

A Ds5&a1k

ZZTIE, RO CLI @<= RIZOWTEHBH L £,

howtoupdate

Bk

howtoupdate I ¥ NEFEHT5 & . How-To =@ VIR—FR b %%@TE%TT% e

ERAE

FEE : 2Oz~ NIZ commit lIZIMFEH Y £ A,

HDSRAER: Zoa<vwr NI, T _TCO~>rF—FK (UF3REZ, TL—7F <) TfF

Ac&EEd,
NyFaAv R Zoa<wr NIy FEXREZ R —F L THET,

FEANZ DWW TIL, help

howtoupdate 2V REANLT, £ T4 ~NWTEBZBLTLEIN,

l

WROF|C, howtoupdate I ¥ FEFEHT S & . How-To = VIR—XR Y NETFEITHEGTEE

j—‘O

mail.example.com > howtoupdate

Requesting update of How-Tos component
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howtostatus

B2LL]

ERAE

l

howtostatus .

howtostatus 2~ RZHEHAT A L. How-To2 o R—F% > hOBEDONAN— g V2T RTEE
7

FEE : Z0a~< 2 NiZ commit IV EDH Y £H A,

HSRRER . —pa~v L RNE, T_TO~Y v F—F (UI92%, TL—F ~i ) T
HATxET,

NYyF AT R Zoa<wy FERNyFERXEZTFR— L TWET, FEHIZOWVTIL, help
howtostatus 2 K& AJ] L C, /l)\/:j/])\/f\/l/7oi¢”§ﬁ\gb’(< fiéb\o

ROFIT, nowtostatus 2~ REHEHT S L, How-To =2 R —FR FOBFEDONR—T g &
FRTEET,

mail.example.com > howtostatus

Component Version Last Updated
How-Tos 1.0 4 Jul 2018 04:22 (GMT +00:00)

—MRHGEEB/ NS TN a—Ta Y

addressconfig

B L]

2T, OCLLawy RIZoOWTEHBALET,

addressconfig 2~ Ri&, From: 7 KL A~y X —5 R ETH7=OIHEH L EJ, From:
T RLVADFIR, 2—P— BILOFAAS A ZRETEET, FAASCAEBTS— MY =
A FAALAOERZEIRT 52 L b TEET, ROKPLTIE, AsyncOS (2 K- THE S L7
A—)U|ZI% addressconfig 2~ R&fEH L £7,

* Anti-Virus j# %

o N7 LA

* DMARC 7 1+ — K/Nv 7 L7R— bk (DMARC Feedback Reports)

« BEN (notify() 3 & U notify-copy() 7 « /v & DEIE)

cPREEA v E—Y (BRUMRBEE IR D Ta e —ikE] )
« LAR— |k

c XDMDTRTDOA =Y
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WORFITIL, W@EID From: 7 K L A % Mail Delivery System [MAILER-DAEMON@domain] (5
7 4V §) »5 Notifications [Notification@example.com] {[ZZAH L £ 77,

MeE : oo~ KX lcommit] N T,

JIGRAREM . Zpa<vy N, T_XTO~YrET—F (P59 RE, TA—F <L) T
HATxE7,

NyF avws R Zoavy MRy FEXREZSR—FLTHERA,

mail3.example.com> addressconfig

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>
Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>
Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.

- DMARCFROM - Edit the DMARC reports from address.

- OTHERFROM - Edit the all other messages from address.

[1> notifyfrom

Please enter the display name portion of the "notify from" address
["Mail Delivery System"]> Notifications

Please enter the user name portion of the "notify from" address
[MATILER-DAEMON] > Notification

Do you want the virtual gateway domain used for the domain? [Y]> n
Please enter the domain name portion of the "notify from" address

[1> example.com

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: Notifications <Notification@example.com>

Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>
Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>
Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.

- DMARCFROM - Edit the DMARC reports from address.

- OTHERFROM - Edit the all other messages from address.

[1>

adminaccessconfig

Bk

WHEFRET HHE1C adminaccessconfig 2~ R LE T,
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cHHEOR A A=Y (NF—)

EF AN =R DEFA L H—T 2 A~DIPRX—ADT 7 A,
cWeb AV F—Tx2A ZAD I T AP A~ U 7T A MEERE,

*HTTP 2R THRA b~y X =247 v a

PWeb X =T 2 A ABLOCLLE Y ¥ a Y DFT 7T 4T S4BT T b
« Jx K HTTP ~v &' — ¥ A X,

ER7AE

MeE : 0o~ KX lcommit] NHFTI,

JIGAAER . Zoa<w s Rt TR TOYY U EFT—R (PTARZ, T—F, <) T
HAT&xE9,

NyF awr R Zoavy Ry FBRE S E— FLTWET,

Ny FRR
adminaccessconfig 2~ > ROy FIEREZMEH T2 &, RO CLI 2~ FOT X TOHKREEL
FATTEET,
T XTDOIPT RVRIZT 7B AZFFAT 50 FFEDIPT RVA/PT xRy MEEIZT
7 & A E IR 2 I OEIR

adminaccessconfig ipaccess <all/restrict/proxyonly/proxy>

FHLWIP 7 RL R/ 7 %y bEH OB

adminaccessconfig ipaccess new <address>|

BEFEDIP 7 KU R/Y 7 2%y b/#PH O

adminaccessconfig ipaccess edit <oldaddress> <newaddress>|

BEFEDIP 7 KU A /Y7 % b/ PH OB

adminaccessconfig ipaccess delete <address>|

IP7 RLA/YT 5y MO U 2 RO

adminaccessconfig ipaccess print]

BEEOTRTOIP 7 RV AT Ry b/ O §

adminaccessconfig ipaccess clear
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e /A NF—DHT

adminaccessconfig banner print

BIA—NT— b Uz BEIZHD T 7ANNDEDOOT A L NF—DA R— |k

adminaccessconfig banner import <filename>|

cBEFEOT T A 2 R F— DR

adminaccessconfig banner clear]

W N T — D

adminaccessconfig welcome print]

BWAA—NT = T xA LIZHDT 7 AN EOYEE ST —DA R — K

adminaccessconfig welcome import <filename>|

o BEAF O M1 i S - — DIl R

adminaccessconfig welcome clear

I E E N T — D> 7 AR — |k

adminaccessconfig welcome export <filename>|

HR N7 exvOIP 7 KL 20BN

adminaccessconfig ipaccess proxylist new <address>|

R ENEZTBEF VO IP T R L ADRE

adminaccessconfig ipaccess proxylist edit <oldaddress> <newaddress>|

HAESNZTrFLDIP T KL ADOHIR

adminaccessconfig ipaccess proxylist delete <address>|

FTRCOPGFOHFAINT-7TaXxDOIP 7 KL 2O

adminaccessconfig ipaccess proxylist clear]
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E

R

CEETLIP T RLAZET A~y X —ZD

adminaccessconfig ipaccess proxy-header <header name>|

Web f X —T 2 A ADT AV A b U7 A MEEREDH N E 7213

adminaccessconfig csrf <enable|disable>|

cWeb A VX —T 2 A AD T B AYA N U7 TR MEERFENERDE D IORER

adminaccessconfig csrf print

Web A 2o —T 2 A ADEY gy ZALT T FOERE

adminaccessconfig timeout gui <value>|

CLiItyvary A LT FOHRTE

adminaccessconfig timeout gui <value>|

Bl: 2Ry b T—2 7OER )X FDEKRTE

B A—NT = 2T VAT HL—F—DIPT KL AZHlEITE £+, 2—¥—iL,
ERLETZEAVANDIP T RLAZFRFOTRXTOYY NG, BFA—NT— T xA
T 78 ATEET, Xy bT—27 7278 A UAMERERTIEIZ. IPT RLA, 7%y
F. £721ZCIDR 7 FLAZRETE £,

AsyncOS Tlx, BEO~T Y DIPT RLARKy NT—2 TR U A MIEEN TN
BARICELEZFORLE T, BIEDO~Y VDIP T RUARY X MIARWESE, BEA2=2 I v b
THEBFA—NT =R YA T 7 BATERI RV ET,

WOFITIL, BIA—NT—RT2A DRy NT—IT 7 EVRE2ODIPT KLAtEv b
WZHIBR L E97,

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- XSS - Configure Cross-Site Scripting Attack protection.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

- HOW-TOS - Configure How-Tos feature.

[1> ipaccess

Current mode: Allow All.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.

avy R sEZH
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- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.

- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or

directly.

[1> restrict

List of allowed IP addresses/Subnets/Ranges:

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.1.2-100

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.255.12

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

2. 192.168.255.12

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

(>

Warning: The host you are currently using [72.163.202.175] is not included in the User

Access list. Excluding it will prevent your

host from connecting to the administrative interface. Are you sure you want to continue?
[N]> Y

Current mode: Restrict.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.

- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or

directly.

[r>

Bl: Q042 N\F—DHRE

2 —H—N SSH, Telnet. FTP, £7/2I1X Web Ul OB FA—NT—hrou=Aficald 4L LD
LB, Tl AN — LIFEINDA v E—VERRTDHEIICEF AT —

VA EZHRETETET, /A N"F—I CLITRZA Y a7 O EICERR I,

GulcrZAry 7ar 7 NOFMIZEREND AT A XA[RERT XA RNTT, a /A
NF—ZEHALT, IO EX 2 T A ERELITEFA—NT— NIV DRXANT T

T4 AT LR ER R TEET, e FALRVWET AL = U oA D%
HRIETHMERTEE LS EER LD, 2= REB AN = T ATk LT T T2A R
ZHER T D ORI T 25 B E 2 FR L2y TEE T,

07y T —E, 80x25 DAY — VTN E D K 9 ITHR K 2000 LFICAR > TWET, v

A N —ix, B A=/ — hT A D /data/pub/configuration 7 4 L7 NV IZHDHT 7 AL
MoAVR—FTEET, NPT —Z2{Ek L6, BEAREZMHELET,
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Bl Webf o8 —T A XBLUCUtyL a3y 21675 roEE [

WORFITIX, BFA—NT— T =A|Za A > s3F— [Use of this system in an unauthorized
manner is prohibited| 3B L £,

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- XSS - Configure Cross-Site Scripting Attack protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

- HOW-TOS - Configure How-Tos feature.

[1> banner

A banner has not been defined.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.

- IMPORT - Import banner text from a file.

[1> new

Enter or paste the banner text here. Enter CTRL-D on a blank line to end.

Use of this system in an unauthorized manner is prohibited.

~D

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1> banner

Banner: Use of this system in an unauthorized manner is prohibited.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.

- IMPORT - Import banner text from a file.

- DELETE - Remove the banner.

[1>

Bl:WebA B3 —T A RABLUVCLEYSaY BALT I FDETE

\)

GE) CLI®y>avZALT7 T RE, BF=27 =/ (SSH) . SCP. BIXOEHEL Y 7L ¥4

T AEEICE T EASNET, CLIty Y ay ¥ A4 LT 7 MNECKRBEDRELE T 5D
NET, REEZLEHELEZOTITHEEL T EE N,

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- XSS - Configure Cross-Site Scripting Attack protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.
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- TIMEOUT - Configure GUI and CLI session inactivity timeout.
- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.
- HOW-TOS - Configure How-Tos feature.

[1> timeout

Enter WebUI inactivity timeout (in minutes):

[301> 32

Enter CLI inactivity timeout (in minutes):

[301> 32

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1>

mail.example.com> commit

Please enter some comments describing your changes:

[1> Changed WebUI and CLI session timeout values

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Wed Mar 12 08:03:21 2014 GMT

\)

GE) ZEHEWMELF%., TILWCLIEy > 3y ZA4 LT 7 MIREICIFEO 0 7 A ST R
SNFET,

certconfig

& A
TXa )T ORAELF—ERELET,

ERAE
e . Zoa~y Rt lcommit) BAMETT,
JIAREH  ZDav s NI, TARTOVYE—F (TR, T—T v ) T
ATEET,
NyF avrs RN Zoavwy RENyFEXEZFR— L TWHERA,

5l : EEBHZEDEEY 1+
WOFITIE, FEAELMEBESF—ZVFTDZ LIk CGGEIAERZ A VA =V L ET,

maill.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles

- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status Remaining FQDN
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Compliance checked

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days No
Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

[]> paste

Enter a name for this certificate profile:

> partner.com

Paste public certificate in PEM format (end with '.'):

MIICLDCCAdYCAQAWDQYJKoZIhvcNAQEEBQAwgaAxCzAJBgNVBAYTA1BUMRMWEQYD
VQQIEWPRAWV1bnNsYW5kMQ8wDQYDVQQOHEWZMaXNib2ExFzAVBgNVBAOTDk51dXJv
bmlvLCBMZGEUMRgWFgYDVQQLEWOEZXN1bnZvbHZpbWVudG8xGzAZBgNVBAMTEMJy
dXR1lcy5uZXVyb25pby5wdDEbMBkGCSQGSIb3DQEJARYMc2FtcG9AaWtpLmZpMB4X
DTk2MDkwNTAzZNDIOM1oXDTk2MTAWNTAzZNDIOM1lowgaAxCzAJBgNVBAYTA1BUMRMw
EQYDVQQIEWPRAWV1bnNsYW5kMQ8wDQYDVQQOHEWZMaXNib2ExFzAVBgNVBAOTDk 51
dXJvbmlvLCBMZGEUMRgWFgYDVQQLEWIEZXN1bnZvbHZpbWVudG8xGzAZBgNVBAMT
EmJydXR1lcy5uZXVyb25pby5wdDEbMBkGCSQGSIb3DQEJARYMc2FtcG9AaWtpLmZp
MFwwDQYJKoZIhvcNAQEBBQADSWAWSAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1k jNw
L41YKbpzzlmC5beaQXeQ2RmGMTXU+mDvuqItjVHOK3DvPK71TcSGEftUCAWEAATAN
BgkghkiG9wOBAQQFAANBAFqPEKFjk 6T 6CKTHvaQeEAsX0/8YHPHgH/9AnhSjrwuX
9EBcOn6bVGhN7XaXd6sJ7dym9sbsWxb+pJdurnkxjx4=

C=PT, ST=Queensland, L=Lisboa, O=Neuronio,
Lda.,OU=Desenvolvimento, CN=brutus.partner.com, emailAddress=admin@example.com
Paste private key in PEM format (end with '.'):

MIIBPAIBAAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1kjNwL41YKbpzzlmC5beaQXeQ
2RmGMTXU+mDvuqI tjVHOK3DVPK71TcSGE tUCAWEAAQIBALjkK+jc2+iihI98riEF
oudmkNziSRTYjnwjx8mCoAjPWviB3c742e03FG4/s0iljD9A5alihEOXfUzloenr
8IECIQD3B5+01+68BA/6d76iUNGAAV8djGTzvxnCxycnxPQydQThAMXt4trUI3nc
a+U8YL2HPFA3gmhBsSICbg20ptOCnM7hAiEA6Xi3JIQECob8YwkRj29DU3/4WYD7
WLPgsQpwolGuSpECICGsnWH50aeD9t9jbFoSfhJvv0IZmxdcLpRcpslpeWBBALiEA
6/5B8J0GHAIq8 9FHWEG/H2eVVUYu5y/aD6sgcm+0Avg=

Do you want to add an intermediate certificate? [N]> n

Do you want to check if Common Name is in Fully Qualified Domain Name (FQDN) format ?
[N]> yes

List of Certificates
Name Common Name Issued By Status Remaining FQDN
Compliance Checked

partner.c brutus.partner.com brutus.partner Active 30 days
Yes

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days
No

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services
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(>

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

(>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Installed certificate and key for receiving, delivery, and https
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bl BCERAZDEK
ROBITIR, BOBATREL R LET

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status Remaining
partner.c Dbrutus.neuronio.pt brutus.neuronio.pt Expired -4930
days

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR
- EDIT - Update certificate or view the signing request
- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services
[1> new

1. Create a self-signed certificate and CSR

2. Create a self-signed SMIME certificate and CSR
[11> 1

Enter a name for this certificate profile:

> example.com

Enter Common Name:

> example.com

Do you want to check if Common Name is in Fully Qualified Domain Name (FQDN)
format ? [N]>

Enter Organization:

> Example

Enter Organizational Unit:

> Org

Enter Locality or City:

> San Francisco

Enter State or Province:

> CA

Enter Country (2 letter code):

> US

Duration before expiration (in days):

[3650]>

1. 1024

2. 2048

Enter size of private key:

[2]1>
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Do you want to view the CSR? [Y]> y

MIICrTCCAZUCAQAwWaDELMAkKkGA1UEBhMCVVMxFDASBgNVBAMTC2V4YW1lwbGUuY29t
MRYwWEFAYDVQQHEw1TYW4gRnJhbmNpc2 9jMRAWDgYDVQQOKEwWd1eGFtcGx1MQswCQYD
VOQIEwJDQTEMMAOGALUECxMDb3JnMIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMIIB
CgKCAQEA+NwamZyX7VgTZka/x1I5HHrNOV2MPKXoLq7FjzUtiIDwznElrKIuJovw
Svonle6GvF1UHEjv8B3WobOzk5Ny6btKjwPrBfaY+qgr7rzM41AQKHM+P61+1ZnPU
PO5SNIRCKkLP4XsUuyY6CalWLTiPIgag2fR8Y0JIX/kesZcGOglde66pN+xJIHHYadD
00p0ggi6SLNfAzJu/HEU/fnSujG4nhF0ZG1l0pVUx4£g33NwZ4wV10XBk3GrOjbbA
ih90zAwfNzxb57amtxEJk+pW+co3uEHLIJIOPdih9SHzn/UVU4hiu8rSQR19sDApp
kfdWcfaDLF9tnQJIPWSYoChOUSgCc8QIDAQABOAAWDQYJKOZIhvcNAQEFBQADggER
AGiVhyMAZuHSvIyAO08kJICmrgO89yR1InDUXDDo6IrODVKx4hHTiO0anOPulnsThSvH
7xV4xR35T/QVOU3yPrL6bJIbbwMySOLIRTIsUcwZNJOE1xMM5EKBM2BOIS5rs4159g
FhHVejhGlLyyUDLOU82wsSLMgLFH1IT63tzwVmRiIXmAu/1HYci3+vctb+sopnN1
1Y10Iuj+EgqWNrRBNNnKXLTdXkzhELOd8vZEqGSAfBWY ) Z2mECzC7SG3evakw/OGLk
AilNXHayiGieY+UfWzF/HBSekSJtQubehIv6JpBSY/MnYU4t11ExgD+GX31lrudxcs
zDas2rS/Pbpn73Lf503nmsw=

List of Certificates

Name Common Name Issued By Status Remaining
example.c example.com example.com Valid 3649 days
partner.c Dbrutus.partner.com brutus.partner.com Valid 30 days

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

[1>

Bl - BE2Z% S/MIME E 2 EBZ D 1ERK

RIZ, B Ay E—TVOHCES SMIME GEHEZAER T 262~ LET,

vml0esa0031l.ga> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles

- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status Remaining
Demo Cisco Appliance Demo Cisco Appliance Demo Active 3329 days
Choose the operation you want to perform:

IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

1> new

. Create a self-signed certificate and CSR

. Create a self-signed SMIME certificate and CSR

11> 2

Enter a name for this certificate profile:

> smime signing

Enter Common Name:

> CN

Do you want to check if Common Name is in Fully Qualified Domain Name (FQDN)

[
1
2
[
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format ? [N]>

Enter Organization:

> ORG

Enter Organizational Unit:

> OU

Enter Locality or City:

> BN

Enter State or Province:

> KA

Enter Country (2 letter code):

> IN

Duration before expiration (in days):
[3650]>

1. 1024

2. 2048

Enter size of private key:

[2]1>

Enter email address for 'subjectAltName' extension:
[1> admin@example.com

Add another member? [Y]> n

Begin entering domain entries for 'subjectAltName'.
Enter the DNS you want to add.

[1> domain.com

Add another member? [Y]> n

Do you want to view the CSR? [Y]> n
List of Certificates

Name Common Name Issued By Status
smime sig CN CN Valid
Demo Cisco Appliance Demo Cisco Appliance Demo Active

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

(1>

BUEDO AR 2 FR LET

M - Z oo~ K lcommit] (THEHY FH A,

avy R sEH |

Remaining
3649 days
3329 days

JGAREE . Zoavwy RiE, TRTOY U E—F (WFREZ, T—F, <) Tff

MT&EET,

NyF avwrs R Zoavy Ry FELZSR—FLTWEEA,
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daneverify

st A

ER7E

1

diagnostic

i

mail.example.com> date
Tue Mar 10 11:30:21 2015 GMT

il (85 N—2)
< fERTTIE (85 =)

« 5] (85 =X—2)

FBESNTE RAAL LD DANE NV R—FENTWEINE I EHERLET,

fEE : Z0a~2 N2 commit [TMEH Y FH A,
HDSREAEE . Z0a<wr RiE~wyy T— R TCORMEATEE T,

NyFAI K Zoavy RNy FRELEFR—FLTWET, FMIOW TR, nelp
daneverify A< RKEATILT, 41T ~NATEZBLTIEIN,

WDOBIT, daneverify A~ REFEHT D L, FHE SN/ KA A D DANE V7R — b %R
TEETL

mail3.example.com> daneverify

Enter the DANE domain to verify against: []> example-dane.net

Trying DANE MANDATORY for example-dane.net

SECURE MX RECORD found for example-dane.net

SECURE A record (10.10.1.198) found for MX(mail.example.com.cs2.test-dane.net) in

example-dane.net

SECURE TLSA Record found for MX (mail.example.com.cs2.test-dane.net) in example-dane.net
TLS connection established: protocol TLSv1.2, cipher DHE-RSA-AES128-SHA256.
Certificate verification successful for TLSA
record(030101329aadl9cfb5a0bb8d3b99c67dd1282a4dcdf67bd9¢c4efc08578657065fe7504)
TLS connection succeeded example-dane.net.

DANE_SUCESS for example-dane.net

DANE verification completed.

diagnostic =~ & RIZIRDT7ZOIZEH L E 7,
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. diagnostic 1< > KD {#E A

X FESER2—T 4 VT4 EMEHA LI, A"~ FNU =T Xy N ORED N7 7L
Sa—T 4T

« RAID DIRREDTF = v 7

¢ ARP ¥ ¥ v ¥ 2 DFIR

+«LDAP, DNS, BLWARP F v v 2D/ 7T

«SMTP 7 A k A v E—TD%(F

I A—NT = T2 A THEN > TWNLHY—E AT VU DAT — X AOFEE) & &
7o

diagnostic A< > FDFEMH
diagnostic 7 A =2 —Tl&, WOa~r REHTE£7,

% 5:diagnostic* 727V K

F7var HJavor TRASEYT«

RAID 1. 7 4 AV WRAED FAT C30 35 LT C60 T D i FH AT RE,

2. FEITHDE R DE=
55_.

3.7 4 AV RS RO FIR

DISK_USAGE (BélL) |H7 =~ Rl Zoawy T TICELLSLTWE
7, PV IZ, diskquotaconfig =
<V REERLET,

NETWORK FLUSH C-Series, M-Series
ARPSHOW
SMTPPING
TCPDUMP

REPORTING DELETEDB C-Series, M-Series
DISABLE

TRACKING DELETEDB C-Series, M-Series
DEBUG

RELOAD YT a<w KL C-Series, M-Series

SERVICES RESTART C-Series, M-Series
STATUS
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ER7AE

INY FRER

mans

FeE  Zoa<r R lcommit] IZMNEHD FH A,

JIARER  ZDa<vy RiEvy B R TOMEATEET, IHIT, Z0avwr Nign
TAVERARN (—HF—nDua /A Li-rv ) TORMFEATEET, Zoa~vy ReERT
HIZIE, a—HN T2 AN AT AT I EATEXALERLY £97,

NyF avws R Zoavwy NIy FEXREZSR—FLTHET,

diagnostic =~ ROy FREALMHT 5L, RAID DREOF =y 7, Frvianr ]l
7. ARP F ¥ v Va2 ODNEDFREFETTEET, Ny F avr FE LTETT LT K
DIEREEH L ET,

ROBIEDT= DIy FRREHH L £ T,
« RAID DIRBEDTF = v 7

diagnostic raid

ARP ¥ v v 2 ONFDER

diagnostic network arpsho

NDP ¥+ v a2 ODNEDFER

diagnostic network ndpshow|

LDAP, DNS, ARP, BXU'NDP F¥ v =27 U 7T

diagnostic network flush

LAR—F F—=FX=20 Vv M5 OHIBR

diagnostic reporting deletedb

LiR— h 7 —E DAL

diagnostic reporting enable

LR— | F—F 0l
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B o mrrrvsanrresyr

diagnostic reporting disable

KT wFoV F—r_R—2Z20 Ut v I OWI

diagnostic tracking deletedb

RANDORETOEICHREZ Y £ b

diagnostic reload|

5l : ARP v v aDRREV T
KOBITIX, diagnostic a2~ FEZHEHL T, ARPF ¥ v v aDNEFELEZFRRL, Xy hU—

J

WCEET 2T _XTOFy v var 7T v a2 LET,

mail.example.com> diagnostic
Choose the operation you want to perform:

RAID - Disk Verify Utility.

DISK USAGE - Check Disk Usage.

NETWORK - Network Utilities.

REPORTING - Reporting Utilities.

TRACKING - Tracking Utilities.

RELOAD - Reset configuration to the initial manufacturer values.

[1> network
Choose the operation you want to perform:

FLUSH - Flush all network related caches.
ARPSHOW - Show system ARP cache.

NDPSHOW - Show system NDP cache.

SMTPPING - Test a remote SMTP server.
TCPDUMP - Dump ethernet packets.

[1> arpshow

System ARP cache contents:

(10.76.69.3) at 00:1e:bd:28:97:00 on em0 expires in 1193 seconds [ethernet]
(10.76.69.2) at 00:1e:79:af:£f4:00 on em0 expires in 1192 seconds [ethernet]
(10.76.69.1) at 00:00:0c:9£:£f0:01 on em0 expires in 687 seconds [ethernet]
(10.76.69.149) at 00:50:56:b2:0e:2b on em0 permanent [ethernet]

Choose the operation you want to perform:

FLUSH - Flush all network related caches.
ARPSHOW - Show system ARP cache.

NDPSHOW - Show system NDP cache.

SMTPPING - Test a remote SMTP server.
TCPDUMP - Dump ethernet packets.

[1> flush

Flushing LDAP cache.

Flushing DNS cache.

Flushing system ARP cache.

10.76.69.3 (10.76.69.3) deleted

10.76.69.2 (10.76.69.2) deleted

10.76.69.1 (10.76.69.1) deleted

10.76.69.149 (10.76.69.149) deleted

Flushing system NDP cache.

fe80::250:56ff:feb2:e2d%em2 (£fe80::250:56ff:feb2:e2d%em2) deleted
feB80::250:56ff:feb2:e2c%eml (fe80::250:56ff:feb2:e2c%eml) deleted
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fe80::250:56ff:feb2:e2b%em0 (fe80::250:56ff:feb2:e2b%em0) deleted
Network reset complete.

Bl - BD A —)L Y—/\— & DIEHTDIRAE

ROFITIL, diagnostic 2~ > RZEH L THD A —L ==L DFfaEF v 7 LET,
A=) = R—% T A N T H0E, V== L TA v =T EIEET D0, ping & FIT
LET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[]1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> smtpping

Enter the hostname or IP address of the SMTP server:
[mail.example.com]> mail.com

The domain you entered has MX records.

Would you like to select an MX host to test instead? [Y]> y
Select an MX host to test.

1. mx00.gmx.com

2. mx01l.gmx.com

[1]1>

Select a network interface to use for the test.

1. Management

2. auto

[2]1> 1

Do you want to type in a test message to send? If not, the connection will be tested
but no email will be sent. [N]>

Starting SMTP test of host mx00.gmx.com.

Resolved 'mx00.gmx.com' to 74.208.5.4.

Unable to connect to 74.208.5.4.

Bl RYDEETDEADEFA—ILTF—FITAHZED) Y b
wIZ. HIORETTDOEICEFA—NT = U2 A DBRELEZ VY bT20Z2RLET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[1> reload

This command will remove all user settings and reset the entire device.
If this is a Virtual Appliance, all feature keys will be removed,
and the license must be reapplied.

Are you sure you want to continue? [N]> Y

Are you *really* sure you want to continue? [N]> Y

Do you want to wipe also? [N]> Y
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B v—cxrovoomeEnRF—5 2087

H—EX TV

CUDBEEBERAT I ADRE

CLI T diagnostic > services W7 a2~ R&HEHA LT, UTFT2ETTxE7,
CEIA—NT = T2 A THEDNZ > TWVELY— AT VU EHEFSHLET, BT A—
NI — T oA ZFEESTLIHLEITH Y FH A,
cEBEFA—NT =N oA THENNZR o TVDL—E AT PV DRAT —H AR LE
R

FEHIIZ DUV TIE, Cisco Secure Email Gateway @ [CLI U 7 7 L A0 A K] &2 L T 7ZE
AN

diskquotaconfig

ER7E

Ny FRR

1

LAR— M LIBEF, BREE, o7 T A0 Ny bR T Ty BROar 7 Falb—ve
Y77 ANMADT 4 A7 FEBEID B TERREITRELET,

Z DFSEEDFEIZ W CIiE,  [User Guide for AsyncOSfor Cisco Secure Email Gatewayl] % 2 i
LTI,

MEE : Z0a<y Kt Tcommit] 2SMHEE T,
IS RAREE . T Da<wy Niivi oy B— R COMEHATXET,
NYyF AT R Zoa<wr RNy FEXREZ R —F L THET,

diskquotaconfig <feature> <quota> [<feature> <quota> [<feature> <quota>[<feature> <quota>]]]
<feature> D HZNMEIL, euq. pvo. tracking, reporting T,
<quota> DA ZNEITHEL T,

mail.example.com> diskquotaconfig

Service Disk Usage (GB) Quota (GB)
Spam Quarantine (EUQ) 1 1

Policy, Virus & Outbreak Quarantines 1 3
Reporting 5 10
Tracking 1 10
Miscellaneous Files 5 30

System Files Usage : 5 GB
User Files Usage : 0 GB
Total 13 54 of 143
Choose the operation you want to perform:
- EDIT - Edit disk quotas
[1> edit
Enter the number of the service for which you would like to edit disk quota:
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ecconfig .

1. Spam Quarantine (EUQ)

2. Policy, Virus & Outbreak Quarantines

3. Reporting

4. Tracking

5. Miscellaneous Files

[11> 1

Enter the new disk quota -

[11> 1

Disk quota for Spam Quarantine (EUQ) changed to 1
Service Disk Usage (GB) Quota (GB)
Spam Quarantine (EUQ) 1 1
Policy, Virus & Outbreak Quarantines 1 3
Reporting 5 10
Tracking 1 10
Miscellaneous Files 5 30

System Files Usage : 5 GB
User Files Usage : 0 GB
Total 13 54 of 143
Choose the operation you want to perform:
- EDIT - Edit disk quotas
[r>

ecconfig

URL 7 A V& U » ZHERETHEN T 2REAEO PN T 286k 74 7 > haREE 37
U7 L%,

VAADYR— FDBIRRNRWGEEIL, Zoavy REFH LN TS ZEN,

x> F UL, <hostname:port> F 721 <IPv4 address:port> DRI T AMERH Y £, A—h
[ A IV G

T 7 Hv KN = —ZFEET HITIX, ecconfig server default & AJTJ L E T,

ERAE
e : Zoa<r ik lcommit) 2AXLETT,
JIABER  ZDavr N, V7 I7AZHADOTXTOLLVTHEATEET,
NyFaAvo R Zoa<wry NIy FEXREZ PR —F L THET,

Ny FRRK
c F TN NS DOBIET TA T b N ET BT

> ecconfig server <server name:port>

TITHNNDOBRERT TAT b = _—%f T 5T

> ecconfig server default
15

mail.example.com> ecconfig
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1

ecupdate

ER7E

Ny FRR

avv R sEH |

Enrollment Server: Not Configured (Use Default)

Choose the operation you want to perform:

- SETUP - Configure the Enrollment Server

[1> setup

Do you want to use non-default Enrollment server?

WARNING: Do not configure this option without the assistance of Cisco Support.
Incorrect configuration can impact the services using certificates from the Enrollment
server. [N]> vy

[1> 192.0.2.1

Choose the operation you want to perform:

- SETUP - Configure the Enrollment Server

1>

URL 7 4 V& V) > 7R CRE AT 25EAE 2 BEIMICEE T2 DIERA SN D, BRI I94 7T
VRDOBIEDONR—T g U EFRRLET,

MEE : ZDa<y RIZ lcommit] 1ZMEH D FH A,
IS AREHE . Zpa<wy RiIvwiy B— R TORFEHTXET,
NYyFaAIVEKR : Zoavy RNy TFEXESR—FLTWVERA,

mail.example.com> ecstatus
Component Version Last Updated
Enrollment Client 1.0.2-046 Never updated

URL 7 4 /v & V) > 7R CE AT 2FEAE 2 HEIMICEE T DIERA SND, BEEI F94 7T
YRIEFETESLES, @, ZOEMIEENITONET, YAIDOYR— M LER
NRWEAIT., Zoa~<r REFHLRNTLEE N,

force /X7 A —4 (ecupdate [force]) ZfiH L7=%HE., BEN/MEIN2TH, 7947k
DEH SNET,

FEE : Zoa<y RIZ Tcommit] 1ZMEH D XA,
JIRABEH  Zoavw s RiIvwry BE— R TCORMEATEET,
NyFaAvo R Zoa<wry NIy FEXREZ R —F L THET,

> ecupdate [force]
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mail.example.com> ecupdate
Requesting update of Enrollment Client.

encryptionconfig

ERAE

1

WA A— MRS LERELET,

MeE : oo~ KX lcommit] NHEETI,
G ARER . Zpa<y Riivwyy B— RCOREHATEET,
NYyFaAIV R Zoavy NIy FEXLEZSR—FLTOWERA,

WIZ, b7 e 7 7 A VB EET L6 2R L ET,

mail.example.com> encryptionconfig

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[1> setup

PXE Email Encryption: Enabled

Would you like to use PXE Email Encryption? [Y]>

WARNING: Increasing the default maximum message size (10MB) may result in
decreased performance. Please consult documentation for size recommendations
based on your environment.

Maximum message size for encryption: (Add a trailing K for kilobytes, M for
megabytes, or no letters for bytes.)

[10M]>

Enter the email address of the encryption account administrator
[administrator@example.com]>

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[1> profiles

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status

HIPAA Hosted Service No Not Provisioned
Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile
- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

[1> edit

1. HIPAA

Select the profile you wish to edit:
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[11> 1
Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: AES-192

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Filename for the envelope: securedoc_${date}T${time}.html

Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1> security

1. High Security (Recipient must enter a passphrase to open the encrypted
message, even if credentials are cached ("Remember Me" selected).)
2. Medium Security (No passphrase entry required if recipient credentials are
cached ("Remember Me" selected).)

3. No passphrase Required (The recipient does not need a passphrase to open the
encrypted message.)

Please enter the envelope security level:

11> 1

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: AES-192

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Filename for the envelope: securedoc_ ${date}T${time}.html

Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL
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- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1> forward

Would you like to enable "Secure Forward"? [N]> y

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: AES-192

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: Yes

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Filename for the envelope: securedoc_ ${date}TS${time}.html

Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[r>

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status
HIPAA Hosted Service No Not Provisioned

Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile
- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

[r>

IronPort Email Encryption: Enabled
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. encryptionstatus

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[r>
encryptionstatus

& BA
encryptionstatus 2~ NiX, B FA— VT — sV =xA EOPXEZ LV & RASL U~y
BT T 7ANDN=T gt alR—3 MPREICEST SN ARER R LET,

ERAGE
FEE : D=2~ NI Tcommit) IMEH Y FHA,
DIARABER . ZOav L NExvy E— R COMEMTEET,
NyFAIVER: Zoavr IRy FELEF AR —FLTWEREA,

1

mail3.example.com> encryptionstatus

Component Version Last Updated

PXE Engine 6.7.1 17 Nov 2009 00:09 (GMT)

Domain Mappings File 1.0.0 Never updated
encryptionupdate

B85
encryptionupdate 2~ NI, B A—NVT— bV =xA EOPXEZ U OEFEERL
£7

ERAE
FEE : 20~y N2 Tcommit] 1ZMEH D FHA,

DSRAABER: Z0a<v NI~y v E—RTORMEATEET, &bz, Zoa~vr Kign
TA Y FRAN (== u s A Lirviy) TORMEHTEET,

NYF AT R: Zoa~vy RNy FEXREZ P R—F L TWERTA,
151

mail3.example.com> encryptionupdate
Requesting update of PXE Engine.
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enginestatus

B2LL]

ERAE

1

enginestatus .

enginestatus 2 v Nif, BFA— VT — VA ETARX—T Mo TN DHERET
VYDAT=H AL CPUMMREERT DI S ET,

Fe® : Zoa<y K2 Tcommit] 1ZMEH D FH A,

JIGARER - Zpavy N, TRTOY U EF—RF (AKX, TA—TF <) Tff

MTEET,

NYyFaAvv R Zoavwy NIy FEXREZ SR —FF L THET,

enginestatus 2~ REZAJJL T, A T4 ~VTZZRLTLZS0,

FEAMZ OV T, help

WOBNE, BEAA—NT—b U=z ETARZ—=T NIRRTV ETRTOZL DU DAT—H
AL CPUEHEEZFRRT D HEEZRL TWET,

vm30esal0086.1ibga> enginestatus

Choose the operation you want to perform:
- GRAYMAIL - View Graymail engine status
- SOPHOS - View Sophos engine status

- CASE - View CASE engine status

- AMP - View AMP engine status

- MCAFEE - View McAfee engine status
- ALL - View status of All engines

[1> ALL

CASE Status: UP CPU: 0.0%
Component

CASE Core Files

CASE Utilities

Structural Rules

Web Reputation DB

Web Reputation Rules
Content Rules

Content Rules Update

SOPHOS Status: UP CPU: 0.0%
Component

Sophos Anti-Virus Engine
Sophos IDE Rules

GRAYMAIL Status: UP CPU: 0.0%

Component
Graymail Engine
(GMT +00:00) updated

Graymail Rules

Graymail Tools

MCAFEE Status: UP CPU: 0.0%
Component

McAfee Engine

McAfee DATs

AMP Status: UP CPU: 0.0%
Component

Version

3.5.0-008

3.5.0-008
3.3.1-009-20141210 214201
20141211 111021

20141211 111021-20141211 170330
unavailable

unavailable

Version
3.2.07.365.2 5.30
0

Version
01-392.68

01-392.68#121
1.0.03

Version
5700
7437

Version

Last Updated

Never
Never
Never
Never
Never
Never
Never

updated
updated
updated
updated
updated
updated
updated

Last Updated

Never
Never

updated
updated

Last Updated
N10 Nov 2016 07:08

Never
Never

updated
updated

Last Updated

Never
Never

updated
updated

Last Updated
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featurekey

i

ER7GE

1
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AMP Client Settings
AMP Client Engine

Never updated
Never updated

=
o o

featurekey 2 ¥ Fif, VAT A ETHF Lo TA RX—T NIRRTV DHTXTOHKEE &
F—CHEETLEREF R LET, T, AL TUEEEZ AT LD, B LUVEEEE
X —%2F vl LTV THZIELTEET,

RIEF A=V — T = A12DOW T, loadlicense (344 ~2—<°) ¥ X U'showlicense (345
N=) LML T EE,

MeE : 0o~ KX lcommit] NHFTI,
JIARER  Zoav NiIvyry B R TORMEHATEET,
NYyFaAIVEF: Zoaxwy RNy TFELESR—FLTVERA,

ZOFITIL, featurekey 2~ RZEH L TH LWEREEX—%2FT = v 7 LET,

mail3.example.com> featurekey

Module Quantity Status Remaining Expiration Date
Outbreak Filters 1 Active 28 days Tue Feb 25 06:40:53
2014

IronPort Anti-Spam 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Sophos Anti-Virus 1 Active 26 days Sun Feb 23 02:27:48
2014

Bounce Verification 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Incoming Mail Handling 1 Active 20 days Sun Feb 16 08:55:58
2014

IronPort Email Encryption 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Data Loss Prevention 1 Active 25 days Fri Feb 21 10:07:10
2014

McAfee 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Choose the operation you want to perform:

- ACTIVATE - Activate a (pending) key.

- CHECKNOW - Check now for new feature keys.
[1> checknow

No new feature keys are available.
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featurekeyconfig .

featurekeyconfig

B2LL]

ERAE

1

generalconfig

B

ER7E

featurekeyconfig =~ N T, fEHFEERF—DF¥ v on—Re<w v EOF—DOHH
ZHBRICIT) Kolc~y v aRETEET,

M€ : oo~ KX lcommit] 2NHHEETI,

JIAREH  Zoa<wr NI, IRXTOY =R (ITRE, TA—T <) T
Ac&EEd,

NYyFaAv R Zoavry NIy FEXREZR—FLTOERA,

Z OHITIL, featurekeyconfig =~ > RZf#i H L T autoactivate 3 J O autocheck #§RE % A R — 7
M LET,

mail3.example.com> featurekeyconfig

Automatic activation of downloaded keys: Disabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- SETUP - Edit feature key configuration.

[1> setup

Automatic activation of downloaded keys: Disabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.
[1> autoactivate

Do you want to automatically apply downloaded feature keys? [N]> y
Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.
[1> autocheck

Do you want to periodically query for new feature keys? [N]> y
Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Enabled

generalconfig 2~ R&fHT5L 77 U FEFRETEET,

We®E : Zoa<y Rt lcommit] DSMLET,
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. {5 : Internet Explorer EitEE— FDA—/—5 41 FORTE

JIALEH  ZDa<vr NiE, $RTCOSY U ET—R (FTRZ, I—F <) T
MTEET,

NyF avws R Zoavy FEANAyFEREZ AR — KL TWET, FHMIZOV T, help
generalconfig 2~ REZASLT, £ T4 ~VTHSMLTITZIN,

51 : Internet Explorer E¥ttEE— KDA—/\—5 1 FDRTE

healthcheck
El:)

ER7GE

1

WIT, IE AT — R F— =54 FT L5012 R LET,

mail.example.com> generalconfig

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

[1> ieoverride
For better web interface rendering, we recommend that you enable Internet
Explorer Compatibility Mode Override. However, if enabling this feature
is against your organizational policy, you may disable this feature.
Internet Explorer Compatibility Mode Override is currently disabled.

Would you like to enable Internet Explorer Compatibility Mode Override? [N]y

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

[1>

BAAA—NT— b =2 OREZHERELET, ~NATF 2w 7 IZLVBEORT—X A1 T D
BT —4% (K35 H) BDotrdh, &1 A—NVT— b xA ORENHE S NET,

Mg . 0o~ R lcommit] (TM4EHD FH A,

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (F9R&, IA—F <) T
HTxF7,

NyF avw R Zoavy MRy FEXRESR—FLTWERA,

mail.example.com> healthcheck
Analyzing the system to determine current health of the system.
The analysis may take a while, depending on the size of the historical data.

System analysis is complete.

The analysis indicates that the system has experienced the following issue(s) recently:
Entered Resource conservation mode

Delay in mail processing

High CPU usage

High memory page swapping

High memory usage

For more information about these problems and how to remediate them, see the TechNote
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healthconfig

BILL]

ER7AE

1

healthconfig .

http://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/
118881-technote-esa-00.html

CPUEAR, V—0 X% a—DKRKRKA vE—VHE, ETA—NT = =2/ DIFEIERIE
WHENRTA—ZDLEVMEEARELET

MeE : oo~ KX lcommit] NHFETI,

JGAREE  Zoavr RiE, TRTOSY U E—R (WFREZ, T—F, <) Tff
ATxEd,

NyF avws R Zoavy MRy FELXEZSR—FLTHERA,

mail.example.com> healthconfig

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> workqueue

Number of messages in the workqueue : 0O

Current threshold on the workqueue size : 500

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for number of messages in work queue.

[500]> 550

Do you want to receive alerts if the number of messages in work queue exceeds
threshold value? [N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> cpu

Overall CPU usage : 0 %
Current threshold on the overall CPU usage: 85 %

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for overall CPU usage (in percent)

[85]1> 90

Do you want to receive alerts if the overall CPU usage exceeds threshold value?[N]> n
Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> swap
Number of pages swapped from memory in a minute : O
Current threshold on the number of pages swapped from memory per minute : 5000

Alert when exceeds threshold : Disabled
Do you want to edit the settings? [N]> y
Please enter the threshold value for number of pages swapped from memory in a

avy R sEZH II
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. ntpconfig

ntpconfig
2R

ER7AE

1
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minute.

[5000]1> 5500

Do you want to receive alerts if number of pages swapped from memory in a
minute exceeds the threshold? [N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

1>

ntpconfig 2~ RTIX, Xy hU—2 XA A 7 haj (NTP) ZHEHL T AT A Y
0y EMoar o —&EET 5L 91T, AsyncOS ZXELE T, NTP #4717 51
IZ. settime o~ F&EHALE7,

feE : Zoa<r N Tcommit] NHUETT,

JGAREE . Zavy RiE, TRTOYET—F (WFRE, T—F, <) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZ S R—FLTWEEA,

mail3.example.com>

ntpconfig

Currently configured NTP servers:

1. time.ironport.com

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.
- AUTH - Configure NTP authentication.

[1> new

Please enter the fully qualified hostname or IP address of your NTP server.
[1> ntp.example.com

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

- AUTH - Configure NTP authentication.

[1> sourceint

When initiating a connection to an NTP server, the outbound IP address
used is chosen automatically.

If you want to choose a specific outbound IP address,please select

its interface name now.

1. Auto
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portalregistrationconfig .

2. Management (172.19.0.11/24: elroy.run)
3. PrivateNet (172.19.1.11/24: elroy.run)
4. PublicNet (172.19.2.11/24: elroy.run)
[11> 1

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:
- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.
- AUTH - Configure NTP authentication.
[1> auth

Would you like to enable NTP authentication? [N]>yes
Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Authentication is on

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

- AUTH - Configure NTP authentication.

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added new NTP server

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

portalregistrationconfig

ER7E

l

CiscoTalos BT A — VAT —H AR—H )L, TV Ra—HP—nEDB T A —IINIEEDAT—
R2AZFT=R—Y L TTH0D Web XR—AY —)L T, ZOR—F/)LTi, EHT LT
TOEFA—NT— T oA PIBEBGKID 252 EBRMETT,

Bk ID 2% ET HI2iX, CLI T portalregistrationconfig 2~ REFEHLET, &
FANT = T2 AN TAZ O TRVGE, AT LT TOEFA VT =y =
AR DBREKID 2R ET DMHENRH D £,

=B NZONWTIE, =P —H A RERITA L TA o~V TD TARKE T LA XA — )LD
B 0EAZZRLTEEN,

WEE : Zoa<y Rt lcommit] 2SMHET,

JIIARER  Zpavw Rt TRTOYUEFT—R (PTRE, TA—TF, =) Tff
HT&xET,

NRyF avw s R:Zoavy RNy FEXRLZPR—FLTWETA,

mail3.example.com> portalregistrationconfig
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reboot

i

ERAE

1

repengstatus

Bk

ER7E

1

Choose the operation you want to perform:
- REGISTRATION ID - Set up the Registration ID.
[1> registration_id

Enter the new value of the Registration ID.
[1> registrationidexamplel234

WA —NT = T = A ZFHEBLET,

WeE : Zoa<y R Tcommit] ITMEHY XA,
JIAREH . Coavwy RiEvyy BF— R TCOLEHATXE4,
NYF AR K Zoa<wry RNy FERXETR—F L THEEA,

mail3.example.com> reboot

avv R sEH |

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...
Mail delivery suspended.

LT —a DN —g UEREERLET,

WeE  Zoa<y R Tcommit] 1ZH4EH D FH A,
JIAAER . Zoav L RiZ~v vy E— R TCORMEATEE7,
NYF AT E: Zoavry RNy TFERXETR— L TWERA,

mail.example.com> repengstatus
Component Last Update Version

. av vk BEH



I av vk 5EH

resume

i

ERAE

1

resumedel

Bk

ER7E

1

Reputation Engine 28 Jan 2014 23:47 (GMT +00:00) 1
Reputation Engine Tools 28 Jan 2014 23:47 (GMT +00:00) 1
ZEEREEZHRALET,

WEE : Zoa<y R lcommit] IZMEH D FH A,
JTAREM  Zpavy Riivwiy B— R TORMEATE £,
NYF AR KR Zoa~vy RNy FEXREZPR—F L TWERTA,

mail3.example.com> resume
Receiving resumed for Listener 1.
Mail delivery resumed.

Mail delivery for individually suspended domains must be resumed individually.

BefE z #EBA L £ 9

WeE  Zoa<y R Tcommit] 1ZH0EH D FH A,
JIAAER . ZDav L RiZ~v vy E— R TCORMEATEE7,
NYF AT E: Zoavwry RNy TFERXETR— L TWERA,

mail.example.com> resumedel
Currently suspended domains:
1. domainl.com
2. domain2.com
3. domain3.com

resume .

Enter one or more domains [comma-separated] to which you want to resume delivery.

[ALL]> domainl.com, domain2.com
Mail delivery resumed.
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. resumelistener

resumelistener

aBA
Y AF—TOZFEEHERLET,

ERAE

Fe® : Za<y K Tcommit] 1ZMEH D FHA,
JIAREM  Zpavy Riiviy B— R TOREATE £,
NYyFaAvo R Zoavy NIy FEXLEZR—F L TOHERA,

1

mail3.example.com> resumelistener

Choose the listener(s) you wish to resume.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[11> 1

Receiving resumed.

mail3.example.com>

revert

5ER
PRIV Y —2IZELET,

ERAE
Fe® : Zoa<y K lcommit] 1ZMEH D FHA,

JSRAREE . Zavy NiE, TRTOYE—F (WFRE, T—F, =) Tff
ATxE7,

Ky F AR E: Zoawy RSy FIRRE S H— b LTt A,
1

mail.example.com> revert

This command will revert the appliance to a previous version of AsyncOS.
WARNING: Reverting the appliance is extremely destructive.

The following data will be destroyed in the process:

- all configuration settings (including listeners)

- all log files

- all databases (including messages in Virus Outbreak and Policy quarantines)
- all reporting data (including saved scheduled reports)

- all message tracking data
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samlconfig

B

ER7E

samlconfig .

- all IronPort Spam Quarantine message and end-user safelist/blocklist data
Only the network settings will be preserved.
Before running this command, be sure you have:
- saved the configuration file of this appliance (with passphrases unmasked)
- exported the IronPort Spam Quarantine safelist/blocklist database

to another machine (if applicable)
- waited for the mail queue to empty
Reverting the device causes an immediate reboot to take place.
After rebooting, the appliance reinitializes itself and reboots
again to the desired version.

Available versions

1. 9.1.0-019
Please select an AsyncOS version [1]:
Do you want to continue? [N]>

P (107 ~X—20)
fEAE (107 X—Y)
o il HULWSAML Y2 7 7 A LDOZE (107 ~2—3)

o5l : SAML 711 7 7 A VDEFE (110 =*—)

P—ERA TS ETBIOTAT T AT 4 T, XOHRTEETSAML 710 7 7 4 V%
RELET,

a3y b Zoa~vy Rt lcommit) NHLETT,

PDISRRAEE . Z0a<v NiE, I _XTO~VYrET—RK (FT9RZ, IN—TF, <) TE
HTxFE9,
NYyF AT R: Zoa<wy RNy FEREZIR—FLTHEREA,

Bl : T LWVSAML A7 7 A ILDERTE

WORFITIL, samlconfig 2~ REMFH LT, Y—EARA T M XBILRTAT T 4T 47
BN, FORELEGLH LW SAML 70 7 7 A VEERLET, F—E R Fo M XHOA
RNIRRENE LB X — 2 AT DOUEROD ET, TAT T AT 4 T u A XOREZ FE)
TRET LMD, BEEOTAT T AT 4 TanA FDOAZT =2 A VR— T 5 LNRTE
7.

mail.example.com > samlconfig

Choose the operation you want to perform:

- UILOGIN - Create a new SAML Profile for UI Login.

[1> uilogin

No SAML profiles are configured on the system.

Choose the operation you want to perform:
- NEW - Create a new SAML profile.
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[1> new

Please enter the Service Provider Settings:
Enter the SP profile Name:

[1> sP1

Enter the SP Entity Id:

[1> ENTSP

Name ID Format: urn:oasis:names:tc:SAML:1.l:nameid-format:emailAddress
Assertion Consumer URL: http://mail.example.com
Please paste the SP Certificate

Paste the content now.

Press CTRL-D on a blank line when done.

MIIDMTCCAhmgAwWIBAgIJAPSTH660U00kKkMAOGCSgGSIb3DOQERBQUAMC8xXLTArBNV
BAMMJHZtMJF1c2EwMTMzLmNzMjEuZGV2aXQuY21zY29sYWJIzLmNvbTAeFw0OxOTAL
MDkxMzA3NDRaFw0yOTALIMDYxMzA3NDRaMC8xLTArBgNVBAMMJIHZ tMjF1c2EWMTMz
LmNzMjEuZGV2aXQuY21zY29sYWJIzLmNvbTCCASIwDQYJKoZ IhvcNAQEBBOADgGEP
ADCCAQoCggEBAM1 /iDEKYMKOXXU+XWQr+KrDxdNxg3tCkgLmZwFH4T]zxYLIwKsX fOfYWXKjDyhfNsWxohNemDne+RZc
DZ7bS/NG2WkjO0wiZBUCj42+0emtDDa0k2Imi/LquznQomNfsid20Z2iAh89gfEgRU
z0gadeWGTGtOB2bD1U4pwalx+4gKI25ZjpFtk6ak4p8NDZGNDZE3r4IvsPI9mlSSe
0IA+RwGBbgQxnFuuh9s8Nux1DzNj38Pb6gedjujwIHh3TTYETJ3rS5jBWnlJdsmt
2poT7pB8=

Please paste the SP Certificate Key
Paste the content now.
Press CTRL-D on a blank line when done.

MIIEowIBAAKCAQEAzX+IMSRgwo5ddT5dZCv4gsPF03Gre0KSouZnAUThOPPFgjA
gxcFm3yaUaKKUSf/yKUEeU00207£32gLt11JXY41ijO0sigb20+yAYJ+1L30QXCcAZRZ
hM8FZeLoxokwk+UiQDSVmMOUtWpeNRxIzZ6wCwsljWgbP8wOor/HXUVYrmoKH/Yn2
£f2£fg25GlexkOo0KrgREqQEC6LOs7V6yi00QXcKEf3IMOQVBVg2BELOIM1YIgXuNtOhw
P1IMfici6zaTl3KjnsOhmlOuEsWJ1QUnQzJwzd187v4Ae5IJPSh+dPGDPWjdmlzHBm
XibjRQO5CErsOsEN9IACMhONIBNnUKScggcuQSwIDAQABAOIBAGKPXK9rK9UMOBET
FKg8GtwjTyalPLi95n5GUWIEMo+NgEfNFc8uE76b442TNNudbBxirlUe279pU9jwh
GuDXfMTKADwPkx85ECg7113A9JDBiCRTRVkzBk163wtx5FYY1ZRBziNnr9JbHS2y
znk4Zgj2PM+B7VsPCAU6TZ0V8yEA075PtmZ fmwqg/Z1zMmIhDiFJgXZuxH7vYCP+y
3ZeBPp09YOu4Rz8xIMpUPG8z+b9ekoLd8KI0YQqdTZPqaG3MD8SEeKLSYLbyOklB
MGZWrVWRREfeNjEPsjixxjiLsdD8RFL+18SAzI5Zfmr1GM11McUcQ4zz8Wds5I2Z1
FhqW7vECgYEA+76Af/U7joUApx]zrm7MELHO/w+OKrPJJAC13V5PZtGgmITkrf33
7+kv3zlnyOBE5myErF1CtFYqJ30A/taolK1PdE4EFpIJevxATPF2hHOEe51YCx5v
T8G/dSOFSDm+30aXr3WQZfNPBOWBx1tb+0EaHGe553HtQQGAFtel112UCgYEAOPT]
AtE2t5IwV2xehBU7X1DkUSFITz6nH1kB/4jehQWbT3pulBctBfGeEfPMxreNmolt
kcNQ3pw6vo4ZeHrxG6A3KYWgPVN1hX0Y0o721evbUGWNAQrSb9eCEZy19100XW16F
ES5X2WQ/ENz8YDa/XgOJ6IIviW+++dSBfhEAzRRe8CgYAktfodLtDZjrGyrGPUuxmec
0X03Gsybk44wsoWNi5Q+pTErLwNOECWY00OES50UqmPXDL24FiBg/G5WYHUWL5Be /
Xggohjv4YgF5StHY+71Rxr1lhnWdab7zBv7pAxcZIéwrXfn8eO0iGtjFaomyNanrYC
JNM+8y1b//QeN67LIfe4NQKBgBcURC4b2RUXGhGt sEqaJbIdm8LBAIgVN4Bsj 7WQR
bTH3yolekjPc02YipziIWodf4k28+9LrZVUQoBRHkVYTB2nrqev2DTU1Znn0gFj9
F4d7FzWvTkKPu+HN6BGVHp6TM/0tVTkyiMCRUzZRezYNFdmX6jU5m411zv0OULDgA9
yicVAOGBAJHY4jbd9mi+u87ss6yT4ETHmzauxdl4ohEQmNhMOYgBeaNC1LRrzQoM
JhK1xSx55X21R+2I11zg6DVJI3GFpc+Kfwp86676J08tWfad+3mnHtRgSSFEaV/ 71k
YfO9kYdhDAVLU4BFmBQSFi8Brx6Bmi2MpjTP1CsTStAKANB2KZuvV

"DEnter the SP Certificate Passpharse:
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1>

Do you want to Sign Requests:

[01>

Do you want to Sign Assertion Requests:
[01>

Enter the Technical Contact Id:

[1> mail@example.com

Enter the Organization URL:

[1> http://www.example.com

Enter the Organization Name:

[1> Example

Enter the Organization Display Name:
[1> Example

Please enter the Identity Provider Settings:
Enter the IDP Profile Name:

[1> IDP1

Choose the operation you want to perform:
- PASTE - Paste the IDP Metadata XML.

- ENTER - Enter the IDP Metadata

[1> paste

Please paste the IDP Metadata XML

Paste the content now.

Press CTRL-D on a blank line when done.
<?xml version="1.0"?2>

<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

entityID="https://WIN-BLOP4116VDB/dag/saml2/idp/metadata.php">
<md:IDPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">

<md:KeyDescriptor use="signing">

<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>MIIDYTCCAkmgAwIBAgIBAANBgkghkiGOwOBAQsFADBLMQ
swCQYDVQQGEwWJVUzELMAKGAIUECAWCTUkxEjAQBgNVBACMCUFubiBBcmJvcejEbMBkG
AlUECgwSRHVVIFN1Y3VyaXR5LCBIJbmMuMB4XDTESMDQyOTEWMTQxXxMFoXDTISMDQYNJE
wMTQxMFowSzELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAk1JMRIWEAYDVQQHDA1Bbm4gQXJi
b3IxGzAZBgNVBAOMEkKRIbYBTZWNl1cml0eSwgSW5jLjCCASIwDQYJKoZIThvcNAQEB
BQADggEPADCCAQoCggEBAMQO/17hUuSP/7m7gGlisjWGERQUSZzWw5A0rTVVmMEylyaHHOFPMiN

9FWMkZHLVAAWOFJrA0coF3I6d0Omc3YkuLWoI /DMaGecbNDaZ 6+1YdB+pDBl6dXpl iNHASF1iyhn89=</ds:X509Certificate>

</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<md:KeyDescriptor use="encryption">

<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>MIIDYTCCAkmgAwWIBAgGIBADANBgkghkiGOwOBAQsFADBLMQswCQYDVQ
QOGEwWJVUzELMAkKGA1UECAWCTUkxXE]jAQBgNVBACMCUFubiBBcmJIvcjEPMBKGALIUECgwSRHVVIFNLY
3VyaXR5LCBIbmMuMB4XDTESMDQYOTEWMTQOxXxMFoXDTISMDQYyNJEWMTQOxMFowSzELMAKGA1UEBhMCV
VMxCzAJBgNVBAgMAk1IJMRIWEAYDVQQOHDA1Bbm4gOXJib3IxGzAZBgNVBAOMEkKRIbYBTZWNL1cmlOe
SwgSW53jLjCCASIwDQYJKoZ IhveNAQEBBQADggEPADCCAQOCggEBAMQO/17hUuSP/7Tm79gGlisjWGER
QuSzWw5A0rTVVmEylyaHHOFPMiN9FWMkZHLVAAWOFJrAooF3I6d0mc3YkuLWol/DMaGecbNDaz6+1Yd

B+pDB16dXpliNHASFiyhn89+ee06Thys9yxrND8hYwZfQE3aIB/leEmyualhO8YDA811iD+XtMijSYhO=</ds:X509Certificate>

</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>

<md:SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"

Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SingleLogoutService.php"/>
<md:SinglelLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
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Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SingleLogoutService.php"/>

<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</md:NameIDFormat>

<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</md:NameIDFormat>

<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</md:NameIDFormat>

<md:NameIDFormat>urn:oasis:names:tc:SAML: 1.1 :nameid-format :WindowsDomainQualifiedName</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos</md:NameIDFormat>
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"

Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SSOService.php"/>
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SSOService.php"/>
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP"
Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SSOService.php"/>
</md:IDPSSODescriptor>
</md:EntityDescriptor>

5l : SAML 7O 77/ )LOEE

WOHITIX, samlconfiga~ > REFEH LT, BEFEOSAML 70 7 7 A L DY —E X 7o
BEIZZTAT T AT 4 TR, XORELLETTEET,
mail.example.com > samlconfig

Choose the operation you want to perform:
- UILOGIN - Create a new SAML Profile for UI Login.

[1> uilogin

Currently configured SAML User profiles:

Type Name Entity ID URL
SP Settings SP1 ENTSP http://mail.example.com
IDP Settings IDP1 https://WIN-BLOP4116 https://WIN-

BLOP4116VDB/dag/saml2/idp/Si

Choose the operation you want to perform:
- EDIT - Modify a SAML profile.

- DELETE - Delete a SAML profile.

[1> edit

Choose the operation you want to perform:
- SP - Edit Service Provider Settings.

- IDP - Edit Identity Provider Settings.
[1>
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settime .

settime

At A

settime =~ R T, NTP v —_—%fH L TR WAL 2 FEI CRETE 7,
DAy FEFEITTHENTPZEILELTCEIFTUAT A 70y 7 BRETIHNE I
nNeHNFT, HEZIEMM/IDDIYYYY HH:MM:SS O TA S LE T,

ERAE

FE® : Z0a<y KIZ Tcommit] 1ZMEH D FHA,
IS AREM . Za<y Riivyy T— R TCOMEHATEET,
NYyFaAv R Zoa<wy NIy FEXREZR—F L TOHERA,

1

mail3.example.com> settime

WARNING: Changes to system time will take place immediately
and do not require the user to run the commit command.
Current time 09/23/2001 21:03:53.

This machine is currently running NTP.

In order to manually set the time, NTP must be disabled.

Do you want to stop NTP and manually set the time? [N]> Y
Please enter the time in MM/DD/YYYY HH:MM:SS format.

[1> 09/23/2001 21:03:53

Time set to 09/23/2001 21:03:53.

settz

At A
R—d L B K= ERE LET,

ERAE
e Zoa<r K lcommit) NI TI,

JIAREH  Zpa<wr NI, TRTOY U ET—R (WTRE, T—TF, <) T
HATx%9,

NyF aw s F:Zoavwy RNy FERXRELZ P R—FLTWWERA,
15

mail3.example.com> settz

Current time zone: Etc/GMT

Current time zone version: 2010.02.0
Choose the operation you want to perform:
- SETUP - Set the local time zone.
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1

smaconfig

[]> setup

Please choose your continent:

1. Africa

2. America

[ ... 1]

11. GMT Offset

[2]1> 2

Please choose your country:

1. Anguilla

[ ... ]

45. United States

46. Uruguay

47. Venezuela

48. Virgin Islands (British)

49. Virgin Islands (U.S.)

[45]> 45

Please choose your timezone:

1. Alaska Time (Anchorage)

2. Alaska Time - Alaska panhandle (Juneau)
[ ... ]

21. Pacific Time (Los_Angeles)

[21]> 21

Current time zone: America/Los_Angeles
Choose the operation you want to perform:
- SETUP - Set the local time zone.

[1>

VAT AEVy v MU LTCEREZY £,

MEE : Z0a< 2 R lcommit] 1ZMEH D FH A,
USAREE . T pavy NIviy BE— R TORFHTXET,

NYF AT R Zoa<vy RNy TFEXREZYR—-—FLTWHWEREA,

mail.example.com> shutdown

avv R sEH |

Enter the number of seconds to wait before forcibly closing connections.

[30]>

System shutting down.
Closing CLI connection.
The system will power off automatically.
Connection to mail.example.com closed.

Please wait while the queue is being closed...

S (113 =)
fERJTE (113 2—2)
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o5l (113 ~2—2)

smaconfig 2~ K& H 9% &, Cisco Secure Email and Web Manager $%f5i /X7 A — & & % —
DI, HIER, F7IFFEREITO ZENTEET,

WEE : Zoa<y RiL lcommit) NHLETI,

HSRARAER: Zpa~vy NI, T _THO~YEF—R (52%, IA—7F, ~ ) T
ATxEd,

NYF AR K Zoa<wy RNy FERET R —FLTWET,

DB T, smaconfig 2~ K& AT 5 &, Cisco Secure Email and Web Manager (21 A —
NT— Ny = A ZFAHEAE X —Z2MH L GEM L, Cisco Secure Email and Web Manager #2f5¢
M (KA My La—P—F—) Z2FRRTEET,

mail.example.com> smaconfig

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.
[1> add

Enter the hostname of the system that you want to add.
[1> m380903.1ibga

Enter the user key of the host m380g03.ibga.
Press enter on a blank line to finish.

SSH2:dsa
10.76.71.107 ssh-dss

SMA host key was added successfully.

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.

- DELETE - Remove an existing SMA Connection Parameter and Key.
- PRINT - Display all SMA Parameters and Keys.

[1> print
1. Hostname: m380q03 1bqa Keys SSH2 dsalO 76. 71 107 ssh dss

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.

- DELETE - Remove an existing SMA Connection Parameter and Key.
- PRINT - Display all SMA Parameters and Keys.

[r>
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sshconfig

B2LL]

SSH #r—N—B Il Prax—%— F—RELRELET,

ERAE
e . Zoa~y Rt lcommit) BAMETT,
U IGABER . ZDAv Y RI7 TAZ F— FTORMERTEET,
NyF avrs R Zoavwy NNy FRERE R —F L TWEEA,

l

5 : SSH H—/\—HERDRE
WORFNE, SSH Y — "—Hpk 2 fRtE 3 5 HFIEOH Z R L TWET,

maill.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH allowed list/blocked list
[1> sshd

ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
aesl28-cbc
aesl92-cbc
aes256-cbc
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-shal
Minimum Server Key Size:
2048
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521

Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings

[1> setup

Available Public Key Authentication Algorithms options
rsal

. avy kK sEH
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ssh-dss
ssh-rsa

#l : ssho—r—gromE |

Enter the Public Key Authentication Algorithms do you want to use

[rsal, ssh-dss, ssh-rsa]>
Available Cipher Algorithms options :
aesl28-ctr
aesl92-ctr
aes256-ctr
aesl28-cbc
3des-cbc
aesl92-cbc
aes256-cbc
rijndael-cbc@lysator.liu.se

Enter the Cipher Algorithms do you want to use
[aesl128-ctr,aesl92-ctr,aes256-ctr,aesl28-cbc,aesl92-cbc,
aes256-cbc, rijndael-cbc@lysator.liu.se]l>

Available MAC Methods options :
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl160
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96

Enter the MAC Methods do you want to use
[hmac-shal]>

Available Key Sizes : [768, 1024, 1536, 2048]
Enter the Minimum Server Key Size do you want to use
[2048]>

Available KEX Algorithms options :
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521

Enter the KEX Algorithms do you want to use

[diffie-hellman-group-exchange-sha256,diffie-hellman-group-exchange-shal,
diffie-hellman-groupl4-shal,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521]1>

ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
aesl28-cbc
aesl92-cbc
aes256-cbc
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-shal
Minimum Server Key Size:
2048
KEX Algorithms:
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diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521

Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings

(1>

Bl EBETHO FOHLWLWAKHF—DA VR F—IL
WOBITIE, BEET DT bOFHRARF—%A A =L LET,

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[1> userkey

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.

[1> new

Please enter the public SSH key for authorization.
Press enter on a blank line to finish.

[-paste public key for user authentication here-]
Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[r>

Bl . kEEHE IOV YR MERIIHAVRAMELTODIPT FLADSEE

BT A =N —F T A F7703 ipblockd P —EZANRFEBIIN TS, KEHNR 7Ty 27U R
NEIFFHFAI A ME LTHESNTZIP T FLURAIIRFEINET,

)

GE)  AsyncOS11.02 LA ETDA, IP 7 FLRAZKKGEHI T 1y 7 U A MERITFFATY A ML LTHHE
TEET,

WIZ, KU A RE LTIP Y RLAEZSET A612 7 LET,

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH allowed list/blocked list
[1> access control

Choose the operation you want to perform:

- ALLOWED LIST - Manage the persistent allowed list
- BLOCKED LIST - Manage the persistent blocked list
[1> allowed list

Choose the operation you want to perform:

- ADD - Add address (es)
- REMOVE - Remove address (es)
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status
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ER7E
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status I}

- PRINT - Print addresses
[1> add

Enter an IP address or a comma-separated list of addresses.
Addresses already in the Allowed list will be ignored.
[1> 10.8.85.77

The addresses were successfully added to the Allowed list

WIZ, K7 oy 7 VA RELTIPT RLAZSDHTHHIZRLET,

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH allowed list/blocked list
[1> access control

Choose the operation you want to perform:

- ALLOWED LIST - Manage the persistent allowed list

- BLOCKED LIST - Manage the persistent blocked list
[1> blocked list

Choose the operation you want to perform:

- ADD - Add address (es)

- REMOVE - Remove address (es)

- PRINT - Print addresses

[1> add

Enter an IP address or a comma-separated list of addresses.
Addresses already in the Allowed list will be ignored.
[1> 10.8.85.77

The addresses were successfully added to the blocked list

VAT AT = H AFRLET,

WEE : ZDa<y R Tcommit] ITMEH Y FH A,
USAREE . pavy NIviy BE— R TORMFHTXET,
NYyFaAvo R Zoavry NIy FEXEZTR—F L TOHERA,

mail3.example.com> status

Status as of: Thu Oct 21 14:33:27 2004 PDT

Up since: Wed Oct 20 15:47:58 2004 PDT (22h 45m 29s)
Last counter reset: Never

System status: Online

Oldest Message: 4 weeks 46 mins 53 secs
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Feature - McAfee: 161 days
[....]

Feature - Outbreak Filters:
Counters:

Receiving
Messages Received
Recipients Received

Rejection
Rejected Recipients
Dropped Messages

Queue
Soft Bounced Events

Completion
Completed Recipients

Current IDs
Message ID (MID)
Injection Conn.
Delivery Conn.

Gauges:

Connections
Current Inbound Conn. 0
Current Outbound Conn.

Queue
Active Recipients 1
Messages In Work Queue 0
Kilobytes Used 92
Kilobytes Free 8,388,516

Quarantine

Messages In Quarantine

Policy, Virus and Outbreak 0
Kilobytes In Quarantine

Policy, Virus and Outbreak 0

161 days

Reset Uptime Lifetime
62,049,822

62,049,823

62,049,822
62,049,823

290,920
290,920

3,949,663
11,606,037

11,921
219

3,949,663
11,606,037
2,334,552

13,598 2,334,552

50,441,741 332,625 50,441,741
99524480
51180368

17550674

ID
ID

(ICID)
(DCID)
Current

VAADHAFw—PR—= M A=V EXMELET, Zoa~vr FEHFEATHIZE. BT
A—=NT =N 2 ANA U F =y MNIEFA—NVEEETEZOILERODET, T TVTF
7y NORHBEIEICER SN E T, £2. VAR — FEREZBFEO b T T F 4y MBEA T S
L TEET,

BIA—NT = T A MDY R T 7 =TI BR— MIEHEY 78 A3 %I121%, Cisco.com
2—F—ID NRZDEFA—NYT — T A OP—ERZKNBTEMS T LTV D LENH Y
F£7, Cisco.com 7' 1 7 7 A WIZHBLEREA T 5L TV D —EAZO - A2 BT 2113,
Cisco.com Profile Manager (https://sso.cisco.com/autho/forms/CDClogin.html) {27 7 A L TL 72
SV, Cisco.com DL—F—ID NRWIGHIEL, BERLTID ZRMGL TSN, T A1~
NVT DT AT FOBEIET 2 H BENOY V=202 —F =T A FeZRL TL
J=1AN

Fe® : Za<y K Tcommit] 1ZMEH D FHA,
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JIARER  ZDav L NEIvY s E— R TOMEATEEST, &612, Zoavwr Ridno
TAVRAN (—P—urAfr Liz~vyy) TORMEATEES, Zoa<vwr REHHT
BT, B—HIL T2 AN VAT AT 7V EATEAVERNH Y 1,

NYyFaAIVER: Zoavy RNy FEXESR—FLTWVERA,

wIZ, BfFOYAR— b Fry MIBE#E LW R— FEROFIZRLET,

mail.example.com> supportrequest

Please Note:

If you have an urgent issue, please call one of our worldwide Support Centers
(www.cisco.com/support). Use this command to open a technical support request
for issues that are not urgent, such as:

- Request for information.

- Problem for which you have a work-around, but would like an alternative
solution.

Do you want to send the support request to supportrequest@mail.ga?

[yi>

Do you want to send the support request to additional recipient(s)?

[N]>

Is this support request associated with an existing support ticket?

[N]>

Please select a technology related to this support request:

1. Security - Email and Web

2. Security - Management

11> 1
Please select a subtechnology related to this support request:

1. Cisco Email Security Appliance (Clx0,C3x0, C6x0, X10x0) - Misclassified
Messages

2. Cisco Email Security Appliance (C1x0,C3x0, C6x0, X10x0) - SBRS

3. Cisco Email Security Appliance (C1x0,C3x0, C6x0, X10x0) - Other

4. Email Security Appliance - Virtual

11> 3

Please select the problem category:

1. Upgrade

2. Operate

3. Configure

4. Install

[11>

Please select a problem sub-category:

1. Error Messages, Logs, Debugs

2. Software Failure

3. Interoperability

4. Configuration Assistance

5. Install, Uninstall or Upgrade

6. Hardware Failure

7. Licensing

8. Data Corruption

9. Software Selection/Download Assistance

10. Passphrase Recovery

[11> 5

Please enter a subject line for this support request:

[1> <Subject line for support request>

Please enter a description of your issue, providing as much detail as possible

to aid in diagnosis:

[1> <Description of issue>

It is important to associate all your service contracts with your Cisco.com profile (CCO
ID) in order for you to receive complete

access to support and services from Cisco. Please follow the URLs below to associate

av vk 8EH II



. supportrequeststatus

avv R sEH |

your contract coverage on your Cisco.com profile.

If you do not have a CCO ID, please follow

the URL below to create a CCO ID.

How to create a CCO ID:
https://tools.cisco.com/RPF/register/register.do

How to associate your CCO ID with contract:
https://tools.cisco.com/RPFA/profile/profile management.do
Frequently Asked Question:
http://www.cisco.com/web/ordering/cs_info/fags/index.html
Select the CCOID

1. New CCOID

[11>

Please enter the CCOID of the contact person

[1> your name

The CCO ID may contain alphabets, numbers and '@', '.', '-' and ' ' symbols.
Please enter the CCOID of the contact person

[1> me@example.com

Please enter the name of the contact person

[1> yourname

Please enter your email address:

[1> me@example.com

Please enter the contract ID:

[1> 1234

Please enter any additional contact information (e.g. phone number) :
(>

Please wait while configuration information is generated...
Do you want to print the support request to the screen?
[N]>

supportrequeststatus

BILL]

ER7GE

1

CiscoTAC DY R — FZERTAH7ZDD, iR — FERF—TU — R RX—=D g UIFREFERLE
—g—O

TeE . Zoa<r R lcommit] ITMNEHD FH A,

JIGAREE . Zoavwr RiE, TRTOSY U E—R (WTREZ, T—F, <) Tff
ATxEd,

NYyFaAIVF: Zoaxwy Ry FELEZSR—-FLTWERA,

mail.example.com> supportrequeststatus
Component Version Last Updated
Support Request 1.0 Never updated
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supportrequestupdate .

supportrequestupdate

B2LL]

ERAE

1

suspend

B2k

ERAE

l

Cisco TAC DY AR — b ZFRTH720 D, YR — FERF—T— ROFHE T v 77— FEZR
L%,

M€ - oo~ K lcommit] (THEH Y FH A,

JSGAREE . Zoavy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff
ATxET,

NYyF AT R Zoa<wr RNy FEXREZR—FLTWEFA,

mail.example.com> supportrequestupdate
Requesting update of Support Request Keywords.

A5 L BE &2 T L E

MeE  Zoa<y R Tcommit] 1ZMEH D FH A,
JIGRABEH  Zavw s RiIvwdry B— R TCORMEATEE7,
NYyFaAv R Zoavwy IRy FEXREZR—F L TOHEREA,

mail3.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.
[30]1> 45

Waiting for listeners to exit...

Receiving suspended for Listener 1.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com>
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suspenddel

aBA
AL % b L %

ERAE

WEE : ZOa<y R Tcommit] ITMEH Y FH A,
JIARER . ZDavy NEIviy E— RTOMEATEET,
NYyFaAvo R Zoavy NIy FEXLEZR—F L TOHERA,

1

mail.example.com> suspenddel

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Enter one or more domains [comma-separated] to which you want to suspend delivery.
[ALL]> domainl.com, domain2.com, domain3.com

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

suspendlistener

aBA
ZlE &L ET

ER7E

WEE : ZDa< v NI Tcommit] ITMEH Y FH A,
JIGRARER . Zpav Ly NiEviy BE— R TOMERATE 7,
NYyFaAvo R Zoa<wr NIy FEXREZR—F L THERA,

l

mail3.example.com> suspendlistener

Choose the listener(s) you wish to suspend.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[1]1> 1

Enter the number of seconds to wait before abruptly closing connections.
[30]>

Waiting for listeners to exit...

Receiving suspended.

mail3.example.com>
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tcpservices

B2LL]

ERAE

1

tcpservices .

TuRRAZL TR TNDE 7 7 A VBT A EREF R LET,

Fe® : Za<y K Tcommit] 1ZMEH D FHA,
JIGARZER  Zpa<v L RiEvwyr BE— R TORMERTE 77,
NYyFaAvo R Zoavy NIy FEXREZTR—F L TOHERA,

mail.cisco.com> tcpservices
System Processes (Note: All processes may not always be present)

ftpd.main - The FTP daemon

ginetd - The INET daemon

interface - The interface controller for inter-process communication

ipfw - The IP firewall

slapd - The Standalone LDAP daemon

sntpd - The SNTP daemon

sshd - The SSH daemon

syslogd - The system logging daemon

winbindd - The Samba Name Service Switch daemon
Feature Processes

euq webui - GUI for ISQ

gui - GUI process

hermes - MGA mail server

postgres - Process for storing and querying quarantine data

splunkd - Processes for storing and querying Email Tracking data
COMMAND USER TYPE NODE NAME
interface root IPv4 TCP 127.0.0.1:53
postgres pgsqgl IpPv4 TCP 127.0.0.1:5432
gabackdoo root IPv4 TCP *:8123
ftpd.main root IPv4 TCP 10.1.1.0:21
euq webui root Ipv4 TCP 10.1.1.0:83
euq webui root IPv6 TCP [2001:db8::]:83
gui root IPv4 TCP 172.29.181.70:80
gui root IpPv4 TCP 10.1.1.0:80
gui root IPv6 TCP [2001:db8::]:80
gui root IPv4 TCP 172.29.181.70:443
gui root IPv4 TCP 10.1.1.0:443
gui root IPv6 TCP [2001:db8::]:443
ginetd root IPv4 TCP 172.29.181.70:22
ginetd root IPv4 TCP 10.1.1.0:22
ginetd root IPv6 TCP [2001:db8::]:22
ginetd root IPv4 TCP 10.1.1.0:2222
ginetd root IPv6 TCP [2001:db8::]:2222
hermes root IPv4 TCP 172.29.181.70:25
splunkd root IPv4 TCP 127.0.0.1:8089
splunkd root IPv4 TCP 127.0.0.1:9997
api_serve root Ipv4 TCP 10.1.1.0:6080
api_serve root IPv6 TCP [2001:db8::]:6080
api_serve root Ipv4 TCP 10.1.1.0:6443
api_serve root IPv6 TCP [2001:db8::]:6443
java root IPv6 TCP [::127.0.0.1]1:9999
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techsupport
it EA

ERAE

l

tisverify

B2k

ER7E

avv R sEH |

CiscoTAC NV AT AT VB ATEL LI LET,

WEE : ZOa<y R Tcommit] ITMEH Y FH A,
IS ARER . ZDavw Ly NEIviry BE— R TOMEATEET,
NyF awrR: Zoa<wy RNy IFEXEZTR—FLTHWEEA,

mail3.example.com> techsupport
Service Access currently disabled.
Serial Number: XXXXXXXXXXXX-XXXXXXX
Choose the operation you want to perform:
- SSHACCESS - Allow a Cisco IronPort Customer Support representative to remotely access
your system, without establishing a tunnel.
- TUNNEL - Allow a Cisco IronPort Customer Support representative to remotely access
your system, and establish a secure tunnel
for communication.
- STATUS - Display the current techsupport status.
[1> sshaccess
A random seed string is required for this operation
1. Generate a random string to initialize secure communication (recommended)
2. Enter a random string
[11> 1
Are you sure you want to enable service access? [N]> y
Service access has been ENABLED. Please provide the string:
QT22-JQZF-YAQL-TL8L-8Q@2L-95
to your Cisco IronPort Customer Support representative.
Service Access currently ENABLED (0 current service logins).
Tunnel option is not active.
Serial Number: XXXXXXXXXXXX-XXXXXXX
Choose the operation you want to perform:
- DISABLE - Prevent customer service representatives from remotely accessing your system.
- STATUS - Display the current techsupport status.
[1>

FE{E TLS i & BN UCHESL Ly 5358 R A A ZBI$ % TLS Bt o a 73y 7 L&
T B AMENT T DX, MAET D RAAL  E5EeAR A MEfRE L E T, AsyncOSIE, SE72R
(KRFE) TLS R EICHESWT TLS #fi 2 e L £ 37,

e Zoa<y R Tcommit] XN EHD EHA,
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Ny FRRK

1

trace

B2k

ER7AE

1

nyriz ]

IS ARBEE . T Da<vy Riivyy T— R TCOMEHATEE9,
NYFAXV KR Zoa<wy Ry FELREYVFR—FLTWET,

tlsverify 2= ROy FEXEHHAT D L. /RO CLI 2~ ROTXTOMEEL FIT L,
FrEDRA ML LD TLS #fiaF =~ v 7 TEE9,

tlsverify <domain> <hostname>[:<port>]

mail3.example.com> tlsverify

Enter the TLS domain to verify against:

[1> example.com

Enter the destination host to connect to. Append the port (example.com:26) if you are
not connecting on port 25:

[example.com] > mxe.example.com:25

Connecting to 1.1.1.1 on port 25.

Connected to 1.1.1.1 from interface 10.10.10.10.

Checking TLS connection.

TLS connection established: protocol TLSvl, cipher RC4-SHA.
Verifying peer certificate.

Verifying certificate common name mxe.example.com.

TLS certificate match mxe.example.com

TLS certificate verified.

TLS connection to 1.1.1.1 succeeded.

TLS successfully connected to mxe.example.com.

TLS verification completed.

VAT AEBBTAAE—VDO T u—% B LET,

WMEE : Z0a<y R lcommit] 1ZMEH D FH A,
JTARER  ZDavy Rii~vwyy T— R TOMEATEET,
NYF AT Zoa<wr RNy FERXEZR—FLTWETA,

mail3.example.com> trace

Enter the source IP

[1> 192.168.1.1

Enter the fully qualified domain name of the source IP
[1> example.com

Select the listener to trace behavior on:
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1. InboundMail

2. OutboundMail

[11> 1

Fetching default SenderBase values...

Enter the SenderBase Org ID of the source IP. The actual ID is N/A.

[N/A]>

Enter the SenderBase Reputation Score of the source IP. The actual score is N/A.
[N/A]>

Enter the Envelope Sender address:

[1> pretend.sender@Rexample.net

Enter the Envelope Recipient addresses. Separate multiple addresses by commas.
[1> admin@example.com

Load message from disk? [Y]> n

Enter or paste the message body here. Enter '.' on a blank line to end.

Subject: Hello
This is a test message.

HAT matched on unnamed sender group, host ALL
- Applying $ACCEPTED policy (ACCEPT behavior).
- Maximum Message Size: 100M (Default)
- Maximum Number Of Connections From A Single IP: 1000 (Default)
- Maximum Number Of Messages Per Connection: 1,000 (Default)
- Maximum Number Of Recipients Per Message: 1,000 (Default)
- Maximum Recipients Per Hour: 100 (Default)
- Use SenderBase For Flow Control: Yes (Default)
- Spam Detection Enabled: Yes (Default)
- Virus Detection Enabled: Yes (Default)
- Allow TLS Connections: No (Default)
Processing MAIL FROM:
- Default Domain Processing: No Change
Processing Recipient List:
Processing admin@ironport.com
- Default Domain Processing: No Change
- Domain Map: No Change
- RAT matched on admin@ironport.com, behavior = ACCEPT
- Alias expansion: No Change
Message Processing:
- No Virtual Gateway(tm) Assigned
- No Bounce Profile Assigned
Domain Masquerading/LDAP Processing:
- No Changes.
Processing filter 'always deliver':

Evaluating Rule: rcpt-to == "@mail.ga"
Result = False

Evaluating Rule: rcpt-to == "ironport.com"
Result = True

Evaluating Rule: OR

Result = True

Executing Action: deliver()

Footer Stamping:

- Not Performed

Inbound Recipient Policy Processing: (matched on Management Upgrade policy)
Message going to: admin@ironport.com
AntiSpam Evaluation:

- Not Spam
AntiVirus Evaluation:

- Message Clean.

- Elapsed Time = '0.000 sec'

Outbreak Filter Evaluation:

- No threat detected
Message Enqueued for Delivery
Would you like to see the resulting message? [Y]> y

Final text for messages matched on policy Management Upgrade
Final Envelope Sender: pretend.sender@example.doma
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Final Recipients:
- admin@ironport.com

Final Message Content:

Received: from remotehost.example.com (HELO TEST) (1.2.3.4)
by stacy.ga with TEST; 19 Oct 2004 00:54:48 -0700

Message-Id: <3i93g9S@Management>

X-IronPort-AV: i="3.86,81,1096873200";

d="scan'208"; a="0:sNHTO"

Subject: hello

This is a test message.

Run through another debug session? [N]>

\)

GE)  trace ZfEHT 2 L &2, BV ITBENTEZA v =V D~y X — L ARKXDM I % CLLIZE D
HVENH Y F£7,

trackingconfig

B2LL]

bT RS VAT MERELET,

FERAZE
M€ : Zoa< KX lcommit] 2NHHEETY,

PIGRARER . Zpavy N, X TOYrE—F (F9R&2, TA—F <) T
ATxEd,

Ny F awr B Zoavwy REAy FRRE S H— FLTOEEA,
1

mail.example.com> trackingconfig

Message Tracking service status: Message Tracking is enabled.
Choose the operation you want to perform:

- SETUP - Enable Message Tracking for this appliance.

[1> setup

Would you like to use the Message Tracking Service? [Y]>

Do you want to use Centralized Message Tracking for this appliance? [N]>
Would you like to track rejected connections? [N]>

Message Tracking service status: Local Message Tracking is enabled.
Rejected connections are currently not being tracked.

Choose the operation you want to perform:

- SETUP - Enable Message Tracking for this appliance.

[1>

tzupdate

Z5ER
HA RS =2 — L FHFLET,
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ER7AE
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1

updateconfig

B2k

ERAE

1

avy R sEH |

eE  Zoa<r R lcommit] IZMNEHD EH A,

JIALER  ZDa<vy Riiv v B— R TORMEATEET, IHIT, Z0avwr Nign
TA YV RAN (—HF—Nual A Liz~vwy) TORMFERATEET,

NyF avwr R Zoavy MRy FELSEZPR—FLTHET,

tzupdate 2~ KONy FRERAEFHT L L, BEPBRHINZNVGEAETH, $XTOXA A
V= L VBRI BB S v E T,

tzupdate [force]

mail.example.com> tzupdate
Requesting update of Timezone Rules

VAT LN T A=A ERELET,

M€ Zoa< K lcommit] 2NHEETY,

PIGRARER . Zpavy N, X TOYrE—F (F9R&2, FA—F <) T
ATxE7,

NyF awrR: Zoa<wy RNy IFEXEZTR—FLTWHEREA,

TYTT—RY—N—oBHIOTSLETIVO—RTEH-ODEFA—ILT— b4 DERE

ROFITIL, updateconfig =~ RAfEH LT, BEFA—NVT— MU ANV A T H—r3—=7n
6T v T = M A—VEZ T a— RN, =Y — =B ATHE7R AsyncOS 7 v
T —RDY A MEEAT0—RTHE)ICERELET,

mail.example.com> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers

Enrollment Client Updates Cisco IronPort Servers
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FyITF—RY— NS EHTOYSLELY L O— FT5-00EFA—Lr— k1 08E [

Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Alert Interval for Disabled Automatic Engine Updates: 30d

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

[1> setup

For the following services, please select where the system will download updates from:
Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos

1. Use Cisco IronPort update servers (http://downloads.ironport.com)
2. Use own server

[1]1>

For the following services, please select where the system will download updates from
(images) :

Service (images): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers

1. Use Cisco IronPort update servers
2. Use own server

[11>

For the following services, please select where the system will download updates from
(images) :

Service (images): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

1. Use Cisco IronPort update servers

2. Use own server

[11>

For the following services, please select where the system will download the list of
available

updates from:

Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers

1. Use Cisco IronPort update servers

2. Use own update list

[11>

For the following services, please select where the system will download the list of
available

updates from:

Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
1. Use Cisco IronPort update servers

2. Use own update list

[11>
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Enter the time interval between checks for new:
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
Use a trailing 's' for seconds, 'm' for minutes or 'h' for hours. The minimum
valid update time is 30s or enter '0' to disable automatic updates (manual
updates will still be available for individual services).
[5m]>
When initiating a connection to the update server the originating IP interface
is chosen automatically. If you want to choose a specific interface, please
specify it now.

1. Auto
2. Management (10.76.69.149/24: vm30esa0086.1ibga)
[11>

Do you want to set up a proxy server for HTTP updates for ALL of the following
services:
- Feature Key updates
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
- Cisco IronPort AsyncOS upgrades
[N]>
Do you want to set up an HTTPS proxy server for HTTPS updates for ALL of the following
services:
- Feature Key updates
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
- Cisco IronPort AsyncOS upgrades

[N]>

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
1>

TYITT—3Y—N—IHEDANEEREIT 2 -DDEBEFA—LT—FI A DRE

IOF T avERETLHE, BIA—NT = NIz A RV ARAADT v T —F P — —Li@
BTN, Ty 7T =2 —"—0itHEOHIEPHER S NET, BRIEIZKB L5 E
X, B R 7 AZF o= RERT, BEAT v ST =2 ou kIS E T, K
2, 20X T a v ERETHHERLET,
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mail.example.com> updateconfig
Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Alert Interval for Disabled Automatic Engine Updates:

Proxy server: not enabled
HTTPS Proxy server: not enabled

Choose the operation you want to perform:
- SETUP - Edit update configuration.

30d

- VALIDATE CERTIFICATES - Validate update server certificates
- TRUSTED CERTIFICATES - Manage trusted certificates for updates

[1> validate certificates

Should server certificates from Cisco update servers be validated?

[Yes]>
Service (images):

Feature Key updates

Update URL:

http://downloads.ironport.com/asyncos

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers

Cisco IronPort Servers
Cisco IronPort Servers
Update URL:

Enrollment Client Updates
Support Request updates
Service (list):

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

(>

TOX Y —N—LDRIELEVTHODEFA—ILT— bV 4 DERFE

FRH TRNT B X —N—% A LTV DEE, 7 r X LR EOBLICHE AT 5 CAFE
HELZBT AT — by oA ITBMTEET, ZhCkY, BFA— LS —br=Af 370
FIH—AN—BELEHLET, KIZ, 20T a v 2RETDH2RLET,

Choose the operation you want to perform:
- SETUP - Edit update configuration.
- VALIDATE CERTIFICATES - Validate update server certificates
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- TRUSTED CERTIFICATES - Manage trusted certificates for updates

[1> trusted certificates

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.

[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:

Paste cert in PEM format (end with '.'):

MMIICiDCCAfGgAWIBAgGIBATANBgkghkiGOwOBAQUFADCBgDELMAKGAIUEBhMCSU4x
DDAKBONVBAGTAOEBUFENM. & vttt ittt it it ittt et ittt et it

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1>

BEFA—ILT— 91T A TO CiscoTalos SFEAZD 7 v JA—F

wIZ, updateconfig > clientcertificate YT a<vw s REFERHLTEFA—NAT— b U =AT
Cisco Talos fEFiEEZ T v 7'rn— KT 5462 R L E 7,

maill.example.com> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos

McAfee Anti-Virus definitions Cisco IronPort Servers
DLP Engine Updates Cisco IronPort Servers

PXE Engine Updates Cisco IronPort Servers

Sophos Anti-Virus definitions Cisco IronPort Servers
IronPort Anti-Spam rules Cisco IronPort Servers

Outbreak Filters rules Cisco IronPort Servers

Timezone rules Cisco IronPort Servers

Enrollment Client Updates (used to fetch certificates for URL Filtering) Cisco IronPort
Servers

Support Request updates Cisco IronPort Servers

Content Scanner Updates Cisco IronPort Servers

Geo Countries Updates Cisco IronPort Servers

SDR Client Updates Cisco IronPort Servers

External Threat Feeds updates Cisco IronPort Servers

How-Tos Updates Cisco IronPort Servers

Notifications component Updates Cisco IronPort Servers

Smart License Agent Updates Cisco IronPort Servers

Mailbox Remediation Updates Cisco IronPort Servers

Talos Updates Cisco IronPort Servers

Easy Demo service Updates Cisco IronPort Servers

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Service (list): Update URL:

McAfee Anti-Virus definitions Cisco IronPort Servers
DLP Engine Updates Cisco IronPort Servers

PXE Engine Updates Cisco IronPort Servers

Sophos Anti-Virus definitions Cisco IronPort Servers
IronPort Anti-Spam rules Cisco IronPort Servers

Outbreak Filters rules Cisco IronPort Servers

Timezone rules Cisco IronPort Servers

Enrollment Client Updates (used to fetch certificates for URL Filtering) Cisco IronPort
Servers

Support Request updates Cisco IronPort Servers

Content Scanner Updates Cisco IronPort Servers
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Geo Countries Updates Cisco IronPort Servers

SDR Client Updates Cisco IronPort Servers

External Threat Feeds updates Cisco IronPort Servers
How-Tos Updates Cisco IronPort Servers

Notifications component Updates Cisco IronPort Servers
Smart License Agent Updates Cisco IronPort Servers
Mailbox Remediation Updates Cisco IronPort Servers
Talos Updates Cisco IronPort Servers

Easy Demo service Updates Cisco IronPort Servers

Service (list): Update URL:

iangEn7yIn—k |

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Update interval: 5m

Alert Interval for Disabled Automatic Engine Updates: 30d
Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
- CLIENTCERTIFICATE - Upload the client certificate and key.
[1>clientcertificate

Do you like to overwrite the existing certificate and key [Y|N] ?

Paste the certificate.
Press CTRL-D on a blank line when done.

f14wXRnvDRjPWUX8XRHYF8RAL1fz8rh/1xJN6R4AVOLIHPAJSfEYJTmMNiT1Fcg] rN
Sm57NsyVCoNJ00iCuwi6Hiw/CY1fms990btByIrwt5Gl+6E6J6qgOovT6R+qgiS2A
KGNIRJAVZNhiDdezX5021/xbJ5C39BPqgY0CAWEAAaMaMBgwCQYDVROTBAIWADAL
BgNVHQ8EBIDO704MAOGCSgGSIb3DQEBCWUAMHWXCZzAJBgNVBAYTALVT
MRMwEQYDVQQIEwpDYWxpZm9ybml hMREwDwYDVQQOHEWhTYW4gSm9zZTELbMBkGAL1UE
ChMSQ21zY28gU31zdGVtcyBIbmMuMREWDWYDVQQLEWhTZWN1cml 0e TEVMBMGAL1UE
AxMMS2V5bWFzdGVyIENBMB4XDTIWMTEYNjESNDEyN10oXDTIxMDUyNDESNDEyN1ow
SDEZMBCGA1UEAwWWQVkxORVNBMTgzODI4MTE2NDErMCkGALUECgwiSW50ZXJuYWxU
ZXNORGVtb0OFjY291bnQO5LmNpc2NvLmNvbTCCASIwDQYJKoZIhveNAQEBBQADggEP
ADCCAQoCggEBAODerFpMLiDrHCppbgglZT+3XgIXFaDNAILMNvnxCv+Cg/8FolhT
mNnefWoKq/CxK9jNfUHalY3BzozOUzFH87gXdNrhfRnMRGRWBQH1ImKjmflsogY4
EUC/7+pQ52K8/fulXXMT463BwkXD5ROtr6bTdoUSDfRL3aWhTjdWrX0WolkTpOsR
f14wXRnvDRjPWUX8XRHYF8RAL1fz8rh/1xJN6RAVOLIHPAJS fEYJTmNiT1Fcg]jrN
Sm57NsyVCoNJ00iCuwi6Hiw/CY1fms990btByIrwt5Gl+6E6J6qg9ovT6R+qgiS2A
KGNIRJAVZNhiDdezX5021/xbJ5C39BPggY0CAWEAAaMaMBgwCQYDVROTBAIWADAL
BgNVHQ8EBAMCB4AWDQY JKONMX8 IWbH7WiWxaJKGe 9d5P62zBCgZccep4PsH
dt396r7VgCRREgZAMV45X1xrK7VMds 9+3jCalEW6VOr 5PrTPK4uBggqgQCku3RmgWm
TH/W+0YBkj29ny8ULVTPRT/w6KYsgZiTAsOogHK69IY12We7AiBP+DmNCk 9pRBPuUk
OWbMf0O0voF8k2QZF1S3ms17dn7LmOYB+/6e8RR1IT+9Y1Akft ImMOdLEMxjb32bCh2
4zQOWIXyTxiG5CDuRC+a/P7dZZ2QOnLQfzosccI9wlYSX1T6ns5v4RrL8phX4b0bTA=

Paste Private Key.
Press CTRL-D on a blank line when done.

Z1DbPzJJIm57A0DTWUJEFGJI/u/x7bRzw/BFH6QUu8WddbgIlgtFhwagAP2uzB18a38
VvEZXsZf£f+0vU2hUrznWKS5RgsCYILAypn7shh7RXp4QJc6hCcEf0731BVgqukfPC

[1> vy
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updatenow

BILL]

ERAE

Ny FER

egytzKO0stKvXPcbTOTI1BwWu8nlvm5UDOI+UjKgqigqIniL3MGY0VMVz020Z1PFHiVO
JLuMHpI4dvhQoq7UaLoT4NOYeiCC3iykZ0n8B1BzVAY3KVvEfazkR7QIJwXYSJRgL9
708vIMECgYEA/CewuUKZbBrGVGLr+eL34h0uOMgx8+tMFeRnBWMT IHWxcGxJ/bJ 8
6+LCS9%9aXfuDOBHDI+Xy4mfsKOvz5dtpFL5gI71NVvN6VUrPI3tIXdUTxZ9He JKHIN
MITIEpQIBAAKCAQEA4NG6SWIMSTMULfzuBd02uF 9GexGpHAFAeULYgOZ+Wy i
BjgRQL/v61DnYrz9+6VdcxPjrcHCRCP1IHS2vptN2hRIN9EvdpaFONlat fRaiWROnN
SxF+XjBdGe8NGMIZREXAEfIXxFOuV/PyuH/XEk3pHhXQuUc8ANn18TI10Y2JPUVyYC
0s1Kbns2zJUKgOnQ6IK7CLoeLD8J1iV+az305u0HIivC3kbX70Tongqr2i9PpH6qd
LYAOYOhEkKCO9k2GIN1Bael 60AtKWWAKRS13nunfaiFun/XAeF9YPuA24+dc
7Z1DbPzJJm57A0DTWUJEFGJ/u/x7bRzw/BFH6QUuUSWddbgIlgt FhwagAP2uzB18a38
VvEZXsZEf£+0OvU2hUrznWK5RgsCYILAypn7shh7RXp4QJc6hCcE£0731BVgqukfPC
egytzKO0stKvXPcbTOTI1BwWu8nlvm5UDOI+UjKgigqIniL3MGY0VMVz020Z1PFHiVO
JLuMHpI4dvhQoq7UaLoT4NOYeiCC3iykZ0n8B1BzVAY3KVvEfazkR7QIJwXYSJRgL9
708vIMECgYEA/CewuUKZbBrGVGLr+eL34h0uOMgx8+tMFeRnBWMT IHWxcGxJ/bJ 8
6+LCS9%9aXfuDOBHDI+Xy4mfsKOvz5dtpFL5gI71NVvN6VUrPI3tIXdUTxZ9He JKHIN
r5082sZ2d0w6WO0q] fk1XZowut 9isGWIwePMPOYOhWFyxbv7bomFC50AkCgYEASEx4 7WneMHbmgSQbIvEXb02tSGlc=

~D
Certificate and key are stored successfully

FTRTOVAT AP —ER I R—R FOBEFHEER L ET,

fEE : ZDa~< 2 NI Tcommit] ZIMVEHD FH A,

avy R sEH |

DISREAER . Z0a<w L R~y E— R TCORMEFATEEY, EHIC, Zoa~wr RNiin

TA v ARAR (=P —nRa sl Lir~vyy) TORFHTEET,
NYF AR K Zoa<wy RNy FEREY R —FLTWET,

updatenow ¥ > KONy FREAXEZMFHTH L, BEPBHINLWGAETH, EFA—LT—

Ny oA FOFTRTOa LR —R "NEEHFTXET,

updatenow [force]
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version

Bk

ER7E

1

wipedata

B

mail3.example.com> updatenow
Success - All component updates requested

VAT LDN=Y g UERERTILET,

WEE : Zoa~<y RIZ Tcommit] ITMEH Y FH A,
S AREH . Zpavy NEvlry B— R TORFEHATXET,
NYF AT E: Zoavry RNy TFERXETR— L TWERA,

mail3.example.com> version
Current Version

Product: Cisco Cl00V Email Security Virtual Appliance
Model: C100V

Version: 9.1.0-019

Build Date: 2015-02-17

Install Date: 2015-02-19 05:17:56

Serial #: 421C73B18CFB05784A83-B03A99E71EDS
BIOS: 6.00

CPUs: 2 expected, 2 allocated

Memory: 6144 MB expected, 6144 MB allocated
RAID: NA

RAID Status: Unknown

RAID Type: NA

BMC: NA

TAAITDAT T7ANEHEEL, EOAT X TEBIEO AT — 2 A% ERT H DI
wipedata 2~ R&fEH L £,

N

GE) T2 P A RIELT, HET 7 v aid, KEBDPNLZEBHY, BAENTETTHET,

VAT R NT VR EE 25T NHY T,
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ER7AE

1

upgrade
2t BA

ER7E

151

avy R sEH |

WEE : Z0a<y R lcommit] IZMEH D FH A,
JGARER . Zpa<y Riivwyy T— RCOREHRATEET,
NYyFaAIV R Zoavy RNy FEXLEZSR—FLTOHERA,

mail.example.com> wipedata

Wiping data may take a while and can affect system performance till it completes.
Choose the operation you want to perform:

- STATUS - Display status of last command run

- COREDUMP - Wipe core files on disk

[1> coredump

wipedata: In progress

mail.example.com> wipedata

Wiping data may take a while and can affect system performance till it completes.
Choose the operation you want to perform:

- STATUS - Display status of last command run

- COREDUMP - Wipe core files on disk

[1> status

Last wipedata status: Successful

upgrade CLI =~ Ni&, fEHARERT v 77 L— ROV XA "NEFRRL, 2—HF—0NHEEL
7o/8—=3 3 02 AsyncOS Y AT LET v 77 L—RKLET,

WEE : ZDa< v R Tcommit] ITMEDH Y FH A,
USAREE . pavy NIviy BE— N TORMFHTXET,
NYyFaAvo R Zoavy NIy FELXEZ TR —F L TOHERA,

mail3.example.com> upgrade
Are you sure you want to proceed with upgrade? [N]> y

Choose the operation you want to perform:

- DOWNLOADINSTALL - Downloads and installs the upgrade image (needs reboot).
- DOWNLOAD - Downloads the upgrade image.

[1> downloadinstall

Upgrades available.

1. AsyncOS 10.0.2 build 020 upgrade For Email, 2017-05-09. This is release for Maintenance
Deployment.

2. AsyncOS 11.0.0 build 132 upgrade For Management, 2017-12-08.This release is for

Maintenance Deployment.
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Performing an upgrade may require a reboot of the system after the upgrade is applied.
You can log in to your appliance after the upgrade is done.
Do you want to proceed with the upgrade? [Y]>Y

AVFUY RA¥r Y

contentscannerstatus

AT ARy TV DNA—V g UEREERLET,

ER7E

M : Zoa<r R lcommit] THEH Y FH A,
JITALER . Zpavwy RiEvyy T— R TOAFEHTE ET,
NYyFAIVE : Zoa~vy RNy FEXRESR—FLTWVERA,

]l

mail.example.com> contentscannerstatus

Component Version Last Updated
Content Scanner Tools 11.2.1884.970097 Never updated
contentscannerudpate

AT ARy DV UDFERT v ST — " EERLET, [force] NT A—H HfEH
T5E, FHEFEERIRL SN THEITINET,

ERAE
MEE : Z0a<y R lcommit] 1ZMEH D FH A,

JIARALER . Zavw s REvr B R TOAMEHTEET, &6, Zoa~vr Kignm
TA L FRAN (=P —Bu A Lz~ y) TORMEHATEES,

NYF AT R: Zoa~y RNy FEXREZ P R—F L TWERTA,

1

mail.example.com> contentscannerupdate force
Requesting forced update for Content Scanner.

LDAP

2T, IROCLI 2~y RIZOWTCEB L E1,

avy R sEZH
I
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Idapconfig

B2LL]

ERAE

avy R sEH |

LDAP —N"—%FRELET,

M : Zoa< KX lcommit] 2NHHEETY,

JIGALEH  Zoa<vy N, T R_RTCOYE—FK (PTRZ, IA—F, <) T
HATc&EEd,

NyF avwrs R Zoavy RNy FEAZ S R—FLTWEEA,

Bl - $TLULNWDAP H—/N— 7O 7 7 A ILDYERK

ROBITIL, ldapeonfig =~ > FEAEH LT, EFA—NT—hU=ADNAL U RELRD
LDAP #—"—%EE L, ZEH=ZIT A (dapaccept 72~ K) | v—FT 47

(Idaprouting 7 a<> F) | A H L — K (masquerade &7 a~<> K) | ARARHED T
N —H—3GE (isqauth 7 2~ K) | BLOAARLBEHOTA YT A4 (isqalias 7
av U R) OV EFELET,

£3°. [PublicLDAP] &9 = 7 X — A% mldapserver.example.com LDAP H—/3—|Z 5.2 &
T, 7Y OEEKIT. R— 13268 (574 /L M) TT, example.com DFEZER— AN EH
Sh (de=example,dc=com) ., ZfEEZIT AN, A—AFL—T 17 BLOYAAL—F
D7) —RNERINET, ZOFlOr =Y —iF, HIRGHDOA 2 —xy b 77k
draft-lachman-laser-ldap-mail-routing-xx.txt CE# & #17- inetLocalMailRecipient #iBh 4~ = 7 K
277 A ( [Laser ftkk.] L LTHEBND) ZMHTSH, OpenLDAP 7 1 L' 7 K~ UGKEIZELT
WET, (ZORFRITZT7 FDOAR—=V 3 0%, Openl,DAP DY —RA 7 4 AR Ba—v 3 VIZH
FNTVWET) . ZOBITIE, A—NVOFL—T 47 7 ) —THREINDIZEEIMHERT
DA A — LR A R 2% mailForwardingAddress T 5 Z LIZHEBE L TLZEW, 72U —4T
T RCFLPFRERISNET, ELWRRNRISND X I 2120E, EMIC—HL T
WHRERH D ET,

mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

[1> new

Please create a name for this server configuration (Ex: "PublicLDAP"):
[1> PublicLDAP

Please enter the hostname:

[1> myldapserver.example.com

Use SSL to connect to the LDAP server? [N]> n

Select the authentication method to use for this server configuration:
1. Anonymous

2. Passphrase based

[1]1> 2

Please enter the bind username:

[cn=Anonymous]>
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Please enter the bind passphrase:

1>

Connect to LDAP server to validate setting? [Y]

Connecting to the LDAP server, please wait...

Select the server type to use for this server configuration:
1. Active Directory

2. OpenLDAP

3. Unknown or Other

[3]1> 1

Please enter the port number:
[3268]> 3268
Please enter the base:
[dc=example,dc=com]> dc=example,dc=com
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- TEST - Test the server configuration.
- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- CERTAUTH - Configure certificate authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> ldapaccept
Please create a name for this query:
[PublicLDAP.ldapaccept]> PublicLDAP.ldapaccept
Enter the LDAP query string:
[ (proxyAddresses=smtp:{a})]> (proxyAddresses=smtp:{a})
Do you want to test this query? [Y]> n
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
LDAPACCEPT: PublicLDAP.ldapaccept
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> ldaprouting
Please create a name for this query:
[PublicLDAP.routing]> PublicLDAP.routing
Enter the LDAP query string:
[ (mailLocalAddress={a})]> (mailLocalAddress={a})
The query requires one of the attributes below. Please make a selection.
[1] Configure MAILROUTINGADDRESS only - Rewrite the Envelope Recipient (and
leave MAILHOST unconfigured)?
[2] Configure MAILHOST only - Send the messages to an alternate mail host
(and leave MAILROUTINGADDRESS unconfigured)?
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[3] Configure both attributes
(> 1
Enter the attribute which contains the full rfc822 email address for the
recipients.
[mailRoutingAddress]> mailRoutingAddress
Do you want to test this query? [Y]> n
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> masquerade
Please create a name for this query:
[PublicLDAP.masquerade]> PublicLDAP.masquerade
Enter the LDAP query string:
[ (mailRoutingAddress={a})]> (mailRoutingAddress={a})
Enter the attribute which contains the externally visible full rfc822 email address.
[1> mailLocalAddress
Do you want the results of the returned attribute to replace the entire friendly portion
of the original recipient? [N]> n
Do you want to test this query? [Y]> n
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing
MASQUERADE: PublicLDAP.masquerade
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> isgauth
Please create a name for this query:
[PublicLDAP.isgauth]> PublicLDAP.isgauth
Enter the LDAP query string:
[ (sAMAccountName={u}) ]> (sAMAccountName={u})
Enter the list of email attributes.
[1> mail,proxyAddresses
Do you want to activate this query? [Y]> y
Do you want to test this query? [Y]> y
User identity to use in query:
[1> admin@example.com
Passphrase to use in query:
[1> passphrase

. avy kK sEH



I avy R 8EH
g rvo—rngrEnks ]

LDAP query test results:

LDAP Server: myldapserver.example.com

Query: PublicLDAP.isgauth

User: admin@example.com

Action: match positive

LDAP query test finished.

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268

Server Type: Active Directory

Authentication Type: passphrase

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

ISQAUTH: PublicLDAP.isgauth [active]

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1>

Current LDAP server configurations:

1. PublicLDAP: (myldapserver.example.com:3268)

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.

[1>

Bl A O—/NLEREDIETE
ZOFITIE, TLS Bt DFEHE A2 &30 LDAP /0 — SR EEHEE LT,

mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[1> setup

Choose the IP interface for LDAP traffic.

1. Auto

2. Management (10.92.145.175/24: esxl6-esall.ga)
[11> 1

LDAP will determine the interface automatically.

Should group queries that fail to complete be silently treated as having
negative results? [Y]>

Validate LDAP server certificate? [Y]>

The "Demo" certificate is currently configured. You may use "Demo", but this will not
be secure.

1. partner.com

2. Demo

Please choose the certificate to apply:

11> 1

No LDAP server configurations.

Choose the operation you want to perform:

- NEW - Create a new server configuration.
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Idapflush
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Idaptest
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ER7E

1
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- SETUP - Configure LDAP options.
[r>

Xy v a2 ENTWALDAP OfERAE 7T v 2 LET,

WeE : Zoa<y R Tcommit] ITMEHY XA,
JTAREH . Coavwy RiEvyy BF— R TCOLHEHATXE4,
NYFaAIU K Zoa<wy RNy FERXETR—F LT EEA,

mail3.example.com> ldapflush

Are you sure you want to flush any cached LDAP results? [N]> y
Flushing cache

mail3.example.com>

1 DOLDAP 7 =) — T A MEFEITLET,

WeE  Zoa<y R Tcommit] 1ZH4EH D FH A,
JIARAER . Zoav L R~y E— R TCORMEATEE7,
NYF AT E: Zoavwry RNy TFERXER— L TWERA,

ZOFITIE, Idaptest 2~ > REMH LT, BIEFH D LDAP Y — "—EDZEHZ T AN
Jx2Y—7FET AN LET, ZIEFET FL A Tadmin@example.com] X2 D7 A MIEK L
FTN, ZEHET R R Tbogus@example.com| X ARG/ Y 9,

mail3.example.com> ldaptest
Select which LDAP query to test:
1. PublicLDAP.ldapaccep

[11> 1

Address to use in query:

[1> admin@Rexample.com

LDAP query test results:
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sievechar

B7LL]

ER7AE

1

sievechar .

Query: PublicLDAP.ldapaccept
Argument: admin@example.com
Action: pass
LDAP query test finished.
mail3.example.com> ldaptest
Select which LDAP query to test:
1. PublicLDAP.ldapaccep
[11> 1
Address to use in query:
[1> bogus@example.com
LDAP query test results:
Query: PublicLDAP.ldapaccept
Argument: bogus@example.com
Action: drop or bounce (depending on listener settings)
Reason: no matching LDAP record was found
LDAP query test finished.
mail3.example.com>

RFC3598 |[ZHE SN TS Sieve B A—/L 7 4 VX U U TIEHTHXTERTEIET «
tT—7 Mz LE T, Sieve LFHLLDAP KGRV = VU — & LDAP Ffv—F 4 > 7 =) —TDOH
HHINAZLICEB L TR, VAT AOMOENE., 522RE LA —/LT RL R4
ERtGEE LET,

fET&E 530FIE, - =t/ TT,

B 0o~ R lcommit] (TMHEHY FH A,

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (F59RE, IA—F <) T
HATxEd,

NyF AR 20wy Ry FBAE Y E— FLTOERA,

ZDOHITIX, sievechar 2~ REHEHA LT, +&2&KR 7 =V —BXOLDAPHL—T 47 7
T —THEEIN5 Sieve XFE L TERLET,

mail3.example.com> sievechar

Sieve Email Filtering is currently disabled.

Choose the operation you want to perform:

- SETUP - Set the separator character.

[]> setup

Enter the Sieve Filter Character, or a space to disable Sieve Filtering.
(1> +

Sieve Email Filter is enabled, using the '+' character as separator.
This applies only to LDAP Accept and LDAP Reroute Queries.

Choose the operation you want to perform:

- SETUP - Set the separator character.

(1>
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A—LEREDRE/E=F—12T

ZZ T, RO CLI 2=y RIZOWTHAL £,
addresslistconfig

L
T RLRAURAMEHRELET,

ERAE
MeE : Zoa< KX lcommit] NHFETI,

JSGAREE . Zavy RiE, TRTOYYET—F (WFRE, T—F, <) Tff
ATxEd,

NyF avws R Zoavwy NNy FELSEZSPR—FLTHET,

Ny FER

addresslistconfig I~ KONy FEXEZHERA LT, HTLWT KLA U X NOER., BEfED
7T RLAVRLNORREE, 7 RLVA VR Mo—&H)), 7TRLVAYURXANOHIER, 7 KLA U X
ROFTHEAELTWAT KL ADOMKHENFHETT,

cHLWT KL R U X DB :

addresslistconfig new <name> --descr=<description> --addresses=<addressl,address2,...>

BMEOT FLA U R NORE :

addresslistconfig edit <name> --name=<new-name> --descr=<description>
—--addresses=<addressl,address2,...>

7 RLA YR ORI :

addresslistconfig delete <name>

TRLAURAMO—EHS :

addresslistconfig print <name>

T RLAYUAROHETHAELTWDT RLADRKE :

addresslistconfig conflicts <name>
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aliasconfig

B2k

ER7E

Ny FER

maill.example.com> addresslistconfig
No address lists configured.

Choose the operation you want to perform:
- NEW - Create a new address list.
[1> new

Enter a name for the address list:
> add-1listl

Enter a description for the address list:
> This is a sample address list

Enter the type of list:

1. Full Email Addresses only

2. Domains only

3. IP Addresses only

4. All of the above

Enter the type of the address list:
[41> 1

Enter a comma separated list of addresses:
(e.g.: user@example.com)
> userl@example.com, user2@example.com

Address list "add-listl" added.

Choose the operation you want to perform:

- NEW - Create a new address list.

- EDIT - Modify an address list.

- DELETE - Remove an address list.

- PRINT - Display the contents of an address list.

- CONFLICTS - Find conflicting entries within an address list.
[r>

BFA—IN A VT AEHELET,

e Zoa~< 2 i lcommit] NVNETY,

JIAREH  Zoa<wr NI, IRTOYY U ET—R (TR, TA—T <) T

MATEET,
NyF avwrs R Zoavy Ry FEAZ SR —FLTWES,

aliasconfig DNy FIEREZEH T D L FrL A VT AT =70, BEFEOTA U7 A
T—TINDfRE, BFA—NTA YT ADY A SO, 2 VT AT =T VDA K=}/
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B »

T AR—NEFITTEET, Ny F avr RE LTETTHIZIE, aliasconfig =2~ > FZK
DA TANI L, UTOERERELET,

I LWEFA—L =AU T ADIBM

aliasconfig new <domain> <alias> [email addressl] [email address2]

)

GE)  HFIELZRW R AA 2% LT laliasconfignew] 2~ REFITTHE, 2D RAA UBER
INET,

BEEDET A —L T A VT ADME

aliasconfig edit <domain> <alias> <email addressl] [email address2]

EBEAA =L AT ADOFRKR

aliasconfig print

B—A)N A YT A YRADAHR—h

aliasconfig import <filename>|

BIA—NT =P =2 DA VT AY A DT AR— |

aliasconfig export <filename>|

l

mail3.example.com> aliasconfig

Enter address(es) for "customercare".

Separate multiple addresses with commas.

[1> bob@example.com, frank@example.com, sally@example.com
Adding alias customercare: bob@example.com, frank@example.com, sally@example.com
Do you want to add another alias? [N]> n

There are currently 1 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.
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- CLEAR - Clear the table.
[1> new
How do you want your aliases to apply?
1. Globally
2. Add a new domain context
3. example.com
[11> 1
Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:
- "user@domain" - This email address.
- "user" - This user for any domain
- "@domain" - All users in this domain.

"@.partialdomain" - All users in this domain, or any of its sub domains.

[1> admin
Enter address(es) for "admin".

Separate multiple addresses with commas.

[1> administrator@example.com

Adding alias admin: administrator@example.com
Do you want to add another alias? [N]> n
There are currently 2 mappings defined.
Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> print

admin: administrator@example.com

[ example.com ]

customercare: bobGexample.com, frank@example.com, sally@example.com
There are currently 2 mappings defined.
Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[r>

RE6:TAYTRAREADIIHK

518 AR

<domain> TAUTAZWHATA RAAL 2 TF A, [Global]
SNV RAAL v avTHRAMERELET,

X7 a—

avy R sEZH II
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518

anBA

<alias>

RETDHZA VT ADLHI,

Tua— L RAL v arTHARNTHATEDLZA U T AERD
LB Td,

"user@domain" : ZDOE A—/L 7 NL X,
"user" : fEE D N AL D ZD2—H—
‘@domain : =D KAA DT RTHOZ—H—,

‘@.partialdomain’ : ZD RAA LV ELIXZDTEEDOY T RAAL D
FTARTOaZ—H—,

BEDORAA L 2 TXANCHEHATELAA U T RTIRDO LR
T,

‘User’ : ZTORAAL L avTHXFARDZDa—H—

‘User@domain’ : ZDE A—/L T KL A

<email address>

TAVTAE~w v T THEFA—INT RKLA, 1 OO A
TAEBEOBTLA—IN T RLRAZYy B I TEET,

<filename>

TA VT AT —TNDA VR— T AR— MAFEHTL T 7
A NVA,

archivemessage

B2k

Fa—HNOE WAy E—VET—IAT LET,

ER7AE

WEE : 2~y R commit [TMLEH Y XA,
TS AREE . Zpa<wy Riivwiy B— R TORFEHTXET,
NyF avws R Zoavy MRy FEXRESR—-FLTHERA,

1

KOFETIE, T WA=V T—H AT LET,

mail3.example.com>

archivemessage

Enter the MID to archive.

[01> 47

MID 47 has been saved in file oldmessage 47.mbox in the configuration

. avy kK sEH



I av vk 5EH

altsrchost

B2LL]

ERAE

11

altsrchost .

Virtual Gateway™ O~ > B 7A@ E L E T,

M€ : Zoa< KX lcommit] 2NHHEETY,

PIGRRER . Zpa<vy N, N TOYIYrE—F (#9R&2, F—F <) T
ATxEd,

NyF avwrs R Zoavy Ry FEAZ S R—FLTWEEA,

WOHITIE, altsrcchost 77— 7 A NRHE I ENT, BEFEO~ v B IR WI ERNRENET, £+
D, 250 MY MERENET,

s JN—T7 27 P—/3— KA | @exchange.example.com 7> D A —/L L, PublicNet 1 >
B—T A AIvy BT ENET,

« EEH TP 7 KL A 192.168.35.35 /75 D A —/ L%, AnotherPublicNet f > % —7 = A AT
v TENET,

BB, TERDT-IZ altsrchost ¥ v B IR EN T, ZEIBIHEESNET,

mail3.example.com> altsrchost

There are currently no mappings configured.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- IMPORT - Load new mappings from a file.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping.

Partial addresses such as "@example.com" or "user@" are allowed.

[1> Q@exchange.example.com

Which interface do you want to send messages for @exchange.example.com from?
1. AnotherPublicNet (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 4

Mapping for @exchange.example.com on interface PublicNet created.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping.

Partial addresses such as "(@example.com" or "user@" are allowed.

av YR BEH II
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bounceconfig

Bk

ER7AE

1

avv R sEH |

[1> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?
1. AnotherPublicNet (192.168.2.2/24: maild.example.com)
2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[11> 1

Mapping for 192.168.35.35 on interface AnotherPublicNet created.
Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> print

1. 192.168.35.35 -> AnotherPublicNet

2. @exchange.example.com -> PublicNet

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[r>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added 2 altsrchost mappings

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

N ADEEEZFRELET,

Mg - oo~ KX lcommit] N TI,

JGAREM . Zpavw s NI, TRTO~YY U EFT—R (UF2AFZ, TA—F w3 v) T
HATxE7,

NyFa<wr R:Zoa<vy RNy FERXEZHR—FLTHWET, FFcOVW T, CLID
A TFGA Y ~NTEBRLTLKEXZNY, Z0a<vry ROA 54y ~LVTIZT 7B AT BT
IZ, help a2~ REFEHLET,

K DB TIL, bounceconfig =~ R&fH LT, bounceprofile &\ 4RO/ A F'a
TrANEERLET, ZOTRT77ALTE, N—RKATRAINETRTOA vy E—URN
REET R L ATH % bounce-mailbox@example.com|Zik(5 I E T, BIEEERX v —
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w

ITA F—TNTF, ZEEH-VELEL S E—UN I OEEINET, BEAvbE—UBOF
7 v MEIT 4 BFRE (14400 7)) T,

mail3.example.com> bounceconfig

Current bounce profiles:

1. Default

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

[1> new

Please create a name for the profile:

[1> bounceprofile

Please enter the maximum number of retries.

[100]> 100

Please enter the maximum number of seconds a message may stay in the queue before being
hard bounced.

[259200]1> 259200

Please enter the initial number of seconds to wait before retrying a message.
[60]> 60

Please enter the maximum number of seconds to wait before retrying a message.
[3600]> 3600

Do you want a message sent for each hard bounce? (Yes/No/Default) [Y]> y

Do you want bounce messages to use the DSN message format? (Yes/No/Default) [Y]> y
Enter the subject to use:

[Delivery Status Notification (Failure)]>

Select default notification template:

1. System Generated

2. bounce_english

3. bounce russian

[11>

Do you want to configure language specific templates? [N]>

Do you want to parse the DSN "Status" field received from bounce

responses to include in the DSN generated by the appliance?

(Yes/No/Default) [N]>

If a message is undeliverable after some interval, do you want to send a delay warning

message? (Yes/No/Default) [N]> y

Enter the subject to use:

[Delivery Status Notification (Delay)]>

Select default notification template:

1. System Generated

2. bounce english

3. bounce russian

[1]1> 1

Do you want to configure language specific templates? [N]>

Please enter the minimum interval in seconds between delay warning messages.
[14400]> 14400

Please enter the maximum number of delay warning messages to send per
recipient.

[11> 1

Do you want hard bounce and delay warning messages sent to an alternate address, instead
of the sender? [N]> y

Please enter the email address to send hard bounce and delay warning.

[1> bounce-mailbox@example.com

Do you want bounce messages to be signed (Yes/No/Default)? [N]>

Current bounce profiles:

1. Default

2. bounceprofile

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Remove a profile.

avy R sEZH
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(1>

mail3.example.com>

JRF—ADINHR TAOT7AILDEA

N A TaT7 7 A VEFRE LD, listenerconfig -> bounceconfig 2~ R&EfEH L, ¥ %
EETHIEICLY, 20T T 7 A NEL Y AT —ZH#EHATEET,

A\

CE) ANy 2A7uTZrAME, Avt—YEZELEY AFT—ICESHTEATE LT, 272,
ZDY AT =T A v =V NRMEITED L D ITEUE SN 0NTFBEAKR L EE A,

Z OBFITIE, OutboundMail 77 A N—k U ZF—ZiREL, ZD U ZF—IZ bounceprl & \»
ING AT Ty A NVEEHLET,

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> bounceconfig

Please choose a bounce profile to apply:

1. Default

2. bounceprl

3. New Profile

[1]1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:
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bouncerecipients .

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: bounceprl

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

1>

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Enabled the bounceprl profile to the Outbound mail listener
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

bouncerecipients

BILL]

ERAE

1

Xa—nbAyE—VENU U ALET,

B - oo~ K lcommit] (THEHY FH A,
JTARER . ZDavy NiIviy BE— RTOMEATEET,
NYyFaAI R Zoavwy Ry FEXREZSR—FLTOERA,

NV ASNDZEFIL, SEZEERA ML T, FREAYE—Y 2o —T7D
Envelope From {TIZHE SNTZRFEDT RUATHEBISND A vbE—UREEITL - ClRpll &
NET, 3, BEF2—NOTRTOA Yy E—VE2—FEIINNT U ATHZLEHTEET,

REERAMIKENIUR

mail3.example.com> bouncerecipients
Please select how you would like to bounce messages:
1. By recipient host.
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. Envelope From 7 F L RXIZ& %/3V VX

2. By Envelope From address.

3. All.

[11> 1

Please enter the hostname for the messages you wish to bounce.

[1> example.com

Are you sure you want to bounce all messages being delivered to "example.com"? [N]> Y
Bouncing messages, please wait.

100 messages bounced.

Envelope From 7 KL X2k B/\ 0 U R

FTRT/INYUR

bvconfig

i

ER7E

l

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to bounce.
[1> mailadmin@example.com

Are you sure you want to bounce all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Bouncing messages, please wait.

100 messages bounced.

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11>

Are you sure you want to bounce all messages in the queue? [N]> Y
Bouncing messages, please wait.

1000 messages bounced.

NG U ARFEOBREEITVET, Z0a~wr Rid, F—BLONY U RSN B ET A —
NERET DTOIERALET,

feE . 2o~ R lcommit] BNNETY,

JIGRAREM . Zpa<vy Nt T_RTO~Y L F— R (092 F, IA—F <) T
HTExET,

NYyFaAv R Zoavwy NIy FELXREZR—F L THEREA,

WIZ, F—REL R U RAINTZWHNRETF A —NVOREDOH 2~ LET,
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mail3.example.com> bvconfig
Behavior on invalid bounces: reject
Key for tagging outgoing mail: key
Previously-used keys for verifying incoming mail:
1. key (current outgoing key)
2. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[1> key
Enter the key to tag outgoing mail with (when tagging is enabled in the Good
Neighbor Table)
[1> basic_key
Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic_key
Previously-used keys for verifying incoming mail:
1. basic_key (current outgoing key)
2. key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[1> setup
How do you want bounce messages which are not addressed to a valid tagged
recipient to be handled?

1. Reject.
2. Add a custom header and deliver.
[11> 1

Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic key
Previously-used keys for verifying incoming mail:
1. basic key (current outgoing key)
2. key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
(>
mail3.example.com> commit
Please enter some comments describing your changes:
[1> Configuring a new key and setting reject for invalid email bounces
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

deleterecipients
B7L)]
Xa—MHAvE—UEREHIRLET,

ERAE

FE® : Za<y K Tcommit] 1ZMEH D FHA,
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B »

JTARER  ZDavy Rii~vyy T— R TOMEHATEET,
NYF AR Zoa~vy RNy FEXREZVR—FLTWEEA,

1

WA A—NT— T A%, BEIILCTZEEZHIRT 272D 0EFEOA 7L a VR
SINTWET, KRIZ, ZEEFARR MIOZIEE DOHIER. Envelope From 7 K L 212 X 2 BBk,
BLUOF 2 —HNOT X TOZEHFOHIBROFIZ R L ET,

REE A UK DHIBR

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11> 1

Please enter the hostname for the messages you wish to delete.
[1> example.com

Are you sure you want to delete all messages being delivered to "example.com"? [N]> Y
Deleting messages, please wait.

100 messages deleted.

Envelope From 7 F L X [Z &k Bl

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to delete.
[1> mailadmin@example.com

Are you sure you want to delete all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Deleting messages, please wait.

100 messages deleted.

A THIBR

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11> 1

Are you sure you want to delete all messages in the queue? [N]> Y
Deleting messages, please wait.

1000 messages deleted.
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deliveryconfig

B2LL]

ERAE

11

delivernow

BL)]

ER7AE

deliveryconfig .

A—VEEEZRELET,

M€ : Zoa< KX lcommit] 2NHHEETY,

JIGALEH  Zoa<vy N, T R_RTCOY U E—FK (PTRZ, IA—F, <) T
ATc&EEd,

NyF awrR: Zoa<wy RNy ITFEXEZR—FLTWHWEREA,

ROFITIL, deliveryconfig =~ > FZM A L, [BAE"TREM:®H Y (Possible Delivery) % A R—
TMILT, T7ANV DA 2 —T 24 2% [HE) (Auto) [IZERELET, VAT LAE2ED
RRFEE A v —VRUFIE. 9000 #H#52 T,

mail3.example.com> deliveryconfig

Choose the operation you want to perform:

- SETUP - Configure mail delivery.

[1> setup

Choose the default interface to deliver mail.

1. Auto

. AnotherPublicNet (192.168.3.1/24: maild.example.com)
. Management (192.168.42.42/24: mail3.example.com)

. PrivateNet (192.168.1.1/24: mail3.example.com)

. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enable "Possible Delivery" (recommended)? [Y]> y
Please enter the default system wide maximum outbound message delivery
concurrency

[10000]> 9000

mail3.example.com>

g w N

A=V DAY 2— L ERIEYE HICHRE LE T, 2—F—id, 1 20OZEFEHRA L&,
BUERICHEA T V2= L ENTNAETRTORA v E—=DNT NN EEIRTEE7,

MEE : Z0a<y R lcommit] 1ZMEH D A,
JSAREE . Zpa<wy Riivwiy B— R TORFEHTXET,
NYyFaAIVEF: Zoavwy Ry TFELESR—FLTHERA,
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mail3.example.com> delivernow

Please choose an option for scheduling immediate delivery.
1. By recipient domain

2. All messages

[11> 1

Please enter the recipient domain to schedule for delivery.
[1>foo.com

Scheduling all messages to foo.com for delivery.

destconfig

LIH®D setgoodtable =~ K CY, T—7 /ML, HBfE, sEHET—7V EMEIRTWE
T, ZOT—TNEMALT, HELE FAL COERGHIREZHELET,

destconfig 37 > FD{E A
destconfig ¥ 7 A =2 —TlX, koa~r REffATE£7,

% 7:destconfigtr 727 K

X B7L:L

SETUP Ia—rVREEEE LET,

NEW RAA »DOF LWHIBRZ B L £,

EDIT RAAL L OFIREZETE L ET,

DELETE RAA DOHIRAHIER L £7,

DEFAULT FESN TR AL DT 74V FORIREEE LET,

LIST AL EZDHIRDOY A M ZFRLET,

DETAIL 1 OO EITTITOT S M) OFEME R LET,

CLEAR T—=TNNETRTCOTY M EHIRLET,

IMPORT NIz 7 4 Fab—a 7y A Npbskfliim Yo
T—=TNEA UR—=FLET,

EXPORT SEdeHl = R DT —T VA INIa Ly 7 4 Falb— gy
Ty A MY ZAR—F LET,

destconfig 2~ RNiZi, FiiCHliHT — 7 NV OEITEHERT DL FTOEREFRE T 2 LB
HYET,

« RAAL Y (ZEHAAR)
o KA A U ~D KRR
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cHE T L O RKA vE— U

ZAZ IR

VAT AERELIIMEET— T =g AL v F
s RAAL LT L ORKIRAZ AL £,

« ZASEHIROBAM (43 HAT)

o N ARRRE

s ALV THERT O A TuT 7 AL

TR EHIEHT—TIL
WKORIC, SaSEHET — T ADTy kY ERLET,

R 8:FEAERET—TILOT Y B

KAA>Y Conn. Rept. Min. Enforce
Limit Limit Prd. MX/DOM

(T 7 1) 500 7L 1 RAA v

FREN TR R A A > OEFEIT 500, 1
B & 72 D OZAEE TR R

(F7 41 1) 500 ‘ﬁb P ‘MMP

FRENTVRN AL DA—V T — T =
A D REERHUE 500, 1 BRI S 7= 0 0ZiEH
T I R

partner.com 10 ‘ 500 ‘ 60

FAA

partner.com D F X TD7— K7 = A 3 10 fHD
Bsia AT 1 OB RZEE UL 500

101.202.101.2 500 ‘@L/ ’m] ’MXE

IP7 RLADIEE

Ny FRK

destconfig =~ > ROy FIREALMT T2 &, RO CLI 2~ & ROT X TOREREL FEITT
TETS

B LWSESERIET — 7 L O 1R

destconfig new <profile> [options]

« BEAF D5 SEHIH T — 7 v Ot

avy R sEZH
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destconfig edit <default|profile> [options]

BEAF D5 Sl 7 — 77 L D HIER

destconfig delete <profile>|

si S = h U O—ERR

destconfig list]

1 DO EITTXTOZ L b OFEMDER

destconfig detail <default|profilelall>|

PSR T — 7 Vinb 3R Toxzr b U ZHIER

destconfig clear|

T7ANNEDT =T NLDA R— b

destconfig import <filename>|

F—TNDT 7 A I~DIZT AR— h

destconfig export <filename>|

edit BEPnew Ny F a~ 2 RTIE, BEL EEEFEFEAHL TEEARTZEICED, LTOA
T aryO—MMERIIT R TCERETETET, HELER» oA 7 v a i, edit ZFEH L
BEIEEINT, new 2 L725EIFXT 7 40 MEICRESNET,

concurrency limit=<int> - The maximum concurrency for a specific host.

concurrency limit type=<host|MXIP> - Maximum concurrency is per host or per MX IP.

concurrency limit apply=<system|VG> - Apply maximum concurrency 1is system wide or by
Virtual Gateway (tm) .

max messages_per connection=<int> - The maximum number of messages that will be sent
per connection.

recipient limit minutes=<int> - The time frame to check for recipient limits in minutes.

recipient limit=<int> - The number of recipients to limit per unit of time.
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{5 : 7 L L destconfig T2 + ') DIERL .

use tls=<off|on|require|on verify|require verify> - Whether TLS should be on, off, or
required for a given host.

tls _certid="<certificate>" - Certificate used for this destination control.

bounce profile=<default|profile> - The bounce profile name to use.

bounce verification=<off|on> - Bounce Verification option.

{5 - 7 L L destconfig T> ~ ') DR

WOBITIX, BIED destconfig =2 b U A HHEICH I LET, I HIZ, R AA L partner.com D
LY R RERLET, 20O RAAL ATONTIE, KRR 100, 60453872
DZAFHERIRN 50 ICHESNET, LB ->T, VAT AL RAA  partner.com (Zxf L, 1
IRFRHIIC 100 2B 2 D Bt A ML e, 50 e BA DZEHICA vE—VERELEYA, ZOF
AAANING AT 0T 7 A VFENY B THNY, TLS RETHESNER A, HKEIT, £
BRI IS, ESNET,

mail3.example.com> destconfig

There are currently 2 entries configured.
Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> 1list
1

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
(Default) On Off Off (Default)

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> partner.com

Do you wish to configure a concurrency limit for partner.com? [Y]> y
Enter the max concurrency limit for "partner.com".

[500]> 100

Do you wish to apply a messages-per-connection limit to this domain? [N]> n
Do you wish to apply a recipient limit to this domain? [N]> y
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Enter the number of minutes used to measure the recipient limit.
[60]> 60

Enter the max number of recipients per 60 minutes for "partner.com".
[1> 50

Select how you want to apply the limits for partner.com:

1. One limit applies to the entire domain for partner.com

2. Separate limit for each mail exchanger IP address

[11> 1

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

[11> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n
Do you wish to apply a specific bounce verification address tagging setting for
this domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n
There are currently 3 entries configured.

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Throttled delivery to partner.com in the destconfig table

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bl : YR TATFAILE TLS BBRE

ZOFEITIL, KA A newpartner.com (ZHT L\ destconfig =2 F U #5%E L £4, TLS k0
METT, £, ZOFITIE, FAA 2 bounceprl (U AT —~DNRT LA 7077 A)LDiE
M (1523—=2) 22M) Lo NT R T T 7 A )% KA A newpartner.com ~0F X T
DEFA—NREIHEA SN LOITHRELET,

mail3.example.com> destconfig

There is currently 1 entry configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[]> newpartner.com

Do you wish to configure a concurrency limit for newpartner.com? [Y]> n
Do you wish to apply a messages-per-connection limit to this domain? [N]> n
Do you wish to apply a recipient limit to this domain? [N]> n

Do you wish to apply a specific TLS setting for this domain? [N]> y

Do you want to use TLS support?

1. No

2. Preferred

3. Required

4. Preferred(Verify)

5. Required(Verify)

[1]1> 3

You have chosen to enable TLS. Please use the 'certconfig' command to ensure that there
is a valid certificate configured.

Do you wish to configure a specific certificate for connections to this domain? [Y]>
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1. examplel.com

2. example.com

Please choose the certificate to apply:
[11>

Do you wish to apply a specific bounce verification address tagging setting for this
domain? [N]> y

Perform bounce verification address tagging? [N]> y

Do you wish to apply a specific bounce profile to this domain? [N]> y

Please choose a bounce profile to apply:

1. Default
2. New Profile
[11> 1

There are currently 2 entries configured.
Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> detail

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
newpartner.com Default Reg On Default
(Default) On Off Off (Default)

Enter the domain name to view, or enter DEFAULT to view details for the
default, or enter ALL to view details for all:
[1> all
newpartner.com
Maximum messages per connection: Default
Rate Limiting: Default
TLS: Required
Bounce Verification Tagging: On
Bounce Profile: Default
Default
Rate Limiting:
500 concurrent connections
No recipient limit
Limits applied to entire domain, across all virtual gateways
TLS: Off
Bounce Verification Tagging: Off
There are currently 2 entries configured.
[1>
mail3.example.com> commit
Please enter some comments describing your changes:
[1> enabled TLS for delivery to newpartner.com using demo certificate
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

[fEEEE

ZOBITIE, A—NENEH I V—T7 =7 H—,3—exchange.example.com |(Z A T > [N 7
55D destconfig = MU AER LET, ZORNMY——HO HEEHEE] = ) %
BETDHZ LT, N7 74 v 7 PRRICHRT DRRIFICIIEE PN IV —T T =7 =3 —
iZAmy Ry rEnET, ZOFTIE, BEFA AT U =A1F W=7 0 =7
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H—/3— exchange.example.com (Z%} L, 172 10 Z 8 2 5 [AIRFHER: 2 fMENLH3°, 1000 % i
RDOZEFEII Ay E—VEEELEEAL, NV A TR T 7 A)LE TLSHEITRESNELE
Ho

mail3.example.com> destconfig

There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1> new

Enter the domain you wish to configure.

[1> exchange.example.com

Do you wish to configure a concurrency limit for exchange.example.com?
Enter the max concurrency limit for "exchange.example.com".

[500]> 10

Do you wish to apply a recipient limit to this domain? [N]> y

Enter the number of minutes used to measure the recipient limit.

[60]> 1

Enter the max number of recipients per 1 minutes for "exchange.example.com".
[1> 1000

Select how you want to apply the limits for exchange.example.com:

1. One limit applies to the entire domain for exchange.example.com

2. Separate limit for each mail exchanger IP address

[11> 1

Select how the
1. System Wide
2. Per Virtual
[11> 1

[Yl> y

limits will be enforced:

Gateway (tm)

Do you wish to
Do you wish to

apply a specific TLS setting for this domain? [N]> n
apply a specific bounce verification address tagging setting for this

domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n
There are currently 3 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> set up shock absorber for inbound mail

Do you want to save the current configuration for rollback? [Y]> n

Changes committed:
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#: vo—nze I

Bl A a—/N)LERE

5l : DANE H7R—

ZOPITIEH, TLSEEFHO TLS 77— "B L OGEFAEZZ T L £9,

mail3.example.com> destconfig

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> setup

The "Demo" certificate is currently configured. You may use "Demo", but this will not
be secure.

1. partner.com

2. Demo

Please choose the certificate to apply:

[11> 1

Do you want to send an alert when a required TLS connection fails? [N]> n

FEFEALTLS EROFMIE

WOHITIE, KA A > newpartner.com D LV destconfig T F U RFRESNTCNET, =
Z ClX. TLS ##ih [MEEA] DANE 7R — Mk v HRb S TinEd,

\}

CE) TLSHAR—FFT 7L a0 ZRIRLTDANE a7 "EEMNCTHALERNH D £9°,

mail3.example.com> destconfig
There are currently 1 entries configured. Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.[]> newparter.com

Do you want to configure a concurrency limit for newparter.com? [Y]>
Enter the max concurrency limit for "newpartner.com".

[500]>

Do you want to apply a messages-per-connection limit to this domain? [N]>
Do you want to apply a recipient limit to this domain? [N]>

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)
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[11>

Do you wish to apply a specific TLS setting for this domain? [N]> y
Do you want to use TLS support?

No

Preferred

Required

Preferred - Verify

Required - Verify

Required - Verify Hosted Domains

o U1 b W N

[2]1> 3
You have chosen to enable TLS.
Please use the 'certconfig' command to ensure that there is a valid certificate configured.

Do you wish to configure a specific certificate for connections to this domain? [Y]> N
Do you want to configure DANE Support? [N]> y

Info:

If you configure DANE as 'Opportunistic' and the remote host does not support DANE,

opportunistic TLS is preferred for encrypting SMTP conversations.

If you configure DANE as 'Mandatory' and the remote host does not support DANE,
no connection is established to the destination host.

If you configure DANE as 'Mandatory' or 'Opportunistic' and the remote host supports
DANE,

it is preferred for encrypting SMTP conversations.

Please choose a DANE option:

1. No

2. Opportunistic

3. Mandatory

[2]> 2

Do you want to apply a specific bounce verification address tagging setting for this
domain? [N]>

BEDKRANDT 7T 4 €T 4 E=F—LET,

WeE  Zoa<y R Tcommit] 1ZH4EH D FH A,
JIARAER . Zoav L R~y E— R TCORMEATE £,
NYF AT E: Zoavry RNy TFERXER— L TWERA,

mail3.example.com> hostrate
Recipient host:
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[1> aol.com
Enter the number of seconds between displays.

[10]> 1
Time Host CrtCncOut ActvRcp ActvRcp DlvRcp HrdBncRcp SftBncEvt
Status Delta Delta Delta Delta
23:38:23 up 1 0 0 4 0 0
23:38:24 up 1 0 0 4 0 0
23:38:25 up 1 0 0 12 0 0
~C

hostrate =~ > K& {&1E9 A121%, Cul+C ZfEH L £9°,

hoststatus

& BA
BEDKRA MDA T—H AETH L E7,

ERAE
E . Zoa<y K2 lcommit] 1ZM0EH D EH A,
JIGRARER . Zpavw L NiE~vr BE— R TORMEHTE £,
NyFAIVEKR: Zoa<vy RNy FEXEZFR—FLTWEHA,

1

mail3.example.com> hoststatus

Recipient host:
[]> aol.com
Host mail status for: 'aol.com'
Status as of: Fri Aug 8 11:12:00 2003
Host up/down: up
Counters:
Queue
Soft Bounced Events 0
Completion
Completed Recipients
Hard Bounced Recipients
DNS Hard Bounces
5XX Hard Bounces
Filter Hard Bounces
Expired Hard Bounces
Other Hard Bounces
Delivered Recipients
Deleted Recipients
Gauges:
Queue
Active Recipients
Unattempted Recipients
Attempted Recipients 0
Connections
Current Outbound Connections 0
Pending Outbound Connections 0
Oldest Message No Messages
Last Activity Fri Aug 8 11:04:24 2003

OO O ook ok

o o
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Ordered IP addresses: (expiring at Fri Aug 8 11:34:24 2003)

Preference IPs

15 64.12.137.121 64.12.138.89 64.12.138.120

15 64.12.137.89 64.12.138.152 152.163.224.122

15 64.12.137.184 64.12.137.89 64.12.136.57

15 64.12.138.57 64.12.136.153 205.188.156.122

15 64.12.138.57 64.12.137.152 64.12.136.89

15 64.12.138.89 205.188.156.154 64.12.138.152

15 64.12.136.121 152.163.224.26 64.12.137.184

15 64.12.138.120 64.12.137.152 64.12.137.121
MX Records:

Preference TTL Hostname

15 52m24s mailin-01.mx.aol.com

15 52m24s mailin-02.mx.aol.com

15 52m24s mailin-03.mx.aol.com

15 52m24s mailin-04.mx.aol.com

Last 5XX Error:

550 REQUESTED ACTION NOT TAKEN: DNS FAILURE
(at Fri Aug 8 11:04:25 2003)

Virtual gateway information:

example.com (PublicNet 017):
Host up/down: up
Last Activity Wed Nov 13 13:47:02 2003
Recipients 0

example.com (PublicNet 023):
Host up/down: up
Last Activity Wed Nov 13 13:45:01 2003
Recipients

imageanalysisconfig

BILL]

ERAE

1

IronPort 4 A — Y AT O EEZHE L ET

MeE : oo~ KX lcommit] NHEETI,

avy R sEH |

JIGARER  Zpavy NI, TRTO~YE—R (IR Z, TA—F <= v) TF

HAc&Exd,
NYyF AT R Zoa<xr RNy FERXEZSR—FLTWETA,

mail.example.com>imageanalysisconfig

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect (50-74), Inappropriate (75+)
Skip small images with size less than 100 pixels (width or height)

(First time users see the license agreement displayed here.)
Choose the operation you want to perform:
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oldmessage

BILL]

ER7AE

1

oldmessage .

- SETUP - Configure IronPort Image Analysis.

[1> setup

IronPort Image Analysis: Enabled

Would you like to use IronPort Image Analysis? [Y]>

Define the image analysis sensitivity. Enter a value between 0 (least sensitive) and 100
(most sensitive). As sensitivity increases, so does the false

positive rate. The default setting of 65 is recommended.

[65]>

Define the range for a CLEAN verdict. Enter the upper bound of the CLEAN range by entering
a value between 0 and 98. The default setting of 49 is

recommended.

[49]>

Define the range for a SUSPECT verdict. Enter the upper bound of the SUSPECT range by

entering a value between 50 and 99. The default setting of 74 is

recommended.

(741>

Would you like to skip scanning of images smaller than a specific size? [Y]>

Please enter minimum image size to scan in pixels, representing either height or width

of a given image.

[100]>

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect (50-74), Inappropriate (75+)

Skip small images with size less than 100 pixels (width or height)

Choose the operation you want to perform:

- SETUP - Configure IronPort Image Analysis.

1>

AT ALEORBEWIEREEA v E—OMID Esy A —E R R LET,

MEE : 2o~y RIZ commit ITMEH Y FH A,
JTARER . ZDavy NiIviry E— R TOMEATEET,
NyF avw R Zoavwy MRy FELXREZSR—-FLTOHERA,

WOBHTIE, WA=V 2R RLET,

mail3.example.com>

oldmessage

MID 9: 1 hour 5 mins 35 secs old

Received: from test02.com ([172.19.0.109])

by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com

To: 4031l@example.com

Subject: Testing

Message-Id: <20070215061136.68297.16346@test02.com
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rate

B2LL]

ERAE

1

avv R sEH |

A=V DANL—Ty heE=H—LET,

Fe® : Za<y K Tcommit] 1ZMEH D FHA,
JIARZER  Zpa<w L RiEvwyr BE— R TORERTE 9,
NYyFaAvo R Zoavy NIy FEXLEZR—F L TOHERA,

mail3.example.com> rate

Enter the number of seconds between displays.

[10]> 1
Hit Ctrl-C to return to the main prompt.
Time Connections Recipients Recipients Queue
In Out Received Delta Completed Delta K-Used
23:37:13 10 2 41708833 0 40842686 0 64
23:37:14 8 2 41708841 8 40842692 6 105
23:37:15 9 2 41708848 7 40842700 8 76
23:37:16 7 3 41708852 4 40842705 5 64
23:37:17 5 3 41708858 6 40842711 6 64
23:37:18 9 3 41708871 13 40842722 11 67
23:37:19 7 3 41708881 10 40842734 12 64
23:37:21 11 3 41708893 12 40842744 10 79
~C

redirectrecipients

i

FTRTORA Y E—=VZHOY L— KA MV FA L7 FLET,

Bl Xov—T% Mdevinull 565 ETAZEMRAL ATV E AL LT FTBHE, Avb—I0%
bhET, A—=NVEZDOLIBRRNAAL NI EA L7 FLTH, CLIIZERIIFRRENEY
ho A=V UXA LY T BHHEIT, R RAAL NHDNE D >SMTPL— b & 3R
LTL7Z&W,

Bl ZOFRAFNLERED SMTP A —LEZETEDLICEFmENTWARWER FEZIFIP T

FLRARZREEEZVZA VI b DL, AvE—URAT A&, A—Liikbh % WhRENE
BV ET,
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ER7AE

Ny FER

1

resetcounters

Bk

ER7AE

1

mans

WEE : Zoa<y R Tcommit] ITMEHY XA,
G ARER . Zpa<y Riivwyy T— RCOREHATEET,
NYyF AT R Zoa<wr RNy FEKRLEZR—FLTWET,

redirectrecipients =~ > ROy FIRAREMHEHT 5 & 1RO CLI 2~ ROTXTOHKREL
FATTEET,

e T RTDA—NLEHDRA ML EZIZIP T RLAZUEAL L7 b LET,

redirectrecipients host <hostname>|

WIZ, T_TD A —/L% example2.com ;" A MY # A L7 b B0 R LET,

mail3.example.com> redirectrecipients

Please enter the hostname or IP address of the machine you want to send all mail to.
[1> example2.com

WARNING: redirecting recipients to a host or IP address that is not prepared to accept
large volumes of SMTP mail from this host

will cause messages to bounce and possibly result in the loss of mail.

Are you sure you want to redirect all mail in the queue to "example2.com"? [N]> y
Redirecting messages, please wait.

246 recipients redirected.

VAT LANDTRTCOI T 252y hLET,

MEE : Z0a<y RIZ lcommit] IZMEH D FH A,
JIAKER  ZDavy Riivyy = R TOREHTEET,
NYyFaAIVEF: Zoa<xwy Ry FELEZSR—FLTOERA,

mail3.example.com> resetcounters
Counters reset: Mon Jan 01 12:00:01 2003
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removemessage

B2LL]

ER7AE

1

showmessage

B2k

ER7E

1

BEOA Yy E—VIDDOA v E—V2 %2R LET,

removemessage =¥ . N TIL, fF¥F 22—, BT 2 —, I hEF2—HNORX v E—
COIHREHIERETEET, VATLADOREIZLoTL, INLDOF2—IZANTT VT 4772
AvE—UNEENTHRWEERSH D £,

WEE : Zoa<y R lcommit] IZMEH D FH A,
G ARER . Zpa<y Riivwyy B— RCOREHRATEET,
NYF AR KR Zoa~vy RNy FEXREZVR—FLTWERTA,

example.com>
removemessage
Enter the MID to remove.
[1>1
MID 1: 19 secs old
Received: from example2.com ([172.16.0.102])
by test02.com with SMTP; 01 Mar 2007 19:50:41 -0800
From: userl23@test02.com
To: 9526@example.com
Subject: Testing
Message-Id: <20070302035041.67424.53212Q@test02.com>
Remove this message? [N]> y

BESNTEAyE—VIDDRA vy =V AvE—VRLEZRRLET,

W : Zoa<y R Tcommit] ITMEH Y FH A,
S AREH . Zpavy NEvlry B— R TORFEHATXET,
NYF AT E: Zoavwry RNy TFEXER— L TWERA,

example.com> showmessage
MID 9: 1 hour 5 mins 35 secs old
Received: from example2.com([172.19.0.109])
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showrecipients .

by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com
To: 4031l@example.com
Subject: Testing
Message-Id: <20070215061136.68297.16346Ctest02.com>
This is the message body.

showrecipients

BILL]

ER7GE

Ny FER

1

Fa—HNDORA v E—T%ZEF R A MIE 21T Envelope From 7 K L ABNZRKRT B0, T
TOA =V EERLET,

WMEE : Z0a<y RIZ lcommit] 1ZMEH D FH A,
JGARER . Zpa<wy Riivwyy T— RCOREHATEET,
NyF AR 2o~y RNy FEXREZ YV R—FLTWET,

showrecipients =~ > ROy FIRREMHEH T 5 & 1RO CLI 2~ ROTXTOMREL FE
ITTEET,

FREHRA MTO A v — VORSE

showrecipients host <hostname>|

Envelope From 7 KL ZATD X v &— T DR

showrecipients [sender options] <sender email>

R ? sender_option ZfEH T £,
--match-case 7 N L A D m—HF—4E 73 O K ILF L/ 2 KA LT —EL,
s T RTDA v E—VDRRK

showrecipients all

KIZ, TRTCOZEZFFRA F~DF2—NOA vE—VOHERLET,

mail3.example.com> showrecipients
Please select how you would like to show messages:
1. By recipient host.
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status

2. By Envelope From address.

3. All.
[1]1> 3

Showing messages,

MID/
[RID]
1527
[0]
1522
[0]
1529
[0]
1530
[0]
1532
[0]
1531
[0]
1518
[0]
1535
[0]
1533
[0]
1536
[0]

status

ERAE

l

Bytes/
[Atmps]
1230
[0]
1230
[0]
1230
[0]
1230
[0]
1230
[0]
1230
[0]
1230
[0]
1230
[0]
1230
[0]
1230
[0]

please wait.

Sender/

Recipient
userl23456@ironport
9554@example.com
userl23456@ironport
3059@example.com
userl23456@ironport
7284@example.com
userl23456@ironport
8243@example.com
userl23456@ironport
1820@example.com
userl23456@ironport
9595@example.com
userl23456@ironport
8778@example.com
userl23456@ironport
1703@example.com
userl23456@ironport
3052@example.com
userl23456@ironport
5l1l@example.com

.com

.com

.com

.com

.com

.com

.com

.com

.com

.com

Subject
Testing
Testing
Testing
Testing
Testing
Testing
Testing
Testing
Testing

Testing

FE® : Z0a<y K lcommit] 1ZM4EH D FHA,

JIAREH  Zoa<wr NI, IR_RTOY =R (TR, TA—T <) T
AcEEd,

NyF awrR: Zoa<wy RNy IFEXEZSR—FLTWHWEREA,

mail.example.com> status detail

Status as of:

Up since:

(12d 6h 37m 28s)

Last counter reset:

System status:
Oldest Message:

Mon Sep 08 00:01:44 2014 GMT
Tue Aug 26 17:24:16 2014 GMT

Never
Online

No Messages

Feature - IronPort Anti-Spam: 1459 days
Feature - Incoming Mail Handling: Perpetual
Feature - Outbreak Filters: 1459 days
Counters: Reset
Receiving
Messages Received 2
Recipients Received 2
Rejection
Rejected Recipients 0
Dropped Messages 0

Queue

. avy kK sEH

Uptime
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tophosts
2R

ER7GE

1

Soft Bounced Events 0
Completion
Completed Recipients 0

Current IDs
Message ID (MID)
Injection Conn. ID (ICID)
Delivery Conn. ID (DCID)

Gauges: Current
Connections
Current Inbound Conn. 0
Current Outbound Conn. 0
Queue
Active Recipients 2
Messages In Work Queue 0
Kilobytes Used 184
Kilobytes Free 8,388,424
Quarantine
Messages In Quarantine
Policy, Virus and Outbreak 0
Kilobytes In Quarantine
Policy, Virus and Outbreak 0

tophosts .

BIA =N F2—ICHT LBEOHREZIIG L. FEDOZEHRA MIEFEOME (F=2—0
KAL) BHD0E D DEHWT 521X, tophosts 2~ > RZfEH L £ 9, tophosts 2~ K
X, F2—HNO 20 DZEFEEHEDOV A MERLET, VA NMI, 777 4 7%EE. BEH
. BfEHAZEH. Y7 b ARNTAAL RN BEON—F AT RAINTZEERE.

SE S ERMEFHERINCY — FTEET,

Threat Defense Connector 23 H N 72> TV A4, tdequeuesiifc RAA D TFDA vE—

ZIET RUANDA—=NLVDORIEAT —H A TR TEET,

e 2o~ R lcommit] (TMHEHY FH A,

TS ARG Zpa<wy Riivwiy B— RTORFEHTXET,
NYyF aAIVER : Zoavy RNy TFEXEZSR—FLTWHERA,

mail3.example.com> tophosts
Sort results by:

1. Active Recipients

2. Connections Out

3. Delivered Recipients

4. Hard Bounced Recipients
5. Soft Bounced Events

[11> 1

Status as of: Fri Mar 13 06:09:18 2015 GMT

Hosts marked with '*' were down as of the last delivery attempt.

Active Conn.

Deliv.

Soft

avy R sEZH

Hard




. topin

SwW N e

(@]

topin

a

5t BA
BFREROBONAZ EALOFRA NERRLET,

ER7AE

Rec

ipient Host

example.com

the
the
the

the

.encryption.que
.euq.queue

ue

.euqg.release.queue

.tdc.queue

Recip.

o O onN

Out

o O O

Recip.

o O O o

B - oo~ K lcommit] (THEHY FH A,
JTARER . ZDavy NiIviry BE— RTOMEATEET,
NYyFaAIV R Zoavy Ry FEXLEZSR—FLTOWERA,

1

mail3.example.com> topin

Status as of:
# Remote hostname
Ilmail.remotedomainOl.com

W J o U b W N

11
12
13
14
15
16
17
18
19
20

unsubscribe

a

5tEH
Ja— SRR Y A R EH L ET,

mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.

mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.

remotedomain01l
remotedomain03
remotedomain04
remotedomain05
remotedomain06
remotedomainQ7
remotedomain08
remotedomain09
remotedomainl0
remotedomainll
remotedomainl?2
remotedomainl3
remotedomainlé
remotedomainlb
remotedomainl6
remotedomainl?
remotedomainl8
remotedomainl9
remotedomain20

. avy kK sEH

. com
. com
. com
. com
. com
. com
. com
. com

. com
. com
. com
. com
. com
. com
. com
. com
. com
. com
. com

Sat Aug 23 21:50:54 2003

172.
172
172.
172.
172
172.
172.
172

172.
172.

172

172.
172.

172

172.
172.

172

172.
172.

16.

.16.

16.
16.

.16.

16.
16.

.16.
16.
16.

O O O O O o o o

.16.

16.
16.

.16.

16.
16.

.16.

16.
16.

O O O OO OO oooo -

H O 0 J o U b N

Remote IP addr.
172.16.0.2

.11
.12
.13
.14
.15
.16
.17
.18
.19
.20
.21

listener

Incoming01

Incoming02
Incoming01l
Incoming02
Incoming01l
Incoming02
Incoming01l
Incoming01l
Incoming01l
Incoming01
Incoming01l
Incoming02
Incoming01l
Incoming01l
Incoming01l
Incoming01l
Incoming01l
Incoming02
Incoming01l
Incoming01l

Bounced
0

0
0
0

Conn.

In

10

W wwwwdhd o

PR P EPNNDDNDDNDDNDDNDDNDDND

avv R sEH |

Bounced
0

0
0
0
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mans

ERAE
He® : Zoa<y Kt Tcommit] 2AH43ETI,

JGAREE . Zoawy RiE, TRTOY U EFT—F (WFREZ, T—F, =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZdR—FLTWEEA,

l

ZOHITIL, 7 KL R user@example.net 73 7 7 — 7 LEMEE R Y X MBSV, AvyE—Y
EN—RATUZAT DRI RESNE T, ZO7 FRLRIZHEIND A vE—IFEAN
TUAISNET, B AN VA ICLVEMEDEFNCA v =V RN T A& E
ﬁ—o

mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.

[1> new

Enter the unsubscribe key to add. Partial addresses such as "@example.com"
or "user@" are allowed, as are IP addresses. Partial hostnames such as "@.example.com"
are allowed.

[1> user@example.net

Email Address 'user@example.net' added.

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1> setup

Do you want to enable the Global Unsubscribe feature? [Y]> y
Would you like matching messages to be dropped or bounced?

1. Drop
2. Bounce
[1]1> 2

Global Unsubscribe is enabled. Action: bounce.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added username “user@example.net” to global unsubscribe
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

avy R sEZH
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. workqueue

workqueue

B2LL]

ERAE

1

avy R sEH |

X o —D—EIEAT — A EZERBLIOLEE L E7,

Fe® : Za<y K Tcommit] 1ZMEH D FHA,
JGARER . Zpa<y Riivwyy T— RCOREHATEET,
NYyFaAvo R Zoavy NIy FEXLEZR—F L TOHERA,

mail3.example.com> workqueue

Status: Operational
Messages: 1243
Manually pause work queue? This will only affect unprocessed messages. [N]> y

Reason for pausing work queue:

[1> checking LDAP server

Status: Paused by admin: checking LDAP server
Messages: 1243

)

GE)  FHHROAINHMEERTT, HBE A Lenga, PR% Toperator paused) & LT 7 A3GiEk

émi‘?—o

ROBITIE, V—7 Fa—D0EHHINET,

mail3.example.com> workqueue

Status: Paused by admin: checking LDAP server
Messages: 1243

Resume the work queue? [Y]> y

Status: Operational

Messages: 1243

2y RI—FTHFERYENT—9 Y—)L

etherconfig

BILL]

ZIZTIX, RO CLI 2= RIZOWTEH L ET,

AT A TEIE, NIC~T U 7 VLANGGE, DSREEZR EDA —F K MNREEZITOET,

. avy kK sEH
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mans

ERAGE
fleE : Zoa<y Rix lcommit) AHETT,
JSARER . ZDavy RiEvyy T— R CORMENTEET,
NYF AR F: Zoavy RNy FERXE R — KL TWERA,

1

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> vlan

VLAN interfaces:

Choose the operation you want to perform:

- NEW - Create a new VLAN.

[1> new

VLAN tag ID for the interface (Ex: "34"):

[1> 12

Enter the name or number of the ethernet interface you wish bind to:
1. Data 1

2. Data 2

3. Management

[1]1> 1

VLAN interfaces:

1. VLAN 12 (Data 1)

Choose the operation you want to perform:

- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> loopback

Currently configured loopback interface:

Choose the operation you want to perform:

- ENABLE - Enable Loopback Interface.

[1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> mtu

Ethernet interfaces:

1. Data 1 default mtu 1500

2. Data 2 default mtu 1500

3. Management default mtu 1500

4. VLAN 12 default mtu 1500

Choose the operation you want to perform:

- EDIT - Edit an ethernet interface.

av YR BEH
I




. interfaceconfig

interfaceconfig

i

ER7GE

Ny FER

avv R sEH |

[1> edit

Enter the name or number of the ethernet interface you wish to edit.
[1> pairl

That value is not valid.

Enter the name or number of the ethernet interface you wish to edit.
[1> 12

That value is not valid.

Enter the name or number of the ethernet interface you wish to edit.
[1> 2

Please enter a non-default (1500) MTU value for the Data 2 interface.
[1> 1200

Ethernet interfaces:

1. Data 1 default mtu 1500

2. Data 2 mtu 1200

3. Management default mtu 1500

4. VLAN 12 default mtu 1500

Choose the operation you want to perform:

- EDIT - Edit an ethernet interface.

[1>

AE—T 2 A AEHRELET, A ¥ —T A A%k, Wk, HIRTE £, FTP &A1
F=TNMZ L, IPT FLAZEFEL, A —HF Xy NPT FLRAEZRETETET,

MeE : 0o~ KX lcommit] NHFETI,
JGARER . Zpa<wy Riivwyy T— RCOREHATEET,
Ny F AR Zoa~vy RNy FEXREZVR—FLTWET,

interfaceconfig =~ > ROy FIEXZEH T2 &, 12RO CLI 2~ ROT X TOREREZR 52
ITTEET,

cHTLWA U H—T = A ZADIERK

interfaceconfig new <name>

<ethernet interface>

<hostname>

--ip=IPv4 Address/Netmask

--ip6=IPv6 Address/Prefix Lenght]

. av vk BEH



I av R SEH
Bl: 48— 24 RADEKRE .

[--ftp[=<port>]]

[--telnet [=<port>]]

[--ssh[=<port>]]

[--http] [=<port>]

[--https[=<port>]]

[--eug_http[=<port>]]

[--eug_https] [=<port>]

[-—-ccs[=<port>]].

FTP is available only on IPv4.

A B —T A ZADHIE

interfaceconfig delete <name>|

Bl: A23—T 14 ADKE

mail.example.com> interfaceconfig

Currently configured interfaces:

1. Management (10.76.69.149/24 on Management: mail.example.com)
Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.
[1>1

IP interface name (Ex: "InternalNet"):

[Management] >

Would you like to configure an IPv4 address for this interface (y/n)? [Y]>
IPv4 Address (Ex: 192.168.1.2 ):

[1.1.1.11>

Netmask (Ex: "24", "255.255.255.0" or "OxffffffOo0"):

[OxffEffEff] >

Would you like to configure an IPv6 address for this interface (y/n)? [N]> n
Ethernet interface:

1. Data 1

2. Data 2

3. Management

[31>

Hostname:

[mail.example.com]>

avy R sEZH
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. nslookup

nslookup

BILL]

avv R sEH |

Do you want to configure custom SMTP Helo to use in the SMTP conversation? [N]>
Do you want to enable SSH on this interface? [Y]>

Which port do you want to use for SSH?

[22]1>

Do you want to enable FTP on this interface? [N]>

Do you want to enable Cluster Communication Service on this interface? [N]>

Do you want to enable HTTP on this interface? [Y]>

Which port do you want to use for HTTP?

[80]1>

Do you want to enable HTTPS on this interface? [Y]>

Which port do you want to use for HTTPS?

[443]>

Do you want to enable Spam Quarantine HTTP on this interface? [N]>

Do you want to enable Spam Quarantine HTTPS on this interface? [N]>

Do you want to enable AsyncOS API (Monitoring) HTTP on this interface? [N]> y
Which port do you want to use for AsyncOS API (Monitoring) HTTP?

[6080]>

Do you want to enable AsyncOS API (Monitoring) HTTPS on this interface? [N]> y
Which port do you want to use for AsyncOS API (Monitoring) HTTPS?

[6443]>

The "Demo" certificate is currently configured. You may use "Demo", but this will not
be

secure. To assure privacy, run "certconfig" first.

Both HTTP and HTTPS are enabled for this interface, should HTTP requests redirect to the
secure service? [Y]>

You have edited the interface you are currently logged into. Are you sure you want to
change it? [Y]>

Currently configured interfaces:

1. Management (10.76.69.149/24 on Management: mail.example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

(1>

nslookup 2=~ RZfiHl9 % &, DNS OELZRAETE £7,

nslookup =¥ RTIL, EFA AT —FT A0, EIfELTWVSDDNS (RAA R —L4
P—ER) b= R—nHRA M EIPT FLALZRR L CEETE DL 2 L 2R T x4,

% 9:nslockup AX 2 KDY T)— 34T

9T)—DRAT aiEA

RARNDA L H—Fy N T KLA

CNAME T A YT ZADIEH D4R
MX A= T AF =Ty
NS BELEY —rOp—5 P —N

. av vk BEH
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ER7GE

1

netstat

Bk

ER7E

warz 1
9T —DEAT & EA
PTR XY =N B —Fy N T RLZADHEIEARA M, £5T
IRNG AT OTE RIS T D RA X
SOA RAA D THERRBA%R) 1R
TXT T A NMER

W : Zoa<y K2 Tcommit] ITMEH Y FH A,

JGAREM . Zpa<w s NI, TRTO~YY U EFT—R (UF2AF, TA—TF w3 ) T
HATx%d,

NYyFaAIVER : Zoavy RNy TFEXESR—FLTWVERA,

mail.example.com> nslookup

Please enter the host or IP address to resolve.
[1> vm30esal086.1ibga

Choose the query type:

1. A the host's IP address

2. AAAA the host's IPv6 address

3. CNAME the canonical name for an alias

4. MX the mail exchanger

5. NS the name server for the named zone

6. PTR the hostname if the query is an Internet address,
otherwise the pointer to other information

7. SOA the domain's "start-of-authority" information

8. TXT the text information

[1

1>
AAAA= 2001:420:54ff:ff06::95 TTL=30m

netstat 2= REFHATHE, Fv VI —28k GFEBILORE) . r—T 17 7—7
L, BIOSESERRy NI =T AP —T = A AFGHERE R R TEET, 20O —V3
YTCIETARTOBEB Y AR — SN D2DT TIFERNWZ LIZEE LTI, FFIT, -a, -A,
g, -m, -M, N, siFHEATEEEA, ZOa~vry RIA 4777 47 = RTOFEIT%
BHIE L TWD®, netstat # AJJLTZETLAR— FOXRE SOOAF T v a Vi HEIRTE
T, T, Vv AU THA A —T oA AL R ROBRBLIEETEET,

e Zoa< R Tcommit] X EHD FHA,

av YR BEH II
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packetcapture

Bk

ER7GE

1

avy R sEH |

JTARER  ZDavy Rii~vyy T— R TOMEHATEET,
NYyFaAIUER: Zoavy RNy FELEZR—FLTWEE A,

example.com> netstat

Choose the information you want to display:
1. List of active sockets.

2. State of network interfaces.
3. Contents of routing tables.
4. Size of the listen queues.
5. Packet traffic information.
[11>

S

1.

2.

elect the ethernet interface whose state you wish to display:

Data 1
Data 2
3. Management
4. ALL
[1>1

Show the number of bytes in and out? [N]>
Show the number of dropped packets? [N]> y

Name Mtu Network Address Ipkts Ierrs Opkts
Oerrs Coll Drop
Data 1 1500 197.19.1/24 example.com 30536 - 5 -

example.com>

netstat I~ N&EHATHE, Fv VUV —78F EREBLIORE) . V=T 7 T—
T, BIOSESERF Y NI—7 A F—T oA AGHEREFR R TEET, ZDON—
VarTIETRTOSENRIFR— FENDIDITTIE2NT LICERE LTS EEN, FRZ, -a,
A, -g. -m, -M, N, s (¥EATEEHA, ZOa~r NEIA 4T T 47 F—RTDE
T HIE LTWDTe), netstat Z AT LT TLAR— FORRE S OOF T 3 ) BigEiR
TEET, Flo, Vo RAUTHA U F—T oA RAERROMRLIEETEET,

TeE  Zoa<y R lcommit] IZMNEHD EH A,

JIGAREE  Zoavr RiE, TRTOSYUE—FR (WFREZ, T—F, <) Tff
ATxEd,

NYyFaAIVEF: Zoa<wy Ry FELESR—FLTWHWERA,

mail.example.com> packetcapture
Capture Information:
Status: No capture running

. avy kK sEH
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Current Settings:
Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.
- SETUP - Change packet capture settings.

[1> start
Success - Packet Capture has started
Capture Information:
File Name: C100V-421C73B18CFB05784A83-B03A99E71ED8-20150312-105256.cap
File Size: 0 of 200M
Duration: Os
Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- STOP - Stop packet capture.

- STATUS - Display current capture status.
- SETUP - Change packet capture settings.

[1> stop
Success - Packet Capture has stopped
Capture Information:
File Name: C100V-421C73B18CFB05784A83-BO03A99E71ED8-20150312-105256.cap
File Size: 24 of 200M
Duration: 10s
Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:

- START - Start packet capture.

- SETUP - Change packet capture settings.

[1> setup

Enter maximum allowable size for the capture file (in MB)

[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will
be started and the older capture data will be discarded.)

[N]>

The following interfaces are configured:

1. Management

2. ALL

Enter the name or number of one or more interfaces to capture packets from, separated

by commas (enter ALL to use all interfaces):

[2]1>

Select an operation. Press enter to continue with the existing filter.

- PREDEFINED - PREDEFINED filter.

- CUSTOM - CUSTOM filter.

- CLEAR - CLEAR filter.

(>

Capture settings successfully saved.

Current Settings:
Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[r>

avy R sEZH
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. ping

ping
3B

anh

ERAE

1

avv R sEH |

pinga~ 2 REFEMTHE, ETA—NT—FT oA DDE Y NT—T KA MO E T A
rTEET,

M - oo~ R lcommit] (THEHY FH A,

JIAAER  Zpa~v s NEvy = R TOMEATEET, 612, Z0avwy Nido
TAVEAN (=P =Bl Af Lizvyy) TORMEATEEST, ZDa~vy ReEHd
HITE. B—HN T AN VAT AT IV BEATEALERH Y F7°,

NYF AT R: Zoa<xr RNy FEXREZSR—FLTWETA,

mail3.example.com> ping

Which interface do you want to send the pings from?
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[11> 1

Please enter the host you wish to ping.

[1> anotherhost.example.com

Press Ctrl-C to stop.

PING anotherhost.example.com (

X.X.X.X

): 56 data bytes

64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
~C

--— anotherhost.example.com ping statistics ---

11 packets transmitted, 11 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.115/0.242/1.421/0.373 ms
~C

N

.31: icmp_seg=0 ttl=64 time=1.421 ms
.31: icmp_seg=1 ttl=64 time=0.126 ms
.31: icmp_seg=2 ttl=64 time=0.118 ms
.31: icmp_seg=3 ttl=64 time=0.115 ms
.31: icmp_seg=4 ttl=64 time=0.139 ms
.31: icmp_seg=5 ttl=64 time=0.125 ms
.31: icmp_seg=6 ttl=64 time=0.124 ms
.31: icmp_seg=7 ttl=64 time=0.122 ms
.31: icmp seg=8 ttl=64 time=0.126 ms
.31: icmp seg=9 ttl=64 time=0.133 ms
.31: icmp_seqg=10 ttl=64 time=0.115 ms

O O O OO OO oo oo

GE) ping 1< REKTIT DI, Cel+C ZHEHTA2LERH Y 97,

. avy kK sEH



I avy R 8EH

ping6 .
pingb
& BA
IPv6 2425 %y FU—27 R A NI ping #FATLET
ERAE
fEE : Zoa~<y N Tcommit] FHLEHY FHA,
JTALER  ZOavy RiFv B RTOREHRTEET, EHIZ, Zoa~vr NiER
JAVEALN (=P —Rul A Lizvy) TORMEATEET, Z0a~vr REfHAT
DL, m—=AN T 7 AN VAT AT 7V EATELUNERS D 7,
NYFARE: Zoavy NNy FEREZ R — L TWERA,
15l
mail.example.com> ping6
Which interface do you want to send the pings from?
1. Auto
2. Management (192.168.42.42/24: mail3.example.com)
11> 1
Please enter the host you wish to ping.
[1> anotherhost.example.com
Press Ctrl-C to stop.
S
(F)  ping6 2~ RZ&& T 5I121E, Coul+C ZEH L £,
routeconfig
56

routeconfig 2~ RZfEHT 25 &, TCPIP F 77 4 v 7V DAZT 4 v 7 )b— M ARk, .

HIRC&xEd, 774V MTiEX, b7 7 4 vV ldsetgateway 2~ > RTHEINTZT 7 4/L b
F=RU A RBRHTNL—T 4 7 ENET, 7272 L. AsyncOS TIIFFEDIESTE~DIN—T 1
7 HARETY,

N— NI, =y r7x—2n BHH) | 5k, BLXOS— MU oA THEESNET, F— U=
A (RZAPMFYT) 1, 1011272 EDIPT RLATY, SiEITRONTNNITRY 7,

«IP 7 FL- A (192.168.14.32 72 &)

* CIDR RKFLIEIC L DY 7R v Mo ZI1E, 192.168.5.0/24 13 192.168.5.0 7> 5 192.168.5.255
ETOI/TACKY MU= 2R TR LET,

IPv6 7 KL ADEEIX, OB EHEHTEET,
* 2620:101:2004:4202::0-2620:101:2004:4202::{f

avy R sEZH II
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B &mrz

©2620:101:2004:4202::
* 2620:101:2004:4202::23
* 2620:101:2004:4202::/64

ZIOa<wy RTE, BERESN TS TCPIP L— DY A RRERENLDT, b
JL— FZ2ZIR L Cedit B WNdelete 7~ REFEHTXE4,

ERARGE
e : T~ Rk Tcommit) NHETT,
JTARER . Zpavy NiEvwyr = R TOREHRTEET,
NyFaAvo R Zoa<wry NIy FELXREZ PR —F L THET,

Ny FRERK
smtproutes 2~ > ROy FIRRAMHT 5 L, kD CLI =2~ & FOFT N TOMREZ E(TT
EFET, V—MIIPVET RLAEZIEIPV6 T RLADEL L E2FEHT 50 A 8N TE £9,

c AXT 4 v — FDOERK

routeconfig new 4|6 <name> <destination address> <gateway ip>

3 10: routeconfig D 3|41

Gl SRER

416 Coawy REEMATHIPOA—2 3> (IPvd £7213 IPv6) . clear
FHRELEGEE IO print ZHE LIHE, 2047 a UI3EK
HHET, I~y NE@FONN—Ta VA INNET,

name JL— D& H,

destination_address | #(Z 1P b7 7 4 v 7 DEAICRAETHIP 7 FLAE/IECIDR 7 K
L,

gateway_ip DI T 4w T DRERETDHIPT KA,

« ABT 4 v — b DOFREE

routeconfig edit 4|6 <name> <new name> <destination address> <gateway ip>|

AET 4 w7 )b— FOHIE: :

routeconfig delete 4|6 <name>|

T RTDAZT 4 v 7 b— FOHIE :

avy kK sEH
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routeconfig clear [4]6]

ABT 47 —hO—EH T

routeconfig print [4]6]

mail3.example.com> routeconfig
Configure routes for:

1. Ipv4
2. IPvo
[11>

Currently configured routes:

Choose the operation you want to perform:

- NEW - Create a new route.

[1> new

Please create a name for the route:

[1> EuropeNet

Please enter the destination IPv4 address to match on.
CIDR addresses such as 192.168.42.0/24 are also allowed.
[1> 192.168.12.0/24

Please enter the gateway IP address for traffic to 192.168.12.0/24:
[1> 192.168.14.4

Currently configured routes:

1. EuropeNet Destination: 192.168.12.0/24 Gateway: 192.168.14.4
Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

[1>

mail3.example.com> routeconfig

Configure routes for:

1. IPv4
2. IPv6
[1]1> 2

Currently configured routes:

Choose the operation you want to perform:

- NEW - Create a new route.

[1> new

Please create a name for the route:

[1> EuropeIPvé6Net

Please enter the destination IPv6 address to match on.
CIDR addresses such as 2001:db8::/32 are also allowed.
[1> 2620:101:2004:4202::/6

Please enter the gateway IP address for traffic to 2620:101:2004:4202:

[1> 2620:101:2004:4202::23

Currently configured routes:

1. EuropelIPv6Net Destination: 2620:101:2004:4202::/6 Gateway:
2620:101:2004:4202::23

Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

(>

1/6:
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setgateway

B2LL]

ERAE

1

sethostname

B2k

ER7E

1

avy R sEH |

setgateway 2~ RCIL, Nry haL—T 4 7 FT5LEIRBHTLHT 74V hDOFXRT AR
Ry 7EFELET, B (F 740 FTERY) 7 — b U = A&, routeconfig =~ > NA&f#
ML THRELET,

MeE : oo~ KX lcommit] NHEETI,

JGAREE  Zoavwy RiE, TRTOYEFT— R (WFREZ, T—F, =) Tff
ATxE7,

NyF avws R Zoavy Ry FELZR—FLTWEEA,

mail3.example.com> setgateway

Warning: setting an incorrect default gateway may cause the current connection to be
interrupted when the changes are committed.

Enter new default gateway:

[10.1.1.1]> 192.168.20.1

mail3.example.com> commit

Please enter some comments describing your changes:

[1> changed default gateway to 192.168.20.1

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

AR MG, CLIZR 7 N TUVAT AEHBATHBICERSINE T, TR2EMHERA NMEA
NTHVEENRH Y £9°, sethostname I~ NiE, BT A—INT— U oA DAHIZRELF
T, B A 41T, commit 232 REFEITLTHIHO THENTRY £,

WEE : Zoa<y Kt lcommit] DSMLET,

JIGAREM . Zoa<w s RiE, TR_RTCO~Y U EFT—R (U592 F, IJA—F, <~ ) T
AcEEd,

NyF awrs R Zoavy REIRNyFEXRETR—FLTHERA,

oldname.example.com> sethostname
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smtproutes

B8

ER7AE

INY FRR

smtproutes .

[oldname.example.com]> mail3.example.com
oldname.example.com>

RANGOEFEZENCT HITIE. commit T~ REANTALERHD £, AR MO
BEREEETHE, CLIZO 7 MIH LWER A MARFEREINET,

oldname.example.com> commit

Please enter some comments describing your changes:

[1> Changed System Hostname

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

KDOEITHLWEA MR T a7 MERENET,

mail3.example.com>

K72 KA A VEREEFRTE L FET,

e
it

Mg : oo~ KX lcommit] N T,

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (F9R&, TA—F <) T
HATxE7,

NyF azxsR: Zoavy FERNyFEREYR—FLTHWET,

smiproutes =17 > K%y FIHRAMMAT 5 &, FEKO CLL 2 2 FOF =T OBhE & £ T
xxT,

« H LU SMTP /L — F DYERL

smtproutes new <source> <destination> [destination] [destination] [...]

BEF D SMTP /v— s DHIBR

smtproutes delete <source>

SMTP )V — DU A DI VT

smtproutes clear

« SMTP /L— FD YU A FDH )
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smtproutes print]

SMTP v — F DU A FDA R —k

smtproutes import <filenames>|

SMTP b—FD U A DT AKR— K

smtproutes export <filenames>|

OB TIX, smptroutes 2~ FEEH LT, KNAA > example.com @ relayl.example.com,
relay2.example.com, 35 JX U backup-relay.example.com ~D/L— K (v B 7)) ZE L ET,
SHRDTTA AT 4 HRET DL, Jpric# AL E T, #1215 0 ~ 65535 DIEEFRE L
FT, ERRENZETIAF VT AIIELS RV ET, T4 F VT o 2BELRWGS, T
AN BEDOICRESHET,

(systemsetup 2~ > RO FEATIF, InboundMail /X7 U v 7 U A F—%5RET HEZICF L~ v
B TR L TOWDSERH 5 Z EICHEEL T ZSW, )

mail3.example.com> smtproutes

There are no routes configured.

Choose the operation you want to perform:

- NEW - Create a new route.

- IMPORT - Import new routes from a file.

[1> new

Enter the domain for which you want to set up a permanent route.
Partial hostnames such as ".example.com" are allowed.

Use "ALL" for the default route.

[1> example.com

Enter the destination hosts, separated by commas, which you want mail
for example.com to be delivered.

Enter USEDNS by itself to use normal DNS resolution for this route.
Enter /dev/null by itself if you wish to discard the mail.

Enclose in square brackets to force resolution via address (A)
records, ignoring any MX records.

[1> relayl.example.com/pri=10, relay2.example.com, backup-relay.example.com
Mapping for example.com to relayl.example.com, relay2.example.com,
backup-relay.example.com/pri=10 created.

There are currently 1 routes configured.

Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Edit destinations of an existing route.

- DELETE - Remove a route.

- PRINT - Display all routes.

- IMPORT - Import new routes from a file.

- EXPORT - Export all routes to a file.

- CLEAR - Remove all routes.

(1>

. avy kK sEH



I av vk 5EH

sslconfig .

sslconfig

L
BFA—NF— T A DSSLBEEEELET,

A\

GE)  FIPS 1402 EMLE— R CH— =B LRI T4 T FDRAY v FIFAEETE EH A,

ERAE
fEE : Z0Oa~2 NiE Tcommit] DSHLEETT,

HDSREAEW . Z0a~vwr N, TR TCoO-YrET—F (TR E, TA—F, <) T
HATxx7,

NYF AR Zoa<wy RNy FERXREZ P R—FLTWWERA,
151

mail.example.com> sslconfig

sslconfig settings:
GUI HTTPS method: tlsvl 1tlsvl 2
GUI HTTPS ciphers:
AES128
AES256
! SRP
| AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'kRSA
@STRENGTH
-aNULL
-EXPORT
-IDEA
GUI HTTPS TLS Renegotiation: Enabled

Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:

AES128

AES256

! SRP

! AESGCM+DH+aRSA

AESGCM+RSA

'aNULL

'kRSA

@STRENGTH

-aNULL

-EXPORT

-IDEA
Inbound SMTP TLS Renegotiation: Enabled

Outbound SMTP method: tlsvl 1ltlsvl 2

Outbound SMTP ciphers:
ECDH+aRSA

I av YR BEH II



ECDH+ECDSA
DHE+DSS+AES
AES128

AES256

| SRP

| AESGCM+DH+aRSA
| AESGCM+RSA
1aNULL

1eNULL

I kRSA

@STRENGTH
-aNULL

-EXPORT

-IDEA

avy R sEH |

Other TLS Client Services: TLS v1.2, TLS vl.l are being used as default

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.

- OTHER CLIENT TLSV10 - Edit TLS v1.0 for other

[1> gui

Enter the GUI HTTPS ssl method you want to use.

1. TLS v1.1
2. TLS v1.2
3. TLS v1.0

(1, 21> 1

Enter the GUI HTTPS ssl cipher you want to use.
[AES128:AES256: !SRP: ! AESGCM+DH+aRSA: ! AESGCM+RSA

!XRSA:@STRENGTH: -aNULL:-EXPORT:-IDEA] >

client services.

: 1aNULL:

Would you like to Enable/Disable TLS Renegotiation for GUI HTTPS?

sslconfig settings:
GUI HTTPS method: tlsvl 1
GUI HTTPS ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'kRSA
@STRENGTH
—-aNULL
—EXPORT
—-IDEA
GUI HTTPS TLS Renegotiation: Enabled

Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:
AES128
AES256
I'SRP
' AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'kRSA
@STRENGTH
—-aNULL
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Outbound SMTP method:
Outbound SMTP ciphers:

—EXPORT
-IDEA

Inbound SMTP TLS Renegotiation: Enabled

tlsvl 1ltlsvl 2

ECDH+aRSA
ECDH+ECDSA
DHE+DSS+AES
AES128

AES256

| SRP

! AESGCM+DH+aRSA
| AESGCM+RSA
1aNULL

1eNULL

I kRSA

@STRENGTH
-aNULL

-EXPORT

-IDEA

Choose the operation you want to perform:

GUI - Edit GUI HTTPS ssl settings.

INBOUND - Edit Inbound SMTP ssl settings.
OUTBOUND - Edit Outbound SMTP ssl settings.
VERIFY - Verify and show ssl cipher list.
OTHER CLIENT TLSV10 - Edit TLS v1.0 for other client services.

[1> inbound
Enter the inbound SMTP ssl method you want to use.

1.
2.
3.

TLS vl1.1
TLS v1.2
TLS v1.0

21> 2

Enter the inbound SMTP ssl cipher you want to use.
[AES128:AES256: !SRP: | AESGCM+DH+aRSA: | AESGCM+RSA: !aNULL:
'XRSA:@STRENGTH: -aNULL: -EXPORT:-IDEA] >

Other TLS Client Services: TLS v1.2, TLS vl.l are being used as default

Would you like to Enable/Disable TLS Renegotiation for inbound SMTP? [Y]>

sslconfig settings:
GUI HTTPS method: tlsvl 1
GUI HTTPS ciphers:

AES128
AES256

| SRP

| AESGCM+DH+aRSA
| AESGCM+RSA
1aNULL

I kRSA
@STRENGTH
-aNULL
-EXPORT
-IDEA

GUI HTTPS TLS Renegotiation: Enabled

Inbound SMTP method: tlsvl 2
Inbound SMTP ciphers:

AES128
AES256
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I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
kRSA
@STRENGTH
-aNULL
—EXPORT
—-IDEA
Inbound SMTP TLS Renegotiation: Enabled

Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:
ECDH+aRSA
ECDH+ECDSA
DHE+DSS+AES

AES128
AES256

I'SRP

| AESGCM+DH+aRSA
' AESGCM+RSA
'aNULL
'eNULL
'kRSA
@STRENGTH
-aNULL
—-EXPORT
-IDEA

Other TLS Client Services: TLS v1.2, TLS vl.l are being used as

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.

- OTHER CLIENT TLSV10 - Edit TLS v1.0 for other client services.

(1>

maill.example.com> sslconfig

sslconfig settings:

GUI HTTPS method: tlsvl 1tlsvl 2
GUI HTTPS ciphers:

AES128

AES256

! SRP

' AESGCM+DH+aRSA

!AESGCM+RSA

!aNULL

'kRSA

@STRENGTH

—-aNULL

—-EXPORT

—-IDEA

! DHE-RSA-AES256-SHA
GUI HTTPS TLS Renegotiation: Enabled
Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:

AES128

AES256

! SRP

' AESGCM+DH+aRSA

!AESGCM+RSA

!aNULL

. avy kK sEH
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'kRSA

@STRENGTH

-aNULL

-EXPORT

-IDEA

! DHE-RSA-AES256—-SHA
Inbound SMTP TLS Renegotiation: Enabled
Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:

ECDH+aRSA

ECDH+ECDSA

DHE+DSS+AES

AES128

AES256

I'SRP

I AESGCM+DH+aRSA

AESGCM+RSA

'aNULL

'eNULL

'kRSA

@STRENGTH

-aNULL

-EXPORT

-IDEA

! DHE-RSA-AES256-SHA
Other TLS Client Services: TLS v1.2, TLS vl.l are being used as default
Peer Certificate FQDN Validation: Disabled
Peer Certificate X509 Validation: Disabled

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.

- OTHER CLIENT TLSV10 - Edit TLS v1.0 for other client services.

- PEER CERT_FQDN - Validate peer certificate FQDN compliance for Alert Over TLS, Outbound
SMTP, updater and LDAP.

- PEER CERT X509 - Validate peer certificate X509 compliance for Alert Over TLS, Outbound
SMTP, updater and LDAP.

[1> gui

Enter the GUI HTTPS ssl method you want to use.
1. TLS vl1.1

2. TLS vl1.2

3. TLS v1.0

[1, 21> 1

Enter the GUI HTTPS ssl cipher you want to use.
[AES128:AES256: | SRP: | AESGOMHDH+aRSA: | AESGAVHRSA: |aNULL: ! KRSA: @STRENGTH : —aNULL: ~EXPORT : —~IDEA: ! DHE-RSA-AES256-SHA] >

Would you like to Enable/Disable TLS Renegotiation for GUI HTTPS? [Y]>

sslconfig settings:

GUI HTTPS method: tlsvl 1

GUI HTTPS ciphers:
AES128
AES256
! SRP
! AESGCM+DH+aRSA
'AESGCM+RSA
'aNULL
'kRSA
@STRENGTH
-aNULL
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-EXPORT

-IDEA

! DHE-RSA-AES256—-SHA
GUI HTTPS TLS Renegotiation: Enabled
Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:

AES128

AES256

I'SRP

! AESGCM+DH+aRSA

AESGCM+RSA

'aNULL

'kRSA

@STRENGTH

-aNULL

-EXPORT

-IDEA

! DHE-RSA-AES256—-SHA
Inbound SMTP TLS Renegotiation: Enabled
Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:

ECDH+aRSA

ECDH+ECDSA

DHE+DSS+AES

AES128

AES256

I'SRP

! AESGCM+DH+aRSA

AESGCM+RSA

'aNULL

'eNULL

'kRSA

@STRENGTH

-aNULL

-EXPORT

-IDEA

! DHE-RSA-AES256—-SHA
Other TLS Client Services: TLS v1.2, TLS vl.l are being used as default
Peer Certificate FQDN Validation: Disabled
Peer Certificate X509 Validation: Disabled

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.

- OTHER CLIENT TLSV10 - Edit TLS v1.0 for other client services.

- PEER CERT_FQDN - Validate peer certificate FQDN compliance for Alert Over TLS, Outbound
SMTP, updater and LDAP.

- PEER CERT X509 - Validate peer certificate X509 compliance for Alert Over TLS, Outbound
SMTP, updater and LDAP.

[1> inbound

Enter the inbound SMTP ssl method you want to use.
1. TLS vl1.1

2. TLS vl1.2

3. TLS v1.0

[1, 21> 2

Enter the inbound SMTP ssl cipher you want to use.
[AES128:AES256: | SRP: | AESGOMHDH+aRSA: | AESGAVHRSA: aNULL: ! KRSA: @STRENGTH : —aNULL: ~EXPORT : —~IDEA: ! DHE-RSA-AES256-SHA] >

Would you like to Enable/Disable TLS Renegotiation for inbound SMTP? [Y]>
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sslconfig settings:

C

GUI HTTPS method: tlsvl 1
GUI HTTPS ciphers:

AES128

AES256

I'SRP

! AESGCM+DH+aRSA

' AESGCM+RSA

'aNULL

'kRSA

@STRENGTH

-aNULL

—-EXPORT

—-IDEA

! DHE-RSA-AES256-SHA
GUI HTTPS TLS Renegotiation: Enabled
Inbound SMTP method: tlsvl 2
Inbound SMTP ciphers:

AES128

AES256

I'SRP

! AESGCM+DH+aRSA

AESGCM+RSA

'aNULL

'kRSA

@STRENGTH

-aNULL

—EXPORT

—-IDEA

! DHE-RSA-AES256-SHA
Inbound SMTP TLS Renegotiation: Enabled
Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:

ECDH+aRSA

ECDH+ECDSA

DHE+DSS+AES

AES128

AES256

I'SRP

! AESGCM+DH+aRSA

' AESGCM+RSA

'aNULL

'eNULL

'kRSA

@STRENGTH

-aNULL

—EXPORT

—-IDEA

! DHE-RSA-AES256-SHA

Other TLS Client Services: TLS v1.2, TLS vl.l are being

Peer Certificate FQDN Validation: Disabled
Peer Certificate X509 Validation: Disabled

hoose the operation you want to perform:

GUI - Edit GUI HTTPS ssl settings.

INBOUND - Edit Inbound SMTP ssl settings.
OUTBOUND - Edit Outbound SMTP ssl settings.
VERIFY - Verify and show ssl cipher list.

used as default

OTHER CLIENT TLSV10 - Edit TLS v1.0 for other client services.
PEER_CERT FQDN - Validate peer certificate FQDN compliance for Alert Over TLS, Outbound

SMTP, updater and LDAP.

- PEER CERT X509 - Validate peer certificate X509 compliance for Alert Over TLS, Outbound

SMTP, updater and LDAP.
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telnet

i

ERAE

1

traceroute

Bk

ER7E
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M€ - oo~ K lcommit] (THEHY FH A,

JIALER  ZDa<vy Ridvy B R TORMEATEET, IHIT, Z0avwr Nign
TAVERARN (—YF—nDa /A Lirv ) TOMMEATEET, Zoa~vy ReEEHT
AT, B—HNL T2 AN AT ATV EATEAVERH Y 14,

NyF avws R Zoavwy MRy FELXEZSR—FLTHERA,

mail3.example.com> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[1]1> 3

Enter the remote hostname or IP.

[1> 193.168.1.1

Enter the remote port.

[25]> 25

Trying 193.168.1.1...

Connected to 193.168.1.1.

Escape character is '"]'.

traceroute =~ R&fff3 5L, BFA—NTF—b T oA DLIPV4AEFEHTEIXY NU—F
RAROEEET AR LT, Xy NT—2 DRy Il LEINV—T 4 VT ORMEE T Ny 7
TE%E9,

e oo~ R Tlcommit] ITMEHD FH A,

DSRAER: Z0a~v L NI~y E— RTCORMEHATEET, &, Zoavr Riinm
TAVRAR (==l (A Lz~ y) TORMEATEET, Zoa~wr ReEfHT
HIWE, a— I T AN VAT AT VAT LHLERH Y 17,
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1

tracerouteb

B2k

ERAE

1

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

mail3.example.com> traceroute
Which interface do you want to trace from?
1. Auto
2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[11> 1
Please enter the host to which you want to trace the route.
[1>10.1.1.1
Press Ctrl-C to stop.
traceroute to 10.1.1.1 (10.1.1.1), 64 hops max, 44 byte packets
1 gateway
(192.168.0.1) 0.202 ms 0.173 ms 0.161 ms
2 hostname
(10.1.1.1) 0.298 ms 0.302 ms 0.291 ms
mail3.example.com>

traceroute6 2~ R&afEHTH L, B A—NT— T A ML IPV6 2Ty b
T—I RAN~OEHi T AN LT, Xy NI—T DRy ST LHNV—T 4 T OREET

Ny JTEET,

Fe® : Zoa<y K2 Tcommit] 1ZMEH D FH A,

DSRBAEWE . —pa~v  REvY vy E— R TCORMEFATEET, &5, Zoavwy Mo
TAVIEAN (22— =Bl Lizvyy) TORMEATEEST, ZDavy ReEfd

HITIE, B—HIL T 7 A VAT AT IV EATELHLERH Y 77,
NyF aw s F: Zoawy NERNyFERXREZ TR —FLTWWERA,

mail.example.com> traceroute6
Which interface do you want to trace from?

1. Auto
2. DI (2001:db8::/32: example.com)
[11> 1

Please enter the host to which you want to trace the route.
[1> example.com

Press Ctrl-C to stop.

connect: No route to host

vmlO0esa0031l.ga> tracerouteb

Which interface do you want to trace from?

1. Auto

2. DI (2001:db8::/32: example.com)
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11> 2
Please enter the host to which you want to trace the route.
[1> example.com
Press Ctrl-C to stop.
traceroute6 to example.com (2606:2800:220:1:248:1893:25¢8:1946) from 2001:db8::, 64 hops
max, 12 byte packets
sendto: No route to host
1 traceroute6: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1

trailblazerconfig
e A (202 X—Y)
ERBE (203 - )
o« 5 (203 X—)
atEA

trailblazerconfig 2 ¥ R&MMT DL, H LV Web A > ¥ —7 = A ATHTTP & HTTPS
DR— M2 U TRERE L FMEHRE L —T 1 VT TEET,
AT ~NVT BRI HI21E, CLI T help trailblazerconfig I~/ R % fif FH Ljﬁjﬂo

\ )

GE) ?‘7ﬁ‘/1/ }‘T\ trailblazerconfig @ CLI 2~ H‘i%%)‘ — )L — K '7:E/]’ Tﬁ’;j”:fﬁ’)'(

WET, HTTPSR— "R 7 7 A 7 74—V THRANTWS Z L 2R LET, £z, B A—
NP =T 2 AT 7B AT HIDITIRE LA A % DNS — =3 ik CEx 5 2 L %
MR L E T,
trailblazerconfig =~ & N&AMEH 2 &, ROMBELERETE £7,
«FFEDT T VYT APL AN— F OEBOFEHEZBINT 208N H 5,
« ASLIEHE, E—T VAR, ¥Ry )R POR—VEEHTL LD, LAY —
Web A v H—T =2 A A2V EA LT FERD,

CRERINT =T RRLUR— b X=TDRA N v 7 N=TTF—=FREERR,

BER

FEA—NT— b T A T trailblazerconfig ¥ }‘%ﬁ';j”:?—%) . V7= A KFMURLIZIZ
ARA NN & U7z trailblazerconfig HTTPS AR — M &SN E £ E T,

FESCIIRD L 912720 £,

ltrailblazerconfig enable <https port> <http port>] (%, 7 74 /b FDHR— T~ (HTTPS:
4431) C trailblazer f% &% EITL 7,
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’—trailblazerconfig disable| ¥, trailblazer ?ﬁﬁ%ﬁ?ﬁ@z Li‘@’—o

[trailblazerconfig status] X trailblazer (XED AT — X A% F =7 LET,

ERAAGE
FEE : 2D =2~ NI commit [TMEH Y £/ A,
HSREAEE: —Davr Niiviy BE— RTCOMEMATEET,
NYF AXU R ZOavwy RNy FELEY R — L T0EEA,

1
Yju:\ trailblazerconfig I ¥ Y ]\%ﬁlij”: LTCAT—H A %%%?éjﬁﬁi@ﬁﬂgfﬂi\‘ Ljﬁ'@‘ﬂo
maill.example.com> trailblazerconfig enable 4431
trailblazer is enabled.
To access the Next Generation web interface, use the port 4419 for HTTPS.
maill.example.com> trailblazerconfig status
trailblazer is running with https on 4419 port.
maill.example.com> trailblazerconfig disable

trailblazer is disabled.

(1>

ToORILAYT T4IL73

ZIZ T, WO CLL 2= RIZOWTHBLET,
outhreakconfig

B
outbreakconfig a2~ R&ZMT 5L, TURNT LA T4 NV ZHEARETEET, 2
Da<wy REEHLTROT 7 v a v EFITTCEET,

T T NTVUA T T4 NFEETO—r I X =TT LET,

T HTT AT N—IVDAX Y oA FT—T M LET,

CAXY T BT FANDRRKTA XERELET (A X&A NTANTDHI EITHEER
LCLEEn) ,

T ORNTVAT TANEDT T— oA FX—T M LET,

ERAE
WEE : Zoa< Kt lcommit] DSMLET,

JIGAREM . Zoa<w s RiE, TRTCO~Y U ET—R (U592 F, IJ—F, <) T
AcExd,
NyF awrR: Zoa<wy RNy T EXREZYR—FLTWHWEREA,
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mail.example.com> outbreakconfig

Outbreak Filters: Enabled

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.

[1> setup

Outbreak Filters: Enabled

Would you like to use Outbreak Filters? [Y]>

Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or
back down below), meaning that new messages of

certain types could be quarantined or will no longer be quarantined, respectively.
Would you like to receive Outbreak Filter alerts? [N]>

What is the largest size message Outbreak Filters should scan?

[524288]>

Do you want to use adaptive rules to compute the threat level of messages? [Y]>

The Outbreak Filters feature is now globally enabled on the system. You must use the
'policyconfig' command in the CLI or the Email

Security Manager in the GUI to enable Outbreak Filters for the desired Incoming and
Outgoing Mail Policies.

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.

[r>

outbreakflush

5ER
Fr v aZINTWEIREEL—LEZ VT LET,

ERAGE
e : Zoa~y N2 Tcommit) (F4EH Y EH A,
JIALER  ZDavy R~y E— RTORBEHTEET,
NyFAIUKR: Zoavr IRy FELEF AR — ML TWEREA,

l

mail3.example.com> outbreakflush

Warning - This command removes the current set of Outbreak Filter Rules, leaving your
network exposed until the next rule download.

Run "outbreakupdate force" command to immediately download Outbreak Filter Rules.

Are you sure that you want to clear the current rules? [N]> y

Cleared the current rules.

mail3.example.com>
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outbreakstatus

B2LL]

ERAE

1

outbreakstatus 2~ Rid, JRYLT 4 L HEER A X —TICT B0 E 9 D,

BUED L EWMER L, YT A VI REDBUEDREZFK R LET,

WEE : ZOa<y R Tcommit] ITMEH Y FH A,
JIABEH  ZDa<vw s RiIvwy B— R TCORMEATXE7,
NYyFaAv R Zoavry NIy FELLEZ R —F L TOERA,

mail3.example.com> outbreakstatus
Outbreak Filters: Enabled

Component Last Update Version
CASE Core Files 26 Jan 2014 06:45 (GMT +00:00) 3.3.1-005
CASE Utilities 26 Jan 2014 06:45 (GMT +00:00) 3.3.1-005
Outbreak Rules 26 Jan 2014 07:00 (GMT +00:00) 20140126_063240
Threat Outbreak Outbreak
Level Rule Name Rule Description

5 OUTBREAK 0002187 03 A reported a MyDoom.BB outbreak.
5 OUTBREAK 0005678 00 This configuration file was generated by...
3 OUTBREAK 0000578 00 This virus is distributed in pictures of...

Outbreak Filter Rules with higher threat levels pose greater risks.
(5 = highest threat, 1 = lowest threat)

Last update: Mon Jan 27 04:36:27 2014

mail3.example.com>

outbreakupdate

Bk

ER7GE

CASEL—LBIRZr Yy a7 ORIFEHFZER LET,

MEE : Z0a<y R lcommit] 1IMEH D FH A,

outhreakstatus .

T — )L

JIAREH  ZDav s RiZ<wy B — R TORMEATE LT, EHIT, Z0avwr Fign

TA Y HRA N (a—W—Rarlf L~ y) TORMEATEET,
NYF AR R Zoa<wy RNy FEXETR—-F L TWEEA,
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elroy.run> outbreakupdate
Requesting updates for Outbreak Filter Rules.

& FA

2T, ROCLL vy RIZoWTHHALET,

dictionaryconfig

2t B

ER7AE

1

TaOvat) DR

II avy

arvFUY T4 at U ERELET,

M€ oo~ KX lcommit] NHFTI,

avy R sEH |

JIGAREE  Zpavw NI, TRTOY U ET—R (WTRZ, T—F <) TF

HATx%Ed,
NyF avws/ R Zoavwy NIy FELXREZSR—FLTHERA,

dictionaryconfig -> new ZffiH{ L C7 1 7+ 2 F7 U Z{Ep L. dictionaryconfig

-> delete ZMiALTT 47 v at U aHIERLET,

example.com> dictionaryconfig

No content dictionaries have been defined.
Choose the operation you want to perform:
- NEW - Create a new content dictionary.

- DICTIONARYLIMITS - Configure maximum number of content dictionaries that you

can create in your email gateway.

[1> new

Enter a name for this content dictionary.

[1> HRWords

Do you wish to specify a file for import? [N]>

Enter new words or regular expressions, enter a blank line to finish.

<list of words typed here>

Currently configured content dictionaries:
1. HRWords

Choose the operation you want to perform:
- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- DICTIONARYLIMITS - Configure maximum number of content dictionaries that you

can create in your email gateway.
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- RENAME - Change the name of a content dictionary.
[1> delete

Enter the number of the dictionary you want to delete:
1. HRWords

[1>1

Content dictionary "HRWords" deleted.

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- DICTIONARYLIMITS - Configure maximum number of content dictionaries that you
can create in your email gateway.

[1>

ZOBITIE, HFE lcodename| % &EdTe [secret words] EWIOAFIOFH LT 4 7 > aF Un
ERENE T, 7427 aF U EATLIED, edit->settings V7 a~r REHEHLT, 747
T a Tt UNOHEO KT /N LTFORBIRCHEREROME 2 EH L £,

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- DICTIONARYLIMITS - Configure maximum number of content dictionaries that you
can create in your email gateway.

[1> new

Enter a name for this content dictionary.

[1> secret_words

Do you wish to specify a file for import? [N]>

Enter new words or regular expressions, enter a blank line to finish.
codename

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- DICTIONARYLIMITS - Configure maximum number of content dictionaries that you
can create in your email gateway.

- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:

1. secret words

[1>1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> settings

Do you want to ignore case when matching using this dictionary? [Y]>
Do you want strings in this dictionary to only match complete words? [Y]>
Enter the default encoding to be used for exporting this dictionary:
1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)

6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

avy R sEZH II




avv R sEH |
B = rarvorom—r

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[2]1>

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[r>

Currently configured content dictionaries:

1. secret_words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- DICTIONARYLIMITS - Configure maximum number of content dictionaries that you
can create in your email gateway.

- RENAME - Change the name of a content dictionary.

1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added new dictionary: secret_words

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

T42aFr oA vR—+

ROBFITIE, dictionaryconfig =~ F&i/fl LT, profanity.txt 7% A kb 7 7 A /LIND
84 o H3E % Unicode (UTF-8) & LCT « 7 a7}V profanity 121 > AR—F LET,

mail3.example.com> dictionaryconfig
No content dictionaries have been defined.
Choose the operation you want to perform:
- NEW - Create a new content dictionary.
- DICTIONARYLIMITS - Configure maximum number of content dictionaries that you
can create in your email gateway.
[1> new
Enter a name for this content dictionary.
[1> profanity
Do you wish to specify a file for import? [N]> y
Enter the name of the file to import:
[1> profanity. txt
Enter the encoding to use for the imported file:
US-ASCII
Unicode (UTF-8)
Unicode (UTF-16)
Western European/Latin-1 (ISO 8859-1)
Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)
Simplified Chinese (GB 2312)
Simplified Chinese (HZ GB 2312)
Korean (ISO 2022-KR)
Korean (KS-C-5601/EUC-KR)
11. Japanese (Shift-JIS (X0123))
12. Japanese (IS0-2022-JP)
13. Japanese (EUC)

O Joy b w N

= o
o .
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[2]1>

84 entries imported successfully.

Currently configured content dictionaries:

1. profanity

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- DICTIONARYLIMITS - Configure maximum number of content dictionaries that you
can create in your email gateway.

- RENAME - Change the name of a content dictionary.

T4223aFIDOITHYRAR—+

ROBFTIE, dictionaryconfig 2~ &M LT, secret words 7 1 7> aF U&7 %
A N 7 7 A )V secret_ words_export.txt (=27 AKR— K LET,

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- DICTIONARYLIMITS - Configure maximum number of content dictionaries that you
can create in your email gateway.

- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:

1. secret words

(1> 1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> export

Enter a name for the exported file:

[1> secret_words_export.txt

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- DICTIONARYLIMITS - Configure maximum number of content dictionaries that you
can create in your email gateway.

- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:

1. secret words

(1> 1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

av vk 8EH II



avv R sEH |

B o s stz 0a0709F 00340 OBAHOR

[]> export
Enter a name for the exported file:
[1> secret_words_export.txt

B : EBFA—IYT—

FOTADATUOYTAO 3T ) DERRBDERTE

‘/k@ﬁﬂ“ﬂi\ dictionaryconfig > dictionarylimits #7:1"\7:/ }\%ﬁﬂﬂ LT, %%7{ — )L —
Ny =2 AR RIS0 DAL T YT 4 7 a )t ) ERETCEET,

\}

GE)

\}

FI7 NV RTIE, BFA NS = NI AITRRI0D2 T UoYF 4 7 aF I RRETX
iﬁ‘o

6=

[A > B—URLETITIHRA 7 7 40 (Message Body or Attachments) | 27 > 7 ¢ VX 544
FAL[ALDAF ¥ (Body Scanning) | £721L [RfF7 7 A LD AF ¥ (Attachment
Scanning) | A v —V T 4 NHIN— VLT T VT 47 at ) EIREEICERT D &
VAT AT = UAPKRTTLGERH Y £T,

maill.example.com>> dictionaryconfig

Currently configured content dictionaries:

1.

secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- DICTIONARYLIMITS - Configure maximum number of content dictionaries that you
can create in your email gateway.

- RENAME - Change the name of a content dictionary.

[1> dictionarylimits

Enter the maximum number of content dictionaries that you want to create in
your email gateway.

When you use content dictionaries extensively with 'Message Body or
Attachments' content filter condition or 'Body Scanning' or 'Attachment
Scanning' message filter rules, it may degrade system performance.

[100]> 150

The maximum number of content dictionaries that you can configure in your email
gateway is 150.
Currently configured content dictionaries:

1.

secret _words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- DICTIONARYLIMITS - Configure maximum number of content dictionaries that you
can create in your email gateway.

- RENAME - Change the name of a content dictionary.

(1>

maill.example.com> commit

Please enter some comments describing your changes:
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exceptionconfig .

[1> Committed the new changes
Do you want to save the current configuration for rollback? [Y]>

Changes committed: Thu Aug 05 10:35:10 2021 GMT
maill.example.com>>

exceptionconfig

BILL]

ER7AE

1

exceptionconfig =~ N& CLI T2 Z L2k, NAAL IS T —T VEAERRT
xFEJ, ZoOHITIE, E A=/ 7 KL A ladmin@zzzaaazzz.com] % KA A ST —T 02
BIML, AU —% TAllow) I[ZRELET

MeE : oo~ KX lcommit] NHFETI,

JIGAREE . Zoavwr RiE, TRTOSYE—R (WFREZ, T—F, <) Tf
ATxE7,

NyF awrsRN: Zoa<wy NNy T EXEPR—FLTWEREA,

mail3.example.com> exceptionconfig
Choose the operation you want to perform:
- NEW - Create a new domain exception table entry
[1> new
Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[1> mail.partner.com
Any of the following passes:
- Q@Q[IP address]
Matches any email address with this IP address.
- @domain
Matches any email address with this domain.
- @.partial.domain
Matches any email address domain ending in this domain.
- user@
Matches any email address beginning with user@.
- user@domain
Matches entire email address.
Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[1> admin@zzzaaazzz.com
Choose a policy for this domain exception:

1. Allow
2. Reject
[11> 1

Choose the operation you want to perform:

- NEW - Create a new domain exception table entry
- EDIT - Edit a domain exception table entry

- DELETE - Delete a domain exception table entry

- PRINT - Print all domain exception table entries
- SEARCH - Search domain exception table
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- CLEAR - Clear all domain exception entries

(1>

Ay —NEF T g U EBRELET,

MeE : Zoa< KX lcommit] NHEETI,
G ARER . Zpa<y Riivwyy B— RCOREHATEET,
NYyFaAIV R Zoavwy Ry FELXLEZSR—FLTOERA,

ZOBEITI, filter 2~ REFEA LT3 DOEH LWT 4 VX A{ERR L £,

« BHND T 4V F DAHETIL, big_messages T, Z#UiL body-size L —/L A EH LT, 10MB
FOVREVWAyE—VE Ry T LET,

2F/DDT 4 VF DAHIIEL, no_mp3s T, Z LT attachment-filename /L— /L 2 H L
T, .mp3 7 7 A WEIRFPFWICIRE 7 7 ANV E B A v =% Fry P LET,

3FHOT 4 VHZ OA4FIE, mailfrompm T9, Z X mail-from L —VZ2FEH LT,
postmaster@example.com 7> H D A —/L % § T~ administrator@example.com O 7 7 A
YR =Ry av—aERLET,

filter -> list¥H 7 a~< RaHHL, 7ANVFDIVRANEFRRLT, ZA4NENT I T 4
TTHENTHDLHZ EZMERLET, RIC, move 7 a~r REFERLT, BWEEBD T 4
NEDNEEZANRZET, HEIC, BEEHEEL T ANV ZERIIZLET,

mail3.example.com> filters
Choose the operation you want to perform:
- NEW - Create a new filter.
- IMPORT - Import a filter script from a file.
[1> new
Enter filter script. Enter
big messages:
if (body-size >= 10M) {
drop () ;

'.'" on its own line to end.

}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
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- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
no_mp3s:
if (attachment-filename == '\\.mp3$') {
drop() ;
}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
mailfrompm:

if (mail-from == "“postmaster$")

{ bcc ("administrator@Rexample.com") ;}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> list

policyconfig

aBA
ZRF WL E L LREH = ADHRY V=2 RELET,

ERAE
WEE : Zoa< Kt lcommit] SMLET,

JIARER  Zpavw Rt TRTOYUEFT—R (TR, TA—TF, w2 ) Cff
HT&EET,

NRyF avw s R:Zoavy RNy FEXRLZPR—FLTWETA,
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RANNL AyE—CFFOyTL, BEEEDLDLWRNRA Ay =D T7—hA TTBEEA—IL KR O—DER

Z OFITIX, policyconfig->edit->antispam %7 2~ REEH LT, 77 4/ FDOFEA—/L

RY L —=DANRLRRECRELET (ZHhERT

Y HEDO GUILIZHLH Y £1T)

RENBFA—N X2 T 4 vH—

c T AR L LTHMHEHES NI A v B —DIET — VA TOHEN B4 S, Ry

—

SNET,

c ANDDENRDH DA v E—VET—IATHE LRV ET, ZOXIRA v E—TIF,
quarantine.example.com &9 P—/3— (2 A A h—)L N2 ANLIBREIC DR SN E
T, HAITOIEAIZT & A b [quarantined: possible spam] 2SBI S 4L, 2D X 9 7R LW
A v — V21X X-quarantined: true & VD Fifll7e o~y X —NEMSNET, 2O F U A
Tl EEEBEUT Y o RTINS D DR R T E . AR ILLEICS

UTRHB LWARLAD LXVMES

RBRIZ, BRZHEELET,

mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

PEETEET,

[11> 1

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Malware |Graymail:|Content Outbreak
————————————————————————— Protection: -—————----| Filter: Filters:
DEFAULT| Ironport |Mcafee N/A Off Off Enabled
Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit

Name Anti-Spam:| Anti-Virus:| Advanced Malware|Graymail:|Content Outbreak
————————————————————————— Protection: -——---——-—|Filter: Filters:

1| DEFAULT| Ironport |Mcafee N/A N/A Off Enabled
Enter the name or number of the entry you wish to edit:

(1> 1
Policy Summaries:
Anti-Spam: IronPort - Deliver, Prepend "[SPAM] " to Subject
Suspect-Spam: IronPort - Deliver, Prepend "[SUSPECTED SPAM] " to Subject
Anti-Virus: Off
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Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy

[1> antispam

Choose the operation you want to perform:

- EDIT - Edit Anti-Spam policy

- DISABLE - Disable Anti-Spam policy (Disables all policy-related actions)

[1> edit

Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will be
identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spam Threshold
below.

The following configuration options apply to messages POSITIVELY identified as spam:
What score would you like to set for the IronPort Anti-Spam spam threshold?

[901> 90
1. DELIVER
2. DROP
3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as spam?

[1]1> 2

Do you want to archive messages identified as spam? [N]>

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam threshold?
[50]> 50

The following configuration options apply to messages identified as SUSPECTED spam:
1. DELIVER

2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

[11> 4

Do you want to archive messages identified as SUSPECTED spam? [N]> y

1. PREPEND

2. APPEND

3. NONE

Do you want to add text to the subject of messages identified as SUSPECTED spam?
[11> 1

What text do you want to prepend to the subject?

[ [SUSPECTED SPAM] ]> [quarantined: possible spam]

Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> y
Enter the name of the header:

[1> X-quarantined

Enter the text for the content of the header:

[1> true

Anti-Spam configuration complete

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean

Content Filters: Off (No content filters have been created)

Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy

Name: |[Anti-Spam:|Anti-Virus:|Advanced Malware |Graymail:|Content Outbreak
————————————————————————— Protection: -—————----| Filter: Filters:
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DEFAULT| Ironport |Mcafee N/A N/A Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> configured anti-spam for Incoming Default Policy
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

RFTEF—LDRY) —DYER

Incoming Mail Policy Configuration

Name: |Anti-Spam:|Anti-Virus:|Advanced Malware |[Graymail:|Content Outbreak
————————————————————————— Protection: -————-----| Filter: Filters:
DEFAULT| Ironport |Mcafee N/A N/A Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> new

Enter the name for this policy:

[1> sales_team

Begin entering policy members. The following types of entries are allowed:

Username entries such as joe@, domain entries such as @example.com, sub-domain
entries such as @.example.com, LDAP group memberships such as ldap(Engineers)

Enter a member for this policy:

[1> ldap(sales)

Please select an LDAP group query:

1. PublicLDAP.ldapgroup

[11> 1

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[11> 1

Add another member? [Y]> n

Would you like to enable Anti-Spam support? [Y]> y

Use the policy table default? [Y]> n

Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will be
identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spam Threshold
below.

The following configuration options apply to messages POSITIVELY identified as spam:
What score would you like to set for the IronPort Anti-Spam spam threshold?

[901> 90

1. DELIVER
2. DROP
3. BOUNCE
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4. IRONPORT QUARANTINE

What do you want to do with messages identified as spam?

[11> 2

Do you want to archive messages identified as spam? [N]> n

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam
threshold?

[50]1> 50

The following configuration options apply to messages identified as SUSPECTED
spam:

1. DELIVER

2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

[1]1> 4

Do you want to archive messages identified as SUSPECTED spam? [N]> n

1. PREPEND

2. APPEND

3. NONE

Do you want to add text to the subject of messages identified as SUSPECTED

spam?

11> 3

Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> n
Anti-Spam configuration complete

Would you like to enable Anti-Virus support? [Y]> y

Use the policy table default? [Y]> y

Would you like to enable Outbreak Filters for this policy? [Y]> y

Use the policy table default? [Y]> y

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:|Advanced Malware| Graymail:|Content Outbreak
————————————————————————— Protection: ——————————| Filter: Filters:
sales team IronPort |Default Default Default Default Default
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- DELETE - Remove a policy

- PRINT - Print all policies
- SEARCH - Search for a policy by member
- FILTERS - Edit content filters

- CLEAR - Clear all policies

(1>

Wiz, ==V 7 F—5 BANDEA—NVZEH) ORI —%/EKL, dwg 7 7 A
NET T RNT VAT T4NE Ax v ORRHMIRELET,

IVSZT YT F—LDORY) O—DER

Incoming Mail Policy Configuration
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Name Anti-Spam:| Anti-Virus:| Advanced Malware| Graymail:|Content Outbreak
————————————————————————— Protection: -———------|Filter: Filters:
sales team IronPort |Default Default Default Default Default
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:

- NEW - Create

a new policy

- EDIT - Edit an existing policy
- DELETE - Remove a policy

- PRINT - Print all policies
- SEARCH - Search for a policy by member

- FILTERS

- CLEAR - Clear all policies

[1> new

- Edit content filters

Enter the name for this policy:
[1> engineering

Begin entering policy members.
Username entries such as joeG@,

such as @.example.com,
LDAP group memberships such as ldap (Engineers)
Enter a member for this policy:
[1> bobRexample.com
Is this entry a recipient or a sender?

1. Recipient
2. Sender
[1]1> 1

Add another member?

[Yl>y

The following types of entries are allowed:
domain entries such as @example.com,

Enter a member for this policy:
[1> fred@example.com
Is this entry a recipient or a sender?

1. Recipient
2. Sender
[1]1> 1

Add another member?

[Yl> y

Enter a member for this policy:
[1> joe@example.com
Is this entry a recipient or a sender?

1. Recipient
2. Sender
[11> 1

Add another member?

Would you like
Use the policy
Would you like
Use the policy
Would you like
Use the policy
Would you like

Outbreak Filters?

[Y]> n

to enable Anti-Spam support?

table default?

to enable Anti-Virus support?

table default?

to enable Outbreak Filters for this policy?

table default?

[Yl>y

[Y]> y

[Y]> n

[Yl> y

[Yl> y

[Yl> y

to modify the list of file extensions that bypass

[N]> y

Choose the operation you want to perform:
- NEW - Add a file extension

[1> new

Enter a file extension:

[1> dwg

Choose the operation you want to perform:
- NEW - Add a file extension
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- DELETE - Delete a file extension
- PRINT - Display all file extensions
- CLEAR - Clear all file extensions

[1> print

The following file extensions will bypass Outbreak Filter processing:

dwg

Choose the operation you want to perform:
- NEW - Add a file extension
- DELETE - Delete a file extension
- PRINT - Display all file extensions
- CLEAR - Clear all file extensions

[1>

Incoming Mail Policy Configuration

scan_for_confidential 2 > 7> 7 4 L2 DYERK .

Name Anti-Spam:| Anti-Virus:| Advanced Graymail:|Content Outbreak
————————————————————————— Malware -—————----| Filter: Filters:
Protection: | = |---------- | -----—-———-
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to
- NEW - Create a new policy

- EDIT - Edit an existing policy
- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

(1>

CLEAR - Clear all policies

perform:

Wz, %[ A — AR U & — (Incoming Mail Overview policy) | 7 —7 /L CEHT 25 3 2D
MLnaryTry 74 W EERLET,

CLI TliX, policyconfig =~ > RO filters 7 a~> Rt [ZEa> 7Y 7 44 (Incoming
Content Filters) ] GUI X— Y &R UBREZ D ET, CLI Car 7Y 7o VX2 &{EfT 5 &
L, save M7 a~v o REEH L T7 4 V& Z /47 L. policyconfig 2~ > NIZR D HEEH

&)@ij—o

F 9. scan for confidential =Z> 7 Y 7 4 A H E{ER L E T,

scan_for_confidential 3> F7 >V 7 4 L2 DIERR

Incoming Mail Policy Configuration

Anti-Spam:

Anti-Virus:

Advanced
Malware
Protection:

Graymail:

Content
Filter:

Outbreak
Filters:
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sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> filters

No filters defined.

Choose the operation you want to perform:

- NEW - Create a new filter

[1> new

Enter a name for this filter:

[1> scan_for_ confidential

Enter a description or comment for this filter (optional):
[1> scan all incoming mail for the string 'confidential'
Filter Name: scan_ for confidential

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

1. Condition
2. Action
[1]1> 1

1. Message Body Contains

Only Body Contains (Attachments are not scanned)
Message Body Size

Subject Header

Other Header

Attachment Contains

Attachment File Type

Attachment Name

9. Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

12. Attachment Corrupt

13. Envelope Recipient Address

14. Envelope Recipient in LDAP Group
15. Envelope Sender Address

16. Envelope Sender in LDAP Group
17. Reputation Score

18. Remote IP

19. DKIM authentication result

20. SPF verification result

O J oy U WD
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[1]1> 1
Enter regular expression or smart identifier to search message contents
[1> confidential
Threshold required for match:
[11> 1
Filter Name: scan_for confidential
Conditions:
body-contains ("confidential", 1)
Actions:
No actions defined yet.
Description:
scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:
- RENAME - Rename this filter
- DESC - Edit filter description
- ADD - Add condition or action
DELETE - Delete condition or action
[1> add
. Condition

1
2
[
1
2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine

16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)

20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[11> 1

Enter the email address(es) to send the Bcc message to:

[1> hrRexample.com

Do you want to edit the subject line used on the Bcc message? [N]> y
Enter the subject to use:

[$Subject]> [message matched confidential filter]

Do you want to edit the return path of the Bcc message? [N]> n

Filter Name: scan_for confidential

Conditions:

body-contains ("confidential", 1)

Actions:

bcc ("hr@example.com", "[message matched confidential filter]")
Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
- SAVE - Save filter
[1> add
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1. Condition

2. Action
[11> 2
1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface
9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type
12. Drop Attachments By File Type
13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine

16. Add Log Entry
17. Drop (Final Action)
18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)

20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check
[11> 14

1. Policy

[11> 1

Filter Name: scan_for confidential
Conditions:

body-contains ("confidential", 1)
Actions:

bce ("hr@example.com", "[message matched confidential filter]")

quarantine ("Policy")
Description:

scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- MOVE - Reorder the conditions or actions

- SAVE - Save filter
[1> save
Defined filters:

avv R sEH |

1. scan_for confidential: scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[1>

no_mp3s & & U ex_employee O > T Y T 4 JLZ DIERL

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[1> new
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Enter a name for this filter:

[1> no_mp3s

Enter a description or comment for this filter (optional):
[1> strip all MP3 attachments

Filter Name: no mp3s

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

1. Condition
2. Action
[11> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[11> 12

Enter the file type to strip:

[1> mp3

Do you want to enter specific text to use in place of any stripped attachments?[N]> n
Filter Name: no mp3s

Conditions:

Always Run

Actions:
drop-attachments-by-filetype ("mp3")
Description:

strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- SAVE - Save filter

[1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string 'confidential'
2. no_mp3s: strip all MP3 attachments
Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter
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- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

[1> new

Enter a name for this filter:

[1> ex_employee

Enter a description or comment for this filter (optional):
[1> bounce messages intended for Doug
Filter Name: ex employee
Conditions:

Always Run

Actions:

No actions defined yet.

Description:

bounce messages intended for Doug
Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

1. Condition

. Action

11> 1

Message Body Contains

Only Body Contains (Attachments are not scanned)
Message Body Size

Subject Header

Other Header

Attachment Contains

Attachment File Type

Attachment File Hash

9. Attachment Name

10. Attachment MIME Type

11. Attachment Protected

12. Attachment Unprotected

13. Attachment Corrupt

14. Envelope Recipient Address

15. Envelope Recipient in LDAP Group
16. Envelope Sender Address

17. Envelope Sender in LDAP Group
18. Reputation Score

19. Remote IP

20. DKIM authentication result

21 SPF verification result

2
[
1
2
3
4
5
6
7
8

[1]> 13

Enter regular expression to search Recipient address for:
[1> doug

Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

No actions defined yet.

Description:

bounce messages intended for Doug
Choose the operation you want to perform:
- RENAME - Rename this filter
- DESC - Edit filter description
- ADD - Add condition or action
- DELETE - Delete condition or action
1> add
Condition
Action

[
1.
2.

[11> 2
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Bcc

Notify

Redirect To Alternate Email Address
Redirect To Alternate Host
Insert A Custom Header

Insert A Message Tag

Strip A Header

Send From Specific IP Interface
Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type
12. Drop Attachments By File Type
13. Drop Attachments By Size

14. Drop Attachments By Hash

15. Send To System Quarantine

W Joy bW N

O

no_mp3s 3 & U ex_employee 2> T2 7 4 LE DR .

16. Duplicate And Send To System Quarantine

17. Add Log Entry
18. Drop (Final Action)
19. Bounce (Final Action)

20. Skip Remaining Content Filters (Final Action)

21. Encrypt (Final Action)

22. Encrypt on Delivery

23. Skip Outbreak Filters check
[11> 2

Enter the email address(es) to send the notification to:

[1> joe@example.com

Do you want to edit the subject line used on the notification? [N]> y

Enter the subject to use:

[1> message bounced for ex-employee of example.com
Do you want to edit the return path of the notification? [N]> n
Do you want to include a copy of the original message as an attachment to the

notification? [N]> y
Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

notify-copy ("joe@example.com", "message bounced for ex-employee of

example.com")

Description:

bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
- SAVE - Save filter
1> add

[
1. Condition

2. Action

[1]1> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Drop Attachments By Hash
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15. Send To System Quarantine

16. Duplicate And Send To System Quarantine
17. Add Log Entry

18. Drop (Final Action)

19. Bounce (Final Action)

20. Skip Remaining Content Filters
21. Encrypt (Final Action)

22. Encrypt on Delivery

23. Skip Outbreak Filters check

[1]> 18

Filter Name: ex employee
Conditions:

rcpt-to == "doug"
Actions:

notify-copy ("joe@example.com",
example.com")

bounce ()

Description:

bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
- SAVE - Save filter
[1> save

Defined filters:

(Final Action)

"message bounced for ex-employee of

avv R sEH |

1. scan for confidential: scan all incoming mail for the string 'confidential'

2. no mp3s: strip all MP3 attachments

3. ex employee: bounce messages intended for Doug

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

[1>

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Graymail: | Content Outbreak
————————————————————————— Malware -—-—-—-----|Filter: Filters:
Protection: | | -mm-m—---— | ---m——————-
sales team|IronPort |Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters
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- CLEAR - Clear all policies
[1>

BEORY)O—IZRT2arTFoY T4ILE20A4%—TILE

WIRT DI, 9 —ERY) S —%2 A X —T NI LT—HORY >—Darso 7 4 E77
TEA X —TNICTBHETT,

Incoming Mail Policy Configuration

Name: Anti-Spam:| Anti-Virus:| Advanced Graymail: |Content Outbreak
————————————————————————— Malware -———-—-——-——-|Filter: Filters:
Protection: | = |---------— | —---———————
sales team|IronPort |Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> edit
Name : Anti-Spam:| Anti-Virus:| Advanced Graymail: |Content Outbreak
————————————————————————— Malware ——————————| Filter: Filters:
Protection: | | -=mmmmmmmm | mmmmmmmmm
L|sales_team|IronPort |[Default Default Default Default Default
2| engineering| Default Default Default Default Default Enabled
3| DEFAULT Ironport |Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to edit:
(1> 3

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean
Graymail Detection: Unsubscribe - Disabled

Content Filters: Off
Outbreak Filters: Enabled. No bypass extensions.
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Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- ENABLE - Enable Content Filters policy
[1> enable

1. scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or
1> 1

1. Active scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or
11> 2

1. Active scan_for confidential

2. Active no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or
(1> 3

1. Active
2. Active
3. Active
Enter the
1>
Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean

Graymail Detection: Unsubscribe - Disabled

Content Filters: Enabled. Filters: scan for confidential, no_mp3s,
Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

1>

Incoming Mail Policy Configuration

press enter to finish:

press enter to finish:

press enter to finish:
scan_for confidential
no_mp3s

ex_employee

filter to toggle on/off, or enter to

press finish:

ex_employee

Name Anti-Spam:| Anti-Virus:| Advanced Graymail: | Content Outbreak
————————————————————————— Malware -———-—-————| Filter: Filters:

Protection: | [ ---------— | o-mmo——————
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Enabled Enabled
Choose the operation you want to perform:

- NEW - Create a new

| BEEPAEE 1

policy
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- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> edit
Name: Anti-Spam:| Anti-Virus:| Advanced Graymail: |Content Outbreak
————————————————————————— Malware —-———-——---| Filter: Filters:
Protection: | = |--mmmmmmmm oo
L|sales_team|IronPort |[Default Default Default Default Default
2| engineering| Default Default Default Default Default Enabled
3| DEFAULT Ironport |Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to edit:
[1> 2

Policy Summaries:

Anti-Spam: Default

Anti-Virus: Default

Graymail Detection: Unsubscribe - Default
Content Filters: Default

Outbreak Filters: Enabled. Bypass extensions: dwg
Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- DISABLE - Disable Content Filters policy (Disables all policy-related

actions)

- ENABLE - Enable Content Filters policy
[1> enable

1. scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:

(1> 1

1. Active scan_for confidential
2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:

(1> 3

1. Active scan_for confidential
2. no_mp3s

3. Active ex_employee

Enter the filter to toggle on/off, or press enter to finish:
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Policy Summaries:

Anti-Spam:
Anti-Virus:

Default
Default

Graymail Detection:
Content Filters: Enabled. Filters: scan for confidential,

Unsubscribe - Default

ex_employee

avv R sEH |

Outbreak Filters: Enabled. Bypass extensions: dwg

Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

(>

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Graymail: | Content Outbreak

————————————————————————— Malware -——---——-—|Filter: Filters:
Protection: | = |--=mmm—-m— | o-mmm——————

sales_team|IronPort |Default Default Default Default Default

engineering| Default Default Default Default Enabled Enabled

DEFAULT Ironport |Mcafee N/A Off Enabled Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

(1>

ZOCLIIZE, HxDORY —IZH L3 Ty 74 v E BT HHEERIEH 0 EH A,
filters %" 7 =~ R CIX, policyconfig 2~ KD 1 O2DH 77 v arhbdTXTOars v
VI ANEEEBRTAZ LR ET, 0D, ZOFITIE drop large attachments BN
EEME L TWET,

TI74+IEDRER)—DDLP R >—
WIZ, TTANVEFDRERY S —TDLP RY > —% A X—T NV THHEEZRLET,

mail3.example.com> policyconfig
Would you like to configure Incoming or Outgoing Mail Policies?
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1. Incoming
2. Outgoing
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[1]1> 2
Outgoing Mail Policy Configuration
Name Anti-Spam:| Anti-Virus:|Advanced Malware| Graymail: |Content Outbreak DLP:
————————————————————————— Protection: -——-—-—-————|Filter: Filters: -
DEFAULT| N/A N/A N/A Off Off Off Off
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Graymail: [ Content Outbreak DLP:
————————————————————————— Malware —-——-——--—-——|Filter: Filters: ———-]
Protection: | | ===mm—————= | -—————————-
1| DEFAULT| N/A N/A N/A Off Off Off Off

Enter the name or number of the entry you wish to edit:
(1> 1

Policy Summaries:
Anti-Spam: Off
Anti-Virus: Off
Graymail Detection:
Content Filters: Off
Outbreak Filters: Off
DLP: Off

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- DLP - Modify DLP policy

[1> dlp

Choose the operation you want to perform:

- ENABLE - Enable DLP policy

Unsubscribe - Disabled
(No content filters have been created)

[1> enable

1. California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1>1

1. Active California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1> 2

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
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[1> 3
1. Active California AB-1298
2. Active Suspicious Transmission - Zip Files

3. Active Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
(1>

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off (No content filters have been created)
Outbreak Filters: Off

DLP: Enabled. Policies: California AB-1298, Suspicious Transmission - Zip
Files, Restricted Files

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- DLP - Modify DLP policy

(1>

—BEA—ILFERRFY—NILRY FT—IDEA—)LTHIEHEHN SN AvE—CF KOy TIBBERY O—
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mail.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[1]1> 1

Incoming Mail Policy Configuration

Name: |Anti-Spam:|Anti-Virus:|Advanced Malware |Graymail:|Content Filter: Outbreak
————————————————————————— Protection: e ittt Filters:
DEFAULT| Of £ N/A N/A Off Off N/A
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
Name: |Anti-Spam:|Anti-Virus:|Advanced Malware |Graymail:|Content Outbreak
————————————————————————— Protection: —-———-—--———-|Filter: Filters:
1| DEFAULT| Of £ N/A N/A Off Off N/A

Enter the name or number of the entry you wish to edit:

[1>1

Policy Summaries:
Anti-Spam: Off
Graymail Detection:
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Content Filters: Off (No content filters have been created)
Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- GRAYMAIL - Modify Graymail policy

- FILTERS - Modify filters

[1> graymail

Choose the operation you want to perform:

- ENABLE - Enable Graymail policy

[1> enable

Begin Graymail configuration

Do you want to enable Safe Unsubscribe? [N]> y

Do you want to perform Safe Unsubscribe action only for unsigned messages

[Yy>

Do you want to enable actions on messages identified as Marketing Email? [N]>

Do you want to enable actions on messages identified as Social Networking Email?

1. DELIVER
2. DROP
3. BOUNCE

What do you want to do with messages identified as Social Networking Email?

[11> 2
Do you want to archive messages identified as Social Networking Email?

[N]>

Do you want to enable actions on messages identified as Bulk Email? [N]> vy

1. DELIVER
2. DROP
3. BOUNCE

What do you want to do with messages identified as Bulk Email?
11> 2
Do you want to archive messages identified as Bulk Email? [N]>
Graymail configuration complete.
Policy Summaries:
Anti-Spam: Off
Graymail Detection: Unsubscribe - Enabled
Social Networking mails : Drop
Bulk mails : Drop
Content Filters: Off (No content filters have been created)
Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy
- GRAYMAIL - Modify Graymail policy
- FILTERS - Modify filters
1>

AMP T U ULk 2TAF Y UREEELELTY— Y SN AvE—CF MBI HEER) O—DRE

mail.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[11> 1

Incoming Mail Policy Configuration

Name: |Anti-Spam:|Anti-Virus: Advanced Malware |[Graymail:|Content Filter: Outbreak
————————————————————————— Protection: e Filters:
DEFAULT| Of £ N/A N/A Off Off N/A

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

avy R sEZH II
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- FILTERS - Edit content filters

[1> edit
Name: |[Anti-Spam:|Anti-Virus:|Advanced Malware |Graymail:|Content Outbreak
————————————————————————— Protection: —-—————---—| Filter: Filters:
1| DEFAULT| Of £ N/A N/A Off Off N/A

Enter the name or number of the entry you wish to edit:

[1>1

Policy Summaries:

Advanced Malware Protection: Malware Action - drop , Message Error Unscannable Action -
deliver , Rate Limit Unscannable Action - deliver , AMP Service Not

Available Unscannable Action - deliver , File Analysis Action - Deliver , Mailbox Auto

Remediation (MAR) - Disabled

Content Filters: Off

Outbreak Filters: Off

Choose the operation you want to perform:

- OUTBREAK - Modify Outbreak Filters policy

- ADVANCEDMALWARE - Modify Advanced Malware Protection policy
- FILTERS - Modify filters

[1> advancedmalware

Choose the operation you want to perform:

- EDIT - Edit Advanced-Malware protection policy

- DISABLE - Disable Advanced-Malware protection policy (Disables all policy-related
actions)

[1> edit

Begin AMP configuration
Do you want to enable File Analysis? [Y]>

Do you like the system to automatically insert an X-header with the anti-malware scanning
results? (Recommended for trouble-shooting) [Y]>

Unscannable Message Handling

Current actions to take if any of the attachments could not be scanned due to message
errors:

- WARNING: Delivering Unscannable due to Message Errors messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to message errors? [N]> yes

Current actions to take if any of the attachments could not be scanned due to rate limit
hit:

- WARNING: Delivering Unscannable due to Rate Limit messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to rate limit hit? [N]> yes

Current actions to take if any of the attachments could not be scanned due to AMP Service
not available:

WARNING: Delivering Unscannable due to AMP Service Not Available messages normally
- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to AMP Service not available?
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[N]> yes

Bl - [ZEHA (From) ] Ny 5 —DEBEEDHRTE

/j(@ﬁdfﬂi\ policyconfig > match headers {%%Jlﬁ{ﬁ'}j‘737‘/ ]“é”f&%ﬂ% LT\ %%){ *‘/I/bi*‘
N1 T%fgj‘ﬁi()\%1§f /“IZ"“/%HB\A'T%:)%C@@\ [i‘éﬂj}\ (From) ] A vl—T Ny
H—OEFNAN 2 % E L E T,

maill.example.com > policyconfig

Would you like to configure Incoming Mail Policy or Outgoing Mail Policies or
Match Headers Priority?

1. Incoming Mail Policies
2. Outgoing Mail Policies
3. Match Headers Priority
[11> 3

Match Headers Priority Configuration
Priority: Headers:

Pl Envelope Sender

Choose the operation you want to perform:

- ADD - Add match priority for headers

- EDIT - Edit an existing match priority for headers

- REMOVE - Remove an existing match priority for headers
[1> add

Choose headers for priority 2
Add header "From" Header:

1. Yes
2. No
[1]1> 1

Add header "Reply-To" Header:

1. Yes
2. No
[1]1> 2

Add header "Sender" Header:

1. Yes
2. No
[1]1> 2

Match Headers Priority Configuration

Priority: Headers:
Pl Envelope Sender
P2 "From" Header

CiscoAdvanced PhishingProtection 7 5™ FH—EZXADA v tE—S A B TF— A DEEEZAMET 2ZER) O —DER

R OFITIE, Cisco Advanced Phishing Protection 7 7 7 R —EA~D A v E—T A X T —XD
REE AT HZERY U—EERTE E T,
mail.example.com> policyconfig

Would you like to configure Incoming Mail Policy or Outgoing Mail Policies or
Match Headers Priority?
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1.
2.
3.

(11> 1

Incoming Mail Policies
Outgoing Mail Policies
Match Headers Priority

Incoming Mail Policy Configuration

Name Anti-Spam:|Anti-Virus:| Advanced Graymail: |Content Outbreak Advanced
————————————————————————— Malware -——-—-------|Filter: Filters: Phishing
Protection: = [-----—-—-—|—m—mmmm—mm—— Protection:
Off
DEFAULT Ironport Mcafee N/A Off Off Enabled
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
Name Anti-Spam:|Anti-Virus:| Advanced Graymail: |Content Outbreak Advanced
————————————————————————— Malware -———-------|Filter: Filters: Phishing
Protection: = [------—oo—|ommmmmmmmo Protection:
Off
DEFAULT Ironport Mcafee N/A Off Off Enabled
Enter the name or number of the entry you wish to edit:[]> 1

Policy Summaries:

Content Filters:
Advanced Phishing Protection:

Off

Off

Choose the operation you want to perform:

(No content filters have been created)

- ADVANCEDPHISHING - Modify Advanced Phishing Protection Policy
- FILTERS - Modify filters

[1> advancedphishing

Choose the operation you want to perform:
- ENABLE - Enable Advanced Phishing Protection Policy

[1> enable

Do you want to perform email forwarding

Policy Summaries:

Content Filters:
Advanced Phishing Protection:

Off

Choose the operation you want to perform:
- ADVANCEDPHISHING - Modify Advanced Phishing Protection Policy

. avy kK sEH
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maill.example.com> policyconfig

Would you like to configure Incoming Mail Policy or Outgoing Mail Policies or Match
Headers Priority?

1. Incoming Mail Polices

2. Outgoing Mail Policies

3. Match Headers Priority

[1]1> 1

Incoming Mail Policy Configuration

Name: |Anti-Spam:|Anti-Virus: Advanced Malware |Graymail:|Content Outbreak
————————————————————————— Protection: -——————---| Filter: Filters:
DEFAULT| Of £ N/A Enabled Off Off N/A

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit
Name: |Anti-Spam:|Anti-Virus:|Advanced Malware |Graymail:|Content Outbreak
————————————————————————— Protection: -—-—--—----| Filter: Filters:
1| DEFAULT| Of £ N/A Enable Off Off N/A

Enter the name or number of the entry you wish to edit:

[1>1

Policy Summaries:

Advanced Malware Protection: Malware Action - drop , Message Error Unscannable
Action - deliver , Rate Limit Unscannable Action - deliver , AMP Service Not
Available Unscannable Action - deliver , File Analysis Action - Deliver ,
Mailbox Auto Remediation (MAR) - Disabled

Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:

- ADVANCEDMALWARE - Modify Advanced Malware Protection policy
- FILTERS - Modify filters

[1> advancedmalware

Choose the operation you want to perform:

- EDIT - Edit Advanced-Malware protection policy
- DISABLE - Disable Advanced-Malware protection policy (Disables all policy-related

actions)
[1> edit

Begin AMP configuration

Do you want to enable File Analysis? [Y]>
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Do you like the system to automatically insert an X-header with the anti-malware scanning
results? (Recommended for trouble-shooting) [Y]>

Unscannable Message Handling

Current actions to take if any of the attachments could not be scanned due to
message errors:

- WARNING: Delivering Unscannable due to Message Errors messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to message errors? [N]>

Current actions to take if any of the attachments could not be scanned due to
rate limit hit:

- WARNING: Delivering Unscannable due to Rate Limit messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to rate limit hit? [N]>
Current actions to take if any of the attachments could not be scanned due to
AMP Service not available:

- WARNING: Delivering Unscannable due to AMP Service Not Available messages
normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to AMP Service not
available? [N]>
Malware Infected Message Handling
Current actions to take if any of the file contains malware and cannot be
repaired:

- Dropping Infected Messages

- Archiving copies of the original message.

Do you want to edit the actions for Malware Infected Message Handling? [N]>

Do you want to edit the actions for Messages with File Analysis Pending? [Y]>
1. Quarantine

2. Deliver As Is

Action applied to the original message:

[21>

Do you want to deliver mail to an alternate mailhost? [N]>

Do you want to redirect mail to an alternate email address? [N]>
Do you want to add a custom header? [N]>

Do you want to modify the subject? [Y]>

1. Prepend

2. Append

Select position of text:

(11>

Enter the text to add:
[ [WARNING: ATTACHMENT (S) MAY CONTAIN MALWARE]]>

Do you want to archive the original message? [Y]>

Do you want to drop attachments with the file analysis verdict still pending? [N]> yes
Messages with File Analysis Pending
Current actions to take if any of the attachments uploaded for file analysis :

- WARNING: Delivering File Analysis Pending messages normally

- Prepending subjects with " [WARNING: ATTACHMENT (S) MAY CONTAIN MALWARE]"
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- Archiving copies of the original message.
- Dropping Attachments with File Analysis Pending.

Mailbox Auto Remediation (MAR) - Disabled
Do you want to disable Mailbox Auto Remediation action? [N]>

Do you want to edit Mailbox Auto Remediation action? [N]>

Advanced-Malware configuration complete
Policy Summaries:

Advanced Malware Protection: Malware Action - drop , Message Error Unscannable
Action - deliver , Rate Limit Unscannable Action - deliver , AMP Service Not
Available Unscannable Action - deliver , File Analysis Action - Deliver ,
Mailbox Auto Remediation (MAR) - Disabled

Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:

- ADVANCEDMALWARE - Modify Advanced Malware Protection policy
- FILTERS - Modify filters

[r>

AVTUYITANEDTI LA VEERLTHEARN QT DOAREZLAT IV M) FENT S

OB TIE, ceF vz hUDBMI YTV T4 NET 7 a v FEHLT, eV b
0y OHAK a7 ) EBITEET,

maill.example.com> policyconfig

Would you like to configure Incoming Mail Policy or Outgoing Mail Policies or Match
Headers Priority?

1. Incoming Mail Policies

2. Outgoing Mail Policies

3. Match Headers Priority

[11>

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Malware Protection: Graymail:
Content Filter: Outbreak Filters:

Advanced Phishing Protection

DEFAULT N/A N/A N/A N/A
Enabled Off
N/A

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> filters

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters
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- RENAME - Rename a filter
[1> new

Enter a name for this filter:
[1> custom-headers-cel

Enter a description or comment for this filter (optional):
[1> logging custom headers to Consolidated Event Logs

Filter Name: custom-headers-cel
Conditions:

Always Run

Actions:

No actions defined yet.

Description:
logging custom headers to Consolidated Event Logs

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

1. Condition

2. Action

[1]1> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Edit Header Text

9. FED Action

10. Add CEF Log Entry

11. Send From Specific IP Interface

12. Drop Attachments By Content

13. Drop Attachments By Name

14. Drop Attachments By MIME Type

15. Drop Attachments By File Type

16. Drop Macro-Enabled Attachments

17. Drop Attachments By Size

18. Safe Print Attachments

19. Drop Attachments By Image Analysis Verdict

20. Send To System Quarantine

21. Duplicate And Send To System Quarantine

22. Add Log Entry

23. Drop (Final Action)

24 . Bounce (Final Action)

25. Skip Remaining Content Filters (Final Action)

26. Encrypt (Final Action)

27. Encrypt on Delivery

28. Skip Outbreak Filters check

29. Replace URLs within message body based on category
30. Defang URLs within message body based on category
31. Redirect URLs within message body to Cisco Security proxy
32. Strip attachments containing URLs based on category
33. Replace URLs within message body and strip attachments (optional)

based on reputation

. avy kK sEH
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34. Defang URLs within message body and strip attachments (optional) based on reputation
35. Redirect URLs within message body to Cisco Security Proxy and strip attachments
(optional) containing URLs based on

reputation

36. Strip attachments containing URLs based on reputation

37. Skip DomainKeys/DKIM Signing

38. S/MIME Gateway sign/encrypt (Final Action)

39. S/MIME Gateway sign/encrypt on Delivery

[1]1> 10

Enter a label for the CEF log entry:
[1> mylabel

Enter a value for the CEF log entry:
[1> myvalue

Filter Name: custom-headers-cel

Conditions:
Always Run

Actions:
cef-log-entry ("mylabel", "myvalue")

Description:
logging custom headers to cef log

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- SAVE - Save filter

[1> save

Defined filters:
1. custom-headers-cel: logging custom headers to Consolidated Event Logs

quarantineconfig

B2LEL]

ER7AE

1

VAT LD R RE L E T,

MEE : Z0a<y Kix Tcommit] 2BSHEE T,
JIAREH  Zpav s NI~y T R TCORMEATEET,
NYyFaAIVER : Zoavy RNy FEXEZSR—FLTWERA,

mail3.example.com> quarantineconfig
Currently configured quarantines:

# Quarantine Name Size (MB) % full Messages Retention Policy
1 Outbreak 3,072 0.0 1 12h Release
2 Policy 1,024 0.1 497 10d Delete
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3 Virus 2,048 empty 0 30d Delete
2,048 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.

[1> new

Please enter the name for this quarantine:

[1> HRQuarantine

Retention period for this quarantine.
'minutes'.):

[1> 154

1. Delete

2. Release

Enter default action for quarantine:
[11> 2

Do you want to modify the subject of messages that are released because
"HRQuarantine" overflows? [N]>

Do you want add a custom header to messages that are released because
"HRQuarantine" overflows? [N]>

Do you want to strip all attachments from messages that are released

because "HRQuarantine" overflows? [N]>

Do you want default action to apply automatically when quarantine space fills up?
Currently configured quarantines:

(Use 'd' for days or 'h' for hours or 'm' for

[Yyp>

# Quarantine Name Size (MB) % full Messages Retention Policy
1 HRQuarantine 1,024 N/A N/A 15d Release
2 Outbreak 3,072 0.0 1 12h Release
3 Policy 1,024 0.1 497 10d Delete
4 Virus 2,048 empty 0 30d Delete

(N/A: Quarantine contents is not available at this time.)
1,024 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.

2—P—OBIMCBTAEMC Ty) 2%0 N0 L5225 L, 2—F—EHAHA SN,
2—HF— Y2 REFEFHTEET, JAUCEY ., FREEEICET A MOBRICE 2 e < T b kEkE
o L TEB O 22— — 2B E 7 THIRTE £, 2—F—FHE s v a oo HTREED
RIEEHATT 5101, DT 7 b () T Enter 8 L %7,

)

GE)

VAT AR AN a—YP—FE3 AR —F a—F—MEREN TV EEEIL, 2 —F—

~ORREEZRTT 27T 7 B A G2 nERE N ET,

bR D L —4— U X NZIE, Operators 7 /L —7"F 7213 Guests 7 /V— 2@ T 52— —721F
NEEFNET, Administrators 7 /b— 7 NO 22— — X, FIZREECXY L TTXTOT 7 & A
REFLET, 2—F— VX MEFEHTL L XL, TRTOFRL—F/F A S a—HF =)
FTCICRBED 22— — U X MZEENTWDYE, NEW a2~ FIEART L2 £4, [
BRIZ, BIBROM R L 72 52— —F/E L7RWE, DELETE 2~ > RIIEAARRT L 20 %
7
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scanconfig
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scanconfig .

774NV DAFY > R —%HELET,

M€ : Zoa< KX lcommit] 2NHHEETY,

PIGRRER . Zpa<vy N, N TOYIYrE—F (#9R&2, F—F <) T
ATxEd,

NyF awr R Zoa<wy Ry TFERXER—FLTWET,

ZOFITIL, scanconfig 2~ RTUTD/NT A —=F 2R ELET,
s video/*, audio/*. image/* ® MIME % A ZIAX v 7 EINFET (AT U VT AF ¥ &
nNEHA) ,
« XA NERTE (HROR) T4 THRN T 7 AT, BRK10 LV ETAT Y &h
1, (F7HLMI5 L)
s AX ¥ U EINDU T 7 A NDEKRY A XL, 25MBTY, ZHEYKREWT 7 A WTT
RTCAF vy TEINET, (F74/VMISMB) .
s RX2 AU NDAXT =N AXT Yy INET,
T T ANDAF Y DEZA LT T NI, 180 DITHRE SN E T,
« AX X UINBRPOTEB T 7 AT, RN =B LW ERRShET, (T
7 4V EOEE)
« TL—2 TF A ORI MIME % A 7D plain/text % 7213 plain/html #5531 & 5 7E &
NTWRWEAE, ASCII = a— RAMEH S ET,

Y

GE) [T 7 7 A VDR BANT — N —HTH LD EIRET D (assume the attachment matches the
searchpattern) | % Y] ICRRETDH L, AF ¥ U TERWVWAvE—VFAvE—Y 7 4L ¥
N—Z ko Ttrue LA SN ET, ZHICLD, FEEC—HBLARVWA vE—VORER L,
TR DOBMENRET D ENHVET, 2L A=V, 2T Y NIELL A
XX TERVEVHIEBTHREINTOWE L, ZOREIXDLP AF v T S E
A,

mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:

- NEW - Add a new entry.

DELETE - Remove an entry.

SETUP - Configure scanning behavior.

IMPORT - Load mappings from a file.

EXPORT - Save mappings to a file.
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- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[]> setup

1. Scan only attachments with MIME types or fingerprints in the list.
2. Skip attachments with MIME types or fingerprints in the list.
Choose one:

[2]1> 2

Enter the maximum depth of attachment recursion to scan:

[5]> 10

Enter the maximum size of attachment to scan:

[5242880]> 10m

Do you want to scan attachment metadata? [Y]> y

Enter the attachment scanning timeout (in seconds):

[30]> 180
If a message has attachments that were not scanned for any reason (e.g.
because of size, depth limits, or scanning timeout), assume the attachment matches the

search pattern? [N]> n

If a message could not be deconstructed into its component parts in order to remove
specified attachments, the system should:

1. Deliver

2. Bounce

3. Drop

[11>

Configure encoding to use when none is specified for plain body text or
anything with MIME type plain/text or plain/html.

US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)

Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[11> 1

Scan behavior changed.

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> print

O ~J oy Uk wDN

1. Fingerprint Image
2. Fingerprint Media
3. MIME Type audio/*
4. MIME Type image/*
5. MIME Type video/*
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/k@%’ﬂi\ scanconfig > setup A¥ KFEfEHL T, %1#‘774)11/@%3&@:9%5& L7z
W2, BT UV AF Yy T L o TAF Y VSNV A =V DA vy —VEET 7 v a vk
AL, FELET,

mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED. Choose the
operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.
-[]>SMIMEsetup- Configure S/MIME unpacking.
[] > setup

1. Scan only attachments with MIME types or fingerprints in the list.
2. Skip attachments with MIME types or fingerprints in the list.

Choose one: [2]>

Enter the maximum depth of attachment recursion to scan: [5]>
Enter the maximum size of attachment to scan: [5242880]>

Do you want to scan attachment metadata? [Y]>

Enter the attachment scanning timeout (in seconds): [30]>

If a message has attachments that were not scanned for any reason (e.g.
because of size, depth limits, or scanning timeout), assume the attachment matches the
search pattern? [N]>

In case of a content or message filter error, should all filters be bypassed? [Y]>
Assume zip file to be unscannable if files in the archive cannot be read? [0]>

If a message could not be deconstructed into its component parts in order
to remove specified attachments, the system should:

1. Deliver

2. Bounce

3. Drop

[1]>

Configure encoding to use when none is specified for
plain body text or anything with MIME type plain/text or plain/html.

US-ASCII
Unicode (UTF-8)
Unicode (UTF-16)
Western European/Latin-1 (ISO 8859-1)
Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)
Simplified Chinese (GB 2312)
Simplified Chinese (HZ GB 2312)
Korean (ISO 2022-KR)

Korean (KS-C-5601/EUC-KR)

Japanese (Shift-JIS (X0123))
Japanese (IS0-2022-JP)

Japanese (EUC)

W J o Ul b W
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stripheaders
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[1> Do you want to enable actions on unscannable messages due to an extraction failure?
y/n [Y]> Yes

1. Drop Message

2. Deliver As Is

3. Quarantine

Action applied to original message: [2]> 2

Do you want to deliver mail to an alternate mailhost ? [N]> yes
Enter the mailhost to deliver to: []> mail.example.com

Do you want to redirect mail to an alternate email address ? [N]> yes

Enter the address to deliver to:
[1> user@mail.example.com

Do you want to add a custom header? [N]> yes
Enter the header name: []> Unscannable Messages

Enter the header content:
[1> Actions taken on Unscannable Messages

Do you want to modify the subject? [N]> yes

1. Prepend
2. Append

Select position of text: [1]> 1

Enter the text to add:
[ [WARNING: UNSCANNABLE EXTRACTION FAILED]]> [WARNING: UNSCANNABLE FILE EXTRACTION FAILURE]

HIFRT DA v = Ay =DV A MEEZRLET,

W : ZOa<y Rt Tcommit] 73BT,

JIGARER  Zpavy NI, TRTOYE—R (IR Z, TA—F <) TF
Ac&EEd,

NyF awr F: Zoawy NERNyTFEXREZ T R—FLTWWERA,

mail3.example.com> stripheaders

Not currently stripping any headers.
Choose the operation you want to perform:
- SETUP - Set message headers to remove.
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textconfig
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textconfig .

[1> setup

Enter the list of headers you wish to strip from the messages before they are delivered.
Separate multiple headers with commas.

[1> Delivered-To

Currently stripping headers: Delivered-To

Choose the operation you want to perform:

- SETUP - Set message headers to remove.

[1>

mail3.example.com>

DLP, "U A Wi bl@fAZ&ED, T FUANVATI—=F T 7 —h AvE—UR
BHEH, A7 L — M ElDOTF AN Y Y —AZRELET,

MEE : ZDa<y Kix Tcommit] 2SHEE T,

JIAAER . Zoa<vw Rit, I R_RTCO~ U EF—F (P T7RAF, J—T, =) T
HTx£9,

NyF awr B Zoavy KEAy FRREFE— R LTOEEA,

textconfig -> NEWZfiH L TT7F A U Y —RZA%Z/E L. textconfig > delete %
EHLTT*A N VY —2%HIBRLET,

mail3.example.com> textconfig

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
[]1> new

What kind of text resource would you like to create?
Anti-Virus Container Template

Anti-Virus Notification Template

DLP Notification Template

Bounce and Encryption Failure Notification Template
Message Disclaimer

Encryption Notification Template (HTML)
Encryption Notification Template (text)
Notification Template

11> 5

lease create a name for the message disclaimer:
1> disclaimer 1

nter the encoding for the message disclaimer:
US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

O Joy Ul WN R EH—M™gme— 0 J0 U1 WN -
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9.

10.
11.
12.
13.

1

Enter or paste the message disclaimer here.

Korean
Korean
Japanese
Japanese
Japanese

1>

avv R sEH |

(ISO 2022-KR)
(KS-C-5601/EUC-KR)
(Shift-JIS
(ISO-
(EUC)

(X0123))
2022-JP)

Enter '.' on a blank line to end.

This message was sent from an IronPort(tm) Email Security appliance.

Message disclaimer "disclaimer 1"

created.

Choose the operation you want to perform:
NEW - Create a new text resource.

[]

IMPORT - Import
EXPORT - Export
PRINT - Display
EDIT - Modify a
DELETE - Remove

a text resource from a file.
text resource to a file.

the content of a resource.
resource.

a resource from the system.

LIST - List configured resources.

> delete

Please enter the name or number of the resource to delete:

[]

> 1

Message disclaimer "disclaimer 1" has been deleted.
Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

[]

>

textconfig -> EDIT Z{iH L TBEfFOT XA KN VY —REZEHLET, = a— &%

FLED,

TERAMYY—ZADA ViR—

TXANT 7 ANETHFARNY Y —=RAL LTA AR —FT 5T, textconfig -> IMPORT

PHEHALET, A VA= TE57FX N7 7 AT,

BIRLEZTHFARN Y Y —ZADTFA MEEHRLZY TXET,

HAL A=/ — 7 =A LD configuration

TAVI FPVICHFETDREND Y 7,

mail3.example.com> textconfig
Current Text Resources:

1.

footer.2.message

(Message Footer)

Choose the operation you want to perform:
NEW - Create a new text resource.

[]

IMPORT - Import
EXPORT - Export
PRINT - Display
EDIT - Modify a
DELETE - Remove

a text resource from a file.
text resource to a file.

the content of a resource.
resource.

a resource from the system.

LIST - List configured resources.

> import

What kind of text resource would you like to create?
Anti-Virus Container Template

Anti-Virus Notification Template

DLP Notification Template

Bounce and Encryption Failure Notification Template
Message Disclaimer

1
2
3
4.
5.
6
7
8
[1

1>

Encryption Notification Template
Encryption Notification Template
Notlflcatlon Template

(HTML)
(text)

Please create a name for the notification template:

[1> strip.mp3files

Enter the name of the file to import:

II avU kR
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[1> strip.mp3.txt
Enter the encoding to use for the imported file:

1.

[

1.
2.

US-ASCII

s yv—2ozs2f—+ I}

list of encodings ]
[11>
Notification template "strip.mp3files" created.
Current Text Resources:

disclaimer.2.message

strip.mp3files

(Message Disclaimer)
(Notification Template)

Choose the operation you want to perform:
NEW - Create a new text resource.

IMPORT - Import
EXPORT - Export
PRINT - Display
EDIT - Modify a
DELETE - Remove

a text resource from a file.
text resource to a file.

the content of a resource.
resource.

a resource from the system.

LIST - List configured resources.

[1>

THEFAMYY—RDOIY RER—F

TXANVY—=RAZTHARNT77A4E LT7 AKR— T HIZIX, textconfig -> EXPORT
EERHLET, 7X¥A N7 7 A VE, BT A=AV — U xA EOD configuration7 4 L7 kY

Iz

RS T,

mail3.example.com> textconfig
Current Text Resources:

1.
2.

footer.2.message

strip.mp3

(Message Footer)

(Notification Template)

Choose the operation you want to perform:
NEW - Create a new text resource.

1.

IMPORT - Import
EXPORT - Export
PRINT - Display
EDIT - Modify a
DELETE - Remove

a text resource from a file.
text resource to a file.

the content of a resource.
resource.

a resource from the system.

LIST - List configured resources.
[1> export
Please enter the name or number of the resource to export:
(1> 2
Enter the name of the file to export:
[strip.mp3]> strip.mp3.txt

Enter the encoding to use for the exported file:

US-ASCII

[ 1list of encoding types ]
[11>
File written on machine "mail3.example.com" using us-ascii encoding.
Current Text Resources:

1.
2.

footer.2.message

strip.mp3

(Message Footer)

(Notification Template)

Choose the operation you want to perform:
NEW - Create a new text resource.

IMPORT - Import
EXPORT - Export
PRINT - Display
EDIT - Modify a
DELETE - Remove

a text resource from a file.
text resource to a file.

the content of a resource.
resource.

a resource from the system.

LIST - List configured resources.

[1>
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FETI—

ZZTIE, ROCLL 2wy RIZOWTEBH L E7,

BIA—NVTIT—heRELET,

MeE : Zoa< KX lcommit] NHFETI,

JGAREE . Zoavy RiE, TRTOYET— R (WFRE, T—F =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

Bl FHLWT 53— FDIER

ZOBTIEH, FHLWT 7 — F2{EH (alertadmin@example.com) % EAK L. HKEE Critical T
HDH, VAT AL N—FxT, BEOT 4 L7 NI AN—RANKEOT T — " EZITID X
INERELET,

maill.example.com> alertconfig

Not sending alerts (no configured addresses)

Alerts will be sent using the system-default From Address.
Cisco IronPort AutoSupport: Disabled

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1> new

Please enter a new email address to send alerts.

(Ex: "administrator@example.com")

[1> alertadmin@example.com

Choose the Alert Classes. Separate multiple choices with commas.
. All

System

Hardware

Updater

Outbreak Filters

. Anti-Virus

. Anti-Spam

Directory Harvest Attack Prevention

. Release and Support Notifications

11> 2,3,8

elect a Severity Level. Separate multiple choices with commas.
All

Critical

. Warning

Information

11> 2

— s W NP N— WO Jo) Ul b W -
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Sending alerts to:
alertadmin@example.com
Class: Hardware - Severities: Critical

m-nsznLE75— o [

Class: Directory Harvest Attack Prevention - Severities: Critical

Class: System - Severities: Critical

Initial number of seconds to wait before sending a duplicate alert: 300
Maximum number of seconds to wait before sending a duplicate alert: 3600

Maximum number of alerts stored in the system are: 50

Alerts will be sent using the system-default From Address.

Cisco IronPort AutoSupport: Disabled
Choose the operation you want to perform:
- NEW - Add a new email address to send alerts.

- EDIT - Modify alert subscription for an email address.

- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).
- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.
[1>

Bl : TS ZNL=75—FDiEE
7}\'@:\ alertconfig > setup '3'7:1'7?/ f\%‘fﬁiﬁﬁ L, EA A= — b 7 = A % TLS ijl\b

T77—baXETLLOITRET DB 2R LET,

maill.example.com> alertconfig
Sending alerts to:
admin@company.com

Class: Outbreak Filters - Severities: All
Class: Threatfeeds - Severities: All
Class: SAML - Severities: All
Class: Message Delivery - Severities: All
Class: System - Severities: All
Class: Anti-Virus - Severities: All
Class: Hardware - Severities: All
Class: Updater - Severities: All
Class: AMP - Severities: All
Class: Anti-Spam - Severities: All

Class:

Release and Support Notifications - Enabled

Initial number of seconds to wait before sending a duplicate alert:
Maximum number of seconds to wait before sending a duplicate alert:
Maximum number of alerts stored in the system are: 50

Alerts will be sent using the system-default From Address.

Cisco IronPort AutoSupport: Enabled
You will receive a copy of the weekly AutoSupport reports.

Alert messages are sent using a TLS connection.

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- EDIT - Modify alert subscription for an email address.
- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1> setup

Initial number of seconds to wait before sending a duplicate alert.
Enter a value of 0 to disable duplicate alert summaries.

[300]1>

avUk:

300
3600
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. displayalerts

Maximum number of seconds to wait before sending a duplicate alert:
[3600]>

Would you like to enable Cisco IronPort AutoSupport, which automatically
emails system alerts and weekly status reports directly to Cisco IronPort
Customer

Support? (Enabling AutoSupport is recommended.) [Y]>

Would you like to receive a copy of the weekly AutoSupport reports? [Y]>

Maximum number of alerts to save:
[50]>

Choose the default interface to be used to deliver alerts

1. Auto
2. Management (10.8.159.11/24: maill.example.com)
[11>

Do you want to enable TLS support to send alert messages? [Y]> yes

Sending alerts to:
admin@company.com

Class: Outbreak Filters - Severities: All
Class: Threatfeeds - Severities: All
Class: SAML - Severities: All
Class: Message Delivery - Severities: All
Class: System - Severities: All
Class: Anti-Virus - Severities: All
Class: Hardware - Severities: All
Class: Updater - Severities: All
Class: AMP - Severities: All
Class: Anti-Spam - Severities: All
Class: Release and Support Notifications - Enabled

Initial number of seconds to wait before sending a duplicate alert: 300
Maximum number of seconds to wait before sending a duplicate alert: 3600
Maximum number of alerts stored in the system are: 50

Alerts will be sent using the system-default From Address.

Cisco IronPort AutoSupport: Enabled
You will receive a copy of the weekly AutoSupport reports.

Alert messages are sent using a TLS connection.

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- EDIT - Modify alert subscription for an email address.
- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1>

displayalerts

&t BA
WA A—NT— T A DERESNERBEO 0 BOT 7— FERRLET,
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findevent

B2LL]

ERAE

mans

FeE  Zoa<r R lcommit] IZMNEHD FH A,

JGAREE . Zoawy RiE, TRTOY U EFT—F (WFREZ, T—F, =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZdR—FLTWEEA,

> displayalerts

Date and Time Stamp Description

10 Mar 2015 11:33:36 +0000 The updater could not validate the server certificate.
Server certificate not validated - unable to get local issuer

certificate

Last message occurred 28 times between Tue Mar 10 10:34:57 2015 and Tue Mar 10 11:32:24
2015.

10 Mar 2015 11:23:39 +0000 The updater has been unable to communicate with the update
server for at least 1h.

Last message occurred 8 times between Tue Mar 10 10:29:57 2015 and Tue Mar 10 11:18:24
2015.

10 Mar 2015 10:33:36 +0000 The updater could not validate the server certificate.
Server certificate not validated - unable to get local issuer
certificate

Last message occurred 26 times between Tue Mar 10 09:33:55 2015 and Tue Mar 10 10:29:57
2015.

10 Mar 2015 10:23:39 +0000 The updater has been unable to communicate with the update
server for at least 1h.

Last message occurred 9 times between Tue Mar 10 09:26:54 2015 and Tue Mar 10 10:22:56
2015.

A= vy 774 NDA Ry NEBRBELET

Fe® : Zoa<y K Tcommit] 1ZMEH D FHA,

JSRBEM . Zpavy NI, TR_RTOVET—F (UPFREZ, TA—F, <) T
ATxEd,

NyF avws R Zoavy RNy FEALZR—FLTWEEA,

Bl: ToRO—TEEBICLHEER

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

avy R sEZH II
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4. Search by envelope TO

[1]1> 1
Enter the regular expression to search for.
(>
Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 3

No matching message IDs were found

Bl: AyE—TIDICELEER

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11>

Enter the Message ID (MID) to search for.

(> 1
Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1>1

Bl - HRICKDHEE

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11>

Enter the regular expression to search for.

[]> "
Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file
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[3]1> 2

Available mail log files, listed by log file start time.

Specify multiple log files by separating with commas or specify a range with a dash:
1. Thu Feb 19 05:18:02 2015

[11>

No matching message IDs were found

Bl : TORO—TZEBIZLDIBRE

grep
&R

ERAE

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[1

1> 4
Enter the regular expression to search for.
>
Currently configured logs:

Log Name Log Type Retrieval Interval

1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[11> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 3

No matching message IDs were found

0y 77 ANNDOT XA NEBRRLET,

M€ - 2o~ KIZ lcommit] (THEH Y FH A,

JGARER . ZDavw NIvw o E— R TOMEATEEST, 512, Z0awr RNide
TAVIEAN (22— =Bl Lizvyy) TORMEATEEST, Z0avr ReEHRd
HITIE, B—HIL T 7 A VAT AT VB ATELHLERH Y £7°,
NyF aw s F: Zoawy NERNyFEXREZ T R—FLTWERA,

grep A~y REfET oL, v 7HOXTHNZHRRTEET, grepa~ > FEFTTH L&
X ROELEHEHLET,

grep [-C count] [-e regex] [-1] [-p] [-t] [regex] log name
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. grep D15

\)

GE)  EREZETITIE, -eregex F/zldregex Z AT HLENRH D £77,

grep AV REFETTH LT, RO T a v 2EHALET,

KM:grepa<X > FOF T3>

TFvay B

. ootz grep NF—r DAL T H AN R T ELOTER
RLET, BRTDTEEATILET,

B EHEBEZ AN LET,

» RILFE/NLTFOXF 2 L E 7,

. A=V EBIML £ T,

. grep AV R&n s 77 A VORRBETETLET,

reger EHREHZANLET,

grep D15l

Wiz, ToFoANVARa 7O TXFES| lclean) £7-1% lviral] ZMRET 502~ LET, =
? grep 2~ Rilidregex HHN G ENTWET,

mail3.example.com> grep "CLEAN\\|VIRAL" antivirus

Fri Jun 9 21:50:25 2006 Info: sophos antivirus - MID 1 - Result 'CLEAN' ()
Fri Jun 9 21:53:15 2006 Info: sophos antivirus - MID 2 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 3 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 4 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 5 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 6 - Result 'CLEAN' ()
Fri Jun 9 22:47:42 2006 Info: sophos antivirus - MID 12 - Result 'CLEAN' ()
Fri Jun 9 22:53:04 2006 Info: sophos antivirus - MID 18 - Result 'VIRAL' ()
Fri Jun 9 22:53:05 2006 Info: sophos antivirus - MID 16 - Result 'VIRAL' ()
Fri Jun 9 22:53:06 2006 Info: sophos antivirus - MID 19 - Result 'VIRAL' ()
Fri Jun 9 22:53:07 2006 Info: sophos antivirus - MID 21 - Result 'VIRAL' ()
Fri Jun 9 22:53:08 2006 Info: sophos antivirus - MID 20 - Result 'VIRAL' ()
0)

Fri Jun 9 22:53:08 2006 Info: sophos antivirus - MID 22 - Result 'VIRAL'
mail3.example.com>

logconfig

Bl
0y Ty ANSDT I AEHRELET,
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He® : Zoa<y Kt Tcommit] 2AH43ETI,

JGAREE . Zoawy RiE, TRTOY U EFT—F (WFREZ, T—F, =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZdR—FLTWEEA,

FIP v andHIJR91) T 32046

WOHFITIL, logeconfig 2~ R&MiH LT, myDeliveryLogs & FEITIL 58 LWELE = 7 %
RELET, RIC, B BFTPICE>TUE—= M HRAMIT vrasd L OICRELET,

mail3.example.com> logconfig

Currently configured logs:
"antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll
"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll
"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
"authentication" Type: "Authentication Logs" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
"bounces" Type: "Bounce Logs" Retrieval: FTP Poll
"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll
. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new
Choose the log file type for this subscription:

IronPort Text Mail Logs

gmail Format Mail Logs

Delivery Logs
Bounce Logs

Status Logs

Domain Debug Logs

Injection Debug Logs

SMTP Conversation Logs

System Logs

CLI Audit Logs

FTP Server Logs

HTTP Logs

NTP logs

1
2
3
4.
5.
6
7
8

W J oy bW
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14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs

21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24 . Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[1]1> 8

Please enter the name for the log:
[1> myDeliveryLogs

Choose the method to retrieve the logs.
1. FTP Poll

2. FTP Push

3. SCP Push

4. Syslog Push

[1]1> 2

Hostname to deliver the logs:

[1> yourhost.example.com

Username on the remote host:

[1> yourusername

Passphrase for your user:

[1> thepassphrase

Directory on remote host to place logs:
[1> /logs

Filename to use for log files:
[conversation.text]>

Maximum time to wait before transferring:
[36001>

Maximum filesize before transferring:
[10485760]>

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll

11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll

12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll
13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll
14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "myDeliveryLogs" Type: "SMTP Conversation Logs" Retrieval: FTP Push - Host

yourhost.example.com

16. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

17. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
18. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

19. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

20. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

21. "status" Type: "Status Logs" Retrieval: FTP Poll

22. "system logs" Type: "System Logs" Retrieval: FTP Poll

23. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

24. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll
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SCP oy angd S IR T a2nH

WOFITIL, logeconfig 2~ RAMH LT, LogPush & FEIEILDH LWEME 1 728 E L

F£94, 2oL, SCPIZE->TIPT7 RLAMN10.1.1.1 DY ET— bk 55 A MMZ2—H — logger

LTy vadit, 7407 MY mpllfRfFSND LHICRELET, v VEE 51523 SCP
72 Th DAL logeconfig 2~ 2 Kb HENIZ ssheconfig =~ RO &4
L2 EICEELTLEZSN,  (BRA MF—0FEMIZ- DWW TIE [Configuring Host Keys] . =—

W= % —DFEHIT DOV CIE [Managing Secure Shell (SSH) Keys] % . [User Guide for AsyncOS
for Cisco SecureEmail Gateway] THM L T 723V, ) £/, IPT RV AEZFA NG T v~
FCHEATES Z LICEEL TSN,

mail3.example.com> logconfig
Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll
Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new
Choose the log file type for this subscription:

IronPort Text Mail Logs

gmail Format Mail Logs

Delivery Logs
Bounce Logs

Status Logs

Domain Debug Logs

Injection Debug Logs

SMTP Conversation Logs

System Logs

CLI Audit Logs

FTP Server Logs

HTTP Logs

NTP logs

LDAP Debug Logs

Anti-Spam Logs

W Joy b Ww N
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16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs

21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24 . Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[1]1> 3

Please enter the name for the log:
[1> LogPush

Choose the method to retrieve the logs.
1. FTP Poll

2. FTP Push

3. SCP Push

[1]1> 3

Hostname to deliver the logs:

[1> 10.1.1.1

Port to connect to on the remote host:
[22]>

Username on the remote host:

[1> logger

Directory on remote host to place logs:
(1> /tmp

Filename to use for log files:

[delivery.log]l>

Maximum time to wait before transferring:

[3600]>

Maximum filesize before transferring:

[10485760]>

Protocol:

1. SSH1

2. SSH2

[2]> 2

Do you want to enable host key checking? [N]> y

Do you want to automatically scan the host for its SSH key, or enter it

manually?

1. Automatically scan.

2. Enter manually.

[1]1> 1

SSH2:dsa

10.1.1.1 ssh-dss
AAAAB3NzaClkc3MAAACBALWGi4I1WLDVNdbIWEsSArt9LVE2ts5yE9JIBTSdUwLvog0G3FRgifrce92zgyHtce/
ZWyXavUTIM3Xd1bpiEcscMo2XKpSnPPx21y8bakpJdsSCOcM8zZMDinOPm8ghiwHXYh 7oNEUJCCPnPxAy441r1J5Yz4x9e ToALpOdHUOGR
+J 1INAAAAFQDO1 5GY /X9P1 DM3fPMVEX 7wcO0ed 1 wAAATBICGMIEE P1IWIAGr 1 RtbowZP5ZWZ t VDT LhdXz;) 104+oB4hBR7DKuc80+naAFnThyH/
JBRINLIVE 7 QM5eeK JoXzuIEK37Zw] 30Yef PoBoc?01 I ROSJIYx1WhwYz,/ rocodNI BnFAshl 2mtc3tde] 178000 twaQA4wKO1 Sk3z0NSPRAAATAT CRYat 3y+Blv/
V6wdE6BBk+OULv3eK38gafui pABxkGIGOGEQ1 8nss82oznwinBy /I TROFhAVMEMI X TFAVEY00sARr 1 ZtuUJC1 QGOvCoh INA3YNa i s2CSoEKBEA TOTE 6+
SX2RNpcUF3Wg5ygw92xtqQPKMcZe LtK2ZJRKhC+Vw==

Add the preceding host key(s) for 10.1.1.12 [Y]> ¥y

Currently installed host keys:

1. 10.1.1.1 1024 35 12260642076447444117847407996206675325...3520565607

2. 10.1.1.1 ssh-dss AAAAB3NzaClkc3MAAACBALWGi4I1WLDVndbIwE. ..JRKhC+Vw==

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display this machine's host keys.
[1>

. avy kK sEH



I av vk 5EH

Syslog Fya my 4 IRV YT 30h .

Maximum filesize before transferring:

[10485760]1>

Protocol:

1. SSH1

2. SSH2

[2]> 2

Do you want to enable host key checking? [N]> y

Currently installed host keys:

Choose the operation you want to perform:

- NEW - Add a new key.

- SCAN - Automatically download a host key.

- HOST - Display this machine's host keys.

[1> scan

Choose the ssh protocol type:

1. SSHl:rsa

2. SSH2:rsa

3. SSH2:dsa

4. All

[4]1> 4

SSHl:rsa

10.1.1.1 1024 35
122606420764474441178474079962066753259278682648965870690129496065430424463013457294798980627829828033793152226
4486945143162182728144539869316125082823280088157400721099756323564 7853212881 61878068307463282343277781001311281 766 7266624451119
1783747965898000855947022484692079466697707373948871554575173520565607

Syslog 7wy 09T YT 3004l

WORFITIL, logeconfig 2~ RZEMiH LT, MailLog SyslogPush & FEIEHL 2 8T LW ELE =
TEBELET, ZouaZiE, TCP ZHHLTIP 7 KL A3 10.1.1.2 D Y E— b syslog H—
N2 A=) T72 VT4 TTyvadi, FIEDT 4 L7 FVITRFESND K5 ITRE
bi‘a—o

mail3.example.com> logconfig

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euggui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.
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- SETUP - General settings.

- LOGHEADERS - Configure headers to log.
- HOSTKEYCONFIG - Configure SSH host keys.
[1> new

Choose the log file type for this subscription:
1. IronPort Text Mail Logs

gmail Format Mail Logs

Delivery Logs

Bounce Logs

Status Logs

Domain Debug Logs

Injection Debug Logs

SMTP Conversation Logs

9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs

21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24 . Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[11> 1

Please enter the name for the log:

[1> MailLogSyslogPush

Log level:

1. Critical

Warning

Information

Debug

. Trace

[3]1> 2

Choose the method to retrieve the logs.
1. FTP Poll

. FTP Push

. SCP Push

. Syslog Push

11> 4

ostname to deliver the logs:
1> 10.1.1.2

O J oy U WD

oo w N

2
3
4
[
H
[

Port to connect to the remote host:
[514]> 514

Which protocol do you want to use to transfer the log data?

1. UDP
2. TCP
[1]1> 2

Maximum message size for syslog push:
[1024]> 1024

Which facility do you want the log data to be sent as?
1. auth
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2. authpriv

3. console

4. daemon

5. ftp

6. localO

7. locall

8. local2

9. local3

10. local4

11. localb

12. localé6

13. local?’

14. mail

15. ntp

16. security

17. user

[14]> 14

Do you want to transfer the log data from your email gateway
to the syslog server via TLS? [N]> yes

Do you want to enable syslog disk buffer? [N]> yes

Maximum disk buffer size (in bytes) for syslog push:
[100M]>10G

Currently configured logs:

1. "MailLogSyslogPush" Type: "IronPort Text Mail Logs" Retrieval: Syslog Push -

Host 10.1.1.2

Bl HEEAR FATADARZ LAY Z—DEM

ROFITIL, logconfig > ceflogheaders Y7o~ Raeftif LT, #AZ L= T~ B —%H
HANY b ZZBINTEET,

maill.example.com> logconfig

Currently configured logs:

Log Name Log Type Retrieval Interval
1. amp AMP Engine Logs Manual Download None
2. amparchive AMP Archive Manual Download None
3. antispam Anti-Spam Logs Manual Download None
4. antivirus Anti-Virus Logs Manual Download None
5. asarchive Anti-Spam Archive Manual Download None
6. authentication Authentication Logs Manual Download None
7. avarchive Anti-Virus Archive Manual Download None
8. bounces Bounce Logs Manual Download None
9. cli logs CLI Audit Logs Manual Download None
10. cloud connector Cloud Connector Logs Manual Download None
11. content scanner Content Scanner Logs Manual Download None
12. csa Cisco Security Awareness Logs Manual Download None
13. csn_logs CSN Logs Manual Download None
14. ctr_logs CTR Logs Manual Download None
15. dlp DLP Logs Manual Download None
16. eaas Advanced Phishing Protection Logs Manual Download None
17. ecs ESA Cloud Scanner Logs Manual Download None
18. encryption Encryption Logs Manual Download None
19. error_logs IronPort Text Mail Logs Manual Download None
20. euq logs Spam Quarantine Logs Manual Download None
21. euqgui_logs Spam Quarantine GUI Logs Manual Download None
22. ftpd logs FTP Server Logs Manual Download None
23. gmarchive Graymail Archive Manual Download None
24 . graymail Graymail Engine Logs Manual Download None
25. gui_logs HTTP Logs Manual Download None
26. ipr client IP Reputation Logs Manual Download None
27. mail logs IronPort Text Mail Logs Manual Download None
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28. remediation Remediation Logs Manual Download
29. reportd logs Reporting Logs Manual Download
30. reportqueryd logs Reporting Query Logs Manual Download
31. s3_client S3 Client Logs Manual Download
32. scanning Scanning Logs Manual Download
33. sdr_client Sender Domain Reputation Logs Manual Download
34. service_logs Service Logs Manual Download
35. slbld logs Safe/Block Lists Logs Manual Download
36. smartlicense Smartlicense Logs Manual Download
37. snmp_logs SNMP Logs Manual Download
38. sntpd logs NTP logs Manual Download
39. status Status Logs Manual Download
40. system_logs System Logs Manual Download
41. threatfeeds Threat Feeds Logs Manual Download
42. trackerd logs Tracking Logs Manual Download
43. updater_logs Updater Logs Manual Download
44. upgrade_logs Upgrade Logs Manual Download
45. url rep_client URL Reputation Logs Manual Download

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- CEFLOGHEADERS - Configure list of headers to add in CEF log
- HOSTKEYCONFIG - Configure SSH host keys.

[1> ceflogheaders

Enter the list of headers to add in the CEF log files.

You can add multiple headers separated by commas.
[1> mail-id, mail-idl, mail-id, mail-id2

aJ 7y Ara— A —_"—LFT,

FEE : Z0a<y KIZ lcommit] 1ZMEH D FH A,
JIAFEH . ZDa<vr Niivyry T R TORMEATEET,

files.

NYyF AT Zoa<wr RNy FEREZFIR—FLTHEEA,

mail3.example.com> rollovernow
Currently configured logs:
. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll
. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll
. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

1
2
3
4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5
6
7

. "cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

. avy kK sEH
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ELL]

ER7E

l

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll
9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll

snmpconfig .

11. "euqgui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll

12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

24. All Logs

Which log would you like to roll over?

[1> 2

Log files successfully rolled over.

mail3.example.com>

SNMP Z#E L ET,

WEE : Zoa<y Kt lcommit] SMLET,

JIGAREM . Zpa<vy NiE, T_XTO~Y Ly EF— R (F592AF, I—F <) T

ATxE7,
NyFawrR: Zoa<wy RNy TFEXEZSR—FLTWHWEREA,

WORFITIL, snmpeonfig 2~ > FZHH LT, &— k161 D [PublicNet] A > ¥ —7 = A AT
SNMP Z A % —7 ML TWET, X—=T g 3D AT7 L —ANANTEN., HERDOIZHIZH
ADNENTWET, VAT AL, X—Var 1 BLO2ERAWUETLLICHRESINTE
D, INHEDONR—=Va 1 BIR2150 GET BRICH L TaIa=7 1 A KU 7 public
BADENTHWET, N7 v 7 ¥ —4 > b snmp-monitor.example.com 25 A ) S TWET, i

‘iZ, Y AT LOGET L EAE T RPATI S TVET,
maill.example.com> snmpconfig

Current SNMP settings:
SNMP Disabled.

Choose the operation you want to perform:
- SETUP - Configure SNMP.
[1> setup

Do you want to enable SNMP? [Y]>
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SNMP default version is V3

Choose an IP interface for SNMP requests.
1. Management (10.10.4.5/27: maill.example.com) [1]>

Which port shall the SNMP daemon listen on?
[161]>

Select SNMPv3 security level:

1. noAuthNoPriv - Authentication is done using the SNMPv3 username, and no privacy is
activated.

2. authNoPriv - Authentication is done using the SNMPv3 authentication passphrase, and
no privacy is activated.

3. authPriv - Authentication is done using the SNMPv3 authentication passphrase, and
privacy is activated using the SNMPv3 privacy passphrase.

[31>

Select SNMPv3 authentication type:
1. SHA

(11>

Select SNMPv3 privacy protocol:

1. AES

(11>

Enter the SNMPv3 authentication passphrase.
[1>

The SNMPv3 passphrase must be at least 8 characters.

Enter the SNMPv3 authentication passphrase.
[1>

Enter the SNMPv3 authentication passphrase again to confirm.

(1>

Enter the SNMPv3 privacy passphrase.
[1>

Enter the SNMPv3 privacy passphrase again to confirm.

[1>

Warning: The same authentication and privacy passwords reduce the security of the system.
Do you want to set other passwords? [Y]> n

Service SNMP V1/V2c requests? [N]> Y

Enter the SNMP V1/V2c community string.
[ironport]>

Shall SNMP V2c requests be serviced from IPv4 addresses? [Y]>
From which IPv4 networks shall SNMP V1/V2c requests be allowed? Separate multiple networks
with commas.

[127.0.0.1/32]>

Select the version for SNMP traps:

1. 2c
2. 3
[21>

Enter the Trap target as a host name, IP address or list of IP addresses separated by
commas (IP address preferred). Enter "None" to disable traps.
[127.0.0.1]> 10.10.0.28
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tail

L

anh

ER7GE

tail |

Enterprise Trap Status
CPUUtilizationExceeded Disabled
FIPSModeDisableFailure Enabled
FIPSModeEnableFailure Enabled
FailoverHealthy Enabled
FailoverUnhealthy Enabled
connectivityFailure Disabled
keyExpiration Enabled

linkUpDown Enabled

. memoryUtilizationExceeded Disabled
0. resourceConservationMode Enabled
1. updateFailure Enabled

P P OO Jo Ul WN B

Do you want to change any of these settings? [N]>

Enter the System Location string.
[Unknown: Not Yet Configured]>

Enter the System Contact string.
[snmp@localhost]>

Current SNMP settings:

Listening on interface "Management" 10.10.4.5/27 port 161.
SNMP v3: Enabled.

Security level: authPriv

Authentication Protocol: SHA

Encryption Protocol: AES

SNMP v1/v2: Enabled, accepting requests from subnet 127.0.0.1/32,fe::1/64.
SNMP v1/v2 Community String: ironport

Trap version: V3

Trap target: 10.10.0.28

Location: Unknown: Not Yet Configured

System Contact: snmp@localhost

Choose the operation you want to perform:
- SETUP - Configure SNMP.
[1>

maill.example.com > commit

0 g 7y A NVOEHE S EREGEIICE R LE T, il a2 NI, #RTH5070401% 7
I3E S a2 /3T A—H tail 9 £721F tail mail logs & L THRETHZ &b TE £,

MEE : ZDa<y RIZ lcommit] 1ZMEH D FH A,

JIAREH . ZDavw s RiZ<wy B — R TORMERATEET, BT, Z0avwr NiEgnm
TAVRAN (—WP—nurf L~y y) TORMEATEET, Z0a<vwr REfHAT
BIE, =NV T AN VAT AT I CATEDBLERNDY £97,

NYyFaAIVER : Zoavy IRy FEXRESR—FLTWVERA,
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mail3.example.com> tail
Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll

11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll

12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll

17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Enter the number of the log you wish to tail.

[1> 19

Press Ctrl-C to stop.

Sat May 15 12:25:10 2008 Info: PID 274: User system commit changes: Automated Update for
Quarantine Delivery Host

Sat May 15 23:18:10 2008 Info: PID 19626: User admin commit changes:

Sat May 15 23:18:10 2008 Info: PID 274: User system commit changes: Updated filter logs
config

Sat May 15 23:46:06 2008 Info: PID 25696: User admin commit changes: Receiving suspended.
Sat May 15 23:46:06 2008 Info: PID 25696: User admin commit changes: Suspended receiving.
Sat May 15 23:46:35 2008 Info: PID 25696: User admin commit changes: Receiving resumed.
Sat May 15 23:46:35 2008 Info: PID 25696: User admin commit changes: Receiving resumed.
Sat May 15 23:48:17 2008 Info: PID 25696: User admin commit changes:

Sun May 16 00:00:00 2008 Info: Generated report: name b, start time Sun May 16 00:00:00
2004, size 2154 bytes

~C

mail3.example.com>

O
LR— bk
Z 2T, RO CLI 2=y RIZOWTHAL £,
reportingconfig

reportingconfig 2 < > FD{#E A
reportingeonfig ¥ 7 A =2 —TiL, UTOY T a~vr FEHTEET,
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£ 12: reportingconfig 721 < > K

L-9°8 e FRASEY T«
filters Cisco Secure Email Gateway O 7 ¢ /L' Z# | M-Series @ 7
ERELET,
alert_timeout VAR— b 7 =& W5 T & 727> 1235 | M-Series D 7
BT 77— b aZ TS £ TORM %
E LET,
domain RAAL Y LAR— MREZIEELET, |M-Series D
mode Cisco Secure Email Gateway O H1RAEH | C-Series, M-Series

MUR—T 0 T aHbLET, &
T A=V — bT = A OFREEFRE
ixa— VL R—TF 4 v T A F—
T LET,

mailsetup BEFA—NT—F T2 DLAKR— K% |C-Series DA
RELET,

ER7E

WEE : Zoa<y Kt lcommit] DSMLET,
Bl: LIR—F 429 2410204 *~—T )L (M-Series DH)

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> filters

Filters remove specific sets of centralized reporting data from the "last year" reports.

Data from the reporting groups selected below will not be recorded.

All filtering has been disabled.

1. No Filtering enabled

2. IP Connection Level Detail.

3. User Detail.

4. Mail Traffic Detail.

Choose which groups to filter, you can specify multiple filters by entering a comma
separated list:

[1>2, 3

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get
reporting data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

>
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B <412 LR~ 0 HATREJECT t58800 1 %— T Lt (M-Series D)

A4 > LR— @ HAT REJECT 5D 1 r—TJJLiE (M-Series (D &)

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> domain

If you have configured HAT REJECT policy on all remote appliances providing reporting
data to this appliance to occur at the message

recipient level then of domain reports.

Use message recipient HAT REJECT information for domain reports? [N]> y

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

BALT IO To—rDAF—TILIL (M-Series DH)

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> alert_ timeout

An alert will be sent if reporting data has not been fetched from an appliance after 360
minutes.

Would you like timeout alerts to be enabled? [Y]> y

After how many minutes should an alert be sent?

[360]> 240

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

(1>

EFA—INST— YT/ TOHO—TEELR— FOEIE

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
[1> mode

Centralized reporting: Local reporting only.

Do you want to enable centralized reporting? [N]> y

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
[1>
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LAR—T 429 7—RI2x9 DR EEHDHIBRDERE (C-Series DH)

mail.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.

[1> mailsetup

SenderBase timeout used by the web interface: 5 seconds

Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited

No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.
- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series before
being overwritten.

- LEGACY - Configure legacy mailflow report.

[]> storage

While in centralized mode the C-series will store reporting data for the M-series to
collect.

If the M-series does not collect that data then eventually the C-series will begin to
overwrite the oldest data with new data.

A maximum of 24 hours of reporting data will be stored.

How many hours of reporting data should be stored before data loss?

[24]> 48

SenderBase timeout used by the web interface: 5 seconds

Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited

No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.
- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series
before being overwritten.

- LEGACY - Configure legacy mailflow report.

[1>

H—EXQJEFERALIZ T4 v U RABEEDR L
ZIZTIE, RO CLI 2~ RIZOW T L £,

« servicelogsconfig (271 ~—2)

servicelogsconfig

BH Q72—
ERE (272 2= )
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HlEmFA—NT— T2 A TOV—E R T OFEME 272 —)
Hl i EmFA—NT— b A TOV—E A0 ZOEH (272 =)

servicelogsconfig I ¥ R, BIA—NVT— oA TH—E R 7%7ﬁ§jj’ﬂﬁi f:&iﬁ%?ﬁ
b 270l LET,

FEE : Z Oz~ NiX Tcommit] 2B TY,

PDSRAER . Zoa~vr NI, I _XTCO~VV > E—RF (P TRAE, IN—7, v ) Tff
AcEEd,

NyFaAv R Zoa<wry NIy FELXSEZ R —F L THET,

Bl : EFA—INT—FOT/4ATOH—EROTDEMIE

DB TIL, servicelogsconfig A< REFEHL T, ETA—NVF— b Tz TH—ERE
T EAMETEET,
maill.example.com> servicelogsconfig

Share limited data with Service Logs Information Service: Disabled.

Choose the operation you want to perform:
- SETUP - Configure Service Logs settings
[1> setup

Do you want to share data with the Service Logs Information Service (recommended)? [N]>
yes

Share limited data with Service Logs Information Service: Enabled
Choose the operation you want to perform:

- SETUP - Configure Service Logs settings
[1>

Bl : BFA—IWT—FOATOY—ERDTDEHL

/k@{ﬁljfﬂi\ servicelogsconfig I ¥ ]\%{ﬁﬂq L. %%‘){ ‘_‘/1/’?:‘_‘ Fo A TH—b R
7 a WML TE LT,

maill.example.com> servicelogsconfig

Share limited data with Service Logs Information Service: Enabled.

Choose the operation you want to perform:

- SETUP - Configure Service Logs settings

[1> setup

Do you want to share data with the Service Logs Information Service (recommended)? [N]>
no

The system will no longer share data with Service Logs.
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REERA4Y LE2TF—vav 2408Uv ]

Are you sure you want to disable (not recommended)? [N]> yes
Share limited data with Service Logs Information Service: Disabled
Choose the operation you want to perform:

- SETUP - Configure Service Logs settings
[1>

EEBRFAAMY LEaAT—2a30 24003y 0T

sdrconfig

L

anh

ER7AE

1

ZIZTIE, RO CLL 2~ RIZHOWTHBILET,
e sdrconfig (273 ~<—77)
+ sdradvancedconfig (275 ~X—73)

« sdrdiagnostics (276 ~X—73)

T (273 =)
fERITIE (273 =)
o fHil (273 X—2)

o 5] : SMTP 256 L~V TP SDR H|EBICE S AvE—VD Ty s (274 =)

sdrconfig A<V REMHHATHE, ETA—NT =MV =A TSDR7Z A NVZ VU T EHHIT
=FET,

FEE : Zoa< 2 RiL lcommit) NHLFLTI,

HSARAER: Zpa~vr NI, T _THO~Y Ly EF—R (U52%, IA—F, <) T
ATxET,

NyF ARV K Zoazy FEAyFREAZ A= LTOES, FEIIC OV T, nelp
sdrconfig AV REZAN LT, A1 T4 ~VTEZRLTIIZEW0,

YK@WJT\ sdrconfig I ¥ }‘%1%)%—’91«6 k\ %%)‘ *‘]I/ﬁx*‘ I r7l4TSDR74/V§? ) N
EAMCTEET,

mail.example.com > sdrconfig

Would you like to enable sender domain reputation check? [N]> yes
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SDR uses headers such as 'Envelope-From:', 'From:' and 'Reply-to' to determine the
reputation of the message.

In addition, it also uses the results of the email authentication mechanisms such as
SPF, DKIM, and DMARC

to decide the reputation.

The following additional attributes of the message can also be included in the Sender
Domain Reputation

check to improve the efficacy:

- Username part of the email address present in the 'Envelope-From:', 'From:' and
'Reply-To:' headers.
- Display name in the 'From:' and 'Reply-To:' headers.

Do you want to include these additional attributes of the message for the Sender Domain
Reputation check? [N]> yes

Sender Domain Reputation (SDR) is a new feature in AsyncOS 12.0 that sends certain
telemetry data to Cisco.

If you choose to enable the 'Additional Attributes' function in SDR, that telemetry data
will include

the processing of personal data as described in the Cisco ESA Privacy Data Sheet
(https://www.cisco.com/c/en/us/about/trust-center/solutions-privacy-data-sheets.html)

and the

Cisco Online Privacy Statement
(https://www.cisco.com/c/en_in/about/legal/privacy-full.html).

To enable the "Additional Attributes" feature in SDR, you must agree to the Cisco Content
Security Supplemental

End User License Agreement
(https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html) .

By selecting Yes, you agree to be bound to the Cisco Content Security Supplemental End

User License Agreement
(https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html) .

I accept the Cisco Content Security Supplemental End User License Agreement. [N]> yes

5l : SMTIP KEELARILTHOSDREIEIZE DL AyvE—PDTOYY
RIZ, sdrconfig 2~ RZEMHH L, SMTP 45§ LT SDR % ( [Untrusted] .
[Questionable] . [Unknown] 72 &) IZEASWTA v —2%2 7 0y 7350127 LET,

mail.example.com > sdrconfig
Would you like to disable the Sender Domain Reputation check? [N]> no

SDR uses headers such as 'Envelope-From:', 'From:' and 'Reply-to' to determine the
reputation of the message. In addition, it also uses the results of
the email authentication mechanisms such as SPF, DKIM, and DMARC to decide the reputation.

The following additional attributes of the message can also be included in the Sender
Domain Reputation check to improve the efficacy:

- Username part of the email address present in the 'Envelope-From:', 'From:' and
'Reply-To:' headers.

- Display name in the 'From:' and 'Reply-To:' headers.

Do you want to include these additional attributes of the message for the Sender Domain
Reputation check? [N]>

Do you want to block messages based on Sender Domain Reputation threat level? [Y]> yes

Threat levels configured to be blocked currently:
"Untrusted"
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sdradvancedconfig .

Sender Domain Reputation Threat Levels:

1. Untrusted

2. Questionable

3. Neutral

4. Favorable

Choose the sender domain reputation threat level upto which email should be blocked.
Enter 0 to select none of the threat levels:[1]> 2

Do you want to block messages for threat level Unknown verdict? [N]> yes

Email with the following Sender Domain Reputation threat levels will be blocked:
"Untrusted Questionable Unknown"

NOTE: Email with the Sender Domain Reputation threat level as 'Trusted' will always be
allowed.

maill.example.com> commit

Please enter some comments describing your changes:
[1> Changes committed

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Nov 23 09:46:31 2021 GMT
maill.example.com>

sdradvancedconfig

L

ER7E

l

i (275 X—2)
< ERE (275 =)

o il (275 ~2—3)

sdradvancedconfig 2 ¥ KEeffHT D E, BEFA—VT— MU =A% SDR Y —E RIZHHT
DA T A= ERETEET,

BT : Zoa<r KL lcommit] 2ASLETT,

DISAREE . Z0a<w Ly R, I _XTOY >y ET—K (TR E, T—F <) Tff
HTx%E9,

NYF AR F: Zoavy RNy TFEXEL R — ML TOET, FEHIIZ OV TIE, nelp
sdradvancedconfig 2 v REATIL T, £ T4 ~NVTESZRLTIEEN,

/k@ﬁuf\ sdradvancedconfig I~ ]\%ﬁﬁﬁﬁ‘é L N B A _‘/1//7:—‘ K '7:1:/r % SDR —t
AN T DG AN T A — 2 R ETE LT,

mail.example.com > sdradvancedconfig
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Enter SDR query timeout in seconds [5]> 3

Do you want exception list matches based on envelope-from domain only? [Y]>

sdrdiagnostics
< (276 =)
KA (276 <— )
« 5 (276 <—)
atEA

sdrdiagnostics ¥ REMERATH L, BT A—/L7—F U= A5 SDR —ERITHERE S
TNDENE I PEERTEET,
EARAE
fEFE : 2Dz~ N2 commit 1IZTHEH Y 85 A,
DSARRAEER . Zoavy RiEd~vyy = R TOMEHTE 9,
NYF AIUER: Zoavy RNy FEREFR— ML THERA,

1

WOBIT, saraiagnostics T FEMMTH E, BT A—A5— k&= 75 SDR H—E 2
RSN TV AL I AR T £,

mail.example.com > sdrdiagnostics

1. Show status of the domain reputation service
[11> 1
Connection Status: Connected

A—IL Ry XD BEENEE

ZIZTE, ROCLL 2~y RIZOWTHALET,
e marstatus (276 ~X—7)

« marupdate (277 ~S—3)

marstatus
C B (277 2—)
fEHFE (277 =)
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B7LL]

ERAE

l

marupdate

BLL]

ER7AE

1

ol (277 ~L—)

E N |

marstatus 2~ R&EHATLHE, MARZVAR—FX 2 FOBEDONN—V 3 VEFRRTEET,

TEE : Z0a~< 2 FiZ commit IV EDH Y £H A,

HSRAAEE . —pa<wy Ry T— RCOMERTX F7,
NYF AT R Zoa~vy RNy FEXREZ P R—F L TWETA,

OB TIHE, marstatus I~ REMFEHL T, A=Ay 7 AOHBEE 2 HR—F 2 FDH

EDONN— g VTR TEET,

mail.example.com> marstatus

Component Version Last Updated
Mailbox Remediation 1.0 29 Jun 2019 04:22

T (277 =)
fERITIE (277 =)

o fHl (277 2—2)

(GMT +00:00)

marupdate ¥ REMHHTLH L, MAR 2 R—% 2 M FE TEH TEET,

HEE : Zo0a~< 2 NiZ commit [TV EDH Y £H A,

HSRAAEE . —Oavwy R~y T— RCOMERTX 7,
NYF AT KR Zoa<wry RNy FERXRETR—F L THEEA,

WORFITIL, marupdate A~ REFEHAL T, A—NARy 7 ZAOH;HER = F—FR v M T

BCHFTEET,

mail.example.com > marupdate

Requesting update of Mailbox Remediation component.
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AX—LYVYITrITT7 A4V
ZIZTiE, RO CLL 2=y RIZOWTHBALET,
« license_smart (278 ~X—737)
» show license (288 ~X—77)

» smartaccountinfo (288 ~X—73)

license_smart

W (279 ~—)
fEfJTiE (279 ~—2)

Bl Av—h 2=V —ERHR— FOETE (279 2—3)

Bl A~v— bk T4 ADOHEYE (279 ~—)

5] : Smart Software Manager ~DFE - A —/L7— b7 = A DEFE (279 ~—)

Bl 2A~—h T4 L ADAT—HZ A (280 ~=—3)

il Av—h FABLADAT—F ZAOHE (280 ~<—7)

Bl s A~—hK FT7 L RAR—F URL OFE (280 2—)

Bl FA B ADBER (281 ~2—)

Bl A4 ADY U —R (281 ~—2)

Bl 7T AXNOTRCOYY VDAY —M I T =T T4 TOEMME (282
~_—3)

« ] : Cisco Smart Software Manager ~0D 7 7 A X NDOTRTD~ T DGR (282 ~<—)
B TA B ATRIOFEMME & RE (283 ~—)

il FABATRIOER (284 X—)

il TABATRIOHIER (285 *—)

Ml TA B ATRIOEDL (286 <—)

Bl I TALZE—RTOTA B ATRIOFNME (286 ~X—)

Bl 7 TALET—RTDTA & ATRIOENL (287 ~<—)

« f5i] : Device Led Conversion (DLC) a2 &ZF#HTHIMLTH (287 ~—3)
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ER7AE

E N |

A= YT =T T4k AEREORE

FEE : Zoa<y Rid Tcommit] 2SM4ETY,

DISREAEE . Z0a~v  NEvvr E— RTOAEHATEET, Z0avr Rixr 724
E—FBLORI V=T F—RE2HR—FLTWEEA,

NyF ARV E : Zoavy RNy FRAZ PR — b LTOET, FEIC O T, nelp
license smart A¥ Y REANL T, A1 T4 ~LTE2BZRLTIEIN

fHl: AR— b I—2xz 2 b H—EXAR—FDEE

mail.example.com> license_smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

BBl : RR— bk A4 ADERIE

mail.example.com> license_smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate the
feature keys (licenses):
a) Register the product with Smart Software Manager using license smart > register command
in the CLI.
b) Activate the feature keys using license smart > requestsmart license command in the
CLI.

Note: If you are using a virtual appliance, and have not enabled any of the features in
the classic licensing mode; you will not be able to activate the licenses, after you
switch to the smart licensing mode. You need to first register your appliance, and then

you can activate the licenses (features) in the smart licensing mode.

Commit your changes to enable the Smart Licensing mode on your appliance. All the features
enabled in the Classic Licensing mode will be available in the Evaluation period.

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing

mode [Y/N] []1> vy

> commit

Please enter some comments describing your changes:
(1>

Do you want to save the current configuration for rollback? [Y]>

{5 : Smart Software Manager ~NMDEF A — /LT — b = 1 D&%

mail.example.com> license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

av vk 8EH II



avv R sEH |
B 5 zx=~—trs51trz20257-42

- SUMMARY - Show Smart Licensing status summary.

[1> register

Reregister this product instance if it is already registered [N]> n

Enter token to register the product:

[1> ODR1OTM5MJjItOTQzOS00YjYOLWEXZTUtZTdmMmY30OGNINDZMLTE1MzM3Mzgw%0AMDEZNTR
8W1pCQl1MbGVMQOWRxOXhuenN4OWZDdktFckJILQzF5V3VIbzkyTFgx$0AQWcvaz0%$3DS0A

Product Registration is in progress. Use license smart > status command to check status
of registration.

Bl : AR— bk SAEVDADAT—H2 R

mail.example.com> license_smart

To start using the licenses, please register the product.

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

Virtual Account: Not Available

Smart Account: Not Available

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl : AR—F SAEVADRAT—R2 ADHE

mail.example.com> license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling Eval
Email Security Appliance Bounce Verification Eval
Email Security Appliance Outbreak Filters Eval

Bl : R'— b+ FS5 2 RHR— F URL DERTE

mail.example.com> license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> url

1. DIRECT - Product communicates directly with the cisco license servers
2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:
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[1]> direct

You must enter a value from 1 to 2.

1. DIRECT - Product communicates directly with the cisco license servers

2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:

[11> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco
Smart Software Manager (CSSM) via the proxy server configured using the updateconfig
command.

Transport settings will be updated after commit.

Bl 24t RADEXK
A\

GD  HRET AT — F U= Da— P, TA L AEEREITY ) — AT BEAE, TO
BT A— NS N = A BT BB DY ET,

mail.example.com> license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license

Feature Name License Authorization Status
1. Email Security Appliance Sophos Anti-Malware Not Requested
2. Email Security Appliance PXE Encryption Not requested

Enter the appropriate license number (s) for activation.

Separate multiple license with comma or enter range:

[1>1

Activation is in progress for following features:

Email Security Appliance Sophos Anti-Malware

Use license smart > summary command to check status of licenses.

Bl SAEADYY J—R

mail.example.com> license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Feature Name License Authorization Status
1. Email Security Appliance Anti-Spam License Eval
2. Email Security Appliance Outbreak Filters Eval
3. Email Security Appliance Graymail Safe-unsubscribe Eval
5. Mail Handling Eval
6. Email Security Appliance Sophos Anti-Malware Eval
7. Email Security Appliance PXE Encryption Eval
8. Email Security Appliance Advanced Malware Protection Eval
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Enter the appropriate license number (s) for deactivation.
Separate multiple license with comma or enter range:

(1>

Bl: 9SRAFHRDITARTDILVDAI— VI LD T 4D TDEMIE

RIZ, license smart>enable h 7 A< REMHH LT, 7 7AFNOTRTOVI LU TAV—
NYT T2 FGAR T EGINCT DB ERLET,

(Machine maill.example.com)> license smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> enable

After enabling Smart Licensing on your appliance, follow below steps to activate the
feature keys (licenses):

a) Register the product with Smart Software Manager using license smart > register command
in the CLI.

b) Activate the feature keys using license smart > requestsmart license command in the

CLI.

Note: If you are using a virtual appliance, and if none of the features are available
in the classic licensing mode; you will not be able to activate the licenses, after you
switch to the smart licensing mode. You need to first register your appliance, and then
you can activate the licenses (features) in the smart licensing mode.

Commit your changes to enable the Smart Licensing mode on your appliance. All the features
available in the Classic Licensing mode will be available in the Evaluation period.

Do you want to enable Smart Software Licensing for all machines in cluster([Y/N]? []> yes

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing
mode [Y/N] []> yes

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
(1>

(Machine maill.example.com)> commit

Please enter some comments describing your changes:

[1>
Changes committed: Mon Jan 04 14:10:26 2021 GMT
(Machine maill.example.com)>

{5l : Cisco Smart Software Manager ~MD Y S X ZAHANTRTNDT L U DEFF

Z OBITIE, license smart > register BT av s REFHLT, 2 7AZNOTITOY Y
> % Cisco Smart Software Manager {28k L £7°,

(Machine maill.example.com)> license smart

To start using the licenses, please register the product.

Choose the operation you want to perform:
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- REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> register

Reregister this product instance if it is already registered [N]> y

Enter token to register the product:
[1> YTFmZWTMtOTU.............

Do you want to register Smart Software Licensing across machines in cluster[Y/N]? []>
yes

The registration is in progress for the following machines:
maill.example.com

You need to switch to the machine mode to view the Smart Software Licensing details for
the particular machine.
(Machine maill.example.com) >

Bl SA e AFHOAEME ESEK

RIZ, license smart>enable reservation V7 av s REFEHLT, AT —bU=d
TIA v ADOTRIEZAIEB LORES D01 2R LET,

mail.example.com > license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- ENABLE RESERVATION - Enable specific or permanent license reservations on your email
gateway.

[1> enable_reservation

Would you like to reserve license, then type "Y" else type "N" [Y/N] []> yes

License Reservation is enabled for the following machines:
maill.example.com

License Reservation is enabled

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your email
gateway.

- REQUEST CODE - Provide the request code generated on your email gateway.

[1> request_code

The generation of the request code is initiated...

Copy the request code obtained on your email gateway and paste it in the Cisco Smart
Software Manager portal to select the required license
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Request code: CD-ZESA:BD20B624E904-B7HCL9scQ-DD

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your email
gateway.

- REQUEST CODE - Provide the request code generated on your email gateway.

- INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your email gateway.

- CANCEL REQUEST CODE - Cancel the request code generated on your email gateway.

[1> install authorization_code

1. Paste via CLI

2. Import the Authorization Code from a file

How would you like to install Authorization Code?

[1]1>

Paste the Authorization code now.

Press CTRL-D on a blank line when done.
<specificPLR><authorizationCode><flag>A</flag><version>C</version>
<piid>7b654af6-9d60-46E5-a7 O .PS/0o+6</signature><udi>P:ESA,
S:BE30B124E904</udi></specificPLR>

~D

The SPECIFIC license reservation is successfully installed on your email gateway
Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.
- DISABLE RESERVATION - Disable specific or permanent license reservations on your email
gateway.

- REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your email gateway.

- CONFIRM CODE - Provide the confirmation code generated on your email gateway.

- RETURN_RESERVATION - Remove the specific or permanent license reservations on your
email gateway.

[1>

Bl : oA RXAFHOERH

:@{ﬁufﬂi\ license smart > reauthorize ‘5‘7:”\7 Ve ]\%{iﬂq L <, %ﬁ Lb\%ﬁ‘é@§4 p v
AETRILTEY  REDBEFEO T4 B ATREET LY TXET,

mail.example.com > license_smart

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your email
gateway.

- REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your email gateway.

- CONFIRM CODE - Provide the confirmation code generated on your Secure email gateway.
- RETURN RESERVATION - Remove the specific or permanent license reservations on your
email gateway.

[1> reauthorize

1. Paste via CLI

2. Import the Authorization Code from a file

How would you like to install Authorization Code?

[11>

Paste the Authorization code now.

Press CTRL-D on a blank line when done.
<specificPLR><authorizationCode><flag>A</flag><version>
C</version><piid>6b684af8-4d20-42f5-aD8 9 imrerriisennsisinn + .</authorizationCode>
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<signature>MEYCIDS7IZQuLvMMmiXMH2eZOwf7cybrjgc7kxBIja</signature><udi>P:ESA,
S:BD660B174E904</udi></specificPLR>
~D

The SPECIFIC license reservation is successfully installed on your email gateway.

Copy the confirmation code obtained from Smart Agent and add it to the Cisco Smart
Software Manager portal to update the specific reservation.

Confirmation code: 1£f87b235

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your email

gateway.

- REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your email gateway.

- CONFIRM CODE - Provide the confirmation code generated on your email gateway.

- RETURN_RESERVATION - Remove the specific or permanent license reservations on your
email gateway.

(1>

Bl 5S4t RAFHOEIR

RIZ, license smart>return reservation 7 I~ REMHL T, BT A—NVTF— T =A
THINZ 72> T D BEREDFRFE £ 13KEH 2 7 A £ ADTRIZHIRT D012~ L E T,

mail.example.com > license_smart

Choose the operation you want to perform:
- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your email
gateway.

- REAUTHORIZE - Install the authorization code to update specific or permanent license

reservations on your email gateway.

- CONFIRM CODE - Provide the confirmation code generated on your email gateway.

- RETURN_RESERVATION - Remove the specific or permanent license reservations on your
email gateway.
[1> return_reservation

After you return the license reservation, you cannot use any of the product features,
if the evaluation period has exceeded 90 days. After the 90 days

evaluation period, you must register your product with Cisco Smart Software Manager to
continue to use the product features. [N]> yes

The generation of the return code is initiated...

Copy the return code obtained on your email gateway and paste it in the Cisco Smart
Software Manager portal.

Return Code: C97xKY-otSY8D-ertAf-v-fbEu5g-APo

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your email
gateway.

- REQUEST CODE - Provide the request code generated on your email gateway.

[1>

maill.example.com>
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Bl SA4AE o RAFHOEDEL

Iz, license smart > disable reservation YTav s REFERL T, EFA—IATY—FrUu=
ATIA BV ADTREIDNZT DB 2 RLET,

mail.example.com > license_smart

Choose the operation you want to perform:
- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.
- DISABLE RESERVATION - Disable specific or permanent license reservations on your email
gateway.

- REQUEST CODE - Provide the request code generated on your email gateway.

- INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your email gateway.

- CANCEL REQUEST CODE - Cancel the request code generated on your email gateway.

[1> disable_reservation

A request code for the specific or permanent reservation is generated on your email
gateway. If you want to disable the reservation, it cancels the request code.

Do you want to disable the specific or permanent reservation? [Y/N] []> yes

License Reservation is disabled for the following machines:
maill.example.com

License Reservation is disabled

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- ENABLE RESERVATION - Enable specific or permanent license reservations on your email
gateway.

[1>

Bl: 9DSREZE—KTDIA4M U AFHOERIE

Iz, license smart>enable reservation YT av s REFHLT, ZI7AXHNOTRTO~
VUTIA R ADTRIZAMNT D62~ LET,

(Machine maill.example.com)> license_ smart

To start using the licenses, please register the product.

Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- ENABLE RESERVATION - Enable specific or permanent license reservations on your Email
Gateway.

[1> enable reservation

Would you like to reserve license, then type "Y" else type "N" [Y/N] []> yes

Do you want to enable License Reservation for all machines in cluster[Y/N]? []> yes
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License Reservation is enabled for the following machines:
maill.example.com, mail2.example.com

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Email
Gateway.

- REQUEST CODE - Provide the request code generated on your Email Gateway.

[r>

Bl: VSXAZE—FTOSA4 U ATFHDEIEE

7}(@1\ license smart > disable reservation YT a<w K % {i F LT, 77RAK NOTXTD
VU TTIA B AD TR BT HH AR L ET,

Machine maill.example.com)> license_smart

Choose the operation you want to perform:
- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.
- DISABLE RESERVATION - Disable specific or permanent license reservations on your Email
Gateway.

- REQUEST CODE - Provide the request code generated on your Email Gateway.
[1> disable_reservation

Do you want to disable License Reservation for all machines in cluster[Y/N]? []> yes
License Reservation is disabled for the following machines:

maill.example.com, mail2.example.com

To start using the licenses, please register the product.

Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing status summary.
- ENABLE RESERVATION - Enable specific or permanent license reservations on your Email
Gateway.

[1>

{51 : Device Led Conversion (DLC) Ot R ZFETHZNELT S

7}*{@’;\ license smart>conversion start #7:‘7‘/ F%f@iﬁﬁ L T, BF A=V — K 7 AT
Device Led Conversion (DLC) 7' m® A% FECTHMNIT A2~ LFET,

mail.example.com > license_smart

Deregister your email gateway from the Cisco Smart Software Manager portal to
enable the license reservation

Choose the operation you want to perform:

- URL - Set the Smart Transport URL.

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- DEREGISTER - Deregister the product from Smart Licensing.
- REREGISTER - Reregister the product for Smart Licensing.

- RENEW_AUTH - Renew authorization of Smart Licenses in use.
- RENEW_ID - Renew registration with Smart Licensing.

- STATUS - Show overall Smart Licensing status.
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- SUMMARY - Show Smart Licensing status summary.
- CONVERSION START - To manually convert the classic license keys to smart Licensing
[1> conversion_start

Do you want to start the process of converting your classic license keys to smart software
licensing[Y/N]? []> yes

show license

A (288 X—)
ffi] c A— N FABLUADAT—H A (288 ~2—)

il A=w—F FTA BV ADAT—X ZOWE (288 ~2—)

Bk

AR—N TV ADAT —H AL AT =X ADMELFRLET,

Bl : AR—F SAEVADAT—R R

mail.example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

Virtual Account: Not Available

Smart Account: Not Available

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl : AR—F SAEVADRAT—R2 ADHE

mail.example.com> showlicense smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling Eval
Email Security Appliance Bounce Verification Eval
Email Security Appliance Outbreak Filters Eval

smartaccountinfo

il (289 ~—2)
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« fEAHE (289 X—)
il A== T H T MOFEMOER (289 ~X—)

& BA
smartaccountinfo 2% RZ i ] L T Cisco Smart Software Manager 78— # /L CIERK L T2 A~ —
T AT NOFMAERRLET,

ERAE
FEE : Zoa<y Rid Tcommit] 2SM4ETY,
DIRARIER . Z0a~v U RNiE, IX_XCoO~Y =K (V724 JVv—7F ) T
HATEET,
NYFARVE: Zoavy RNy FELEZFR— N L TWET,

Bl : AX— k7 HhO Y FOFEHDOERT
RIZ, smartaccountinfo 2 ¥ RZ{HH LT, Cisco Smart Software Manager 7~ — & /L C{ERK L
A= T U FOFFEMAERRT D0 2R~ LET,

maill.example.com> smartaccountinfo

Smart Account details

Product Instance ID: b56r42423-5sdf-5fsf-7823-r24g£32ad334s
Smart Account Domain: exampleaccount.cisco.com

Smart Account ID: 111111

Smart Account Name : exampleaccount.cisco.com

VLN: VLNESA111111

Virtual Account Domain: ESA

Virtual Account ID: 333333

maill.example.com>

SMTP H—E X NDEFE
2T, ROCLLawy RIZoWTEHEHALET,
callaheadconfig

ERER
SMTP =— /L7~y K 7077 A VEBN, WE, F3HIRLET

ER7E

MeE : Z0a<y Kt Tcommit] 2SHEETI,
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JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (FF9R&, TA—F <) T
HATxE7,

NyF azwsR: Zoavy NIy FEREYR—FLTHEREA,

15
wIZ, BIBFRAFDHFLWSMTIP 2— L7~y K a7 7 A )VEERT D02~ LET,

> callaheadconfig
No SMTP Call-Ahead profiles are configured on the system.
Choose the operation you want to perform:
- NEW - Create a new profile.
[1> new
Select the type of profile you want to create:
1. Delivery Host
2. Static Call-Ahead Servers
11> 1
Please enter a name for the profile:
[1> delhostO1
Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30
TLS support for recipient validation: disabled
Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation queries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings? [N]> n
Currently configured SMTP Call-Ahead profiles:
1. delhost0l (Delivery Host)
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.
- PRINT - Display profile information.
- TEST - Test profile.
- FLUSHCACHE - Flush SMTP Call-Ahead cache.
1>

WIZ, =T~y KRy —_—DF L SMTP 2 — /LT~y K a7 7 A LElEfkT A6 %
w~LET,

> callaheadconfig

Currently configured SMTP Call-Ahead profiles:
1. delhost01l (Delivery Host)

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Delete a profile.

- PRINT - Display profile information.

- TEST - Test profile.

- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> new

Select the type of profile you want to create:
1. Delivery Host

2. Static Call-Ahead Servers
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11> 2
Please enter a name for the profile:
[1> Static
Enter one or more Call-Ahead servers hostname separated by commas.
[1> 192.168.1.2
Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30
TLS support for recipient validation: disabled
Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation queries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings? [N]> n
Currently configured SMTP Call-Ahead profiles:
1. Static (Static Call-Ahead Servers)
2. delhost0l1 (Delivery Host)
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.
- PRINT - Display profile information.
- TEST - Test profile.
- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> print
Select the profile you want to print:
1. Static (Static Call-Ahead Servers)
2. delhost0l1 (Delivery Host)
[11>

Bl SMIP a— L7~y FZEBRAD TS Y/R—bEA R—TILIZT S

/Y NG EN callaheadconfig 2~ FafEH LT, E}Eﬁ@ SMTP =— /L7~y R7a 77 A
VTCOZEHERFEDTZHD TLS R — "IN THZ LN TEET,

maill.example.com> callaheadconfig

Currently configured SMTP Call-Ahead profiles:
1. call-ahead-1 (Static Call-Ahead Servers)
2. call-ahead-2 (Delivery Host)

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Delete a profile.

- PRINT - Display profile information.

- TEST - Test profile.

- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> edit

Select the profile you want to edit:

1. call-ahead-1 (Static Call-Ahead Servers)
2. call-ahead-2 (Delivery Host)

[11> 1

Please enter a name for the profile:
[call-ahead-1]>

Select the type of profile you want to create:
1. Delivery Host
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2. Static Call-Ahead Servers
[21>

Enter one or more Call-Ahead servers hostname separated by commas.
[[10.12.2.40]:25]>

Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
TLS support for recipient validation: disabled
Timeout Value: 30
Validation Failure Action: Reject
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation queries: 1000
Cache size: 10000
Cache TTL: 900

Do you want to change advanced settings? [N]> yes
TLS support for SMTP call-ahead recipient validation is: disabled

Do you want to enable TLS support for SMTP call-ahead recipient
validation? y/n [Y]> yes

Enter MAIL FROM address (Enter NONE to set it to blank string)
[1>

Please choose an IP interface for this profile:

1. Auto
2. Management (10.12.2.3/24: maill.example.com)
[11>

Specify the validation request timeout (in seconds) :
[30]>

Specify the default action for non-verifiable recipients:

1. REJECT

2. REJECT with custom code
3. ACCEPT

[1]>

Specify the default action for temporary failure (4xx error):
1. REJECT with same code

2. REJECT with custom code

3. ACCEPT

(11>

Enter maximum number of recipients to validate per SMTP session:
[1000]>

Enter maximum number of simultaneous
connections to Call-Ahead server:
[5]>

Enter cache entries:
[10000]1>

Enter cache TTL (in seconds):
[900]>

Currently configured SMTP Call-Ahead profiles:

1. call-ahead-1 (Static Call-Ahead Servers)
2. call-ahead-2 (Delivery Host)
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B

listenerconfig .

Choose the operation you want to perform:

1>

maill.example.com> commit

NEW - Create a new profile.

EDIT - Modify a profile.

DELETE - Delete a profile.

PRINT - Display profile information.

TEST - Test profile.

FLUSHCACHE - Flush SMTP Call-Ahead cache.

Please enter some comments describing your changes:

[1> changes committed

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Mon June 21 18:37:42 2021 GMT

maill.example.com>

listenerconfig 2 ¥ R TIX, U 2 F— AR, R, HIBRTE £, AsyncOS TiE, Ay
T VEZIEL, BERA MOy FT— I ONEBEEA v E—F v b EOSBOEEED
WFRNCY L—T D7D DR EET DLENDH Y £,
INDOMBRERDEMIY AT —TERSNET, INLORMEN EENTA— AL TH—
RN =pPERSh, EHINET, VAFT—TiE, EFA AT — V= TEA—LZE
BIovATLLWMETDHIELERSNET,

3 13: listenerconfig A< > K

Ean|

UAF—IZiF, BHEICSHRTEL LI —BEDOAFIZMIT T
SV, VR FT—HIZERT HA4RITIL, KCFLE/NDCFNRG] S
ALET, AsyncOS Tix, HEDO Y A F—IZR—D4HRTZf T 5 2
LITTEEEA,

PAyE—TxAR

UAF—ZIPA v F—T A AEID L ToONET, VAT —%
ERR LIV M CARENZ, systemstartup =~ > K ¥ 72 (3 interfaceconfig
av Y REMEALT, $TRTOPA U F—T = A RERET D4
EndH Y £,

A —)L 7o kajn

BT A—NDOZEIMFHENDSA—/L T ha/LTHY ., ESMTP
L QMQP DWW TN TT,

IP "— k

VAT —~OERGIERT 2R EDIP AR — K, 7 74+ /L hTIL,
SMTP TlIAR— h25 ZfH L, QMQP TixA— k628 i H L £
7
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YAF— H AT NIV 7 VAF—BIORTTA X=X F—F, 1FEAED
DI BOBICHA SN ET, i, 774 ~=F VAF—3T 74

N—hK (NE) vy NTV—ZIfEHESNE T, X7 U v 7 U RAF—
7T A=} X, A2 =3y MEHDOBET A —IVOZEDTZDDT 7 4 /L
U R—L }‘O)%%ﬁtﬁ§§)b 357%0

TANEZE NI TN 2a—T 4 TOEWT [T Fk—)
YAF—%MHTEET, IR —N ) AT —OERIFIZ, A v
TV EHIRTDRNCZDA v =T hT 4 AT ICEZALNE
IMMEEIR L E¥,  GEMIZ W TIE [ User Guidefor AsyncOSfor
Cisco Secure Email Gateway.] @ [Testing and Troubleshooting| D #
EHL TSN,

ERAE
e Zoa~< 2 i lcommit] NHVNETY,

JIAREH  Zoa<wr NI, IR_RTOYY U ET—R (PTRE, TA—T <) T
AcEEd,

NyF awrRN: Zoa<wy RNy IFEXREZYR—FLTWET,

Ny FRK - — RIS listenerconfig

listenerconfig 2~ ROy FEAELMEHT L L, FFEDA X —T = A XKL TY
A —ZBINEB L OHIFRCTE £, listenerconfig 2~ > RO/ FEATIL, Y 25— HAT
BLORAT ZEETHILEHTEET,

T LWU ZAF—DBN

listenerconfig new <name> <public|private|sinkhole|sinkholequeueing>

<interface name> <smtp|gmgp>

U ZF—DHI

listenerconfig delete <name>|

Ny FREE - HAT

KIZ, listenerconfig D /3w TN A L C HAT BHEOKFEIEE L EIT T 502 R LET,
SO OV TIX, RO : listenerconfig 51 44l : HAT Z2M L T 72 &0,

s HAT ~OHF LWk E3E 7 —7 08

listenerconfig edit <name> hostaccess new sendergroup <name> <host list> <behavior>
[options [--comments]
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HAT ~DO#F LR Y 2 — 03BN

Ry 7z AT

listenerconfig edit <name> hostaccess new policy <name> <behavior> [options]

EEZHEITN—T~DF LA AN U R MBI

listenerconfig edit <name> hostaccess

listenerconfig edit <name> hostaccess

EEHINV—T U A PTORA FOBH)

listenerconfig edit <name> hostaccess
<host-to-insert-before>

BEZ T N—TDORY L —DEF

listenerconfig edit <name> hostaccess
[options]

EEHEIV—T VR MO

listenerconfig edit <name> hostaccess

E2H T N— T DEE

listenerconfig edit <name> hostaccess

HAT 7RV > —DfmtE

listenerconfig edit <name> hostaccess

HAT 76 OEEHE 7 V—T7 OHI bk

listenerconfig edit <name> hostaccess

RYU L —ofIkE

listenerconfig edit <name> hostaccess

HAT TOHEEHR 7 V—T DKE)

edit

edit

edit

edit

edit

edit

edit

sendergroup

sendergroup

sendergroup

sendergroup

sendergroup

sendergroup

<name> new <host list>

<name> delete <host>

<name> move <host>

<name> policy <behavior>

<name> print

<name> rename <name>

policy <name> <behavior> [options]

delete sendergroup <name>

delete policy <name>
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listenerconfig edit <name> hostaccess move <group> <group-to-insert-before>
HAT 774V N A7 a v OER
listenerconfig edit <name> hostaccess default [options]

RANTIZERF—T/LOH

listenerconfig edit <name> hostaccess print

CHAT D —H /L 2 E—DA 2 B— k

listenerconfig edit <name> hostaccess import <filename>

BIA—NT—h T2 ANBOHAT D3t —DxT 7 AR— b

listenerconfig edit <name> hostaccess export <filename>

HAT /» 52— —EZRDT X TOEREFEE I N—TBIORY > —%HIBkR

listenerconfig edit <name> hostaccess clear

FPEDKREE 7 V=725 T, RMEHFOHFEZEML £,

listenerconfig edit incoming hostaccess edit sendergroup ALLOWED_LIST
country add India Nepal Cyprus

FEDKEE 7 N—TIZonT, FEHEOHIELHIRL T,

listenerconfig edit incoming hostaccess edit sendergroup ALLOWED_LIST
country delete Cyprus

FREDREE 7 N —7 2o T, REHEOHIELZABIL 7,

listenerconfig edit incoming hostaccess edit sendergroup ALLOWED_LIST
country print

5 14: listenerconfig 5| 441 : HAT

518 BLL]

<behavior> [Accept] . [Relay) . [Reject] . [TCPRefusel . F72iZ
[Continue| ., HEEHF I/ NV—7"CHEHATHENELEIRT 5 & X3,
“Policy: FOO” (“FOO™ (7K U v —4) £\ 9 A TIEMOBIE b RN
TEET,

. avy kK sEH



I avy R 8EH

Ry 7z AT

5% &5 BA

<filename> WAL T I RAT—=TNDA A= FBLPT 7 ZR— FTHAT
L7 74N,

<group> EEF T N—T D <name>,

<host> <host list> D 1 2O T 47 A,

<host_list> BIMT2RAMEANLES, RAMIKOL S RT7 4+ —~ v MZT
TETS
CIDR 7 KL% (10.1.1.0/24)
IP 7 R LM (10.1.1.10 ~ 20)
IPH7 %y b (10.23)
ARA M4 (crm.example.com)
5y A M4 (.example.com)
SenderBase Al 2 = 74 (7.5:10.0)
SenderBase % v bV —7 #—7—IDS (SB0:12345)
Remote blocked list queries (dnslist[query.blocked _list.example]

GE) BEOBA N EEET L2513, Vo~ T £7,

<name> FEHR I NV—TEITRY > — D&, HAT 7-90F, XFERIE
TRTHAET2MERH Y | ZORIAEEDORD T, BT, TH.
FllIA T BMLET,

[options]

--max_size RRA vy =V P A X, BRI, BALBF oA FOSEITk AT
SNA NOGEEM ZBMLET, B, hOBE, REOIT
I IARE T,

--max_conn 1 DDOHRA N B#ENLTE DHHw DR KL,

--max_msgs ftdo 2 ) DI R A v —TH,

--max_rcpt Ay —=VHT 0 ORKRZEER.

—override SMTP /S —0ss & b4 % FfEa LET, NoJ H7l3SMTP/3F—
LFF,

--cust_acc A AL L SMTP 2 ANISEZFEE L ET, [NoJ E721% SMTP %
T AFURZESCTF,

--acc_code B AL I SMTP Z2 T ANUSE = — R, 77 4 /b MiE 220 T,
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Bl

--cust_rej

HAHZ I SMTP i s 2 +5E LE4, [Nol E7-1% SMTP SIS
BTH,

--rej_code

HAH I SMTP HEGIGE 22— K, T 7 /L MM 554 TT,

--rate_lim

AR NEAOL— MERZ A R—T7 W LET, NoJ . [default] .
FLIFARARNTEDZEZD | BH-VRERKEEBTELET,

--cust_lim

H A K I SMTP il BREBIBIGSE A vE—VEBELET, Nol £z
1L SMTP i RIGESLTH, 7 7 4/ bk NoJ T,

--lim_code

HAH 2 SMTP HlfREEEISE 2 — R, T 74/ ME 452 T,

--use_sb

57 L 7 a—Hl#NZ SenderBase i LE4, [Yes) .
NoJ . F721% [ldefault] .

--as_scan

anti-spam A X ¥ & A X —7 M LET, [Yes) . [NoJ .
[Default] .

--av_scan

TUvFTANAAFTY A F—TMZLET, [Yes)] . [NoJ .
[Default] .

-sdr_scan

EEHERAAL DLV E 2T —3a v DAXY U E2HEMMLET,
[Yes] . [NoJ . [Default] ,

--dhap

TAVLT FU N NEERIE [No) . [default] . £7213) £—
b ARA IS DEZIEFD 1| SV R KA ELE T,

--tls

PAR—FSNTWVERA, TLSERETHITIE, A==2— TV AT L%
AL £,

--sig_bits

IP7 RLAODAEE Y I, 0~32. [NoJ . F72I% ldefault] .

--dkim_signing

DKIM B4 %A 3x—7 M LET, [Yes] . [NoJ . [Default] ,

--dkim_verification

DKIM a4 2 —7 W LEF, [Yes] . NoJ . [Default] ,

—dkim_verification_profile
<name>

DKIM#EE 7 1 7 7 A VD4 ﬁﬁo ZOF T a i, --dkim_ verification
D% [Yes) \ZRRE LIZHAICOIEHASNET,

--spf

SPF ¥k A 2 —7 M LEJ, [Yes] . [NoJ . [Default] .

--spf conf level

SPF #& L ~b, “wspf Yes” OFHIZOAFEH LET, “spf only”,
“sidf compatible”, “sidf strict”,

--spf_downgrade pra

SPF PRA HGEfERZ X 7L — R LET, [-spfYes)] BLW
l--spf _conf levelsidf compatible] DIFAIZOAEH L ET, [Yes| .
NoJ .
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518

Bl

--spf helo_test

SPFHELO 7 A b, [--spfYes] #L N l--spf conf level
sidf compatible,] F721% [--spf conf levelspf only] DOEFEITEH L E
T, [Yes) . [NoJ .

--dmarc_verification

DMARC ik A4 X —7 M LE9, [Yes] . [NoJ . [Default]

—dmarc_verification profile
<name>

DMARC ik 7 7 7 7 A VDA, ZOFT v a 0%,
--dmarc_verification D% [Yes| IZFE LGAICOAHMEH S E
‘a_‘o

--dmarc_agg_reports

DMARC &L AR— b OF WML, [Yes) . NoJ . [Default] , =
DA 7 a X, --dmarc_verification D% [Yes| IZF%E L7=HE(IC
DHEHINET,

Ny FREK : RAT

IZ., listenerconfig /% v FIEX A L CRAT BEDO S FEEEE FEI T4 5012~ LET, 5l
BB DI OV T, RO ¢« listenerconfig 51 & 4l : RAT Z#& MR L T 2 &0,

« RAT ~DO %1 LW\EZ{EH D8N

listenerconfig edit <name> rcptacess new <rat addr> [options]

RAT WNDZZAEFH Ot

listenerconfig edit <name> rcptacess edit <rat addr> [options]

RAT 75 D153 Ok

listenerconfig edit <name> rcptacess delete <rat addr>

RAT a2 v—DHH

listenerconfig edit <name> rcptacess print

T — )V RAT DEFA—NT— T = ~DA R—

listenerconfig edit <name> rcptacess import <filename>

RAT ®x 7 AR — b

listenerconfig edit <name> rcptacess export <filename>|
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listenerconfig edit <name> rcptacess clear <default access>|

% 15: listenerconfig 51 3U{E : RAT

518

B

<rat_addr>

BINTAH5RAMEANDLET, RAMIKOL IR T r—~ v MZ
TEET,

CIDR 7 R L2 (10.1.1.0/24)
ARA M4 (crm.example.com)
#4537 A 44 (.example.com)
a2 —H%—4, (postmaster@)
STERBRETA—/N T R R (joe@example.com, joe@[1.2.3.4])
GE) BEOBRA N EfRET L2513, Vo~ TXED £7,

<options>

--action

7 RVAIZEHAT AT 73, TAccept] £7-1% Reject] D EH
B, T 74V ME TAccept] T,

--cust_resp

B AR L SMTP GBI E LET, [NoJ F72iL SMTP ) AIUG
BT,

--resp_code

A AL LSMTPJEE = — Fo - TAccept] OHEIE250 377 4L |,
"Reject] DAL 550 737 7 4 /4~ T,

--bypass_rc

ZEREZ ANSA A LET, T 741 ML Nol TT,

--bypass_la

LDAP AR 7 =V —% A RALE9, [Yes] F721X NoJ o &bH
5%

--bypass_ca

SMTP 21— /L7~y R&ENRARALET, F 74/ MME Nol T,

Bl - ) RF—dEN

OB TIL,

listenerconfig 2~ > K& L C, =X —F T4 X7 — U = A BRI HLE 2

B U 2 S —|ZfifI T& %, OutboundMail L FEINDH LT T A _— |k U 2 F =% L £
T, (E:ZDOFTAX—hK U ZXF—iX, GUI ® System Setup Wizard ¥ 723 CLI D
systemsetup 2 v RZFATT 5 L XITEMTLHZEHTEET)

TIGANR—K JRF— XA THEERL, £4Hi% OutboundMail IZERELET, TDU A F—
IZ. PrivateNetIP f v Z—7 = A A ETHR— K250 SMTP & 2L &2 L CEfET 5 X
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SIEELET, TOVRAF—DOFRANTIZEA RIS —DOF 74V MERZIFANGNE
TO

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> new

Please select the type of listener you want to create.
1. Private

2. Public
3. Sinkhole
[2]1> 1

Please create a name for this listener (Ex: "OutboundMail") :

[1> OutboundMail

Please choose an IP interface for this Listener.

1. Management (192.168.42.42/24: mail3.example.com)

2. PrivateNet (192.168.1.1/24: mail3.example.com)

3. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 2

Choose a protocol.

1. SMTP

2. QMQP

[1]1> 1

Please enter the TCP port for this listener.

[25]> 25

Please specify the systems allowed to relay email through the IronPort C60.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[1> .example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the maximum
number of recipients per hour you are

willing to receive from a remote domain.) [N]> n

Default Policy Parameters

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 600

Maximum Number Of Messages Per Connection: 10,000

Maximum Number Of Recipients Per Message: 100,000

Maximum Number Of Recipients Per Hour: Disabled

Use SenderBase for Flow Control: No

Spam Detection Enabled: No

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

Would you like to change the default host access policy? [N]> n
Listener OutboundMail created.

Defaults have been set for a Private listener.

Use the listenerconfig->EDIT command to customize the listener.
Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.
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- DELETE - Remove a listener.
- SETUP - Change global settings.
[1>

Bl ZEEDOHEEEEEETIL—TITEMT S

ROFITIL, listenerconfig =~ > REMHFEH LTI AF—2ZLELET, ZDY AT —i%, &
DEFHE I N—TIZONWTEEEHEOHFEZBIML £,

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: InboundMailhostacce

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: off

Choose the operation you want to perform:

- NAME - Change the name of the listener.
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- INTERFACE - Change the interface.
- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- tEEosEEREEs L—TEnss [

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.
[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10

Maximum Number Of Messages Per Connection:
Maximum Number Of Recipients Per Message:
Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour:

25

Maximum Number Of Recipients Per Hour: Disabled

Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No

Domain Exception Table Enabled: No

Accept untagged bounces: No
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There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> edit

1. Edit Sender Group

2. Edit Policy

[11>1

Currently configured HAT sender groups:

1. ALLOWED LIST (My trusted senders have no anti-spam scanning or rate limiting)
2. BLOCKED_LIST (Spammers are rejected)

3. SUSPECTLIST (Suspicious senders are throttled)
4. UNKNOWNLIST (Reviewed but undecided, continue normal acceptance)
5. MyList

6. (no name, first host = ALL) (Everyone else)
Enter the sender group number or name you wish to edit.
[1>1

Choose the operation you want to perform:

- NEW - Add a new host.

- DELETE - Remove a host.

- COUNTRY - Add and delete countries.

- POLICY - Change the policy settings and options.
- PRINT - Display the current definition.

- RENAME - Rename this sender group.
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[1> country

Choose the operation you want to perform:
- ADD - Add countries
[]>ADD

1. Afghanistan [af]

2. Aland Islands [ax]
3. Albania [al]

4. Algeria [dz]

5. American Samoa [as]
6. Andorra [ad]

7. Angola [ao]

8. Anguilla [ai]

Enter the indices separated by commas or specify the range.
[1>1,4,8

Choose the operation you want to perform:

- NEW - Add a new host.

- DELETE - Remove a host.

- MOVE - Reorder the hosts.

- COUNTRY - Add and delete countries.

- POLICY - Change the policy settings and options.
- PRINT - Display the current definition.

- RENAME - Rename this sender group.

[1> country

Choose the operation you want to perform:

- ADD - Add countries

- DELETE - Delete countries

- PRINT - Print countries

[1> print

Afghanistan [af]

Algeria [dz]

Anguilla [ai]
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listenerconfig 2~ KOH 7 a~<w L ROEL TlE, 7—HDA VR — bz AFR— ML
TRHE LR ELAENTEDLD, CLIICT—#%2D LT OANTL2MENRD D XA,

ZOFNMETIE, CLIZERALT, 774 V2= AR —ML, BEZMNXTA A —FT25Z
LIZED, URF—DRANTIZERXT—T /L (HAT) #ZE L£9, HATCLI=F ¢ ¥ %
X GUIZERALCY AT —OHAT Z W AX <A XATHZEHTEET, FFMITONTIL,

[User Guide for AsyncOSfor Cisco Secure Email Gateway | @™ [Configuring the Gateway to Receive
Mail] & [Using Mail Flow Monitor] OFE &S L T 72 &0,

TIAR—hEA VR ML TEE L, VAT —OHAT Z W AX <A AT 5T :

FIE

listenerconfig @ hostaccess -> export 7' a2~ R&ZFH LT, 7 74/L O HAT % 7 7 A LIiZ
T AR—FLET,

WwoFITIE, X7V v U ZF— InboundMail ® HAT #H /7L, & 512 inbound HAT.txt & \»
YT AN AR —FLET,

1 -

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.
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- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> print
SBLOCKED
REJECT {}
STRUSTED
ACCEPT {
tls = "off"
dhap_limit = 0
max_rcpts_per hour = -1
virus_check = "on"
max msgs_per_session = 5000
spam check = "off"
use sb = "off"

max message_size = 104857600
max_ rcpts per msg = 5000

max_concurrency = 600
}
$ACCEPTED
ACCEPT {}
STHROTTLED
ACCEPT {
tls = "off"
dhap_limit = 0
max_rcpts_per hour = 1
virus_check = "on"
max msgs_per session = 10
spam check = "on"

av YR BEH
I



B 5 coxt— b 50 R FZEBURF—DRR R 7 ERTF—T L (HAT) DHRETA R

ATy T2
ATvT3

use_sb = "on"

max message_size = 1048576
max rcpts_per msg = 25
max_concurrency = 10

}
ALLOWED LIST:

STRUSTED (My trusted senders have no anti-spam or rate limiting)
BLOCKED_LIST:

SBLOCKED (Spammers are rejected)
SUSPECTLIST:

STHROTTLED (Suspicious senders are throttled)
UNKNOWNLIST :

SACCEPTED (Reviewed but undecided, continue normal acceptance)
ALL

SACCEPTED (Everyone else)

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000

Maximum
Maximum

Message Size: 100M

Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[]> export

Enter a name for the exported file:

[1> inbound.HAT.txt

File written on machine "mail3.example.com".

1 -

avv R sEH |
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spamdomain.com REJECT
.spamdomain.com REJECT
251.192.1. TCPREFUSE
169.254.10.10 RELAY
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3OO UL, IPT RL AN 251.192.1x THHHRA S O AIEST L1,
Xo

4 OHDZ MYIZEST, IPT7 FLAD 169.254.10.10 THDH UV E— FA A NI, A~
H—% > hADTRTOREE LA —NIZONWT, BFA—NTF—bT A% SMTP
L—Lt L TEHTEET

GE) HAT A TONL— /L ONEFFITERERFE®RZR/RHET, VAT IR L LD &
THARA LT EIZ, HAT [T LS FANEFICHAAIAENE T, Hioeh 2 b
=N B =T HHE. TOEFRICHT LTI SIZT 7 va vy BNETEnE
3, HAT Tld, 3 X TOHAZ L = FY & ALL AR A MEFL Y LICEET
DENHY £, HAT CLI =7 « # £7213 GUI Z ] L T Y 2 F—D HAT
BHAZA AT HZLHTEET, FEMICOVWTIE,  [User Guidefor AsyncOS
for Cisco Secure Email Gateway | @ [Configuring the Gateway to Receive Mail | &
[Using Mail Flow Monitor] DFEZZM L T 720,

T ANERGFLTA X —7 = A AD configuration 7 4 L7 FVIZELE L, £ >R — N TX
HEOICLES, GEFZOWTIE, (#&B [EFA—NT == ~DT 7t A ] 25
LTLEEN, )

listenerconfig @ hostaccess -> import 7 2~ o RAEH L T, #REHFHDORA ST 7 EX T—
TN Ty ANEA R—=FLET,

WOFITIL, FREFHD 7 7 A /L inbound. HAT.txt % InboundMail U 2 F—® HAT |24 > 7R—
MLET, print 7 a~wr REFEHLTHLL= MY EHTILET,

51

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
(1> 1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

avy R sEZH II



avv R sEH |
B 5 coxt— b 50 R FZEBURF—DRR R 7 ERTF—T L (HAT) DHRETA R

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> import

Enter the name of the file to import:
[1> inbound.HAT. txt

9 entries imported successfully.
Default Policy Parameters

Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M
Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- MOVE - Move an entry.
- DEFAULT - Set the defaults.
- PRINT - Display the table.
- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.
[1> print
SACCEPTED

ACCEPT

. avy kK sEH



I av ok 5EH
Bl THRE— FBEUA UR— Mk BYRF—ORR FFHERF—TL HAD) Ohzs31X [

STHROTTLED
ACCEPT {
spam_check = "on"
max msgs_per_session = 10
max_concurrency = 10
max rcpts_per msg = 25
max_rcpts_per hour 1

dhap_limit = 0

virus_check = "on"
max message_size = 1048576
use_sb = "on"
tls = "off"

}

$STRUSTED

ACCEPT {
spam_check = "off"
max msgs_per_session = 5000
max_concurrency = 600

max rcpts_per msg = 5000
max_rcpts_per hour -1
dhap_limit = 0
virus_check = "on
max message _size = 104857600
use_sb = "off"

tls = "off"

"

}
$BLOCKED
REJECT
ALLOWED_ LIST:
STRUSTED (My trusted senders have no anti-spam scanning or rate limiting)
BLOCKED_LIST:
SBLOCKED (Spammers are rejected)
SUSPECTLIST:
STHROTTLED (Suspicious senders are throttled)
UNKNOWNLIST :
SACCEPTED (Reviewed but undecided, continue normal acceptance)
spamdomain.com
REJECT (reject the domain "spamdomain.com")
. spamdomain.com
REJECT (reject all subdomains of ".spamdomain.com")
251.192.1.
TCPREFUSE (TCPREFUSE the IP addresses in "251.192.1")
169.254.10.10
RELAY (RELAY the address 169.254.10.10)
ALL
SACCEPTED (Everyone else)
Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.
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- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

1>

A R— MMEICIT, RELEFEEZAENCT L7210, 4T commit 2~ REFITLET,

Bl - AEAF—DN—RZX B LU S/MIME DESIE ERRIED A *— T )Lt
WOHNE, TrROZ E#1TH HiEERLET,

« 55 SIMIME B4 HE A v =V NHAMF—%2 G (—~_AK) LET,
o SIMIME D54k L WiiEa A4 2 — 7 W LE T,

mail.example.com> listenerconfig

Currently configured listeners:

1. MyListener (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: MyListener

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 50 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters
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Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour: 25

Maximum Number Of Recipients Per Hour: Disabled

Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: No

S/MIME Decryption/Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No

Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.
[1> default

Enter the default maximum message size. Add a trailing k for kilobytes, M for megabytes,
or no letter for b

[10M]>

Enter the maximum number of concurrent connections allowed from a single IP address.
[10]1>

Enter the maximum number of messages per connection.

[10]>

Enter the maximum number of recipients per message.

[50]>

Do you want to override the hostname in the SMTP banner? [N]>

Would you like to specify a custom SMTP acceptance response? [N]>
Would you like to specify a custom SMTP rejection response? [N]>

Do you want to enable rate limiting per host? [N]>
Do you want to enable rate limiting per envelope sender? [N]>
Do you want to enable Directory Harvest Attack Prevention per host? [Y]>

Enter the maximum number of invalid recipients per hour from a remote host.
[25]>
Select an action to apply when a recipient is rejected due to DHAP:

1. Drop
2. Code
[11>

Would you like to specify a custom SMTP DHAP response? [Y]>

Enter the SMTP code to use in the response. 550 is the standard code.
[550]>

Enter your custom SMTP response. Press Enter on a blank line to finish.
custom response

Would you like to use SenderBase for flow control by default? [Y]>
Would you like to enable anti-spam scanning? [Y]>
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Would you like to enable anti-virus scanning? [Y]>

Do you want to allow encrypted TLS connections?

1. No

2. Preferred

3. Required

4. Preferred - Verify

5. Required - Verify

[11>

Would you like to enable DKIM/DomainKeys signing? [N]>
Would you like to enable DKIM verification? [N]>
Would you like to enable S/MIME Public Key Harvesting? [N]> y

Would you like to harvest certificate on verification failure? [N]>
Would you like to harvest updated certificate? [Y]>
Would you like to enable S/MIME gateway decryption/verification? [N]> y

Select the appropriate operation for the S/MIME signature processing:
1. Preserve

2. Remove

[11>

Would you like to change SPF/SIDF settings? [N]>

Would you like to enable DMARC verification? [N]>

Would you like to enable envelope sender verification? [N]>
Would you like to enable use of the domain exception table? [N]>
Do you wish to accept untagged bounces? [N]>

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: Yes
S/MIME Decryption/Verification Enabled: Yes
SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.
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- RESET - Remove senders and set policies to system default.

(1>

{5 - HAT DEFH/NT A —4

WDOFKTIEL, HAT ZEI ST A= O L2 EHE L TOET, ROBEIZEHETHY ., #%ick &
BMLTFa S FTETD, BICM ZBIMLTATAA, P TETZENTEET, FED
RUMBIZAA RERBRENET, TAZ Y R BN 8F5 A —F 1T, ROFBITHRTEHRE T

ZYR—FLTHET,

£ 16: HATEEH/ NS A — 2 DHEX

NS A—=5 378 & e
B2 0 O R A v E—T% , i
max msgs_per_session 1000
Aye—VHIc ) ORRZIEH e
max_rcpts per msg 10000
1k
=] - — > X“ =
BRAy =T YA max message_size w5 1048576
20M
Z DY AF—IZFFAI SRR IR &
I max_concurrency 1000
e TR
SMTP /N — za— K ey
smtp_banner code 220
SMTP /3 F— T FZ | (*) pe o]
smtp_banner_ text Accepted
SMTP /38— = — I G
smtp_banner code 550
SMTP i/ 3T — T F 2 | (%) RS ,
smtp_banner text Rejected
SMTP/RF—7R A M & EEEX on | off | default
use override hostname default
. pE]l
override hostname newhostname
TLS % 1 FH on | off | required
tls on
ANRDLXER AT v > OfFEH on | off
spam_check off
Sophos 7 A /LA A ¥ L Dff H . on | off
virus_check off
LR 72 DR REZAREEK &
max_rcpts_per hour 5k
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NS A—=H (38 & [EXL
1R H72 Y DT — 22— FORKKR &5
max rcpts per hour code 452

2R
1 B[ 8720 DT F A DR RZAF pe=l

w max rcpts per hour text Too
%?;& (*) manyrecipients|
SenderBase D1 H on | off
use_ sb on
SenderBase L' B =7 —3 5 A3 -10.0 ~ 10.0
s sbrs[valuel sbrs[-10:-7.5]
DIEF :value2

]

T 4 L7 b EERERGIE - 1 R hae Limit &HE 5o
b1 ) DR RIENZIE KB o

listenerconfig ~ @ bypass_ca 5|2{M ;&0
/j(@{ﬁ']fﬂi\ listenerconfig ™MD bypass_ca %I@/(@JEJJD%% L"Clﬂjﬁ'ﬁ‘o

esa.example.com (SERVICE)> help listenerconfig.

rcptaccess_options are the following:
new <rat_ addr> [options]
edit <rat_addr> [options]
delete <rat_ addr>
print
import <filename>
export <filename>
clear <default access>

default access - Default access for empty RAT. Either "ACCEPT"

or "REJECT".
rat _addr - Hostnames such as "example.com" and "[1.2.3.4]" are
allowed. Partial hostnames such as ".example.com"

are allowed. Usernames such as "postmaster@" are
allowed. Full email addresses such as
"joe@example.com" or "joe@[1.2.3.4]" are allowed.
Separate multiple entries with commas.

options - Various options to modify a host access policy:

--action Action to apply to address(es). Either
"Accept" or "Reject". Default is "Accept".

--cust_resp Specify a custom SMTP response. "No" or SMTP
acceptance response string.

--resp_code Custom SMTP response code. Default is 250 for
"Accept" actions, 550 for "Reject".

--bypass_rc Bypass receiving control. Default is "No".

--bypass_la Bypass LDAP Accept queries for this Recipient. Default is "No".

--bypass_ca Bypass SMTP Call-Ahead. Default is "No".
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51 : SPF & & U SIDF DERTE

VAF—=DHRANT T RAT—=TNDT 74V NOFREET HYAE. U AT —0 SPF/SIDF %
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550-#5.7.1 SPF unauthorized mail is prohibited.
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