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Changing routes could impact connectivity to your device's local SDC and/or CDO. Please take care that tf
a disaster recovery procedure in place in the event that connectivity is lost to your SDC or CDO due to a rc
change.
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Enter a description

IP Version *

@ pva () IPv6
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[ e.g. 192.168.1.0 ] [ e.g. 255.255.255.0 ] E
|Ca|

Terraform Z{£ /A L 7= CD0 D& IE

Terraform % f# ] L. Infrastructure as Code (IaC) DJFH|Z#FEH L CCDOA v 7T A NTF I F ¥
DOERZAEELT 5 TEDLRIICRY ELTZ, CDOE, EFaT TN\ RAaxs2itxa
TIpA X hax s X ERGRIZER T 5 729 O Terraform 7' 12 /3 A #— & Terraform € ¥ = — /L
AL L E9, B OV, TTerraform| [#GE] 22 L T 72 &0y,

2023 £ 9 A

20239 H14H

Secure Event Connector D+ E4S—S 3 VDER

FHEOEHA=a—%RELT[EX27 227 % (Secure Connectors) | X— 2T 7 AT
XLV E L, X 2T ax s X EEHTHITIE, [Y—ILEY—ER (Tools& Services) 1>

2023 DHERERE
6 I


https://docs.defenseorchestrator.com/cdo_terraform.html

| 2023 ez
w3z98718 [

[EFa7axr9 43 (SecureConnectors) | DNAEIZEIN L E3, FEMIIZOWTIX,  [Secure Event
Connectors| [HFE] ML T2 &0,

2023 9817H

CD0L—HY—A 2B —Tx A R%EFHALT-CiscoASA A V2 —T 14 ADHKTE

CDODITFT7 4 )N a—P— (L HZ—T = A Z%&HEHL T, Cisco ASA DRy NT—7
A B =T A A, WEHRYT A X —7 = A A, VLAN, B X EtherChannel % % E CT&
HEOCDE L, — b_X—ZADYA M VPN TER SN N Rfv A ¥ —T =
AAHLFRTEET,

N

GE)  VLAN TIZ 110 T34 ZADHYFR— R EINFET,

FEARIC DUV TIE,  TConfigure ASA Interfaces| [FE] 2R L T 7E S0,

[f > K~V (Inventory) ]. [CiscoASA (ASA) ]. [P (Management) |, [f > ¥ —7 = A
A (Interfaces) ] DIEIZIER L F9,

2023 DI REMEER
|


https://docs.defenseorchestrator.com/index.html#!c-secure-event-connectors.html
https://docs.defenseorchestrator.com/index.html#!c-secure-event-connectors.html
https://docs.defenseorchestrator.com/asa_interfaces.html

B 2z59578

Interfaces /| ASA

2023 DEEBE |

€ Return to Inventory

)

B 2023 o#semE
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Name = Logical Name =% State = Link Stz
GigabitEthernet0/0 outside @ Enabled @ UP
GigabitEthernet0/1 inside @ Enabled @ UP
GigabitEthernetd/2 interface @ Enabled @ UP
GigabitEthernetd/3 interface2 ® Disabled @ DOW
GigabitEthernet0/3.423 subinterface’ @ Disabled @® DOWN
GigabitEthernet0/3.4123 subinterface2 @ Disabled @® DOWN
GigabitEthernetD/4 dhcp-interface ®Enabled @UP
GigabitEthernet0/5 ® Disabled @ DOW
GigabitEthernet0/6 ® Disabled @ DOW
GigabitEthernet0/7 ® Disabled @ DOW
GigabitEthernet0/8 ® Disabled @ DOW
Management0/0 management @® Enabled @ UP



| 2023 DsaemE

2023 £ 8 A

2023 £ 8 A 31

2023 £ 8 A 17

ws3=37 |Jj

H

[F—EX (Services) IR—IHhDY 57 FRREEFMC, 2V TLIXAMC, S&UtFa
TARYZDEHE

F LW [P—E R (Services) | X—V b, 7 7 v REEA! Firewall Management Center, 74>
7L X A Firewall Management Center, 3L ON\EF a7 ax 7/ X #EHTELH LTV EL
72 [Y—ILEH—EX (Tools& Services) ]>[Firewall Management Center] 7213 [EF =7
a7 % (Secure Connectors) | iR L F T, FEMIZDOVTIL,  [View Services Page
Information| [HFE] #Z L TS0,

25" Defense Orchestrator Services

) 2 > |Firewall Management Center
&l |

Actions

© Check For Changes

|° Clouc-Delivered FIC 202307m 53 ClowDeiveredrvc  Actve 172929 08/28/2023

7.4.0-build 1908 a3 On-Prem FMC © Synced 13:34:43 08/28/2023

73.0-build 69 =Y} On-Prem FMC © Synced 13:34:43 08/28/2023

731-build 19 aa On-Prem FMC O Synced 13:34:43 08/28/2023

=

Threat Defense 7/ 1 ADIEEHERXTF—42 ADILHE

CDO @ [f >X> kU (Inventory) ]-X—3IZ, Threat Defense 7 /NA ADIEH ML / — KA
TF—HAAMFREND L IRV E LT, T ZADEFHOFEMHONTIX., T35 ZADIE
AT =2 2% Uy L, 777 N8l Firewall Management Center £ 72134 > 7 L I X
Firewall Management Center D L—H—A > X —7 = 4 ADT /A AD [IEFEEE=4 1) 7

(Health Monitoring) ]~—JICBEIL C, R TEET, /— FAT—F XL, 77U R
% Firewall Management Center |~ & > T B X415 Threat Defense 7 /3 A AIZ%f L CTOHER S
NHZEITERLTIEEN,

w23 oilzE ]


https://docs.defenseorchestrator.com/app_mgmt.html
https://docs.defenseorchestrator.com/app_mgmt.html

2023 DEEBE |

B 2z45s536

Inventory
[Devices | Templales] [ Q p J Displaying 6 of 11 results
Al FTD
Configuration Status
Nam Version Location & A Policy LastDeploy ¢ Connec tivity ¢ Health Status & | | Node Status, :l
(m] 73.0 acp-1 - © Synced @ Online @ Normal
Default Access
O - Control Policy @ Pending Settp -
(] 73.0 - & - @ Not Synced @ Online @ Error Warning
730 = B © Not Synced ® Online @ Error ® Normal
Default A
730 - Seonagoses @ Not Synced ® Online @ Disabled @ Disabled
Control Policy
730 & s © Not Synced @ Online @ Disabled @ Disabled

FEHIZOWTIE,  [Cisco Defense Orchestrator Z{#f L7242 7L I A FMC O] BL W
[Managing Cisco Secure Firewall Threat Defense Devices with Cloud-delivered Firewall Management
Center] [J55E] 2L TS EE W,

20238 A3H

Firewall BTV —ILDEF

CDO /%, Firewall B1TY —/VOFEFHFNA—Ta U EBFA T H X 912720 £ L7z, Cisco Secure
Firewall ASA 7 /8 ZADEED 2L TH A M2 N—T v RE— RN A LV AZ A=V L, 7
7 U R Firewall Management Center (2 X > THE BRI 315 Threat Defense 7 /34 AIZBAT T
X5 X0 E L, &5I2, BTV —/ VL, Virtual Routing and Forwarding (VRF) #&HE
HEHLT, vV F a7 %A RO Cisco ASABRBETBIE SN SN N T 7 4 v 7 T —
EEHEICTEXDL01CE L, BRENZ 70— 3l —Y SNREDO—EIC/R Y £
D

ZEHNZ DUV TIL, Cisco Defense Orchestrator @ Firewall 847 — V& FEH L7 74 7 7 +—/b
DOBATH A R [555] @ [Migrating Secure Firewall ASA Managedby CDOJ Z &ML TL 72 &0,

2023 7R

202378 20H

GCP IZ & > TEHE SN 5K ZEFEH T/\4 XD EasyDeploy

IRAR BB D B 73 A& {ERL L. Google Cloud Platform (GCP) 71 Y= 7 IZ[AKF
WIEBRCX 5 X 912720 £ L7z, EasyDeploy A Y v RTIL, # LWVMAET S R 2B L, 7

2023 DHERERE
10 I


https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-fmc-with-cdo/managing-fmc-with-cisco-defense-orchestrator/m-preface-managing-fmc-with-cisco-defense-orchestrator.html#Cisco_Reference.dita_55600f5d-43b1-4d24-999f-d604546a4b75
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m-about-cloud-delivered-firewall-management-center.html#Cisco_Concept.dita_a7d771d9-df56-4bce-baa3-f9c6dbfa5ce0
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m-about-cloud-delivered-firewall-management-center.html#Cisco_Concept.dita_a7d771d9-df56-4bce-baa3-f9c6dbfa5ce0
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-firewall-migration-tool-on-cdo/migrating-firewalls-with-the-firewall-migration-tool-in-cisco-defense-orchestrator/m-migrating-firewalls-with-the-cloud-firewall-migration-tool.html#migrating-secure-firewall-asa-managed-by-cisco-defense-orchestrator

| 2023 DsaemE

20237 A 13

2023 £ 6 A

2023 £ 6 A 29

2023 £ 6 A 15

w3z18138 |

NA A% 7 T FEREIZEEMNT 2 72O LERFIRLMAEDLED Z & T, FIEFGHILS
e By M7y FICHERER S RNRICIA BN ET,

R —T 477 a—"7TiX, 777 N Firewall Management Center % 3 20129 2 ihEA
HYFET, FEMITOWTIX.  Deploy a Threat Defense Device to Google Cloud Platform | [JFE]
EHRRLTLLIEEN,

H

BH5759Y2TTCD0 & U5 FiZ{EE! Firewall Management Center 7R— 4 JL % <

CDO & 7 7 v R#ft7 Firewall Management Center 78— ¥ /L _X— T & H7p0 575 o4 % 7GR
%, CDO & 7 7 7 RigfM Firewall Management Center® ] 5 CRIFFIZ/EFETE 5 L 91272 D
* L7,

FEMEZ DWW TIX,  [Support to Open CDO and Cloud-delivered Firewall Management Center Applications
on Different Tabs] [FFE] #Z&M L T 7Z X0,

H

ARVEEA—=TTONYI TSI FBRERDAT D 1 —ILEKTE

EHRIR AT P 2=V TARY b a—T 2R L TAY 7 7T 7 RRREEITTED LD
(SR FE Lim, ATV a—AE, B (B S A 1LAMD S A5 A) $EATAF 10
T4 Ry (Bl TE&H] ) RS LTWET,

FEAMIZ DU TiE,  TSchedule a Background Search in the Event Viewer| [H#:5] # 2L T X
AN
FLOAARY FEHOYR—

BUE, X2V T 4 7 —7 b Shica it 7 o A0EEZ a7 | afhIhizl
BB IR OEHENE, B AL SN MR O FEME A a7 | BB b Sz ik~ « v —
7'V ME, CDO DA XY hE 2 —7 THHR— F I TWD syslog 1 X2 MNatETd, 1
YIRFXL T Ca— N AL A XTH & YR — F SNTEEDSN R TE T,

H

CDO ? Firewall B1TY—ILZEFERH L7714 724+ —ILDFBIT

Cisco Defense Orchestrator @ Firewall %47 — /L% L T. Secure Firewall ASA 7 /31 &
FDM |Z X % & # Threat Defense 7 731 A, ¥ & U Check Point, Palo Alto Networks. Fortinet 7 7

w23 oilzE ]


https://docs.defenseorchestrator.com/index.html#!g-chapter-wrapper-for-olh-onboard-an-ftd-to-cloud-delivered-fmc.html
https://docs.defenseorchestrator.com/app_mgmt.html
https://docs.defenseorchestrator.com/app_mgmt.html
https://docs.defenseorchestrator.com/index.html#!c_searching-for-and-filtering-events-in-the-event-logging-page.html
https://docs.defenseorchestrator.com/#!c_customize-the-events-view.html
https://docs.defenseorchestrator.com/#!c_customize-the-events-view.html

2023 DEEBE |
B xs4567r38

AT T F—=NIREDY— RNN—=FT T 7 4T 7 —NIn0 7 70 FE{EA Firewall Management
Center IZHELXBITTEZDH LI £ L1z, FEMIZ OV TIX, Cisco Defense Orchestrator

Firewall B1TY — VAR L7277 7 A4 T U — NV OBITHA K [EFE] 2SR L TN,
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/
migration-guide-firewall-migration-tool-on-cdo/
migrating-firewalls-with-the-firewall-migration-tool-in-cisco-defense-orchestrator.html

20236 A 8H

AWS & & U Azure 2 & > TEE SN SR EEBHE T/34 XD EasyDeploy

AR B39 2B 7 3 A A% AERL L, Amazon Web Services (AWS) %7213 Azure BRBZIZ
FIFRFICECE S L OITR D £ LT, EasyDeploy Ay RTIE, B LWRAET S A 2 & ERK
L. T, A% 7 77 REREICEEM T 2 72O E R FIEE ALY S 2 LT, FIENS
b, By b7y FITREREERD R/ NRIZH R HALE T,

AU R—=FT 4 7T a =TTk, 77 v R Firewall Management Center & £ 2123 2 A EM
HYET, sz DOV TiE, [DeployaThreat Defense Device with AWS | [F5E] 3 & OY Deploy
a Threat Defense Device with an Azure VNet] [355E] & CILECNER L T 7Z 30,

20236 A5H

CDO [ZE A & = Multicloud Defense V') 2 —< 3 >

Multicloud Defense ¥ V =—va > id, 79U R Xy hU—2 v I3 740 v 7 BEOV I UK
TV r—varkv—ra—Rotxa T4 R —F—r A2 Kb —va s L R#EICR
kLYY a—var T, HEOZ 77 KA T L THRESNZExX2 ) T 4R o—
L Web (RFELZFRUEL, 77U REEIZXHT DRy NU—7 OF ML L, A7V
VAR X TR OV — R ERAE LET, VIV RT AT R EOROAT K
T 4w, 7T RT UMD [Bast-West] v NU—27 vT7 7 4w 7 A LET,

Multicloud Defense > U = —3 2 > (38, AWS, Azure, Google Cloud Platform (GCP) . 15
LW O0racleOC1 7 77 RT7 U v baHR—FLTWET,

FEARIZ DWW, TAbout Multicloud Defense | [Je5E] 225/ L C< 72 &V, Multicloud Defense

VU a— g rERTEAIZ. [Multicloud Defense 90 ARMER 5 A4 7L ML TL 72
U,

20236 A1H

SecureX DAL 574 > T L = XD Cisco Secure Firewall Management Center O H Ehi& H

CDO %, CDO 7T v MZ U v 7 S TS SecureX 7 7> MIBEAT T LTV 5T T
? A 2 7L I A Management Center # 4> AR — R TX 5 X512V ELiz, £/2. oD A
7L X A Management Center (Z U 2 S 41 CTU % Cisco Secure Firewall Threat Defense D7 /3

B 2023 o#semE


https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-firewall-migration-tool-on-cdo/migrating-firewalls-with-the-firewall-migration-tool-in-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-firewall-migration-tool-on-cdo/migrating-firewalls-with-the-firewall-migration-tool-in-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-firewall-migration-tool-on-cdo/migrating-firewalls-with-the-firewall-migration-tool-in-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m-onboard-for-ftd-management.html#Cisco_Task_in_List_GUI.dita_66a40123-324a-4880-9159-2d7a4495abd9
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m-onboard-for-ftd-management.html#Cisco_Concept.dita_c15d25d8-b4c7-4dcf-b809-c1500a2e3f24
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m-onboard-for-ftd-management.html#Cisco_Concept.dita_c15d25d8-b4c7-4dcf-b809-c1500a2e3f24
https://docs.defenseorchestrator.com/multicloud/index.html#!c_about-multicloud-defense.html
https://docs.defenseorchestrator.com/multicloud/index.html#!c_multicloud-defense_90_day_free_trial.html
https://docs.defenseorchestrator.com/multicloud/index.html#!c_multicloud-defense_90_day_free_trial.html

| 2023 DsaemE

2023 F 4 A

2023 £ 4 B 27

20233 A

20233 A 23

20231 A

2023 £ 1 A 18

w348 |

A AN HR—RENFET, FEMICOWVTIX,  [Auto Onboard an On-Prem Firewall Management
Center with SecureX | [H#FE] 2L T 7E 3V,

H

ARV DTALBY T DHE

FAXTHRFREI#APH 2 LT, A XU F A2 S BT 4 VIR TE D L DI £ Lz, okt
HPHIX, PIRBOICHEE SN2 R 7 L— AT, AR OB, % 3 pmEoidms
3 W TS, ARRIRFREEE T, A RFREIEIPR LT LS EENTORWATREEDR DD R T 7 1 v
J AR N0y MZTHDITENBLET, FBMIZ OV TIX,  [Search for Events in the
Events Logging Page| [#3h] Z#ZM L T 7ZE VY,

=

AR PAXFUTDNRNY I TSI KRR

CDO Tlik, MBEFKMEZEREL, EXRINTRBSRMEIESNTAR hr T NOA X b
BB TEET, Nv 77700 FREEELFEHTLE, X2 7T RTA_v s o
BBREZFATLT, Nu 77T FRENET LEBICHMREREEZ IR TEET,

RELEFTAZ VT arTI5— e —ERAEBITESNT, Ny 7 7T v FRENE
T B EBmMEINET, [Learn more about background searches used with event logging] [J&5E
EZLTLEEN,

=

FIDOYE—+T7YVEAVPNEY S a3V DER

CDO (%, CDO @ 7 7 v Rfit5! Firewall Management Center % fifi f L T BL X415 FTD ® Y
F—FT77EAVPN By v a VEERTELLICRD E L,

[RA VPNE=%4 U > 7 (RA VPN Monitoring) ] X— I IZIZTKDIERNE RS NET,

w23 oilzE ]


https://docs.defenseorchestrator.com/auto_onbd_fmc_secx.html
https://docs.defenseorchestrator.com/auto_onbd_fmc_secx.html
https://docs.defenseorchestrator.com/#!t-search-for-events-in-the-events-logging-page.html
https://docs.defenseorchestrator.com/#!t-search-for-events-in-the-events-logging-page.html
https://docs.defenseorchestrator.com/search_events.html

2023 o E |
B xnz1566

T I T Ty vartEEty a0l A,

Bty Ta VITEEMNT BN TND TN AL 2—F—DFEM,

B 2023 oz



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



