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https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-aws-with-cdo/manage-aws-with-cisco-defense-orchestrator/m_configuring-aws-devices.html#Monitor_AWS_VPC_tunnels_using_AWS_Transit_Gateway
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-asa-with-cdo/managing-asa-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-fmc-with-cdo/managing-fmc-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator.html

| 2022 osaemmz

2022 % 2 A

w228 |

* Cisco Defense Orchestrator C Meraki & Fi4 5

Cisco Secure Firewall 3100 )Y 7R—
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Secure Firewall Threat Defense 7 /34 2%, TuZ v Frub g = Va2 AT 50, Bk
X —F IV TAESEMFALTCH R — R TEET,
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a1—H—EHE® Active Directory (AD) 7' )L—F

CDO Ta—W—zEHI kL LT, ixDa2x—Y—2EH45{b vz, CDO T
Active Directory (AD) 7 V—7%~v 7 TCE5 L9170 E LK, HFrLn=a—F—oEh, BE
fFO2—PF—DHIER, 7—/LOEEREOa—F—DZEHE L, CDO W T HZEH T Active
Directory CHEITTE H L 912720 £ L7z, CDOX, ADZMH L Ca—H—Z L iz n—
NHYR—=FT DR E Lz, FEMICOWTIE, 731 ZORERAT A R TUser
Management] D [Active Directory Groups in User Management] &7 + 3 > 2 &ML TL 72
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CDO X, 7277 4772 RAVPN v a v OF LnEINETF vy — M2 —2 {35 I
I Lz, T TIZEBRLADT ¥ — MIIMZ T, CDO X RA VPN ~v KT RIZHHkE
INTWLa—F—DFiOt — h~y 7E2RTTDHLIICRVELL, 2O~y ETA47
Ea—TOEERINET,
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Of EMIZER RSN D [Fr— hE2—%FK/R" (Show Charts View) | 71 a2 %7 v 7 L%
D

2022 DR HEMEER .


https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-meraki-with-cdo/managing-meraki-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/products/security/secure-firewall-3100-series/index.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/easy_deploy/easy-deployment.html
https://docs.defenseorchestrator.com/#!c_onboard-an-ftd.html
https://docs.defenseorchestrator.com/#!c_onboard-an-ftd.html
https://www.cisco.com/c/en/us/support/security/defense-orchestrator/products-installation-and-configuration-guides-list.html
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Active Sessions by Country

#  Couny Number of Sessions
1 gl Australia 68
2 EEUnited States 42
3 EEGermany 29

@ Q@  Reset

ZEHZHOWTIL, AL TWA 7 7 A4 7 74—t U T, [Cisco Defense Orchestrator C 0
FTD O/ BR] | [Cisco Defense Orchestrator |~ & % ASA 4 L] @ [Monitoring Remote Access
Virtual Private Network Sessions] #ZH L T 7230y,
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JE— 75X VPN 1 —HF—DEEELR

VE—FT7HBAVPNE=Z U 7 _X—=D|Z, VPN~y Ry RIZEEH L T D TR TH2—
P—DBEAINEREND LR E LT, CDOE, 2—H—D X7 J v 7 IPT KL A% H
HCRET D2 LICE o T, ZOEREIRGLET, ZoOERIT, 74 7 a—LEREE 2 —
THRHHTEET, A O [2—F—DFEM (User Details) | =V 7 CHTE 27 YV v 735
L 2=V —DEMERGIIAMIK FlIcRRINET,

All Devices &

Breakdown (All Devices) Most Used Operating System  Most Used Connection Profile Statistics

124 Sessions

fotal \ linux-64 cdo_new 46 Minutes 464.49 MB 13.15KB
() 124 0f 124 (100%) Sessions 124 of 124 (100%) Sessions Average Duration Average Download Average Upload
| 124

100%

Username 3 Status Device Name & Assigned IP 3 PublicIP 3 Login Time & Duration % DataTX % DataRX & Locatt
@ Active ASA2-VPN-US 06:49:32 01/19/2022 0h:43m:39s 12.21K8B 341.92 MB == Ashburn, Virginia, United States
@ Active ASA2-VPN-US 06:49:32 01/19/2022 0h:43m:39s 12.21KB 341.16 MB = Ashburn, Virginia, United States
@ Active ASA2-VPN-US 06:49:28 01/19/2022 0h:43m:43s 12.21KB 265.53 MB 8 Sydney, New South Wales, Australia
@ Active ASA2-VPN-US 06:49:33 01/19/2022 0h:43m:38s 36.64 KB 268.24 MB B8 Sydney, New South Wales, Australia
@ Active ASA2-VPN-US 06:49:34 01/19/2022 0h:43m:37s 30.54 KB 321.25 MB B8 Sydney, New South Wales, Australia
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https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-asa-with-cdo/managing-asa-with-cisco-defense-orchestrator.html
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cisco.  Defense Orchestrator Devices & Services

aRlasT A 4 Devices = Templates Q

Al ASA SFCN AWS VPC FMC FTD Meraki

Name =

Inventory

Objects cisco.  Defense Orchestrator

VPN Hide Menu b ¢ Devices = Templates Q

Templates All ASA SFCN AWS VPC FMC FTD Meraki

Name 3%
¥ Migrations
8/ Policies

= Objects
Monitoring

- VPN
(&) Change Log SREN

) Templates
Jobs

Migrations

Monitoring

(1) Change Log

j Jobs

2022 %1813 H
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Devices & Services

Al ASA FMC FTD 105 Meraki

T Devices Templates Q search by Device Name, IP Address, or Serial Number
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