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Actions

# Edit

€1 Copy

< Cut

ﬂ Paste Before
I Paste After
Create Ruleset
W Remove

4 Add Comment

Added to protect network segment x

Objects Used “

SRR OV, [Managing FTD with Cisco Defense Orchestrator)] ¢ [Adding Comments to Rules
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* Onboading a FTD 6.7 Device with its Serial Number

* Firepower Easy Deployment Guide for Cisco Firepower 1000 or 2100 Firewalls
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FEAMZOWTCIE,  [Managing FTD with Cisco Defense Orchestrator]] ¢ [Manage Multi-Tenant
Portal] ZZML TS 7ZE 0,

259 KR—Z M Secure Device Connector [Z%x1 9 % Secure Event Connector DY 7:K— k

Cisco Security Analytics and Logging (SAL SaaS) D 3EFEIX. Secure Device Connector 7% Cisco
Cloud {24 > A h—/L STV AEEIZ, Secure Event Connector % A A h— /L TX 5 1 9T
720 F L7, Cisco Security Analytics and Logging Z 4§k 257212, 4> 7 L I 2D Secure
Device Connector |ZH) ¥ &z 2 BN 2 <720 £ LT,

FEAMIZ OV CIE,  [Managing Cisco Secure Firewall Cloud Native with Cisco Defense Orchestrator]
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* Installing Secure Event Connectors
* Installing SECs, Using CDO Images, on Tenants with Cloud SDCs

* Installing SECs, Using Your VM Image, on Tenants with Cloud SDCs
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Name Type Deployment Status.
# On-Prem Active 344 AM
# On-Pi A tive 20, 7:53:45 AM
+-SEC_bb103517-bb3l-
> SEC_BB103517-853  Sacurs Event Cannector # On-Prem Active 9/17/2020, 7:53:45 AM

954b007d

7Y MIIBM® SEC ZA ¥ A M= /LT B HECOVTE, ROFTLFEFLZHML TSN,
* Installing Multiple SECs, Using CDO Images, on Tenants with On-Premises SDCs
* Install Multiple SECs Using Your VM Image
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FEMIZ DUV TIE,  [Managing Cisco Secure Firewall Cloud Native with Cisco Defense Orchestrator ]
@ [Customizable Event Filters] ZZf L T 7280,

Event Logging & ©-  Cowenby
T torics Live Q [ag
Afer 08)1 32020 10:27:35 AM & 192.168.25.3
B views ANFTDEvents Al ASAEvents X 3 % Vewd x
Date{Tine Davice Type Evest Typa Senier I it or 1P Responder I " Port Protecel Action Palicy
Aug 13, 2020, 10:31:46 AM ASA 302013 192.168.20.56 192.168.25.3 192.168.20.56 443 ep Built
Aug 13, 2020, 10:31:46 AM ASA 302013 192.168.20.56 192.168.25.3 192.168.20.56 443 tep Built

[41 X2 hOX>Y (Eventlogging) | R—C DRFEMEEDHE
Cisco Security Analytics and Logging (SAL SaaS) DFBEERIL, [ X hrX > 7 (Event
Logging) | X— 3V CHEBINTLROMBKELFEHTEET,
cEROBEMEI Y 7 LT, MR 4 —/V RIZIBMLET,
s[4 hrFX o7 (EventLogging) |"X—Y THIlE KT v 77 RRkry LT, Hid
LHIFETAR MERER R LET,
«[4 X b ¥ 7 (Event Logging) ]-S—®#H L\ ANDNOT ¥ L TN OR NOT i 5Z 75
FITED . KOFEMe A N MRBEEEN Rt S E T,

FEMIIZ DWW T, [Managing Cisco Secure Firewall Cloud Native with Cisco Defense Orchestrator]
@ TSearching for and Filtering Events in the Event Logging] % 2 L T &\,
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T RET AR ROEENGENET, FEMICOWVTIX,  [Managing FTD with Cisco Defense
Orchestrator] @ [Schedule Polling for Device Changes] %2 L T 72 &0,

Schedule Polling Every Tenant default «

Tenant default
10 minutes

1 hour

6 hours

24 hours
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RTEDHLICRVE L, WAL LT T L— %Mo FID ICH#AT 5 &, GEhHE5
IZEASWTEBEFORA MR, B8, FdHRESnES, 2720, CDO Tidsl &k,
NTOMI BN L TRERRT 7 b= h2fE L, TR EMO FIDICEH 252 &8 TE
F9, FEMIZ OV T, [Managing FTD with Cisco Defense Orchestrator]] ¢ [FTD Templates |
EHBL TSN,

¥ Name Template The following device will be used to create a template

| BGL-ftd-670-23-1543

& Interfaces o
Objects 7
NATs 1
B Rules 1

Settings

Template Name *

FTD Goid

Create Template
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FNCAT V=7 FEfERT 5 —HELITTRITOT A ATE=N=T A RTELAFT V=V
F AR TE £97,

F TVl Ned—"—F 4 R3 521X, [Managing FTD with Cisco Defense Orchestrator] @
[Object Overrides] ZZML T 230,
Y RIT—=0 TN—T o4 HF—FDhE

Ry NI =T IN—THED 4 P— FREESHL, HTLWR Y NI —20F 7 V=7 b a2
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Xy NI —27 TV —7 7 4 PF— RN LNTZBGEEDOFEMIZ OV T, [Managing FTD with
Cisco Defense Orchestrator] @ [Create or Edit a Firepower Network Object or Network Group] 35 &
" [Create or Edit ASA Network Objects and Network Groups] Z &R L TL 72 &0,
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RAVPN 8L UA AR FE2A—DHREITA X

VE— T BAFBT T4 _X—rRxy hU—2 (RAVPN) HIZEKREINT=T—7 1, BX
WIATAR M a—LBEEA R N a—DlFEIAZ A A TEHEHITRVEL
Too == RER—=DF T3 VAL o THER DR G LI FIETT —7 VAR L CTRAFE
LET,

B AL <A RIZEHET 2 FEMIZ oW TIE,  [Managing FTD with Cisco Defense Orchestrator] @
WDt 7arz2ZRLTIIEIN,

* Customize the Remote Access VPN Monitoring View

* Viewing Historical Events in CDO
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SecureX

CDO % SecureX |ZHAIATP Z ENTE L LRV E LT, Uk, T30 A, KR
V—, BIOTF U R EICHEAENDZ ATV 27 FOBERNEESN, X2 T R — b
7 4 U AREROFEME L BB S E T, CDO & SecureX Z AT FIEDFERIIZ D
WTIE, [SecureX] &ML TLIEEV,

FEAMZ OV TCIE,  [Managing Cisco Secure Firewall Cloud Native with Cisco Defense Orchestrator]
DRD Py 7 Z2ZRLTITZSN,

* SecureX and CDO

* Connect SecureX in CDO

Cisco Security Analytics and Logging (SALSaaS) A X2 kDA O—FK

[ X hrX> 7 (EventLogging) 1" X—Y TCASABIONFID ARV b2 7 4V H Y7L
%, WERAEM SN CSV 77 A L THE T u—RTEL LRV ELE,

e Xy nm— RA[REZ: .CSV 7 7 A WTBINT 5 A4 Xy ML, FFE&EHIC L > TEBINE
7,

« 12D .CSV 7 7 AT, KK 50 GB OIEFMEFEREZNAETE £,
e A u— RNu[RER 7 7 A NVDAERRITIWIT L TERITTXET,
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« fER S 4172 .CSV 7 7 A JVid Cisco Cloud I[ZERIFS AL, EIMHEEF Vo n— FEE
T, TIHDT 7 A /Vi%, CDO/Secure Cloud Analytics ¥—/N— U V' — X Z{HE L ¥ A,

AERRENTZF T v — RAfBEZR CSV 7 7 A VI3 7 BRMRIEES N, ZOH%EIREN £,

FEAMIZ OV CIE,  [Managing Cisco Secure Firewall Cloud Native with Cisco Defense Orchestrator]
@ [Downloading Events] % & L T 72\,

H

Firepower Threat Defense TS €49 7«1 TH < 1) —DHYHR— k

7 > 7R — R ® Firepower Threat Defense (FTD) 7 /3A ZDWFHAMNEZITT R TUTOWNT, H
AZLDETEIT 47 <) — UAR— AR TELIIICRVELE, ZOLAR— M
WX, BB bEn= v o7 7 0 v, BEZINT-BE,. BB Sz Web b7 3V 72 EojEFARE
DALy g URFERENET,
FEHZ OV T, [Managing FTD with Cisco Defense Orchestrator] DR h &y 7 &ML T
<TZ&E Y,

* FTD Executive Summary Report

* Managing Reports

Cisco Security Analytics and Logging D2k & s
ASA Sysog K UNSEL 1 R kDY HR— k

Cisco Security Analytics and Logging 73 KIEIZJEE &L, ASA NS DR X J A Xy &P R—
FFo X oIV E L,

« ASA OF >4 : Security Analytics and Logging (SAL SaaS) 1. BH HEICEKRRL ., £E
D CiscoASA 77 AT U —NAnbDuXr 72y R— 5L ELE, 22—
#—1%. syslog JE=., NetFlow Security Event Logs (NSEL) 3. F721XZ Dili T ASA
R EEETOILERIRTEET, n X VoM E AT LW ERRIT, NSEL =7
EECL T, EAIEDOSAL 7 A £ RATHERT L A MY 2T 2 0ERH £,
IRV BEFOFID u ¥ ZITA T, CDO X 2antda 7 4 R—b7+ Y
FORYIOHMEIRY Y RAaADT 7 AT U —NT7 Y — RO rX 72 HIENS
LA LET,

SR DWW CIE,  [Managing ASA with Cisco Defense Orchestrator] DR D k& 7 & 5
LTL7EENY,
* Cisco Security Analytics and Logging for ASA Devices

* Implementing Cisco Security Analytics and Logging for ASA Devices
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