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k % Multicloud Defense (A > R —TF 4 T T 25E1L. THU Y bEFETEHVR—F 1 >
TETAHEVENRBY ET, BloEE LT, kO T a vy E2EATE £,

GCP Oz FOFEAVAR—TaT
GCP DHE

GCP 7O x5 FEGCP 74 LA

Multicloud Defense 133/, GCP 71 =7 b & GCP 7 # VX Dl YR — s L TWET
N, INHOarR—=3y MIFEFNCYR—FINTHVET, ZROHDOMEFOAFT T a3 i2o
W, ROFIRFEE & FISMIER LT ZE0,

GCP 7u =2 MZlZ, i~y v, AL —U Ry b, F—EZRXR—2 D GCP J J—
AEEGHDH I ENTEET, T3CDGoogleCloud — B R &AER, Aok, BIOMEAT S
DI TE £97,

e 7u Y=V NI, Terraform, FENA L HR—T 17 BLUORT U T MeEhizA4 R —
T4 T EHERAL TR =T 4 T TEET,

e eVl M, BRHERCHER DA —F A ML —2 g U ANE L T ABREEICRE T,
« %71 Y =7 hiX Multicloud Defense &~ o = R — R SEBNCHETE £97,
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N—30 3 22310 T, Terraform ZfifH L CGCP 7 +# VX 2 H4i Tx%4, GCP7 +/LZ|C
X, TRVl b, MO T A AE . FRIREOW G OMBEEDENEGENET, MY Y —R
X, 7N EHEHLT, BENOMBEY V—X /—FOTFicrXuadesy a2 —FhTx
i—a_o

* roles/compute.admin MERRNA N o TWRW T LA 328 R i, HEINEY
}\Jo

s R—T 4 T ENTETFNVFICEEMT N TTWAT e Y 2 ME, TRy RERT
74 v OBBICORMER S ET,

e FUAR—F 4 T ENT T A NVAICEHEMT N TWA T Y7 ME, —E X VPC
DF—r AP —varEFE375— U = A OVERIZIESRS L TWER A,

*GCP 2> Y —)LinD 7 A NVHI 5T DHERIZ, 74N Z LV TRETHRERDH D F
T, FD7=%» . Multicloud Defense D7 7 > 3 37 # X L~"ULTHITHOILE T,

GCP 7 4 NV E % F v hR— KT B8AE1%, [Terraform VAT RV | 2L TL7ZX0,

FIRDOHE

WIZ, GCP 7>y x 7 "o+ A HEOMELRLET, > /LRSY ) T kA Multicloud
Defense |2 L » Tt ENA -0, EE S at 252 Y 4 F— RFO—#f L U THEIZHED S Z &
NTEFET, WOFIEIZIAZ VT Mo THELEN D720, FETTH24EETH Y FHA,

1L Y—=vRAT7 T bE2OFERLET,
2. &® API (Compute Engine, Secret Manager) ZHZNI L £,
3. kD2HODVPC (BB, 7—X/"A) ZAFRLET,

4, 7 —X /XA VPC “C Multicloud Defense Gateway ~D ~7 7 4 v 27 (7S V/—var b7
Tq4 V) EHFAITLT7 AT U — W — L EER L ET,

5. ¥ VPC T Multicloud Defense Controller 7> % Multicloud Defense Gateway ~D & FE ~ 7
T4 EHATDT 7 AT U+ — NV — L EER L ET,

27 VT N LR WGE ., FRIERELZFH CLE T LML ERH L5561, GCP2Z 7 U R
Y =D WebUl £72iE geloud CLI ZfEH L TINHDT 7 v a v A2 FETTEET, 7'
Tl NEEGTDRIOA Y v RIZOWTIX, GCP 7Ry =7 NOFENA Y HR—T 4 T %S
L TL7ZEN,

HY—EXT7hOU bk
Multicloud Defense (21X, GCP 7'm ¥ =7 FTIERENTZ2 DOV —E AT I 7 RKET

TO

 Multicloud Defense-controller : Z ™7 % 7> ~X, Multicloud Defense Controller 73 GCP ~°
2= MZTZ7E8ALTY Y—A (Multicloud Defense Gateway) . Multicloud Defense
Gateway D H— RNNZ Y ZER L, VPC, ¥ 7Ry b, BX a2 VT4 7 V—TF X7 L
BT DA AR D DIl S ET,
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GCP Cloud 3 >/ —JL % & L 1= Multicloud Defense Controller ¥ —E X7 H o > FDERL .

 Multicloud Defense-gateway : Z ® 7 # 7 > ;X Multicloud Defense Gateway (=2 > & = —
TAYTVMA Y AZ L A) ZEOETHNET, THT ME, =27 by bvXR—
U¥ (TLSEHEHOMEF—) LA ML=V ~DT7 7B Az L ET,

INHOY—ERATH Ty ML, Ul CEAMRERY—EREHEHAT I HEE, 77T K 9—
BRA aNA X —@ CLI ZEHAT D HEOWT D HFIETERTE £7,

GCP Cloud 21 >V — )L #{# A L 7= Multicloud Defense Controller Y— E X7 Hh™9 > FDYERK

FIE

AT T1
ATy T2
ATv73
ATvTa
ATvTH

ATvT6
ATy 17

ATvT8

AFvT9
ATv 710

Multicloud Defense Controller —E A7 H 7> MME, GCP7uay =7 DUV —XIZT 7 &XA
L CEFES 5 72 12 Multicloud Defense Controller (2 & » CEHA SN ES, 7w bEIERK
L. ¥F—%2AEXTOMENHY ET, F—I1FT, 2 ba—=F DT AV "EFVR—=FT 17
D—HELTar ha—J 2B ET,

GCP 7n ¥ =7 hT[IAM] ZBH & £7,

[h—E X7 H > kb (Service Account) ] %7 U v 7 LET,
P—eRT I NEERLET,

£ i & ID (Multicloud Defense-controller 72 &) % AJj L., [1EAK (Create) 1227V v 27 LET,

(B Ea—T 4 v 7EEE (ComputingAdmin) |7 —/L & [—E AT BT hax—H— (Service Account
User) | v—/L&BILET,

[#t1T (Continue) | %27 U v LET,
[527 (Done) 127 Vw7 LET,

GE)
A—F—Z BT HRLETH Y T A,

FHULHER LET AT b2 27 w7 L, [F— (Keys) |EFTAZa—/L LT, [F—DBEM (AddKey) ]
Ray 77X T LWF—DfER (Create New Key) ] Zi8R L £ 97,

[JSON] (F7 4V AT ar) 2R L, [1EK (Create) 127 U v 7 LET,
TrANNaArEa—X Ay - RENET, ZOT7 7 ANVERIFELET,

GCP Cloud Console % {# /A L 7= Multicloud Defense 7 74 794+ —IL H—EX 7 HhH > FDERK

Multicloud Defense 7 7 A 7 U 4 —/)L —E R 7T H o MI, GCP 7u vy =7 FNTEITE
TV 5 Multicloud Defense Gateway f > A X AZ k> TSN ET, ¥—bU =A%, TLS
5 D7 ¥IZ Secret Manager [ZIRF SN TWOMEF—IZ7 7B AL, PCAP 7 7 A V12 &%
RETDIODA L —VIZT 78 AT LHUERH Y T (=P —2PRELILES) . %
7=, %< O — FU = AIZ1X, Multicloud Defense Gateway 75 GCP 2 ¥ 7' A L A X L AT
07 EEGET OO0 FEREHRPAMLETT (2—VF—D0NRELEES) .

ZOY—=EART I b ERIERT S 2 2OHELZRIORLET,
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ATYF1 GCP 7u Y =7 hT[IAM] &R & £,

ATY T2 [P—EATH 7 b (Service Account) | %27V v 27 LET,

AT9 T3 =27 Hhvr hEERLET,

ATy 74 £EiL ID (Multicloud Defense-firewall 72 &) & AJ1 L. [{ER (Create) 1% 7V v 7 L7,

ATy s [V—7 Ly h~%—U% (SecretManager) |, [>—7 L v b7 7 &4 (Secret Accessor) ], BLU[r /1E
%#& (Logs Writer) | B —/ /L& BIML £,

ATvF6 [#tiT (Continue) 1%27 VYV v 7 LE7,
AT TT [527T (Done) 127V v LET,

G¥)
a—P—ZBINT D LEITH Y EE A,

APl DE L

GCP a2 V—NEFIT7 T R —ER Fu g 42— CLI i L T, Multicloud Defense
Controller & GCP 7 A 7 v M TBETH720D APl NI T E T,

APl ®E%h1E : GCP Cloud Console % {& A

Multicloud Defense Controller % Multicloud Defense Gateway (KB~ >, m— KAZ4) %
ERCTED X, Ymy=r MT AU FTAPLEZAZICLET,

FIE

AT v F1 #FE/3—T Compute Engine APl Z 52 L £,

ATw 72 [4%) (Enable) 127V v 7 LET,

AT v T3 W/ N—T Secret Manager APl Z 52 L £,

ATY T4 [4%) (Enable) 127V v 7 LET,

AT w75 K/ —T ldentity and Access Management (IAM) APl Z#52 L £,
ATw 76 [F%h (Enable) 127V w7 LET,

AT w71 ¥iFE/3—T Cloud Resource Manager APl Z#i5 L £7°,

ATv S8 [H%h (Enable) 127V w7 LET,
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VPCty b7y T

VPC £H Ty b

FSTNa—Fay
vweey b7y |

Multicloud Defense Gateway f > A X L AlIT v VE— REIFNT CTRBEATEES, =v v
F—FTIH, = VA A RAZRFT TV r—var LRL VPC TEITENET, &
D R¥ = A2 hTlL, Multicloud Defense Gateway B % = & — R TR 5 7= D HE(HIZ
BAEYTETS,

Multicloud Defense Gateway % &R 9% & . Multicloud Defense Controller (% [ (management) |
BELO[FT—#/3Z (datapath) ] VPC fF#i% 2k L £9°, Multicloud Defense Gateway 1 A %
VAR 2ODHR Yy N = A B =T o f APRETT, GCP TiL, VM A LV AX L AD
Xy M= A B =Tz AT, BIZRRDY TRy MIHETE 207 T 0 R7as8o
H— L3RR | B2 D VPCICFET DREN DY £, 77V r—va U RETESRTH
5 VPC N TIZHH5E1%, [T —4 /%A (datapath) | VPC £V 7 3y FRRESNTNE
¥ BEHTHIO VPC 2B T 2 (E723BIOBFED VPC 214 %) LERHY 4, A
MER SN 7 2y hEEATL LS. FERITERTLIZ b TEET,

F—=HRAVPCIIT 7V r—a vV RNETENTWSVPC THY, Ut s v a Tkt
DEIRELDELTERINET,

4% VPC C, Multicloud Defense (Z1XT —# S AHD 12DV 7T 3%y F EEHHAD 1 SOV 7 3
N AL EETT,

[2 (management) |V 7Ry NI, A ¥ —Fy h~DT 7 4V hb— h&Ffo— h T —
TICBEHEAT 2 ERH H X7 Y v 737 % v hTH, Multicloud Defense Gateway 1 > A ¥
> Z1Zi%, Multicloud Defense Controller & OEEIZHEHT 5, ZOH 7Ty MITZ v FSh
oAV E—T 2 A ARV ET, ZOA L F—7 A AL, Multicloud Defense Controller &
Multicloud Defense Gateway 1 > A XV ADHRY 2 —DF v ¥ 2aRF OMOERL LT L A
NITOT 48T RSN ET, BEKOT 7V r—2a D774y 7%, TOA
=Tz A ALY T Xy NeBBLERA ., ¥ —7 =1 XE, Multicloud
Defense-management 1~ kU —27 % 7 (F7213F — L OBEMIZESAEE DO X 7)) (ZBEA
TonET, ZhZHOVWTIE, LFoxRy V=2 27087 v a T LET,

[7—4 /%A (datapath) | V7% NI, £ X —F v b~DT 7 4 )b hb— K& FFo/L— b
T =T I BEM T A MRS H 3T Y v 7 YT Ry hT9, Multicloud Defense Controller 13,
OV TRy MIFy hT—2 a— K74 (NLB) Z{ELET, & 512, Multicloud
Defense Gateway 1 > A X LV AZX, 2OV TRy NMITHE v FINA v F—T oA A0H
DET, BEROT 7V r—2aO T 7 49713, 2O =T AxBBLET,
X2 VT 4RI, TOA L F—T A AEN LTATEIND VT 7 4 v 7 TSR
£9, 4 ¥ —7 A A%, Multicloud Defense-datapath % v U —27 % 7 (£7213F—2LD
BIRCESEED X 7)) [CBEMIT bNET, oW TE, BUFTOXRy NU—27 % 70D
v a T LET,

CLIZRER L7z VPC &7 x> kDY

MADa~> REEITLTGCP T H VY hO VPC Z1EKT 2454, LFOa~y Kae—filk
LTHEALET., ZNbDOREDa~ > KAIZ Google Cloud Shell 7 ¢ > R 2B & £,
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ATw7F1 VPCapps &7 * v b appsus-eastl #ER L £7,
AT w2 VPCMulticloud Defense-mgmt & ¥ 7K v N Multicloud Defense-mgmt-us-eastl Z{ERK L £,

ATv73 target-tags % Multicloud Defense-mgmt & L 72 VPC Multicloud Defense-mgmtiZ/V72< &6 22D 77 A7
U4 — =V EAERL L E T,

1L T XCOTU NG RNTT 47 BT 50—
2. T7AT U=V AL AKX A~D SSH 3[4 5 AS1—)0

AT T4 VPCapps HICH 72 b 30D T7 7 AT U —b— V2B LET, UTEFE LTHEMALTLLES
v,

1. target-tags % Multicloud Defense-datapath &3 5, T XTDOT TV MU RNNTIT 4 v I ZFF0T5
1 2O I—I

2. target-tags % Multicloud Defense-datapath &ﬂ‘é\ Fr— FZ \‘/‘H‘%jl\ LT —h JxA A AL
Y A~D HTTP BEXOVHTTPS 2737795 1 DO ATJL—)b

3. target-tags & app-instance & § 5, TXTDOT VU MNU LRI T 4 v 7 2745 1 DO TjL—
Vi

4. target-tags % app-instance &9 D, tcp:8000 X AT D 1 DD ATINL—Ib

gcloud config set project <project-name> # incase the project is not set in the gcloud cli shell

gcloud compute networks create apps --subnet-mode custom

gcloud compute networks subnets create apps-us-eastl --network apps --range 10.0.0.0/24 --region

us-eastl

gcloud compute networks create ciscomcd-mgmt --subnet-mode custom

gcloud compute networks subnets create ciscomcd-mgmt-us-eastl --network ciscomcd-mgmt --range

172.16.0.0/24 --region us-eastl

gcloud compute firewall-rules create ciscomcd-mgmt-out --direction EGRESS --network ciscomcd-mgmt

\
--target-tags ciscomcd-mgmt --allow tcp,udp

gcloud compute firewall-rules create ciscomcd-mgmt-in --direction INGRESS --network ciscomcd-mgmt

\
--target-tags ciscomcd-mgmt --allow tcp:22

gcloud compute firewall-rules create ciscomcd-datapath-out --direction EGRESS --network apps \
--target-tags ciscomcd-datapath --allow tcp,udp

gcloud compute firewall-rules create ciscomcd-datapath-in --direction INGRESS --network apps \
--target-tags ciscomcd-datapath --allow tcp:80,tcp:443

gcloud compute firewall-rules create app-instance-out —--direction EGRESS --network apps \
--target-tags app-instance --allow tcp,udp

gcloud compute firewall-rules create app-instance-in --direction INGRESS --network apps \

--target-tags app-instance --allow tcp:8000,tcp:22

FaRoa~vy REFEITT 5L, appsVPC TVM A v AKX v A &R L, F— k 8000 TF A kil Web 77
Vir—araid@hcx 9,

gcloud compute instances create app-instancel \

B 7h9  rOBKICETS RS T a—F VY



| 7A9> roEGIETE ST -T2y
w2y k=545 Gepr—roz/m) [

--zone=us-eastl-b \
--image-project=ubuntu-os-cloud \
--image-family=ubuntu-2004-1ts \
--network apps \
--subnet=apps-us-eastl \
--tags=app-instance
gcloud compute ssh app-instancel --zone us-eastl-b
echo hello world > index.html
python3 -m http.server 8000

*y bT—=98%5 (GCP7— oA )

FHBLOT =220 Fy hU—7 2 7%, ERoOV7xy Merva TS TH5
£ 912, Multicloud Defense Gateway - > A X > ADZENEINDA o H—T = A AZEFHEST T 5
ET,

[&¥ (management) ] VPC T#— k7 = A /L—/,L&{ER L. Multicloud Defense-management
Fy NU—7 2 JICBEMA T ET, LD, =T AREZ AR fr—T L
BETAHLIIC, TRTOTY MUY T T4 I RFRAISNAMLERH Y £7, M
U T, AR\ K= T, A"— K22 (SSH) #HNZL T — b= A LV AX A
~® SSH 7 7 & A% n] L £9, Multicloud Defense 7 7 A 7 7 4 — /LN IEH (ZHEBET D DI
SSH IZMBTIEHY EEA .

[7—# /%A (datapath) ] VPC CT%»— F 7 = A /L—/LZAER L, Multicloud Defense-datapath
Ay b =7 Z ZICEEMTET, ZRICEY . ADCT 5T TOH—E 2D Multicloud
Defense Gateway ~D b7 7 o v 7 ZFF Al ¢ HMENH D T4,

Tl ziX, 77V — 3 AR — B 3000 THEIT ATV T, Multicloud Defense Gateway (2
Ko THR— 443 TH R INTWDHYA. A— b 443 X Multicloud Defense-datapath
Iy =27 ¥Fa T4 X7 TRIBGERSH Y £,
F—btoz A DER
Multicloud Defense Gateway 1Eil-~<— " Tld, IRDO/NT A —H ZFEH L E7,
1. F—X/3XXVPC : apps,
2. T—H/XA Fxv hU—7 %7 : Multicloud Defense-datapath,
3. &2 VPC : Multicloud Defense-mgmt,
4, E¥ X hU—2 X7 : Multicloud Defense-mgmt,
5. useastl-b Y —rZIEALET,
6. EHY T x> b : Multicloud Defense-mgmt-us-east1,

7. T=HNAY TRy b appsus-eastl,

o) =g 7%y MEERL T, ~ v Faf JAiE Y — L — FC Multicloud Defense
Gateway 7 A h TX ¥,
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Azure Y TRHO Y T3 DFEgAR—T 4209

Multicloud Defense Controller % v v = R — R TR I LD A7 V7 FTAzure 7 A7 ) 73
VICHBEER TERWESEESIE, ROFEEZFITLTHTAZ Y Py a 2 FEICERLET,

(FE) KeyVault 5&UBLOBR L—ADT7 IV ARADA—H—EYHBTIR—D

1D

Multicloud Defense Gateway (%, A7 a > T Azure Key Vault & #A LT TLS fEFAEZHUS L
720, BLOB 2 F L—U EHE L TPCAP (X7 y b ¥ 7 Fx) 77 A NVERFELIZVT D
ZENTEET, 2P HDETX =Y FIDIE, IO —EZA~DT 7 & AMEZAS
G350l EnE,

Azure JR—# /L C, [ % — FID (Managed Identities) ] IZFE) L CID Z1Ek L £,

F721%. Azure Cloud Shell TIRD <> REFITLFE T,

az identity create -g <RESOURCE GROUP> -n <USER ASSIGNED IDENTITY NAME>

Azure Key Vault T TLS GEHIEFED > — 7 Ly b & AERT 5 FEIZ DWW TIL, Azure Key Vaulta 2
LTSIZEW,

Microsoft EntraID ~D7 ) r—> 3 D&%

FIE

ATwT1
ATvT2
ATvT3
ATvT4

ATy TH

ATvT6
ATy 717

ATvT8

Multicloud Defense 7 7"V -7 —3 3 % Entra ID I8k H120%, ROFNEEZFEITL E9,

Azure 78— Z JL' > & [Microsoft Entra ID] (28 L & 97,
(77U r—a o O%8k (App Registration) ] 2R L £7,
[HrHisdk (New Registration) ] %727 U v 7 L7,

B ERT 57 7Y r—a v ERTARIZ AT LET (] 0 Multicloud Defense Controller) , [¥7A3—
FENTWBET A7 h% A7 (Supported Account Types) | C. 2 FBH DA 7L a3 Th D [(EE DM
T4 V27 RUDT A7k (Accounts in any organizational directory) ] Z 3R L £,

MfRICE LA 7 v a v EBIRLET, [V XA L2 FURI (Redirect URI) ik, 77U 7r—3 3 86k

OAERIRFIC TS BN 2 LIZERE LT E S0,

[&Ek (Register) 1227 Y v 7 LET,

FULAER LT T r—2a O TIZHLEMOT S —2 a U RX—7T, GEHEBLOY—27 Ly b
(Certificates & secrets) |27 U v 7 LT,

LW I7A4 T b —27 b kb (+NewClient Secret) | #7 Vw7 L, [Z77A4A T M —27 bk

DiEAN (Add aclient secret) | & A 7 1 ZIZMhERIFREZ AT LET,

« [#B (Description) ] : #iBZ B0 L E 3 (ff] : Multicloud Defense-controller-secret1)
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| 7A9> roEGIETE ST -T2y
FIVr—vavizayutshrann—Loks [

o [EXWIBE (Bxpires) ]:[72L (Never) | ZBIN L F¥, ZOBPUIWVOTHITHI ZENTEET,
BEDOY—7 by RHIREINICR 5726, Lo —2 by FEERT 2 0ERH D £9)

ATFwF9 B (Add) 1227V v 27 LET, 27947 =2 Ly bR UE (Value) 15D FIZATTENET,

ATYTN0 7747 ho—27 by hEAFRIZaE—-LET, ZUL1EZTFRRSN, BERRIND Z &
HYEEA,

ATy IN EfoFesr— g 3=, [ (Overview) 127V v 7 LET,
ARTYT12 TV r—vay (U747 ) IDET4L7 RY (TF2 b)) IDEAERICaE—LET,

TIVrG—2 3 ICEYATHHA R LA—ILOERK
CloudFormation 7> 7 L — MZ X » TR O v — L MERL SNV E T,

e [#1 A% 2m—/L (CustomRole) ]: 7 AZ hm—/LE, A Xy b UIEREFHATRY . Y
V=R (VM, B— RNRZ %7 E) ZERT HMEREZT 7Y r—ra A5 LET,
T AR o — VIEE O FFIETERTE £7,

Multicloud Defense Controller FIIZAERR SN7=T7 7V r— a AZEHI VY ToNL D RE LO—
WEERLET, DAZLo—NE, 40 M FEREZRARY, VY —2 (VM, 2— R
NT YR E) BERT HMERE T 7 r—y a VI ELES, W AZX Lo — W dERD S
ECIERTE £,

FIE

ATYF1 [V T7AZ YT 3 (Subscriptions) | IZEIL, [7 7 & Al (IAM) (Access Control (IAM)) | % 7
Vw27 LET,

ATv T2 [E—/ (Roles) 127 Vv L, EEHDOA=2—/"—=T[+EM (+Add) |>[HRE2LO—/LDENM (Add
CustomRole) |#7 Vv 7 L7,

Z?—‘y 703 7‘\7X & N U‘—/l/ﬂ:%ﬁﬁ%ﬁ{ﬂhﬁ'if (WJ . Multicloud Defense—controller—role) °
ATy T4  JSONREMEHNERINDET, [~ Next) 1227V v LT £,
ATw 75 EET[fHE (Edit) 1227V 27 L, JISONT XA ~O [HER>T 7 2 2 (permissions > actions) ] &7

TarvT, ALy adfiickoary T oY Ea— LTI ET (AT v MR TISLIELD
DNEHA)

"Microsoft.ApiManagement/service/*",
"Microsoft.Compute/disks/*",
"Microsoft.Compute/images/read",
"Microsoft.Compute/sshPublicKeys/read",
"Microsoft.Compute/virtualMachines/*",
"Microsoft.ManagedIdentity/userAssignedIdentities/read",
"Microsoft.ManagedIdentity/userAssignedIdentities/assign/action",
"Microsoft.Network/loadBalancers/*",
"Microsoft.Network/natGateways/*",
"Microsoft.Network/networkinterfaces/*",
"Microsoft.Network/networkSecurityGroups/*",
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. Multicloud Defense Controller D74 >V iR—F 4 > J [CHEE

ATvT6

ATvT1
ATvT8
ATvT9
RATv 710

ATvIN
ATvT12

ATy 13

ATy 714

"Microsoft.Network/publicIPAddresses/*",
"Microsoft.Network/routeTables/*",
"Microsoft.Network/virtualNetworks/*",
"Microsoft.Network/virtualNetworks/subnets/*",
"Microsoft.Resources/subscriptions/resourcegroups/*",
"Microsoft.Storage/storageAccounts/blobServices/*",
"Microsoft.Storage/storageAccounts/listkeys/action",
"Microsoft.Network/networkWatchers/*",
"Microsoft.Network/applicationSecurityGroups/*",
"Microsoft.Compute/diskEncryptionSets/read",
"Microsoft.Insights/Metrics/Read"

{£E : Multicloud Defense THEE DOV T 27 U F L g 2T A1, assignableScopes T JSON %
RE L TRl T A7 U7y a i BABNN, £3T_XTCOFT A7 Y S a U CHAZ ha—)b
EEHCEL LI (B IEETLH0ERHY £7,

THXANRY 7 2D EEIZH D [IRAF (Save) 127V v o7 LET,

[ L CHERK (Review + Create) |27 UV v 27 LT, B—&2{ERLET,

HAK Ao —)VPMERR ST 5, [7 7 ' Al (IAM)  (Access Control IAM)) ] IZEY £9°,
O A =2 —"—=T, [1BI (Add) 1>[B—/LEIY ZTDENM (Addroleassignment) %27 U > 7 L
£,

[2—/L (Role) ] Rey X7 T, ETERLIEI AT La— V2@ IR L7,

[7 7B AMEDOEID M TH (Assign Access To) | Ky 7 X7 U A NMIT 740 MEOEF E LET
(Azure AD =—H—_ Z—7 FFYP—ERTY o300

[ER (Select) | 7F A MRy 7 AT, TIFENER LT 7Y r—a OARFT (B @ milticloud
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