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DNS O DEE

AWS : DNS O 5 OE®E

BidDO+*® 7 3 T CloudFormation 7> L — h B AZ v 7 ZERR T 5 & ZI12S3 Ny b
FRE LA, route53 7 =) F st s L CTHERET D SNy "R T 7L — Rk oT
fERENET, DNSZ = n JHIZE=4—XNn5VPCiL, FHTEMTA2LERHD £,

FIE

AT 1 AWS =2V —/)L T, Route53 7=V u X ZIZBEILE7,

AT T2 o7 —hMkoTER SN [Z7 =V v s — (Query Logger) | Z#IRLF9d, 77 L — FTHES
NIV 7 4w I A EFEon i—2 R L ET,

ARTYT3 I 7407 DA YA VERETHTXTOVPC ZEIRL, 1B (Add) 1227V 7 LET,

1. [Z7 =V RS2 VPC (VPCs that query is logging for) | &2 2 > C, [VPCOZ =V Z itk (Log
query for VPCs) ] £721% [VPCOIEM (AddVPC) 1 %227V v 27 LET,

2. TXTOVPC ZER L, [EIR (Choose) 127V v 7 LET,

GCP : DNS o5 O A®M1E

GCPDNS 7 = U T 2I12i%, RO FIEIZHENF T,
FE

ATFvF1 GCParY— L TVPC Ry hU—2IZBEHLET,
ATw T2  Google Cloud Shell #BH %, kD~ REFTLET,

gcloud dns policies create POLICY NAME --networks=NETWORK --enable-logging

ATYF3 [Z/T7DURKAKRL— (CloudStorage) 17 v a v IZBEL, AL —UNFy hEERLET, A b
L—U Ny ROERFREIZIE, TR CET 74V FOEFICTH I ENMTEET,

GE)
DNS 7 & VPCa /7 DliFCRILZ 77 RA ML —U Ry Mg TE 4,

ATy 74 [mZL—] (LogsRoute) |7 v a  ZBELET,
ATY TS [V EAER (Create Sink) |57 Y v 7 LET,
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ATv 719
ATFvT20
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ATv7T23

Azure : DNS 0% .

YA ERELET,

VY —ERAD [T T RAML—U3 y kb (Cloud Storage bucket) ] AR L £,
FRTERLEZEZ I FA ML=y FE2RIRL 7,

[ 7iZghbnra 7 OER (Choose logs to include in Sink) ]£ 2 3= I, resource.type="dns_query"
LWV N E AT LET,

UTFOFIEILZ, GCPOVPCT7u—a 7 TERINTWALDLEFRUTYT, 77T RARML—IU Ry k
FAF L TOHDEEIE. LTFOFNEIT 1 FIOARFEITTLHHLENH Y F9,

[V 7 %{ERk (CreateSink) 1% 27 VU 27 LET,

IAMB—)L (IAM) 1>[B—)JL (Roles) I EIL 7,
WONERZFFO B A X Lo — /L &2{ERR L £ : storage.bucketslist,
WOMEREFEORIDO N AL ha— )V EER L £

storage.buckets.get storage.objects.get storage.objects.list,

Multicloud Defense Controller FIIC/ER S i=V—E AT h o v MO A X ra—LZ2BINL£9,
2EHON AL Au—VEBINT 25T, WOFKHEEANLET,

(resource.type == "storage.googleapis.com/Bucket" || resource.type ==

"storage.googleapis.com/Object") &&
resource.name.startsWith ('projects/ /buckets/<cloud storage name>")

[/X7/% 7 (Pub/Subs) JIZREEN L £9°,

[ ¥ > 2 1B (Create Topic) |27 U v 27 LET,

My 78 EANIIL, [fERR (create) ]2V v 27 LET,

[7 A2 V7 3> (Subscriptions) |7 Vw7 LET, fELIZ R E Y ZIZHLTHT AT Y T g
UIMERR ST Z E b 7,

VTR VT arERmELET,

[flfE (Delivery) 1 ¥ A 7% [ v = (Push) JIZEFE L £,

[7v 32 (Push) | ZEIRL7=6, =2 KA >k URL T nttps://prodl-

webhook . vtxsecurityservices.com: 8093/webhook/<tenant name>/gcp/cloudstorage & ANJLET, TF
;441 Multicloud Defense (2 X > THID B ToHvET, 77> b E2FERT HITIEL, Multicloud Defense
Controller (ZBEI L, 2—H—4%&7 Y v/ LET,

[E#r (Update) 127V v 27 LET,

Google Could Schell ZBH &, WD a~<wr REFITLTIZ IV KA ML —VOBHEER L ET @ gsutil

notification create -t <TOPIC NAME\> -f Jjson gs://<BUCKET NAME>,

Azure : DNS O %

Azure TIZHIIE, DNS 2 7 2 /A L T\ E+H A, Multicloud Defense Controller |, Z D2 T v
R —E RA7Taf X —Du 2 HhITEEEA,
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AWS : VPC 7 O0—O45 OHF ML

BidDO+*® 7 3 T CloudFormation 7> L — h B AZ v 7 ZERR T 5 & ZI12S3 Ny b
BELESA, VPC 7u—a 7ol LTHEIET S S3 Ny M7 U7 L— MZ X TE
BENEd, 7e—aiE, VPC ZEICHAMCTZHLENH Y £9,

AWS VPC 7 B —nu 7 ZHNIT D121, WO FIRIZHENE T,
FI§

ATYFT1 AWS 2V —)LC, [VPCl &7 v a BB LET,

ATFv T2 VPCEBEIRL, DO VPC O [7u—ur 2 (FlowLogs) | % 7 & &R L £,

ATYFTI T4 HT[TT (Al) J2&RLET,

ATy T4 5l LC[S3/37 v MZiE(E (Send to an Amazon S3 bucket) ] ZER L £,

X T w75 CloudFormation 7> 7L — "2 ¥ v 7 OB M52t —L7=S3 347y N ARNZ AN LET,
ATv 76 nriiEe LT[ AZ LK (Custom Format) | 23R L £,

RAT9T1 27K (LogFormat) | Kr vy 7 XU mb T _XTO7 4 — L RE®L Y7 FLET,

ATv T8 [7u—uZDIEK (Create Flow Log) %7 VU v 7 LE7,

GCP : VPC 7 O—nO 5 OB

GCP VPC 7 v —nu Z 2 H{FNIT HITIE, RO FIRIZHENET,

FIE

ATy F1 GCP=arY/—)L T, [VPC* v hU—2 (VPCNetwork) |28 L £,

ATwFT2 VPC7vu—uZ x0T 5k, [ 7 %> b (Subnet) ] ZER L ET,

ATF9 T3 Tu—aZRn[Ar (On) 112> TNWAHILEMRLET, 717> TV AEAIE, [WE (Edit) ]
FFarvkrsVy s L, 7u—alEF Il LET,

ATy T4 Tu—ualEEHNTLTRTOY TRy N C, 7r—alE 4l LET,

AT9 75 [/7T77RKAKML—¥ (CloudStorage) ] &7 v a U ZBEIL, A ML —U N7y REERLET, A b
L—U Ny ROMERFREIZIE, TR CET 74V hOEFICTH I ENTEET,

GE)
DNS 7 & VPCa /7 DliFCRILZ 7 RA ML —U "y Mg TE 4,
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Azure : NSG 7 O0—0OJ DAL .

[m 27—k (LogsRoute) | 7 v a  IBEILET,

[V 7 %{ERK (CreateSink) 1 %7 VU 27 LET,

I OAHEANTLET,

Y —EAD [V T U RA L=y b (Cloud Storage bucket) ] Z IR L £,
FRTERLEZZ T RAFL—U "y FE2@RIRL £,

[T 7IiZEH b 7 ORI (Choose logs to include in Sink) &2 &3 /12,
id>/logs/compute.googleapis.com$2Fvpe flows) & W9 LFH|E AT LET,

77U RARL—=U Ty bELEFLTVWDSEIE. ZOFIEDKY ORXT v A3 1 BIOLETT DL
b ET,

[V 7 &{ERk (CreateSink) 1% 7 VU 27 LET,

IAMB—)L (IAM) 1>[B—)JL (Roles) I EIL 7,

WROMEBH O A X La—)L % 1 DE% L E T : storage.buckets.listo

WOMRRZFFHO N A X b —)V%& 1 DIER L F T : storage.buckets.get storage.objects.get
storage.objects.list,

Multicloud Defense Controller FHZAERK S 7= —E AT 0> MIW T DO A sa— /L &BIMLET,
2EHDOHALZ L — L EZBNT 2581E, WOFMHEEZATILET,

logName: (projects/<project-

(resource.type == "storage.googleapis.com/Bucket" || resource.type ==
"storage.googleapis.com/Object") && resource.name.startsWith('projects/ /buckets/<cloud
storage name>")

[/X7/4% 7 (Pub/Subs) JIZREEN L £9°,

[ ¥ 7 Z1ERL (Create Topic) |27 U v 27 LET,

ey 2 &E AL, [fERK (create) 1227 V7 LET,

[h7 227 U7 3 (Subscriptions) |27 Vv 7 LET, A7 v 7 18 CEK LI hE Yy 7 DT R
V7o a UMEREIVET,

[t (Bdit) 1227 Vv 7 LTHTRI7 Y v a v amELET,

[fidfE (Delivery) 1 ¥ A 7% [7 v = (Push) JIZEFE L £,

T KR A o b URL IZ https://prodl- webhook.vtxsecurityservices.com:8093/webhook/<tenant

name>/gcp/cloudstorage EAIL i?‘o

Multicloud Defense 1%, 77> "N &2 BEICEI D U CTET, T2 N EMERT 5121X,. Multicloud
Defense Controller (8L, = —HW—£%2 7 U v 7 LET,

[E# (Update) 127V v 7 LET,

Google Could Schell &, KDz~ REFEITLET : gsutil notification create -t <TOPIC NAME>
-f json gs://<BUCKET NAME>,

Azure : NSG 7 O0—O 5 DAL

Azure VPC 7 00— 7 55N HIiE, IROFIEIZHENFE T,
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Azure R—HF VD [V YV —A 7 )L—7 (Resource Groups) | &7 > a ZBEILET,
[{ERL (Create) | ARZ %27V w7 LET,

YIT27 VT oarma@RL, ZOHLWY Y —ATN—TDA4HTEEELET,
[V—Y = (Region) ] ZBRLET, (Bl: (US) KEEH) .

[fER2 L CIERK (Review +create) | R¥ > %7 U v/ LET,

[A ML — T 7 b (Storage accounts) | &7 v a AZBEIL, [fEE (Create) |R¥ %27 Vw7 L
ij‘o

YERLLT= [P 7 A2 U 72 a3 > (Subscription) ] & [V Y —A (Resource) | 7 /V—7%®RNLET,
[U— a3y (Region) | TlXY Y—AIZA—TLREICY —Va VEBRRLET,
ANL—=UT Ty NOARTERE LET,

[TEM (Redundancy) ]2 B —HATER FL— (LRS) 10752 LIETERNI LICEBE LTS
AN

[ L CERK (Review+create) | ARZ v &7 U w7 LET, ZHUTLY, NSG7u—a ZBRMRIEFESND
AR —=UT Uy SBMERSNET,

[h7 A2 U7 3 (Subscription) | &7 v a  iBE L, ROERSNTZY T A7) v arz/]o
JESS

[V Y —ATF 1/ A % — (Resource Providers) ]IZBEIL £,

microsoft.insights 7 1 /3A & —& Microsoft.EventGrid 7 BN F —NBERENTWA Z L 2R L E
T, BERSINTWARWIEGAIL, B8k (Register) | R¥ %7 U v 7 LET,

[Network Watcher] £ 27 + 2 SIZBE) L £7,

B (Add) 1227 Vw27 L, NSG7ua—uaZxFhdr2V—varzBmLEd,

[Network Watcher] > [NSGZR—BA%" (NSG flow logs) JDIEIZER L £,

NSG7r—uaZx#BMITAHANSGT, 7a—uaZa2ERLET, EFRTERLEZA ML —YT D2 B
PRRELET, [RFFH% (Retention days) | % 30 HIZRRE L 7,

ERRLICA P L= T o MIZBEIL, [A X2 b (Bvents) |27 Vw7 LE,
[A1 X 7227 U7 a2 (EventSubscription) 1427V w7 LET,
ZOARY M TR YT a v D&4RTE AT LET,

ERTER L) Y =27 =T 28R L £,

[ AT A ME Y74 (System Topic Name) | & AJJ L E T,

[(AX hDT7 4% % A7 (Filterto Event Types) | TlX, 7 7 4 /L MEIZ[BLOBAMERL (Blob Created) ]
¥ JL OV [BLOBZ3HIER  (Blob Deleted) ] T,

[=Y RARA 2 F¥ A7 (Endpoint Type) ] Ti&, [Web” v~ (Web Hook) ] Zi&EIR L £,
[ RARA > FDEIR (Selectan endpoint) | V27 &7V w7 LET,

YT RTTA RO RiRA VM
https://prodl-webhook.vtxsecurityservices.com:8093/webhook/<tenant name>/azure VC‘TO TF b Zl X
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Multicloud Defense (Z & > TH| Y 4T 5 E 7, Multicloud Defense Controller O —W—%% 7 1 v 7
L, TFUMERDTLZENRTEET,
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