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{

"Version": "2012-10-17",
"Statement": [

{

"Action": [

"acm:DescribeCertificate",
"aacm:ListCertificates",
"apigateway:Get",
"ec2:*",
"elasticloadbalancing:*",
"events:*",
"globalaccelerator:*"
"iam:ListPolicies",
"iam:ListRoles",
"iam:ListRoleTags",
"logs:*",
"routeb3resolver:*",
"servicequotas:GetServiceQuota",
"3:ListAl1lMyBuckets",
"s3:ListBucket",
"wafv2:Get*",
"wafv2:List*,

] 4

"Effect": "Allow",
"Resource": "*"
"Action": [

"iam:GetRole",
"iam:ListRolePolicies",
"iam:GetRolePolicy"

] 4

"Effect": "Allow",

"Resource": [

"arn:aws:iam: :<ciscomcd-account>:role/ciscomcd-controller-role"

]

"Effect": "Allow",
"Action": "s3:GetObject",
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"Resource": "arn:aws:s3:::<S3Bucket>/*"

"Action": [
"iam:GetRole",
"iam:ListRolePolicies",
"iam:GetRolePolicy",

iam:PassRole"

] r

"Effect": "Allow",

"Resource": "arn:aws:iam::<customer- account>:role/ciscomcd firewall role"
}I
{

"Action": "iam:CreateServiceLinkedRole",

"Effect": "Allow",

"Resource": "arn:aws:iam::*:role/aws-service-role/*"

}
YP— 27 L

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::<ciscomcd-account>:root"
]
} 4

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:ExternalId": "ciscomcd-external-id"

Multicloud Defense Gateway (7 7 A 7 W 4—/L) EC2 A LV AX L AZEH D ¥ TonT\bHr—
Ny ZOU—)UE, =Tz A A AR LR, TTVr—a vV OREX—PMEFEESNT
WHY =7 Ly PR =T 7B AT LHHEE, F— D KMSIZRIFS LTV 258 13X AWS
KMS ZfEH L CX—%2 57T 2. BLOPCAP T 7 = WAV HR— T —4 R 04T
TVl b S3NAT Y MIRFTAHEEZ G LET, Zor—10h—E AT Y i
ec2.amazonaws.com CJ, Z—/LIZiEHA SN D IAM AU o —3kD LB Y TT,

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"s3:PutObject",
"s3:ListBucket"

] 4

"Effect": "Allow",
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"Resource": "arn:aws:s3:::*/*"
}I
{
"Action": [
"kms:Decrypt"
]I

"Effect": "Allow",
"Resource": "*"

}I

{
"Action": [

"secretsmanager:GetSecretValue"
]I
"Effect": "Allow",
"Resource": "*"

}
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{
"Version": "2012-10-17",
"Statement": [
{
"Action": "events:PutEvents",
"Effect": "Allow",
"Resource": [

"arn:aws:events:*:<ciscomcd-account>:event-bus/default"
]
}
]
}
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{
"detail-type": [
"AWS API Call via CloudTrail",
"EC2 Instance State-change Notification"
] r
"source": [
"aws.ec2",
"aws.elasticloadbalancing",
"aws.apigateway"
]
}

Target:

Event Bus in another AWS Account (mcd-account) using the MCDInventoryRole
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