atfran]n
CISCO.

Multicloud Defense T @) Cisco Secure Firewall
Threat Defense Virtual

A=+ 7y THAFK

BRIREH  20264E1 A 19 A

Multicloud Defense T® Cisco Secure Firewall Threat Defense Virtual
TN, ADEHETF LB

FZUETHALI—RAT—ATHAHZ LEDIER

IDa—RA—RAE, UTFZEXSHRELTVET,

« 7 Z 7 FIEMUH Firewall Management Center (cdFMC) @ Cisco Secure Firewall Threat Defense
Virtual (FTDv) 35 4 O Multicloud Defense, Amazon Web Services (AWS) | 3 XY Azure
7Ty N7 —bDA—F =T, 7 I7U R LTEELRET D LE2MmFLTVD

jio
cAWS BL WM Azure 7 77 K —E R 7/ f X—,
o VA aNEB L ONEOBEEET — L8 L OEHEA,

Multicloud Defense T @) Cisco Secure Firewall Threat Defense Virtual

DR

AR 7 7 AT U A—NVEITT — NU = A ORI, BHRFE 22X CRDARER S Y
£79. £DH, EF 2T VPC, VPC/VNet, 7Ry b, X2 VT 4 7 0—7 JL—h,
NFZvYy NF—h A, F—b Uz AB—RKNT W7D 7 T RaryiR—x Ntk
LLTHEL, NI 740770 —REEZHRETHLENDY £, Flo, AFr—VJ 7 =—
ASDORIECBEETAMLERH Y T, 070, EBHMPEL 2D, REFOE 22—~
TT—DIYRAINELRVET, T2, AV TTARNT I T Y IIHEOY—E AT 1A F—
WY, ThENOBGELCE BT 2 =—ANRR D720, SR L %9, Multicloud
Defense (%, %D & 9 REHEMEIZ KL 2 DI D £ 9,

Multicloud Defense (%, #EE D7 F7 v ]\“7013 INA K —|Zd>7= 5 T Cisco Secure Firewall Threat
Defense Virtual & 314 Z DR Z 522 A—7 A | 1/‘—173 v C& $£ 9, Multicloud Defense
X, TRXRTCDOIVTIURA VT TANTIF¥DVPC, $y7 Xy b, B— KT ¥ %o
U 4 ZN—T O E BB LT A DICEN T HSF—F A R L— 3 U EIFVD, — T —T L

Multicloud Defense T® Cisco Secure Firewall Threat Defense Virtual X 2 — 7 v T HA K .



Multicloud Defense T Cisco Secure Firewall Threat Defense Virtual 7/31 X DE&E & BRI |
. Multicloud Defense T Firewall Threat Defense Virtual #9516 ND 77— 70—

LT OREEMFBEIL L E T, Multicloud Defense Z {1 35 cE FTDV TR, A% T Rig
fM Firewall Management Center (cdFMC) (ZHENHIZA U R— RLTREKT HZ &N TE, £
IMNBRY —ERMIEILCX £9°, Multicloud Defense 6i\ FTDV /34 2D U T )L & A
LT T4y EIEEEICESWNT, BBIZAS—U 7 O=—XZb RIS LE T,

Multicloud Defense Controller (Z X5 FTDv A—47 A L —3 3 VIZBHTAET A2 &L 2 &
AN

Multicloud Defense T Firewall Threat Defense Virtual X9 571-&
OI—4 7a—

DA A =%, HIKEF\Oz2— R 47— 2T, Multicloud Defense @ 27 5 v R Firewall
Management Center |Z L > TEHIND AWSFIDv DA —F 7 A b —2a U E/RLTWVET,

Service VPC

Applications

-+

Applications

process_workflow

A A—=VITREINTZVPCAB L UNVPCBIE, Ri&ET 2 E N H HE T, Multicloud Defense
X, Y=Y AVPC, TPy Mr—hUx A LZDVPCABLORVPCB ~DT X v F A
M ZF—=hUxzAf B —=FKRF % F—bryzf =N RXTUH 2 FRA M, BEOI
DDONAT 7 — U =A (A7 ar) Z{EKLET, Multicloud Defense = hr—F (%, Z
NoEDY Y —ZAOHEREEZEHL, T_XTOV Y —RADRHEEA—7 AL —Y a3 LE
T, VIR —ERTa A X —DT U N THRETDHILEEHY FHA, TXTORY
7z RayR—xr bR &L, Multicloud Defense Controller (Z X > T — A L AIZEEH I
F4, REINZ NT 7 (7 B Cisco Secure Firewall 7351 » Z—F% v MIfmEEnsd Lo
272 £ L7,

DU —2 7 1a—%, Multicloud Defense T® FTDv DX EIZ DWW T L TWE 9,

. Multicloud Defense T® Cisco Secure Firewall Threat Defense Virtual X2 — 7 v T H A K


https://www.youtube.com/watch?v=Mihnepa6Bf0

| Multicloud Defense T Cisco Secure Firewall Threat Defense Virtual 7/\ 1 X DERE & ER
Firewall Threat Defense Virtual D32 (<BT 5754 51> [

1 2 3
I FTDvin Configure and Access the YIEWftl'afflc
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 Multicloud Defense B D A FF A 122DV TiE,  [Secure Firewall Threat Defense Virtual |
LT TEE0,
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Multicloud Defense] ZZM L T 72E VY,

Multicloud Defense T @) Firewall Threat Defense Virtual D% E & BB
FIig

AT w71 Security Cloud Control (212 7 A > LE T,
ATy T2 EMDO~SA T, [Multicloud Defense] #27 U v 7 LEJ,
ATwvF3 A EMIZH D [Multicloud Defense Controller] %27 V v 7 LT, 2 br—J % & £9,

Multicloud Defense T® Cisco Secure Firewall Threat Defense Virtual X 2 — 7 v THA K .


https://www.cisco.com/c/en/us/td/docs/security/cdo/multicloud-defense/user-guide/cisco-multicloud-defense-user-guide/security-gateways-overview.html#ftdv
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m-managing-your-multicloud-defense-onboarded-secure-firewall-threat-defense-virtual-devices-1.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m-managing-your-multicloud-defense-onboarded-secure-firewall-threat-defense-virtual-devices-1.html

Multicloud Defense T Cisco Secure Firewall Threat Defense Virtual /31 RDFEEEE |

. Multicloud Defense T @ Firewall Threat Defense Virtual D% %€ & BB

ATvT4

ATvTh

ATvT6

Multicloud Defense h—# /L C, [4 2 TSRS 9F ¥ (Infrastructure) > > [F— btz A

(Gateways) 1> > [F— b x4 (Gateways) |> IZBEILET,
[7— b7 =A DB (Add Gateway) [ %727 U v 7 LET,

Gateways: 9
[
Favorites Advanced
~ 3
l Name v] [ CSP Account it v] [CSP Type \/J [Regmu \/J [SLdte \/J
Home

Invent
TR Add Gateway @ Recommen ded Version: 24.06-15 @ Recommended FTDv Version: 7.6.0

nl . . . Policy Rule

Name ~ : tate ~ : Version ~ Security ~ : Mode ~
Investigate D ame * State N ersio Status Y *
. 0 demo-ftdvO1 ® ACTIVE @ 7560 @ Updated East-West & Egress HUB
olicies] m) podi-egress-gw-aws © ACTIVE © 2406-14 @ Updated East-West & Eqress HUB
0 podi-egress-gw-azure ® ACTIVE © 240614 @ Updated East-West & Egress HUB
Infrastructure
0 podi-ingress-gw-aws ® ACTIVE © 2406-14 @ Updated Ingress HUB
@ 0 podi-ingress-gw-azure © ACTIVE © 240614 @ updated Ingress HUB
Reports
O pod39-egress-gw-aws ® ACTIVE © 240614 @ Updated East-West & Egress HUB
System and 0 pod39-ingress-gw-aws e ACTIVE © 240614 © Updated Ingress HUB

WDT 4 —)L RICFERIFEZ A LET,
«[771%7 > b (Accounts) ] : cisco-multicloud-defense-aws01 72 &
[ —FUxAHZAT (Gateway Type) ]: FTDv 7' — h U = A ZRINL £,
« [4HT (Name) ]: ZOHITiE, 481L LT [FTDVO1) & AN LET,
* [#HH (Description) ]: &iPHZ A LET,

[ AZ L AZ AT (Instance Type) ]: KRy T X T YA RNPHA AR A %R
L %3 (16 Virtual CPU AWS_C5 4XLARGE 72 &)

o [ AF U ADE/NE (Minimum Instances) ]: Fuy 77X 07U 2 R BEZER L E
T ).

o (M AF L ADERKRE (Maximum Instances) ] : Ry 77X 7 X MpBEZRIRL £
ERNCRA)

e [~VAF x w7 R—1 (Healthcheck Port) ]: Re v FX T U X MO EZERL E5
(65534 72 &)
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Create Gateway

Gateway Information

Properties

Accounts * ®

I cisco-multicloud-defense-aws01 X v |

Gateway Type *

[ FTDv Gateway ® v ]
Name * ©®

[ FTDVO1 ® ]
Description

Create an ftdv gateway

Instance Type * ®

[ 16 Virtual CPU | AWS_C5_4XLARGE ® v ] <
Minimum Instances * ©

L ]
Maximum Instances * ©

£ ]
HealthCheck Port * ©®

[ 65534 ® ]

ATy F1  [Fus3T 4 (Properties) | &£ 7> arTH— MU= DFMEANLET, [BEX2VT 4
(Security) ] 7 4 —/V Ri&, T 7 #4/V FTKFEHAPB LT (East-West & Egress) | 1ZF%E

SNET,
« [FTD/X— = & (FTD Version) ] : 7.6 LAfEDH AR — F E TN H A=V g VERIRL E
‘j‘o

o [RVY v —/—LbE v & (Policy Ruleset) ]: cdFMC 7 7> F CT TIZIER L7277 & A
Ay bhr— A R = EBRT L0, HLWT 78R ar br— R —EER L E
9, 72 & 23 Default Access Control Policy @ & H IZHE L £7,

o [EHLFE /AT — K (Admin Password) [ Z AN LET, AN L7Z/RAT— RPERAT— R
TR L TND D E R L ET,

*[Z7A B AET /L (License Model) |: A~— k7 A & v 7 F 7213 Multicloud Defense
EBRLET, Av— b T4 BV TEBFOFTDY A4 BV U TET LV TH Y,
Multicloud Defense 7 A £ o 3 v 7 EF IR —2DF A4 L ZAEFILTT,

o [T g —< ARERE (Performance Tier) ]: R v 7 XU U X b EEAZRNL T
(FTDv50 72 &)
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[TAEAZ AT (LicenseType) |: KRy T X T URXRNNLTA BV AL A 75BN
LET Baseed) . MEIWLLUT, H#EOTA B AL A THBRINTE ET,

o [Hk (Region) ]: FTDv & JRBH T 5 2 @R L £3° CREHGE (N.X—Y=7) us-east-1
7E)

Create Gateway

Q—O0

Gateway Information Gateway Details

Properties
Security * ©

East-West & Egress

FTDv Version *

[ 7.6.0 ® v ]
Policy Ruleset * ®

| Default Access Control Policy X v l
FTDv

Admin Password Password Requirements:

© Must be between 12 and 72 characters long
[ eeee ® Show ] ° Use lowercase and uppercase characters, and numbers
° At least one special character (excluding \ and -)

° No more than 2 repeating or sequential characters

License Model ®
Smart Licensing Multicloud Defense

Performance Tier * ©

[FTDVSO o ]
License Types * ®

[ Base X  Search licenses v ]
Location

Region *

[US East (N. Virginia) us-east-1 ® v ] <

ATw T8 WD [FrasF 4 (Properties) | &7 > a T, BMOF— T =AOFMEANLET,
*[VPC/VNet] : Ka vy X JANNOEEERIRLET, M1V ISRANSIVFY
(Infrastructure) 1> > [#— k> A (Gateways) ] > > [VPC/VNet (VPC/VNets) |>
T VPC £721F VNet Z1ERTZ £7°,
o [F—T (KeyPair) |: RRy X T URRNNL, ZOA LV AZLRAITZyTFT5H
F—_TZBIRLET (podl-keypair 72 &)

« [7—bFU =z AIAME —/L (Gateway IAMRole) |: K v XU A R a—/ L% ik
RLET (admin 72 &) .

[BHEX =Y T 47— (Mgmt. Security Group) ]: KRRy 77X T U R RnbEX 2
VF 4 IN—TZ2@RLET,
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o [T—H A EFX 2 YT 4 7 —T1 (Datapath Security Group 1) ]: Kue v 77X & K
MotEXa VT 4 I N—T 2B ET,

[T 2 kF 2 YT 4 7 /V—72 (Datapath Security Group2) ]: KRy 7 X7 U X b
MmotXa T4 IN—TEERLET,

* [EBSH; 51k (EBS Encryption) ]: Ru v 77X 7 U X MnbE b2 &L £3 (AWS

BRIC KL DL E)

o[ AZ L ADFFEA (Instance Details) ], —FERINTNDA A H  ADFEMZ FR

LCHERLET,

Create Gateway

Location
Region *

[ US East (N. Virginia) us-east-1 ® v ]

(]

VPC/VNet * ®

[vpc»Oa801cc74afabddaa | demo-ftdv-svpc ® v ] <

Key Pair * ®

[ pod1-keypair ® v ] s
Gateway IAM Role * ®

[ admin ® v ]

Mgmt. Security Group * ®

$g-083869091f498d075 | demo-ftdv-svpc-mg...

Datapath Security Group 1 * ©®

sg-0b9cc49c6¢690d73b | demo-ftdv-svpc-dat...

Datapath Security Group 2 * ®

sg-076f8741b1c73cd97 | demo-ftdv-svpc-seco...

EBS Encryption * ©

[ AWS managed encryption

]

Instance Details

You can only modify availability zones for gateways deployed in edge mode for GCP, Azure, and OCI

environments

Availability Zone Mgmt. Subnet

Datapath Subnet 1 Datapath Subnet 2

us-east-1a subnet-03cfb...

subnet-073... subnet-0c7b...

[FEAME%E (Advanced Settings) |22 v a > T, M AEFEHLT[/S7 U v Z7IP (PublicIP) ]

AN ETITEN L ET,
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Create Gateway

Public IP

(D pisable Public IP

Create Gateway

©

Gateway Information

Gateway Information
Name
Description
Gateway Type
Min Instances
Max Instances
HealthCheckPort
Policy Ruleset ID
Property
Instance Type
FTDv Version
Gateway Details  Edit
License Model
Region
VPC/VNet ID
Key Pair
IAM Role for Firewall
Mgmt. Security Group
Datapath Security Group 1

Datapath Security Group 2

B mse T Len, [58 7 (Finish) %227V v 27 LET,

© ©

Gateway Details Advanced Settings

FTDvO1

create ftdv gateway

FTDv Gateway

f

3

65534

Default Access Control Policy
Egress

AWS_C5_4XLARGE

76.0

Multicloud Defense

us-east-1

vpc-0a801cc74afabddaa | demo-ftdv-svpc

pod1-keypair
arn:aws:iam::698990355236:role/admin
$g-083869091f498d075
s$g-0b9cc49c6c690d73b

$g-076f8741b1c73cd97

Multicloud Defense T Cisco Secure Firewall Threat Defense Virtual 77314 X D

Review
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= = A DIEFIZER S, F8E L7 VPC O AWS 75 7 > T FTDv OJERNG S
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4 5 FIZL 2 Firewall Management Center T Firewall Threat
Defense Virtual 7/ 1 A~ADT7 I £ R

FTDv T /3 AT 7T 4 71272 % &, Multicloud Defense IZ. 77 > MIEEMIT BN TWD
¢dFMC IZ%F LT FIDV 785 ADF v R—F 4 o 7 &G L £ 7,

FIE

AT w71 [Security Cloud Control] A ==—25, [ (Administration) ]>[##A (Integrations) ]>[Firewall
Management Center] I[ZBEI L, [7 T 7 FIIHFMCOH %L (Enable Cloud-Delivered FMC) ]
Vv LET,

RTw T2 [T/31 A (Device) ][E#E (Management) ] IZR8E)L £,

ATVT3 TARARATN—=TDTFIZ, & R—RFINTZFIDv 731 A& KR TEET, FIDv 7 /31 A
Rz, WA v 2 —T =4 A, A H—T = A A, VNIf VF—T =24 A, £F2VT 4
V=2 BRIV —T 4 VTR ERRE SILTWET,

Monitor

il Analysis > ViewBy: [ oroup [ searcnt
Manag Al (1) @Error (1) Warning (0) Offline (0) @ Normal (0) Deployment Pending (1) @ Upgrade (0) @®snort 3 (1)
9 Ppolicies > Collapse All
l = Devices >
) Name Model Version  Chassis Licenses Access Control Policy

9" Objects > ht

) demo-ftdv01 (1)
% Integration >

P ciscomcd-demo-ftdv01-c: ifebb Fi l © Default Access
© ciscom vOl-cyyul Snort 3 irewall Threat 760 N/A Essentials o
= N/A - Routed Defense for AWS Control Policy

[F/34 A (Device) "=V b, Xy hIV—I A F—T xR kX2 VT4 =0 T
7R aryia— R — TTy b7 LREREDREPITOILTND Z & & HEd
TEET, TRTOFMERRTEETD, MEIXTEEEA,
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ciscomcd-demo-ftdv01-cyyufebb

Cisco Secure Firewall Threat Defense for AWS

Device Interfaces InlineSets  Routing DHCP  VTEP

General &8 License System
Name: ciscomed-demo- Performance Tier FTDVS0 - 10 Gbps Model Cisco Secure Firewall Threat Defense for AWS
ftavo1-cyyufebb
Essentials Yes Serial 9A2M3LISP31
Transfer Packets Yes
Export-Controlled Features Yes Time: 2025-08-04 11:22:21
Troubleshoot: o5 cul
Malware Defense: No Time Zone: UTC (UTC+0:00)
Mode Routed PS: No Version: 760
Compliance Mode: None Carrier: No I‘s'l”jé"fzve
‘ UTC (UTC+0:00)
Performance Profile Default URL: No Time based
Rules:
TLS Crypto Acceleration: Disabled Secure Client Premier: No
Secure Client Advantage No
Secure Client VPN Only No
OnBoarding Method Registration Key
Associated Device Template: None
Inspection Engine Health Management
Inspection Engine Snort 3 Status: ° Remote Host Address: NO-IP
Revert to Snort 2 Policy: Initial_Health_Policy 2024-04-11 22:26:21 Secondary Address:
Excluded: None Status: °
Out-of-band Manager Access Interface: Management Interface
configuration Check Latest Status

status

Multicloud Defense T FTDv 5 /3 AIZR Y o —% T H v F 95 L cdFMC NHHIL— 07N
Vo —DEXALREOR) O —EMT VT 4 T 4 ZF(TTEDH LR FT,

* Multicloud Defense IZ. ¢cdFMC ~® FTDv DERCA LV R—F 4 7w FE L, EFMEe
NZT7 4o TIZHESNWCT, f X —T 2 ADHRT., ERWZRT 78 A 2 ba—/L R
Vo—DT X T A AF L ADAT— )b A Ve Rr— VT 7 N7 E ORI 58 E x>

« 77 7 RIEALT Firewall Management Center (X, U O —%E, RNU I —EH, BILORY
VT AT/ Rar ha— i b— e LET,

* Security Cloud Control [, B2 & A X OB 2 — %L E 7,

Security Cloud Control T @) Firewall Threat Defense Virtual D ~ 5 7 1 v
A=A

Security Cloud Control T, [ X k& m 7 (Events & Logs) |>[1 X ha¥x> 7 (Event
Logging) JIZBENLET, FIDVT XA ADRNT 7 4 v/ uJ 2R R TEET,

Multicloud Defense T® Cisco Secure Firewall Threat Defense Virtual

DIEE > IG

FAET L WRENED & 5 — kiR Z2 [FEES 572012, ROREBETDLERDHY 7,
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ARV V—HERTHENN, TDORY —%FEHT LT XTDOFIDV A VAKX AIZER
FRELTIIEZN,

e A VAR ABFETT A AT N—TITBMLTZ0 TN R T N—T5HIBRLIZ0 L
IRNTLTE SN,

cHTITPB#ED 7T v h 7 4+ — LB TEITME L 2N T EE W,

*BYOL A L ADEE, A— "R/ —U 7o F U AHFHE L, 74—~ AEEES
JOTGA B ZEREA IR L T, Av—F T4 B A TH U 2R LET,

e 7T RY—E R Fa/ (K — T H 7 kT Multicloud Defense |2 & » CEEBEH IND
REZME LN TL7ZE 0,

¢« VT RY—ER TR, E—=NEDFIDV AV AH ATEIELARNTL ZEW,
Multicloud Defense 1X. ZIHDA VAKX LV ABEENIEAEL TNDA LV AX AL R
L. iLWA VRAF L RICEEHRZ F7,

YR — MZ DUV T, Cisco Technical Assistance Center (TAC) IZBWEHOHELTZE U,

Multicloud Defense T Firewall Threat Defense Virtual DE/01) ¥ —
A

PAFoEMY v —2 %M LT, Multicloud Defense ¢ Firewall Threat Defense Virtual O £
R LTS EEN,

* Cisco Secure Firewall Threat Defense Virtual
* Create an FTDv Gateway

* Manage Multicloud Defense-Onboarded Secure Firewall Threat Defense Virtual Devices

* FTDv Orchestration by Multicloud Defense Controller (ZB89°2 &5 4
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https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/multicloud-defense/user-guide/cisco-multicloud-defense-user-guide/security-gateways-overview.html#ftdv
https://www.cisco.com/c/en/us/td/docs/security/cdo/multicloud-defense/user-guide/cisco-multicloud-defense-user-guide/security-gateways-overview.html#ftdv-integration-procedure
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m-managing-your-multicloud-defense-onboarded-secure-firewall-threat-defense-virtual-devices-1.html
https://www.youtube.com/watch?v=Mihnepa6Bf0
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