1Tl

T eI —DEE

« Security Cloud Control 77> FDEH (1 ~—)

» Security Cloud Control THO—HF —DEH (41 =X—)

o 22— —FHD Active Directory 7 /L —7" (42 ~X—7)

« Security Cloud Control D #l = —H—D{ERL, on page 49

» Security Cloud Control Firewall Management ¢ —— 12— )L % ¥f#9 5, on page 55
« Security Cloud Control ~® =—4—7 7 7 > k @3B/, on page 60

o 22— —m— LD —%—L a— KOfRE, on page 61

e 22— —nm— LD —H—L a— FOHIEE, on page 62

Security Cloud Control 77> FDEHE

Security Cloud Control Ci&, 77/ v ~, o—%— BILOEHREDFFEDERE WAL~ A
ATCEET, WAZ~A XZRETHENTELOROBRELHERL T IZI W,

=D ==
A—Y—FBTEDIETE
— %72 Security Cloud Control BXEIZRHT DD My 7 2B L T 7ZE 0,
—RRERTE

Security Cloud Control Ul TR/RTHFFEE T —~ZBBRLE T, ZORRT, ZOLEELITH
AP ZOHEELET,
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. Security Cloud Control Web f > 2 —J = f ARTDER

General Preferences General Preferences

Notification

Preferences ppe Language

| English - |

Theme

[System Default | Light | Dark ]

] API Token < Refresh % Revoke

Security Cloud Control Web f >4 —2J 2 4 ARTNDEE
Web A V4 —7 = A ADRRFEEZETTEET,

FIE

ATYTl 2= —ZDOFICHDHRay T HZ 70 A MhE, [RE (Preferences) | IR L £,
RATY T2 [fFHTE (General Preferences) | =V 7 C, [7—~ (Theme) ] ZIR L £,

o 3
«H—=7

A—H—@HERTETDEE

Security Cloud Control Firewall Management (X, 77 MZVU > 7 & TWDHT 3A A THRIED
AR EPRREAET LTI E AR LET, ZHICE, T R Ko TEITENTT 7
vay, TAA ZAGEAZBOHIBEINNIT SN TWS Z & EHIRMTIN-Z &, F2EELAR—F
By A7 OB, BT, KRB EENET, 7740 FTIE. ZALDBRITANIC/R>T
BY, m—lBRRL, T MCEEMT SR TV S TR TO2—F— *%%éﬂi#
BADBHMEBEEE DAL~ ALT, ELOHBET 77— 2 ?%i\%ﬂ‘ﬁ"é kﬁ)f%i?‘o al
NHEOREFZEADLDTHY, 7F v MR I TV Ao —HF—|JITEE L 8 A,

)

GE)  BUFICYARSHTOL@HMIIINA D ERIL, VT AFA LATHEMICE S S, EFE
VEEE LERE A,

[2—H—4£ID (UsernamelD) ]>[E%%E (Preferences) |>[@%015%5E (Notification Preferences) |
R—=U TEARELZFRLET, 2—HF—HID X, Security Cloud Control D3 _XTDX—D
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F EMRICFEICE R ENET, ZDOX—U0 D, KO [Security Cloud Control Tl 5135 55 (Notify
Me in CDO When) 17 7 — h & ETEX £ T,

TNART—=97A—F75—F
* [J2BA (Deployments) ]1: 2D 7 7 3 3 X, SSH £72I1X10S T /31 ADIEA L A K A
EEHEE A,
[Ny 27T w7 (Backups) ]: Z DT 7 = X FDM-managed 7 /31 AIZDO A S E
R
«[7 w77 L—FK (Upgrades) ]: ZO7 7 v a iE, ASA 3 LU FDM-managed 7 /3 A
OB S ET,

* [7 7 U R~®Firewall Threat Defense 1T (Migrate to Cloud) |1: 2D 7 7 =3 U3,
Firewall Threat Defense 0% 5 B2 3 FH Al HE T,

T /NA A~ F— ¥ % Firewall Management Center 7> %> Security Cloud Control [ZZ 8§ % &
HWHINET,

TINARARY T Z—F

(AT T A 2D (Wentoffline) ]: 77 MIEEMT LN TWDETXTOFT A R
WA SNET,

s [FrTA KD (Backonline) |: 77 MIBET T SN TNDETRTOTF /A A
WHESNET,

« AR (Conflict detected) ]: 77 ¥ MIBEEMIT SN TWBTRTOT /A A (T
SNET,

s [HAIKBEDZE B (HA state changed) ]: HA 72137 = — VA —R_R—=_XTHNDOT /A X Bl
EDREE, BIOEERIOKREZ R LET, ZO7 7 va ik, 757 v MIBEEM T B
7T RTOHABLI O T 2 — A — =3I S £,

o [V A Mt 3 O (Site-to-Site session disconnected) |: 77> F TRRE 4L T
59 _RTOHA ME VPN OFE A S ET,

AR MRELR—F7S5—F

s [UAR— MAERBHAE (Report generation started) | : LAR— MERZ A7 BBMG S 7z & =12
WEIASZTIY £, Zaud, BIRERER LA — R & AT Y2 — LE R L AR — b Oy
W S ET,

s [LAR— NAERKTET (Report generation completed) ]: L7Av— RERRZ A7 BET Lz & X2
WEZZITIRY £7, Ziud, IRV A — ATV a— VFEHAER LV EA— bOM
Wi S AvET,

o [LAR— MERUKRIL (Report generation failed) ]: LAN— MER S 27 3K T- & &2
AT £79, Zhud, BB LR — M ATV a— LiFERRE L AR — O I
BWHENET, "NTA—ZEIFT7 ) 2R LT, BT LTI ZE N,
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. Security Cloud Control ;& %1 D &’

FIVr—oavAo94 75—+
[TV — a3 UBMERFEE (Applicationavailable) ]: E=X —%ROT TV r— a3 >
DEHATREIC 22 5 L@ S E T,

[TV —a UEMEHART (Applicationunavailable) ]: E=% —XROT7 Y r— 3
UOIMERITTE R S LS E T,

BHDAT LT b

T 74 R THE, TRTOBME A TINHEN I o TOVET, @A A T OZEEEILETHI
T, FO@BIME 7 VT LTHL [RE (Save) 127V v 7 LET,

BF A —ILDEH
BIRL72T7 77— MZETAIEFA—NEZET DI, [EFA—/V@HM] NTARK U EH
N LE,

T74N T, [EROEFIY T 4757 FHIEEEERE Z#EA (UseSecurity Cloud Control
notification settingsabove) | BB RINTWET, ZOF T a VEEIRTLH L, B AL
BT [EX=2V T 02777 FiilfEo@E%E (Notify Me in Security Cloud Control When) ]
72 ayTERLELOEFRCEMBIOA N R Ee—FLET,

—H DT T — NDOHrEE L A —/)LTHEINT 5551, [Use Security Cloud Control notification
settings above] ZIBIUHEFR L, BT A —/LTx 1nﬁ‘§) TI— R NEATEBEIRL TS, [RTF
(Save) 1227 Vv LET,

Security Cloud Control :BE1 D KRR

(2]
T A 3 ‘ 7V LT, THY NCRAELERFOT 77—, 37+
MZA U R— RERDOT NA AL KT TT 77— MeRnrLET, [BAKE (Notification
Settings) ] ~¥— ¥ Ci#IR L 727 EIZ X > T, Security Cloud Control Firewall Management (2373

SNDEIDZ A THRED 7,

IO Ry FZ A= [EE (Overview) 1. [T3T (AlD ], BI O [FEER
(Dismissed) ] D 3 DD X 72T N—FLI I TWET,

[#ZE (Overview) 14 7

[Overview] # 71Zid, B8 L TWAET T7—hEAXRV DI L, BHOH O EELIAMOEN
HODOMAGOENRRINET, BRIAM S EWA X MIRO LB TT,

o JRBAICKRIAL £ L7

Ny 7T T L E LT

T T T L—RITKRILE LT

« FTD 725 ¢dFMC ~DOBATICRI L £ L7z
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s TNNAANET T T4 N E LI
« TNA AD HARENET S E LT
o T3 AGEHEOH NIRRT SNTWETS
ZETHT T — Ne@RET DI, %1 (Notifications) 17V « » KU D [E#IFE (Notification

Settings) 1 &7 U v 2732570, [UserID] > [ —# —f%E (User Preferences) ] ~X— T &8RN L
9, Xy varR—ROLLEBICZHD [2——ID (UserID) | HRZ %27V v 7 LET,

[T_T (A 1527

BHRNANED T o 7 FICRR R, EFA—NAY TR U T a @EHRCEENA. O S &
DLEHEZELT X TOBANRERRINET,

[FExRT (Dismissed) 1% 7
R LB AER R LET, Hx 0@EMEIEFRRCT DI, BHOX] 27 Y v 7 LET,

Ry 7 H Y A= a—0bil% [EFRICT 5 (Dismiss) | Z8RT 2D & Z o (4
P (Overview) | # 7 & [TXT (All) ¥ 7 OMATIHERIZRY £5, IEFRRIC LIZ@HT
30 Hi# [FEF/r (Dismiss) | # 71250 . £ D% Security Cloud Control 7> HHIER S £,

BEIDIRFER

WHI Ry 77Xy 0 RUDORTFHIE, ERROWTIhOZ 7T, Rey ¥y 0o L
WCHDMBNAR—ZHEHL T, =TV —RERLIITI— 27U TEET,

=S

(@

BRI GHARRN DR DB IR R T A A b 2 —F — BT LR OBRELZ BT 512
I%. Administration > General Settings Z ] L £,

B

Note /Bt SR 1T kT L CHNT /> TWRWERED N VLR Z VF3FRENET A, .

TNARADERZBHREST 54T T a v EFMNLFET

ZOBREEFNCT D L&, Security Cloud Control Firewall Management (f—H—/37 /34 2T
EHATTEE 2 HEIZZ T ANE T, ZORELENOELITT L0, HTEMZT L5
HlE. BEEZAGR T DHNCET A, AOBE X MR T D2LERH Y £,

TNA ZADEEO AEEAREZ AT D123, ROFIEEZFATLET,
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. Multicloud Defense L DA T2 v FHBEDAERIL

Procedure

AT v 71 Administration > General Settings %z &R L £,
AT 72 [Enablethe option to auto-accept device changes] k7 /LR % & A4 2 LE7,

Multicloud Defense E DA T2 0 FEHEEDEMILE

Security Cloud Control Firewall Management 7> & Multicloud Defense % v bV —2 47 V=7 N %
AT HITE, ZOREZAMMILET,

Multicloud Defense & DA 7 =7 MEFEZFHNIT BT, WOFEEZFEITLET,
Fg

AT w71 Administration > General Settings DJIEIZEIR L £,
AT w 72 [Enableobject sharing with Multicloud Defensg] s 7 /LR & &4 2 LE T,

T 74 b OBEEREREREORE

Z ORI TT. Security Cloud Control 234> 7R—F 4 > 7 ENT2T A ADQERZR—V 7
HREENRED T, BRI, ZOTF U P TEHIN TV TRTOT A AZEASNE
T, IO TV a VO THERTE LT,

B

Note - DT, 1| DEZIFEROT A AR L7z, [BF 2V T 4531 A (Security
Devices) |X— VMM HFIHTE 5 [BEAMM (Conflict Detection) 147 'L a v &4 L TA—/3—
T4 RTEET,

T 74V FOBAHREMREEZHRET 2121E, ROFIRZFATLET,

Procedure

AT w71 Administration > General Settings % %R L £,
AT 72 [Default Conflict Detection Interval] ® K2 v 7 XU XA =a—%27 VU v 7 L, FEOEZ R L
i‘ﬂ‘o
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BEENERUa—LTEar T avEEn=TS [

BEIRHAERT O 1—ILT 54X T avEEMTS

HENERZA S Y2 — N304 7 a v 2GITHE, HAEDIWHRRHOFRORERHZ A 7
Va—VTEET, TOFTvarEacToE B0 BERAE RS2 — 1 LTED .,
EMN 2 BEREEZRELZY TXET, BBREEA Vo — T 5121%, THEEEO R
T a—] BBRLTIIEIN,

7 734 A D Security Cloud Control T/THONT-EHIL, S0 [ZREPTOEEN S 565, 731
ZCHBWICEE SN EE A, 735 A [HEE M (Conflict Detected) ] FE 7213 PRI (Not
Synced) |72 &, [[AIH# (Synced) JIRFETWGE, A7 Y a— /L ENTEHIIETINER
ho [P a7 (Jobs) 1 —VI2iF. ATV a— LENTRBENKB LAV AZ LV AN—EF
REINET,

[Enable the Option to Schedule Automatic Deployments] =4 71295 &, A7y a—L I
TRTORMABHIRSET,

| o

Important

Security Cloud Control Z il L T, A7 Y 2 — /L SNTERE T /S A% L CEEIERT 2
B, TLWERICE > CBEFORN LEXSNET, APIZHEHL TTF A ZADA TV a—
N ENTREEZEEIERT 25615, FILWERA AT Y 2 — 73 5R1C, BEFO R ZHIBR

Procedure

ATy T
ATvT2

Web 72T D&

TRIRENRDY £,

AV a— ) ENTABRRAZ AT 2I2E. ROFIRZFETLET,

Administration > General Settings Z 4R L £9°,
[Enable the option to schedule automatic deployments] k7 VAR &A1 LT, AL E
—é—O

Web Z3HTIZ &V =YDk v MUES < EAORMEAE#S 2 2k sh £, 1§
Wi, TR LTeN—Y R=UTEHELLERW, 77 00—V =g
TNAZADRA MGIRENGENE T, ZOFT =%, Cisco BHEREDOME RIS Z — 2 % fif
R, MAZUEET OBRICRL L ET, T RTOMARRT —ZI3EA T, B v T4 77—
ZITEEShEEA,

Web S3HTET 7 4 /L F THNZ /2> TWET, Web o & ML, £ 35 BREEAMET
HITIE, ROFMEZFEITLET
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FrobrEa—d—ngE |
B coscoq~o rr—ssm0mmE

Procedure

AT v 71 Administration > General Settings %z &R L £,
AT w72 [WebAnalytics] N 7 VR Z &k F AT L THIZ LET,

TalosE DA R FT—2 HEBEDODERE

CiscoDBIHEA T IV V2 Z#ETH D Talos &, T/, AMBDEEDH DA RN b F—H
AHEEFELET, ARV NTF—ZE2HFTBH LT, Talos DFBA T U Y= AMEEN A L
L. Xy NT—=2ZZ—F v "eiRol-tX a2 )T 4 A %A M2 L T, FH-22FEIC kT
T oRELE R TEET,

Talos DFEHIZ-DUWN T, Cisco Talos DHFLFLR—TJ 2SR TS 7Z &0,

[Enable event data sharing with Talos] k7 /LR % > % 4 12 L CT%, Cloud-Delivered Firewall
Management Center @ [Talos Threat Hunting Telemetry] #8EIZ B EBIMICT 77 4 72720 £/
Mo T DORERE Tl 724 $ % 75 5 121E. Cloud-Delivered Firewall Management Center C TalosZ
BT TTLAMYBEDCLET, FBMICOVWTIE, RARY >—0RE] 25K
LTL7ZE0,

Talos E DA Xy bTF—=2DOEFIT, T 75V NTHMIR>TWET, 7 M7 MBI
X, WOFNEEZEITLET,

FIE

AT w71 Administration > General Settings Z3#4R L £ 77,
AT w72 [Enableevent datasharingwith Talog] k7 /LR ¥ > &4 712 LT, RELXEMMEL ET,
(6=3))
AR NTF =2 %LFTHZ LT, Talos Iy NV —ZIZHET X2V T 44 P A b
ZRIETEET, ZOREELEIHCT D L. Talos DHERE A B KR -4 2 HERE AN HITR S,
LT 2EBICHT 25y U —2 O EEZ 52 HA[REMRH D £7,

T7ATOA—ILEEBASA VAV ADFMDERTR

[Z7ATUA—VEBA L AX o ADH (Firewall Management Instance Details) ] /%, Cisco
Technical Assistance Center (TAC) [ZHFE T HMLENHDH & X ITHELHET, a—T (M
VT 5HE ThoDT7T Ty hOEME a2 —TE E7,

(T AT A —NEEA AL AL, (Firewall Management Instance Name) |: 7 7 A 7
U —VEBA VAR U ADFRKIRAL,
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[T AT U A —NEBA A K AID (Firewall Management Instance ID) ] : Cisco Security
Cloud Control D> 7 7 A 7 7 4 —VEBHA LV A X L ATY AT LMER SN —E OB T

* [Secure Services Exchange ID] : Secure Services Exchange BREEND 7 7 A 7 7 4 — )VEELA
VAR AD—EOWH A, v AaE, 7T U RP—ERAMTO—ERAKHE LNy T
¥ FOMBIC Z OEEER L £,

* [Security Cloud Control Organization ID] : 7 7 A 7 7 4 — /VEBRA A X o A ZBHEAfTT 5
17z Security Cloud Control X% D — & D #BI 1,

T M, TFURBEMILET, T2 FAITHEBA TRV LICEE L TLEE
VY, ZOIEEIL, Cisco Technical Assistance Center (TAC) (OEET HMENDH D & X (12D
S

Security Cloud Control Firewall Management 75 v k 7+ —ALF ES—42 DOEH

Platform Navigator (X, Security Cloud Control ®47 FREIZEREND9>DT v 7 (E) T,
TV r—varOruaAir7 o F ¥ TT, CiscoDINEDFRy hU—F 2 7B L0tEFxa
TAT TV = a AR n AREBTE £,

2y NI=F T TT) =3y

« CiscoCatalyst : Cisco Catalyst #fhix, SEIERRXY NI =V A, v F, VAL AT
Fa—=F ULV VAT ZEARA U b BLOZ Y VT Ty b7 — b N—F a5
Fry MHAMER @ S BEERL Yy U —F U VBREA VB LT =T FTA X7 TADYE
VRA=Z—REYR—FLET,

« Cisco Intersight : Cisco Intersight |37 7 U RIEH 77 v b7+ —ALTHY | SLilERRA
TITANT I F DY THRE, U—7 o — RO&E b, 3 X U'Kubernetes — £ A
REDOA TV a U THEMRSIVET, CiscoIntersight f > 7 7 A~ T 7 F ¥ +—E AT,
WEB LI OMEAEA 77X NI 7 F v DR, E=4 V7 B, YR— MR EENE
9", Cisco Unified Computing System (Cisco UCS) . Cisco HyperFlex /~A /X— 2 L /N— K
AT TARNTZFx (HCD) . BIOZE DM Intersight |24zt S izt — KoX—7 ¢ o
2=y NetR— b LET,

+ 10T Operations Dashboard : Cisco IoT Operations Dashboard (%, 7 7V KX—Z® IoT ¥ —
EAFTy b7 —LTHO, = a b AF—LNEERAX Y FT—7 T4 2B
KO S AV R R PEZE G PRI 2 R e L, i iR L. A A b &2Bond
EOICLET, RSN TVDTNTOEEREN 1 HPTICE LD TRREND D, ¥
BT — LITERA OB & FEMR IR OFIR A VA FEFlEHT I N TEE
7

« CiscoMeraki : Cisco Meraki IZ. CiscoMeraki 7 /34 ZADOHFRETH T T » N7 3 — b2
T5H, ITBXOCIT 7 7Y MEBATZ > 7 4+ — L TT,
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. Security Cloud Control Firewall Management 75 v k 7+ —ALF ESX—42 DR

Cisco Spaces : Cisco Spaces |£7 7V R_R—2Dur— g —ERX 7Ty N7 4—54
ThHY ., MHERITYEAN—=ZANIZEB T 2 NCHOBENZET 214 A &GO ET,

ZHOLTA YA bEL &I, AR THEEREOREN, a2 TF A MUK UTZ 7 —T A
v hERETEET, kL. AOBEZERET L7200 TR BEOSFT, BE), 1
WEET=2 V) 7952 LT, EBNREMESEDL I ENTEET,

Cisco ThousandEyes : Cisco ThousandEyes (X, Web 7 7V 7r—v 3> —E X BIW
Fy FU—I DA E R T p—~ 2 Z2DF=F ) v T HEEYR— b TBH7 T TR

P—EAAAL =TT, FEOZ—F—IZHL, HHPLFY PV —27 EDHLWDLT
Vor—varPoy By —xzy TSNS 7o, RZEIIRTEE O 3 AR 2 i R E
L. BHITARR L, NT =~ AEFRAIEERTE ET,

Cisco Workflows : Cisco Workflows |3, K#I# 72 Cisco Networking Cloud 'Y 3 > O—# T
HDH7 7T RKANIAEET 7 r— 3 T4, ZhuE, Cisco DBEHEIC, 70 A
RAA v BEMEEERE 2 2t T A MER A2 42t L E 7, DA X LB X OB B BEMbLT > 7
L— R &, Cisco PRRUEE I A a N MBICHET 23 F S ERTH T AT a vk
FEALT, Cisco7 7V r—varbh—R_X=F 47V r—a DMt —Nn
FELRLTWKIENRZ A7 268 kLT, 77U FEREA TV IADZ—7 v MZ
BELET,

tXa T4 7TV r—2ay

DuoSecurity : CiscoDuo i%, T _XCHO2—H— TS A BIOT TV r—ra a2
BIZ, WET — 2 ~DT 7 2 A% Ri#T D “EERIL AW AT, 22—V —FhLo¥a h7
ArEX2 VT4 7Ty T —ATYT, BWISHRY — 7t 4 (SSO)
BT RARA » b O EOBRERRILT 5, U E— b7 7 B RO & FEk
FEMEDHERF DO 72D OEFE) 72V ) 2 —v 3 »TF,

Cisco SecureAccess : Cisco Secure Access IX, H—D 7 T REMHa L VY —L, &7 T4
7 b, oS AR Y —1ERk, BLOERN SN LR — MESUKEEIC L > TIT ©
EHZBRLLET, 120V ) a—a NG SNTR#ER T2 U T HERE (ZTNA,
SWG, CASB, FWaaS, DNStF*= U7 ¢, RBI 7 &) 2LV, v s 7 X NI %
AL, EDMrntexa V7R —%H@ATHZET, BX=2UT 40U A7 EZBE L
F9, HiBE Y —F42 Talos iAo T VY= AL - THEDRWVER 7 1 v %
IMEtES L, U AT B L, BRI A ATREIC L E T,

Cisco Secure Endpoint : Cisco Secure Endpoint (IH Cisco AMP for Endpoints) 1%, {2E %5
1IEL, BEaduRIchRt, BCiAD, BET2 LTSN T 0 MEEROT R
RA b EX2VT 4 YV a—var Ty, mERBIMEREZHATZY 77 FN—2D
Ax ¥ T TT7ANEAEIZTF 2y 7 TEET, ZNOOKREIZEY, X207 477
YA NMIFHOT O hT A7y —2%@H LR cCEES, 2OV Y a— 3T
. BEODHDLZ ENDMoT2T77ANDL b AT T 40 THRE LIRS E T,

Cisco Security Provisioningand Administration : Cisco Security Provisioning and Administration
IZ. Cisco Security Cloud £{& T Cisco Secure AV AX VR 2—WF—T A F T 4
T4, BEO2—Y =T 7 2AEHEZPREHRT 720D Web 7 7Y r—3 9 T,
Security Cloud Control @& BEE 1, #1 L\ Security Cloud = > % — 77 4 ADERL, =
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T bOBRETE .

B =TT ANOZ—HP—DFH, NA A OFER, ik SSOID 7' v A X —DHE
RMEDH A BFITTEET,

* Cisco XDR : Cisco XDR (%, EF¥ =2 VT @M EZMiHFILL, X2 VT 4 F—LANEER
B AR BRI T L, SHETED LD ICKE SN T T RR—=ZAD YV Y a—
varTCt, VAaltY—RK—FT 4 DOFFTOEF 2V T4V a—valrEHR-EhT-
7Ty N7 F—AICHAET D LT, CiscoXDRITEBAEHO 7= DR 2T 7 a—F
iR L F9, Talos DRI 2EEH A T VP2 X EDOFHAIZ LY. Cisco XDR 11
MoaT7xF 2 NCEEICET A 00 A MefHL TS v Ty b= &b, &
MHZES L, R, e, BXOT7x oYy 7Rk %2 LET,

B KN 5% T

Security Cloud Control > —/L/3\—"TC_ @A ¥ > Q)] Vv LET,

Ty MCBEEMT O TV S TR TO—F =1L, ZhbD7 7 — MR EHEIIZE I
£, £, ThHDOT7 7= bO—HELTTNTEZHNOES A —/WTIETH T LA T
TETS

B

k=11

Note -NEOREEZLEETHICIE, LHEEEOL—Y — o — L BAXLETT, FEMICOVTIL,

[Z—HF—m—)L] 2L TIEEN,

BFA—IWHYTRIF4N

Security Cloud Control 7> b6 7 77— MaZET 2B A — NV EBIMNMELITEE L ET,
FEHIZOWTIE, B A=Y T AT T A4 NOHFME, onpage 11 S LT X0,

Y—EX#HE

Ave—Vr T T TEEVDII IV EREMCIL, 77V F v aR— R CHEEE Security
Cloud Control i@ %55 L £ 9, FEMIZ DWW TIX,  [Security Cloud Control i# %1 ¥ — B A
HOAME) EBRLTIIZ3 N,

Security Cloud Control 2> 5 DFEF A —/ViBFNZIX, 727 v arv DX A S L EBEEZITHT /A
APITRENET,

THA ADBUEDIREEL 7 7 3  OWEDFEMIZ- DU TIX, Security Cloud Control (27 7'
YL, BEEZITLTANAADOELE T AL EBEIO L ET,
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B ==1—w9o20u7vavmem

i
ﬂﬁ >

A =T —%BNT5551F, ELWET A *‘llﬂi’ﬂj] L TL 7Z &V, Security Cloud Control 13,
Ty MCEEMT DN TOLIBMO 2=V —IZH L TEFA AT FLRA2F =y 7 LEY
/\Jo

BFA—IY TR )T 3 DEM

1R BRI

BWAA—NYTT A7) T ar A NeR AT HITITEHRE (Admin) ], EFA—LHT X
7T a BN, BIbR, R ET I Ry U — 27 & EE (SuperAdmin) | TH
DULBENHY FT,

FIRr

AT 91 MDA T Administration > Notification Settings %27 U v 7 L £,
AT9 T2 X=VOEEMIHDL+T A% )y LET,
ATYT3 TXARARNT 4=V RIZERRETFA LT RLAEZASLET,

ATV T FT AT TANIEMTHAR FETT—MUKUT, @Ol F =y IRy At Fiz
XA 7 LET,

ATy TS5 [fRTFE (Save) |27 Vw27 LET, [Cancel] 7 Vw7 FTHZ LT, WOTHLT T FOHL
WEF A=Y T 27 ) Ty a rOERETFIETEET,

BF ALY TR T a3 DkEE

1R BRI

BWFA—NYT TR YT a )R NER AT HICII[EEE (Admin) ], BEFA—LHT X
7 U7y a B, HIFR, EREmET LI [y Y —2E B (SuperAdmin) ] ThH
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Ty hOBF2—Y—La— KNIy LET, Security Cloud Control 23 —%9 % L 22—
R&EROF LA, #4752 —F—1ZxDTF v h~Du A o E2FATESNET,

BEROBEIMBOL TN A A ID TR AL E—=RRVRY | ID 7' m3f ¥ —(%
Cisco Security Cloud Sign On 9, Cisco Security Cloud Sign On (%, £ % #FRFEIZ Duo 2 L
F9, BEEIE, MBS T THS O IdP % Security Cloud Control & #i5 T £7,
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A4 NT7—49 70—

2T, IdP 74 7 > R A3, Security Cloud Control = — % —(Z 1 7' A >3 2% 72T Security
Cloud Control t—H#—L a— R & ED L TRV Y T2 IO TSI L £ 7,

Procedure

ATy 2—P—%, FIED 72T Cisco Security Cloud Sign On  (https://sign-on.security.cisco.com) 72 &
D SAML 2.0 ¥LDOT A T2 T 4T 4 T A Z— (IdP) \Zu '+ > L, Security Cloud
Control ~D7 7 ¥ AZBER L E 7,

ATYT2 1dPIE, 2—F—PNAKANTHDL I LERT SAML 7 ¥ —a U &FITL, R—F 2T, 21—
P—NT I EATEHET SV r—va U RRRINET, DX A /LD 1 D) Security Cloud
Control T,

AT w73 Security Cloud Control X SAML 77— a U ZRGEL, =2—H—& &ML T, TO2—%—
T 5T hofnba—F—Lra—REROF L9 L LET,

« L —4—73 Security Cloud Control £ 1 DT F v Ma—H—L a— Rz T\ 5
4. Security Cloud Control |[% D —H—|ZF7F > h~DT 7 A ZFFA L, 2 —HF—n1—
MK TEITTEDLT 7o a VBNRED 7,

o Z—H— 75‘5@%&@?')“/ MZa—H—L a— RzE->TW5HH4A. Security Cloud Control
RSNz —Y—I2, BIRTEX AT F U MOV A MEERLET, 22— =0T+
F%l%?)i‘ﬁ"ék\ T‘f/ DT 7 EANRTFAINET, TOREDT F > FTHx2—
P—m— Lo T, FTTELT 7 a UBsikED £,

WIS —HF—L T hoa—F—La— K&D~ v B 75 Security Cloud Control
272 W54, Security Cloud Control [ X7 7 o & 7/ _— U %K R LT, —H—|Z Security
Cloud Control DM A MR L7z . HEEHRZ Y 7 =X M L2 § OS2 Rt L E
_a‘o

Security Cloud Control T —H#—L a— RZ/ERR L TH IdPIZT AU v MIERR ST, 1dP T
7 A7 EAER LT Security Cloud Control (22— — L 22— RIZ/ER SN EH A,

Rk, IdPOT 1w R Z&HIFRL TH., Security Cloud Control 2> b 2 —H#— L 22— R&HIER L
T2 ElZiF 0 ERA, 2L, AP T U2 RA372uN & | Security Cloud Control (2% L T —
P —%F8RET D HiEITH Y £ A, Security Cloud Control == —H— L 22— ROHIBRIL, 1dP T 4
UV RNEHIBRLIZZ EEERTSZLOTIEH Y A, 7272 L, Security Cloud Control = — 4 —
L a— 700, §8FE S 7= —H — 23 Security Cloud Control 77> MMZT7 7 & A9 5 )5
HEEH Y £ A,
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B -o7—=x507v0

Trybia—y—ogE |

248

e

SOT7—FTUOTFYOEE

Cisco Security Cloud Sign On Z {3 % S &4k

BEFED Security Cloud Control @ Cisco Security Cloud Sign On ID 7' 12 /3 A X —ZHH L T\ 5%
Yh. A—/3—#3 | Security Cloud Control C—H#— 1L a2 — RE{ERTX, =—¥F—|%
Security Cloud Control [ZH ELEFKCTEX £F, 2 2O —HF—Z N —FH L, =2 —HF—BNIELIRE
AESN TV DS, = —3 —{Z Security Cloud Control (217 7' A > CT& 9,

= —H—7 Security Cloud Control |27 7 E A TERNLE DT HMERH HGEIT, A—/3—
BB )3 Security Cloud Control +— ' — D —H— L a— RZHIFRT 57217 TEA £ 7, Cisco
Security Cloud Sign On 7 % 7 > MIGIEMEAFEL, A—/"—FHE R —F—2E Lz
Y&, Cisco Security Cloud Sign On TEH L T\ 2 b D & Al U —H—4 TH L\ Security
Cloud Control +—H#—L a— RZ{EKTHZ LN TEET,

BEFED Security Cloud Control DFEICEB L, T2/ =WV T AZ A % — (TAC)
PO T MENE UESE . BEENTAC = V=T Oa—WF—L a— REERT 52 &
T, TACTZ Y V=TT T ML, BEARICHEREEEEZRETE LR T,

MBDTZ7ATYUTA4T«4 TANAE—% 1L DEE

WMADTAT T AT 4 TN, F—%FOBERIE, TAT T 474 TunA L —=Th
7 I & Security Cloud Control 77> h O GZHIHHI L ET, Z DX 5 RIBERRIL, Security
CloudControl C7 A 7T 4 T 4 T uNA X —=DT By v bEa—PF—La— FafElils LT
HHTEET,

. —H—73 Security Cloud Control IZ7 7 E A TERWE I IZT D2MENH DA 1T. BEMKIT
IdP 7 %17 > k. Security Cloud Control = —#— L 22— K FIXZ O FEHIBRTE E 7,

Cisco TAC 7> 6 D XD MEIRGA L, BEKRITHARY A — V2T AT T 47«
TS A X— T I3 k& Security Cloud Control = —H%#— L 2 — ROl 5%, TAC = Y=

THIZER TE £, TAC= V=7 1%. BEHED Security Cloud Control 77> NI T 7 & A
LTHEL, HMEEELZBERICHET D2 LN TEET,

DRAXF—Y RKY—ER JOnNg H—

ESPERENS

VAawHxr—Y R —E R FrAf F— (MSP) 1L, Security Cloud Control @ Cisco Security
Cloud Sign OnIdP Zf#i f} L T 5454, Cisco Security Cloud Sign On (2 H £ 8§k CT& £9°, MSP
D & FkIZ Security Cloud Control IZZNEND 2 —H — L a— REAERTE 5728, MSP L
FRROTF U P EBEHTEET, bHbAA. BEMKIIMSP O L a— FOHIFRE ERITHIE T
TET HIBRZBRRLIZHGE)

« BREE
o [—HF—E P (User Management) ]

» Security Cloud Control =-—"—n1 —/L

B 71 te1i—v—ogE
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MSSP R—#% )L

Security Cloud Control @ MSSP 7R— % )Lix, E DT+ FETT /A A RMZE=H —
BLOFHET OOV =Y R EFa )T 4 F—EX Fr/sqf 4~ (MSSP) [AIf D~V
FTFU DI TTRR=ADERT T 74— ALTT,

TDOR—FNTIE, BERAT—AR, EHIKE, VIO 71\—Day, BIOeEn:
Sy NU—T DEFEWERED Y TNAZA LEFRPE—DA VX —T = RTHE S, HxeD
TFUMNRBIZT VAT HI LML, AV ARENEE I E T,

I L& BHIIC

* Cisco TAC THR—bF 7 v bEBE, TF 0 bEEFT B0 MSSP iN— % L ZERK
LE9, FEfzonWTIE, TAC THAR—=FF &7y 2K EZSHR LT ZE,

HEEDOT T UVRIEOREEZERET B 7202, Web 7T UMM G F v v 2 & Cookie &
JVTTHILEEBEIOLET,

MSSP R—Z )L VR—% > +

R—ZNVDOERDONNA, NCFRRENAT T a v EFERTAE, R—Z2LHAOEX=2)F 45
NARET T MTETAFFEMERRLIZY, R—FILREFTHRELZY TEET,
» Dashboard

* [General overview] Tlix, 731 A, 7T U R —E R, BIORT7 7 AT Ur—/L~
P O L FOBEREAT — X AN —H CHERTE £7, o, MERD
HAREVED & 5T A A IR ET 2 DICENLH £ 77,

+ [Health overview] Tix, 77 MMIZA >R — K &7z Secure Firewall ASA 7 /34 A D
BERNRT 4 —v VAT —=HICET 54 VA FBREES I ET,

PRIV, TMSSP AR—Z )L COIEFEMEOES v v 2R — RDOER] 25
LTLEEN,
ctXal)Ta4 TNAR

R NVIZBMENTETF Yy MoA Y R — RENETRTOTFANL R, 757 RY—F
A TFUTL—b BT AT U4 —NA~wR3—U X T AE SRR L F T, 264
WZOWTIE, BX 2 U T 4 73, ZDFEM (26 X—) 2L T EIN,

- TFUh
e IR— AN LS TEBENDTRTOTF > MIET AR L4, 7T b

LTRBELIZD, T FofE#RE D ~XKYVE (CSV) 7 7 ATy AR — b
L7y T&x£9,

o IR—HINZH LT F > R EAERT B0, BEFEOT T M EBMTEX201E, =2y b
D—Y EBEWHERZF O —T—DALTHDHZ LITHEE LTI EEV,

A YA FELKR—F
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managing-ssh-with-cisco-defense-orchestrator_chapter12.pdf#nameddest=unique_120
https://docs.manage.security.cisco.com/#!t-view-device-health-metrics-for-asa-in-multi-tenant-portal.html
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B cx205F 120

AX—bk S4€2 0T Ty aiR— FiX, Secure Firewall ASA 3 & O Cloud-Delivered
Firewall Management Center 4 Bt 5 Secure Firewall Threat Defense7 /N4 A D F A & 1 Afifi
MR E 2 T I T U ARAT —=Z R & alfitE L LTERLET,

= Insights & Reports x dard
Iyl Dashboard Reports & Analytics J \ ~ 1 Displaying 1 of 1 results
) _ Smart Licensing Dashboard e
un  Secuiity Devices wal Accounts In Compliance Virtual Accounts Out of Compliance Managed Tenants
2. Tenants 1
! Insights & Reports fim Rows per page | 30 v~ | 1-10f1 @

& Operations >

¢  Settings

« B1¥F (Operations)

[7 w77 L— K (Upgrades) |HEREZMEH T2 & 1 DFE 72 ITEEOEH XIS T,
Cloud-Delivered Firewall Management Center (cdFMC) (2L » TEHELINDEE D ASA B X
TN Secure Firewall Threat Defense 7 /3A A% 7 v 77 L — RTXE T,

< BRE
+ [General Settings] Tld., R—AILEREICEHTHERNERINE T,

* [User Management] Ti&, 3 XT® [Users], [Active Directory Groups], ¥ & O [Audit
Logs] DU A & F /R TEET, iBlcO NI, T=2—F—0&FH) 228 L <
ZEVN,

)

CE) v hNU— 7 EHEERLF > —F —DE. API= L RRA » M2 L TkROEEELE
1ITCcEET,

+ Security Cloud Control 77> k DYERK

« BE77 @ Security Cloud Control 7F > kD~ /L FFF 2 FiR—Z )L ~DiBI

X)) T4 T/N4 RADFHM

FEflod A T [Security Devices| 2 V v 7§25 & IRD X 7 % 5 Te [Security Devices] ~—
UNRFERENET,
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https://docs.defenseorchestrator.com/#!c-active-directory-groups-in-user-management.html
https://devnetapps.cisco.com/docs/cisco-security-cloud-control/create-security-cloud-control-tenant/
https://devnetapps.cisco.com/docs/cisco-defense-orchestrator/add-tenant-to-msp-portal/
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R1EXFLUTATNARR—=DE TDEA

wxay74 711200 ||

2 T4

Bl

FINA R

R—=Z BN ENT=T F v MeA v R—F
BBROTRTOT AL ARFRINET,

CFALAEI Y v ITHE T AD
B, T LORM, BLOTIY 3
UNFRENET,

[Actions] @ F ?d[Manage Deviceon Tenant]
27V w7422 & T, Security Cloud
Control TZ DT NA AEEHTXET,
EDOTF DT AT NaeRoTEY,
FFURNER—ZANRELY — g VN
ZHDHEEIT, 2OV I RERINE
T, T2 MIT 7B AT BHERMR RN
%A%, [Manage Deviceon Tenant] U >
JIIRRSINERF A HERIZOWTIE,
FfkDOR > MU — 7 EHEIZBRVWED
HLIEEIN,

[Filters) 227 U » 27 LT,
[Device/Services]. [Configuration Status],
[Connectivity State], [SoftwareVersion],
[Tenant], 7213 [Conflict Detection] T7
INA A% T 4 VHBR L ET,

259 K4 —E R (Cloud Services)

R—=HNVNDTF o MZA L R— R T
HITRTCOY T RYP—EREFERLET,

IV TURY—EREZ VT HLE, T
NAZADFM, TH2 bOFEH., BLU
T I UNFIRSNET,

« [Filters] 27 U » 7 LT, [Services].
[Configuration Status]. [Connectivity
State]. [Tenant]. [Conflict Detection] T
TR RAE 7 4 VAR LET,
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Fryrea—v—oER |
B wssp—suic7+> FxEm

2T% SRER
FoITL—Fk R—=HNVNDTF o MTAR— T

H5TRTOF L — 2R RLUET,

T UTL— bRV DL TN,
ADFHM, THU FOE#R. BEUOTY
DaAVRFERENET,

« [Filters] 27 U v 7 LT, [Template
Type]. [Configuration Status], [Software
Version], F7-i% [Tenant] T7 /34 A%
777 R —ERNE L ET,

T7ATVH—INIHR—T ¥ R—=ENVHNDOTF v MIA A= FRFIhTwn
LINTDT 7 AT U —A~vF =V X &R
ALET,

c T AT Ik — N~ —V¥E T v
LT, T/ ADEM. TF > FOE.
BIOTF7I9LavaEaRRLET,

o [Filters] #27 Y » 27 LT, [Device
Managers]. [Connectivity State], [Tenant]
F 7213 [SoftwareVersion] T2 7 7 K¥—
EAET VA E L E T,

A D K VE (esv) 77 A NI AR—F LT, OB LOar 7547
AVR—=MIELTHIENTEET, 7—F 27 AR— T 572N, Security Cloud
Control TIZHT L .osv 7 7 A ADBMERRENE T, ZO7 7 A MIE, 1ERF A L AK
T ER=ZNVOPUH—EOBHN T 7 7 A NVAITEENTHNET,

ey B—%2MH LT, T—TMIERRT DTN, AT NT 4 ZRINE1T7 )T TX
£, T—7NDL EMICHLWET A 2 (®) %227V v 7 L, [Table Settings] % it
LET,

T—TNENAF~ARXTDHE, REVA A LTz E &, BIRLZNED Security Cloud
Control THREFS LTV E T, [Security Devices] X— T & FKpr LET,

MSSP R—A JLIZTF > ~Z3EM

Ty b= EBEHREFFOL—V—1T, OV —T 3 2z o> TMSSPAR—H Wiz T
FUNEBINTEET, & 2E, I—a o\ bkEIZT T FEBMTAZ 8, F0i
FITHZ EHTEET,

B 77 te1i—v—0EE
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Important 5=~ |\ = API HLJf] O —H—Z{ERE L. Security Cloud Control ~DF8FEMIC API h—2 v %
BT HZ L EBEIDLET,

B

Note R—Z LZEHDOTF > FEBNMT5581E. T T FHAPL h—27 V&2 L, TF %
N7 7 A MTEED FHTET, 2k, HEEOTF 2 N ER— X VIZEIBNTE £97,
b= U EERTH7DICEE T PRV EZ Z0EITH Y 5 A,

Procedure

ATy 1 ERDO~NAL T[T F b (Tenants) (%27 U w27 LET,

AT T2 X=V0HEMCHD TAaE7 Yy LET,
AT T3 HLWT T bEBIMTHI1I2E, [k~ (Next) 27V v LET,

Note
a BEFOT7TF v heA AR — T 5IZ1%, [Would you like to import existing tenant?] &= v 7/
Ry 7 A% F AT LET,

b. Security Cloud Control 2> HEEF DT F 2 &80T 2121L, HEED APl h—2 & o~
TG>T T £

c. [AvA—1 (Import) %7V vr LET,

AT 74 [Tenant Details] . [Display Name] & [Tenant Name] 2 A 7] L £9°,

H: SOFBESRLTT Ty MERR LTG0, 30 HRIOAMESERE N 54 7R ERISE
7,

ATFYTE Next] 227V v7 LET,
ATv 76 [FrbEYa=r7 (Provisioning) ] T.

* [Enable cdFMC] k7 V& HZhZ LT, 77 b ® Cloud-delivered Firewall Management Center
E7aeva=r7LET,

* [Enable Multicloud Defense] 27 /v & HZNZ LT, 77> k® Multicloud Defense % 71 £
Va=mr T LET,

*[Next] 27 Vv 7 LET,
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@ Tenant Details provisioning

Provision additional resources
o Provisioning

Cloud-delivered Firewall Management Center

@D enable caFmc

Mulitcloud Defense €@
Enable Multicloud Defense

o (=) C

AT F1 [DefineUsers] T, T A—/AT KL AZ AN L THEEIZEBRL, 2—WF—% 1 ATOFETE
M%7 CSVT o7 L—hasdurn—RL, BERFEME AN LTI 7ANET v 70—
KLET,

BN&iza—%—I%, [Userlist] £ 7 v a icEranEd,
ATY T8 [TF > FOERK (Create Tenant) | %27 U v 27 LET,
T ROVERDZET LE LT, e va=r I3 h35680860 £,

MSSP R—%2 LoD TF > FDHEIBR

Procedure

ATy TN ERDSA T[T F > b (Tenants) 1 %27 U w27 LET,
AT T2 AROXIGTHHIRT A 2% 27U w7 LT, 757 bEHIBRLET,
ATy 73 [HIEE (Remove) 127V v 7 LE 1,

ZolkE, BEMTONTET NS AL R—ZANLHIBESNET,

AR—b 542007 8y iah— FOBE

MSSP R—=Z VDAI— bk 4R Hy L aiR— R TiE Secure Firewall ASA, 35X
Cloud-Delivered Firewall Management Center & B %[5 Secure Firewall Threat Defense 7 /XA A D 7
A AFERRE T TAT UV ARAT—X A AN I E T,

ARX— LS4V ByadRlk—FDA) vy b+

cSALURDEEMLEAEIEE . TA L ADORETDOA~Y— T hH YL R EFET T
FNEAMERTEX DD, TA VLAY —ADWMER FL—HF U T 4 RS ET,

L SA U RFEHEDEN  MWE L TWATA LU AEE, A B AZ A TDH
AE, ARG, BLOWIEH & & bICHERTEET,
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22—t s5q4tevvry gyvat—rozr I

cAVTSATURENIRRDE=ZR YT  BETA B AD AL T T AT o AUERLIRIE
MR TE B0, Y7 b= THABKOFRBENTORRZHEREL, 207747 0 A
KOMEEBRETHZ ENTEET,

\}

G¥)

e A= IABLVAFAY— T I FEFEHLTEEINET, A= T HT

MIIIEEDONRR—F Y VT h 7 b EERkTEEd, A~— T HU v bOFTAEEZ. =
NWHOIRBT T FNEITIA B A EBEITE£9,

c ZDX v aR— NIZiE, BEOT T MIOBBEEMTONTWATRTORA~Y— KT

AT b ERT T b BRI A B AOFMIAFRRINET,

ARXR—hr S48V FydaR— RFORTE

MSSP R—H /LD AR—hk SAEUR By aR— R IZiE, T4 2 AT 531G H
FREINFET, Fyvarh—Rid, #LAT—% 2 (FEH, FEER, F7203ARH) . FHEA
BEHITA B 28, BLXOBEERTOT A2 2N, T2 NNOFEDRTA o 2L
EHIERENET, T, AV AR—T 4 T ENTT A RCEEMTONTZT A AD
247 (B, RIAM VR, 2T kKN . BIOKHIM T A 2 200 A S HIRA
LERREINET,

Procedure

AT w71 [Insights& Reports] > [Reports & Analytics] > [Smart Licensing Dashboard] z 341 L %9,

WD,

N=VICER SN D IEWMOFEMZ R~ LET,

F%

Description

ALY

A—hTHTL DO RAAL A,

ok

AVTSATURIZERLIEEN—=FYILTH | ZOA~—FTHIL N AL O FIZH D,

WEPLL CTWABR—F v LT o v hD#,

EWLTWVEWWN—F Y ILTHIY k TDAR—KT AT RALVDTFICH D,

HEPLL TV WAR—F v LT h o7 b DK,

EENERTFTV R DA — T H Ty MCEEMAT O TY

BHZOTF L NOEBSRT T DL,

ATw 72 [Domain WD FIZHDHAY— T HI L N RAL KBV w7358, ZOMSSP T
FDOTT, ZONR—=F YT H 7y MIEEMST SN TV TR TOFGRT T FONER

éhij—o

Note

Koo 7Z o) 2 MOE, FAFRERTRXTO RAAL TR, TF 2 FPROT /A A
Vo EINTWHARASY—KTHT L N RAAL L DOHEREGENLET,
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WDFIT, R—=VICERINDEHEROFEME R L E T,

F%

Description

N=FXILTHIU 4

RET 17> D4,

AVISATURRT—ER

N—F v LT H 7 FOUERA T —Z A

FHUk

ZOERRT BT MZBEEM T BN TWD Z
DT F v NOEFRRSRT o N DL,

Note

N—=F LT v MIBEEMTONTWAEEOT v MR TE £7,

[Smart account domain] K v 77X U R ko, fiDA~— K T D2 b RAA U EFR
TDRAA A ERIRLET, BT — VR L T X"=F vy ATy b, 207
TAT VARAT—H A, 3T VA THBERE T L TEET,

RTYT3 N=F VT AU Mkl Yy LTEER T LET,
RDFIZ, R=VICFREINDEROFEME R LET,

5% Description

At URE Aw— KT A ADLT,

Type T v MZA VAR — RENTT A A
fFFonTnWbs I 420X A7 BRR{
ELRSAEUR, FRIT KA,

BA JEALI-A~— KT AL 2D,

fEAF(In use) BEFEHAFTORA~— N T4 2D,

_DTFHFYERA BIRLEZTF o P CHEHINTWA A<w— |
FA L ADE,

et FUEGE TR R A~ — [ T 1 £ 2 ADH,

B BB X 5 4 = 2AOBE A & AR,

AVTSATURRAT—E R LA T — 2 R . ZEPL, FEER, FLIFF
A,

FFok DR — R T AL ACBEEMT STV
HZDOTF L NOBEHENRT T b DL,

TDOR—=VORBT ANV REMHEHLT, JA4B VAL, AT —H A, FEEATTT 4V

ZHPETE £,

ATV T8 CSV I 7 AT —T Ny AKR— T HIZIL, [Export] 27 UV v 7 LET,
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MSSP R—R)LTOIILNFTFURTNRARDT v TITL—FIZDT

MSSP iR —% L% LT, ASA F J 8 Secure Firewall Threat Defense 7 /31 A%, 7 7 U Nig
T 7 4T 74— VEBE o Z— (cdFMC) IZL > TEHINIERDOT > MIblzoT
—§E7 v 77 L— R T& %9, [Upgrades] ~— % [Operations] % v > =78 — R T L C,
##5D ASA 5 L Uf Secure Firewall Threat Defense 7734 A % Cloud-Delivered Firewall Management
Center (cdFMC) (X > THEHEILD MSSP R— X L CRIRL, 77/ L— REFETTEE
j—O
RIVFTFTFUORTNARADT Y T L—FDFIA

s KB —FE7 » 77 L— REFITT H1DDOMEH v ¥ 2R — FOR M,

T T T L= RTER=T g VERETHDICRLDT v T L— KRy =YD Ak

DR,

MSSP  R—BRIILTHDVILFTFURTNARDIILT v FT5 L— KFDOEE

INT w7 T L— RERMBTIEEIE. Xuyr—UaERL, BRLET NS AT v T a—
KL, ¥R F = v 72 FE LT, Ty Vb — R a2 2R PICE T 5 0END
D E9,

FRT v 7T = PR T 5123, ROFIEZETLET,
FIE

ATy 1 [ (Operations) 1>[7 v 74 L—F (Upgrades) | DJEIZEIR L £,

ART9 T2 [T 77 L—ROB4h (BeginanUpgrade) 1227 U277 L, Revy 7 XU R Kb [FTD
DT v 77 L— K (FTD Upgrade) ] £721% [Cisco ASADT 77 L— K (ASA Upgrade) ] %
BIRL 7,
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ATvT3

ATvT4

Upgrades
[ Q Search upgrade runs ] [ Status v ] = Filters Displaying 30 of 38 results
Upgrade name Upgrade type Status User FTD Upgrade

ASA Upgrade

3/25/2026, 8:10:36 ¢
PM I

3/25/2026, 7:23:03

-
PM I

3/25/2026, 7:19:06  {
PM I

3/25/2026, 7:16:44
PM I

3/25/2026, 5:54:59
PM [

3/25/2026, 4:14:56
PM i

Rows per page 1-30o0f 38 2 >

(Va7 /7 v 77 L— RDO4HT (Job/Updatename) [IZ7 v 77 L— ROL&HIZ AT L, 7o
TL—=R3T57 0 2B R T, [IR~ (Next) ][22V v 27 LET,

[Device Upgrades] ~=—® LE8IZ&H 5 [Model] £7z1& [Tenant] K v 77X 7 U A R &EEHL
T TA AT 4 VAW LET, ASAT A ADRE, Y7 MU =T N"—=Y a0 TT ()b
FUETHZ L TEET,

(GF)
BEDN—RT 2T ET VBT LEREKRS0EBDTNA AEET T MR LTT v 77 L—
RCT&xFET,

FREINDLZAT IRy 7 AT [Fullupgrade] "% > %27 U7 L, [Netq) 27V v 7 LE
j—o

AVTFT VAT 4 RUIMCH DT NRA ATINLNT v 77 L— R&EFE{TT 52, [Ignore
maintenance window and proceed with upgrade] 22 U v 7 LT 5, [Next] 227 VU v 7 LE
Fo AVTFTUAT LV RUNTT v 7 7L — REETTH LRI ThEEA, Ba
DEFETDHIAT LTS,

ASA T v 77 L— ROYE, [BFOBEMNT v 77 L— R& EEFEZT 5 (Overwrite existing
staged upgrades) | F = v 7R v 7 AZEIRL T, BRLT1=T A ZAOBAFOEEEN T » 77
L—F (fFET256) # LEELET,
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Perform staged upgrade or full upgrade?

(O staged upgrade

This allows you to select packages, upload them to the selected devices, and perform
readiness checks to verify that the upgrade can be successfully performed. When you are
ready to perform a full upgrade, return to the Device Upgrade page to start the process.

@® Full upgrade
This enables you to perform the complete upgrade process on the selected devices - from

selecting and uploading packages, performing readiness checks, and completing the
upgrade

A One or more selected devices are outside their maintenance window. Full
upgrade will fail unless you choose to ignore the maintenance window.

Ignore maintenance window and proceed with upgrade

@ Some of the selected devices might already have a staged upgrade. You can choose
to overwrite the existing staged upgrade.

Overwrite existing staged upgrades

ATYTE CiscoASA T v 77 L—FROBEAZ, Y7 b7 R "—Va v a@RLET, BT 4 —L K
EHERALC, Y7 hooT7 "=V a VTN, AERBTEET, [ASDMAA— 3 > DR
(Select ASDM version) |22 U v 27 LET,

FID7 v 77 L — ROE, B U727 /31 AT [ 7] HE 7 Threat Defense/~ > 77— (Threat
Defense packages available) | DU XA MnbH 7 v 77 L— KNy —UZ@RL T, [Ty 77
L— ROZFELT (Performupgrade) [ %7 VU v/ LET, TXTOTNA ANRTXTO/Ny r—
TUERBMENR D DD TR EIZER LT EEN,

ATYT6 ASAT v 77 L—ROEE, BIRLIZT A AZA VA b—/LF % ASDM /N— 3 v 841
T2, [ASDM/NN—V = 7 v 77 L— R%& A% > (Skip ASDM version upgrade) ] F = v
IRy 7 AR THEDASDM ANN— 3 VERFFL, Y7 MU= T "=V arORhuET v
77— FRLET, ZOFEI FIDOT v 77 L— NIIRETHDH Z LICHERE LTS
AN

AT F1 [Back toUpgrades) #7 U > 7 LT, [Upgrades] ~<— 2R Y £7,

Ty T L—RKRETT5HE, [Upgrades] ~=— 3 ® [Status] 5] T2, [Upgradecompleted] &
WAy E—UNRERRINET, Ty 77— RFRERT 5L, RROBHREZRT A v E—Y
MFERINET,

MSSP R—Z L CRT—O VT ENE=RILVFTFTFURTNARDT v TTL—RZRBT 5

BB 727 o 77 L — FEBRT 25813, Ny r—VEBRL TER LT A AT v 7
m— L, ®HERLT =y 7 2FTLET, ZhoDF =273, BTT v 77 L— FEIER
ICEITTED 2 L 2R LET,
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B vsspk—s1TcrFT—S s ERETLF T R FALROT v TT L— REBBT

Evbh RTF—=VU T T L—REFHLT, AT T AL RUDRHNZT v 77 L— KoY
FEITHZENTEET, ZHICKY, EBEOT STV —RU 4V RUTINANT v 77 L—
F&E L0 RHIZET X FE9,

BB 2T » 77 b— R 2Bt 21213, ROFIRZEITLET,

FIE

ATw 1 [ (Operations) |>[7 v FF L—FK (Upgrades) | ®IRIZIER L E 7,
ART9 T2 [T 77— RO (BeginanUpgrade) 1227 U v 27 L, Revy 7 XU R R)b [FTD
DT v 77 L— R (FTD Upgrade) ] 7213 [Cisco ASADT 77 L — K (ASA Upgrade) | %

BIRLET,
Upgrades
[ Q Search upgrade runs ] [ Status v = Filters Displaying 30 of 38 results + Begin an upgrade ~
Upgrade name Upgrade type Status User FTD Upgrade

ASA Upgrade

PM I

3/25/2026, 8:10:36  {
PM I

3/25/2026, 7:23:03
PM I

3/25/2026, 7:19:06
PM I
3/25/2026, 7:16:44  {
PM I

3/25/2026, 5:54:59
PM I

3/25/2026, 4:14:56  {
PM I

Rowsperpage 1-300f 38 2 >
RT9T3 ToT T L—ROARIEANNI L, Ty 7 7L —RT57 34 A%RINL T, [Next] 2 U > 7
L/ji‘é—o

[DeviceUpgrades] ~—>® FfIZ & %5 [Mode] £721% [Tenant] K v 77X 7 U X M &fEH L
T, THA RET A NV H B L £,

G¥)
BEDN— R 2T ET VIR TIRKNS0 BEOTFNRA AEEZET T ML TT v 77 L —
FCTEET,

ATV T8 FRENDEAT 7Ry 7 AT [Staged upgrade] "% %27 U7 L, [Next] 27 U w7 L
£7, CiscoASAT v 7' 7 L— ROGE, [BHFOBRENT v 77 L— R%& EEEZT 2 (Overwrite
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ATy TH

ATvT6

ATvIT1

ATvT8

ATvT9

MSSP K— 2 LTRT— UV ST AF T+ hFRA 207y T L— kBT 2

existing staged upgrades) ] T = v 7R v 7 A& BN L T, BN L72T A ZDOBEAFOBMEN T
T L—F (#HET258) 2 EEELET,

Perform staged upgrade or full upgrade?

@ Staged upgrade

This allows you to select packages, upload them to the selected devices, and perform
readiness checks to verify that the upgrade can be successfully performed. When you are
ready to perform a full upgrade, return to the Device Upgrade page to start the process.

O Full upgrade

This enables you to perform the complete upgrade process on the selected devices - from
selecting and uploading packages, performing readiness checks, and completing the
upgrade.

@ Some of the selected devices might already have a staged upgrade. You can choose
to overwrite the existing staged upgrade.

Overwrite existing staged upgrades

Cance'

CiscoASA 7 v 77 L—ROGEIE, Y7 hy=T A=V a VA8 RLET, BT +— /LR
EHEALT, Y7 Uo7 "= gV TT N, AZRBTEET, [ASDMAA— 3 DR
(Select ASDM version) %27 U w7 LE7,

FID7 v 77 L— ROEE ., B IR L7734 A T [f#i H FTAE 72 Threat Defense/ X 77— (Threat
Defense packages available) | DU A MWL T v 77 L— KRRy r—UEBBIRLTC, [T v 77
L— ROFEAT (Performupgrade) [ %7 Vv 7 LET, TXTOTNA ANTXTO/NNy 77—
CERMBMEN D LD TIERNZ LIZER L TLESN,

ASA T v 77 L— ROBE, BIRL-T N, R, A b —/LF % ASDM /3—3 g o % 341
T 50, [ASDMNN—T 3 T v 77 L— K& A% 7 (Skip ASDM version upgrade) ] F = v
IRy 7 A%BRUCHBIEDASDM A=V a VERFF L, Y7 R 2T A=V a OB ET v
T —RLET, ZOFIEZL FIDOT v 727 L— RIEARETHL Z LIZEELTLEE
AN

[Ny —Y®7 »7r— R (Upload packages) | %7 Vv 27 LET, TXTDOT /A ANRT A

TONy r—2 EBHPERH 20 TIERNZ LIZERE LTSN,
Ty Zu— RERDHETICE, Exit) 27 Y v 7 LET,

Rolr—VINT7 v 77— R&hb L, [Upgrades] ~— 2D [Status] D Fiz [7y FHL—FK
Nyr—Uh 7y Ta—FRah, A=Y 59ENELRZ] L0 A vbE—UnRERanE
bd‘O

(71 (Exit) 1227V >y 27 LET,

Ty T T V=R F—=VRAT =V &, A A M= T L8RS THE T,
[Upgradestaged] A7 — 4 A%, [Upgrades] ~<— @ [Status] 7| CHERTE £9°, N T
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. MSSP /R—Z LD [EFX 2 ) T 4 T/34 X (Security Devices) ] R—HASD—IET7 v F5 L— KDEIT

o, [Upgrades] ~~— ® [Upgradename] 5| C7 v 77 L— R K4%227 Vv 27 LT, JAT v
JL— R&EHITLET,

MSSP R—Z )LD [tF 1) T 14 FT/34 X (Security Devices) | R—UHoD—ET7 v T L— FDEIT

[Security Devices] X— VN T NA REBEET v 77— RT 5, ZOFIEEFEHL E
bdAO

FIE

AT 71 [Security Devices) % iR L 9,
ATV T2 ToTTL—RTDHT A 22U, HHIZH 5 [Actions] T [Upgradedevicel #7 U >~ 7 L
£,

BN L 727 /31 A7) [Device Upgrades] X— iU # A L7 b &£,

ARTFY T3 777V —ROL4RIEATLT, [R~ (Next) 1227V w7 LET,

ATy T4 [BPE72T v 77 L— R (Staged upgrade) 1 £7-1X [7 V7 » 77 L — K (Full upgrade) ] %
AT Ry 7 ATERIRLT, R~ (Next) 227V v 7 LET,

[ZVT > 77 L— R (Fullupgrade) | Zi®IR L7854 1L, MSSP AR—X )L TCO~/LF Tk
TNRAADINT v 77 L— ROl 33X—Y) OAT T SHHAT v T T#FTLE
D

[BERER 727 >~ 77 L — K (Staged upgrade) | Z3#IN L728551L, MSSP A R— X /L TCAT —V
TENTZINVNTT T NTAARADT v 77 b— RERET S 35X—=) ORT v 7 5)
BAT Y9 EFITLET,

MSSP R—42 JLEEEDEIE
Security Cloud Control Cld, gXEX—TMSSP R—# /)L LHANL—F =T H 7> hDOFFED
Wy E DAL~ A R TEET, EAOSAL D [Settings] 7 Vv 7 LT, BEX—=VIZT
EALET,

RE

[BRE (Settings) 1" X—YTlE, ¥ v aR— ROEFEDHNE N AL~A AL, =W =T
vy NEEHTEET,

o [f%E%XE (General Settings) | : sffIC DWW TIX, [ E, onpage39) &ML TL
EE,

o [2—H—DEEL (UserManagement) | : affliZ- DU Tl [User Management, on page 39
EBRL TSN,
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FIE

ATy T

ATy T2
ATvT3

ATy T4

User Management

Procedure

ATy I
ATv T2

spzz

Cisco ASA D~V AE=H Y o THER T 5 &, [Health overview] & v 3 =R — R &{#
JH LT MSSP 78— # )L C Secure Firewall Cisco ASA T /31 AZE =X —T&£7,

F 72, [General Settings] CZAR—#% JL ID, Cisco Secure ServicesExchange/R—4AJL ID ., B XD
R—FIWBERFRTDHIEHTEET,

[Z7A4T724—)L (Firewall) ]>[5R%E (Settings) ]>[—f&E%E (General Settings) ] DIEIZ
BIRLET,
[7F > b (Tenants) | % 7706 [ (Settings) [IC7 27 ®8ATHZEHLTEES, [F7A47
74 —Jb (Firewal) ]>[TF 2k (Tenants) | DURICER L EF, | DH7IIHEHOT T K
BRIRT D &, <A T [BRE (Settings) | RNZ U DERRINET,
[Cisco ASA~NLVAE=H U 7 DALl (Enable ASA Health Monitoring) | b 7 /W& % 7
Uo7 LTHEMZLET,
FRINDEAT TRy 7 ATUI (Yes) 1227 U v 2735 &, Cisco ASA ~LAE=H
U v RN A 0 £,

(AT av) ZOREEEEMICT 512X, [EnableASA HealthMonitoring] k7 ViR & > % 7
Vo7 L, ROXATa TRy 7 AT[Yes| 227V v 7 LET,

MSSP R—Z VICEET b TV AT _RTHL—H—, ActiveDirectoryZ' )L— 7, BL
BEE N5 % [User Management] i CHR/RTE £,

[E%%E (Settings) 1>[1—H—EHE (User Management) ] DJIEIZIEIN L £,

aA—H%— (Users) :[Users| # 7 C, 7+ MIBEEMIT bRz _RTO—W—La— K%

KRTEET,

a) [Users| # 7 C, [Generate APl Token] %7 U v 27 LC, API B —HF—D7=H D API
=27 v &BAERLET,
WHET — 2 EROW O 2D DREDORRANT T 7T f A~ T, b= R RRGHT
WERAF L ET, GBI DWW TIE, APL h—2 DAL, on page 2042 L T 7230,

b) API h—7 U ZFWHT HI2IE, [Token] ¥ID F D [Refresh) #7 U v 7 LET, aEMZ O
TiX., APl h—7 > ®OFH, onpage 21 %S L T 7230,

¢) API h—7 &IV HTITi, [Token] 5D Fd [Revoke]l %27 V v 7 LET, sEHIZHOW
TiX, API h—727 OHUD{E L, onpage 2% B L T 72 &0,
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ATvT3

ATvT4

THUMIYEX

Procedure

ATy I
ATy T2
ATvT3

Fryrea—v—oER |

Active Directory 4" )L— 7 (Active Directory Groups) : RN WT T2 b DOFE . MSSP
N—H )L % Active Directory 7 /L —FZ~ v B 79252 LT, fHxD2—H—% MSSP R—
ZZEBEMT ARV, 22— —U R e — L Z2fHBEICEHETXET, L 2—F—0
BN O 2 —HF —DOHIER & W o o —F — DA 19T, Active Directory THEITTE %
£ 912720 MSSP TIATT HMENR 22D £,

a) [Active Directory 7 /L —=" (Active Directory Groups) | ¥ 7% 7 U v 7 LEd, ZTDOX—
\Z1X. Active Directory ¥ % — 3 ¥ TH| Y X4 T 5 {172 Active Directory 7 /L— 7" D 1 —/LinZ
RENET,

SR DWW TIE, 2 — Y —FHL D Active Directory 7 /L —=" on page 42% 2 L T 72 &
VY,

BEENY (AuditLogs) : [AuditLogs| ##EI%. MSSP AR —# /L Ca—H —ElEB L AT A

LV DT 7 v a v EEEkLET,

a) [EE&oZ (AuditLogs) | #7 &7V v 7 LET,

BUEDT T bDANRN N ET I T4 ET 4 DY A MPRRRINET,
FrEDa—Y —Dn 72 RFETHITIE, 5K (Search) 7 F A MRy 7 ZAZMH L £,

b) TANETAarmEr )y LT, BBEHEERY AR, FFEDA N FaRRLET,
[FFRI%iPH (TimeRange) ] &[4 X2 F 7 2 ¥ 3 (EventAction) JIZES\W T/ %7 ¢
VHRETE £,

¢) [Export]Z 2V w2 LT, #fz CSVIERTH Vo m—RNLET,

BEDOR—2 VT F 2 bR DA, Security Cloud Control 2253 A > 7w M, Hied
N—HNVEZT T METU VRS R TEET,

MSSP R—Z L C, fH EBICFRENDT T b A=a—a2 ) v 7 LET,
[7F > FEIY &% (Switchtenant) |22 U v 27 LET,
TRTDHR—=FZNVETT T FEBIRLET,

Cisco Success Network

Cisco Success Network |L=—# %D 27 7 7 R¥—E 2T, Cisco Success Network % H %2
95 &, T34 A& Cisco Cloud FIZ ¥ & = 7 2B A3 T S v, FEADIRDUCBE 9 2 1% & #e
FHEBRMAA N =7 SNET, TVANIEA NI =0 735281282 T, T804 R
MHDRMROT — 5 2RI TENEZHEEATY B— FOEHAT — 9 VITHEET DA
= AL ND720, IROAY v ERELNET,
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Security Cloud Control TO1—H—NDEE .

e %y h =27 WO OB A LSS D702, FIFATRE A R4l OEREIC DWW Tl
HMLFET,

« WEICHIHFIREZR, BINDOT 7 =V AR— b =R EE=F Y U TIZOWTHA L
\i—a—(}

o A aBIE DOWEICESTEE T,

T NA AL 2 T R A LR KL OWERF L. Cisco Success Network ([ZB G TX 5 X 9
ICLFET, T3 A& B Ek L 71 T Cisco Success Network DR EAZ AT T £9,

\}

GE) « Firewall Threat Defense /N1 7 XA F VT 4 XT T, 77T 4 T T3, AZEINT 5
L. AR UL T XA AD Cisco Success Network SR EH FEX LE9,

» Security Cloud Control (% Cisco Success Network iX E & EH L EH A, REOEH LT L X
N UAESR O, Firewall Device Manager L—H—A > % —7 = A AT ET,

Cisco Success Network D F %1t £ =1L EZh1E

VAT LOYIHREREIZ, Cisco Smart Software Manager (27 /3 A& B EkT 25 X H 1RO LI
F7, BEETIC 90 HEOFHE 7 A £ A2 EHT 256, MO OK TRICT N1 2%
BET DMENDY £, T35 ZA&8ET DL, [(A~v— 74 & A (SmartLicensing) ]
~—T) Cisco Smart Software Manager (27 /NA A& ET D0, I8 EEF—%2 AL T
Security Cloud Control (28 L 7,

TNRAREREGFTLHE, XR—=F ¥V THI LT AL RAZTA B ARE Y Y THNE
T, TAAAERGETDHE, AL TWDETRTOF T v ary T4 AL BEINET,

Z O#EelX. Cisco Success Network Z NI T 52 L TOWHOTHLEMNZITEETN, 2047
3 3 1% Firewall Device Manager Ul 765 DA TE £F, W THE, TAM AN T
T R BER S ET, UL THEFTOZERLA~— | T4 8 AERBOBRIEICITZEY
T, IEWICEMER G L 7, FEMIC OV TIX,  [Firepower Device Manager 2> 7 o ¥ =2 L —
var AR, "= ar 640 LIE] @ T2 25 58] OFEOD [Cisco Success Network ~
DEHE B ari2BRLTIEEN,

Security Cloud Control TO 1 —H—NDEE

Security Cloud Control T —%— L a— R&Z{EEITRmET 2002, (T4 7T 1474 7
0 /NA K — T J1 7 k& Security Cloud Control =—H%— 1 22— K& OREtR] ZFHA T, ID 7
AL — (IdP) 7AV Y bEa—F—La— R FREDOLIITHAERT 2122 E LT
72 S\, Security Cloud Control = —#—|%, F&FE X 41T Security Cloud Control 7} > MZ7 7
BATEDL LT, Va—Re&xndTL51dP 7D FRLETT,
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B 7 roryrm—svamznes

EFEME O IdP 2372 R Y | Cisco Secure Sign-On (£ 3-XT @ Security Cloud Control 77> k ®
ID 7'r A A X =L ), ZOFRFOEKY O, ID 7 rs3A #—& LT Cisco Secure
Sign-On ZfEH L TWA Z L &RFiEE LTWET,

T v MIBEEMST O T DT R TOa——La— NI, A—Y—EBEH CHRA T E
Fo PR=FF Ty MR T D70 B T > MIBEM T bz X2 athR— |
TUVETHRBERY ET,

T bORY -V EBEDER

TF DXy MU= EREOKERIRTHZEd, XANT T T4 AL L THBDLE
To Ry N —7 EHREMEREFO 2 —F—Z2REL, [2—F—EH (User Management) ]
%Eﬁwu L/T ﬁﬁ@ﬁ%—]} @ Jé" rﬁfiﬁj EKE L/i—g«o

T2 MIEEMMITONTLNS APl A—— L 3— FDXRTR

FIR

FEAlD 24 > ¢ Administration > APl User Management 227 U v 7 L £,

21—+ —EI0) Active Directory & )L— 7

ZEO—F—=BHBEIZANEDL LT T FORE ., filx O —H —% Security Cloud Control
WZIBNF %4 0 12, Security Cloud Control % Active Directory (AD) Z /L —7lZ~< v 7L
T, 2= ¥ =R pla—P—rn— 2 LYFHRCERTEET, HiLa—H— @ﬁM%&
FEDO2—F—DHIFR L W o To 22— —DZEF L9 T, ActiveDirectory TEITTE 5 KL )

Y . Security Cloud Control THEATT HMEN 2 720 77,

[—%—4H (User Management) ] ~X— 75 Active Directory 7 /L — 7 % 1B, TR, F7=
IEHIBR T 5121, [y hU— 27 EHE (SuperAdmin) | —H — o — L3 KLETY, FEMIZD
W, Ta—F—m—] 2L T,

DA T, [BXE (Settings) [>[L—H —4H (UserManagement) | DJEIZER L FE T,

Active Directory &' )L— 7

s Bl A ¢, [Administration > APl User Management] > [Active Directory 2 /L—
(Active Directory Groups) | %7 U v 27 LET,

o ZDOX—UITIE, Active Directory ¥ % — ¥ THI Y 24 T b7z Active Directory 27 /L — 7D
0= RFRIRINET,

B 77 te1i—v—0EE
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A—H—EED Active Directory ' )L— 7 .

* Active Directory 7 /L — 7 1ZE £ TV D 2 — W —|L, [Active Directory” /L —=" (Active
Directory Groups) | % 7 £721% [ —W— (Users) | ¥ 7IZEINIE RS EF AL

iym i)

Security Cloud Control @ [## =2 27 (Audit Logs) ] (21, = —W—E#HIB LN AT AL ~L
DT v arPitdkEhET, [BEEr 2 (AuditLogs) | ICL-THF¥y 7 F v and LA
Y MIKDERY TT,

e A—H—0OFq Y 2—VF—FWIHOTRTOA L AKX L AEFEELET,

s T FOREESR T EBERITEERR - 7 b & O — Y —DREAHT E 7 1 XBIEA TR
PRz BB L £,

e A—H—0O—)LOLEE : 21—V —o—)LOEFZ itk L £ 7,
« ActiveDirectory Z'JL—7 : AD 7 L—7NOEH, HIFk, BLO0a— L OET L2kl %

7

FIF -

1. MDA > T Administration > APl User Management 27 V v 7 L %7,

2. [B#n 7 (Auditlogs) ¥ 7% 27 Vw27 LET, BfEn I A HOTF o DA XU R E
TITA4ET 4 DY A MRFRENET,

3. FWEDZ—V—Dn 7 ZmKR T DI, K (Search) 17 F A MRy 7 A& L £,

4. TANETAarZ27 ) v 7 LT, BEMREKVIAR, BEDA X bR LET,
[FFR%iPH (TimeRange) ] &[4 X F 7 27 ¥ 3 (EventAction) JIZES\WTr /%27 ¢
JVERBRTE F T,

5. [TZ AR—1 (Bxport) %7 VU 27 LT, itz CSVEXRTHF Y n—FLET,
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. 21— —&EHED Active Directory ' )L— 7

1:8&nY

User Management
Displaying audit logs

Users Active Directory Groups Audit Logs

[ Q S fi dit logs by use ] Displaying 472 results

Action & Details Date/Time User &

; 7/31/2024
User Login logged in o

Role changed to Edit Only for user 7/26/2024

User Role Change
o User associated to 7/26/2024
Tenant Association . i
tenant | 21:21 P}

User disassociated 7/24/2024
from tenant 32:33 F

Tenant Disassociation

7/23/2024
AD Group Added AD group added ] -

7123/2024
AD Group Deleted AD group deleted i i

TIILFO—)L1—HF—

Security Cloud Control ® IAM ASREDNEIR &AL, = —HF =B O — L 2O LN TE 5 &
27D F LT,

2 —+4F—| Active Directory DI D 7 /L —T 1B L CWAEANRH Y, TN HD T V—T1%,
Security Cloud Control (233N C#:72 % Security Cloud Control 7 —/L CEF CTX £§, = —H%—
N 7 A CRHZEAG T D R e HERR IX, E DO —H—23E LT\ %, Security Cloud Control
TEFRIN TS T XTO Active Directory 7 /L —7 D — /L O AHEDOETT, =& 21X,

2 —H =732 DD Active Directory 7 /L —F 1B LCHEY | WG DT N—TRN2 50850 —
N (REFHH LT 7 v A HH/E) T Security Cloud Control [ZIBM SN TV A TGS, —H—
IRERH LT T oA EHOMFOMRZFFHET, 2L, LEORD 7 V—T Lo —LC
HHISNET,

Active Directory 7' /L —7" D~ ¥ 7 % Security Cloud Control CEFT DML ENH B DI 1 (]
EFTHY, 2a—F—D7 7R LHEROERIL, ZO%, BA2D 7 NV—THTa—W—%E
N, HIBR, F7213BE 5 2 L2 X > T Active Directory CHEMIAJIZ AT TE £ 97,

)

GE) Z—HF =N, AANL—F—=THY ., »2E LT F > kD Active Directory 7 /L — 7128 JE LT
%60, A=Y —D2—H% —n1—)L3 Active Directory 7 /L —7 D2 —HF—m— /)L L Y §
BlhshEd,
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Active Directory 4 JL— 7 % Security Cloud Control IZ:BINY % 1= DRIREH .

Active Directory ' )L— 7R API T2 KR4 > b
Ty MU= EREFIL, APL= 2 RARA v M EEHA L CROBIELZFITTE £,
» Active Directory 7 /L — 7" DYERL
* Active Directory 7" /L — 7" DHl| &
* Active Directory 7 /L— 7" D25
» Active Directory 7 /\— 7 O U5

» Active Directory 7 /L — 7 O Hf5

HIIRD U > 7 T, Cisco DevNet Web 1 DX T b8 7 v a NIBENTE 9,

Active Directory -’ )L— 7 % Security Cloud Control [Z:8/N3 % =8 DRI
REH
a—HF—FH O L L T Active Directory 7 /L—7"~ v £’ > 7' % Security Cloud Control {ZiE /I
95121, F 7 Security Cloud Sign On |Z#E 5% A @D Active Directory 234 T4, Active Directory

ID 7 a/3A % — (IdP) DELEHA I TWRWEEIX,  [dentity provider integration guide |
[Je3E] M LT, #H A X A Active Directory IdP A ICIR DIEFHR A A L E7,

« Security Cloud Control ®7 ) > 4 L Y —T g
e AR DNV —T 4 T HEFZET D KAAL L (B @cisco.com, @myenterprise.com)
« XML EROFEHEL 7 =T L—va v AT —4
Active Directory DA 735 T L7= 5, Active Directory [ZIR D 5 A X I SAML B3R A B0 L %

9, Active Directory DFEA 2358 T L 72141 Security Cloud Control 77> MNMIH A A T 5IZ
X, SAML ZR & BHEAMLETT, ZID OE TIERLF L /NCEDRRBI SN ET,

« SamlADUser Grouplds : Z @ &M%, = — —73% Active Directory £ TFOT X ThD 7 /L—
TOREMN T AR LET, eI ROAZ Y=gy MORT L IIZ, Azure T
[+7 N—7BRDIBM (+ Add groups claim) ] ZER L £,
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. Active Directory %' )L— 7 % Security Cloud Control [Z:B/09 % 1=h DETIZ &M

2: Active Directory TEZE S NT=H R Z LER

= Microsoft Azure £ Search resources, services,

Home * Cisco-COO0-Dey * Enterprise applications > securex-okta-ci > SAML-based Sign-on >

Attributes & Claims

=+ Add new claim  —+ Add a group cdaim =2 Columns 57 Got feedback?

Raquired claim
Claim name Valua

Unigue User Identifier {Mame 10 user.userprincipalname [mameid-for.. ***

Additional claims

Clairm name Value

hittp/fschemas xmiscap.ongfws/ 200505 fidentity/claims/emailaddress user.mail

hittp/fschemas xmiscap.ongws/ 200505 identity/claims/givenname user.givennams

hittp/fschemas xmiscapuongfws/ 200505 identity/claims/name user.userprincipalname

hittp/fschemas xmisocapuong s/ 200505 identity/claims/surname USELSUMamea T
[ SamlaDUserGrouplds | USELQraups 2t
| samiscurceidpissuer | “https:/ysts windows.net/1e491488-.. ***

* SamISourceldplssuer : Z D @M1, Active Directory > A X U A% —EIZ#BI LET, 72
EXIE, ORIV —rvay MORT X I, Azure T [+ —T7EROEM (+ Add
a group claim) ] 23R L, A7 11—/ L L T Azure Active Directory il 1% R21F £7°,
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21— — &I Active Directory &' )L— T D& .

3: Azure Active Directory DR FE R DI+ 5%

= Microsoft feure

Home * Creo-CDO-Dew » Enterprise apalications

FRCUNME-ERge -

securex-stage | SAML-based Sign-on

Enterprise Application

B Cherview

[ mepioyment Fian
Manage

1] Properies

& Jremess

&« Raoles and administrators [Previen]

A5 Ukars and groups
2 Single sgn-on
B Provisioning
! spplication prosy

S Sall-sersice

SeLurity

% Conditional Acoess
i Permissiong

B Token ancrppton
Arthiby

T Sign-in logs

S Usage B insights
B sudit logs

W Peosioniog logs

= ACODSE PEVAOWS

T Upload mesadats file

ELTLRTIIRFL AR
Fialpy Spte
Lagaout Ld

artributes & Claims

givenname

Burnams
analaddnegs

Famg
SarmiSouroedple s

SamiaDLEerEaupids
Linigue Lisar Ddanti R

SAML Signing Certdficate

Matification Emal
&pp Federation Matadata Ur

Certilicate (fasebd)
Certificate (Raw)
Fedaratioe Matadata Xl

Zet up secunex-stage

13 Zagrch rescurces, sendces, and docs 05+

2 Chenge single sign-on made  £= Test this sppiication

LAY
Dptizat

s

UEr Givan name

AT ST

AT

LT SR i N

Ttpaystswind ows net Ted2 1488 6253~ -a021. 03 300

Tdac?bf”
AILET GRS
Rl e T ER

At

A7 ol Fasdiack?

ATECETSRC ST T35 DREERTE 1AFTORDOEETIRR]

11/8,/2028 BITST PM

| i Aeginmicrasatantng cam 104314886254, [ |

Drcrvamibcuad
Doremicag
Dierarsvicund

W'D i e configisne B applation ta Bnk with Azunk AD

Lagin URL

Azure A0 Igentifies

Lagout LIAL

e ste - by-sbep instructions

1 —+H—&EF Active Directory ~/ JL— JME/N

FIE

AT w71 Security Cloud Control (22 7' > L £,

RATw T2 EMO~SA T Administration > APl User Management 27 U » 7 L £,
AT w73 [Active Directory 7 /L —=" (Active Directory Groups) ] ¥ 7% 7 V v 7 LE7,

|Hl.pb'.-'ﬂnginrritru:uﬂoninvmml'hd’?ﬂﬁﬁ-ﬁ?.‘f\a.. =.‘|J
[ ttpecsress windowe. nesy Tesa1aBe- 62sa-aff-2021 . [ |
| it ogi nmicrosofianine comy TS 46E- 62 5. .. =.‘*||

Active Directory 27 /L — 7 Z 38, fate. EIFHIRT 512X, Ry MU — 27 FEE
(SuperAdmin) ] =—H—— /L BRLETT,

£ Edit

& Edit
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. 21— —& I Active Directory 7' )L— T D#RE

AT v 74 Active Directory 7 /L — 7 DB () NEHr )y LET,
ATYT5 ROEREATILET,
s [Zv—T% (GroupName) |: —EOA4FTIZ AT LES, ZTO4HIL, Active Directory M

TN—"T% & —ET H0ELH Y £H A, Security Cloud Control I, Z D7 1 —/L RD4F
B F a2 HR—F L TOEREA,

« [Zv—71ID (Group Identifier) ] : Active Directory 725 7 /L —7 1D % FEICAI L £,
IN—T7ID DEIEL, HAX LEREFZRO I/ NV—TID LR L THLIULERHY T, 20
X, Z7Vv—70O—BOIDIZHIET HEREOME (my-favourite-group, 1234572 ) 123 %
TENRTEET,

« [AD¥17# (AD Issuer) ] : Active Directory 7> Active Directory DFIT4# D% F#) TA
JILET,

c[m—/L (Role) |: x—H—m—LAERINLET, IO Active Directory 7 /L —7IZE £
5T RCO—F—0a— /LR REY F7, FlO VTR, T=2—WF—m—1)] 22
LTL7EENY,

« (A7 a ) [1EEL (Notes) |: Z @ Active Directory 7 /b — 7\ ZHFH S5 iERE A BN L
i.ﬁ‘o

ATwT6 [OK] ZFIRL £,

21—+ —%&IEF Active Directory & )L— T DiRE

48 HHEIIZ

Security Cloud Control C Active Directory 7/ /b — 7" D —H —EF B2 HET 55415, Security
Cloud Control 7% Active Directory 7 /v — 7" Zill[R 925 FIETE T A AR T 5 2 LICERELTLE
S\, Security Cloud Control C Active Directory 7 /L —7"Z D b O DfEIL TE £ A, Active
Directory 7 /L —7FNO2—H—1J 2 M ZfFtET H1Ti. Active Directory Z LT 5 MLE R H Y
£7,

FIE

AT w71 Security Cloud Control {22 71 > LE 9,

ATv T2 EMD~LA T Administration > APl User Management 22 U 7 L £,
AT w73 [Active Directory 7 /L —= (Active Directory Groups) ] ¥ 7 %7V v 7 LE 7,
AT 74 #ET D Active Directory 7 V—TEHHE L, WET A2 E2 7 ) v 7 LET,
ATYTS ROMEEEFELET,
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21— — &I Active Directory &' )L— 7 DB .

« [/ V—""% (Group Name) | : —E D4 HIZ AJ) L ET, Security Cloud Control [Z, Z®
T A= ORI T2 YR — LT EEA,

« [Zv—71D (Group Identifier) ] : Active Directory 7*5 7 /L —7 1D & FEICA L £,
IN—TIDDEIEL, HAXLFEREZOI/NV—TIDERLETHILERHY ET, 2O
HIX. 2 —7D—EDIDIZxIST HAEEOME (my-favourite-group, 1234572 L) 1275
ZEWTEET,

« [AD%17# (AD Issuer) ] : Active Directory 7% Active Directory D¥&17# D% FE) TA
HLET,

«[m—/V (Role) ]: Z @ Active Directory 7 /\V—7IZEFEND TR TOZ—F —D 1 —/L3
WEDET, FFMICHONTIE, [2—F—m—] Z2RLTIZINY,

o [7EFE (Notes) ]: Z @ Active Directory 7 /L — |2 & ER A2 BM L 7,

ATFvT6 [OK] %27V v 7 LET,

1 —+H—& I Active Directory %/ JL— 7 D BIlf&
I8

AT 71 Security Cloud Control (22 7' > L £,

RATw T2 EMO~SA T Administration > APl User Management 27 U »~ 7 L £,
AT 73 [Active Directory 7/ /L—= (Active Directory Groups) | ¥ 7 %7 U v 7 L%,
ATy 74 YR 5 Active Directory 7 /L —7 ZfRE L £7°,

RATY 5 [Delete] 74 a>%27 U v7 LET,

ATw 76 [OK] %27 U7 LT, Active Directory 7 /L —7 %R+ 2 Z &L 2R L £1,

Security Cloud Control DR 1 —HF—D1ERK

Security Cloud Control = —# —DFHHUEL TIL, KD 2 DD X X7 BB T, ROIEFTH
ITTHMEIIH Y A,

o B —+ —[mF Cisco Secure Sign-On 7 5 7 > h DERL

« Security Cloud Control =—#—441Z . % Security Cloud Control == —— L =1 — R DIERL

INHDOHAINFETTH L, 2—F—I% Cisco Secure Sign-On ¥ v > = 7R — R Security
Cloud Control ZBi< Z &N TE £,
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. R 1—HY —M T Cisco Security Cloud SignOn 7 h ™7 > FDERR

i 1 —+ —[E (+ Cisco Security Cloud Sign On 7 717 > k DYERK

Pl ——13, Bl Y TEDTFr MaEM SR TH, WO TH Cisco Security Cloud Sign
On7hvy Ml T&E £7,

Security Cloud Control ~D O % A4 > [ZDL\T

Security Cloud Control (%, Cisco Secure Sign-On % 7 A T > 7 47 4 a3 A X —L L THH
L. Duo # % F#F8AE (MFA) (Zff L9, Security Cloud Control IZE4 A 9§ BIZ1E.

F 9 Cisco Security Cloud SignOn T7 h™o > hZ&4ER L. Duo 2R L TMFA ZRET Hub
ENHYET,

Security Cloud Control (21X MFA 2342 C9, MFA 1%, =—W—T7 AT T 47 1 ZiR#ET 5
f_&b&)ﬂz%\»; U7 4 b LEd, MFA O—HTh 5 _ZHFEAETIL, Security Cloud Control
Iul AT L= —0ID EMRT DI, 200 R—F 2 FELIFERNLET
3”0 ROOERITL—PF—H ENAT— T, 2FHOERIA T~ FTERENDLT

HA LNAT—F (OTP) T,

| A

Important 2019 4F 10 A 14 B & Y BifIZ Security Cloud Control 77 > FMWEE L TLVEEF. ZDHEA
D4 Y 1ZCisco Security Cloud Sign OnID 7' 2/ 3 X —~DBi72n 74 FIEE L THEAL

074 U9 5w

TLTEENY,

Duo Security D1 > X k—)L

Duo Security 7 7'V r— 3 U EEREREICA VA M= ATHZ L2 BEIO LET, Duo DA
VAR =MIZOWT IERIN S H55E 1. [Duo Guide to Two Factor Authentication : Enrollment
Guide] &ML T &V,

iSEUDIEES

FNRANTNRAABFER LTI A LXRAT— REARKLET, OTPIZRH—AThHs7-
D, TRAADI Oy NV TNAEA LNEFRM LTS ZENEETT, T4 AD 7y
DEHBEBZ, FRETFHTELWEAIGRESNL TS Z 2R LE T,

#1#7 Cisco Security Cloud SignOn 7 Hh 0 > FDYER & Duo ZERIBIIDEEE

BOIOFA oI T —r 7a—Z4BEOTatr 2R TF, 4BETRTCEETTALERLD
ij‘o

B 77 te1i—v—0EE
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#7138 Cisco Security Cloud SignOn 7 h o > FD1ERL & Duo S ERBIIDHRTE .

Procedure

AT w71 # LU\ Cisco Security Cloud SignOn 7 Ao > bZH A T v TLET,
a. https://sign-on.security.cisco.com % B & £ 7,
b. YA A VEED FEHIZHD [5T<HA T »7 (Signupnow) 1227V v 7 LET,

e,
CISCO

Security Cloud Sign On

Email

Don't have an account? Sign up now

Or

Other login options

System status Policy statement

C. TUH=TTARXTATL FeBT 5123, ROGEREATLET,
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. #7138 Cisco Security Cloud SignOn 7 15 > FD1ERL & Duo BRI DHRTE

TP
CISCO

Account Sign Up

Provide following information to create enterprise account.

Back to login page

Email *

First name *

Last name *

Country *

Please select * v

Password *

Show

Confirm Password *

Show

[[]1 agree to the General Terms and Privacy statement.

Cancel

w2 S FERLET,

o [ A—/v (Email) ] : Security Cloud Control ~0 1 7' A N IAKBINZEH T 5 E
A—=)LT RLZ2& AN LET,

o [/8AT— R (Password) ]: # )7/ AU —REASHLET,

d. [A>12 (Signup) 1227V y27 LET,
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Security Cloud Control T ——& TH1—H¥—La— FDER .

Tk, BELTET RURIZHERA —ADPEEINET, BFA—NVERE, [TV b
DA (Activate account) [ %727 U v 27 LET,
ATv7T2 DWEFEALTEERRIAZ LY F TV TTD
SERRIAEEZ Y N T v 7 THEEE, ENAAT AL ZAZFHT I L2B8DLET,

a [ZEREFEOKTE (Set up multi-factor authentication) ] & T, [EFEDFXE (Configure
factor) | &2 U w27 LET,

b. [ty N7 v 7O (Startsetup) (%227 Vw7 L, a7 M- TENAL LT NA R
FERLT, FOESMNATAALAAETHT L FOXRT Y U T EHERLET,

FEMZOWTIE,  [Duo Guide to Two Factor Authentication : Enrollment Guide] % &/ L T
LTSV, TAAL RAZDuw 7 7V r—2a Vi TILA VA M= LSRN TWALEEIT, 2
DT HI Y DT VT 4_— g ra— RREESNET, Duw Ll BOT A ATEEK
DT hEYR—-FLET,

C. UAYV—ROREKLT, [mF A %%i1T79 % (Continueto Login) %7 U v/ LET,
d. THEFEFEIEZEMFH L T Cisco Security Cloud Sign On 12w 74 > LET,

ATv7T3 (EE) EBMOA—trT1445—2ELTGoogleAr—v U T45—2%RELET,

a. Googled—tr T 4 r—2LXT VU TFTHENANTNA ZAERINL, [~ (Next) |
7y 7 LET,

b. By Ny U4 =R DT a7 MIEST, Google A —k T 4 r—F%ty T v
7LET,
AT w74 CiscoSecurity Cloud SignOn D7 A2 Y ANYDATL a v EBRETH
a SMSZMMLTT AUV ety M LD THOEEERFZERNL £,
b. EX=2VUT7 4 A A—VEBRIRLET,
c. [¥AT 7y FOVER (Create My Account) 1 %227 VU v 7 LE9,

Security Cloud Control 1 —%—& TH1—H—L 31— FD1ER

(%> b U — 27 8% (Super Admin) | HEBRZ FF-D Security Cloud Control = —— M %73
Security Cloud Control = —#%— 1L 2 — R&{EkCcx£4, xRy hU—27FHE| 12, Lo
Security Cloud Control A—H—Z DR Y A7 THRELIZLD LR UEFA—/LT KLAT
a—P—La— REERT20ERH D £7,

WOFIEZEFER LT, @ Rr—Y—o— i ffoa—HF—La— REERLET,
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. 13 21— — MY Cisco Secure Sign-On 5y > 2. 7R— KA 5 Security Cloud Control % Bf <

Procedure

AT w71 Security Cloud Control {22 74 > L ¥,

AT T2 EPONA T, [RE (Settings) |>[—H —4&F (UserManagement) | DJEIZEIR L E 5,
257973 B zrv 00 Lc HLva—F—z7rr McBEmLET

ATV T84 2= —DEFA—LT FLAZ AN LET,

Note
2 —HF—DFET A —/LT KL AL, CiscoSecure Log-On 7 # 7> hDFEF A —/LT KL AZxt
JELTWORENRH Y £7,

ATy 5 [m—/L (Role) | Ry X7 A D, 22— —0n—/LEERLET,
ATv7T6 [OK]Z27 V7 LET,

##E 1—H —ACisco Secure Sign-On % Y < 2. 7R— K AV 5 Security Cloud
Control %[ <

Procedure

AT 71 CiscoSecure Sign-on ¥ v > =28 — KT, 7> hD U — 3 |25 L7 [Security Cloud Control]
ZANET ) v 7 LET,

ATYT2 MEDA—C T4 —FERELTWDIEEIE. A—kr T4 r—20ua%zs ) vy LT
[Duo Security] 7> [Google Authenticator] % %R L &7,

EEDOTF v MIT T a— Y — L a— R AEEIE. ZOFF o Mol A LE

ﬁ‘o
cHBEOR—=Z VT TICa—P =L a— FRHIAEAIE. BT o R—Z 2B T £
j‘o

c TTIZEEOT T Mza—F—La— RRb 5551, #Ht/E® Security Cloud Control
TFy MEBRIRTEET,

BEFOT v MZa—Y—L a— RRRWIEEEIL, Security Cloud Control O Ff#l % FeiE 3
D0, FTE N TATAT Y P EERTE ET,

[R—% /L (Portals) | B2 —Id, BEOTF v FOHEAENIHFREZBG L THERLET,
FEAIZ DWW TIE,  T#E2d Security Cloud Control 77> FOEFHL] #ZM L T I,
[7F > (Tenant) | B =—{liE, =—F—La—RKRHs5 DT FREREINET,
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Security Cloud Control Firewall Management O 11— — O — )L 33 % .

TN
CISCO

Security Cloud Control
Choose a tenant

Portals Tenants

US East Coast Boston Office
New York Office

US West Coast

Los Angeles Office

Sign Out

Security Cloud Control Firewall Management 0 1. —H — [
IWVEEET D

Security Cloud Control Firewall Management |3, —%#—Z4& BIOMM T Lice—nz2EY
WTES, | N\O2—HF =D EHOTF > M7 78 2T 5848, 22— —IDIZRUTTH.
TF NI —ARRERLGERSY 3, X, ==Y —ld, HHHMEET A
DEH v—E2R/HL, JIOMBET I3y NT—7FHE ] a— a2 HFOZENTEET,
AV B =T A AFERII~v=2T7 VT [HEHAIVEHEH] 2—¥— g 2—%— [xv
N —2EHE | 2—PF—lZOVWTERINTWAEE, FFEDT TV MBI HZED2—
P—DHERL L Z B L TWET,

FARYERDO—)L

FABMYEAo—LRE ) B ToNm2—F =%, TR TOR=IITROFT VAT —0NER
INET,

Read Only User. You cannot make configuration changes.
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A A a— i Foa—Y—iL, ROBEEZFEITTEET,

« Security Cloud Control DAEFE D_R— 3V £ 72 (X% E 2 BT 5,
NEEOXR=V DAL T UV ERRBI YT A NT ) T D,

T NAARELXH L, BHEr V2R R- L, VPN~ vy B 7 2l d 5,
ALBDORN—VOREETIIA T V27 MIETH TR TOBEEEZRRT D,

cMEDAPI h—7 U EAKRT D, BHTH, WMOET, AR EH—F—i%, BOD
h—2 U ERVETE, BERTERVWI EICEELTLEIN,

s AU H =T A ALY R— MIEKE L, EEr 2T AR— T 5,

[BEAH0 BH) B — VR —P i3, ROBELZFETTEEEA,
ALEDON— VTR, R, BUE. EITHIRT 5,
CTNAAEF Y R—=T 4 T T %,

cF TVl RN =R EDIERITMEEIRZ AT DAT v T AN—TTEDLPRIFITT
EREAN

» Security Cloud Control = —#— L 22— K& {EkT 5,
ca—P—n—LEEETD,
T I RBAN—IER) T Ly FE£ETZ v FT 5,

wREERAO—IL

R o — L 2R oo —P—3, ROBIEZFTTE £,

ATV b, R —, =y b A H—Tz—A VPNREEZESLNINHIC
[RIE S IRNT A AERR Z R L OMRTT D,

cBROFEARY 77 v a Lo U TR OER 245,
EHY A NERT 7 v a CERIFT %,
e — VAR O — P — T, ROBUEEZFEITTEERA,
o | DEIFEE DT S RATELEERT D,
o E¥PERY 7R F 7213 O0B 2 & » THH SN B 2 ilF#E+ 5,
« AnyConnect /N> 77—V %7 v 7 u— R4 5, X INOOREZHWET D,
T NAADA A=V T T TV — KRR Pa—N$5, £LEFETHIET S,

X2 VT AT —ER—ADT v T TV —RERFVa— VT 5, EFTECRLAT
50
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*Snort2 & Snort3 D/N—V 3 VA TFETHID HEZ 5,
T U T L— NEERR L ET,

« BEFD OOB ZH DR EZEHET 5,

« VAT WEHREERET Do

TR R IR —=F 4 TT D,

« TS 2 EHIRT B,

VPN v arvEhida—F—kya  ZHBRT 5,
« Security Cloud Control == —#'— L =— R &/EK§ 5,

s =W —m— LEEET D,

EREEARAO—IL

RS — VAR — P —ik, ROBELZFEITTEET,
« BERER R BT A DT NA ZAE T TEEOT A ZZRT 2,
* ASA TA ZADBREERF 2 TTITRT 0, 7T %,
CTNRAADA A=V T v T T — R AT a—/L$5, XTI THRGET D,

X2 VT YT —EIR—=ADT v T T — REATr P a—9 5, FEITFEICTHHET
%o

c BHESREWT 7 v a VEERT 5,

EBEGHe = ZFoa—W—X, WOBELZFITTEETA,
*Snort2 & Snort3 D/N—V 3 U ETFENTHUID EZ 5,
T U7 L — NEERRLET,

« BEAFD OOB ZH DR ELLEET D,

« VAT DEHRE ZHET Do

c FAL REFVR—F 4 L IT D,

« TR ZEHIBT B,

VPNt v v avrElida—F—tya  2HlRT 5,
AEEDON—TU TR, B BOE. EITHIRT 2.
T NAREF U R—T 4 7T 5,

TVl "R T2 EOVERICMNIE IR X AT DAT v T AN—TTEHBMEEFEILT
RN
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* Security Cloud Control = —#—L 22— RZ{EkT 5,
e 2—P—n—LEEETD,
T I RBAN—INHER) =T L v FE£ETZ v FT 5,

VPNEvaovwx—orO—)L

[VPNt v ar<x—Y%] m—nid, A b8 VPN 8 CTliie, VE—FT7 7t R
VPN #fi & Bl 2 BEE T ICEFF ST ET,

VPNt v arvx—Vya— L affoa—H— RO ENTEET,
» Security Cloud Control DATE D~ — U F 72 135 E & MR 5,
fEEOR=T AT UV ERBRBLIONT A NE ) T D,
« T ARELHE L, B 72K R L, RAVPN v v VU V%R T 5,
AEBOR—VOBREEIIAT V=7 MIET LT RTOELEEZRRT D,

HMEADAPI h—7 U EAKT D, THTH, BVIHT, VPNEy v ar~v3x—YVvyDa—
PF—ix, BOO =7 EFROET L, FERTERN I EIZERLTESN,

A B =T A ALY R— MIEE L, A0 2T AR— T D,

*BFfEFORAVPN By v a v T3 5,
VPNEtvvar~3x—Vyna— afFoa—%—id, ROZENTEERA,

ATLBEOR—TERR, BHr, B%E. E3HIBRT D,

c TS REFVR—T 4 TT D,

TVl "R T2 EOVERICN IR X AT DAT v T AN—TTEHMEEFEILT
RN

« Security Cloud Control = —#— L 22— K& {EkT 5,
ca—W—m— LB EHT L,
T IRV AN—NERY) =T EyFEET X v T T 5,

EHEO—)

MEPRE | o — L &R > —H —I(Z1%, Security Cloud Control Firewall Management D% & A £
DT YT ~DFERIRT 7B AMENRSH Y £7,

» Security Cloud Control Firewall Management DfEE DA 7 2 = 7 b /B, seABYD . 58,
HIBRL. REZIT O,

T NAAREFTVR—T 4 T D,
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« Security Cloud Control DAEFE D_R— 3V £ 72 (X% E 2 MR+ 5,

EEOXR=T DA T UV ERRBI YT AT ) T D,

T NAARERL L, B E2RR L, VPN~ v B 7 ZERT 5,

AEOXR—=VOREEINIA TV =7 MIET LT X TOELEL2RRT S,

MEDAPI h—7 AT D, BT S, WOHT. P2 R ES S EIE.

A E =T 2 A AN LTIR—MIER L, EE0 72T/ AR —FTEET,
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