T INA AANDERE

» Secure Device Connector (2D T (1 ~X—7)

Secure Device Connector [T DULVT

Secure Device Connector (SDC) &, T /354 ANA X —F v "ML EBERETE 2VWEAICY
A 27 734 A3 Security Cloud Control Firewall Management & /3 CX 5 X 9123547V
Ve hFuxr Ty, TAALZAn T ANEREER L CT A, R e A AR —T 4 T T D
A Ay NU—271Z28SDC R LT, 731 A & Security Cloud Control Firewall Management
MOBEEZ7mX T TEET, TAABA U F—Fy b LEBERERE TH L85G, SDC
EERT2ROVICT AL ADINHRA V2 —T = A A% LI EHEEE 2§l TE £9, SDC
X, ROBEREZFATL £ 7

EEXGT N AD A~ K A v — % Security Cloud Control Firewall Management C

= ﬁ — L/ i ﬁ—o

* Security Cloud Control Firewall Management DXV (a3~ REEITLET,

c BHHRT NA ANA =V E Y L—LET,

« TNA ASEERLET,
SDC & Security Cloud Control Firewall Management [ ®©3#15 Ti%, TLS 1.3 3 L U AES-128-GCM
A LI HTTPS BMEH S E T, AV A= ROT NS R —EADFTXTOR 7 A fF

Wik, 77U PH 6 SDCICHBE L SN AT T2 < AES-128-GCM % L CIRAFIFIC
LEEELENET, SDCOLNINEDa A L AERICT 7B ATXET,

Xy N — 7 EEF e — LA RO — W —[X, Secure Device Connector £ 7213 F =7 A <X
ka7 Z(SEC) & ET 2 LERH Y £,

INBEDOF A A% SDC 4 L T Secure Device Connector (A VR —F ¢ 7 TxF£1,
* Secure Firewall ASA

07 A R A L7z 5152 X D On-Premises Firewall Management Center

e Meraki MX 5 /34 A
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« LA SSH 7 /31 A

* Cisco I0S 7 /34 A
Cloud-Delivered Firewall Management Center (= J > T/ B X #1% Secure Firewall Threat Defense 7
NARFXSDC ZMEEHET, YaX a2 Lty AR —TFT 4 7% R—FLEHA, TH

5 DT /3A A Cloud-Delivered Firewall Management Center (2825t T& % X 512, Y72 DNS
WEELT U MU R AU F =y MERAZHER L T2V,

SDC & Security Cloud Control [H]Di8{E Z FF A1 92 FIEICOWTIL, [EHE7 70 RO A
U RT IR AEH (=) ESRLTIEEN,

FEANZ DU TIE, Secure Device Connector 33 J2 OF Secure Event Connector & 3479 572D VM
DER @4—2) 22BLTIEIN,

FAEER
» Cisco Defense Orchestrator @ Secure Device Connector ~~ D44t
» Secure Device Connector 2 FEI| THEH (23 <X—)

* Secure Device Connector DHIIfE (25 ~_—)

TN AR OETE

Security Cloud Control Firewall Management (%27 7 7 Kax 27 % %4 LC, £721LSDC %41 L T
BHRRT A ZNTHRE L ET,

x®1:

BAE ROBZEIZEA WERRY NI—=0T7 7R

HAVI NI T RaRxy |\ T, AFIA U F—Fy by | AR— M43, 7237 31 RE
O EEEIERTRE T, BUTHEHT AR — T, 77
7 KU — 3 @ Security
Cloud Control Firewall
Management IP7 N L 27> D
AN RT T R BT
LET,

SDC

T APA o H—F oy Ry
DEPEBFETE RV, EEF
JEIZA 7 12 A SDC MR
AT G

— b 443 F13T A RE
B3 58— T, SDC
RARMED T A I T
K7 7t 2%ZFFa LE£d, SDC
VM BT 3, ZEHA o Z—
T A RCHETEDL I %
R L E9,
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EiEY 59 REGOA viyy k7o eka [

FDM-managed 7 /31 AlX, 4 U F—Ry MO HEET 7 BATE 508 ) MR, 7
INAAZADa T A NEF#R, BERX—, 213V 7ES % H L T Security Cloud Control Firewall
Management ~DF L R—7F 4 L T HFATTEET, T ABA X —Ry NMIHEET 7k
ATERNDBDOD, A F—Fy MIEHET 7B ATEDL Ry NV —7 LICIFET 556, 2
DT INA AD—F & L THEML X415 Security Services Exchange = & 77 # [ Security Services
Exchange 7 7 7 RIZEZETE 5728, FDM-managed 7 /NA ADA VR —F ¢ v 7P A[HRIC 2
0D ET,

EETIZ. UTEA v R—F 4 7T 512347 I 2 SDC BNLETH 5 & B RANICERE
LTCuWE1,

c VT RMBLT IV EATEXRU ASA F /31 &

v A NEROA R = FEREEHT 25/ 77 R T 7 8ATE 20
FDM-managed 7 /3 A

* Cisco [0S T /31 &

cSSHT V7 EADH DT NA A,

Security Cloud Control Firewall Management |52 7 7 Rax 7 Z 2 L THe 3 27, o
FTRTCDOTNRA ALY —E R TIEA 7L A SDCITMLEDH Y XA,

BT 77 REEDA VN 79 2R EEHT

Security Cloud Control I%, 2 7 U K =% 7 % 7213 Secure Device Connector (SDC) %41 L TH&
B RT AN A AT L £ T,

777 Raxs % %4 LT Security Cloud Control Firewall Management % 7 /NA AZ H 53
L4, EMEA, KE, FIXAPTHUKO S EXE4RIPT FL AT, R— 1443 (F1E5
ARABEBRRICHE LR — ) TOA R RT 7B AEZFATLHLERNH Y 7,

Table 2:

Hhist URL RNEDA NI RT7 o+
REEFH

TIOTAREPER A (AP)) https://security.cisco.com 54.199.195.111.
52.199.243.0

F—2 5 U7 (AUS) https://security.cisco.com 13.55.73.159,
13.238.226.118

RN, HE. 77U h https://security.cisco.com 35.157.12.126.

(EMEA) 35.157.12.15

4> F (IN) https://security.cisco.com 35.154.115.175

13.201.213.99
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B socxvio5 0 Lhz roBREHE

Hhizk URL ROLDA N RT o+
Rz

T A Y HEEE (US) https://security.cisco.com 52.34.234.2
52.36.70.147

SDC F ¥ /N> T 14 ERR FDEHZETHE

% Security Cloud Control Firewall Management fHl#%i% SDC O HIRIZH Y A, SDCIE 1
DOMBICOAE L THY | MAMETHEAINLIZLIEH FHA, BT 7 TiX, 120
SDCIFAIS00E DT NA AP R— 5 & FRINET, EEOF ¥ 0T 113, FATA
A ATHMIIR>TODHIEREEL | M7 7 A LD A XK > TR £,

#ED SDC # BT H L. RO Z ENRFREIZR Y 7,
ORI F = U ABIKRTEIEDL L7, T AFHEEILRETEET,

« SDCZ @SNy U —2 &7 A MIELE L, 7734 X %A U Security Cloud Control
Firewall Management LGP ICELE L £ 97,

«BIMOSDC Z &7 — M A NT v FRIEICHE, KA b ETEEO SDC #FE(TLET,

A SDC DAFNIIT v M EFE IR EEINLTHET, SDCHAEBIMINDHZNT, v—
U ANE T ENET,

Secure Device Connector 3 & U Secure Event Connector 23E179 5718

D VM O &R

FTNA AD 1 T A N A L C Security Cloud Control % 7 /3 A A ZHE 9 2 854, Security
Cloud Control & 7 /3A AOIBEZEHT 572012, Fv RU—27IZSDCE# XU rra— KL
TRETLZEBRA T T 7T 4 ATT, BH., ZNDDOT A AL, FFFERX—ZATAT
Uo7 IPT RURERTZ2W, SN A v Z—T = A RPN — F &R > T0ET,

SDC %, BHHRT A A TERITT DMEN DDA~ e FEHHRT A XTEET D4
EN D A v E—IZ2 T, Security Cloud Control B L £4, SDC X, Security Cloud
Control IZf > TZ D a~wy REFATL, FEXIGT A X123 T Security Cloud Control
WA v E—V%EGFEL, BEXRT A A0 D DILE % Security Cloud Control (23K L ¥,

1 DD SDC WETEX DT NA ZADEIL, ZNHDT /A RANTEESN T DHHERE & . Ak
Tr7ANDY A XL TRRYET, 2L, BEZEHEBT 72012, 120D SDC THI 500
BOTNA AP R—P T HZEEBEELTWET, FEMIZOWNTIX,  [H— Security Cloud
Control 77 > N CH¥® SDC ZEHT %) 2L T E &0,

Z OFNATIE, Security Cloud Control ® VM A A —Y A L THy kT —271ZSDC %A > A
R =T B FEIZOW T LET, Ziud, SDCEERT A7-DIcHRES NS, RHLIEET
x5 HETT,
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L& BHTIZ

« Security Cloud Control (%, B 7RFEEHT = v 7 208 L L, Secure Device Connector (SDC)
EAVH—Fy ROBO Web £/idar Ty 7FaX iz R— L TVERA,
Tuax o — =% L TCWAEEIL, SDC & Security Cloud Control DD 7 7 ¢
7 DREEZTNZ L ET,

* SDC T, TCP HK— |k 443 £7Z7 A AEHMICHE LK — FTOA ¥ —F v b
NDFERIRT T RN T Y RT I APMIETY,

« Security Cloud Control |IZ X » THEH EN 5T /A AL, SDCVMDIP T KL ANSDA
NG RN T4 I THMLERHY 7,

cEWHIZR Ry NU—I T IR RABRERT DD, THEES 7T NEEGROA A U KT 7k
A&FA (32—3) @ Secure Device Connector ~D#Et) #ZMRL T 7ZE W,

c Ry MU= TTuFUEMEALTWAEEIE, m"A My N vy 7 a<wr REFEITT5
AZ, MERT X COFMERRN DD 2R LET, IFEALCOREIL, Folz7 1
X URREICEE L CWET, EEARFEMERIIKRO LB T,

e XD IP/ARA M,

s XU, NT T4 v ERITZEL, MAOEHELMSH L CENEFHR 5T
BINE DD, TOFMEERA, SDCVM Ty 7 v AT A2 EMEEDIFLE A EDE
K<,

TR UN N T T4 v BRITRETLIEHAIE. VMERET D L X2V — NE
BHEZH#EHLEST, a7 IMRERRINEL, ENEVFITAHZ LT, I'r
XNk o THERENTZHEAEL R A M E SDC AR L TEETES L9 7n
D iﬁ—o

e TTUXVN T T 4 v 7 BRATZE LARWES, 2 TR S 95 NEILH
D EH A

U TFTOHEBIZ, IFLAEDOES., FuXxT &5 HITP B L ONHTTPS ##: TR LT
T, 727 L. Ya har I B RS ux e HTAREAIR. FRENICROT
NTRMLEZR Y £77,

« 7HXLDIPT KA
« T aFUPHHT DR

c T XA T XL BERASOHERD HTTPS 297 L7 b D Th D LENR H 5 )
E9 (BFEITZI TEHVEREA) . LEXE TR O7 RLANR
https://proxy.corp.com:80 & Fr SN HAiL, Tyes] LINELET, RIhD
7 R L 273 http://proxy.corp.com:80 DA X, Tno) LISELET, EHHDURL
HAR—FBOAMEMLETA, 7r baRRRD 2 EITERLTIEE,

c U TFEETT 1% 2 ORGEOERTE# :

B R CRADSBENE S 2 (EEAEORE, LEDHD EEA)
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c MERGEIT. RAMEREST D LA TE YKL NAT—F
Zﬁ%\g*@‘g_o

YR—rENTVWEI VR =L

« Security Cloud Control X, vSphere Web 7 7 A 7 > b £72IZ ESXiWeb 7 74 7 > h &M
L72SDCVMOVF A A=Y DA VA R —/L&HFHR—hLTWET,

« Security Cloud Control I%, vSphere 7 A2 kv 77 Z 47 ~Affi[fl L7 SDC VM OVF A
A=V DA VA= VEYR—FLTWNERA,

« Security Cloud Control (%, JHH ® Ubuntu - > A X > A~0D SDC DA > A h— L% PR —
FLTWET, BIfE, 23— 3 2 20LTS ~ 24LTS ¥R — F ENTWET,

« ESXi 5.1 /A 78— A

VAT LEH
«1 S0 SDC > VM O 2T L8ET, RO ERY TT,
* 2 vCPU
«2GBDAEY

e

*64GB DT 4 AV K&

e IRA MIBMT A4 SDCIZi. iBIdD 153 vCPU & 1 GB @ RAM 23 LB T,

+ 120 SEC (Cisco Security Analytics and Logging CEflSihvd a v R—x> k) ZFFDOVM
DY AT NEMT, RO LBY TT,

«4 20 vCPU (/)N

*8GB D AEY

o IRA MTEMMT % SEC T &2V V—RAZFICTHILERH Y £, £DH, Tbix
15 SDC & 1 2> SEC #4555 VMware ESXi A8 A OB T,

* 6 vCPU
*10GBDAEY

c64GB DT 4 AT K&

CIRAMIBWTC Ry NU—F U 72 FETRET DT, ROBEREINEL T,
s VM ITEHTHFIIP 7 KL X
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Secure Device Connector 35 & Ut Secure Event Connector ZE179 % f=6H D VM D & .

s cdo L —W— (F/zidsudo 77 A& FFo>2—%—) & sdc = —H%— (Docker & (T
TH2—Y—) IHEHTE AT —FK

MR TS DNS B ——D P 7 KL R
«SDCT7 RLANFIETDHHX Y "I —27DF—h T IPT KL X
o Z A L/NTP H—/3—D FQDN £721LIP 7 KL &
* SDCEAE~ v F, X2 VT 4y FEEYMICA VA =T D LI ICRESNTE
D, ZHEITHICE, F—hr80 DT 7 bRV REMIMERDH Y £9°,

Iy MU= TT UMD REEBICHF ARG U A M2 H L W54 1E, ubuntu.com
~OEEGEH LT, TNOH0EX 2V T EH2@mATE2 LT 24BN F
9,

A\

GE)  Ubuntu (3T = v 7 LA TEH Z1R# L. HTTPS Ti%/2 < HTTP
OHEFHLET, X2V T 0 WHa 713 5I1201%. ubuntu.com
~O HTTP #5377 20BN H Y £7°,

VM O R
SDC & SEC OFEATIZHEAH I ND VM BT 221X, 2 2047 a Wb £9,

1. Security Cloud Control 23#&flt3°% VMware £ A —Y & X U o — RT 5121, RO FIEE
FATLET,

2. Ubuntu20, 22, F72i1324 2 By CRMTIHE. MEO Ubuntu A > AX 2 AEEMT D
LEIZ ROEBIZ a v E AR LT, [VMORE] B7va iy & TEF
7,

FE
1. Mo~ A > T Administration > Integrations > Secure Connectors 7 U v 7 L ¥7,

2. [Services] ~—® [Secure Connectors] % 7 # IR L, HWT T AKX %27 U v/ LT,
[Secure Device Connector] % 3&4R L £ 9,

3. [Download the SDC VM image] %7 V v 7 LET, HLWF T TR RINET,

4. zip 77 A NPT RXRTOT7 7 ANEHHLET, ZALIEFKRDOL I REDOTT,
* CDO-SDC-VM-ddd50fa.ovf
* CDO-SDC-VM-ddd50fa.mf
* CDO-SDC-VM-ddd50fa-disk1.vmdk

5. vSphereWeb” 74 7 > M LT, HFHE L LT VMware h— =2 /1 LET,
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A

GE) ESXiWeb 7 FA4 7> MIFEHALARVWTLEEN,
a7 M- T, OVF 727 L — 235 Secure Device Connector A8~ < > 2 B L
F9,

6. By hT v T NET LIS, SDCVM OFERE ANLET,

7. FLWSDCVM Oz Y — )L EBlE £1,

8. cootWIHa—YP—HTul AL LET, T 74V FD/RAY— KiZ adn123 TI,

VM DR E

INT, BELEVMA A=Yy Y — L2 EETxEd (F/-. VM EZEELTEY .,
SSH ZEHNZ L TWAEASIE., FO VMIZSSH#EHTE£T) , &2 FTSDC £7-1% SEC
Docker 2> T FITTEXDH LT HITINE, BEAVZ VT NaFATTHLENHY £5,

1.

Security Cloud Control 2> VM % &7 10— R L7285 1%, CLIZANT TIZA A h—/b
INTWAEED, FlE2 I N TEET, MEDO VM ZEBELEZEAIX. £0
VMIZSSH#EHEL, RDa~2 REFITLTCCLLZA A =L LET,

curl -0
https://s3.us-west-2.amazonaws . com/download.defenseorchestrator.com/sdc-cli/sdc—cli-package-latest.tgz
&& tar -xvf sdc-cli-package-latest.tgz && chmod +x ./install.sh && ./install.sh

WDa<vy REEITLT, SA MOREREZBKBLET :

sudo sdc host configure

NRAT— RO AN %RD BT 6., Security Cloud Control $#26D VM #5413 adm123 % A
JiL, MAO VM O%EIE, BRUZEHE SZAT— K2 AT LET,

Ty MIES T, sdc 22— —ZHELET,
Fv NI =T DFEERDOONTEDL, ROWTNNERIRL £9,
[ZDARA N EHFHIP CFEIGXET S (Manually configure this host with a static IP) ] :
ZORAXIDIP, 5= IV =A, DNSH ==L ZfEL, L& VM LD 2
T AREICE S AR ET,
* [DHCP] : VM IZF# Y IP ##|D 24T 2% DHCP ——2 5 535585,

BRI IP BEREHF AT, 5T<Hy hT—F 0 7 HER LI 2V, (Static IP is
already configured and I don't want to change my networking now.) ]

Ty ERFERENTEL, e UREICETAIEMICEELET, 2O IO
EHICH DR Y A N T, TRTORMESRMFE, WY e X UEREALS TV a v a2k
LTS EEN,
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7. TEIXFIVRBREFLTHAESIT. T TOTaF LB ELAENCTADICVM 2 H
HEITAHZ A2 ROONFET, BELTWARWESIT, FEBTLZ L4k oNT,
FE 8 Iz Z N TEET,

8. HAZLALUE—Fy ETIZEATANMURLEZRELET, ZNETILENRDH DD
. TN P TTRTOT U MY FEREZHEST 556 D0HTT, £O%EIE,
FFA] U A M2 D httpsi/google.com 72 ED/RT Y ZZT 7 & AA[HEZ: Web URL % f&
’_‘/:E’L/i—a—o

9. EFOEF2IT AN FEALALAR—LLET, —ED, Y FIZI1L0S Y —/L & Docker
P R— R TT,

10 a7 IREREINES, A7) T R CSSHREEZ LT A2 E I a2 E L £,

VAIDVMEMEHL TWAHAIT, FifTLET, MEOVMZMHHLTEY, SSH%
HOTRELTWDAEAIE, BIEDOREZEF LWL, ZOFIEEZ AR T2
TEMNTEET,

11. SDC, SEC. CLI BEOBEHEFHZGMT D L IR ENTHEIEL, ZnEFETL
T, NTELE, NyTF, BLOEHEELRIOREIZRSZ EEAEELEST, R —
WX > CHEBEFLTF T SN2 WA IE.  Secure Device Connector DT | MR LT
<TIE&EW,

B 5 VM £ T Secure Device Connector M E

TR AP A AER A LT Security Cloud Control 27 /34 A2+ 5854 . Security
Cloud Control & 7 /34 AOMEIEZEHT H7-DIZ, F > b7 —7 T Secure Device Connector

(SDC) X v ru—RLTERTDHZENRANT T T 4 ATT, @, ZNHOT /A
ANFIEFERR—2THY, TV w7 IPT RURERFZIRW, SNA v 2 —7 = A AT
PITZAR— FaFfo TWET, @IS tEX=2U 7477747 A (ASA) . FDM-managed7
NA A F L O Firepower Management Center (FMC) 7 /34 A [XT T, TXA4 ADua /A v
T5#R 2 H L T Security Cloud Control (2%} L CE AT H Z LN TEET,

SDC %, BEHRT NA A TEITTOMEN DDA~ e FEHHRT A XTKFET D4
ENdDH A v E—UIZ2W T, Security Cloud Control & B4 L £, SDC I, Security Cloud
Control IZfk > TZDa~vy REFATL, FEXIGT A X112 I T Security Cloud Control
WAy E—U%EE L, BHEIRT A A6 DR % Security Cloud Control (23R L FE 5,

1 20 SDC WEHTE 27 A ZDFIL, TNOHDT AL RZFEEIN TV DHHEEE L | #Ak
T7ANDY A RZL > TR ET, 72720, BEGIEOEZE LT, 120 SDC THJ 500
BOTFNRA AP R—-FTELHZEEZBELTOET, IOV TIE, B—0T7F v FTHE
% Secure Device Connector i (24 X—) L T E &0,

ZOFRIETHEH, MEOEE~ A A—VEFEHLTRY NU—7128SDC A A h—/LF
HIFECOWTHBALET,
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\)

(GE)  SDCZA VA M—INTHOIHRINS, KbEETEETE %5J7751E, Security Cloud
Control ® SDCOVA A A—T % F 70— RLTA VA M—)LT 52 L TT,

1R BHEIIZ

» Security Cloud Control i%, B RFEHET = v 7 2L L, SDC & A X —% v O]
D Web/ar 7oy 7uax i R—FLTWEREA,

« SDC 77 Security Cloud Control & 85T 5 72®1Zi%, TCPR— K443 TOA ' F—F v h~
DGERIRT T "N BT 7 ZRNETT,

« SDC %41 L T Security Cloud Control (ZEZF %7 /31 A%, A— h 443 TSDC nHDA
RN U RT 7R AR T OMERDH Y £,

e Xy NI =T DA T4 02250 TIE,  [Secure Device Connector Z i ] L 7= Security
Cloud Control ~D#f5E] ZZML T ZE0Y,

svCenter Web 7 74 7 FE7-IFIrESXiWeb 7 A4 7 2L TA VA h—LENT=
VMware ESXi 78 A b,

N

GE)  vSphere T AV b T FAT v MM LA VA F—d
A—hFLTWEREA,

e ESXi 5.1 /™A 78— A
« Ubuntu 22.04 35 & U8 Ubuntu 24.04 X L—F ¢ > 7V AT A,
* SDC DA% FFDO VM D2 AT LEH:

« VMware ESXi 78 A ML 2 ©2? CPU AL E T,

» VMware ESXi 78 A MMZIL 2 GB LA LD A E U NLE T,

* VMware ESXi Cix, 7rEYa =7 ORRIIS LT, I~ 2R — T 572
WIZ64GB DT 4 A7 BRENMVETYT, ZihuL, LEIILLTT 4 A7 @k Z§E5E T
ELHEOE, RX=T 4 arTmBARY 2a—2%EH (LVM) ZHEHL TV Z & 524
E LT TT,

cVM®DOCPU EAEYZEHLZH, VM OERE AN, [BEX=7 2317 ¥ (Secure
Connectors) | X—UIZSDC A [ 777 4 7] RETHDLZ EPNRENTND Z & iR
LET,

s ZOFNEEFEITT D2 — —1F, Linux BREOEIEICBLATEY, Vit aT VT T o
HEFEALTCT7 7 ANVERELTHDILERSY 7,

« F 7L I ADSDC % CentOS AR~ NTA VA F—L T 5HA1TE. YumEFxF=U T ¢
Ny TFETEHENZA VA=A TEHZLEBHOLET, Yum D FEHF 25T 57200
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FEIIE LT, A= 443 2T TREA—=180 THLT U AT L KT 7 2% < BN
HEIHENHY £, o, FHEAT Y 22—/ T 572D yum-cron £ 721 crontab 7%
ETHLERDYET, EX2 VT EBHTF—LEEEL T, YumOEHRLZESET 57290
WEX a2 VT R =2 BT THLERNLL0E S EHE LES,

CE)  BR®OBHENC : FlENO =~ M, ab—L TRy > RV 5 50 Tid/e< AT
HEolkL Ty, —foa~vr NgEnd ¥y o) I, Iy b7 FX—=2 |
DTHEAT ImFyia)] ELTHEHASNDSERDY ., a~xy FBRRET LR E 2D £
ﬁ‘o
FIR
ATw 71 SDC %#{ERT 5 Security Cloud Control 7> hMZw 74 LET,
ATFvFT2  ERO~A T Administration > Integrations > Secure Connectors 227 U v 7 L %7,
ATw 73  [P—ERZ (Services) |"X—VD[EF =T 217 ¥ (Secure Connectors) ] ¥ 7 T, HW\ T T A
RE %27 Vw7 L, [Secure Device Connector] % 8K L £ 97,
RTFvTE4 T4V RYDOFE2OT - A NT v T TF A EAERICaE—-LET,
ATvT5 AR EHRDRAM &7 4 A7 GEA SDCIZHIY B THALTV D CentOS 7RI 2 v % A
VA=V LET,
* 8 GB ® RAM
«10GB OF 4 A7 A_—2R
ATFYT6 ALAR—AL7EL, SDCOIPT RLA, ¥ TRy h<wR7 | F— T2 DIEERE, Xv
U — 27 DEARFREEITNET,
ATYT1 DNS (RASf U F—LP—_—) ZRELET,
ATvT8 NIP (Ry hU—2 XA LT hajl) h—N"—aFELET,
ATv 79 SDCOCLI LFHEIZRLYEY TE 5 K912, CentOSIZSSH— =% A A b —/L LET,
ATw 710 Yum OFEHi & ST L, open-vm-tools, nettools, + X O'bind-utils /X 77— % A A h—)L L
£
[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils
ATy TN AWSCLI v/ —V% A A h—/L LE7, https://docs.aws.amazon.com/cli/latest/userguide/

awscli-install-linux.htmlZ B L T 72 &0,

GE)
-user 77 ZIIEA LN TS &N,
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AT T12

ATy 713

ATV 714

ATy 715

ATv 716

ATy I

ATvT18

DockerCE X r—3T % A A h—/L LE T, https://docs.docker.com/install/linux/docker-ce/centos/
#install-docker-cex ZH L TS 72& W,

(6=
(VAR R EFERH LA VA M=) FikEERLET,

Docker #—tE X Zflhn L, EEFFICHMGTE LRI LET,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

cdo & sdc D 2 DO a—HY —EVERL L¥J, cdo a—Y—ZFEHTE, V— b —Y—ICE
BT 7 AETICEHH AT 2FITTEET, sde 22—V —[%, SDCdocker = > 7 F % FIT7
HTDITHRELET,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

sdc —HPF —DI/NA T — FEHRELET,

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

sde =P —% wheel Z/L—ITEML T, HFEE (sudo) HERAZFTELET,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker 2314 VA h—vE3nb L, 22— =7 —7RNEREINE T, CentOS/Docker D/ 3—
Va Al UT,  ldocker] F721% Tdockerroot] & MEFAVE T, Jetc/group 7 7 A /L CTED T
N—TPMER SN0 R LT, sde 22— —2ZD 7 N—7I5BEMLET,

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

Jetc/docker/daemon.json 7 7 A W IMFAE L2 WG AIEERR L, LFORNEE AT LET, 1Bk L
726, docker 7 —F v & HEEN L £7°,

GE)
lgroup) F—IZ AN LT n—T203, BIOFNAD fetc/group 7 7 A VW TRDOTF 27 N—T&
—HELTWD I EEMER LTSS,

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"
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https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce
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ATv7T19

ATvT20
ATy IT2A

ATy T2

ATvT23

ATy T2

ATy T25

B 5O VM £ T® Secure Device Connector ) & .

}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

BifE vSphere 1> YV — bt v v a U EMEH L TWAEEIE, SSHIZYIY X T, cdo 2—H—
T A LET, B/ A Lih, sde ==YV EZXET, XAU—RKOANZERD
LB, cdo I—HPF—DNRZAT— R&E AN LFEI,

[CDO@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

7 4 V7 bV % Jusr/local/CDO |ZEHE L £ 9,

bootstrapdata EWVNIFT LW T 7 A /L EVERK L, [A > 7 L I AD Secure Device Connector M &
B8 (Deploy an On-Premises Secure Device Connector) | 7V 4 ' — ROFIE2 DT — A ~F7 v 7
T, ZOT7 ANV TET, [RFF (Save) 1227V v 7 LTI 7 A NVERFELE
9, [vi] £721% [nano] ZFEH L T7 7 A VEERTX 77,

T—RA Ty T T —H L base6d T a— RSN TWVETDOT, HELT
extractedbootstrapdata EWI) T 7 A IV AKR—F LET,

[sdc@sdc-vm ~]$ base64 -d /usr/local/ CDO/bootstrapdata >
/usr/local/CDO/extractedbootstrapdata
[sdc@sdc-vm ~]$

cat AV FEFEITLTEG LET —#4FKRLET, a~vr FBIOES LT —213Rko
o2 £,

[sdc@sdc-vm ~]$ cat /usr/local/ CDO/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

UTDavy REFITLT, HELET— AN v T =2 O—MERRELIZT 7 AR —
FLET,

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]$

Security Cloud Control 7257 — KA R Z v 7NN KLvaEX Ty oa— RLET,

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer S$CDO_TOKEN" "$CDO_BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 --:=-:=-- ——:--:-- ——:——:—— 10654
[sdc@sdc-vm ~]$ 1ls -1 /usr/local/ CDO/*SDC
-rw-rw-r-—. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/CDO/tenant-name-SDC

SDC tarball % J&Bf L. bootstrap.sh 77/])/1/7855?? L T SDC /\‘"‘/’7—9%4’ VA R—ILLF
b@‘o

[sdc@sdc-vm ~]$ tar xzvf /usr/local/CDO/tenant-name-SDC
<snipped - extracted files>
[sdc@sdc-vm ~]$
[sdc@sdc-vm ~]$ /usr/local/ CDO/bootstrap/bootstrap.sh
[2018-07-23 13:54:02] environment properly configured
download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh
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common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally

sha256:d98£f17101dbl0e66db5b5d6afdalc95c29ea0004d9e4315508£d305790275458:
Pulling from

ciscodefenseorchestrator/sdc_prod

08d48e6flcff: Pull complete

ebbdl0b629b1l: Pull complete

dl4d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped - downloads>

no crontab for sdc

9% & Security Cloud Control TSDC 2 [7 277 47| LFEREINDITTTT,

RDZRY

BE SN f-7RRX kT Secure Device Connector D J— F X kS5 v T

Procedure

&
ATy T2

ATvT3
ATv74
ATy TH

ATvT6

ATy 717

FEAH DA > T Administration > Integrations > Secure Connectors =27 U v 7 L ¥ 7,

[Services] ~— D [Secure Connectors] # 7 C, [+] 7 A 2> %7 Y > 7 L, [Secure Device
Connector] ZZR L F 77,

T4V RUDFEIE2DT - AN T v T T —H B AERIZa—LET,
BPE o —H— GREITcdo) EBIRLIEANAT— REZMFH LT, VMIZT SSH THfE LE 7,
l[sudosu-sdc] a2~ RZEHAL T sdc 2—V—IZWID B2 5,

sudo su - sdc

WKDa~y REMFHALT, HHFLWSDC %7 —hA NI v 7 LET,
sdc bootstrap <paste-your-bootstrap-data-here>
% SDC DN—V 3 U EBRIR L ET,
SDC NR—T 5 L ZIE3 DA T a v e £,
«SDC 2024 : ZHUE, 1FEAEOLEAICFITEMAINDL =T 3 T,

« FIPS 234 %)72 SDC 2024 : FedRamp EMLO 25l 7o THEIL, 20— 2 U2 #IRNL
i—a—o

*SDC LA —: ZON— g NIEEEOEF 2525 L IpoTlzlz, b IiZSDC2024
BFEITTHEBHRELET,
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ATvT8

Terraform % {§ f L = vSphere ~ @ Secure Device Connector O & .

CLIZa T A A—T% 7V LTSDC iEi LET, /o, LFEFETL T, SDCRT 7
T4 T TCa—WP— A B —T 2 A ZBLOFZ N ETEEL TWAZ 2RI TEE7,

sdc show running

TF 2 D SDC MFERINFET,

Terraform % {4 L 7= vSphere ~ () Secure Device Connector 0) & [

FIE

ATy T

ATy T2

4O HHEIIC

Z OFNATIX, vSphere | Security Cloud Control SDC Terraform & = — /L% Security Cloud
Control Terraform 7" 7 /34 & — & fHAE DO Tl L T, vSphere (Z SDC % BB 7 5 H{EIZD
WCFELKHMALEY, 20X R FIEZETT LA, ROFHERGAZHER L T IZE W,

e vSphere 7 — X & X — N— 5 T UIRER LI T

c REFATT DR EFHOT — 2 o X —DEHEET 7 v FRBETT,
« VM DAERL
o 7 FIVE DOERL
AT UV TAT T Y OMER

LT UITATTIAADT 7 ANDT v 7 — K

* Terraform @ %1%

Security Cloud Control T APl DA D2 —H—%ER L, APl h—27 & ar—LE7, APID
HDA—P—=DIEEITIEIZOWTIE, TAPLOHZO2—F—2Eld 5] 2ZRL TS
AN

['Security Cloud Control Terraform Provider] @ FNEIZHE > T, Terraform U 783 kU T Security
Cloud Control Terraform 7" & /3o X — %ML L £ 7,

11
terraform {
required providers {
cdo = {
source = "CiscoDevNet/cdo"
version = "0.7.0"

}
}
}

provider "cdo" {
base url = “<the CDO URL you use to access CDO>"
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https://github.com/CiscoDevNet/terraform-vsphere-cdo-sdc
https://github.com/ciscodevnet/terraform-provider-cdo
https://github.com/ciscodevnet/terraform-provider-cdo
https://docs.defenseorchestrator.com/c-secure-device-connector-sdc.html#!t-create-api-only-users.html
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs
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ATvT3

ATy T4

ATvTH

api_token = “<the API Token generated in step 1>”

}

Security Cloud Control Terraform 7' = /31 # —ZfH L C cdo_sdc U YV —AZAEKT D72 D
Terraform = — R &Gk L ¥ 9, FHMIIZ-DUWTIX, Security Cloud Control-sde U Y — A @ Terraform
VYRR ZBRLTIIZEN,

il -
Resource “cdo sdc” “my-sdc” {
name = “my-sdc-in-vsphere”
}
Z DY Y —AD bootstrap data JEMEIZIX, Security Cloud Control 7 — K A kT v 77— X DfF
MANEIn, WOARAT T cdo_sdc Terraform & T a— VI E T,
Security Cloud Control_sdc Terraform &< = —/LZ{f ]l L T, vSphere T SDC Z1ERKT 5 7= D
Terraform = — RZFik L £ 7,

1 -

data "cdo_ tenant" "current" ({}

module "vsphere-cdo-sdc" {

source = "CiscoDevNet/cdo-sdc/vsphere"

version = "1.0.0"

vsphere username = "<replace-with-username-with-admin-privileges>"

vsphere password = "<super-secure-password>"

vsphere server = "<replace-with-address-of-vsphere-server>"

datacenter = "<replace-with-datacenter—-name>"

resource_pool = "<replace-with-resource-pool-name>"

cdo_tenant name = data.cdo_tenant.current.human readable name

datastore = "<replace-with-name-of-datastore-to-deploy-vm-in>"

network = "<replace-with-name-of-network-to-deploy-vm-in>"

host = "<replace-with-esxi-host-address>"

allow unverified ssl = <boolean; set to true if your vsphere server does not have a
valid SSL certificate>

ip address = "<sdc-vm-ip-address; must be in the subnet of the assigned
network for the VM>"

gateway = "<replace-with-network-gateway-address>"

cdo_user_ password = "<replace-with-password-for-cdo-user-in-sdc-vm>"

root user password = "<replace-with-password-for-root-user-in-sdc-vm>"

cdo_bootstrap data = cdo_sdc.sdc-in-vsphere.bootstrap data

}

ER SN2 VM IZIE 2 A2 —HP— (root —HW—& cdo EWVVH) 2—H—) NHH, VM D
IP7 KL XA biﬁ%éﬁﬂ:%fﬁéﬂfb\é ZHITEELTLSEEN, cdo_bootstrap_data JEMIZ I,
cdo_sdc yy—2=x @1@5@5#&1@5@3“7’: bootstrap data E‘Iﬁ@{ﬁb)*sﬁéﬂij—o

@ﬁ &}5 @ v terraform plan & terraform apply %fﬁﬁﬁ L T Terraform %%’@%i@i@ﬁﬁ L/i
R

SER72BINZ DUV TIX, CiscoDevNet @ [Security Cloud Control Automation Repository | [J£5E] %
ST EE0,

SDC WAV R—=T 4V 7IREDEETHLGAEIT. VE—har Y —L & H LT vSphere
VM IZEfE L, copo 2—H—L LTl A LT, kOoavy REETLET,
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https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs/resources/sdc
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs/resources/sdc
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/vsphere/latest
https://github.com/CiscoDevNet/cdo-automation/tree/LH-70404-add-vsphere-as-an-optional-example/vsphere

I FTINA AADIESE
Terraform £ 21 —)L % {§ A L 7= AWS VPC £ T® Secure Device Connector ) E .

sdc host status

HEHZ L > T, UTFEFETETTO2LENDLHE1H Y £,

sdc host configure

\}

(F)  Security Cloud Control Terraform & ¥ = — /L%, Apache2.0 74 B> AD FTAH—F LV —RY
Zhv=TELTARERTWET, ¥AR— FALERGAIE, GitHub TREZ#E T %
j‘o

TerraformE® < 21— )L Z{#H L = AWSVPC _t T SecureDevice Connector
DEH

188 B
AWS VPC |2 SDC % BB 5 HIIZ, IROFHZRRMFEZHER L TSV,
» Security Cloud Control I%, B RFEET = v 7 202 E L, SDC & A ¥ —% v O]
D Web/ar 7oy 7axi iz R— L TWERA, 7RrX P —_—ZFHL T
WA A1, Secure Device Connector (SDC) & Security Cloud Control Df§JD 5 7 4 v 7
DIRAZ BRI L ET,

WY ry NT—7 7 78 AEMIRT D72, [Security Cloud Control?® Secure Device
Connector ~D#Eft | Z#ZML T 7EE W,

CAWS TV b, A7l b 1 DOV T xRy b EFFD AWS VPC, 1 X TN AWS Route53
THRRANEND Y — U BRETT,

Security Cloud Control 7 — h A k7 v 75 —%  AWS VPCID, BLUZEDOH 7 x> k ID
METLICHDZ MR LET,

SDC BT 577 A _X— YT Ry MINAT X — h T oA D SN TWNWD Z L 2 fil
ALET,

« 77 AT U — )LVEBHITP A v F—T =2 ANFEITENTWAR—FT, 774 T 74—
LS NAT 7 — 7 = A Ik SN/ Elastic IP ~D b T 7 4 v 7 B & £,

FIE

AT v T 1 Terraform 7 7 A MIZRD a— FIT BN L Ed, BEDOAINIFETAN LTI EZE N,

module "example-sdc" {
source =
"git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"
env "example-env-ci"
instance name "example-instance-name"
instance size "rS5a.xlarge"
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vice Connector & & U Secure Event Connector 0 Cent0S 7 {R#8< < >/ 5 Ubuntu RAE<T & o~ DT

"<replace-with-cdo-bootstrap-data>"
<replace-with-vpc-id>
<replace-with-private-subnet-id>

cdo_bootstrap data
vpc_id
subnet id

}

ANEFEFTHDO Y 2 MZDOWTIL,  [Secure Device Connector Terraform module] #ZMR L T
<TEEW,

Terraform = — KD /& LT instance id Z8Ek L 7,

output "example sdc instance id" {
value = module. example-sdc.instance id

}

instance_id ZfE M LT SDC A » A% AIZ#Ht L, AWS Systems Manager Session Manager
SSM) ZHEHLTCAI TN a—T 4 7 5ITH ZEMTEES, HEHRERH IO X k

IZ2W X, TSecure Device Connector Terraform module] @ [Outputs] ZZ ML T 7ZE 0,

RDERY

SDC D kT 7Ny a—T 427 Tik, AWSSSM Z il LC SDC A A X v AT 2 i
ERHYET, AR ANDERFIEDOFEMIZOWTIL,  TAWS Systems Manager Session
Manager| ZZH L T 723V, SSH ZfEH L TSDC A A ¥ AT D7D DR— K

I EF 2V T EOBBRICI Y A ENRN I LIZERELTIZEN,

\)

=)

B

Security Cloud Control Terraform <& ¥ = —/L{X, Apache 2.0 71 B> ADFTA—F >V —RA Y
Zhv=TELTARERTWET, ¥AR— FALERGAIE, GitHub TRIEZ#®E T %

#4 > 7L = X Secure Device Connector & & U Secure Event Connector 0
Cent0S 7 R < L /M5 Ubuntu R L O ADFEAT

Security Cloud Control 4> 7L 2 A Secure Device Connector (SDC) 1%, Z#1FE T CentOS 7
A= N VA P =L EINTWE LT, CentOS 7 iXH AR — F23#& T L. Security Cloud
Control IZ X » CTEEIEXN7z7=2®, 3XT?D SDC % CentOS 7 H* 5 Ubuntu (AR~ > NIBATT
EHEOIT, ZHLHDOBITT R R B HL £ LT,

#1719 BHEIIC
¢ SDCIZIZ TCP AR— F 443 TOA LV Z—F v h~DFZEEIRT U XU KT 78 AR
<9,

* SDC % 31T L T\ % Ubuntu R4~ 2 1Z1%, ASA X° Cisco I0S /34 A7 F, WET 5
TNAADEA LV H—T 2 A A~DFy NI =T T 7 B ANKLETT,
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https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=inputs
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=outputs
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
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# > 7L = X Secure Device Connector &5 & U Secure Event Connector 0D Cent0S 7 X8 < < >/ 5 Ubuntu IRAEY o o~ D#IT .

« TS RZRET HT2D, D SDCVM D IP 7 KL 2 £ 7213 FQDN TfEf S =% » b
J— 27—V Z&  HLWSDCVM D IP 7 R A E 71X FQDN A4 L TERL LiE4 /3
N0 ET,

s BATITIZ 10~ 1553000 T3, BITH, T3 AidBl&mE X2V TR —%1
AL, 2y b= I 7 4 v 7 %BIRELETI, SDC 2 LIZEEIZTTEEFHA,

AR &Y
['Secure Device Connector 33 X U" Secure Event Connector & 3179 570D VM O R OFIE
> TH LWA A & BB L £,

"R FDEE
SDC X° SEC #8177 2%A 1. RO FIRIZHEVE T,
1. ZHELEMBHLWVM A A—VEF T a—RLET,

2. CDO-SDC_VM.zip 7 7 A VMR L E T, RO K D RARTDO3 DD VM 7 7 A VHFRRS
ET,

* CDO-SDC-VM-708cd33-2024-05-30-2031-disk1.vimdk
* CDO-SDC-VM-708cd33-2024-05-30-2031.mf
* CDO-SDC-VM-708¢cd33-2024-05-30-2031.ovf

3. ¥uru—KRLEVMZEZERLET,

4. FHLWVMIZEID B THNZFHAIP 7 FLAE721X FQDN # A€ L £,
5. SSHZEEM LT, coo 2—H#—L LTHLWVWVMIZES A LET,

6. FYu 7 MIkDa~v REANLET,

sudo sdc host configure

GE) BATAZ VT bOT a7 MBI > T EEW, 20 A7 Y 7 MIg@Eicsr#E b s
NTEH, FIEZEOHRHTBIT et A2 A4 RLET,
cBATAZ U FORBIZ, SDCARFH LN VM ICBITENT-Z L 2RT A v —UnkR
SNFET, SDC DA4HNEL, BITH bHEREINE T,

SDC O#1T
FIE :
1. SSH #f#H L T, coo x—H—& LTit® (CentOS) SDC Iz /A LFET,

2. kOa~vy REEHALTCLLZA A =L LFET,
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https://docs.manage.security.cisco.com/c-deploy-vm-used-for-sdc-and-sec.html
https://s3-us-west-2.amazonaws.com/download.defenseorchestrator.com/sdc/CDO-SDC-VM.zip
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. 7> 7L = X Secure Device Connector 35 & Uf Secure Event Connector @) Cent0S 7 {48 < & >/ 5 Ubuntu IRAEY & o~ D#4T

tE
1.

2.

\}

curl -0
https://s3.us-west-2.amazonaws.com/download.defenseorchestrator. com/sdc-cli/sdc-cli-package-latest.tgz
&& tar -xvf sdc-cli-package-latest.tgz && chmod +x ./install.sh && ./install.sh

MDA~ RERITL, 7Tr 7 MIEWET,
sudo sdc migrate now

£ .

oty -

Security Cloud Control 7> hMZu 7 A > LET,

BATID SDC Z IR LT, [#{E (Actions) ] <A > T [/—hE— FDOZK (Request
Heartbeat) (%227 U v 7 LET,

GE)  SDCWA [T 27T 147 (Active) JIREETHD Z L aMER L ET,

SEC D17

FIE

1. SSH#MEML T, coo2—#—& L TD (CentOS) SDCIZHZ A LET,

2. Woavw s FaHLTCLLZA A M=V LET,
curl -0
https://s3.us-west-2.amazonaws . com/download.defenseorchestrator. com/sdc-cli/sdc-cli-package-latest.tgz
&& tar -xvf sdc-cli-package-latest.tgz && chmod +x ./install.sh && ./install.sh

3 Woa~y REFATL, Tr 7 MIEWET,
sudo sdc eventing migrate

4. SECOHLWIP 7 RLRAZRA L M2 RIICT A RAERET D, JLDORA M
Yy MUY, HLOWEA MIIEDAAREFEUTIPT RLRAZE DY TET (208
By T ZADOEFNIAETT)

MR

SEC MIRHEIZEI4 5 3EMIL.  Secure Event Connector OIRTEZHIHRT 5= DDA~V AF = v 7
DA 22 LTI,

B

FIE

mLYSDC #HES L4

BATRE T LIe b, iR~ &~ Tlivy SDC & FREE) L 2T 7E &0,

KB LE-BITERICRY

SO EA TBATHRRIM L 726, £3MRERB Y OFR Thhro7c/zd, ud SDCIZ

R
1.

THEAIT. IROFINEICHENE T,
HLWVMIZe AL, SDC 2—H—IZZ A vF LET,
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https://docs.manage.security.cisco.com/index.html#!t-use-health-check-to-learn-the-state-of-sec.html
https://docs.manage.security.cisco.com/index.html#!t-use-health-check-to-learn-the-state-of-sec.html
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Secure Device Connector D IP 7 KL XD EE .

2. oa<wy FEERL T, SDCHBIEHF LW VM TEITESN TN & 2R LET,

docker ps
3. SDCMRFATENTWDHHAIE, WOa~xy REFEITLET,
sdc stop

4, ﬁ]ﬁ docker ps %—fgﬂ%ﬁi LT\ SDC ﬁ)gﬂ%??%{’é?“ﬁ Lfl: & %ﬁﬁ?ﬂ?\bij—o
5. TWwVMIicrZ AL, kDa<wy REFEITLET,

sdc migrate revert

6. HWSDCWT 7T 4 7 TCULICERENTEL, FTLWVMIZEY, kOa< REFETL
iﬁ‘o

sdc delete <your-tenant-name-here>

7. TI9UVEBEICEHL, SDCEZZ7 Y v 7 LT, HTWEARDIP NV A RAN—ZERE
NTWDHZ L E2ERELET,

INHDOFNEEFITLTH, FTLWIPRERINDILGEE. FTILOANVAT = v 7 ZHR
L, 770%EHHL T, &) —EHRLTIZI,

8. SECHATZILIZETIZIE, UFTDa<wr REFEITLET,

sdc eventing revert

Secure Device Connector DIP 7 FLANDZERE

1R BHIIZ
c ZDH AT HFTTHIZIE, BEHETHILERDHD 77,
«SDC (21X, TCP AR — k 443 £/ 7 A AEFHHICRE LA —FTOA F—F v b
ANDSERRT 7 AN RT 7B ZARMETT,

)

GE) SDCOIPT RLAEEH L%, 7 /351 A% Security Cloud Control |ZFE A R—F ¢ 7
TOHMLETHY £H A,

FIE

ATvT1  SDC~ODSSHEmAEMERT 20, A~ roaryy—L&zf&, CDOx2—%—tLTr/
A LET,

2FvF2 IPT7TRLAZEFTIHHINCSDCVM DXy hU—7 4 H—T 2 A AREFBFREFRT DI
X, I~ REEHRALET,

[cdo@localhost ~]$ ip addr

| Fiq1z~0E5 I}



FINA Z~OER |

. # % Secure Device Connector SDC 5™ 5 510D SDC ~ ASA DFZE)

ATvT3

ATvT4
ATvT5

ATvT6
ATy T17

ATvT8

ATvT9
ATy 710

AL HF =T 24 ADIPT FLAZETTHIZE, ROa~< REFHLTEA MREE HE
BtE L £,

[cdo@localhost ~]$ sdc host configure network

TarT NREREINTEZL, NAT—=REASHLET,
WEAZ VT ME, Fy PT—ZFBEIZOWTEND, HILWIPZEA L THLWEEY 7 A
NEEXIAL, FOHRTEXEHALET,

GE)
Z OWFRT, SSH#ERHI RN ET,

SDCIZHIV YT LWIP 7 RLRAZMEH LT SSH #ft A E L., v/ A4 LET,

SDC I HBMICEN L £ 328, BE)VLARWGESIILLTOa~r REFITLET,
[cdo@localhost ~]$ sudo su - sdc

[cdo@localhost ~]$ sdc start

GE)

VMO a Y=L TIOFIEEZFETLTWDIHE, ERELWI LE2HRT L L, BiAT —
ZADT A NPHBIZFETIN, AT —FARRRINET,

Security Cloud Control = —H%—A % —7 = f %4 LT SDC O#fi & ffgid T 52 L T& £

3, T HIZiL. Security Cloud Control 77V 7r—3 3 2B &, Administration >

Integrations > Secure Connectors ~~— &) L 9,

NV —EEHL, IPT FLAZER LIctFaT7axs 2 2RRLET,

[#1F (Actions) ]34 > T, [»>— hE— h®ERK (Request heartbeat) | %227 UV v 7 LET,
[IN—FE—FAREBICERINIz] LWV A v E—U0NFRE ., [Last Heartbeat] (ZHL7E

DA RN TR SN DT TT,

& 5 Secure Device Connector SDC /5 5 FI| ) SDC ~0) ASA DFZEN

FIE

ATwT1
ATvT2
ATvT3
ATvT4

Security Cloud Control Firewall Management Ti%, 1 207} h&H72 0 1 -2LL LD SDC OfEH
DY R—FShET, ROFIEZMHEHL T, EFHAR ASA 2, H 5 SDC 75510 SDC IZH
HTEET,

FEAl DO~ A T Security Devices 7 V v 7 L ¥ 7,
[ASA| ¥ 7 %27V v LET,
B SDCIZET 2 1 DLLED ASA Z1EIR L 7,

[T /34 A7 7 a3 > (Device Actions) ] %A T, [E&IEMDOEH (Update Credentials) ] %
7Y w7 LET,
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AT w75 [Secure Device Connector] N %7 U w7 L, T/ AOBEN O SDC ZiIR L £7,

AT 76 Security Cloud Control /37 /XA ZZv 7' A 3 57O HT HEHEE D2 —F—4 L RXAT —
KEAJIL, [E#H (Update) 127 U7 LET, BREINTWARWVWRY | FHED—F—
L ENRAT— R, ASADF LV AR—RIERA LI /A U EREEILC T, ZHWHOEFEZT
NA RREAT A EITH Y FH A,
GE)
TRTDASANF L FA UNEREMGH L CTWAEE, 85D ASA 2. H 5 SDC 75 BID
SDCIZ—#ETREITE £9, HHD ASA D /1 NERNEL DA, % ASA 25 5 SDC
MHRIO SDCIZ 12T OBETHLERNH Y £,

Secure Device Connector D & BIZLH
$IB

ATy 1 ERD~A T, Administration > Integrations > Secure Connectors % #&R L £,
RATY T2 ARiEAEET 5 SDC IR L ET,

ATw T3 FHMA T, SDC DARIDORICHDMET (2 & 270 v LET,
ATv T4 SDC DAFIZETE L ET,

ZOF LWARIL, Security Cloud Control A > % — 7 = — AN SDC 44 N Fr DS,
[Security Devices] ~2A > ® Secure Device Connector 7 4 /L X &b TERENET,

Secure Device Connector ZF &) CEIT

TDHR AT, BEEMSY = E LUTHERALET, BETTIE, SDCITET HERIC ETH S
N, TT—DRELZLWVIRY FEICEHFTHILEITRWEHAL TWET,

Procedure

AT9 1 SDC I LE3, SSH 2/ L CTERET D0, NARN—R_AFDar Yy — Lt a—%fHH
T&EET,

ATy 2 EHEa—W— (@ IXcdo) L LTSDCIZu s A LET,
ATw T3 SDC 2—HW—|Z8I Y #, % T, SDC Docker=2 > T+ HH L £,

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$
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ATv T4 SDC% 7 v 77 L —RLET,

sdc upgrade

Note
SDCIRET L U TCHREINIFHFESLIUVAVTFUR

Vg MREONENIT X2V 7 4 BRONy FEFARY 2 —I2{¢-> T, Ubuntu Linux TEIE
$%SDCVM = E=4—L, E%%ﬁﬁbf<ﬁéw F v b U =27 BENT SDC VM Ot
T2 U7 o PR L Rl RE D ERF S LD K 0T, BT SR 2 U T 4 Ny FEEHNICHE
WLTHEATDZ L am< BRI LET,

~ T %D Secure Device Connector % {3 F3

TF Y MIA VA M=/ TE S SDC OEUTHIRIZH D FH A, #HEOSDCIZEY, k%L
DT NA RAEEEL, L5 DT /3 A A% A U Security Cloud Control Firewall Management 7~ 7~
VNIEELEEE, ax I ERRAIR Y NI BT A MIBRETEET, 2 2B
@ SDC % BT 5 FlHIX, &M SDC DFNEL[F U TH, HAID SDC DARNIIET T2 K
BT T BDEENTHWET, B SDC IZIE, IEFICE ST 6 ET,

« 2 F A LD SDC Z B3 2 FIHIL, &1 SDC # BT 2 FIHEF LT,

-?%yb@%mwﬁmmﬁ\%fyb@%%&%%lﬁm#@ihfwi#oEM®%
SDC 121X, NEFIZEFBHTF o ET,

i@ U Secure Device Connector %357‘3'67_"‘/\4 A ’é’lﬁ%

Procedure

ATy
ATvT2
ATv73
ATvT4

ATy TH
ATvT6

FEA DA T Security Devices #7 V) v 7 L £,

[T /34 A (Devices) | ¥ 7% 7 U7 LTT A AZEROIFET,

WY T NAABAT DR T o7V w7 LET,

T A NVEIEERT TITHRES N TWAEAIE. [EX =2V T 475731 A (Security Devices) ]-3—

YO EIZHS [7 VT (Clear) | A% %27 Y » 7 LT, Security Cloud Control T L T\
DI NTOT A REY—ERZRRFLET,

TansRsy U ar )y s LT, (7404 (Filer) | A=a—% BRI LET,

7 4 L& D [Secure Device Connector] £ 7 3 3 ¢, B2 SDC D47 Vv 7 LET, [k
X2 U7 4734 A (Security Devices) ] —IIZiE, 74 NVFZTF =y 7 L7=SDC HfHEHL
T Security Cloud Control {285t L TV DT /NA ADBRNFRINET,
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ATy 717

ATvT8

Secure Device Connector O &Il B& .

(A7 ary) BFEEZSLICRYVIARIZIE, 74 NVFIA=2a—TBMOT7 4NV 2F =7 L
£

(FFvarv) ZFTLEL, [BEX2 YT 47351 A (Security Devices) | X— D EfBIZH %
[Z7 U7 (Clear) |AR% > %2 U2 LT, Security Cloud Control TEH L TWN5HTXTDT N
AREF—ERAZFRLET,

Secure Device Connector D HI &

Procedure

ATy T

ATy T2
ATvT3

RTvT4

ATy TH

SDC OHIBRITTCIZRE E W A, HIBRE, LW SDC %A A h—)L L TT /A A% F R

HET, ZOSDCITHHE SN TWET AL AFFHTE A, T AZHERT 54,
EHFEOR T A EREFEANTHLERS D550 H 0 FT,

SDC Z HIBRT DRI, #EfE AL TV DT /3 2% 5D SDCIZBEF % A>, Security Cloud Control
Firewall Management 2> HHIFR L T 72 &0,

HIERS % SDC IZHFE SN TWDT S 2 & T X CHIBRL 7,

ca. SDC CHMAINDHTRXTOT A AEFRET HI21E,  [A— SDC %] L 7= Security
Cloud Control |Z#5t 32T XRTCDOT A ZAE WO 5] 2L T ZEN,

b. [EF=UF 1534 R (Security Devices) | 3— T, kil LI=T _RTOF A 2%
R L E 9,

c. [T/3 AT 73 a2 (Device Actions) ]V 1 > K7 T [HIER (Remove) | &7 Y v 7
L. [0K]Z27 Y v 7 L ClEERE LET,

FEM DA > T Administration > Integrations > Secure Connectors Z 2 U » 7 L ¥ 9,

[th—E X (Services) |"—T D [EF =27 232 % (Secure Connectors) | % 7 A3 X470k
BT, HWTT7ARZ %27 Y v 7 L, [Secure Device Connector] % 3% R L F 97,

[E¥ =7 222 % (Secure Connectors) |7 —7 /L C, HIBRT 5 SDC Zi&IR L £, i T,
TNA ZBIFTE R/ > TV HIET T,

[7 27 a3 (Actions) ]34 »C, [HIFR (Remove) ] 7 A 2@ %27 U v/ LET, RO
ENRRRENET,

Warning

<sdc name> ZHIFRL L5 & LTWET, SDC OHIBRIZICIZEE £/ A, SDC ZHIBRT 2 &
T R R—=T 4 T EITHEA Y R—T 4 7 F HENS, #H L SDC 2Bk L TA
YR=T AT T HRENRDHY ET,

BEF LV R—F 4 L THEHR DT ANSH D720, SDC ZHIRT 5121, ZRHDOF /A R
PSR L, TLWSDC R E LB e /A VEREFEANTILENH Y £,
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o ZHEMRREFEN D D5A1X, [Fr L (Cancel) 1542 VU 2 LT, Security Cloud
Control ¥R — MZBHWEDHELZI WV,

cFATTHITIE. TOTHFA MR Y7 AT <sdc_ name>Z AJJ LT, [OK] %72 Vv L&
—g_ﬂo

ATYT6 HATTHHAIE, BEA =R EIN TS SDC DARTEMHERL A T a7 Ry 7 AT

ANLET,

ATwTFT [OK] %27 V27 LT, SDC OHIBRZHEE L £7,

SDC DA —T

) —RABELUVY—FNN—T 145141V R

*amqplib *
amgqplib copyright (c) 2013, 2014
Michael Bridgen <mikeb@squaremobius.net>

This package, "amqgplib™, is licensed under the MIT License. A copy maybe found in the file
LICENSE-MIT in this directory, or downloaded from

http://opensource.org/licenses/MIT

*async *
Copyright (c) 2010-2016 Caolan McMahon

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* bluebird *

The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov
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Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* cheerio *
Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software"), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or
sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* command-line-args *
The MIT License (MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software') , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.
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THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* Ip *
This software is licensed under the MIT License.
Copyright Fedor Indutny, 2012.

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR APARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* json-buffer *
Copyright (c) 2013 Dominic Tarr

Permission is hereby granted, free of charge,to any person obtaining a copy of this software
andassociated documentation files (the "'Software'), todeal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify,merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whomthe Software is furnished to do
so,subject to the following conditions:

The above copyright notice and this permission noticeshall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT.IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FORANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER INANACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THESOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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* json-stable-stringify *
This software is released under the MIT license:

Permission is hereby granted, free of charge, to any person obtaining a copy ofthis software and
associated documentation files (the "*Software'), to deal inthe Software without restriction, including
without limitation the rights touse, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies ofthe Software, and to permit persons to whom the Software is furnished to do so,subject to
the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESSFOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS ORCOPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHERIN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR INCONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stringify-safe *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT,NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

* lodash *

Copyright JS Foundation and other contributors <https://js.foundation/>

Based on Underscore.js, copyright Jeremy Ashkenas,

DocumentCloud and Investigative Reporters & Editors<http://underscorejs.org/>

This software consists of voluntary contributions made by manyindividuals. For exact contribution
history, see the revision historyavailable at https://github.com/lodash/lodash

The following license applies to all parts of this software except as

documented below:
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Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the™Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright and related rights for sample code are waived via CC0. Samplecode is defined as all
source code displayed within the prose of thedocumentation.

CCO: http://creativecommons.org/publicdomain/zero/1.0/

Files located in the node_modules and vendor directories are externallymaintained libraries used
by this software which have their ownlicenses; we recommend you read them, as their terms may
differ from theterms above.

* log4js *
Copyright 2015 Gareth Jones (with contributions from many other people)

Licensed under the Apache License, Version 2.0 (the ""License"); you may not use this file except
in compliance with the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License
is distributed on an ""AS I1S" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied. See the License for the specific language governing permissions
andlimitations under the License.

* mkdirp *
Copyright 2010 James Halliday (mail@substack.net)
This project is free software released under the MIT/X11 license:

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software') , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:
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The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* node-forge *

New BSD License (3-clause)

Copyright (c) 2010, Digital Bazaar, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyrightnotice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyrightnotice, this list of conditions
and the following disclaimer in thedocumentation and/or other materials provided with the
distribution.

* Neither the name of Digital Bazaar, Inc. nor thenames of its contributors may be used to endorse
or promote productsderived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" ANDANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIEDWARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AREDISCLAIMED. IN NO EVENT SHALL DIGITAL BAZAAR BE
LIABLE FOR ANYDIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES;LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT(INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THISSOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

* request *

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.
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"License" shall mean the terms and conditions for use, reproduction, and distribution as defined
by Sections 1 through 9 of this document.

"Licensor™ shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
"control' means (i) the power, direct or indirect, to cause the direction or management of such
entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or ""Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

""Source™ form shall mean the preferred form for making modifications, including but not limited
to software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work™ shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work (an
example is provided in the Appendix below).

"Derivative Works' shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.

""Contribution™ shall mean any work of authorship, including the original version of the Work and
any modifications or additions to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition,
"submitted'* means any form of electronic, verbal, or written communication sent to the Licensor
or its representatives, including but not limited to communication on electronic mailing lists, source
code control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor
for the purpose of discussing and improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by the copyright owner as ""Not a
Contribution."

""Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made, use, offer to sell, sell, import,
and otherwise transfer the Work, where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination
of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute
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patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging
that the Work or a Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License for that Work shall
terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof
in any medium, with or without modifications, and in Source or Object form, provided that You
meet the following conditions:

You must give any other recipients of the Work or Derivative Works a copy of this License; and

You must cause any modified files to carry prominent notices stating that You changed the files;
and

You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those
notices that do not pertain to any part of the Derivative Works; and

If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works
that You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at
least one of the following places: within a NOTICE text file distributed as part of the Derivative
Works; within the Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such third-party notices
normally appear. The contents of the NOTICE file are for informational purposes only and do not
modify the License. You may add Your own attribution notices within Derivative Works that You
distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such
additional attribution notices cannot be construed as modifying the License. You may add Your
own copyright statement to Your modifications and may provide additional or different license
terms and conditions for use, reproduction, or distribution of Your modifications, or for any such
Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions
of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an ""AS IS™ BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including,
without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible
for determining the appropriateness of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including
any direct, indirect, special, incidental, or consequential damages of any character arising as a result
of this License or out of the use or inability to use the Work (including but not limited to damages
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for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial
damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of
any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
harmless for any liability incurred by, or claims asserted against, such Contributor by reason of
your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

*rimraf *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT, NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

*yuid *
Copyright (c) 2010-2012 Robert Kieffer

MIT License - http://opensource.org/licenses/mit-license.php

* validator *
Copyright (c) 2016 Chris O'Hara <cohara87@gmail.com>

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
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ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

*when *

Open Source Initiative OSI - The MIT License
http://www.opensource.org/licenses/mit-license.php
Copyright (c) 2011 Brian Cavalier

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
s0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE
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