11l

TINA AREENDEH

TR, A BT 572912, Security Cloud Control (£, 7 /3NA ADFKED 2 E—ZMHE DT —
B R 2N RAFT HDHENH Y £9°, Security Cloud Control 23 EFEEXf 2T /3 A A0 5% IE & #it
HEDHE, BEETIE—LTHRIFELET,

Security Cloud Control |£7 /XA ANEA X2 & XD, T ADBKED 3 B — %5t H-> T
RIELET, ThHDOT 7 v a NEZNENREDOHMIN S Y £7,

o [EHEOMFHE (DiscardChanges) |: 2 D7 7 a3 X, T3 ARRED AT — X AN [RIH
1 (NotSynced) ] DA TEET, [RFEH (NotSynced) ] DIKEETIL, 7/314 R
BT KT D ZEH 3 Security Cloud Control TEREHIZ/2 > TWET, ZOF 7T a &
HT2&, REFPOTRTOERELZRVIET ZENTEET, RETPTOEEITHIR S,
Security Cloud Control X% E D A B —% T /A ARGF I TWVHHED I B — T EHFEX
LET,

[ZH OGRS (Check for Changes) ]: ZD7 7 ¥ a idk, T3 ARED AT —H AN A
WA (Synced) |DGAITHEHTE ET, [ZEHOMEFE (Checking for Changes) %7 U v
745 & Security Cloud Control |%, Z DT /A AFRKED 2 —% T /31 ARFE ST
WOHRED A — LI LE T, #EWDRH D555, Security Cloud Control 137734 ATk
FINTNDHIE—TEDT AL ADFRED I —2FIC EEXLET,

(556 Ofei® (Review Conflict) ] & [ B = —72 L T/&FR (Accept Without Review) ] : 7 /3
A AT [HiE it (Conflict Detection) | Z A 423 % & Security Cloud Control [X7 /3 A

WA BNTREDEFE % 1043 2 L1 F = v 7 LET, https://docs.defenseorchestrator.com/
Welcome to Cisco Defense Orchestrator/Basics of Cisco Defense Orchestrator/Synchronizing

Configurations_Between Defense Orchestrator and Device/0010_Conflict Detection7 /3 A (Z
RSN TNDRIED 3 B —NEH S /=86 . Security Cloud Control 13 G 23 H &
NELEZ] LWIREAT —F A2FR L TEMLET,

o [BiE OffesR (ReviewConflict) |: ZHaE27 U w7 LT, T34 A CTHBETONARE
ERER L., ZTNOEZ T ANDINEST 20 EBIRL ET,

s [LE=—72 L THEF (Accept Without Review) |: ZD7 7 2 a 2L Y, Security
Cloud Control D7 /3A AFED A B =73, T /31 RTHRAFEN TV S IAFT OB ED =
v —C EEX & E T, Security Cloud Control Tik, EEXT 7 v a V& FEITT HHI
IZ2 DOREAL—DEWVWEZFERT D LI RDLNEEA,

FrqzaeEnsE ]
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FNAREEOER |
B zez=ossamy. w2, sLUEH

[TNTREARY (Read All) ] @ ZHUT—FEHBIETT, (EEDOREICH 2EEDOT A A %%
WU, [TRTEAID (ReadAll) 1% 7 U w2 LT, Security Cloud Control I[ZfR{F S AL TW D
TRTCDOTNA AREE . T/ ARFENTVWDIRET EFEETEET,

o [EEDORER] (DeployChanges) ]: 7 /3N ADRTEIZET A M A5 &, Security Cloud Control
FEOEREZHOLORED AL —ITRMELET, ZNOHOEEIL, 731 RAERT L E
“C Security Cloud Control C [{#B & (Pending) ] ¥ £ T3, B I TWRWREF O
EENRDDHEGE. 7351 AOBEIRREIL RFEH (Not Synced) 112720 7,

REFORELHIL, Xy NI—27 I T7 4 v Z7ITFEELEE A, T HIE, Security
Cloud Control 237 /3 AIZBER L7=BICOHEMT2 7,

Security Cloud Control 737 /3 ZADFREICER LR T 5 &, BREINTREDEL DI
MWEEXINET, T, AER T 7 ANVEBEN EEEINDHZ L EHV EEA, 10F
T VIR DT A AER 2 RRF IR TE £7,

[T X THEE (Discard All) 1: ZOA T a ik, [FrEa—LTER.. (Preview and
Deploy..) 1% 27 Vw7 LicRlIZERINET, . [P Ea—LTERM.. (Preview and
Deploy...) 1%72 U > 2795 & Security Cloud Control TIREHH DA D7 L B = — 73 Security
Cloud Control (ZFE/RSNET, [TXTHEIE (Discard All) |27 Vw27 35L, REFO
EEFXTE, @R L7273 ZZEBAETIZ Security Cloud Control 2> HHIFRTE £,
[Discard Changes] & 135720, (RETOEENHIFRS D LHERTET LET,

c RELEOHHFIY | MEE, BIORERKH 2~—)
* Security Cloud Control &7 /31 AROREZFWT 5 (11 ~—)

BREELBEDHEARY . BE,. &LUVEHR

FTRTDTNA RBEDHEHIY

Security Cloud Control DA & 2T /34 ADFREDEE S 7zA . Security Cloud Control |2
RIEESNTNDETNA ZADFE L, BT A AOREDO R — AL 2 B —EF L TlEe b
F7, %< OHE . Security Cloud Control |28 5T /NA ADFEED A —% T /34 ARAFE
NTVEIRETEEXLT, REXZHORCICLIEWEEZXET, [TXTHARY (Read
Al) (V7 %FEHLT, 2L DT NNAATIDOHX AT ZRFFHCET T E7,

Security Cloud Control |2 X %7 /XA AFRED 2 DD 2 B —DOEIHIEDOZEMC OV TIE, %
EEAEOHAHAMY | ., F=v 7, BLOER] 22 LTIEZEN,

[TRTHARY (ReadAll) 15227V w7 LI23AIZ, Security Cloud Control [Z8 % 7 /3 A A D
HEDAL—NTNA ZADHFED AL —TEEXIND I OOREAT — X AZRITRTLE
D

o [BEE M (Conflict Detected) ] : B MR AZNC 72> T 5H556H . Security Cloud Control
I, RECMZONTZEFTIZONT, FHIT LT A AE100TLICAR—=Y 7 LET,
Security Cloud Control 237 /S A ZADERENEHL INT-Z &AM L728HE . Security Cloud
Control 137 /34 2D A (Conflict Detected) |FXEAT — X A% F R LET,

B 71 zxuaEogs



| 7342

REDER

Procedure

ATvT1
ATvT2
ATvT3
ATvT4

ATy T5

ATy T6
ATvT1

ATvT8

FrtoFgzgEozxsny ||

o [[F#1 (Synced) 1: 7734 A [[AIH#A (Synced) JIREEDHZEIZ, [TXTHEAIY (Read
All) 1%#27 Y 27 §5&. Security Cloud Control 12 <IZT A ZA%&2F=v 7 LT, RE
WCEBEEEDIMZ BT WENE I AW LET, [T TaAMY (Read All) |1 %7
U w74 % &, Security Cloud Control |7 /XA ADRED A —% LEXT 5 L 2R
L. Z®D%% Security Cloud Control 73 F#EX 23T L 7,

o [R[EH (Not Synced) ]: 7 /34 A [K[AH (Not Synced) [IRREDHZEIT, [T X TaeH
Y (ReadAll) 1#7 VU w7925 &, Security Cloud Control %, Security Cloud Control %
A L72T S, ADREITH T 2T OEENH D Z L, BLO[TRTHARY  (Read
All) 1 BAEZFATT 2 LR OZEERHIFRS AL TH B, Security Cloud Control {2 % 3%
EDAE—NTNAALORECTEEXINDGZLEZEELET, 20O [TTHARDY

(Read All) 1%, [EHOMEHE (Discard Changes) | & [FERICHERE L £, ¥ ELE O

Security Devices% i#R L %9,
[(TrAR 2 T% 70y LET,
WEIRT NAAZATDET 27 ) v 7 LET,

(EE) £EnZ TZO—ET 7 a v ORRZHBICHNTE S XL )1, £HV 722 T
L ERC L £,
Security Cloud Control ZR{FT DEXEDT /SA A& BRINL £,
Security Cloud Control Tid, IR L7=T X CTOT A RZHEHTEZ D7 7 arpa~vy KR
AU DHFEEI D Z LITIER LT E S,
IR L7273 AW H0MI OV C, Security Cloud Control TRRELEEN AT —T 7 &h
TWA 5. Security Cloud Control 1T 2 F /R L, RED—EG AWM 77 v a U afkiiTT
LinE S hEFRLIVET,
[T_THAMIY (ReadAll) 127 U v 7 LTHRIATLET,
RIED [T THAEY (Read All) | HAEOEITIRIUIZ DWW TIX, [[HE1 (notifications) | ¥ 7
THER L £, —fEEEDOE L2 DT 73 a v ORI E 23R 23 M2 iR T 54
X, HEO[LE2— (Review) | V27 %27 U w735 &, [Jobs] X—VIZBE L E7,
BEEY I ANTVEERLTT 77 4 7L LTS A IR, LOBRELEHEEZE S TI DA Ry
MIBREM T2V I Sz, BERFIZT bz 7 VT LTSS,

ESPEAE
c RELEDOZAHIRY | HH, F=v 7, BIORH

W OfEFE (Discard Changes)

« ZHE DR

FrqzaEosz
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FNAREEOER |

B o 7vr—riozrozamy

TJ7A4T794A—ILDSDNEEDFRATY

Cisco I0S F 7213 SSH 7 /34 R ZEHT % 72912, Security Cloud Control X, 7 /31 A DAL
Tr7ANDaA—ZMEIRTFELTWDMENRH Y 7, Security Cloud Control 23 Fc #2723
A ADIERLT 7 A VDA —%FGR > THRAFT DD, TN ARF U R—RENT-L&ET
7, Security Cloud Control %, 7 /3 ANDDORELET = v 7T 5H L XL, T/ ADHEKT 7
ANDAL—2GE L, WEHOT —F N—ZRFF LTV T 7 A VD3 =252l b
FELET, FPMICO VTR, RREEREOFARY | T, Fxv 7 BIOERN] 22K
LTL7EENY,

Security Cloud Control D485 C Cisco I0S F 721 SSH 7 /31 ACEBEM 2 SN BT ARt d
DHEDOFAMZONTIE, [EEOMRE 2ZMLTIEEW,

Security Cloud Control CRA%A L72H D 10S F 7213 SSH 7 /3 A A B L TV WEREL 4
TEICHRT ) FEOFEICOW TR, TEEORKIE] 2ZHLTIZE0,

FRTDTNARADBRELEEDT L E 21— LB

T/\

FIE

ATvT1
ATy T2

ATvT3

ATv74

Security Cloud Control (%, #HfkD 7 A ZIHEREFE ZMZ T b DD, T OEHE 2 FIZJEHE L

ChRNES. BET A2 [ S0 et L e van Fy MARRLTEELESF, ChH0
BEREDOBEZT DT A RO TIE, [BEX =Y T 4731 & (Security Devices) ] X—
W2 TR[AEH (Not Synced) | DAT —X ANFREINET, B (Deploy) 127V v 755
ELREFOEERH DT NA RAEHER L, TNLOHOTNA RAIELTERHTEET,

ZORBGEZ. PR FSNTVETRTOT NS ATHEHTEET,

CORBRGIELMEH LT, H—OMIRARZRATLZL b, FE L THEOLE 2z —EIZR
T2 bTEET,

by
Security Cloud Control ® A = = —/X—"T_ [JEB] (Deploy) ]H % S 2r Vv LET,
BT DEEN DT A AZBRLET, 7/ RCHAD ZADEE~Y—7 MMV TND
Bt TOT A AELET T aAT 52 EETEERA, HADZADEE~Y—7ICvY
A D L TOTNANA RAIERLZRHATERVIARZHERTEET,
(A7 v ay) REPOETICET 258G SR E£RT L5051, FlGEERTERT ) v
%27V vy 7 LT, TOERICEEMTONT-ER e 72 & £5, B (Deploy) 174 =
YE7 Vv LT, IRETOEENSH DT /31 A (Devices with Pending Changes) ] ~— I
RO ET,
[543 <EB (DeployNow) 122 U w7 LT, BIRLIZT A AZATSELZ R L ET,
[a~ Jobs) ] NLAD[T 7T 477 a7 (Activejobs) | A > ¥ — X ITHEITIRIL N TR
IRENET,
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| 1 x8E0ER
71 zaeo—EZER [

ATvFTE (A7 ay) BEMNET LS, Security Cloud Control 7B/ —3 3 > 3—D[¥ a7 (Jobs) ]
Vw7 LET, BRORKREZ ™I HRIED EHEOREEH (Deploy Changes) | ¥ = 72 &R
SNnET,

ATV T6 EHY A RNTUVEER L, THICEEMT DA R RWSEAIL, ZhE 27 V7 LE
T

TINA ARED—IERHA

HEHEFT o2l VeRETDHRELTEROT A AEEEZNMZT25E. &
TOTNRA R ZENSDOEFR 2 —FIC@EATEET,

BRI BT

R
mt}vm

Procedure

AT T LEMDOA T Security Devices 27 V v 7 LE7,

RTFYT2 [THRA R EZT %7 ) w7 LET,

ATV T3 WYUIRTNAAZATOE TRV v LET,

AT T4 Security Cloud Control TRREZEL LIz, TXTOTNARAEZENLET, ZNHDOT /A A
X, TREH) AT —F ARERENTNDIETTT,

AT9TE RONWTNNOFIEEZMHEHRL T, BELXZERMLET,

@ﬁ@ﬁim%éé’ﬁ&y%auyauc[@%$@%Eﬁ@éfﬂ4x(mmmmm
Pending Changes) |V 14 > RUZERRLET, T . R L?L_’VT“‘/*‘/]’ A LR

DELZREHT HANMRT 22 N TEET, ﬁﬁ%@ﬁﬁﬁ"é . [67<EBH (Deploy
Now) 1227V w7 LFET,

Note

[REFTOEENSH DT /314 A (Devices with Pending Changes) ] & T7 /34 A DFEIZEE
BOELE =M NERINTWDEGAE, £DT A A ﬁ%’&@ﬁﬁ@“é LiIXTEER
No EDTNA AIEFEZREATEX 72 WHEB Z2/ERT 5121, BE=AFDLEIZvTU X
=Y NEBEEET,

AL T[T RTER (Deploy All) 12 %227V v LET, TRTOEELZHERL
[OK] &2 Vw7 LET, —fERERIT. ERAZHERE TSI IChlmLET,

ATvT6 (EE) FeFr—rar =D [P a7 (Jobs) ]74’:‘/- 7V w7 LT, —fEREHO
fERERRLET,

FrqzaeEnsE ]



FRAARENERE |
B xroa—rsnranEmz-onT

ATVa—)LEh-BFERIZDOWT

Security Cloud Control Z {3 % &, CDO WEHT 5 1 DLL DTS, ZADORRKEZZEH L, #
BOENWIA I T TENLDTNA ALERZRMAT DL IRV 2a— L TEET,

[X7E (Settings) |X— D [7F > Fi%XE (Tenant Settings) | ¥ 7 C HENEZ A7 V= —/L
FTOAT L aBANT L2 LEGEDOHR, BREZA SV 2a—VTEEY, ZOF T ar
AT DL BEAT Y 2 — Va2 ER, e, HIFRTEET, BRI Y2 —LTdo
T, Security Cloud Control IZfR:fF SN2 T R TCDOAT — VU FERDEEN, RE LIZ HERC
BEENET, [Va T _X—Uhb, BEAZYV2— N E2FRBLOHIBRT A Z L TEE
7

Security Cloud Control (ZFEAHL H AL TWRNT S, RZEIEL LN MZ b T5E6. O
DIRRESNDET, BEA Y2 — VT AFy 7ENET, [Va 7 Jobs) | _—IITiF, A
TV a—VENTCRBABK LA VA Z AR ERRSINET, [BBRRAEZ ATV 2 —
NTDHAT Y aEHMIT 5 (Enable the Option to Schedule Automatic Deployments) | % 74~
T oe, AV a— N ENTXTORERMHIRINET,

A

Caution M DF NSNA ZOFHLWEEEZAZ T a—L L, FNLHDT A 2O —EHIZRBENBEEC A &
Ca— LENTWAES., BEORBAA Y a2 —ARH LWEBAY a2 — L TLEEXINE
7,

B

Note fREHAAZ Va2 — L EERT DL, A7 Y a— UET A ZADE A LY — 2 TlE7e < B <
fEf S E T, BEAZ Y 2—lid, Y~—F A JIEDLE THBRICHBEINE T A,

BEERDR 7P a1—IL

ATV a—id, H—DA XU NEITEV IR LITONA A X MITHZENTEE
9, VIR LTS BEIERIX, BV IRLITONWDEBEE A 7T AHMIcEbE 5720
OAEF| 72 FETT, WOFNEIZHES T, H—DF A 212t LTLEIRY £72136 0 K LiTH
NAHAERERF Y 2a— /L LET,

| B

Important -~ » FJE|L, Cisco ASAF L ¥ FDM-managed 7 /31 A Z D i S v 1,

[on-premises Firewall Management Center] ¥ 7213 [Cloud-Delivered Firewall Management Center]
X > TEBL X D [Cisco Secure Firewall Threat Defense] 7 /34 A DB & A7 ¥ 2 — /L9 51T
T, AT Va—) 2L TIEIN,
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| 1 x8E0ER

2rva—nant-ERoRE ]

B

Note BE(ZDEBIN A Y Vo — L SN TVET AL A~OEME A Va—nd 5L, HL AN
VoL SNERBIC Lo CEHEORMA FEx ShET,

Procedure

AT 71 Cisco Security Cloud Control &8 —A~2— 755 Security Devices 2388 L %97,
RTFYT2 [TARZT %7V v 7 LET,

ATV T3 WENRTNARZATDETHT Y v 7 LET,

ATV T8 1 DU LEDOT A ZAERIRLET,

RT9 TS [T31 ADFEA (Device Details) ] XA T, [AF ¥ a2 — /L 7B ( Scheduled
Deployments) | % 7 % .27 T, [A7 ¥ =2—/L (Schedule) 1 %7 V27 LET,
ATYT6 JEHEZVWOETT HNERIRLET,

« 1 [EIR Y ORBADOEAIX, [1EIRY (Onceon) | A7 ar a7 Vw7 LT, L F—
Mo AfFERER A2 RINL £,

<HRVIRUEHT AL, [EM Bvery) [ A7 arazr Yy 27 LET, HIZ1REIEHE
Z1EIOWT N OREFMZRIRTE £, BRAZFETT 2[R (Day) ]& [FZl (Time) ]
IR L ET,

ATy TT [#RT7F (Save) |27 U w27 LET,

RFva—lLsnzREOESE
Ay Va— L ENERBERET 51013, KOFIHCHENET,

Procedure

AT 71 Cisco Security Cloud Control &x— A~2—775 5 Security Devices %2 38R L %9,

ATV T2 [TRAREZT 27V w7 LET,

ATV T3 WURT A REATDET %) v LET,

ATV T8 1 DU EOT A ZRERIRLET,

ATV TS [T ZDFEM (Device Details) ]34 > T, [A7 Y a—/L S/ &R ( Scheduled
Deployments) | % 7% R T, [fmf (Edit) 1227 Vv 27 LET,

y\

ATYT6 AT Va— L IPREOKVIR LI, B, E723RZEmE L £,

FrqzaeEnsE ]



FRq2gEE0EE |
B x7o2—ranr-rroun

ATy FT -7 (Save) 1227V w7 LET,

Ry a—behtzREADHIBR
AP a— L SNEBRAEHIRT 5103, ROFICHEOET,

B

Note MM DT NA ADREEHE ATV 2a— N LThb, —EOT A ADAT Y a—VEER LT
HIBR L7 8id, 780 OT A ZADTD A ¥ a— L SPRIAB R S E T,

Procedure

AT 71 Cisco Security Cloud Control Ax— A~2—7735 Security Devices 2388 L 9,
RTYT2 [THAR BT H7 Vw7 LET,

ATV T3 WERTNARZATDETHT Y v 7 LET,

ATV T84 1 OULDTNA ZAEBRLET,

AT 9 TS [T ADOFEHM (Device Details) |4 > C, [A7 Y a— /LS EB ( Scheduled
Deployments) ] % 7 % 7215 T, [HIFR (Delete) 18 227 U v 7 LET,

What to do next
s REAETOHAIY | 3, Tov 7, BILOEM
¢ TRTDT A AREDHAILY

e T RTDTFNA ADHBELEED S LV o— L B

=1 =0 =
X TELZEDIER
[ 5 DR (Check for Changes) (%7 U v 7 LT, T35 ADRENT NA A L CHBEALH

STV DD, Security Cloud Control IZPRIFSNTWORED AL — LB 5 TNH N E H M
AHERLET, ZOF T alt, T AN[AEE (Synced) IREED & X cRFEENET,

EH MR 2120F, ROFIEZFEITLET,

Procedure

AT 71 Cisco Security Cloud Control Ax— A~2—775 5 Security Devices % 7R L %9,
ARTVT2 [THAR 2T %27 v LET,
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managing-ssh-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_208
managing-ssh-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_53

| 1 x8E0ER
grrzonz [

AT T3 WYRTNAAZATDETH ) v LET,

ATV T8 BENTNA AL CHEEE SN AREERH DT 3 AR L ET,

ATy T AEID [[AHY (Synced) ]34 > T[EEDMEFR (Check for Changes) %27V v 7 LE T,
AT9T6 WOBEL, 731 AL TEHEFRRD 9,

« TNAADYE T ADREILEERN Do TehE, IROA v E—VRERENET,

Reading the policy from the device. If there are active deployments on the device,

reading will start after they are finished.

s[OK] &7 U w7 LT, ot ET, T/ AOFE T, Security Cloud Control (2%
FINTVWOIREN EEXINET,

cHEE X v AT DI, [FriEA (Cancel) 1227V v 7 LET,

« SSH /34 ZADHE -

a TRINTE2OOREZIELET, KT (Continue) 15427 VU v/ LET, REITERH
St=T/34 RERE (Last Known Device Configuration) &9 7L DfHW 3R E L,
Security Cloud Control [ZfR1F SV TWHEKETT, [7 /31 A THiH (FoundonDevice) ] &
WD T AL DRNTERREIL, ASA IIRIF STV DRRE T,

b. ROWTNIZERL £,

1. [EA (Reject) 1: 77 MAT AN RERZIES LT, [HEZICHEERSNIZT A A%
7E (Last Known Device Configuration) | ZHEFF L E9,

2. [#GR (Accept) 1: 77 hA T/ REEA7KGE LT, Security Cloud Control |27 &
NTWETNAL ZADERER, TN ATROPSTERETEEELET,

c. [#t1T (Continue) 1 %27V v 7 LET,

RERBEDHE

Security Cloud Control ZfH L TT /31 ZADRERICIN 2 7=, B STV U ERRZE T D4~
T% [LIcET ) HBEE, [EHEOMEE (Discard Changes) | %7 U v 7 LET, [EHEOMHE
(Discard Changes) (&7 U v 735 &, Security Cloud Control [X, 7 /31 ABRFSN TN D
RERR CTF A ADORER D —H L a b —r5aaelc FEx LET,

[EHEOMEFHE (DiscardChanges) (%27 Vv 735 L . T3 ZAOFER AT — 2 A X [RF# (Not

Synced) JMRFEIZ7e D £9, BHEAMIET H & Security Cloud Control EDOHERLD = B2 —1%, 7

INA A EDORERR D 2 ¥ — & H U272 Y . Security Cloud Control DY A T — & A 1% [[RIHA % A
(Synced) 1IZRY £97,

TNA ZADRBHAIN TWRVEREEDOT RCTEIET S (DFD [STIZRET) ) 12, ko
FIEZFITLET,

FrqzaeEnsE ]



FNAREEOER |

B = zxo7ort710rzE

Procedure

AT 71 Cisco Security Cloud Control v — A~2—3773 5 Security Devices % 78R L 9,

ARTVT2 [TA R ET %7V w7 LET,

ATV T3 WURTNARZATDETHT Y v 7 LET,

ATY T84 WRERZFITHOTNA AZRIRLET,

AT 975 LMo [RFEH (NotSynced) ]34 > T [EEDHE (Discard Changes) 1% 7V v 7 LET,

« FDM-managed 7 /N1 A D;41%, Security Cloud Control T ['Security Cloud Control kD f#
P OEF IS L, ZDOT A A B9 5 Security Cloud Control #%(%, 7 /314 A |

DOBAEFATH OMRIZE E#1 2 5 F T (Pending changes on CDO will be discarded and the
CDO configuration for this device will be replaced with the configuration currently running on the

device) | WO EE A v —UNERREINET, [FifT (Continue) %7 U v 7 LTERE
EREFEL ET,

*» Meraki 7 /3 A A DAL, Security Cloud Control TZ 234 IZHIBR SN E T,

« AWS T /314 ZADEA X, Security Cloud Control THIFRL L9 & LTWAbonFRrEE
9, [FETD (Accept) 1 £/ [Fv &N (Cancel) 1227V v 7 LET,

TINARADT I A TN FEE

T RAT N REHE L L, Security Cloud Control Z i FHE9127 S A L CHEBITONZE
WEELET, 7V MA TN REFIL, SSHERA T L TT A ADavw R I4y A
2 —T x4 RAEMH LT, E£72iEL, ASA DL Adaptive Security Device Manager (ASDM)
FDM-managed 7 /34 A D54 1% FDM, On-Premises Firewall Management Center = — 4 —-1 >~
% —7 = A A 0 On-Premises Firewall Management Center 72 & D —H /L~ 3— v & L
TITHZENTEET, 7V AT REEIZL Y | Security Cloud Control |27 S 41T
DT NAZADFRE LT AA ARBRIRFEIN TVDRIE L O THRHENEELET,

FINARTDT I bATNY FEEDRE

ASA. FDM-managed 7 /3 A Cisco [0S 7734 A, F721% On-Premises Firewall Management
Center |Z%f L THEA BB AT/ > TW B4, Security Cloud Control 1% 10 43 Z & 12T /3 A
A% F =7 L, Security Cloud Control DSMEECTT /31 A DFEIZEBEMZ LT BT 72 E T
R LET,

Security Cloud Control (%, Security Cloud Control [Zf&1F AL TWRWT /S A ADFKEITKTT HE
HaH L-Ya . ZOF S, AD [REAT—HX A (Configuration Status) ] % [B5& R
(Conflict Detected) ]IRREICAR L E 7,

Security Cloud Control 23t & Z R L7=8E . IO 2 SDORENZE X LNET,
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Security Cloud Control & 7/3f A DHRE RT3 .

« Security Cloud Control D7 — & _— 2 |ZRAF SAVTWRWERIEE LD, T /31 AIZEHN
ZHNTWET,

FDM-managed 7 /31 A D54, FDM-managed 7 /31 A B S TR0 TREH ) ©
WEEEN O DL AREMERH Y £7°,

On-Premises Firewall Management Center D451, 72 & 21X, Security Cloud Control & ¢ [r]
MBS TV D Security Cloud Control DA C1T 47228 H X2, On-Premises Firewall
Management Center ~ J& B 23 S 41TV 5 Security Cloud Control T{THONTZEE R H 5
ATREMEDR B D E T,

Security Cloud Control & T/31 ARIDHREZREIT 5

BEDHmEIZDNT

[EX=UTF 17 /31 A (Security Devices) | X— T, T RAELF—EADRAT—H X
DN [[FHIE Z (Synced) 1. [RFEI#] (Not Synced) ]. F7ziZ [BEA M (Conflict Detected) ]I
7o TWHZ ENBHY E9, Security Cloud Control Zffi | L T P#EJ" 5 On-Premises Firewall
Management Center D A 7 — & A % i3 % 121%, Administration > Integrations> Firewall
Management Center (28 L 9,

o T3 AN [[RIFAFE # (Synced) |1 D56, Security Cloud Control DFXIE &, T /34 A1 —
HIARIEEN TWAREIZF LT,

o« FINA AN [R[F1HA (Not Synced) ] DBE Security Cloud Control IR FE SN ENE
HEI, T A2 — IR GFESIVTW AR E & 13872 > TWE 9, Security Cloud
Control 2357 /34 AZAERH Z ERE$ % & Security Cloud Control D/3N—3 = NZ—E T %
LT A AOBREPERESNET,

« Security Cloud Control D TTF /N4 ZITMA BINT-EFIZ, PO RA TN FOEE L
AT E T, T ZADOBEARIHBEN /> TODGE, TV AT N ROEEMRTT
bivd &, T ADAT —Z AN AP S4UE L7z (Conflict Detected) 1122541
F9, TURNET N ROEREZIF AILD & Security Cloud Control DFEEMNT /34 A
DREELE—HTDHEIICERINET,

AN EN 2> TV DA, Security Cloud Control [X7 7 4 /L b DRIE CTT /34 A& R—
U > 7" LT, Security Cloud Control D/MHBTT /A ZADRERRE T SN0 E 9 0wl L £
T, BEMTbZZ & &K T 5 &, Security Cloud Control (X7 /34 ADERAT — X A%
(B E M (Conflict Detected) ]IZZE W L £9, Security Cloud Control DN TT /34 ATHIZ
SNIEFIL, 77U RET AR RO BREEMFINET,

Security Cloud Control (Z & - TH B X #1 TV 5 On-Premises Firewall Management Center T, A
T=U T ENTERRDHY . T AR RFEH (Not Synced) ]HRREDYGE . Security Cloud
Control {7 /S ZADR—V > 7 %AF1E U CEE A fgi L £ 7, Security Cloud Control & @ [F]#]
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FRq2gEE0EE |

DMREE 24T 5 Security Cloud Control DAMTIT 04172258 & | on-premises Firewall Management
Center ~0 BB R ST % Security Cloud Control TiTHOL7=ZEH 3 5 5A . Security
Cloud Control [ on-premises Firewall Management Center’® [ A1 (Conflict Detected) ]:IRHE
ThHrZELEESLET,

COFTvarEENITEE, TARARATLICHEHAEZIZ00B EFE A A4EE 2R T
TEFET, FHZOVWTIE, TS ABEDOR—Y VT DR a—NEHR LTI IEEN,

BEREOBREME

Procedure

ATv 71
ATy T2
ATvT3
ATvT4
ATv75

O A2 AT 5D L. Security Cloud Control DM TT /A ZTEENIMZ HIIZHEAIC
BENFIRINET,

Ao~ A T Security Devices 27 U v 7 L %7,

[FAL R 2T %20 v o LET,

WY T A AR A T DX T HRIR L ET,

BAMMEENCT 2 1 BEIFEHOT A AR £7,

TNA AT =T NVOHMNZH 5 [HiAH (Conflict Detection) [ > 7 AT, UA RS [HZ
(Enabled) | Z&IRL 9,

® ct Detection Enabled ~

@ Disabled
@ Enabled

+ Auto-Accept Changes

TINAZAMNEDT I A TNY FEBEOBEIMNEZITAN

EEOHBNRZ T ANZAEINTH LT, HBHMRT A AZEENMA SN EE 2 HE)
HIZEZ 1T AL D K 9 12 Security Cloud Control 5 E T X %7, Security Cloud Control % i &
FTITT A RZEFEMZ ONTETIL, 70 AT AR REREMEEINES, TV A7
ROZEFIZ LY | Security Cloud Control IZfR1FE SN TWDT /S, ADFRE & T /34 2 BIRIZER
EENTVWOREL OMTHEDREELET,

O HBIZ T ANEREIL. SR O 0MILIERE T, T, ATEFROHEZ T AN
EHMMILTWBEE, Security Cloud Control (£ 103 Z EICEE AT = v 7 LT, T8 AD
REIWZKLTT U R TN ROEEMTONTZNE I D EHERLET, RENEEINLTH
72354 . Security Cloud Control (%, a2 > 7 "NARRTHI L, THA ADOREDOR—H
NN—T g BERNCEHT LET,
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| 1 x8E0ER
sprzzEont [

Security Cloud Control T/THOI T2 WT AL DRIELE LN T A AT E TR S TH R WEE,
Security Cloud Control I$f%EZ H 4 BEICR T ANFE R A, B EO7 v 7 MIfE- T,
WDOT 7 a v ERELET,

EROBEAGREZMEHT 2121, &I, [BF =2 U7 177314 & (Security Devices) | ~<—
O [BiAMHE (Conflict Detection) | A == —CHEEARA T a2 7T MBRERTE S L
ICLET, &I, xDF AL ZATOEREOHEEARZAICLET,

Security Cloud Control T7 7 b A7 N ROEHEZEMNT D200, R ZFH T2IFANL
VG LT 2472 a 2@ RT 25803 bz amt 2A2NcLEd,

BEIRZBEEDKTE
Procedure

ATy EEFENIR Y VT — 7 FHEWHREFFOT v v %M LT Security Cloud Control (Z 7
7oA LET,

AT w72 Administration > General Settings DJIEIZEIR L £,

AT9F3 [T7F 2 Fi%E (Tenant Settings) | =V 7 C, [T/ AOEFEEAENART 247 a v OF
0t (Enable the Option to Auto-accept Device Changes) | 7 V&7 U v 7 LET, [EF =V
T 4T 734 A (Security Devices) ] X— D [ HH (Conflict Detection) | A == —I(Z [£AH
O HE7KFE (Auto-Accept Changes) | A =a—F 7' v a URFRRINET,

ATy T8 MO A T Security Devices #7 U v 7 LC, 7V MET NV ROERZHEART HT
A Az BN ET,

ATY TS5 [FAEOHE (Devices & Services) | A =2 —T, Ry FH DU A =a—hG [EEOHEIK
73 (Auto-Accept Changes) | Zi®IR L £7,

@® ct Detecti Enabled ~

@ Disabled
@ Enabled

+ Auto-Accept Changes

FFY FEOTRTOT /A RO EBEREEOEMN L

Procedure

RTw 71 [EFHE (Admin) | E7E[(F > U —27EHE (SuperAdmin) |MHERZFFOT 7 2 N &
L T Security Cloud Control (v 7' > L7,

AT w72 Administration > General Settings DJIEIZEIN L £,
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II
s
Al
9
&

ATvT3

FNAREEOER |

[7F > hi%iE (Tenant Settings) |FEIK T, N7 NVEZLEICATA RLTKREAED X 2ERL, [T
WA ZADEL 52 ABAEGRT 247> a AT % (Enable the option to auto-accept device
changes) | NI LET, ZAUTED | BEREA =2 —D [EEDOHEEGE (Auto-Accept
Changes) | A7 v a VN ENZ20 ., T2 b EOTRTOT /A AT OBERENIENZ /20
£7,

Note

[BE&FR (Auto-Accept) ]| Z NI L7=#54 . Security Cloud Control TR HHIIC, &7 /N
A ADPWEEHERT HMERHY £, TNETEFOHBIAGRNRE SN TNZT NA A
KIRIZ72 0 £,

ERTE DFRE DERR

DB arTIE, T ATRAET AR EDOHEES DM T HEHREIRME L F9,

REEAR T—3 ADMER

Procedure

ATy T

ATy T2

ATvT3
ATv74
ATy TH

ROFINRZER LT, TREY) OREAT —F ADT A A& R LET,

JF ¥4 — 3 —"TC Security Devices 7 U v 7 LE7,

Note

On-Premises Firewall Management Center D555 1%, Administration > Integrations> Firewall
Management Center 27 U v 27 L C, [K[FH (Not Synced) ]IKRED FMC %R L, AT v
TS MOHATLET,

[T/3% A (Devices) #7527V w7 LTT A AERDTF50, [T 7L —F (Templates) ]
2T %7V w7 LTETNT A ZAE RO ET,

WHRT NAAZATDOE TR Y v 7 LET,

KA EMESINIZT A RAEBRLET,

FHRD [REH (Notsynced) ] /3% /LT, IROWTERINL 7,
[V E=—LTERM.. (Previewand Deploy..) ] : % E DL % Security Cloud Control 7> 5
THRARLT y v a$ 25813, S1ToTtEE e 7L a— L TRMT 22, fFoTnb
—EICEBOER LR L E T,

s [EHEOmEHE (Discard Changes) ] : 8% & D4 B % Security Cloud Control 23 57 /34 AT Ty
2 a2 LBWGA . F 7213 Security Cloud Control CHAh L7 EDEE % [SLIZRKT ) &
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memtzr—2zome |

B, ZOA T 3 0%, Security Cloud Control (ZERTE STV TCWDRRIELE . T /31 ATRTT
SNTWDLFETHRT EEE LET,

BRAEREAT—5 ADMBRIR

Procedure

ATy T

ATy T2
ATvT3
ATy T4

ATy TH

ATvT6

Security Cloud Control ZfEf 55 &, 74 7734 A Z LICHAMmHE AN £ 72138 (L T
T FET, BOMHE BNAHEhITA > TV T, Security Cloud Control Z {327 /34 ZADFREIC
EENMADNTGE. T3 ADREAT —Z AL et (Conflict Detected) ] & Fo
ShET,

[Fia#H (Conflict Detected) | AT — & A &P+ 5121%, IROFIEICHENE T,

J ¥4 — 3 3 —"TT Security Devices 7 U v 7 LE7,

Note

On-Premises Firewall Management Center D55 1%, Administration > Integrations> Firewall
Management Center #27 U v 7 LT, [K[FIH (Not Synced) ]IKEED FMC #EIRL, A7 v
TS5 bRATLET,

[7/314 A (Devices) | #7527V w7 LT, T4 RA&ERSTET,

WY T NAREA T DR T ) v LET,

BEEWRE L TWDET A, ZZBR L, AROFEHI<A > T [BiA O (Review Conflict) ]
7V w7 LET,

[7 34 ZD[EH] (Device Syne) ] ~X— T, MFARR IV TWDHIESAZMERL T, 2 DO
Ex L L ET,

o TRBICEFR S NT-T 31 A5 E (Last Known Device Configuration) | &9 7~ L Df}
W72 %L, Security Cloud Control [IZERTE S LTV DT 234 ARETT,

o [T /3 ATHiH (Found on Device) ] &9 T~ DfF N2/ S5 /UL, ASA OFEfTa v
TA4Xalb—a JNRFEINTWVDERETT,

KONTINEBINL T, A akLET,

o [T ADEFE 7K (Accept Device changes) | : 3% & &, Security Cloud Control |Zf&77
ENTVWHREHOEENT AL ZADFETFa 7 4 Fal—arThEEXINET,
Note
Security Cloud Control (X2~ > K T A > A % —7 = A AL TD Cisco I0S T /341 A~

DEFEDRER 2 PR — LTz, BEE Z kT HBE0 Cisco 10S 7731 2 DME—
OFPRLIT [V B =2 —72 L THEF (Accept Without Review) ] T9,
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o [TAA ZADET & A (Reject Device Changes) | : 7 /3 ATRF SN TV DHRESE
Security Cloud Control [ZfRfF SN TCWAKET EEX LET,

Note
ERFELIIEKRENTZTRTORELE T, B 7S nET,

—

TINAREBDR—Y 2T DA 1—)L

AR EZADN L TWDEE, F72IX[RE (Settings) | X— T T[T /34 AOEE % HE)K
BT HA T a3 OFEFME (Enable the Option to Auto-accept Device Changes) | 47> a3 V& F
T LTV DA Security Cloud Control 137 7 A /L KOG TT /A A%HR—Y 7 LT,
Security Cloud Control DAMTT /S A ZDFREIEB RN Z HATZ0E D DAl L7,
Security Cloud Control IZ X 2 ZEE DR —Y U ZHEIX, T A AT LI AL~ A A TEET,
A=V U TROETIL, BEEOT A ZTHEATE £,

THRA AT ORBENRRIRS N T RWEAIE, MR (7> boFT 740 8 ICHEINIC
WEINET,

B

Note [t U5 (5 /34 & (Security Devices) | = TTFNA AL DOMEEZ D AZ ~A X4 5
L. [%EXTE (General Settings) ] X—T D [T 7 /v b OEE#EREE (Default Conflict
Detection Interval) | TR L7=AR—V VRS A— 1 —F 4 NSET, 77 4/V FOBH

Bl lR O E

[BX=UT 17 /314 A (Security Devices) ]~X— T [BiatH (Conflict Detection) | ZH%h
W2 B0, [RRE (Settings) | X— T T[T A ADET & HBKR T HA 7L 3 »OFML

(Enable the Option to Auto-accept Device Changes) | 47> a v EH NI LIz b, IROTFNEIZHE
V Security Cloud Control (Z K27 /3 ADOKR—V » TRlgE A 2—V LET,

Procedure

ATw 1 LEMDA T Security Devices 27 U v 7 LE7,

AT9 T2 [T/314 A (Devices) |7 %27 V7 LT, T34 A&RADTFT £,
ATV T3 WERTNARZAT DR TRV w7 LET,

RTv T4 BEERMEEDNCT D1 BEIEEOT A AR L ET,

ATy T5 [BEMH (Conflict Detection) ] & [F UfEIK T, [F = v 7 kg (Checkevery) ] Ku v 7 X
VAZma—%7 Vw7 L, HOR—=Y 7R ER L £,
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gy Conflict Detection | @ Enabled

Check every:

Tenant default (24 hours)

Tenant default (24 hours)
10 minutes

1 hour

6 hours

24 hours

-
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