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AAEERTEET, ZHODTF AL ZATHR— FENTWAERRIIRD LB T,

¢ SSHT /A ZADF LV R—F 4 7, SSHT /XA RTEFESNTWD, & LUV DR %
Da—P—Da—HF—LHLRAT—REHH LT, TNA AL R—T 4 7 TEE
TO

« Security Cloud Control 7 /3 A L —EADEHT N, A a7 4 Fal—v g 774
NERRTEET,

s TNAANLDRY U —LBREDEH ZHEZR L E T, CiscolOS F721% SSH 7> 5 Security
Cloud Control ~DZEHEDFHEAEY (151 X—2) SSHTNA Anbary 7 4 F¥al—a
V77 A NGRS ILD & Security Cloud Control D7 — % _— A ZREAFINE T,

¢« TNRAADT U NA TN REH, T3 AT AR (Conflict Detection) ] ZH 02
9% & Security Cloud Control [X 1053 Z & 2T A ADKEDER 2 F =7 LET, B
ERHDHEE. T ADAT—F AT A (ConflictDetected) 12DV, HA%
fERFTREIC 72 0 F 97,
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RIA L A HE—T 2 A ZA% LT, TXCOSSHT/NA RAa~vwy RET S RTHLT
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cfllxDCLI 2~y RBLWa~vwy RO AV—T% . EBLOHEAHERER <2 R
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EF~ /A LT, MBICETTAHZ A HIOME O~ 7 a2 Ec& £,
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. Security Cloud Control 773 > t D{ERL

ATVl b (114 =)

Security Cloud Control 77 > D {ERL

¥t L\ Security Cloud Control 7+ > b2 7 rbE Y a= 7 LT, T, Ae2A v R—T 47
BIOEHCTXEI, 427 L I X Firewall Management Center /N—37 5 > 7.2 LI Z I LT
VT, Cisco Security Cloud & #A T 2% 51%, MGV —2 7r—0—f & LT Security Cloud
Control 7> F 2B T2 Z L b TE £

Fg

1. https://manage.security.cisco.com/provisiontZ 7 & 9,

2. SecurityCloudControl 77> b &7 R E Y a =795 —Va VERRLT, [T >
7 (SignUp) 127 Vv 7 LET,

3. [Security Cloud Sign On] ~X— T, B 7 A UIEHREASLET,

4. Security CloudSignOn 7 7 7 > " & HBFHL TR, fERT 256X, [T <A T v
(Signupnow) 1% 27V v 7 LET,

1. 7Hhoy belfld 27200 He A LET,
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Security Cloud Control 75> k D1ERL .

Account Sign Up

Provide following information to create enterprise account.

Back to login page

Email *

| l

First name *

| l

Last name *

| |

Country *

Please select *

Password *

| l

Confirm Password *

| !

[ 1agree to the End User License Agreement and Privacy Statement.

Cancel

Wiz Sy hERLET,

o [ET A—/v (Email) ] : Security Cloud Control ~®D & 7' A NI KA T 5 %E
FA—=NT FLRAEATLET,

¢ [/NATU— R (Password) ]: 87N ATV—RFE A LET,
2. [MAM> A (Signup) 122Uy 27 LET, Z20%, BELET L AR A —/L
WEESNET,

3. EA—/WEME, EA—/& [Security Cloud A 4> (Security Cloud Sign On) ] ~<—
POWMG T[T AT bOT 7T 471k (Activate account) 1 &7 U > 7 LET,

4. ALEDT /NA AT Duo ZffiH L CTHLERBIEZFHE L, [Duo T A > (Login with
Duo) ] & [# 7T (Finish) 1227 Vw27 L9,

A

GE)  Duo Security 7 7'V r—3 a VEEEWEREICA VA LT D L EBEID LET, Duo DA
VA R=ZOWTIERN D DA%, [Duo Guide to Two Factor Authentication : Enrollment
(M@J%%%Lf<téwo
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5. THY MOARIEAD L, [HiLWT 7 hOERK (Create new account) %27 U w7 L
£
6. N L7=VU— 3 IZH L Security Cloud Control 7> M MER S E T, T/, 1EKL
H1? Security Cloud Control 77 MIBT 3N S N/TeEF A —ADBEEET, T
TIZHEEL D Security Cloud Control 772 MIBEAfHT HLTWDILGAEIEL. [T FOER
(Chooseatenant) |~—C, fER LT F > FEBIRLCTur /A LET, #H LV Security
Cloud Control 7F > &I TERL LIZ &1, £ DT F v MIE#ERr 7 AV LET,

#]8 C Security Cloud Control 77> MMZ v 74 >3 % HIEIZOWTIEL, T Security Cloud
Control 77 b ~OHIEIE 7' A ] BT ES0,

Security Cloud Control 7> hOEH L I F I FE 2T F v MREICOVWTL, [T7F 2k
W) #ZRLTIEEN,

Security Cloud Control 77> FDFEEN— 3 0ADT Yy T L—FK

HERL N T A T /N— 3 @ Security Cloud Control 2 L CTWA5451%, [CDODIEEL k<
4 7V (You are in a free Trial of Security Cloud Control) ] /37 —M2RFRRm I, ~T A 7 IVHA
MoKy BENRSNET, N 74 7 AWMFITN-D>TH, Security Cloud Control 772 k%
FERN=Va L NIT v T T L= R TCEET, VA0V AEYEFEFIFT AL AR
ZE#E LT 2SS, REETHRIEL, SOFZEWGLET,

SOFEFZEZRE LIS, NF—0 [5882/N\—2 3 T v 77 L— K (Upgrade to full version) ]
Vw7 L, EXESEANLTHEE/N— 3 O Security Cloud Control Offi 2Btk L %
D

Security Cloud Control ® + 5 4 7 LR ERE D E K

NI AT NR—= g O A 30 AT 25 581E, BEROZEK (Request foran extension) ]
27y LET,

Security Cloud Control ~DY 1 >4 >

Security Cloud Control (27 7' A >3 521X, SAML2OYERDT AT T 4T 4 TN, X —
(IdP) . ZEHERFET 134 X —_ 3 L U Security Cloud Control T —HF —DEHZ RO
D NIRLETT,
IdP 757 v MiFa—W—on 74 AFHRPEENTEY, P ZZ O R 7 A AAFHRICES
WCa—F—EBIELET, SEERIAETH, TA TV T 47 4 €F2 VT 1 O LA
YL E T, Security Cloud Control = —— L 22— R(ZiE, EiZa—W—4%, 2—HF—
DBEEAFIT 5415 Security Cloud Control 7> b, —¥—oOu—ARNEENET, =—HF—
nua 7 A 35 &, Security Cloud Control (% IdP ¢ =—+— ID % Security Cloud Control ®7 7}
Y hOBEff——La—RiZvy 7 LET, Security Cloud Control 28 —%9 5 L 22— K
ERADTTEGAIL, ST 52— 3207 b~ s A v EFAINET,

BEROBEIIMBDOLY TNV A o F L TAT T 4T 4 TN, E =R RY | 7 A
T UT 4T 4 7 v 3 X —|Z Security Cloud Sign On T3, Security Cloud Sign On |X, ZE#HER
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%43 Security Cloud Control 5> F~0#ED S 1> [

\ZDuo ZfEH LE 3, BERIL, LEIZI U TSAML & > 7 LA 4 & Security Cloud
Control DFMETEET,

Security Cloud Control |Z & 7' 4 >3 521X, %7 Cisco Security Cloud Sign On T7 4 v > k& {E
i% L. Duo Security Zfli ] L T EHFAE (MFA) %€ L., 7+ FOFR vy U —JEHHE
IZ Security Cloud Control L = — NOERZ KT D LN H D £,

20194F 10 A 14 H, Security Cloud Control 1%, BEFOTXTOTF > h&, ID 7 u\fF—L
L T Cisco Security Cloud Sign On %/ L, MFA |Z Duo #fEH 7T 5 L HIEH L £ L7z,

)

(GE) MBEDOY TN A A ID T r A Z—ZAffi ] LT Security Cloud Control {ZHA & A
VI 5EA. 2O Cisco Security Cloud Sign On ~DBATIZHE L ¥ A, WMEDOY A A
VYV a—varEplEEEEATEET,

» Security Cloud Control O fEEIE AP THIUE, ZOBITOEEITIH Y £,

Security Cloud Control 77> k73 2019 4 10 H 14 HUFRIZ/ERL S Ve 561, HiHil Security
Cloud Control 77> b~ fjlElm 74 > (5 X—) ZZRLTIIZENY,

2019410 H 14 H X Y AifiZ Security Cloud Control 77> h 23F/E L TW /=334 1%. Cisco Security
Cloud Sign On ID ' w /XA X —~DBAT (6 X—V) ZZRMLTIZE,

#1385 Security Cloud Control 75> bADQYIEIOST A >
X L& BHIN

Duo Security DA > X k—JL, DuoSecurity 7 7'V 77— a3 » & EREZFICA A
=B LE2BEIHLET, Duo DA A F—LIZOWTITEMBH A84E1%. [Duo
Guide to Two Factor Authentication : Enrollment Guidel] ZZMB L T 7ZF &V,

BZIORIH, EXANATAAL AZFEA LTI Z A LN AT— REAER LET, OTP IFHE
R—=ATHHID, TRAADIZay IRV TAEZALLERALTNEZ EREETT, T2
A Z2Dr7ay 7 BEHBIIC, FERIEFRTELWVEZIICEEISNTWAZ L 2R LET,

Security Cloud Control %, Cisco Security Cloud Sign On % ID 7' v /34 X — & LT L. Duo
%% HWHEBFE (MFA) (2 L ¥ 9, . Cisco Security Cloud Sign On 7 4 7 > k7254
https://manage.security.cisco.com/provision % ff} L "C#7 L\ Security Cloud Control 77> k Z{E
T HE, rEYa=r77r—(ZlE, Security Cloud Sign On 74 7 > k DYERKS° Duo %
i L7z MFA ORER E, SESERFIENLIEICRY 7,

MFA X, 2=V =T AT T4 7T 1 2 RETDH-DDOEF 2T ¢ iRk LET, MFA D—
FECoH D " HEHFBAETIL, Security Cloud Control |27 7 A > 52— —D ID Z M3 572
W2, 22003y R—R 0 NELFERNB/LETT, RYIOBERFL—VF -4 LR T— T,
2HEHOHERIIA VT~ RTERSNDT FZ A L/SAT—F (OTP) T,
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Security Cloud Control D £ K |
. 1)—< 3 > Z & Security Cloud Control ~DH A >4 >

| o

EE 2019 £ 10 A 14 B & Y #III< Security Cloud Control 73 > FAFEE L TWV=HAX. ZDHEH
D4 Y 1ZCisco Security Cloud Sign On ID 7' 2 /3A X —~DREIT (6 X—V) #ua s/ A F
JlEE LTHERHL TSN,

RDFE

HH Cisco Security Cloud Sign On 7 51 7 > ks OFERL & Duo ZEHRFFIEDOKE (84 X—) 1T
EAET, ZHITABEMOT oA TY, 4T XCTEETTHLERDHY £,

1) —< 3 > Z & D Security Cloud Control ~DH A > A >

ZH 5%, Security Cloud Control ~DH A A ANMEHTH AWS Y —2 5 -2 & D URL T
jAO

%= 1:)—2 3 > Z LD Security Cloud Control URL

Hh st Security Cloud Control URL

TIOTRKEFEB I OHA (AP)) https://apj.manage.security.cisco.com
F—Z U7 (AUS) https://au.manage.security.cisco.com
I—um X, ., 77U 5 (EMEA) https://eu.manage.security.cisco.com
4> K (IN) https://in.manage.security.cisco.com
7 AU HARE (US) https://us.manage.security.cisco.com

OJA4 2 DEBD STV a—TFTa25
IE L < %Ly Security Cloud Control ) —< 3 vIZEB->TAS A Y LTWAT=86H, OF A vtk
5 B3

Y72 Security Cloud Control U — 2 > 42u 74 ' LTS Z L 2R L T ZE0,
https://sign-on.security.cisco.com (02 7 A »F 5L T/ EATHY —Va VEBRTEET,

PA AT HY—Ta i onTit, UV — a2 T & @ Security Cloud Control ~D A > A
v (6~—) EZRLTIIZSV,

Cisco Security Cloud SignOnID 7 O /\ A4 & —~D#1T

2019 4 10 A 14 HIEACT, Security Cloud Control TlX, T XTDOTF > EMBID 7' m /34 X —
& L T Cisco Security Cloud Sign On [ZE#A S TRV | ZLEFEGRFE (MFA) (21X Duo ZfEH L
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I Security Cloud Control D E A&
BARODSA VEBO 5 ILva—T125 |

TV &9, Security Cloud Control (B4 A >4 %121, F 9 Cisco Secure Sign-On T7Hh ™ >
4797474 L. Duo #ERALTMFA ZRET HILELNHY FT,

Security Cloud Control (21X MFA 2342 C9, MFA 1%, =—W—T7 AT T 47 1 ZiRi#T D
71&')0)'125\': V7 4 Zifb LET, MFA O—FfiCToh 5 " HFEFHAETIE, Security Cloud Control

R 7 AT a—F—0ID ZMRTHDIT, 2503 R—R P EITEREPLET
T RADBEHRIFTA—PF - L NRNRAT— T, 2FHAOERITA VT~ FTERINDT
S A LXAT— K (OTP) T,

N

G¥) < ME D //7/1/4j‘/f VA ID Fr A Z—%fF ] LT Security Cloud Control (ZH A > A
VLY Z ® Cisco Security Cloud Sign On 3 X X Duo ~DOBATIZHE L £ A, A
DY A ‘/ZL// Ja—varagl&fmEfificesd,

« Security Cloud Control DEE} k7 14 7 AHIRIH ChIIX, ZOBITHAEHINET,

+ 2019 4F 10 A 14 B LAB#IZ Security Cloud Control 77 > FBMER S KTV HEX. Z 0
HH O 0 IZHTH Security Cloud Control 77> h~Ofjlaln 74 > (5 —Y) %n
A FEELTHEALTIZIN,

XL B
BATT DN, WOTNEEZFEITTHZ L2 BEIDLET,

. Duo Security 4 > R k—JL, Duo Security 7 7" U 7 —3 3 » A A EREIC A »
A R—=NTHZELEERBEHDOLET, Duo DA VA M= LZOWTZEMNH 2BE1
[Duo Guide to Two Factor Authentication : Enrollment Guide] #Z&M L T 72 &\,

cHBZDRBIE, EARNANTNRAABFERALTCT U Z A LAY — REAER LET, OTP LM
BR—2ATHDHED, TXAAOI7a v IR )TIAEALERBILTWAZENERET
T, TNNAAD 7 Oy 7 BRI, FEFHCTIELWERAICEREIINLTWND Z & 26
BLET,

« H1 L\ Cisco Secure Sign-On 7 7 o M & Ep L, Duo ZERRFEAHE LT, Tk
4BFEO T ATY, 4BEBET_XTEETTLO2MLERDHY £7°,

— -~ — \ ~ — »
BiTkoDIJAVRBO NS TN 2a—T1 29

A—H—ZFIE/NNRT— FMIEL < HULV=8. Security Cloud Control ~ND RS A U IZ5kEXT
%)

fi#ikix Security Cloud Control IZ 2 7’4 L L H & LT, ELWa2—H—4 L 20— F&fEH
LTWRIEb b b u s A ACRIT 2856, 3 AV —-RFaeEhGE) 2L
THHERNSAY — FZRE TE WAL, B L Cisco Security Cloud Sign On 7 4 &7 |k
AR TICr 7 A R BT AR BV E 3, T Cisco Security Cloud Sign On 74 7 >/
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Security Cloud Control D E &K |
. Security Cloud Control 77 > ~ MDi#2E}

N OVERLE Duo ZEHEFRALORRE (84 ~—7) OFIAICHE> T, Hr LW Cisco Security Cloud
SignOn 7 H 7 MY A T v 7T HMENRHY £5,

Cisco Security Cloud SignOn &y ¥ a7/R— RA® B 5 A VIXRETIT 5 H%. Security Cloud Control
FERETERE

figikix Security Cloud Control 77 k & [X572 % = —+#—4 T Cisco Security Cloud Sign On 7
10 FEAER L TWADAIEEMED S U £, Security Cloud Control & Cisco Secure Sign-On @ i
Ta—W—{FH A =N 9 5 I21E, Cisco Technical Assistance Center (TAC) (ZHfE L TL 72 &
U,

RELEITvIT—V&FERALEZOT A VIZKKT B

iRk 77 UVIREINITh W T v v AL Tr A LIS L LTV DA NB L
NE¥i, 7 v 7 ~—2 M https://cdo.onelogin.com &5 L TW D ATEEMEN H W £,

fiRi% https:/sign-on.security.cisco.com (22 7 A > LE T,

« f#iRi% Cisco Secure Sign-On 7 # 7 > b & E7EAER L TWRWEETX, #i#l Cisco Security
Cloud Sign On 7 1 7 . s DFERK & Duo ZERFFEDOKE L E T,

« f#iRi% Cisco Secure Sign-On OF LT 1w > M EAER LTcHA 1. 777> MBMERR S v
V— g IR DX v v 2R — RO Security Cloud Control % A V& 27 U w7 LET,

« f#3Rs% Cisco Security Cloud Control APJ

* fiRi% Cisco Security Cloud Control 2 —A FZ U 7
* f2ifi% Cisco Security Cloud Control EU

« f#iR:% Cisco Security Cloud Control f > K

* fi#iRs% Cisco Security Cloud Control #[E

« f23R5% https://sign-on.security.cisco.com Zf§ T LI T v I/~ —F EHH L ET,

Security Cloud Control 77 > ~ D#Z &N

FIE

AT v F1 Cisco Security Cloud Sign On % v ¥ 2 /R— KT, &% 3% Y — 3 > ® Security Cloud Control 7~
ZroEs Yy LET,
ATYT2 WHOA— T4 r—2ERELTWDLGEE, A—kr T4 r—20Ora% s )y LT
[Duo Security] 7> [Google Authenticator] % H&4R L £ 7,
BEFOT T M TIla— =L a— b o5A1E. 0T e A4 LE
R
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Frotory tr—sgazoeE |

cEEOR—Z N TICa—F—La—FRbL581%, #i T 2R L2 RRNTEE
@—O

« TTIZEEOT T Mza——La— RRb 5551, ##t/t® Security Cloud Control
T MERIRTEET,

HEFOT U MZa—Y— L a— KRR WEEEIL, Security Cloud Control O FEA % FEFR 3
L, FIE R IATATF o FEERTEET,
[R—2%/L (Portals) ] B =—i%, BEDOTF v b LHAESNIHEREBG L TERLET,
FEHIZOWTIE, vV TF T RAR—ZLOEFERR (70 X—2) 2SR LTLEIN,
[7F >k (Tenant) | B =—I2iX, =—HF—La—RKRHo5—-HOT T FRRRINET,

i
CISCO

Cisco Defense Orchestrator

Choose an account

Portals Tenants
US East Coast Boston Office
US West Coast MNew York Office

Los Angeles Office

Sign Out

THFORDRY FO—OEHBEDOEHE
TFURDORy N =T EREORERIRTHZ 58, XA NI TI7T 4 AL L TEBEBOLE
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Deploy an On-Premises Secure Device Connector p ¢

Step 1

Download the SDC VM Imagedand follow the documentation to deploy the SDC VM on vSphere.

Step 2

When deploying the VM into vSphere, you will be prompted for ‘CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

Lz

CDO Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjalU9pSINVekkxTmlJcBluljViQBk2SWLwWFZDS JkuZX1Kc2FXNXJaV1
JVW1lc1aGJulnpJanBiWFN3aWRtVn1Jam9pTUNJICB1UTjFZbkSqY21 sd2RHDHZ1bk 1 pT2xzaVNWUKVM
YUpoYzJVaUxDSm91VepSYVdRAE1pNHdJaXdpYm1kbWR5SmRMQBox Yz WeVgyNWhiV1VpT21KamIyWm
%x1bkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pY TWIPDHNpVWSSTVIW
OUJSRTFKVG1KZEXDSnBMB1pT21KcGRHUW1MOBpGYKhWemRHVN1TV1FpT21JeE1pd21jSEpwY1dGel
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaU8k2V31KMGNuVnpk(Q812zSWSKbF 1XUN1MO8
k1T1RSbUBySTRNQzFpWW1NNUXUUTNPRGNEWN1 Zek 1DMN1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNtbDBa
UBpkTENKcFpDSTZ JamN3T 1dRMVpHSXpMVFpoTmpZdESEVTBZUZABTIRCbUXXUXhNelJr TURZeESGWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEYNzhoNUNSZDNPRUUSHUDXT2VRd j04aHpkSIhtR3BhUmtSYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek5XNBdKajRyTT1lyVzM3IRXdRdF9zeWh5azVkTOVITVIrMlcwR1 JRcXhLompolU1JLUTpKNXQBeGxuN1 '
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j

dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN

BKcHM5a24 tNGBwZWtxcB1BTXoSUVZBMXZ1S] ZWNmSNdBgyV3J1cDRZMTY 1MC1yeDBpblhWNFd2QSIK

QBRPXBRPTUFJT J81d3d3LmR1ZmVuc2VvemNoZXNBemFBb3 uY29t IgpDRESFVEVOQUSUPS] jaXNjby

ATFYTE  Zip 77 AN TRTCOT 7 A NEHBLET, Zhbik, KOXHI72HEDTY,
« CDO-SDC-VM-ddd50fa.ovf

¢« CDO-SDC-VM-ddd50fa.mf
¢ CDO-SDC-VM-ddd50fa-disk1.vmdk

ATy 6 vSphere Web 7 7 A 7 FEMEH LT, HEHHF L LT VMware h——icu 74> LET,
GE)
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ATy T17
ATvT8
ATvT9
ATy 710
2Ty TN

ATvT12
ATFv 713

ATy 714

ATy T15

ATy 716

ATV T

2FvS18
ATv 719

ATy T2
ATvIT2n
ATFvT22

ATvT23
ATv TS24

Security Cloud Control D E &K |

. Security Cloud Control ® VM « * — 2 % {fF L 1= Secure Device Connector O &

ESXiWeb 7 Z A 7 o MIEHA LW TL 7ZEW,

a7 MIHE-> T, OVF 77 L — k735 Secure Device Connector (AR~ # BB L £
7,

vy NT v TRET LI, SDCVM OERE ANET,
BLWSDCVM D=t Y — L 2B & £,

a—H#—4 [CDOJ TrZA L LET, 774/ hO/RAY— Ridadml23 T,
7v 7 N T, sudo sdc-onboard setup & ASTLE T,

[cdo@localhost ~]$ sudo sdc-onboard setup

NAT—=ROT a7 ERRERINTED, admi2z E AN LET,

T M- T, root —F—DFH LVWSZA T — R&EEK LET, root 2—HF—D /3%
U— Rz AN LET,

7'a 7 MIfE- T, Security Cloud Control = —#—DH LWWIA T — K&K LET, 2—
P—DRAT—=REASTLET

[#%#5¢ 9" % Security Cloud Control K A A > &R L T 7231 (Please choose the CDO domain you
connectto) | &WD 7T RRERIRENT D, Security Cloud Control D R A A U a AT)
LET,

Tur 7 RFRENTZE, SDCVM ORD R AL AF#REATI LET,

a) IP 7 KL Z/CIDR

by Y—hU=A

¢) DNS H—,3—

d) NTP ¥ — "—% 7213 FQDN

e) Docker 7'V v

F721%, Docker 7'V v Ui SN2 WEE L Enter F—Z& M L E T,

[ZAHDOEIZIELWTT 2?2 (1ZVvVnz)  (Are these values correct? (y/n)) | EW9H 7'm

TIEREREINTZO, [T EZAN LT MY ZERLET,
ATNEZfEELET,
[T <SDCEHELET? (LW Winvz)  (Would you like to setup the SDC now? (y/n)] & 1

YT IREREINTED, ) EANLET,

VM 22V — b HBICr 77 7 hLET,

SDC ~® SSH #fe 1Bk L %3, CDO L LTr /AL, NAU—KEANLET,
7’17 F T, sudo sdc-onboard bootstrap & AJSI L ET,

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

[sudo] 7SAT— ROANZRDBNTZH, AT v 7 14 TERLIEASAT—RKE AT LET,
[Security Cloud Control D EZF =7 AR 7 X _X—=UNH T — A N T v 7 F—4%a— 1L T<
72 & (Please copy the bootstrap data form the Secure Connector Page of CDO) | £\ H 7'
FRFTRSNTEH, ROFNEITHENET,

1. Security Cloud Control (27 74 > L £ 7,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE



I Security Cloud Control D E A&
B S5O VM £ T® Secure Device Connector 0 E .

2. [77 v ay (Actions) |31 > T, [A 7 L I AD Secure Device Connector D FBH  (Deploy
an On-Premises Secure Device Connector) | %27 U v 7 LE 7,

3. HATuI Ry I ADAT v T2 TC[T— AT T T—L%at =%V v7L,
SSH 7 « > RUIZHEY (1T £,

Deploy an On-Premises Secure Device Connector ) 4

Step 2

When deploying the VM into vSphere, you will be prompted for ‘CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDOQ Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjal9pSIiNVekkxTmlJcBluUjVjQBk2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVW1lciaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcBluTjFZbk5qY21sd2RHbHZ ibk1pT2xzaVNWUKVM
VUpoYzJVaUxDSm91Vap5YVdRdE1pNHdJaXdpYm1kbWR5SmRMQBox Yz JWeVgyNWhiViVpT21KamIyWm
xjbkpsY2tCamFYTmpieTVqY jIwaUxDSmhiWE1pT21KellXMXNJaXdpY285c1pYTW1PbHNpVWsSTVIW
OUJSRTFKVG1KZExDSnBjMB1pT21KcGRHUWIMQBpgYkhiWemRHVN1TV1FpT21JeE1pd21jSEpwY1dGeW
VWUmx1ibUZ1ZENJNmJuVnNiQ3dpYzNWaWFtVmpkR1I1YBdValU9pSjF jM1Z5SW13aWMzQkpaQBk2SWtO
RVR5SXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQ8p3WVhKbGJuUkpaQBk2SW
prMUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpqTXdMV1poWW10bFptRXpPRBUWWM1JcBLtTNNRV1Z1
ZEY5cFpDSTZJbUZ3YVMxamJHbGxib1FpTENKe 1kyOXdaUBk2V31KMGNuYnpkQ81zSW5KbF 1XUN1MQ@
k1T1RSbUBVSTRNOZFoWWINNUxUUTNPRGNBWW1Zek 1DMN1ZVBnaWldaaE16aGhOR1 10 TENKM2ZNtbDBa
QBRPXBRPTUFJT jBid3d3LmR1ZmVuc2VvemNoZXNB8cmFBb3TIuY29tIgpDREGFVEVOQUSUPS jaXNjby
ThbWFsbG1lvIgpDREIFfQkIPVFNUUKFQX1VSTDA1iaHRACHMELy93d3cuZGVmZW5zZW9yY2h1lec3RyYXRY
ci5jb2@vc2RjL2Jvb3RzdHJhcCjaXNjbyThbWFsbGlvL2Npc2NvLWFtYWxsaW8tUBRDIgo=

2 Copy bootstrap data

AT Tl [ZNOOREEZEHLETN? 1TV x) (Do you want to update these setting? (y/n)) ] &
WO TR IRRRINTZS, ] ZATILET,

AT 726 [Secure Device Connector] — IR YD £9°, HLWSDCDAT—X AN[T 77 47 (Active) ]
WCEFEENDET, HEZEHRLET,

B 5@ VM £ T Secure Device Connector M) ERH

TN ADu JA NER A LT Security Cloud Control %7 /3 A28 2854, Security
Cloud Control & 7 /34 A DIBEZEHT 57202, * v b7 —7 T Secure Device Connector

(SDC) #4vrm—RLTEBTLIZLEBRANTTIT 4 ATT, @F., ZhbDOT A
AFFFFERAR—=ATHY | TV w7 IPT KL RAERZIR0D, SNEA v 2 —7 = A AITHH
PR — F o TWET, WIEREX2 VT 477747 A (ASA) . FDMIZLDH
BT /34 A L O Firepower Management Center (FMC) 7 /34 A {XT T, T34 ADu s/
A EH A L T Security Cloud Control (Zxf L CTEAWERT 5 Z LN TEET,

SDCIF, HHART NA ATEITT 2MEN DDA~y F&, BHHET A RTHET D4
ENDH A v E—IZ 20T, Security Cloud Control %6 L £4, SDC i, Security Cloud
Control IZf > TZ D a~wy REFATL, FEXIGT S A X2 I> 5 T Security Cloud Control
WA =V %FE L, BHEART NA ADE DR % Security Cloud Control (238 L 97,

1 20 SDC WEETX 5T 3, AD0HIT, TNEDT NA AZFEES N TV DHEEE L HERk
T7ANDYARZE>TERRY EF, 72720, BEGFEOBEZE LT, 1250 SDC TH 500
BOTF AL AHR—FTEDHZLEMELTOET, FMICOWTIE, B0 Security Cloud
Control 77 M THH D SDC ZfEHT 5 (36 X—) ZZML TSV,

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .



Security Cloud Control D E &K |
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ZOFRIETHEH, MEOEE~ A A—VEFHALTRY NU—712SDC A A h—/L
HHFECOWTHBALET,

\}

(GE)  SDCZA VAT HOICHLRINS, KkbEETEETE 5J7751E, Security Cloud
Control ® SDCOVA A A —Y& X7 u—RLTA YA b—A$5Z L TY, FHICONT
I%. Security Cloud Control ® VM A A —<Zffi [ L 7= Secure Device Connector DR (15 ~—
V) EZRLTIEEN,

1a s BRI

« Security Cloud Control I%, W RFEAET = v 7 ZME L L, SDC &A% —3 v O
D Web/larT oy 7uxi e R—FLTHERA,

* SDC 73 Security Cloud Control & {59 272 IZi%, TCP AR— k 443 TOA X —F v b~
DERIRT T MU KT 72 ABRMETT,

+ SDC %41 L C Security Cloud Control {29257 /34 XX, AR— bk 443 TSDC 22H DA
NG RT IR AT OMERH Y T,

Ry NT—=7DHA RTANTHONTIE, EEHRT /31 A~D Security Cloud Control
DYEfE) B LT TZE W,

svCenter Web 7 74 7 FE7-I1FrESXiWeb 7 A4 7 b E2EHLTA VA h—vE T
VMware ESXi /8 A K,

N

GEX)  vSphere T AZ b T TAT v M EFH LA VA b—LidH
A—FLTWEEA,

« ESXi 5.1 /A 7= 31 W,
+CentOS7 7 AN ARV —F 4 T VAT A,
« SDC DL &> VM D2 AT LEff:
« VMware ESXi 78 A MZiE 2 2D CPU AT T,
» VMware ESXi 78 A MZIL2GB LA ED X E U BMLETT,

s VMware ESXi Tid, 7R EYVa =7 OIS U T, I~ &2 R— 572
WIZ64GB DT 4 AV RENMLETT, Zid, LEITSLTT 4 A7 @Ik ZILET
X519, N—TFT 4 a rTHIERY 2— 2% (LVM) Z2EA LTSI L5248
E LT,

cVMODOCPU L AEYZEHLZL, VMOERE AN, [EFX =27 3127 H (Secure

Connectors) | X—IZSDC A [T 77 47 RETHDHZ LN RENTND Z & ZfER
]\/\i—é—o

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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FIE

)

B 5O VM £ T® Secure Device Connector ) & .

c ZOFIEAZFETTH—Y —L, Linnx BEOHEICHLATEY, viEYaTl=F ¢

FEMHLT7 7 ANVEREL TV DRBERDH Y £,

e 7L ADSDC % CentOS A~ 2 A VA b=/ T 5E81F, YumbBX=U T«

Ny FEEHINCA A=A T 22 LaBEOLET, YamOEFHEZEIGT D720 DK
WIS T T, R—= 443 ZIF TRIA—=F 80 THT U hAT L T 7 & A% B < MBER
HDIHERDHY ET, o, BHEAT Y 2 —/VT 572012 yum-cron F 7213 crontab &%
ETHMERDDET, EXa VT EHTFT—LEEEEL T, YumOEHEZEIGT 5720
X2V T 4R =2 BHTLIMERHL0E ) hEHE LET,

G¥)

RO BHNC : FIEAD =~ N, 28— L TR Y 4 > FVIZHED T 5D TIERATT
LEIICLTLKESY, —#oavr FZEEND ¥y =] i3, By b T FR—=A |
DTHEAT ImFyia)] ELTHEHSNDBERDY, A~y FBRRET LR E 20 £

ATy T
ATv T2

ATvT3

ATv74
ATvT5

ATvT6

ATvT1
ATvT8
ATv79
ATv710

S

SDC % 1ER% 9 % Security Cloud Control 77> hMzwu 74> LE7,

FEAlD~A o TIEE (Administration) ]>[tF 27342 % (SecureConnectors) 1%~ U v
y L/iﬁ‘o

[F—E A (Services) | —VD[EF =27 ax7 % (Secure Connectors) | ¥ 7 T, F\W ST A
RH %27V w7 L, [Secure Device Connector] % i8R L £,

T4V RUDFEIBE2DT - AN T v T T —H 2 AERIZaE—LET,
D7p L HRD RAM & T ¢ A7 f8IH2Y SDC IZE Y YT HITW5D CentOS 7 RAEY S 2% A
VA R—LLFET,

« 8 GB ® RAM

c10GB OF 4 AT AR— A

A AR—=)L LD, SDCOIPT RLA, 7 xRy h~A7 | = U =A DIFERE, Fv
N — 7 DIEARREZXITNET,

DNS (KAA > R—LH——) ZHELET,

NTP (v NU—2 AL T abhan) b—_"—ZFELET,

SDC @ CLI & ffiHICCV B TEX 5 L 912, CentOSIZ SSH Y — N—% A > A h—/L LET,

Yum O Hi & FIT L. open-vm-tools, nettools, I X Obind-utils X 7 —T% A4 A F—L L
£75

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .
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. B 5 ® VM L T® Secure Device Connector O &Rl

ATvIN

AT T12

ATy 713

ATV 714

ATy 715

ATv 716

ATy I

ATv 718

AWS CLI /Ny & —T% A4 A h—/L L £, https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux.htmlZ ZH L T 72 &\,

GE)
—-user 77 ZVIEA LN TL &0,

DockerCE X r—T % A A h—/L LE T, https://docs.docker.com/install/linux/docker-ce/centos/
#install-docker-cex ZH L TS 72& W,

GE)
(VAR R EFERH LA VA M=) FikEFERLET,

Docker #—tE X Zflhn L, EEFFICHMGTE LRI LET,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

[CDOJ & Tsde) D2 5O —HF—%AEK L E7, CDO —H— %, EIHIEZRITT 572
wica A4t Ha2—P—T9 (DF D root 2—V—FEBEMEHITL2LETHY FHA)
sdc =—H¥—{%, SDC docker =1 > T F % FE{T+ L2 —HP—T7,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

CDO 22— W —D /AT — REEBELET,

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

CDO —H%—% Twheel] ZV—71ZBIML., EHE (sudo) MHEREFEGLET,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker 231 VA h—E3nb L, 22— =7 —7RNEREINET, CentOS/Docker D/ 3—
Va Al UT,  ldocker] F721% Tdockerroot] & MEFAVE T, Jetc/group 7 7 A /VTED T
N—TPER SN0 R LT, sde 22— —%2ZD 7 N—7IBEMLET,

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

Jetc/docker/daemon.json 7 7 A W IMFAE L7a WG AIEERR L, LFORNEE AT LET, 1Bk L
726, docker 7 —F v & HEEN L £77,

G¥)
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I Security Cloud Control D E A&

ATy 719

ATy T2
ATv7T2

ATvT2

ATvT23

ATy T4

ATy T2

B 5O VM £ T® Secure Device Connector ) & .

lgroup] F—IZ AT LTzZ V—TZ0, BIOFIAD fetc/group 7 7 A IV THRHOF =7 —T &
—HL TS ZLaMER LT IEEN,

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"
}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

HIfEvSphere 2> Y — /Lt v v a U EMFHL TV DEE1E, SSHICUID X T, [CDO) =—
F—=TrIA U LET, A LD, [sde) 2—HF =2V EZET, "AUV—FDOA
NzaRobnizb, [CDO) 2—F—D/ AT — Rz AN LET,

[CDO@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

5 4 L7 bV % [usr/local/CDO (T L £,

bootstrapdata E W) H LW T 7 A )V EIERK L, [4 > 7 L I AD Secure Device Connector O Ji&
B (Deploy an On-Premises Secure Device Connector) ]V 4 ' — KOFNE2 DT — A N T v 7
TR, ZOT77ANMIMEY T ET, R (Save) 127 Vv 7 LTT7 7 A NVERGFLE
9, [vi] £721% [nano] ZEH L T7 7 A W EIERLTE £77,

T—FANT v T T —HLbase6d T aA— RINTWETOT, HELT
extractedbootstrapdata LW T AN AKR— b Ljﬁjﬂo

[sdc@sdc-vm ~]$ base64 -d /usr/local/ CDO/bootstrapdata >
/usr/local/CDO/extractedbootstrapdata
[sdc@sdc-vm ~]1$

cat A REFEITLTEFLET—¥2Fn~LET, o~ FBIWMERS LT —X 3%k D
LT £,

[sdc@sdc-vm ~]$ cat /usr/local/ CDO/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

UFDa~vy REFTLT, BE5 LT — A NI v 7T =2 O—HERELBKICT 7 AR —
FLET,

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]1$

Security Cloud Control 2257 — h A 8T v 7N Lz rm— RRLET,

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer S$CDO_TOKEN" "$CDO_BOOTSTRAP_ URL"

100 10314 100 10314 0 0 10656 0 --:=--:=-— —=—:——:—-— —--:--:—-- 10654
[sdc@sdc-vm ~]$ 1ls -1 /usr/local/ CDO/*SDC
-rw-rw-r——-. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/CDO/tenant-name-SDC

SDC tarball Z B L. bootstrap.sh 7 7 A V& EITLTSDC RNy r—V %A A R—/)LLFE
D
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. Ubuntu {48 < < > T Secure Device Connector & Secure Event Connector 0 & B

[sdc@sdc-vm ~]$ tar xzvf /usr/local/CDO/tenant-name-SDC
<snipped - extracted files>
[sdc@sdc-vm ~]$
[sdc@sdc-vm ~]$ /usr/local/ CDO/bootstrap/bootstrap.sh
[2018-07-23 13:54:02] environment properly configured
download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally

sha256:d98f17101db10e66db5b5d6afdalc95c29ea0004d9e4315508£d305790275458:
Pulling from

ciscodefenseorchestrator/sdc_prod

08d48e6flcff: Pull complete

ebbdl10b629b1: Pull complete

dl14d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped - downloads>

no crontab for sdc

9% & Security Cloud Control TSDC 2 [7 277 47| LFEREINDILTTT,

RDBRY

Ubuntu{x22< < > T Secure Device Connector & Secure Event Connector

D &

FRA AP J A AER A LT Security Cloud Control 27 /34 A2 D854 . Security
Cloud Control & 7 /XA A DIBEEEHT 57202, v b7 —7 1T Secure Device Connector

(SDC) #X¥ v omu—RLTEBTLZENRA NS T VT 4 ATT, BE., ZhHDT A
ANFIHEEERR—=2THY, TV v 7 IPT FLAZRZRND, A X —T7 = A A2
IR — P ERF S TWET, BIGREX 274777472 (ASA) . FDMIZ L 2%
BT 34 A I L Firepower Management Center (FMC) 7 /34 A (LT XT, 7314 2ADu s/
A U 1E#H & f# FH L T Security Cloud Control [Zxf L CEAWEFTHZ LN TEXET,

SDCI%, BEEXIGT NA A TITTHMENDH D A~y RE | FEILRT A REET D4
ENDH A v E—UZ 2T, Security Cloud Control & B4 L £ 9", SDC I, Security Cloud
Control [IZfkb->TZDa~vy REFATL, FEXIGT A X2 I T Security Cloud Control
WAy E—U%EE L, BHEIRT NA A6 ORE % Security Cloud Control (23R L FE 5,

Secure Event Connector (SEC) 1. ASA & FTD /2B DA X k % Cisco Cloud IZHEIET B 72,
TAV AL LT T, [A X hrFX 7 (EventLogging) ]7X—Y TA X2 h%&F/RL, Cisco
Secure Cloud Analytics THRAE TX 77,

SDC % &R L7-#% 1%, fiH72#{ECTSEC 2> 7 F%BIMTE £9, SEC h—E R, Cisco
ASA. CiscolOS, FDM |2 X B H 7 /34 A5 syslog A v —T %25 L. Cisco Cloud (2%
BITEETDHIEIICEF SN TOET, 2T XY, Security Cloud Control Analytics <> Cisco
XDR 72 EDA Xy MY —E A TR 7 A v v — V& MRS, Bk, o cEE7,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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Ubuntu {x18< < > T® Secure Device Connector & Secure Event Connector O & B .

CiscoDevNet ¥ b [3535] TRt TWAH A7 U 7 %547 L T, Linux Ubuntu 3 A7 AlZ
SDC 3L WNSEC %4 VA h—/LTEET,

48 HHEIIZ

« Security Cloud Control I%, EERFEAET = v 7 2 0B L L, SDC &A% —3 v O
D Web/lar Ty 7uxi Y R—FLTHERA,

¢ SDCIZIZ TCP AR— F 443 TOA VX —F v h~DFZEEIRT U XU KT 78 AR NI
<9,

Xy NU—=IDHA RTAAZONWTIE, [EHHRT /A 2~ Security Cloud Control
D) AL TSN,

svCenter Web 7 74 7 FE/-IXESXiWeb 7 74 7 hEFEHALTA A =L ENT=
VMware ESXi A8 X b,

A\

GE)  vSphere 7 AV by T FAT v MM LI A VA F—E
R—FLTWERA,

« ESXi 5.1 /A 73— 31 W,

e A~ 2 Ubuntu 2 —F 4 7 VAT L XN— 5 2 20.04 LLIEDR A A F—L &
nTW5,

SDC :
*CPU:2 27

*RAM : 2GB L/ |-

SDC B X SEC :
*CPU: 427

*RAM : 8GB L/ I

« SDC % 31T L T\ 2% Ubuntu IRAE~ > 2/ 121E. ASA B L8 Cisco I0S T34 ADEHA
H—=T 2 A~DRy NT =TT 7B ANRLETT,

FIE

ATv 71 SDC %1ERT % Security Cloud Control 7> ~MZu 74> LET,

ATvT2  ERoOSL U TIEE (Administration) 1>[EF a7 3% 4 (SecureConnectors) %7 U v
7 LET,

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .


https://github.com/CiscoDevNet/cdo-deploy-sdc/tree/main

Security Cloud Control D E &K |

. Ubuntu {48 < < > T Secure Device Connector & Secure Event Connector 0 & B

ATvT3
ATv74
ATvTh
ATvT6
ATvT1
ATvT8

ATvT9

ATy 710

ATvIN

ATV T12

[F—E A (Services) | X—T D [EF =7 a2 % (Secure Connectors) | ¥ 7 T, o/
Y w7 L. [Secure Device Connector] & i8R L £ 7,

T4 RUVDFIR2 DT — R NANT v 7T —H & AERIZaL—LET,
CiscoDevNet % PV T SDC % B L £,

[2—F (Code) ]#27 V2 L, [HTTPS]# 7D URL 22t — L $7,
Ubuntu & A7 AT Cul+AI+T L T, SR YV 4 > RUEHE ET,
WK T it E AN L, lFE =¥ — L7= HTTPS URL #8650 117 £4,

[sdc@vm] :~$ git https://github.com/CiscoDevNet/cdo-deploy-sdc.git
Resolving deltas: 100% (22/22). done.

lcdo-deploy-sdc] 7« L7 R UICKBEIL£7,

[sdc@vm] :~$ cd cdo-deploy-sdc.
Is-laZ34TL T, V7 ANERAZ VT NeRRLET,
« delete_sdc.sh : BARGIC S AT AIZA A h—/L & i72 SDC ZHIBR L £,
« deploy_sdc.sh : 327 A2 SDC % JEBI L £,

« install_docker.sh : ##E/X—<> 5 > ® Docker & ¥ A7 LB L £,

277 M EFEITL T Docker A A b —L LET,
[sdc@vm] :~/cdo-deploy-sdc$ ./install_docker.sh

Remove docker docker.io docker-compose docker-compose-v2 docker-doc podmand-docker {y/n]
n

Active: active (running) since date time UTC; 32s ago

Adding the current user to the docker permmissions group

Done!

SDC #BB4H5A7 V7 "2 EITLET,

Jdeploy _sdc.sh & AJJ L. Security Cloud Control UL 735 2B — L7727 — A N T v I T —H %
RE O R £ 9,

[sdc@vm] : ~/cdo-deploy-sdc$ ./deploy sdc.sh <bootstap data>.

If the docker container is up and running, the status of the SDC should go to 'Active'
in the Security Cloud Control Event Connectors panel.

Secure Device Connector 2% Security Cloud Control T [7 7 7 4 7 (Active) | & F/R S L5 MBS
HYFET,

RDEZRY
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https://github.com/CiscoDevNet/cdo-deploy-sdc/tree/main

I Security Cloud Control D E A&
Terraform % {5 FH L 7= vSphere ~ @) Secure Device Connector ) E .

Terraform % {4 L 7= vSphere ~ () Secure Device Connector 0 &

1R BRI

Z DOFNETIX. vSphere H Security Cloud Control SDC Terraform <€ ¥ = — /L % Security Cloud
Control Terraform 7 72 /34 2 — LB GHW T LT, vSphere |2 SDC % JE&FH 3 2 HIEIZD
WTRELKRALE T, 20X A7 FHEZFEITT DI, ROBHESRMFZHEB L TIEEW,

s vSphere 7 — 4t L H— "= g T LUBERMETY

s REFITT DMERER DT — X2 ¥ —OEFBET T NPLETT,
« VM DAERK
o 7 4 VE DR
AT Y TAT T Y DIERK

AT TATTIVANDT 7 ANDT v T a— R

» Terraform D &5k

FIE

AT w71 Security Cloud Control T API D#HD2—H—%EfK L, APl h—27 v Zabt—L%7, APID
HD =P —DIERETIEIZOW TR, TAPI DA D2 —F—2EkT 5] 2B LTS
AN

AT w72 TSecurity Cloud Control Terraform Provider] O FNEIZfE > T, Terraform U 7R Y kU “C Security
Cloud Control Terraform 7' 12 /3 A X' —Z &% L £ 97,

1 -
terraform ({
required providers {
cdo = {
source = "CiscoDevNet/cdo"
version = "0.7.0"

}
}
}

provider "cdo" {
base url = “<the CDO URL you use to access CDO>"
api token = “<the API Token generated in step 1>”

}

AT 73 Security Cloud Control Terraform 7' 2 /NA Z— % L T cdo _sdc U VY —AZ{EKT 572D
Terraform = — R &Gk L E 9, FHMIIZ- DUV TIX, Security Cloud Control-sde U > — A @ Terraform
LYZ MY ZBRLUTIIZEN,

1
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https://github.com/CiscoDevNet/terraform-vsphere-cdo-sdc
https://github.com/ciscodevnet/terraform-provider-cdo
https://github.com/ciscodevnet/terraform-provider-cdo
https://docs.defenseorchestrator.com/c-secure-device-connector-sdc.html#!t-create-api-only-users.html
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs/resources/sdc
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs/resources/sdc

Security Cloud Control D E &K |

. Terraform % & FH L 1= vSphere ~ () Secure Device Connector 0 Efi

ATy T4

ATy T5

JZ2EN

Resource “cdo_sdc my-sdc” {

name = “my-sdc-in-vsphere”
}
ZDVY Y —AD pootstrap data BMEIZIE, Security Cloud Control 7— b A b T v 75— 4% Dff
BADEN, IROAT 7T cdo_sde Terraform & = — /VIZERFE S L E T,
Security Cloud Control_sdc Terraform & ¥ = —/LZ i [§ L T, vSphere C SDC ZAEpk T 572D
Terraform = — RZ Gk L9,

&1

data "cdo tenant" "current" {}

module "vsphere-cdo-sdc" {

source = "CiscoDevNet/cdo-sdc/vsphere"

version = "1.0.0"

vsphere username = "<replace-with-username-with-admin-privileges>"
vsphere password = "<super-secure-password>"

vsphere server = "<replace-with-address-of-vsphere-server>"
datacenter = "<replace-with-datacenter-name>"

resource pool = "<replace-with-resource-pool-name>"

cdo_tenant name = data.cdo_tenant.current.human readable name
datastore = "<replace-with-name-of-datastore-to-deploy-vm-in>"
network = "<replace-with-name-of-network-to-deploy-vm-in>"
host = "<replace-with-esxi-host-address>"

allow unverified ssl = <boolean; set to true if your vsphere server does not have a
valid SSL certificate>

ip address = "<sdc-vm-ip-address; must be in the subnet of the assigned
network for the VM>"

gateway = "<replace-with-network-gateway-address>"

cdo_user password = "<replace-with-password-for-cdo-user-in-sdc-vm>"

root user password = "<replace-with-password-for-root-user-in-sdc-vm>"

cdo_bootstrap data = cdo_sdc.sdc-in-vsphere.bootstrap data

}
ERRENTZ VM IZIZ 2 ADZ—H — (root —HP—& cdo LWV —H—) BHV . VM D

IP7 RURIEIFHINCRESNTWNWAZ EICEBE LT IEEN, cdo_bootstrap data JBIEIZIX,
cdo_sdc U V=R @1@5}25#&:&5}23&7& bootstrap data E‘Iﬁmﬂﬁﬁ)?ﬁﬁiﬂéhiﬁ_o

@rﬁl? E}S D v terraform plan k terraform apply %{ﬁﬁ% L C Terraform 72%@2‘0‘&0@% Li
ﬁ‘o

SER72BFINT DUV TIX, CiscoDevNet @ [Security Cloud Control Automation Repository | [J£5H] %
ZRLTSIESN,

SDC R AV R—FT 4  TIREEODEETHLHE1E. VE— a3 Y — & L T vSphere
VM 286 L, CDO 2—H%—¢L 1L Tr/ 4 LT, kOa~vr REETLET,

sudo su
/opt/cdo/configure.sh startup

)

GE)

Security Cloud Control Terraform <& ¥ = —/L{X, Apache2.0 74 B ADFTH—F 1V —R Y
Zhu=2T LTRSS TOWET, A= FBBERYAIX, GitHub THEZHE TE £
K
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https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/vsphere/latest
https://github.com/CiscoDevNet/cdo-automation/tree/LH-70404-add-vsphere-as-an-optional-example/vsphere

I Security Cloud Control D E A&
Terraform £ 21 —)L % {§ A L 7= AWS VPC £ T® Secure Device Connector ) E .

Terraform £ < 21— )L Z{#H L = AWSVPC _t T SecureDevice Connector
DR

15D B HEIIC

AWS VPC |Z SDC Z BB DHIIC, ROFHESRM 2R L T &0,
» Security Cloud Control (%, BEE7/2REAET = v 7 2 HMEE L L, SDC &A1 ¥ —F v FDH
D Web/aLr 7Y Tax iz R— b L TnERA, TrF I —"—ZfH LT
WA 41X, Secure Device Connector (SDC) & Security Cloud Control DD b Z 7 4 v 7
DA Z B L LS,

WYty NU—2 T 7 ARMHRT D20, TEHESRT /3 2~ Security Cloud
Control Dzt 2L TLESW,

AWS T Hh T b, Al b 1 DOV 7 X%y FEFFD AWS VPC, 3 L U AWS Route53
THRANEINDEY = BNLETT,

Security Cloud Control 7 — h 2 b7 v 757 —%  AWS VPCID, B LOZDH 7 x> kD
DFTICHDLZ 2R LET,

SDC BT A5 7 A _X— YT 2y MINATZ— h T oA D SN TWAE Z L 2k
BLET,

c 77 AT U — )VEBHITP A v F—T oA ANFEITENTNWAR—FT, 774 T 74—
JLD3E NAT 7 — 7 = A ICHe S7- BlasticIP ~D 5 7 v 7 Bl £9,

FIE

AT v T 1 Terraform 7 7 A MICIRD a— FITEEBM L £, BEOATNIFEHTANIL T EE N,

module "example-sdc" {

source =
"git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"

env "example-env-ci"

instance_name "example-instance-name"

instance_size "rba.xlarge"

cdo_bootstrap data "<replace-with-cdo-bootstrap-data>"

vpc_id <replace-with-vpc-id>

subnet id <replace-with-private-subnet-id>

}

ANEFEFTHD Y 2 Mz TIL,  [Secure Device Connector Terraform module] #ZMR L T
<TEEW,

ATY 702 Terraform =2 — f\@,‘jjjj k LT instance_ id %ﬁﬁ Lij—o

output "example sdc instance id" {
value = module. example-sdc.instance id

}

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .


https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=inputs

Security Cloud Control D £ K |
. TO0xS EEAY B1-5HD Secure Device Connector DX E

instance id ZffH LT SDC A v A ¥ A |t L. AWS Systems Manager Session Manager
(SSM) ZMEHLTRI TNy a—T 4 T &(THZENTEET, MEHFRRREIDY X K
IZ2W X, TSecure Device Connector Terraform module] @ [Outputs] ZZMR L T 7Z S0,

RDERY

SDC D F T 7N a—T 47 Tld, AWSSSM #fH LT SDC A & A ¥ ATHfi T 5 44
ERDHDET, A AL ASOESFIEOFEIZ OV TIX,  [AWS Systems Manager Session
Manager] ZZH L T 723V, SSHZMH L TSDC A » AZ U AILE T D1 DKR— |k
E, EX 2 V7 0 FOBERICEL VARSIV SIZERLTIEIN,

\}

(GE)  Security Cloud Control Terraform & ¥ = — /L%, Apache2.0 74 B> AD FTAH—F LV —RAY
Zhy=27ELTARSINTWET, v AR— FRKERSGEIE, GitHub TRIEZIE T
o

JOX S EEAT B1-8 Secure Device Connector D% FE

TaX YN XT T MU R NT T 4 v 7 ET 4V H T DA O&E A RT3
O, TaX Y —N—2fflTLLTEXF2 Y T RBILINET, Xy PT—T TS X
WA=y MIEH#ES L EINDLDOEE, WEOV A7 2@ LET, TrFih—_—
IZ. SDC 7% Security Cloud Control ~DF_XTDT v k317 2 KiB{EMITIZ Secure Device
Connector (SDC) &#iETExET, ZOTFIETIL, A RO Linux OS 7% & Tid72 <, SDC IZ
[E 4 @D Docker = > 7 FTAEROEL 21D EiF £,

\}

GX)  ZE# %, SDC ? Docker =t > 7 FIZOAFEL 3. Linux #—/S—I2 BT 2 MLk o142
> T, AA P Linux Y AT LD 2 FX VEREZITWVET,

1R HAEINIC
eLinux 2~ R 7 A #—7x=AZ (CLI) OFGEBLETT,
e configjson 7 7 A W EMRET DRI NNy 7T v T E2AFRT H 2 L A HEE L L7,

g
ATy F1 SSHAEFEHLTSDCIZT7 7 AL, RDa<w REfEHLTSDC2—Y—cH 0 &z £,

$ sudo su - sdc

ATvT2 /usr/local/cdo/data/<your sdc name>/data/config.json WZHDHHER T 7 A ZBEI L £ T,
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https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=outputs
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html

I Security Cloud Control D E A&
Secure Device Connector D IP 7 KL XD EE .

AT w73 JSON F— LfED~T % configjson 7 7 A WAL £7°,

Tnd T Y —N_"—=DIP T FLAEZILFQDN L, A— a7 r% i f——nD
A=V THR— MCEEHRZET,

"awsProxy":“https://proxy:port”

ATy T4 BEEZEIEL, SDC a2 T FH2EERI L4, SDC =T F A2 Hiedh4 5121, Docker =1/
FFEEEFEEIT S, SDCEZHRA R LTWARIE~ Y v 2 HEE L ET,

a) Docker 27 F & HEEIT 512X, ETHKOa~ REMH L TSDC =27 F#khl 1%
FeELET,

[sdc@localhost cdo] $ docker ps

b) Woa~vy FefLTarT 2L £,

[sdc@localhost cdo] $ docker restart <container id>

Z® & X, <container_id> |X SDC =1 > 7 F Dkl TI,

AT TS ROavy ReEfHLTAT—X ZA%2MR L, SDCa> T FRNEFICHERL, SifELTn5
ZlEMRLET,

[sdc@localhost cdo] $ docker ps | grep sdc

WD a~ RuEfH LT, logs/larlog 7 7 A /VIND 7 1 X L EREICHIEWD 2N & 2R L
£,

[sdc@localhost cdo] $ less /usr/local/cdo/data/<your sdc name>/logs/lar.log

SDC ¥, YuFf P —"—2fH L THEETILIICELIERESNLTVET,

Secure Device Connector DIP 7 KL ADZEHE

IR BHHII
c ZDHART HFETTHITIL, BHETHAILELD Y 1,

+SDC IZ1E, TCP AR— b 443 72137 A ZAFHAITHRE LR —FTOAL X —F v b
ANDSERIRT U MR KT 7B ANNETT,

\)

() SDCOIPT RLAZEH LI, T3 A% Security Cloud Control |ZFE AV R—F 4 7
THULELIHY FHE A,
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Security Cloud Control D E &K |

. Secure Device Connector D IP 7 KL ADZERE

FIE

ATy T

ATv T2

ATvT3

ATvT4

ATv 75

ATvT6

ATy T17

ATvT8

ATvT9

SDC ~0 SSH #5i # VERLT % 7, e~ v D=y —ZBi & Security Cloud Control == —
=Ll A LET,

IP7 FLAZEFETAHHNTSDCVM DRy U —7 f v H—T =2 ARTEHEREFTRT DI
I%. ifconfig vy RAEMALET,

[cdo@localhost ~]$ ifconfig

A B =T 2 A ADIPT KL AZZLET HIZIL, sudo sdc-onboard setup 2 ~¥ o K& AL FE
—é_\o

[cdo@localhost ~]$ sudo sdc-onboard setup
Tuar7F IRERRINTEH, RXAT—=REANLET,

[sudo] password for Security Cloud Control:

root /XA U — R & Security Cloud Control /XA T — K& Uty hT570r 7 M CTni AN LE
—g‘o

Would you like to reset the root and cdo passwords? (y/n):
Fv NI =V HHRETHEDOTa LT Ty EANLET,
Would you like to re-configure the network? (y/n):
SDCIZEIV B THH LWIP T KL AE a7 hBNERENTZE SDCVM DD R A A
HaE AN LET,
a) IP Address
by Y—hv=A
¢) DNS #—r3—
d) NTP #—/3—F72|Z FQDN
F72IE, NTP $—/3—F 721X FQDN 2% H S 2V 54513, Enter ¥— 24 L £ 7,
e) Docker 7'V v

F 7213, Docker 7'V v U SR AIT Enter ¥ —Z M L £,

EAIELNWZ L ZROLTn T ERFRSNTD, y T2 b 2R LET,

Are these values correct? (y/n):

GE)
Zoawy RO%, HWIP 7 RLA~® SSH #E N kbbb =D, v 2 AT DEITEINE
LWZ EEERL TSI,

SDCIZEIN Y THH LWIP T RLAEMHA L TSSHERZ/ERL, /A LET,

ATYTN AT —HADT A ha~<r REETLT, SDCHBEE L TW\WDZ Ea2EERTEET,

[cdo@localhost ~]$ sudo sdc-onboard status
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I Security Cloud Control D E A&
Secure Device Connector O &llf& .

TARTOFT = v 7 BFAT[OK] ERRINTWDIRERH Y 7,

G¥)
VMDY — L TCIDOFRBEEFITLTNWEGE, ERELWI L2ERTLE, BAT—
BADT A NPBEBPICEITIN, AT —FANERINET,

AT w71 Security Cloud Control 2——A ¥ —7 = 2% LT SDC Dt 2+ 5 b Ta %
o MERT DIT1E, Security Cloud Control 7 7V r— 3 B &, [EH¥ (Administration) ]>
[EFa172ax%-% (Secure Connectors) ] X—IICBEIL £,

ATYT12 R=Vhk—EHHL, IPT RLVAZEH Lt XaTaxs X eRINLET,

ATy 13 [#E (Actions) ]34 > T, [/»— b E— FDZRK (Request heartbeat) 127 U v 7 LET,
N—FE—FAREREICERSINF=L VI A v —UREREN, [KEDN—FE— bk (Last
Heartbeat) | IZHIIED HAF & REL R F RS NDIET T,
B
1T2721P 7 RLADOEE X, GMT O 3 KFLAREIZ D Z SDC @ [l (Details) ] <A 1T
kS ET,

VM IZ SDC # BT 2 HEICHOWTIE, THHE D VM | To Secure Device Connector D Ji2 [
(19 =X—) | ZZRLTLZIN,

Secure Device Connector D HI &

"
5 B

ZOFIEIZ X Y, Secure Device Connector (SDC) MHIFREINFE T, ORI TICEEEE
ho ZOEIEEIToT221E, HTLWSDC 241 VA M=)V L TT A AEHEHTHET, £
D SDCITHERE SV TN DT NAA AL EFHTERL RV ¥, T/ A2 H{EHT 212, &
PR E R T NA AT L EHE 0 7 A NEREFANT DL ERND L5603 H 0 £7,

77> b b SDC ZHIFRT 512i%, RO FNEZFEITL £,
FIE

ATy T1 HIBT 5 SDCICHHE SN TNWDTANA 2T THIBR L ET,

«1. SDC THHENDTRTOT A RAEFFET HIZIE, [[ U SDC ZfEH 3% Security
Cloud Control 7 /34 A& S L T 7ZEW,

2. [~V (Inventory) ] ~X— T, @Al L72T XTOTANA ZAZHEINLET,

3. [T/ AT 7 ar (Device Actions) ] 7 ¢~ R 7 T [HIFR (Remove) &7 U v 7
L. [OK]1 &7V v 7 LCHEEZfEE LET,
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Security Cloud Control D E &K |

B 5% s0ch 50 s0c~m AsA DEH

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 717

O~ A o TEE (Administration) ]1>[Fa2 7344 (SecureConnectors) 1% 7 U v
7 LET,

[F—E & (Services) | ~—TD[tF =27 axs ¥ (Secure Connectors) | & 7 NEIRZ 7tk
BT, BWTTARHK %27 Y w7 L, [Secure Device Connector] % % L F 7,
[Z¥ =7 227 % (Secure Connectors) |7 —7 /L C, HIFET 5 SDC #&RLEJ, T T,
TNA AFIE el > TV D19 T,

[7 7+ a2 (Actions) 14 T, [HIfk (Remove) | 7A@ z7 Yy LET, IROE
HIRFRINET,
2L

<sdc_ name> ZHIFRL L5 & LTWET, SDC OHIFRIZTICEEEHA, SDC ZHIFRT 5 &
TNRA R R—T 4 T EIIHA R —T 4 7 DRI, H LW SDC 21ERk L T4
VAR—=T 4 T AMLERHY T,

BIEA LV R—TFT 4 VT ER DT NA ANH D520, SDC ZHIBRT 2121E, ZRHDT /A A
EEEHEL, BTLWSDC 2R E LT-kicn /A UEREFEANTIHILERH D 77,
 TEHRBAFEN D DA, [Fr B (Cancel) 127 U w7 LT, Security Cloud
Control %R — MIBRIWEDHLELE I,

HATTDITIE, TOTFA MRy 7 AT <sdc_ name> & AJJ LT, [OK] %7 Vv L&
7T

AT T AMEIT. BEEA v —JICBH#H SN TS SDC DARFIZHERA A T a s Ry 7 A
AN LET,

[OK] %7 VU w27 LT, SDC OHIRZ#E L £,

& % SDC H 5 5l SDC ~D ASA DFZE)

FIE

ATvT1
ATvT2
ATv7T3
ATvT4

ATy TH

Security Cloud Control Ti%, H—® Security Cloud Control 77> s CT#%k® SDC #fEHT %,
ROFNAZMEH LT, BHXNG ASA 2, H 25 SDC 15O SDCITHBE TE £,

FERONRA T RoF2VTATNAREZT Vw7 LET,

[ASA) # 7% 27 U v 7 LET,

D SDCITHBENT 5 1 DL LD ASA 23 IR L £,

[T/ AT 7 > a > (Device Actions) |3 > T, [EIEHROFEH (Update Credentials) ] %
7y 7 LET,

[E¥ =277/ Aax7 ¥ (SecureDeviceConnector) 7R %27 U w7 L, T34 ADKH)
Y20 SDC @R L £ 77,
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I Security Cloud Control D E A&
Secure Device Connector DZ HIZEH .

AT 76 Security Cloud Control /37 /XA AZv 7' A U 57O HT HEHFE D2 —F—4 L XA T —
KE=AJL, [E#H (Update) 127 U2 LET, BERINTWRWVERY | FHEDOL—F—
L NRAT— R, ASADAVAR—RIHEALIZn 74 UEREFRIC T, Zhb0ETET
WA ZNZEBT OMEILIH Y /A,
GE)
TRTDASA BE L0 7 A AEREEH L TODEE, BED ASA Z, % SDC M HHID
SDC IZ—#E TREITE £9, D ASA D1 7o NERNER DS, % ASA 28 5 SDC
MORID SDCIZ 10T OBEIT L LENH Y £,

Secure Device Connector D& RIZLH
FIB

ATy T EOSAL U T[Y—ILEH—ERXR (Tools & Services) ]>[EFa7a+9 4 (Secure
Connectors) 1Zi®&R L £7,

ATY T2 ZHiEEETDH SDC IR L ET,
AT 9 T3 PSS T, SDC DARIORIZH DIRET A a2 & 270 v 7 LET,
ATw T4 SDC DL4HIZEELFET,

ZOFLWARTE, [ X F U (Inventory) ]XA4 > ® Secure Device Connector 7 /L& 73
&', Security Cloud Control A > % —7 = A AN® SDC 4 NF R SNDHGITICR R SINET,

Secure Device Connector ) & &

ZOFEX, T TINYa—T 4 V= LTEA LTS, @E. SDC X HEN
WCHEFEND 2D, ZOFIEEZFEATIHEIH Y FHA, 2720, VM OEZRREMNIE L <
720GA . SDC X AWS ~DOHH 2 i L THEFTZZE T EHAN, ZOFIEIZEY, SDC
OFEFHHAFG S, AR OMBEIZ L 5T =PRI E T,

FIE

AT w71 SDCIHeE LEF, SSH &Ml L CHefi 3 52>, VMware Hypervisor O =1 & Y — /L B 2 — % fifi
HATxET,

ATwFS2 cdox—¥—LLTSDCIlcu s A LET,
ATwv T3 SDC 2—H—|Z8I Y ¥ % T, SDC Docker = > FFZHH LE T,
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Security Cloud Control D £ K |

. E— @ Security Cloud Control 77> k TE#H® SDC ZFEAT 5

ATvT4

ATy TH

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

SDCY—Fy b&aT v 7L —RFLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~]$

SDC %7 v 77 1L—RLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]$

GE)

SDCIREY L U THEINIEHF LIV AVTH VR

VT MO IT EX 2V 7 4 BX Oy FEHARY & —IZ€ > T, Ubuntu Linux CTEE
FT5H5SDCVM ZE=F—L, EFHz#EHAL T ZI, vy NU—Z8ENT SDC VM Ot
X U T R L B HRE N HERF SN D K DT, BT 28X 2 U T 4y TR ERIICHE
WLCHEAT Lm0 LET,

B — @ Security Cloud Control 775 > F T#E#®D SDC AT 5

T MDD SDC Z BT L, XT3 —~v  ABBETEEDZZ LML, L0ELDF
NAABEBTEET, 1DOOSDCHEHTEX LT 4 ZA0EIE, THHDTNA RTFEES
NTWBHEBEL . BT 7 A NVDY A XL > THRZ Y £,

T MTA A R—TE S SDC DEUTHIRITH Y A, % SDCIE1ODFRy hU—2
BT APEEHTEEY, ThHDSDCIE, ENO6DRy NI =T8T AL FHNOT A
A % [d]—® Security Cloud Control 77~ MIHE L £ 7, 5D SDC B2V GE . RS
Tty NU—7® 7 A NNDOT S, A% $72 2 Security Cloud Control 77> h CH BT 5
WERH Y ET,

2 F B UED SDC % B4 2 FIAIX, FHAID SDC % B3 2 FIE L [7 U T3, Security Cloud
Control ® VM A A —3 % i FH L 7= Secure Device Connector D EBHA>, HEH D VM E T Secure
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* amgplib *
amqplib copyright (c) 2013, 2014
Michael Bridgen <mikeb@squaremaobius.net>

This package, ""amqgplib™, is licensed under the MIT License. A copy maybe found in the file
LICENSE-MIT in this directory, or downloaded from

http://opensource.org/licenses/MIT

*async *
Copyright (c) 2010-2016 Caolan McMahon

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
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TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* bluebird *

The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the ""Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* cheerio *
Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software"), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or
sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED 'AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* command-line-args *
The MIT License (MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>
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Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* Ip *
This software is licensed under the MIT License.
Copyright Fedor Indutny, 2012.

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the ""Software') , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* json-buffer *
Copyright (c) 2013 Dominic Tarr

Permission is hereby granted, free of charge,to any person obtaining a copy of this software
andassociated documentation files (the "'Software'), todeal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify,merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whomthe Software is furnished to do
so,subject to the following conditions:

The above copyright notice and this permission noticeshall be included in all copies or substantial
portions of the Software.
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THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT.IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FORANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER INAN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THESOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stable-stringify *
This software is released under the MIT license:

Permission is hereby granted, free of charge, to any person obtaining a copy ofthis software and
associated documentation files (the **Software™), to deal inthe Software without restriction, including
without limitation the rights touse, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies ofthe Software, and to permit persons to whom the Software is furnished to do so,subject to
the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESSFOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS ORCOPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHERIN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR INCONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stringify-safe *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT,NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

* lodash *
Copyright JS Foundation and other contributors <https://js.foundation/>

Based on Underscore.js, copyright Jeremy Ashkenas,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE


https://js.foundation/

I Security Cloud Control D E A&
SOC DA —Foy—2E&UH—Ei—F51t 2 [}

DocumentCloud and Investigative Reporters & Editors<http://underscorejs.org/>

This software consists of voluntary contributions made by manyindividuals. For exact contribution
history, see the revision historyavailable at https://github.com/lodash/lodash

The following license applies to all parts of this software except as

documented below:

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright and related rights for sample code are waived via CCO0. Samplecode is defined as all
source code displayed within the prose of thedocumentation.

CCO: http://creativecommons.org/publicdomain/zero/1.0/

Files located in the node_modules and vendor directories are externallymaintained libraries used
by this software which have their ownlicenses; we recommend you read them, as their terms may
differ from theterms above.

* log4js *
Copyright 2015 Gareth Jones (with contributions from many other people)

Licensed under the Apache License, Version 2.0 (the ""License'); you may not use this file except
in compliance with the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License
is distributed on an ""AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied. See the License for the specific language governing permissions
andlimitations under the License.

* mkdirp *
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Copyright 2010 James Halliday (mail@substack.net)
This project is free software released under the MIT/X11 license:

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the ""Software') , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* node-forge *

New BSD License (3-clause)

Copyright (c) 2010, Digital Bazaar, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyrightnotice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyrightnotice, this list of conditions
and the following disclaimer in thedocumentation and/or other materials provided with the
distribution.

* Neither the name of Digital Bazaar, Inc. nor thenames of its contributors may be used to endorse
or promote productsderived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" ANDANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIEDWARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AREDISCLAIMED. IN NO EVENT SHALL DIGITAL BAZAAR BE
LIABLE FOR ANYDIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES;LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER
INCONTRACT, STRICT LIABILITY,OR TORT(INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THISSOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

* request *
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Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined
by Sections 1 through 9 of this document.

""Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
"control™ means (i) the power, direct or indirect, to cause the direction or management of such
entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or ""Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

""Source™ form shall mean the preferred form for making modifications, including but not limited
to software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work™ shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work (an
example is provided in the Appendix below).

"Derivative Works' shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.

"Contribution™ shall mean any work of authorship, including the original version of the Work and
any modifications or additions to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition,
"submitted™ means any form of electronic, verbal, or written communication sent to the Licensor
or its representatives, including but not limited to communication on electronic mailing lists, source
code control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor
for the purpose of discussing and improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by the copyright owner as ""Not a
Contribution."

""Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
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copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made, use, offer to sell, sell, import,
and otherwise transfer the Work, where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination
of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute
patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging
that the Work or a Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License for that Work shall
terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof
in any medium, with or without modifications, and in Source or Object form, provided that You
meet the following conditions:

You must give any other recipients of the Work or Derivative Works a copy of this License; and

You must cause any modified files to carry prominent notices stating that You changed the files;
and

You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those
notices that do not pertain to any part of the Derivative Works; and

If the Work includes a ""NOTICE" text file as part of its distribution, then any Derivative Works
that You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at
least one of the following places: within a NOTICE text file distributed as part of the Derivative
Works; within the Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such third-party notices
normally appear. The contents of the NOTICE file are for informational purposes only and do not
modify the License. You may add Your own attribution notices within Derivative Works that You
distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such
additional attribution notices cannot be construed as modifying the License. You may add Your
own copyright statement to Your modifications and may provide additional or different license
terms and conditions for use, reproduction, or distribution of Your modifications, or for any such
Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions
of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an ""AS IS™ BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including,
without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
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MERCHANTABILITY, or FITNESS FOR APARTICULAR PURPOSE. You are solely responsible
for determining the appropriateness of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including
any direct, indirect, special, incidental, or consequential damages of any character arising as a result
of this License or out of the use or inability to use the Work (including but not limited to damages
for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial
damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of
any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
harmless for any liability incurred by, or claims asserted against, such Contributor by reason of
your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

*rimraf *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT, NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

*yuid *
Copyright (c) 2010-2012 Robert Kieffer

MIT License - http://opensource.org/licenses/mit-license.php

* validator *
Copyright (c) 2016 Chris O'Hara <cohara87@gmail.com>

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the"'Software') , to deal in the Software without restriction,
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includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

*when *

Open Source Initiative OSI - The MIT License
http://www.opensource.org/licenses/mit-license.php
Copyright (c) 2011 Brian Cavalier

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
s0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE
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SNFZRY —FHEEINCT D LT, 47 I AD Firewall Management Center D4 B &

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html

Security Cloud Control D E &K |
. Security Cloud Control TH/R— kX2 TS5

L LET, 774 T U4 —/Lb—)b, VPN&KE, RABERY o —72XOx2 V7 K
Vi —%, FMC FIiZH DT _XTHOTRA AZbiz> THRMICEHRB I OB TE 1,

Cisco Meraki MX

Cisco Meraki MX 777 A 7 A, SRR SNz Z—T T4 X7 L — R &
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s VATV R—MIEDT Y hOFROBGIE (51 X—)
c TNAZADEEEABART LA T a v OFE (52 X—)
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e

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .



Security Cloud Control D E &K |

B 7 zozzmzemrRT s+ I oaM
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Web 3HTIZ LD, X—=TY Db v MUIES EAORGMEHERN X alciZtshE 7, 1§
WITIX, BRLEAN—Y, R=UTHSLLERR, 77030 R—v gy #i—T3 0
TNA ZADKRA NI ENEENE T, ZOFRIL. ¥R a B BEREOME LRI S &7 — o 2 R
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R A== R B P HE— kN LET,
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BERT Y RARA » SOFHMEZR EOREEZ RIS S, UV E— T 7 B ADORE & FEF
FEMEDHERFDO 72D OEFE 72V ) 2 —2 3 »TF,
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EHEZ@EILLET, 120V a—va VCHRESNRER X2 ) 7 1 HE6E (ZTNA,
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£7 ﬁ%%)%PTéTwm%@4V?Jy:VXKiOT%ﬁ@&M%@7DV#V
TREES N, VA7 EZEBE L, BERREEE TRRICLET,
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VBB GEITRRE, BT UIAD . BET D KO ICERE ST T ]\F"‘fiﬁ”@i/ N
f%/bﬁ#1)74/)zwvayﬁfo%EQEM% BEffA72/ 77 RR—2AD
AF XTI T DT 7ANDA L AZ L b F 2y 7 &2FATL, EX2 VT 47T VRN
TURNTUA T DRAIOY —AERHELTHHETE 5L LET, £, BEOLD
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Security Cloud Control O BEF 1L, 1 L\ Security Cloud =2 % —7" 7 4 ADERL, =V
B—=TTA ZNDOA—PF—DFE, FAA L DER, MiD SSOID 7' m /A Z—DOffi s
IMEDI AT HRITTEET,

« Cisco XDR : Cisco XDR (%, t¥ =2 VT #EHZMHFILL, X2 VT 4 F—LNEER
B AR, ERIEM AT L, SRS TEDL L OICRHENTZI T T FR—ZAD Y U 22—
var Ty, VALY —RR—=FT DOl EOEX2 VT 4V ) a—varE-Sniz
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TEET, INLOREF2—F—HHATHY, 7F > MIBEEMT LTV Do =2 —3F—
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[Ty 77 L —F (Upgrades) 1: 2DOT7 7 a i, ASABLOFDM IZ X 5EH 531
ANZOHMEH S ET,
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« [BEARIHE (Conflict detected) |1: Z D7 7 v a ik, 7+ v MIBEEM T A THD X
TOT A RTHA S ET,

« [HAIRREDZ T (HA state changed) |1: 2 D7 7 > = »id, HA 72137 = — /LA —/3—
THDOT A A, BIHEDORIE, BLOEERIOREEZRLET, 2077y arid, 75
¥ MIBEEM T 5T RTOHA BEL O = — A — "= EICEHH SN E T,

o [V A R v v a o OYEr (Site-to-Site session disconnected) | : Z DT 7 v a ik, T
VRTHREINTWSTXTOY A M VPN OREIZEH S ET,

NV PT3535 FOTRERDT 53— bDiEE

o (1% BA4A (Search started) | : BN SN & X\ T@EMEZE LET, Jix, B
MR LAY 2= VERRBOMGTITHEH SN ET,

« [fR585E T (Search completed) | : MRERDHE T L7z & Tl EZE LET, Ziuk, RIRF
MR E AT Y 2 — VAR O ITIZHEH S vE T,

o [FRAL (Searchfailed) ]: MBMNEI L7z & @M EZELE T, Ziud, BIERR
EART Y a— VIERRBOWMFITEA SNES, XTA—FEF 7Y 2R LT, H
FATL T E N,

BHIDA T T FOERETE

F 7 F N F T, TRTOAXR IREDTR-oTEY, @mptgshnid, Eigoo( <
MIXoTAERENZBHEZA T b T U T 5I120%, @HZA 7T2FETAHIICTE2HLEND
NFET, BREEWTT DHITIE, [BRTFE (Save) 127 U v 7 THXLERHY 7,

BFA—NLTI—

FROTI— oW TFNrEZET DL, [EFA—AT 77— (EmailAlerts) | M7V A4
MLET, BFA—NTRETDHT 77— aF LT, [IRfF (Save) |RF %27V w7
L9, 774V FTlid, [EFEdDSecurity Cloud Controlil H15% E Z 9% (Use CDO notification
settings) | XA TR TWET, DFD, ZOXR=UTHPLE (77— FDEE] BZ T3
YTCAUNZLIE DO LRI BB LA R hOFTRTUIHH LT, BT AT 7— b &5
LET,
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I Security Cloud Control D E A&
7+oraasnz

FROA XY NERITT 7 — bO—EOHREE | A —VICHEEET H5E1E. [ LFLDSecurity
Cloud Control@%ﬂ %E & 9% (Use CDO notification settings above) | &4 7L E 4, ZD
T vaAlkY, ERHERERT 7 NEEEB LU=V F T4 XT 5720 OBMOLGHTN
Eﬁéﬂiﬁo;ﬂ L0, NEMEEZHETCE 2551 H £,

— - = |
TV I‘JE%HI:&I:E
E%@ftblﬁaynﬂ~#E [E%7E (Settings) 1> [@%05%E (Notification Settings) ]DIIH
7y LET,

T MZBEMIT N TV AE TR TO2—YF I, ZhoDT7 77— 2HEMNICZELE
N _n%0)77—%®*+ﬁi7‘_iﬁ”mf%¢%&m® BT A — /L FEIT Y — B R |TERET
LT ENTEET,

)

GE) ZHOLOREEZEETLHITIE, *y bI—0EEBEFE -V —o— L3 ETT, FEMICONT
I%. [Security Cloud Control ®—H#—m—/L ] ZHHL T LI,

BFA—IWTFTRIZA4N

Security Cloud Control 7> b b7 77— b a2 ET 0B A=V EZBMELITEHE L ET,
FEIZOWTIE, BT A AT TR T4 ROFE (59 =) ZSRLTIIEI 0,

H—EXR#E

Ave—Vr T TIVTEEVDIIIVIEREMCIL, 77V F v aR— R CHEEE Security
Cloud Control A1 Z%(5 L £ 9, FEMIZOWTIL,  [Security Cloud Control i %1 ¥— & Ak
B0 EBZRLTIZ3 N,

FBFA— LY TR SAN\DEHIL

Security Cloud Control 7> 5 O - A — /ViBAHNZIE, 77 v a DX A T LWBEZ T HT A
AMRENFE T, T ADOBIEDIRIEL T 7 3 3  OWNEDFEMIZ SV TIL, Security Cloud
Control IZv 7' A v L, ¥#% =T 57 /34 ADSecurity Cloud Control THDZEH 11 7/ D& H % 7
RLZEEBEOLET,

A

& AT —ZBEMT 558, ELWETA—LE AN LT ZE, Security Cloud Control [,
TFr MIBEEMAT SN TV DB O 22— —1Z L TEFA—AT L A& F =y 7 LEYE
/\/0

D%
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B ==1—w9o20u7vavmem

Security Cloud Control D E &K |

BFA—IY TR )T 3 mEM

FIE

1R BRI

BPA—NYT A7 YT a A NeRRT HICIFEHEE (Admin) ], LA —LH TR
)T va B, HIbR, FRERET X Ry hU— 2B (SuperAdmin) ] Th
DULBENHY FT,

ATy T EfOSA > CIEE (Administration) 1> [@E&NEXTE (Notification Settings) 1227 U v 27 L&
D

ATF9 T2 X—=VDOLE BB+ T A arwEs) v 7 LET,

ATYT3 THXANT 4=V RICHEBRE T A—NT RLAZANLET,

ATV T BT R TANZEMTHARRETT—MUSLT, WURT v IRy 7 Akt Ei-
347 LET,

ATy TE -7 (Save) 127V v 7 LET, [Fr &/ (Cancel) 127V v 7352 LT, WOTH
TF U RDHLWEFA—NYT 27 Y Ty g OEKEFIETEET,

BEFA I TR YT avDEE

FIE

B8 HHEIIZ

BWEA—NYT A7 YT a ) A NeRRT HICITEHRE (Admin) ], BT AT TR
70T a BN, BIbR, FRIERET IS [y U — 7 EEE (SuperAdmin) ] TH
LLENG Y T,

ATy T EO~SA > CTIEE (Administration) 1> [@E&NEXE (Notification Settings) 1227 U v 7 L&
7

ATV T2 BAA—NYTAI VTV a v OELZAMNCT HELA—LT RLAZEROTFET,
ATv 73 [fEE Edi) |74 arE27 ) vr7 LET,
ATy T4 ROBMHERELET,
e A—J)L T KL A
s ROPBINZT T — M & BE.. T3 AU —2 71— (Send Alerts When.... Device Workflows)
c RDOGEINLT 7 — N&E(E. [T/3 A Ak (Device Events) ]

c WDBZETT 7 — & 3%]
Log Search)

i

WXy 77T Ra 7R (Send Alerts When...Background

ull
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I Security Cloud Control D E A&

Exs—n4729u7 a0k |

ATY 75 [OK] %227 U7 LET, [Fr &L (Cancel) 127 U v 7 FTHE, WOTHETFA—NALTT

27V Ty a NIMA T ERZRY HEET,

BFA—IY TR YT a3 DHIE

FIE

ATy T

BIA—NYFT AU T ar YA IS A—=F—&HIRT 5I0E, KOFIEEHEH LT,

188 BRI

BPA—NYTRA7 )T ar UANEFORT DI A (Admin) ], B A—LF 72
7V T va B, HIER, FRERET X Ry hU— 2B (SuperAdmin) ] Th
LHULBENHY FT,

DA T[EE (Administration) ]>[B%15%%E (Notification Settings) 1 %7V v 7 L&
7,

AFYvT2 TFUIDETFA—NYT A7 Y T g U bEIRT 52— —% B0 F9,
AT9 73 HIBRT 22— —0 [HIER (Remove) | 7A 2> %227V v LET,
ATvTE 3727V TFar ) AL a—Y—%HIRT5Z L A2EERLET, 22—V —%HIFRL T

b, =P —OERBICITE ST B LETA,

Security Cloud Control XY —E X & DE ML

ﬁ—EX%é%ﬁ%KLT\%Eéﬂk%yt T T IV r—va v ERF -2 &2 5
L T Security Cloud Control i1 & #5ik L £ ¥, WHAIZZET DI, AvkE—V0 7 77
7 —3/ a3 b Webhook URL Z4:5% L. Security Cloud Control @ [1#%15%E (Notification
Settings) ] ~<— " T% ? Webhook % Security Cloud Control \IZf5ET 2 M ERH Y £ 97,

Security Cloud Control (%, #—E ZX#i{5 & LT Cisco Webex & Slack %A 7  7IZHAR— b L
TWET, IHDOY—ERTHEINDL A vy E—VIE, Ty e BEIAR Y MR
Tx =<y hSNTVWET,

N

GE) vxT7 7yl TLIZRETLEHMOEYT DRy 7 A A T 0B RH ) £,

Webex F—LDB/EITT IV

48 HREIIC

Security Cloud Control %1%, fEE SNV —2 AXR—RIZRKREINDHH), BHEIRY hE LT
TIAR= R Ay E—VIZFERINET, ZOFIEEETTDHITE, RBLEIT/RD £7,

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .
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. Webex F—LDBEEV T TIvY

FIE

ATy T
ATwT2
ATvT3

ATvT4

ATy TH
ATvT6
ATy T17

ATvT8

ATvT9
ATy 710
ATy TN

ATvT12
ATy 713
ATy 714

* Webex 7 U2 b

* Security Cloud Control 7 4 v > k&7 ) b

WDOFENEZEH L T, Webex Teams DER T =7 7 v 7 ZHF LET,

Webex AppHub [#:55] A& £,
N—=UO EHICH D (Bt (Connect) |27 U 27 LET,
R=VO—FFETAZa— VL, WOLIIHRELET,
(V=77 v 74 (Webhookname) |: ZDO7 U r—a Nl loTHREEND A vE—
CEBANT DI DDA EIEELET,
o [AN—ZDFEIR (Selectaspace) |1: NR Yy FH T A=a—%fiH L T Webex D [A<—
A (Space) | ZBINLET, ZDA—RZ[X Webex T—LDBEFDAR—ATH 5 MH
WY, ZOAN—=ANDT 7R AEPLETT, A= APELE L2V A TE, Webex
Teams CTH LWANR—ZE{ERTEET, 77V =2 a VOBRES—VEEHTHLH
LWAR—=ZANFRINET,

GE)
WEICRELTZZLEDBHD Webex DER Y =7 7 v 7 2HEFMNIT 56, EIOY =7
Ty ZIEZOR=V O FEHIRFRESNTWET, IO =277 v 7 BARE > T2G6. £
721% Webex AR—ANGIE L2 o 25613, YR =77 v 7 ZHIBRCE F7,

GEN (Add) ] 23R L E9, IR L7- Webex A— (2, 7 AU —3 g riBinanie
VN TEEIDNIEE SNE T,

777y 27 URL #abt—LET,

Security Cloud Control (27 74 > L £ 7,

fEflo~A T [EHE (Administration) 1>[@%15%E (Notification Settings) 1% 2V v 27 L&
R

WYRBMNTF = v 7 SNTWDLZ EEHERBLET, 9 TRVWEAIE., h—E XAk
TORNZBEIMOBIRNELLELTT 52 L AmHERLET,

[—E XA (Service Integrations) ] F TAZ u—/L LET,
HFODTTARL %7 U v LET,

LETEATILET, ZOARNL, RE SN —E2HE & LT Security Cloud Control (257
SNFET, RESNTCY—ERTIBEINDLA XY MIFFERINEE A,

Fey 7 Ao A=ma—%EMAL, Y—EAZX A 7L LT Webex 23R L £7°,

=B RANLAER LY =77 v 7 URL #0850 (1T £9,

[OK1 %27 U v 7 LET,
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I Security Cloud Control D E A&

Slack A0EEY I 7y

Slack HDEEYD T T 79y

FIE

&
ATvT2
ATvT3

ATvT4

ATy Th

ATvT6

ATy T17

ATvT8
ATvT9

ATv 710
ATvIN

ATvT12
ATy 713

Security Cloud Control &1L, fiE I N/=F ¥ RVICFIRESNL0, HEIRY & LTT T4
N—= Ay B—=DICFKRENET, Slack ICRDEREY =77 v 7 OIS EDFERIZ OV T
I%. [Slack Apps] ZZHL T 7ZEW,

ROFNEZEH LT, Slack DERF Y =77 v 7 Z7F LET,

Slack 7 47> MZw 74 LET,

FEORFLT, =B FETAZa—/LLT[7T 7Y DEM (Add Apps) ] ZFIR L £,
[V =77 v 7 (Incoming Webhooks) | D7 7V /r—ar T4 L7 M) EREL, 77
VaRSTFET, B (Add) 1 Z@BRLET,

Slack U — 2 AR—ZADEHE TIH WG, MOEFHE Y 722 h2XEL, 77U R
DT A7y MUBIMENDDERHFOLERDHY £3, EEDY 7 A (Request
Configuration) |Z®&INLF T, A7 a DAyt —TU%ANL, [V 7 TR FDEE] 238K
LET,

U= AN=ATHEV =T 7 v 7T 7TV BRHAEMII2 o126, Slack DERE~—T % B L,
FrLWo 77y 7m0 —7 AX—Z|ZEN (Add New Webhook to Workspace) | iR L &
R

KFa w7 Xy A=a—%#H LT, Security Cloud Control i@%0 % /<3 5 Slack & ¥ RV %
IR L., AR (Authorize) | ZZBIRLFT, VIZ/Z A MPNEDIRDIDEFS>TWHEICZD
R=UnLRBEI LS EIE, Slack icr 27 A LT, £ EBICHDLY —7 A=A 5 RINL
9, Fey7¥ '7/)‘ Za—0nb [V =7 AX—AD I AHZ~A X (Customize Workspace) ]
ZBEIRL, [7 7V OiE (Configure Apps) | IR L E£9, [BHE (Manage) 1> [h R 2 Lk
& (Custom Integrations) ] (ZBE L E7, [EfF V=777 (Incoming Webhooks) ] % iR
LCTFIVDToT 4 I R—=V &, X700 [EE (Settings) | Z®RIRLET, ZO7
TUNEDIe > TNDY = AR=ZANOT AR TOA—Y =R —FFRInET, 2—¥—
ET7 T FOREDRREMEDHTEET, V=0 AN—AAZRIRL CTRIELMWE L.
WIZHEIRE T,

Slack DFRE~—V b, TTVDREN—VIZVAA VI FaivEd, V=77 v 27 URL%
RoFTavr—LET,

Security Cloud Control (2w 7' > L £ 7,

el ~A T [EHE (Administration) 1>[@%1E%XE (Notification Settings) 1% 2V v 27 L&
D

HEIRBEMAT = 7 SNTWDHZ MR LET, £ 95 TRWERIE, h—E ARG ITHR
T OANCEMOBRNELLEL T L2 LM< HELE,

[Y—E A #A (Service Integrations) ] £ TAZ v—/L L £ 7,
FEDTTARL %) v LET,

ARTE AT LET, ZOARNEL, &REINTZH—EAHA & LT Security Cloud Control (27~
INET, RESNTEH—ERTIREINLA XY MIERRINEE A,
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Security Cloud Control D E &K |

B r=xsrsemoriEyzIovs

ATv 714
ATy 715
ATv 716

Ry FHA T A=a—%EL, Y—ERZA 7L LT [Slack] ZiER L £,
PF—ERNSAERK LY =77 v 7 URL 2850 11 £,
[OK] %27 Vv 7 LET,

NRELRERDBEEITTIVY

1R BHHIIZ

Security Cloud Control (%, A X AEAHICA v =V %7+ —~vy hLERA, DA LY —
ERAEXT 7V r—va VO EEIR L7254, Security Cloud Control |£ JSON A v &—
VEFELET,

EREV2T 7N LTCY =277 v 7 URL 24T 5 HiEICH>W T, —EAD~
ZaT7NVESRLTLESY, V=7 7y 27 URLZEG LS, LFOFIEEEHLTY =
T7 7 BRI LET,

FIiE
ATv Tl BRLEIAZ LAY —EREET IV r—varinbyo7 7y 27 URL 24K L Tat—
LET,
AT w72  Security Cloud Control (21 7 A > LE T,
ATw 73 Eflo~SL U TIEE (Administration) 1>[@&1E%XE (Notification Settings) %27 U v 7 L %
D
ATy 74 WHUREART =y 7 SRTWD I EEMELET, £ TRVEAIE. —ERE T8
TOANCEMOBRNELEL T L2 L oM< HELET,
ATwFTE  [V—ERHE (Service Integrations) | £ TAZ m—/L LT,
RATFvT6 FOOTITARL L H2 U v LET,
ATFvTT1  AEiEANLET, ZOLARNL, RE SN2V —EAHA L LT Security Cloud Control (257~
SNET, RESNIZY—ERITEHES DA R MFFTR SN EE A,
ATvT8 FryF¥yrA=ma—%EMAL, [—ERXZ A7 (Service Type) ] & LT[ W AKX L
(Custom) ] ZEIRLET,
ATYvT9 P ANLAER LY =77 v 7 URL #0850 fHiF £
ATY7T0 [OK]Z2 Y v 7 LET,
OX > DETE

MHOAR baX o ZOHIRE ., HIRENAY By hENDETOERY AE2FRLET, BF
EN=a X 71X, CiscoCloud BZ/E LI EM S NTZA Ny b —2 &£ T2 LIZEELTL
7230,
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I Security Cloud Control D E A&
SAML &> % L4 A L > & Security Cloud Control O#t2 ]

[ HERE D~ (View Historical Usage) %27 V » 27 LT, &£ 12 AT T N T%F
SN RTORF U I ERRLET,

BIMOA ML=V 7oA T B0 TER) 7850 £9,

SAML & >4 LY A 7 > & Security Cloud Control D&

Security Cloud Control [, Cisco Secure Sign-On % SAML ' > V)V A VA TAT T 4T 4
TN AF— (IdP) & LTHEH L, Z2HEAFE (MFA) 2 Duo Security ZfEH L ET, 2
1%, Security Cloud Control THELE X 5 F8AE £ T,

7272 L, BB O SAML v > 7t A A 1dP Y U = — 3 3 > & Security Cloud Control
A LIZWE . 1dP 28 SAML 2.0 B X OVND 7' 3 £ —0[thd 2 7 —2 7 u—%& PR —
FLTWSIRY , £ HHHEETT,

MBELEFY—RRRX=FT DT AT T 47 4 7 r/ 1 %— (IdP) % Cisco Security Cloud Sign

On L#i&9%I2i%. [Cisco Security Cloud Sign On Identity Provider Integration Guide] % 2L

MEDSAML Y U = —3 =3 > % Security Cloud Control & AT A MERH HEEIX. A —
(S LT — A B L TS 2 S,

[ ]

FB r—RERCEGEIR, [T/ vV —%FEITEIN (Manually Select A Technology) | % &R L |
U7 = A NPT — AR ET 5 K DT [SecureX - VA AL LAEEE (SecureX - Sign-on
and Administration) ] ZEIRN L TWA Z L 2R LTS EEW,

SSO FERAE D E#

W, ID 7' rs3A Z— (IdP) (I SecureXSSO Lt SHTWET, CiscoTACT —AZBIE,
metadata.xml 7 7 A /L &2$RME L 9, FEMIZ DWW TIX,  [Cisco SecureX Sign-On Third-Party
Identity Provider Integration Guide] ZZM L T 72 &0,

P

EB T —RERLSGAIE. [T7/ nY—%F#TEI (Manually Select A Technology) ] A 8#R L,
U7 = A MR T — AR ET 5 X DT [SecureX - ¥ A AL LAEEL (SecureX - Sign-on
and Administration) ] ZEIRN L TWAZ L 2R L TLEEV,

(VI —DR) TAT T 4T 4 71344 — (IdP) 7’ Security Cloud Control & [EHEH5
SN TWDEAEIE, Security Cloud Control D FBEERD TAC THAR— b F 4w & B < Hik% B
% . metadataxml 7 7 A L&A L F7,
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https://www.cisco.com/c/en/us/td/docs/security/secure-sign-on/sso-third-party-idp/overview.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/td/docs/security/secure-sign-on/sso-third-party-idp/sso-idp-welcome.html
https://www.cisco.com/c/en/us/td/docs/security/secure-sign-on/sso-third-party-idp/sso-idp-welcome.html

Security Cloud Control D E &K |
|

APl k—2

BRFE# X, Security Cloud Control REST API FEOMH L 217 9 & & (T Security Cloud Control API
b= 2 LES, O LER S 5123, APL h—2 % REST APL i@k~ > ¥ —
(AT 28030 £9. APL b—7 »id, AOMIRO R TREINR) 77 8A =2
TR, BFLZY, MOELEY TEET,

Securlty Cloud Control W72 API b —72 U AR TEE T, ElRSNe b—7 %, ARER

. [i%EE (General Settings) ]’\_“/fﬁf'fﬁb\’@‘éla'ﬁ@?%i%Téhiﬁ“ Security Cloud
Control'CBlJ@/\H\‘/%‘:F'aﬁb"Cﬁ O [—MERE (General Settings) |"<—VIZRD &, F—27 UM
FATSNTZ LT £TRN, F—2 EIRRENR L0 7,

il 2 D—F—1%, FFEOTF > ML THMAED h—7 v 2ERTEE£T, HH2—P—N»
MoOz—F—tfbo T h—r v &AERT AT TEEFYA, =2 IT T NeTH
VEOXRTICEAETHY, o ——LTFF o hOMAEDLRTIIMEHTE EE AL

APl b—D e EY L— LA

APl h—2 X IJSONWeb F—7 > (JWT) T9, JWT b—72 L EXOFEMIZOWTIE,
Mntroduction to JSON Web Tokens| ZZM L T 72& 0,

Security Cloud Control API h—7 %, IRO—HED V7 L—ALE#EMA L E T,
eid : = —W—/7 /34 Z uid
e parentld : 77> I uid
sver : AF—DONN—=T g v (FIIN—T 3 130, B cdo_jwt_sig_pub_key.0)
» subscriptions : Security Services Exchange 7 A7 ) 7L a3 > ({ERE)
« client_id : Tapi-client]

jti: b—2>id
=2 DERE
APl F—% VDR

FIE

RT9T1 2—HF—LOFIZhHb kay7X 7 A MnE, [%E (Preferences) 1>[—f&E%E (General
Preferences) 1 %27 U v 27 LET,

ATv T2 [vA b—2 > (MyTokens) | C. [API F—2 > D% (Generate API Token) ] %27 U v 7 L
£,

ATV T3 WET 2T DODREORANT T 7T 4 RS T, b= U ELEEIRIGIN R
FLET,
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I Security Cloud Control D E A&
arl k—svoiz |

APl —%2 > DHERR

API b—7 VIZHEBDHIRIZH O AN, 22—V —1F, b= B ME LGS, BEINE
A, T3t X 2 VT 404 R4 VLSBT 5354, API b— 7 O F 23R
TEE9,

FIE

AT 2=V —LZDOFIZHD Ruy 2R b, [RE (Preferences) 1>[—#%E%E (General
Preferences) 1427V v 7 LET,

AT T2 [vA b—2 > (MyTokens) ] T, [E#H (Renew) ]% 727 YV v 27 L% 7, Security Cloud Control
TEFT LW h—7 /%Eﬁibifo

RT9T3 WET—ZEHRT 20O REORRANT T IT 4 AT, HLW h—7 v e @il
AR fF L ET,

APl F—J VDEYEL

FIE

ATV TN 2= —ZDOFICHD kay T XU 2 Rnb, [RE (Preferences) ]>[—f&E%E (General
Preferences) 1 %27 U v 7 LET,

ATY T2 [vA b—2> (MyTokens) ] T, [HRVIHL (Revoke) ] %7 U v LEJ, Security Cloud
Control [Z F—7 » ZEVIH L £,

FATOTAT4 TRINAF—TFHAD 2 k& Security Cloud Control
A—H¥—La—KFEDBEE

Security Cloud Control (Z 1 7' 4 > 9 % (21X, SAML2.0 #§lo> ID 7’ r /34 X — (IdP) . ZH#
FRREY v A H—_ 8 X O Security Cloud Control D —H— 1L a— KZFOT v MPRLE
T#‘MPTwW/I*in~%~®uﬁ4yh$ﬁaih1%@ IdP 1XZ D a7 A A
WCHESNWTa—Y—%2@IELE T, ZERFIETIE, TAT 0T 474 BX2 YT ¢ OFINK
e A YR &L E T, Security Cloud Control = —#— L 21— R|Z1E, EliZa—H—%4, =2—
W —23BEAH T 415 Security Cloud Control 7> b, —¥—0Or—ARNEGENET, =—
W—nn A 9% & Security Cloud Control |% IdP ¢ = —— ID % Security Cloud Control ®
TFr hOBEfFa—Y—L a—RiI~vy 7 LEJ, Security Cloud Control 3 —%7 5 L 22—
REROTF LA, #4752 —F =207 h~Ou A o EFAESNET,

BEROBEEIMADO Y VTNV A A ID T aNA H— ﬁ&w@@IDfmﬂ4ﬁ~
Cisco Security Cloud Sign On T3, Cisco Security Cloud Sign On %, 2 ZEFRFEFEIZ Duo ZfEH L
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B oyoor—so0-

Security Cloud Control D E &K |

T4, BRI, LEIZSE U TSAML v > 744 4 v & Security Cloud Control DfEA T &
\iﬁqo

Ao4 07— 70—

FIE

ATy T

ATy T2

ATvT3

Z 2T, IdP 74 > R A3, Security Cloud Control = — W —|Z 1 7 A >3 2% 72T Security
Cloud Control t—H#—L a— R & ED L TRV Y T2 HOW TSI L £ 7,

Z—H—L, FRAED =1 Cisco Security Cloud Sign On  (https:/sign-on.security.cisco.com) 7 &
D SAML 2.0 LD T A T 2T 47 4 7T A X — (IdP) l[Zu /4 > LT, Security Cloud
Control ~D7 7 A &H R L £,

IdP 1%, =P —BNARATHDHZ LZRTSAML 7 H— 3 U ERITL, R—Flid, =—
P—NT IV CATELT TV r—rarBErshEd, £OXA/NLD 1 2h Security Cloud
Control T,

Security Cloud Control i SAML 7 #— 5 U ZfGEEL, 2 —¥F—LZ2HiH LT, 20— —
PG T DT T hoFnba—F—La—RaeRo ko L LET,

» Z—H—73 Security Cloud Control D 1 >DF7F > MZa—H—La— &> T 55
4. Security Cloud Control 3% D 2—H—|ZTF > h~DT 7w AZFA[L, 2—H—n1—
JMZKSTEATTEDLT 7 a UBIRED £,

=W =GO T S Ma—P—L a— R&R-o TWA 4. Security Cloud Control
FFRE S iz —H—l2, BRTEXHT T MOV R MNERRLET, 2—F—RNT7F
FEBIRT DL, 7T bOT 7 EARFASNET, TOREDT T FTHO2—
P—a— Lo T, ETTEXDHT77varynkED £,

FREES N —Y—L T hOa—Y—La— R LD~ v B 7 M Security Cloud Control
27256 Security Cloud Control (X7 7 4 & 7/ _— T % FKR LC, = —% —IT Security
Cloud Control DL ZfERS L7120 | #EEEAMMEZ Y 7 =2 b LIV o2t L X
B

Security Cloud Control T —#—L a— RZ{ERL L TH AP IZT A ¥ MIfER ST, IdP T
T 57 b EAER LT Security Cloud Control (22— — L 22— RII{ER SN EH A,

FIERIZ, IdPOT B FZHIEREL TH. Security Cloud Control 2> & 2 —H— L 21— R & HIFR L
722 LI A, L, AP T T MA a0 & | Security Cloud Control {Z%F LT —
W —ZFREET D kLS W A, Security Cloud Control == —4— L 21— ROH|FRIL, IdP T %
7 hEHIBRLIZZ EEZBRT A LD TS Y £ A, 7272 L. Security Cloud Control = — " —
L a— R0 0UE, §RRE S dLiz = —+ —23 Security Cloud Control 7> NMZT 7 & A5 H
EIEH Y EFH A,
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Cisco Security Cloud Sign On Z {3 % S &4k

BEFED Security Cloud Control @ Cisco Security Cloud Sign On ID 7' 12 /3 A X —ZfHH L T\ 5%
Yh. A—/3—#3 | Security Cloud Control C—H'— 1L a2 — RE{ERTE, =—WF—|%
Security Cloud Control [ZH EEFKCTEX £F, 2 2O —HF—ZA N —FH L, =2 —F—BIELIRE
AESN TV DS, = —3—{Z Security Cloud Control (217 7' A > CT& £ 97,

= —H#—7 Security Cloud Control |27 7 E A TERNLE DT HMERH HGEIT, A—/3—
BB )3 Security Cloud Control +— ' — D —H— L a— RZHIFRT 57217 TEA £ 7, Cisco
Security Cloud Sign On 7 % 7 & MIGIEMEAFEL, A—"—FHAE R —F—2E Lz
Y&, Cisco Security Cloud Sign On TEH L T\ 2 b D & Al U —H—4 TH L\ Security
Cloud Control +—H#—L a— R&Z{EKTHZ LN TEET,

BEFED Security Cloud Control DFFEICEB L, T2/ =WV T AZ A % — (TAC)
IO T MENE USE . BEENTAC = V=T Oa—WF—L a— REERTH 2 &
T, TACTZ Y V=T N7 T ML, BEARICHEREEEEZRETE LR T,

MBDTZ7ATUTA4T«4 TANAF—% 1L DEE

SAML > > 7 VA >4 & Security Cloud Control DAL, TA T YT 4T 4 T a/NA F—
7 717 I & Security Cloud Control 77> h DM ZHH L £4, Z DX 5 7RBEERIE, Security
CloudControl CT7 A T T AT 4 7a N A X —DT 7 hba—PF—La— REERBLIO
BHTXET,

2 —H—73 Security Cloud Control IZ7 7 E A TERWE I IZTD2MENH D5H1T. BEMKIT
IdP 7 % 7 > k. Security Cloud Control = —#— L 22— K F|XZ O EHIBRTE E 7,

Cisco TAC 2> 6 D SARDB B /251X, BEMKITARY EAn— V2T AT VT 4T+«
TaNA Z— T H 7 k& Security Cloud Control =—%— 12— ROl %, TACT V=

THIZER TE £, TAC= V=7 1%. BEHED Security Cloud Control 77> NI T 7 & A
LTHEL, HMEBELZBERICHET D2 LN TE LT,

DRAXF—Y RKY—ER JOnNa H—

ESPERENS

VAawHxr—Y R —E R FrAf F— (MSP) 1L, Security Cloud Control @ Cisco Security
Cloud Sign OnIdP Zf#i f} L T\ 5454, Cisco Security Cloud Sign On (2 H £ 8§k C& £9°, MSP
D & FkIZ Security Cloud Control IZZNEND 2 —H — L a— REAERTE 5728, MSP L
FRROTF U P EBEHTEET, bHbAA, BEMKITIMSP O L a— FOHIFRE E2ITHIE T
TET HIBRZBRRLIZGE)

. BEE

» Security Cloud Control T =2— — D&

» Security Cloud Control @ =—¥—1 — /L
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B <575+ rk—sroeEm

RILVFTFU b R—2)LDEE

Security Cloud Control </ F 7 F > h iR— 4% )L © 2 —(21%, BEOT T MIEEZRNDHTT
DT NA AL RGEENTFRBEREINE T, ZOYAVFTF 2 MAR—ZMITE, T/3A A
DAT—=H A FTNRAATEITHROY 7 " 2T R A=V g i ERFRENET,

I L& BHIIC

s YNANFTF U bR=HME T T IOBRRENADCR > TV LG EICORMHTE
£9. 7TV hTEAFTTF U MR —S NV EHHT HITHE, CiscoTAC THAR— 7>
NEBRE £

« PAR—NFory RIS, R—FVBEREND & R—Z LT [Fy NT—7EFH
# (SuperAdmin) ] —/LEZFFO2—F =R FF U MEBIMNTEDL LR £,

AT AHAREMOHDEED T T U EEOREAZ ERET 572512, Web 77 ¥ D
Xy wvial CookiexZ7 VT THIEEBEIDLET,

RIVFTFYRR=5)L
Y NFTF Y MRS, ROA =2 —BHESRTOET,
cEXa)T4 TNAR

o« R—HIWITBMENT=T v MCA VR — READTRXTDT A ANFRINE
T, [#%R (Search) |BIN[7 4 /L% (Filter) | FF a2 HLT, T4 2%
BRFELET,

cTFAAAEZY 7T HE [EFA (Model) ], [A 2 R—F 1> 7 F73K (Onboarding
Method) 1. [7 7 A 7 V4 —/LE— K (Firewall Mode) ], [V 7 kD =7 /"—V 3
(Software Version) |72 & DFffiaF R T& £7,

o T8 A% BT 5 Security Cloud Control 77> hinbDART NA AL FEHTE E
9, v/ F T hAR—HZ i, Security Cloud Control 772 b _X—IZBEI 5
720D [T /314 ADEE (Manage Devices) | V v 7 BHEINTWET,

FEDOTFTYNOT T "o TRY, 7TV MeR—FARFRLY —TYa VNI
HOGEIL, TOV U INRERREINET, T2 MIT 7 B AT HHERD 720 GE
L. [T ADOEEE (Manage Devices) |V > 7 1 3F R SivEH A, HERIZOWTIE,
MO Y FU— 27 FHEICBHNEDESZE N,

CFEMA N LRIV (esv) T AN ZAR— R TEET, ZOFRIT. T
ARG LD, 77 B AMED RN —F—IZEE LT THDICELHET,
T —H Ty AR— FT 572N, Security Cloud Control TIZHT LV .csv 7 7 A /L3
ERRENE T, EREND 7 7 A VAIIZ B ERZINR G TR E T,

HE Y N—ZMEH LT, T—TNMIERT DT NAA AT aNT 4 ZRIRET 7 VT
TEEY, T—TNEDRIIARXT DL, REIVA ALl E, BRLEAA
23 Security Cloud Control THRFFI N TV ET,
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1:2%2U7T4 TIN/4R

Mame Bavics Type T Configy Cennetivit "
ASA Mo @ Nats:
ASA Mode! ® Mot Synced
FTD & No Config @ Pending Setup
Duo Admin Panel A Conflict Detected ® Online
ASA Moded @ Mot Synced
ASA A Conflict Detected ® Online
ASA O Synced ® Onling
Cloud DNG O Synced 0 Eror
FTD @ Nt Synced A Unreachable
FOM O Registration Key Expired
FTD A Mo Config ® Pending Setup

GE) TAAREZFHLCWDT TV RBBIOY—Ya v RNICh D56
X, £D VU — 3 »® Security Cloud Control (ZH A > A >3 5 7=
DOV I NFRINET, TDOYU— 3 N Security Cloud
Control ¥7213F DYV — a3 VNOTF v MIT 7B AT HHERD
WG EIE, T AREBETEEE A,

cFFUk
RSB SN S TOTF o MSRFESET,

s [Fv NU—Z7EHE (SuperAdmin) | B —/LEFFOZ—F—DIN, KR—ZNWIT )
v hEBINTEET,

o TF U NLETHRBELIEY, T MNOEFERED o ~XYVE (CSV) 77 A iy
AR—hFL7ED TEET,

< ERTE
o [#E%E (General Settings) ] C. [FA—Z /L% E (Portal Settings) ] DFfflla FKRT
xET,

o [—H—4 B (User Management) | TiX, TXT® [—H— (Users) ]. [Active
Directory 7 /L—=7" (Active Directory Groups) ], B LN [E5FE 2~/ (Audit Logs) 1DV
A MEFRTEET, FMICOVTE, 2=V —0FH] 22BMLTIZIW,
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\)

GE)  ~wATFTF U RR=FNOFy NT—7EFERFIL, API= 2 FARA » FEEA L TROZ LR
TEET,

+ Security Cloud Control 77> k DYERK

« BE77 @ Security Cloud Control 7F > kD~ /L FFF 2 R iR— X )L ~DiB/N

IINFTFFURR—BIIZTFFU FEENT S

[*v b —27&BE (Super Admin) | 2 — L& RO —W—(F, FN—F T F > FEEMN
TEXFET, OV —VaiCE=RoTT I haBNTEET, 2 2E, ga—m o

U—=CarpbkEY —Ya sy o haBMLEY, kKEY—Yarhba—my Y —
Va Bl TEET,

| &5

BER TV NMIAPIOAROZ—H—%AERT % L. Security Cloud Control ~®DFFEHIZ API k—72
VEERTHZEEBEIOLET,

\)

GE HA—=2MEEOT T BT 25613, %77 0B APLb—2 U &AERL, TF A
FZ7AMIEEVAT £, ZhUCX Y, BEOT TV FER—ZVIZHBISBENTE £,
b—=2 U EARTDIOICEET T YRR DML EITH Y T A,

FIE

ATy TN ERDOSA 2 T[TF b (Tenants) | %27 U v 27 LET,
ATw T2 [Add Tenant] 7 U v 7 LET,
RT9T3 HLWT v MEBEMTHI12E, R~ (Next) 227V v 7 LET,
GE)
1. BEFOTF o haA AR — M 212% BEFOT T haA oA —FLET2? (Would
you like to import existing tenant?) ] F = v 7Ry 7 A& F N LET,

2. Security Cloud Control 2> HREfFD T F > R & BT 5121k, BED APl h—2 V&~
TXEI > T FHF EF,

3. [A¥A—1F (Import) |22V v LET,

ATy T4 [TF 2 FOFEMM (Tenant Details) ] T, [#/54: (Display Name) ] & [7 7> 4 (Tenant
Name) | ZAJJLET, [R~ (Next) 127 U v 7 LET,

ATY 75 [FrtYa =2 (Provisioning) ] .
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» [Cisco Multicloud Defense % A %h{l. (Enable Multicloud Defense) ] F 7 V& H A LT, 7
7>~ ® Multicloud Defense 2 7m Y a =7 LET,

« [7 7 7 R$Mt% Firewall Management Center %4 20{t. (Enable 7 7 7 R#2ft%! Firewall
Management Center) | F 7V ZHGNZ LT, T2 b 7 T 7 R Firewall Management
Center x 7t ¥a=7LET,

e[k~ (Next) 127 U v27 LE7J,

@ Tenant Details PrOViSioning

e Provision additional resources
o Provisioning

Cloud-delivered Firewall Management Center

@ enavle carmc

Mulitcloud Defense @
Enable Multicloud Defense

o =) C

ATYT6 [2—HF—DEFK (DefineUsers) | T, 2—H—% 1 AT OFETEMT H5, CSVT 7T L—
ey ra—RL, RBERFEMEADNLTCZ 7 A VET v 7r—RNLET, Bilshiza—
PF—iZ, [2—H—VU Rk (Userlist) &7 v aicFErEngd,

ATwFT [TF > bOVER (Create Tenant) %27 VU v 7 LE9,
T ROERBNET LE L, Tabya = ZI3 o h558035H0 £,

RILFTFH Y M R=2ILHDTF > FDHEIR
FIE

AT TN ERDOSNA T[T F > b (Tenants) 1227 U w27 LET,
RATw T2 AANCFRENDRNET HHEIRT A 2 %227 ) v 7 LT, L8 TrF v MEHIBRLET,

ATv T3 [HIE (Remove) 1227V v 7 LET, 2D, BEMITONTT A ZHBR—Z 05 HIR
SNFET,

Manage-Tenant 7R— 4% JL D% E

Security Cloud Control TiX, [RXE (Settings) |— D~ /ILFTF o hAR—H /L LN —H—
THD L NORFEDE AL~ A XATEET, ERDORA L D[RE (Settings) %27 U
7 LT, BER—VIZTIZ7EALET,
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EHRERTE

Web 3HTIZ E 0, X—=Y Db v MUZES EAORGMEHE®RA 2 alcitsh 7, 1§

HITIE, BRLEAN=, R=UTELCLIEEM, 7700~ T g0 8N~ g0

TNAADKRA NI ENEENET, ZOFERIL. A I BEREOM RIS — o 2 gl

L, Bz UET20IEHINET, TXTOERRLT —Z 13EA T, BT — X I3%E

SNFEHA,

Web HTIET 7 4 /v M THMT 22> TWET, Web b & 202, FERAINICE T 12T,

ROFNEIZHENE T,

1. FEflo~A1 T [EE (Administration) ]>[—A&ERE (General Settings) 1 %27V v 27 L
£,

2. [WebZi#T (Web Analytics) | D FICHDHATA X %HT ) v LET,

[2—Y—&H (User Management) ]

~NFTF o MR NVICEEM T LN TS TR TOa—F—La— RN, [=—F—FH
(UserManagement) | CHERCTEET, = —HF =T H v MIBEI, WEEZIFHIFRTE
F9, FEMICOWTIX,  [Security Cloud Control TOZ—H—DEH | 2L T 7ZE 0,

BEOR—=F LT v 3% DA, Security Cloud Control 7254+ 7 7 b1, # %
R—=FNVEIZT T MEATUDREZ D Z ENTEET,

CNFTFURR=INT, AERICERSNDST Y b A=a—E I Y v I LET,
[AA vFTFTF > b (Switchtenant) %27 VU v 7 LET,
BRTDHR—=ZINEZITT T FEER L F T,

Cisco Success Network

Cisco Success Network (L2 —W %07 7 7 K¥—E AT, Cisco Success Network % A 201
95 &, T34 A & Cisco Cloud FIZ ¥ & = 7 2 BEe AT S Av, FEADIRDUCBE 92 16 & He
FHEHRBA NV —I 7 EnEd, TVA NI EBRA NI I T FTHZLIEH-T, T340 R
MHDRMROT — 5 2B TENEZHEEATY E— FOEHAT — 9 VTHEET DA
= ALRREIND720, ROAY v ERELNET,

« Xy b= WO OB A\ LSS 572012, FIFATRE A ARl OREREIC DWW Tl
MLUET,
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Security Cloud Control TO1—H—NDEE .

UEICRIATRTREZ2 . BN T 7 = iR — ks =R — 1 U F 2OV TR
L/\ij—o

o A BB DOWEITESTHE T,

TNA AL X =2 T R 2L KL OWERF L. Cisco Success Network ([ZB Gk TX 5 X 9
IZLET, T30 A&, L 721 T Cisco Success Network DR ELZEE CTx £97,

\}

GE) BRI T DU NA T RATZEVT 4 XT T, TIT AT TN, ARRRTLHE, A
B R A 5 34 A D Cisco Success Network R T & F#EX LE4,

» Security Cloud Control (% Cisco Success Network iX E & EH L EH A, REOEH LT L X
kU F#H OFRMEIX, Firewall Device Manager = —%—A % — 7 = A ABR{TUVVET,

Cisco Success Network D H%h1b £ - I EZh1E

VAT LOYIREREIZ, Cisco Smart Software Manager (27 /3 A& B EkT 25 L HITRD LI
F9, BEETIC0 HEOFHEZ A & o A 2T 2586, FHEMROK TRICT 1 2%
BET DMENDY £, T ZA&8ET DL, [(Av— 7 A& Z (SmartLicensing) ]
~—T) Cisco Smart Software Manager (27 /NA A Z X gk D70, I8 EEF—%2 AT LT
Security Cloud Control (Z %8k L 7,

TNRAREREGTHE, R—=F ¥V ThHI LT AL RAZTA B ARE Y Y TEHNLE
T, THRAREBEETDHE, AL TNETRTDOET T ar T4 ABEEINET,

T DR, Cisco Success Network 203452 L T THHENCTEETN, 2047
3 =@ % Firewall Device Manager UL 5 D AMENZ TX F9, WhcT o5&, TNXA AR T
U KLUl ET, UL THOEHOZESCA~— b T4 & ARIEORIFITITH BT

TOEFICEMEER MG L £ 3, FEMIICOWTIX,  [Firepower Device Manager & 7 o ¥ = L —
vary WA R, RN=Var 640 L] O 27 LA OFED [Cisco Success Network ~
DEM L7 arz2B3RLTIEIN,

Security Cloud Control TO 1 —H—NDEHE

Security Cloud Control T —H#— L = — Fa2EkE3RET DA, (T4 7T 47 4 7
0 /NA K — T J1 7 k& Security Cloud Control =—H%— 1L 22— K& OREtR] ZFHA T, ID 7
oA X — (IdP) 7AhD v hea—HF—La— R RREOLIIHAEEMAT202%58 L TL
72 E N, Security Cloud Control = —%—|, FRFEZ 41T Security Cloud Control 7} > MZ7 7
TATELLDIE, Va—REHETDIdP 7 AT b RKETT,

M E O 1dP 2372 R Y | Cisco Secure Sign-On [£3 T ® Security Cloud Control 77> k™
ID 7 u\f X —L7p)ET, ZORLFDOHKY OFE S, ID Fr A 2 —L LT Cisco Secure
Sign-On ZfEA L CW\5 Z L &RiHEE LTWET,
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B 7 rcmEdrshcusi—F—La—koxR

T MIEEMN T AN TWE TR TCO2—Y—L a— NI, 1——EHHG CHR T £
T, PAR— b F Ty NEMERTA7-OI—FFICT I 7 2 MIBEEMS T bz A3 R— b
V=T HRG e £,

T2 MIEEMfTFONATWSAA—Y—La—FDXRT

FIE

a—H—

MDA T [EE (Administration) ]>[1—H—&¥ (User Management) ] %27 U v 7
LET,

GE)

VAAYIR— IR T T MIT 7 BATE20WEDICT DT, [ #%%E (General Settings) ]
N=UT[VRAIPR— R @Tﬂ‘/ﬁ%i‘%ﬂ““(%fib‘iﬁ ‘ﬁ“%.’) (Prevent Cisco support from
viewing this tenant) | R 7 VAR X U EANZLET, BEEE (50 X—)

& IR Active Directory 7' JL— 7

LEO—WF =B ANED ST T ORG-S, flx O —H —% Security Cloud Control
2B %o v 12, Security Cloud Control % Active Directory (AD) Z/V—7IlZ~v vy 7 L
T, 2—F—=J A pea—HPF—n— L& LY HRIZERTEET, HLna—F— UDJEMI'?DE%
FO2—HF—DHIfRE W o T —HF— DR LT T, ActiveDirectory TIITTE D K D1

Y . Security Cloud Control TFEATT 2 ME N2 720 £,

[Z—H—% 2L (User Management) ] ~<— 7 05 Active Directory 7 /L — 7 % 1B/, ., 7=
IEHIBR T 2121, [y hU— 27 EHE (SuperAdmin) | —H — o — L3 LETY, FEMICD
WL, TSecurity Cloud Control D —H—nm—)L | ZZHL T ZEW,

FAM DA T [%E (Settings) ]>[=—F—EH (UserManagement) ] DJEIZIER L F T,

Active Directory &/ JL—

s DA T, [[BEE (Administration) 1> [2—H—EHE (User Management) 11>
[Active Directory 7 /L —=" (Active Directory Groups) | %27 U v 27 L£7,

o ZDON—UITIE, Active Directory ¥ % — % THI VD 24 T 5 4172 Active Directory 7 /L— 7"
0=V RFRIRINET,

« Active Directory 7 /L — 7128 £ T % 2 —HF —|%, [Active Directory 7 /L —7" (Active
Directory Groups) | % 7 if_ I [=2—H— (Users) ] 5 TN R RSN ER A,
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A—H—EED Active Directory ' )L— 7 .

BExng

Security Cloud Control @ [E5# =2 77 (Audit Logs) ] Ci%, = —HF—FEB L O AT AL~
DT 7 varBnigksnEd, [EAr s (AuditLogs) | X Ty 7T v SndERA N
Y MNIRDEEY T,

e A—H—Abq Y 2a—BP—FIHDOTRXTDOA L AZ L A% LET,

s TFT 2 FORER F EBER TR - T b & DO — P —DRENT T E 7o 1 XBE A T iR
Bra BB L £

cA—H—O—ILOERE : =—HF—m— LOEFZTEHRLET,
« Active Directory ' )L— 7 : AD 7 /L—7NOEM, HIkk, BLOr—LOEEEFTH L E

R

FIE :

1. o<1 > T[EE (Administration) ]1>[1—H—&H (User Management) 1% 2 U
7 LET,

2. [EifiuZ (AuditLogs) 1% 7 %7 Vv s LEd, BER TS A o HFOTF o hOARU b E
TITAET A DY A NRFRINET,

3. WEDO2—F—Du 7 ZMET DL, REK (Search) 17 F A bRy 7 A& LET,

4. TAnNETA A&7 w7 LT, MEMREZKRY AL, FEDA X haRRLET,
[RFfH#EPH (TimeRange) ] & [1 X2 F7 7 I 3> (BventAction) |IZ¥SW\WTr /%7 4
NEMETE £,

5. [£Z AHR—1 (Export) 127 VU 27 LT, itz CSVERXTH Y e—FLET,
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. 21— —EI0O Active Directory 7 J)L— 7

X2:BEE0)

User Management
Displaying audit logs

Users Active Directory Groups Audit Logs

[ Q S f dit logs by use ] Displaying 472 results

Action & Details Date/Time User &

; 7/31/2024
User Login logged in )

Role changed to Edit Only for user 7/26/2024
User Role Change e

o User associated to 7/26/2024
Tenant Association
tenant | 21:21 P}

User disassociated 7/24/2024
from tenant 32:33 F

Tenant Disassociation

7/23/2024
AD Group Added AD group added ]

7123/2024
AD Group Deleted AD group deleted i i

TIILFO—)L1—HF—

Security Cloud Control ® IAM ASREDNEIR &AL, = —HF =B O — L 2O LN TE 5 &
27D F LT,

2 —+4F—| Active Directory DI D 7 /L —T 1B L CWAEANRH Y, TN HD T V—T1%,
Security Cloud Control (233N C#:72 % Security Cloud Control 7 —/L CEF CTX £§, = —H%—
N 7 A CRHZEAG T D R e HERR IX, E DO —H—23E LT\ %, Security Cloud Control
TEFRIN TS T XTO Active Directory 7 /L —7 D — /L O AHEDOETT, =& 21X,

2 —H =732 DD Active Directory 7 /L —F 1B LCHEY | WG DT N—TRN2 50850 —
NV (FREFH LT 7 a A BHR E) T Security Cloud Control [ZIEBMENTW A A, 22— —
IRERH LT T oA EHOMFOMRZFFHET, 2L, LEORD 7 V—T Lo —LC
HHISNET,

Active Directory 7' /L —7" D~ ¥ 7 % Security Cloud Control CEFT DML ENH B DI 1 (]
EFTHY, 2a—F—D7 7R LHEROERIL, ZO%, BA2D 7 NV—THTa—W—%E
N, HIBR, F7213BE 5 2 L2 X > T Active Directory CHEMIAJIZ AT TE £ 97,

)

GE) Z—HF =N, AANL—F—=THY ., »2E LT F > kD Active Directory 7 /L — 7128 JE LT
%60, A=Y —D2—H% —n1—)L3 Active Directory 7 /L —7 D2 —HF—m— /)L L Y §
BlhshEd,
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Active Directory 4 JL— 7 % Security Cloud Control IZ:BINY % 1= DRIREH .

Active Directory ' )L— 7R API T2 KR4 > b
Ty MU= EREFIL, APL= 2 RARA v M EEHA L CROBIELZFITTE £,
» Active Directory 7 /L — 7" DYERL
* Active Directory 7" /L — 7" DHl| &
* Active Directory 7 /L— 7" D25
» Active Directory 7 /\— 7 O U5

* Active Directory 2 /L — 7 O If5

HIIRD U > 7 T, Cisco DevNet Web 1 DX T b8 7 v a NIBENTE 9,

Active Directory -’ )L— 7 % Security Cloud Control [Z:8/N3 % =8 DRI

REM

a—HF—FH O L L T Active Directory 7 /L—7"~ v £’ > 7' % Security Cloud Control {ZiE /I
95121, F 7 Security Cloud Sign On |Z#E 5% A @D Active Directory 234 T4, Active Directory
ID 7u/"Af Z— (IdP) NEZHAEINTWRWEAIL,  [dentity provider integration guide
[Je3E] M LT, #H A X A Active Directory IdP A ICIR DIEFHR A A L E7,

« Security Cloud Control ®7 ) > 4 L Y —T g
s HAZLN—TFT 4 T HEFZFRTDH FAA L (B : @cisco.com, @myenterprise.com)
« XML EROFEHEL 7 =T L—va v AT —4
Active Directory DA 735 T L7= 5, Active Directory [ZIR D 5 A X I SAML B3R A B0 L %

9, Active Directory DFEA 2358 T L 72141 Security Cloud Control 77> MNMIH A A T 5IZ
X, SAML ZR & BHEAMLETT, ZID OE TIERLF L /NCEDRRBI SN ET,

« SamlADUserGrouplds : Z @ &M%, = — —7% Active Directory ETFOT X ThD 7 /L—
TOREMN T AR LET, eI ROAZ Y=gy MORT L IIZ, Azure T
[+7 N—7BRDIBM (+ Add groups claim) ] ZER L £,
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https://developer.cisco.com/docs/cisco-defense-orchestrator/modify-active-directory-group/
https://developer.cisco.com/docs/cisco-defense-orchestrator/get-active-directory-groups/
https://developer.cisco.com/docs/cisco-defense-orchestrator/get-active-directory-group/
https://www.cisco.com/c/en/us/td/docs/security/cloud_control/sso-secure-cloud-control-app/integrating-identity-providers.html

Security Cloud Control DEZA |

. Active Directory %' )L— 7 % Security Cloud Control [Z:B/09 % 1=h DETIZ &M

3: Active Directory TEZSNT-H X LEX

= Microsoft Azure £ Eearch resources, services,

Home * Cisco-COO0-Dey * Enterprise applications > securex-okta-ci > SAML-based Sign-on >

Attributes & Claims

=+ Add new claim  —+ Add a group cdaim =2 Columns 57 Got feedback?

Raquired claim
Claim name Valua

Unigue User Identifier {Mame 10 user.userprincipalname [mameid-for.. ***

Additional claims

Clairm name Value

hittp/fschemas xmiscap.ongfws/ 200505 fidentity/claims/emailaddress user.mail

hittp/fschemas xmiscap.ongws/ 200505 identity/claims/givenname user.givennams

hittp/fschemas xmiscapuongfws/ 200505 identity/claims/name user.userprincipalname

hittp/fschemas xmisocapuong s/ 200505 identity/claims/surname USELSUMamea T
[ SamlaDUserGrouplds | USELQraups 2t
| samiscurceidpissuer | “https:/ysts windows.net/1e491488-.. ***

« SamlSourceldplssuer : Z D J@&MEIX, Active Directory f ' A ¥ A% —EIZ#BI L9, 7=
EXIE RDOAZ ) —2ay MORT XD, Azure T [+ /—T7EROEM (+ Add
a group claim) ] ZJER L, A7 o —/L L T Azure Active Directory sl 1% 21T £ 77,
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4: Azure Active Directory DR FE R DI+ 5%

= Microsoft feure

Home * Crco-CDO-Deyw * Enterprise apalications * secured-siags

securex-stage | SAML-based Sign-on

Enterprise Application

21— — &I Active Directory &' )L— T D& .

13 Zagrch rescurces, sendces, and docs 05+

T Uplosd metadata file ) Chesge single sign-on mode 55 Test this spsiication B Gl Fumclnack?

B Ohepyiew ECTIRTIIRFETS
Fialpy Spte
[ mepioyment Fian Lagout Ui
Manage
1] Properies g Aiributes & Claims
& Cremery givenname
L. Roles and administrators [Freviea) Surnima
amaladdnzss
S2 Ukars and grangs Fanme
SariSouros dpisaues

2 Single sgn-on

SamiaDLEerEaupids

B Provisioning
Linigue Lisar Ddanti R

! spplication prosy

S Sall-sersice g
SAML Signing Certdficate
Status
Thumbjpring

Security Espiraticn

% conditional Access Motification Emal

App Federation Metadata U

i Parminsions Cartilicate (Rasubd)

B Tehon anaryprice :::.-irrfuf;.‘:iiwm HhL
Arthiby

T Sign-in logs n

Zet up secunex-stage
S Usage B insights

LAY
Dptizat

s

£ Edit

UEr Givan name

AT LA

AT T

LT SR i N

Ttpaystswind ows net Ted2 1488 6253~ -a021. 03 300
Tdac?bf”

AT GO

Rl e T ER

& Edit
At
ATECETR AT I3RS N6EER TR TAFTOGDIEET 16R0
11/9/2028 B:1151 PM

| i Aeginmicrasatantng cam 104314886254, [ |
[F——
Dorwnioad
Desraanibaad

W'D i e configisne B applation ta Bnk with Azunk AD

Audit ]
L fiia Lasgie LURL
W Provisianiog log Azure A0 dentifies
5= BOOESS FEVIIWE Lagout LIAL

e ste - by-sbep instructions

| [ttt fets windows.ney' Tedd1488-82 52-aff1-a021 . [y

| Fitpscttagin ricrassfranine com/ Te491486- 6250,y |
| it ogi nmicrosofianine comy TS 46E- 62 5. .. '.‘\l

1 —+H—&EF Active Directory ~/ JL— JME/N

Active Directory 27 /L — 7 Z 38, fate. EIFHIRT 512X, Ry MU — 27 FEE

FIE

(SuperAdmin) ] =—H—— /L BRLETT,

AT 71 Security Cloud Control {22 74 > L ¥,
ATw T2 EORA T [EE (Administration) 1> [1—H—&E (User Management) 1 %2727 U v 7

LEY,

AT w73 [Active Directory” /L'—=" (Active Directory Groups) | ¥ 7% 27 U v 7 L %7,
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. 21— —& I Active Directory 7' )L— T D#RE

AT v 74 Active Directory 7 /L — 7 DB () NEHr )y LET,
ATy TS ROWEHEANTILET,

ATvT6

« [ v—74% (GroupName) ]: —EOA4HTZ AT LET, ZOHAHINE, Active Directory @
TN—"T% & —ET H0ELH Y £H A, Security Cloud Control I, Z D7 1 —/L RD4F
BT AR— L TOEREA,

« [Zv—71ID (Group Identifier) ] : Active Directory 2> 27 /L —7 ID Z FEITAN L E T,
IN—T7ID DEIEL, HAX LEREFZRO I/ NV—TID LR L THLIULERHY T, 20
X, Z7Vv—70O—BOIDIZHIET HEREOME (my-favourite-group, 1234572 ) 123 %
ZEMTEET,

« [AD¥17# (AD Issuer) ] : Active Directory 7> Active Directory DFIT4# D% F#) TA
JILET,

e[m—/ (Role) ]: 2—H—m—/LZRBIRLEJ, Z D Active Directory 7 /L —7FIZE Eh
BEARTOa—F—Du— A R3PE Y £+, FHMICOVTIE,  [Security Cloud Control 0
a—HF—m—)| ZBRELTIEEN,

« (A7 a ) [1EEL (Notes) |: Z @ Active Directory 7 /b — 7\ ZHFH S5 iERE A BN L
\ij‘o

[OK] Z 3R L £97,

21—+ —%&IEF Active Directory & )L— T DiRE

FIE

ATy T
ATy T2

ATvT3
RTv74
ATy TH

48 HHEIIZ

Security Cloud Control C Active Directory 7/ /b — 7" D —H —EF B2 HET 55415, Security
Cloud Control 7% Active Directory 7 /v — 7" Zill[R 925 FIETE T A AR T 5 2 LICERELTLE
S\, Security Cloud Control C Active Directory 7 /L —7"Z D b O DfEIL TE £ A, Active
Directory 7 /L —7FNO2—H—1J 2 M ZfFtET H1Ti. Active Directory Z LT 5 MLE R H Y
£7,

Security Cloud Control (27 74 > L %7,

DA T [EHE (Administration) ]>[1—H—E# (User Management) 1 %7 U » 7
LET,

[Active Directory 77 /L —=7" (Active Directory Groups) | ¥ 7 %27 U v 7 LET,
fREET 5 Active Directory 7V — 7 %R E L, MET A 2> %27 ) v 7 LET,
WOMEZZEHE L ET,
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21— — &I Active Directory &' )L— 7 DB .

« [/ V—""% (Group Name) | : —E D4 HIZ AJ) L ET, Security Cloud Control [Z, Z®
T A= ORI T2 YR — LT EEA,

« [Zv—71D (Group Identifier) ] : Active Directory 7*5 7 /L —7 1D & FEICA L £,
IN—TIDDEIEL, HAXLFEREZOI/NV—TIDERLETHILERHY ET, 2O
HIX. 2 —7D—EDIDIZxIST HAEEOME (my-favourite-group, 1234572 L) 1275
ZEWTEET,

« [AD%17# (AD Issuer) ] : Active Directory 7% Active Directory D¥&17# D% FE) TA
HLET,

«[m—/V (Role) ]: Z @ Active Directory 7 /\V—7IZEFEND TR TOZ—F —D 1 —/L3
WEDET, FFMICHONTIE, [2—F—m—] Z2RLTIZINY,

o [7EFE (Notes) ]: Z @ Active Directory 7 /L — |2 & ER A2 BM L 7,

ATFvT6 [OK] %27V v 7 LET,

1 —+H—& I Active Directory %/ JL— 7 D BIlf&
£I8

AT 71 Security Cloud Control (22 7' > L £,

ATv T2 EO~SA T [EE (Administration) ]>[1—H%—&# (User Management) ] %27 VU v 7
L\i‘a_(]

AT 73 [Active Directory 77 /L—=" (Active Directory Groups) | ¥ 7 %7 U v 7 L%,
ATv 74 HIEET D Active Directory 7 /L —7 ZfRE L £7,

AT9 TS5 [Delete] 7 2% 7Y vr LET,

ATw 76 [OK] %27 U7 LT, Active Directory 7 /L —7 % HlR+ 25 Z &L 2R L £7,

Security Cloud Control DR 1 —HF—D1ERK

Security Cloud Control =-— % —DFHUER TIX, KD 2 DD X X7 BLETY, IROJE/FTHE
ITTHMEIIH Y A,

o B —+H —[mF Cisco Security Cloud Sign On 7 77 7 > ks DIERK,

« Security Cloud Control ==—%#—4 CTHa—H— L a— FOERL

INLDOXEATNETTHE, 2—H—F Hill=—H¥ —2 Cisco Secure Sign-On % v ¥ = R —
K7~ % Security Cloud Control ZBH< Z &N TEE T,
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. 138 1 —H—MA 1+ Cisco Security Cloud Sign On 7 19 > FDIERK

i 1 —+ —[E (+ Cisco Security Cloud Sign On 7 717 > k DYERK

Pl ——13, Bl Y TEDTFr MaEM SR TH, WO TH Cisco Security Cloud Sign
On7hvy Ml T&E £7,

Security Cloud Control ~D O % A4 > [ZDL\T

Security Cloud Control (%, Cisco Secure Sign-On % 7 A T > 7 47 4 a3 A X —L L THH
L. Duo # % F#F8AE (MFA) (Zff L £9, Security Cloud Control IZA% A 9§ BIZ1E.

F 9 Cisco Security Cloud SignOn T7 h™o > hZ&4ER L. Duo ZfERA L T MFA Z5&E T Swh
ENHYET,

Security Cloud Control (21X MFA 2342 C9, MFA 1%, =—W—T7 AT T 47 1 ZiR#ET 5
f_&b&)ﬂz%\»; U7 4 b LEd, MFA O—HTh 5 _ZHFEAETIL, Security Cloud Control
Iul AT L= —0ID EMRT DI, 200 R—F 2 FELIFERNLET
3”0 ROOERITL—PF—H ENAT— T, 2FHOERIA T~ FTERENDLT

HA LNAT—F (OTP) T,

| A

EE 2019 £ 10 A 14 B & YHIIZ Security Cloud Control 77 > FAEE L TWVIEEIX. Z0OHEA
D4 Y IZCisco Security Cloud Sign On ID 7' 234 X —~DBIT (6 X—V) #u s A L F
JIEE LTEH LTS 7230,

074 U9 5w

Duo Security D1 > X k—)L

Duo Security 7 7'V r— 3 U EEREREICA VA M= ATHZ L2 BEIO LET, Duo DA
VAR =MIZOWT IERIN S H55E 1. [Duo Guide to Two Factor Authentication : Enrollment
Guide] &ML T &V,

B %I O R #A
ERANTAL AEMH LTI L2 A DAY — KRR LET, OTPIZHRIN—2Th 57
W, FALADI Ty IR TAEA KERAPILTND Z EREETT, AL 2Dy
DEHEBIZ, ERIEFECIELWRAICRESN TS Z L2 MR LET,

#1#7 Cisco Security Cloud SignOn 7 Hh 0 > FDYER & Duo ZERIBIIDEEE

BOIOFA oI T —r 7a—Z4BEOTatr 2R TF, 4BETRTCEETTALERLD
ij‘o
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| Security Cloud Control D& A

#7138 Cisco Security Cloud SignOn 7 h o > FD1ERL & Duo S ERBIIDHRTE .

FIE

ZF w71 # L L\ Cisco Security Cloud SignOn 7 Ao > MY A V7 v T LET,
1.  https:/sign-on.security.cisco.com % B & F 9,
2. A UA VHED FEHIZH D [5FT<Y A>T »7 (Signupnow) 15227V 7 LET,

Security Cloud Sign On

Formerly known as SecureX Sign On

Email

Don’t have an account? Sign up now

Or

Other login options

3. TUH=TITAXTAT L FEEKT DT, ROEREALET,

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .
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. #7138 Cisco Security Cloud SignOn 7 15 > FD1ERL & Duo BRI DHRTE

Account Sign Up

Provide following information to create enterprise account.

Back to login page

Email *

First name *

Last name *

Country *
Please select * v

Password *

Confirm Password *

[] 1 agree to the End User License Agreement and Privacy Statement.

Cancel

WIZWL DD v FERLET,

o [ A—/V (Email) ] : Security Cloud Control ~®D & 7" A I EA&EMNHEH T2 E
A—=LT RL 2% AN LET,

o [/NATU— R (Password) ]: 8877/ A TV — K& AN LET,

4, [HA A (Signup) 1227V >y LET,

FDOH%, BELTET FLURAICHERBA —NADNEFESNET, BT A—NVERE, [THT b
DEZNE (Activate account) ] %227 U v 7 LET,

ATy 72 Duo AL TEERBIAEZEY 7y TT 53
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Security Cloud Control T ——& TH1—H¥—La— FDER .

SZEFEHEC Y N7 v T T L &R FEANANAT AL AELMHT L L eBEID LET,

=

N

ATvT3

[ZEHZRFEOE (Set up multi-factor authentication) ] [H] . [EFEE (Configure
factor) | &2 U w27 LET,

[Ev b7 v 7ORtE (Startsetup) 1227V v 27 L, Fur 7 MIfts> TEAAL LT ISA X
BPBIRL T, TOENSMILTRALALT IO FOXT ) 7 2R LET,

FEAMZOWTIE,  [Duo Guide to Two Factor Authentication : Enrollment Guide] % 88 L T
LTEEV, THRAAZDUW T 7V r—va VRTTILA VA M=V SN TWAHEEIE, Z
DT AT NDT 7T 4 _X—=vara— RREEISNET, Duldl BDOT A 2 THE
DT ATy NeR—FLET,

U4 P— ROR% T, [0 A %179 5 (Continue to Login) | %27V v 7 LET,
THEEFRAE & L T Cisco Security Cloud Sign On (22 71 > L £,

(EE) BmMOA—toTF45—2&ELTGoogleF—t T4 5—2%BELET,
1.

Google A —t o7 4 =R L XT VL TFTHENANTNA AR L, [~ (Next) ]
Vv LET,

Yty NT T4 F—=ROTa T MIES T, GoogleA—k T 4 r—X%ty T v
FLET,

AT w74 Cisco Security Cloud SignOn D7 A2 Y ANYDATL a3V EBRET S

1.
2.
3.

SMS ZEHILCT AV b a2ty M 570D PHOETE T EZERLET,
X2V T A A ATV ERRLET,
[~A T Hor hOVERKR (Create My Account) 1 %7 Y v 7 LET,

Security Cloud Control 1 —%—& TH1—H—L 31— FDER

FIE

Xy b U — 27 &8 (Super Admin) | HE[R % 7D Security Cloud Control =& —% — D %473

Security Cloud Control = —#— L a— R&Z{ERTE 7, [y NU—27EFMEE) (X, Lo
Security Cloud Control A—H—&DEFZ A7 THE L LD LRI UEFA—/LT FLAT
a—P—la— Rl T 208 H D 7,

WOFNEZEH LT, #ra—Y—o— L a2fFoa—Y—L a— FEERLET,

AT w71 Security Cloud Control {22 7' > L9,
AT9 T2 EMORA T, [EE (Settings) ]>[—W—EH (UserManagement) ]DJEIZEIN L F3,
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. 13 21— — MY Cisco Secure Sign-On 5y > 2. 7R— KA 5 Security Cloud Control % Bf <

ATvT3
ATy T4

ATy TH

ATvT6

270 97 LT, HLa—F—g T Mgl ET,
=P —DFFA LT RLAE AN LET,
GE)
2 —HF—DEF A —/LT KL AX, CiscoSecure Log-On 7 H 7 > hDEF A —/LT R L AIZxf
JEL TV D RENRH Y £7,

[@—/ (Role) | Kr Yy X7 U R KNpb, 2—H —DSecurity Cloud Control ¢ . — 4 — 11—
N EIR L ET,
[OK] %7 Vw7 LET,

##8 1 —+H —hH' Cisco Secure Sign-0n % Y < 2. 7R— K H 5 Security Cloud

Control % 4 <
FIE

ATy T

ATy T2

Cisco Secure Sign-on % v ¥ 2" — KT, 77> h® U — 3 T3 L7 [Security Cloud Control]
BANE T ) v 7 LET,
WSDF =T 4 =2 R ELTWDIEEIR, A—tr T r—sonazs )y LT
[Duo Security] 7> [Google Authenticator] % %R L &9,

BEFOT T MY TIa— =L a— b o5EI1E. 0T Miun s A LE

j—o
cHBEOR—=Z VT TICa—P =L a— FRHAEAIL., #EiToR—Z L Z2@INcE £
ﬁqo

 TTIZEEROT T Mza—W—La— RR&b 5551, ##t/t® Security Cloud Control
T MERIRTE £,

HEFOT v MZa—Y—L a— KRR WEEIL, Security Cloud Control M FE % iR
L, FTRE RN IAT AT FRERTEET,
[R—%/L (Portals) ] E=—i%, EEOTF v b OHEINTZEREZIG L TERLET,
FHHCOWTIE, AT Ty RAR—ZLOER] 2R L TIES0,
[7F > b (Tenant) | E=—I2i%, 2—Y—L a— KRS —8DOTF > bNEREINET,
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Security Cloud Control ® 1—H—0O—/L .

i
CISCO

Cisco Defense Orchestrator

Choose an account

Portals Tenants

US East Coast Boston Office

US West Coast New York Office

Los Angeles Office

Sign Out

Security Cloud Control ® 21— —0O—)L

Security Cloud Control (213, ®tAH Y HH], fEHM. REEN, F8E, Xy MU —7 &
%&E SESER—Y—n—ARNHY ET, 2—F—m—E KT T FO2—HF -T2

LICRESNET, 1 AD Security Cloud Control —H =3 DTF v MIT 7 BATE S
e, 22—V —IDIEFRLCTH, 7Fr b LI — AR RRGER3H0 £3, 2—F—L,
%éT%beﬁﬁﬁDﬁﬁm—W%%B MOTF v b TRy N ERE T — L AR

ENRHVET, A VI —T oA AFF~v =2 T TinAR ) HEH2—Y— FHE 22—
ﬁ_\X/FU JEEL—P—IZONTEESINTNDIEGE, FFEDOT v MIBIT %
D —PF—DHER L~ STV E T,

FARYERDO—)L

LI B — L RNE Y YT o nma—F =T, TRTORX—JIZERDF VAT — 0N FEoR
ENET,

A AR — LA —HF—X, KO EEFTTEET,
« Security Cloud Control D E D~_— U £ 72 (X% E & W 5,
fEEOR=TOar T UV ERBRBLIONT A NE ) T D,
CTNAARELL L, BER V2R R L, VPN~ v B 7R T 5,
RO —VOREENIA TV 27 MIET LI TR TOBELRRT D,
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B sezm0-0

cMEDAPI h—7 U EAKT D, FHTH, BVIET, AR HEH—Y—F, BO0
F—27 v ERVETE, BERTERWZ LICEELTLEEN,

A E =T 2 A ANLYR— MIEKL, BEHEr 27 ZAR— 15,

AR EHa—F =X, ROZ L E2FTTEEEA,
ALEDON—U TR, B8, RE. EITHIBRT 5,
cTNRAREFR—FT 4 TT D,

T TVl FRORY =T EOVERRICHKE IR Z R T D AT » T AN —TTE DL MEIFETLT
SEEYAN

» Security Cloud Control == —#— L 22— R&1E%T 5,
e —WP—n— L EEHETH,
T IV RAN—NER) —ZT Xy FEIEFT Y v T T 5,

wmEFERO—IL

e n— L 2 ffoa—W—i3, ROBIELZFITTEET,

e F TV b, R — =ty b, A F—Tx—RA VPNREEZEDLRZINHIT
IRIE X2 NT A AR & R L OMRFT 5,

cBRORAMY T 7 v 2 Ko THUTONT RO EE & FF a4 5,
cEHY I A NEBT 7 v a VEFIFT S,
WEHEH 2 —V —1%, ROBRELZFITTEERA,
« | DENTERDOT A RTEEZRBRAT 2,
o BrBEM 70 A F 721X O0B 12 Lo TRIE SN A A MFET 5,
« AnyConnect /Ny 77—V %7 v 7 u— R4 5, X INOOREZHBET D,
T NAADA A=V T T TV —REeRra—NT5, £LEFETHIET S,

cEX 2T HT—ER—ADT T T V= REATVa— VT 5, EITFEHTHREGT
%)O

*Snort2 & Snort3 D/N—V 3 U EFEI TV KX 5,
T UL — hEERLET,

« BEf70D OOB ZH DK ELXEET 5,

« VAT WEHRE ERET Do

cTNAREF L R—=T 4 T %,
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EFERO—)

mpzmn—L

« TN ZAEHIRT D,

VPNt v ¥ a vrEida—Y—t vy a U aHlRT 2,
» Security Cloud Control = —%— L 21— K& {ERk 9 5,

e 2P —m—LEEET D,

L
BEEHr— L& oa—W—ix, ROBELZFETTEET,
« BEBE R E T 2 B — DT NA AL TUIEEOT A AR T 5,
* ASA TA ZADBEER T A LIRS 7, 7T %,
e TFNRAADA A—=DT v F T V—REAF Y 2a—L4 5, £I3FEHCTHRBT 5,

X2 VT 4T —HIR—ADT v T T — R RV a—/L$ 5, £ FECRMGT
5o

c FHEREHT 7 v a v EMBHT S,

JEBEH 2 —V— 1%, ROBRELZFITTEEEA,
*Snort2 & Snort3 D/N— g & FEITYI Y X 5,
T b— FERAERR L ET,

« BEfF D OOB ZER DR EELEHLT 5,

« VAT DEHBREEWET D,

c TNRA REFVR—=T 4 T D,

« T AEHIRT D,

VPN v v avrEida—F—tya U a2HIRT 2,
ALEOSN—TU TR, B, RE. ETHIRT S,
T NRAREFVR—T 4 TT 5,

cF TV FRORY =T EOERRICNTE R X AT D AT » T AN—XTE LPMRELT
ERZYAN

» Security Cloud Control = —#— L 22— R&ERLT 5,
e 2—PF—n— L EETTLH,
T I RAN—NVERY =T X FERIET Y v F T 5,
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B vwntevoavcr—srn—n

VPNEvarvvex—ovO—)L

VPNt v arvw3rx—Trr—E, A MEVPNEF TIEe<, VE— 77 EXVPNEE
fr A B A A T ICREF STV E T,

VPNtvy v ar~v3r—Iya—Lrbfoa—F— 3, kOZENTEXET,
« Security Cloud Control DfEE D~— % 72 IR E & MR T 5,
AEEON=T DA TV EREBLI YT ANVZ Y T D,
« T ABELHER L, BHE 0 7 E2FKR L, RAVPN = v B 7 &l 5,
ABEOR—VOREENIAT Vs NIET TR COELEEZRRT D,

cHEDAPI h—7 U EAKT D, THTSH, BVIHT, VPNEy v ar~v3x—YvyDa—
P—ix, BOO =2 EFRVIET L, FERTERN I LIZERLTLEI,

A UH =T 2 A AMLYAR— MK L, BEEr V%27 AKR— M5,

*BFFORAVPN By v a v #TT 5,

VPN Ey v a w3 —VyDa—H—F, ROZLIITEFERA,
AEEOS— VTR, R BUE. EITHIERT 5.
CTNAREF Y R=T 4 T D,

ATV MR Y I EOMERRICLE e X AT DAT v T AN—ETE DBMRAFIET
TR0,

« Security Cloud Control = —#— L 22— K& {EkT 5,
ca—HW—m— L EEHETL,
T I RBAN—IER) —IZTE v FE£ETZ v FT 5,

Admin B —)L

HHE o — P —I%, Security Cloud Control D& &6 W ZMIHEIZFERIZT 7 EATE £7, BEHE
=P —TRKDOZ LN TEET,

* Security Cloud Control DALE DA ¥ = 7 hZ&AFR, @AY . FH, HIBRL, BEZ1T
Do

TN REF L R—=T 4 T F %,

« Security Cloud Control DEE D_— 3V £ 72 (X% € 2 W4 5,

NEBOR—=T DA T UV ERBRBIOT AN T D,

c TAAARELHE L, B 72K R L, VPNV v B 7 E2iRT 5,
AEBEDOR—VOREFZIIAT V=7 MIBET TR TCOELEEZ2RRT D,
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v ro—svgmao—L [

cMEDAPI h—7 U &HAEKT D, HHTH, MYIET, =27 UV EINTZSEIE.

A H =T =2 A LTHR— MTER L, A0 227 AR—FTEET,
EHE 2P —TRDOZ L ERITTEELA.

» Security Cloud Control = —#— L 22— RZ&{EkT 5,

ca—Y—a— VELETTDH,

v D=0 EEAEO—)
ARG PFE 1 —F—|F Security Cloud Control ® & 5 A M 2522 T 7 B A TE £7,
A= N—EHE RO ENTEET,
. :l_‘ﬂj_lj‘—/l/%%ﬁj_éo
e 2 —Y—La— RE{ERT 5,

)

GE)  A—/R—EFH T Security Cloud Control = —#— L 71— FA{ER TE ET2, Z2O2—HF—1
a— R T — =BT Moue 74 35134840 Td, 7 E»EMT 5 ID
TR L =DT AT O RBEIZRY ET, BEROMRIIMAOY Y 7oA A 1D
TR Z =PRI WRY | ID 7 1 3 A #—| Cisco Security Cloud Sign On T4, =—H#—[%
Cisco Security Cloud SignOn 7 7 7 > MZHOEEKT H Z ENTE ET, FEMICOWVLTIX, #r
#i Security Cloud Control 77> b ~DOfJElv 7 A > (5 =) ML T IEIVY,

* Security Cloud Control DEZE DA T Y= 7 M &AER, FiAMy . BH, HIBRL, BEZ1T
Do

TN R F U R—F 4 T D,

» Security Cloud Control DAL D~ — U F 72 1 35% € & MR 5,

EEOR=T DA T UV ERBRBIOT AN o TT D,

c TNAARFEL L, BEr 7 E2 LR L, VPN~ v B 7R T 5,
ANAEEOR—=VOREENIA TV =7 MIET LT X TOBEEZRRT D,

cMBEDAPI h—7 VEAKT D, BHTH, BVIET, F—2 VBRI EEINESGA TR
WD ENTEET,

s H =T 2 ANLYR—MNIEK L, BEe 2T AKR— T 5,
1I—4H—0O0—)LOLa—KDZER

a—HP—La— NI, BRI TV L a—F—0r—LTY, T MIEEMIT T
NWHZ—PF—ZFARLLIZED Fa—P—RNEOr—LEFHL TSI E L a— R

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .



Security Cloud Control D E &K |

. Security Cloud Control ~D1—H—F7H > DB

LoTHlrcEES, 2—V—m—nNE2EHETLHL, a—VP—La—FNPLEEINETS, =2—
P — L, 2—P—FHT —T L TOr— L > THI SN ET, FEMCOVTIE,
['Security Cloud Control TOZ—HF—DEH | Z2ZML T,

=P =1 a—RNE2EFTHI2E, Ry NI HFBHETHIVNENDY £, T M
Fv MU — 7 EFHENWIRWEETL, Security Cloud Control D347 TAC THAR— hF o7 v
M &< HFIEE TBRIWEDEL I,

Security Cloud Control ~D1—H—7Hh > DB

Security Cloud Control = — ¥ —|%, F&FE 41T Security Cloud Control 77> NI 7 7 B ATX
% & 91T, Security Cloud Control L' = — R &S84 5 IdP 7 ¥ > ERMETT, ZOFIAT
IZ. Cisco Security Cloud Sign On ®=—%—7 # 7> h CTiE72 <, 2—%—D Security Cloud
Control = —H%— 1L 23— R&{Epk L £7, =—H% —73 Cisco Security Cloud Sign On (27 7 7 >
ZFFo TRV A ., https://sign-on.security.cisco.com (BB L, A > A VHEEO FEIZH D
[hA > 7 v (Signup) 127V v7 LT, HOBETEET,

Y

GE)

BT,

ZDOHX AT EFELTT HIZIE, Security Cloud Control TH » kU — 27 FHF 7 —/L D1 — /LR

A—H—La— FOER

FIE

ATvT1
ATy T2

ATv73
ATvT4

ATy TH
ATvT6

KOFIREZHEH LT, @Y ha—Y—m—nafoa—HP—La— FEERLET,

Security Cloud Control (Z1 74 > L £ 7,
A DA T [EHE (Administration) ]>[1—H—E# (User Management) 1 %7 U » 7
LET,
worsaszy @ 27V 00 L HLva—F—2F 0 MCBILET,
=P —DEFA—NLT RLAEANLET,

(6=

2—HF—DFETF A —/LT KL AL, CiscoSecure Log-On 7 H 7> hDFET A —/LT KL ATt
G L TWADMEDR DY 7,

Koy 7 Z 7 A= a— 52— —dDSecurity Cloud Control D —H—n — /L &N L F 77,
VZE27Uvy7 LET,
G¥)
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APl oaHn1—F—%kET 5

A —X—EHF X Security Cloud Control =.—#— 1L 22— RZ/ERTE £9 28, TOa2—H—1L
a— R ClEa—Y =BT hMeue A T 53R+, 72 FaMiEHT % ID
TR Z=DT AT N HRBEITRD T, BEROMBEIMEOY T YA 4 1D
T RN X —=RIRWRY | ID 7 134 #—(3 Cisco Secure Sign-on C9~, = ——{|% Cisco Secure
Sign-On7 AT > MTHOEREKT 5 Z LN TEE T, FHMIZ OV TIEL, #8i Security Cloud Control
TFUR~OPEIR A v (5§ R=) ESRL TS,

APl DAHDL—H—ZERT S

FIE

ATy T
ATy T2

ATvT3
ATy T4
ATy TH

ATv 6
ATvI1
ATv78
ATV

Security Cloud Control (Z2 74 > L ¥ 7,

MDA T [EE (Administration) ]>[1—H—&¥ (User Management) ] %27 U v 7
L/iﬁ‘o

worsaryy B 27007 LC FLoa—F—a7F o MGEMLET
[APIO A D —H— (APIOnly User) | F = v 7Ry 7 ZA&RINLET,

[=—H%—4 (Username) ] 7 4 —/LV RIZ 2—HF =% % AL, [OK] %7 Vv 27 LET,
BEE

=P —ZIZEA LT RLAEHERALEY, (@ XFE2EDHT LT TEEEA,
[@yourtenant| ¥ 7 ¢ v 7 APRa—HF—FICHEWIEMI D72 TT,

Ra w7 H 7 A= a— b a—HW —dDSecurity Cloud Control D —H—n —/ /L&KL F 77,
[OK] %7 VU v 7 LET,
[Z—H—% P (User Management) | ¥ 7% 7 U v 27 LET,

FHLWAPI OB D 2—H—@D [ h—2 > (Token) 15T, [API h—7 > DA% (Generate API
Token) 1% 7 Vv 7 LTAPI h—7 VEHEISGLET,

ILD1—H—La— FDORE

ZDHEAT EETTDHICE, Fy NT—IEBREO0—LRKLETT, v/ 4L Tn5
Security Cloud Control —#—Dr— /L& Ry MU — 7 EEENERT L5565, £Or—/LR
EHRINHE, ZOa—F =Xy a o BN T Y hSET, 22— —NHE
nsArT5HE =Y —3H L e — L EHNET,
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\)

GE) ZoOX A7 EFETT HITIE, Security Cloud Control TH v U — 7 HE 7 —/L O — /L34

ZTY,

IE

7 BT DVERDY 7,

A—YP—lLa—RFOr—AE2EHTLH L, 2—F—La— REEMT SN APL Fh—27 U0
HOLERTFNREIBRENE T, a—HF—o—ARBNETEINEL, 2—PF—[FTH LWVAPI F—

A—H—O—)LDIRE
A

GE)

FIE

&M
ATy T2

ATvT3
RATv74

ATy TH

ATv 6
ATy FT17

Security Cloud Control :l_"j:*—z’ﬁ 27 AL TWT, A=N—FHEENEOR — LV EZEH LT
B, EREHADC i FOaA—F =BT NLTHER A T HMERDY E
‘a‘o

Pl a— RTER SN — L2 RET 510, ROFIEICHENET,

Security Cloud Control {27 274 > L7,

MDA T [EE (Administration) ]>[1—H—EH¥ (User Management) 1 %27 V v 7
LET,
=P —DITICH D [ (Bdit) | 742> %227 ) v 7 LET,
[2—/ (Role)] K v 7 &7 A =a—pba2—H—dH L Security Cloud Control ¢ =.—
P — L IR L ET,

a—PF—La— R, 2—F—CBEEMTONTZAPL =2 VR H D T LR INTWDHIGE
iF, 2=V —oa—VEETL, FERELTAPI N—7 VZ2HIBRT 52 L 2 BT 2 0ERNH
DET, )

VZ27Y>yr LET,

Security Cloud Control 28 API s —727 v ZHIkr L7235, = —HF—Z#fE L, H LW APL h—7
VEFRTEDLZ L EHMOEET,
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aA—H—0O

a—y—o—ror—¥—La—rolk [

JLD1I—H—La— FOHIR

Security Cloud Control ®—H%— 1L a2 — FZH|R$ % &, =—H%F—L 22— R Cisco Security
Cloud Sign On 7 A 7 > b & D~ > B 73, BERT b7z = —% —7% Security Cloud
Control ICr /A » TERL RV ET, a—W—La—FxHlfRT5L, FOoa—¥—La—
NIZBEAHT 5TV D APL b—2 U bR E N E T (FFET 5354A) o Security Cloud Control
Da—HF—1L a— R&EHIERL TH., Cisco Security Cloud Sign On D= —H—@D 1dP 7 H 7 > b &
HIBR S L EH A

)

G¥)

T,

ZDH AT EFEITT BHIZIE, Security Cloud Control Tx v NV — 7 EHEF 01— /LD — /L3

dA—H—La— FOEI

FIE

ATy I
ATvT2

ATFvT3
ATv74
ATy TH

a—P—La—RFICERIN TN D=L ZHIRT 5123, ROFIEEZFETLET,

Security Cloud Control (27 74 > L £ 7,

DO~ A 2T [EE (Administration) ]>[1—H—%E# (User Management) 1 %7 U v 7
L\i—a—O

HIfR T 22—V —iTOZH{TAar e z2r Vv LET,
[OK] &7 Vw7 LET,
[OK] %27 VU7 LT, 7T b7 oy FaHlRdT 52 & aRLET,

Security Cloud Control @ [t—E X (Services) | X—

[F—E A& (Services) ]3—1Zi&. Security Cloud Control 23 2flt 32— 2D U 2 F R3FE IR
SNnFE9, [FMC] ¥ 7 %3R35 & Security Cloud Control 74 7> NIV > 7 & TW5D 7
Z 7 REEHLT Firewall Management Center & . Security Cloud Control {24 > R —F 4 > 7 & T
WHTRTD 47 L I A Management Center 28 —EERINFET, TNHDOF T LI A
Management Center (2 L > TEEL SN DT /31 AL, [f X F U (Inventory) ]3—IZHER
SNFET, [P—E A (Services) | X—T D [EF 2T a7 #¥ (Secure Connectors) | ¥ 7\
X, E¥aTaxs b ERRINET,

[FMC)1 ¥ 7% 27 Vv 7 L, HEDTTAT A () 7 Vw7 L TCAVT IR
Management Center =4 R —7T 4 7 L, HFROSXA > DO T a o EZHEHLTT AL AT
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. Security Cloud Control ® [4+—E X (Services) ] X—

JvarvEFITTEET, £/, /3= 3 >, Management Center CEHL I TWND T /3A A
DI, THAAZA T TAAL ZADRAT = Z X2 EDOT A AFREfMRTH L HTE
EFT, BHART AAAOT A ar %7 ) v r735E, [42X Y (Inventory) ]~S— M
FoREH, BIR L7z 427 L I A Management Center |2 L > CTEH I TWD T NA AR HE)
HNCZ 4B Y 7SN TRRENE T, [Y—E A (Services) | ~—V Tl —EITHEHD
4 7L X A Management Center % %R L T, Management Center 2 /L — 7" CJ X C—FEZT
JvarEFTTHIELTEET, 77U FEEM Firewall Management Center 733 4R 41 C
WAL, A 7L I A Management Center Z IR TE EFHA, HrLVEXF a7 axs X %iB
MU7ZY, BEFO®XaT ax s X4 TTo/yar R L0352, [ExaTaxs ¥

(Secure Connectors) | % 7 % i#IN LT 7 Vv LET,
[ (Administration) ]> [Firewall Management Center] {Zf8) L £7°,

“butlt: Defense Orchestrator Services

@ n > |Firewall Management Center

Actions

© Check For Changes

| @  Cloud-Deiivered FMC 20230711 a3 Cloud-Delivered FMC  Active 17:29:29 08/28/2023

7.4.0-build 1908 o3 On-Prem FMC © Synced 13:34:43 08/28/2023

73.0-build 69 =13 On-Prem FMC O Synced 13:34:43 08/28/2023

731-build 19 =Y On-Prem FMC © Synced 13:34:43 08/28/2023

7 7 7 R Firewall Management Center D354, [h—E A (Services) ] X— 1%, KD
HEBRRINET,
o 72 MT 7 T v R Firewall Management Center 23 B STV WGEX, [Z7 T
7 REEAERFMCO A %0E (Enable Cloud-Delivered FMC) 1% 27 VY v 7 L£9, FEHIIZHOW
TiX. [Enable Cloud-Delivered Firewall Management Center on Your Security Cloud Control
Tenant] [HFE] ZZHL TS IEXV,

o 77 7 REEHA Firewall Management Center (ZJE B & 4172 Cisco Secure Firewall Threat Defense

T ZADHL
* Security Cloud Control & 7 7 7 N{Z2{:% Firewall Management Center ~— [l Ot D A
T—H A,

o 7 7 7 REAA Firewall Management Center D fgté O /~n— kB — bk, Zhud, 7 7 v Rt
7 Firewall Management Center H /KD AT — X A L EHG 55 34 ZADEMNZ D_X—T D
TN ERBICRM SR 2R LET,

« B L7z 7 7 7 N2 Firewall Management Center D78 A R4,

[7 7 v REEHAFMC (Cloud-Delivered FMC) ] #iR L, [7 7 > 3 > (Actions) ]. [
(Management) ], F72IX[RRE (Settings) [“XA > DV 7 ZHEH LT 7 7 v Rk Firewall
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Security Cloud Control ® [4+—E X (Services) | X— .

Management Center L— W —A VX —7 =4 AZ[ME, 7V v 7 L2V U7 IZBEM T BT
WHRREH AT FRITLET,
[727 3 2> (Actions) ]:

« [EFE DM (Check For Changes) |: 77— 7NV DT /A 2L AT — X ZADIFEHRIZ, ZD
R—=UL 777 R Firewall Management Center 23 fig % (2 [AIH] S 417z & X 12 Al RE
fFHCEB SN E T, FIIE 10 0 T &AL T T,

« [BB3 (Deployment) ]: 7 7 7 F#4LA! Firewall Management Center D7 /N4 A 5% & B
NR=UNRERRINET, REEFOREM] 2ZRL TV,

s [V—27 7mr— (Workflows) |: 7 /31 A &ilifg 7 % & |2 Security Cloud Control 2332179
BT RTOTabREE=H—FT 57D, [V—7 7u— (Workflows) ]X— U NHER
SnET, [[U—27 7v— (Workflows) ] X—] 2B LT Z&E0,
https://docs.defenseorchestrator.com/#!c-workflows-page.html

« [API=Z7 271 —7 (APIExplorer) |: 2 7 7 F#2{M! Firewall Management Center @ REST
API N —ERRINDN—UPRRINET, Secure Firewall Management Center REST API
DHA REZRLTITZE,

[2 (Management) ] :

« [T /34 A (Devices) |: 7 7 7 K% Firewall Management Center 78— 4 /L0 B2 %f
T L T A BRIV NERRZIET,  [Configure Devices] &ML T 72
é l( \O

« [V ¥ — (Policies) ]: VAT IMMIBBDOT /A ar hu—L R —%RELZD .,
AAZLT 7 Aay ba—R Y =2 B LIZ0 57200, 777 R Firewall
Management Center ;R — % /L DR Y 2 —_X—UNRF /RS LET, [Manage Access Control
Policies] ZZM L T IZE WY,

s [F7 =2 b (Objects) |: BAIHFREAS T V=2 NEEHT L7200, 777 Rl
Firewall Management Center 78— % /L DR U O —_X— U RERINLET,  [Object
Management] ZZH L T 7ZE WY,

« [NAT] : BBUCKET D 78 A TRy N —27 T RURAEHRY O —%RET D720
D, 7 7 v FEMEA Firewall Management Center 78— Z )L DR Y ¥ —_X— U NFRI N E
7, [Manage NAT policies] ZZH L T 72X,

s [¥A REVPN (Siteto Site VPN) ]:2 2D A hEDOH A R VPN R U > —%5HET D
7200, 7 Z v R4 Firewall Management Center 78— /LD A ] VPN & v & = 7R —
RAR—URFRENET,  [Site-to-Site VPNs| Z S L T 72 &0,

«[VE—F7 27 EAVPN (Remote Access VPN) ]: VE— 7 7 EA VPN REZFRET D
72D, 7 7 7 KA Firewall Management Center 1N — % /LD U &— k7 7 &£ A VPN & v
VaR— RFR—=UNFRENFET, [Remote Access VPN] S L T 72Xy,

[T v b7 —LFE (Platform Settings) | : AVMIEE#E LW S F S E B2 E L.,
WL DD T A A TEDEEIET 57200, 7 Z 7 R Firewall Management
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Security Cloud Control D E &K |
. Security Cloud Control ® [4+—E X (Services) ] X—

Center N—Z VDT T N7 —LEEX—URFREINET, [Platform Settings] % &
LTS ZE N,

[ AT A (System) ] :

« [ (Configuration) |: AT MEMGKELZFRET H72DD, 7 7 U FE{EE Firewall
Management Center 78— % /LD AT NREN—VNRRINET,  [System Configuration]
ZZRLTLLEEN,

s[Av— KT A A (SmartLicenses) |: 7T /3 AT A B AZEN LB CTHIZDD, 7
Z U R Firewall Management Center IR — % LD A< — K~ T A B L AR—VURE RIS
%9, [Assign Licenses to Devices] #ZM L T 7230,

« [AMPE# (AMP Management) |: X NV —72 EO~L =T 2L T ey 795
DIV AT AMERT ATV V2 A%REMT D, 7T 7 R Firewall
Management Center 78— 4 /LD AMP EHL_—UNR/RSNE T,  [Cloud Connections for
Malware Protection] ZZM L T 7230,

o [T ADEFME (Device Health) |: S EXFREFMEAS U —X EBH LT AT
LDN=FRY =T BI®Y 7 FY =7 OIEEREEZHEERT 5. 77 7 N Firewall
Management Center 'R — X /L D~NLVAE=H ) U T R—UNREF/RSINET, [About Health
Monitoring| Z#ZH L T &0,

[ (Audit) ]: WebAf > Z—7 A XL a—HF—LDOIFTEDOZNLZNITH L TERSH
LHERL A= RE2RRTLHZHO, 7T 7 FEEftR Firewall Management Center 78— 4 /L D
Bifim 7 = U NERREINET,

* [Cisco Cloudf <>~ k (Cisco Cloud Events) ]: -f X k% SAL (SaaS) ([ZHEEEET S L
212 7 7 U N2 Firewall Management Center % 3¢ E 3 5 729, Security Cloud Control
R—2% L ® CiscoCloud A X FHERX—VNF/RINET, [SendEventsto SAL (SaaS) ]
L TLTEEN,

7 7 7 K42ftA! Firewall Management Center C, & WEERIFFARZ %227 U w7 L, [R—T L
D~ (Page-levelHelp) ]2 IR L T, RLTWOR—TVDOFFEME . SHICETTED
T va e LET,

277 %4 J T Security Cloud Control & - 5 7 FiE{£%! Firewall Management Center 7 7' 1) /7 —
LavERCHEEEDYR— K

27 79 R Firewall Management Center C BT D5l 754 A E 721 3A TV =27 b
ERETDHEEIC, BMOT T UV 2T THEUBRRE—TEZHWT, 72747831 Security
Cloud Control & 7 7 v F#t7! Firewall Management Center 78— % /L ClRIIFIZ/EE TE £,
7= & Z21X. 7 7 7 RERfA Firewall Management Center T4 7 ¥ = 7 M Bk L, FIFFICEZ & =
U7 4 AR =0 bAEK S VA~ ka7 % Security Cloud Control TE=4 —TX £7,

ZOfgEEIL. 7 T 7 REE(EE! Firewall Management Center 78— % JUIC )3 % 92T D Security
CloudControl ¥ > 7 THEHTE £4, HLWWHX 7T 7 J v R Firewall Management Center
N—Z VAR <IZiE. ROFIEZFEITLET,
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Security Cloud Control ® [4+—E X (Services) | X— .

Security Cloud Control 8 —# /LG, Ctrl (Windows) F721Z Command (Mac) &R ¥ &L 7=
FE,METDHV I EI VT LET,

\ )

GE) 1EZ Vv r7F5E, MUY 7 T[Z T 7Y R Firewall Management Center] ~3— 2238 & &
j—O

HLWZ 7T 7T REEAP Firewall Management Center 78— 4 /L~3— U % B < il & IR IZR L
£

o [Y—/L &P —E A (Tools & Services) ]> [Firewall Management Center] Z 3R L, [ T 7
REEMIIFMC  (Cloud-Delivered FMC) ] Z#34R L £,

H D~ o, Ctrl (Windows) F7-1%Command Mac) R&Z WML i-%xF., 77 %
AFTHR—=TH I Vw7 LET,

s [A7 =7 b (Objects) 1> [ZFDMADFTDA T Y =2 k (Other FTD Objects) | Z &R L
EJ RN

« Security Cloud Control ~— D4 EMBICH HMBT A 2227V v 7 L, FRENDHHBE
74—V RICREBE LTI AT LET,
AR 5, Ctrl (Windows) F7-1ZCommand (Mac) A& &M LIZE £, KEIT A
a7 Yy 7 LET,

o [# v 2R — K (Dashboard) ]. [Z A v 7 727 I 2> (Quick Actions) ] DIEIZIEIN L F
7
Ctrl (Windows) F721% Command (Mac) R"¥Z > ## L7=FF, [FIDHR Y > —DEH

(Manage FTD Policies) | £721% [FIDA 7 ¥ =7 FD&EFE (Manage FTD Objects) | % 7
Uy 7 LET,

)

GE) B L\ Security Cloud Control 77 MZUIW 2 5 &, HLWH 7 TT TIZHW T DT
% 7 70 R{gftA Firewall Management Center AN — % /L7232 777 7 h LE T,

BEEE
» Cisco Security Cloud Control % {# ] L 724> 7" L I X Firewall Management Center ¢ ‘& Ff

« 4> 7° L X A Firewall Management Center O 4 > 7R — K

« Security Cloud Control 77> ~ D7 7 7 RgH Firewall Management Center ®© U 7 = A |
* Secure Device Connector

* Secure Event Connector

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .
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Security Cloud Control D E &K |
. Security Cloud Control T/3f R & —EXDEHE

Security Cloud Control 7/ f R & H—EXDEE

Security Cloud Control ZfEfH4 25 &, [4 X~ U (Inventory) | ~— THA U AR — RFEHD
TN AR, B, 74 VXAH, BLOFHMETEET, [/ U (Inventory) ]
NR=Unb, ROBEZFEITTEET,

« Security Cloud Control HHHDT /NA A & —E R & AR — NLET,
c HHRRDT NA ALY — RO EIRE L EFOIREZ R R L ET,

e FUR—=RLIETRARET T U= EHBOX T L TRRLET,  [Security
Cloud Control / > h U fE®H (111 X—2) | 2B LTI E &N,

cMEHA DT NA ALY —EREFMML, 77 a 2 ETLET,
c TR ALY —ERICEGOEREF R L, MEEZHRLET,
s RIZE > THEHINDEBIHT A ZADIEEEAT — 2 A %FR LET,
« 77 7 N2t Firewall Management Center
e 4271 X A Management Center
77 7 R Firewall Management Center (2 X > CHEEL S VD BBBHIT /34 ZDH
X, 2T AZRNDTNRAAD ) — RAT =X AL FRTEET,

K. XA T IPT RLA, FF A4, YU TIVERSELITTULT, TAALAERIET
VL= ERBELET, RETIIRLTLE/NLFREINENEE A, BROMBSMTE
ANTDHE, D EH1ODOFMI—EHT DT A AL —EARFRINET, [—
TLAULDB# (113 5—=) | BB LTLIEE N,

CTNRARAZAT, N—=Ru=zT V7 =T DO/NR—T g, Snort N—V 3, REA
T—H A PEHGHIREE. BEE M. SecureDevice Connector, 3L NT LT, T34 ZAE7=
X7 T L= DT 4y N EERVIABRET, 7412 ZBBLTIIEEN,

Security Cloud Control D T/Af ADIP 7 FLADEE

IP 7 KL A% L CTF /31 A% Security Cloud Control (24> 7R — K9 % & Security Cloud
Control TIXZFDIP 7 RV ANT —H R—RRFEEN, TAA AL OBEICHEHSNET,
TNRAADIP T RUANEE I 7284 1%. Security Cloud Control (ZER(F SV TWH IP 7 R
VAZHEH LT, HLWT FLRIC—FHEE5 2 LN T&ET, Security Cloud Control TF /N
AADIP T FLAZETLTYH, T30 AOHHITAEE SN EE A,

Security Cloud Control T7 /3 A & DBEIHEHT 2P 7 RLRAZAEET 511X, ROFIEE
FATLET,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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FIE

ATy T
ATvT2
ATvT3

ATy T4
ATy S5

ATvT6

Security Cloud Control TOD T /31 ADRZRINDEE .

ERONA o TCEFa)TATNNAREZ7 ) v 7 LET,
[T/34 & (Devices) | ¥ 7 %7 Vw7 LTT A RAERDTET,
WU T NAABAT DR TH 7V w7 LET,

TUYNHER—D LV ORBEMEAL T, BBERTASAL AEZROTHZENTEET,

IP7 RLVAZEETIHT AN, ZAEERLET,

[T /34 2D/ (Device Details) 134 > D LT, T/ ZADIPT KL ADORIZH DimER Z
vEIZVY I LET,

Nashua Building 1
. ‘\

T 4=V FRIZHLWIPT RLAZ AL, BODOF v I RZ %0V v 7 LET,

T ZABERITEFE S NRNTZD, T8 ZAD [REAT —H A (Configuration Status) 121,
Sl&frx [[RIHAFE A (Synced) | EFRESNET,

BEEIER -
e T METOT A ZDKE) (109 <—3)

« Security Cloud Control ~D7 /S A —fEf#HEE (108 <—)

Security Cloud Control TOD T /N1 ADZRNDER

FIE

TRTOTNA A, ET )N, 77— b, BILXOY—ER|ZIL, Security Cloud Control ™~
F R — R E T IIMERRFICA RTINS T ONET, 730 ARKRORELZERETIZ, D4
AiEERTHZ ENTEET,

AT TN EOSRAL o TEFIVTFATNAREI Vv 7 LET,

AT T2 [T34 A (Device) | #7 %27V v 7 LTTNA AEROITET,

ATV T3 AiEERT LT A AERIRLET,

ATV T4 [T/34 ZADOFEM (Device Details) 134 D ET, T/, AL ORI HHRERL %0 U v

7 LET,

Nashua Building 1 7y

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .
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B 7 xev—Ex0UR DT RE—

—

T /\

FIE

ATYTE 74—V RIZHLWAHIZATI L, FOAOF =y 7 RE %7 ) v LET,

ATy
ATvT2

ATvT3

ATvT4

ATy TH
ATvT6

TNA ZARRIFIEE SN0, TN AD [REAT —H A (Configuration Status) ] 121,
SlEkix [F#E A (Synced) ] EFRm-INET,

A REH—EXDY R DT AKR—F

ZORETE, AR —ERADY XA Fear~XUIVE (csv) 77 A MITT AKR—
M2 HFEZOWTHALET, ZoERIT L5, Microsoft Excel 2 ED AT Ly R/ — k
TV = arTT77AN0ERWT, VA NNDT AT LEWSEZZD, 70 VZLEL
720 TCTEET,

T A= RE UL, FAALRETF T L— T TCRHATEET, BIRLET A 22 A
TET T, TNAADFFMET I AR— D2 TEET,
TNAAELS—EADV A NI AR— T HENI, T4 NEXA 2 ZRT, =7 AK—Fh
LTEWESERBA > R_X B T =TI FEREIN TN DEINE I D EHRLET, T XTO7 1 b
HEI7 VT LTTRTCOFEHNRT NSA ALV - REERTEHN, HEREZ7 4V Z LTTA
TOTNA AL —ERAO—HERRLET, =7 AR — MERIZ, A M) T—7 1T
FRENDINRET 7 AKR—FLET,

ERORA o THEXa VT4 TNARE7 Y v 7 LET,

[7 /34 A (Devices) 1# 7 %27 Uy 27 LTTNA ZA&ERDTF D0, [T 7 L—1 (Templates) ]
TV LTCETNAT AN, A RO FET,

WO T NAABA TR THT )7 LT, EDOXTDTNA ZADHFEMET T AR— T 5
2, [TRT (A 1227V w7 LTETRTOT AL ADLiElET 7 AR — M LET,

TANEBIOR=V UL ORRERBRAEH L T, BERT AL RERDITHZ LN TEE
T

[CSVICU A b2 2K — | (Exportlistto CSV) 1% 27V v 7 LET,

[ Export st o CoV ® 0
e &) + Create Template + Onbaard

W

Tu T ERERINIED, osv T ANV ERFLET,

ATy Ry—h 77V =g Tesv 77 ANVERWTC, #RE2~NEZZ0 7 404
Vo7 Liznds2tmTEET,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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FrqzgEozszk—+ ||

FINA RBEDIY ZHR— h

—EIZZ I AR— N CEXATF AL ZAREITI DT T, ROFIEEHEH LT, T34 2ADFH
EHISON 77 A M=y AR—FLET,

FIE

ATV TN EAORL o TEFaYTATNAREZZ ) v 7 LET,

AT T2 [T A (Devices) #7527V v 7 LTTNA AERDT50, [T 7L —h (Templates) ]
2 Th7 Vw7 LTETALTNAL A% RO ET,

ATy T3 FHIRTANAAZATDET 20U v 7 LET,
TANGER=T LV ORBEMEH LT, BERT NS AE/RDT DL ENTEET,

ATV T4 VBT NA AERRL T, MRS LET,
ATw TS [T/ ar (Actions) 1A T, [REDTZ AKR— b (Export Configuration) ] Z 3R L £
D

ATw 76 [HER (Confirm) | ZEIRL T, BEZISON 77 A& LTIRIELE T,

TINA ZADSNERY) 25

SAER Y ) —A~DNA 23—V 7 ZAERK L, Security Cloud Control TEFET % 7 /31 A (2B
sz encEEd, ZOMREZFEHL T, WINhOT AL 20—V~ 32— % ~D
FR72) 7 B ERCEET ( ZOMREZHEALT, RE= VY, RFa A b Y—
A ¥ wiki, ERITEIRL7-F0OMO URL ~D Y v 7 2R TE 9, LEARHOIEY
VI ETNAREEMIT S ENTEET, ALY 7 ZRERFTEBOT S A 2 BT
LHorbTEET,

External Links

& Search

Add External Links @

TERC L7z 7 I3 EZICTHRIETE ETH, BEOEX 2V T A EFIFIEDY $HA, &
ZIE, HEEA T VI AT, ELFVPNEREZN L TREDURLIZTY 7 EATHZ LICL-
TR Y N7 IZHT D ER S LH5E. ZOEMFITHER SIVE T, B¥ENFFED URL
7y LTWAEE, OO URLITAIEHE 7 r v 7 SET, HIRSL TV 2V URL
ol EREHIR I ET A,

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .
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B 5 zxnoonmyroonm

locationZ= £{

URL |ZHHAIAT Z E R TE % {location} ZEA{ER L E Lz, ZOEEITIX, T34 AD IP
T RUABRANESNET, RITHZRLET,

https://{location}
WZERELET,
BEEER
c TNA R — FaEL (110 =)

e TFNRAALYF—ERZRDY A DT AR—F (104 2—)

TINA A DIVERY D DR

FIE

&
ATy T2

ATy T3

ATy T4

ATy T5
ATvT6
ATy 17

ATy T8

ERORAL L TFa2)TATNARE7 Vw7 LET,
[T/34 A (Devices) | #7527 Vw7 LTCT A AERDTF50, [T 7 L—F (Templates) |
2T %7V LTETNTNA ZAEROFE T,

WHRT A REATDETH IV v 7 LET,
FNRAAZAFEITETT NV EBEIR L F1,

TANZEN=D LNV OBPREER LT, BRERTNAA R /OTHZENTEET,

EARDFEMARA D, [FME8Y >~ (External Links) [ ® 727 v a s icBEhLE7,
V27 O4RTEATTILET,

[URL] 74—V RICZY 7 DURL AT LET, BERURL ZHEETDLERH Y £5, 72
L 2T A adEE | hitp://www.cisco.com & AT L ET,

[+ Z27YV vy 7 LT, V7T AEEEMTET,

~DHERY D DYERR

FIE

ATy
ATvT2

ATvT3

% Security Cloud Control 7> & [E#BH < {8 F 72 F{E 2 RITR L £,

ERORA L THEFa VTATNARE7 Y v 7 LET,

[7/3 A (Devices) | # 7% 27 Vw7 LTTNA AERDT 50, [T 7L — K (Templates) |
2Tk Vw7 LTCETNANT A A RO ET,

WENRT NS, AZATDETH 7Y w7 LET,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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wusq zonmy v oo [

TANGEN—=D LNV DOBPEMER LT, BERTANAREROT DL ENTEET,

ATV T4 TNRARAFITETNVEBEIRL E7,

AT TS HRIOFERASA 0, MY 7 (External Links) | &7 v a BB L E9,

ATFYT6 REDY T OL4HIEASLET,

AT T 1 https://{location} % [URL] 7 4 —/L RIZAJJLE T, {location} ZXIZIX, T/5A4 ADIPT KL
AMANENET,

ATFYT8 [H]Rv 7 A%V v LET,

BT INA ZADHERY) U DIERR

FIE

AT EROR_RL L TEXAYTFATNNAREZ2 Y v 7 LET,

AT T2 [TA4 A (Devices) | X7 %27 Vv LTTNAAERDTL0, [T 7 L—1b (Templates) ]
HATHITV 7 LTETIVTNAL AE RO E T,

RT9 T3 T A AXATORT %7 ) v LET,
TANZEN=D LV DR MM LT, BBERT NS ZEZROTLHZENTEET,
ATV T8 EEOT A AEITET VERIRLET,
AT TS HRIOFEMASA 0, MY 7 (External Links) | &7 v a BB L9,
AT 6 Vo oaFiE AN LET,
AT9TT KONWTNNOFIEEZEHLT, 7278235 URLEZ AN LET,
« LF&#URL 7 4 —/L RIZA LET,

https://{location}

URL 7 4 —/V RIZAJJLE T, {location} ZEUIX, T/ ADIPT RLANATI S E
I, ANJ1t%. T34 2D ASDM ~DOHE Y > 7 BMERR SV E T,

*[URL] 7 4 —/V RIZU 7D URLEZANLET, E2RURL 2B ETIHILENRHD F
T, 72& ZIXT AT DEA . http://www.cisco.com & AT LET,

ATYT8 [+ &7V w7 LT, Vo7 T g A& Ed,

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .
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Security Cloud Control D £ K |
B s romesraag

SR 2 DFRSEF = IXHIBR
FIig

ATy TN EONRAL o THEXFAYTFATFNAREZ7 Y v 7 LET,
AT T2 [T314 A (Devices) | X7 %27 Vv LTTNAAERDTL0, [T 7 b—1b (Templates) ]
B2 TH 77 L TCETINTAAL RAZ RO E9,

ATV T3 EHRTANAREZATDETH0 Y v LET,
TUYNHER—D LNV ORBEEAL T, BBRTASAL AERDTHZENTEET,

ATV T8 THRARAEFETVEBIRLET,

AT TS LGRIOFEMASA v, MY 2 (External Links) &7 v a cBE L E9,

ATYT6 V7D LEIH—INVEBI L, RETA 2 LHIRT A a0 BRRRINET,

AT T FETLETAa%7 )7 LT V7 HfREETITHIBRLT, 77 a2 LE
7

BHDT N ZA~DHNERY) U DIREF IXHIBR
FIg

AT T EOSRAL o TEFIVTFATNARE7 Vv 7 LET,
RT9 T2 [T/3 A (Devices) | #7527 Vw7 LTTNAAERDT DD, [T 7 L— K (Templates) ]
2T %7V LTETNTNA ZAE RO £,

ATV T3 WHRTN_NARZATDETHI Y v LET,
TUNEER—D LU OBRBEFEAL T, DERF AL ZAERSOITAIENTEXET,

ATV T4 ERHOTNA AETNTET VEBNLET,

AT TS HRMOFEMALA D, [FMEBY > 2 (External Links) | &7 ¥ a »ICBE L %9,

RAT9T6 Vo740 EICh—YNVEELE, WETA 2 LHIRT A a v BnERrIET,

RT9T1 FETLHTAavm7 Vv L, SMNBY V7 BREETITIHIBRL T, 77 va v a2HALE
R

Security Cloud Control ~® T /\A4 X —{E B EHT

Security Cloud Control 24 fH4 % & | FHEIIEEOE LG T /31 X % Security Cloud Control
\Z[RIRFI S R 2 37 D Z L T £47, Security Cloud Control 23EHE G257 /34 A A [H5E
REEl L~—7 &N TWBHHA . Security Cloud Control (X HIHAMER D EE Z R L=, T

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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FIE

s+ raco7 (2088 |

WA AZER LT TERLIBRVET, UMW TIE, SEIERFRBEBZONES, 7
INA ADFPH 2R A D Z L. Security Cloud Control (2 X 5T XA ADEE AW LT 572
DFHHEILRYID AT » 7T,

\}

GE) B LWEEEA RO T A R & ik 25 . Security Cloud Control 1%, 7 /31 A EDOFi L
WEEE 2 BEIICHERE L Cid AL, 2 L Ol aiiiT LET, 7272, BT 5
TINA AW 1 DT DA, Security Cloud Control (X, Z 4L & OFHERLZ HATT H 72O, GE

&
ATy T2
ATvT3

ATv74
ATvT5

ATvT6

HEZFH THRL T AND Z L RDET,

FEROSRA o ToFaVTATNAREZ7 ) v 7 LET,
[7 /34 A (Devices) | #7 %7 Vv 7 LT, T4 A&REDITET,
WERT NAAZATDET 27 ) v 7 LET,

TANZEER LT, AT —Z AN TEERGE] THLT A AZ DT TSN,

T A NG IILDRERN S| B E R DT N R a@RLET,

[Fi4565 (Reconnect) 1% %2 V v~ L3, Security Cloud Control TiZ, BN L7=F_CTHF
NARAZHATEDLT 7 arDavsy RRZ VORI ND Z LIZHEELTIIZEN,
[{#%n (notifications) | % 7 CT—457 A AFEHG T 7 > a v OETRIWAMB L ET, —fEF7
NAZBEHGY a TOT 7 2 a B ED X IR ETNTRE L2002 D TOFEM 2R FHR D
VERGAEIL, HARO[LE2— (Review) ]V 27 %7 U v 27 LT Security Cloud Control T
TarvoxE=2Yrr (1773—) IZBBHLET,

ek

T, ADFERAFEE /I 0 7 A AFRNEE SN2 7o DRI L 25813, 2 b0
TN ZNAERNCHEERE LT, FrLne 74 UEREZEML, # LWGEEZZ T AN D 22
B ET,

T+ FEITOTINA ZADFEH)

7 734 A % Security Cloud Control 77> MIBEA¥EHTH &, ZDT /3 A1E, HID Security
CloudControl 7> MIBITTEEHA, TA AZH LT T MBI SE 28551,
WT T EMBT AL AL T, LT o MOEAREE LETHLENDH D 77,

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .
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B = zamzosnmrom:

TN RFEEEREDAMHAR DR

TFINA R —

FIE

ATy T
ATy T2

ATvT3
ATvT4
ATvT5
ATv 76

ATy 17
ATv78

B HEZEPAE X Security Cloud Control 75 FDM IZ X 2B B8 L WVASA T3 A~DT 7 & AT
filfi Fl &4 E 323, Security Cloud Control 7> ASA, FDM I[Z X 2, BIOFTID 7 /34 AD
BB T T A _X— bRy bU— 7 BREZ 9 % 121 Cisco Secure Client (IHFR AnyConnect) 73
‘/Iz‘gwc\‘j‘o

Security Cloud Control (X, Zi1 6 DFEHEDHNHIRAT =2 24T 7T 4 TIZE=F— L,
FEAEOHIRR A ESL< &, FFHIROINIC D L a—F—IT@m L ET, 2K, Gk
HEOHIRGINIC L 57 3 ABEO P2 [FhEECE 9, ST 2EHFLZEHRL T 20
MBI T 2 NERH Y £,

%ﬁ%ﬁ%%@ﬁiﬁ,ﬁ;ﬁ BT = v 71X ASA B L O'FDM %ﬁﬂ%?/\f AT X #U. Secure Client
SERHEOF MR T =~ 71X ASA, FDMIZ L 2EH., BLIOFID T A Az SN E9,

SEEAE D AMHIRBE DR R

45 Lo [@% (Notifications) ] (E) TAArE7 Y7 LT, 7T FTRAELEN
DT F— b, FLEFET TV MCA AR — RELDOT NA A BERETT 77— haefrLE
9, [EESCNENRT - & (HighPriority) 127 ¥ 3 it REHEOGMIRBEMAE RSN E T,
IS oI, FEHEOHRAO 30 ARl 14 BET 3L 07 HAENZHEE S, T O%RITEE
HENHIRGINUZ e 20, ARRFEAECERSNSIETHEAXEEINET, =2 —F—RE
R—T O [BEHF%TE (Notification Settings) | &7 v a > T, TN HOWEHEE T A —/ILT%E
THEITEBETH L TEET, FMCHOVWTIE, Ta—F—@amoilAHRTE] B3R L
TLTEEY,

FEEL<

PLFOFRIBET, A AICE—DOF L —2FFAND ) — N7 7 A VEER LET,

ERORA L TCHEFaVTATNARE7 Y v LET,

[7/3A A (Devices) 1# 7 %27 Uy 7 LTTNA RERDT DM, [T 7 L—1 (Templates) ]
BT %7V w7 LTETNATNA AR ROTET,

WU T NAREATDET 5T ) v LET,
)= NEAERT DT A AETITETET VAR L E7,
Mo EFE (Management) | XA T, [/ —bF (Notes) | %7 Vv 7 LET, B Notes,

FROTT 4 H—FRZ % r )7 LT, BBEDTFA T 4% (Vim £721% Emacs 7 3
AT 4 H) BEIRLET,

[/— bk (Notes) | _—VZ&fmELET,
[fRTF (Save) 1227 U w7 LET,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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Security Cloud Control f >R > 1) {54R .

J— MNEIZ TIBRIEESnNE T,

Security Cloud Control £ >R > 1) &R

[f X kU (Inventory) ]-3—IZiX, T X COWHB L OMEEA L R— KT A 2L F
VAR= RFAL ANDAERENTZT T L — hRFERENET, [ X kY (Inventory) ]
NPT, FALRET LT L— MBERNENDH A FICESOTHEEN, £T /51 24
A TEROMIET 25 TICFREINE T, ~— VL IVORERIEEZEHNT 20, 745 %
BWHLT, BIRLET AL ALA TORETHNOFT AL A RO LN TExET,

[f X2 Y (Inventory) ]X—IIZiE, ROFEMERNERRINET,
« [T /314 A (Devices) ] # 71Zi%, Security Cloud Control {Z4 > R — RINTWHTXTD
FATF A ADRRENET,

s [T 7 L— | (Templates) ]IZiX., 74 77 /34 A6, F£721F Security Cloud Control |2
A VR— FENTRERLT 7 ANDOIERESNIZT XTDOT T L — b T, AREIREH
£

Security Cloud Control 5 N)L & 7 4 L2 ALIE

FAYUE, TAAL ZAFETZIF TV =7 Nl —b T A0 ENE T, FrAR—F«
YIWMERIIA VR =T 4 U THEDWO T, 1 OUEDT AL RZT NV EEATE £,
TN EFT V2l MIEAT A, T TV EERLET, T AFERFAT V=7
MZTNVEBEHA LTS, ZOTXNT LT A, AT =TI NVNEEIAT V=V b T —T LD
WNEETZ 4 VE ) T TEET,

)

GE) TS RTEMNSNZT~VME, 2OBEF7 V=7 MRS EY A, F2, WEAT
Y7 MIEHSNZT~IVE, TOBEFT V=7 MRS EEA,

TV T N—T1E, IROWESL Tgroupname:label | ZfH L TIERKTE £9, 72 & 21X, Region:East
FE 72T Region:West 72 K TH, ZHHD 22D T~V EAERT D56, 7 /Vv—77 LI Region
2720 2O 7 V—"T7D East £721% West /25BN TE 97,

TINAREF TV MISRIVLEERT S

TNA Tl 5120, LFOFIEZFEITLE T,

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .
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FIE

ATy
ATvT2

ATv73
ATy T4
ATy TH

ATvT6

ATy 71

TJ4IL3

Security Cloud Control D E &K |

ERORAL L THEFAVTATNNAREZT7 Vw7 LT, T-0vET A ATBEMLET,
ERORAL L T[AT V=7 b (Objects) (27 Vw7 LT, I NVELET V=7 MIBIMLE
—g‘o

[T/34 A (Devices) | ¥ 7 %7 Vw7 LTT A RAERDITDMN, [T 7 L—1 (Templates) ]
ATH IV L TETIATNNA, A B0 E T,

WERT R, ABALTDOE T2 ) v LET,
ERENTZETLIOUEDT AN, ZAFEITET AV EERLET,

FRD [ v—7E F~LDiBN1 (Add Groups and Labels) | 7 o« —/L KT, /34 AD T ~Yb
ERELET,

HEO+TAar%7 )y 7 LET,

[EF¥=2 U7 17 /31 A (Security Devices) | X— & [F7 =2 b (Objects) | X—TDEF
SERTANZEHALT, HLTVWDT A ARET V=7 bR TEET,

T4 VHRBRT HIIE, [BEX =2 VT 4T3 A (Security Devices) 1% 7, [AR Y T — (Policies) ]
27 BIO[AT7 T2 b (Objects) | X T DEMONALTTY 27 ) w7 LET,

X2 VT 4 THRARATANETIE, TRAARZA T N—RyzT YT N7 O/R—
Tarv, Snort N—T gy, REAT—H A, HEHIREE, BE M. Secure Device Connector,
BLOT NV TT 4 NVHUBETEES, 74V ZEZEA LT, BRLET A RAZATDET
WNOFNRA ZAE BT HZENTEET, 74V EE2HHLT, BIRLET A RE A TDH
THDOTNA ZAZRDTHZENTEET,

FT 2 NI NE AT DL, TR, AT EA TV b, BE T O
WA TV 27 b BEXOAT V2l NEIA T TT A NFUFLTEET, BRIV AT LA
Vxl NeBOLNEIDERIRNTEE T, MB7 4 —V REH LT, FEDOL4FT, IPT R
VA, FHIEFR— FNEEEEL 7 A NVAERNOF TV 2 NERBTHI L TEET,

G T2 NEATTANEEERTDE, Xy NT—I ATV b, Ry NT—T T —
7. URLA 7Y =2 b, URLIZN—" H$—ERAFTT Tl b, $—ERITN—TREDH
AT ESTAT V=2 "7 o NV FUBTEET, EFT V27 VT4 NV EEFEAT D
EL T AN MEETITA—AN—T A NMEEZFOF T V=l VT A NERETEET,

TNARLAT V=27 N7 4 VAT 556, BEHEHAEDE T, BEd o6k e i
DT BT DN ONDBIER 2R RIS & AER T 5 Z &N TE E9,

wROBITIE, TRIE EHSHTWD, £2d, AEE) BH547 =7 b, o, BIO
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A2 h. NATL— UL > TBRENTWARNWA T V=7 F T, REAFT TV =7 NI,

COMEDOT A 2y L TS NET,

N—LRRY =TT IEAT 2004 TV =7 bEERT22 b TEET, L—1%
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FITOO R BAT
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B L., FOF 722 "R LTI RXRTOT AL ZCHATL2H—DORY > —%21Efk T2
TEHTEET, ATV A= R—=T A RTIE, TS AR THATLIHAERY > —0
NSy FEER L, [Hx DF AL ZOMBIS U TRY V— 2 BB TXE7,
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N—LRRY =TT IEATH-0D0F TV 27 FEERTEETRH, L—LR0RY —
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T
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(Unassociated) | F = 7Ry 7 XA &4 02 LET,
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BRTEET,

o« [BEAMT BN TWRWATZ P =7 b (Unassociated Objects) ] : b—/LE72XR Y > —IC
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RIZEMLT, 742 Y T ENTRROPNORBFMEI BT HA TV NEROT
LHZrbTEET,

TAILFEENSTNA RERNT BI5E
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FI72x0 FDERDER
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KEM, EE, FEEOF TV 27 N RIRT D HED 1O, ENOEEHET 52 L TT,
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BRAMGELE T, ZNT, A7 V=2 haeffETT7 42 ) 7358, DENTER ST
WA TP =7 FRRONDIETTTT,

7o xy FOHI

1 2DFT V=l VERLIBEEOA TV 27 FEHIBRTE X7,

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .
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Security Cloud Control D E &K |

120472y FDOHIBR

FIE

A\

IE

7 7 v R Firewall Management Center 237 72 MMZT 70 A SIL TV HEE -

CiscoASA, FDM, B LU FID Ry NV =7 ATV =7 NI NA—TITIMAT2EELIL, *HST
5 7 Z v RHY Firewall Management Center &> bV —27 47 P =7 FRT N —F T KX

NET, S5, [EEBIEEF DT /31 A (Devices with Pending Changes) 12— 12i%, [ >~
NO—2 ATV ORI EER (Discover & Manage Network Objects) ] BAE NI 722> T
% 4> 7L 3 A Management Center = & 12T F U AMERRENET, 2O NI NLETE
BIRL, ZNH0OAT V=7 FBH D 47 L I A Management Center [ZEBH T £,

WTNINDR—=UINbRy NI =T F TV =7 NETIIIN—TZHIRT 5 L. mO~—Y

ATy T
ATvT2

ATvT3

RATv74

ATy TH
ATvT6

MBEETDOAT V27 FERIFINA—T1FHIBRESNE T,

FEMDNA L TAT V=7 b (Objects) 1227 Vw7 LET,

FTP2 FTANZEMPT 4=V R LT, HIlRT o477 haiod, Thz
BIRL £,

[B9£% (Relationships) ] <A U ZHERLET, A7V =7 MR O—F7TAT V=7 N7
N—TTHAINTODIEAIE, TOR) —FH3 7 NA—TnoHIRT52ETAH7 V=7 b
ZHIBRCE £H A,

[77 v a3y (Actions) 1341 T, [HIFk (Remove) | 7A@ %27 U7 LET,

[OK] %27 Vw27 LTAT V7 FOHIRZRHERL £,
Tol-BEEETRXRTCOT N, ADOFREEREO T L E 2 — L BN, FHEL T EBOEE S
—FEICEB L E7,

RKERFT TV FOYTIL—TDHEIR

FIE

&

THRAREAR—FLTAT V=7 ORI T L . ZORBHOAT Y =2
FARSNY 9, —EITRERSOFEORENA 7 V=2 FEHIBRTEET,

[ (Issues) | 74 VA ZMEH LT, READA TV bEROTET, T4 A7 41
2 aAERT DB [T /34 A72 L (No Device) ] Z IR L, 7 /31 RZBHEAHT BT
F T2 bEREBETHIELTEET, ATV NIRRT ANF ) TTHE, AT
Vxl NDF v IRy I ANKRRINET,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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ATy T2

ATv73
ATv74

2vro—s47vzo+ ||

ATV RTINS~y X —D[T TR (Selectall) 1 F = 7Ry 7 A4 NI LT,
TANZIZE > THREENAT V2V FT—TMIERENDITRTOF T V=7 b EEIRT
L0, HIBRT A2 DA77 bOEADF = IRy 7 A% A A LET,

[7 73y (Actions) | 3A > C, [HIFk (Remove) | 7 A28 %27 v LET,
ToTBEREZET ST RTOT A, ZADOREELDOT L E 2 — LR, L THOEED
WA —FEICBE L £,

2y IT=0 FTTxY b

120y bT—=0F Ty MIF, KA MM, Ry RU—ZIPT7 RLA IPT RLAD
HiDH, SEREM N AA 4 (FQDN) F721L CIDR FiZOH 7Ry hT—7DWnFnnl H%
INDZERTEET, [y NT—2 7 —7 (Networkgroups) 1%, Fv N —7 47T
7 hE, TNA—TITEMT2Z0MOEA DT RLAELIZY 7Ry hU—sDaL gy
TT, XAy NI—I AT V=27 bRy NU—T TN—TX, TI7RBAL—IL Xy hT—7
AU v—, BELONAT LV—/L T S#vE 3, Security Cloud Control ZfH LT, *v kU —
IF T2 FEe Ry NI TN —T R, B, BLOHIBRCTE £,

TRTDHOT T v b7 —20 Cisco Meraki <° Multicloud Defense 72 F D%y hU—7 47 V=
7 hEYR=—PLTWEDITTIERNZ LITERELTIEEY, AT Iy A7 V=7 b x

HH9 2% & Security Cloud Control |Z, FIZTED T T v b7 4 —LETILT A A5 DY)
72t& ¥ % . Security Cloud Control 23 C& 2 —# O H Al REZefE HIC HENIC AR L £,

HBEETORY b= ATz FOBEFIA

7 7 v Rigf8 Firewall Management Center & 77> MZA VR —T 4 7SI Tn5 128k
? A7 L 2 A Management Center % & ¢¢ Security Cloud Control 73> M3 % 554 1%, kD
FIEZFAT L ET,

» Cisco Secure Firewall Threat Defense, FDM |2 & 5 B HL& I %3 D B4, Cisco ASA, F7z
1L CiscoMeraki *v NV —27 47 V=7 NERIFIN—TE2ERTDE, TOF TV xr
rDa =N, 77U REEME Firewall Management Center DR EFRFIZHEH T3 [ 7V =
7k (Objects) 1" X—YDAT V=7 FJ A MIHBNENET, TOWHFERETT,

» Cisco Secure Firewall Threat Defense, FDM (2 & 5 B BB I %3 D BAE. F 721X ASA R v

ND =0 F TV NETRFITN—TEERT DL, [y NV—I AT T2 MOk
LB (Discover & Manage Network Objects) | 23 ZhZ72 > TV 5K 47 L X A Firewall
Management Center O [{£E FDOEERH 57 /314 A (Devices with Pending Changes) ] X—
I NUDBMERSSNE T, ZOUV AL, A7V 27 FEEIRLT, 2047V
7 N EMHT %47 L 2 A Management Center (ZJEBI L, RERAT V=7 N EMWIET
xFEJ, . [EE (Administration) ]>[Firewall Management Center] (ZB @)L 4> 7 L 3
A Management Center Z3#R L ¥ 9, [£7 =7 F (Objects) |27 Vw27 L, A7
I A Firewall Management Center = —HW— A > ¥ —7 = f A TAT V=7 MR LT, &
U —IZHID HTET,

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .



Security Cloud Control D E &K |
IR

WTNDPDN—=VDRy NI =T ATV = MR N—TITIMATEEL, WGDOR—Y DA
TVx) FERIZFTN—T A ALV AZEHENE T, 1 DOX—=Y 64TV 27 b
R oL, TOAT Vs FOMIET 5 A= bfllON—U P LHIBRSE T,

Bist -

c[WCARIOFR Yy NT—7 ATy R TTIZ 7 7 7 g4 Firewall Management Center
WZAFET 286, # LU Cisco Secure Firewall Threat Defense, FDM (T L 2 48 B &2 %9
554, Cisco ASA, F 721X Cisco Meraki > NV —2 472 =7 M, Security Cloud
Control ® [A 7 =7 b (Objects) | X—ITiTERMEINEHA,

« 42 7L I A®D Cisco Secure Firewall Management Center |Z & > TEH I DH 4R — K
HEBNKET BB T ANA ADR Yy NI =0 AT V27 MBI V—7 13RS T,
7 7 7 FEEAUH Firewall Management Center T TX FH A,

7 7 U REEftA Firewall Management Center |2 #£1T L 724> 7" L I A D Cisco Secure Firewall
Management Center f & A% ' ZADGH, Ry NI —7F TV =7 k&7 —7%, FID
TN, ZNEBA SR Y > —TEH & TV, Security Cloud Control 47 ¥ = 7 b
NR=VIEBMIND Z LITHER LT ES N,

» Security Cloud Control & 7 7 7 243! Firewall Management Center DD R v bV —27 #
TV =7 FOXFIE FHLWT U P TREBICAENCZRY 308, BBFOT T T
FERTDRERHY ET, Xy FT—=IFT V=2 bR 7T 0 FEE Firewall
Management Center & 24 LTV 2R WGA X, Security Cloud Control D 354K TAC T
PAR— b F oy RS HELT, 77 P CHEEADICLTHELWVET,

« Security Cloud Control & 4 27" L I A Management Center DfH]D R > NI —7 A7 =7 k
DIEAIE, Security Cloud Control (T L CHEAMEf S #1728 LU A4 > 7' L I X Management
Center @ Security Cloud Control TIXHENIZHNZ D A, Ry NU—I ATV

k234271 I A Management Center & 354 STV WAL, [FXE (Settings) | TA
7L I A Management Center D[R~ NI —27 477 bOaH & & (Discover &
Manage Network Objects) | b 7 VAR U AN 72> T D Z & s 57>, Security
Cloud Control DIB%E KA TAC THR— FF 7 v MR HIELTT I b THlREZ A %)
WLTHHWET,

FYRIT—=0ATOLY FORTE

Security Cloud Control ZfEfH L TIERK T2 %y NV —0 AT V=l M AR —T 17 L
72T A ZADFKED B Security Cloud Control 23i8i#& 321y NV —I7 A7 V=7 NI, [T
Y= 7 K (Objects) | N—VICERINET, ZNOHOFRy NU—I 4TV xr ML, £
ENDOAT V2V NEATOTUBITFOENTHET, ZhickY, A7V AT T
TANZ VT LT, LD AT V27 FaT IR A5 2 NTEET,

[47 V=7 bk (Objects) " —TTHy NU—I 4TV FEBRTDHE, AT V=7 D
fE75 [FEME (Detail) ]=A CFRSNET, [BIFR (Relationships) |=A ZiX, A7 ¥ =2
FRRY —THEAINTNDINE I D, BEIOA T V27 MPRESNTWNDT /A ANRFEK
IRSNET,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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$—ER 4T

4—ezx47vzs+ |}

Xy NO—=0 I N—T% 0 ) o FBL, FOITNV—TONEREREINET, Xy hU—7
TN—TF1E, X NT—0F TV Mo T IO NA—FITEZ N T X TOEOELSET
j—O

ook

JakrartrIidzy k

FubhanA7 Y= NI EHBEEORN T m hareL iy —7r havagh—e X
A7Vl NO—ETY, e bard vy ME ARiE 7 e Al F S Lo Tl s
AUEJ, Security Cloud Control [Z, ASA 35 L U Firepower (FDM |Z X 2B 7 /3514 &) RET
INODAT V=7 ML, ZhBIMAD T 4 [Fa ban) ziEflLES, £0
e, TNOLOF TV xr NEMRICRDTLZENTEET,

ICMP AT 2zy +

Internet Control Message Protocol (ICMP) 47 ¥ =7 kX, ICMP 35 X OVIPVv6-ICMP # vt —
HHOY—EAA4 7=/ FT9, Security Cloud Control [, ASA 5 X O Firepower 734> 7R —
RENTEEZILT NS ADRETINLDOAT V=7 N L, T 51T Security Cloud
Control MME D7 ¢ L2 TICMP| Z#MALET, ZDD, ZNb6DAT V=2 F&MHIC
RO ENTEET,

Security Cloud Control Z i/ L C, ASARENDH ICMP A7 Y =7 MNOARTEZEHL LTV |
ICMP A7 ¥ =7 h%&HIBRL7=Y T& £, Security Cloud Control Z{f f} L C. Firepower i% i&
D ICMP B L WNICMPV6 47 ¥ = 7 M &AERL, B, BLOHIBRCTE £,

Y

(GE)  ICMPv6 7'u h 2 /L DA, AWS IZRFEDS OB EZ R — K L TWERFA, TXTO

ICMPv6 A v — % AT AL — LOZDPYR— FEnE T,

BE L o
A7 V7 FOHIER (123 =)

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .
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Security Cloud Control D £ K |
B v—cxA70:z0r
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=9=
=% =R

FINAREY—ERDAVR—TF 425

FTATTINARALETINVT NA ADIE )5 % Security Cloud Control [ZE AW TE E3, T /L
FNAALIT v 7 u—RENTMk~7 74 VTV, Security Cloud Control Zffi [ L CTF/RE
FOMRETE LT,

FEAEDT A TTNA ABILOY—E A TlE, Secure Device Connector 23 Security Cloud Control
ETNAZAELFP—ERTHERTE D L 912, A= 72 HTTPS #fe S B L 72 0 £,

SDC & FED AT —H ZADFEMIZ OV TIX,  Secure Device Connector (12 X—) &ML T
<TEEW,

ZOEZT, OB a rTERENTHET,
¢ SSHTFNA ZADF LV R—F 427 (129 =2—3)

SSH TN\NA RADFAVR—T 12T

SSHT /A ARIFEN TN D, MLV OHERE o2 —P—Da—H —F L 2T — &
EALT, TAREF v R—T 4 I TEET,

SSHT/NA ADAVR—F 425

4R HREIIC
FATT DENS, ROBHESRM AT L TV D Z L 2R L T Za VY,

* SSH 7 /3 A AWH 7R — k7~ 55573 Security Cloud Control THAR— kI T\ D Z & & fife
AL TLEE, BIREATIL, Security Cloud Control £, SSH 7 /34 ADF VR —T 1 >
THIZIRE S NSty hEHR— ML TWET, FR—FSNTHDEFITRO LB
) TT . aesl28-ctr, aesl92-ctr, aes256-ctr, aesl28-gcm, aesl28-gcm@openssh.com,
aes256-gcm, aes256-gcml@openssh.com, "j‘**/{“*ﬁi"ﬁ‘ﬂ‘\o*‘ ]\—TZ)H {/ﬁﬁu —9,«5 IZ. SDC
a7 A4 L, 22 K ssh -vv <ip_ address> EEITLET,

¢ CiscoIOS TNRA A& AV iR—FT 4 7T HI1E,. *v NU—TWIZA 7 L I A Secure
Device Connector (SDC) 723MELT9, SDC DAL BT U A~D Y 71220V,
Secure Device Connector (12 X—37) ZZ&H L T 7ZEVY,

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .



FRAREF—EROFVvR—FT 125 |

B ssis 1 zxotok—F00

FIE

ATy T

ATvT2
ATvT3

ATvT4

ATv 75
2Ty T6
ATy T17

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

ATy 713

T NAAEFR—T 4 7T DN, EBHSRT /314 A~0 Security Cloud Control ¢
Pefr) 2L TLIIEEN,

FERORA o THEFaVTATNARE7 Y v 7 LET,

HODT T ARYL IV LT, T REFAVR—T 47 LET,

[#A (Integrations) | XA NVE7 Vv 7 LET, JL—RRINTWDHGEIT, *y NT—7
WZJEBR & 41T T, Security Cloud Control 77> kT &AL CW\ 5 T 7 7 ¢ 7 72 Secure Device
Connector 23722 & &2 EIR L £97,

Secure Device Connector (12-%—3) REZ %7V 7 LT, ZOT A ANEETDHH Y b
T—2JNDOSDCZEIRLF T, T 74/ FbDOSDCHRFEREINETA, SDCL4LEZ Y v 755
2L TSDCHEEHTEET,

TN AL FTE AT £ T,

[#4A (Integrations) | K v X7 A =a2—7T, [LHSSH (Generic SSH) ] Z R L £7°,
FORXA ZADHATE L TEDQN £7213IPv4a 7 FL 22 AN LET, 574 /L F SSHAR— & 22
‘(“‘j‘o

[%1T (Go) 1% 7 VY v 7 L% 7, Security Cloud Control |7 /XA A&ZHFE L., REEZHET D
ez LET,

SSH7 4 v H—7V > & [#7rra—FK (Download) ] L, B—/VIZRFELET, ZhE
TIZSSHRM T I DT A RZHHE LI Z ENRWERIL, 207 4 H—7 1 MfEH
LTCT A AR TEET,

A R—=T 4 T T DT NA AD [—H—4 (Username) | & [/SA T — K (Password) ]iZH
TA NEHAE AT LE T, Security Cloud Control [E, 1E LW 7 A WD 2 & BEFORRE
ZIEFEICHARD Z LN TEEE A,

(AT ar) ZOTFNRA RZLENC[A 2 —F VAU — K (EnablePassword) ] % &% /& L 7=
ek, TnE A LET,

(FFvay) FayrFF o A=a—nb [EE3~ Y K (Configuration Command) ] % 3R
FTHD, TEXANRY 7 RAIHAZ Lawy REANLET, Zoa~vr N, T30 A0
EELTHEHINET, OOBBAMI/2 > TWWDEA. Security Cloud Control (3 # % F = v
7 LET, [%E (Configuration) ] — Y CHEDEZF R TEET, T34 A) Security Cloud
Control [IZIEFIZA VR —FT 4 7 SNTZRIT, ZOa~y FOEENARRICR D Z LITHEE
LTL7EE0Y,

[#%#%c (Connect) | %27 U w7 LET,

GE)

77 A ERAIEL RWEEIE, SEROFMEERT L0 ICRO6NES, 22 TrIA
HEMEFANCEET, /A UIEREBEEETICHREK TTDE. T4 2D [ X
Y RVIR=VIITHEA VALV APRFIRSIVET N, T8 ZFE AU E TR ST
WEHE A,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE



| FR1REY—ERDAVR—F 12T

ATv 14
ATy 715
AT v 716

ATy I

ATv 718

Security Cloud Control 5 5 7/ 31 X % il .

(AFvay) ZOTNAL ATV EEBEMLET,
[%¢1T (Continue) 1% 27 VU v 27 LET,

7 734 A1 Security Cloud Control IZA > AR —F 1 » 7 EEd, [T (Finish) |27 U v 7 L
£7,

[ R_ B R=VIWIZRY T, TRAAREFICA Y R—FT 4 v 7 E&8ND L, REAT—
2 275 [[FH] (Synced) ], HEHGEIKAEDS [42 T4 > (Online) | & #RSHET,

GE)
TNRAANFVR—T 4T E3NDE, FITTIHRET~ ROEENTREIZZRV ET, IR
Zhavy REFEHAT L, CLI~vZ e z{ETcE£9,

(A7 ay) BBEISEUT, T34 AD [/ — bk (Notes) | X— T /A AT 5/ —
e AJITEET, FEHICONTIX, TS A —haEL] Z22RLTEIN,

BEEIER
AU R IA L AV HE—T 2 A0

« Cisco IOS F721% SSH 7> & Security Cloud Control ~DZE L DFEAIR Y (151 ~—)

o TA AREEFIZONT

Security Cloud Control m 5 T /N1 X % BIlp&

FIE

AT T1
ATvT2
ATv73
ATv74

ATy TH

Security Cloud Control 2257 /34 A ZHIBRT 121X, WOFIMEZEH L ET,

Security Cloud Control (22 71 > L £,
FERONRA L TCoFaVTATNARET Vw7 LET,
HIBRT 27 A ZAZ /DT, ZDOTNA ZADITTT A, A F =y 7 LTRIRLET,

FWNZH 2 [T /34 AT 7 a3 (Device Actions) ] 733/ T, [HIFR (Remove) | Zi®IN L &
j—O

Ta S IREREINTZH, [OK] ZINL T, SR L7727 A ZOHIRZHERLET, [Fr
L (Cancel) |ZIEIRL T, TS AE A AR—RLIEEEITLET,

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .



FRAREF—EROFVvR—FT 125 |
. Security Cloud Control 7\ & 5731 X % Hlk&
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==
=% =R

Cisco Security Cloud Control [Z & % SSH 7 /\
1 ANEE

Cisco Security Cloud Control (Security Cloud Control) Zfif3 % &, SSHZ/ L CT /A A&E
HTxET, INHDOT A ATHR— RSN TWDLHEEEITRDO LB TT,

«SSHT /A ADF LV R—F 47, SSHT S AR GFESNTWND, & LUV DOMHER & FF
DA DAY A ESAT = FEMA LT, 7S R E AR =T /TR
‘j‘o

e TNRA AREDE R, TAARA ALy T4 Xal—vary IJ7ANVERRTEET,

s TNAANEDORY =L BREOEREMGRLET, SSHT XA ANH AT f Falb—
vay 7y ANNEAIRLNS &L Security Cloud Control DT — & ~_— A RIF S U E
j_o

« T NATN NERRR, 73 ATHEAHIE (Conflict Detection) ] ZAZNZT 5 &
Security Cloud Control £ 1073 Z & IZT A AOREDEL =T = v/ LET, BEBDH D
Yt 73 AQAT—H AL [ (Conflict Detected) 1228V | Bi& & fiF Ik Al HE
2720 £,

cavwr N IA4 L A F—T A ADY R — K, Security Cloud Control D2~ > K 71
A B=T 2 A A% LT, TRXTDOSSHT NS Aa~xy RaT /3 RTFHITTEET,

flxDCLIa~Y FBXNa~vy RO LV—T% REB L OHAHAER [~27 0] (2
ZHATE £ 7, Security Cloud Control 2342l 35 > A7 LjEF~ 7 n 2 H LT, BHEIC
FATT LA HTMB DO~ 7 n 2 AERRTE £,

*SSHZ7 4 v =7V FOERZRHBIOWEHLET, 71 207 A EREIT
TaNT 4 PEBRII, FRUSESTSSHTY 4 =71 o EBER I L2354, Security
CloudControl (FZDEERZMH L, HLWT 4 o =7V MR L CHFAIT %
AL E9,

AEHu T, AR JIZIE, SSHT NA AIRITTHTXRTCHOa~vy RRF Y ISy InE
T

« Security Cloud Control 2~ R A > A o F—T A A (134 X—2)

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .



Cisco Security Cloud Control [Z& % SSH 7/31 RDEE |

. Security Cloud Control AY > RS54V A VA —T (4R

e —fFa~vr R IAf A H—T oA A (136 5—)

cav U RIA A E—T oA A wra (141 =—)

» Security Cloud Control CLI =2~ > ROFER DT 7 AR — K (146 ~=—)
« TR ARELEFTINZHONT (149 ~—)

« TRTOT N, AFEDFHAIY (150 ~—)

» Cisco I0S F721% SSH 7 & Security Cloud Control ~DZEFH DFH AR Y (151 ~X—)
T RTOTNA ADRELEEDOT L a— LRI (152 X—)

« TS AFREO—FERERM (153 X—)

« AV a— b I HBREFRIZOWT (154 ~—2)

« REELHL DM (156 ~—)

« REEEOWHE (157 ~—)

« FRALADT T MAT R RER (158 ~—3)

* Security Cloud Control &7 /A A OREZXFH T2 (159 _—2)

e WA (159 ~—)

s TNAANLDT U NAT N REBEOB#BIRZ T A (160 ~—)
« RIEDHE DR (162 ~—)

e TFNRAAEEDR—=Y T DA 2—b (164 2—)

Security Cloud Control A FSA 2 A VA —DJ /(4 R

aY

FIE

.

-

S 4

&
ATy T2
ATvT3

RTv74
ATvT5

ATy T6
ATvT1

Security Cloud Control [X, , SSHEE 7 /\A A2 EHT 570D a~v RIA v A X —T =
A A (CLD Za2—¥—ZREELET, a~vr RiE, BH-OF M RCEETHZ L b, #H
DT A AZRIFFICERET 5 2 L B ARETY,

AR —TJ x4 ADEHR

FERDOSA L TEFaAVTATNAR 227 Y v 7 LET,
[(THAA R BT 2 ) v 7 LET,

av RIA4 0 A2 =T x4 A (CLD) ZEHLTEERST LT A ZAZ/OTF212i%, 7
AAZT LT 4 NERE R LET,

TN RETEIRLET,

[T/ A7 7 2 a > (Device Actions) | XA > T, [> a2~ I A H—T A (>
Command Line Interface) [ %7 U v 27 LE7,

[~ RIA A H#—7 x4 A (Command Line Interface) | ¥ 7% 27V v 7 LET,

Ay RS NZavw FE AN LT, [#E (Send) 1227V v 7 LEd, a~vr FZxT5
FRL ZADISET, AL ] OTFICERRENET,

G¥)
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EEDT TP PPN RPP S EEATICHE |
FATTEDa~y RICHIBRRH 5568, TNoOHRIZa~y RXA o Ric—EFRanE
TO

EErREYSY
av L R v B—T oA ATOa<wLy KON (135 2—3)

AT RSA AV B—TITARATHDARFDOAR

1oDa~y RE HTICATH 286, B0~y REEHOTICERE L TANT L L
# TUVWEJ, Security Cloud Control Tid, AMNNAIZ =~ FAFATSNET, KD ASA DFIT
X 32Dy NI—0FT V= M, TNHLDORy NI—I ATV x) bMaegiery hU—
U ATl N IN—TefE T DAy ROy FEEELET,

> object network email_server_north
host 192.168.10.2
object network email_server_south
host 192.168.20.2
object network email_server_headquarters
host 192.168.30.2
object-group network email_servers_all
network-object object email_server_north
network-object object email_server_south
network-object object email_server_headquarters

Clear

OV FERETOENME

FIE

ATy
ATy T2
ATv73
ATv7Ta
ATvT5
ATv 76
ATvT1

CLIz2~> R&%{E57 5 &, SecurityCloudControl (3Z D a~ > RE[a<w RTIA A H—
7 = A A (Command Line Interface) | X— DJEREASRA AR LE T, BRESA NRFS
Nlea~wy NE BFETTL22Eb, avr Fa7 07— e LTHEATL2 2 &b TEE
D

FERONA T, BFa)TATNARANX=V% 7V 07 LET,

[T /34 A (Devices) | #7527 Vw7 LTT A AERDITET,

WO T NAABATDET ) w7 LET,

> a<rRIA4 A% —7=AA (> Command Line Interface) ] =27 Vv 7 LET,
RS A R ERRBS T RVEAE, K712 Q220 07 LTEBLET,
U (History) |4  CAERELIIHEET2a~vr RE®RIRLET,

Aav U REZOFEHFMT 20, a~v RA o Tavyr FefmEL, [XE (Send) %27
Y w7 LE7, Security Cloud Control [Z, J&&EA Za~vy FRORREFRRLET,

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .



Cisco Security Cloud Control [Z & % SSH 7/34/ R DEIE |
B so<or540008—7z42

GE)
WD 2 HOORPLT T58T LE L (Done!) | &9 A wE—%% Security Cloud Control D i
B A ANIFTRSNET,

« Ay RPIERIZET SN,

« AR RORTNEFERNMIS R0 725G, 2l AE, RET S M 2R T2 IERE
BlaGteshow 2~ FEFITLIZE LET, ERKRBORXMIC—HTI2RETS IR
727> 123%5A . Security Cloud Control (X 58T LE L7= (Done!) | ZiKL £,

— AT R SIM M2 —T 4R

Security Cloud Control TiX, 2~v> K74 A % —7 A A (CLI) %fEHMH L TSecureFirewall
ASA. FDM (2 L BB, BB, SSH., 3 XU CiscolOS FRA AZEH T £4, a~r
RiZ, B—=OTF A RAZEETHZ L b, W UHEOEHOT A ZAZFRFFICEETLH2 L6
ARETCY, 2Ok v a v TiE, CLLavy REHEOT A AT~ FEIZEET 2 FEIZOW
T LEd,

—{ECLA 22— (4R

< Bulk CLI

5 ] 7 ]
O 2 e My List ) ocutan §)
» shom run | grep user 3 — By Dew
1 . 5 10.82.100.160
show version 8 . o
8 .

1217, 1:06:54 PN
show run | grep user
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I Cisco Security Cloud Control [Z & % SSH T/31 ADEIE
—gFosra—7z42 ]

A\

GE) WD 2HOORMT 527 LELEZ (Done!) | EWVH A »tB—T0 Security Cloud Control (25
REINET,
e vy RRZT—R L TEFICEITENTZ%,

¢ AT Y ROBRTREFERPMUG R0 o720, T2l 2 FEORET Y M) KT 5
EHREREZETe show 2~ RERITLIZE LET, EREBOSMEIC &I R ET Y
U N7y 7234 Security Cloud Control (% 58 T LE L7z (Done!) | #iKL F9,

F—2 R AR

1 gy RBRESA VERBR LV 272AEDT5I10%., Kt A a2
7 Vw7 LET,

2 a<wy NgEE, a2~ RE%{EFET 5 &, Security Cloud Control 1% Z D JEFE~
ANl avwy RERETHED, a~vr Fed ) —ESEKN L CHESEITT
xFET,

3 AU RSy, TORLM DT urF Mlavy RE A LET,

4 JZ A >, Security Cloud Control [Z, =1~ RIZXfT 5T /31 ZADIHE &

Security Cloud Control X v t—Y 2 RR L ET, HEDOT A ZDIE DR
Uiz olzt, IRERA NS IXT A ADINE A2 FR L CET (Showing
Responses for X devices) | LW ) A v B—UNFRRINET, [XT /31 A

(XDevices) |27 Vv 7 356E, avr R LTRUREZER LT
TDOT 734 A Security Cloud Control [Z# /RS E T,

GE)
WD2HODRWT 52T LE L (Done!) | EWv9H A w—7 Security
Cloud Control (ZFR/R ZIVET,

« v RRZ T —R L CIEFICEITEI N,

« A7 ROBRTREFERNMAG oo lzh, 728 21X, FEOKE
T MY BB HIEHERBR LG show 2~ FERITLIE LE
T EREBOFMIZ =T 2R ET S U B2 7c856 . Security
Cloud Control 1% 52T L¥ L7z (Done!) | #iRKL 7,

5 [vA4 UAF (MyList) ] # 72X, [€Fa2VTA4TNAR]T—T LD
BIR LT NS ZARERENET, 2OXT T, a~vr ROEERET A
AZEHlzn . R LD TEET,
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B -~ ro-s=us

ATy T
ATy T2
ATvT3

ATvT4
ATy TH

ATvT6

ATy 17

Cisco Security Cloud Control [Z& % SSH 7/31 RDEE |

r—2x Bl

(6] EORTHEAFTRIN TS [E1T (Bxecution) | ¥ 7iZi%. ERELA T
BIRSNLTWD A~y FOMRT AL ARFRENET, ZOFITIE, B
JiE~A 2 C show run | grep user 2~ > RZER I 41, [T (Execution) | %
72, 10.82.109.160, 10.82.109.181, F LT 10.82.10.9.187 IZEEEN/-Z
ENEREINET,

7 USR] (ByResponse) | #7227 Vw7 35&, avy NIZLos TARKS
NTIISBED Y A SBFRENET, F—DIREX 1TV —T b EhE
T, DB ¥ 7 TIT&EIRT B & Security Cloud Control |ZF D2~ K
DB ZISERA R LET,

8 [7 34 2B (ByDevice) | ¥ 7 %27 Vv 735E, %734 A5 D5
DINBENERENET, VA MNOWTNDDOT AL A% T ) I 35L,
BEDTNA ANbED A<y RADIGE 2T RTEET,

FEROSA o ToFaTATNAREZ7 ) v 7 LET,

[7 /34 A (Devices) | #7 %7 Vv 7 LT, T4 A& FEDITET,

AV R I A B =T 2 AR L TRET D7 A A% RO 5120, @R s A
AARBTERIRL, 74 NVERE A LET,

TONA RN L ET,

[T /34 A7 7 a2 (Device Actions) | XA T, [> A~ RIAf v A o F—T A (>
Command Line Interface) | %7 V v 27 LET,

[vAUAXF (MyList) | 74—V RT, a~w>y REEET LT A RAEA U EIEA 71T 5
ZENTEET,

avwy XA viza~wy RE AN LT, [%F Send) 1227V v 7 LET, a~vr RHOMIE
B VNIRRT ENET, 2~ FIIEHE v ZIZFEk S 1L, Security Cloud Control =+ > RiX
A~y & [—#CLI (Bulk CLD) ]V« > FU® [ (History) ]~A IZidk L £

—EaY Y FEETOEME

—FECLI 2~ R&%(E7 5 &, Security Cloud Control 3% D 2~ > R %& [~fECLI*— (Bulk
CLIpage) |DBRES—VIZitskLE T, —fECLIA VX —T oA A (136X—) JBIRESA
IR FESN-a~y Rid, BETTH268, a~vr RE7 L FL— e LTEHATAZ LS
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FIE

&
ATy T2
ATvT3

ATvT4
ATy TH
ATvT6
ATvT1

ATvT8

—EATR R T4 IILE TOEE .

TEET, BESA Oa<y NI, ZRUONRFTINTZILOT A ZZEHEM T BT E
j—o

FEF = a4 RUT, XA UTATNAREZ7 Y v 7 LET,

[T /34 A (Devices) | #7 %7 Vv 7 LT, T4 A&EREDITET,
WYRTNARZATDETH I v L, TANETAar%k 7))y 7 LT, RET LT
A AZRDTET,

TNA AZBRLET,

[2~> RIA A H#—T7xAA (Command Line Interface) ] %7 VU v 7 L7,

[&I#E (History) 1A U TEAEELIIHRETL2a~vr F2@RLET, BRL/I-a~ Fid
FEDT NA ZTBEMT 5N TEBY | RAD AT v T TERLIZb D EITRH RN &I
BELTIZEN,

[vA UAF (MyList) |7 %R T, #ELEIELTWDa~vy RBHGEOT A RZEGF
INDHZT EEMERLET,

avy RS Ta~vy ReEHmEL, X5 (Send) 127 Y v 7 LET, Security Cloud Control
DINERA Nl a~y FOBERNERINET,

—EaT 2RI 4IL 2 TOENME

BRI 4 ILA

—§5 CLI 2~ R&FELTH%, &R (By Response) | 7 1 /v 4 & [T 734 A5l (By Device) ]
TANEEFERHLT, T3 AOREERHAITTEET,

—fhia~ 2 ROFEITH#, Security Cloud Control I & [Ji2& 5] (By Response) | # 72, a~v > K%
ERELET AL APDBRINTZBEDY A NEATILET, FUREDOT A ALTICE &
OoHNET, BRI (ByResponse) | ¥ 7 DIT% 7 U v 7T 5L, IWESAL NIT A AND
DISENFERENET, IWESA BT N ZADIEDRERRINDGE,. [XT /34 A
DA 7= Fx LTV E T (Showing Responses for X devices) | W9 A v —UNREFRINE
T, [XT /3 A (XDevices) |#7 Vw7 35L&, avy R LTHUSEZRLZTXT
DT 734 AN Security Cloud Control [Z#£ /RS VE T,
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Cisco Security Cloud Control [Z & % SSH 7/34/ R DEIE |
B = zxm70%

By Response By Device

: devices &;_

1 Devices
>

1 Devices
>

Az PISEICEEMN T ONIT A AD Y X MZavy FeRET 2120E, ROFIEICHE
ij—o

FIE

RTw T &R (ByResponse) | ¥ 7 OIFICHDHa~vy Ry vhnLaEs )y 7 LET,

ZFy T2 avr R v Ta~vy RElB L, EE Send) 1227V v/ LTavy RaEEETS
. [Z7V7 (Clear) 127 Vv 7 LTCa~ry XA 2707 L, HiLnwavw FEAJILT
TNARZEFE LTS, [1XE (Send) 1227V v LET,

ATFYTI a~vr R ZITRo N E 2R L ET,

ATV Tl FR LT AL ADFATay T4 X ab—ary 77 A MIEENKMENTWD Z & EE
AR, a2 K31 Uil write memory E AN L, [fE (Send) 127 Vw7 LET, ZD
BEICLY, ETar 74X al—YarBAF— T v 7 ar7 4 Xalb— g VICRES
nET,

TINARBI T 4 ILE

—fEa~ 2 ROFE T4, Security Cloud Control |Z [F21T (Execution) ] % 7 & [T /31 A%l (By
Device) | # 71, a~y REXFLET AL ADOV A M2 AN LET, [T34 A5 (By
Device) | #7075 7 Vv 7T 5 &, BT A ADISENERRINET,

FLTNARZAY A FTavwy REFTT210E, ROFIEIZENET,
FIE

ATYF1 [T/314 2B (ByDevice) | #7 %27V v LET,

RT9T2 > ZNHDOT A ATa~y R&F4T (> Execute acommand on these devices) %27 U v 7 L
£,

RT9F3 [Z7V7 (Clear) 1227 Vw7 L Tavy R4 %7 VT7 L, HiLhvavr REALLET,

RFYTE [vA VA E (MyList) 154 2Ty U X MADFA OF /3 A% BHE BRI LT, =
<V RERET AT AL ADOY A MEEELET,
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avvksq4vqvs—7z42350 |

AT9 75 [EF Send) 127V v 7 LET, a~<2 RADIEENRIGERAS ANIFREINET, WEA

NADT NA ADIVENRERENL G, [XT A ADIEZFK R L TWET (Showing
Responses for X devices) | &\ 9 A v EB—UNEREINET, [XT /31 A (X Devices) ] %7
Uo7 35%E, avr Rk LTRUISEZIE LT XTOT 731 A Security Cloud Control
IR RENET,

ATFYT6 BIRLETAAL ADFEITA L 74 X2l —2ary 77 A NMIBERKMENTWASZ &S

REAIE., =2 RS Ul write memory & AJT L, [%1% (Send) ]%7 Uy 27 LET,

AR SA A UF3—T4R <40

CLI~Z v, 7 <IZMHTE 252D CLI 2~ F, F3FETANCAERE TX 5 CLI
av L ROT T L—hTT, $XTO~7 it 120 EDOSSHT A ATRFHIEITTE
i‘j‘o

T o7 L= MU CLI® 7 v 2l LT, HEOT A ATHLa~ s FERRICFEITLE
T, CLINZ v, 7 1M AORELEHO—-BMEZRELET, EE2RFBXDOCLI~vZ n%
FERALT, 71 AT 2EREZBFF L ET, SSHT ASA A TTSIHEATE LI ESF R
CLI~7mindb £,

BRENCEATT AX AT ZERT A0 DCLI~ Y B 2ERR CX F3, EMICHOWTIE,  THH
a2 RGO CLI w27 e DERE] 2B L TL7EE,

CLI~7 mi¥, AT LAERELIT2—F—ERTT, VAT LEFK~Z 12lE Security Cloud
Control IZ L » T E ., WELHIRD TEXEHA, 22—V —EFFK~ 7 aliiz—F—2MEk
L. fEEITHIBRTE £4,

\}

GE)
iﬁ‘o

T /3A AN Security Cloud Control |24 R — RENTHIZDIR, T/ AD~ 7 0 ZERR T

il LTASAZMBHT S L, WD ASA THRIED 22— —2BBRTHHEI1T. kDa~
v REFITTEET,

show running-config | grep username

TOavwy REFETTAE, BRRELTWAZ—HF—Da2—HF —4 7 username IZEBEXH DY F
T, Zoavy b~ ur BT 51212, MUa~wy RE#EH LT, username 7 FHEILT
FHAET,

> show running-config | grep WEUECIRCLEES)

NI A=BUMEREDARZMTHZENTE, TONTA=ZATRLE~ 7 u 2Bl 52
EBHTEET,

b1 T TR T T R R T Rty i X M [ {108 { {username_of_local _user_stored_on_asa}}
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Cisco Security Cloud Control [Z& % SSH 7/31 RDEE |

B s5-~ rroocu<snoks

NTA=ZRTHARNRAANCTE, T L TREBEMTOLERH Y £, ZOHA, =
YUY RYUE Y I AFRO KT ET,

show running-config | grep

vy RO—fE LT, a~y ROEFLEOT NA A LIZCLIY U ¥ v 7 AT 54
EHRbH0 £7,

HRaAT KM SDCLI <o ODER

FIE

ATy T

ATvT2
ATvT3
ATV

ATy Th
ATy T6
ATy T17
ATFvT8

ATvT9
ATy 710

ATvIN

CLI ~ 7 v % /B 5 HiIZ Security Cloud Control D2~ > R T A > f VH—T = ATaAT
R&E7ZARLT, a2 FOMINPELLS, BHTEOMRPRIND Z L 2R LET,

GE)

ERORA o THEFa VTATNAREZ7 Y v 7 LET,
[7/3A A (Devices) | Z7 %27 Vw7 LTT /A RA&RSITET,

WERT NS, REAL T DET o Vw7 L, T4 rpoRBENTHWDET S, ZAEBIRL
F7,

[> a~> K KI7 A A% —7=xAA (> Command Line Interface) ] %727 U v 7 LT,
CLIYZ BOBRICAY DAF—K &2 ) v LT, $TCEFETI~ 7 n 2B LET,

7°§7\ﬂf5"/ 27y LET,

~ 7l —BEOARIEEELET, KEIISLT, CLI~Z a0l é A2 AN LET,
[Z~> K (Command) | 7 4 —/V RliZa~vr REASJLET,

avy ROFATRHICER Lizha~wy ROES %, FEINCHENTZ T A —Z A ICESHZ
£7

[{ERE (Create) &7V v 27 LEd, Bk Liz~7 0, BONHRE LIZT A A2 T<,
ZDIATDOTXTDT A ZATHEHATEET,

A~y FEFETTLHICE. [CLI~Z nD%ET] 22 LTIEEN,

CLIEEFIEBRFOCL < aMo®CU <Y ODER

COFMETIE, TTICE T LEZa~v R, oa—Y—EF~r/ 0, FLEFVATLAER~Y
anba—WF—ERZ~r a2 ERLET,
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FIE

ATy T

ATvT2
ATvT3

ATvT4
ATvTh

ATy T6
ATy T17
ATvT8

ATvT9

ATy 710

METEDEE |

FADRA L TA X b (Inventory) [E2Fa2UTFATNARE7 Vv 7 LET,

GE)

CLIBEN O 22—V —ER~ 7 Bl T 25 G1E, a~ U FEFETLET A AZ @R LE
T, CLI~Zuix, BUTH Ty bOT AL ABTHAESHE T2, CLLBRIIEAE SN EE
/Uo

[TARA R X T %7V w7 LET,

WERT NAABATDET oV w7 L, A TAUDORYIENTNDET/NA AEER L
e

[> a~v> R I ¥—7xAA (> Command Line Interface) 1 %27V v 7 LE 7,

CLIFZ nZffild o3~y FERST GERLET, ROWTNLDOHEZHENL TS
AN

oy D %2Y s LT, FOFALATETF LIy RERRLET, w270l
T 5o~y REBIRTA L, o~y RS IctDa~wy RRERSHET,

cCLINZ BDOBRUIAY DAL — W 27 v LT, TCIHFEET I~/ a bR LT
T, BEFTHa—HP—EREIT VAT LAERDOCLIR a2 BN LET, a~v Rz
< RS ZERRENFE T,

avwy RRa~wy RS VIZRRESNTZREET, CLI~Z v D&t 2 7w L
T3, Zoavwr KR, HLWCLI~Z n Oz 97,

~ 7Bl l—BOL4MIERELET, HKEIIEU T, CLINZeDf#HE AEEZ A LET,
[~ K (Command) | 7 4 —/V RO a~ 2 RafEd L, LERET AN F7,

Ay ROFATRICEE Licvwa~y Rofg %, FFEINCHENTZ T A—F ZICEEHZ
£7

[fER% (Create) 127V v 7 LET, 1Bk LIZ~7 aid, mUNIFEE LI=T /31 7215 T72<,
LDIA T DT XTOT A ZATHATE LS,

Oy REEITTHITE, CLIZ nDOFEITESRL TSN,

CLI ¥ OMEST

FIE

ATy T

FERORA o THEFa ) TATNAR %7 Y v 7 LET,
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B cu~snoxs

ATvT2
ATv73
ATvT4
ATy 75
ATvT6
ATv 71

ATvT8

ATvT9

ATy 710

Cisco Security Cloud Control [Z & % SSH 7/34/ R DEIE |

[T AR 2 T7% 70y LET,
WERTNARZAT DL T %27 ) v 7 L, 1 DULEOT A, ZEEIRLET,
[> a~v> R I ¥—7xAA (> Command Line Interface) 1 %27V v 7 LE 7,
AU RRRAT, AX—WEI ) v 7 LET,
g~y RXFNE CLI~ 7 v 2@ R L ET,
RONWTNIPOFETY 7 a2 FITLET,

CTERTHNTA—E N7 BIZEENTORWGAIX, 5 Send) 1227V v 7 LE

To AVY RADIRENIEERA NIEKRINET, ZATRET T,

e I IR T A= NEENTWDHEE (FO ConfigureDNS~ 7 172 ) | [> /NT A—
X DFr (> View Parameters) | %7 VU v 7 LET,

N —

> dns domain-lookup [ERILY(HE]
dns server-group DefaultDNS
name-server (REGACI

[/X7 A—%# (Parameters) |XA > T, /NT A —X D% /X7 A—# (Parameters) | D% ~7 A —
NV RIZAT LET,

Parameters X

IF_NAME
dns domain-lookup outside

outside dns server-group DefaultDNS

IP_ADDR name-server 208.67.220.220

208.67.220.220

515 (Send) J%#7 U > 7 LE9, Security Cloud Control NIEFIZ 2~ RER[EL, T34
ADERETHTHE, 58T (Done!) | EWVNHAvE—UNRRINET,

av REEELEET, [—Hoa~vry RREfTay 74 Fab—a VICEREMAT-7]

RENRHDET] LWVIAYE=UNR2000 7L BIZRRINDIENDHY £,

£ Some commands may have made changes to the running config Write to Disk  Dismiss

[T 4 AT ~DEZIAHR (WritetoDisk) 1227V v 7 95L, Zoa~vwr Rk Tx
DNFEEL, FTa 74 Xal—2arOFODMOEENT AL ADAZ— KT v
MERICRAF S IVE T,

[V iHd (Dismiss) |27 Vw27 45L, AvE—URRVHEESNET,
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EZEL T |

CLl ¥/ OMiRLE

FIE

AT T1
ATy T2
ATvT3
ATvT4
ATvT5
ATvT6
ATvI1
ATvT8
ATv79

=P —EFDO CLI ¥ 0 ITRETEETN, VAT AERO~YZ 2 IfFETEEHA, CLI
~ I ERETDHE, TRTDOSSHT AL AT 7 ulNBHEINET, ~7 alZFEEDnT N
A AEEOLDOTIEH Y £H A,

FERONRA L TRoFAVTFATNAREZI Y w7 LET,
[TAARETmr ) v LET,

YR T NAARATOETH ) v LET,

TN AR ET,

[~ FIA A H—7=xAA (Command Line Interface) (%27 U v 7 LET,
T o2 — P —ER~ 7 n 2RI L £,

I UTNVORET A 2% Y v LET,

[~ 7 o DfFEsE (Edit Macro) | ¥ A 727Ky 7 ATCLI~Z7 a%fmELET,
[RFF (Save) 1227V v 7 LET,

CLI =7 vu DFEITHIECHOWTIL, ICLI~Z7 n0DET) #ZRL T EE N,

CLl ¥~ Om#Ikx

FIE

ATvT1
ATy T2
ATvT3
ATvT4
ATvT5
ATvT6
ATvI1
ATvT8

=P —EFD CLI~7 2 FTHIBRTE TN, VAT AERDO~Z 2 FHIBRTE £HA, CLI
~7uaZllBRT5E. TRTOTAAL AT aPNHIRENETT, 7 2 IBEEDT /A A
BOLOTIEHD A,

FERONRA o TRoFAVTFATNAREZ7 Y w7 LET,
[THAARET27Y) v 7 LET,

YR T NAARATOET o) v LET,

TN AR ET,

[~ FIA A H—7xAA (Command Line Interface) | %27 U v 7 LET,
HIBRY 52— —EF CLI v 7 B 28R L £,

CLIZu I\ VDAIR[TAareaz7 ) v LET,
CLI~ZuZHllrd 52 L 2R LET,
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Cisco Security Cloud Control [Z& % SSH 7/31 RDEE |
. Security Cloud Control CLI 27 > KD#ERD T H RAR— k

Security Cloud Control CLI < > FDFERED T Y X7R— k

AL RTa TN, AETIEROT AL ATRITENTZCLI a2~ > ROfERZ a v~ XY)
DAE (esv) 77 AMITr AR— LT, LBEISCTHERE 7 4 L2 ) 2 7B LA~
ZHIENTEET, H—OT NS RAEIEIZEOT A ADCLIFERE —EIZ= 7 AFR— h
TEET, T AR—FEINEERIZIE, KOLOBREENET,

o T RA A
« HAF

. A
s 2w K

<

CLLa<T Y FOEROI YV RAR—F

av U R4V RUTHEITLEa~y FOREREE csv 77 ANV AR— N TEET,
FE

ATV T EONRL L THEFaUTATNAREZ7 ) v 7 LET,

RTYT2 [THAR BT E7 ) w7 LET,

ATV T3 WYIRTNAAZATOE TRV w7 LET,

ATYT4 1 DETTEEROT A A BIRL TS FA FLET,

RT9TE THRAAD[T/NA AT 73 (Device Actions) | A T, > [a~2 KT A H—
7 = A A (Command Line Interface) |27 Vv 7 LET,

ATYT6 [~ KT A H—7 x4 A (CommandLineInterface) ]34 > CTa~r RE AL, [i%
f& (Send) 1227V v 7 LTT A ARIZED £,

¥

AFvTT ABESNEawy ROY 4 v RYOEHIT, =7 2K~ k7142 @ 220927 LET,

ATYT8 csv 7 7 A NMTONY T WARTEAIT, 77 A 0E20—hLT7 7 A VY AT LRFE L F
T, esv7 AN EDa~vy R EHRARDLIGE, TXTOBAZEML T, 2~ ROT
RTCOFEREFRLET,

CLUY /7 ODHEEDTHY AHKR—F

av U R4 RUTEITEN Y7 e DR A2/ AR —FCTExEJ, ROTFIET, 1 °F
TPIFEEOT AL A TETEINTZCLIF 7 2 DFER%E csv 77 A M7 ZAR—FLET,
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FIE

ATv 1
ATvT72
ATv73
RTvTa
ATvTH

ATvT6
ATy 17

ATvT8
ATvT9

cwazy rEEnzy 2K~ [

FDORA o TCEFa)TATNAREZT Y v 7 LET,

[(THAA R 2T %27 w7 LET,

WY T NARZA T DL T % ) w7 LET,

1 DFERTEEDOT NA AZBIRL TN T4 N LET,

TINAAD [T/ AT 723 (Device Actions) | XA T, > [AVY RTA A H—
7 = A A (Command Line Interface) | %27 U v 27 LE T,

CLI 7 > RODEMO~NA 2T, CLIVZ BOBRUCAY 27T B REBRLET,

T AR— T H~vruaavr Rer )y LET, @R 7 A—2% AL, [i5E (Send) ]
27V v LET,

¥

ANENTa~y ROY 4 v Rookilc, =7 28— r7142r @ 22097 LES,

sV 7 7 AT LT WARTET, 77 A VEa— DN T 7 ANV AT DIRFLE

T, esvZ 7 AN EDavwy N EHGEARDGE, T XTOERALEZREBALTC, <~ FoT
RCOEREPFRLET,

CLlav > FEEODI Y AR—F

FIE

ATy
ATvT2
ATvT3
ATvT4
ATvTh

ATvT6

ATy FT17

WOFEZERA LT, 1 DEITHEEDOT S, ZAD CLLEREE csv 7 7 A M7 AKR—F L
F7,

MO TEXa2YTATNARE7 Y v 7 LET,
[THAR B2 TH7 V7 LET,

WU T NAREATDET 5T ) v LET,

| DETNTEEDOT NA AZBEIRL TN T4 FLET,

THNAAD[TIA AT 73 (DeviceActions) XA T, [> A~y RIAf A H—Tx
4 A (> Command Line Interface) ] %727 UV v 7 LET,

BIE~A U E RS TOARVEAIE, [ (Clock) 1742 @ %21 v LCREE
L/\gi‘g—o

A EREa<y ROy 4 RUofAfT, =7 28— 71av © %2007 LT,
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Cisco Security Cloud Control [Z& % SSH 7/31 RDEE |
B cu<soovzrezszk—res

ATYT8 csv 7 7 A NMTONORTWARTEMIT, 77 A0 —hL T 7 A VAT LR LE
T, esvZ7 7 AN EDavwy N EHEARDEGE, T XTOEALEZREMLTC, a2 FoT
RTOEREFR R LET,

BEE#R -
» Security Cloud Control 2~ > K7 A > A o F—T 2 A A (134 X—2)
s FHla~y RO CLL < 7 v DOFER
« CLI v 7 v OHIBR
« CLI v 7 1 Otk
« CLI v 7 1 DT

e —fEavw L NI A B —T A A

CU®YBADIVAETVAR—FT S

O R4V RUTEITEIN~ 7 0DRE 2 AR— N TCEFET, ROTFNET, 1 2F72
ITEE DT NRA ADCLI~vZ 2% csv 7 7 AT ZAR—FLET,

FIE

AT TN EMORSL o THEXaTFATNAREZ7 ) v 7 LET,

ATV T2 [TRAREZT %7V w7 LET,

RTY T3 WYIRTNAAZATOE TRV v LET,

AT T4 | DENTEEOT NS, ZAEERL T T4 FLET,

ARTFYTE TRAAD[TNRNAAT 73 ar]_( T, > avr Ko7, H—7 x4 A (> Command
Line Interface) |27 U v 7 LET,

RFYT6 CLI 7 12 RYDEMD~AA LT, CLIVZ BOBRICAD 27T BN A RN L ET,

RT9 Tl 2V AR—b T hH~vrmavy Rer )y s LET, @R/ 7 A—2% AL, [#F (Send) ]
7V v LET,

¥

AT T8 ANENT-a~r FOT 4 RUDOHBIT, =7 AR— T A a3 © %ry v 7 LET,
ATYTY csv 7 7 A NMTONY T WARTEMIT, 77 A0 —hLT7 7 A VAT ARFELE
S

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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FrqzgezEonT i

TINA RAEBELEEIZDIVT

TNA A BB B 72912, Security Cloud Control (%, T /3 AOEED A —%ME DT —
B R—= 2T TDHENH Y £9, Security Cloud Control 1, FHXRT NA ANLEREE

[FeAD) &&, TAALARED A —%ER L, £ ZRFLE T, Security Cloud Control
DRANCT S ZADRED 2 B — % Gt il TIRIET 2 D1, 73 ANEAKREfF S o & &
T9, U OBREOLYIC, SEIERENITNC TREL AR 77,

o [EEOfEFHE (Discard Changes) ]: D7 7 v a U, T ADREAT — X AN R
R OLAICHEHTEET, RAMORRETIZ, 7/ ADOBREITxTT 52 H S Security
Cloud Control TIREIZ R > TWET, ZOA T v a v a2lT25L, RETOTRTO
EEEZRMOETZENTEET, RETOLFEITHIFRE L, Security Cloud Control (X5% &
DA —%T A RAMRHFEENTOWIRED AL —T EEX LET,

[ZHDOFfeRR (Check for Changes) ]: D7 7 v a E, T3 ADREAT — X AWHE
WEHLOGEIHEHTE£T, [ZEHEOMR (Checking for Changes) 147 U v 735 &,
Security Cloud Control (X, 7 /3 ZADRED AL —% | T /3A ZANRMF STV DRED
A= LT A XD R LET, EW D H DA Security Cloud Control (X7 /31 A
IRESN TS I E—TEDT AL ZADFRED A =2 T 1T E#EE LET,

[Bi 5 OMERE (Review Conflict) ] & [ E = —72 L THAF (Accept Without Review) ]: 7 /3
A AT [HEE M (Conflict Detection) | ZH%hZ3 % & Security Cloud Control {37 /34 A
W2 BNTEBREDET A2 104 T L 12F = v 7 LET, https://docs.defenseorchestrator.com/
Welcome to Cisco Defense Orchestrator/Basics of Cisco Defense Orchestrator/Synchronizing
Configurations_Between Defense Orchestrator_and Device/0010_Conflict Detection7 /34 A |Z
RAFSILTNDORED 2 B —NEE IN7-5E . Security Cloud Control 1% T3Hi& 23 1 S
NELL] LWOREAT —F RAE2FR L THEMLET,

» LA OHERS (Review Conflict) | : [BiA DS (Review Conflict) 127 U v 735 L.
TNAATHETONTEER 2R L, TNUOEZTANDDELRT 50 ERINTE
ESc AN

[ E=2—72 L THFE (Accept Without Review) ] : Z D7 7 /3 2K Y, Security
Cloud Control 73,0, T /3A ADHERKD 2 B =3, T /34 ATRIF SN TV HHERD
HOa e —TEEX I FE T, Security Cloud Control Tix, EEXT 7 v a &%
ITT RN, RO 2 SO a bt —DEVEHERT DX IROONEFA,

[TRTHEAEY (Read All) ] @ ZHUE—FEEIETT . (LEDOREICH 2EHOT A A%
WU, [TRTEAIY (ReadAll) 1% 7 U w2 LT, Security Cloud Control IZfR{F S 41T 5
TRCOTNA ADFREE, T3 AMRFENTVWEHRET EEEXTEET,

« [EE DR (Deploy Changes) |: 7 /3 ADOREIZEEL AN Z 5 & Security Cloud Control
TiX, MATEEEPREO A E—IIREINET, ZhHOERIL, 731 RZEH S
% & C Security Cloud Control T MRE | SN TWET, 731 AOREICEERH Y, £
R T NA R SN TW WA 73 AR FEIFIEACREEIZ 72 0 57,

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .


https://docs.defenseorchestrator.com/Welcome_to_Cisco_Defense_Orchestrator/Basics_of_Cisco_Defense_Orchestrator/Synchronizing_Configurations_Between_Defense_Orchestrator_and_Device/0010_Conflict_Detection
https://docs.defenseorchestrator.com/Welcome_to_Cisco_Defense_Orchestrator/Basics_of_Cisco_Defense_Orchestrator/Synchronizing_Configurations_Between_Defense_Orchestrator_and_Device/0010_Conflict_Detection
https://docs.defenseorchestrator.com/Welcome_to_Cisco_Defense_Orchestrator/Basics_of_Cisco_Defense_Orchestrator/Synchronizing_Configurations_Between_Defense_Orchestrator_and_Device/0010_Conflict_Detection

Cisco Security Cloud Control [Z & % SSH T/3f ADEIE |
B o7 s 2zznmany

AP ORELETIL, T A AZWAT LRy NT—F 8T 7 4o 7 I3 EBLER A,
ZZH X, Security Cloud Control 237 /3o AP L 72D B A IF L E 7, Security
Cloud Control 237 /3 A DR EICEE L BT 5 &, BHEINTZREDERZDHN LEHEX
ENFET, T30 RARTFENTWDIERT 7 AV 2kE EEXTHZ L1130 £HA,
JEBIX. 1 2OT A R LCHtAT 22 & b, HEOT /A A2k L CRIFFICBRAET
HIEbTEET,

o [TXCHEE (Discard All) 1%, [V E=— L THEBR.. (Preview and Deploy..) ] %7 U v
I LTIERICOBERTE 247 a T, . [ a— L TR (PreviewandDeploy) ]
#27 Vw273 2%&, Security Cloud Control TIREAFIDZER D7 L ' 2 —7)3 Security Cloud
Control [IZF/RENFE T, [TRTHEHE (DiscardAll) 1227V v 27 35E, EFOTT
DZEF DS Security Cloud Control 2> HHIBR S dv, BIR U727 /S R/ R S AL EH
ho RO [EHLOMFHE (Discard Changes) | & I13#£7e 0 | (REFOLEEZHIBRT D & #4E
BT LET,

FTARTDT/NA REEDFRAIRY

Security Cloud Control DAMIBIZ &> 2 7 /314 ADFRENEE 172554 . Security Cloud Control |
RIFESNTWVDT N, ZADOREEL . YT A ZAOREDO T — T L a B —F[F L TiEe72b
£7, %< DA, Security Cloud Control (28 5T /34 ADFED 2 ' —% T /A ATRF S
NTVWHIRETEEXLT, REZHOFLICLIEWEE X T, [TXTHAIDY (Read
Al) 1V 7 Z2EHLT, £ DF AL ATIDHE AT ZRIFHZFEITTEET,

Security Cloud Control (Z X 57 /34 AFKED 2 DD 2 B —DEFEHRFIEOFEM>WTIX, 5
N AREETIZONT] 2L T 2SN,

[TRTHEEARY (ReadAll) 1% 7 U v 7 L7I=BA 12, Security Cloud Control (28> 2 7 /3 A A D
REDAL—NTNA ZORED AL —TLEEIND I OOREAT —F AHWITRLE
RS

AR (Conflict Detected) | : BEAMHNAENZ72 > TV 5HH5A . Security Cloud Control
T REMASNTELIZONT, BEHT L7 A 22100 T LR =0 7 LET,
Security Cloud Control 237 /S A A DFERENEL INT-Z L MM L7=5E . Security Cloud
Control |7 /34 2D [EAHH (Conflict Detected) | X EAT —H A& F R LET,

« [[FI¥] (Synced) ]1: 7 /34 AN [ (Synced) JIREEDIZEIZ, [T X3 TiHAHY (Read
All) 127 Y v 27 92%&, Security Cloud Control |3 2T A A& F = v/ LT, &RE
WCEHBEEEDMZ BT WANE I AW LET, [TXTaiAHY (Read All) ] %7
Vw745 &, Security Cloud Control |£7 /34 ADEHED A —% EEXT 5 & 2R
L. #Z®D%% Security Cloud Control 78 F#E X 23T L 7,

* [FERIH (Not Synced) ]: 7734 A2 [FEFH] (Not Synced) RREDHEIT, [T TReH
HY (Read All) 1%7 VU w7925 &, Security Cloud Control %, Security Cloud Control %
EH LT A ZADOREICH T 2HRHAFTOEERNSDHZ L BEIOR[TNTHAEY  (Read
All) 1 BAEZRATT 2 LR OZEERHIBR S AL TH 5, Security Cloud Control {2 % 3%
EDAL—NT AL A LEORETEHEEINDZLE2BELET, Z0O [T XTHARDY

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE



I Cisco Security Cloud Control [Z & % SSH T/31 ADEIE

FIE

&
ATy T2
ATvT3
ATvT4
ATy TH

ATvT6
ATy 17

ATy T8

ATvT9

Cisco 10S F7=1% SSH A\ 5 Security Cloud Control ~DZEFE DA Y .

(Read All) ]1E. [EHOMEZE (Discard Changes) | & RIERICHERE L £3°, EZLH O
(157 =—2)

EMONA L THEFaYTATNARE22 ) v 7 LET,

[(THAA R B T2 ) v 7 LET,

WY T NA AR TDETH7 Y v LET,

(EE) BEr 7 TZO—FET 72 a VORREBRICHNTE D L o0, BREREHZE
AL ET,

Security Cloud Control Z fR1F3 2% E DT /A A& #IR L £J, Security Cloud Control TlE, %
RUTZTRCOTAA RACEATELT 7 v arDa~vy RREZ VORISR D Z L ICHEE
LTL7EEN,

[TRTHEAEYD (ReadAll) 127V v 7 LET,

BIR L7127 3 2N T2, Security Cloud Control TRREZL N AT —T 7 S
TW5 56, Security Cloud Control |54 &R L, RED—FhEat A 77 v a U &HITT
LME IR LNES, [TXTHEAIRY (ReadAll) 127 U v 27 LTHATLET,

RED [TXTHAIY  (Read All) ] BAEDEATIRILIZ- DUV TIE, Security Cloud Control T?

TarvDE=ZY TR LET, AREREOE L DT 7 a ORI E TITRBICET S

#ﬁ%%ﬁ?éﬁA I, HEO[LE2— Review) (V7% 27U v r45E, [Ya~ (Jobs) ]
IZ#E L E 9, Security Cloud Control THOY a 7 DE=X U7 (177 _X—)

wﬁ)ﬁix%?NW%ﬁﬁbf77?47mbt BT, MOBRTEEEEZE LTI DA R
WCBEAT T 72X D iz, BT 7”VV%7,W?LT<7L§W

BAE R TR
. 7‘/\/]) X‘&E%Eﬁ:ob\f
B AL UL E S

BIE 28 B D ERE

Cisco 10S & 7=[% SSH /5 Security Cloud Control ~MDZE &

I:IJLJ’“HR L)

Cisco 10S F721% SSH 7 /354 A ZEBET % 7212, Security Cloud Control 1%, 7 /34 A DK

T7ANDAL—%MEA THRIFL TWARENRSH Y F£9°, Security Cloud Control 23 AT T /3
A ADKERR T 7 ANV DA —ZGAHH > TRIFTHDIE, TAARF Y AR— &z & T
9, Z D%, Security Cloud Control |X, T /34 ANLDREET = v/ THEXIT, T/NA A
DR 7 7 AN DA —2EfG L, MEOT —F_X—=2RFL TV DR T 7 A LD a e’ —

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .



Cisco Security Cloud Control [Z& % SSH 7/31 RDEE |
B <coFrzxozEzEOITLEL—LEM

EETIZONWT] 2R LTLEX

R

ZEEZEESLEYS, GO VWTE, 7230 X
Wy,

Security Cloud Control M4} C Cisco I0S F721% SSH 7 /34 ACHEBEMZ N A R 2Rt
DHEOFEMZONTIE, RELAEOMGR] #ZML T 7EI0,

Security Cloud Control CBA%A L72 % D 10S F 7213 SSH 7 /3 A A B L TV W EREA T 4
[TEICRT ) FEOFHMICOWTIE,  TRIELEOKE] 2L TIZE0,

> — N = O »
TARTDTNARADETEEED T LE 21— & ER
FF N EOTFAAL ANHEREEZINZ - DD, FOEEAZEFREE L TWARWESIZ,

Security Cloud Control (/BRI 7 A =22 & WALV PEDO Ry MR L TEMLEYT, Zh
OOEEDOEEEZTHT A AL, [T 3 AL P —E R (Devices and Services) | ~<—
12 [FE[MEH] (Not Synced) | DAT —Z ANRFREINET, B (Deploy) 127V v 735
L RETOEERDH DT NA REHER L, TILODT NA AELERHTEET,

N

GE) EBLOEEZITOHLVEDM £721XFID Xy NV —2 47 V=7 NERIEIINV—T Tk
2. Security Cloud Control (. Security Cloud Control {Z & > TEHINDTXTHO 471
A Management Center|Zxf L CZD_X— Iz U ZER L E9,

ZORBEGEZ, YR—- STV TRTOT A ATHATE LT,

CORBEFEEMFHALTC, B—OERAELZREETI L, FEL CTEROEFE 2 —EILR
BT5Z¢bTExES,

FIE

by

ATy F1 D4 ET[F7aA (Deploy) 17422 &0 220 97 LET,

AT9T2 BETIEREND LT A ALBRLET, TA AZEHAD=ZADEE~—27 BHNTND
o, TOT AL ACETLEZRAT D 2L TEERA, HEADZADEE~Y—7ICv T R %
BOEDLE, TOT AL AEELREATERWERAMRE TEET,

RT9T3 (A7vay) RETOERICET 2EMEREFRT 2541, FERREREr 7 2RR
(View Detailed Changelog) 1V > 27 %27 U v 27 LT, ZOETICEEMT ON-ETa 7 %
=F9, BB (Deploy) | 742270 7 LT, [(REFOEENRSHDT /NA A (Devices
with Pending Changes) ]~X—IZREY £7°,

ATy Fa (AT ay) REPOEFENRS DT /SA A (Devices with Pending Changes) | ~<— ¥ % i
T, BREZBH T 2ZEHEREH L £,

ATv TS5 [T <R (DeployNow) 27 U w7 LT, BRLIZT NS RS TSEELZRBELET,
[a7 Jobs) ] NLAD[T 7T 477 a7 (Activejobs) | A > U — X IZHEITIRIL N TR
RENET,
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—

T /\

FIE

71 zaeo—EZER [

ATvT6 (F7vay) BEMNET LS, Security Cloud Control 7B/ — 3 > 3—D[¥ a7 (Jobs) ]
Vw7 LET, BRORKREZ ™I HRIED EHEOREEH (Deploy Changes) | ¥ = 72 &R
INET,

ATY T EREY 72 ATV EER L, ZRUCBEM T 2R ERE R RWEEIE. Tha s V7 LE
R

RDEARY
« AV a— /L E N BEYEEIZOWT

N ARTED—EER

HHAT Y/ PERET DY LTEEDT AL RCET M2 56, B2 53R

RAT9T1 EOSRAL o TEFIVTATNAREZ7 Vv 7 LET,

RT9T2 [THRAR 2T %) w7 LET,

ATV T3 WERTNARZAT DR TRV w7 LET,

AT 74 Security Cloud Control CXEEZEE L1=, T XTHOT A AEEIRLET, ZHDHDT /A A
X, TREM) AT =2 ARERINTWDIETTT,

ATYTE RONWTNNLOFIEEZHEHRL T, BELXZERLET,

CHEOA b s Eo K E ks 5y LT, (RRROETRD 7 X (Devices with
Pending Changes) |V 4 &~ RUZFRLET, JHUTKY | BIRLEET A X EOREH
DOELERHT HANMERT LI ENTEET, BEAREMTHIZIE 5T <ER (Deploy
Now) | %7 Vv 7 LET,

GE)

(REEH DL & DT 7314 A (Devices with Pending Changes) | Hi[fi C7 /31 A DREIZ 35
BOEE=MERERINTVDIGE, ZOT AL ACEELZRATHZ LI TEEY
hvo DT NA ZNTER R TE p0 BB 2 HEET 21213, BE=AFK0O LIty 2
A=Y NVaBEEET,

o FEMEASA T [TRTER (Deploy All) 12227V v 7 LET, T XTOELELMRL,
[OK] %27 Vw2 LET, —HEREEIT, ZEE2HEETICT ICHBLET,

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .



Cisco Security Cloud Control [Z& % SSH 7/31 RDEE |
B <ro2—rsnrasmmzonT

ATv76 (LE) Fer—var"—o[Ya7 (Jobs) 174 :r‘/- #27 Uy 7 LT, —HERHD
EREFRTFLET,

ATa—)ILESn=-BEEHICOWNT

Security Cloud Control Z {3 % &, CDO W EHT 5 1 DLL EDOT A ZADORAEZZEH L, #
BOINWIA I T TENEDTNA ACELEZERT DL IR V2=V TEET,

[BXE (Settings) ] X—T D [T+ MEZE (Tenant Settings) | ¥ 7 C HENEMAZ A7 a—b
TLF T arEANcT s (53 X—2) ZLIHEEOHR, BRZAZY 2 — NV TEET,
OFTvarEREMNITHE, BEAS Y 2 — VEERK, RE, HIFRTEET, EBEREAT
Y2 — /I X > T, Security Cloud Control (ZfR(FS N2 T N TD AT =20 FHEHDIEFN,
RELTZARFIZEEEINET, [YVaT]X—Uhn, BEAZF Y2 -1 2RrB X OHIRT S
ZLHTEET,

Security Cloud Control |27 /3 A AFKEZE LI DOWNWTT N RTEHEEENMZ bATSHE. £
DFEDVRIND LT, BEAF Va—MEAXy 7ENET, [PaF (Jobs) 1X—VIC
I, ATV a— Vv ESNTERERAPKI LA Vv AZ AR BRI NET, [BEERZ X7
Va— VT BEF TV a rERMNIT S (Enable the Option to Schedule Automatic Deployments) ]
EATICTHE, ATV a— SN TXTORMBEIRISNET,

A

FE O EKOT AL AOH LWEBEAY D a— L L, FNEDOT AL ZAO—ERIZ R R A 7
Ta— LENTWAEES., BMEORERAZ Y a— RN FHLWEHAYr Va2 — L TLEEXINE
‘a‘o

tl

\)

GE) BRI a2—NEERTAE, AT T a—UUIT AL ADX A L — 2 Tlidie < BLHER©
fER S E T, BEAZ Y 2—Uid, Y~—F A JIEDLE THEBRICHE I N E T A,

BEIRFEADR 71—

BERAAT Y a—E, B—DA X MERITRV IR LATONDA N MITHZENTEE
9, MR LTS BEIERIX, BV IRULITONDREME A T AHMIcE b 5720
DOAFR| 22 71ETT, ROFNEICHE - T, B—DF A R LTLREIRY T340 K LiTh
NHRHE A 2—L LET,

)

GE)  BFEORBEANATZ Y 2— L ENTWET AL ZA~DRHZ AV 2a—L15E, LAY
Va— NV ENEEICL > THRGFOREMN EEXINET,
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FIE

AT

FIE

ATv 1
ATvT72
ATv73
RTvTa
ATvTH

ATvT6

ATy T1

2rva—nant-ERoRE ]

FROSRA L TCoFaVTATNARE7 ) w7 LET,

[T AR 2T %70y LET,

WENR T NA REATDET %) v LET,

1 DU EDTNA ZZ R ET,

[T 734 ZADFEH (Device Details) ] %A > C, [A7 ¥V 2— /L S7=JER ( Scheduled
Deployments) | % 7 % H2FC, [A7 Y =—/L (Schedule) 127V 27 LET,
JRBRZWOEITT D @RINL £,

« 1 [EIRR Y ORBIDOZAIX, [1EIFRY (Onceon) 147> ar a7 Vv LT, L F—
ANSNEE R el i 557 Brag 7N D= S

<R DOR LR 2561, B (Bvery) 1 A7 varvas Yy LEY, HIZ1IELEHE
(Z1EOWFNNORIAZER TS £4, REAZETTLMEH (Day) ]& [F4] (Time) ]
ZIEIRLET,

[fRTF (Save) 1227 U w7 LET,

Vai—IIEnh-BROERSE

ATv T
ATvT2
ATvT3
ATvT4
RATvTH

ATvT6
ATy 17

AV a— Vv ENTRIAZWMET 21213, ROFIMEICHENET,

FERORAL o TEFa2)TATNAREZ7 Vv 7 LET,
[TARET 27D w7 LET,

WU T NAREATDET 5T ) v LET,

1 DL EDTNA R BRI ET,

[T 34 ADFEH (Device Details) |4 > T, [A7 ¥V 2—/L &7z JEB] ( Scheduled
Deployments) | % 7 & &2 T, [fatk (Edit) 1227 Vv 7 LET,

s

ARV 2= ESNTCRAOBR D E LB, Aff, 23R e kE L £,
[PrfF (Save) 127 U v 7 LET,
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Cisco Security Cloud Control [Z& % SSH 7/31 RDEE |

B x7o2—ranr-rroun

AT

FIE

ﬂIIII

FIE

Va—lEn-BRDAIR

AV a— v SN ZHIFRT 51213, ROFIMEICHENET,

\}

GCE) BEOT A ADREREZATZ Y 2=V LThb, —8DOT A ZADAF Y a—NVEERETIX

ATy T

IR L7-A1T. Y OF AL ZADITED A Y a— L SN REMAER SN E T,

FERORA o THEFaVTATNARE7 Y v 7 LET,

RTYT2 [THRAR X T %7 w7 LET,

ATV T3 WYUIRTNNAAZATOE TRV w7 LET,

ATV T8 1 DU LEOT A ZAERIRLET,

ATY TS [T/34 ZADOFEM (Device Details) ] XA > T, [A7 Y a—/LI7- BB ( Scheduled

\
4

ATvT1
ATvT2
ATvT3
ATvT4

Deployments) | % 7 % R2iF T, [HIFR (Delete) |8 227 U v 7 LET,

RDRERY
o TNA AFRELEFNZHONT
e TRTDOTFT NN, ZAREDHTHAEY (150 2—)

cFTARTOTF N, ZADRELEDT L E 2 — LR (152 ~—)

TELZEDIER

[ZEH OHERR (Check for Changes) [ %7 U w7 LT, T3 ADKENT A AL CHEBEAT
STV DD, Security Cloud Control IZPRIF SNV TWORED I E— LB S5 TNHNE H M
PR LET, ZOFT 7T aid, T AN[E# (Synced) PREED & X ICERREINET,

KRz MGBT 2120, ROFNHZETLET,

FERORA o THEFaVTATNAREZ7 Y v 7 LET,

[TNHA R 2 TH27Y 7 LET,

WORTNAAZATDETH I ) w7 LET,

RENT A AL CEBEERE SN AREMEDNH D57 A A2 BN £,
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grrzonz [

ATw 75 LMo [[FEH (Synced) ]34 > T [ZEHE DM (Check for Changes) %27V v 27 L£7,
ATYT6 WOBMEL, 710 A Ko TETRRY 7,

« TR ZADPE ., TNAA ADBREICEENH>T25E. WOA ve—URERENFET,

Reading the policy from the device. If there are active deployments on the device,

reading will start after they are finished.

[OK] %27 U7 LT, fe~itiBrEzT, 754 AOFKE T, Security Cloud Control {2
FENTWHHREN EEEXSINET,

cBEE XY BT DI, [y (Cancel) 1227 Y v 7 LET,

* SSH 5 /34 ZADGE -

1. RSN 2 oOREXHE LET, [H1T (Continue) 1 %27 U v LET, &ERICFEH
SNf=T/34 RERE (Last Known Device Configuration) &9 7LD ZERE L,
Security Cloud Control IZfRTF SN TW AR ETT, [7 /31 AT (Found onDevice) | &
W T UL DA WTZEREIEL, ASA IZIRTEEN TV D RETT,

2. WOWTIPERRLET,

1. [EA (Reject) 1: 77 MATANY RERZEAS LT, [HEZICHEERSNLIZT A A%
7€ (Last Known Device Configuration) | Z#EFFL £,

2. [KF (Accept) 1: 77 MAT /N REEZ KGR L T, Security Cloud Control IZfR1F &
NTNWDET AL ZADREE, TAAATRODST-RETLEEX LET,

3. [#i1T (Continue) 1 %7V v LET,

ELEEDHE
Security Cloud Control é”ﬁ)ﬂ LCT A ZAOMHERITINZ 72, B I TV RVERZEE O3~
T% [RIZET ) HBEE. [EEOMEE (Discard Changes) [ %7 Y v 7 LET, [EFEOMKIE
(Discard Changes) ] 75:7 U w7945 &, Security Cloud Control |%, 7 /34 AIZRFESN TS
RERL T A ZADOME. DO a0 —H )L a v —Z2 5l FEX LET,

[ZE R OfifH#E (DiscardChanges) %27 U v 735 & T3 AR AT — & AL [FEFR (Not

Synced) [IRRBIZ72 Y £9, BRZMHET 25 & Security Cloud Control O D = & —%, 7

INA A OO 2 e — LR L1272V . Security Cloud Control DA A T — % A 13 [[RIHH 7
(Synced) 1Y £,

TNA ZDRE SN TORUVHERERE DT R TEWET S (DFV [EIZET ) ) IZiE. ko
FIEZFTLETS

DH
\
¢
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Cisco Security Cloud Control [Z& % SSH 7/31 RDEE |

B = zxo7ort710rzE

FIE

—

RT9T1 EOSRAL o TEFIVTATNARE7 V) v 7 LET,

RTFVT2 [THRARETH7 Vw7 LET,

ATV T3 WURT A REATDET %) v LET,

ATV T4 EREREFEITHOT A A BN L ET,

ATv T AR [RFEH (Not Synced) |31 > T [EEDAHE (Discard Changes) | %7 U v 7 LET,

« FDM (2 X 2B H 734 2041, Security Cloud Control © [Security Cloud Control -
RAPOERIIWIEZ I, Z DT A ZIZEHT 5 Security Cloud Control #5513, 7 /31 A

FOBEFATHOMRICE #2531 F T (Pending changes on CDO will be discarded and
the CDO configuration for this device will be replaced with the configuration currently running on

the device) | EWIHEERA v —UNRREINET, [T (Continue) %7 U v 7 LT
EEEWHFELET,

» Meraki 7 /31 A DA 11X, Security Cloud Control TEFE AT IZHIBRS N E T,

« AWS 731 ZD 41X, Security Cloud Control THIFREL L9 & L TWA L ORERINE
9, [FETD (Accept) | £/ [Fv &AL (Cancel) 1227V v 7 LET,

TINARADT O A TN FEE

T RNAT N REHE L X, Security Cloud Control % FHE912T7 S A L CHEBATONZE
WEELET, 7V MA TN REFIL, SSHEHA T L TT A ADavw R I4y A v
2 —T7 A A%EMMH LT, £720%. ASA DA 13 Adaptive Security Device Manager (ASDM) |

FDM (2 L 28 73 AD4A1E FDM, A4 > 7 L 2 A Firewall Management Center = — % —

A B —T 2 A A D F 7 L I A Firewall Management Center 72 & D H— I L~ —T ¥ &
FEHLTITHY ZEMTEES, 77 MAT AN REREIZE Y, Security Cloud Control [ 247
NTWDTNA ZDRE LT A ABRIRFSNTVDORIE L DM THHEVPEELET,

FINARTDT I bA TN FEEDRE

ASA, FDMIZ X 5B 7 /314 A, CiscolOS 7 /31 A, F721X 4> 7 L I X Firewall Management
Center (Z%f L THEAMHBN AN 72 > TV DA, Security Cloud Control (% 10 43 Z & 2T /3 A
A% F x w7 L, Security Cloud Control DN TT /31 ADFKEIEBENMNZ DT HiT= e H
R LET,

Security Cloud Control (%, Security Cloud Control [Zf&1F AL TWRWNT /XA ADFREITKTT HE
EaRH L-SE . ZOF S, AD [REAT —H4 A (Configuration Status) | % [B5EHiH
(Conflict Detected) ]JIRFEIZET L £,

Security Cloud Control 238t & Z i L7286, RO 2 SDORENZ X LN ET,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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Security Cloud Control & 7/3f A DHRE RT3 .

« Security Cloud Control D7 — & _— 2 |ZRAF SAVTWRWERIEE LD, T /31 AIZEHN
ZHNTWET,

« FDM I X BB 731 ADHA, FDMIC L DEH 7510 AR S Cndeny TR
) OREEEND D AR H Y T,

« 47 L X X Firewall Management Center D337, 72 & 2L, Security Cloud Control & ?DIF]
HIDMREE 3T B Security Cloud Control DAMEE TITHOiL 7= A H R, 42 7 L X A Firewall
Management Center ~ J& B 23 S 41TV 5 Security Cloud Control T{THONTZEE R H 5
AIREMED B VD E T,

Security Cloud Control & T/31 ARIDHREZREIT 5

REDFHEIZONT

[E%= VT 47 /34 A& (Security Devices) | X— T, T4 AL IZH—EADAT —H A
2 [[EHAE A (Synced) ]. [EFHH (Not Synced) ]. /=i [BE&M i (Conflict Detected) ]IZ
2o TWHZ ENRHY F9, Security Cloud Control Zffi f L TEELT 54> 7 L I X Firewall
Management Center D A7 — ¥ A& fERT 511X, [V—ILEHP—E X (Tools & Services) ]>
[Firewall Management Center] (ZBE) L £7°,

o T3 AN [[RIFAFE # (Synced) |1 D56, Security Cloud Control DFXIE &, T /34 A1 —
HIARIEEN TWAREIZF LT,

o« FINA AN [R[F1HA (Not Synced) ] DBE Security Cloud Control IR FE SN ENE
HEI, T A2 — IR GFESIVTW AR E & 13872 > TWE 9, Security Cloud
Control 2357 /34 AZAERH Z ERE$ % & Security Cloud Control D/3N—3 = NZ—E T %
LT A AOBREPERESNET,

« Security Cloud Control D TTF /N4 ZITMA BINT-EFIZ, PO RA TN FOEE L
AT E T, T ZADOBEARIHBEN /> TODGE, TV AT N ROEEMRTT
bivd &, T ADAT —Z AN AP S4UE L7z (Conflict Detected) 1122541
F9, TURNET N ROEREZIF AILD & Security Cloud Control DFEEMNT /34 A
DREELE—HTDHEIICERINET,

AR NENT 72> T DA Security Cloud Control 137 7 4 /v h DR TT /3 A A% KR—
U > 7" LT, Security Cloud Control D/MHBTT /A ZADRERRAE T ST E 9 v a il L £
T, BEIMTbN=Z & &K 5 &, Security Cloud Control (X7 /34 A DERAT — X A %
(A (Conflict Detected) ] IZZA® LE9, Security Cloud Control D/EETT /34 AIZH %
BNIEFIL, [T RET R RO BREEFFINET,

Security Cloud Control (Z & - THB I LTV 5 A7 L I X Firewall Management Center C, A
TV T ENTEERERNHY . T AN REM (Not Synced) IRFEDHE . Security Cloud
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Cisco Security Cloud Control [Z& % SSH 7/31 RDEE |

Control |7 /3A ZADHR—Y 7 ZAF1E L TEHE 2R L £ 3, Security Cloud Control & 0 [F]#]
DMEH Z 4TV b Security Cloud Control OAMHTIT L7288 & 4> 7 L I A Management
Center ~O BB R ST % Security Cloud Control T{THOILT=ZEH 238 554, Security
Cloud Control % 74> 7L I X Management Center’® [BtAafH (Conflict Detected) JIREETH B
ZEEESLET,

IOFTa v EENCTDHE, TAL AT EITHE £721X 00B £ H A4 M - 2 B 2 5 E
TEET, IOV, TS AEHEOR—Y T ORI a—)b (1643—2) B
LTLEE,

e REOFEIE

FIE

AT T1
ATvT2
ATvT3
ATv74
ATvTH

BAMREEH DT B & Security Cloud Control DR TT /34 ANZEEBIMZ H iz
BENRRINET,

FRONRA o THFaYTATNAREZ7 ) w7 LET,

[TNHA R 2T &Y 7 LET,

WY T NARAZA T DR T 2RI ET,

BAMRIZAINCT D 1 BERITEROT A AR ET,

TN AT =T NVOEFMNZH 5 [FiEMHE (ConflictDetection) |7 > 7 AT, U XSG [HZD
(Enabled) | Z&IRL £,
® ct Detecti Enabled ~

@ Disabled
@ Enabled
+ Auto-Accept Changes

FINAADSDT I A TN REEOEHNEGZITA

g8

EEOBHBNRZTANEZRENCT 52 LT, BEIRT A RTEHEMZ DA % AH)
AT 52T AL D X 91T Security Cloud Control %3¢ & C& £9, Security Cloud Control % fifi F -t
FTICT A RTEFEMZ ONTETIL, 70 AT AR REREMEEINES, TV A7
ROZEFIZ X @ Security Cloud Control (ZERTF S IV TN DT /3 ADFKIE & T /31 A BIRITER
FESNTWDHRRIE L DRI THAE L IEAEL LT,

ZEEOBEZ T ATERRIL, BAEMRMHOTOOMILERE T, 734 A TEEO BB IT AN
EHMTLTWBEE, Security Cloud Control (X103 Z L ICEEE T = v 7 LT, T8 AD

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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EEIPS

FIE

sprzzEont [

REILKILTT U bA TN ROEENMTONIZNE I DEHERLET, RENEL I T
72354 . Security Cloud Control (%, a2 > 7' "NaRRTHI L, THA ADOREDOR—H
WN—=V 3 e AERICHERT L £,

Security Cloud Control T/THOI /2 WT AN DRRIELE LN T /A AT E TR S TH R WS,
Security Cloud Control [FF%EZ H 4 AEICR T ANFE A, EE LO7 w7 MIfE-> T,
WOT 7 v arwRELET,

EEOBEAREFERTHI2E,. &S, [EX= Y7 4731 & (Security Devices) ] *—
O [HiE i (Conflict Detection) | A == —CHEKREA > a V&7 T MRERRTEDL L
INCLET, KIZ, Hx DT NAZATOEREDBEARBEANILET,

Security Cloud Control T7 7 A7/ FOEH BT 56 D0, BHEZFETZIT AN
DVIESE LIV T4 72 a a2 @RT 5560, RoIcEa/RE (159~—) AL
£7

=H IR 1
REHDIRTE

&

ATy T2
ATvT3

ATy T4

ATy TH

BHEEIIR Y NU— 7 EBEHREFF>7 7 R &M H L T Security Cloud Control (Z 2
JA Y LET,

M D~A o CIEE (Administration) ]1>[—f&E%E (General Settings) 1% 27 V v 7 LET,

[7F > Fi%E (Tenant Settings) | =V 7 T, [T A ADOEH 2 HEEKR T LA 7> a v 0f
Zh{t. (Enable the Option to Auto-accept Device Changes) | N 7 Va7 U v 7 LET, [BF¥x=V
7 4 7 /3 A (Security Devices) ] X—® [HiE i (Conflict Detection) | A == —I[T [AK
O HE7KFE (Auto-Accept Changes) | A =a—F 7T a URRRINET,

FADORA o TEFA)TATNAREZ7 V7 LT, TU MET N ROEE % BB
THT A RAEBIR L ET,

A ofiH (Devices & Services) ] A ==—"T, Ry 7 H U A=a—n5 [EFEOHBK
73 (Auto-Accept Changes) ] Z R L £,

@® ct Detection Enabled ~

@ Disabled
@ Enabled

+ Auto-Accept Changes
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Cisco Security Cloud Control [Z& % SSH 7/31 RDEE |

B 7 rtov<coFqraoanRREEO®MN L

THUREDITRTOT A ZADOEEBEARBEEDEMNL

FIE

ﬂllll

ATy [EHE (Admin) [E720X[F Y U — 27 & (Super Admin) [HERZFFOT I 7 v b & {#
L T Security Cloud Control (Z© 7’4 > L ¥ 7,

RATv T2 ElO~RA 2 TEE (Administration) ]>[—#&E%%E (General Settings) 1% 7 U v 7 L7,

ATw T3 [T Mi%E (Tenant Settings) | fHIK T, M/ NELEIZATA RLTREDO X 2FRL, [T
WA ZDEL 2 ABAGRT 247> 3 AT % (Enable the option to auto-accept device

changes) | ZHENICLET, ZAUTEY | BAEREA =2 —0 [EEDOHEIEE (Auto-Accept
Changes) |4 7> a UBEHIZ/2D | TF 2 N EOTRTOTNA A TZ OBBEEDEZNIZ /Y
5
G¥)

[HEEFE (Auto-Accept) | & fE5hIZ L7234, Security Cloud Control THRRT DHHENT, FT N
A ADFEEMWRTHLENDHY £, INFE TEFEOHBEKBNHRESN TWT AL AL
RRITIRD £,

0)%% 03ﬁ¢éE

IOt va T, T ATRET ZREDHE ORI HIFRERIE L £,

REEAR T —F ADER

FIE

ROFIEZFHEH LT, TRREY] ORERT —Z ADT A AR LET,

ATV TN Fer—var"—=TFa)TaTNAR %7V v LET,
GE)
271 I A Firewall Management Center O3513, [EI (Administration) ]> [Firewall
Management Center] 2~ U » 7 LT, [RIA# (Not Synced) ]IRFED FMC Z#IRL, AT v
TS5 bRHATLET,

AT T2 [TA4 A (Devices) | X7 %27 Vw7 LTTNAAERDTLM0, [T 7 L—1b (Templates) ]
HTHRITV 7 LTCETILTANNAL ABRDOTE T,

ATV T3 WHRTANAREATDETH0 Y v LET,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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ATvT4
ATvT5

memtzr—2zome |

RIEH EHESNTZT AN AEBINLET,
FID [RFEIH (Notsynced) ]1/3F/LT, IROWT A RN L £,

s [ b =2— L THERM.. (Preview and Deploy..) ] : % & D% ¥ % Security Cloud Control 7> 5
THA AT v aT5EE AT BT 2T _XTOT A ADRELELD T L E 22—
EREBADN, fFo ThH—EL _?ﬁiﬁ(@aﬁﬁ%%ﬁﬂ LET,

« [EHE OEHE (Discard Changes) ] : #% & D2 H % Security Cloud Control 2> 57 73A A2 Ty
a2 LBEWEA. F7213 Security Cloud Control TRHAA L7-f% EDEF % [JLIZET | &
B, ZTOAT T 3 0%, Security Cloud Control (ZERTE SV TCWDRRIELE . T /31 ATRLT
SNTWDLFETHRT EEE LET,

RERHBRAT—X ADEER

FIE

ATy T

ATy T2
ATvT3
ATy T4

ATy TH

Security Cloud Control #7925 &, 74 77314 A Z L IZBERIHEZ B E 138N LT
TET, Bemt (159 ~—2) BEDTR>TWT, Security Cloud Control Zff fHEF 127
WA ADBREICEENMZ SN E. T3 ADREAT — X AL [BEA R (Conflict
Detected) ] L FRENET,

[t (Conflict Detected) ] AT — % A Zfif4 5121, RO FNEIZHENE T,

Fer—va =T FaVTATNNARET Vv 7 LET,

GE)
271 I A Firewall Management Center O351%, [EI (Administration) ]> [Firewall
Management Center] #27 V » 7 LC, [ﬂ%ﬂﬂ;@ (Not Synced) ]IRRED FMC Z@IRL, 27T v
75T LET,

[T/34 A (Devices) | X7 %7 Vw7 LT, T3 A& RO ET,
WERT R, ABALTDOET ) v LET,

BaEWME L TCNDT AL ZAEBIRL, ARIOFEA~A T [Bia OfEsd (Review Conflict) ]
7V LET,

[T 31 ZD[AH (Device Sync) | X—C, MR TREIN TV HHERZMHEE LT, 2 DD
Ex L LET,

o [RBZICERI S L2 T /31 A% E (Last Known Device Configuration) | &9 T~ L ft
W22V, Security Cloud Control (ZFR(F S TN DT /3 A AFKETT,

o [T /3 ATHiH (Found on Device) ] &9 T ~ULDfF W85 U1E, ASA DFEfTa
TA4F¥alb—ra VNRESN TV DRETT,
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B = zxzEok—us0rrCa—0

ATYT6 WONTNMNEBEINL T, BiAEMRLET,

o [T/ ADETE &G (Accept Device changes) ]: %7€ & . Security Cloud Control (ZfR:1F
SNTWVWALRETOEENT NA ZADFETAaLr T 4 Falb— gy TEEXINET,

GE)
Security Cloud Control (X2~ K T A > A > ¥ —7 = A ALISLTO Cisco I0S T /34 A~
DOEFDREMZY AR — K LTV RWaD, BA kT 550 Cisco 10S 7 /31 A DME—
OFRAZIT [V B 2 —72 L THARE (Accept Without Review) ] T3,

o [T ADET & (Reject Device Changes) ]: 7 /3 ARFEIN TV EHREE
Security Cloud Control {IZfRFSN TV HRET EFHEEZ LET,

GE)
PR ELIBAR SN T _NTORELEIL, AF o 7ICiEksnEd,

TINARBEEDR—=) I DR7a—)

At (159 X—2) ZHEMNILTWDEAE. E72IE[RE (Settings) ] X—I T[T /3 A

DEL % ABIKGRT 547 v a »OF#ME (Enable the Option to Auto-accept Device Changes) ]
F T a BT LT DEE. Security Cloud Control 137 7 + /v k DG CTT /34 A &R —
Y 7 LT, Security Cloud Control D/ TT /34 ZADFREICEE NI Z HALIZDE D D% f]
Wr L £ 3, Security Cloud Control (Z X 2ZEHDOR—V » ZHIMEIL, T4 AT LI AL~ A
ACEET, K=V ZHRBOEELILX, BHOT A AHEHTEET,

7A4xf OB I N TV RWEEE, BfRiEE (77 boF 750 b ITEBIMIC
Fl Hﬂiﬂéni—g—o

\)

GE)  [E*x=2UT 47 /314 A (Security Devices) ] X—Y TTNA AT EDOMBE NI AX~A XT 5
&L [ME%E (General Settings) ] X— D [T 7 4 /v b OBAHHFE (Default Conflict
Detection Interval) | TR L7zAR—V » ZHRNA— =T34 FESNET, T 74/ FOEE
Rk (52 ~—)

[E¥= VT 47 /31 A (Security Devices) ] ~—C [BEAHH (Conflict Detection) ] Z A %)
2T 50, [RE (Settings) ] X—Y T[T/ AOEHZBEKRT L5247 a »OHMML

(Enable the Option to Auto-accept Device Changes) |1 47> a v EH NI L1z 6, IROTFNEIZHE
V" Security Cloud Control IZ K57 A ADKR—V » TRIgEAF Y 2—/V LET,

FIE

ATYT1 EORL o TEFaYTATNARE7 ) w7 LET,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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Frq 2zBOR—) v 0zxra—1L ||

AT T2 [T/34 A2 (Devices) | X7 %27V v LT, T, AERDTET,
ATV T3 BURTANAAIATDETH0Y v 7 LET,
ATv T4 BEEBMEEAENCT D 1 BERIFEEDOT A A EERLE T,

AT v 75 [FEAMI (ConflictDetection) ] & [F CHEILT, [F= v 7 [HlE (Checkevery) 10 Ry 74
YAzma—%7 Uy s L, BHOR—=Y 7R EZRR L 7,

¢y Conflict Detection | @ Enabled -

Check every: Tenant default (24 hours)

Tenant default (24 hours)
10 minutes

1 hour

6 hours

24 hours

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .
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B = zxzEok—us0rrCa—0
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4.
=% =R

ZEAS, J—H 70—, BLXUT3ITD
TRy LLEKR—F

Security Cloud Control (%, &XEEE 17| —§GT A ZBE, BLOT A R & OEFERFICHE
TEND7r R RCE=2 Y 7 LET, 2t Xy N =27 OEEFORY & —73
X2 VT A BBICED L DITHET DT 5 DIRLHET,

» Security Cloud Control TOZEH 1 7 DEFE (167 ~—)

c BH B T OEROFRR (169 ~—)

AR DTy AR— (170 <—)

« BRELREH (171 X—2)

* Security Cloud Control TO Y a 7 OE=X Y 7 (177 ~<—)

» Security Cloud Control TOV—27 70 —0F =4 Y 7 (178 X—)

Security Cloud Control TOZE OV DEHE

8 m 7%, Security Cloud Control T{TONTEREL LA F v 7 F ¥ L, VAR — MxfGnd~
TOTNA AL —EADOEFLZRRT HHE—DOE 2 —ZRHEL 3, B 7 OHERED—
ZRITTRLET,

o TNA ZRERITINZ BN EE ORI 2R L E T,

T RTOEEu /= NI DT~V ERLUET,

T A ADF U R—=T 4 7 LHIRE R L £ T,

« Security Cloud Control DAMNH THAT 2R Y —ERHOHBE LM LE T,

A VITF U NORBEELIZ N T INN Y  a—T oz, THERY L Maak . o)
IZEELET,

B SRR ETNIEDO I DHE CSV 77 AN L THE Y ya— R TEET,

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .



ZEOY, 7= 70— BLUT3TDE=SYvTELK—+ |
. Security Cloud Control TOZEEAO S DEIE

EEOJDRENEE
Security Cloud Control I%, ZH 1 ZfF#H4 1FEMRF L, 1 FU BB L7 —Z ZHIR L £
h@‘o

Security Cloud Control D7 — 4% X— X fF SN DEE v ZiFHE, =7 AKR— b L72AEER
TIERENDHERIITENRH Y 3, FEICHONTE, £He 7 Ox7 AR —F (170=—
V) ESRLTIIEEN,

EEOJIURY

EEnr7xy bV, B—OF A ZARE~DEE, TRAATETENLT 7 a v &
721% Security Cloud Control DIMFTT /A ZITMZ HAVTZEE R KBS IVET,
REDELZEFUAERr 7 M) OgGE, MIST 2ITOMLEOSTTE 7Y v 7 LTER
DFFMEZF I TEET,

Security Cloud Control DAMHBTITH4L, A& L TR INTET U MA T3y REE DY
B, VAT LAY IREOI—HF—L L THESNET,

Security Cloud Control ED T /34 ADFETENT A A EOFKE LRSI i=%, £i2id7
734 A3 Security Cloud Control 2> HHIFR 4172 & 12, Security Cloud Control |$£ 8 1 7
T MU EBALET, FHEX. 731 2D 5 Security Cloud Control [Z5% 7E % #it A Bt - 72 1%
(2. F721% Security Cloud Control 7257 /34 AZRRIEZ BB L7 ICAl Sz & A&
NET,

* Security Cloud Control 1%, ZH 3L L7eRIE L7 ZBtRe < BEFO= > MY 258
TLEERIIHLWAER o 7oy U 2B LET, BMORELF L, FHOTHLIHL
WEE R Z x> b UIZBIESRET,

o« TRA AT BE AR . B, BIOHIBRT 72 a DA Xy "RFRENET, =
N7 7 ar T, THAALAOEFE IBREALLBNET,

« Security Cloud Control 73 (FE/AH Y F72IFEEICE - T) T30 AOFRE LR END &
F 721X Security Cloud Control 237 /N AZEH L e b &, EHEua I Lo ET,

« Security Cloud Control DR TT /XA AZEENMZ S=5A. [Biatt (Conflict
Detected) ] => MU MNEH o ZIZEHENET,

REPEIURETLEEEODI TV MY

ZEHua 72k, [BREYH (Pending) 1 £721X [58 T (Completed) | DA T —X ANH D £,
Security Cloud Control #fffl L TT /A ADOBRTEEEFTTH &, BHIZ[REY (Pending) &
Bozxzy b VIZRESNET, ROT 7T 4 ET ICE > TRETOLEREr Z785%ET L, £
D%, FROEEZTEFTH-OICH LWEFa VB ERRENE T,

s 734 A5 Security Cloud Control ~MD % & D Fit B Y
« Security Cloud Control 7> 57 /3A A~DZE T O JEB

» Security Cloud Control 2> 5 D7 /SA A D HIR

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE



| Z8E0y. 7—9 70— B&UTaTOE=SYLTELKR—F

zEnsozE0x% |

CEfFALT 4K a b=y T A NEEHTH CLL 2~ > ROEST

EEOJIUR)DBREE T4 ILZNE

EBEa 7z M) ERBBLOR T A NVAXUBTEET, RB7— NV FEHHALTA U b E
BMBELET, 740% (V) ZEALT, BELLEFEEZR-TZ NV ERBLET, £

7o, BHEa 727 4 VHMB L, MR 7 4 — /L RIZF—U—RZEBMLT, 225o0% 27 %
HEDEDZET, 74 NVHUBINIZRRNOZ Y N ARBETEET,

ZEOJDEEDRT

BEa D [y Diff) 1227 ) v 735 TAAMAOEfTay 7 4 Fal—Tay
T 7 ANVHNOEERWRCTERIND D, BEREEXLETEET,

WO T, [JLDFXE (Original Configuration) 14113, ZH N ASA IZEZIAENDHATDFEAT =
V74X 2l —vary TrANTT, [BEREFEHDOKRE (Modified Configuration) ] FNZix, &
ENEIIAENTZROF T2 74 X2 —vay 77 ARRRINET, ZOHE, O
DOF%E (Original Configuration) 1¥i%, FEfTar 7 4 Falb—a v 77 A LOITEEHFR
LET, ZOTERERSINTHEEAN, [ IN/ZiXE (Modified Configuration) ] 41D %
MRz LR ET,

ENBADIN > THELED L, HR network 47 Y =7 hDiBNE . Tengineering)
Fy hU—=27®O7 FLA THR network] %> U —27®O7 RV RIZEIEST L2 L2 1ET 5
T U AN EHERTE T, [Bi~ (Previous) | BLO [k~ (Next) | R¥ 227V v
LT, Z7AVHNOEE LR LET,

Comparing Files x
Prious  Ne ~ 13
Lo T
5 ! S5 no nemeLt
57 interface GigabitEthernetd/7 &8 no secerity-level
58 shutdown 81 no ip address
59 no naseif &
= ¥- a an
61 “oow
62 5
63 & e

&7

&

& e
73 object network engineering

T4 subnet 19.70.10.9 255.295.255.9
75 object network ematl_outside

T host 209.165.1.5

T8 object network test-network
r 255

79 wbnet 258.255.255.0
B8 focess-list test-allow extended permit ip amy any

" t engineering sccess extended permit ip cbject engineering object test-network ect test-network
B2 115t enQirddring access extended parmit 1p sy any

B pager lines 24

1580

80:09 half-closed :10:00 wdp 0:02:00
[ @:05:80 h225 1:00:80 gep
B2:08 s1p-1n

o 5 2
183 timeout teo-proxy-reassesbly 8:@1:98 186  timeocut top-proxy-reassesbly 0:81:89
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B z=cs0zo2k—+

ZEOY, 7—9 70—, BLUTITNE=FY TELR—+ |

EapeRe=]
« Security Cloud Control COZEE 1 7 OEH (167 ~<—)

ZEOTDIYREKR— bk

FIE

ATvT1

ATy T2

ATv7T3
ATvT4

Security Cloud Control ZH 17 7 D¢ _RCE /2 ix & a2~ XUV E (csv) 77 AT A
A—hLT, DEISCTHERE T ANZ YV ITBILOWANEZ D ZENTEET,

TEO T % csv 7 7 AMIT T AR— 451201, ROFINEZFEITLET,

FEM DA T, [EH a7 (Change Log) J[41 N> ~&RAY (Events & Logs) 1> [EEAY
(Change Log) 127 U v 27 LET,

WONTNIDDH AT ZFEITL T, =7 AR—bTEH5EEL2 BOFF 4,
T UNEV T (V) T4—NRERBEZT 4 — NV EREFEHLT, 27 AKXR— T5H0%

BobEd, ez, A AT 4NEZ) 7 LT, BIRLEIDERITEHOT A
AADEEDOLZTRLET,

CEEO T DT RTDT 4 NVE ) TBIOWMRESEEZ 7 )V 7 LET, ik, BFn
TR E Ty AR— N TEXET,

GE)
Security Cloud Control (% 1 FFIOEF v /57— X Z{RFFL £ 3, 1 FHGOET v 7 @Rk
A a—RTHE0L, BRI ONEE 74 NZ Y T L, TORERE csvZ 7 AV &
LCH v e— Rl La2BEIDLET,

R—=UDOHEMIZH BT AFR— bk TAarEI Y v LET,
sV 7 7 AT O RTWARTZfHT T —IL 7 7 A IV AT LR ELET,

SecurityCloudControl DZE O DX ¥ /N T4 LTV RKR—FLT=E
BEOJDYA ADEE

Security Cloud Control @ [Z2 ¥ 12 2/ (Change Log) ]-X— Vb7 AR — M9 51EHIL, Security
Cloud Control 737 — & N— AR AF T HEH 0 JiER E TR 7,

TRTCOEE R 72OV T, Security Cloud Control (X7 /34 ADFRED 2 DD a B —%{R17F L
F9, 100 TRtE) BRE. DI 1237 e —XENEEE e JOEGAIE THKT %RE. 4—
TURER T S OBAET T RETYT, ZHUTXL Y. Security Cloud Control [Z5% E D&

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE



ZTEOY, 7—HI0—, BEUCITOEZLY T ELK— b
I
zasxgE ||

A _RCTFRTEET, S 51T, Security Cloud Control 1, AW 21T /ma—H—4 ZHEN
ITONIZRZ], BEIOZOMOFEME & 1T, TXTORAT v (([EHARU ) ZiBBf
LTIRIFLET,

2L, BEn a7 AR— b 556, =7 AR — MIUTRED2HSOERR AL —TH
ENFEFAL, ZHICIE TEEA XV N OBRRGENDTD, =7 AR — K7 7 A /LT Security
Cloud Control IZfRFFENTWAER 1 7 LD $I1F50M/hS< 720 £,
Security Cloud Control I%, 143 DAER 1 ZfERZRFLET, THIZiE, ED2HOD A —
NEENET,

KEEREE

FEHERSEAFHT AL, THERLZOEUX A FLOESYMEZEEOS AR MY 7
TEFET, EEERL, VY~ —FT s DOF v MMERY AT ATHMINET,

EHEEREBE A H L C. Security Cloud Control TEBEERZ/ERK L., ¥ 1 /A X2 MNIB
BT ET, ZOEEERIT, EEa SN TR CTHRETEET,

\)

() Security CloudControl TlX, ZEER S v X7 L EBEREEILF UMREZIEL TV ET,

EHEREEODAEE

BEER NS X TOHEMNMUIZ. TF 2 FOTRTO2—HF—|TEEL KT LET,
F|iE

AT EMOXA T, [BEE (Administration) 1> [—f&5%E (General Settings) 127 U v 7 L%
R
ATy T2 [EFEY 7T ARD KT »*> 7 (Change Request Tracking) | N 7V AR ¥ v EHIZLET,

%= Change Reguest < Mone &

BT HE, [AHEY 7= A  (Change Request) ] A == —NE FRRICE RS, [BEEa S
(ChangeLog) |"X— YD [AH Y 7= A | (ChangeRequest) | K v 7w U X MRFEHT
EHLEOIERD ET,

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .



B z=v/szxronm

ZEUIVIR
FIR

ATy T

ATy T2

ATvT3

ZEHIJJIR
FIE

ATy T
ATy T2

ATvT3

RTv74

ZEOY, 7—9 70—, BLUTITNE=FY TELR—+ |

k DIERL

Security Cloud Control C, /& FMBIZH 25 [£AH Y 7 =2 | (Change Request) ] A == —0 [EH
U7 = A h®YERL (Create Change Request) | (+) 7 A 2> %27 U 7 LET,

[4A81 (Name) ] & [#i8H (Description) JIZAJIL 7,
(4 A7 (Name) ] 25 THEHAT 2 FED[EEY 7 = A I (Change Request) ] 44 1Tk bz LTV
HZ L, ZLT[HH (Description) JICAEOHIMNEHINTWDZ L 2R LET,

(G¥)
TERRIZIZ [EH U 7 = A ; (Change Request) ] DARIZEET5HZ LIXTEEHA,

[fR7F (Save) |27 U w7 LET,

()
[Z£® Y 27 A K (Change Request) | 2 R1FS415 & Security Cloud Control [ L9 -XTOH L\
EHRZxNT D [EEY 7 A (Change Request) ] 4 (ZB# AT £9, Z OBE#M T IX, &
HY 7 A NEHOE LN, Ama—DERY VANV — N R—% 7 T T 5HFEThH
£

NEEEOTARNY FOBEER T

MDA T, [EE Y (Change Log) J[A N> k&A%Y (Events & Logs) 1> [EERY
(Change Log) 127 U v 27 LE9,

EHo 7R LT, [£% Y 7= Z L (Change Request) | (ZBEfFITHA X FEFRLE
D
KGToEEr 7 NI ORIZHDL ey FX VR NE7 Uy 7 LET,

GE)
BHOERY VA MNEEY 722 F Y A MO—F LICERENET,

EHRY 72 A bR LT, B8R (Select) 127U v 27 LET,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE



| Z8E09. 7—9 70— BLUZaTOE=L YT ELE—F
ZEYH IR MHEZEERTAAY rokE |

ZEREYVIIRDHAIEREOQTARY FOKRE
FE

AT TN MDA T, [£E¥ s (Change Log) J[A N> h&AY (Events& Logs) [>[ZEEQY
(Change Log) 127 U v 27 LE9,

ATw T2 [£EF ol (ChangeLog) 17 4 —/V RiZ, BHY 7 A NOL4FTE AT LT, BEMTS
NrEEFa 74Xy beRBELET,

Security Cloud Control I%, FERIZ—HTHEHEr /A X MR~ LET,

ZHI)IDIXACDEBE
FlE

AT 71 Security Cloud Control T, /2 FMBIZ&H D [AH Y 7 = A | (Change Request) | A == —D [ H
Y7 =X h®OYERL (Create Change Request) | (+) 7 A 2> %27 U v 7 LET,

ATw T2 [#FE (Search) 17 4 — /L RIZ[EHY 7 A L (ChangeRequest) ] DA I E 7= 1LBIET 5 F—
=Rz AN LET, EANT DL, AAE LSRN BT H8ERD [4AT (Name) ]
74—V R & [#B (Description) | 7 4 —/V RO FIZRRINET,

TJA4ILAERI)IITX bk
FIE

AT T OS2 T, A%/ (Change Log) J[A N> &0 (Events& Logs) |>[ZEEQS
(Change Log) 127 U v 27 LE9,

RTYT2 TANETAar s )y T8 TRTOFT v a v nFKRSNET,
RATY T3 [HFE (search) 1 7 4 —/L RIZ, [£H YU 72 (Change Request) ] D& HIZ AT LET,

BWEANTDE AN LTEEES BT DRMRNFTRINET,
ATV T4 T 5F 2y 7Ry 7 A%F NI LT, BHEY 72 A FEBRLET,

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .



ZEOY, 7—9 70—, BLUTITNE=FY TELR—+ |
B z=vszxrv—nni—%su7%%

—H LN [EHE 22 (Change Log) | 7 — 7 /WIZERRSVE T, Security Cloud Control (2
IV, BE—BOETa /A XV MPRERFREINET,

ZHYIDIRMNY—ILIN—FT)TT 5

EEaTAXy MPEGFEOEFEY 7 =X MZABIMICEEM T 6N 0ERET D720, AHY
JEZRARNY—=ANR—DIERE 7 VT LET,

FIE

AT 71 Security Cloud Control T, /& FMBIZ&H D [AH Y 7 = A | (Change Request) | A == —D [£H
U7 =X h®ERL (Create Change Request) | (+) 7 A 2> %27 U v 7 LET,

AT9F2 [7V7T (Clear) 1227 Vv 27 LET,
[Z£® Y 27 A K (Change Request) ] A ==—|Z[7/2L (None) | & FRIINET,

EEOTARNY FEEERTON-EEYIIRDI)T
FIIg

ATY TN EMORA T, [£A¥ s (Change Log) J[A N> &A% (Events& Logs) |>[ZEEQS
(Change Log) 127 U v 27 LET,

ATy 72 [£Hr 7 (ChangeLog) ] Z#REH L T, [£® Y 7 =X L (Change Requests) | & DB T %
iR 54 N FEFERLET,

RT9T3 HETH2EFn /= NI ORKICHD Rey 77X VA NE7 ) v 7 LET,
ATy T4 [7V7T (Clear) 1227V v7 LET,

ZEI)Y TR FOHIER

[£®Y 7= A  (Change Request) | ZHIRT 5 & &%, [££8 =22 (Change Log) |75 TiX
RERY 72 AN R M BHIBRLET,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE



| zEnY. 79— 70—,

FIg
ATv 71
ATvT2
ATv73
FHIJY IR
Fg
ATv 1
ATvT2
ZHIJ)IVIR

BEUCITOEZLY LT ELK— b
zEy sz rgEosEnt |

ETHICHD [£HY 7 =& | (Change Request) | A ==—@ [EFH Y 7 A N DERL (Create
Change Request) | (+) 714 a2 &2 U v 7 LET,

EHEY 72 A ME@RL, IIfT A 2027 ) v 7 LTHIBRL £,
Frxvr~—2%27Y) 7 LTHELET,

FEEOEMNL

[£AFEY 7 A MNMEF (Change Request Management) | £/2X [ARY VXA D NT ¥ 7
(Change Request Tracking) | Z#E&hcT 5L, TV hOTRTOZ—HF—THBLET,

MO~ A T, [BEE (Administration) 1> [—#%E%%E (General Settings) ] %7V v 7 L&
—é’—o
[AEHY 7 A D KMT7 %7 (Change Request Tracking) | b 7 /WK% & 85h{b L £ 7,

FrEEOI—RXH5—X

INLDZ—Ar—RA L, EHY) 72 MEEAIAEIMEENTWD Z & ERHRE LTWET,
NERATLTHBEEINTWETF, Y FEERTBE=OI2ITONE=T7A 794 —ILT/INA R
NEFHEWHT S

ZDZ—R—ATIL, BV AT LA THR SN TS Ty Nk 57-0127 747
A — TN AEREZNZ, ZROoDT7 7 AT U+ —VOEENGELLEF 0 7 A~
NEZEEY 72X MIEHEMT ATV FNCOWTHALET, ROFIEIHES>TERY /=
A NEERL, B 7 A X2 s ZEEMAT £,

1. ZEY 72 FofERk (172 2—2)

2. W AT DTy MERIZT Ty MEFEZER D 7 = X NOARNTER L, [FH
(Description) | 7 4 —/V RIZZEHOPH & OB EE R ZEM L £7,

3. FHLWEFEY VRN ERFY J ANV —LR—=IEREINDZ L 2R L E£9,
4 TFATIOF—INT A AEERLET,

5, FEeHF—varv4r RUT[EErS (Changelog) 127V >y 27 L, HILWEHY /=
A2 MIBEF T BN TWEERE R 7 A X b &2 RO ET,

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .



ZEOY, 7= 70— BLUT3TDE=SYvTELK—+ |
B z=vrxr8801-—25—2

6. BEHVIZARNY—=NNR_—=%7 ) 7425 (174X—) | BEa 7 Ay sBBEFEOET
U7 A MZHBEIWIZBEEMIT ORI I L ET,

T7ATIA—NTNHRARADEENTONIR., BROEEATA R FEFHTEHT S

ZDA—RT—=ATIE, 774 T VA= NT N A ZADEREAT > THMBY AT LA THEFF ST
WOF Ty FEERLIEbOO, AR 722 MEBEREEHA L TEEY F =X F L ER
TAXY MIBEEMT 202 ENTZE NS T U AIOWTHALEY, F7ry bEZE2EN
LTEER AN F2 Bl LET, BED 72X ML Er 7 A X2 MIBEAT 5121,
RO FMHENE S

1. BEHYV 7 A ROIERKR (172 3—2) , BRI 7 ZXANOARTE LT, MRV AT A0S
DFry NMaFERIZHFFEEALET, B (Description) | 7 4 —/V FEMFEH LT, &
HoOHMH & EOMoOBEFRAEML £,

2. TES—Taru 4 RYT[EEeS (Changelog) 127V v 7 L, BRICEHEMT S
NTWHLEER 7 AR FNERBELET,

3. BEHVIZRARNEET /Ay hOEET (172 %—Y)

4, EHFIVIZA RV = NR_R—% 7 VT35 (174X—) | BEa T A X SBREHFOET
U7X MZHBEIWIZBEEMIT ORI S L ET,

ZEHYYIRMIBEEMITONEZERTEQATARNY FERET D

DA —ATIL, VAT A THEFIILTWD T 7 v M9 5701247 hiui-1E

HEOWRLELT, FOXIREFa /ARy "REFE o JCESNZNEMmY 0 En ) o

FUFCOWTHHALET, ZHY 7= X MCEEMT LN TWAEER V(4 X M ERET

H101F, WO FINEZHENE T,

1. Fe¥r—varvsr RUyT, [A¥es (Changelog) |27 Vv 7 LET,

2. WOWTNOLOFEEEALT, 2EY 72 MIEEMITONIZERTa 74X s &K
?‘éb‘iﬁ—o

«[£% 177 (Change Log) [ ~7 4 —/V NIz, BHY 7 =X NDOIEMRA4RTZ AT L
T, TOEFRY 7= A MIBEEMIT BN ER 0 7 A X h &R LET, Security
Cloud Control (Z XV, 5E&—HDEEr F A4 X MR RINET,

s T ANEEFEY J2 A~ (1733—) 2FTLTEFa /AR MERELET,

3. AEFn TR LT, METIEFY VT X MR RTilARRIN-ET /A X b
FROTES,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE



| Z8E0y. 7—9 70— B&UTaTOE=SYLTELKR—F
Security Cloud Control TO Y 3 JOE=ZX ) VY .

Security Cloud Control T 3 JNDE=42Y) 25

[¥a7 (obs) | = I2id, —fERIE (BEOT A 2O, BEOT /A 25 Ok
EOHRHIY . BEOT AA ZORMET v 77 L— N ) OEBRUOBMENRZ TR SNE
T, [Ya 7 Jobs) | 7—7 AT, HaxDOT 7 arDAT—HALEDLETESITENT
TR S, 772 a B LI DRIE L2 a2 R LE T,

KO UTIE, 1RIO—FEERELZEXZLET, 2O 1RO FEREL, 72E 2 20607 /31 X
T DA TIE o RN H Y £, [a 7 (Jobs) | N—YOITEREMATLE,
BIEORBEZ T HET A ADERNERINET,

T

Regtion % B [ [T End % e

CEVICE  Soe device detaiy ETATUS DETALS START END

[¥a 7 (Jobs) | =—VIZiX, RD2ODHETT V7 EATEET,

o [1@%1 (Notification) ] % 7 T, HLWWa 7N H D & =2, [HER (Review) |1V 7
7V w7 LET, [VaFZ Jobs) 17—V FA L7 FERN, BEITHIET DREED

VaTMERINET,
View Jobs The notifications tab displays status information
about the job. This example shows the bulk
( Reconnecting... action (Reconnect), the number of actions In the
@20 13 ©1 ®6 Rt job (20), actions being processed (13), number
of actlons falled (1), number of warnings (0), and
@ 1 Active Jobs ) 12 Ba i T number of actions succeeded (6).

ERDORA U T[ARY RERAY (Events& Logs) 1>[¥3 7 Jobs) %27V v L%
T, ZTOFRIZIL, Security Cloud Control THEIT I 25 —FHEHIEDTER/R U XA MPVRSNVE
j—O

Security Cloud Control TD Y 3 TDHRFE

[VVa7 (Jobs) |"X—TTld, Br77vary, 77varvz3fiLllra—H¥— 7273
YDAT =R AR5 TT 4 VA AIE KO & FATTE ETS

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .



ZEOY, 7—9 70—, BLUTITNE=FY TELR—+ |
B 773088

—8B79 3 DB

[Va 7 (Jobs) | XR—VaMHBELT, ~FET7 7 a1 ERITEEOT 7> a v OREN
B L2GE1E, RERMEEZITo Thb 7 7 v a 2 HadT & £9, Security Cloud
Control I%, K L7=T7 72 a L DHEMNBIIY a TEHEEITLES, 77y a v z2H
JEFATT H12IE, ROFINEICHENET,

FIE

ATYF1 [VaT (Jobs) | =TT, 77vaORRERTITERINLET,
RTv T2 [HIT Retry) |1 (©) T4 2% 270y LET,

— 7o a3 DXL
BEOFT AL ZATHAEETHTO—ET 7 a vy oA TEES, 22T, 4 BOEH
KIBTNRA 2 HH PR L LI L LT, 20O L3 BANEFICHERSNZDN, 4 GHOF A
AMELER OIS SN TV RWEEIE, {77 varaX vy BV TEET,
—JEEMER X v BT AICIE. RO TFIEEFEITLET,

FIE

ATV TN EMOR_AS o T[ARy QY (Events& Logs) ]>[¥3 7 obs) 1227V v LET,
ART9 T2 FATHhO—AET 7 a v EHEL, AMICHD[Fr L (Cancel) (V27 %27 ) v 7 LE
R

GE)
—ET I a rO—EBE L TCWAEGE, ERERICET I I TEERA, EITHOT Y
TarNxy oL InNET,

Security Cloud Control TOT—4- JA—DE=2Y) Y5

[V—2 7ra— (Workflows) ]~X—3Tld, 7 /34 A, Secure Device Connector (SDC) ., F7=
IZ Secure Event Connector (SEC) LT 2 L&, BXOL— bty hOETET A AT
A9 % & X1, Security Cloud Control 23 F4TT 5T X THO 7 nt AL M TE £, Security
Cloud Control [, KA T v 7 DU —r 7u—7—7 Iz M) E{ERRL, ZORREZD
R—=VIZF/RLET, =2 b UL, Security Cloud Control [Z X > TEITENDHT 7 v a iT

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE



| Z8E0y. 7—9 70— B&UTaTOE=SYLTELKR—F

Security Cloud Control T 7—4 70—0E=41 >4 [

DNTOFEROLNEENTED, CDORTF—HERLVED LTWBETF /A RZONWTDOE
HITEENFET AL

Security Cloud Control {X, 7 /3 A TH A7 OFEITICRM LI GAIC= T —2@®)ELET, 37F
FZHONWTIE, [V—2 71— (Workflows) [ X—JIZBEIL T, =7 —RBELTEAT v
ERERLTLEEN,

ZOR=VTIEHMIC B BREIE LT, ZT7—ORFEE T 7Y a— bR TAC & OERILE
MTEET,
[V—27 71— (Workflows) | X—IZBEITDI21E, EHOXL DX T 0T34 &
(Security Devices) %27 U v 27 LT, [T/3 A (Devices) | ¥ 7 %7 Vv LET, w7
TNNARABAT BT 7 ) o7 LTT A ABRFEL, BT A ZERRLET, LMD
A D [TNAAET 7 23 (Devices and Actions) | T, [V—72 71— (Workflows) ] %
70 w7 LET, ROXIZ, [V—7 71— (Workflows) | 7—7 VDT U BRFERI N
[V—2 78v— (Workflows) ] X—TZRLTWET,

& Securty Divicek
T |
Hame Pricrity Conition Currant State Lans Active Start Tima End Tame
asaVPNSessonDetals StateMac i @ Schoouled & Dona @ Done Nf232024, 1007736 AM Nf27f2024, 10CTF35 AM W2T2024, Wlr:

assCatHtRM g StateMaching @ Schoduled @ Don ® Dong T/27/2024, WT7:34 AM N/27/2024, 10CT733 AM W22 L
BERVPNS a3 DataEs SIALeMac hirs ® Schi 1 .0 » Do W/27/2024, 9217236 AM 2712024, 917-35 AM TIR0T4, T3
BaEGetHTRE 0 SAteM A hirg & Sche d @ Dok & Done TU2Z22024, 9:117-34 AM 272024, 91733 AM L 4, @073
asaVPNSessonDetais Sabeb ac hine & Scheduled & Done & Done TU2A 2024, B AM 272024, B35 AM 4, W7
asaGetHiRales SateMachine & Echeduled & Done @& Done T/27/2024, 1735 AM NIZT2024, 1733 AM TWZTi2024, &
asaVPHInssonDetais SiateMachors & Schocuied & Dore & Done NIZFI024, TI7.36 AM NZITI2024, T17.35 AM PAE
ssaGatHiRates Stateddaching i Scheduled & Done & Done T27/2024, T1735 AM TV27/2024, 17233 AM WITr2024, T173

FINAR)—H78—DITH RA— bk

SERINT— 7 7 —EREISON 7 7 A WX U a— K LT, TAC T — L0572 i
MERD OGN FICEETCEES, V— 7o —EHREr =/ AR — T AICIE, %Y THT
NAARAZERINLTZED [V —2 78— (Workflows) ] _X—IZBEIL, A EMIcE RIS

JAR—F () 74arE2r )y LET,

AEYY FL—RADaE—

R TEX RN T —2H > T TAC ITRIWE bR S, TACIHrHBAX Yy 7 hL—ZADa ' —
EROONDGFENDHY ET, =T —DAX v 7 L —RAZWNET DT, [AX VT FL—

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .



ZEOY, 7—9 70—, BLUTITNE=FY TELR—+ |
B security Cloud Control T —5 Jn—DE=4 Y LY

A (Stack Trace) V> 27 %7 Vv L, [A¥ v 2 hb—ADat— (Copy Stacktrace) | & 7
Vw27 LT, MAEICRRINDAZ V%7 U vy T AR—RZat—LET,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE



Terraform

e Terraform |22\ T (181 ~X—2)

Terraform [ZDUNT

Security Cloud Control ®33%4£1%, Security Cloud Control Terraform 7" = /31 4 — & Security Cloud
Control Terraform € =2 —/LZfEH L T, VK LABET A=V a ViFB ST a— RE i H

LTy baR@#lcEy N7 v 7 T&FEF, Security Cloud Control Terraform ~7° 12 /S &4 — %
FHT 2L, 2= = TROZ N TEET,

e —H—DEH

« 77 7 R Firewall Management Center, Cisco Secure ASA 7 /34 A 3 X Vi0S 73
A AT Secure Firewall Threat Defense 7 /XA ADH wik—T 4 245

» vSphere 1 I T8 AWS T Secure Device Connector DA ViR—F 4 >4
« AWS T® Secure Event Connector DA > iR—TF 4 245
PRI OWTIE, LT OR—=U 2B LTI,
» Security Cloud Control Terraform 7 2 /8o # —@D_X—
» Security Cloud Control SDC € ¥ = —/L (vSphere) D<X—
* Security Cloud Control SDC £ = —/L (AWS) D<X—
» Security Cloud Control SEC £ = —/L (AWS) D~<—
s Devnet 7— =27 7 R TDFE

+ [ Automating Security Infrastructure Management Using the Cisco Security Cloud Control Terraform
Provider] : %8 7K

+ GitHub "C® Security Cloud Control H #Ej{k. D5

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .


https://registry.terraform.io/providers/CiscoDevNet/cdo/latest
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/vsphere/latest
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest
https://registry.terraform.io/modules/CiscoDevNet/cdo-sec/aws/latest
https://developer.cisco.com/learning/tracks/firewall-automation/secure-firewall-automation-cdo
https://developer.cisco.com/learning/labs/secure-firewall-automation-cdo-terraform/cdo-terraform-provider-overview/
https://developer.cisco.com/learning/labs/secure-firewall-automation-cdo-terraform/cdo-terraform-provider-overview/
https://github.com/ciscodevnet/cdo-automation

. Terraform (2D (VT

$R— b

Terraform |

Security Cloud Control Terraform 7 7 /XA & — & E 2 2 —/LIX, Apache2.0 7 A £ AD N TH—
TV =AY 7 by =7 L LTAMENTHWEY, BAR— FRLERGAIE, GitHub DLUT D

UARY U CTREZ#E L TIEE0,

Eoa—)L

R kY

Security Cloud Control Terraform 7" &2 /34 4 —

https://github.com/ciscodevnet/terraform-provider-Security
Cloud Control

Security Cloud Control SDC & ¥ = —/L
(vSphere)

https://github.com/CiscoDevNet/terraform-vsphere-Security
Cloud Control-sdc

Security Cloud Control SDC & == —/L (AWS)

https:/github.com/CiscoDevNet/terraform-aws-Security
Cloud Control-sdc

Security Cloud Control SEC € 3 = —/L (AWS)

https://github.com/CiscoDevNet/terraform-aws-Security
Cloud Control-sec

JRY M ~DER

Security Cloud Control F— A%, LD VURY MU ~OHREZHHD L E3, oM 4 —LE
Va— /LOREICERT 25E1E, ZNODGitHub UARY MY TFLY 7 =2 R &E/ERL T

<TEENy,

BEEE
* Deploy an SDC to vSphere Using Terraform

* Deploy an SDC to AWS VPC Using Terraform

* Deploy an SEC to AWS VPC Using Terraform

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE


https://github.com/ciscodevnet/terraform-provider-cdo
https://github.com/ciscodevnet/terraform-provider-cdo
https://github.com/CiscoDevNet/terraform-vsphere-cdo-sdc
https://github.com/CiscoDevNet/terraform-vsphere-cdo-sdc
https://github.com/CiscoDevNet/terraform-aws-cdo-sdc
https://github.com/CiscoDevNet/terraform-aws-cdo-sdc
https://github.com/CiscoDevNet/terraform-aws-cdo-sec
https://github.com/CiscoDevNet/terraform-aws-cdo-sec
https://docs.defenseorchestrator.com/sdc_vshpere_terraform.html
https://docs.defenseorchestrator.com/sdc_aws_terraform.html
https://docs.defenseorchestrator.com/sec_aws_terraform.html

, 6

kST a—FTa 8

i

TOEFT, OBV a rTHEREINTHET,

» Secure Device Connector D k7 7Ly =— K (183 X—)
« Security Cloud Control ® N 7 7 /v a—7 4 7 (193 ~—2)
« T ADERHRRE (203 ~—)

- — N ~
Secure Device Connector D 5 J )L a— k
F 7 1 AP Secure Device Connector (SDC) O T TNy a—F 4 7 &7 H 11T, BLF
DIy 7 H2ZRLTIIZEN,

WTNDOT T U FTH Y TIEE L RWEAIL, Security Cloud Control D 3% £k7 TAC TH AR —
FFT oy b EBL ik,

SDC [ZEI:EAFE

Securlty Cloud Control 725 @ 2 [A|dD/~N— k B — M BRI L “Cﬂ?/c Lo 724, SDC @
RABIX B ARHE (Unreachable) 11272V £9°, SDCIZEIFEARRERGE, 7 MI, A F—
TAY T LIEDT AL AL LBETEEREA,

Security Cloud Control (X, ¥R® 5{E T SDCIZEIFERETHDLZ 2R LET,

« [—#BD Secure Device Connector (SDC) IZEIZFETEX £/ A, %% 795 SDC I(ZEHESSIT S
NIZT 3 A R L TiEfE C& £ A (Some Secure Device Connectors (SDC) are unreachable.
You will not be able to communicate with devices associated with these SDCs) | &V 9 A vt —
P8 Security Cloud Control D 7R — A~—IZFRR SN E T,

« [—E X (Services) 1" X— D SDC D AT —H A [BiZEARHE (Unreachable) ]i272V %
ﬁ‘o
OB A RIS HI2IE, 3 SDC & T hOFERARITL T ZE W,

1. SDC{ff~ > > NEITH T, Hilkd Security Cloud Control IP 7 KL A|ZEIFETEH Z & %
R LET, BHXSRT /XA A~ Security Cloud Control D8t (14 X—) &ML
TS,

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .
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B =574 security Cloud Control TSDC X7 — 4 ZA 75T 1 J (Active) 1124 571N

2. /N—htE— h&FHETER LT, Security Cloud Control & SDC DFE i 2 fT L £ 77,
SDC 23— hE— FERIZSET DL, [T7 T 47 (Active) | AT —H AR £7°,
N— M — hEFETERT D121, ROFINRIZHENE T,

1. ERORAL > T[Y—ILEY—ERXR (Tools & Services) 1> [Fa 754942 (Secure
Connectors) 1Zi%&R L £ 7,

2. FIEARBERSDCEZ7 U v 7 LET,

3. [#fE (Actions) ]-3A > T, [/>— hbE— h®DZR (Request heartbeat) 1 %27 U v 7 L
ij‘o

4. [F#Ek¢ (Recomnect) | &7 U v/ LET,
3. SDCZEZFETTF > MIFEHRLEIELTH, SDCH[T 27T 47 (Active) | AT —H

AR BV EAIE, T Security Cloud Control T SDC AT —HX AN [T 7T 47
(Active) 112725720y (184 _X—) | DIRRICHES> T E &,

FE 114 SecurityCloudControl TSDC A T—42 AMN[7 Y T 1 7 (Active) ]

(278 570y

FIE

&

ATy T2

BB L THI 10 572> TH SDC BT 7 7 1 71T o722 & % Security Cloud Control 2378 S 721>
%/El\li\ SDC @%F}ﬁﬂj{:&:ﬁfﬁk Lfl Security Cloud Control :L‘—“H‘H}O)J:U\/\OZ J— HZJ: @ N
SSH Zf#i i L C SDC VM (28t L £,

/opt/cdo/configure.log %ﬁﬁ%ﬂ L/ij—o Nl Al = AJiL7=SDC @*%EJZ%ETEJ: N s ﬁ)IEﬁ

WHEHA SN E I DR RENET, By N T v 77X T2 I —RREL TG ET

IZAEZNE L < AJIE TV EGA X, sde-onboard setup % FFEE ST L £ 97,

a) 7’827 FT. sudo sdc-onboard setup & ASJJLFET,

b) cdo 22—V —DONRXRT—REANLET,

) TurZ NMIHWET, By NT v TR VT NOERIZEST, Yy N T v 7T 4 —
RTITo TN TOREFIREZMHR L. AN LTMEEZELT LI ENTEET,

v 7 &M L. sudo sdc-onboard setup & EITLThH, Security Cloud Control T SDC 75 [T 7

7 47 (Active) JIZ72 5720 5E 1%, Security Cloud Control 7R — h ~D W&+,

SDC DZEHE 1= IP 7 K L XA Security Cloud Control [Z/xBE & 75N

SDC DIP 7 KL AZZEE LA, GMT OF-Hi 3 BELIFE £ T H T Security Cloud Control |2
RS AV E A,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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FIARE SDCOEFIZETE L5 TLva—F125 [

TNARESDCDEHEICET A ST a—TFT420T

Z O — )& LT, Secure Device Connector (SDC) %4 L 7= Security Cloud Control 2> &7
INAANDERiHET AN LET, TAA ARG R—F 4 U 7RI LTSS, Fiidd
RN—T 1 > 7 OREIZ Security Cloud Control 737 /NA AIZEIZETE 5008 5 & fllr+ 256
X, ZOERET A NTHIENTEET,

FIE

ATy T EROSA T [EE (Administration) ]> [Firewall Management Center] 27 U >~ 7 L, [&
F 27 a7 # (Secure Connectors) | X7 &7 U w7 LET,

ATwvT2 SDC ##IRL 7,

AT9 T3 HMUMO[NT TNy a—F 47 (Troubleshooting) |4 > T, [T /34 ADEEHE (Device
Connectivity) 1227V v 27 LET,

ATVTE NITNYa—T 4 U TERITHHLE) ELTWDT AL ZADOFEHR P 7 R AE 21T
FQDN & AR— & S5E2 AL, [FE1T (Go) 1% 7 U w2 L% 7, Security Cloud Control |FR P
BREAE FATLE T,

a) [DNSfi### (DNS Resolution) ]:IP 7 KL 2D v 2 FQDN Z#5E$ 2% &, SDC 7% K A
AR ERTE, IPT RLAZEB T Z L 2MHRLET,

b) [#6:7 A I (Connection Test) |: 731 ANEEARETHD = L A2HABLET,

¢) [TLSHA—k (TLSsupport) ]: 7 /31 A& SDC D FAYR— 45 TLS N—V g &
et LET,

o [PAR— b ENTWZARWES (Unsupported Cipher) ]: 7 /34 A & SDC Dl J5 CTH R —
FENTWD TLS = 3 U720 A Security Cloud Control 1, SDC Tid72< 7
NAATHR—=FSINTWVWATLS N—V a3 VEREFIZOWVWTHET A MNLET,
d) SSLFEHHZE : T 7Ny a—T 4 7Tk, AEEEEN RIS T,

ARTYTE THRAADA U R—F 4 T ETET A A~OEERHEO MEN R L2 WA 1T, Security
Cloud Control #7AR— h ~D WA,

SDC & DMkt RY 7T Bt = F= (LRI AV 2 LY

ZoOk®I7aTHHATAEY Y a— g Uk, A7 LI A Secure Device Connector (SDC)
WCORBEHINET,

fEAK : SDC & OWrist ) 788 & 7 138k 23 72,

BT ZOMEIL. T A7 FEBNFT 01T (80%LLE) OBEEITHAET HRREMENH Y
£

ROFNEZET LT, T4 A7 FEOMPRI MR L E T,

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .
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1. Secure Device Connector (SDC) VM @ =2 YV — L& B & £ 9,
2. a—Y¥—FcdoTrr AL LET,
3. MEla 7 A CHRHER L2 SR — RE AN LET,

4 FP. AE ~hEANLTEEF A AV RRET = v/ L, BEF AV RENRND &%
ReB LE T,

DockeriC X > TTF 4 AV RENHEHEINTZZ L 2R TE 4, BHOT 4 A7 FEHEIT
QXA PR CTHD &ETFREINET,

5. Docker 7 VX —DF 4 A7 EEFRRT HITIT.
sudo du -h /var/lib/docker | sort -h ZFE{TL 7,
Docker 7 A NWH—DT 4 AV EZMHER T ET,

FIE

Docker 7 # )V Z —DF 4 A7 HEHEMFIEN SV DOBE1L. dockeriRET 7 A /L TIRD L 5
WCERLET,

e Max-size : BIED 7 7 A NIRRT A RZFE LD, n/o—7—3 g U2l LET,
e Max-file : FfRICIE LD, B—F—L g v SN ul 77 AV EZHIBERLET,

WROFNEZFATLET,
1. sudo vi /etc/docker/daemon.json % F{TL £,
2. ROTET 7 AMTHALET,
{
"log-driver": "json-file",
"log-opts": {"max-size": "100m", "max-file": "5" }
}
3. EscxF—#fMLTHL :wq! EANL, BEEEZIAALTTZ 7 A VEALET,

N

((¥) sudo cat /etc/docker/daemon.json ZF/TL T, 7 7 A MIMA HNT-EE Z R T
TET,

4. sudo systemctl restart docker % 31T L T docker 7 7 A /L& FHELE) L £,

EENBEHIND E TGP D5E07HY £9, sudo du -h /var/lib/docker
| sort -h ZFE{TL T, docker 7+ VX —DEHFHENT-T 4 AV HHELZFR - LET,

5. df -h ZFETL T, EET A AT P A XML L amERLET.

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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Secure Device Connector [ & %52 500 THHERE DS : cisco-sa-20190215-runc .

6. SDC D AT —H A% [EFEARHE (Unreachable) 175 [7 27 7 47 (Active) IZEE T D
2. [EE (Administration) ]> [Firewall Management Center] 75 [E¥ =7 237 4
(Secure Connectors) | Z# ZIZBEN LT, [7 7 3> (Actions) | A ==—M70 [F#EHKRO
PR (Request Reconnect) | %7 U v 7 T HMENRH Y £,

Secure Device Connector [ZEHEX* 52 500 THIFHERIEOMIE M
cisco-sa-20190215-runc

Cisco Product Security Incident Response Team (PSIRT) (%, Docker D> 77 ¢ (EKE) OFE
WIEFEHEIZ DWW TR ¥ 2 U 7 4 7 K231 4 U cisco-sa-20190215-runc /AR L & L7z,
Maga it DSR2 2B OV T, PSIRT F—ADT RANA B 2RE BHA L 12 S 0,

Z OREFHEIX, 77T D Security Cloud Control = — % — |22 L 97,

» Security Cloud Control ® 2 7 v KEEBH X417z Secure Device Connector (SDC) Z il L Tu»
LR EMKIL, EE TFIEN Security Cloud Control AL —3 g XF— A2 K-> T Tz
ITEINTWDTZD, LT HXLETIHY FHA,

e F LU IATEBMENT-SDC A L TWAHBEMEIL, HETD Docker S—3 3 & fF
HATDHLEIICSDCAHAARNET v 7L —FRTAHHLERHVET, Ty 7L —FT5IC
X, ROTFINEZFEHL 9,

» Security Cloud Control #£#£¢ SDC /R A D FH (187 =X—7)
« WAL L SDCAAMZHEHT L (188 <—)

e NRT hT X T (188 —)

Security Cloud Control #2220 SDC /KX + D FEH

Security Cloud Control ® VM A A — 7 ZAfi F] L 7= Secure Device Connector ® B L 72355513,
ROFNEZAET L LT,

FIE

ATw 1 SSH 7213 A =" HFar— L2 LT SDC A2 M LE7,
ATFYv T2 kOa~vr REFETFTLT, Docker Y —EADNR—2 g 2R LET,

docker version

ATV T3 EHORE~T Y (VM) OWTNNEFEITL TWAEE, RO X I R hnEranx1,

> docker version
Client:
Version: 18.06.1-ce
API version: 1.38
Go version: gol.10.3
Git commit: e68fc7a
Built: Tue Aug 21 17:23:03 2018

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .
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ATy T4

ATy T5

ATvT6

0S/Arch: linux/amdé64
Experimental: false

ZITHWA=Y a UREREINDAREERSH Y T,
WD~ REZEFTL T Docker # gL, Vr—ERA&EFERELFET,

> sudo yum update docker-ce
> sudo service docker restart

G¥)
Docker ¥— 2 OHEEH, Security Cloud Control & 7 /3 A [ DOHE#GE AN ERFFIEIE L 97,

docker version 2~ REFEREITLET, ROENINEREINET,

> docker version
Client:
Version: 18.09.2
API version: 1.39
Go version: gol.10.6
Git commit: 6247962
Built: Sun Feb XX 04:13:27 2019
0S/Arch: linux/amd64
Experimental: false

INTEBMENE Lz, Ny TRl IR/ N—23 O Docker IZ7 v 77 L— K&
F L7,

NAZLSDCHRR FZEHT D

ME D SDC A A hEAERK L TV D EA1EL, Docker DA A h—/L B S\ = B H FIEIC
e MENH Y £9, CentOS. yum, Docker-ce (2 == () ZHEH L7=HEX, Bk O
FIETEEL £

Docker-ee (=% —7 74 XfR) %A A M=) LIzGa, F21300HEZ M LT Docker
A AR LTEAIE, Docker DIEIEN— 3 ViR A6RH Y £9, ELWVA R
h—LX— 3 1, Docker ®X—<’ (Docker Security Update and Container Security Best
Practices) T CTE £7,

NTESyxy

AATIE, IOt ae gl A L. BINERAFH AR RV IRE. T RAA YU &
BEHLET, 7 RS YP U Nk E~v—7 Shicb, IROMET S Cisco /N7 2 S L TEEA
ZHERTE £,

CSCv033929-CVE-2019-5736 : runC 2> 7 F D7 L—27 7 7 k

BNE DR T LA

Security Cloud Control %, Secure Device Connector (SDC) & D#H LV Vil{E F A2 L £,
Z D7, Security Cloud Control (% 2024 42 A 1 H £ TIZBEfFD SDC % # LW ilfE U
TTHVERDY 7,

Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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FIE

snc /5—o 3 vt 2023+ £ Ut ]

\)

GE) 202442 A 1 HETIZ SDC WBAT S 72 W4, Security Cloud Control (X SDC Z#/ L TT /3
A ALBETERIRDET,

Security Cloud Control DAL —3 5  XF—ANBSDCEZBITL LD L LE LD, SDC TR
T LRI AWS ¥ 2T ARFA LD 15 5T DB TWaToo, BITTEEHATL
71:—0

VAT LA OREAEET 21213 L FOFIRICHE-> TSV, ZORENFR LIS
BATERilT TE £7,

ATYT1 VMEERAZI LT, F721F SSH #fi 4L LT, SDCVM ICr 7 A » LET,
ATFw 2 717 M sudo sde-onboard setup & AJTL T, #GEERITWVWET,
RTwF3 SDC OFElE v KT v FHEL[FEERIZ, SDC Yy N7 v FICBT 2 EMICRE LE, Laie

LSRRV —REXy U= RETXTHANLET, 20L&, NTPHF— =7 FL- R

EAELTBEET,

a) SDCOEy 7 v IR LELDEFEUE/NAT— REFEH LT, — h3EB L Security
Cloud Control = —H—D /XA — K2V &v N LET,

b) T INRERRINTEL, yEANL TRy NV —ZV 2FEHRELET,

¢) VIHIERUIP 7 RLUAE 71X CIDR DfEiE AT L £,

d) LEIERICRY NU—I = o= DEE AT LET,

e) VETERU FAA R —LT 2T L (DNS) —_"—DEEZ AN LET,

f) NTPH—"—DANZROOLNTZH, AHRNTP Y — =7 KL A (tine.aws.con’f &)
EANLTLEE N,

g) ANLTfEZMEER L, MEWRIThTy EATTLET,

ATV T8 77 Mldate E AT LT, BEZIH— N —NEERREA>, SDC & [FHI L T2 M A fGE L

SDC D /\—:

F9, HEF (UTC) 2AF/mS4L. SDC DOEFA| L i T £,

RDBERY

INOGDOFNENRZET LIS, 23T —MNEL7285E1E. Cisco Technical Assistance Center
(TAC) FTIHEMKEL IV, ZNHDOFIANEHIZ T?‘é & . Security Cloud Control A<
L— g VAT — L0 SDC OFBE ST K~OBITEET TEET,

< 3 U HY202311**** L L) i

Security Cloud Control i, Secure Device Connector (SDC) & OH LWEELFRNEEHRAL 7,
Z?D7-®. Security Cloud Control % 2024 42 A 1 H £ TIZBEFD SDC % L\ ilfE U
ITTH0ERNHY £,

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .
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FIE

\)

GE) 202442 A 1 HETIZSDC WBAT S 72 W4, Security Cloud Control (X SDC #/ L TF /3

ATy T
ATy T2
ATy T3

ATvT4

ATy TH

A AELBETE <R ET,

Security Cloud Control D4 XL —3 3 V AF—AIISDCE#BITLE S ELELERN, T2k
25 202311%%%% L0 HE[DON—T g U EETLTWDTEORMLE LT,

SDC OHAED /N— 3 1%, Security Cloud Control D A = 2 —/X—/nB[W—)LEH—E X

(Tools & Services) ]>[tF 1 7axr4 42 (Secure Connectors) |DIEIZKEEIL T, [EF =T
a7 # (Secure Connectors) | ~S— UIZFL# STV ET, SDC Z#EiR$ 25 & mim Ao
[ (Details) |24 LNIN—V g U RENERENET,
SDC/AN—Va &7 v 77 L— T 5103, ROFIMEICHE - TS 7ZEV, T OREPRR LT
5. Security Cloud Control AXL—3 5 Vv AF—ANBIT /0B AEFEF(TTELH L )17k
DET,

SDCVM IZu 71 > L, RfFZ2 TV,
71 7 M sudo su - sde E AN LT, FIEEITUVVET,
7' 7 MZ crontab -r E AT LET,

no crontab for sdc &9 A v E—IUMN %Téﬂf_ﬁm\ ?@:‘*ﬁ Lfﬁz@iuﬁﬁzlﬁy}iﬁ_o

71 7" MIZ . /toolkit/toolkit.sh upgrade & AJJ L FE T, Security Cloud Control i%, 7 > 7
JL— RPRENE I AL, Y—F¥y a7 v —RLET, arY—/LTx
T=RHEIN T W L EMER L ET,

SDC DFH LW A= g a2 FEB L £,

a) Security Cloud Control {27 71 > L £,

b) Security Cloud Control ® A = = —/S—n5[Y—)LEH—E X (Tools & Services) ]>[tF 2
73344 (SecureConnectors) DNEIZBENL T, [EF 27 2% 27 % (Secure Connectors) |
NR=UEHEET,

c) SDC #i®IR L T, [#E (Actions) ]~XA > T[/— hE— FDER (Request Heartbeat) ]
Vv LET,

d) SDC D/3—0 =3 A 202311%%+* LIECToH D Z L AMAEL £77,

RDBRY

INHDOFNENRZET LIZL, T —N0NRAEL 71 &1, Cisco Technical Assistance Center
(TAC) FTITHHELZZV, ZIHDOFIANEFIC Tﬁ“é & . Security Cloud Control 74X
L—2 gV AF— AT T e A HERITTEET,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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https://docs.defenseorchestrator.com/#!t-open-a-support-ticket-with-tac.html

| FSInva—F40y
aws 4 —n—oiiEEEEETS— [

AWS H—/N\—DFERAEF (IR T 5 —

Security Cloud Control %, Secure Device Connector (SDC) & OH LWEEFEFNEEHA L 7,
Z D7, Security Cloud Control (%2024 £ 2 H 1 H £ TIZBEED SDC %3 LWl FUCH
ITTH0ERNHY £,

)

GE) 202442 A 1 HETIZ SDC B3BAT S 72054 Security Cloud Control 1% SDC %41 L CF /3
ARAEBETERLIRDETS,

Security Cloud Control D4 XL —3 3 > AF—LNSDC #BITL LD & LE L2y, #i0 R
ANFE LTl R LE LT,

Rt ORE ZEIET 21213, ROFMECHE > TS 2V, ZOREPRR L5, BATZ kT
TEET,

FIE

ATV 1 R—Fr443 T, V=23 WO RAAL v ~DT 7 MR R #5774 7
Y4 — L — LB VERR L E T,

A=A NTUT V=T a rORBREH Tk
* cognito-identity.ap-southeast-2.amazonaws.com
* cognito-idp.ap-southeast-2.amazonaws.com
* sns.ap-southeast-2.amazonaws.com

* sgs.ap-southeast-2.amazonaws.com

AV R =V a v OFEBEBT b
* cognito-identity.ap-south-1.amazonaws.com
* cognito-idp.ap-south-1.amazonaws.com
* sns.ap-south-1.amazonaws.com

* sgs.ap-south-1.amazonaws.com

CKEY =V a v OERBT b
* cognito-identity.us-west-2.amazonaws.com
* cognito-idp.us-west-2.amazonaws.com
* sns.us-west-2.amazonaws.com

* sqs.us-west-2.amazonaws.com

cEUV—a v OERBTT b

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .
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* cognito-identity.eu-central-1.amazonaws.com
* cognito-idp.eu-central-1.amazonaws.com
* sns.eu-central-1.amazonaws.com

* sgs.eu-central-1.amazonaws.com

cAP] U —V a3 VOEBEET b
* cognito-identity.ap-northeast-1.amazonaws.com
* cognito-idp.ap-northeast-1.amazonaws.com
* sqs.ap-northeast-1.amazonaws.com

* sns.ap-northeast-1.amazonaws.com

ATFv T2 ROWTHrOa<wy REFRALT, 7747 U4—/bO [FFRIY A b (BT 208X H
HIPT7T RLADEY A MR TEXE T,

GE)
WD~ Flid, jqiiA v A F— A ERTNEZ—F—[@FTF, IPT7 RLAR 15D Y 2
MCERENET,

CKEV —Va v OERET I

curl -s https://ip-ranges.amazonaws.com/ip-ranges.json | jgq -r '.prefixes[] | select(
(.service == "AMAZON" ) and .region == "us-west-2") | .ip prefix'

cEU VU — g v OERBTF b

curl -s https://ip-ranges.amazonaws.com/ip-ranges.json | jg -r '.prefixes[] | select(
(.service == "AMAZON" ) and .region == "eu-central-1") | .ip prefix'

CAPJ U —T g v OFEBET b

curl -s https://ip-ranges.amazonaws.com/ip-ranges.json | jg -r '.prefixes[] | select(
(.service == "AMAZON" ) and .region == "ap-northeast-1") | .ip prefix'

GE)
jQBA A R= L EINTWRWGAIE, ROEMANA—Yaroa~vy RefEHTEET,

curl -s https://ip-ranges.amazonaws.com/ip-ranges.json

RDBERY

INOEOFENRTT LIS, 23T —2N3E L7285 1%. Cisco Technical Assistance Center
(TAC) EFTTHEHELLZEV, ZNHDORIENIEFIZ5E T35 &, Security Cloud Control 7=
L—ya U AF— L0 SDC OFEEHTRK~OBITEET TEET,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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https://docs.defenseorchestrator.com/#!t-open-a-support-ticket-with-tac.html
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Security Cloud Control D FS T a—F 4 24 .

Security Cloud Control D S5 L a—TFT 4 25

A4 DERBD STV a—Ta0T

IE L < %Ly Security Cloud Control ) —< 3 vIZER->TAY A Y LTWAT=8%H, OF A vtk
5 e )

Wit 72 Security Cloud Control U — g (74 LTWA Z L 2GR L TL 72 &0,
https://sign-on.security.cisco.com (IZ B2 7 A »F 5L T/ BATHY —Va VEBRTEET,

YA AT HY =TV a Nl oI, V— 3 > 2 & O Security Cloud Control ~DH A1 A
v o (6~—2) ZZRLTIIZSV,

BTgoogA oEKBO ST a—TFa09

A—H—FFIF/NRAT—FHAIEL < ALz, Security Cloud Control ~NMD A Y A U IZkET
%)

figiRix Security Cloud Control (IR 74 L&D & LT, ELWaZ—HF—4 L 2T — R
LTW2IZbbbTr A NIRRT 256, 72013 IRV —RFeEn 6] 2Rl
THHENRSAT — F&BEE TE 20 EIEL, B L Cisco Security Cloud Sign On 7 %7 7 & |k
ARSI r 7 A BRI FREMED Y D W £ 77, BTHL Cisco Security Cloud Sign On 7 71 7 &/
N DYERL & Duo ZHEARAEDRE (84 ~X—7) OFNAIZHE > T, H L\ Cisco Security Cloud
SignOn 7V v MIH AU T v T THEMLERHY 7,

Cisco Security Cloud SignOn %' v & 2 7/K— RAD R Y 4 U IEAIT SA. Security Cloud Control
FERETER

@Rk Security Cloud Control 7 F > | & (2872 % = —H¥—4, T Cisco Security Cloud Sign On 7
10 FEAER L TWADATEEMED S W £77, Security Cloud Control & Cisco Secure Sign-On @ [t
Ta—W —HFRA (LT 5 I21E, Cisco Technical Assistance Center (TAC) [ZiHifE LT 72
AN

RELEITvIR—VZFEARALEZOTA VIZKET S

iRk VIO UVIREEI N WT v s w—J EFEH L Tr A LIS E LTV DEND L
NE®i, 7 v 7 ~—2 M https://cdo.onelogin.com Z 5 L TW D ATREMENH W £,

fi@iRi% https:/sign-on.security.cisco.com (22 7 A > LE T,

« f#3R3% Cisco Secure Sign-On 7 4 7 > b & F7E/EMR L TR WAL, il Cisco Security
Cloud Sign On 7 71 7 . s DFERK & Duo 2 EFRFHFEOFKE L E T,

« iRk Cisco Secure Sign-On OF LT B 7 > M EAERRL LI2GA1X. 7 v MBMERR ST
U= g VNIRRT B X v & 27— R® Security Cloud Control % A V& 27 U » 7 LET,

- f2iki% Cisco Security Cloud Control APJ

* f8iRi% Cisco Security Cloud Control 2 —A hZ U 7

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .
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- fi#iR:% Cisco Security Cloud Control EU
* fiRi% Cisco Security Cloud Control - > K

* f8iRi% Cisco Security Cloud Control K[E

« f#R3% https://sign-on.security.cisco.com 5T KO T v I/ ~v—27 ZHH L ET,

TOERAEBHED FS TN a—TF42T
T4V H—T Y FRERT—8 RDMRR
FIE

2T ERORAL L TEXAYTFATNNAREZ7 Y v 7 LET,
ARTYT2 [THRA R X T %7 w7 LET,
ATy T3 BHIRTANAAZATDET 20U v 7 LET,

AT T8 [HLWT =7V %K (New Fingerprint Detected) | AT — 4 ADT /A A & %R
L\i‘a_c

ATV 5 H LW M SHLE L7z (New Fingerprint Detected) |31 > C[7 4 > H—7U v h Ol
78 (Review Fingerprint) 1 %2727 U v 7 LET,

RTYT6 740 =TV bR L THFAITHL 5 RDONTZL, LUFOFIEEZFETLET,
1. [Z4v =7V X >ra— R (DownloadFingerprint) %7 U v 7 U THERLET,

2. T4 =7V MIREN 2 TIULX[EFF (Accept) 1227V v 7 LET, MENH LY
Aix. [Fr o (Cancel) 1227 Y w7 LET,

ART9T1 HLWT 4 B =TV v NOREE R LT, T3 ADOEEFHRREN [4 > F A > (Online) ]
EFORE I, WA T — 2 A0 THERIH (NotSynced) | F7-i% HiAHiH (ConflictDetected) |
EERENDHAENDH Y T, [MHEEROBAS Ok (Resolve Configuration Conflicts) 5% & D #t
B OfF (162 ~<—) % L. Security Cloud Control & 7 /34 A OMERR O 2R % sl L
TR L ET,

SecurityandAnalyticsLoggingf N> FEZERALzR*Y FT—VBED S TV a—TFT 4«
27
ZHUE, AR R Ea—TEFHAL TRy NI OMBIC N T TNV a—T 4 T B FETT
LI DIEARN IR T L — BT — 7 TT,

ZOTFIATE, Xy NT—=7EAF =0, 2= —=0xy hU—=2 EDOY Y —=RIZT 7
TATERNVE VI BEEZTBMALAEL TCWET, MBELZOHHTEHREL TN D 2—

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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FIE

Security and Analytics Logging 1 N> b EFRA L=y bT—OBBD STV a—TFT 45 .

P—IZHANWT, Xy NT—FEAT—LIE, EOT7 7 AT U —NARN2—HF =25 V—
A~DT 7 AZFE L TWE0EE L CTWEJ,

\}

G ZoOVFIATE, *y NI b T T7 4 v 2 BHT D7 74T U4 —/VI DM IZ L D%
BT NAZATHDLZ L HELTUWET, Security Analytics and Logging (X, DT /3 A 2 Z A
Tinbu ZERENELEEA,

ATy T EOSL T4y DY (Events & Logs) >[4 X2 b (Events) 1227V v 7 LZE
D

ATw 72 [JEFE (Historic) | ¥ 7 %7V w7 LET,

AT 73 [H5ff#FH (TimeRange) [I\ZX DA XU D7 4 VHHEZBMG L ET, T 74/ T, [B
J& (Historical) | % ZIZidih = 1 FEfIOA RX> "3 FoRENE T, THDIE LW CH
L58E. BUEO BT LR % [(#T (BEnd) 1HRFZIE LTAN LET, EADIE LW IR
TRWEEIT, WE S REOREH 2 5 ol faiefi & & TR 2 AT L E T,

ATYv T4 [EH¥—ID (SensorID) ] 7 4 —/L RIZ, 2—HF—DT7 7 BAZHE L TV HLEEZLND
T7ATUF—NDIPT RLRAEANLET, 7747 U —/VDEROAREEN S D56
X, RBEANA—CEBEEOTZHEA LA XU e 7 o VZMBELES, 2200 b %1E
L., TNHZEZOR AT — AL M THEA LE T, B sensorip:192.168.10.2 OR
SensorID:192.168.20.2,

ATYTE AR NI 4 NVENR—=D [V —AIP (SourceIP) ] 7 4 —/L KiIZ2—HF—DIP T KL A% AJ]
L\i‘é—o

RT9Tl 22— =N Y —RIT 7 EATERWEEIE, ZOU VY —ADIP 7 FL A% [5E5IP
(Destination IP) ] 7 4 —/V RIZADL L ET,

RT9TT1 BRICEREINDARMERL, TOMAERKRLET, UTOEMICERL TLEE
AR

« AC_RuleAction - L— V3 b U H—a iz L ZIZEfTasn=T7 7 v ay GFal, B, 7
2y 7)

« FirewallPolicy - £ X2 % b U A — L7 V= AR FEETHRY —,

s FirewallRule - £ X2 h% R U H— L7 /—/LDLFHI, D Default Action DL . A~
Fae MY T—=LE=DER) o —DFT 7V T 7 arTHY, R —HNDOL—LD |
OTIELY T A,

s UserName- f =3 =—XDIP 7 KL A IZBES T bnza2—Y— S = =—FIPT R
LAY —RAIPT FLAEFELTY,

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .
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ARTYT8 N—NDT 7 a7 I7vAETay 7 LTWbHEAIL, [FirewallRule] 7 4 —/L R &
[FirewallPolicy] 7 4 —/V REHER LT, 778 AEZ T v 7 LTWAERY —D/— )L ZFE
L/i‘é—c

SSLIESMEFEDOMED FZ TN a—T14 27

BEEEENT IV TIIHEET 207 T TIEHEEEL L\ WebH 1 DAL (SSLETIFER
RE=2Y)

A= 7+ BIOREOMDT A ZAHO—EHOT 7Y r— 3 Tk [SSL (F 7213585
J) =27 LIRS FEMEH SN E T, SSLE = FETIE, LD — N —GEE
DNy aBNT TV r—a VHEONEICHEDIAENE T, TORE, 77V r—va i
PB4 S VTZEA #E % Firepower Threat Defense 7 /N4 AL THLD & /Ny ¥ 2 FREIZ KRR
L. Bl ET,

Web VA bDOT 7V r—a b BZEHALTEOYA MIEHHT L2 ENTERVICHLIDS
T Web 7 7 U ERFERHT 2581, Bl L7y 7Y r—ra U EER LT N A B
DT TP THERTZ DLWV ONRERIERTT, 72& 21X, Facebook ?®i0S F 7= 1% Android
TV —va 2T D & ISR L £33, Safari % 721% Chrome T
https://www.facebook.com Z 45 E T % & #E5ETRE) L £ 9,

SSL =2 Z 3 ME R EZ BT 272D SN D 72D, BRBERIEH D THA, KO
WTNDORINE AT 5 0ER H D £,

HMORT
YA SR T T IV TITHERET ZDICR UTF A A EOT 7Y r—3 g U TITHERE L WS
W, IRTHEFEICSSLE = JiIck b ExbnEd, 2720, FELSHRAZLERD D
B, T3 UFOT A MIMZ T, #EA X M2 L TSSL E= o 75238 cx 4,
TV = a3, RO 2 ODFET/ Y ¥ 2 FRGED KRB KT 556036 0 £77,
o JN—T1DOT Y r—3 3 (Facebook 72 &) X, Y— 305 SH, CERT. SHD * v
t—UEZITES & T <ICSSLALERT A v —UH2FELET, 75— I, BHE. SSL
v'=> 7 %77 [UnknownCA (48)] 77— T4, 77— h A vE—TDHKICTCP U
By MBREFEEINET, 41X FOFFEMERTRO L S RIERPAONE T,
*SSL 7wu— 777X ALERT SEEN NG FENFET,

*SSL 7mr— 77 7|ZiX APP_DATA C2S5 F7zif APP_DATA S2C IFEFENFHA,

*SSL 7m— AvE—UE, WH#,. CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE,
SERVER KEY EXCHANGE, SERVER HELLO DONE T,

c IN—T2DT 7V /r— 3 (Dropbox 72 E) X7 7 — M EEELEFA, RDVIZ,
N RV A IRETTHETHSTOLTCP Uy hEREFELET, A X2 FTKRD
KO MIERB RSN E T,

*SSL 7w— 77 ZIZiX ALERT SEEN, APP DATA C2S F72i¥X APP_DATA S2C IFENFEHA,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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*SSL 7Rr— AwyE—UX, #@%, CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE,
SERVER KEY EXCHANGE, SERVER HELLO DONE, CLIENT KEY EXCHANGE,
CLIENT CHANGE CIPHER SPEC, CLIENT FINISHED, SERVER CHANGE CIPHER SPEC,
SERVER_FINISHED T,

BITHODTAVRBO STV a—TFT142T
A—H—FFIF/NAT— FHAIEL < ALz, Security Cloud Control ~NMD A Y A 2k T
%

figiRsx Security Cloud Control IR 74 L L9 & LT, ELWa—HF—4 L 2T — FaffiH
LTWDIZbbbTr s A AZKKRT D56, 213 [RRAU—RFeEn%ha] 2Rl
THHMRNAY — REEIETERWIEEIX, B LU Cisco Security Cloud Sign On 7 47 7 & |
ARSI r 7 A BRI FREMED YD W £ 77, HTHL Cisco Security Cloud Sign On 7 71 7 &/
N OVERL L Duo ZEHEFRALORRTE (84 X—7) OFIAICHE> T, Hr L Cisco Security Cloud
SignOn 7 Uy MIH AU T v T TELERDHY 7,

Cisco Security Cloud SignOn &y & a7/R— RA® B 5 A VIXREIIT A%, Security Cloud Control
FERETERL

figirix Security Cloud Control 77 k & (X572 % = —+# —4 T Cisco Security Cloud Sign On 7
7 NEERCL TS AIRENMED & W £ 97, Security Cloud Control & Cisco Secure Sign-On D [#]
Ta—W—FRAEENE{LT 5121, Cisco Technical Assistance Center (TAC) [ZiHifE LT 72
U,

RELEITvII—V&FALEOTA VKBTS

iRk 7o UVIRFESI N WT v e —J EFEHLTr A LIS ELT0DEND L
NE¥i, 7 v 27 ~—2 M https://cdo.onelogin.com 5 L TW D ATEEMEN H W £,

fi#Rs% https:/sign-on.security.cisco.com (22 7 A > L £,

« fi#iRi% Cisco Secure Sign-On 7 # 7 > b & E /B L TWRWEEETX, #i#l Cisco Security
Cloud Sign On 7 %1 7 > N DYERL & Duo ZEHEGRAEOHE L ET,

« f#3R3% Cisco Secure Sign-On OF T v > M EAER LIcSA1X, 777> MBMER S Lz
V— g NZxIGT DX v v 2R — RO Security Cloud Control # A V& 27 U w7 LE9,

« f#3R3% Cisco Security Cloud Control APJ

* f3Ri% Cisco Security Cloud Control 2 —A FZ U 7
« fi#ifi% Cisco Security Cloud Control EU

« f#iR:% Cisco Security Cloud Control f > K

« f#iRs% Cisco Security Cloud Control K[

o Rk https://sign-on.security.cisco.com Z{ET LI T v /v —7 ZHH L E T,

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .
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ATz FORSTNYa—T a5
EEA TS FOBEBEORR

FIE

ATy T
ATvT2

ATvT3

ATv74

ATy TH
ATvT6

ATy 17

BEAT7 V=7 Failix, RUT A A RCHD, ARITERLDZMEZR T TH D228 Eo
A7V NTT, WE, BEELIEAT VS MIRo TERS, RUENZE-ZL, &F
SFERRY =t THHENE T, EEA T V=7 bORBEZMIR L7=%. Security Cloud
Control 1%, RSN/ AT V=7 MAITKT D, WEELZTLTXRTOAT V=27 FSRER
BLET,

HEAT V=7 FORBEZRRT DI TOFIRZ EITLET,

MDA T, AT V22 b (Objects) 122V v 27 LT, A7 a v 2@RLET,
WIZ, T2 b ot 72 74NV EZ LT, BEETAL T2 FOEAROITF
e

RROFNE 1 OEBINLET, 77V =7 bOFEM AR, ST 2EEOHZRT [HE
#i (DUPLICATE) ] 7 4 —/V RBRERINET,

[gy DUPLICATE & Resolve | lgnore

[f#ik (Resolve) 1% 2 U v 2 L%d, Security Cloud Control (%, EHEA TV =/ FE T
HEIITERLET,

T 24702l FE2 OB L £9,
DLFOAT>arndh £4,

ATV "D OEROFT V=7 MIEBEZMZ 551X, RFETLHAT7 V27 R T
[N (Pick) 127 Vw7 L, [l (Resolve) |27V v 7 LCTEEEZITHT AL AL
Xy MU= R = %R L, BERICHEN 2T HE R (Confim) 1227 U v 7 L
%9, Security Cloud Control |L, IR L7477 V=7 MIESHX THREFL, EEZHIER
LET,

cVANMNIHLZA TV =7 NEET L2581, [HH (gnore) 1227V v 27 LET, 47
Y/ MEBEMHT S L Security Cloud Control NFE/RT L EHMEA T V=7 DU A D
HifREhE T,

ATVl VEREFT O LOO, EEA TV =7 F O T Security Cloud Control {237~
LTELL 2W0WGEIE, [TXTES (Ignore All) 1227V v 7 LET,

BEAT7 V=7 PORMERER LT, ToTERE2E5T ST XTOT A, ADORELLD
LEa— RN, L ThOEROLET 2 —ZICRERMAL X7,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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RERA TPV FOREBEDRRR

KA T V=7 FZ, TS ZAERICEET H SO0, BIOFT V=27 b, T77EAY A
. NAT V=i ko CERBEINTWRWAT V=7 N TY,

BRERLR -
e TNRA ALY —ERADY A DT AR—F (104 <—)

« Security Cloud Control ~D7 /S A —fEf#HEE (108 <—)

RERFTO U FORMEDER

FIE

AT TN EMORAL T, [A7P=27 b (Objects) 1227 Vw7 LT, A7 vara@RLET,
ATFYT2 W, AT beAd TV v T4 EZ LT, RMERAA TV =7 FOMEE ROT £,
ATY T3 12U LORBEAOF TV = s FERIRLET,
ATV T4 UTOF T arhboEd,
cBET 4 KU TIHIER (Remove) (8% 27 U7 LT, RFEADOAT P =7 % Security
Cloud Control 2> HHIFR L £,

o [ME (Issues) ]34 > C, [ (Ignore) 1227 Vv 7 LET, A7 V=7 FNEEHT S
& . Security Cloud Control [ZREAD ATV =7 NOFERICFDA TV =7 baForLig
7Y ET,

ATYTS KMEAOAT V=7 FEHIRLIZGEIE, To B L5 T ST RTOT A ADRELED
Trba—LEM (152°—) L T EROLEE L2 IR LET,

GE)
REEADOAT V=7 FOMEE —FETHET212E, (7Y x7 boEE B4
51 BB LTLIIEE N,

KERAFIT Oz FO—FHIR

FIE

ATV oA T (7Y x2 b (Objects) |#27 Vw7 LT, A7 v arz#RLET,
AT T2 RIZ, ATV "eAT7 V=l b7 4 F LT, KMERAT7 V=7 NORMBEE RO E,
ATY T3 HIRTHDREMNOAT =7 FERBIRLET,

PR EDTRCOFT V2 7 FERRT DI, AT V=) b F—T D~y 4T
HHFzv IRy I A% Vv LET,

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .
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ATV NT—TNTREHOF 7V =7 FEEBNTERIR L £,

ATy T4 MO [T 73 (Actions) 134 > T [HIFk (Remove) 1@ %227 U >~ LT, Security Cloud
Control TEIRLI=RFEHOA 7V =7 T XCHIBRLET, 9EOF TV =7 K ZE[FIKFIC
HIfRCX £,

ATFwTE [OK] 227 U7 LT, REHOAT V=7 FEHIRT D2 & 2R LET,
ATYT6 ZNHOEFEDOREIZIE., DD 2 50HENRH Y £97,

ATOTEFELET ST R TCOT A, AORELEDT L E 2 — BN, FAEL T HHE
BOEEE IR LET,

(AR RNV ERE, BROREBLZTIZT A AERELET, EEOKEL
ZTDHTRTCOTNA A%EERL, [EH (Management) ] A > T[T XTEBR (Deploy
All) 1227V v 7 LET, BEE2A, @077 ar2F T LET,

BEF TV FOREBEERRT S

Z:%/El\j—jyi 7k B INCONSISTENT 2 Resalve | Ignore L ) Ouj:@'wf:/\/(

FizdhH D, AANEFECEMET R D247 V27 b TT, 2—HF—RRR 5RO T, [FH
CARTENEDOA 7V =7 M T 220V ET, ZhoDOFT7 V=7 FOMEHNRRFH O
PR IZ SN TAHAIZSR R DHEIC Y . REEPELCET,

FAEEA TV FNOMBE ETRRTSICE, ATV FOMEE ISR
51 2B LTIIZEN,

PEEAT V=7 MTHLTROZ EEFTTEET,

* [#E47 (Ignore) ] : Security Cloud Control (X, 47 ¥ =7 MNEOAREELZEHL, THHD
BERFELES, 2072 ME, NEGI T IVICRRINRL D ET,

s [¥— (Merge) ] : Security Cloud Control (X, BIRSNTWVWAHTRXRTOATV=r M EZ
D% 1 >DF TP =7 NI —TF w"ft/\bi?o

s [ARTOZF (Rename) ] : Security Cloud Control T, R¥ESGAF T V=7 D 1 DDA %
BEEL, FILWARTEMT D 2 ENTEET,

ARy NU—IFT V2 DA —"—F A R~DZHL (Convert Shared Network Objects
to Overrides) ] : Security Cloud Control T, NG OHALFE ATV 2V b (A—/—TF
A ROFEIZHIDLT) | A—N"—=F A4 FOHLIH—DIEFEL T V=7 MR TEE
T, REEAT V27 FORL &N T 7 40 MEXR, LR EINDI ATV =7 b
DT T7HNVRELTHESINET,

(B H@EOT 7 x 0 MENEED 25EE. DI HLO—DONT T x
NRELTERESNET, VDT 74V MELA—N=F A R
X, 20OF 7Vl FOF == FLLTRESNET,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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c[FHH Ry NU—T T N—TDBIMOE~DZEHL (Convert Shared Network Group to Additional

Values) ] : Security Cloud Control T, REEGDOHHILERY VT —7 T N—T% BIND
BOHLE—DFER Y NI =7 TN —FITHEETEET, ZOMREDRYEL, [T
NAHEFREELER Yy NT—7 7 V—Z, RIUEEFFODR Eb120EA 7TV =27 MR
VETHD] EWVWIHbDOTT, ZOREZ—HTLHTITOT 7 4V MERT 7 4/ ME
2720 RO DOAT V=7 NI, HILFERIND Xy NT—27 7 —TOEMOfEs L
THOVETHENET,

21X AEEOH L2 OOERYy NIV =0 T V—TRboHELET, 1 DHOX Y
NU—2 7 —7" [shared network group| 1. [lobject 1] (192.0.2.x) & [lobject 2]
(192.02.y) TSN THET, F/o, BIOME lobject 3] (192.02.a) HEFN T
F9, 22HDFR Yy hU—2 7 /L—7 Tshared network group] 1%, [lobject 1] (192.0.2.x)
LIBINOfE Tobject 4] (192.02.b) TEMINLET, ARy V=27 Z N —T%BMND
EICEHT DL HTLLIEREIND ZV—7" [shared network group) (Zi%, 7 7 4/ ME
& LT lobject 1) (192.02x) & Tobject 2] (192.02.y) W& £, BIMOEE LT
lobject 31 (192.0.2.a) & lobject 4] (192.02b) NEFENET,

GE)

LRy NI—7 ATV NEERKT % & Security Cloud
Control i%, ZDEZ R CAFIOBAADIAE Ry NV =0 FT7 V=
J hA~DA—R—=F 4 FE LTHBMIZH Y Y TET, 1L,
H LT 23 278 Security Cloud Control (24 > R— RSN 556
WCHETEED £,

HENEI Y KTk, ROFERmMIZINTWLEEICORFEELET,

1.
2.

3.

HLWRy NT—=2 4T V=7 RIRT AL ZZE DB TONLIRLEN DY £,

T MO, RCARTE 2 A TOEFT V=7 "R 1 OFETFET DLENRDH D £
—g‘o

IHEAT V=7 ML, TTEA—"=T A FREENTVDOIRERDH Y 7,

REEAT V=7 MOREEZIRT 51213, ROFIEZIATLET,

FIE

AT w71 MO Security Cloud Control /47— 5 L /3—T, [47 V=2 | (Objects) |27 V27 L

<.

FTarEERLET,

ATV T2 R, AT V2V "aeF TP T4V E LT, REEF TV 7 FORMBEE RO ET,
ATYT3 REEAT V=27 FEBRLET, 77027 FOFEHIASRZNMC, 48 THr4FT V=27 O
o9 [A3E4A (INCONSISTENT) |7 4 —/V R F/RENET,

L)

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .
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ATv T4 M) (Resolve) 1227V w2 LET, Security Cloud Control |, RIEGAT V=7 & LLEET
THEIICERLET,

ATYTS UFDFTvarRnby £7,
« [T RTEM (Ignore All) ]:

1. RSN AT V=7 bEEERL, WThrO4 7 V=2 hT R (gnore) 1 %7
Vo7 LET, Fd, 3 XCOAT V=7 FE2BRT L7202, [T3TELH (gnore
Al) 1227 Vv 7 LET,

2. [OK]Z27 Vv 7 LTHEGBLET,

[TV bET—D L THIR (Resolve by merging objects) ] :

1. X2OOFT V=V hae~—2 L TR (Resolve by Merging X Objects) 147 U v 7 L
i‘j‘o

2. [#F8 (Confirm) %27 VU >y 27 LET,

*[RATDZEE (Rename) ] :
1. [#4BIDZEHE (Rename) |27V v 7 LET,

2. FNTHAXY NU—I R —BLUOT A A~OEEERTE L, [#:E (Confirm) ]
Vv LET,

s [A—N—F5 4 KADZEH (Convertto Overrides) | (FREADHZIHEEA TSV FDE
B) HEEA TV bEA— AT A REWET D5A. B SRUITIE, [REGD
& 51ME (Inconsistent Values) | 7 4 —/V RDOF 7 4 )b MEDHRINFERENET,

1. [A——TF A R~DOZ%H (ConverttoOverrides) (%7 Vv 7 LET, T XTORES
FTTV 7 ME A== TF A REFORE—DIEA TV = MNIEBR I ET,

2. [#EiR (Confirm) 127 V> 2 LET, HAAF 7T =7 FOfFEEE (Edit Shared Object) ]
Vw358, HLKERENEF TV =7 NOFEMNFRENET, LIk
FlE FaEkAEZ#FEHL T, T 740 A —n"—F 4 ROMTEEBHTLZ &0
TEET,

s CEMDE~DZEH: (ConverttoAdditional Values) | (FREEDHZ Iy bT—0 5 )IL—TF
DiHE)

1. [EMOfE~DZH (Convert to Additional Values) [ %7 U v 7 LET, T XTOREE
ATV 27 M, BNMOEEFOE—-OIFA Tz MNIEBINET,

2. BN TOHXRY NT—I R —BIOT NS A~OEF2HRAF L, [M:2 (Confirm) ]
Vv LET,

ATV T6 REGEMR LD, ToTEREZSTSTRTOT AL ADRELEEDO T L E 2 — & RH
N, L T OEBROETE 2 —EICEALET,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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+Ivzy romEe—EimrTs [

7707 FOREEE—EIZRRRT S

FIE

—

REHA T =7 NORIBEOMIR, BEA 7 =7 NOMBEORER, REEAT o7 FOR
BEAMRRT 5 (2002—) OFEOH DA TV =V NERRT 5 HED 121, b 5
WTHZETT, A7 V=27 MBEHORBERD I HETYH, B4 7V FNE2RIRL T

WHRCTEET, HExE, AT V=T MC—BMER L, SLICKREROEE, —EICEET
XHMEX A X1 27T T,

|

EX3

BTAT V=7 FRRIORMES A FICEEMT b ha b, FITLEERTY 7 v Tl %
DORFZRIN LRI ORZELET, e BEELTWEEDICA T Y27 M EH
L. BCEDOAT V=l "R EELE L TYy—Y SINTHE, 20X TV =7 NeBEEAT

ATy I
ATy T2
ATvT3

ATy T4

ATy TH

V7 FELTEHLTH, AMEGOA TVl FELTEREINDIDITTIEHY £ A,

iz —fECEHET 212F, BLFTOFIRICHE> TIEE U,

FEAOSA T, [TV =7 b (Objects) 227 V7 LT, A7 ar2@RLUET,
BBRERVIALTZDIC, A7 V=27 FOREEZ T 7= b7 4V ETEET,

3TV 2 NT—TNVT, BT ATV T RTERIRLET, BESA Tk, ME
BATTLWHF TVl BT NV—FESET,

lssues

(& Duplicate

| Inconsistent
Unused

QL (Ignore) %27V v/ LT, MBAZA T ZLIZEHELET, KMEZ AT TLICE
BRIV ERDHY £7,

[OK] %27 Vw7 LT, ENO6DOATVxl NeBHT 52 L2t LET,

TN ADEEHUIARE

Security Cloud Control 7} > MIA YR — RENTT A ADOEERIRELZ R R TEXET, 2D
My 71, SEIERPEFIREZEMT 2DIENLEE T, [ X0 MU R_R—=TU 0 [HE)
TN, TN ZADHRRIREN R R SNE T,

TN ADPERIRREDS [T A v ) OBFE. T3 AOEFNA 272> TV T, Security
Cloud Control IZHH SN TWNDHZ A EWKLET, LLTFTORICHEEI N TN D ZDMOIRAE
. WE, SEIERBHTT A ACHERBELTZGEICRDET, ZORIT, 208D
REENBEIET 5 EEZ R L COET, SHEReEEORIA & 72> T 5 BB EE D 5 "TRENE

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .
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N0 F9, FEEERAD L. Security Cloud Control 1%, F#i5i 2 FITd HE1IC,. T
b OMEZ T XTHRRT D L2 IZRDET,

TN R DR EE EALbNBRE FRRE
Z> 74 >~ (Online) T ZDOBEFMN A>T | NA

T, Security Cloud Control |Z#
SN TWET,

F7 T4

F A ADBENIN TS
B Ry kT — 2 B D

FRLARET TA I D
MR LET,

Insufficient licenses

TNA AT AR
NHY EHEA,

FTARVARED N T TV
va—h (204 X—)

T VT Uy VINERTH D

Security Cloud Control 237 /A
AN T AT OIEHT 5
=P =4 L RAT — RO
HEDENRELL HY £
o

M a 7 A ANERO T T
N a—F 47 (205 ~=—
D)

FowR—=T 4T

FRA ADKF L R—F 4 T
DBMRESNE LA, 52T L
TWEHA,

TR, ADEE MR L. T
WA ZADRGRZEE T SHTL
72 &0,

New Certificate Detected

T DTN ZADFERERLE
ENELZ, TS APHED
BLRAEZEN LTV 25
. ZTHET A AOERE
FRA Lo DIc A Lo
REPED DV £,

BHGERAFORMBD - Z 7L
va—bk (206 X—)

FroR—=T 4T T —

Security Cloud Control 737 >/
RN—=T 4 VTRRZT AR
Dt & K- T=w[REMED & D
*7,

FUR—=F 4 T T—D b
TN a—k (2153—)

FAEVRAFREDRZ TV a—hk

TN ADFFRAT —H AN [TA B ABARE L TWET (Insufficient License) | & FR S 4L
L858 LTOFIEEZIATLET,

T NRAANTA VL AETETHETCLIELLFHET, @H . Cisco Smart Software
Manager 2387 LW\ T A 2 2 A% T3, AT T 2 IERE A 0000 F97,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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FIE

&
ATy T2
ATvT3
RATv74

ATy TH

ATvT6

myrnsq R0t I a—5425 |

o TORA ADAT — X ANEDL B IRWEEE, Security Cloud Control 2254 A > 7 w7 K LT
MNOFEEY A A 9% Z & T Security Cloud Control R—% /L ZFH LT, 74 A
P N—L T NNAALEDOBDOFR Y NT—T BIEOREAZMRLET,

e AR—=FNEFHFLTHT N, ADAT —FANELINRWGEE, ROFIEZIATLE
@—O

Cisco Smart Software Manager 7> S8 LW h—27 U &AL, a b —LET, FFEHlz OV T,
A= IA B ADEKICET O ET A2 THSEI W,

FRONRAL L TCRFa2VTATNAREZ7 ) w7 LET,

[(TA R 2 T% 70y LET,

YR T NAAZAL T DR T oI ) I L, AT—HAN[TA BV ARRRELTWET
(Insufficient License) ] DT /XA A ZER L F 9,

[T /314 A0 (Device Details) 1A T, [TFA BV ANRKZ L TWET (Insufficient

License) JIZFEREIND[TA B ADEH (ManageLicenses) |27 U w7 LET, [T7A4 &

ADEEE (Manage Licenses) |V 1~ RUMF/RINET,

[7 277 4 71t (Activate) ] 7 4 —/L R T, LW =27 &AL 0 AT T[T 31 2D%
(Register Device) ] &7 U 7 L&,

=2 VBTN RCEFICEA SN D &, BEIRIEN [ 7 A > (Online) 1IZEDY F
—éqo

BYGOTAVERO STV a—Ta0T

FIE

&
ATy T2
ATvT3

ATy T4

ATy TH
ATvT6

B iam 7 A AMNERIZE DT A A ZADGIW 2 R T 51213, ROFIEEZFEITLET,

FERORAL o TEFa)TATNARE7 Y v 7 LET,

[TNNA R X T %7 v LET,

WY T NA AL TOET o)y L, AT —X AN [Eh7ea 74 AfFH (Invalid
Credentials) | D7 /A AZEINL £,

[7 734 ADFEHE (Device Details) ] XA > C, [##h7e w7 A »1F# (Invalid Credentials) ] (2
FREIND [HEH: (Reconnect) [% 2 U 2 LE7, Security Cloud Control [Z, 7 /34 A & D
R A TR N S

TNAADFH L NVZ—P—Z L XA T - RKOANERD N6,

[#ifT (Continue) 1% 7 U w7 LET,

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .
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ATV T THRARANRFLTA 2700 ERTEREL o720, [BALS (Close) 127V v o LE
7

AT 78 Security Cloud Control 737 /34 A~DEEGICRES T-MhiE - T VA4 UEREZHHL LD & Lz
72, T NA A~OFHE Security Cloud Control 2ME 5 22— W —4 L XA T — RO LA
DEN, T A ETEHBEARINTE/EERNH Y £F, 754 AKX T T4 ) TR,
RERR AT — & 2% iAW &3 E L7z (Conflict Detected) ] T D Z &R0 £97, [
D BEA OfiFR: (Resolve Configuration Conflicts) ] Zf#iH L T, Security Cloud Control & 7 /34
AR O DR AR L TR L E T, REDH G OMR (162 X—)

HRAGIBAZEDMEED STV a—

Security Cloud Control O3 BAE (%

Security Cloud Control I%, 7 /3 AZHEEHET 5 & ZTREAZEORIMEZTF = v 7 LET, B
AL, Security Cloud Control [k D Z & #HRK L £7,

1. FAALATTLS N—Va v 1.0 IEEHH L TW5,

2. THAA AL VIR SNDIEAEPADWIRANTHY . EHHPBEOHMNTHD (F72
bh, TTITAMIR>TEY, BRICAMESND LD ICATVa—A STy |

3. FEMIEHZ. SHA-256 FEHIETH 2 Z &, SHA-1 FEMIEFZ T ANONER A,

4. WOWTNPNFEETLH L,
« TAA ATHCBLMNEFELHA L, ZOMPFIR TSN —F—IC LV EHES
NIRRT OREAELRICLTH 5,

o TNA A, BHETZBFGER (CA) BEA LI-iEAERZHEAL, szl —7
EERHENSEIE CAIZY 7 L TWAIFHEF = — 2B L TV 5

N, 77 UYL xR 722 % Security Cloud Control DFERAE O H 515 Td,

« HOBAGEAEDOS A Security Cloud Control 1X, T /3 ADA VR —F 4 > 7 £ 7213 F
PEGERFIZ, RAA AT = 7 2N LT, RbYIZ, ZOiHENER L —V —IZ
Lo TEHEINHAELEZERIC—HTIH 2 TF v 7 LET,

« Security Cloud Control (%, E7ZWNH CA Z# AR —F L TWERHA, BRFRTIZ, HECA
WCEoTEL SN EL T = v 7 T2 HETH FHEA,

ASA T A ZADFENETF = v 7% TAARZTLIZEHNCT LN TEET, ASAD
FIEAA# % Security Cloud Control 2MEHH T E RV E . DT A ZDFEHET = v 7 & 1
T AT ar BV ET, T AOFEET = v 7 OBME AR THIKIRE L
T?N42%ﬁyf RTERWERIE, 7 AL THEELLZIP 7 FLABLT
v— RIE L AW BERRETIX R WA S £3, fEHEF = v 7 27 n— 31
,M)JJ T D HE, TR — SN T DEHEL R SOT A AOFEHET = v 7 %

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE



| F3o0va—F104

smanzonEn t5Irva—+ i

BT D HEITH Y FH A, I ASA T, ZOFEHET = v 7 2N T 5 HETH
D EHEA

TRA ADFEHET = v 7 2 L TH, Security Cloud Control 1%, 5| #tx TLS Z{#
RALUTT A R ZH LET ., B ORI S DFEREFEARGEL EH A, OF
O, RNy UTHHBEREER I TEG A B CEEEAN, 7277 4 7 HRBEE L, Tk
FEFAE % Security Cloud Control IZ2flt3~5 Z L I2 k- T, #iaBH% T 20N H 0 F
7

SEAEDREEDRE

W DO FH T Security Cloud Control 237 /3 A% AU AR — RTERWEAENRH Y £7°, Ul
\Z [Security Cloud Control /%, #&/~ SHZFEEFEAZEH L CTF 31 RZHHTE EH A (CDO
cannot connect to the device using the certificate presented) | &9 A v B —UNRRINDHGE
X, FEAEICRENR DY T, ZOA v E—UR ULICFERSNBRWIEEIE, BB O™
(T NAA AZEETERV) E2TZOMOR Yy FT—27 =7 — (2B LTV 5 aTaEMED & <
0 ES,

Security Cloud Control 235 & D RIERIE 2 H543 9 2 BRI 2 HIlr 3 2 121X, SDC A A b, F£721XE
T NA RNZEFETEX HP]DOFRANT, openssl 2~ KT A4 Y — L EFEHLET, KOa~
VREFEHLT, TS AL o TIRRSINTEHEL R~ T 7 7 A VAR L £,

openssl s client -showcerts -connect <host>:<port> &> <filename>.txt

Zoa<wy RTIE, ®MEEEy v a VBB SN AT, BZRIZ Cul+C F—E2 L TR T
THULENRHD FT,

RO LS EGL 7 7 A VBMERSTVET,

depth=2 C = US, O = GeoTrust Inc., CN = GeoTrust Global CA
verify return:1
depth=1 C = US, O = Google Inc, CN = Google Internet Authority G2
verify return:1
depth=0 C = US, ST = California, L = Mountain View, O = Google Inc, CN = *.google.com
verify return:1l CONNECTED (00000003)
Certificate chain
0 s:/C=US/ST=California/L=Mountain View/0=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHuUlpJdgA59gdbalO/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAjJgSMAOGCSgGSIb3DQEBCWUAME IXCZzAJBgNVBAYTALVT
....lots of base64...
tzwITylimhJpZcldgihFVTgFM7rMU2VHuUlpJdgA59gdbalO/BE

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCzAJBgNVBAYTALIVT

....lots of base64...
b8ravHNjkOR/ez4iyz0H7V84dJzjA1BOoa+Y7mHyhD8S

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .
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Server certificate

subject=/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

No client certificate CA names sent

Peer signing digest: SHAS512

Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 4575 bytes and written 434 bytes
New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSvl1.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 48F046F3360225D51BE3362B50CE4FE8DB6D6B80B871C2A6DD5461850C4CF5AB
Session-ID-ctx:
Master-Key:
9A9CCBAA4F5A25BI5C37EF7C6870F8C5DD3755A9A7BACCE4535190B793DEFF53F94203AB0A62FIF70B9099FBFERABIBG

Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..AGf>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3(
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f £2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.

0070 - 23 35 6d £7 7d 85 39 1lc-ad cd 49 f1 fd dd 15 de #5m.}.9...I.....
0080 - £6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ..."E.|.k.x.I..E
0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$.E.A....J.6.cC
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)

ZOHIITE, O, BEEY AR —2 (verify return) O— FAVRSN TV D& OITICER
LCLZE, FEHECETA2RENGFET 225G, 20V X —ra—RNIErlSiiy
TT—OWMANERENET,

COFAEIS—aI—FDOJRMZERHALT, —BRHGIS—ELZDEBEAREZREIELTSE
LY,

0X509_V_OK : #AERII L E L7z,

2 X509 V_ERR_UNABLE TO GET ISSUER _CERT : {E#H C& 72V \iEHEO I THFEHEN A
OMY EFHATLT,

3 X509 V_ERR_UNABLE TO GET CRL : ZEHi#E®D CRL R RL5730 £HATLI,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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4X509 V_ERR_UNABLE TO DECRYPT CERT SIGNATURE : iFHHEDEL #1H 5 CT& 4
ATLTZ, ZhUud, EBEOBLMES, MFHMEE B L2200 Tide, MRl T ihofal &
EEWLET, 2L, RSAF—IZOWVWTOAE®RERFLET,

5X509 V_ERR_UNABLE TO DECRYPT CRL SIGNATURE : CRL DE4 #H 5 TEX £HA T
L7z, T, EBEOBAMES, WFHEE —H L2V TR, HilTE ozl L5 E
WL FE9, KA,

6 X509 V_ERR_UNABLE_TO_ DECODE_ISSUER PUBLIC KEY : ZEH# SubjectPublicKeyInfo
DRFF—ZHA RN EEALTL,

7X509 V_ERR _CERT SIGNATURE FAILURE : fEHHED 4 BN TT,
8 X509 V_ERR_CRL SIGNATURE FAILURE : GEBHEDZEA M) T,

9 X509 _V_ERR_CERT NOT_YET _VALID : GEFEN £ 7262 Tldd W £ A (notBefore D H
FERBERA LV £ CT) o FEIC OV T, Zo%o [HRY #—ra—K: 9 GEFHERN
ELEAEDTIEHY FHA) | 2L TIEZ N,

10X509 V_ERR_CERT _HAS EXPIRED : iEED AR I TWE T (notAfter D H {73
BAEREZ LV RICY) o FEMCOWTIL, Z0%O THRY ¥ —ra— K10 GEFEDOHR)
HIRAEINTHNET) | 2R T EIN,

11 X509 V_ERR_CRL _NOT_YET VALID : CRL RE 72 Tldd ) £ A,
12 X509 V_ERR_CRL_HAS EXPIRED : CRL OFZh#IBE 361 TV E T,

13 X509 V_ERR_ERROR _IN CERT NOT BEFORE FIELD : ZEBZE® notBefore 7 1 —/L R
B RFA N E ENTWET,

14X509 V_ERR_ERROR IN CERT NOT AFTER FIELD : GEH]ZE®D notAfter 7 1 —/L R|ZHE%)
RN EENTWVET,

15X509 V_ERR_ERROR_IN CRL LAST UPDATE FIELD : CRL O lastUpdate 7 ¢ —/L KT 4%
RNIRRFRAI N & EINTVET,

16 X509 V_ERR_ERROR_IN CRL NEXT UPDATE FIELD : CRL ® nextUpdate 7 1 — /L R{Z 4
IR EENTWVET,

17 X509 V_ERR OUT OF MEM : AEV ZFV Y TEH> L LTI —0ELELLE, 2
IR L TRA L2V T ORMETT,

18 X509 V_ERR DEPTH _ZERO SELF SIGNED CERT : JE XN 7-fEHETIH OBEABE A TH
V. EETELHFED Y R MZFE CFEHER RO 8 A,

19 X509 V_ERR _SELF SIGNED CERT IN CHAIN : {3 C& 2\ GEEZ M H L CREHE

T —UEBRTEELEN, = IR =NV TROSMD EFATLE,

20X509 V_ERR UNABLE TO GET ISSUER CERT LOCALLY : 2—H /LT v 7 7 v 7 Eh
TAEAEDORITEEHEN o500 FHATLE, ZHid, #@F, FETE5MHEOY X |
MEETITRNWZ EE2ERLET,

21 X509 V_ERR_UNABLE TO VERIFY LEAF SIGNATURE : F = — UIZFEHIEN 1 D LE
EFNTELT., TR HOEBRAEATRWZD, BAZBRIETEEHATLE, FlICONT
X, 2% THERY #—ra—F 21 (RPOOEAFTLZHAETE EEA) | 2ZRLTE

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .
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SV, FEHICOWTIX, 2% THERY #—ra— K21 (RYOFEHELRIETE £
h) | ZBRLTIESN,

22 X509 V_ERR_CERT CHAIN TOO LONG : iEfAETF = — 2 OE SN, HE SN RKGEE
EHZTWET, KEH,

23 X509 V_ERR_CERT REVOKED : GEFEN KL TV ET,

24 X509_V_ERR_INVALID CA : CAGEHENELZ)TT, CA TIERW, £ OILRMEEDS, 72
eIz L —H L TWERA,

25X509 V_ERR PATH LENGTH EXCEEDED : basicConstraints @ pathlength /X7 A — ¥ % 2.
TWET,

26 X509 _V_ERR_INVALID PURPOSE : f&fft S 7-GEE AL, IBES N HMICEHTE £
Ao

27 X509 V_ERR_CERT UNTRUSTED : /b— ks CA 23, fEESNTZHMICEHL TEHTES D
DELTY—Z7 N TWVEHEA,

28 X509 V_ERR_CERT REJECTED : /b— k CA W, RESNT-HWZESRTH LY Ic~—7
SHTWVWET,

29 X509 V_ERR_SUBJECT ISSUER MISMATCH : /:4 WHIEDFEAZEORITHE 4 & —F L7
W2, BIEDOBAFRITEREENES SHUE Lz, -issuer_checks 47 Y 3 U % E ST
LRI DOBFERINET,

30 X509_V_ERR_AKID_SKID MISMATCH : {:44 % —#5l 2 MFE(E L. BIEDGE & OFRFESR
F—ilknl 7 & =B Lo o), BUEDOEMFEITEREENES S7vE L7z, -issuer_checks 47
Ta VPREINTVDOEEICORERINET,

31X509 V_ERR AKID ISSUER SERIAL MISMATCH : %17& 4 & v U TV EENFEL, Bl
TEDFERFOEFERF —il 1 & —B LW, BUUEOBEMBITEERENETSNEL
72, -issuer checks 7' a VIR E SN TV AL EICOARRINET,

32 X509 V_ERR _KEYUSAGE NO CERTSIGN : keyUsage $LiEREIR S GEI E D B4 277 L C
W BUEDBRRITEIEAEN M EG SN E LT,

50 X509 V_ERR_APPLICATION_VERIFICATION : 7 7'V 7 — a3 VEFOT T —TF, Kl
%O

[New Certificate Detected ] * vt—

HOBAEAELFOT A AT v 7 7L — LT, Ty 77— K7 2A%ICH LWGE
B E R S 4L735A . Security Cloud Control T, [%E (Configuration) | A7 —# R & [t

(Connectivity) | A7 —Z ZADWj & LT, [HLWFEAENMBE SvE L7z (New Certificate
Detected) | & WI A v E—URNERINDZENHV ET, ZTOT /A A% 5| XX Security
Cloud Control 7> b #2213, Z OB Z FE) CHEGE L TR T 20BN H Y £, FEHF
DEI SN T, T3 ZADORENEF I/ o72b, ZOT N, ALEHRTEET,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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\)

6=

HH OB R T /31 A % Security Cloud Control (Z[E]FFIZSecurity Cloud Control ~D 7 /34 &

—fE LT 5 & Security Cloud Control 1%, 7 /31 A EO# LW GEE 2 BEIYICHEGE L C

S AN, END E OB AT LE T,

B LWEEFE 2R3 2123, ROFIEZER L £,
1L EMONATHEFANVTATNAREZ7 ) v 7 LET,

2. TANEEMEHLTC, AT —FAETIEREAT =X AN [H LOGEHERRE S
F L7= (New Certificate Detected) | THDHT /NA AZFRKR L, LB/ T A AR LE
D

3. BMEY 0> RUT, [REBHEOHER (Review Certificate) 127 Y v 27 L £9, Security Cloud
Control TliX, fERO=OIZIEAEELX Vo r—RL, FHTILWVGEHEEZZITAND Z LR T
TET,

4. [73A AR (DeviceSyne) 17 1~ RU TR (Accept) 1527 U v 7320 [T°A4
A~DOHHERE (Reconnecting to Device) 17 4 &~ R T [#i1T (Continue) | %7 U v 27 LE
D

Security Cloud Control (%, 7 /3 A ZFH LWHCEAGEHEE BEMICREMLET, HE
WX T, RSN T A AR RTHEDICN—VETFECEHFTHILERDH Y F
j—o

FEAETIS—a—F
FBYA—>ra—FK:0 (OK) (f=z12L. Security Cloud Control (XFFBAZ TS —%:RLET)

Security Cloud Control %, FEFIEHZ A9 % &, [https://<device_ip>:<port>] ~0 GET =1—/L
EIITTHZLIZRY, T/ AOURL ~OHERi AR A £ T, TR L2V A Security
Cloud Control [FFEAET T —Z2F R LE 9, iEAENHHTH D (openssl 30O F Y OK % i
LET) ZE&nbrolGa, L2 LT DEHR— FTHIOH—EARY v 22 LT
LAREMERH D £9, ZOHE. ROa~vr FETE£7,

curl -k -u <username>:<password>
https://<device_ id>:<device_port>/admin/exec/show%20version

ZHICED, ROEHIT, ASA LTEFEIZEFE L TWAIMNE I NETERT D2 L TE, HTTPS
P—R—=PNASA DIELWHR—FTEEL TCWANE I N2 TF 2w /752 TEET,

# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00019098 LISTEN 192.168.1.5:443 0.0.0.0:~*
SSL 00029e18 LISTEN 192.168.2.5:443 0.0.0.0:~*
TCP 00032208 LISTEN 192.168.1.5:22 0.0.0.0:~*

RS —ra— K9 GIAEAFEEMTEHY FEA)

ZoxT—F, RESHIFENEDORITHPRROAMNTH LD, 7 74T b Tthzef
BigbD L LTHORNZ L2ERLET, Ziud, AEAFEOREERIERIERK TH 5 "ThE

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .
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PERHY £4, £/, HEBAEHAEFTOLEIL, EHFLRIFOT A 2 ORFZIAHIE> T
T ENFERTH LR DY £,

T Z7—\|Zik, FFFAE® notBefore D AR EGENTITHRH Y £,

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet wvalid
notBefore=Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=Oct 21 19:43:15 2016 GMT

ZOxT—=mb, AEHAENNOAN R AR TE £,
(234

FERAE D notBefore ® HAHTIBED HAF TH D MLEMNH Y F9°, notBefore D HAF %2 LW FWVH
L CEAEEZBRITCEE T, ZOMBIX. 7747 MERIEFITT A Z00NnF
TIRZNIE LS FEE SN TOARWEGEEICHEBAETHRRERH Y 7,

WA —2a—F 10 GIAZOFEMHARNMINTLEY)

oI —iF, #ESINTAERAEODRLS EL1OOHRAUINTHD I EZERLET, =
F—IZiX. FEBAE® notBefore D B NG £N7-1T03H 0 £97,

error 10 at 0 depth lookup:certificate has expired
ZOFMWIRIL, GEHEOARLICEENTWVET,
1&1&

REREDARY [CHIRGI L OE . Me—DEEFIEIL, BOGEAEZ IG5 Z & T3, ffilE
DEZNARIFHRKD H AT D DT, openssl SHREINLTH 5 & FETHEE51FT, a v Ba—
YDOHFFERELET =7 LTLIEEN, 728 20X, FEAEDN 2020 FICHREINICZ2D LD

WCRESINTWDLDIIZ, 2 Ba—2DO AN 2021 /> TWNDHGEE, £OarEa—X%

ILREAEZHIREIL & LTV ET,

W) E—ra—F 21 (RYDIAEERIAETESELEA)

ZOTT—E, EHEF - ICERN DL L L TS R L o TR ENTFFAEARE
HCTEDHZ L Zopenssl PGETCE RN L2 RLTCWET, 22T, LiopBlofEHET = —
VERHNRT, SEHET = RN EDO L ITHEREET 200 E R TAHAEL & 9,

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/0O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITIHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpdgAS59gdba0/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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smanzonEn t5Irva—+ i

MIID8DCCAtigAwIBAgIDAJgSMAOGCSgGSIb3DQEBCWUAMEIXCZAJBgNVBAYTALIVT
....lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCZzAJBgNVBAYTALIVT
....lots of base64...
b8ravHNjkOR/ez41iyz0H7V84dJzjA1BOoa+Y 7mHyhD8S

FEAEF == &3, ==l L o THERENDFAED Y A b TT, ZDU A M, ¥—
N—HEOFERENLIRE D . Z DOV — —OFEAEZFRRER O & LA OFEAFITRE O
. BERNC LY B o PREEHEN G ENET, FREAFIIE, Tofs (s ThHRED
1) Lo TE (Tl THEDT) OURAMPNRSNTHNET,

H20x, GEAEIC LTSNS T 47T 4 T, X, & nagEncky., %
Bl X o T EORITHT T4 T o OEBA L EENE T,

FATHEIL, FEHEERIT LT 074 T, Zhidid, 7 — L FbEaEh Tk,
BAICLoCi3ms b aEnET,

Y= =L, B TE IRAERIC L » THEHBSIT SNISERE 2R/ > TV 56, i EF = —
VMDA EEZ GO DLLEN D) EFE A, ROL D72 1 SDOFEHENFRSNET,

--- Certificate chain 0 s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*.example.com
i:/C=US/0=Trusted Authority/CN=Trusted Authority

MITHODCCBrigAwIBAgIIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJgA59gdba0/BE

Z OFERAEEZEMT B &, openssl L, *.example.com @ ExampleCo FEFAE A, openssl DA
IABETAA N TIAFAET DEH CE D3RR OFEHEICL > TIELL BA SN TND Z & &K
FELET, FOMIEDHEIZ, openssl 1L, T /34 RZEFITER LET,

72720, FEAEDY— =T, BEHTX2CAICL > THEBL SINEHERSH Y £
oo ROVIZ, BHOFID L 51, ——OFEHAFEIL 1 DL EOFRFEREIC L > TEA S
NTEY, K EMLOFREEAER, FETED CAICL>TEA SN EL L E T,
OpenSSL i%, T 7 #/L F Tk, T HOHH CA Z{FHEE T, G TE 25 CA TRDODL R
FEAET = — U R REIN TV LHEEIZOR, TNOEMIETEET,

PRFSRERIC &> TEA SHICEAEZF OV — =728, FIHTE 5 CAISH O b
NTOFERAE (FTNTOPREEAEZEGT) 2R M9 5 2 EPEFICEE TS, ZoF=—r
RPN S 72 WA openssl B DOHINIRO X H 72 b DIz 9,

depth=0 OU = Example Unit, CN = example.com

verify error:num=20:unable to get local issuer certificate
verify return:1

depth=0 OU = Example Unit, CN = example.com

verify error:num=27:certificate not trusted
verify return:1

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .
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depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

Server certificate

subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB32414B
Session-ID-ctx:

Master-Key:
21BAF9D2E1525A5B935BF107DA3CAF691C1E499286CBEA987TF64AESF603AAF8E65999BD21B06B116FE9968FB7C62EFT7C

Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1476711760

Timeout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)

Z O #%N~ﬁlo@i%%®é%%&bfﬁw\%ﬁéﬂkﬁ%%ﬁ%ﬁéﬂk
Jb— hwﬁ%fi@<¢ﬁwu WCE-oTEBLEINTWEZ EEZRLTWET, ZOHIIC
i\%ﬁ&ﬂi7~%ménfwi?o

g

ZOREIX, T3 AT Ko TR SNTREHEOREDMES TWDH DI AELET,
DORIE % (&1L L T Security Cloud Control £7213F DD 7 v 75 LW T /NA A TE IR T
%6&5K?5%*@ﬁﬁm\ELV%%%%:~V%?N4XKB—FLT\%ﬁbfwé
I IAT v MERRIEAET = — 2 rT 562 & TT,

F CA%Z FT A RKRA 2 MTEDDITIE, ROWTIUD (CSR A ASA THEREINZNE D
MG L T) DY 7 RICHEBENTW D FIEICHES TLTEE W,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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New Certificate Detected] * v t— .

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-1.html#anc13

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc15

New Certificate Detected] * vtz—

FIE

HOBAUENELR ST A 22T v 77 L— LT, Ty 77— N7 at2%I10H LWVGE
BIED R S L7354, Security Cloud Control ©, [%%E (Configuration) | A7 —# A & [t
(Connectivity) | A7 —Z ZDiJ;& LT, BHFLWVIEAESHE S E L7z (New Certificate
Detected) | &) A v —UNAERINDZ ENHD FT, TOT A A% 5| X #iX Security
Cloud Control 7> HE T 2 121%, Z ORMEELZ FEVCHEFE L THRAT 2 0ERH D £7, FEHE
NEASIN T, T30 ZAORENIEF T/ -T2 b, ZOT A AZFHTEET,

)

G¥)

AT T1
ATvT2
ATvT73
ATvT4

ATy TH

ATvT6

ICHERR L T IT AN, £ b & DOFEERi 2RI T L £,

Security Cloud Control ~D7 /3 A A —FEFHHGIZ LV | HEOEIXGT /3 A X % Security Cloud
Control (Z[RIRFIZ FFHERE 95 & Security Cloud Control 1%, 7 /34 A EDOH LW GEEA HE)RY

B LWEREAFE Z iR 2123, ROFIEZEH L X3,

FERORL o TEFa2)TATNARE7 ) v LET,

[TAR B TR ) w7 LET,

WY T NARAZA T DL T w7 ) v LET,

TANBEFER LT, B AT —F AETLIEIREAT — X AN FH LWVGEERBRH S VE L
7= (New Certificate Detected) | TH DT A AR R L, MERT NA AZERIRL £,
BEDY ¢ R, REHEOMT (Review Certificate) ] %27 U v 7 L'£7, Security Cloud
Control TlX, MERDOT=OIZFEHEL X 7o a— L, HLWVIEHEZZITAND Z ENTX
£7

[7/34 A8 (Device Syne) 17 4 > KT KR (Accept) &2 U v 7350 [T/3A A
~OD P (Reconnecting to Device) |V « & R C [#tfT (Continue) %7 U v 7 LET,

Security Cloud Control (%, 7 /3 ZAZ#H LWH CEAGEAE L BEIMICFEH L ET, HEIZ
XoTE, FMIENTZT A AEERTHEDICN—V A2 TEICTHEHTLIMLERDLY £7,

AoR—TFT AT —DFZTILa—F

TNRAADE U R—=T 4 72T =%, SEIERHMHATRAET DAL H Y 7,

Cisco Security Cloud Control Z{Ef L 7= SSH 7/31 X DEE .
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B sontzs—szomn

FIE

ATy T
ATvT2

ATvT3

ROBEERITTE LT,

ERORL L TEXAVTFATNAREZI7 V7 LET,

WY T NRAZRAALTDETH 7 Vw7 L, TT—BRELTWET A, ZAEBIRLET, 5
Al Lo Tik, Allice T —omARERENE T, SPICEREIN TWAIRERT 7V a v
ZFIEITLET,

F7-0%

Security Cloud Control 2257 /NA AL U AZ L ZAEHIR L, T/, ADF U R—T 4 7 %%
AITLET,

FBREREAT—2 ADMER

FIE

ATy T

ATy T2
ATvT3
ATy T4

ATy TH

Security Cloud Control ZfEfH 32 &, T4 7734 A Z L IZBA R 2620 F 7213850k ¢
TET, moamt (159 <—) BEMCT/R > TWT, Security Cloud Control % H&3127
WA ZADREICELEDMZ OGN GG, T3 ADOREAT —F AX [HEAEWHH (Conflict
Detected) ] & RRIANET,

A&k (Conflict Detected) | AT — &% A &R 5I121%, ROFMEICHENET,

FEF =g R_R—=TC XY TATNAREI VI LET,

G¥)
271 3 A Firewall Management Center O3513, [EI (Administration) ]> [Firewall
Management Center] %27 U w27 LT, [#K[F#] (Not Synced) ]IRFED FMC Z##IRL, AT v
T EPBRATLET,

[7/34 A (Devices) | # 7 %7 Vv 7 LT, T3 A& HEDOITET,

WY T NARXA T DR T % ) v LET,

BEEWRE L TWDET A, ZAEBR L, AROFEHI<A > T [BiA O (Review Conflict) ]
7 Vv LET,

[T 34 AD[EH (Device Sync) |1 X—T T, MHARRIN TV DMHEREZHERL T, 2 OO
Ex L L ET,

o [ERZICFR S NI2T /31 A% E (Last Known Device Configuration) | &\ 9 T ~ULdft
N7z R VX, Security Cloud Control (IZARTE SV TWD T /3, ARETT,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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xRz 7r—2 208 |

o [T /3 ATHH (Found on Device) ] &9 T~ DfF T2/ SR UL, ASA ODFEfTa
TA4FXalb—va VRFESN TN DRETT,

ATV T6 ROWTINEBIRL T, BAEZMRLET,
o [T ADAET % KT (Accept Device changes) | : 5%/ & . Security Cloud Control {ZfRAT
ENTVWAEBIPOEENRT AL ZADFETaL 7 4 Fal— g TChREXSRET,
G¥)
Security Cloud Control (32~ > K T A > A % —7 = A AL TD Cisco I0S T /341 A~
DEFEDREZ AR — K LTHRWIZD | B Z RS HERD Cisco I0S 7 73A A DME—
DZEPURIL [ B2 —72 L THR (Accept Without Review) ] T,

o [T ADEHZIER  (Reject Device Changes) ] : 7 /3 ARGF SN TWHRES
Security Cloud Control IZfRIF SNV TWHRET EEX LET,

GE)
PR EIAR SN TN TORELE L, L n 7Tk shET,

REEART—F ADER

FIE

WOFIEEZFEHA LT, TREM] ORERAT—F ZADT A R &L ET,

ATYT1 Fer—var"—=TEFa)TaTNAR%E7 Vw7 LET,

G¥)

47" I A Firewall Management Center D355 1%, [B# (Administration) ]> [Firewall
Management Center] =27 U » 27 L C, [K[F#H] (Not Synced) ]IRFED FMC 2L, AT v
TS5 BRHATLET,

RT9 T2 [T/3 A (Devices) |7 %27 Vw7 LTTNAAERDT DD, [T 7 L— K (Templates) ]
2T %7V w7 LTCETNTNA ZAE RO £,

ATV T3 WHYIRTNNAAZATOE T2V w7 LET,
ATy T4 KA EWESNIZT AL AR ET,
ATw TS5 Ao REH (Notsynced) ]/30/LT, ROWVWTNAEZRIRL E7,
[V E=—LTER.. (Previewand Deploy..) ] : % E DL % Security Cloud Control 7> 5
THRA AT w2 25813, ATl ER T X TOT A ADREEED T L E 2 —
EREBD, o Tob —EBICEBOEE X EHLET,

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .
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s [ZEEOEHE (Discard Changes) ] : #% & D28 # % Security Cloud Control 23 57 /3A AT Ty
a2 LBWSA . F 7213 Security Cloud Control CHAG L7 EDEE % [SLIZRT ) &
N

&, ZOA T ad, Security Cloud Control IZfRTF SN TWARIEE, T /31 AR
SNTVWLFETHRTLEEELET,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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ZOFEF, WO THMEINTHET,

» Cisco Security Cloud Control (219 ~<X—7)

» Security Cloud Control ~D 7 /XA AD A R—F (¢ ' 7IZBT 5 FAQ (220 ~<—7)
cTNARLAT (222 =)

ctXxF2 VT4 (224 =)

s N TTNTa—=T T (225 °—)

e Xy F Furva=r s CHERHSADHESIOER (226 ~—)
« KU =Dl (226 ~—)

o HEEtE (227 =)

« T—H A UH =Tz RTONT (227 X—Y)

» Security Cloud Control (2 X 2 H N IEH OB S L (228 ~—)

» Security Cloud Control #4"— F ~O W &hH (228 ~X—)

Cisco Security Cloud Control

Cisco Security Cloud Control & [&

Cisco Security Cloud Control ([HFF Cisco Defense Orchestrator) [, F* v b —27 FHEN I EE
FREX a2 VT AT AL AMTBLIEEX 2V T 4R =2 EB LR c& 527 77
RR—=ADINTFTHRA AT I =TV % TT,

Security Cloud Control 2 L C, RDOT /A AZEHTX F7,
» Cisco Secure Firewall ASA
* Cisco Secure Firewall Threat Defense
* Cisco Umbrella
* Meraki
* Cisco I0S 7 /31 A

» Amazon Web Services (AWS) A A X A

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .



FAQ L5 R— b |
. Security Cloud Control ~D7/31 ADF v iRk—F 1 > FIZE3 % FAQ

« SSH #fi 2 i L TSN DT /31 A

Security Cloud Control HHHF X, ZNOHTXTCDT N, AX A THE—~DA L H—T =2 A AT
ERBIOMRSTFTEET,

Security Cloud Control ~D T /31 ADA ViR—TFT 4 VT
B9 % FAQ

Secure Firewall ASA @ Security Cloud Control ~D#4 > 7/R—TF 4 > 5 IZRH
9 5 FAQ

BEREREFEALTASAZA VR—FFBICIEESTRIEENTTM?

ASADF VR —FT 4 71X, —EIZ1OT D, FRIFELEDODTHETTEET, TAM R —F
2o AT O—ETHDLASA AL R—F 4 75841, [Onboardan ASA Device)
EHALTRTOTIA~ TN, ADREF LV R—T 47 LET, X2 VT 1arTF
A NERIFEE AL TXRA N AR —F 4 7T HEIZ. O ASA B F U AR—F
THEEEELTTT,

—EICEHDOASAEZF iR— RTBICIEESTNIEEWNTTMN?

CSV 77 A NEMHHLTASA DY A R Z{ERTE £, Security Cloud Control [Z VU A FND
TRTDOASAEZF LV R—=FT 4 7 LET, ASA Z—ECTAH U R—F 4 745 FEIZDONT
I%. TOnboard ASAsin Bulk] ZZ&H L T &V,

ASAEH VR—T 4 VI LEREFESTIIEENTTMN?

BA#R9 5121E, [Managing ASA with Cisco Security Cloud Control] [ZFE] &ML T 7Z S0,

Security Cloud Control ~® FDM EEBX R T/NA ADA ViR—FT 4 25
[ZE§9 % FAQ

FOM EERRTNA REA VR—T 1 VT T BICFESITIIEEINTT D,

FDM EHXI G T NA ADF AR =T 4 U IS ESERFERH Y £3, Bikxr—FH X%
T2 e SN E 3, BRA T 512iL.  TOnboard an FDM-Managed Device] % L T
<TEEW,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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Secure Firewall Threat Defense @ - 5 ™9 Fi2{it %! Firewall Management Center ~D# > ih—T « >4 12B9 3 FAQ .

Secure Firewall Threat Defense M 7 5 7 Fig{E Firewall Management
Center ~DA ViR—T 4« > J IZB9 % FAQ

Secure Firewall Threat Defense 4 > /h—T 4 V9T BIZIXESTNIEENTT D,

CLIR#F—, PuXuyF o va=r 7, £33V T7AVESEHEH LT, FIDT /31 A
AR — R TxFET,

Secure Firewall Threat Defense DA > R—7 4 UV R(IfFMETHIEL LTI D,

TNA ANRFEAEI N6, [V—/ &P —E R (Tools & Services) ]>[Firewall Management Center]

WZRBEIL, [77 2> (Actions) ]. [# (Management) |, F72IX[EE (Settings) |31 >
MWHT 7 v a s EEIRL T, 777 FEMUE Firewall Management Center C Threat Defense 7 /3
A AR EEFBLET, BtAT 5121 [Cloud-delivered Firewall Management Center Application
Page| #ZML T 7ZEW,

Secure Firewall Threat Defense ® b5 TV 2 —TFT 4 VT AEEHZ TN,
[Troubleshoot Onboarding your Secure Firewall Threat Defense] % Z B L T &V,

#A > 7L = XD Secure Firewall Management Center |29 5% FAQ

# > 7L = X Management Center DA > R—F 14 > F A%

747 L I A Management Center % Security Cloud Control |24 > 7 R— R CXE7, A7 13
A Management Center 2 4 > 7R — R4 % & ZDA 2 7 L I A Management Center |2 5 4% S 41 C
WABTRTOT A A AR — REET, Security Cloud Control |, #4271 I &
Management Center & 72 (3427 L I A Management Center |Z 88k S 11727 /34 A ZBEA T 5
NIEAT V=27 PEIZFRY o= OfERREE 2R — LTV EEAL, ZRHDOERIE, F
> 7" I A Management Center UL T/T 9 BN H Y £9°, BAAT 511X, TOnboard an On-Prem
Management Center | ML T 7230,

Security Cloud Control ~® Meraki 7/\1 ADA VR—T 4« U J (AT

% FAQ

Meraki 7/N\f R&F VR—T 4 VT BHIZFESITRIELNTI A,

MX 7734 A%, Security Cloud Control & Meraki % v 3 = 78— ROl JF THBECTX £7°, Security
Cloud Control %, #%/E&DZ ¥ % Meraki 4 ‘/:L/‘Jf** RIZEBELES, ek, RENT
NA AT ZBZRHSNE T, BABT 512X MerakiMX 7 N ADF LV R—T 1 7| %
ZRL TSN,

Cisco Security Cloud Control Z{#f L 7= SSH 7/ 1 R DEE .
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B sccurity Cloud Control ~> SSH /54 DA L R—F ¢ »JI<BIF 5 FAQ

Security Cloud Control ~® SSH T/\f AN AV iRk—TFT 4 U F 2T 3

FAQ

SSH7/\4 REF U R— FF B2 ESThIEENTT A ?

SSHT7 /A ZRAFSNTWD | @ LNV DR E RO —F—Da—HP—4 L NAT— &
L. 531 A% Secure Device Connector (SDC) TH UV R—F 4 7 T&x %7, FIET
521X, [SSHTNA ADF U R—F 4 7] 2BRLTLEEN,

TINA ADHIBRF E
[E¥= VT 47 /34 A (Security Devices) | — V56T A AZHIFRTE £,

Security Cloud Control ~®M 10S T/8f ADA VR—T 4 U F (2T 5

FAQ

—

T /\

Ciscol0S T/N\A RZEF VHR—FFBHIZFESTRIEENTTM?

Secure Device Connector (SDC) % f#i ] L C, CiscoIOS (Internetwork Operating System) % F1T
LTW5 7 A7 CiscoT NA AArR—RT&Ed, BAtAT5121L, [CiscolOS T /314 A D
FUR—=T 4 7] #BRLTIEZEN,

TINA ADHIBRF E
[E%= VU7 47 /34 A& (Security Devices) | " X—U BT 31 AZHIBRTE £,

NA R T

BHEELFX 1T AT TZ47 2R (ASA) ERFAITT D,

CiscoASAIZ, BMEY 2 — L EDOHEY—ERITMZ., BERAT— NIV T3 AT 74—
NMEBIOVPN a2ty b b—2#EEE 1 DOT A ATRAELET, ASA L, BHoEx=
V74 arsxA~ (JBB77AT7 0= |\ 7722V 7 BEOT7 7447 74—
Nl ODT 7 AT TH—VIHE) . TV AXT LY (LAV2) 7747 U4—VE
7N —7T v R (LA¥3) Z7AT7 U=V AN —vay, BERA VAR g o
Py, IPsec VPN, SSLVPN, 27 54 7> kL&A SSL VPN H7R— rp &, L5 B 7 ke

EHET, ASAT, W~V EREVAR— PN TWEN—R T =TI VA =L TEE
7

ASA ETILE XTI M,

ASA E7/VIE, Security Cloud Control (24> 7R — K E {72 ASA T /34 ADFELTHERK 7 7 A )V
DAL —TT, ASAETNLVEMEHT L L, T4 2AAKEA VAR — RETIZ ASA T/54 AD
RELDHTHI LM TEET,

. Cisco Security Cloud Control Z{&f L 7= SSH 7/31 RDEE
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Fri4z547 I

FINA RN TEEIEH (Synced) | THEDE. EDESHBEETTA.

Security Cloud Control DFXJE &, 7 /34 A8 — A JVZERIE S IV TV DR EDE T2 72 > T
5&ETY,

TINARD TIERHEA (NotSynced) | THAIDIE., EDLSBTHFZETIT M,

Security Cloud Control IZfRAE S AL TV O ENE L S 4L, 773 AT\ — T VITHRLES LT
HREL R-IZoTNDH EETT,

TN AW TERERRH (Conflict Detected) | IRKETHLHDIE, EDK I HIHFETTH,

TN ADFEE D Security Cloud Control DA (707 hA 7 /3 K) TAEF &4, Security Cloud
Control IZIRFSNTWDORIE LRI >TND & ETT,

T MAETNY REBERFFTT A,

Security Cloud Control DAMHTT NA ZAZEENMA HNDHZ ETT, TOEEF, CLI =2+
¥ Rafif$ %7 ASDMRFDM 72 EDT A A LD =T ¥ 2 LT, 73 A LT
EEATONTZHDTY, 77U AT AR RERNMTOND &, T3 AW [HEAHE (Conflict
Detected) ]IRHETd % & Security Cloud Control 23i#%1 L & 7,

EEZTNARIZERATHEIF. ESVSERTT D,

7 /3A A% Security Cloud Control {24 > 7R — K95 & Security Cloud Control |£% DF%E D =
B —Z{REF L £9, Security Cloud Control (ZZE R %12 5 & Security Cloud Control (%, 7 /34
ADFREDAC—IIETEZMAET, TOETET A A TR 325 &, Security Cloud

Control [Z, MAT=EEAT NA ADHRED AL —Zabt —LET, RO My 7 EZHHLT
<IEEWY,

T ARTOT N ADORELREDOT L E 2 —LRE (152 ~—)
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