kST a—FTa 8

Z OETIL, Security Cloud Control Firewall Management D & & & E /22 7R—x > k& H
HEXIIRETHAREODH DT —% N T TN a— M HHEIZOWTEELIFHBH LT
£,

» Secure Device Connector D s 7 7 /L o — K (1 ~X—)

* Security Cloud Control ® ~ 7 7 /b3 = —7 7, on page 12

o T3 A DHEHEIREE, on page 14

Secure Device Connector D k5 JJ)LS a2 — k

A7 L I AD Secure Device Connector (SDC) O T Ty a—F 4 7 E4T9121%, UUF
DRy 7 ZBRLTIZIN,

WD F U AT H Y T E 5720 E 11X, Cisco Technical Assistance Center T4 — A % B
TLEEV,

SDC I[ZE:ZEAHE

Security Cloud Control 7>5 ™ 2 [A]dD/~— k B — R ERIZEEE L CRE Lo 284, SDC D
RABEIX [BIEEARHBE (Unreachable) 11272V 9, SDCIZEEARRERLA. 70 ME, A AR—
TAVIT LIZEDT A AL HBETEERA,

Security Cloud Control (%, KD LT SDCIZEEARE THDLZ 2R LET,

o [—#BD Secure Device Connector (SDC) IZEIFETX £/ A, %% 95 SDC I(ZEHHESSIT 5
NT=T A AL I13iEE T £ A (Some Secure Device Connectors (SDC) are unreachable.
You will not be able to communicate with devices associated with these SDCs) | &9 A v —
V)% Security Cloud Control D7 — A —VICEREINET,

o [—E A (Services) ]"X—D SDC D AT — & A [E|FEAHE (Unreachable) 112720 F
7

COMBEAMRIRT HIE, £9TSDC LT F v FOEREREZRITL T ZE N,

FSINYa—TFaT .
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Bl =% security Cloud Control T SDC X 7 — 4 2 4% [Active] (=73 & 7%3L)

1. SDC A~ v o NFEITH T, ik Security Cloud Control IP 7 KL AIZEFETE 52 L &
R L £,

B2 70 NEROA LR\ T RT 7B A2 22 L T ESW,

2. N"—hE— & FBE)TEKR L T, Security Cloud Control & SDC O F#fi 4347 L £ 7,
SDC 78— b &' FELRIZIEET D &\ [777 47 (Active) | A7 — 4 ARV £,
A= b E= bEFHTERT HICE, KOFIEICHENET,

1. LEflo~q <, EE (Administration) > #i& (Integrations) >tEFa1 7RI 32
(Secure Connectors) #3#R L £,

2. FIEARBERSDCEZ7 U v 7 LET,

3. [#E (Actions) ]~SA > T, [/»— hE— FDOZR (Request heartbeat) [ %7 U v 7 L
ij‘o

4. [f4%#%¢ (Reconnect) 1 &7 U > 7 LT,

3. SDCETFETT > MIFE#EHLES ELTH, SDCR[T 27T 47 (Active) | AT —H
AR LRV AL, TEBAT Security Cloud Control ¢ SDC A7 — 4 A 78 [Active] (272 5
2 2X—=) | OFRRICHES T TEE W,

FERf# Security Cloud Control T SDC X T— 4 X H' [Active] [Z7: 5 4Ly

B LTR10272->TH SDC BT 77 4 77272 Z & % Security Cloud Control 2378 & 7221
i;%/a\&i\ SDC @%Eﬁﬁjﬂ?(:ﬁzﬁk L/7LC Security Cloud Control :L‘_“H_‘—}SJ:U\/\OX U — ]\GCJ: D N
SSH Zf# 1 L C SDC VM (28t L £,

Procedure

AT 71 Security Cloud Control T, 7277 4 7 &£ EREINTNRWSDC %7 U w7 L, [RequestHeartbeat] #27 U
7 LET,

ATV T2 koav s REFHALT, a7 FRETENTWDL I L 2R LET,

docker ps

AFw T3 SDCul%aFrL, kOa<wy REFAL TS — %R LET,

sdc show logs

ATYyT4 Woa~vy FaERLTary 7 amiEs L Ed,

sdc restart

B rsorva—F424


managing-meraki-with-scc_chapter4.pdf#nameddest=unique_64

| F3o0va—F104
SDC DEE SNtz IP 7 K LA Security Cloud Control =78t s h izt [

SDC DZEFHEENT1=IP 7 K L XA’ Security Cloud Control [Z AL & 475 LY

SDCOFH EINZIPT RLUAZFKRTHITIE, pidOFIEEZFEH L T— e — hEER L,
TIUVEEHRLET,

N—rE— FDOEXR

Security Cloud Control T, 777 4 7 L KRN TWRWSDCZ7 U v 7 L, A K—=T
[Request Heartbeat] = 7 U v 7 L £,

1. KOavs REERALTarTIRIETENTNDLZ L 2R LET @ docker ps

2. SDCH 7 %#FK/RL, sdc show logs A~ REMHAL T I — %2R LET

3. koa~v s REEHLCary 7T 2HEEILET : sde restart

TNARESDCDEHICBET A ST a—T420T

Z O —)V &M LT, Secure Device Connector (SDC) %41 L 7= Security Cloud Control 2> &7
NAANDEHRET AN LET, THAA ART VR =T 4 VIR LTSS, i3ty
R—T 1 > 7 OREIZ Security Cloud Control 737 /NA AIZEZETE 5008 5 & fllr+ 256
L. ZOERET A NTHZENTEET,

Procedure

AT 71 Security Cloud Control D7R— L= T, [Z7 AT U A4—/b (Firewall) 1227V v 7 LE7,
ATy T2 oA < EE (Administration) >##& (Integrations) > Firewall Management Center %27 U » 7
L. [E¥F =27 2x27 % (Secure Connectors) ] X7 %7V v 7 LET,
ATw T3 SDC ZEIRLE T,
ATy T4 FUMO[NT TNy a—F 47 (Troubleshooting) |34 > T, [T /31 AD$E#E (Device Connectivity) ]
270y LET,
RTYTE NI TN Y a—T AV T EREFEHRLED ELTWDET A ZAOFHRIPT KL AEZIXFQDN &R — k
BEEANL, [E1T (Go) 1227 VU v 7 LETF, Security Cloud Control (FIR DIRAEZ FEIT L ET,
a) [DNSfi#® (DNSResolution) ]: 1P 7 RLZADRIDOVIZFQDN Z5iET 5 &, SDC S R A A 44 Z fiftih
TE, IPT FLAZEFTEDL 2 LR LET,
b) [#E#i7 A & (Connection Test) ]: 7 /3 ANEEFAGETHDH Z & 2R L E T,
¢) [TLSHY7AR— K (TLSsupport) ]: T /XA A & SDC Oli ¥R — 32 TLS N— 3 > LREFZ2 M
LET,

o [AR— F SR TWRWEEFE (Unsupported Cipher) ]: 7 /34 A & SDC Ol 5 THAR— I T
% TLS /X—0 3 U IN7p0 4 Security Cloud Control 1%, SDC Tld7Za< /8 A THHR—F I
TWAHTLS N— g VU ERFIZONTHET A R LET,

d) SSLAFFE : hT TNy a—T 4 7Tl iEAEBFR/RIEESHET,

FSINYa—TFaT .
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B soc commnnmmErEmEsL L

RAT9Tl THAAADF L R—T 4 T ETNLT A A~OHREO BEDFEE L7541, Security Cloud Control
A— FETBEWEDLEL SN,

SDC & DT TR F - I EHEA L L

Secure Device Connector (SDC) %, Z#LFE Tid CentOS 7 AR~ v NI A VA P —/L ZFL TV
F L7, 72720, CentOSIIHAR— METIZZ2 D | Cisco Security Cloud Control D7 7 A 7 ¥ 4 —
NTHR— SN 725725, CentOS7 2> 5 Ubuntu AR~ 2 N2 X TD SDC #1775
TEARHERRLET,

ANz DWW, T4 71 2 & Secure Device Connector 36 1 O Secure Event Connector @ CentOS
TR~ B Ubuntu AR~ 2 0 ~DAT) BB L T Z &,

ZOFEX, A7 LI RADSDC T, CentOS B & E AL TWAEAICOLEA S E
KR

FEIR : SDC & DWrEH 22 ot £ 72 I3RS 720,

BT ZOMEIE. T A7 BT 001X (80% LA E) OBEEICHAET HRREMENRH Y
£

WOFNEEFET LT, T4 A7 FEOERN AR L T,

1. Secure Device Connector (SDC) VM D =Y —/L & & £77,
2. a—¥—%cdoTrs A LET,

3 WIEIm A URHIMERR Lo XA T — RE A LET,

4, ¥, dE -hE AN L TCEET AN AIRELRT =TI L, BET A ATRENRN L%
MR LET,

DockeriZ K> TT 4 AV RENPHESINTZZ L 2HERTEET, BHOT 4 AV HEHEIX
QXN MR CTHD ETFREINET,

5. Docker 7 /L& —DF 4 27 EEZFRT HITIT,
sudo du -h /var/lib/docker | sort -h ZFE{TL 7,
Docker 7 + /WX —DF 4 A/ {FEHB LR TEET,

FIE

Docker 7 + V2 —DF 4 A7 ERHENMZITND STV DOES1T. dockeriZE 7 7 A /L TRD L 5
WCERLET,

e Max-size : BMED 7 7 A VNI R A RZE LTS, alo—7r— g &Ml LET,
e Max-file : FFRIZIELEZD, e —F—I g v SN uel 77 AL EZHIBERLET,

WROFNEZFATLET,
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Secure Device Connector [ & %52 500 THHERE DS : cisco-sa-20190215-runc .

1. sudo vi /etc/docker/daemon.json % EITL 7,

2. WOT&E7 7 AMIFHALET,
{
"log-driver": "json-file",
"log-opts": {"max-size": "100m", "max-file": "5" }
}
3 EscF—ZfL TG iwq! EANL, BHEEZEZAALTT 7 A VEMLET,

(G¥) sudo cat /etc/docker/daemon.json ZFITL T, 7 7 A MIIMA LA ZERT
TET,

4. sudo systemctl restart docker % 31T L T docker 7 7 A /L Z FALHE) L £,

BENEAIND FE T >N D563 Y £9, sudo du -h /var/lib/docker
| sort -h #ZEATL T, docker 7 A+ N H —DHFINT=T 4 AVFHEEZRRLET,

5. df ~h #F(TLC, BET 4 ATV A AREMLIZZ L 2R LET,

6. SDC D AT —H A% [EZ#EARFE (Unreachable) 17205 [7 27 7 47 (Active) [IWZEE S 5HH
2. BHE (Administration) >#4& (Integrations) > Firewall Management Center 75 [t
¥ a7 ax7 4 (Secure Connectors) | Z 7IZHENL T, [7 7 3 (Actions) | A ==2—
MND [HHEERDOER (Request Reconnect) | &7 U v 7 T HMENRH Y F9°,

Secure Device Connector [ZEE4 5z 20 T HIFESROMETHMN -
cisco-sa-20190215-runc

Cisco Product Security Incident Response Team (PSIRT) %, Docker D' E 77 ¢ (EHKE) OF
WIEFSPEIC DWW TS 28X 2V 7 ¢ 7 K231 $ U cisco-sa-20190215-runc 2 ABH L £ L7z,
HEgE I D FEAR 7RI OV TIE, PSIRT F— 207 KA B U 2R BFHAL 2S00,

Z OMaFEMEIL. 9T ? Security Cloud Control = —% —|Z¥E L £ 77,

» Security Cloud Control @27 7 7 KB X #1172 Secure Device Connector (SDC) % L T\
DEEMIL, BETFNAD Security Cloud Control XL —3 3 > XF— AL > TTTIZHE
TEINTWDD, (MHTH0ETHY FHA,

e AU LI ZATREBENT- SDC i H L T\ A BEEEIL. H D Docker 3—3 3 > i
HTDHEIITSDCARANET v 7L —FRTH20ENHYET, Ty 77 L — KR35
X, ROFIEZFEHL E9,

* Security Cloud Control #E#£® SDC /R A D FH (6 ~X—7)

e WAHXLSDCHEA MEEHFTH (73—)

FSINYa—TFaT II
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rFSILYa—F108 |
. Security Cloud Control #2240 SDC /R X ~DFEH

NI LT yxT (TR—D)

Security Cloud Control 2% SDC ;R X F DFEF

» Secure Device Connector (SDC) (%, Z#UE TiX CentOS 7 AR~ 124 Vv A h—/L S
TWE L7, 72720, CentOS TV AR — FETIZ7Z2 V| Cisco Security Cloud Control ® 7 7
AT U+ —/LTHR— SN2 R572H, CentOS 7 75 Ubuntu AR~ A2 TD
SDC ZBATT 5 Z & &2 HEBE L 37,

FERZOWTIX, T4 27 L I & Secure Device Connector 33 1 UF Secure Event Connector 0
CentOS 7 A~ v > 6 Ubuntu AR~ v o ~DAT] 2R L T 7Z S0,
ZOFNEIE, F772 CentOS ZEH L TWALEICHEA SN E T,

» Security Cloud Control 4 A — %l L T SDC Z & L7236 1L, ROTFIEZFEH L E
j—O

FIE

ATFv 1 SSH F7/03nA = R_"APFar V— L ZERLTSDCAA MR LET,
ATwT2 kOa~vr REFEFTL T, Docker Y—EZADN—T g AR LET,

docker version

ATY T3 BHOFME~ > (VM) OWTAREFITLTNDGE, ROX S R BERINLET,

> docker version
Client:
Version: 18.06.1-ce
API version: 1.38
Go version: gol.10.3
Git commit: e68fc7a
Built: Tue Aug 21 17:23:03 2018
0S/Arch: linux/amd64
Experimental: false

I THWAR=U g UNEREINDAREENDH Y FT,
ATV T4 Oa< FEFEITLTDocker ZEFH L, Y—EXZHERLE7,

> sudo yum update docker-ce
> sudo service docker restart

B

(GE)  Docker #—E ADFEEH, Security Cloud Control & 7 /A AW OB A EIREM 5 (- L £ 37,

AT v F5 dockerversion 2~ REHEEITLET, ROEINFREINET,

> docker version
Client:
Version: 18.09.2
API version: 1.39
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ATvT6

nZELSDCHR F2EHTS

Go version: gol.10.6
Git commit: 6247962

Built:

Sun Feb XX 04:13:27 2019

0S/Arch: linux/amdé64
Experimental: false

INTEINENELE, Ny TFREAINEHNN—"3 D Docker 127 v 77 L—RERE LT,

NRAZLSDCRR FZEEFHT D

NTrSvx2y

Secure Device Connector (SDC) X, ZALE Tid CentOS 7 A~ /N2 A VA h— /L EZH TV
F L7z, 7L, CentOSIEHAR— METIZAR Y | Cisco Security Cloud Control @ 7 7 A 7 7 % —
THHR=FENRL 2D 720, CentOS 7 7> 5 Ubuntu AR~ (29~ ToD SDC 2BATT %
TLEHEELET

SEHZ WL, T4 7 L T & Secure Device Connector 33 J UF Secure Event Connector @ CentOS
7R~ 2 935 Ubuntu A~ & 0 ~DBAT] 2B L TLIZE,

ZOFNEIFE, E£7Z CentOS ZEH L TV D HEAIEM S £,

« H @ SDC R A b 2 {Ek L TV A4 1%, Docker DA > A h— /L IFIEIZE DW= F
NEIZHE > HFEARH Y £9°, CentOS, yum, Docker-ce (2 ==7 (i) ZEHL7=HE
%, BROFNETEMEL E5,

* Docker-ee (& —7" T4 XfR) A A M=)V LTGaE, £ITRIOHEEZMERH LT
Docker %A > A h—/L LT=8A1%. Docker DIEIENN— a VIR 5560850 £,
ELWA A M= 3— 3 %, Docker ®~—3" (Docker Security Update and Container
Security Best Practices) TCTHERTX £97,

YAATIE, ZOMEIIMEE S S EFHE L, BIMEFRSFIA RISV IRE. T RAA Y &
BHLET, 7 RSP UNERKE~—7 SNeb, ROBEET S Cisco /N7 &2 L THEM
EMERTE ET,

CSCv033929-CVE-2019-5736 : runC 2> 7O T7 L—27 7T 7 b

BME D AT L

Secure Device Connector (SDC) %, Z#LFE Tid CentOS 7 AR~ v T A VA P —/L ZFL TV
F L7, 72720, CentOSIIHAR— METIZZ2 D | Cisco Security Cloud Control D7 7 A 7 T 4 —
NTHR— hEN/L D72, CentOS 7 75 Ubuntu AR~ & N2 _XTOSDC #1779 5
TEARHERRLET

FEHNZ DWW T, T4 71 2 & Secure Device Connector 36 & O Secure Event Connector @ CentOS
TR~ > B Ubuntu AR~ o 0 ~DAT) B L T Z &0,

ZOFNEX, F7Z CentOS M L CWAEHEEICHEA INET,

FSINYa—TFaT .
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» Security Cloud Control (%, Secure Device Connector (SDC) & DO LV vidfg FXE#8HA L £
9, ED7=®H, Security Cloud Control 1% 2024 £ 2 A 1 H £ TIZBEF® SDC %= #H LV ViE(E
HRICBATT 20BN H Y £7,

B

GE) 202442 A 1 HETIZ SDC WBAT E 7254, Security Cloud
Control [ SDC ZJr L TT N\A A L@ETE <20 77,

» Security Cloud Control DA X L—3 5  XF—LNSDC ZBATL L 9 & LE L72A, SDC
VAT BRAID AWS T AT LA KD 15 5 EA TV D 0BTV eloh, BITTE £
ATLIT,

UTOFNEZFETLES, ZOMBENPER LD, BITE2HITTE £,

FIE

ATV 1 VMR ZI LT, E7ILSSH B2 LT, SDCVM I/ A » LET,
ATw T2 717 M sudo sde-onboard setup EAJIL T, BFEEITWVVET,
RT9 T3 SDCOREIE v N7 v THREEFERIZ, SDCE Y N7 > AT 2EMICEE LET, UAiE R/ SAT —
Ry hU—2ERETXTHANLET, ZOEE, NTPH— =T FLAZAELTBEET,
a) SDCOEy N7y FIHEHLIEDD LR U/NAT— REMH LT, /— b3 XL O Security Cloud Control
a—P—DNRNRAT—FE Uty FLET,
b) TRV ERERINTEL, yEANL TRy NU—J ZHEELET,
¢) LIETERUIP 7 RLAE 721X CIDR DfEiE AL £7,
d) LAiEtRCRy NV—0 = o= DEEATLET,
e) VURIERIL RAAL R —LT AT L (DNS) H—"—DfExE AT LET,
f) NTPH—R_—D AN ERDLNTZE, B NTP H— =7 FL A (time.aws.com’2 &) ZATJLT
<TEEW,
g) ANLTfEZERL, MEwRIThiXy EATTLET,
ATY T4 77 Mlaate EATI LT, KLV — =3 BEEARED>, SDC ERHIL TWAMNERIELEI, HEE
(UTC) MNFEREH., SDC DFF L i T& £97,

INOEOFENRTTLESL, F1E= T —2N8EL728HE1E. Cisco Technical Assistance Center (TAC) F
TIHEELTEIV, ZHUODFENEFIZETTD L, Securlty Cloud Control AL —3 g o XAF— LN
SDC OHEE HAR~DOBITEE T T E7,

SDC D /\— < 3 2 HY 202311%*** Kk U Bi]

Secure Device Connector (SDC) X, Z#UFE TiL CentOS 7 A~ N2 A VA F—/L LT
F L7z, 7L, CentOS I HAR— METIZA Y | Cisco Security Cloud Control @ 7 7 A 7 7 % —
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ATy I
ATy T2
ATvT3

ATvT4

ATy TH

FSINSa—TF a4y

snc /5—o 3 vt 2023+ £ Ut ]

VTHR—= b &N 5720, CentOS 7 2> b Ubuntu fRAH~ 2 A9~ TO SDC #1474 5
TEEMRELET,

FEAZOWTIE, T4 71 2 & Secure Device Connector 36 1 Of Secure Event Connector @ CentOS
TR~ B Ubuntu AR~ 2 > ~DORAT) 2B L T E W,

ZOFNAEE., F7Z CentOS ZH L CWAEAICEA SN ET,

» Security Cloud Control (%, Secure Device Connector (SDC) & O#r L\ VilfE AN EBH L F
9, D72, Security Cloud Control |% 2024 /-2 H 1 H £ TIZEEAF D SDC % #r L\ ilfE
FHRICBATT H20ERH Y £,

B

GE) 202442 H 1 HE TIZ SDC BTSNV A . Security Cloud
Control X SDC 2/ L CT /XA AL BIECTE R0 F9,

« Security Cloud Control DA XL —3 5 V AF—AXSDCEBITL LI E LELR, 75
Vo RAR202311%%%% ) HRTON—T g U EFEITLTND R LE L,

« SDC OBIED /X — = 1%, Security Cloud Control D A = = —/N—7)» 5 [Tools & Services]

[Secure Connectors] DNEIZFEE) L T, [Secure Connectors] X — VIZFLii SN TCNET, EE

(Administration) >#t#& (Integrations) >+®¥ 173+ 4 (SecureConnectors) SDC
BT 2 & EmEARO FEM (Details) ] A NN —Ta UEREDRRINET,

SDC—=2 a7 v 77 b— RTDI2E, ROFIHES TIZE W, ZORENERER LTz
5. Security Cloud Control A XL—3 g Y AF—ANBIT 708 A EHEFITTEDH X )T/
VET,

FIE

SDCVM (Zur 74 > L, @itz fT\ET,
7' 7 M sudo su - sde E AN LT, BFEERITVVET,
71 7 I crontab -r E AT LET,

no crontab for sdc &U\ﬁ A /“‘Z‘—“/ﬁ)%% éﬂfi%/ﬁ\\ ﬁ*ﬁ LT/&(UD?IIIELC@&)E@“O

71 7 MT . /toolkit/toolkit.sh upgrade & AJJ L EF, Security Cloud Control i%, 7 v 77 L — K234

ENE S InEfL, Y—Fy T v L —RLET, arY— AT —RREINTHRN

LR LET,

SDC DFF LW A— = v EREGR L T,

a) Security Cloud Control {27 74 > L £,

b) Security Cloud Control D A = = —/X—/n5[W—)L &Y —E X (Tools& Services) |>[EFaT7aRo 4

(SecureConnectors) |DNEICEE) LT, [EF¥ =7 27 ¥ (Secure Connectors) |X— T &M X E 7,

c) SDC z=EIR L T, [#1E (Actions) 1A > T[/»— b E— FDEK (RequestHeartbeat) [ %27 U v 7 L

£7

FSINYa—TFaT .
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d) SDC D/3— = A 202311%%+* DI CToH D Z L A MRAEL £7,

INHOFENRZET LD, £ —NRA L7286 1%, Cisco Technical Assistance Center (TAC) F
TTEAELSTEE, ZRODOFIEDEFIZSE T35 &, Security Cloud Control X L—3 3 » XF— AR
T7at A HERTTEXET,

AWS H—/N\—DiRREF - IR I 5 —

Security Cloud Control (%, Secure Device Connector (SDC) & @ LV Vili{E a8 HA L £,

Z D7, Security Cloud Control 1% 2024 42 A 1 H F£ TIZBEfFD SDC % # LW ilfE HUTH
TTHVERDY 7,

B

GE) 2024 4E2 /] 1 B % T2 SDC 25B4T SN2V A, Security Cloud Control 13 SDC 24t L TF /S
A ALBETE R ET,

Security Cloud Control DA XL —3 3 > AF—LNSDC #BITL LD & LE L2y, #i0R
AN LTl R L E LT,

Rt ORE ZEIET 21213, ROFIMEICHE > TS 2V, ZORBEPRR L5, BATZ kT
TEET,

FIE

AFYT1 R—=—1443T, V=23 WO RAAL L ~DT T AT R R EHTL7 7 A7 74 —/L)L—
NEERLET,

A=A NTUVT V=T arOEBREH Tk
* cognito-identity.ap-southeast-2.amazonaws.com
* cognito-idp.ap-southeast-2.amazonaws.com
* sns.ap-southeast-2.amazonaws.com

* sgs.ap-southeast-2.amazonaws.com

AU RY =V arOEBBT b
* cognito-identity.ap-south-1.amazonaws.com
* cognito-idp.ap-south-1.amazonaws.com
* sns.ap-south-1.amazonaws.com

* sgs.ap-south-1.amazonaws.com
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aws 4 —n—oiiEEEEETS— [

CKEY =Y a COEBBT b
* cognito-identity.us-west-2.amazonaws.com
* cognito-idp.us-west-2.amazonaws.com
* sns.us-west-2.amazonaws.com

* 5gs.us-west-2.amazonaws.com

*EUV—Va v OEBEET b
* cognito-identity.eu-central-1.amazonaws.com
* cognito-idp.eu-central-1.amazonaws.com
* sns.eu-central-1.amazonaws.com

* sqs.eu-central-1.amazonaws.com

*APJ U —Va v OEBEBT b
* cognito-identity.ap-northeast-1.amazonaws.com
* cognito-idp.ap-northeast-1.amazonaws.com
* sgs.ap-northeast-1.amazonaws.com

* sns.ap-northeast-1.amazonaws.com

ATFvT2 OWTNhOa<w REFHALTC, 7747 U4—L® [FFAY A ] ([CBNTA30ERBHLIPT KL
ADEY A NEHERTEET,

B

() Woza<wr RN, jgif A b= T0nba—F—miF Ty, IP7T KLAR 1 DDV R
MIFERENET,

KEY —TVa v OEBBT I

curl -s https://ip-ranges.amazonaws.com/ip-ranges.json | jg -r '.prefixes[] | select( (.service
== "AMAZON" ) and .region == "us-west-2") | .ip prefix'

cBU YV —a v OERBETF b

curl -s https://ip-ranges.amazonaws.com/ip-ranges.json | jg -r '.prefixes[] | select( (.service
== "AMAZON" ) and .region == "eu-central-1") | .ip prefix'

«APJ] U—V a3 VOEBEBT b
curl -s https://ip-ranges.amazonaws.com/ip-ranges.json | jg -r '.prefixes[] | select( (.service

== "AMAZON" ) and .region == "ap-northeast-1") | .ip prefix'

FSINYa—TFaT .
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B

GE) gAY AR =L ENTHRWEGAIE, ROFEMN—Yaroa~vy REfHTEET,

curl -s https://ip-ranges.amazonaws.com/ip-ranges.json

INOLOFENRTTLESL, £ T —2NREL728HE1E. Cisco Technical Assistance Center (TAC) F
TITHEHAE LS TEEN, ZRHOFIENEFICTE T3 5 &, Security Cloud Control A X L—3 3 & XF— LM
SDC OFnEfE T X~DOBITEE T T& £,

Security Cloud Control D 5 TV a—TFT 4 25

TFORRAESEHED FSTILa—TFTa4 29
T4 H—T Y FRERT—8 RDMRR

Procedure

ATV TN EORL o TEFIAVTATNAREI Y v 7 LET,

RATVT2 [TAAR 2T %27y LET,

ATV T3 WURTNAARZATDOE TR Y v 7 LET,

AT T8 [HLWT o —7V > &K (New Fingerprint Detected) | A7 — % ADT NA A& @R L £,

AT9 TS [H LR &4 E L= (New Fingerprint Detected) |34 > CT[7 4 V' H—7V > N DR (Review
Fingerprint) ] %7 U v 7 L&,

ATVT6 740 =7V bR L THAITLHLIRDLNTEE, UTFOFIREETLET,
a [74v =7V bOF Y a— K (Download Fingerprint) ] %27 U v 27 L CHER L ET,

b. 74 A=V MCREN 2T UZ[FA (Accept) 127V v 7 LET, MERHIILHAIE. [Fv
vk (Cancel) 1227V >y 27 LET,

RTYTT HLWT 4 =7 b ORBEEIRR LTtk 73 ADOHEHKIREN [42F A > (Online) | LIRS
Ao, MR A T — 2 AN TIEMRM (Not Synced) | F721E [HEAHH (Conflict Detected) | & FRILHY
ERHY ET, FEROBE OfiER (Resolve Configuration Conflicts) 3% E D Hi & DR 2 RS L. Security
Cloud Control & 7 /31 A[RODRERLD A= F A4 fed L TR L £ 97,
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| F3o0va—F104
SSLIEERHEOMED F5TLva—F125 [

SSLIESMZEDHEED FS TV a—T4 2T

EEBEELNTSOYTIEIMEET 2087 T TII#EEL AU\ Web Y FDOALIE (SSLE=(FHEE
SEREZ=VY)

A= 7+ UV BIOEOMDTNA ZAHO—EOT 7Y rr—a ¢k ISSL (F 7213705
) E=r 7 EMHENS FEMER SN E T, SSLE =0V FE T, Ot — S —FEE
DNy aPNT 7Y r—a VEERONEICHDAENE T, ZTOME, 77V r—va vy
PB4 STz REH] # % Firepower Threat Defense 7 /34 A B THLD & /v ¥ 2 FREEICRIL
L. st sinE T,

WebW A DT TV r—a U EMEALTCEDOY A MIEHRT D ZENTERWNNI LD
T, Web 7 7 U EERT GG, BT S r—ra U EER LT N A B
DT TP THHFTE D LV OB ERIERTT, 72 & %X, Facebook @ iOS F 7= 1 Android
TV —va 2T S & ISR L £33, Safari % 721% Chrome T
https://www.facebook.com Z F5E T % & Hfe (R EI L £7,

SSL B'= o Z 3 MR I P B SR 2 M 2 72 DI &N 5720, EREERITIH 0 8 A, KD
WITNOORINEZFEHTHILERH D £,
HHORT
A MR T T T TIIHERET DDIZRI LT NA A LT 7 or—3 a U TIIHERE L WA
W, IRFHEEICSSLE = JiIck bt EZxbNE T, 720, FLSHRZLERND DY
BlX. 79 UVDOT A MIMA T, #HA X FE2EHALTSSL =0 7 a2t £,
TV = a i, RO 2 ODFET/N Y ¥ 2 FRGED KRBUZ KT 556038 0 7,
e INN—T1DT 7Y r—3 3 (Facebook 72 &) 1. ¥— 375 SH, CERT. SHD % v
v —UEZIFES LT ITSSLALERT A v — V% EELET, 77— ME, 4. SSL
v' =27 %757 [UnknownCA (48)] 77— hTd, 77— h A vE—TDH%ICZTCP U
Ty MRERFEINET, A FOFEMEHR TRO L 2 RIERN S E T,
*SSL 7wu— 7FZIZIX ALERT SEEN A& Eh*T,

*SSL 7m— 77 7|ZIX APP DATA C2S F7zlf APP DATA S2C W& ENFEFHA,

*SSL 7m— Awt—UL, #%, CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE,
SERVER KEY EXCHANGE, SERVER HELLO DONE T,

« IN—T2DT 7V /r— a3 (Dropbox 72 E) X7 7 — b EEFELERA, KDV,
NS R 2 A TMETTDHETHELS>TMLTCP Uy FEEELET, 41X FTKRD
LORIERN RO NET,

*SSL 7w— 777X ALERT SEEN, APP DATA C2S F7zld APP DATA S2C IHENFEEA,

*SSL 7r— Awy&—Uk, #@%, CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE,
SERVER KEY EXCHANGE, SERVER HELLO DONE, CLIENT KEY EXCHANGE,
CLIENT CHANGE CIPHER SPEC, CLIENT FINISHED, SERVER CHANGE CIPHER SPEC,
SERVER_FINISHED T,

FSINYa—TFaT .



FSILsva—F429 |
B srzons s xmorsIL -5y

BITEOOITA DRBO STV a—TFT42T
A—H—FFIZ/NRT— FHMIEL < ALV =8. Security Cloud Control ~ND RS A »IZ5kEXT
%

figiRix Security Cloud Control IZ2 7 A > L LD & LT, HloTWHIELWWZ—HF—4 L3R
T—REHEHL TV DI 0b b e /A NIRRT 256, £720F (XA —REERT:
Bt AL CTHAEDRNRAY — REEIETERWEAIX, B LU Cisco Security Cloud Sign On
TH Y NEAERE T J A v ERATAREMER B Y £ 77, #H L Cisco Security Cloud Sign
On7HUYy NIHA LT v 7T HMNERDY 7,

Cisco Security Cloud SignOn %' & 2 7FR— RAD RS A U IERIIT 5A. Security Cloud Control
FERETERN

@Rk Security Cloud Control 7 F > | & [Z#72 %5 = —H¥—4, T Cisco Security Cloud Sign On 7
0 MR L TS RTREMEA N ® W £ 97, Security Cloud Control & Cisco Secure Sign-On D]
Ta—W—HRA N T 5 I21E, Cisco Technical Assistance Center (TAC) [ZiHifE LT 72
AN

RELEITvIR—VZEERALEZOTA VIZKET S

fRRiEx 77 UIRGFESI N W T vy v — I EERHLTrZ A LESELTWANDL L
NE¥A, 7 v ~—2 N https://cdo.onelogin.com & F§ L T2 AIREMEDN B 0 97,

f@iRi% https:/security.cisco.com {22 71 > LE T,

« f#3R3% Cisco Secure Sign-On OFHT w7 > M EER LIcSA 1, 77> MBMER S V=
V— g NZxIGT DX v v 2 R — RO Security Cloud Control # A V& 27 U w7 LT,

« f#iR% Security Cloud Control APJ

« fi#iRs% Security Cloud Control 77— A 7 U 7
« fi2ifi% Security Cloud Control EU

« f#iR:% Security Cloud Control 1 > N

« f#iR% Security Cloud Control K[

o fi#iRi% https://security.cisco.com ZfET L H T v I/ ~w—T EHH L E T,

TN A DHERIRRE

Security Cloud Control 77 MIA VR — RENT2T A ADHEHEREEZ R RTEET, 2D
MY 71X, SFEIEREGIREAE BT 5 DI B £, [Security Devices] ~X— D
[Connectivity] 77 7 A2, T3 ADOHEFRENT RSN ET,

TN, ADEEFERIENR [H T A ) OGS, T3 AOBIRNA 127> TV T, Security
Cloud Control IZ#§t SN TWAH Z A B L E3, LLTFORIZHEEE SN TV D ZOMMOIREE
X, EE, SEIERBEHTT A, RCHEPBE LTSGR ET, ZOREF, 208D
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http://cdo.support@cisco.com
https://cdo.onelogin.com/
https://security.cisco.com
https://security.cisco.com

| F3o0va—F104

71 zoggke ]

REEBEIET 5 HEEZ R L TOET, SHEEEORIK & 72> T 5 B EE D 5 "TRENE
N0 F9, FEEHERAD L. Security Cloud Control 1%, F#ii 2 F(TT HE1IC,. T2
SOREZ T XTHRT 5 L9 ITROET,

TINA R DIEHIKEE EZZbNB5RHA fR{E
> A > (Online) FRA ZADBEFRNB A>TV |[NA

.
y

T, Security Cloud Control |Z#%
e TVET,

F7 T4

TNA ZADBFRNYIN TS
D, Ay MU — 7 B R
NTWET,

FRAANTTITAME D
NEHER L 7,

Insufficient licenses

TN RN T A A
NV FE A,

FTARARRED NF TV
¥ z2— b, on page 16

TVTF Uy VNESTH D

Security Cloud Control 237 73 A
ANCHH T DI DIHEHT 5
P4 LN T — RO
HEDENELL BV 8

Mo

W iem 7 A MNEFRO N T T
)V —T 4 7, onpage 16

FR—=T 4 T

TNRAADF LV R—T 4 7
BB SNE LD, BT L
TWEEA,

FAL ADEHRA TR L, T
S ADRGRE T T ST
EEw,

B (Unknown)

FNRALADFR—=F 47
W2 L, Security Cloud
Control |Z7 /3 A A DHEEGEIRTE
P TEEEA,

XA TFATNAR A=Y
TT A ZARIRL, Hlo
~A »H i [Check for
Changes] #i&IR L C, D7
INA A B BT ORTE D IS
TR ET,

New Certificate Detected

ZDF N, ADFFAENEE
SNELF, A ANRAED
BLAAEAEZEA L TV 5
Gy THET A ADBERE
BHEA LD E LT
REMERH Y £,

FHGEHEORED ~ 7 71
v = — I, on page 17

FoR—T 4T T —

Security Cloud Control 737 >/
RN—=T 4 VTREZT AR L
Dt Z RS T FREED B D
*7,

FUR—=T 47T —D
Z 7 )V 2 — I, on page 27
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T4V RATRED T T a—
TINA ADFERGAT — X AN [TA B ABARE L TWET (Insufficient License) | & FR &4
L%6A1E, LTOFIEEZFIATLET,

e TFTNRAANTA B AZEETAETCULIEL L FHE9, W%, Cisco Smart Software
Manager 381 LT A & 2 A% T S A A2 3 D ISIERE R 0000 £97,

¢ TNA ADAT —H APEDLIRWEEIE, Security Cloud Control 7»5H %4 > 7 7 K LT
MO YA A 9% Z & T Security Cloud Control R—# /VZFH LT, 714 A
Y= R=LTF NS ZLDE DRy MU — 7 BEDOREAEMRRLET,

e R—HNEFHLTHT A ADAT —Z ANER INBZWEAIE, ROFIEZFATLE
‘é‘o

Procedure

AT w71 Cisco Smart Software Manager S H LW h—27 U &2ARK L, ab—LET, FMcOVWTUL, A~v— K7
A ADERICHET I ET 4% B EE,

ATV T2 FORL o TEF2VTATNAREZ7 Vv 7 LET,
ARTYTI [TAR| 2T %7 ) w7 LET,

RTY T8 YR TNAAZATOE T2 Vw7 L, AT—HAN[TA BV ANRARELTWET (Insufficient
License) | DT /A A& BN L ET,

AT Y TE [T ZADFHM (Device Details) ] 31 T, [T7A4 B ANARELTWET (Insufficient License) ] 123
IRSND[TA B ADEE (ManageLicenses) (%7 Vv 7 LET, [TA4 B ADEH (Manage Licenses) |
Va4 Yy RUBRERINET,

AT9T6 [777 171t (Activate) 17 4 —/L KT, F LW b= &AL (1T T[T /310 2AD%Ek (Register Device) ]
Vw7 LET,

M= VBTN RZEFICHEAIND &, BFIREED [42 7 A > (Online) JIZEDY F7,

BHGOATA VBERO STV a—Ta T
B0 A AIC 557 /5 A ADGIE MRS BT, Ko FIE %L ET,

Procedure

AT TN ERAIONRAL o THEFaAYTATNNAREZT Y v 7 LET,
ATFTYT2 [THRA R ZT %7 v LET,
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https://software.cisco.com/#SmartLicensing-Inventory
https://www.youtube.com/watch?v=8nSyUDEAJEE
https://www.youtube.com/watch?v=8nSyUDEAJEE
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ATV T3 WYUIRTNAAZATOET w7 V7 L, AT —X AN [Bh7ra 74 1 (Invalid Credentials) ] @
TN ABRINL £77,

ATy T4 [T/34 ZADOFEM (Device Details) ] XA > T, [#E&h7rn 74 & (Invalid Credentials) JIZE RSN D
[F#6E (Reconnect) | %27 Y w27 L%, Security Cloud Control I, 7 /34 A L O &2 A E T,

ATYTS Furs P IRERENTEDL, AL ZADFH LV —HF =4 L 2T —RE AN LET,
ATv 6 [ffT (Continue) 127V v 7 LET,
RTYTT THRAARF T A 270, HHATEREL RS20, [ALD (Close) 1227V v7 LET,

AT v 78 Security Cloud Control 237 /34 A~DEEREIZ RS =i Toa 7 A VIEREFEFA L LD & Lizlzd, T34
A DT Security Cloud Control 2MEH T2 2 — W —4 L XA T — FOMAGOEDN, 7354 2 L THE
BEEINIZAREERH D 9, TANA AL [F T A2 TTR, HBRAT =% AL [HEPRE S E
L7 (Conflict Detected) | T D Z & 23000 7, HERDOBIE OfFR (Resolve Configuration Conflicts) |
ZfiH LT, Security Cloud Control & 7 /34 A MO O 7= 2 fedd U CHER L £ ¥, BRIEDHG DRIk

MFRAEORED ST a— bk

Security Cloud Control DEFBAEDE A

Security Cloud Control I%, 7 /3 AZHEHET 5 & ZREAEO R EZTF = v 7 LET, B
MILZI1%, Security Cloud Control [ D Z & #FR L £,

1. TRAATTLS A=V a3 10LUKEEZERAL WD,

2. TAA AL VRSN DIEAEPADWIRANTHY | EHEPBEOHMNTHD (T2
bh, TTITAMIR>TEY, BRICAMESND L OICAT Va—A ST |

3. FEFBAEIL. SHA-256 GFHETH 5 Z &, SHA-1 GFAEIIZ T AN O EH A,
4. RONTNDLNEYTLH L,

« TNAA ATHCBAAFELMLEH L, TORAFITR TSN ca—F—IC LV EHS
NI OFEWIE LRI L TH 5,

« TA A, BETX DGR (CA) BNEBA L-iEHELMH L, frndhizl —7
SERAEN S CAIZY V7 L TWAIFAEF = — 2B L TV 5

InslE, 77 UYL xR 722 % Security Cloud Control DFERAE O H 515 Td,

-55%@%%%@%3\%mm@MMQmmm\?N4X®ﬁyf~?4yﬁitiﬁ
BilIC, RAAS A TF = 7 B8N L T, bV ic, TOEHENKRL—V—
Lo TREESNHHELERIC-BT e F v LET,

« Security Cloud Control (%, E7ZWH CA AR —FLTWEHA, BRRTIZ, NE CA
WX TEL SN EEL T = v 7T HEEH Y 8 A,

ASA TNA ZDGEHETF = v 7 %, TRAA AT LIZENIT LR TEET, ASAD
FIERE % Security Cloud Control 2MEH CEX 7eWGE . EDOT A ZADGEHET = v 7 2 i

FSINYa—TFaT .
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T DHA T a b9, T AOERAEF = v 7 0N AR THIEIRE L
TTNA A R— RTERWEEE, TN RAZELTHEELLZIP T RLABLWY
A= FBELL RWDBEEARETIZ AR WAREEA S Y £4, GEHETF = v 727 a—3L
W3 2 51, £33V R —FENTWAIEHELZRFST A, ZAOFFHEF = v 7 %
BN T B HEEH Y A, FEASA T ZADOGEHET = v 7 Z BT 5 Hikldd
nNEHFA,

TN, ADFEHEF = v 7 NI L TH, Security Cloud Control 1%, 5l & #¢& TLS &f#
RALUTT NS R LE T, B ORI S DFEEAMRGEL £ A, OF
V. Ny VT HRREFELEF IS B CE E AN, T T 4 T PRBER L, YR
FEAAE % Security Cloud Control (22t 25 Z L 12k » T, #f a2 T 2N H £
R

FEBAEDEIREDRE

W OO FH T Security Cloud Control 237 /3 A% AU R — RTERWEENRH Y £7°, Ul
\Z TSecurity Cloud Control |%, #2/7R SNIZFEHEZHEH L TF A X2 TE A (CDO
cannot connect to the device using the certificate presented) | &9 A v EB—UNEREINDHGHE
X, FEAEICHIER S Y 9. ZOX v = UR ULICERSNRWGA L, FER O
(T A AZEETE RV E2TZOMORy N T —27 =T — (TR LTV 5 ATREMED & <
Y ET,

Security Cloud Control 2357 E OFEAEZ LT 2Bl 2 W+ 2 121X, SDC AR b, E7213H
BT S ZZHETEDPIDOARART, openssl 2~ KT A Y — V&R LEST, kOa~
VREFHLT, 70 AL o TR SINIZGEEZ R T 7 7 A VEER L 7,

openssl s client -showcerts -connect <host>:<port> &> <filename>.txt

Doy RTH, ®EFE Y v a R EIND T, BREZIZ Cul+C F—% ML TR T
THMLENDY £,

ROE >N EELT7 7 A VPMERSIET,

depth=2 C = US, O = GeoTrust Inc., CN = GeoTrust Global CA
verify return:1
depth=1 C = US, O = Google Inc, CN = Google Internet Authority G2
verify return:1
depth=0 C = US, ST = California, L = Mountain View, O = Google Inc, CN = *.google.com
verify return:1 CONNECTED(00000003)
Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of baseb4...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHuUlpJgA59gdba0/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAGIDAjgSMAOGCSqGSIb3DQEBCWUAMEIXCZAJBGNVBAYTALVT
....lots of baseb4...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHuUlpJgA59gdba0/BE

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

B rsorva—F424
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i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCZzAJBgNVBAYTALIVT
....lots of base64...
b8ravHNjkOR/ez41yz0H7V84dJzjA1BOoa+Y 7mHyhD8S

Server certificate
subject=/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

No client certificate CA names sent
Peer signing digest: SHAS512
Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 4575 bytes and written 434 bytes
New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSvl1.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 48F046F3360225D51BE3362B50CE4FE8DB6D6B80B871C2A6DD5461850C4CF5AB
Session-ID-ctx:
Master-Key:
9A9CCBAA4F5A25BI5C37EF7C6870F8C5DD3755A9A7BACCE4535190B793DEFF53F94203AB0A62FIF70RB9099FBFERABIBG

Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..AGf>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 £fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3(
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f £2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.

0070 - 23 35 6d £7 7d 85 39 1lc-ad cd 49 fl1 fd dd 15 de #5m.}.9...I.....
0080 - £6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ..."E.|.k.x.I..E
0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$.E.A....J.6.C
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)

O TIE, RIS, R AR —2 (verifyreturn) 3 — FQVREN TV D% OITICER
LTLEE, GEHEICET 2MENFIET 256, 20 —ra— REErlibcizb
TT—DOANERENET,

COFAEIS—aI—FDOJRMZRHALT, —BRHGIS—ELZDBEAEZREELTSE
LY,

0X509_V_OK : #AEARII L E L7z,

FSINYa—TFaT .
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2 X509 V_ERR UNABLE TO GET ISSUER CERT : {E#H C& 72V \GEFHEDORITHFEHEN A
O FHATL,

3 X509 V_ERR_UNABLE_TO GET CRL : #EB#0 CRL 23 oM 0 FHATL,

4X509 V_ERR UNABLE TO DECRYPT CERT SIGNATURE : iFHEDEL Z#E B TE 4
ATLTZ, Zhud, EBEOBLAMS, WFHEE —B L2200 TiEe, HalTEihofal &
EEWLET, ZhiE, RSAF—IZOoWVWTOLE®RERLET,

5X509 V_ERR UNABLE TO DECRYPT CRL SIGNATURE : CRL ®E4 4 H 5 CXEHAT
L7z, Zhud, EBEOBAMHN, WIFHELE —B L2 TiEe, Ml TEhosfcl L& E
LU E9, REH,

6 X509 V_ERR_UNABLE_TO DECODE ISSUER PUBLIC KEY : ZEH] SubjectPublicKeyInfo
DAF—ZFARNETATLE,

7 X509 V_ERR CERT SIGNATURE FAILURE : FiEH]EDE4 MNEEL T4,
8 X509 V_ERR_CRL SIGNATURE FAILURE : FfEBHED B4 N T,

9 X509 V_ERR_CERT NOT_YET VALID : iEBiEN LA TIEH D FH A (notBefore D H
MRBERFL LV ETT) o GOV, Z0%O TERY ¥ —ra— R 9 GEFHENR
FEAEDNTEDHY EHA) J EBRLTIEEN,

10X509_V_ERR_CERT_HAS_EXPIRED : GEFHZED AR I TWE S (notAfter D H {73
BUERFZI L VETTY) o FEMICOWTIEL, Zo#%O TR #—ra— R 10 GEFEOAFLR)
RPN THNET) | 2L TIZIN,

11 X509 V_ERR CRL NOT YET VALID : CRL N E7ZHTIEH Y EHA,
12 X509 V_ERR_CRL_HAS EXPIRED : CRL O IR T T\ &,

13 X509 V_ERR_ERROR _IN CERT NOT BEFORE_FIELD : iFF3E® notBefore 7 4 —/L K
AL N E ENTWHET,

14 X509 V_ERR_ERROR IN CERT NOT AFTER FIELD : FfERFZ D notAfter 7 1 — /L RIZHEL)
RN EENTVET,

15X509 V_ERR_ERROR IN CRL LAST UPDATE FIELD : CRL O lastUpdate 7 4 —/L R
IR LN G ENTVET,

16 X509_V_ERR_ERROR_IN_CRL_NEXT_UPDATE_FIELD : CRL @ nextUpdate 7 -{ — /L (T
BRI D Z ENTOET,

17 X509 V_ERR_OUT OF MEM : AEV 2BV Y TLH L LTI —0nELELE, Zh
IR L TRALRWITTORETT,

18 X509 V_ERR_DEPTH_ZERO _SELF_SIGNED CERT : i X 7-ZE#I3 A B4 K HTh
D, (EETEDHEDY A MZR CAEHEN L2 £/ A,

19 X509 V_ERR SELF SIGNED CERT IN CHAIN : (G C& 2\ GEEZfEF L CREE
Fo—UEBETEELLEN, L— e —B VTR EHATLE,
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20X509 V_ERR_UNABLE TO_GET ISSUER_CERT LOCALLY : @ —H /LTy 7T v 7 Eh
TREFAEORITEEHAEN LoD FHATLRE, 2L, 8%, FHETE5EHEDO Y X |k
NEETIHRNI EE2ERLET,

21 X509 V_ERR UNABLE TO VERIFY LEAF SIGNATURE : ¥ = — ZFEBEN 1 D L
ENTHLT, TANACBELFATROED, BAEZRIETE FEATL ., BEMICONT
I, Z0%O TR Z—ra—F 21 (RYIOFENFEEZHIETE EEA) | 2ZRLTE
SV BEHUCOVTIL, Zo®%O TERY ¥ —>a—F 21 (OIS RIETE ¥
M) 1 EBRBLTIEESD,

22 X509 V_ERR_CERT_CHAIN_TOO_LONG : fEEHT = —r DRI N, 8E SN2 KIEE
EHX TOET, REM,

23 X509 V_ERR_CERT REVOKED : fEHENRZI L TV ET,

24 X509 V_ERR INVALID CA : CA fEBHENEZYTT, CA TiZZeW b, ZOJREMEY, 72
eI BN E —F L TOER A,

25X509 V_ERR PATH LENGTH EXCEEDED : basicConstraints @ pathlength /X7 A — ¥ % {8 %
TWET,

26 X509 V_ERR_INVALID PURPOSE : ##fit S 7-REEL . EESN - BT 4
/UO

27 X509 V_ERR CERT UNTRUSTED : /L— k CA 23, 8 ESNT-HMICE L CEETE5 b
DELTY—I7 INTHERA,

28 X509 V_ERR_CERT REJECTED : /L— k CA 28, fEE SN BN EIELR TS L Hic~—2
ShTWVWET,

29 X509 V_ERR SUBJECT ISSUER MISMATCH : {:4 M BIfEDREEDIRITHE 4 & —F L7z
Wz, BUEOBEMFITETEAZENES SAVE Lz, -issuer checks 47" Y 3 ISR E S LTV
DGR DIRFERSNET,

30 X509_V_ERR_AKID_SKID MISMATCH : {:44 % —5l 12 MF(E L, BIEDFEAFE ORGSR
T L =B LW e, BUEDEMBITE R EES S4UE L7z, -issuer_checks 47
VA VRREINTNDLIGEICORRTRINET,

31X509 V_ERR _AKID ISSUER SERIAL MISMATCH : %4784 & v U T AESBNFAEL, B
EOFFAEOTEGER X —# 7 & —H L7anWiad, BEOEMBITEEAENES SN EL
7o -issuer_checks 7' a VINERE SNV TV OLGERICOARRINET,

32 X509 V_ERR _KEYUSAGE NO CERTSIGN : keyUsage §:3EfEIk 2N GFIHE D B4 & #Fal L T
WRWZ | BUEDBARBITEREEN G S E L,

50 X509 V_ERR_APPLICATION VERIFICATION : 77U 7r— g VEHADT 7 —TF, RKH
Mo

[New Certificate Detected ] * vt—

HOBAUENELRF ST M 22T v 77 L— LT, Ty 77— N7 at 2%ICH LWVGE
DR S L7354, Security Cloud Control ©, [%%E (Configuration) | A7 —# A & [kt
(Connectivity) | A7 —Z ZDfiJ;& LT, B LWIEHESHE S E L7z (New Certificate
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Detected) | & W) A v E—URNERINDZENHV ET, TOT /A A% 5| XX Security
Cloud Control 7> & B 2 121%, T ORMEL FE) TR L CTHRILT 2 LERH Y £3, FElFHE
MEMENT, 7 ADREBREFIZRSTH, TOT A, ZAEEHTEET,

B

Note iG%c D& FETE T /XA A % Security Cloud Control |Z[RIFFC —4E #5545 & . Security Cloud

Control X, T /34 A LD LWGEHAEZ BEINICHERE L TZIF AL, £ b & OHEER
1TLET,

—
e

LW EZ YT 51203, ROFNEAFEH L ET,
L EfORA L THEXRIUTATNARET Y v 7 LET,

2. TANAEMBALC, BHAT — X AETIREAT — X AD [H LWGEHE R S h
% L7z (New Certificate Detected) | THDHT /A A% KR L, LERT /NSA ZAZEIRL F
D

3. BEY 4 RUT, GEFEDOMGR (Review Certificate) (%27 U > 27 LEF, Security Cloud
Control TlE, MERDOT-OIZFEHEEZ X v a— R L, HILWIEHEZZITAND Z LN T
BRI

4. [FA Z[AH (DeviceSync) 17 4 > R TUER (Accept) 1227 U v 7550, [F54
A~DOFHEHT (Reconnecting to Device) | ¥V « > R C [#%¢fT (Continue) | %7V v 7 L&
R

Security Cloud Control |%, T /34 A& #H LW HOEAGEHAE L HEWICFB L ET, HE
WZE o T, AFIESNIET N, R FRT 272DV E FETEH T LLERH Y F
T

AAETS—a—F
BEYAR—>2a—FK:0 (OK) (f=f2L. SecurityCloudControl (XFIBAZE TS —%#RLZFT)

Security Cloud Control (%, FEBEZ G595 &, [https:/<device_ip>:<port>] ~0 GET =1—/L
EIITTHZLIZRY, T3 AOURL ~OHEFi AR A ET, TR L2V A Security
Cloud Control [FFEIET 7 — 2R R L £ 9, iEAEN AL TH S (openssl 230 D F Y OK %K
LET) ZEBbhonha, Bt LE ) E LTV DEAR—FTHOY—ERNRY v A LT
LHEEMNRH Y £, ZOHE, ROa~xr ReATEE7,

curl -k -u <username>:<password>
https://<device id>:<device port>/admin/exec/show%20version

ZTHITED, RO L HIT, ASA LFEFEITHE L TCWAIMNE I NETERT L2 L3 TE, HTTPS
P—R—NASA DIELWAR—FTEEL TCWANE I DR F v/ T52 b TEET,

# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00019098 LISTEN 192.168.1.5:443 0.0.0.0:~*
SSL 00029e18 LISTEN 192.168.2.5:443 0.0.0.0:~*
TCP 00032208 LISTEN 192.168.1.5:22 0.0.0.0:~*
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BVE—ra—F 9 GIAENFTEAYMTREHY FEA)

ZoxT—F, RESHIFEAEDRITHRRRO AN TH LD, 7 74T b Tthzef
Bigbo L LTHROLRNZ LZ2ERLET, iUt AEAEORERRIERIFERK TH % ke
PERHY £4, £/, HEBAEHAEFOLEIL, EHEFLRIFOT A 2 DORFZIHHIE > T
2 EDNRNTH D TRENEDRH D £,

T Z7—\|Zi%, FFFAE® notBefore D AR EGENTZITHRH Y £,

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet valid
notBefore=Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=Oct 21 19:43:15 2016 GMT

ZOxT—=nb, AEHAENNOAN R LA TE £,
EE

FEBHE D notBefore ® HAHXIBED HF THAMENH Y £77, notBefore D HfF %A L W FUVH
FHZ U CEEEFEAZBRITCEET, ZOMEIEL, 7 747> MERITFITT A 2AD0T i
THEANE LS RESNTOWARWGEAICHRAET S RERH Y £7,

)2 —ra—F 10 GEAZSOEMHARNMINTVEY)

ZoxT—if, BEELEINTZEREOD RS EL1IOOHBERIINTWEZ EEEKRLET, =
Z—IZ1%. FEFFHZE® notBefore ® BN G ENT-/T0H Y £,

error 10 at 0 depth lookup:certificate has expired
ZOAHIRIT, FERAEOARICE ENTVET,
(234

RERAENAR Y IZHIREIN O A . ME—DEEFIEIL, BOEREZIGT 5 Z & TF, iEE
DOHBREIFERD B TH D DT, openssl NIRRT TH 5 & FEiETH5A1L, a v Ba—
XDOHERAET v 7 LTSN, 728 20E, GEBED 2020 FI2HIRGINIC/R D K 9
WICHESNTWADIZ, 2 Ea—FDHMD 2021 FiZi>TWNDHLEE, ZOa s Ea—H
ILREEZ WIREIN & L TRV ET,

BUE—ra—F: 21 (RYIDEAEZRIAETEEEA)

o7 —E, EEF = —IIMERH DL L. TS AT Ko TR S NTZFEEZ(E
FHCTEDHZ L Zopenssl PRGETCE RN 2R LTCWET, 22T, LioOBlOfEHET = —
YEFNT, GEAEF =N ED X ITHRET OO ERTAHAEL X I,

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALIUE
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJdgA59gdbaO/BE
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1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAJgSMAOGCSgGSIb3DQEBCWUAMEIXCZAJBgNVBAYTALIVT
....lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCZzAJBgNVBAYTALIVT
....lots of base64...
b8ravHNjkOR/ez41iyz0H7V84dJzjA1BOoa+Y 7mHyhD8S

FEAEF == i3, ==l L o THERESNDFAED Y A b TT, ZDU X ME, ¥—
N—HEOFERENLIRED . £ DOV — —OFEAEZFRIER O & LA OFEAEFITRE O
. BFERNC LY B o PREEHEN G ENETS, FREAFIIE, Tofs (s ThHRED
1) Lo TE (Tl THEDT) OUARAMPNRSNTHNET,

H20x, GEAEIC LTSN T 47T 4 T, X, fifanagEncky., %
Bl X o T EORITHT L T4 T o OEBA L EENE T,

FATHEL, FEHEERIT LT 07 4T, Zhidid, 7 — L RbEaEh Tk,
BAICLoCi3tms b aEnET,

Y= =L, FEHTE IRAERIC L » THEHBSIT SNISGERE 2R/ > TV 56, i EF = —
VNMMDOFEAEEZGDDLEN DY EFE A, IROL D72 1 SDOFEHENFRSNET,

--- Certificate chain 0 s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*.example.com
i:/C=US/0=Trusted Authority/CN=Trusted Authority

MITHODCCBrigAwIBAgIIUOMfH+8ftN8wDQYJKoZ IhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJgA59gdba0/BE

Z OFERAEEZEMT B &, openssl i, *.example.com @ ExampleCo fEFAE A, openssl DA
IAFMERA N TIAFET DEHE TE 2R OGEHEIC L > TIELL BA SN TND Z & &K
FELET, FOMIEDHZIZ, openssl 1L, T /34 RZEFITER LET,

72720, BFEAEDY— =T, BEHTX2CAICL > THEBL SINEHERSH Y £
oo ROVIZ, BHOFID LS, ——OFEHAFEIL 1 DL EOHFRFEREIC L > TEA S
NTEY, K EMLOFREEAER, FETED CAICL > TEA SN EL L E T,
OpenSSL iX, T 7 #/L FTlid, T HOHH CA Z{FHEE T, G TE 25 CA TRDODL R
FEAET = — U RREIN TV LHEEIZOR, TNOEMIETEET,

PRFSRERIC &> TEA SHIEAEZF OV — =725, FIHTE 5 CAISH O b
NTOFERAE (FTNTOPREREAEZGT) 2RM9 5 2 EPEFICEE TS, ZoF=—r
RPN S 72 WA openssl B DOHINIRO X H b DIz 9,

depth=0 OU = Example Unit, CN = example.com

verify error:num=20:unable to get local issuer certificate
verify return:1
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depth=0 OU = Example Unit, CN = example.com
verify error:num=27:certificate not trusted
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

Server certificate

subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB32414B
Session-ID-ctx:

Master-Key:
21BAF9D2E1525A5B935BF107DA3CAF691C1E499286CBEA987TF64AESF603AAF8E65999BD21B06B116FE9968FB7C62EFT7C

Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1476711760

Timeout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)

Z O #%N~ﬁlo@i%%®é%%&bfﬁw\%ﬁéﬂkﬁ%%ﬁ%ﬁéﬂk
Jb— hwﬁ%fi@<¢ﬁwu WCE-oTEBLEINTWEZ EEZRLTWET, ZoOHIIC
N %‘fﬁ;&aﬁi7~%méﬂfﬁiffo

g

ZOREIL., T3 AT K o TR SNTREAEORENHE > TWDTZOICHELE T,
DM A& IE L T Security Cloud Control & 7213% DD 7' v 77 LR T /SA AL RITHHE T
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ED LT OME—DTHIEIE, ELWVIEAEF =— 27 A AZe— FLT, #HELTWnD
7 IAT v MIEERGEAET = — v 2R T 5 2 L TT,

HE CAZ FT A MRA L MTEDDHIZIE, IROWT A (CSR 23 ASA THERINLTZNE D
ST T) DU 7RI INTWDFIEICHE - T I,

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc13

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc15

[New Certificate Detected ] * v t—

HOBAMAELROT A A% T v 7 7L —RLT, Ty 77 L—RR7rER%ICH LWGE
BRE DML S 17235 A . Security Cloud Control T, [%E (Configuration) | A7 —# & & [#&ft

(Connectivity) | A7 —Z ZADjliJF & LT, D LWIEHER M S E L7z (New Certificate
Detected) | &EWH Ay —UNERINDZEBHY ET, ZOT /A A%EF| EHiE Security
Cloud Control 7> HF T 5121, ZORMEZ FEVCHER L TR T 20BN H D £9°, irE
DRI SN T, T ADORENREFIZR-T20, ZOT A, AEEHRTEET,

2

GE) TS 20— EFERICL Y, EEOEBNISRT /S A A% Security Cloud Control (Z [F]FRf (2 F5-#2
%7 5 &, Security Cloud Control (%, 7 /3A A _ED# LW GEAEL HBEIICHERR L T2 AdL,
o EORERAFITLET,

B LWEREFE 2 iR 21203, ROFIEZEHR L X5,
FIE

ATV TN OS> THEFaUTATNAREZ7 ) v 7 LET,

RT9T2 [THRAR 2T %) w7 LET,

ATY T3 WYRTNAAZAT DR T2 ) v LET,

RATYTE TANZEFEHLT, S AT —F ZAETTREART —F A0 [ LWGEAEN B S E L7z (New

Certificate Detected) | THHT A AZ KR L, LBERT NA AZHEINLET,

AT s BEY v FUT, REFAEOM (Review Certificate) 1% 27 U v 2 L3, Security Cloud Control T,
ROTDIFEAEEZ Y Ve —RL, HILWIEHEZZ T ANDL Z ENTEET,

AT9T6 [T AR (Device Sync) ] 7 4> R T[HAFE (Accept) 1 %27 UV v 7T D0, [T /3 A~DHHERE
(Reconnecting to Device) |V 4 &~ R T [#i1T (Continue) 147 U v 7 LET,

Security Cloud Control I%, 7 /3 AZF LWH CLEAGEAE L BEIRICFEAB L ET, HEIC
FoTiE, A ENTT AL RELRRTHDIIR—VETETESRTI2LERLY £,
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TOoR—T 4T —DFZTILYa—F
FRAADILR—F 4 LT E T lE, & & E R CRAT R D ) £,
WOBRMEEFAT T £,

Procedure

ATYT1 EAORL o TEFaYTATNARE2 ) w7 LET,

ARTFY T2 @YRTNAAZATDET 27 ) w7 L, TT=DRAELTNDLT AL AEZRIRLET, HHIck-T
X, AN T —OFHANRRINE T, IR HIN TWAMERT 7 g 2 FEITLET,

E

AT w73 Security Cloud Control 75T /3A AAf LV AKX L AEHIBRL, TNAADEVR—F 4 7 F i8It LET,

MERHBRAT—2 ADEER

Security Cloud Control ZfE/H 35 &, 74 77/ A Z L ICH AR 2R/ E 7213 ER LT
EET, WA BNARNTR o> TWT, Security Cloud Control % HE T2 T /31 ADFREIC
EBENPMZONTZIGE. T3 ADOREAT — X A [BEMHE (Conflict Detected) | & Frx
INET,

[FE&kH (Conflict Detected) | AT — % A &R 5I121%, ROFMEITHENET,

Procedure

AT 71 Security Cloud Control D7x— L= T, [Z7 AT U 4—/b (Firewall) 1227V v 7 LE7,
ATVT2 EF2 T4 TNARERIRLET,

B

Note > 7L I X Firewall Management Center D343, B2 (Administration) > &
(Integrations) > Firewall Management Center 27 U » 7 LT, [RIA#] (Not Synced) ]iKAE
DFMC &R L, 27 v 7 5 mhbifitft LET,

ATY T3 [T A (Devices) | X7 %27 Vw7 LT, T34 A& RADFET,
ATV T8 @YIRTNAAZATOE TRV w7 LET,

ATV TS BAEZHRELTVDHT AL ZAZRINL, HRIOFEMAA > T [HiA O (Review Conflict) %27 U v 7
LET,

ATYT6 [T/ ZAD[AW (Device Syne) ] X—U T, PR R SN TV OMEREZMERL T, 2 DOREL LKL
=7,
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o TRBISERFER S NT2T /31 A& E (Last Known Device Configuration) | &9 T L DFFUN T2 %L
I%. Security Cloud Control {ZfR{F S AV TWND T /A AFKE T,

« [7/3A A THiH (Found on Device) ] &9 T bDF N/ RHUIE, ASA DFEfTAL T 4 F 2 L—
VaVIRFER TV HRETT,
RT97TT ROVTRNEERL T, BAEEZMRELET,

o [T A ADEF % 7K (Accept Device changes) ] : &%/ & . Security Cloud Control (Z£R1F S 4L TV D 1R
P OEFENRT AL ZADFETFary 7 4 X¥al—aryThEEXSNET,

=

Note  Security Cloud Control X2~ K 7 A > A & —7 = A ALIFTD Cisco
10S T /A A~DEFEDRERZ VAR —F LTWRWD, B &Rk
D BED CiscolOS 773 A DME—DFIIL[L B = —72 L THEGE (Accept
Without Review) ] T,

o [T ZADEHEZIEA  (Reject Device Changes) | : 7 /3 AZLRAFE S LTV D E % Security Cloud
Control IZIRFEN TV DHRETLEEELET,

B

Note AT /- |3KRR SN T R CORELTIL, A n /IS ET,

REART—2 ADER

WOFNEZFEH LT, TREH OREAT —H ADT A AERRLET,

Procedure

AT X2 )TFATNAREERLET,

B

Note 5-> L I X Firewall Management Center D¥541%, B (Administration) > #t&
(Integrations) > Firewall Management Center 227 V » 7 LC, [RIF#] (Not Synced) ]iKAE
DFMC #INL, AT v 7 S LEITLET,

AT T2 [T/34 A (Devices) | X7 %27V w7 LTTNAAERDT D), [T 7 b—F (Templates) | ¥ 7 % 7
Vo2 LTETATAAL RAERSTET,

ATV T3 WHRTANAREZATDETH0 Y v LET,
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ATy T8 REAMERESNTZT AL AZTINLET,
RAT9 TS FAHO REM (Notsynced) ] /3% /LT, IOWTNNZRINL £,
s [ b a— L THERM.. (Preview and Deploy..) | : & EDZH % Security Cloud Control 2> 57 734 A(Z
Ty aTDEEIE, AT ER T L Ea— L TURHT 20, o Thb—EICHEROER + &
BLET,
« [EE OfHEE (Discard Changes) ] : #%E D Z ¥ % Security Cloud Control 2> 57 /3A A2 F w2 LA
Y6y, F 7213 Security Cloud Control TBlA L2k EDEE A [LICRET | Hfh. 2047 a Ui,
Security Cloud Control IZfRIF E I TWAKIEZE, 7 /3 AMRF SN TV DL FEI TR C EEX LET,
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BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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