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A—FLTWEREA,

e ESXi 5.1 /A 78— A
« Ubuntu 22.04 35 & U8 Ubuntu 24.04 X L—F 4 > 7V AT A,
* SDC DA% FFD VM D> AT LEH:

« VMware ESXi 78 A ML 2 ©2? CPU AL E T,

» VMware ESXi 78 A MMZIL 2 GB LA LD A E U RSLE T,

* VMware ESXi Cix, 7mrEVa =7 ORRIIS LT, W~ 2R — T 572
WIZ64GB DT 4 AV RENMLETT, Tk, LEISECTT 4 A7 Kk ZJEET
ELHEOE, RX=T 4 arTmBARY 2a—2EH (LVM) ZHEHL TV Z & 524
E LT TT,

cVM®DOCPU & AEYZEHLZL, VM OERE AN, [BEX=7 317 ¥ (Secure
Connectors) | X—UIZSDC A [ 7277 4 7] JRETHDLZ EPNRENTND Z & iR
L%,

s ZOFNEEFITT D2 —W —1F, Linux BREOEIEICB LATEY, Vit aT VT T o
HEFEALTCT7 7 ANVERELTHDILERSY 7,
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TN RF U R—F 4 > AD Secure Connector DEFH S UEE |
. B &0 VM £ T Secure Device Connector O &R

e F UL I ADSDC % CentOS IR~ NZA VA M —AT 5581, YumEx =V T ¢
Ny FHEMNCA VA=V THZLE2BEIOLET, YumDOEH 2 BGFT 572D DK
EIE LT, A= R 443 72T TRA—=F 80 THLT U MY U K7 77 A% < MLEHR
HLGENHY £, o, FHEAT Y 22—/ 3 572D yum-cron £ 721 crontab 7%
ETHMERDYET, EXa VT EHTFT—L L8 LT, YumOEFHEZEGT 5720
X2 VT 4R =2 BHTLMERHL00E ) a2 LET,

GE)  8B®BEN : FlEAO =~ ik, 28— L TR Y 4 >~ RUIZIED T 2 D TIER < AT
LEoCLTLIEZEY, —Hoavr FZEEND ¥y va) i3, By P72 FN—=X b
DTREAT ImFyva)] ELTHEASNLIHERHY, a2~ FRRKTLRA L 20 %
j—O

FIE

ATv 1 SDC %Z{ERLT D Security Cloud Control 77> hMzma 74> LET,

AT w72  Security Cloud Control DR — L= T, [Z7 AT U 4—/v (Firewall) %227V v 7 LET,

ATy T3 Ko~ TEE (Adminigration) >#& (Integrations) >tFa173Hx% 2 (SecureConnectors)
zr7 Vw7 LET,

ATy T4  [P—ER (Services) | "=V D [kF 2T 237 H (Secure Connectors) | ¥ 7 T, HWTTAKRHK U %&
7V w2 L. [Secure Device Connector] Z iR L £,

ATYTS U4V RUDFE2OT— AT v T T —=HEAERICAE—LET,

ATYT6 D7 EHIWORAM &7 ¢ A7 58I SDC IZHI D 4 THNTWVD CentOS7T RIS V&1 A h—
NLUET,

* 8 GB ® RAM

c10GB DOF 4 AT ZAR— X

ATV FTT AVAbM—Lib, SDCOPT RLA, TRy h~vR7 = U ADI/ERE, Xy NT—7
DERFEEITVET,

ATY T8 DNS (FAAfUR—LH—n—) ZFHELET,

ATYF9 NTP (ry hU—27 AL Tabhan) h—n_"—FHELET,

RATw 710 SDC @ CLI &ffiHIZLY ELY TX 5 X 512, CentOS |2 SSH h—/"—% A VA h—/L LET,

ATy 7N Yum OFH & EIT L, open-vm-tools, nettools, 3 LN bind-utils X 7 —V %A A h—/L LET,

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

ATYF12 AWSCLI X /r—T %A A h—/L L ¥ 9, https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux.html % 2 L T 7230,
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https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html
https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html

I FINA A VR—TF 4« >4 B Secure Connector D EBHH LV EE
B 5O VM £ T® Secure Device Connector ) & .

B

GE)  —-user 77 ZIIMHA L2 TL &,

RAT9F13 Docker CE /Ny —T %A A h—/LLET, https:/docs.docker.com/install/linux/docker-ce/centos/
#install-docker-ceZ Z M L T 7231,

B

(E) TR P EEH LA A b= HEEEHLET,

AT 14 Docker — Y 2 &P L. EEEFICBABTE D L HICLE T,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

ATFYT15 cdo & sdc D2 OD2—PF—FEMLET, cdo 22—V —ZHEHTIUE, V— b —F—|TEHET /A
HPIEHY A7 ZFITTEET, sdex—H—%, SDCdocker 2> T+ 5 FITTHZDITHEL T,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

ATFYT16  sdc —HF—D/R 7*‘]“%%&%]\/35—’9)—0

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

ATY T17 sdc 2 —H—% wheel TN—IBML T, FHE (sudo) HERZFHELET,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

ATv 18 Docker BA VA M—NENDHE, 2= =T L —TMERK I ET, CentOS/Docker 1D/3— = TG
U, [ldocker] F721% ldockerroot] &PFEIZAVET, Jetc/group 7 7 A V" CTED 7 )—TBERK S FL7 0
AR LIS, sde 2—P—2Z D7 N—FITBML £,

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

AT w719 Jetc/docker/daemon.json 7 7 A VIMFLE L7RWIGEIXER L, LFORNEEADLET, 1ERRLEES.
docker T —FE A HEFH LET,

FINA RFA R—TF 4 >4 D Secure Connector DERFH L VEH .


https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce
https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce

TN RF U R—F 4 > AD Secure Connector DEFH S UEE |
. B &0 VM £ T Secure Device Connector O &R

B

(E) lgroup] F—ICAD LTI N—T205, BIOFNAD fetc/group 7 7 A VW TRAOF T2 7 N—T7&
TEL TV EZMERL T ZENY,

[root@sdc-vm ~]# cat /etc/docker/daemon.json

{
"live-restore": true,
"group": "docker"

}

[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

AT9 720 BifEvSphere 2> Y — Lty a VEMALTHDEAIL SSHIZHID X T, cdo—P—Tr T A
LET, B A L7b, sdc 22— =YV BEZET, "AT—FRKOANEZRDOENTZDH, cdo —
P—DRAT—RE AT LET,

[CDO@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~1$

ATv7F2N T 417 RV % Just/local/CDO IZAEFE L £,

ATY T 22 bootstrapdata EWVVIFLWT 7 A VENER L, [4 27 L I AD Secure Device Connector D JEH (Deploy
an On-Premises Secure Device Connector) | 7V 4 W — RO RN O T — A NTF v T F—F%& D774
JZAEY ST E9, [R1FE (Save) 227 Vv 7 LT 7 A NVERFELET, [vi] £7213 [nano] ZfEH L
T77ANVEERTE£T,

ATY J23 J—FRALT ‘)705‘:*‘57 IZbase6d T a— RENTWETDOT, HELT extractedbootstrapdata L
WO T r A M AR—KFLET,

[sdc@sdc-vm ~]$ base64 -d /usr/local/ CDO/bootstrapdata > /usr/local/CDO/extractedbootstrapdata
[sdc@sdc-vm ~1$

cat A~y REFATLTESZ LT — 2 2R R LET, avr FBIOMES LET — 23RO L 512720
£7

[sdc@sdc-vm ~]$ cat /usr/local/ CDO/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

ATFvT28 UFOavwrs REFTLT, BELET— MR NI v 7T —2O—MERELHICT 7 AR —FLET,

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~1$

AT wF25  Security Cloud Control 257 —hA N T v 7R FLvEdyra—RLET,

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer SCDO_TOKEN" "$CDO_BO0TSTRAP_URL"

100 10314 100 10314 0 0 10656 0 --:=--:=-= ——:=-—:——= —--:—-—:-- 10654
[sdc@sdc-vm ~]$ 1ls -1 /usr/local/ CDO/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/CDO/tenant-name-SDC

ATY j’ZG SDC tarball % FEBH L. bootstrap.sh 774’/V%£ﬁi LT SDC /\°\‘//7—“/°%/( VA =) Lij‘o
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B &KX kTO Secure Device Connector D T— ~ X +5 v .

[sdc@sdc-vm ~]$ tar xzvf /usr/local/CDO/tenant-name-SDC

<snipped - extracted files>

[sdc@sdc-vm ~]1$

[sdc@sdc-vm ~]$ /usr/local/ CDO/bootstrap/bootstrap.sh

[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally

sha256:d98f17101db10e66db5b5d6afdalc95c29ea0004d9e4315508£d30579b275458: Pulling
from

ciscodefenseorchestrator/sdc_prod

08d48e6flcff: Pull complete

ebbd10b629b1: Pull complete

d14d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped - downloads>

no crontab for sdc

9% & Security Cloud Control TSDC 2% [7 277 47| LEREINDILT TT,

BRI 1=7RX ;T Secure Device Connector D 7— X k5 v 7

ATy T
ATy T2

ATv73
ATvT4

ATy TH
ATvT6

ATy 717

ATvT8

Procedure

Security Cloud Control DR —ALX—T T, [ 74 T U4+ —/b (Firewall) 227 V7 LET,

DO~ A T EE (Adminigtration) > #& (Integrations) >tEF¥a 7314 A2 (Secure Connectors)
7y 7 LET,

[Services] “— T ® [Secure Connectors] # 7 C, [+] 7 A 2> %27 U > 2 L. [Secure Device Connector] % R
LET,

T4 RUDFE2DOT— A NT v T T —HEAERIZZE—-LET,

IR — W GEBIE cdo) BN L7 SAU— R&H L. VM IZ SSH T8 L £,
f[sudosu-sdc] 2~y RZEHL T sdec 22—V =2 B x 4,

sudo su - sdc

WoOa<wy REFRLT, HiLWwSDC 7 —hA T v 7 LET,

sdc bootstrap <paste-your-bootstrap-data-here>
3% SDC DNR—V 3 U EBEIR L ET,
SDC N—V g L3 DA T arRNb £7,

*SDC2024 : ZHE, IZFEALEDHBICFETEMEIND A=V a TT,

« FIPS 283072 SDC 2024 : FedRamp MEHLO KM 20725513, 2D —Va U2 @RLET,

*SDC LA —: ZDONR— a NNIEEOTEH 225 L ofaizd, RV IZ SDC 2024 % FEIT3
DT LEEWLRELET,
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TN RF U R—F 4 > AD Secure Connector DEFH S UEE |
. Terraform % & FH L 1= vSphere ~ () Secure Device Connector 0 Efi

ATY T CLIFZ VT FA A=V 27NV L TSDCEEE LES, F/2, UTFEFETLT, SDCRT 7T 4 7 Tr—
P VB =T oA ABLORA N ETEMEL TS Z &2 MFFTE £9,

sdc show running

77 PO SDCIRFRINET,
Terraform % {1 FH L 7= vSphere ~® Secure Device Connector 0 & f

1R8O HHEIIZ

Z DOFNAETIX. vSphere ] Security Cloud Control SDC Terraform <€ ¥ = — /L % Security Cloud
Control Terraform 7" 72 /34 &' — LG TR LT, vSphere |2 SDC % JEFH3 2 HIEIZD
WCHELKHALES, 20X A7 FIEZETT DA, ROFHERMZHER L T ZEW,

s vSphere 7— Xt L X — =T 3 U T UBERMLETY

« WaRITT DMHEREFOT =L B X —DFBET IV MHBRETT,
« VM DFERK
o 7 A VEOIERK
AT Y TAT T DIERK

LT U TATTIADT FANDT v a— K

» Terraform Nz

FIE

AT 71 Security Cloud Control T APl DAHDL—F—%AERK L, APl h—2 v &2 a2t —LEF, APLOAHDZ—H—
DIEEITIEZ DN TIE, TAPLOAD =P —ZAEKT 5] 2ZRL T &,

AT w T2 [Security Cloud Control Terraform Provider] D FNEIZHE > T, Terraform U /8 ~ U T Security Cloud Control
Terraform 7' v /31 X —Z AR L £77,

£
terraform ({
required providers {
cdo = {
source = "CiscoDevNet/cdo"
version = "0.7.0"

}
}
}

provider "cdo" {
base url = “<the CDO URL you use to access CDO>"
api token = “<the API Token generated in step 1>”
}

. FINA RAA VR—TF 4 >4 D Secure Connector D EBEH L UV EE


https://github.com/CiscoDevNet/terraform-vsphere-cdo-sdc
https://github.com/ciscodevnet/terraform-provider-cdo
https://github.com/ciscodevnet/terraform-provider-cdo
https://docs.defenseorchestrator.com/c-secure-device-connector-sdc.html#!t-create-api-only-users.html
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs
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ATvT3

ATy T4

ATy TH

Terraform % {§ f L = vSphere ~ @ Secure Device Connector O & .

Security Cloud Control Terraform 7" =2 /S A #— %A L T cdo_sdc Y VY — A ZAEAT 5 728 D Terraform = —
K&Feah LEd, FEHICSUWCTiE, Security Cloud Control-sdec U~/ — A ® Terraform L A kU Z & L C
<TZEvy,

51 -

Resource “cdo_sdc my-sdc” {
name = “my-sdc-in-vsphere”
}
ZDY Y —ADpootstrap data JEMIZIE, Security Cloud Control 7— h A kT » 77— X DIEN AT S,
WD AT > T cdo_sdc Terraform B a— VI ET,

[N

Security Cloud Control_sdc Terraform &3 = —/LZ i ;] L T, vSphere T SDC % {ER% 9 % 72 8 Terraform
a— REFIRLET,

51

data "cdo tenant" "current" ({}

module "vsphere-cdo-sdc" {

source = "CiscoDevNet/cdo-sdc/vsphere"

version = "1.0.0"

vsphere username = "<replace-with-username-with-admin-privileges>"
vsphere password = "<super-secure-password>"

vsphere server = "<replace-with-address-of-vsphere-server>"
datacenter = "<replace-with-datacenter-name>"

resource pool = "<replace-with-resource-pool-name>"

cdo tenant name = data.cdo tenant.current.human readable name
datastore = "<replace-with-name-of-datastore-to-deploy-vm-in>"
network = "<replace-with-name-of-network-to-deploy-vm-in>"
host = "<replace-with-esxi-host-address>"

allow_unverified ssl = <boolean; set to true if your vsphere server does not have a valid SSL
certificate>

ip address = "<sdc-vm-ip-address; must be in the subnet of the assigned network for the
vM>"

gateway = "<replace-with-network-gateway-address>"

cdo_user password = "<replace-with-password-for-cdo-user-in-sdc-vm>"

root user password = "<replace-with-password-for-root-user-in-sdc-vm>"

cdo bootstrap data = cdo_sdc.sdc-in-vsphere.bootstrap data

}

ERR S 72 VMIZIE 2 AD 2 —H— (root Z—H—& cdo EWNVH 2—F—) BNHY, VMDIPT KL AL
%%E!’Jilﬁﬁﬁé INTWAZ LIZEELTL &Y Y. cdo_bootstrap data JBIEICIX, cdo_sdc Jy—2 @ﬁzﬁkﬁj{’
RSN bootstrap data )E'ﬁ@{[ﬁ#?‘ﬁﬁ h= 7,

ﬁrﬁl? CE% D v terraform plan (E terraform apply %’fﬁﬂ% L T Terraform %%‘I‘E%i@i@ﬁﬁ Lij—o

SERRBINT DUV TIE, CiscoDevNet @ [Security Cloud Control Automation Repository| [#iE] ZZ&MR LT 72
é 1/ \0

SDC A Y AR—T 4V 7IREEBOEETHLHEEIE, VE— 2 Y —/ &M LT vSphere
VM IZEEE L, coo 2—H#F—& L TurZ/ A LT, kOa~vy REFITLET,

sdc host status

HEHZ L > TE, UTZ2FETEITTOLENL LGN DY £,

sdc host configure
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https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs/resources/sdc
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/vsphere/latest
https://github.com/CiscoDevNet/cdo-automation/tree/LH-70404-add-vsphere-as-an-optional-example/vsphere

TN RF U R—F 4 > AD Secure Connector DEFH S UEE |
. Terraform £ 1 —JL % {5 A L 7= AWS VPC £ T Secure Device Connector O E

B

(GE)  Security Cloud Control Terraform & ¥ = — /L%, Apache2.0 74 B> AD FTAH—F LV —AY
ZhU=T L LTRSS TWET, AR — FBALERYAX, GitHub THIEZHE TE X
R

Terraform € 12— )L Z{#EH L - AWS VPC _t T?) Secure Device Connector O ERH

15 H B HEIIC
AWS VPC |2 SDC % JE&B§ D RIS, IROFHERMFEZMER L T E &V,
» Security Cloud Control I%, W RFEHET = v 7 202 L L, SDC & A & —F v MO
D Web/ar Ty 7uxi iz AR— L TWERAL, TrF o h—"—%2HL T
WA A%, Secure Device Connector (SDC) & Security Cloud Control DD 5 7 4 w7
DAL B L LS,

sy NT— I T I AEMERT BT, [Security Cloud Control?® Secure Device
Connector ~D | B L T TZE VN,

cAWS T b, A7l b 1 DO T Ry MEFFO AWS VPC, 15 X TY AWS Route53
THRANIND Y =V PRETT,

Security Cloud Control 7— F 2 k7 » 75 —%  AWS VPCID, B L UEDOH 7 %> | ID
DFETICHDZ L 2R LET,

SDC # BT 277 A _X—F TRy MINAT 7' — bV = A BERL SN TN D 2 L 2
%‘gbi—g—o

c T AT I A —NAEHHATTIPA L X — 7 = A ANFEITEINTWVWAR—RNT, 77A T 74—
JLES NAT 7 — b 0 = A 1856 SN7- Elastic IP ~D b T 7 ¢ v 7 B & £,

FIE

AT v T 1 Terraform 7 7 A VIZRD a2 — Ri7&2BMLET, BEOANTIFHTAA LTI EES N,

module "example-sdc" {
source = "git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"

env
instance name
instance size
cdo_bootstrap data
vpc_id

subnet id

}
ANFTEH LD Y A M2V TiX,  [Secure Device Connector Terraform module] # &M L T 72 &0y,

"example-env-ci"
"example-instance-name"
"r5a.xlarge"
"<replace-with-cdo-bootstrap-data>"
<replace-with-vpc-id>
<replace-with-private-subnet-id>

AT w72 Terraform =— FOH /& LT instance id BEGELFET,
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https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=inputs

| 77314 24> KR—F 4 > 5 FA® Secure Connector D EME & UEHE
74> 7L = X Secure Device Connector & & U Secure Event Connector 0 Cent0S 7 {x 8 < > > H 5 Ubuntu R~ & U~ DT .

output "example sdc_instance_id" {
value = module. example-sdc.instance_id

}

instance id &Ml LT SDC A > A ¥ > AZ#5#kt L. AWS Systems Manager Session Manager (SSM) % fifi
HMLTCRI TNy a—T 4 T HATH ZENTEET, EHTRERETIOY A MZOWTIE,  [Secure
Device Connector Terraform module] @ [Outputs] ZZ L T 2 X0,

RICITIHEE

SDC D F T 7N a—7 427 TiL, AWS SSM Zfi [l L T SDC A v A& » A ZHefe T D ME R H Y £
Ty A AR ASNDOFER T IEOFEMIZ OV TIE,  TAWS Systems Manager Session Manager] %2/ LT

<7Z&EV, SSHEEH L TSDCA v AX v AR T HImDDR— NI, BXx=2V 7 0 EOEBICLDA
BRENAWNWZ LITHEE L TLEEN,

B

(F)  Security Cloud Control Terraform & = — /L%, Apache2.0 74 B> AD FTAH—F LV —RAY
Zhv=TELTAMERTWET, ¥AR— FALERGAIE, GitHub TREZ#®E T %
j‘o

#A > 7L = X Secure Device Connector # & U Secure Event Connector 0) Cent0S 7 {R48~< &
o5 Ubuntu (RE<T S oADF1T
Security Cloud Control ™74 > 71 I A Secure Device Connector (SDC) %, Z#LFE T CentOS 7
B~ N VA =L ENTWE LT, CentOS 7 XV AR — 23T L. Security Cloud
Control IZ X > TEIEEIN7=7-0, T-XT® SDC % CentOS 7 75 Ubuntu KA~ o NIHEITT
XHL0IC, ZHELDOBIT R AR HERLE L,
B1T9 BHIIC
¢ SDCITIZ TCP R— kK 443 TOA » H—F >y NADSERRT U AN T U KT 72 ARME
ST
+ SDC % FE{T L T\ % Ubuntu (AR~ 2 121, ASA X° Cisco IOS T /341 A7 Y, @ET 5
TNAADEBRA L Z—T 2 A ADRy NI =TT JEAPMETT,

« TS RZRET DT, D SDCVM D IP 7 KL A £7213 FQDN TEf S iz % v b
J— 27 —v%& FHLWSDCVM D IP 7 R L A £ 7213 FQDN % {8 ] L TERL Ll 9 038
N0 ET,

CBATITIZ 0~ 15530 £, BITH, 70 233l &hist¥a VT 4R > —%il
AL, Xy b7 77 4 w7 &2REELETH, SDC 2N LE-@EIXTEEEA,
AR H

['Secure Device Connector 33 L T" Secure Event Connector % 52{T79 272D VM O &R OFIE
WCHE->THLWEA MEREBALET,

FINA RFA R—TF 4 >4 D Secure Connector DERFH L VEH .


https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=outputs
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.manage.security.cisco.com/c-deploy-vm-used-for-sdc-and-sec.html

TN RF U R—F 4 > AD Secure Connector DEFH S UEE |

. 7> 7L = X Secure Device Connector 35 & Uf Secure Event Connector @) Cent0S 7 {48 < & >/ 5 Ubuntu IRAEY & o~ D#4T

"R FDEE
SDC %° SEC #4777 235A1E. ROTFNEIZHENE T,

1

2.

THLMBH LW VM A A=V R Ay n— RN LET,

CDO-SDC_VM.zip 7 7 A WE R L E T, IRD X D RARTD 3 DD VM 7 7 A JLVINER S
ET,

* CDO-SDC-VM-708cd33-2024-05-30-2031-disk1.vmdk
* CDO-SDC-VM-708¢d33-2024-05-30-2031.mf
* CDO-SDC-VM-708cd33-2024-05-30-2031.ovf

Zrou—KRKLE VM ZERLET,

H LW VM IZEI D B THNZZFHIP 7 FL A £ 721X FQDN 2 A€ L %7,
SSH #fEM LT, coo 2—H#F =L LTH LW VMIZRZ A LET,
a7 MkOavr REAHLET,

sudo sdc host configure

(6= HBATAZ VT hOT a7 MBI > T EE, ZOA7 Y7 Mo c#H b S
NTEY, FIEZLOHBPTBIT I n 2204 FLET,
BATAZ VT FORBZIZ, SDCBFH LW VM ICBITINTZZ L &2RT A v E—UNRFER
SET, SDC DAHINE, BITE bIRFF SN ET,
SDC DT
FIE :
1. SSH ZfH LT, coo =—%#—L L Ti® (CentOS) SDCIZa /A > LET,
2. WOoa<wr REfERLTCLIZA A =L LET,
curl -0
https://s3.us-west-2.amazonaws . com/download.defenseorchestrator. com/sdc-cli/sdc-cli-package-latest.tgz
&& tar -xvf sdc-cli-package-latest.tgz && chmod +x ./install.sh && ./install.sh
3 kDAY REFATL, a7 MIEWET,
sudo sdc migrate now
HERR -
1. Security Cloud Control 7> hMZua 27 A > LET,
2. BT SDC #ER LT, [#E (Actions) ]34 > C[/»— b E— hDEXRK (Request

Heartbeat) (%27 U v 7 LET,
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https://s3-us-west-2.amazonaws.com/download.defenseorchestrator.com/sdc/CDO-SDC-VM.zip

| 77314 24> KR—F 4 > 5 FA® Secure Connector D EME & UEHE
74> 7L = X Secure Device Connector & & U Secure Event Connector 0 Cent0S 7 {x 8 < > > H 5 Ubuntu R~ & U~ DT .

B

GE) SDCW[TZ7T 47 (Active) JIRRETHDH Z & 2R L £,

SEC DF1T

FIIE :

1. SSH ZfEHA LT, coox—H#—& LTIHD (CentOS) SDCIZHr /A LET,
2. Woa<y REFEHLTCLIZ#A YA =L LET,

curl -0
https://s3.us-west-2.amazonaws . com/download.defenseorchestrator. com/sdc-cli/sdc-cli-package-latest.tgz
&& tar -xvf sdc-cli-package-latest.tgz && chmod +x ./install.sh && ./install.sh
3 WDavx s REFETL, 7rr 7 MIEWET,

sudo sdc eventing migrate

4, SECOHFHLWIPT RLVAZRA LV MTDHEIICTNANA AEHRET DN, LDHA M
¥y FETL, FHILWEARZR MITOFRAREFUIPT RLAZED Y TET (ZDH
By T ADEHFIARETT)

TER

SEC MIRREIZRE4 224X,  [Secure Event Connector DIRFEZHHR T H 72D D~V AF = v 7
O 22 LT TEEN,

BINFIE

HLYSDC #FH2E L AL

BATHE T L= 5, TOA~ 2> Tl SDC ZFEHE LAV T 2 &0,
KBLEBITZRICRY

M HPOHETRAITNRE L I2SE . 3R ER 0 ORR TRP 72720, 78D SDC T
R Said. IROFIMEIZHENE T,

1. HLWVMICeZ AL, SDC 2—HF—Z A v F LET,
2. oA~y FEMA LT, SDCAHEH LV VM TETENTHARN L 2B LET,

docker ps

3. SDCRFETINTWAEAIL, kDo~ REFEITLET,

sdc stop

4, ﬁ};@ docker ps %;ﬂ%ﬁi LVC‘ SDC ﬁ‘gﬂéﬁ?%ﬁé‘ﬁ Lf:: & 75?%%@\ Li‘d‘o
5. finwvMlitr AL, kDOavr REFETLET,

sdc migrate revert
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https://docs.manage.security.cisco.com/index.html#!t-use-health-check-to-learn-the-state-of-sec.html
https://docs.manage.security.cisco.com/index.html#!t-use-health-check-to-learn-the-state-of-sec.html

TN RF U R—F 4 > AD Secure Connector DEFH S UEE |
. Secure Device Connector D IP 7 KL ANDZEE

6. TWSDCWT 7T 4 7 TCULICERENTZSL, FILWVMICED, koo~ REFETL
\iﬁqo

sdc delete <your-tenant-name-here>

7. TIUBEFEICERL, SDCEZZ Vv 7 LT, HWARRAFDIPB3H A FA—ITHERE
NTNDZ e LET,

INHDOFIEAZFATL TS, FLOLIPARRINDIGAIT. LAV ATF =y 7 R
L. 77909288 LT, b9 ~EHRBLTIZEN,

8. SECBATZILIZETICIE, LT a~vr REEITLET,

sdc eventing revert

Secure Device Connector D IP 7 FLADZLEE
1R BHEIIZ

s CDHX A EFATT HIZIE, BEHETHLILERH Y 7,

* SDC (T, TCP AN— |k 443 L7237 A ZEHMPITHRE LR —FTOA Z—F v b
ANDFEEEIRT Y RAT L RT 7 & ARNME TS,

B

() SDCOIPT RLAEZET L%, T /3A A% Security Cloud Control |ZFE A R—F 4 7
THULETIHY FHE A,

FIE

ATFvF1  SDC~® SSH ki 2 1Epk T 20, (R~ v Dar Y —L&w&, CDO 22—V —L LT/ 4 LE

T,
AT T2 IPT7T FLAZEETAHHNISDCVM DRy hU—7 4 2 —T 2 AREBMEFRT DI, a~v
REMHLET,

[cdo@localhost ~]$ ip addr

ATYT3 AL H—=Tx2AADIPT RLVRAEEFTHITIE, ROa~y REHHLTHEA MRELZHERGLE
T,

[cdo@localhost ~]$ sdc host configure network

ATy T4 Tur T IRFRENZL, NAT—=KREANLET,

RAT9TE  REAZ VT ME, Xy FT—IFEICONTHNR, FILOWIPEHEHAHLTHLOBREY 7 A VA2 EXA
H, EORREEREHLET,
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| 77314 24> KR—F 4 > 5 FA® Secure Connector D EME & UEHE
% % Secure Device Connector SDC A 5 5l D SDC ~ D ASA DFEE} .

B

GE) ZORERET, SSH #fitid kbt E 7,

ATYT6 SDCIZEIVYBTEHLWIP T FL AL L TSSHEREIER L, 274 LET,
ATy 771  SDCITHEWIEEN L 328, EELAWEASFU FDa~vy RE3FETLET,
[cdo@localhost ~]$ sudo su - sdc

[cdo@localhost ~]$ sdec start

B

CE) VMOzaryY— L TIZIOFREZFETLTWS ENELWZ L EERT AL, AT —
HADT A NPNEHBIPIZEITS I, AT — &xb%réﬂiﬁo

ATw 78  Security Cloud Control L—#'—A > % —7 = 4 Z%J LT SDC O 2R T 52 L b TEE7, R
F-5IZ1%, Security Cloud Control 7 7"V /77— = /%Faﬂ% EH (Adminigration) >#t& (Integrations) >
X a7 %A (SecureConnectors) ~—VICBEIL £7,

ATYT9 N=VhEEHL, IPT FLARZLET Lt Xa 7 axs XEBERLET,

RATY 10 [#1E (Actions) ]73A > T, [/»— hE— FDOFERK (Requestheartbeat) [% 7 U v 7 LEF, [N—FrE—
FAEBIZERSINT) LWV A v E—UNRRRII, [Last Heartbeat] IZHAED H i & KRR R S 4L
H1EF T,

# % Secure Device Connector SDC A 5 Bl SDC ~0) ASA DFLEf

Security Cloud Control Firewall Management Ti%, 1 2D7 F > h&H72 0 1 DL ED SDC OfFEH
DY A= ENET, KOFIRZHEHA LT, FBXIEG ASA &, H 5 SDC 7550 SDC (2
BHTEET,

FIE

ATYT1 EORL o TEFaYTATNAREZ7 ) w7 LET,

ATY T2 [ASA]1# 7% 7V w7 LT,

AT 73 B SDCIZBENT 5 1 DLL LD ASA Z38INL £,

ATY T8 [TA AT 73 (Device Actions) | A > T, [EHIEMOFH (Update Credentials) ] %27V v 7 L
£7

AT w75 [Secure Device Connector] N %7 U w7 L, T3 AOBENEO SDC ZiEIR L £ 7,

AT 76 Security Cloud Control 237 /34 AZ 7' A 572 DIHEAT 2EHE D2 —Y —4 L XA T— FEAT)
L. [## (Update) 1|27 U7 LET, BEINTWRWVWRY | FEEFEDOZ—V—4 L XA TU— KX
ASADF U AR—RIEHLIEa 7 A U EREF LT, ZNODOEREEZT A ZAERTL20EITH Y
A,

FINA RFA R—TF 4 >4 D Secure Connector DERFH L VEH .



TN RF U R—F 4 > AD Secure Connector DEFH S UEE |
. Secure Device Connector D Z B ZEE

B

GE) T RTOASARRUBTA UAEREFEH L TWDEE. HED ASA %2, 5 SDC 75 RID
SDC IZ—FECRBEITX £3, HED ASA D a 7 A AERNFE2 5846 % ASA % 5 5 SDC
NHRID SDCIZ 1T OBEITALERH Y £97,

Secure Device Connector D& R L=
FIE

AT9 1 oA T, 8 (Adminigration) >#& (Integrations) >tFa17a+%%9 4% (SecureConnectors)
IR L ET,

AT9 T2 AHiEEETSSDC IR L ET,
ATY T3 FEA T, SDC DLARIORIZH DRET A2 & 27U w7 LET,
ATw T4 SDC DA #EE L ET,

ZOFH LWWARIE, Security Cloud Control A > % — 7 = — AN®D SDC 44 N33R S LD HTIC,
[Security Devices] ~2A > ® Secure Device Connector 7 A /L ¥ & & TERINFET,

Secure Device Connector # FEI CTEIT

ZDOHATVE, BEEMIGY—AE L THEHALET, ZOMEL TIE, SDC I H B8 % 5
S, T —DRREAELRWEY FEICTEH TSIV EGA L TWET,

Procedure

ATv 1 SDCITHER LET, SSH ZMH L TR T 20, N N—APFDary—LEa—%FHTEET,
ATv T2 SDCICEHE2—Y— (@i IXcdo) L Tus/ A LET,
ATv T3 SDC 22— —(2i) ¥z T, SDC Docker = > 7 F & HH L £,

[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

ATFYv T4 SDC% 7T v 77 L —RLET,

sdc upgrade
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I FINA A VR—TF 4« >4 B Secure Connector D EBHH LV EE
B —D#A# THEE D Secure Device Connector % {3 A .

Note SDC RV U THESNIEHELUVALTFUR

MF, HEEONTIT X2 U T 4 BILUONRNy FEER Y 2 —{2% > T, Ubuntu Linux TEIE
T5SDCVM ZE=F—L, BFHazmEA L T<EZEW, *y NT—Z&EENTSDC VM OF&
X VT R & Rl SRE SRR S s K o lc, BT AR 2 ) T 4 Ny F A2 T
ALTHEHATAZ E2MIBRAIOLET,

B —O##8 THE %D Secure Device Connector % £ 3

Ty MIA A = TE D SDC DEUTHIRIZH £t A, EHEOSDCIZEY, K%<
DT NA RAEEEL, T 6 DT /A A% A U Security Cloud Control Firewall Management 7~ 7~
VHMIRE LEEE, ax BRI Xy N =TT AV NMIEETEET, 2 0HLE
? SDC % JEBH¥ 5 FHIE, HHId> SDC DFMHEL[F U TY. xf)D SDC A4 ANITT T b

EHFD 1) BDEEFNTWET, BMOA SDC IZiX, BFICESHHT o ET,

« 2 F B LD SDC % EBIT 2 FIaiL, H&#MD SDC # R 5 FIALF L TT,

« 7T FOEMIO SDC IZiX, 7T ¥ hOAFTEE G 1 DHAAENTHET, BINOK
SDC (21, JEFIZHFEENFITF N ET,

[E] C Secure Device Connector 2419 A7 /\f R Z K&
WU SDC Z N L CERET DT A AE BT HIT0E, ROFNEEZEITLET,

Procedure

ATYT1 EORL o TEFaYTATNAREZ7 ) w7 LET,

ATV T2 [T/34 A (Devices) | X7 %7V w7 LTT A RAERDTFET,

ATV T3 WEIRTNARZATDETHT Y v 7 LET,

ATy T8 74 NFIEERT TITHEESN TV DHEAIE, [BF =2V T 731 A (Security Devices) ] ~3— D
WZHBH[Z7 VT (Clear) |AR¥ %27 U w7 LT, Security Cloud Control TEHE L TWA T XTDHOT /A &
Y —bvRERRLET,

RTYTE TANVERE YV srvoy LT, [Z74/v% (Filter) | A=a2—%RHALET,

ATYT6 74 /LHD [Secure Device Connector] ¥ 7 2 a > T, ME7 SDC D4HiZ27 Vv 27 LET, [EX=2VT 4
7734 A (Security Devices) | X—UIZiE, 7 A HF TF = v 7 LIZSDC Z ] L T Security Cloud Control
IR L TWAT AL AOBNERINET,

AT Tl (AT ay) MBRESLITKRYIALIZIE, 74NV FA=2—TBINO 7 4 V2 E2F v 7 LET,
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managing-meraki-with-scc_chapter3.pdf#nameddest=unique_58

TN RF U R—F 4 > AD Secure Connector DEFH S UEE |
. Secure Device Connector % Hl|f&

ATYvFT8 (AFvay) EBTLEDL, [BX=2UT 47734 & (Security Devices) | X—Y O EHICH B [7 VT
(Clear) 1A% > %7 U v 7 LT, Security Cloud Control TEBELL TWAHTXTDT/NA XLV —ERXEFK
RLUET,

Secure Device Connector % HI|ff

SDC DHIFRIZICIC R A, HIBRE, BT LV SDC Z A A h—/L L TT /3 A % fgft
HET, ZOSDCIHERIN TWZT NS AFEHCTE EHA, T AZHERT 254,
BHFEOn 7 A MNEREBEANTDLERND L5603 HY £7,

SDC ZHIFRT DRI, HEE I TWDT /31 A& BID SDCIZEET 575>, Security Cloud Control
Firewall Management 7> 5 HIER L T< 72 &0,

Procedure

ATy 1 BB 5 SDCICHRF SN TWET AL A2 T RTHIBBRLET, ZO#EIL. kO2OOFIETETTEE

T
« HIBR3 % SDC IZHE STV DT X TD T 73 X% Security Cloud Control 7> HHIBR L £ 9,

a SDCTHHINDTXTOTNA AERET HI2IEL, TR SDC % 1#i ] L 7= Security Cloud Control
WZHHE T 2T RTCOT RS ZAZ/EDIT 5] #ZRLTIIEIN,

S

b. [Ex=YUT 1731 A (SecurityDevices) |"X—I T, B L7=T_XRTOT /A ZAERINL E7,

Cc. [T/ AT 27z (Device Actions) ]V 4 > Ko T [HIEE (Remove) 127 U w7 L. [OK] %
7V LTEEZRELET,

AT w72 Security Cloud Control D7 —AL_X— T, [Z77 AT 7 4—/L (Firewall) 1227V v 27 LE7,

ATv T3 o~ 1 T EE (Administration) >#& (Integrations) >+Fa1 73R4S 4 (Secure Connectors)
7V w7 LET,

ATy T4 [h—E R (Services) | X—D[EF =T a7 % (Secure Connectors) | ¥ 7 HMBIN I NL2IREET, HW
TTAREZ w7 Y v L., [Secure Device Connector] Z 34K L £ 9,

AT9 TS [BEX 2T 22 # (Secure Connectors) | 7 —7/LC, HIBRT 5 SDC Z#EIR L £7, ZNT, T34 2K
FERIZR > TWDIXT T,

ATYT6 [77 3 ar (Actions) ]34 T, [HIFE (Remove) | 7A@ 7Y v 7 LEd, ROELENRFRSN

£,
A

Warning  <gdc name> ZHIRE L L9 & LTWET, SDC OHIRIZTICEE EH A, SDC ZHIRT S L.
FNRA A% FR—=FT 4 VT ERITHEA L R—F 0 7T DR, FH LW SDC Z1Ek L CTA
VR—=T 4 T T HRENRDY ET,
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I FINA A VR—TF 4« >4 B Secure Connector D EBHH LV EE
Secure Device Connector % Al f& .

BES L R—F 4 T HEHR DTN, AN D20, SDCEHIRT HI21E. ZHH DT A A & FHE L
HLWSDC #RELT-BICa 7S A U NEREFEANTALERH Y 3,

- WF”?%%/.}%EE%WP) HE%ETE. [F¥ &L (Cancel) 1% 727 VU v LT, Security Cloud Control
MZBMWEDELZI N,

AT DITIE, FOTF A AR v 7 AT <sde_name> # A/ LT, [OK] 227 U v 2 LET,

ATY T HAITTHHEAT, BEA DI HENTWD SDCOLFT WAL A Tl Ry 7 A AN LET,
ATv T8 [OK] %27 V27 LT, SDC OHIBRZHEE L £7,

FINA RFA R—TF 4 >4 D Secure Connector DERFH L VEH .



TN RF U R—F 4 > AD Secure Connector DEFH S UEE |
. Secure Device Connector % Hl|f&

B 71 RF 2 KR—F 4 >4 BA® Secure Connector DEFH & UEHE



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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