FAQ & HR— k

ZOFEF, WO THMEINTHET,

* Security Cloud Control, on page 1

» Security Cloud Control ~D7 /XA AD A R—TF 4 > 72T 5 FAQ (23—)
« T/ AH A7, onpage4d

e &%= U7 1,onpage5

s NI TN a—T 47, onpage 6

e Pu ¥oF Fuvva=rr CEHINDHER L OVER, on page 7
« WU T — DAL, on page 7

o $E#e1E, on page 8

T =LA UH =T 2 ATONT (8§ 3—)

« Security Cloud Control (Z & 2 fE N IEHM OIS (9 ~X—)

» Security Cloud Control #748— F ~® V5 4o+, on page 9

Security Cloud Control

Security Cloud Control & [&

Security Cloud Control (IHFF Cisco Defense Orchestrator) (X, ® > hV— 7 FHEN I F X/
X2 VT A TS A T—E LIt 2 VT AR O —2EB L OMER C& 227 70 K
NR=ZADYNVF TN, A< 32— % TT,

Security Cloud Control ZfEfl L C, IROT A R EEHTEET,
* Cisco Secure Firewall ASA
* Cisco Secure Firewall Threat Defense
* Cisco Umbrella
* Meraki
* Cisco 10S 7 /3 A A

» Amazon Web Services (AWS) A L A X A

I FAQ &HHR— b+ .



FAQ L5 R— b |
. Security Cloud Control ~D7/31 ADF v iRk—F 1 > FIZE3 % FAQ

« SSH #fi 2 i L TSN DT /31 A

Security Cloud Control HHHF X, ZNOHTXTCDT N, AX A THE—~DA L H—T =2 A AT
ERBIOMRSTFTEET,

Security Cloud Control ~D T /31 ADA ViR—TFT 4 VT
B9 % FAQ

Secure Firewall ASA @ Security Cloud Control ~D#4 > 7/R—TF 4 > 5 IZRH
9 5 FAQ

BEREREFEALTASAZA VR—FFBICIEESTRIEENTTM?

ASADF U R—FT 4 71F, —JEIZ1oT o, FFFEHTEITTEET, HaHETD
—¥URTH D ASA A AR —T 4 7T HEIE.  [Onboard an ASA Device] % L TLT
DTFTASVTFARALNADHEFT L R—F 4T LET, EF2VT a3 TF A MELITIER
AVTXANEAUR—T 4 7T EIER. D ASA A UR—F 4 U 7T A ALRT
VC‘TO

—EICEHDOASAEZF iR— RTBICIEESTNIEEWNTTMN?

CSV 77 A NEMHHLTASA DY A R Z{ERTE £, Security Cloud Control [Z VU A FND
TRTDOASAEZF LV R—=FT 4 7 LET, ASA Z—ECTAH U R—F 4 745 FEIZDONT
I%. TOnboard ASAsin Bulk] ZZ&H L T &V,

ASAEH VR—T 4 VI LEREFESTIIEENTTMN?

BA#A9 5121%, [Managing ASA with Security Cloud Control] [#5E] #& ML T 7Z &0,

Cisco Secure Firewall Threat Defense @ - 5 ™ Fig#EE! Firewall
Management Center ~D A > 7/R—TF 1 > (ZB§9 % FAQ

Cisco Secure Firewall Threat Defense =4 > /R— K9 3(2IEESTIIELWNTITM?
CLIBGFX—, EnXovFrnera=r, FREFVITAESEZFEH LT, FIDT 31 X
A R— FTEET,

Cisco Secure Firewall Threat Defense DA > 7/R—T 4 5 &ZESTHIEEWLNTTHI?

TNA AREY S5, BE (Adminigration) >#4 (Integrations) > Firewall Management
Center (2B L. [Actions], [Management], 7213 [Settings] XA ' NDHT 7 v a @I L
T. 7 77 A Firewall Management Center C Threat Defense 7 /31 A DR EZ BIA L F

B Faeeyr—t


https://docs.defenseorchestrator.com/#!t_onboard_an_asa_device.html
https://docs.defenseorchestrator.com/#!t_onboard-asas-in-bulk.html
https://docs.defenseorchestrator.com/#!r-preface-managing-asa-with-cisco-defense-orchestrator.html

| FAQ &HR—F
%> 7L = X Firewall Management Center (ZE8 3 % & < 5 ER (FAQ) .

9, BAtA T 512i% Cloud-delivered Firewall Management Center Application Page] %2 L T<
7EEW,

Cisco Secure Firewall Threat Defense % F S T a— FFBIZIEESThIEENTTM?

(A R—F 4 7D T 7 )Ly = — bCisco Secure Firewall Threat Defense] &ML T 72 &
/AN

# > 7L = XFirewallManagementCenter[Zf9 5 & < H S &R (FAQ)

ES3ThIEL 4> F L = X Firewall Management Center 24 > ih—F 4 VO TEEITHM?

747" L X A Firewall Management Center (% Security Cloud Control |24 > R —F ¢ 7/ C&x &
9, A7 L I A Firewall Management Center ~D 4> 7R —7 1 7 ClX, 4 7 L I A Firewall
Management Center |25k SN2 T X TOTNA A A AR—F 1 7 LET, Security Cloud
Control TlE, A 7L I X Firewall Management Center (Z BT b e A7V =7 M EIT
ARV v—, F72lE 47 L I X Firewall Management Center (2% &k S L7 T /3 A 2 DIERSZ
HEYR—FLTWERTAL, DL 7REWIL A7 L I A Firewall Management Center Ul T
1THMERH D £9, FEMIHOWVWTIX, 4271 2 A Management Center DA > R— ] %
ZRLTIIEEN,

—

Security Cloud Control ~ Meraki 7/\f ADA Vih—T 4« U J 12T
4 FAQ

Meraki 7/A A& 4 VR—T 4 T T BICIEESTRIEENTIT D,

MX 7 /31 A%, Security Cloud Control & Meraki & > > = 78— ROl 5 CEI T X 9, Security
Cloud Control X, REDZEF % Meraki # v ¥ 2R — FIZEBRLET, Zhicky., RENT
A AZERITERBESNET, BB T 212X, MerakiMX T 3A ADA LV R—FT 4 7] %
ZIRLTLEE,

Security Cloud Control ~® SSH T/\f AN AV iRk—TFT 4 VF 2T 3
FAQ

SSH7/54 REF U R— FF B2 ESThIEENTT A ?

SSHT /A ZRIESNTWND, @ LV OMEREZ RS> —F—Da—HF—4 LA T— %
L. 5341 A% Secure Device Connector (SDC) THUR—F 4 7 T&x %7, BIET
B2, ISSHT NSNS ADAVR—FT 47| R TLTEE N,

TN ADHIRA*
[BEX=UTF 17 /314 A (Security Devices) | X—TMNHT /N AEHIFRTE £,

I FAQ &HHR— b+ .


https://docs.defenseorchestrator.com/#!c-firewall-management-center-page.html
https://docs.manage.security.cisco.com/#!c-troubleshooting_2.html
https://docs.defenseorchestrator.com/#!c-onboard-an-fmc-.html
https://docs.defenseorchestrator.com/#!g-chapterwrapper-for-olh-onboard-meraki-mx-devices.html
https://docs.defenseorchestrator.com/#!t-onboard-an-ssh-device.html

FAQ L5 R— b |
B security Cloud Control ~) 108 /34 R A > K—5 1 > 1=B8F % FAQ

Security Cloud Control ~®M 10S T/8f ADA VRh—TFT 4 U F BT 3
FAQ

Ciscol0S T/ REF viRk— FF BIZIFESThIEENTTM?

Secure Device Connector (SDC) % f#ifl L C. CiscoIOS (Internetwork Operating System) % 5217
LTCW5 7 A7 CiscoT A A%xF AR —RT&xET, BT HI12iL.  [CiscolOS 7 /314 2D
FoR—=T 47 ZBRLTIEIN,

TINA ADHIBRF E
[E¥= VT 47 /34 A (Security Devices) | — V56T A AZHIFRTE £,

FINARARZAT

BHEREEF1YTF17T547 2R (ASA) ERFAITTH.

CiscoASA L, BIIEY 2 — L DAY —ERITMA, BERAT— NIV T 7 AT T —
MNEBIRVPN a o FL—FHBER 1 DDOT A AT L E3, ASA 1L, ot x=
V7 arsTxAh (REBZ7 7 A7 04— [ 7 72A% V7 (EBRO77 AT U +—
N1 ODT7AT T —VIHE) « FIT AT Lk (LAV2) 7747 74+—/LF
i —F v R (bA¥3) 74T 94— F_—ar, BERL VAR g2
2, IPsec VPN, SSLVPN, 7 54 7> kL Z SSLVPN #R— Fp & L8 & E e ishe %
EHET, ASAIL, I~ U FRFY AR SN TWAEN— R =TI/ VA F—/LTEXE
7

ASA ETILEIERITT H,

ASA E7/LIE, Security Cloud Control (24 > 7R — R S {172 ASA 7 /31 ADFATHERK 7 7 A )V
DAL =TT, ASAETNEHMTLE, TA ZAEEREAS R — FETIZASA T /314 AD
REEDINTHENTEET,

TN A TEIHAEA (Synced) | THHIDIE, EDKSHIFETTH,

Security Cloud Control DFXE &, 7 /34 A8 — A JVZER(FE STV DR EDE T2 72> T
HE&ETT,

TN XD TIEEER (NotSynced) | THADIX, EDKSHIHFBETTH.

Security Cloud Control IZfRFFEIL TV HRENEE S4L, T3 RZr— I VIRFES TN
HREEBER>TND L ETT,

TN AN TEEE (Conflict Detected) | KRKEETHAHDIE. EDKSLRIBFBETTH,

T3 ADFTE N Security Cloud Control DFNH (77 b A7 /30 R) TEHE S 41, Security Cloud
Control IZERIF SN TWVWARIE & Hip>TWNDH L& TT,

. FAQ &HHR— b+


https://docs.defenseorchestrator.com/#!c-onboard-a-cisco-ios-device.html
https://docs.defenseorchestrator.com/#!c-onboard-a-cisco-ios-device.html

| FAQ &HR—F

x5+ [l

T NAETNY REBRERFMTT A,

Security Cloud Control DSMHBTT /A ZZEENMA HHZ & T, ZOZEHEIL, CLI 2+
¥ F&fif3 27 ASDMRFDM 2 EDT A A EO~R =T ¥ 2L T, 730 A LT
BHETONIZbDOTT, 7V AT N REEPMTOILD &L T35 AN [HEA#H (Conflict
Detected) ]IRFET&H 5 & Security Cloud Control 23i#%1 L %9,

EEZTNARIZERAT D EF. ESVSIEKRTT D,

7 /3A A % Security Cloud Control (274 > AR — K3 % & Security Cloud Control |3 DFXE D =
B —%{rFF L £ 7, Security Cloud Control IZZE T #1225 & Security Cloud Control %, 7 /34
ADFREDAC—IIETEZMZET, TOELET A AT TR 325 &, Security Cloud

Control [Z, MAT=EEL AT NA ADRED AL —Zabt—LET, RO My 7 EZHBHLT
<&,

T RTDOT N, ADREELEDT L E = — & B

BE. EOASAIT Y FRYR—bENTOETH,

FTARTOaA~vy RTT, ASACLIZEHT 51X, [T/3 A7 7 v 3 (Device Actions) D
[~ T4 A H—7xAA (Command Line Interface) | %27 U v 7 LT 7EEV,

TNAZADERIZEH L TREOHKIEHY EIH,

Security Cloud Control 2 70 R7 —%7 7 F ¢ L V| BT HEDT /A AT E THEL A LR
TEET,

Security Cloud Control [X. Cisco H—ERX#EERIL—F2ELUVTIIF— a3 H—ER L—
AEEBTEETH,

Security Cloud Control T/& ISR 38 LN ASR HHDEFILF AL ZE/EHK LT, ZFOREZA
R—RT&EET, RIZ, AR — FINFEREIZESWTT T L— MfER L. ZOREL
BEOREL LTI AR—FTEET, ZOEEDOREL, ISRI L ASR OFHLE 7213EE
FEOFNRA ZZRBELT, X2 T 00 BHZ2HETEET,

Security Cloud Control [ SMA ZEETEE I hH,
Wz, BIEESTIE, Security Cloud Control 13 SMA # & EL L ¥ A,

X7+«

Security Cloud Control [Z#)$bTHOY A4 > Liz& EIZ, TOTPERIETEFEHATLT (Couldnot
validate your OTP) | L W\S IS —ARRSINFE LT,

FAT Ny TEITEAALNT N, ZADOEHNT — )L REZ A LY —R_R—=LREH L TNDEZ %
MR LET, Bt 1 DU ETHTWnD L, o7 OTP ARSI N AIREMLRH Y F77,

FAe e R—+ [l


managing-meraki-with-scc_chapter8.pdf#nameddest=unique_88

B rsonva—s500y

kS TJILY

FAQ L5 R— b |

T /34 R [& Security Cloud Control 7 5 K 75w b 7+ —AICEEEHRINIOTTM?

1LV, 7731 A & Security Cloud Control 77 v N 7 +—ADTF'm X & L THERET 5 Security
CloudControl SDC #4252 & T, X a7 RN FEIH LET, X2V T 1 2RKELIC
FXEF S 4172 Security Cloud Control 7 —X 7 27 Fx (2 XD | T4 AL DM EITERTHT—X
ZIERICOBECE £,

NI YT IPT7 RLREFHELGWTNA REZERT DIFESThiFLNTTM?

Xy MU= WIZEHATE, SMBAR— k& B < 223720 Security Cloud Control Secure Device
Connector (SDC) ZFIM T ¥, SDCHEFHIND L, WE (L Z—Ry FTL—T 4
YITERN) IPT RLAERFOTNA A% AU AR— R T&ET,

ZEHMZ DWW TIL,  [Secure Device Connector (SDC) | #ZM L TL &0,

SDC[ZXEBMDIAR FPSAEVABNBETTMN?

AYAY-aN

FUORIWRAT—RRIZEDESICHERTEETIMN? REAF T aY)

Security Cloud Control (% b RAEHGETF = > 7 % 1 K Z L ICHBRZIATLET A, Fox
NEER L TR T = v 7 2 8RTHZ LT, 7 RER Yy 7O VPN b pfERT = v 7 2%
ITCEET, MROLBUITER DN D561 H 0 £,

TNARBEZDETDRADIP 7 FLRITEDWT FURILERRTEEFTH?

W, ARTEET IP 7 KL AOW G CTHIHAREEZR 7 « VX BERE & MaRBRe 2 L €. €
D VPN F > RVOFEMEMRBELTER Y FLET,

A—TF 4T

Security Cloud Control 7\ 5 B R T/NA AANDT /NS AEBHDTELERZETLTNS &
ElZ, TEEZT/\A RIZEBETEFEEA (Cannot deploy changes to device) | & LY5 Z&EH
RERSNFET, BRI DIZEESThELNTIHN?

SE72 AR (Security Cloud Control THAR— h &L TWbda~vy REBA TEITINTER)
BTN RCEHT A LI T —NBAE LEAIE. [EHEOMZ (Check for changes) ] %
7V w7 LT, T ADDAERATRE AR BT OMERLZ 7V LE T, ZAUZ Ko TRIED R S
L7 5. Security Cloud Control THI EHiE ZEH A2 M2 CTREAT L Z &N TEE T, MENHFR
LAaWGAIE, [P — M2 (Contact Support ) ] ~X—75 Cisco TAC [ZHifE L T 72 &
AN

T hA TN FORIRE (Security Cloud Control DAVER T, T/34 RIZxt L TEERTINNT:
THE) R LTS E Z(Z, Security Cloud Control [CTFET 2R E T/ 514 ADHER & LI

B Faeeyr—t


managing-meraki-with-scc_chapter4.pdf#nameddest=unique_63

| FAQ &HR—F
o4y F JOEY 3=V THAShIABELUES

9 % &. Security Cloud Control (X, FAAVEMELIFZEEL TLAVWEBMDAZT—42%IBRL
9, ES5LTTTD,

Security Cloud Control 23 DREREZILIET 5 & 7 /3 ZAORERD HIBNERAINE S, K
U=, TN, AEEOSH 2 HET D DICMERT X TCOT — X RESETHREL £

To ZHBIFEEXNRT NSA ATHAELLERE T/, BEFEOBRTT, [HAsmiish
% L7z (Conflict Detected) ] DIRFEDFERANL, T34 RO DOERZER L, BELEE %
R4 5 2 & CRBICRIRTE £,

TOo4yF JROEDIZVY THERASNAIAESLU
e =3
EF

« B3R (Claimed) : Security Cloud Control TV U 7 VEEDA LV R—FT 4 T DaLTF A

FCEEHINET, vV 7 E S Security Cloud Control 7 > MZA R — RS T
DG, DT AL A [HR) ShTnET,

« /N\—7% (Parked) : Security Cloud Control T U 7 NVE DALV R—T 47 DaTFx
AN CEHINET, 7731 AD Cisco Cloud I[ZH2#5E S 41TV T, Security Cloud Control 7
FURREOT AL ADVY TARELZTR L TOWARWES., FOFA ZF 38—
SHTVET,

PP TOET 3 =24 (Initial provisioning) : I FTD & v 7 v 7D a3 TF AT
HINET, ZO7=2—XTlE, T3 AOEULA 2% AL, HLWWIAT— RE&{E
L, FELIP 7 RLA, FQDN, BLODNS—"—%FE L, FDM 2 L TF /34
R —NVCTEHRTLZEABRLET,

¥R AYF TAEDI=VY FID # LENLBREROY A b GBF X081
M H7avATHY, VA FOREENFIDEZ Ry U —2 28k L, T /31 A% Cisco
Cloud [ZHeft L £9, ZTOREHRT, YU T AR ZNRT T [FR] SNTWDHHEE. 7/
A A% Security Cloud Control 77 MZA AR — NS ET, F72, FIDIL, Security Cloud
Control 77F > MR ERF 5 F£ T Cisco Cloud (2 [/3—7 | ENFET,

R O—DE&BEL

22ULEDTIERYR L (RALT7I2RTIL—TA) THEIZDY R4 U TRFEELTL
Br—REBETBITFESIThIELNTTH,

Security Cloud Control D% v U —Z7 R Y o —&H (NPM) 2FEHTHZ & T, v—Lkv b
WNTERLDONL—ADBRIDN—VE DX R—=A 7 L TWAIEEIT, 22— —%RE L T8
LIERTEET, a—F—lk, TRCORX Y b= RY o—MEBET L0, 7 4 L2 M0
HAEFITLTTINTOYY F—EEZRETEET,

FAQ &HHR— b+ .



L

ek

FAQ L5 R— b |

B

Note  Security Cloud Control 1%, 58&IZ¥ ¥ R—A V7 SN — A DI EVFR—FLET,

Secure Device Connector 2K Y IP 7 RLANEEBE SN FE LA, Zhld Security Cloud Control
NICRBEINFFATLIz, EEEZRBTBICEESTRIEINTT D,

Security Cloud Control PN CHF L\ Secure Device Connector (SDC) Z Huff L CEH 4 5121, &
Davy REERLTar 7 2HEESTILERDY £,

Stop Docker deamon>#service docker stop
Change IP address
Start Docker deamon >#service docker start
Restart container on the SDC virtual appliance >bash-4.2$ ./cdo/toolkit/toolkit.sh
restartSDC <tenant-name>

Security Cloud Control )7 /314 X (FTID E£7=1X ASA) #BEIT 5-=-DIZFERTSHIP 7 FLAA
EBEINFBEIEESKRY ETH,

TNAZADIP T RUABMALNOBEH TER INZIGE, TANRFIP 7 RLADER TH
57 DHCPIZXLBIP T RLADEETH LI 5T, Security Cloud Control 237 /34
ASDOERIERHTHIP T L AZZH LT (Security Cloud Control Firewall Management C >
TNAADIPT RUVADERZZM) | 734 A% H{HEH CTE £ 7 (Security Cloud Control
Firewall Management ~@ 7 /XA A — Tﬁﬁ%}fﬁi%%ﬂﬁ) TN, AT TH L X, TS
ZDOFLWIP T RLVADAN L BIEOEIFROBAN 2RO HILET,

ASA % Security Cloud Control IZ1£#: 9 21X, EDKSLRY FT—IDBBETTH,
« ASDM A A —UBIFEE L, ASA K L THBNIC/AR > T2,
©52.25.109.29, 52.34.234.2. 52.36.70.147 ~DRXT VNV w7 f LV H =T =2 A AT I A,

« ASA @O HTTPS A"— M iE 443, F7213 1024 DL EOfEICRET D2MLERH Y £, 2L 2
I, A= HF 636 IZRETH I LITTEFEHA,

. MEET@ ASA & AnyConnect VPN 7 T A 7 > MMEfi AT AND KO ICRESNL TV D
BlE. ASAHTTPS 7R — b % 1024 DL EOEICE R+ 50BN H Y £,

F—RA B —TDT4R[IZDUT

FTNRA AL OBEIE. EHOEEA VX —T =2 A, ERI3EBFEOT—Z A H—T = A
EHHCTEES, 7—HA ¥ —7 A ATO Security Cloud Control 7 7 & A (X, &A1 >
B =T A ANHYUE— FNCTFID ZEHT 256, ERITHOEELR Y NU—27 BR0WGEE

. FAQ & H7R—


managing-meraki-with-scc_chapter7.pdf#nameddest=unique_100
managing-meraki-with-scc_chapter7.pdf#nameddest=unique_100
managing-meraki-with-scc_chapter7.pdf#nameddest=unique_111
managing-meraki-with-scc_chapter7.pdf#nameddest=unique_111

| FAQ &HR—F
Security Cloud Control |= & % {8 A 1RO LIS % .

WZfEF]TJ ., Security Cloud Control (X, 7 —# A > X —7 = A A6 Y E— N TEHEHIND
FID TOm A A — L ET,

F—=H AR =T A ANSDOFTD BT 7 v 21213, ROFIENH Y £,

RN T IV B RAEAENCTELDL. | DOYEN T —F A L HE—T 2 ADHT
4, V7 A H—7 x4 A& EtherChannel |3l T& £H A,

STy RA U E =T = A AEWAT BA—T v KT 74 T T4 —LE— FOHTH,

« PPPOE IZH R — F SN TWEH A, ISP TPPPoE NLEREAIT. PPPOE # ¥ 4R"— T 5
JL—% % FTD & WAN €7 ADOMICEE T HHLERH D £,
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Documentation
Troubleshooting
CDO Status
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FAWTWDIGEIL, BEROARTZ AT LET,

o [—EREHK) (Service Contract) ] : —EAZKFESZ AT LET,
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