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7 Z 7 R Firewall Management Center 7 1 & 2 RITNA AT L ICEHENDE T B

ATHDHIZ0, 7 77 R Firewall Management Center B KD 7 A & A IR T, BEFF

® Cisco Secure Firewall Threat Defense 7 /3 A AIMEAFDOA~— F T A B AEZH/HH L, FHL

U Cisco Secure Firewall Threat Defense 7 /3-f A% Cisco Secure Firewall Threat Defense (Z3& A X

NEFHEICH L TH LWA~Y— I ( 22T oeya =7 LES, FHcOVL T,
(7 Z v R Firewall Management Center 7 1 £ A ] &ML T 7E 30,
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I Security Cloud Control Firewall Management DX 2 — ~7 v T HA K
9 59 Fi24t % Firewall Management Center Z B %h(Z3 5 .

BEfF OB %R L. 5] X #i& Security Cloud Control Z{# 1 L T, Cisco Secure Firewall ASA,
Meraki, Cisco I0S 7734 A, Umbrella, AWS{RIET' T A X— 7 T 7 R7p EDMDT /S A A
2 AT HEMTEET, Security Cloud Control Z {4 L T, Firepower Device Manager (Z & %
1 — B VEEHIZ#E R S 4172 Cisco Secure Firewall Threat Defense 7 /34 A Z 5 BT 554,
Security Cloud Control TH| Eft X EFH TE £,

T2 NT 7T U Rig{A Firewall Management Center & 7' 2 B a = 7§25 FIEIZ DN T
I%. [Cisco Security Cloud Control 77> F CD 7 7 v R Firewall Management Center
Aafb) 2ZRLTIEEN,

7 7 v R Firewall Management Center D 5222728 BRE T A RIZ DWW T,  [Managing Cisco

Secure Firewall Threat Defense with Cloud-delivered Firewall Management Center] Z 28 L CT< 72
0,

47 59 K14 %! Firewall Management Center Z B 3123 5

Cisco Secure Firewall Threat Defense 7 /31 A Z &S AE51X. T2 N TY T v RfggA
Firewall Management Center # 02T 5 Z LN TEET, ZOF AT ZFTT HITIE, BEHE
FhERy P EHEO 2 —Y — o0 — LSBT,

Procedure

AT w71 Security Cloud Control D —AL_X— T, [Z77 AT 74—/L (Firewall) 1227V v 7 LET,

AT w72 Security Cloud Control A == —7/»5, & (Adminigtration) >#f#& (Integrations) > Firewall Management
Center DJEIZIEIR L, [7 7 U FEIRIFMCO A %)k (Enable Cloud-Delivered FMC) 1% 27 U v 7 L £,

Security Cloud Control (33> 7 7 F 7 R TZ T & R{2{ILH Firewall Management Center - & A % A D7
REYa=rZERMLET, B CARETTL2ETITIS~3000n0ET, Yreda=70
HITIRIUE, [Z7 7 7 FIRBAIFMC (Cloud-Delivered FMC) 1D [ AT —4 A (Status) ¥ TEBF T £7,
T Vam VI NETTDLE, AT —FAN[T 7T 47 (Active) [IZEDY £9°, F£7=. Security Cloud
Control BHINNFIV & BR V2T 7 v 7 2R E LT 7V r—yvailb, [7 77 Figf A Firewall
Management CenterO¥EfN TX F L7z (7 7 7 N2 Firewall Management Center is Ready) ] D513 i
xE9, FEMICOVWTIEL,  Notification Settings] ZZM L T 2 &0,

2

Note [ 5 7 {7 Firewall Management Center D ¥fii /8 TX £ L7z (7 7 7 R Firewall
Management Center is Ready) | DilHIZZ(E L7-H, 7F 2 hnbur s 70 ML THERZ A
YL, [Z 7V REAFMC (Cloud-Delivered FMC) | DAMIDONA AT v ay (T2 v a
> (Actions) ], ["FH (Management) ]. [>* A7 A (System) |72 &) ZHERLET,

RICITS4E
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Security Cloud Control Firewall Management D X2 — ~7 v FHA K |
. Security Cloud Control Firewall Management T % 5 7 F{Z#tZ! Firewall Management Center /\—2 3 > #3239 %

a. Cisco Smart Software Manager (CSSM) (2 7 7 U R{gHt/i Firewall Management Center Z 5&k L T, A
~—= IV RET VT 4 T LE T, FEMRFNEIZ OV TIX,  [Smart Software Manager ~0 7 7
7 R4 Firewall Management Center D%k 22 L T 72E 0,

b. Firewall Threat Defense 7 /34 A% 7 7 7 R{gftA! Firewall Management Center (2% L CA Y R —F 1 >
7L, BHLET,

Security Cloud Control Firewall Management T - 5 7 K22 Firewall
Management Center /\— 3 U # #2935

7 7 7 REEM Firewall Management Center /N— 37 =1 2B 215 8IL. FICBATRHE, HEREY
N— N OWGE, EES, 748 A, BLXOEHEHRICKLETT,

Security Cloud Control Firewall Management TEH L T\ % 7 5 7 N{g{£%A Firewall Management
Center DBUED/N— 3 U Z MR T DI1TE, ZOFIHEZEHLET,

15 H B

kT2 7 U N4 Firewall Management Center % A 20t L £,

FIEDOHE
1. Security Cloud Control DR —L~—T, [7 74T U4 —/ (Firewall) %7 U v 7 LFE
D
2. FEflo~A1 T, [BE (Adminigration) ]1>[##& (Integrations) ]>[Firewall Management
Center] DJIEHIZZ V v 7 LET,
3. [FMC]# 7 ® [3—Y 3 (Version) [ /NN—T 3 U NERENET,
FIED 34
FIIE

AT w71 Security Cloud Control D7—AL_X—T, [Z7 AT 7 4—/L (Firewall) 1227V v 27 LET,

RTw T2 Elo~A T, [EE (Adminigration) ] > [##& (Integrations) ]> [Firewall Management Center] ®JIA
W7V vy LET,
ATY T3 [FMC] Z 7D [/3— 3> (Version) [ FINCA— g U inFoRanE,
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4 59 iR/ Z Firewall Management Center 5 1 + > X & 4% .

< Platform menu

Integrations

Firewall
8% Dashboard [ Q  searc )
FMC  Secure Connectors  Multicloud Defense

7 Insights & Reports > O nName Version Devices & Type Status Last heartbeat

@ Events&Logs > (O  Cloud-Delivered FMC 20250825 22 Cloud-Delivered FMC @ Active 10/10/2025, 19:22:48
(O  OnPrem_FMC 76.0-build 1526 &1 On-Prem FMC © Synced 10/10/2025, 19:22:39

» Policies >

” (D  OnPrem_FMC_2 7.7.0-build 91 a1 On-Prem FMC © Synced 10/10/2025, 19:22:39

Objects
& Security Devices

{0 secureConnections >
l 1 Administration >

7 Z 7 FEEHR Firewall Management Center D /3—3 2 > OFEMIZ DWW TIL, 7 7 ¥ N2 Firewall
Management Center ® U U —Z / — bk [HFE] 2L TS Z 30,

7 59 Fi2{4£ 2 Firewall Management Center 5 14 > R & &%

7 7 v R42f%! Firewall Management Center D355 L [A] U & 9512, 427 L I A Firewall
Management Center % Cisco Smart Licensing |28k L %97,

M=

7 7 v REfA Firewall Management Center /%, Security Cloud Control Firewall Management ¢ 3
RKYTA7 ) TFarBIOMNTATVICEENTWET, 7T U N2 Firewall Management
Center D 7 A & ZAZEHNIEAT DM EITH Y FHA, EARY TRV T a v EiZhT
AT 7 7 7 R Firewall Management Center 2 73— L CE0D, 777 K& LT
Firewall Threat Defense D7 /S A A ZEHTE £7,

7 7 v Rt Firewall Management Center (213 90 HIORME 7 A o AR Ty a =7
ENTHWET,

|

EE RAVPNSSLVPN R EDT 7 AR — M HALZ ME L T OMELZ G ~TOKREICT 7 &
AT BHIiE, BB 3 <IZ Cisco Smart Software Manager |2 7 7 7 Rt Firewall Management
Center Z 8835 Z L 2R <HERR L £, FHIBREKIZ LY . BEEEDHIIRRCREE 0 k3B 1k &
nEJ,

LT 2 e Y

« JE— F7 7 A VPN, SSLVPN, BLOEDOMORSAKEAT v a il =7 A
N— Mtz 02 eI 588X, 7 7 U N2 Firewall Management Center % Cisco
Smart Software Manager (CSSM) T8 §k7 5 £ CTHIDOE L T,
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Security Cloud Control Firewall Management D X2 — ~7 v FHA K |
. 49 59 K12 Firewall Management Center 5 1 t > X & &$%

« 90 H ] OFHII A T L7=% b . Firewall ThreatDefense 7 /XA ADA VR —F 4 T %
BATTE LT, CSSMADREFNTETTHET, FETHI V-SRI EITR S
Va— L ENTRERIZT ey 7 SET,
« Tl 7 A & ZAOFRHBRBIE-SN TV DA, Security Cloud Control Firewall Management
X7 7 — bz sE LET,

B

GE)  FHEZ A AOHENOIND L, [Av— T A& A (Smart
license) | 7 4 —/V RIZEENRRINET,

Cloud-

Delivered

Hostname amallio.app.staging.cdo.cisco.com
Version 20260213

Smart license Evaluation period (expires in 89 days)

ZOMBBK T I L, 7T v RV Firewall Management Center

1B GRSV EF, Cisco Smart Software Manager |2 7 7 7 g

{174 Firewall Management Center % 5§k 9% & FHli€— K D58
RUIITA B ASINTREBIZER I E T,

FHIEE D) 7 &7 ) v LTAY— T4 B V0 7 DXk
N=UERE. 77U FEHVE Firewall Management Center % Cisco
Smart Software Manager (2 88k L £ 9,

Cisco Smart Software Manager (CSSM)

« 77 7 R Firewall Management Center & [7] U712 X (2> T, A7 L I X Firewall
Management Center # A~v—F A B A TATY MR LETST, 2Ok 3T

X, FIEOBEZ R L £,

« 7 7 v REEMA Firewall Management Center {2 L C T A & 2 A Z{EBNZEE AT 5 LB I1LH
DEFA, T7A B AFBRERFICBEINICEHE SNV ET,

s Aw—RFIA B RIZBET D L, BEEbT 7 AR — MERENEIZRY £,
BT DL, AT TA T UABRIES L, EBREOMERLIESET,

Security Cloud Control 7> h T v E Y a =7 Siz 7 7 v RS Firewall Management
Center & BS54 2 HIEIZ DWW TiX,  TRequesta 7 7 7 RHEfA Firewall Management Center for
your Security Cloud Control Tenant] ZZM L T &V,

Firewall Threat Defense T/ 1 ADS A 2R

« 77 7 REEHLAE Firewall Management Center (2 (%, 74 2 A ZFBNZIEAT A2 MBI H Y
FHEA,
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I Security Cloud Control Firewall Management DX 2 — ~7 v T HA K

2 5 KR4t R Firewall Management Center X 73+ VAR ¥ a—)L .

« 7 7 U REE(EAY Firewall Management Center (& X > T EE X415 Firewall Threat Defense 7
N ZNNTENEIERN D T A & o ANKETT,

« 77 7 FIRA7 Firewall Management Center & CSSM 28 k72 &, BEHEITEX =2V 7«
TR, RNHERET A B A WA TX 97,

BRBATYTINARTY T

FIEOBE IR D LB T, FFMIE (A~v— K V7 MU xzT v 32—V y—CEHEL ¥ —
ERET D] 2R TIIZEN,

1

A — K T NOEREIZT 7B X

Cisco Smart Software Manager 7 7 U > F & £f o> TWDH Z L ZMER L E T, IRBRWEEIL,
Smart Software Manager TYER L 7,

Bk b — 7 CDOAERETTRE S —7 O -

Smart Software Manager C, BEfFOH NG N—27 V2T 250, 7 7 U R
Firewall Management Center 2 &k 3 28T 107 o FOXgk b—2 V2B L E T,

1. [Inventory] > [New Token] DJIEIZFER L %9,
2. wAE AL, AOHIRERELET (A3 TIE30 BHEHES)
3. =oAL, 2 —LET,

7 7 7 REEfA Firewall Management Center 2 h— 27 N2 Ek L £ 77,
1. 7 v R Firewall Management Center f > ¥ —7 = A A2 /A LET,
2. [System] > [Licenses] >[Smart Licenses| (&) L £,

3. [Register] %2 U =7 L. [Product Instance Registration Token] 7 ¢ —/L RIZ& &k h—
7 AT ET,

4, F—7 UORHEICRD IR ANR—ARLZEJITNRN T L 2R L T 7Z 30,

5 [A% %M (Apply Changes) 127 U v 27 LET,

BRER DTS

Hixth . [System] > [Licenses] > [Smart Licenses] TT7 A B AR T — X A &gl L, Bk
DRI L, T4 AR S, THEHESERE) DA TnD 2 LR L E
j—O

4 5 i3 Firewall ManagementCenter X > T F A X7 a1—)L

FRkIC 7 7 7 R Firewall Management Center 2 BBH L TV 5 BEARIZIE, Security Cloud
Control T 7 7 v K27 Firewall Management Center gt 23 B8 AU 549 1B BRTIZ @A S
5
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Security Cloud Control Firewall Management D X2 — ~7 v FHA K |
. Security Cloud Control Firewall Management D 7O EY 3 =>4

TFUhOXRy VU= EREB I OVERE Y —21X, EFA - A THEAPEEET, £
72 Security Cloud Control D7 — AX—1Z % | ﬁ‘f\““(@:hv—‘fj‘ WZABROEH A WIS 5N
T—=NFERRENET,

B

GE) o 7 Z v R Firewall Management Center D A 72 AW H1E, FBEERFHRT /S A A~
DR EDIVERETITERHZITH RN T 7EE N,

+ Security Cloud Control F721% 7 7 U R Firewall Management Center D i#{5 %215 1E 9%
BEENEAE LG A, TOREICH L UL, AT AN TH- T, BEEZIT
T“T@T*/FTT%&@DL (T2 L E T,

N s »>

Security Cloud Control Firewall Management ® 7’0 E &
2y
Z®D M7 TiL, Security Cloud Control N C7 7 A 7T U4 — Va7 nya=r 735720
B FIROMEINIZOWTHHALE S, 77 A7 U +— D7 v ya = 720F, Mo
Ty AT U A RO, BT AT VT a R, BXOEXaTRry hU—2

BEHOFEOOREOERNESENET, 2O7atRICLY., O 77 A4 T 74+ —LH—E
ANELL Yy N7 v 7 &N, RELERY —ERHOHERNIENET,

FIE

AT w71 Security Cloud SignOn 7 41 7 > b Zf# Ffl L C Security Cloud Control (2% A > A > LET, THU 2 hEFFo
TWZRWIGAIIERR L £77,

Security Cloud Sign On 747 7 s BT 2121E, TH T v FAMEA =LV DREERA—LT KL A%E A
NTBHMERH Y 9, §XTD Security Cloud Sign On = —H—7 7> h T, Duo LEFZFE (MFA)
AT 2 MENH Y 9, Duo MFA [X, Security Cloud Sign On 747 7 o MIBEEFCEHENTHET,

Security Cloud Sign On 7 71 7 >k OVER FIEOFEMIZ DWW TIL,  [Security Cloud Sign On) Z#ZH LT 72

SN
2

(GE)  SecurityCloudSignOn 7 4 7 > h 2T TIZEBFHOEEIL.  [Signing in to Security Cloud Control |
EERLTLLIEEN,

RTw T2 MEkEER L, EEHIRAZREL T, THEOMER 22R L TEE0,
ATvF3 (F7 T a) Security Cloud Control T7 7 A 7 7 4 —/VEHEFHZLET,

. Cisco Security Cloud Control : Cisco Meraki 0 &8


https://securitydocs.cisco.com/_dita_/content/en_us/security/secure-sign-on/quick-start-guide/procedure/t_creating-a-security-sign-on-account.dita/_ditaval_/security-cloud-control-getting-started-for-existing-customers
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ATvT4

ATy TH
ATvT6

ATy 71

Security Cloud Control Firewall Management % < .

# L\ Security Cloud Control #f#%723% ¥ . Security Cloud Control D7 7 A 7 W 4 — /L O FMERIZH 5 H D
D, FEYTRAI7 VT ara—ERR0WERIE, ZOFELERLTTZ 747U 4—A T 7V r— 3
VEAMMITEET, FEHIC oW TIL,  [Security Cloud Control Firewall Management D %{k] &2 &ML T
<TZEvy,

YIT2A7 VT vara—Rezdloleb, WihA Y AZ L ADY T A7 Y Fia r2BRT LD,
Security Cloud Control ® 7 = /L7 5 A —/LCZAGF LI Eka— RE AN LET, FBMIZ OV T, [Claim
your Product Subscription] Z#ZM L T 723V, HLWREA LV RAZ L RE2T 77 4 7ICLET,

B

GE) FEk¥V 722U g R REETALERD AEEA1E. [Overview of the Claim
Subscription] ZZHL T ZE WY,

BEFRRIC R A AL 2B L ET, FFMcoW T, [Addand Claimyour Domain] %ML T 72 S0y,
TAT VT 4T 4 703 A X —% Security Cloud SignOn 74 7 > b E#A LET, SEHICO VLTI, 7
AT T AT 4 T Z—LDfE] #BZRLTIZEN,

=P =L TN —TEAER L, EMERBEREHIEHAOr—LZE Y TES, B—A_X—=2AT 7 &R
DFEAIZ OV TIE,  [Role-based Access Control] ZZMR L T 72 S0,

Security Cloud Control Firewall Management % B <

ATy T
ATy T2

ATvT3

Z® ME w7 TiE, Security Cloud Control T7 7 A 7 U4 —/L TV r—a  IBE#HTLHF
NEIZS>WTELB L £,

Cisco Security Cloud Sign-On 7 7 7> E3dH V. 7 7 A T 7 4 —/L D3k D Security Cloud Control
NTTBrEYa=r 78N TWVWD I EEMHERL TSV, FEMIZ oW T, [Security Cloud
Control Firewall Management D7’ 2 b g =27 | 2L T Z 0,

FIE

https://security.cisco.com/ (27 7 £ A2 LT, Security Cloud Control % B & £ 9,

T H 0 b OVERFFIZER E L7z Security Cloud Sign On D 1 7' LAFH L BEFEGRAEA 7> a V&AL T
A A LET,

Security Cloud Control DR — AL~ T, [Z 74 T U4 —/v (Firewall) 227 V> 27 LET,
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https://securitydocs.cisco.com/docs/scc/gsg/new/106909.dita
https://securitydocs.cisco.com/_dita_/content/en_us/security/cloud-control/managing-products/t_claim-subscriptions.dita/_ditaval_/security-cloud-control-getting-started-for-existing-customers
https://securitydocs.cisco.com/_dita_/content/en_us/security/cloud-control/managing-products/t_claim-subscriptions.dita/_ditaval_/security-cloud-control-getting-started-for-existing-customers
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https://securitydocs.cisco.com/docs/scc/gsg/new/107636.dita
https://securitydocs.cisco.com/docs/scc/gsg/new/107636.dita
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https://security.cisco.com/

Security Cloud Control Firewall Management D X2 — ~7 v FHA K |
B o 7or—remsysam—

TJ7AT7OA—ILEEBY Yy aRk—F

T7AT I EyaRlR—RE, SFSEITIVLEKTT TV LU OiEZE=
2V BIOEHTLOOHLAT T, alA4r358, BX2UT7 4 LEAOFEE
RiEET DI DDEERA YA N T 7 v a gt s 2D A2~ A XA[HER H v ¥ 2R —
Ric7 7 ACTE £,

MDA T, [y 2R —F (Dashboard) %7V v 27 LET,
By aRh—FOHREIARX

BRENDTI ATV 2y FNEHAFTAALT, FEO=—XHADLETH v aRh—REh A
B2 X LET,

1. [Home] ~—C, [Customizel #7 VU v 7 L&,

2. HyvaR—RIERRTILV 4V xy MNBEIREITRIVER L 37,

3 U4V xy eIy T RRry 7 LT, MAUSCTRETE £,

K ah— Kk, [TopInsights& Alerts]. [Top Actions]. F J O [Top Information]® 3 -2

DOFEFE/LYT 7L a DB ENTHET, £ 273arTiE, RtV o BLONEA
BHAMET A DIIRISDIEIER DT I OAL 1 PRSI E T,

LA A RETS—F

Zov 7 vavix, 7Y M LT Indghts AN/ > TV D GEICOAFRINET,
inVF7D~xRAWW%%\77t2ﬁﬁﬁ9/—®£%\GU%&U%%)@@%%
3@, Snort CPU B L TUAE Y OHIENFINTHRATL2Em T 7 4 v 7 ICHEEST LA %
A4 hNeFRTEET,

7o

OBy va sk, Ty MIX LT InSghts BENNZ 72 > TN DL AEICDARFRINET,

AT DHE ROT 4V =y MRFRTEET,
[RI—F7FSAHFBELUVA TT 1344 (Policy Analyzer and Optimizer) ] : &%= U
TARI =% L, BFEZHBEL, 77 AT UV —VORT =~ A% ESED
7o D Fm b HERFH 2 3R L E T,

FEANZOWTIE, RV =T FI9A4TFBLOT T T 1 ~A Y] ZBRLTLIEEN,

Insights : 8%, EFMEEEIE, N T 74w 2 Xy U T4 REOATIY LI, T
IT 4T A YA N ERRLET,

FEAMZHOWTIE,  [nsights] 2R LT E S,

[#EEDE A (FeatureAdoption) | : fEHRILAZFEM L Ck#E T ZHEREOE AL AR L F
R

FERZ DWW TR, THEREDOE AR ORI & k] 22 T3,
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Jra7or—ngEsyvak—1 |

EGI1EER

IO VarTIE, SFESERTFURLAULOA MY v ZIZEHT AEEMARA A RN R
ftEnEd, 772 MR L THEDIC AR > TWABEEIS LT, ROY 4V xy hEFRRTE
ij—o

- BXTEIKRE (Configuration States) : 7 /34 A E % Security Cloud Control (Z J - THERF X
NORELI LT, REGSHAEEZRECTEET,

HEHIZOWTIR, 73 2EH] 2L T ZEN,

ZEOSEE (ChangeLogManagement) : 5817 L72AH 0 7 L{REHOET 0 7 % £oR
LT, EHOAEEZBMCTEET, Vs Pzy ML, RTEAOEE 7 LREBFROLE
o PRRREINET,

FERICOWTIE, T£EF 2] 22 LT EEN,

RAVPNtw<Y 3> (RAVPNSessions) : UE— KT Z7&EAVPNEY T a DT 7T 4
BT 2R RLET,

FEANZOWTIE, TRAVPNEw v arv ] 2B LTLLEEN,

ARy )2k (Overal Inventory) : 734 A0 EFoR L, M, RETOT 2
var, FoM, BIOF L TA NG TTT A, A —TIb L £,

FEMICOWTIE, [T _XTOF AL 2] 2BRLTLLEEN,

44 VPN (Siteto-SiteVPN) : VPN bRV Of$s ., 7774 7B LT A K
DR FIVDEENFERENET, V4V =y M, VPN b L0 E . TOT4
TBIOTA FILOEIEREREINET,

FEAMZOWTIX, T¥ A MR VPN] 22 LT 7Z &0,

ThHOUETEY

-7»?75?F@7ﬁﬁy$k)/*X%ﬁ%%iLMLT%@?é@K&j%i
4, Z Z 75 Multicloud Defense Controller Z #2&h T £9,

 [+Add Account] 27 UV v 27 LT, iLWT AU MEBEINLET,

ZEMICOWTIX,  [Multicloud Defense =2 e —F ] BB L T E &,

by TYRGERSE : 77 EARTFAISN TSRO EY A7 OB RE L TE=
H—FBHDIRILHEET, vV =zy MIE, 77— a U BLXOURL A7 YN0
—RERREA, WE90, 60, /X300 HHOT =427 4 VAW TEET, FFrIsh
ThT7 74w (FT74NN) ETmay &N NT T4 ORTT 4 VAN TX E
R

FYy TBABLUIILIDZTARY b FORABLOY VT 2T AR hEE=H—
LCRILT HDICHENEHET, Vg Py NI, BAARU R eI AT 2T A X2 RAR
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THDIF7AT7o+r—ILEH

#HA#% D Security Cloud Control Firewall Management % EH 3 28512, ZOEZEHAL T EE
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» Security Cloud Control Firewall Management @ API B —% — D& (39 _X—)

« Security Cloud Control A DK~ (40 ~<—)

e 12X TR IE D FIR, on page 43

« Security Cloud Control Firewall Management ) 1 —+—0O—)L %9 5, on page 44
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Security Cloud Control Firewall Management TD 7 7 4 77+ —JLEE |
B o 79r—ronnassisanommit

B

Note 5 BREFGHIARITXE L CAANIC /2o TURVHEEED | 7 LR 4 3R SN E A,
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T 74N MTIE ANLHET VAZ Y MIFAMNIRESNTOVEST, ALHET VAZ o ~ &
HNETTEIDCT 5 &, BEEHEMEOT X CO—F—NEBELZITET,

FIE

AT w71 Security Cloud Control D —AL_X— T, [Z77 AT 7 4—/L (Firewall) 1227V v 7 LE7,

ATy 72 EE (Administration) > —f&E%%E (General Settings) Z IR L E7,

ATv 73 [Enable A\TENEET7 R A > bfor Firewall] 8 7 ViR 2 &4 7I12 LT, NLHEET v AKX h ZEEHL
£7

FALZADEELABHRRT 54T a v/ LES

ZOBREEAMNTT H &, Security Cloud Control Firewall Management | —4 —7237 /34 AT
BT EEZHEICZITANE T, COREXENOEEICT 50, B TEDNT D
Bl BEEZABRTIHNCET AL ADBRB MR T ILERH Y £7,

TNA ADEEO AEEREZANTT 51213, WOFIHEEZFATLET,

Procedure

AT 71 Security Cloud Control D7x— L= T, [Z7 AT U4 —/v (Firewall) 1227V v 7 LE7,
ATy 72 EE (Adminigtration) > —fE%%E (General Settings) Z L E7,
AT w73 [Enablethe option to auto-accept devicechanges] k7 /LR % v &4 2 LET,
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Multicloud Defense Security Cloud Control Firewall Management ¥§E % A 029 5 121, RO FIE
EIATLET,

Procedure

AT 91 EMDORA T, [Settings] > [General Settings] DIEIZER L £,
AT w72 [Multicloud Defense SCCHEHE DA %Mt (Enable Multicloud Defense SCC features) | 7 /WK% &4 2 L&
T

Multicloud Defense E DA T 9 FEEDODE®IE

Security Cloud Control Firewall Management 7> & Multicloud Defense * > NV —27 47V =7 M %
HHT DL, ZOREEXHEMLET,
Multicloud Defense & DA 7 ¥ = 7 MEFEZHNIT HITIE. WOFIEEZFITLET,

FIEDHEE
1. B (Administration) > —fi&i%E (General Settings) DJEIZEIRL 7,
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FIE D
=31}
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Procedure

AT 71 Security Cloud Control D7— L= T, [Z7 AT U A4—/v (Firewall) 1227V v 7 LE7,
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T 74V NOBHEREFRERET DI2IE, WOPIEEZFEITLET,
Procedure

AT 71 Security Cloud Control D7— L= T, [77 AT U A4—/v (Firewall) 1227V v 7 LE7,
ATwv T2 EE (Administration) >—fi&E%%E (General Settings) Z B L £,
AT w73 [Default Conflict Detection Intervall ® K v 7 X7 2 =a—% 27V v 7 L, FEEOMEZRRL £,
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TEIDENDHY £,

AT a— )L INTHBRERBRZANCT DT, ROTFEEZFEITLET,
Procedure

AT w71 Security Cloud Control D7 —AL_X— T, [Z7 AT 74—/L (Firewall) 1227V v 27 LE7,
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AT w71 Security Cloud Control D —AL_X—T, [Z7 AT 7 4—/L (Firewall) 1227V v 7 LET,
RTwv T2 EE (Adminigtration) > —fi&E%E (General Settings) Z IR L £,
AT v 73 [WebAnalytics] k7 VR Z o EF AL THMIC L £,
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AT 71 Security Cloud Control D7x— L= T, [Z7 AT U 4—/b (Firewall) 1227V v 7 LE7,
ATwv T2 EE (Adminigtration) > —fi&5%%E (General Settings) Z IR L £,

AT 73 [Tenant Settings] = U 7124 5 [Default Recurring Backup Schedule] &7 3 2 > % R}, [Frequency] 7 « —
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Z X, 22:00 (10 : 00 PM UTC) 72 & T,
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Cisco Security Cloud™ 5 D74 > 7L X AIMCOD BHE1A > 7R— K .
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ATwT6 [R1E (Save) 1227V v LET,
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HElA AR —T ¢ o 7HREZ TN 3% & | Cisco Security Cloud 77> b b L A 71
X A Firewall Management Center 73 HEIIZBM & 72 <72 £97,
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GE)  Fy bU—7EHEFITEBEEDID, Security Cloud Control CZ DREBEZ H 2 F 7= 1114
IZTEET,

FIE

AT w71 Security Cloud Control D7x— L= T, [Z7 AT U A4—/b (Firewall) 1227V v 7 LE7,
ATwv T2 EE (Adminigtration) > —fi&E%E (General Settings) Z R L £9°,

AT w73 [Cisco Security Cloud4 > 7 L X AFMC® H#)#4 > 7R — K (Auto onboard On-Prem FMCs from Cisco Security
Cloud) | N7 WARZ %A 7|2 LT, 427 L I A Firewall Management Center O HEi 4> R—F ¢ > 7 %
N LET,

ATy T4 [fER (Confim) %227 Vv 7 LET,

.
Settings
General Settings | General Settmgs
API User Management
[ Weekly < ] [ 22 ][ 00 ]
Logging Settings
Su Mo Tu We Th Fr Sa
) ‘
Auto onboard On-Prem FMCs from Cisco Security © Ensure that your On-Prem FMCs are
Cloud integrated with Cisco Security Cloud.
Q Only the integrated On-Prem FMCs are

onboarded. See Integrate On-Prem FMC
to Cisco Security Cloud.
Disabling this option prevents auto onboarding of new On-Prem FMCs from your Cisco

S ity Cloud to this SCC t t. .
SCUIty iougd Tots enan © Read more about how Cisco protects

our data here.
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Security Cloud Control Firewall Management TD 7 7 4 77+ —JLEE |
B o 7yr—remso s r0smorT
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ToREL L TE £,
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B

(3F)  Security Cloud Control @ [Talos& DA X b7 —X WA %24%hZ3 % (Enable event data sharing
with Talos) ]&XE & . 7 7 7 NEHA Firewall Management Center O [Talos&Z /N> T 4 > 7T
L A U (Talos Threat Hunting Telemetry) | 473 a 3RO E T, Security Cloud Control
DRET, T A ADPLDOEEDHDHA X hDOFT —H % Talos LA L ET,

Ta—rS R ARY =BT 4 T — VBB, ERHDA—LINGDA N b
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>[RARY > —0DF%E (Intrusion Policy Preferences) ] THZNZ L E T,

[Enable event data sharingwith Talos] N 7 VAR & &AL ThH, 7 7 7 RS Firewall
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Mo T OKERE Tl /2 fE R 2155 121L, 7 7 U RIS Firewall Management Center C Talos&
BT TTUAMISAEDCLET, FEFRICOVWTIE, TRARY v —0RE] 258
LTLIEENY,

Talos & DA X hTF—F2DIHIL, T 7NV FTHEMMIR>TWET, 77T M 51T

E. ROFIREFETLET,

FIE

AT w71 Security Cloud Control D7 —AL_X—T, [Z77 AT 7 4—/L (Firewall) 1227V v 7 LET,
RATwv T2 EE (Adminigtration) > —fi&E%E (General Settings) Z iR L £,
AT w73 [Enableevent datasharingwith Talos] k7 /LR & > &4 712 LT, xEEBMEL £,

B

GE) AXVINTFT—2%LHFETHZ LT, TaloslEry V=27 IS5 X207 44 %A b
ZREETEET, ZORELENTT D L Talos DHERE Z i KIRITAE T~ D BEREASHIBR S 4,
EALT 2 HBIT o0y N U — 27 OGN L 52 2 /RetErdH 0 £,

TJ7AT7O+—ILEBA VR I VD ADEMDOERT

[Z7AT U —NVEBA AKX ZAD7H (Firewall Management Instance Details) ] 1%, Cisco
Technical Assistance Center (TAC) [ZHMETHMLENHDH & X ITHEILHET, a—T 1 a
VT HE IO T Sy NOFEME Y —TEX ET,
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I Security Cloud Control Firewall Management TD 7 7 4 77+ —JLEE

Security Cloud Control Firewall Management 75 v k 7+ —LFEX—42 DA .

(TTAT VA —IVEHA AL A4, (Firewall Management Instance Name) ]: 7 7 A 7
VA —NVEBRA RS S ADFRIR,

[T AT U A —NEBA A K AID (Firewall Management Instance ID) ] : Cisco Security
Cloud Controld> 7 7 A T 7 4 —)VEHA LV AH L ATY AT LERESNTZ—E DR,

* [Secure Services Exchange ID] : Secure Services Exchange BREEND 7 7 A 7 7 4 — )VEELA
VAR AD—BEDOWINT, VAL, 7T U RYP—EARTOV—EAEE LNy I
VRO oEEFERLET,

* [Security Cloud Control Organization ID] : 7 7 A 7 U 4 — VEBLA A K o A ZBHE T 5
#17z Security Cloud Control KHf# D — & DO#kBI 1,

Security Cloud Control Firewall Management 75 v k4 —LFE4S —

2 DfEH

Platform Navigator (%, Security Cloud Control D& EMBICFK REIND 9>DT v v 7 (E) T,
TV r—=2arD/uAT7 o FxTT, CiscoDINHDRy hT—F U B LOEFx2 Y
TAT TV =y a rEHEIL a AR TE LT,

Y RI—=FTTFTITYr— 3

- CiscoCatalyst : CiscoCatalyst #/fhi%, SESERRXy NTV—V A vF, UL PL Ry
=T UAVYVLRAT 7 EARA b, BLOZ VT Ty b7+ —beN—F %5
Fry THAMED R S BEER A y P —F UV VBRBZ VLB LT =T T4 X7 TADE
VHRA=Z—R %P R —FLET,

« Cisco Intersight : Cisco Intersight (37 7 7 NiEM 77 v h 7+ —ALThH V| SRR A
TIANT I F YO 2 T8GR, V—7 v— RO&GEL, 3 & O'Kubernetes %— &
IREDOF T a TR EILET, Ciscolntersight f > 7 T A ~ T 7 Fx $—E AT,
WHEEBIOMEEA 772N 7 F Y DR, E=2 17, BH, YR—-FBREENLE
9", Cisco Unified Computing System (Cisco UCS) . Cisco HyperFlex />4 /X—= L /83— R
AV T7TANT 7 Fx (HCD | 8 EOZOM Intersight (2 HefE S A 724 — RF3—F 1 o
Z—0y et R—bFLET,

+ 10T Operations Dashboard : Cisco IoT Operations Dashboard |X, 7 7 7 RX—2® [oT ¥ —
EATT 9 h 74 —LTHY, A —2a V AF—LNEENR Y T =27 F A 2B
OB ST KRB R PESE B PEIC LRI B L. e afiRr L. A A 2B onsd
FOCLET, SN TV TN TOREEGEN I HFTICE L O THRRINDTZD, ¥
BF— DTEMH OB L & FEMBLARLOARA VA FEsl ST 2N TEE
R

» CiscoMeraki : Cisco Meraki (L. CiscoMeraki 7 /34 ZADHREFL T Z o 7 3 — A&
T5, ITBEXQCIT 7 7Y NEBAITZ >~ 7 4+ — LTI,

« Cisco Spaces : Cisco Spaces 1L7 7V R_X—2pur—y g —ERX 77y N7 4 —54
ThHY ., MBITMEAN=2ANICBT 2 NCWOBENIET 54 A b2HLET,
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. Security Cloud Control Firewall Management 75w 7+ —ALAF ES—S2 DOERA

THOLTEA YA bEDLEIC, AR THEEMOEW, 20T F R MUK Uz =D A
MRt T 9, MERIX. AOBEZRET 7200 TR, BEDLAT. BE) A
KMEE=F V7 TDHI LT, ¥HDEEN ESELZENRTEET,

Cisco ThousandEyes : Cisco ThousandEyes X, Web 77U 7r—3 a3 v F—E X BILO
Fy NT—IOR[AMENNT r—< AOEF=X VT EREEYR—FTH7 T T F
P—EAZXA = T, EEOA—P—=IIH L, HEDLFY NT—7 EDOHBWP LT
)#—VaVﬁinV—inTﬁﬁkéﬂétb\ﬁ%m%%®%$ﬁ%ﬂﬁmﬁﬁ
L. BHITHARR L, N7 —~ AERAICERTE ET,

Cisco Workflows : Cisco Workflows 1%, KHi#72 Cisco Networking Cloud £'Y = > D—FT
HDHY7 7Y KRR MIABLT 7 ) r— 3 T, iU, Cisco DBERRIZ, 717 A
RAA v BEMERE 2 TR DHERR 42t L £ 9, W A ¥ LB L OB ER O BE LT 7
L— k&, Cisco DREEIZT A AP MB IR T LI EIERT X T AT v a vk
HHLT, Cisco7 7V r—vare¥— R NR=7 477V r—a Ol T=7—)
BELRLTWKENRZ A7 208 L LT, 77V FERIFIA VTV IRADZ =5 v b
BELET,

tXa T4 7TV =3y

DuoSecurity : CiscoDuo l&, X COZ—H— TSR BIOT SV r— a3 &%t
RIZ, ET —2~OT 7 B A% Ri#ET D EERE A A o, 2 —F—HhLoEr T
AREX2VT 47Ty N7+ —ALTT, BWISHARY — o7t A 4 (SSO)
BERT Y RARA » SOFHMEZR EOBREEZ RIS 5. UV E— T 7 B ADORE & FEH
M DHERF DO 72D OEFE 72V ) 2 —v 3 »TT,

Cisco Secure Access : Cisco Secure Access |X, HH—D 7 T v RKEHa L VY —)L, HEI T4
Ty b, —afbENTERY U—1EK, BLOEHEINT LR — MERIEREIZ L > TIT ®
EHEZEEILLET, 120V a—va VSHESNRER X2 ) 7 4 HE6E (ZTNA,
SWG, CASB, FWaaS, DNStx=U 7 ¢, RBI&¥) 2LV, ¥u b7 A FOFEH| %
AL, EDMrntexa )74 R —%2HATHZET, BX2UT 40U A7 2B L
£7 ﬁ%%)%Pf5EMS%ﬁ4V?)?1VXK£OT%@@&M@@7UV#V
TREES N, VA7 ZBE L, Bl AEE TR LET,

Cisco Secure Endpoint : Cisco Secure Endpoint (IH Cisco AMP for Endpoints) 1%, {2 %5
EL, BRERdIcm, B UiAD, BET LI SN T Y %*‘&ﬁﬁ']@i/ N
RA b EX2VT 4 YV a—ta Ty, mERBIMEREZHATZY 7V FN—2D
AFx ¥ FTT7ANERAEIZTF 2y 7 TEET, ZNOOEREIZEY, X207 477

MIFHOT 7 b T LA 7 Y =2 EFH L CREECEET, 2OV a—va T
I, BEOHDLZ N7 7 A LDL ha 275 0 THE bRt S 1,

Cisco Security Provisioningand Administration : Cisco Security Provisioning and Administration
IZ. Cisco Security Cloud 4{& T Cisco Secure AV AZ LV R 2—WF—T A F T 4
T4, BIO2 =P =T 7 AEHETREHST 572D Web 7 7Y r— 9 T,
Security Cloud Control D45 #EE (%, #r L\ Security Cloud = > % —7 7 4 ADO{ERk, =
S—=TTA ZANOA—PF—DFH, FAL L OER, MfED SSOID 7' 1 /A X —Difit e
REDEAT ZFIATTEET,
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Security Cloud Control 8RO 11— — LV IL—TOEE .

« CiscOXDR : Cisco XDR (%, X¥2 UV F 4 EHAMF (L L, X2 VT 4 F— ARG ER
BRI, BRI T L, S TEDL LI ICEH SN T T RR—=2AD VY 2 —
TarTT, VALY —RARA—F DOl DX T4 VY a—a v EE—SNnT
7Ty T =LA TH I & T, Cisco XDRITEBEEFRDO - O DOFERR T 70 —F
ZHEf U %9, Talos MEMEET 2B A TV V2 AL DHAICL Y, Cisco XDR 1318
MO THARNREFEICETHA A ML A v T T —2 &5k L, &
M ER S L, BB, e, BLXO T+ L oYy 7Rk z2mib L1,

Security Cloud Control $H N DA —F— L T IL—T D EE

FIE

TOXAITOHME., 0—NL_—X TR ar ra—, (RBAC) 2N LTV A2 %
V7 WG eERKO 2 ——T 7 A% — 3t > BIINICET D Z & TY,

Security Cloud Control (%, #fkEAKDT 7/ ¥ A EHEZ HELT 50— L _X—A T /¥R 3k
7—/L (RBAC) Z#HR—hLTWET, a—nid, BENOHE~DZ—YF—T 72D L
~L & EF LET, Security Cloud Control ZfEH T2 & MENO 22— —m— L OEH L —
AL TE, MEO—F—iF, BMOVIBERLe A T2 R<RGEEZ—L LRIV EZ D
TEMNTEET,

S 512, Security Cloud Control Firewall Management @ API 8] = —— % {Ek CX 9, API

HHa——%fHT 5 L. A7 A% APL#EH T Security Cloud Control & x5 T& 2729,
TP U H =T = f RFIREITRY ET,

AT w71 Security Cloud Control 15— A= 5, [FT v 74— ALK (Platform Management) (%7 U v 7 L&

B

ATv T2 [FT5y b 7+—LEE (Platform Management) 1>[7 9t AEE (AccessManagement) | > [BIEET Y
+ R (Administrator Access) | Z3%R L £,

FEABIZ DWW TCIE, Security Cloud Control 77 v 74— A —E A R¥ a2 X b [2—H—DEH] %
ZL TSN,

Security Cloud Control Firewall Management @ API EFi 01—

Y- EE

BA%EE 1%, Security Cloud Control Firewall Management REST API FEOM L 21T 9 & & T Security
Cloud Control Firewall Management API h— 72 & L £3, FFOH LA S 5121%, API
h—2 % REST APL GRAE~ v X —IZE D HLENH Y £3, APl HEHZ—F—|LAPI h—7~
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Security Cloud Control Firewall Management TD 7 7 4 77+ —JLEE |

. Security Cloud Control ;& %1 D &’

FIRr

VEARTEEY, BRO—Y—Z, BUEFELIIMO—F—DAPI b—7 VU E{EHKT
X FEH A,

Security Cloud Control Firewall Management C API 8t = — ¥ —&{Ek 3% HIX, API h—7
VEERH LT AT AANOEX 27 7 a 7 T ML DT VB AEENTHZETT,

APIHEH 22— —m— L2l 25 L, a—F—Fa—F—o v F—T = 2E/MAHETI,
API % f#i | L T Security Cloud Control Firewall Management % #{E T& £9°, APl = — ¥ —
I%. Security Cloud Control f > ¥ —7 = A AZEHE VA o TEEH A, TOr— ) LI
AUy "DV, APIE2—Y—o— 3, BEfb ST ot A LA DBLERMRM T
B ET,

APIEEH a2 —Y—DHNAPI b—7 U 2ARKTE T, BEO—V—1%, BoBHF 72134
Da—W—D APl h—7 U E/EETE EH A,

AT 71 Security Cloud Control D7R—AL_—T T, [7 74T U+ —/b (Firewall) 1227V > 7 LET,
ATw T2 oA, BE (Administration) >API1—H—&®E (APl User Management) #i®IRL E,

AT w73 [Add anew user] () TAarvEr7 )y 7 LT, Hriina—F—%27F > MLBIMLET,

ATy T4 [—H—4 (Username) | 7 4 —/b FIZ, APl EHa—V—DL4RTE A LET,

RAT9TE [m—/L (Role) | Ky 7 XD URRND, APLEfA2—WF—0un—La&R L, B (Add) %7
Vo7 LET,

ATYT6 HLWAPIDAHD—HF—D [ h—2 2 (Token) |5 T, [API h—2 DA% (Generate API Token) | %
7V w7 LCAPI h—27 V2B LET, WET — X E2HRT 2700 REDRANT T 7T 4 AHE-
T, b= U EBLERGINRELET,

B

GE)  [fW#E (Edit) 127V v 27 LT, BFEOAPLEH=2—Y—0u— L2 LR LET,

Security Cloud Control ;& 1D &/~

(2]

BEHIT A 7 Vw7 LT, 7T NCRELEEHOTY 77—, £72037
MZA VR — RIEHLDT NA AL RIETT 77— beFRonr LET, BEEXE (Notification
Settings) ] ~— ¥ Ti#R L 723X EIZ L > T, Security Cloud Control Firewall Management |22/
SILDBEEND L A TINRED £,
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I Security Cloud Control Firewall Management TD 7 7 4 77+ —JLEE
Security Cloud Control B£1D & 7= .

IO Ry FE A=, [EE (Overview) 1. [TXT (AlD 1. BEO[FEER
(Dismissed) ] D 3 DD X 727 N—T{ENTWET,

[#EZE (Overview) 14 7

[Overview] # 721X, BELTCNDET T —hEARU DI B OO EEBIENAN O FEW
HODOMAEDENERINET, BRIV ENA X MIKRD LB T,

o JREAICRIL £ L7

c RNy I Ty TITRIRLE LT

T T T L —RIZRBLELE

«FTD 2> 5 7 7 7 REEf Firewall Management Center ~D4TIZRB L E L7

« TFNAANETT TA TR E L

« TNAAD HAREENEE S E LT

« T8 ZGEAEDO A BRI T SN TOES
ZIETHT T — MEFRETHIIE. @& (Notifications) 17 4 > KU o [EAIF%E (Notification
Settings) 1 %7 U v 73 %7, [UserID] > [-—H —g&iE (User Preferences) ] ~~— I A3 R L
F9, X vaR— RO EECHD [2—F—ID (UserID) |HRZ %227 ) v 7 LET,
[T (A 1427
BRIANLD T v 7 (TFICBfRR <, BT A=AV TR U T a VBB ENRML O EW
DHHEHZELT X TOEMPFRRINET,
[BEXR (Dismissed) ] % J
R L7zl a2 R R LET, Hx0lmmEIERRICTHITIE, @D x] 227 Vv 27 LET,

Ny XY A= a—nbliH%E [FEERIZT D (Dismiss) | 2@ INT 5 & Zo@aIL [
Z (Overview) | # 7 & [TXT (All) ¥ 7 OMATHERIZRY £9, FERRIC LI@AT
30 HR [3EFR (Dismiss) | ¥ 71250 . # D% Security Cloud Control 75 HlIfR &AL E 7,

BHIDRE

WA Ra Yy 7Ty 0 RUOFFHIL, EROWTROZ 7 TH, Key 72 oo B
WZHDHLBBEN—FH LT, ¥—U—FRFEREFITI7— 272U TEFET,

BHETEDRT

[Notification Preferences] ~— Y TEAREL R RLET, ZOX—ITiX, RO [Security

Cloud Control T@%1] 77— FEREL. WTNNDT 7 — M EZ[ETXHET A —/LEH
EHINCCEET, MHRMERE] 2L T I,
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Security Cloud Control Firewall Management TD 7 7 4 77+ —JLEE |
B - 5—anozsns

A—H—BHMOERKTE

Security Cloud Control Firewall Management |%, 77> MZU > 7 S TWDHT /A A THREED
ARy SRR ET LA E AR LET, ZHICIE, TS R K> TIATENT=T 7
vav, TAA RGEREOHRUINNITSONTND Z L EHIRAUIN-Z &, F2TrA— b
RS A7 OFtG, 58T, KGR EEnES, 7740 b TR, ZThbOMIIAENR->T
BO, m—UZBRRL TV MCBEEMT R TS TN TOa—F—ICFRSNET,
EANDBMREL DAL AAXALT, BLOHLT 7— N2FTaRRTLHIENTEES, 2
NODOREIFEANDEDOTHY, 7T MR SN TV DO —F =T B L EEA,

2

GE)  BUFICYARSHTOL@BHMIINADNTERIL, VT AZA LATHEMICES T S, ERE
VEEE LERE A,

TNART—YIJA—F75—F

&R (Deployments) 1: ZD7 7 v a &, SSHEZIXI0S T34 ADEA L AKX A
o HrER A

[Ny 27T w7 (Backups) ]: ZDT 7 a NIFDMIC K BEEL T A ACOBREA S
£

«[7v 77 L—F (Upgrades) ]: ZDOT7 7 a X, ASABLOFDM IZ & 2 FE 534
ANZDOIHMEH N ET,

«[Z 7 7 R~DFirewall Threat Defense®#17T (Migrate to Cloud) ]: ZD7 7 ¥ 3 i,
Firewall Threat Defense 0> % IRF |2t F Al E T3,

T /34 A~ F— ¥ % Firewall Management Center 7> %> Security Cloud Control [ZZ 8§ % &
WMHINET,

FINARLARY LT F—

A TSAIZHDB (Wentoffline) : 2077 >aix, Ty MIBEEEMIT SR TS
TRTCOT AL R IZEA SN ET,

- +>S54VIZES (Backonling : ZO7 7 v aiE, Ty MCBEMTHRTHST
RTCOTF A AZHEHENET,

«BESY (Backonline) : 277 a it Ty MCEEMNT LN TWATXTOT
NARZEHASNET,

cHAJREEMZERE (HAstatechanged) : 2D 7 7 v a »id, HA £/20137 = — /b4 —3—
THNOT A A BUEDORRE, BIOEHERIOWREEZRLES, ZOT7 7 arix, 7F
V MIBEEMTONTZTRTOHARBI N 2 — VA — =R TEICEHA SN E T,

cHA FElEYL 3 DUIE (Siteto-Sitesession disconnected) : ZDOTF 7= i, TS
VERTREINTWAETRTOYA ME VPN OREICEA S ET,
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nxyrgEorz [

ARV MRELR—FT7S5—F

« LR— MAERBASSE (Reportgenerationstarted) : LAN— MAERRZ A7 BBtA Sz & &1
BHESZTRY £9, ik, BIRFMRBLER— N A7V a— VBB L R— NOW G
WA S ET

« LIR— FERSET (Report generation completed) : LAR— NERZ A7 8K T L7z & &
WA £, Zhid, BB LR — & A7 Y o — B RBE LR — N O
FHHH S ET,

o LIR— FAERKEK (Report generation failed) : L7R— MAERRZ A7 VR L 72 & X 12
HZEZTIY 9, Tk, BIRRRLAR— & A7V 2 — LELMRR L AR — F O 5 IZ
WHINET, RXTIA—FFEEF 72V 2R LT, BFRfTL TSN,

TIVr—avA YA T I—F

7T — 3 UNERTEE (Applicationavailable) : E=4% —x&D7 U r— g v
DERAFEEIC /2D E@mEnE T,

TIN5 —a EFERTEEEA (Applicationunavailable) : E=% —x{&®7 7V 7r—
TarMERHTERS 2D L BASNET,

BHDAT T b

T 7 AN TR, TRTOEZ A TN > TWES, WY A TOZEEIELT HIT
X, TOEMOTF = v 7254 L THhE [Savel 7V v 7 LET,

BFA—ILBHOERE

BIR L7727 77— MIBET 28 A — NV E2%E7 521X, [Email notifications] b 7 /LR ¥ & H
L ET,

7 7 4/ h TlE, [UseSecurity Cloud Control notification settings above] 23 &R & TV E 7,
IOFTva s EERT D E, BT A—/LiEENT [Notify Mein Security Cloud Control When]
B/ varTERLEBDOERICEHBIOA R M E—FLET,

—H DT T — NOIHrEET A —/LTHEHT S5 1EL, [Use Security Cloud Control notification

settings above] & kR L. aﬁ%f~ﬂ/TxFﬁ‘577 N AT EFIRLTH B, [Save] &7
Vw7 LET,

OFX R TEDRT

[2 X 7% E (Logging Settings) | ZfH LT, 7 NOBIED a X 7RI Z#EE L
£

ZOR—=UITE, ROERPERINET,
« A DA~ k& JHillR,
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. Security Cloud Control Firewall Management ) 1—+— 0O — )L #18f# 9 %

cHIR2NY & XD ETDHE,
* CiscoCloud =AM LT EME STz A Ry b —X 23K, (RIFES -0 X0 7 AR,

[(ERABEEMDRT (ViewHistorical Usage) | #7 U » 7 LC, @& 12 »HRICT > FTZF
INFRTonXrrERRLET,

ZONR=IZNE, BIMOA ML=V 2R RTEHZOO0O) 7 EFEFNLTHET,

Security Cloud Control Firewall Management () 1 —+ — 0O
IWEEET S

Security Cloud Control Firewall Management |&, =—#—Z& B O Z &l —L 2% Y
VTET, LANOZ—F—BEEDOTF > MIT 7B ATEDHAE, 22— —IDIZRILTH.
TFU NI R = RERLGERHY £, 22T 22— =ik, HOMMT THEAm
DVEH) m— &L, BOMKT Ry NU—2EHE] o—LE2ROZLNRTEET,

AH =T oA AERIEI~v=2T7 VT IGARYEH|] 2—W%— [EFHEE) 2—%— F/
T T2y N 8HE ] 22— —IZOVWTELINTWBEE, ¥EDT T MIBIT A%
Da—PF—DHER L~V EEHR L TWET,

mARYERDO—IL
B e — L RNE) M ToHNTza— =2, TRTOR=VIZROEF VAT —R3ER
SNET,
FeAED R a— a2 fFoa—W—id, ROBEZFEITTEET,
» Security Cloud Control DL D _— T F 72 135% € & MR T 5,

s GEAAE, PSK, B VA UIHERRE. T ARENOWEBEEZ ST X TOT A ARE
D:{iﬂ/tm %%T Lij—o

Note E;MA?N4X®%Q\Nxbf§7?41&LTNXU~P

E R L AEANNCT D L EHER LET, SR TU— ROk &

@ PSKou 7' A UERMBHENICZ VT T HA N TEREIND
ZEERBIEET,

e TN ARER L, BEn /2 F/RL, VPN~ v B 7 2RSS,
AEEOR—=TDaArT UV ERBEBIOT A NVE ) TS,
AEBOR—VOBREFLIIF TV 27 MIET AT R TOELEE2FRT S,
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I Security Cloud Control Firewall Management TD 7 7 4 77+ —JLEE
sesmo—L [}

cMEDAPI h—7 U EAKT D, FHTH, BVET, AR HEH—Y—F, BO0
h—27 v ZERVETE, BERTERWZ LICEELTLIEE N,

A E =T 2 A ANBYR— MIEKL, BEHEr 27 ZAR— 15,

BAEY HH ) =2 Foa—F—d ROBIEZETTE A,
ALFON— TR, B8, BOE, EITHIRT %,
. ?j/\\/])x%j—\‘/ﬂf*‘?j/]) \/7\‘750

ATl RN Y I EOVERRICNIE IR X AT D AT » T A)— X TE DPMREFEILT
EREAN

» Security Cloud Control = —#— L 22— R&EKLT 5,
e 2—HPF—n— L EETTLH,
T IRV AN—NERY) =T HyFELFT X v FT 5,

wmEERADO—IL
WEFH o — L2 oo —Y—T. ROESEZETTE £,

cF TV v, R —, =y b AU H =T —A VPNREEZELNR NI
[RE I NN T A AR ERER L ORITFET 5,

cBRORAMY T 7 V3 Ko T ORI O EE 2745,
cEHY 7 A NEHET 7V a v EFAT S,
EFEH o — L a2 fFFoa—WF—%, ROBEEZFITTEEEA,
« 1 DERITERDOT NA RAEFEZRRT 5,
« BEBE 228 E 7212 O0B IZ L » TR SN 7o B AT 5,
« AnyConnect /Ny 7 —Y %7 w7 a— KT 5, 3TN0 ORELHERT D,
cTNRAADA A=V T v T T L — R AV a—/L$5, XTI THRGT D,

X2 VT YT —EIR—=ADT v T T — REATr P a2—9 5, FRIIFEICTHRET
5o

*Snort2 & Snort3 D=V g U EFFTYI D B D,
« T U T L— NEERRT D,

« BEFD OOB ZEH DR E XL H T 5,

« VAT LWEHBREEWET D,

T NAREF U R—=T 4 T T 5,
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Security Cloud Control Firewall Management TD 7 7 4 77+ —JLEE |

« T AEHIRT D,

*VPN ty¥arElda—YF—tyar2HlRT 5,
» Security Cloud Control = —#—L 22— R&EKT 5,

e 2—HF—a—LEEETH,

EHREAHAD—IL

BEEH e — L& oa—W—ix, ROBELZFETTEET,
« BEBE R E T A B — DT NA AL TIEEOT A AT 5,
* ASA TA ZDBEERF A TTITRT 7, 7T %,
e TFNRAADA A—DT v T TV —REAF Y 2a—L4 5, £I3FEHCTHRBT D,

X2 VT U TF—HR—ADT v ST — RERAF TV a— T 5, FITTFE RS
2o

c FHEREHT 7 v a v EMBHT S,

BEEA O — L Z oo —W—3, ROBELZFIATTEEEA,
*Snort2 & Snort3 DR— g U EFEH T XD,
T U7 L— L EEKRT D,

« BEfFD OOB ZR DR ELXLEHLT 5,

« VAT DEPRE EHET Do

TR REF L R—=T 4 T T D,

« TNA ZEHIERT D,

VPNt v v arElida—F—tyaZHlRT 5,
AEBOSN— TR, B, RE. £ITHIRT D,
TN A R—TFT 4 TT 5,

TVl RN =R EDIERUTMEEIRZ AT DAT v T AN—TTEDLNRIFITT
EREYAN

« Security Cloud Control = —#— L 22— RZ{EkT 5,
ca—HW—m— L EEHETL,
T I RBAN—IER) —IZT Xy FE£ETZ v F 15,
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vWNEysavzr—sro—iL [

VPNEvarvvex—ovyO—)L

[VPNt v ar<x—Y%] m—id, A b8 VPN 85 T, VE— 77t X
VPN ki & B3 5 B AT ISR SN TV ET,

VPNt vy ar~v3r—Iya—Lrbfoa—F— 3, kOZENTEXET,
« Security Cloud Control DfEE D~— % 72 TR E & MR T 5,
AEEON=TDar T YV EREBLI YT ANVZ Y T D,
c T ABRELHER L, BH 0 7 E2FKR L, RAVPN = v B 7 &l 5,
AEOR—VOREENIAT Vs NCET TR COELEEZFRRT D,

cHMEDAPI h—7 U EAKT D, EHTH, BVIHT, VPNEy v ar~v3x—YvyDa—
P—ix, BOO =2 EFRVIET L, FERTERNI EIZERLTEIN,

e A UH =T 2 A AMLYAR— MK L, BEEn 2= AKR— M5,
cBEFORAVPN Y v a V&K TT 5,

VPNt v varvrx—Yxya—LifEoa—F—d IROZENTEXERA,
ALEDON—TERR, BH, RE. EITHIRT 5,
s TFNAREFLUR—F 4 T B,

TVl "R =T EOVERIINIE I X AT DAT v T AN —TTEDHBMREEILT
EXAAN

» Security Cloud Control == —#— L 22— R&/EKT 5,
e a—P—n— L EEHET D,
T I RAN—NERY =T X FEETZ T T 5,

SEEO—)L

MEHE ) o—/LEFf O —H —|Z1X, Security Cloud Control Firewall Management D% & A &
DY T ~DFERIRT 78 AR H Y T3,

» Security Cloud Control Firewall Management DfEE DA 7 Y = 7 b & ERk, FEAED | THT,
HIBR L., BEETT I,

e TFNAREFTLUR—F 4 T B,

« Security Cloud Control DfEE D~S— % 72 TR E & MR T 5,
fEEOR=T AT UV ERBRBLIONT A NE ) o TT D,

c TNARARELII L, BHEr %2R R, VPN~ B 7 ZERT 5,
EEBOR—VOBREEIIAT V=7 MIET LT RXTOELEEZRRT S,
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Security Cloud Control Firewall Management TD 7 7 4 77+ —JLEE |
B < ro—vemzn—

JMBDAPLI h—2 U ERAENRT D, BHTLH, WMVIET, F—27 BRI AIE

AVE—=T oA A% LTHR—MIEEL, BER 72T AR — FTEET,
EHE 2P —TRDOZ L ERITTEELA.

» Security Cloud Control = —#— L 22— RZ{EkT 5,

e a2—P—n—LEEETD,

v kD=0 EEBEO—)

Xy MU — 7 FHEF 0 — )L &2 FF oo —HW —[E, Security Cloud Control Firewall Management @ &
WL TICEEIIT 7 EATEET,

Xy N = EEE - VRO —Y—1L, UFEETTEET,
c2—YP—a—VELETTDH,
e 2 —Y—L a— RE{ERT 5,

« Security Cloud Control Firewall Management DfEE DA 7 2 = 7 b Bk, feAABYD . 58,
HIFR L. BREZTT D,

TR RAEF U R—=F 4 T D,

» Security Cloud Control Firewall Management DAL DX — YV F 72 3R T & BT 5,
NEEOR—=TOar T UV ERBRBLIRNT A NE ) T D,

T NAARERIE L, BREr 7 2#RKRKL, VPN~ v B 7 ZET 5,
NALEONR—VOBREEIIAT V27 MIET TR ToOELEZFRRT 5,

cMBEDAPI h—7 VEAKT D, BHTH, BVET, N—2 BB EENTSGAR
WDZENTEET,

s H =T 2 ANLYR—MNIEK L, BEEe S22 AFR— T 5,

X2 TA4TNNAR, RY)O— B&LUAFTPzH b
R—TDT 4 ILENE

[BEF%= VU7 4731 A (Security Devices) ]~3—37, [R YU 2 — (Policies) 13—, BLO[A
7Y x 7 K~ (Objects) |"—T TT4NEZEMFBHLT, T A RELAT V7 NERBLET,
TANE Y T T BN, EORAL o TT 4B T A arEBIRLET,

[BX=UT 17 /314 & (Security Devices) | X— D7 4 VHXFIVTIE, T/HNA AX AT,
N R 2T NRN—=T gy VTR TNN—=Ua Yy Snort N—Va v, REAT—H A, $E
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tEIYTFAFALR, KU o—, BEUATOz s bi—voT sz [

ok iE, BEAMH. Secure Device Connector, I8 X WNT L2 EDFEMTT NS A&7 4 0% )
VITEET, BRLIET NS AXAT DX TNTT 4V E i TEET,

[FTD] # 7 Z BTV DA, 7 4 W HZ 73%)LTlE, Security Cloud Control 73 FTD 7 /34 A~
DT 7 AMEHTLHEHRT SV r—a T, TNODTNRAAETANE ) TTHIE
HTEET,

TANE Y TFTHITIE, [BF¥=2 VT 477314 A (Security Devices) | %7, [RV v —

(Policies) 1% 7. BLO[AT7 =2 b (Objects) 1 ¥ 7 DEMDLA LT[ 7 4 /L4 HLEE
(Filter) 1 %27 VU 27 LET,

B

GE)  [FID) ¥ 7 %R &, ZANEXL LTI ANZEHERATEET, ZHITL Y, Security Cloud
Control MO T NA RIT VAT AHZDIHEHEINTHWBAEERT 7V r— g 20T
FDM IC L BB T A ARERENE T,

« FDM : FTD API % 7213 Firewall Device Manager #fi [l L TEHE S5 T /31 A,
* FMC-FTD : Firepower Management Center % i [ L TEELIN DT /31 X,
«FTD : FTD FH A2 L THEEIN DT N1 A,
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B o207 7102 KUs— BEUFTO2H FR—SOT L5 0LE
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4.
=% =R

TINA RAR—T 4 >4 D Secure
Connector D ERH KUV EH

e X aT AR ZOWE (51 =)

TXFa7aAXRVZIOHE

tXaT7Taxrs XL, Xy M= FRIEHAR—F SN TND Y 77 REREETIATE 4, Security
Cloud Control Firewall Management & & B4 U V' — 2 & ORI & % = 7 7085 #8824 #2415
H, ARTEA VAR ATY, BX 27 a7 XX, Security Cloud Control Firewall Management
DA U E =Ry MPOEFERETERWT AN, ZAZEHTHDIZH% DL, v X2 7B L0
=770 —=TDA Xy MakE P R—FLET,

[E¥ =7 a2x2 % (SecureConnector) | X—TZMHL T, 7T hDarxs Z A4 AH A
R, B, BEIOEHLET,

1l

EXaT7ARIEDEAT

[E¥ =7 ax7 4% (SecureConnector) | X—IZiE, RDAR T X XA THEDDHIENTE
i‘j‘o

X 2T T NS ZAaxs K (SDC) : Security Cloud Control Firewall Management & 78—
FENTWDEIRGT NA AL OMICEF 2T RBE SRz L E T,

et X 2T AR haxrs K (SEC) : HAR—=FINTWELT A ANDLA X N EZ(F
L., BX 7 BIOGIOTDIZ, b DA~ k% Cisco Cloud IZHEE L £ 97,

Secure Device Connector [ZDULVT

Secure Device Connector (SDC) (%, 7 /3 ANA V' Z—F v "L EEIFETIRWGEAICY
A 27 734 A7 Security Cloud Control Firewall Management & {8 C&X 5 K 929517V
Ve X T, TS AT A NFREER L CT A, R F o R—T 4 T T D
B Xy FU—271ZSDC Z B L T, 7734 Z & Security Cloud Control Firewall Management
WOEEEZ7aX L TEET, TNAANA U H—F v b GESEREETH H%5E. SDC
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721@%?‘6&%@ T NA ZADNEA B —T = A A% LIZEEBE XTI C&E £d, SDC
I, ROBERELFATL £,

 BERRT NA ADa< L K& A v &— % Security Cloud Control Firewall Management C
FToX—LFET,

» Security Cloud Control Firewall Management D{H D iZa< 2 REFEITLET,
cHHRRT NA ANA =T E Y L—LET,
« TN AREERLET,
SDC & Security Cloud Control Firewall Management ] @ 3#{5 Tix, TLS 1.3 3 L OV AES-128-GCM
AL HTTPS MEHENET, AV A= RINZT A AL —ERADT LT vy b

X, 7T UG SDCIZKER(L S, AES-128-GCM % i f L TIRIFEIFIC B IFB{b S E T,
SDC DHNING D A AERICT 782 TEE7,

Ty bU—7EHE n— LA RO —% —|L, Secure Device Connector £ 723t F 27 A~
haxz 4 (SEC) EMFRT DLENDH Y £,

INBHDOT SA A% SDC %41 L T Secure Device Connector |24 R —F 4 7 TXFET,

s a4 UERAY Yy FEMEH L 4271 I X Firewall Management Center

* Meraki MX 7 /34 A

« LA SSH 7 /34 2

* Cisco I0S 7 /31 A
7 7 7 REEH Firewall Management Center (Z &2 > T HL X415 Cisco Secure Firewall Threat
Defense 7 /31 ALSDC # M E LT, TuX o a Loty R—T 0 7Y R—MLEH

Ao TNHDTINA AN 75 7 R Firewall Management Center (28t TX 5 X 912,
YIRDNSBELT U MY R A F—Fy MR HD T & 2B L TIES W,

SDC & Security Cloud Control ] D8{E 2 FFrl 52 FIEIZOWTIL, HEEZ U REEHOA
Uy RT 7 RBREFR (54 =) EZRLTLIIEZIN,

FEMIZ DUV TIE, Secure Device Connector 38 & OF Secure Event Connector % 52473 5 72D VM
DER (55X—) 2ZBLTIEIN,

TINA RIERDFHE

Security Cloud Control Firewall Management |2 7 7 R %7 X% %4> L C, £721LSDC %4
BEXIGRT NA ANTHEHELE T,
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ERAE

ROGEIZER

WMEGRY NI—9T7 01X

FAVI N7 T Raxrsy

FNA AFIA L HE—F > M)
O HEPEEIERRETT,

R— 443, ETITT A AE
BT AR — T, 77
7 KU —3 3 @ Security
Cloud Control Firewall
Management IP7 K L2726 D
AN RT T2 A BT
LET,

SDC

FRA ABA L —F R
5EERET X ARV, EIE
JEIZ A7 L 3 A SDC 3R

R— b 443 £ 13T o RE
BIZERAT AR — T, SDC
RARDEDTNA LR

R7T 78X %ZFFrILEd, SDC
VM BT 3, ZEHA o Z—
T A RCRETEDL %
e L9,

HIZ LB TT,

FDM (Z K DB 7 3A ZE, A F—Fy MInbEET 7B A TE 208 5 MBIk <
TNRAADu T A AFR, BiEx—, 0132V TAEEE2M A LT Security Cloud Control

Firewall Management ~D A LV R —F 4 LV T &2 FEITTEET, T/ ANRA VF—Fy MNIEHE
TIEATERNLDOD, A F—Fy MIEET 7 EATE DXy NV =7 LITAHET D%
B ZOT A A E U THRE S 415 Security Services Exchange = 5% 7 4 | % Security Services
Exchange 7 7 7 RIZEETE 5720, FDMIZ KD EE 731 ADA U R—F 4 > 7N A[HEIC
%m0 ET,

PEETE, UTaA v R—F 4 v 7451213471 2 A SDC BB TH S & /R
LTWET,

c VT T RMLT I EATERN ASA T /31 A

7 RO R REREMAT 2 BAIT7 T Y Kb T 7 £ A TE RV FDM IS
LB T A 2

* Cisco [0S T /34 &

*SSH CT7 7 BATHT /A A

Security Cloud Control Firewall Management |2 7 7 Rax 7 Z ZfEH L Tt 572, ftho
TRTOTNA ALY —ERIZITA Y7L I ASDCIIREDH Y TH A,

SDC IZB89 % Docker v T — DEEEIA

SDC % Docker @ > 7+ & LTEITENET, Docker i1LilH ., T 74/ DTV vy b
U—27 T¥ 5 docker0 (2 172.17.0.0/16 V7 % v MR L £,

172.17.0.0/16 £ 721E Docker i L > CEIV B THNTZHR Y FT—T ARXR—ZAD—FNEAED L v
FU—27 1P A= L EHE L TV DHHA1EL. SDC % B4 2 HilZ Docker %~ b7 —27 D5
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B Eizosyrgor iy rroeRERE

TN MEEERLET, REXRy MU =2 2T 5IT1X, Jete/docker/daemon.json DEXE &
e LE T

72 & 21X, Docker x> hU—27 7 RLAT—)LCA—s3—F v b 10.198.0.1/24a ZfEH L., ¥
7% F10.198.0.0/24 235, IP7 KL A 10.198.128.0/17 27 7 # /L k Docker 7'V v A v
H—T 2 A A TH5 docker0 & L THEHLET,

sudo vi /etc/docker/daemon.json

{

"log-driver": "json-file",
"log-opts": {
"max-size": "100m",
"max-file": "5"
}l
"pbip": "10.198.0.1/24",

"default-address-pools": [
{

"base": "10.198.128.0/17",
"size": 24
}

(save and exit)

sudo reboot (required)

FEMICOWTIE., TRy N —27 O3] 2B LT F 0,

BEEISYREEDA VNI FT7 IR %HT]
Security Cloud Control [X, 2 7 @ K22 x 27 & %721 Secure Device Connector (SDC) %41 L CTH&
FRGISRT S 2T L £,

770 Raxs %4 LT Security Cloud Control Firewall Management % 7 /N4 A |2 [E % 9
554 . EMEA, KE, FRIZAPTHIBO S EFIEARIP T FLRIZ, A— 1443 (F721357 2
A AEHEBICRELER—R) TOA LAY KT 7 v A HFATHLEND Y T4,

Table 2:

Hhizg URL RONLDA IND VY RT7 I+
REEFH

TOT RKEFEAAR (AP https://security.cisco.com 54.199.195.111
52.199.243.0

F—Z U7 (AUS) https://security.cisco.com 13.55.73.159
13.238.226.118

I—u v ,3, thE, 77 U % |https://security.cisco.com 35.157.12.126

(EMEA) 35.157.12.15

A4 > K (IN) https://security.cisco.com 35.154.115.175

13.201.213.99
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I FTINA RFA UR—F 4 > D Secure Connector DB E &K VEE
SOC Fv /507 1 &R roEkzHE [

Hhizk URL ROLDAIND U RT o+
Rz

T AU HEEE (US) https://security.cisco.com 52.34.234.2
52.36.70.147

SDC F v /N T4 EARR FOEHZEE

% Security Cloud Control Firewall Management #i#%/% SDC OHUCHIRIZH © £+ A, SDC X 1
OO OHB L TRY | M TIAEIND ZLiTHY A, BESFTIE 120
SDCIFKIS00 B DT NA AP AR — b T 5L TFHRENET, BEOXFY /XU T 1 1F, 4T
A ATHMNI RS> TOVDEREL . LT 7 A VDY A RTX > TRRY £,

#HE D SDC # BT &, RO ENHHEIZR Y £97,
e NRT = VAT EED LR, TAAL RAEHEIETEET,

« SDC @l S i x>y bV —27 &7 A MIEE L, 734 A %A U Security Cloud Control
Firewall Management AL PN IZELE L £ 97,

< JBIND SDC Z L7 — M A MT v FRIEICHE, BFA M ETHEED SDC 2#5E/TLET,

BHIDSDC DARNIITT T " EHIE 1 NG ENTWET, SDCABEMEN DT, ¥—
I ANE ST SN E T,

Secure Device Connector £ & U* Secure Event Connector #1793 516D VM DO ERH

TNA ADra T A AFE % #EH LT Security Cloud Control % 7 /34 A ZHHi 9~ H %54, Security
Cloud Control & 7 /34 A DiBEEEHT 572D, Fv hU—7IZSDC XU ur—FRL
TRETDHDIENRANT TV T 4 ATT, @F, ZNOLOT A AL, EERAI—ATRT
Uo7 IPT RLVAREERZIWD, A v 2 —T7 = AP NIZR— F 2> TWVET,

SDCZ, BHHRT A ATEITTOLER DD A~ FL | FHMRT A AEET 24
ENDH A v E—UIZ2W T, Security Cloud Control 4% L ¥ 9, SDC iX. Security Cloud
Control (IZfb>TZDa~r FEFITL, BHEXSGT /N1 223> T Security Cloud Control
WA vB—U%EE L, BEXMNGT A A0 5 OR%E % Security Cloud Control (23K L F 7,

1 2D SDC WEHTX 57 A ADHIT, TNEDT NA AZFEEI N TV HKEE & . HERk
T7ANDYA RNZE > TERRY EF, 72720, BEAZEIET 572012, 120 SDC THI 500
BOTNA ALY R—FTHZLEZHELTWET, FEIZOWTIE,  TH-—0 Security Cloud
Control 77 > F THIE D SDC i HT 5] 2L T ZE0,

Z OFNATI, Security Cloud Control ® VM A A —Y %2 EH L TRy hT—27|2SDC %A > A
M= F B HECHOWTHBLET, ZiUL, SDCEERT 7= NS, HIEFT
EDHHIETT,

[ L& BHIIC

« Security Cloud Control 1%, B 72REETF = v 7 Z#43 & L, Secure Device Connector (SDC)
EA v H—Fy FOMOD Web £72iFar 7oy rad vz AR— ML THWEEA,
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7 DMREEZTNZLET,

« SDC (ZiF, TCP R— K 443 F72137 A AF B E LI2BR— hTOA v ¥ —F v b
/\@%éfﬁ?? ]\/\\17‘/ F\77‘[Z1i)“ ‘g‘(—g—o

« Security Cloud Control |Z X » TEH EN DT /34 AL, SDCVM DIP T KL ANSDA
NP RRNTT 4y 7T RAITHMERDY £77,

cEWHIZR Ry NU—I T IR R BT DD, THEES T T NEEGROA A T KT 7k
A&FA (54 ~X—37) @ Secure Device Connector ~D#Et] #ZRL T 7ZE 0,

e Xy MU= T7uxvEFEHLTWAEAIL. SA ey T v a~v i REFETTH
AZ, MERT X COFEMERRN DD 2R LET, ITEALCOREIL, #FHolz7 1
%/ﬁﬁ B L TV T, EEARFEMERIIKRO LY T,

« XD IP/IRA N,

s XU, NT T4 v ERITZEL, MAOEAELMSH L CENEFHR 5T
BINE DD, TOFMEERA, SDCVM Ty 7 v FICET A2 EMEEDIFLE AT DE
K<,

TR UN N T T4 v BRITRETLIEHAIE. VMERET D & X2V — MNE
HEZHERLET, Tur 7 MRERENTEL, TREMVIT S Z LT, 7m
XNk o THERENTZHAEL AR A ML SDCARFH L TEE TS LI
Diﬁ—o

TRFIP T T 4 v 7 BATRELRVES, I 2 TIEMICM L T oM EIEH
D EA,

U TFTOHEBIZ, IFLAEDES., FuXxT &5 HITP B L NHTTPS ##: CRI LT
T, 727l Y hanr I EIlB RS ux e AT AREEIE. FRENICROT
NTRMLEZR Y £97,

« 7HXLDIPT KA
« T aFUPHHT DR

« T RF UM, TaX T ARSOBHEN HTTPS 2/ L7 b D Th DMLER B D7
Eom (BFITE D TEHY EEA) ., ExiE TrXiDT FLAR
https://proxy.corp.com:80 & R S L7z E. NIV EIRELET, £rnsi
%7 R L A http://proxy.corp.com:80 DAL, Wz LRELET, &6
SOURL bAR— 80 ZMALETA, 7'm ha b3 s Z LICEEL TR
SV,

* HT%E@7D§?/@nunm@nifEﬂr o
s T X UNIFRFENMLENE D) (1ZEAEDEE, HEHY FHA)

s MERGEAIE, RAMERETDEZIMHEHTE 22— L LR T—F
75 Z‘gf‘a—o
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| 77314 24> KR—F 4 > 5 FA® Secure Connector D EME & UEHE
Secure Device Connector 35 & Ut Secure Event Connector ZE179 % f=6H D VM D & .

YR—rENTVWEII VR =L

» Security Cloud Control %, vSphere Web 7 7 A 7 > M £ 721X ESXiWeb 7 74 7 > h &M
L72SDCVMOVF A A=Y DA VA M —/L&HFHR—hLTWET,

« Security Cloud Control (%, vSphere 7 A2 kv 77 Z A7 M L7= SDC VM OVF A
A=V DA A=V EYR—=FLTVEEA,

» Security Cloud Control (%, 1 H ® Ubuntu - > A X > A~D SDC DA > A h— /L& PR —
FLTCWET, HAE, /X—T 3 2 20LTS ~ 24LTS N YR — &R TWx1,

« ESXi 5.1 /A 73— A

AT LEH
« 150 SDC > VM O AT LE{ET, kD&Y TT,
+ 2 vCPU
«2GBD AT

e

c64GB DT 4 AT K&

o« RA MIBMT 54 SDC 121, BIID 12D vCPU & 1 GB @ RAM S ALE T,

« 120 SEC (Cisco Security Analytics and Logging T SV a v R—x> k) ZFFOVM
DY AT LEMEL, kD EBY TT,

45D vCPU (/1)

«8GB D AEY

e AR A MIIBMT D SEC Z &2 Y —AEEIZTHMENRDY FT, O, Zibik
123 SDC & 1 2 SEC ##5> VMware ESXi A8 A~ OB T4,

« 6 vCPU

*10GBDXAEY

c64GB DT 4 AV RE:

RE D HER
CRAMIBWTR Y M=% 72 FETRET DT, ROEHRZNELET,

s VM IZEHT BERIIP 7 K LA

e cdo 2 —W— (F7zidsudo 77 A& FHo>2—H—) & sdc 2 —V— (Docker & FE{T
TH2—H—) [FEHTLHAT—F

o MR T 5 DNS —_—D P 7 KL &
*SDC 7 RLABRFEHEST 2Ry NV—=2DF—F 7 =A 1P 7 RLA
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. Secure Device Connector 5 & Uf Secure Event Connector #3£179 516D VM O ER

o A L/NTP H— "—@ FQDN £721XIP 7 KL &

SDCHAE= T Ui, BX 2 VT 4 Ny TFEEHIZA VA = ATDILICHEINTE
D, ZHEITHICE. R—r80 DT 7 b REHSMLENDH Y 77,

Py NU—7TT U ST RERICHFAIAEGR U A M &R LTV AEEATEL, ubuntu.com
~OEHREHF LT, TNH0EX 2V T A BHE2EATE2 L 0ICT24ERHY F
j—o

B

GE) Ubuntu |£F = v 7 % LA CHEFZR# L, HTTPS Tix72< HTTP
DOHEFEHALET, X2 VT 0 BHE2TILT5IT1E, ubuntu.com
~@O HTTP i 2 il T 2L E R H Y £,

VM O &R

SDC & SEC ODEFTITHEAEINSE VM ZEMT DI, 22047 arBdbh 7,

1. Security Cloud Control 23$&flt3°% VMware £ A —Y & X U o — R 5121, RO FIEE
EITLET,

2. Ubuntu20, 22, 721324 # B CREMT 2546, MHE O Ubuntu 1 > A ¥ U A% EHT 5
LXIZ, OB a v EAXF YT LT, [VMORE] B va ez EXTEF
7,

Fg

1. Security Cloud Control DR —AL_— T, [Z 74T U4+ —/b (Firewall) %27V v 27 L&
R

2. DO~ A T EE (Adminigration) >#& (Integrations) >tEFa17a3RY AR (Secure
Connectors) #27 U v 7 LET,

3. [Services] ~—® [Secure Connectors] % 7 # IR L, HWT T ARK %27 U v/ LT,
[Secure Device Connector] %8R L £ 9,

4. [Download theSDCVM] DA A—T %7 Vw7 LET, HLWF T TERRINET,

5. Zip 77 ANDLTRTOT7 7 ANEHELET, ZALIEROLIREDTT,
* CDO-SDC-VM-ddd50fa.ovf
* CDO-SDC-VM-ddd50fa.mf
* CDO-SDC-VM-ddd50fa-disk1.vmdk

6. vSphereWeb” 74 7 > ML T, HHE L LT VMware h—_—{Zn /1 LET,
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Secure Device Connector 35 & Ut Secure Event Connector ZE179 % f=6H D VM D & .

GE)  ESXiWeb 7 747 v MIMHLRNTZEN,
a7 MZHE-> T, OVF 7 7 L— k)25 Secure Device Connector AR~ & JBEA L
i‘j‘o
7. By T v TNRET LIS, SDCVM OEJRE ANLET,
8. HLWSDCVM D=y Y —/LuBE E7,
9. MO&W5l%$%%Tm74VLi¢O?7?”%@”27*P@a®ﬁf@ﬁ
VM D& E

INT, BELEVM A A—Voary Yy —uxEEcxsd (72, VMEZEELTEY.,
SSHZ AN L TWAIEAIZ, O VMIZSSHEEGTEE4) . A& K TSDC £7-1% SEC
Docker 2> 7T HFATTEALHICTAHITIE, BEARZ VT MEFITTHLENRHY F5°,

1

Security Cloud Control #£(t > VM % % 7 . m— K L7556 1L, CLIA T TIZA VA h—/b
INTWAHD, FllE2 T EATEET, MBEDO VM ZRE L7HAIX. T0
VMIZSSHE L, WDa~wy REFEITLTCLLZA A =L LET,

curl -0

https://s3.us-west-2.amazonaws . com/download.defenseorchestrator.com/sdc-cli/sdc-cli-package-latest.tgz
&& tar -xvf sdc-cli-package-latest.tgz && chmod +x ./install.sh && ./install.sh

WDa<wy REFEITLT, RANOEREBABLET :

sudo sdc host configure

INAT— RO A %RD HI72 5. Security Cloud Control #2i£ D VM 414 adm123 & A
L. WED VM OLE1E, BIRLEERE AT — F2 A LET,

a7 MIHE- T, sde a—P— % RE LET,
Xy M= ORFEZROONTZH, IROWT AR X7,
[ZDHRA N EFHIP CFEGRET S (Manually configure this host with a static IP) ] :
ZOBRAIDIP, 7= TV =A, DNSH—_—72 2 EL, £ha VM LD x
T LAREICEZIABLET,
* [DHCP] : VM IZF#HY IP 2 #1024 T% DHCP #— =235 D355,
o [HH IP BRREFH T, 5T <Ry N —F U ZEET L=<V, (Static IP is
already configured and I don't want to change my networking now.) ]
T IRERENTZDL, TR URECHETIEMCEELET, ZOREY I D
EEICH LMY A BT, TARTORMREM L ARERT R X VREA TV 3 2
mLTL7EEw,
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. B 5 ® VM L T® Secure Device Connector O &Rl

10.

11.

TEIXFIVRBREBFLTHAESIT. T_XTOTaF I BELAENCTAEDICVM 2 H
HEITAHZA2ROONFET, BELTWARWESIT, FEBTLZ L4k oNT,
FE 8 Iz Z N TEET,

HNARINA L HE—Fy N TI7®ATARNURLEZRELET, ZNEITOILERHDHOD
£, 774NV FTETRTOT U MY > RERAZIES T 2560 T, £OHAIE.
FFAl U A M2 D https:/google.com 72 ED/RT Y ZZT 7 & AA[HEZ: Web URL % f&
’_‘/:E’L/i—a—o

BHOEXF 2V T 4N FE A A =L LET, —ED/ 1y FITIL0S Y —/L & Docker
P R =N EE T,

Tar P IRERENTZL. A7 U N TSSHREZRILT 20 E >0 EREL £,

VAIDVMEMEH L TWAHEAIT, FifTLET, MEOVMZMHHLTEY, SSH%
HOTHRELTWAEAIL, BIEOREEZEF LRNWE I, ZOFIEEZAF Yy 715
TEMTEET,

SDC, SEC, CLI HEOHEHEFHEZGHIT D LI TR ENTHEIEL, ZNEFETL
T, NTELE, NyTF, BLOEHEELRIOREIZRSZ EEAERELEST, R —
WX > CHEBEFLTF T SN2 WAL, Secure Device Connector DT | MR LT
<TIE&EW,

BE5®O VM L T Secure Device Connector M E

TNA AD 1 T A AFEH % LT Security Cloud Control % 7 /34 A ZHHE T H %54, Security
Cloud Control & 7 /NA A OB EEFT H720IZ, £ v b —7{Z Secure Device Connector

(SDC) # X wrma—RLTEMTLZLENRRRANSFT T 4 ATT, @H. ZhbDOF A
AZFHFERN—=ATHY, NT V7 IPT RUREFFRWN, SNA 2 —7 = A ZITHH
PTeR— b ER o TWET, BNt X2 )T 477747 X (ASA) . FDMIC K5
BT A A $ X O Firepower Management Center (FMC) 7 /34 A X9 _C, T34 ZADu s
A E @A H LT Security Cloud Control IZX%f L CA YR —T 4 7T HZ LN TEET,

SDC %, BFHXLRT A ATERITTHMERH LA~ & BHIRT A REET D4
EWRDH A v E—Z O T, Security Cloud Control Z B4 L 3, SDC i%. Security Cloud
Control (2> TZ D a~r FEFITL, BHEXSRT N1 227> T Security Cloud Control
WA v B—U%EE L, BEHMGT A A0 5 OIG%E % Security Cloud Control (23K L E 7,

1 >® SDC BEFTE D57 /3 ADHIT, ZNHDT /A AZRIESH TV DIEREL | fEAK
T7ANDHA XL THRRY Y, 2720, BEFEORZE LT, 150 SDC TK 500
BT NA R P R—FTEEZEEBELTCWET, FHZOWTIE, B/ cio
Secure Device Connector Z# i ff] (75 X—) 2L TLEIW,

ZOFRIAETEH, MAOEE~ VA A—VEFEHL TRy NU—212SDC A A h—/LF
B IFIEICHOW T L E1,
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GE)  SDCZEA VA RN—NTHEDICHREND, KbEHE CEFTE 5 )75, Security Cloud
Control ® SDCOVA f A —Y %X 70— KL TA VA M—)LF5ZLTT,

1R BRI

« Security Cloud Control I%, W RFEAET = v 7 202 L L, SDC & A ¥ —% v MO
DWeb/arT oy 7rafxvizdR—rLTHWERA,

* SDC 73 Security Cloud Control & i#{F9 272X, TCP A— k 443 TOA ' Z—F v b~
DERIRT U "N KT 7B ANKETT,

« SDC %41 L T Security Cloud Control (23257 /34 A1X, AR— |k 443 TSDC 22 H DA
VN RT IR REHATHMERD Y £T,

e Xy NT—=0 DA RTA T2V TIE,  [Secure Device Connector i JH} L 72 Security
Cloud Control ~D#%fi] ZZML T TZS W,

svCenter Web 7 7 A4 7 b EZIIrESXiWeb 7 74 7 b LTA VA =L STz
VMware ESXi A8 X |k,

B

GE)  vSphere T AV b T FAT v MM LA VA F—E
A—FLTWEREA,

« ESXi 5.1 /A 73— A
« Ubuntu 22.04 35 & U8 Ubuntu 24.04 X L—F 4 > 7V AT A,
* SDC DA% FFD VM D> AT LEH:

« VMware ESXi 78 A ML 2 ©2? CPU AL E T,

» VMware ESXi 78 A MMZIL 2 GB LA LD A E U RSLE T,

e VMware ESXi Cid, 70tV a = F7OBIRIIL LT, A~ 2 R— 457
WIZ64GB DT 4 A7 FEPLETT, T, BEIDISELTT 4 A7 HIRZ PLR T
550012, N=T 4 arTmERY =2 —2FH VM) 2FEHLTNDHZ L&
EL-ETT,

cVM®DOCPU & AEYZEHLZL, VM OERE AN, [BEX=7 317 ¥ (Secure
Connectors) | X—UIZSDC A [ 7277 4 7] JRETHDLZ EPNRENTND Z & iR
L%,

s ZOFNEEFITT D2 —W —1F, Linux BREOEIEICB LATEY, Vit aT VT T o
HEFEALTCT7 7 ANVERELTHDILERSY 7,
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TN RF U R—F 4 > AD Secure Connector DEFH S UEE |
. B &0 VM £ T Secure Device Connector O &R

e F UL I ADSDC % CentOS IR~ NZA VA M —AT 5581, YumEx =V T ¢
Ny FHEMNCA VA=V THZLE2BEIOLET, YumDOEH 2 BGFT 572D DK
EIE LT, A= R 443 72T TRA—=F 80 THLT U MY U K7 77 A% < MLEHR
HLGENHY £, o, FHEAT Y 22—/ 3 572D yum-cron £ 721 crontab 7%
ETHMERDYET, EXa VT EHTFT—L L8 LT, YumOEFHEZEGT 5720
X2 VT 4R =2 BHTLMERHL00E ) a2 LET,

GE)  8B®BEN : FlEAO =~ ik, 28— L TR Y 4 >~ RUIZIED T 2 D TIER < AT
LEoCLTLIEZEY, —Hoavr FZEEND ¥y va) i3, By P72 FN—=X b
DTREAT ImFyva)] ELTHEASNLIHERHY, a2~ FRRKTLRA L 20 %
j—O

FIE

ATv 1 SDC %Z{ERLT D Security Cloud Control 77> hMzma 74> LET,

AT w72  Security Cloud Control DR — L= T, [Z7 AT U 4—/v (Firewall) %227V v 7 LET,

ATy T3 Ko~ TEE (Adminigration) >#& (Integrations) >tFa173Hx% 2 (SecureConnectors)
zr7 Vw7 LET,

ATy T4  [P—ER (Services) | "=V D [kF 2T 237 H (Secure Connectors) | ¥ 7 T, HWTTAKRHK U %&
7V w2 L. [Secure Device Connector] Z iR L £,

ATYTS U4V RUDFE2OT— AT v T T —=HEAERICAE—LET,

ATYT6 D7 EHIWORAM &7 ¢ A7 58I SDC IZHI D 4 THNTWVD CentOS7T RIS V&1 A h—
NLUET,

* 8 GB ® RAM

c10GB DOF 4 AT ZAR— X

ATV FTT AVAbM—Lib, SDCOPT RLA, TRy h~vR7 = U ADI/ERE, Xy NT—7
DERFEEITVET,

ATY T8 DNS (FAAfUR—LH—n—) ZFHELET,

ATYF9 NTP (ry hU—27 AL Tabhan) h—n_"—FHELET,

RATw 710 SDC @ CLI &ffiHIZLY ELY TX 5 X 512, CentOS |2 SSH h—/"—% A VA h—/L LET,

ATy 7N Yum OFH & EIT L, open-vm-tools, nettools, 3 LN bind-utils X 7 —V %A A h—/L LET,

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

ATYF12 AWSCLI X /r—T %A A h—/L L ¥ 9, https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux.html % 2 L T 7230,
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I FINA A VR—TF 4« >4 B Secure Connector D EBHH LV EE
B 5O VM £ T® Secure Device Connector ) & .

B

GE)  —-user 77 ZIIMHA L2 TL &,

RAT9F13 Docker CE /Ny —T %A A h—/LLET, https:/docs.docker.com/install/linux/docker-ce/centos/
#install-docker-ceZ Z M L T 7231,

B

(E) TR P EEH LA A b= HEEEHLET,

AT 14 Docker — Y 2 &P L. EEEFICBABTE D L HICLE T,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

ATFYT15 cdo & sdc D2 OD2—PF—FEMLET, cdo 22—V —ZHEHTIUE, V— b —F—|TEHET /A
HPIEHY A7 ZFITTEET, sdex—H—%, SDCdocker 2> T+ 5 FITTHZDITHEL T,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

ATFYT16  sdc —HF—D/R 7*‘]“%%&%]\/35—’9)—0

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

ATY T17 sdc 2 —H—% wheel TN—IBML T, FHE (sudo) HERZFHELET,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

ATv 18 Docker BA VA M—NENDHE, 2= =T L —TMERK I ET, CentOS/Docker 1D/3— = TG
U, [ldocker] F721% ldockerroot] &PFEIZAVET, Jetc/group 7 7 A V" CTED 7 )—TBERK S FL7 0
AR LIS, sde 2—P—2Z D7 N—FITBML £,

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

AT w719 Jetc/docker/daemon.json 7 7 A VIMFLE L7RWIGEIXER L, LFORNEEADLET, 1ERRLEES.
docker T —FE A HEFH LET,
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TN RF U R—F 4 > AD Secure Connector DEFH S UEE |
. B &0 VM £ T Secure Device Connector O &R

B

(E) lgroup] F—ICAD LTI N—T205, BIOFNAD fetc/group 7 7 A VW TRAOF T2 7 N—T7&
TEL TV EZMERL T ZENY,

[root@sdc-vm ~]# cat /etc/docker/daemon.json

{
"live-restore": true,
"group": "docker"

}

[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

AT9 720 BifEvSphere 2> Y — Lty a VEMALTHDEAIL SSHIZHID X T, cdo—P—Tr T A
LET, B A L7b, sdc 22— =YV BEZET, "AT—FRKOANEZRDOENTZDH, cdo —
P—DRAT—RE AT LET,

[CDO@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~1$

ATv7F2N T 417 RV % Just/local/CDO IZAEFE L £,

ATY T 22 bootstrapdata EWVVIFLWT 7 A VENER L, [4 27 L I AD Secure Device Connector D JEH (Deploy
an On-Premises Secure Device Connector) | 7V 4 W — RO RN O T — A NTF v T F—F%& D774
JZAEY ST E9, [R1FE (Save) 227 Vv 7 LT 7 A NVERFELET, [vi] £7213 [nano] ZfEH L
T77ANVEERTE£T,

ATY J23 J—FRALT ‘)705‘:*‘57 IZbase6d T a— RENTWETDOT, HELT extractedbootstrapdata L
WO T r A M AR—KFLET,

[sdc@sdc-vm ~]$ base64 -d /usr/local/ CDO/bootstrapdata > /usr/local/CDO/extractedbootstrapdata
[sdc@sdc-vm ~1$

cat A~y REFATLTESZ LT — 2 2R R LET, avr FBIOMES LET — 23RO L 512720
£7

[sdc@sdc-vm ~]$ cat /usr/local/ CDO/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

ATFvT28 UFOavwrs REFTLT, BELET— MR NI v 7T —2O—MERELHICT 7 AR —FLET,

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~1$

AT wF25  Security Cloud Control 257 —hA N T v 7R FLvEdyra—RLET,

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer SCDO_TOKEN" "$CDO_BO0TSTRAP_URL"

100 10314 100 10314 0 0 10656 0 --:=--:=-= ——:=-—:——= —--:—-—:-- 10654
[sdc@sdc-vm ~]$ 1ls -1 /usr/local/ CDO/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/CDO/tenant-name-SDC

ATY j’ZG SDC tarball % FEBH L. bootstrap.sh 774’/V%£ﬁi LT SDC /\°\‘//7—“/°%/( VA =) Lij‘o
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I FINA A VR—TF 4« >4 B Secure Connector D EBHH LV EE

B &KX kTO Secure Device Connector D T— ~ X +5 v .

[sdc@sdc-vm ~]$ tar xzvf /usr/local/CDO/tenant-name-SDC

<snipped - extracted files>

[sdc@sdc-vm ~]1$

[sdc@sdc-vm ~]$ /usr/local/ CDO/bootstrap/bootstrap.sh

[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally

sha256:d98f17101db10e66db5b5d6afdalc95c29ea0004d9e4315508£d30579b275458: Pulling
from

ciscodefenseorchestrator/sdc_prod

08d48e6flcff: Pull complete

ebbd10b629b1: Pull complete

d14d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped - downloads>

no crontab for sdc

9% & Security Cloud Control TSDC 2% [7 277 47| LEREINDILT TT,

BRI 1=7RX ;T Secure Device Connector D 7— X k5 v 7

ATy T
ATy T2

ATv73
ATvT4

ATy TH
ATvT6

ATy 717

ATvT8

Procedure

Security Cloud Control DR —ALX—T T, [ 74 T U4+ —/b (Firewall) 227 V7 LET,

DO~ A T EE (Adminigtration) > #& (Integrations) >tEF¥a 7314 A2 (Secure Connectors)
7y 7 LET,

[Services] “— T ® [Secure Connectors] # 7 C, [+] 7 A 2> %27 U > 2 L. [Secure Device Connector] % R
LET,

T4 RUDFE2DOT— A NT v T T —HEAERIZZE—-LET,

IR — W GEBIE cdo) BN L7 SAU— R&H L. VM IZ SSH T8 L £,
f[sudosu-sdc] 2~y RZEHL T sdec 22—V =2 B x 4,

sudo su - sdc

WoOa<wy REFRLT, HiLWwSDC 7 —hA T v 7 LET,

sdc bootstrap <paste-your-bootstrap-data-here>
3% SDC DNR—V 3 U EBEIR L ET,
SDC N—V g L3 DA T arRNb £7,

*SDC2024 : ZHE, IZFEALEDHBICFETEMEIND A=V a TT,

« FIPS 283072 SDC 2024 : FedRamp MEHLO KM 20725513, 2D —Va U2 @RLET,

*SDC LA —: ZDONR— a NNIEEOTEH 225 L ofaizd, RV IZ SDC 2024 % FEIT3
DT LEEWLRELET,
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TN RF U R—F 4 > AD Secure Connector DEFH S UEE |
. Terraform % & FH L 1= vSphere ~ () Secure Device Connector 0 Efi

ATY T CLIFZ VT FA A=V 27NV L TSDCEEE LES, F/2, UTFEFETLT, SDCRT 7T 4 7 Tr—
P VB =T oA ABLORA N ETEMEL TS Z &2 MFFTE £9,

sdc show running

77 PO SDCIRFRINET,
Terraform % {1 FH L 7= vSphere ~® Secure Device Connector 0 & f

1R8O HHEIIZ

Z DOFNAETIX. vSphere ] Security Cloud Control SDC Terraform <€ ¥ = — /L % Security Cloud
Control Terraform 7" 72 /34 &' — LG TR LT, vSphere |2 SDC % JEFH3 2 HIEIZD
WCHELKHALES, 20X A7 FIEZETT DA, ROFHERMZHER L T ZEW,

s vSphere 7— Xt L X — =T 3 U T UBERMLETY

« WaRITT DMHEREFOT =L B X —DFBET IV MHBRETT,
« VM DFERK
o 7 A VEOIERK
AT Y TAT T DIERK

LT U TATTIADT FANDT v a— K

» Terraform Nz

FIE

AT 71 Security Cloud Control T APl DAHDL—F—%AERK L, APl h—2 v &2 a2t —LEF, APLOAHDZ—H—
DIEEITIEZ DN TIE, TAPLOAD =P —ZAEKT 5] 2ZRL T &,

AT w T2 [Security Cloud Control Terraform Provider] D FNEIZHE > T, Terraform U /8 ~ U T Security Cloud Control
Terraform 7' v /31 X —Z AR L £77,

£
terraform ({
required providers {
cdo = {
source = "CiscoDevNet/cdo"
version = "0.7.0"

}
}
}

provider "cdo" {
base url = “<the CDO URL you use to access CDO>"
api token = “<the API Token generated in step 1>”
}
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I FINA A VR—TF 4« >4 B Secure Connector D EBHH LV EE

ATvT3

ATy T4

ATy TH

Terraform % {§ f L = vSphere ~ @ Secure Device Connector O & .

Security Cloud Control Terraform 7" =2 /S A #— %A L T cdo_sdc Y VY — A ZAEAT 5 728 D Terraform = —
K&Feah LEd, FEHICSUWCTiE, Security Cloud Control-sdec U~/ — A ® Terraform L A kU Z & L C
<TZEvy,

51 -

Resource “cdo_sdc my-sdc” {
name = “my-sdc-in-vsphere”
}
ZDY Y —ADpootstrap data JEMIZIE, Security Cloud Control 7— h A kT » 77— X DIEN AT S,
WD AT > T cdo_sdc Terraform B a— VI ET,

[N

Security Cloud Control_sdc Terraform &3 = —/LZ i ;] L T, vSphere T SDC % {ER% 9 % 72 8 Terraform
a— REFIRLET,

51

data "cdo tenant" "current" ({}

module "vsphere-cdo-sdc" {

source = "CiscoDevNet/cdo-sdc/vsphere"

version = "1.0.0"

vsphere username = "<replace-with-username-with-admin-privileges>"
vsphere password = "<super-secure-password>"

vsphere server = "<replace-with-address-of-vsphere-server>"
datacenter = "<replace-with-datacenter-name>"

resource pool = "<replace-with-resource-pool-name>"

cdo tenant name = data.cdo tenant.current.human readable name
datastore = "<replace-with-name-of-datastore-to-deploy-vm-in>"
network = "<replace-with-name-of-network-to-deploy-vm-in>"
host = "<replace-with-esxi-host-address>"

allow_unverified ssl = <boolean; set to true if your vsphere server does not have a valid SSL
certificate>

ip address = "<sdc-vm-ip-address; must be in the subnet of the assigned network for the
vM>"

gateway = "<replace-with-network-gateway-address>"

cdo_user password = "<replace-with-password-for-cdo-user-in-sdc-vm>"

root user password = "<replace-with-password-for-root-user-in-sdc-vm>"

cdo bootstrap data = cdo_sdc.sdc-in-vsphere.bootstrap data

}

ERR S 72 VMIZIE 2 AD 2 —H— (root Z—H—& cdo EWNVH 2—F—) BNHY, VMDIPT KL AL
%%E!’Jilﬁﬁﬁé INTWAZ LIZEELTL &Y Y. cdo_bootstrap data JBIEICIX, cdo_sdc Jy—2 @ﬁzﬁkﬁj{’
RSN bootstrap data )E'ﬁ@{[ﬁ#?‘ﬁﬁ h= 7,

ﬁrﬁl? CE% D v terraform plan (E terraform apply %’fﬁﬂ% L T Terraform %%‘I‘E%i@i@ﬁﬁ Lij—o

SERRBINT DUV TIE, CiscoDevNet @ [Security Cloud Control Automation Repository| [#iE] ZZ&MR LT 72
é 1/ \0

SDC A Y AR—T 4V 7IREEBOEETHLHEEIE, VE— 2 Y —/ &M LT vSphere
VM IZEEE L, coo 2—H#F—& L TurZ/ A LT, kOa~vy REFITLET,

sdc host status

HEHZ L > TE, UTZ2FETEITTOLENL LGN DY £,

sdc host configure
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TN RF U R—F 4 > AD Secure Connector DEFH S UEE |
. Terraform £ 1 —JL % {5 A L 7= AWS VPC £ T Secure Device Connector O E

B

(GE)  Security Cloud Control Terraform & ¥ = — /L%, Apache2.0 74 B> AD FTAH—F LV —AY
ZhU=T L LTRSS TWET, AR — FBALERYAX, GitHub THIEZHE TE X
R

Terraform € 12— )L Z{#EH L - AWS VPC _t T?) Secure Device Connector O ERH

15 H B HEIIC
AWS VPC |2 SDC % JE&B§ D RIS, IROFHERMFEZMER L T E &V,
» Security Cloud Control I%, W RFEHET = v 7 202 L L, SDC & A & —F v MO
D Web/ar Ty 7uxi iz AR— L TWERAL, TrF o h—"—%2HL T
WA A%, Secure Device Connector (SDC) & Security Cloud Control DD 5 7 4 w7
DAL B L LS,

sy NT— I T I AEMERT BT, [Security Cloud Control?® Secure Device
Connector ~D | B L T TZE VN,

cAWS T b, A7l b 1 DO T Ry MEFFO AWS VPC, 15 X TY AWS Route53
THRANIND Y =V PRETT,

Security Cloud Control 7— F 2 k7 » 75 —%  AWS VPCID, B L UEDOH 7 %> | ID
DFETICHDZ L 2R LET,

SDC # BT 277 A _X—F TRy MINAT 7' — bV = A BERL SN TN D 2 L 2
%‘gbi—g—o

c T AT I A —NAEHHATTIPA L X — 7 = A ANFEITEINTWVWAR—RNT, 77A T 74—
JLES NAT 7 — b 0 = A 1856 SN7- Elastic IP ~D b T 7 ¢ v 7 B & £,

FIE

AT v T 1 Terraform 7 7 A VIZRD a2 — Ri7&2BMLET, BEOANTIFHTAA LTI EES N,

module "example-sdc" {
source = "git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"

env
instance name
instance size
cdo_bootstrap data
vpc_id

subnet id

}
ANFTEH LD Y A M2V TiX,  [Secure Device Connector Terraform module] # &M L T 72 &0y,

"example-env-ci"
"example-instance-name"
"r5a.xlarge"
"<replace-with-cdo-bootstrap-data>"
<replace-with-vpc-id>
<replace-with-private-subnet-id>

AT w72 Terraform =— FOH /& LT instance id BEGELFET,
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https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=inputs

| 77314 24> KR—F 4 > 5 FA® Secure Connector D EME & UEHE
74> 7L = X Secure Device Connector & & U Secure Event Connector 0 Cent0S 7 {x 8 < > > H 5 Ubuntu R~ & U~ DT .

output "example sdc_instance_id" {
value = module. example-sdc.instance_id

}

instance id &Ml LT SDC A > A ¥ > AZ#5#kt L. AWS Systems Manager Session Manager (SSM) % fifi
HMLTCRI TNy a—T 4 T HATH ZENTEET, EHTRERETIOY A MZOWTIE,  [Secure
Device Connector Terraform module] @ [Outputs] ZZ L T 2 X0,

RICITIHEE

SDC D F T 7N a—7 427 TiL, AWS SSM Zfi [l L T SDC A v A& » A ZHefe T D ME R H Y £
Ty A AR ASNDOFER T IEOFEMIZ OV TIE,  TAWS Systems Manager Session Manager] %2/ LT

<7Z&EV, SSHEEH L TSDCA v AX v AR T HImDDR— NI, BXx=2V 7 0 EOEBICLDA
BRENAWNWZ LITHEE L TLEEN,

B

(F)  Security Cloud Control Terraform & = — /L%, Apache2.0 74 B> AD FTAH—F LV —RAY
Zhv=TELTAMERTWET, ¥AR— FALERGAIE, GitHub TREZ#®E T %
j‘o

#A > 7L = X Secure Device Connector # & U Secure Event Connector 0) Cent0S 7 {R48~< &
o5 Ubuntu (RE<T S oADF1T
Security Cloud Control ™74 > 71 I A Secure Device Connector (SDC) %, Z#LFE T CentOS 7
B~ N VA =L ENTWE LT, CentOS 7 XV AR — 23T L. Security Cloud
Control IZ X > TEIEEIN7=7-0, T-XT® SDC % CentOS 7 75 Ubuntu KA~ o NIHEITT
XHL0IC, ZHELDOBIT R AR HERLE L,
B1T9 BHIIC
¢ SDCITIZ TCP R— kK 443 TOA » H—F >y NADSERRT U AN T U KT 72 ARME
ST
+ SDC % FE{T L T\ % Ubuntu (AR~ 2 121, ASA X° Cisco IOS T /341 A7 Y, @ET 5
TNAADEBRA L Z—T 2 A ADRy NI =TT JEAPMETT,

« TS RZRET DT, D SDCVM D IP 7 KL A £7213 FQDN TEf S iz % v b
J— 27 —v%& FHLWSDCVM D IP 7 R L A £ 7213 FQDN % {8 ] L TERL Ll 9 038
N0 ET,

CBATITIZ 0~ 15530 £, BITH, 70 233l &hist¥a VT 4R > —%il
AL, Xy b7 77 4 w7 &2REELETH, SDC 2N LE-@EIXTEEEA,
AR H

['Secure Device Connector 33 L T" Secure Event Connector % 52{T79 272D VM O &R OFIE
WCHE->THLWEA MEREBALET,
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TN RF U R—F 4 > AD Secure Connector DEFH S UEE |

. 7> 7L = X Secure Device Connector 35 & Uf Secure Event Connector @) Cent0S 7 {48 < & >/ 5 Ubuntu IRAEY & o~ D#4T

"R FDEE
SDC %° SEC #4777 235A1E. ROTFNEIZHENE T,

1

2.

THLMBH LW VM A A=V R Ay n— RN LET,

CDO-SDC_VM.zip 7 7 A WE R L E T, IRD X D RARTD 3 DD VM 7 7 A JLVINER S
ET,

* CDO-SDC-VM-708cd33-2024-05-30-2031-disk1.vmdk
* CDO-SDC-VM-708¢d33-2024-05-30-2031.mf
* CDO-SDC-VM-708cd33-2024-05-30-2031.ovf

Zrou—KRKLE VM ZERLET,

H LW VM IZEI D B THNZZFHIP 7 FL A £ 721X FQDN 2 A€ L %7,
SSH #fEM LT, coo 2—H#F =L LTH LW VMIZRZ A LET,
a7 MkOavr REAHLET,

sudo sdc host configure

(6= HBATAZ VT hOT a7 MBI > T EE, ZOA7 Y7 Mo c#H b S
NTEY, FIEZLOHBPTBIT I n 2204 FLET,
BATAZ VT FORBZIZ, SDCBFH LW VM ICBITINTZZ L &2RT A v E—UNRFER
SET, SDC DAHINE, BITE bIRFF SN ET,
SDC DT
FIE :
1. SSH ZfH LT, coo =—%#—L L Ti® (CentOS) SDCIZa /A > LET,
2. WOoa<wr REfERLTCLIZA A =L LET,
curl -0
https://s3.us-west-2.amazonaws . com/download.defenseorchestrator. com/sdc-cli/sdc-cli-package-latest.tgz
&& tar -xvf sdc-cli-package-latest.tgz && chmod +x ./install.sh && ./install.sh
3 kDAY REFATL, a7 MIEWET,
sudo sdc migrate now
HERR -
1. Security Cloud Control 7> hMZua 27 A > LET,
2. BT SDC #ER LT, [#E (Actions) ]34 > C[/»— b E— hDEXRK (Request

Heartbeat) (%27 U v 7 LET,
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| 77314 24> KR—F 4 > 5 FA® Secure Connector D EME & UEHE
74> 7L = X Secure Device Connector & & U Secure Event Connector 0 Cent0S 7 {x 8 < > > H 5 Ubuntu R~ & U~ DT .

B

GE) SDCW[TZ7T 47 (Active) JIRRETHDH Z & 2R L £,

SEC DF1T

FIIE :

1. SSH ZfEHA LT, coox—H#—& LTIHD (CentOS) SDCIZHr /A LET,
2. Woa<y REFEHLTCLIZ#A YA =L LET,

curl -0
https://s3.us-west-2.amazonaws . com/download.defenseorchestrator. com/sdc-cli/sdc-cli-package-latest.tgz
&& tar -xvf sdc-cli-package-latest.tgz && chmod +x ./install.sh && ./install.sh
3 WDavx s REFETL, 7rr 7 MIEWET,

sudo sdc eventing migrate

4, SECOHFHLWIPT RLVAZRA LV MTDHEIICTNANA AEHRET DN, LDHA M
¥y FETL, FHILWEARZR MITOFRAREFUIPT RLAZED Y TET (ZDH
By T ADEHFIARETT)

TER

SEC MIRREIZRE4 224X,  [Secure Event Connector DIRFEZHHR T H 72D D~V AF = v 7
O 22 LT TEEN,

BINFIE

HLYSDC #FH2E L AL

BATHE T L= 5, TOA~ 2> Tl SDC ZFEHE LAV T 2 &0,
KBLEBITZRICRY

M HPOHETRAITNRE L I2SE . 3R ER 0 ORR TRP 72720, 78D SDC T
R Said. IROFIMEIZHENE T,

1. HLWVMICeZ AL, SDC 2—HF—Z A v F LET,
2. oA~y FEMA LT, SDCAHEH LV VM TETENTHARN L 2B LET,

docker ps

3. SDCRFETINTWAEAIL, kDo~ REFEITLET,

sdc stop

4, ﬁ};@ docker ps %;ﬂ%ﬁi LVC‘ SDC ﬁ‘gﬂéﬁ?%ﬁé‘ﬁ Lf:: & 75?%%@\ Li‘d‘o
5. finwvMlitr AL, kDOavr REFETLET,

sdc migrate revert
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TN RF U R—F 4 > AD Secure Connector DEFH S UEE |
. Secure Device Connector D IP 7 KL ANDZEE

6. TWSDCWT 7T 4 7 TCULICERENTZSL, FILWVMICED, koo~ REFETL
\iﬁqo

sdc delete <your-tenant-name-here>

7. TIUBEFEICERL, SDCEZZ Vv 7 LT, HWARRAFDIPB3H A FA—ITHERE
NTNDZ e LET,

INHDOFIEAZFATL TS, FLOLIPARRINDIGAIT. LAV ATF =y 7 R
L. 77909288 LT, b9 ~EHRBLTIZEN,

8. SECBATZILIZETICIE, LT a~vr REEITLET,

sdc eventing revert

Secure Device Connector D IP 7 FLADZLEE
1R BHEIIZ

s CDHX A EFATT HIZIE, BEHETHLILERH Y 7,

* SDC (T, TCP AN— |k 443 L7237 A ZEHMPITHRE LR —FTOA Z—F v b
ANDFEEEIRT Y RAT L RT 7 & ARNME TS,

B

() SDCOIPT RLAEZET L%, T /3A A% Security Cloud Control |ZFE A R—F 4 7
THULETIHY FHE A,

FIE

ATFvF1  SDC~® SSH ki 2 1Epk T 20, (R~ v Dar Y —L&w&, CDO 22—V —L LT/ 4 LE

T,
AT T2 IPT7T FLAZEETAHHNISDCVM DRy hU—7 4 2 —T 2 AREBMEFRT DI, a~v
REMHLET,

[cdo@localhost ~]$ ip addr

ATYT3 AL H—=Tx2AADIPT RLVRAEEFTHITIE, ROa~y REHHLTHEA MRELZHERGLE
T,

[cdo@localhost ~]$ sdc host configure network

ATy T4 Tur T IRFRENZL, NAT—=KREANLET,

RAT9TE  REAZ VT ME, Xy FT—IFEICONTHNR, FILOWIPEHEHAHLTHLOBREY 7 A VA2 EXA
H, EORREEREHLET,
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| 77314 24> KR—F 4 > 5 FA® Secure Connector D EME & UEHE
% % Secure Device Connector SDC A 5 5l D SDC ~ D ASA DFEE} .

B

GE) ZORERET, SSH #fitid kbt E 7,

ATYT6 SDCIZEIVYBTEHLWIP T FL AL L TSSHEREIER L, 274 LET,
ATy 771  SDCITHEWIEEN L 328, EELAWEASFU FDa~vy RE3FETLET,
[cdo@localhost ~]$ sudo su - sdc

[cdo@localhost ~]$ sdec start

B

CE) VMOzaryY— L TIZIOFREZFETLTWS ENELWZ L EERT AL, AT —
HADT A NPNEHBIPIZEITS I, AT — &xb%réﬂiﬁo

ATw 78  Security Cloud Control L—#'—A > % —7 = 4 Z%J LT SDC O 2R T 52 L b TEE7, R
F-5IZ1%, Security Cloud Control 7 7"V /77— = /%Faﬂ% EH (Adminigration) >#t& (Integrations) >
X a7 %A (SecureConnectors) ~—VICBEIL £7,

ATYT9 N=VhEEHL, IPT FLARZLET Lt Xa 7 axs XEBERLET,

RATY 10 [#1E (Actions) ]73A > T, [/»— hE— FDOFERK (Requestheartbeat) [% 7 U v 7 LEF, [N—FrE—
FAEBIZERSINT) LWV A v E—UNRRRII, [Last Heartbeat] IZHAED H i & KRR R S 4L
H1EF T,

# % Secure Device Connector SDC A 5 Bl SDC ~0) ASA DFLEf

Security Cloud Control Firewall Management Ti%, 1 2D7 F > h&H72 0 1 DL ED SDC OfFEH
DY A= ENET, KOFIRZHEHA LT, FBXIEG ASA &, H 5 SDC 7550 SDC (2
BHTEET,

FIE

ATYT1 EORL o TEFaYTATNAREZ7 ) w7 LET,

ATY T2 [ASA]1# 7% 7V w7 LT,

AT 73 B SDCIZBENT 5 1 DLL LD ASA Z38INL £,

ATY T8 [TA AT 73 (Device Actions) | A > T, [EHIEMOFH (Update Credentials) ] %27V v 7 L
£7

AT w75 [Secure Device Connector] N %7 U w7 L, T3 AOBENEO SDC ZiEIR L £ 7,

AT 76 Security Cloud Control 237 /34 AZ 7' A 572 DIHEAT 2EHE D2 —Y —4 L XA T— FEAT)
L. [## (Update) 1|27 U7 LET, BEINTWRWVWRY | FEEFEDOZ—V—4 L XA TU— KX
ASADF U AR—RIEHLIEa 7 A U EREF LT, ZNODOEREEZT A ZAERTL20EITH Y
A,
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TN RF U R—F 4 > AD Secure Connector DEFH S UEE |
. Secure Device Connector D Z B ZEE

B

GE) T RTOASARRUBTA UAEREFEH L TWDEE. HED ASA %2, 5 SDC 75 RID
SDC IZ—FECRBEITX £3, HED ASA D a 7 A AERNFE2 5846 % ASA % 5 5 SDC
NHRID SDCIZ 1T OBEITALERH Y £97,

Secure Device Connector D& R L=
FIE

AT9 1 oA T, 8 (Adminigration) >#& (Integrations) >tFa17a+%%9 4% (SecureConnectors)
IR L ET,

AT9 T2 AHiEEETSSDC IR L ET,
ATY T3 FEA T, SDC DLARIORIZH DRET A2 & 27U w7 LET,
ATw T4 SDC DA #EE L ET,

ZOFH LWWARIE, Security Cloud Control A > % — 7 = — AN®D SDC 44 N33R S LD HTIC,
[Security Devices] ~2A > ® Secure Device Connector 7 A /L ¥ & & TERINFET,

Secure Device Connector # FEI CTEIT

ZDOHATVE, BEEMIGY—AE L THEHALET, ZOMEL TIE, SDC I H B8 % 5
S, T —DRREAELRWEY FEICTEH TSIV EGA L TWET,

Procedure

ATv 1 SDCITHER LET, SSH ZMH L TR T 20, N N—APFDary—LEa—%FHTEET,
ATv T2 SDCICEHE2—Y— (@i IXcdo) L Tus/ A LET,
ATv T3 SDC 22— —(2i) ¥z T, SDC Docker = > 7 F & HH L £,

[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

ATFYv T4 SDC% 7T v 77 L —RLET,

sdc upgrade
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I FINA A VR—TF 4« >4 B Secure Connector D EBHH LV EE
B —D#A# THEE D Secure Device Connector % {3 A .

Note SDC RV U THESNIEHELUVALTFUR

MF, HEEONTIT X2 U T 4 BILUONRNy FEER Y 2 —{2% > T, Ubuntu Linux TEIE
T5SDCVM ZE=F—L, BFHazmEA L T<EZEW, *y NT—Z&EENTSDC VM OF&
X VT R & Rl SRE SRR S s K o lc, BT AR 2 ) T 4 Ny F A2 T
ALTHEHATAZ E2MIBRAIOLET,

B —O##8 THE %D Secure Device Connector % £ 3

Ty MIA A = TE D SDC DEUTHIRIZH £t A, EHEOSDCIZEY, K%<
DT NA RAEEEL, T 6 DT /A A% A U Security Cloud Control Firewall Management 7~ 7~
VHMIRE LEEE, ax BRI Xy N =TT AV NMIEETEET, 2 0HLE
? SDC % JEBH¥ 5 FHIE, HHId> SDC DFMHEL[F U TY. xf)D SDC A4 ANITT T b

EHFD 1) BDEEFNTWET, BMOA SDC IZiX, BFICESHHT o ET,

« 2 F B LD SDC % EBIT 2 FIaiL, H&#MD SDC # R 5 FIALF L TT,

« 7T FOEMIO SDC IZiX, 7T ¥ hOAFTEE G 1 DHAAENTHET, BINOK
SDC (21, JEFIZHFEENFITF N ET,

[E] C Secure Device Connector 2419 A7 /\f R Z K&
WU SDC Z N L CERET DT A AE BT HIT0E, ROFNEEZEITLET,

Procedure

ATYT1 EORL o TEFaYTATNAREZ7 ) w7 LET,

ATV T2 [T/34 A (Devices) | X7 %7V w7 LTT A RAERDTFET,

ATV T3 WEIRTNARZATDETHT Y v 7 LET,

ATy T8 74 NFIEERT TITHEESN TV DHEAIE, [BF =2V T 731 A (Security Devices) ] ~3— D
WZHBH[Z7 VT (Clear) |AR¥ %27 U w7 LT, Security Cloud Control TEHE L TWA T XTDHOT /A &
Y —bvRERRLET,

RTYTE TANVERE YV srvoy LT, [Z74/v% (Filter) | A=a2—%RHALET,

ATYT6 74 /LHD [Secure Device Connector] ¥ 7 2 a > T, ME7 SDC D4HiZ27 Vv 27 LET, [EX=2VT 4
7734 A (Security Devices) | X—UIZiE, 7 A HF TF = v 7 LIZSDC Z ] L T Security Cloud Control
IR L TWAT AL AOBNERINET,

AT Tl (AT ay) MBRESLITKRYIALIZIE, 74NV FA=2—TBINO 7 4 V2 E2F v 7 LET,
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TN RF U R—F 4 > AD Secure Connector DEFH S UEE |
. Secure Device Connector % Hl|f&

ATYvFT8 (AFvay) EBTLEDL, [BX=2UT 47734 & (Security Devices) | X—Y O EHICH B [7 VT
(Clear) 1A% > %7 U v 7 LT, Security Cloud Control TEBELL TWAHTXTDT/NA XLV —ERXEFK
RLUET,

Secure Device Connector % HI|ff

SDC DHIFRIZICIC R A, HIBRE, BT LV SDC Z A A h—/L L TT /3 A % fgft
HET, ZOSDCIHERIN TWZT NS AFEHCTE EHA, T AZHERT 254,
BHFEOn 7 A MNEREBEANTDLERND L5603 HY £7,

SDC ZHIFRT DRI, HEE I TWDT /31 A& BID SDCIZEET 575>, Security Cloud Control
Firewall Management 7> 5 HIER L T< 72 &0,

Procedure

ATy 1 BB 5 SDCICHRF SN TWET AL A2 T RTHIBBRLET, ZO#EIL. kO2OOFIETETTEE

T
« HIBR3 % SDC IZHE STV DT X TD T 73 X% Security Cloud Control 7> HHIBR L £ 9,

a SDCTHHINDTXTOTNA AERET HI2IEL, TR SDC % 1#i ] L 7= Security Cloud Control
WZHHE T 2T RTCOT RS ZAZ/EDIT 5] #ZRLTIIEIN,

S

b. [Ex=YUT 1731 A (SecurityDevices) |"X—I T, B L7=T_XRTOT /A ZAERINL E7,

Cc. [T/ AT 27z (Device Actions) ]V 4 > Ko T [HIEE (Remove) 127 U w7 L. [OK] %
7V LTEEZRELET,

AT w72 Security Cloud Control D7 —AL_X— T, [Z77 AT 7 4—/L (Firewall) 1227V v 27 LE7,

ATv T3 o~ 1 T EE (Administration) >#& (Integrations) >+Fa1 73R4S 4 (Secure Connectors)
7V w7 LET,

ATy T4 [h—E R (Services) | X—D[EF =T a7 % (Secure Connectors) | ¥ 7 HMBIN I NL2IREET, HW
TTAREZ w7 Y v L., [Secure Device Connector] Z 34K L £ 9,

AT9 TS [BEX 2T 22 # (Secure Connectors) | 7 —7/LC, HIBRT 5 SDC Z#EIR L £7, ZNT, T34 2K
FERIZR > TWDIXT T,

ATYT6 [77 3 ar (Actions) ]34 T, [HIFE (Remove) | 7A@ 7Y v 7 LEd, ROELENRFRSN

£,
A

Warning  <gdc name> ZHIRE L L9 & LTWET, SDC OHIRIZTICEE EH A, SDC ZHIRT S L.
FNRA A% FR—=FT 4 VT ERITHEA L R—F 0 7T DR, FH LW SDC Z1Ek L CTA
VR—=T 4 T T HRENRDY ET,
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I FINA A VR—TF 4« >4 B Secure Connector D EBHH LV EE
Secure Device Connector % Al f& .

BES L R—F 4 T HEHR DTN, AN D20, SDCEHIRT HI21E. ZHH DT A A & FHE L
HLWSDC ZRELT-BICa VA U NEREFBEASTALERH Y £97,

- ’?’;F"ﬂ%‘gﬂ’*/\%@ﬁ% HE%ETE. [F¥ &L (Cancel) 1% 727 VU v LT, Security Cloud Control

AT

MZBRWEDELZEN,
cFATTHITIE. TOTFA MR v 7 AT <sdec_ name>Z A ) LT, [OK] %7 U7 LET,

AT T BATTHHEIT. BERX v —I I ENTW5 SDC DA RTAFER A A T a7 Ry 7 2 A LET,
ATv T8 [OK]Z7 U 27 LT, SDC OHIRZHETE L%,
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TN RF U R—F 4 > AD Secure Connector DEFH S UEE |
. Secure Device Connector % Hl|f&
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B,
=% =R

Security Cloud Control Firewall Management
TOTNARADF Vo R—T 429

TATTINA AL FTTIVT S, ADiHjJi % Security Cloud Control Firewall Management (27>
R—=T 4T TEET, ETNAT AL AET v 7o — RSN T 7 A /L TdH Y | Security
Cloud Control Firewall Management % fif ] L TE/ B L OWRETX £7°,

FEANEDTATTNA AL LY —E A TIL, Secure Device Connector 7° Security Cloud Control
Firewall Management % 7 /31 A L 72T —EAITHEHRETE 5 L D12, A —7 7 HTTPS #fi
DEEL 720 F3,

SDC & ZFD AT —H ZADFERI DWW TIL, Secure Device Connector (2D T (51 X—) %
ZRLTLEEW,

e Cisco Meraki MX T34 ZDF v R—F 4 7 (79 =—3)

Cisco Meraki MX /N R DAV R—TF 4 >4

ZDE T, Cisco Meraki MX T34 Z & A R—F 4 7T 5FNEICONTHBLET,

Meraki MX @ Security Cloud Control ~DA >V R—TFT 1 245

MX 7 734 A%, Security Cloud Control & Cisco Meraki & ¥ = 7R — ROl JF CEBLTX £,
Security Cloud Control X, F%EDZ ¥ % Cisco Meraki # v > 2R — RIZERLET, Fvi =
R— RIZZFOBREE T AL ACRRICEBRLET,

Before you begin

* Security Cloud Control DEF LRI T /S A ZA~DHEGRICOWTIX,  [EHEY T 7 RO A
YR RT 72 ALFFA onpage 54) EEMLTLE 30,

o £9°, Meraki # v ¥ 27" — KT Meraki MX & B8k 243N H Y £9°, Cisco Meraki % v
VaR—RIZT7T 7 BARATERWE | FHFRIE CiscoMeraki 7 7 7 FIZ X > TR I N FEH
ho TOREFR, TNRA A A R—=RKTHDDAPI h—7 U EERTEEHA,
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Security Cloud Control Firewall Management TD 7 /31 204 Vk—F 4 >4 |

B weraki APl x— 0t e S

ATy T

ATy T2

« Security Cloud Control I%, AA MIBHEfTIT 6N/ T_XTOE Yy hEEr|ZRETHZ &
kv, B CIDR 7L 7 4 v 7 ARGLOIP T RLAL IP T R LA Z A7
(AR £,

s MerakiMX 7 /3 AF721LT7 7 L— hDA VR —F 7 TiL, Secure Device Connector
(SDC) Z A LTofel T B2 < 720 £ Lz, LAHNCA > R—7 1 > 7 {17 Meraki MX
T A ANEB Y . SDC %l | L T Security Cloud Control (Z#%#5i 92 6. £ OEGIT5] &
WEHEELE T, A AZHIBRL CTHELS LV R—T 4 7T 20, Hin /A AA5H%E
BHrT 5L, EMELRLET,

« MX 7734 A % Security Cloud Control C&E ¥4 % 72 91T Cisco Meraki 7 7 7 NIZHHwE 3 5
METIH Y FHA, MXT A ANT T 0 Rk Lﬁ\_ ENRRNGE . TN 2D
TRIEREEE LCY R MENET, C@XT“‘?Z IIEEFHTHY, T4 AZEB LT
D, RV —%T A RCEH LD T HHEEICITEELEE A,

Procedure

Meraki MX /34 A& 4 R— K425 & &1Z, Meraki APl ¥ — % AR TAMLERHY £, Z0OF—I2X
D, XovaPR—FRNEREZFFETEDIEHIICRDVET, Tk, TS AEZRERIZAVR—T 4
7 C& £, Meraki API ¥ — DA & BEOFEMIZOWTIL,  Meraki API +— D /ERL L Bifs] 258 L
TLEE,

API % —%f# ] L T Cisco Meraki 7 /XA A % Security Cloud Control {24 >R — R L £ 7,

Meraki APl &— D &£k & S

ATy T
ATy T2
ATFvT3

ATy T4

LLFOFNAIZAE - T, APL 7 7 & A2 X % Security Cloud Control @ Meraki %+ 3 = /R — K~®D
T RRAEAMMILET,

Before you begin

Meraki MX @ Security Cloud Control ~0 74> 7R—F" ¢ 7" on page 79 (Z B3 % 7B 51H & fijte
AR LET,

Procedure

Meraki # v v ah— Rz 74 LET,
[#B#% (Organization) ]>[EXE (Settings) ] DNAIZEINL 7,

[# v 2R— RAPIT7 7 £ A (Dashboard API Access) | &2 3 2 > C, [Cisco Meraki¥ v 3 = 7R — KAPI~
DT 7 A G T 5 (Enableaccess to the Cisco Meraki Dashboard API) (&4 2L Ed, 2473
VEAAZ LW E | MX T34 A% Security Cloud Control |24 > 7R—F 4 > 7 F 572D APl ¥ —% /£
RCEEHE A,

[ZF DA (Save Changes) 1 %727 U v 27 LET,
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| Security Cloud Control Firewall Management TD /31 ADF4 > R—F 4 24
Security Cloud Control ~® MX T/34 RD#* > R— K .

ATw 75 CiscoMeraki # v v 2R — KT, A—H—R% 7V v 7 LThb, [ 72774 (My Profile) | %7
Vw27 LET,

ATYT6 API T 7 v A~y X —%FOF T, [#H LWLAPIF—D4EL (Generate new APlkey) 12727 U v 27 L%,
APl ¥—% ot — L., T AEHNE ) LT TAEICA DT TRBE £, APL X—Z2050 1T 5RNICE
DAPIFXF—%2FLUV AV RUERIFZT7EMLLE, a =L APL ¥ =7 7 BERATERL 2D £7,

2

Note = X1 2 ZL|ZHE/RAPIF—IX1 DDHTY, HLWF—E2AREFIC, MerakiT /A A%
A AR—T 47 TEET,

[Meraki 7734 A ® Security Cloud Control ~D A > R—F ¢ 7 | [Z#HFET,

Security Cloud Control ~®D MX 7/N4 XD #* ik— K
WOFNAZ ] LT, CiscoMeraki 7 /3 A% A HR— RFLET,

Before you begin

Meraki APl % — D% & Fif, on page 80,

Procedure

AT w71 Security Cloud Control D7—AL_X—T, [Z77 AT 74—/L (Firewall) 1227V v 7 LE7,
ARTVT2 EF2 T4 TNAREZRRLET,

ATvT3 HFOBMKAY () =7V w7 LET,
ATY T4 [Meraki] ¥ A V&7 ) w7 LET,
ATY TS ZOT A ANREIET S Secure Device Connector (22T , on page 51 #3R LEJ, 7 7 4/ h®D SDC
DRRINET, HODO[ZEHE (Change) |V 7527 Vv 7 LTERTEET,
AT w T 6 [Cisco Meraki~DH# (Connect to Cisco Meraki) ] ~X— T, RO FIEEFEITL £,
a) IE—L7ZAPI 7 7 B RAX—%050 M T, [#5k (Connect) 1 %227 U v 7 LET,
F—BAREREITELL RWGE, T A2 R— FTEEHA,
by Fey 77X URAMEMEHLT, ELWEEZERIRL £9, ERSN72Miko Y A M Cisco Meraki
Xy vaRh— RKPbRfGEE, ZOYARANMIUITAARAET T U— EREENLTWVET, [EIR
(Select) 1227 Vw27 LET,
o) Fay7HZo JARNEHEHALT, ELWRy hT—7 ERRLET, Elshizry hT—27 DY
A RX. Cisco Meraki * > N —Z7 b HEG SN ET, IR (Select) 127 Vv 27 LET,
d FTFvay) TARALRAZEEOTSVEBINLET, ZRHDOTXVTTNRAADT A NET 4L
2 Y7 TcEET, [T (Continue) 127V 27 LET,
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Security Cloud Control Firewall Management TD 7 /31 204 Vk—F 4 >4 |
B Meraki 7 > 7L — 0 Security Cloud Control ~D A > HR—F 1 24

TNAADHF U R—=T 4 77T ARBENET, 7REARNETTLE, [EX2 VT 4754 X
(Security Devices) | X—JIZ U XA L7 h & FET,

Meraki 7> 7 L — k ® Security Cloud Control ~DA > R—TF 4 >4

Cisco Meraki 7 7' L — M, H—OR Y »—THEHEOGFT LIy NV —2 2EFHT 572
DOENT-HIETT, ZhbDT 7 L— MM, Security Cloud Control & Cisco Meraki 4 > 3 =
R— RO G Z2EH L CTEB T £7, Security Cloud Control |X5% & D% ¥ % Cisco Meraki %
VaR—RiZTTRA L, ZOBY v aR— REIRELZT V7L — MILEIZT TuA LE
9, Security Cloud Control 7% Meraki & @159 2 HFiEDFEH,

=

Note

7 7 L — b % Security Cloud Control IZ 4 > AR —7 1 > 7§ 5121%, £ Meraki & v ¥ 28—
RCTTF> 7 L— NEERT A BN H Y £7°, Cisco Meraki & > ¥ 2R — R~DT 7 & AN
72 Cisco Meraki 7 7 7 IR Z BT, 22— =137 /31 AD APl h—7 &/
K C& £t A, CiscoMeraki # v =7R— KT, [## (Organization) 1> [RET>TL— b
(Configurationtemplates) 1% 27 U > 7 LE7, FEflZOWTIE, RET 7 L— M &l
LTxy NU—7 2 —FEHT 5] 2ZRLTEE,

Meraki 7> 7 L— F 2B AT HI2E. O3 OOFEEZETITILENRHY £9°,

Procedure

ATYT1 Meraki # v 2R — R TT 7 L— 3y hU—7 Z{E L £ 9, CiscoMeraki 7> 7L — F DA K7
T T 4 ADFERMOWTIL,  [Meraki Templates Best Practices] # &M L T 720,

AT w2 Meraki APl ¥ —Z24E L THALET, Meraki 7 7 L— "2 F AR —F 4 795 & 1%, Meraki API
F—ZAERTOILERHY ET, ZOF—TH v ah—REFIEL, T RELRIZEVR—T 1~
TILHEnTEET,

ATY T3 ZOF—%f LT Meraki 7 > 7 L — k % Security Cloud Control (24> R—F 1 > 7 LET,

Meraki APl +— D &k & BRf%

PUFOFNEIZHE- T, API 7 2 2 A2 X % Security Cloud Control ™ Meraki %+ 3 = 78— K~
TR AEHMMILET,

Procedure

AFvF1 Meraki # v aR—Rica /A LET,
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| Security Cloud Control Firewall Management TD /31 ADF4 > R—F 4 24
Meraki 7> 7 L— k0 Security Cloud Control ~ 74 > —7 1 >4 [

AT 72 [## (Organization) ]>[E&E (Settings) ] DIEIZEIN L E 7,

RTY T3 [# v 2R—KAPIT 7 & A (Dashboard API Access) | &2 v 3 > C, [Cisco Meraki% »» ¥ = 7R — KAPI~
DT 7 A G5 (Enableaccess to the Cisco Meraki Dashboard API) (&4 2L Ed, 2473
YEA AT LRV E . MX T3 A A% Security Cloud Control (24> R—F 4 > 7§ 257280 APl ¥ —% /£
TEEHEA,

ATy T4 [EEDOHRT (Save Changes) |27V v 7 LET,

AT w9 F5 CiscoMeraki # v ¥ aR— KT, A—H—F%Z7 Vo7 LThb, [¥A4 777714/ (MyProfile) | %7
Uy LET,

RATYT6 API 77 B A~y X —% O T, B LWVAPIF—DARK (Generate new APTkey) 127 U v 7 LET,
APl ¥ —% ot — L., T LHEMAE S FTAEICIEVIT TEBE £, APIXF—Z 050 1T 580C%
DAPL X —2 BTV 4 RUEFIZ 7ML L, a8 — LI API X —IZ7 7 B ATERI R £,

B

Note 5> 7L — KNZLICMBERAPIF—IZ1OOLTT, T — NOFA L R—F 1 728
LWk —Z AT D5 05033H 0 8 A,

Meraki 7 > 7 L-— k @ Security Cloud Control ~DA > iR—F 4 >4
LI FOFNEIZHRES T, CiscoMeraki 7> 7' L— b &4 R —F 4 7 LET,

Procedure

AT 71 Security Cloud Control D7x— L= T, [Z7 AT U 4—/b (Firewall) 1227V v 7 LE7,
ATYT2 X2 UTATNAREZBNLET,

ATvT3 HOBMARZ () U LET,

AT w74 [Cisco Meraki~DH#¢ (Connect to Cisco Meraki) %27 U v 7 LE7,

RATYyTE At —LEAPI T 7 B AX—2 M0 MFIT £, F—NARERETFTELL QWS T/ &4 R—
RCT&FEHA, [k (Connect) |27V v/ LET,

AT97T6 Fuy7Z o VA RNEEHLT, 707 b— R E L CHHR (Organization) (23R L E5, AEkIh
T#Af&D U A M Cisco Meraki & v 3 2R — R b HG S, ZOU X MET NS AL T 7T L— bR
BENTCVWET, BOT L —hEERIRL, #2271V v 7 LET,

AT9T1 (FTvar) TAALRAZEEDTSNVEBINTEET, ZRNHEDT XL TTNA ADY A MET 4V
Vo rTcEET,

ATv T8 [#i1T (Continue) 1%7 VY v 7 LET,

TNAADF U R—=FT 4 77T avARMESNET, 58775 &, Security Cloud Control {IZ &V [EF =
U7 47734 A (Security Devices) [IZVU XA L7 hZivEd, 727 L — k73 Security Cloud Control (Z[F]
HMansd e, [BX=2U T 477314 A (Security Devices) | X—IZT v 7 L— MIBBESHT BT 3o

Cisco Security Cloud Control : Cisco Meraki 0 & & .



Security Cloud Control Firewall Management TD 7 /31 204 Vk—F 4 >4 |
B veakimx ooy« o EROES

ADEFINER S, [F/5A ZADFM (Device Details) 17 4 > RIIZTF T L— MIAL v RERFF Y
FU— 2 OBNETRSET,

Meraki MX Q¢ 0 5 1 ISR DOEFH

Meraki # v ¥ 2 AR — R BT LW APL F—Z KT 555513, Security Cloud Control Firewall
Management CTHifit 2 7' A UMEREZ LT HLERNH Y £,

Security Cloud Control Firewall Management CiX, 7 /31 A BIROERin 7 A IEWMZ HHHT 5
ZEIITEERA, BB U T, CiscoMeraki # v v 2R — RTAPI ¥ —% FE)CHEH L E
T, B A ERE T L CGEE A2 e HI12i%, Security Cloud Control Firewall Management
Ul TAPI ¥ —Z FETHEHTOLENDH Y £,

B

Note  Security Cloud Control 737 /34 A DRIHIT LM L7234 . Security Cloud Control D #af A 7 — 4
AN [H5h7p e 7 A 4EH (Invalid Credentials) | E R RSNDHZENRH Y £, ZORIT
X, APIF—ZMH L K5 & L7cmMREMER H  £77, BN L 72 Meraki MX @ API ¥ —28 [E L\
LR LET,

WO TFNEZAF LT, Cisco Meraki MX /354 201 7' A ANERAEEHF L ET,

Procedure

AT 71 Security Cloud Control D7R—AL_—T T, [7 74T U+ —/b (Firewall) 1227V > 7 LET,
ATYT2 X2V TATNAREZERLET,

AT9 T3 [T/31 A (Devices) | ¥ 7 %7 VU7 L, [CiscoMeraki (Meraki) 1% 7 %27 U 27 LET,
ATv T4 HBfgin 7 A ERETEHT D Meraki MX AR L E 7,

ATY TS [T/NA AT 27 3 (Device Actions) | XA T, [B 7 A UIHEHROFEH (Update Credentials) ] %7 U v
7 LET,

AT w76 Security Cloud Control Firewall Management 737 /34 A0 7' A F 572D HT 5 APl F—% A1 L,
(57 (Update) 1227 U v 27 LET, ZOAPIF—(F, EEINTHRWVIRY | Cisco Meraki MX D7 >
R=T 4 Y TIHEM LD LR 7 A AFRTT, THHDOEFIT, 73 AT 2 4623 H Y %
A,

Security Cloud Control Firewall Management /H 5 D 7 /34 X D HII R

Security Cloud Control Firewall Management 72> 57 /3 2 ZHIR$ 221X, RO FNEEZFATLE
j‘o

. Cisco Security Cloud Control : Cisco Meraki 0 &8



| Security Cloud Control Firewall Management TD /31 ADF4 > R—F 4 24
Security Cloud Control Firewall Management /5™ > D77\ X D &lIf& .

FIE

AT 71 Security Cloud Control D7— L= T, [77 AT U 4—/v (Firewall) 1227V v 7 LE7,
AT9T2 EXa2VTATNARETRLET,
RT9 T3 HIRT 2T 34 AZBINL £,
ATY T8 [TA AT 273 (Device Actions) |31 > T, [HIFE (Remove) 127V v 7 LET,
ATV TS T AOHIREHKERT 5121, [OK]Z27 U v 7 LET,
FNRA AV R—F 4 T ENT=FEFICTHITE, [Fr B (Cancel) 1227V v 27 LET,

Cisco Security Cloud Control : Cisco Meraki 0 & & .



Security Cloud Control Firewall Management TD 7 /31 ADF Vik—T 4 >4 |
. Security Cloud Control Firewall Management /™ > D77\ X D HlIf&

. Cisco Security Cloud Control : Cisco Meraki 0 &8



=6~
=% =R

Meraki 7/51 A DEE

« Security Cloud Control Firewall Management TOtE ¥ = U7 4 R Y > —DEH (87 X—)
* Meraki 7 > 7 L— |, on page 89

« HAT V=7 b, on page 90

s AT x N7 4V, onpage 91

e Meraki 2 — /)L x> T —2 A7V =7 FOERK (93 X—)

* Meraki 7 /3 A ZZBHEfT T H40H A7 2 =2 |, on page 98

Security Cloud Control Firewall Management TOt ')
TAR)O—DEE

X2 VT 4R v—id, BOSGEEA~D ST 7 4 v I EFFRT o0, X2 VT 0 BRI
ESNTZHBARICN T 74 v 72 Nay /52 L2 REMRAEELELT, Xy NI—F T
T4 vV EBRAELET, Security Cloud Control ZfEH L T, SEIERFMHDOT A A TEF =
V7 4R o—%2ETEET,

Meraki 72 tXa> ra— LR o —

Meraki MX 7 73A A%, Security Cloud Control (24> R —F 4 > 7§ HHiZ Meraki ¥ v 3/ =
A= R Lo TEESNTOWEWEERH Y . 7351 2F T TN 20D 7 7 by o B
= IV RERE STV TV D A[REMERH Y £9°, Zh b D /— X, Security Cloud Control T7 27
T AFIHHL—LE LTRRSNET,

INHDONL—IVEERE L, TR hr— LR Y —RNIEBMDOL— LV EERTE E 3,
TR Aa b — Vi R) = N AX~A XTHITNE, A7 V=27 FEERLTCT X vF L
F9, BEFRIZOVWTIL, BETIRFOEI a2 LT EE N,

=

Note

Meraki 77t Aay va— ViR ) —DT7 7 v a i, T 74/ N THEEA (Allow) ] T9,
IOT7 I varEERTLILIITEEYA,

Cisco Security Cloud Control : Cisco Meraki 0 & & .



Meraki 7*/3 1 2DBE |
B veaki7o x> ro—nkyo—

Security Cloud Control Z ] L C Meraki 77 A 22> bu—/L R U —&RET HITiE, &K
DFMEAAMEH L £

Procedure

AT w71 Security Cloud Control DR — L~ T, [Z7 AT U 4—/b (Firewall) 1227V v 7 LET,
ATvT2 X2 UTATNARERRLET,
ATY T3 [Tr7L—b (Templates) | ¥ 7 %7 Vw7 LET,

ATy T4 [Meraki| ¥ 7% 27 Vw7 L, 77®A2Aarba— R o—%HET S MerakiMX 73 A7 7 L—
MEBIRLET,

ATw 75 [EH (Management) ] XA > C, @[HRYU I — (Policy) ] ZEIRL ET,
ATYT6  RKOWTNNEFEITLET,

« BT LWL — L EAERT HITIE, BN Z v () 7V w7 LET,
« EFON— IV ERRET HITIE, V— NV EBIR L, [722 3> (Actions) 1A V OffERZ o (#)
7V w7 LET, WMEET— NICALTIZHERA T4 UREEZITH) 2N TEET,

s REUZ R oS T2 — NV EHIFRT D121, V— Vv EEIR L, [77 23 (Actions) |4 > T [HIR
(Remove) |ARZ > #7V v 7 LET,

e R T—NTNL—ILEZBESEIICE, T78A o ha—)L T —T7 L TIL—)LEERL, L1—L
DITOERBICH D ETFTORHE 7 Vv 7 LTA—LE2BEILET,

AFvF1  [EF (Order) 1|7 4—/VFT, RUT—HNOL—LOMBELEZERLET, Xy NUV—2 T 74 v 7L,
=D YANIBLLTIND TRE] OFFETOIRICFHMESNET,

= INIFAD—FNZFKESWTHEHEINE T, BED N T 7 4 v 7 —EREELFFOL—I, FLCFT
T4 I SN D — L ORY — L0 bR ETALERN LY 3,

F 7V TE, =T A FORBICEBNSNET, V- LDIEFEH% CTEETLIHAE., 2047
varEmELET,

ATvT8 N—nNAEANLET, BHT, A=A, BIOROREELTFEMEMTEET  +._ -

B

Note 7 7+ ZiH|fil/L— /L [£4 8T (Name) ] 1% Security Cloud Control ®/L—/v4 & LT & E
4, —J. [fE& (Remark) 17 4 —/L FiZ Meraki # v ¥ 2R — FD/L—14 L LTHbhE
To ZD2O07 4 —)L RIFAWIEFEL TV ERFA,

ATYT9 Ry bT—=T bT T4y I PN— BT 25 BICHEAT 277 v a v EBRIRLET,

*[Block] : 77 4 v 7 KT Rry P LET, T T4 07 DA AR va 3FTENE
T,

Cisco Security Cloud Control : Cisco Meraki 0 &8
[ 88 | |



| Meraki 7/3 1 20 &%E
Meraki 7> TL—+ |

s [Allow] : R T —TRABIOZEDOMD A L AT g VEREDMGERD VT T 4 v 7 HFFA L
£7

B

Note )L —L 772 a DREHZRELLIEFETCEET, T 74V NRY —DT 7 3 3 > % Security
Cloud Control "HEHETHZ LITTEERA,

ATV T KROXTHNORBHEEEREICHARDET, V774 v 7 —BREELZERELET,

* [Source] : [FEIETT (Source) ¥ 7% 27 Vw7 LT, v hU—7 (Fy hU—7 L KIEEzEDL) £
iERy U= 8T T 4 v I FRETCAR— P EBIMELITHIBRLES, 7740 MEX, [EE
(Any) ] T,

* [Destination] : [5G4 (Destination) | # 7% 27 U > 7 LT, Xy hU—7 (Ry hU—7 L KEEZE
to) FlEAX Yy NU—2 b I 7 4 v I EER— MEREBMEITHIBRLET, 7740 MEIX, (EE
(Any) ] T,

B

Note SXELBLUMELEDOF Y hU—21F, RESHEWTNIO VLAN 47 % v hNIZH 5 S E
N FET, Fl2lL, VLANY 7 Ry ERFETRE SN TWRWEEIL, 7 7 4/ RO VPN
Y73y MRNICHLLENRDH Y £, WRRFMETTE TRy PV =27 2@ —LO
BRI R L £9,

ATFY TN [H&fF (Save) 1227V v 7 LET,
ATV T2 (ToEFELTSLE2— L TRETI, AL ChOBEROEE 2 —EICREL £,

. — o
Meraki 7> 2 L— k

Meraki 7 > 7 L— M, OV A Mxy NI —7 THETE LRy NT—JRETT, flx
DY A hEXy NI—2%FT T L—hxy NT—ZIZAV RT&FET, B—-DOFT 71— |
WCEBZMZDE, N RESNDHTRXTORy NU—I7PRHBICEHFSNET, S K
EN7=% v b U —7 1%, Security Cloud Control D/NA ' K& 72T /N AL L THERTEET,
ZOREE. BALDGHCHLIBEOR Yy T —71212OR ) —%#EMAT 555 1 KE T
R
1DDT 7 L— MK LTEEDOR Y N —27 ZRET HHECOWTE, [RET V7 L—
MR LB ORy NU—7 OFH] 221 T Z &V, .CiscoMeraki7 > 7 L — I
T L— hOFE, BEOEY Ty TOFEMII OV TIL,  [Meraki Templates Best Practices |
EHMBL T &N,

CiscoMeraki 7 /XA ZADOEBLE [F U HFIET, MerakiT > 7L — F 2B L 4, H&AIZ. Cisco
Meraki % v ¥ 2R — R&EH L T7 7' L— R &3 E L, Security Cloud Control |24 > 7R —F ¢

Cisco Security Cloud Control : Cisco Meraki 0 &# .


https://documentation.meraki.com/General_Administration/Templates_and_Config_Sync/Managing_Multiple_Networks_with_Configuration_Templates
https://documentation.meraki.com/General_Administration/Templates_and_Config_Sync/Managing_Multiple_Networks_with_Configuration_Templates
https://n263.meraki.com/login/dashboard_login?go=%2Ftechpubs%2Fn%2Fx9kytahe%2Fmanage%2Fsupport%3Futf8%3D%25E2%259C%2593%26support_magic_search_box%3D%26kb_article%3D%26search_term%3D7148&sh=263

B #5000+

Meraki 7731 ZDHE |

Y7 LET, 77 L — k% Security Cloud Control (24> R—F 4 735 L, BEFEONL—I
F 72X IP D 27 b— 7" Security Cloud Control IZFEAIAE L, A7 V=7 MIE#INET, [F
Wt [BX¥= U7 47 /31 A (Security Devices) ]-X— D [T /34 ADFEAM (Device Details) ]
NA T, TUT L= M EBET LRy FU—T DN O U RENTZT A ZELTO)
KrEINET, 77— MIBEEMTONTERY —E R V RENTeRy NT—T %
Security Cloud Control 2> L EE, AH, 77143452 & HAFETT, Security Cloud Control ~~
® Cisco Meraki 7 > 7' L— b DAV R—F 4 > 7 OFEMIZOWTIL,  [Security Cloud Control
~PDCisco Meraki 7> /' L—hDFA L R—F 4 7| ZBRL TS0,

s e R

EHEAT V=7 NI EEROT A X EOR LARTE R CNEEZROA 7Y =27 FTT, 1D
DIFAT V=) NOEENEDFT V=2 FafilT 2T XTORY —I(THESTH720
WHEAT V=7 MIRY o — ORI B £,

EEHEF T2 MIZOT A 2 Tl EnET,
c)

I, (A7 Y =2 (Objects) [W—VICFERSNET, WHAT7 V=7 FEfEHTL L.

Il Wi CAT V=l FEEETE, ZOEENEDOF TV =7 FafEHT 2O FT X TORY
DT DT RY U OMFNESICR D £, G T V=7 FEMEALRWEE
. R CEERLERTXTORY O—2@ICEET 20BN H Y £5,

HEHEA 7V =7 MEET 5855 . Security Cloud Control TIEA 7Y =7 NOWNENA TV =
I NT—=TNMIERREINET, ATV 27 FORFITE -7 F LT, Security Cloud

Control TliX, A7 vV x=7 NOEFEOFEGINT, 2FEV 77y Muahio) B = —235M

NA NIFIRENFE T, FEHlAA TR Ry N EEPERMARY X M7 Ty MuEh
THEY, AT EAT V=7 MIEZBEEM TN TN LIZEREL TSN,

Objects

NETWORK ADDRESS

ARVW-DNS3

ARV-JIRA

ARW-RUMBAPCGX280 1 & Network Object

. Cisco Security Cloud Control : Cisco Meraki 0 &8



| Meraki 7/31 A DEFE

+7vzor7405 |

ATV RT4IL7E

(A7 Y =2 b (Objects) |X—T D7 4 FEMEM LT, 730 A, M, AR, BEfS
TIRRE, A7 V27 NEA T FTRIIRBIETA T V=7 FERBLET, £/, VAT AE
BATV=7 MeBOROBRA LIV THZ LB TEET,

T2 NEATTANEEERATHE, Xy NT—I ATV b, Ry VT T —
7. URLA 7 =7 b, URLIN—T Y —ERFT V=7 b, P—ERITN—T 72 DA
T NEATTTIANEY) 7 TCEES, WEA T2/ N7 4N EERTDE, T
T AN M, A= —=T A N, EITENOEEFFOA T2 VT4 NE Y T TEE
7

TINARTANBEFT V27 N T A NBEMBPEGDET, BREKRST-RBA ST T O—%
ERCEET, e xiE, ROV vy 7 I—HTHr4A7 Vs MaemBETEEd, [ME

(Issues) 11% [ARfEMH (Unused) ]OR [R¥ES (Inconsistent) ] TH VY, AND [HEA TP =7
I (Shared Objects) ] 1% [7 7 4/ ME (Default Values) ] OR [FENNDfE (Additional Values) ]
T, AND [BHEfHIF 5 T4 ~7 Y= 7 kb (Unassociated Objects) ] 28RS E T,

Cisco Security Cloud Control : Cisco Meraki 0 & & .



| R,

Filter

= Filter by Device

—

|:] Show System-Defined Objects

L)

ssues 18661 B
Unused [ 4754 ]
I:I Duplicate
Inconsistent [ 61)

e

D

red Issues

[

(0 Ignored

1 Objects

[yi]

Default Values
() override Values
Additional Values

Unassociated Objects

Unassociated

e

Object Typ

I
I

I:I MNetwork
() Protocol
D Service

(Filter) 1 %27 U > 27 LET,
[TARAATT g2 U7 (Filterby Device) ]: BIRL/ET A ATRODSIZAT V=

7 FEeRRLET,

Meraki 7731 ZDHE |

T AN BT BT, A7 Y =2 b (Objects) | # 7 DIEMO A LT[ 7 4 L2 JLER

[VATLEFREA TV =/ bDFER (Show System-Defined Objects) ] : BRI L OV7 4 L&
U O RICHRIERESNT -V AT LA T V=7 PREOONET, VAT LT T V=
7 MIEETZITHIBRTE A, —HOT /A AT, — R — A FICERER
ENEATV 27 ERBVET, CNOHDVAT AL TV =7 MIBICER S TEY,
N—LLR Y —THHTE 2D THERTT, 7 V=7 b T—TMIIFEEL DV AT A
FTV 2 MREENDIHEERHY ET, VAT LA TV MIREEITHIBRTE X

NEVR

o [[HRE (Issues) |: RMEHD, EHLTWD, FHEIAREERAT V27 MEFRLET,
EHOMBEZEIR LSS, BRLAETRTOMEIT IV DOF TV PRGN E

S

. Cisco Security Cloud Control : Cisco Meraki 0 &8



| Meraki 7/31 A DEFE

Meraki A —

Meraki O—A L v k7—4 #7015 rotert [

o AL S (Ignored Issues) | : BEFIC L o T SN -MELZ G AT V=7 K
ERRLET,

s [FHAT =2 b (Shared Objects) |: HAT7 V=7 NEaRRLET, 774 /0 ME,
F— =T 4 NE, BINOE, £72IXIN0DOMAEDETT A NE ) I TEET,

o [BEAFITF B TWeWnWA 7Y =7 b (Unassociated Objects) ] : /L—/LE72TAR Y > —IZ
BEAHT SN TN RNWT R TOA T Ve 7 NEFRRLET,

ATV NE AT (ObjectType) |: Fwy NU—I ATV b, Ry hU—2 T L—
7. URLA7 Y=/ h, URLZNV—7, —bE 24T V=7 b, =R T NL—T7 L,
BIRLIEAA TOA TV FeFERLET,

AA LT ANENTH T 74 NEEBERALT, 2y hU—7 $—VE R Fubarilost
TVl NEIATTRHEREILITKVIADET, HEOIT IV TOT X ) 71, AND
B EMAEDLENET, 1 DOHT TN TOEEERIL. OR BB EMABEDLES Z LN
T&EY,

72 ZE, 74N F Y T, RO v 7I—HTHAT V2T MEMBTEIET BIRL
72T NRARAEDOFT V27 NAND REEA 727 NAND Ry NU—0 47V =7 METZ
TV —ERAAT7 =7 b AND [group] G AT V=7 N,

ARy NT—9 AT FOER

0 —71L® Meraki k> b T —2 #4732 =2 MME, CiscoMeraki ¥ > ¥ = 78— RN TIERRLT DL EE
753% W F£9, Security Cloud Control (ZFE 724 > AR — R ZFLTUNRV Meraki 7 /31 A0 8 54

BEFEOu—INA TV 2 MITRTTANA R AR — FanEd, Arvkh—
/ﬁtﬁd) Meraki 7 73 A A3 8 55414, Security Cloud Control T7 /3A A& R LT, #H LV
Ea—INA TVl NEGAID 7,

B

GE)  Meraki * > NI =7 4TV x27 bRy NU—F ATV N IN—T%BBT 5734 X
ALY Security Cloud Control UL CA VAR — FELIFRBIESN D L, b4 7Y =7 ME

FIDRY RD—9 47V NERIIAT V=2 M A—T L LTERINET,

INLOFT V2l NBIXOA T V=7 7 L—7 1%, Security Cloud Control TlFEAH Y B

Fﬁ Lfcc @ iﬁ‘o

48 HHIIZ

Meraki DA —T o R—B 2y bD—H9 F T2 FEFRNT L TWRWEETE, CiscoMeraki
AyvaR—FRealZ4 oL, >R —FATSzH M IcBEILT, n—hrA4 7 V=
I REF T2 NN ICRELCT /7 EALET,

Cisco Security Cloud Control : Cisco Meraki 0 & & .



Meraki 7731 ZDHE |
B veakity bo—sF IOy rERRRY FO— T L—TOEREIZEE

FIE

ATYT1 Meraki ¥ v aRh—RiZa /AL, a—hINFT V=l NERIIa—IN ATV =s b I A—TZEk
LE7, FEMIZ oW TIEL,  [Network Objects Configuration Guidel] ZZH L T 72 &0,

AT w72 Security Cloud Control (22 7' > L £,

3£ : Meraki 7 /34 A % Security Cloud Control {ZE 724 2 R — K L TWeWEEIE, #EIZ-DU T Security
Cloud Control ~DOMX T /354 ADA L R—F 81X—V) 22RLTLLIEEN, TS AEFVR—T 4

VIFBE BEOTRTCOF TV Fb A v R—F 4 vV SET,

ATv73
ATvT4

EMONA > TEFAVTATNRAR 27 ) v 7 LET,

Meraki 7 /3 A& O TREIRL, 73 ADITREHERSNDLDICLET, T4 ADAT—H
FESBE SN E L] TR TWET, HRIOSA T A OMER] 2RI L TT /31 2 ORI
BMSNTZEE 2 MRS D0, MRS ETIERE] 2R L T~ TOMMRER 2 &R L7,

Merakiry kD —90A Tz bERIERY FIT—9 5 IL—TDER
F=3iRE

MX 7 /3A Al Firepower 358X NASA #*y k=94 TPz 4y FEFRUEXEZMH L, CIDR
KL CTRINIZAA M, IPT RLVA, FEV TRy N7 RLREZEDDLZENTEET,

FYRT=OTN—TE, Xy NU—IFT7 Vs b, TA—TI5BINT 5 EDOMOfE %~ D
T RUVAEREIH TRy boav sy a Ty, xRy NI—7F TV hexy NT—2 T
N—T1x, T 7B AL— L THEHENFE T, Security Cloud Control ZfH LT, v hU—7
FTVx2 T Ny NU—T T N—T2AER, @AY B, BLOHIBRTE £,

Xy FU—=2F 7V =27 MIBIMTESIPT KL A

. Cisco Security Cloud Control : Cisco Meraki 0 &8

TIN4 R & 4 |[IPv4/IPv6] UL TR |7 RLREH |SE2EH KA | CIDR REEEIC
~ (Device L X ez KB THRy
Type) ~

MX IPv4 BTN PSR et RIS



https://documentation.meraki.com/MX/Firewall_and_Traffic_Shaping/Network_Objects_Configuration_Guide

| Meraki 7/31 A DEFE

Meraki # v k7—5 475z rofi [

Note

77 7 R42ft%! Firewall Management Center 237 72 MIT 704 STV LA -

FTD, FDM, 721X Cisco ASA X v NI = 4T V= NI N—T % [TV =7 b

(Objects) | ~—TTIERT 5 &, A7 V=7 hOa b —»n 27 7 v FEHUE Firewall Management
Center | HEBNIZEBINSIVE T, ZOWBAEERTT, 612, [EEDREHFOT /31 A (Devices
with Pending Changes) | -X—JIZlE, [Fy NI —27 ATV =7 Foft L EB (Discover &
Manage Network Objects) | BNAH NI/ > TV5 A2 7 L I A Firewall Management Center = &
oy FUMERSNE T, 2O MInHAT V=7 FEBRBIRL, 260+ 7 V=7 b
WL § 5 47 L I A Firewall Management Center (Z &R CT& F97,

Note

7 7 v REgMA Firewall Management Center 237 2 MZT 70 A STV DHEHE -

CiscoASA, FDM, B LU FID Xy U =2 AT V=7 bR N—TITMA T EE L, T
5 7 Z U Rig{tA Firewall Management Center R VU —27 47 V=7 NI N —FT KM E

NET, I, [EEBRETOT /314 A (Devices with Pending Changes) |-~X—I21%, [ v
NO—2 47V x7 hotH L EHE (Discover & Manage Network Objects) | 23072 > Ty
% F 7L X A Firewall Management Center Z &[22 MU BMERESNET, ZO=> MU »
ODELETIRL, TNOLOAET V=V NR3d D 47 L I A Firewall Management Center |2

FCEET,

WD R—=I Xy NT—I T 27 bERIIITNV—TZEIRT A . Mo —
MHEDOF TV FERIFINA—T1FHIRENET,

Meraki 2y T —9F T 9 FOER

Procedure

B

Note

7 7 7 R Firewall Management Center 237 > MIT 70 A SN TWDHIHE -

FTD, FDM, F721Z Cisco ASA X NI =0 4TV =) MR N—T % [TV =7 b

(Objects) ["X—TTHERTH &, A7 V=7 hOav—n 7 J v R Firewall Management
Center \[Z HENIZ B SN E T, TOWLERETT, I 61T, [BEEMRETOT /A A (Devices
with Pending Changes) | <—IZiX, [*y NV =747 =7 O & E B (Discover &
Manage Network Objects) | 23272 > T 5 4 27 L X X Firewall Management Center Z &
W FUBMERESNE T, 2O NI F T V=7 FERIRL, 26047V =7 B
W3 L3 % 427 L I A Firewall Management Center (Z &R T £77,

AT 71 Security Cloud Control D7R—AL_— T, [7 74T U+ —/b (Firewall) 1227V > 7 LET,
ATvT2 FORAL o THITDz O MR v LET,

Cisco Security Cloud Control : Cisco Meraki 0 & & .



Meraki 7731 ZDHE |
B veraki =y k-2 5 L—F ot

ATv73 %7 Vw7 LTHmE, [FTD]>[#v kT7—% (Network) 1E72I1EX[ASA] > [+ Y kT7—% (Network) ]
Vw7 LET,

ATV TE ATV NMAEANTILET,

AT TS [Fy hT—2 4TV =27 FOER (Create a network object) ] Z 3R L 97,

ATw 76 [l (Value) 127 a T, H—DIP7 FLALIZCIDRERL TESINDI Y Ty FT FLAEZ AL
£7

ATw 7T B (Add) 15227V v LET,

ATYT8 (TolEHELT L Ea— L TEMT L2, L TOHOEBOEEL IR LET,

Meraki 2y kT —9 5 IL—TDERK

Iy NI =T TN—TF1%, BEOXY NI — I F Ty FEFIZIP T RL A TR SNE
7,

Iy NI I N—ThFy NT—0 4T V= s NTHERT 25581, Fiio Xy hUv—7
FT7 Y= bOER) OFMEEERA LT, IPT7 RLAZEIZEOR Y NTV—s 4T V=7 b
EAERR L ET

B

Note < 7 RHZAL Firewall Management Center 287 2 MIT 70 A STV DHFA -

FTD, FDM, F721X Cisco ASA X NI =0 4T V= NI N—T % [TV =7 b

(Objects) " X—Y TIEKRT DL, A7 V=7 hoav—n 7 7 v R Firewall Management
Center |[Z HEBNIZEBMNSIVE T, ZOWBEERTT, S 62, [EEDREHPOT /A A (Devices
with Pending Changes) | -X—JIZiE, [Fy NI —27 AT V=7 Foft L EB (Discover &
Manage Network Objects) | DNAH NI/ > TWVD A2 7 L I A Firewall Management Center = &
W FUDMERRENE T, 2O NI T V=7 FERIRL, 26047V =7 K
MB35 A7 L I A Firewall Management Center (ZJEBH T £,

Procedure

AT w71 Security Cloud Control D7R—AL_X—T, [Z77 AT V4—/b (Firewall) 1227V v 27 LET,
AT v T2 EMO Security Cloud Control 7B/ — g > _"—T, ATV H %227V w7 LET,

ATv73 %7 Uo7 LTH6, [FTD]>[1ry kT—% (Network) [E72I1Z[ASA]>[#Y FT—% (Network) ]
OWTIE s Uy 7 LET,

ATV T8 A7V NAEADTLET,

RT9TS [y hT—27 7 —TDOVERL (Create a network group) ] Z &R L £9,
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| Meraki 7/3 1 20 &%E
Firepower v kT—54 IS4 hErEry kT—2 5 —T0hE [

RT9T6 [A7 V=7 FOEM (AddObject) 1227V v 7 L, VARNLR Y NU—I 4T V=7 FEERIRL T,
(&I (Select) 1227V w7 LET, LERTRXTORy NT—7FT V=7 MiBNTHET, ZOHE
IR LET,

ATy 7T BN (Add) 1227V 27 LET,

RTYT8 7o EFEL5T L E2—LTEMT LI, MHELTHOEEOEE 2 IR L £,

Firepower %y FJ—90F Tz ) bFERIERY FT—0 T IL—TDiREE

B

Note < 7 N2 Firewall Management Center 287 > MIT 70 A STV DHFA -

CiscoASA, FDM, BLXOFID Ry bV =7 ATV =7 bR N—TITMATZERIL, &I
% 7 7 v R Firewall Management Center % NV —27 47 V=7 hOV )L— 71T &

NET, S5, [BEDRETOT N1 A (Devices with Pending Changes) ]~X—1Z1%, [F v
NT—2 477 O EER (Discover & Manage Network Objects) | 23 ZhZ 72> T
% A7 X A Firewall Management Center = & (2= b U 2MERENET, 2O U »
ODEHEZERL, ZhoDOF TV =7 M)3d5H 47 L I X Firewall Management Center (T /i

FATE X7,

WTFNNDR=U B Ry NI =0 F T2l NERIIIN—T 2l 5 L. miF0o—
NOFDOLF T2l FERIITNA—TITHIBRESNET,

Procedure

AT 71 Security Cloud Control D7x— L= T, [Z7 AT U 4—/b (Firewall) 1227V v 7 LE7,
ART9 T2 EMORL L TAITSzO b2V 7 LET,

RTVT3 ATV NTANEERBT 4 —V REMFHLT, fET 247 V=7 beRoTET,
ATV T4 FETHAT V=27 FEBIRLET,

ATy TE [ (details) 131 >0 [fith (edit) 18K & %20 v LET,

AT9T6 BROFIETIER LIZDOLRIUFIET, XA TR TRy 7 2ADEEREL £,

ATy TT [#RFE (Save) |27 U w27 LET,

AT 78 Security Cloud Control (%, BEHEDEELZIFHR) —%FKrLET, [MiE (Confirm) |22V v LT,
FTVx20 M EXDOREEZ T HRY) =~ DEHEEHELET,

ATYT [TolEHAELT L E2— L TEMT 2, ML TOHOEBOEEL—EICELET,

Security Cloud Control Dy FJ—0 A TPy bETIL—TDHEIRK

7 7 v R42fE! Firewall Management Center 237 7> MIT 704 SPLTWDHEE -
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Meraki 7731 ZDHE |

B Veraki 751 RISBR A EREE TS -

—

Meraki 77\

FITCIO P RX—=UNERy NV = F T V27 bERFITNV—T%HIRT 2L, 770 i
{7 Firewall Management Center O & TV 9 b R—=U MWL EEHT L7y NIV—I 4TV
FNELIZIZ V=T DHIERESNET, FOHHEETT,

1 RIZEERMITONEAT TV b

Meraki 7/3f A CERINDIA T FZDUVT

Meraki % v > 2R — Ri%, 77U bAD Y RT 72 AG[#HL— LV OREGETLE L 0% 7 1 —/L R
WCHRESNZIPT RLA, Yua hair, 73R — Mo 7 —7%2FRHA L Ed, 4o R—
T 4> 795 &, SecurityCloudControl (X, IP7 RL A& Xy NU—T 4T V= MIEHL,
TV r—varAvYoTae NaiE Y — AL TV VERIZTa hart ey
MIZEHL £,

Security Cloud Control @ 1 DD /L—/ L3 K v ¥ 2 78— R CTHEE OV — VBB S5 ATREMEN
HYFEF, oL 2 TCP 7w h=a/L & UDP 7'1 f a /LDl i & &t ASA 7w ka7 L—
7% Security Cloud Control D H— D7 7 & ZHilifl/L— /W IZBNIT % & Security Cloud Control
I% 1 2 Security Cloud Control /L —/L & % v ¥ 2R — RNOEH DOV —VZEBR L E3, £
#BoON—iE, TCP 7 u haLia&ie 1 DO/L—)LE UDP 7 haLix&ie | DO/L—)LIC
Y ET,

Meraki % > 3 = 78— R & Security Cloud Control (&5 5 % CIDR 7 % v hERida AR — K~ L
TNLZEICERELTLEIY, VA VI3RS v TFA L E—T oA AL MXT A ALAT T
R OFEHNZ OV TIE, Meraki 7L PR_R—=2 BB L T E &,

Security Cloud Control @ Meraki 7/\4 X CERTZE54 T4 +

Security Cloud Control (2%, MXT A ZAEHOA TV =7 MIH VY /A, RV IZ, FID,
FDM B LV ASAF T V=7 MEERRERITIA L, 7L RACEBSNAL—LZINHO
F TVl NEBEMT DI ENTEET, Meraki IIZTFTD B L OASA AT V=7 | ED5E
ERABNENR 2N, MXTNA ANF TV =7 &R 2 5EICET L0 L S0
FR23d 2 ATHEMER & 0 £,

FTD, FDM £721X ASA 47 ¥ =7 b & MX T A AT A &, 2047 V=7 Fndt
HEINDEZDZEIEELTLESY, Bl oniztA 7Y/ h~OEHIL, 0D
*7/37F#iﬁéﬂfwéﬁmf®7ﬂ4xuwmb\?N41®&Ex%—&xmu
[RFH (Not Synced) | EFERSNET, FEMICOVWTIX, HEAA 7V =27 b)) 2L T
<ﬁé%oﬁf&m&%_%ﬁﬁéﬁm%@ﬁ7/mﬁkﬁm_owfu\:@&_y@T%
WERINTWD [BEERE] BZ7va vz TSN,

Meraki (X, IPv6 7 KL A F 72X FQDN 2547 V=7 et HR—FLTWEHA,

Security Cloud Control DA 7 ¥ + Meraki & DE#EH V)
A= = R VS /AN TCP, UDP, ICMP
Py NO—0 X7 B O

. Cisco Security Cloud Control : Cisco Meraki 0 &8


https://documentation.meraki.com/MS/Layer_3_Switching/Layer_3_Switch_Example

| Meraki 7/31 A DEFE

Meraki 7/34 2 (<B@Et 3 >h 2175z + [

Security Cloud Control DA < x4 k Meraki & DE#EH Y
Xy NO—7 T—7F O

=X F T b O

ASA Y —ER T L—T %

FID y—E R )L—7 x

Meraki 7 59 KOO—AIL 2y b D—9 AT b ELUA TSz H WL —T

PRy "NT—=0F T2 Ve FT V=T NIN—=TFERT DL, MerakiT SA ADT 74T
T A== )V EHBICEERTEET, I, 77A T VA —NA—NREDT 7 AR
Vy—THHATELIPY 7Ry hBEXOFQDNOZ~LE LCHREL 9, MLIP Y7 % v
F°FQDN 2 4 2 DOT 7 ¥ AR V—%2BETLIMERNS HEEIE. Fv hT—2 4
T2V hEEELT, T _XTORY —IC KIS 572105 T, ﬁﬂ%“)ﬁf 1%, Meraki # v
VaR—REFEHALT, INo60A 7V FEERBLUOETETHXLERH Y £7, BFEW
DEFETHAY NT—I ATV Faeflio TN TE D0 OV TIEL, Meraki @ [% v b
T—IF T2l bONATA N [BFE SR LT E30,

B

Note

Meraki Ry NI =7 ATVl Ry NI —7 ATV =27 b TN—TE2BWT 57 /34 A

X E DY Security Cloud Control UL IZA > AR — RELIFFRB s L, o047 V=7 M
FID®Yy FI—H ATz H b LTERENET,

INLDOFT V2l NEBXOAT V=7 b7 —1E, Security Cloud Control CTlIEEAM Y E

BRIz ££9,

Security Cloud Control T® Meraki JL—/L D3R

FRAADRY VR PO AT Vw7 R EFRT D0, T AESNTAT V=7 |
N—=ThE T4 NZUBTEET, R ==, 77 EAFHAL—LDOFR, FWE. B
F O~ 2 % FITTE E 9, Security Cloud Control I%, Meraki % > ¥ 2R — KnH07 7 b
Ny RV—=VE ATV el hDT 7 AGIHNL— VT EWRT 5729, Meraki # > & 2 7R —
RO —v T a ha VORTIPERINDIGERH Y £9, IROFEIL, Security Cloud

Control ~DTNA ADE U R—T 4 T RZET LI2#OT e ha/LOF LWARTEZ R LTV
ij‘o

Meraki % v & a7 R— K TDJL—JLFE (£ 7O |Security Cloud Control TDJIL—)LE=FA T

FaLdA~y F— Sy bDOAYF—

RY — e

[/ —AIP (SourceIP) ] Iy NIT—I ATVl NERITRY FU—
7 ITN—7

Cisco Security Cloud Control : Cisco Meraki 0 & & .



Meraki 7731 ZDHE |
B Veakiv—Ex4 Ty FOfEEELILEE

Meraki % v & 1 7/h— K TOJL—JLEF=(FF 0O |Security Cloud Control TDJL—)LEF=1EA T

LAy F— CIH rDAYHE—

[565CIP 7 KL A (Destination IP) ] Py NT—=IFT V27 VERITFR Y FU—
7 InN—7

#fE7EA— b (Source Port) Py RNT—=IF TV =27 bERITRY FU—
7 ITN—7

[464C7H— b (Destination Port) ] Sy NI =0 F T2 VERITIRY FU—
7T N—

vAXY3T T r—ary7a ban AN—hk (Fabarrsn—7 K—hrI7L—
7 EEY—ERF T R)

ROBFNL, Meraki % > 2 2 R— RNHOT 7 h/3T o R/L—)L )3 Security Cloud Control T &
EOERREINDDERLTVET,

Meraki H—EXA T2 9 FOERE-ILIRE

Y—EXFTPz) FOME

P—E AL TV xs ME, TCPAIP ' 1 ha/L bR — a2 ETHHRAHAMiERa R —F32 b
T, Security Cloud Control |Z, ZNWHDA T V=7 b —EAF T 7 & LTHH
F7, MX 734 AR T % &, Security Cloud Control (347 Y =7 M ~7'v ha/LEiziX
R— NEPHICZH L FE 9, Security Cloud Control 23 Meraki 7’2 b /L& 47 Y =7 b & LCHL
Y2 HIEOFEMIZ OV TIX, Meraki 7 /34 AZBESTIT VD472 =7 b, onpage 98% &
LTS 7ZEN,

Y—EXF T2V FOER

Procedure

AT w71 Security Cloud Control D7x— L= T, [Z7 AT U 4—/b (Firewall) 1227V v 7 LE7,
ART9 T2 EMORL L TAITSzO b2V 7 LET,

ATvT3 7 Vw7 LTnb, [FTD]>[U—EX (Service) | £7-1X [ASA] > [H—EX (Service) 1 %7 VU v
7 LET,

ATYTE A7V ML EHHEATLET,
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| Meraki /314 X DHRTE
y—ezsn—T5t57% |

AT TS [h—E 24T V=7 FOVER (Create a service object) ] Zi®IR L F 7,

RT9T6 [P—ERAZ AT (ServiceType) | h¥Z %7 Vw7 L, A7 V=x7 NaelEkT 2570 ha L a@&RLE
R
AT RONTNOLOT 7 v a w7 T, 7a harzi#ildaEHRE A LET,

* TCP £721Z UDP R— b DFFEDR— "EFE AT LET,
¢« ICMP 721X ICMPv6 A v —T X A4 FRERLE T,
e [Z0f) OV —bE2ZATERINLZHGAIZ. VA ROSLTCPIP 7 v haid 1 DN L F97,

ATy 78 B (Add) 1227V w7 LET,
ATYTY [ToEEEAST L E2—LTEMAT LI, L THhOEEOER 2 —EIZERE L E9,

Y—ERXRTIL—TEERT S
Procedure

AT 71 Security Cloud Control D7R—AL_—T T, [77A4 T U4+ —/b (Firewall) 1227V > 7 LET,
ATV T2 FORAL o THITDz O bR Y v LET,

ATvT3 7V LThb, [FTD]>[Y—EX (Service) | 227V v 7 LET,

B

Note Meraki |Z ASA V—E XL —TF%2HR—F L TWEHA,

ART9Td FT7Vx7 "N EFAEANDNLET,
RT9 TS [—ERZNL—T DO (Create a service group) ] i8R L E 7,

ATYT6 [TV =7 FOEM (AddObject) 127 Vv 7 L, A7V =7 F&@R LT RIR (Select) 1227V v 7
TEHZLETHMEOF TV FEBINLET, ZOXAT v 72 BVIRLTCESICFT T V=27 FEZBIMLE
—3‘0

ZRFYTT $—ERAT 2l b EH—EREOY—ERT A—T ~DENHBET L5, [EM (Add) 157 U v 7
L\i—a—o

RTYT8 [ToEFEL5T L Ea—LTENT LI, ML THhOEEOET L IR L E7,

Cisco Security Cloud Control : Cisco Meraki 0 &# .



Meraki 7731 ZDHE |
B s cxtovz0 rErys—ErIL—TokE

H—EXRA TPz bERIFV—ERTIL—TDHE
Procedure

AT 71 Security Cloud Control D7x— L= T, [77 AT U 4—/b (Firewall) 1227V v 7 LE7,

ART9 T2 EMORSL L TAITSzO b2V 7 LET,

RTFYTI AT V=2 v 2T 4 NE VT U CHRET DA T V=l VRO, AT V=20 N T TN THT V=l
MBI L £,

2Ty T4 A T, [ EdiY) 1Y 22V v s LET
ATV TS FROFIETIER L= LFH U FET, ATl Ry 7 ADMEHRELET,
ATYT6 [R1F (Save) 1227V v LET,

AT w71 Security Cloud Control (%, BEDHEELZIFHRY —%2F R LET, [MiZ (Confirm) |27V v 7 LT,
FTV 2 N ZORBEZTOIR) —~OEREHELET, T T, 7Y =7 % Meraki R U
V—TCHEHT AN TEE LT,

RTYT8 [ToEFELT L Ea—LTEMT I, FHELTHOEEOERE L2 IR L7,

Firepoweery kD —0F TV FEIERY bT—0 T IL—T DR
&

B

Note < 7 RHZALH Firewall Management Center 287 2 MIT 70 A STV DA -

CiscoASA, FDM, B LU FID Xy NV =7 AT V=7 RN —TITMATEE L, iT
% 7 7 v REgAA Firewall Management Center % NV —27 47 V=7 hRV)L—T 1 &

NET, B, [BEDRETOT N1 A (Devices with Pending Changes) ]X—IZ1%, [
NTD =247V =7 O EER (Discover & Manage Network Objects) ] 23 ZhZ 72> T
% A7 L X A Firewall Management Center Z & (2= b U 2MERENET, 2O U »
ODEFEZERL, ZhoDOF TV =7 3D A7 L I X Firewall Management Center (T /i

FATE X7,

WTNINDR—=UINbRy NI =T FT7 V=7 NETIIIN—TZHIRT 5 L. mFOR—T
MOEDOF TV =l NEIZZNA—TITHIBRSNET,

Procedure

AT 71 Security Cloud Control D7x— L= T, [77 AT U A4—/b (Firewall) 1227V v 7 LE7,
ART9 T2 EMORSL L TAITSzO b2V 7 LET,
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| Meraki 7/31 A DEFE

ATv73
ATy T4
ATvTH
ATv 76
ATy I1
ATvT8

ATvT9

Firepower v kT—54 IS4 hErEry kT—2 5 —T0hE [

FT2 T N T ANEERBR T 4 —/VREFALT, WMETEIL TV =7 beROTET,
WETAIFT TV =7 FEBIRLET,

[EE (details) |31 >0 [itE (edit) [RZ> ¢ %2V v LET,
Bk O FMECIER L= L7 UHIET, AT a7 Ry 7 ADEERELET,
[fRTF (Save) 1227 U w7 LET,

Security Cloud Control 1%, ZHED¥BEZF 5K Y v —%2FRLET, [ (Confirm) 1227V v 7 LT,
FTV ) N ZORBEZTHR) = ~OEEEMELET,

ol EF 25T <L E2— LTRAT L2, HELTHOEBOER 2z —EICREMAL £,

Cisco Security Cloud Control : Cisco Meraki 0 & & .
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B orrepover v o bO—H 4TS s bERRRY FO— T L—TOEE
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/rh-7=:=
5 2

FoR—=T4 T EN=TNARAEREDE

35

TOBETE, FUAR—F 4 T ENTET AL ZADF NS, ZABEOBEBIZOWTHBH LET,

» Security Cloud Control Firewall Management TP 7 /XA AD IP 7 K L ADZEH  on page 105

» Security Cloud Control Firewall Management T /N4 A4 DZEH | on page 106

e TNARELHF—ERADY A hDT Y AR — I, on page 107

« TONA AFEDT 7 AR — 1 (108 ~—)

o TINA ZADINY 7, on page 108

» Security Cloud Control Firewall Management ~M 7 /N4 A —FEF45E#E, on page 112

o« MR COT /NA ADFHE, on page 113

« T ZGEAEOHBBIROK (113 X—)

o TN R ) — N DVERKL, on page 113

» Security Cloud Control Firewall Management 2> 5 D7 /3o ZADHIER (114 ~<—)

» Firewall Threat Defense 7 /XA AD /N 77 v 7 (114 =—)

« Security Cloud Control Firewall Management % 41 L 7= Firewall Threat Defense 7 /34 A D& £
(115 =—¥)

X2 VT 4T AOPE (116 ~—2)

» Security Cloud Control Firewall Management 7~V X7 4 L& U 7 (118 X—2)

« Security Cloud Control Firewall Management O ZEZFEEEDE (119 =—)

Security Cloud Control Firewall Management TD 7 /N1 XA D
P7FLADZERE

IP7 KL AZMH L CTT /3A A% Security Cloud Control Firewall Management (24> 7R — K3 %
& . Security Cloud Control Firewall Management TIXZ D IP 7 K L ANT —Z N— R | TRFF &
. THAREOBEIEHINET, 730 ZAD P T FUANEHEINTZHAETEL, Security
Cloud Control Firewall Management |[ZfR{FSALTWDH IP 7 KL AAHHH LT, # LD\T (NS

Cisco Security Cloud Control : Cisco Meraki 0 & & .



FoR—F Ao TENETA ZEEOEE |
. Security Cloud Control Firewall Management TD 7 /N1 R ZDERE

IC—E&E 5 Z LN TEFEJ, Security Cloud Control Firewall Management CT7 /3A AD IP 7 K
VAZEELTYH, 710 AOMRITEE SN ER A,

Security Cloud Control T7 /3 A & DIEEICEHTLIP 7 RUAZEET 521X, ROFIEE
FATLET,

Procedure

ATYT1 X2 )TATNAR ZEIRLET,
ATY T2 [T34 A (Devices) |47 %7 U7 LTTNA A% ROFET,
ATV T3 WHRTANAREZATDETH0 Y v LET,
T AVEERE L RRBEREEE A LT, MERT AL RAERDTF LN TEET,
ATV T4 IPT RLVAZEET LT A AEERLET,

AT9 TS [T ADOFEM (Device Details) XA > D ET, T4 ADIP T RLVADHIZH DIRERZ 27 U >
7 LET,

Nashua Building 1
. ‘\

ATYT6 74—V RIZHLWIPT RLAZANL, HOOF = I RZ %7 ) v 7 LET,

TNA ZAARITEF I NN 2D, TN, AD [EEAT—H A (Configuration Status) ] 1Z1%, 5l EfHix
[[F#AFE A (Synced) ] EFRAINFET,

Security Cloud Control Firewall Management TD 7/ \1 X £
NESE

TRTOTNA A, FT)V, 77 b—F, BLOY—ERIZIL, Security Cloud Control Firewall
Management ~OD 7 > AR — R E I IZIERFICAFTIAT T 6N E S, 710 ZBERORELE
BFETIZ, TOLAMEERT LI ENTEET,

Procedure

ATYT1 EX2YTATNAREBRLET,

ATY T2 [T/3 A (Device) | #7527 Vw7 LTTNAAERDOTET,

RTYT3 ARIEEET LT A AEBRLET,

AT Y T8 [T ZDFHH (Device Details) 134 > D LT, T, AL ORI H HIERZ %22 ) v 7 LET,
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| #oR—F 1o FEnt=-F\( ZBEDEE

FR4ze9—EzOY R koo 2t—+ [

Nashua Building 1 7y

ATYTS 74— RITHLWARTIEZANL, BEOF =y IR RZ %) v 7 LET,

TNRA ABRITEE I NIRRT, T3 AD [REAT —H A (Configuration Status) ] 121X, 5l &=
[F#AFE A (Synced) | EFRmINFET,

TFINAREY—ERXDYAFDITH RAR—F

ATy T
ATy T2
ATvT3

ATvT4

ATvTH

ATvT6

Procedure

ZORETH, TXA ALY —EADY A b E2ar~RUIVME (csv) 77 AT AR—
c9 2 FEIZOWTHIHALET, 2RI L7z 5. Microsoft Excel 72 ED AT Ly Ry — b
TV r—2arTT7r7ANVERWTC, UANADT AT LEBW_EXTD, 74V ZUBRL
7= cEET,

T AR— NRZ L, [T A (Devices) | ¥ 7 & [T 7 L— b (Templates) ] ¥ 7 Difj
FTHEHATEET, BIRLIETNNARAFATHT T, T ADEMEZ I AR— 52 L

TNARAEY—EADY A Nex 7 AR— T DHRIC, TANEXAL %R T, =7 AFR—h
L7EWEBRDS [EX 2 U7 ¢ 7734 A (Security Devices) | X—IZER SN TWNDHNE I 0%
RLET, TRXCOT AN %7 VT LTTRTCOEIENGET NS R LY — R ERKRT D
N, TANZEEH L TT AL AL —ERAO—#E2RRLET, =7 AR — MEREIZITBIE
[EX=VUTF 47 /34 A (Security Devices) | —VIZEREINTWDHIEROLNEG ENET,

Security Cloud Control DR —ALX—T T, [ 74 T U4+ —/v (Firewall) (227 V> 27 LET,
XAV TATNAREERNLET,

[T /34 A (Devices) | ¥ 7 %27V w7 LTT A AERDIFHM), [T 7 L—1b (Templates) | ¥ 7 %7
Uo7 LTEFAT AL Z%EROFTET,

WY T NAARBA T ETH Vw7 LT, ZDOXZT DT NA ADFEMET I AR—RT 250, [TXC
(Al) 1227V w7 LTETRTOT A Apbifffiaz = AR — K LET,

TANIZBIOBEMEZH N LT, BERT A ZAZROT 5 ENTEET,

[CSVIZY R N &7 AAKR— bk (ExportlisttoCSV) 127 U w7 LET,

CEEED o

&

=+ Create Template + Onbaard

Tur T ERERENTEDL, osv T T ANVERIELET,
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AUR—FT 4 VT ENETHRA REENER |
B 7 rxszroxszr—t

ATYT1 ATy Ry —h T 7V r—arTesv 7 7 A NVERWT, REWVNEZTZD 7402 ) 7 LT120
TAHZENTEET,

—

TINAREBRFDIY AKR— bk

—FIZZ I AR— N TELTNA ZHREITLI DT T, ROFIEEZFEH LT, T34 2ADH
T ISON 7 7 A iz AR— T~ LET,

FIE

AT w71 Security Cloud Control D7 —AL_X—T, [Z77 AT V4 —/b (Firewall) 1227V v 27 LET,
RAT9T2 EX2YTATNAREBRLET,

RT9 T3 [T/31 A (Devices) | #7527V w7 LTTNAAERDITD0, [T 7 L—1 (Templates) | ¥ 7 % 7
Vo7 LCTETFAT AL ZA%EROFTET,

ATV T8 WERTANARAEATDET 57 v LET,
T AV RRE L RIRE M LT, BERT AL A2 ROT 5 ENTEET,

ATV TS UERTNA AZRIRL T, MiRERLET,
ATwF6 [77 a3 (Actions) ]34 T, [RED=ZZ AR— bk (Export Configuration) | Zi&R L 7,
AT 77T [#2 (Confirm) | 2R L T, HEZISON 77 A L& LTRIFLET,

TFINA ZRDHNERY) V5

SR = A~DINA 28—V 7 ZERL L. Security Cloud Control TEHE$ %7 /34 A (ZBif
MIFHZENTEET, ZOWREZHEHL T, WTRhOTF AL 2D =L~ FR— % ~D
BRIV > 7 B CEET (( ZOBREEHEHAL T, BV, R¥ax b V—
A A% wiki, ERITEIRLT-FOMO URL ~D Y v 7 ZER T& £97, LB Y
VI ETNAREEMT A ENTEET, LY 7 ZRFICEROT S A A B
HZEHTEET,

External Links

&' Search

Add External Links @

. Cisco Security Cloud Control : Cisco Meraki 0 &8



| AoR—F 1o ENt-TNRARAREDER

Friq z2psonsy v ok ]

TERRL72 Y U 7138 I THEFEETE E TN, BEOEX 2 T A BHEFEDY FHA, 72L&
I, ATV I AT, X VPNERZ T L TRED URLICT 78X THZ LIk -
TRy NI =7 IZERT H2RER S 556, ZOEMBIFH R S ET, BENFFEDURL
Z7my 7 LTWDHEE, ZROOURLIZSIEHME T vy 7 SET, RS TWZ2UWURL
Fol EREHIRINLET A,

locationZ= 2§

URL ([ZHAIATe Z & 3T E D {location} ZHAERL L E L1z, TOEBITIX, T/31 ZAD 1P
T RUABRATISNET, RIZHEZRLET,

https://{location}

WZEIFELE T,

TINA A DHVERY 2 DAERK

ATy I
ATy T2
ATvT3

ATy T4
ATy TH
ATvT6
ATy 717

ATvT8

Security Cloud Control DR —AL~X—C, [77 A4 T U+ —/b (Firewall) (%27 V27 LET,
XAV TATNAREZRIRLET,

[7 /34 A (Devices) | # 7 %7 V7 LTT A AERHDT LD, [T 7 b— 1 (Templates) | ¥ 7 % 7
Uy 27 LTETNAT A ZAEROTET,

WEIR T N_RARABATORTE2 7Y v LET,
TNA AFEFTETVEERLET,

T4 VHTEBE E R EE A LT, MERT NS REROITDHZ ENTEET,

[#ME8Y > 2 (External Links) ]1& 2 2 3 @ [l (Details) ] <A 2V 7 OA4HTEZ AT LET,

[URL] 7 4 —/V RIZU 27D URL Z AN LET, B2 URL 245 ETD2MENRHY £3, L& 2T, &
A a DA, http://www.cisco.com & AT L E T,

[H%E227 Vv 27 LT, Vo7 &T " 2@ £,

~DHNERY T DR

% Security Cloud Control 7> & EL#2BH < fEF] 72 HEZKITR L ET,

ATV TN EOXRSL o TEFa)TATNAREZ7 Vv 7 LET,
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AUR—FT 4 VT ENETHRA REENER |
| e VP

ATV T2 [T/34 A (Devices) | X7 %7 Vw7 LTCT A RAERDF 50, [T 7 L— 1k (Templates) | ¥ 7 %7
Vw27 LTETAT N, A& RO ET,

ATV T3 BUHIRTANAREZATDETH0 Y v LET,
T A4 IVAKERE L RRIERE A LT, MERTANA AERDTHZ N TEET,

AT T8 TARARAELFETVEERLET,
AT TS FRIOFEMASA v, OB Y > 7 (External Links) &7 v a cBEI L9,
RTFYT6 EDV I DLAFIEATTLET,

AT w71 https://{location} % [URL] 7 4 —/L RIZAJ) LE T, {location} BEIZIX, T /31 ADIP T KL ARATE
ET,
ATYT8 [+ Ry A&7 v 7 LET,

BT NAXDNERY) > DYERK
Procedure

ATYT1 EFXaUTATNAREZBNLET,

ATF9 T2 [T34 A (Devices) | Z7 %27 Vw7 LTTNRNAAERDT DM, [T 7 L—1 (Templates) | ¥ 7 %7
Vo2 LTEFATNAAL A5 RO E9,

RT9 T3 T A AXATORT %7 ) v LET,
T 4V HBERE L RRERE A LT, MERT NS RERDOIT LI ENTEET,
ATV T EEOT AL ZAEITETVERRLET,
AT TS HRIOFERASA 0, MY 7 (External Links) 1 &7 v a BB L7,
ATy 6 Vo oL4RiE AN LET,
ATV T RONTNOOFEEEHLT, 77EATLHURLEASLET,
« LLF&#URL 7 4 —/LV RIZAD LET,

https://{location}

URL 7  —/L RIZAJJLE T, {location} ZHUTIX, T35 ZADIPT RLARAN SN ET, ATk,
T3 20D ASDM ~DHBE) U > 7 BERR SV E T,

*[URL] 7 4 —/V RIZY 7D URL Z# A/ LET, 5B URL ZI5ET HLENRH Y £7, 722X
TR aADE | http://www.cisco.com & ATJ L ET,

ATYT8 [H &7V vy LT, Vo7 &T A AEMEMTET,
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| AoR—F 1o ENt-TNRARAREDER
sy o omeEaan i

SNERY U DIREF = ITRIER
Procedure

ATV EF2UTATNARERRLET,
AT T2 [T314 A (Devices) | #7577V w7 LTT A RAERDTF L), [T 7 L—F (Templates) | ¥ 7% 7
Uy 7 LTETAT AL Za RO £,

ATV T3 WERTNAREATDE TRV w7 LET,
T A NVARERE L RBERE A L T MBERT NS R EROT L ENTEET,

ATV T8 THRAREFTETVERINLET,

ATy TS G, T, [AMEBY 7 (External Links) | ® 727 v a UICBEI L £9,

ATVT6 VoA I —YNVEES L RETA 2 EHIRT A 2V RERESNET,

ATV BETDHT7 42270y L, ANBY 7 EREETITHIRLT, 77 a v 2R LET,

BHDTINA ZA~DHNER 27 DIREF = ILHIBR

Procedure

AT TN EHORSL o THoFXaTFATNARE7 ) v 7 LET,
RATFY T2 [F/A4 A (Devices) |27 %27 ) w27 LTFNA ZAERHDIT B0, [T 7 L— |~ (Templates) | ¥ 7 % 2
Vo Z LTETAT AN, ZAE /RO E9,

ATV T3 WYIRTNNAAXATOE TRV v LET,
T4V FERE L RERSRE A LT, MERT NS RERDOTH I ENTEET,
AT T8 EEOTNAAEITET VERERIRL £,
AT TS FRIOFEMASA v, [FMBY > 2 (External Links) 1 &7 v a S cBEI L9,
RATYT6 VoD Ch—YNVEELS L WMETA 2 EHIRT A a2 BERENET,
AT T BN TDHTAavw27 )7 L, WY v 7 RESTHIIHIRLC, 77 a2 LEd,
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AUR—FT 4 VT ENETHRA REENER |

. Security Cloud Control Firewall Management ~® 7 /\ 1 X —{E Bk

Security Cloud Control Firewall Management ~D 7 /31 X —

Fh AR

ATy I
ATy T2
ATvT3

ATy T4
ATy TH

ATvT6

Security Cloud Control Firewall Management % 13~ % & | FHFITEEOEHII R T A X %
Security Cloud Control Firewall Management |2 [F]IRFIC FRdEfe 2 37 5 2 L 3 C& £7°, Security
Cloud Control Firewall Management 23 &E P57 /34 A8 [BERGE] L~—7 SN TW5H;
4. Security Cloud Control Firewall Management |ZH IS /MEROEEZMHE L7720, T34 A%
BELIZYD CERL AR ET, UIBICO WL, SEIERFRNEZONET, T/ AD
Pt 257 5 Z &3, Security Cloud Control Firewall Management (2 & 57 /NA A D PR A1E
T D IO DEREMDAT v 7 TY,

B

Note g7 L\ \iEFAE A2 FF2 7 A A& FHEki T 5354 . Security Cloud Control Firewall Management |,
TNA A LOF LOGEAEZ BEIRICHR L T AL, 206 L O ERiiT LET, &
72U, BT 57 N AN 1 D721F DA, Security Cloud Control Firewall Management (3,
T E DFERGARATT 7202, AEAFLZFETHRA L TRITAND Z L ERDET,

Procedure

ERORL o TEXAVTFATNAREZI7 Vv LET,
[T/34 A (Devices) | ¥ 7 %7 Vw7 LT, T3 A& RO ET,
WERT R, ABALTDOE T2 ) v LET,

TANEEERALT, AT —Z AN [FELRRE] THDHT A AEROT T EEN,

T ANFIBORERN G FERE AR DT AN A ZBRLET,

[FF452#65 (Reconnect) 1 ¥ %7 U v 7 L9, Security Cloud Control T, JBIN L7=F R CTOF /A R
HAT&EDT77varoavy RREVORBHEND Z LICER LTI EE N,

[[@%0 (notifications) ] ¥ 7 C—FET /A AFERT 7 v a L OMWITIRIRZHR LE T, —FET /31 AF#
a7 0T yarBREDXLIICHINERITRBLIZNTONTOFFMRERPLERG ST, HEao
[LE=— (Review) |V 27 %2 U > 2 LT Security Cloud Control TD ¥ 5 7E=4% 1 > 7 onpage 155 IZ
BEILET,

O

Tip S ZDFHEEIT 0 7 A AEFRNEE SN OICHER IR L 5SA1E,. Th oo
TNA ANEBNCERHR LT, Friva 71 AEREZBNL, HrLWEREZE2Z I AN ME
NHY FT,
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| AoR—F 1o iShi=FN( REENEE
mamcor (2088 [

B TOT/NA ADFEE

Security Cloud Control Firewall Management f1##% (27 /N4 2 & 4R — R L7=%KIT, T3 2%
1 >® Security Cloud Control Firewall Management #1725 BIOMKRICEITT 2 Z LT T 8
ho THAA A% LODMRRICBEI T 25813, W7 T EbT 1 ZZHIBRL T, HrLwn
FRRICFA AR — R TR0 ERNH Y £,

TN RAFEAE DA MNHRD IR

EPRAERAZ X Security Cloud Control Firewall Management 72> 5 FDM |2 X 545 #E 38 L UVASA 7
INAASNDT 72 AR SVE 34, Security Cloud Control Firewall Management 7> & ASA.
FDMIZ X B8, BELOFTID 731 ZADRT T A _X—Fxy MU — 7 BREZ /T 5121%
Cisco Secure Client (IHFf AnyConnect) 23403 C9,

Security Cloud Control Firewall Management (%, ZAU5 OFEHEOGNARAT —F A% T 77 4
TICE=F—L, iEAEOHIR AT &, EFHIRTINICAR D L a—F—(T@mm L E
T, ZAUTK YD, FEHEOHIREINIC L DT A ZAEEO R A A C X £, ®IGT DFEH
BEHEHL T, ZORBEICKHLT 2 0ENH Y 77,

ISR EOANHIET = v 71X ASA B L O FDM & Bkt &7 S |23 H &4, Secure Client
FEAEOH IR TF =~ 7 1L ASA, FDMIC X 2EH, BLXOFID T 31 A A S £,

SEAEOAMHRBI DR

£ LR [@% (Notifications) ] (E) TAaLE7 Yy LT, Ty NORAE LR
OT F— b, FETF U MIAUAR— F‘?ﬁﬁ@?j/\‘/]’x OB L RITT T I — heFR R LE
9, [BESENENL : & (HighPriority) &7 v = U id, FEAZEOAFRBEHNFRINET,

IO oA, FEHEOHIRH @ 30 HAT, 14 BRI, 3XN7 HANZEE S, 0%
HENSHIREIAC /2 0y, AR eiEHECTEH SIS ETHRAEEINET, :L“*‘U‘“‘rwﬂ
ANR—= O [BEFEE (Notification Settings) |7 v 3 T, TNHOWEHE B A —/VTZIE
THRIICRET HZ b TEET, FEllc WL, T2—F—EmRiE] 2L TLE
S,

FINA R/ — FOER

PLFOFRIBET, TR AFICE—DOF L —2FFAMND ) — N7 7 A VEER LET,

Procedure

AT TN EOSRAL o TEFIVTFATNARE7 Vv 7 LET,
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FoR—F Ao TENETA ZEEOEE |
. Security Cloud Control Firewall Management /™ > D77\ X D HlIf&

ATV T2 [T/34 A (Devices) | X7 %7 Vw7 LTCT A RAERDF 50, [T 7 L— 1k (Templates) | ¥ 7 %7
Vw27 LTETAT N, A& RO ET,

ATV T3 WURTANAREATDET %) v LET,
ATV T8 )= EAERT 5T A ZAETIXET VEBIRL E7,
ATv 75 Lo [EHE (Management) |24 > C, [/—h (Notes) %27 U 7 LET, B Nowes,

AT T6 AROZT 4 X—RZ L H7 ) v LT, BEDTFAMET 4% (Vim £72(X Emacs 7% A b7 «
) BERLET,

RATYF1 [/—1b (Notes) | _X—VaimELET,

ATY T8 [R1FE (Save) |27 U w27 LET,
J— MIZ TR FEESNET,

Security Cloud Control Firewall Management 5 5 D7 /31 X
D HI Fr

Security Cloud Control Firewall Management 7> 57 /3 Z ZHIRT 512X, RO FIAE FEITL E
T

FIE

AT 71 Security Cloud Control D7— L~ T, [Z7 AT U 4—/b (Firewall) 1227V v 7 LE7,
ART9T2 EX2VTATNARETRLET,
RT9 T3 HIBRT DT 34 AZEINL £,
ATY Tl [TA AT 73 (Device Actions) ]34 > T, [HIEE (Remove) 1227 VU w27 LET,
ATV TS T AOHIREHERT 5121, [OK]Z27 U v 7 LET,
FRA R R—F 4 T ENTZEFICTHITIE, [Fv B (Cancel) 127V v 27 LET,

Firewall Threat Defense 7/\1 XD/\v O 7 v T

Security Cloud Control & B %} 5 Firewall Threat Defense 7 /3NA A X A TNy 77 w745 ik
ZOWVWTIE, T EZBIC LTSS,
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| AoR—F 1o ENt-TNRARAREDER
Security Cloud Control Firewall Management % 7% L 7= Firewall Threat Defense 7 /31 X D& .

2 5 FiZ2# 2 Firewall Management Center [Z & > T & & 5 Firewall Threat Defense 7/
ADINY G TYT

» Security Cloud Control 21 > ¢, B (Administration) > Firewall Management Center
FERLET,

« [FMC] % 7 < [Cloud-delivered FMC] %841 L £,

s FH{AlDO~A T [Devicel 7 U v 27 LT, 7 7 7 N5 Firewall Management Center (2%
BHLET,

s GlEfx 17 Z 7 FIEMULR Firewall Management Center 7 5 @ Threat Defense 7 /34 A D
N 7T v 7] OFMEICHENE T,

Security Cloud Control Firewall Management [Z4 > 7/R—TF 1« V5 F#HD > 7L = X Firewall
Management Center [Z & > T&H X115 Firewall Threat Defense 7/\1 XD/ I 7 v T

« Security Cloud Control 724 > C, HI¥ (Administration) > Firewall Management Center
IEIRL £ T,

« N 7T w75 A7 L I A Firewall Management Center ¢ Firewall Threat Defense 7 /3
A AZEHERNLET,

« Hiflloo~A > C[FMCCrossLaunchURL] %7 U v 7 LT 4 > 7 L 2 A Firewall Management
Center |28 3 5 7>, A4 7L X A Firewall Management Center |Z FE) T 74 > LE 7,

« 5] X #¢x [Cisco Secure Firewall Management Center Administration Guide] @ [Back Up the
Management Center| DFERIZHES TSIV,

Security Cloud Control Firewall Management (274 > 7R—F « > 4% #& O Firewall Device Manager
2 &k > TEE SN 5 Firewall Threat Defense 7/3X1 AN/ O T v 7

[FDM BB T SNA 2Dy 7T v 7| OFBICHENET,

Security Cloud Control Firewall Management % 4} L 7= Firewall
Threat Defense 7/\ 1 A D EE

1R BRI

Security Cloud Control Firewall Management |X, /~— K7 = 7 & 4B D i 5 T Firewall
Threat Defense 7 /31 A ZEHT L7200 DMAEA » F—T7 =4 AL ET,

WD 3 OOET 7Y r—3 a AABEAHT 57T Firewall Threat Defense 7773 A3,
Cisco Security Cloud Control 77 > F 7+ — A TEHEHTE £,

e & % = 7 Firewall Device Manager

* Cisco Secure Firewall Management Center

Cisco Security Cloud Control : Cisco Meraki 0 & & .
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https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/onboard-devices-and-services.html#Backing_Up_FTDs

FoR—F Ao TENETA ZEEOEE |
B cx205F 1 zom=

s &BX a7 777 NE{A Firewall Management Center

FIE

AT w71 Security Cloud Control 77 v k7 4 —2hlZu /4 v LET,

RTw T2 EDOSNA T, [B¥=2 VT 17754 A (Security Devices) 1 %7 U v 27 LET,
ATYFTI [FID| 47 %27V v7 LET,

ATy T4 ELEBCHD [7 4V ZW0E (Filter) 127 Vv 7 LET,

[Devices/Services] D N T, 7 1 /L&A | Security Cloud Control 7357 7 E A SNBEET 7Y rr— 3
ST Firewall Threat Defense 7 /3 A& R d 5 7 4 V& Ziefit LE T,

* FDM : Firewall Device Manager T4 B S 41 C\ % Firewall Threat Defense 7 /31 A
« FMC-FTD : Firewall Management Center (Z &2 > T4 X 1% Firewall Threat Defense 7 /31 A
«FTD : 7 7 v R Firewall Management Center |Z X - T B X1 5 Firewall Threat Defense 7 /3 A

ATFw s BT 7Y r—3 g L ® Firewall Threat Defense 7 /3 A& FRm T HI120%, ST 2F v IRy 7 A&
ZLET,

X2 T4 TNARADERE

[Security Devices| ~—IZ1E, T X TOPHEB L MIES AR — RT RS XL FUAR—RT
NAAPBIER S NT=T > T U— IREREINET, [ X kU (Inventory) ] —Y T
X, TARAALT T L= IR ZENENDH A TITHESVTHESN, KT /35 AX A THHA
DX ST DHHE TICFERENET,

[Security Devices] ~— T, IROFEMAER TE E T,

s [Devices] % 7'Z1E, Security Cloud Control (24 > R— RENTWNDHTXTDTA 7T /34
APRRINET,

« [Templates] % 71ZiX. 7 A 77T /31 A6 F 7214 Security Cloud Control |24 AR — k &
NIZRET 7 A NDBIERENTZT RTOT T L— b TS ARKRINET,

LXAYTFATFNARDT 4 ILA

[Filter] S /UZ1%, [Security Devices] ~— ¥ CRERZ ALV iAA, FFED BIEIZEE SN TT A
A % fRsR ?67‘_&)@@3&@7‘]‘7 arnbh, TINARAY—ER, Nn—Foz7/1N\—3,

TNAZADYR—MET, VIR zT7NRN—=U3 2, Snort/IN\— 30, BRERT—R R, &
HEOREE, HMARH., EEMAT—4 X, SecureDeviceConnector, 8L VI AL ([HSNWT
TNA AERBRTEET,

N—FOzT7DHYR— LT (EoL) 7 4I/LA
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| AoR—F 1o ENt-TNRARAREDER
vxa747131208E |

[Hardware End-of-Life (EoL)] Z 4 W B ZfEMT 5L, N—FU =7 ¥R — FORKHIZED
WTWDTNA A FIIIREBICE LT NS RAEFFETEET, ZOHMLIFE, Cisco 1%
V7O =T Ty TT—h EX2 VT 4Ry T FRET V=AY R P ERELEE
o ZHIZED, EHEBIOEX2VT 4 EOVRIPAETLAREENRH D £77,

B

((¥)  [Hardware End-of-Life (EoL)] 7 « /L # [ZBIfE, A 7L X X Firewall Management Center 35 & Y
7 7 7 K42ft#! Firewall Management Center (2 & > T Bl 415 Firewall Threat Defense 7 /3 A
AL ASATNA A& R—FLTHET,

FIE
1. [Devices)| # 7T, Z4NEZTAarwr ) v LET,

2. fHARE/RR 7 4 VX DY A KD, [Device End-of-Life] ¢, [Hardware End-of-Life] % i
RLET,

ZOUARMIUE, "= R =7 OV R—METHRESNTWD, E2i3N— Ry =T DY
R—METIZELLET R TOT A ABRFIRSND LRV LT,

3. HRDSA U THAMEREZFTRT D7 A A BRLET,

4. [DeviceEndof Lifel ®7 v a v E TCFRICAZ u—A15 L, ROGFMPERSNET,
« Eff72 R — MET H,
s AR — MET H ETOFRY B

5 [Knowmorgl #7 U > 7 LET,
ROERE GO — VTR TEET,

* Cisco DHEXERZHAT A 2 LU EREDOE HIZ, ARXT =% — " eRRTH-00
Voo nEgENTWET,

* [Contact Cisco page] ~— %N LTIV VA MERETHODTA XA, BLY
Cisco DEMAZFI|ICHEHEHEE T D47 v a v,

* Cisco DEINEFIH 7 1 777 AT D 1EH,

6. [Export]z27 Vw2735, TAALKR—=FNRCSVEXTHF Y ra—REh, 774
CTHITTEET,
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FoR—F Ao TENETA ZEEOEE |
. Security Cloud Control Firewall Management S N)LE LU T 4 LA 25

Security Cloud Control Firewall Management S N J)LE LU
TJ4ILEYT

T YT, TR AETFAT V=27 b2 —Tbt 50l ENET, FrR—F 4
VIHRERZA VR FT 4 T HEDOND T, 1 DU EOT AL ATV EFEHTE £,
TPV EFT Vs MIHEAT A, T TNV EERLET, TS AFERFAT =
M~ zEALEL, S TAHTNVEFEALT, XA AT —TNERIETFT V=7 b
T—=TNDONEET A NE) T TEET,

B

G FARASMRCEHEINEZT VT, FOEEST7 V=7 MOdESNEY AL, £, HEAT
VUl MUERAINZTUE, TOMEA TV MUIIEESNEE A,

1 3C group name:label Z i L C7 L7 V—T % AERC& £, 7= & xIE. Region:East ¥ 7=
I% Region:West T9, ZHHD 2 DD T~V EAER LT2G. 7 /b—7"7 ~UL{X Region IZ72
V. ZDZN—T0 East £721F West 2" BB TE £,

TINAREFXF T2 MISRN)LEERT D

TNA 2Tz 510, LFOFIEZFEITLET,

FIE

ATV TN ERORAL o TEFaAVTATNARET Y w7 LET,
AT T2 EOSAL o T[AT V=27 b (Objects) 1227V v 7 LET,

ATY T3 [Devices| ¥ 7% 27 Vw7 LTTNA A& DT 50, [Templates] ¥ 7% 7 Vv 7 LTET VT /S A%
DT ET,

ATV T8 WERT A RAZATDET 57 ) v 7 LET,
ATV TS5 1 DL DT AN, ZAERIRL £,
AT w76 £ [Add Groups and Labels] 7 4 —/L KT, T4 ADT~LEHRELET,

ATy FT17 7’4’:1‘/%&9 v 7 LET,
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| AoR—F 1o ENt-TNRARAREDER
tEIYTFAFALR, KU o—, BEUATOz s bi—voT sz [

X2 T4TNAR, R)P—, BLKUA T MR—=DD T«
JLA2 AT

[E¥= VU7 1734 & (Security Devices) ]*—, [/KVU v — (Policies) |X—, BLO[A
7=/ b (Objects) | N—Y TTANZEMEHNLT, TAREFT V2l NERKLET,
TANEY o TT BTN, EMORL LTI A NET A arZBIRLET,

[t =Y T 4734 A (Security Devices) ] X—Y D7 4 )VHINFIVTIX, TNAAXA T,
IN=R 2T NRXR=Vgy V7 b7 _N—=Vgy, Snort N—V gy, REAT—H A, B
BoIRHE, BEA M. Secure Device Connector, BB LT L7 EDFEMTT NS A% 7 404 )
VITEET, BIRLET AL AFATOETNTT 4 MV E EHMHATEET,

[FTD] # 7 Z BV TW D6, 7 4 W HZ 73k )L Tld, Security Cloud Control 3 FTD 7 /XA A~
DT 7 AMERT2EHT TV r—va T, ENHDT A AT A NZ Y TT 5L
HTEET,

TANEY U TFTHITIE, [BX =2 VT 477314 A (Security Devices) | %7, [RY —
(Policies) 1 # 7. BLW[A T V=7 | (Objects) | ¥ 7 DEMDA T[T 4 /VZAE
(Filter) 1 %27 Vv 27 LET,

B

GE)  [FID) ¥ 7 %R &, ZANE_XL LTI A NZEHEATEET, ZHI2L Y, Security Cloud
Control 2267 /A AT 7B AT HEODIHEHENTWLEET 7Y r—3 3 ZHESNT
FDM |2 X 28 T 31 AREREINET,

* FDM : FTD API F 7= | Firewall Device Manager Zfif] L TEHL I 5T /31 A,

* FMC-FTD : Firepower Management Center % i [ L TEELIN DT /31 A,

«FTD : FTD HH 2 H L TEBLS NS T 31 A,

Security Cloud Control Firewall Management D& &4 EE D (#
F

Security Cloud Control Firewall Management "7 » ~ 7 4 — L TILE 0 TR 72 MR R EERE D
BV, MERELOBPHEIZEONY £F, FX—VORBA—IZZDOX—VORAFIZHEDLET
HARZAL RSNTZHDOTHY . —H 7 a—rUURZETIE, 7 M RE BRI RS TX
FT, ZOMRBHEREICED . RERIERZTIZC AT o b2, Kl & FREZE T £
7
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AUR—FT 4 VT ENETHRA REENER |
B ~—irronxz

R=—TLRNILDEER

NR=P L ULORFETIE, [BF 2 U T 15 /31 A (Security Devices) ], [ U 2 — (Policies) ].
[A7 =27 b (Objects) ]. [VPN], [£EF 1 (ChangeLog) ]. BL W[ a7 (Jobs) ]%—
VTREDHAEZMETEET,

«[Ex =2V T 45314 A (Security Devices) | A~S— A TlL, BB NN—ICANERET D

TTC, MBEIC BT DT A ARERRINET, T30 ADOARIO—H, IP 7T Rl
A, FITWET ASA AL VT NANEZEATILT, TA RAERDF 5T ENTEE
R

« [R Y = (Policies) | AN—ATIL, AR, TrA—Fr b, ELFFEHSHTNDEET
Vx s hTRY - ERBETEET,

.[7j‘73/17 k (ObjCCtS) ]X/\O‘_‘XVCﬂi\ FT 2 NEDO—ER, EIFIPT KL X,
A—h, TR FaVO—HEANLTHT V=V bERBETEET,

« [VPN] ARX—ZTlX, VPNR U —THEHEIND b rVvb, T3 24, BLOIP T
FLATHRETE XY,

«[£® 1/ (Changelog) | AX—ATIL, A XU M, TAAL AL, E7TT 7 a2k
DNTHZZMBRTEET,

Procedure

ATFYT1 A F =T A A0 I IZHIBBAA—ICBEI L E9,
ATY T2 BMBA—ITRBERMEZANT D &, SIS THRENFRENET,

SAa—NIILEE

7 a— NV SREERE & 95 & Security Cloud Control D BT DT /34 A% 3 1E0< A
DIFTFES = TEET,

B

(GE)  BIfE. Security Cloud Control [, CiscoASA, 7 7 7 R{gfl2 Firewall Management Center, Security
Cloud Control TEB X415 4 7 L I A Firewall Management Center, Firewall Threat Defense,
F L Cisco Meraki D 7 12 —/N)Ufg k&2 AR — K L TWET,

7 m—/3ViRE I, Security Cloud Control Firewall Management 7% Security Cloud Control {242
A= RSN TWLHERICORENTEET,

TRTCOMBRERIT, BIRLTcA VT v 7 AMERA T v a ST ET, A>T v 7 A
VERRA 7> a AIkD LB Y T,
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FoR—T 4 T EINETNA RBEDEE
Ja—NILRER .

c TINA T 7 MMERL : TNAA T v 7 ZAER T BB AT BERH Y £, 20D
Fat AT, VAT ANOTRTOTFAAL AL F T2 " eAF Yy L, ATV T A
TERRE PO LT2RICDI, TNHERBEA VT v 7 ATERLET, T T v R
VERRZ PO 9721, B EEHERR S LB T,

FEAMZOWTIE, 7o T v 7 AERROBIME (122 =) 2L TLTEE N,
MDA T v T AMERR AR NR—ADA T v I AMER T 0 AT, T RAEIT
TV MBI, BE, FRFHIBRSNATENCRBEA T v 7 A HBIRIIC S
nET,

M7 4 =/ RIZASDTHERTIE, KT ENLFERENEN T, RO T AT 4 %
FEALT, 77— VUREEFEITTEET,

« [T /3 24, (DeviceName) ] : fi53A727 /34 A4, URL, IP7 RL A, F7iXHMHE A
A—FrLFET,

(AT xS FEAT (ObjectTypes) 1: A7 =2 Mo, F7 P =7 NOHB. B L OH
RSNV H— R LET,

s [RYU—%A7 (Policy Types) |: RYU I —%, RY —0OfH], L—14, BLUOL—
VAR haEHR—rLET,

7 7 7 R4gft%! Firewall Management Center 33 &2 O}, Security Cloud Control T S 415 4
7L X A Firewall Management Center X, IROR Y > —& A T R—FLET,

e 7/ A ar bra—L iR — (Access Control Policy)
s L7 4 )V H KR — (Prefilter Policy)

* Threat Defense NAT /R V) o —

RFEREANSTTDE, AU F—T oA ANTRBRERORRDFAE S I, MR EFITT HIOIT
Enter ¥ —Z2#H4VEIH Y FHA,

RS RITIE, MBI BT 2T R COT NS R FT V7 "RERINET, REBEN
BEDTANAARF T V=7 MI—ET 256, #RIZAT T (Devices, Objects, 38 LT
connected fmc) D FIZFRIINFET,

77 4V b T MR RORAOEA BSHRFHFR S, £ OB OBEF AL M ONA
WCRRSNFET, MRFHREAZ o=V L THAZZ ) v 7358, ST HEREFRTE
F9, HAOMIZHLRAIT A 222 ) v 7 LT, ET o X—VICBEITE £,
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AUR—FT 4 VT ENETHRA REENER |
B o o7y xemommn

B

G¥) o o — VLR TIEL, BEETOIRBERIIFRREINERA, AT V7 VOGS, EA
T2 FOUIDIZ, 7V x7 FE 2—IZBETA-DICHHINET,

* Security Cloud Control 225 7 /3 A ZZHIFRT 5 &, B#ET 5T X TOFT V=7 b3/ m—
PIREA T v 7 ANGHIBRSET,

IRV = ATV FEEIRL, T AR LIZIRETT A VT v 7 AERE
B9 5L, BIBRL7=AT V=7 MIT A ZZEEMT SN TWA 70, 7 a—
BA VT v 7 ATFEY £,

JIvA 2Ty AER DA
FIE

AT w71 Security Cloud Control DR —AL_X— T, [Z7 AT 7 4—/L (Firewall) 1227V v 27 LET,

RTw T2 ElO~A T EE (Adminigration) > —fi%E%%E (General Settings) %#7 U v 7 LET,

RAFY T3 Ta—rURBET, [TAA VT v 7 AMER OB (Initiate Full Indexing) 1% 7V v 7 LTA ¥ F v 7 AfE
&~ U AT—LET,

4

al Search | @ Initiate Full Indexing )

To view the Global Search workflow, click here

2

GE)  InA T v AOERZRIAT % & Security Cloud Control 7> NOREFEDA T v 7 A
N7 VT INET,

RT9T8 T2k 27V 7 LT, Fa—UURBEY—7 7a—4%FKRrLET,

Ja—NILEREDELT
FIE

AT w71 Security Cloud Control (22 74 > L ¥,
AT w72 Security Cloud Control X—IZHIHMBET A 2 %227 ) v 7 L, F/RSND [Search] 7 1 —/L RITHERE LT
MaeANTLET,
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| #oR—F 1o FEnt=-F\( ZBEDEE
so—nngrozr |

* 721, Windows DAL Ctrl F—Z2MULARNR S [ F—%2 4. Mac DA 1% Command F—Z# L 722
51 X% —%2ML THRBENA—ZA ZELTEET,

\seo.  Security Cloud Control

RBSLTINDOAN I PET D & AIREMEOHHEB O U A RRFORINET, BRBRERIL, [T3T Al 1.
[7/34 A (Devices) ]. [ 7Y =72 & (Objects) ]. [ Y I — (Policies) ]. BLV 7 T 7 NI Firewall
Management Center D 42D 77 TV O FIZRRINET, A1 i, BIR LU TZRBHEROFE R LR

INET,
| Q 1543 X \
2 search results ()
All 0 & Devices 1 € Objects 1 & connected_fmc
Objects
1543-network (Object Content: DNS Servers: Details

Name
connected_fmc

Transfer Packets

Mode

() Licenses

Model

Version

Health Message

Health Status

Health Policy
Host Name

Connected Status
Access Policy

Advanced

ATV T3 BMBERNOET AL AERITAT V27 FEBIRL, KAIT A 222270 v 7 LT, BBERENDHED
TNRAZABIOA T =27 FOR—=VIZBEILET, RBERNOA 7V =7 FEEBIRL, REIT7T A 2
Vw7 LT, MEBEREENOIBON—ICBE L £,
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AUR—FT 4 VT ENETHRA REENER |
B /o moss

B

GE) 7 7 v FEEMEAE Firewall Management Center T7 /3 A A DFRFEFE R 28T 25 & Security Cloud
Control N 7 Z v R Firewall Management Center =& —4—A > ¥ —7 = A A|ZBENTX
7

AT T4 X127V w7 LTHREA—ZHLET,
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, 8

i

11l

TINA AREENDEH

TR, A BT 572912, Security Cloud Control (£, 7 /3NA ADFKED 2 E—ZMHE DT —
B R 2N RAFT HDHENH Y £9°, Security Cloud Control 23 EFEEXf 2T /3 A A0 5% IE & #it
HEDHE, BEETIE—LTHRIFELET,

Security Cloud Control |£7 /XA ANEA X2 & XD, T ADBKED 3 B — %5t H-> T
RIELET, ThHDOT 7 v a NEZNENREDOHMIN S Y £7,

o [EHEOMFHE (DiscardChanges) |: 2 D7 7 a3 X, T3 ARRED AT — X AN [RIH
1 (NotSynced) ] DA TEET, [RFEH (NotSynced) ] DIKEETIL, 7/314 R
BT KT D ZEH 3 Security Cloud Control TEREHIZ/2 > TWET, ZOF 7T a &
HT2&, REFPOTRTOERELZRVIET ZENTEET, RETPTOEEITHIR S,
Security Cloud Control X% E D A B —% T /A ARGF I TWVHHED I B — T EHFEX
LET,

[ZH OGRS (Check for Changes) ]: ZD7 7 ¥ a idk, T3 ARED AT —H AN A
WA (Synced) |DGAITHEHTE ET, [ZEHOMEFE (Checking for Changes) %7 U v
745 & Security Cloud Control |%, Z DT /A AFRKED 2 —% T /31 ARFE ST
WOHRED A — LI LE T, #EWDRH D555, Security Cloud Control 137734 ATk
FINTNDHIE—TEDT AL ADFRED I —2FIC EEXLET,

(556 Ofei® (Review Conflict) ] & [ B = —72 L T/&FR (Accept Without Review) ] : 7 /3
A AT [Hie it (Conflict Detection) | Z A #MZ3 % & Security Cloud Control [X7 /34 A
WA DNTEREDERZ 103 Z8ICF =y 7 LET, T/ ARFEN TV DORIE
DA —NERINTHE . Security Cloud Control 1 HEE N SNE L] LWV oK
EAT —H AR L THRAILET,

o [BiE Offs® (Review Conflict) |: 7 /34 A CHBATONT- AR 2R L, TNUDLEX
FANDDERT 202 RIRT 5121, [HiA OER (Review Conflict) &7 U v 7
LET,

s [LE=—72 L THEF (Accept Without Review) |: ZD7 7 2 a 2L Y. Security
Cloud Control D7 /3A AFED A B =73, T /31 RTHRAFEN TV DA O ED =
v —C EEX & E T, Security Cloud Control Tik, EEXT 7 v a V& FEITT HHI
IZ2 DOREAL—DEWVWEZFERT D LI RDLNEEA,

Cisco Security Cloud Control : Cisco Meraki 0 & & .


https://docs.defenseorchestrator.com/Welcome_to_Cisco_Defense_Orchestrator/Basics_of_Cisco_Defense_Orchestrator/Synchronizing_Configurations_Between_Defense_Orchestrator_and_Device/0010_Conflict_Detection

FNAREEOER |
B zez=ossamy. w2, sLUEH

[TNTREARY (Read All) ] @ ZHUT—FEHBIETT, (EEDOREICH 2EEDOT A A %%
WU, [TRTEAID (ReadAll) 1% 7 U w2 LT, Security Cloud Control I[ZfR{F S AL TW D
TRTCDOTNA AREE . T/ ARFENTVWDIRET EFEETEET,

o [EEDORER] (DeployChanges) ]: 7 /3N ADRTEIZET A M A5 &, Security Cloud Control
FEOEREZHOLORED AL —ITRMELET, ZNOHOEEIL, 731 RAERT L E
“C Security Cloud Control T [ffEH (Pending) 1D FEETY, EBHINTWARWRETOE
ERH DA, T3 AOFREREET [RFEH (Not Synced) ]i12720 £97,

REFORELHIL, Xy NI—27 I T7 4 v Z7ITFEELEE A, T HIE, Security
Cloud Control 23T /XA ZZEB L72BIZOBREIMTIR 0 £,

Security Cloud Control 737 /3 ZADFREICER LR T 5 &, BREINTREDEL DI
MWEEXINET, T, AER T 7 ANVEBEN EEEINDHZ L EHV EEA, 10F
T VIR DT A AER 2 RRF IR TE £7,

[T X THEE (Discard All) 1: ZOA T a ik, [FrEa—LTER.. (Preview and
Deploy...) 1% 27 Vw7 LicRIZERINET, [ E=2—LTEM.. (Preview and
Deploy...) 1% 7V v 2795 & . Security Cloud Control THREEHH DT D L & = —73 Security
Cloud Control (ZFR/RENET, [TXTHEIE (Discard All) 127 Vw27 35L, REFOD
EEFRTEH, @R L7271 A ZZEBAETIZ Security Cloud Control 2> HHIFRTE £,
[ OMIFE (Discard Changes) | & X572 0 AT OLELZHIFRT 5 L EIENK T LE
R

c REEFOBAIY | HIE. BLOREKH (126 X—2)
« Security Cloud Control & 7 /3 A A OREZFH T2 (136 X—)

BRELEBEDHARY . BE,. LUV ER

FTRTDT/INA REREDHAHEY

Security Cloud Control DA & DT /34 ADFEREDEE S 7zA . Security Cloud Control |2
RIESNTNDET A ZADFRE L, BT A AOREDO R —H)L 2 B — LR L TlEAe b
F9, £< OA . Security Cloud Control (28 5T /NA ADFEED 2 B —% T /A AT S
NTWERETEEXLT, REEZHORECICLIEWEEZEXET, [T THAERY (Read
Al) 1V 7 %EHLT, ZLDTNNAATIDOH AT ZRIFFHZEIT T E7,

Security Cloud Control (2 £ %7 /3 ZAFRED 2 S0 2 B —OEFHIFIEOFEMII OV TIE, %
EEREOFGAHAEY . BEFE, Ty 7, BILOREKM] 22RLTIEIV,
[TRCTHEARY (ReadAll) 15227V v 7 LIz8AIZ, Security Cloud Control |28 % 7 /3 A A D
HEDAL—NTNA ZADHFED AL —TEEXIND I OOREAT — X AZRITRTLE
D
e BEAH (Conflict Detected) ] : BN AT /2 > TWSHA . Security Cloud Control
T RETMASNTELIZHONT, BHT LT A 22100 T LIZR—U 7 LET,
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| 1 x8E0ER
FRToF i 2opEzEnTLE 21— EBH ]

Security Cloud Control 737 /S A A DR ENEHL INT-Z L A L725E . Security Cloud
Control (X7 /34 A D [EAM M (Conflict Detected) [T AT —HX A% FRrLET,

o [ (Synced) ]: 7 /34 A2 [[AH#] (Synced) JIRREDLGAIZ, [TXTHEAMY (Read
All) 127V v 279 2%&. Security Cloud Control |9 (XT3 A% F =7 LT, &€
ICEHEEEDMZ DN TWENE I AR LET, [TXTHAMRY (Read All) ] 57
Vw745 &, Security Cloud Control |£7 /34 ADHED A —% EEXT 5 & 2R
L. & D1 Security Cloud Control 25 EE & 3T L £7,

s REIH (NotSynced) ]: 7 /34 AN [REH (Not Synced) 1IREEDLZEIZ, [T X THA
HY (ReadAll) 1%7 VU w7925 &, Security Cloud Control %, Security Cloud Control %
R L7eT A ZAOREH T HRETOEENRHH 2 L, BLO[TNTHEAIY  (Read
All) 1 BAEZFATT 2 L REEFP OZEERHIBR SV T 5, Security Cloud Control {2 5 3%
EDAE—NTNAAELORECTEEXINDZLEEELET,

Procedure

AT 71 Security Cloud Control D— L= T, [Z7 AT U4 —/v (Firewall) 1227V v 7 LE7,

AT9T2 EXaUTATNARZBRLET,

ARTYT3 [THA R ET %7 v 7 LET,

ATV T8 WERTNAAZAATDOETHT Y v 7 LET,

ATvTFS (LR AEn 7 TIO—4E7 7 v a VOFREMRICHNTE D L 9I12, £AEY 72 TV EERK
LET,

AT 76 Security Cloud Control Z{R{FT DFREDT /A A% BRI L 7,
Security Cloud Control Ti&, IR L7=T X TOT AL ACHHTE LT 7 v avrDa~v sy NRZ DLt
INDHZEITERLTLIIEIN,
R L7127 A ADWTHNT OV T, Security Cloud Control TREEL EN AT —T 0 7 STV DA,
Security Cloud Control |32 R L, BREDO—FHHt A 77 v a Y E2FATT 20 E 2 0EZRbivE
R

AT TT [TRTHARY (ReadAll) 1227V v 7 LTHATLET,

ATy T8 RED[Read All] FAEDHEITIRILIZ DUV T, [notifications] ¥ 7 THER L £9, —IEE/EDE A~ DT 7 3 =
VORI ETNTRINC BT 2352 R T 25013, FAO[Review] V7 %7 U v 735 L [Jobs] ~<—
VICBE L ET,

RTYTY BRI I ARNTNVEAERLLTT 77 4 7L LT2HE1E, MOREEE LTS TIOA N MIBEER
F2nE o2, BERNTIZTNEZ YT LTEEN,

IARTDTNAADKELEEND T LE 21— L ER
Security Cloud Control I%, #fkDT NA ZACREEHEZMZT2b DD, ZOEHEZ EZREHML

by . .
TWARWEA . BETA 2L S0 it a0 Ry FAERLTEOLET, “hHDEH
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FRq2gEE0EE |

B 7 x~ozE0mH

ATvT1
ATy T2

ATv7T3

ATy T4

ATy TH

DR T DHET A AZOWT, [BEXx =2V T 4731 A (Security Devices) |~<—1Z [R
Al (Not Synced) | AT —X ANF/RINET, [EH (Deploy) 1227V v 73 5H&, &
BPDOEERD LT NA AZfER L, TNOOT AN, RIEE R TEET,

ZORBGEZ, YR-F STV TRTOT A ZATHATE £,

COREAFEEHEAL T, H—0ORELFEAZER T ET, 703, AL TEHEOEF 2 —
EIZRRTAZ L TEET,

ZOFTTaA X hA Yy RiX, Security Cloud Control Firewall Management 7% Security Cloud
Control |24V R— RENTWDHHAICOAFEHTE ET,

FIE

Security Cloud Control ® A = = —/N—"T, [EB] (Deploy) ] &% > & 7 Vv LET,

BT OEERD DT A ALBIRLET, T ATEAD ZAOIEE~Y— 7 REFSNTWDHHE,
ZOTNA RELZRAT 2 2 LIITEERA, HEDOADERE~Y—7IIv Y ADORA V2 2hb
T, HEEHRLET,

(A7 var) RETHOERICET 236MERZFKRT 55513, [View Detailed Changelog] V > 7 % 7

Uy 7 LT, ZOERIZEEMITbNEHn 7 Z2RAE 7, B (Deploy) 1714 2% 27U v LT,

(RETOEEN G DT 731 A (Devices with Pending Changes) | ~X—IZRY £,

[69 <EB (DeployNow) 127 U w7 LT, BINLET A RAZETSEFEZRBBEALET, [Va 7
(Jobs) ] LA D[T V7T 477 a7 (Activejobs) | A > UV —XITHEITIRIINF RS NNET,
(F7Fay) BEAMPETLEL, [F7y h74+—24 (Platform) | A=a2—T[77 AT U+ —/b
(Firewall) 1227 Uy 27 L, [/ r&EOY (Events& Logs) |>[4 X2k (Events) ]>[2 37 (Jobs) ]
DONEIZEIR L E T, BEOKRERTREED EHEORERM (Deploy Changes) | ¥a 7 BF R INET,

TINA ANDEEDER

ATy T

ATvT2
ATv73
ATv74
ATvTH

ATvT6

Procedure

Security Cloud Control Zf /] L TTFN\A ADOREELLEHL L TIRIFT D L. TOETILT A ADRFED
Security Cloud Control A > A ¥ » ATRIFEESNE T,

Security Cloud Control DR —AL~X—C, [77 A4 T U+ —/b (Firewall) (%27 Vv 27 LET,

XAV TATNAREZRINLET,

[TNHA R 2T %27 v LET,

WORT ANAAZATDEZ T2 Y vy LET, BEREZMAD L. T8 ADREAT —Z AT [RFEH]
(Not synced) | & FERENET,

RONTNIPOTEZFER LT, ZEEZRERLET,
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| 1 x8E0ER
zEexvoends

o T AEER L, [RFEH (Not Synced) ] XA > T[F L Ea—L TR (Preview and Deploy) ] %
7V v 7 LET, IREHDOZEHE (Pending Changes) | T, AR ZfER L ET, RHDON—T =
NI 2R, [5 T <EB (DeployNow) 127V w7 LET,

EENEFICBESNLS, AHn 7 2FRR LT, BROHREMHAETEET,

dy . .
« B (Deploy) 174 2> E0 220 o2 LEF, SHCHOVWTIE, T_TOF AL ZAOBELEFED
7L B a— L EE onpage 12725 L T 72 E0,

FEEZXvYotILT D

Security Cloud Control 7257 /314 AT H A BT 5 & 2 [F ¥ /L (Cancel) 157V v
I3 DL ATHOTEEFRIIT A AZER SN EREA, TabR Iy ENET, 17072
ZE B X & 72 Security Cloud Control TREHF TH U | fA&HIIC FDM IZ K 2E B 7314 R ITEH
THANCHREEZMZ D ENTEET,

EEDWHE

BHE2TLEa2a—L TS EXIZ[TXTHIE (Discardall) 1227V v 7 35E, BOMMT-
TERE MMOa—F =T b DT SA AER Lo 72 OMOEERHIFR S L E
7. Security Cloud Control (%, PR ORERLE . ZEHEBITOILDRIDO KRG DHAIY F 7o i3
B S LT ERICR LE T,

TN ARTED— IR

SAAT = ) AT B8 & L CRHOT A AEEEMA o, WBETT 5~
‘/C@?j/{%z&:%ﬂ%@%%%*gc:ﬁﬁﬁ?% ij—o

Procedure

ATYT1 EAORL L TEFAVTATNARZ7 Y v 7 LET,

RTYT2 [THRAR 2T 5V w7 LET,

ATY T3 WYRTNAARZATDET o) v LET,

ATy 74 Security Cloud Control THREZEE L7z, TRXTOT NS AEZFRLET, ZNHDOT /1 AL, TR
B AT —=FARFRENTNDITTTY,

ATV TS RONTNOOFEZHEHL T, EREAREBHLET,

by . _ . N
cWEEOA EChd S0 Bar a0 v s LT, IRETOEERSH 57 /51 % (Devices with Pending

Changes) | V4 ¥ RUZERRFLET, ZHUTKY | BRLET A R EOREFOERE % R 2 i
WCHERR T D22 - TEET, BRAZEMT LI, [47T <R (DeployNow) 14227V v 7 LET,
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FRAARENERE |
B xroa—rsnranEmz-onT

B

Note [(REZHDET NS 5T /XA A (Devices with Pending Changes) ] 1]
T 2O HEAOESE ZAIERR RSN TV DY %0)7’/\4’%
CEEZERT 21T TEERA, TOT A AL ’TE%@E%T% 72
W 2RI 21iE, BEARO LIy ANV VEEEET,

o FEHIASA T[T TRE (DeployAll) 2% 27V v 7 LET, T RXTOELEZMHEZREL, [OK]Z27 VU v
7 LET, —EREIT, BHAZMEETICT ITHBLET,

ATvFT6 (TR Fer—rar"—[TaZ (Jobs) 174 :"/-%7 Uo7 LT, —HfREBAOHREFRL
£

AToa—)LEh=-BFERIZDOT

Security Cloud Control Z {75 &, CDO BWEBT 5 1 DL EDOT A ZADFEZZ T L, #B
BDENLA I T TENLDT NA RAIELTERHTHEIICAT Y 2a— L TEET,

=A==

[%7E (Settings) |X—T @ [7F > Fi%E (Tenant Settings) | ¥ 7 C HENEZ A7 ¥ = —/L
THLF T arEANIT H,onpage33 & LTEGAEDHR, BEEZASVa— L T&EET, 2
DAT v arEBANCT D e, BEAT Y 2 — L 21Ek, g, HIBRCEET, BRIV a—
JWZ X 5T, Security Cloud Control (ZfR1FE NI T RTDORT— UV FEHLDOEEN, HEL
THERCEBESNE T, [Ya 7] X—Uhb, BHAZ Va2 — L 2RFBIOHIRT 2D
TEET,

Security Cloud Control (ZFHt /A HL H AL TWRNT S RZEBEEENMZ bNTHE. TOHA
DIRRESNDET, BEAZ Y2 —VZAFy 7ENET, [Va 7 Jobs) | _—IITiE, A
TV a— VIR BHNPKRI LI A AR Z AR RFRRINE T, [ABEAE RS V2 —
NTDHAT T aEHMIT 5 (Enable the Option to Schedule Automatic Deployments) | % 74~
T oe, AV a— L ENTXTORERPHIRINET,

A

Caution X DT A ADF LWEREZ A7V a—L L, ZTNEDT A ADO—HRICEDBEIZ A 7
Va— SN TWH5HE, BFORMAT V2 — A0 LWERHA S Va— LT hEEXESNE
S

B

Note fREH R 7 Va2 — L EERT DL, A7 Y a— LT A ZADE A LY — 2 TlE7e < BLRE <
e S E T, BEAZ Y 2—Lid, Y~—F A JIEDLE THEBRICHBE I N E T A,
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| 7134

=
ax

EDEE

BEENERUa—LTEar T avEEn=TS [

BEIRHAERT O 1—ILT 54X T avEEMTS

HEIREAEA T a— T4 a v BEMNITDE. #HEDLWARHZRROREEEZ 27
Va—/TEET, O T varEENITAE, H-OBBEREA SV a— 1 1LY,
EM 7. B®ERAEZHRELZY TXET,

T 734 A D Security Cloud Control T/THONT=EHIL, S8 [ZREPOEEN S LH5H. 731
ZCHBWICEAISNEE A, 75 A [HEE M (Conflict Detected) ] £ 7213 RIFIH] (Not
Synced) ]7¢ &, [[F] (Synced) JIKRETRWGE, AT YVa— L ENTEHIZFIATINEY
o [P a7 (Jobs) | _—TITid, ATV a— L ENTREENKK LA v AZ o ANR—EF
RENET,

[Enable the Option to Schedule Automatic Deployments] =4 71295 &, A7 Y a—/L I
TRCORBABHIRESNET,

| o

Procedure

Important  Secyrity Cloud Control 2l LT, A7 ¥ a— /L ENTZEEE T A A28 L TEEIERT S

e, FILOLEBICE > THEFORRAN EEXINET, APIZHEHAL T A, ADA TV a—
I ENT R ZEEER T 25881, FTLWERZ A7 Y 2 —/L 7 50N, BEFEOREER % Bk
TEILERDHY 7,

AV a— N ENTCHBERZ AT 21213, ROFIEZETLET,

AT 71 Security Cloud Control D7— L= T, [77 AT U 4—/v (Firewall) 1227V v 7 LE7,
ATwv T2 EE (Administration) >—fi&E%%E (General Settings) Z IR L £,
AT w73 [Enablethe option to schedule automatic deployments] ~ 7 /LR & &4 42 LT, B LET,

BEERDR 72—

BHA T V2 —ix, H—DA XU NERITEV IR LITONA A X MNMITHZ ENTEE
9, VIR LITOND BEIERIX, BV IRLITONDEBEE A T T AHMIcEbE 5720
OAER| 72 51ETT, ROFIEICHE > T, BH—DF A 2K L TIEEY £ 721340 B LITh
NoEEE A7 22— LET,

| &

Important = » FJE|%, Cisco ASAF L ¥ FDM-managed 7 /31 A Z D i S 1,

-

[on-premises Firewall Management Center] % 72 1% [Cloud-Delivered Firewall Management Center] {C
X o TEFLE D [Cisco Secure Firewall Threat Defense] 7 /34 AD R & A7 Y 2 —/F 51T
X, AT Pa—n) Z2ZRLTIIEIN,

Cisco Security Cloud Control : Cisco Meraki 0 & & .
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FRq2gEE0EE |
B 7o ranrrroms

B

Note BE(ZDEBIN A Y ¥ o — L SN TVAEF AL A~OEME A Va—nd 5L, HLL AN
VoL SNERBIC Lo CEHEORMA F#x ShET,

Procedure

AT w71 Cisco Security Cloud Control 75— LX—n b X1 F 4 T/INA R ZRINLET,
RTFYT2 [THAR LT %7 ) w7 LET,

ATV T3 WERTNARZATDETHT Y v 7 LET,

RATYT4 1 OULEDT AL ZAZBRLET,

AT Y TE [T ZADFEMM (Device Details) ]2 > T, [A7 Y a—/L N7 (Scheduled Deployments) ] % 7
ZHOFT, [A7 Y 2—/ (Schedule) 1 #7 Vv LET,

RATYT6 EEEZVOEITTHNEBRIRLET,

« 1EIRY OREADEEIE, [1ERY (Onceon) |47 ar%a7 Y vy LT, B Z—nb ALk
Z) 2N L £,

ARVIR URBT 2540, [EM (Bvery) 147 Y arva27 Uy 7 LET, BIZTEEBEIC T EDOWS
NDOREZER cE£d, BREZETTS A (Day) ] & [FF4 (Time) ] 2N L £,

AT TT [#RT7F (Save) |22 U w27 LET,

Ryva—lsn-zREOESE
AV a— L ENERBERET 51013, KOFIHCENET,

Procedure

AT 71 Cisco Security Cloud Control 1R — L= 5, EFa)F 4 T/NA R Z@RLET,

ARTVT2 [THARETHIY v LET,

ARTY T3 @WYRTNNAAFATDE T2 v 7 LET,

ATY T8 1 DU EOTNSA ZAERIRLET,

RT9 TS [T ADFEM (Device Details) ] XA > T, [AF7 Y 2 — /L X7 )& ( Scheduled Deployments) ] %~
ROTT, [fWE Bdi) 1227007 LET,

y\

ATYT6 AT TVa— L IPEREOKEYIRLIEE, B, E23RZEmE L £,

. Cisco Security Cloud Control : Cisco Meraki 0 &8



| 71 zx8E0EE
2rva—nant-ERosE ]

ATy FT -7 (Save) 1227V w7 LET,

Ry a—behtzREADHIBR
AP a— L SNEBRAEHIRT 5103, ROFICHEONET,

B

Note MM DT NA ADREEHE ATV a— L LThb, —EOT A ADAT Y a—VEER LT
HIBR L7 8id, 780 OT A ZADTD A ¥ a—VSPRIAB R S E T,

Procedure

AT 71 Security Cloud Control D7— L= T, [77 AT U 4—/v (Firewall) 1227V v 7 LE7,
ARTVT2 [TA R ET %7V w7 LET,

ATV T3 WURTNARZATDETHT Y v 7 LET,

ATV T8 1 OULEDT AL ZAZBIRLET,

ATV TS [T/34 ZADOFEM (Device Details) ]34 > C, [A7 Y 2—/L 172 (Scheduled Deployments) ] % 7 %
RO T, [HIBR (Delete) 127V > 27 LET,

c RELAHEDHAIY | HIE, FTxv 7, BIUREM
« TRTDOT NA AFRFEDFHHAIY , on page 126

« T RTCOTNA ADBRELEFDT L B = — L &R, on page 127

REXEDHER

[AHE OREFR (Check for Changes) | %27 U w7 LT, T/ ADRENT A A L THEER
ATV DD, Security Cloud Control IZFR/F SN TWVDRRED A — L Bip o5 TNH )N E 9 )
ERERLET, 20T v a ik, T AN[EM (Synced) JHREED & X ICERENET,

EHEZMEBT 2121, ROFIHZEITLET,

Procedure

AT w71 Cisco Security Cloud Control In— A= 5, £F 21 F 4 FINA R B8R L ET,
ARFYT2 [THAAR 2T %7 v LET,
ATV T3 WERTNARZATDETHT Y v 7 LET,

Cisco Security Cloud Control : Cisco Meraki 0 & & .



FNAREEOER |
B sez=on=z

ATV T8 BENT NA AL TEHEEE SIIZAREMERH 5T N1 AZRIRL £77,
RT9 TS A0 ([ (Synced) 1341 > T [EE DR (Check for Changes) 147 U v 7 LET,
RT9T6 ROEBEL, T AL TEHETRRD £,
« Meraki 7 /3 ZADGE . THAAL ADOREICEER DTG, MDA v —VRERINET,

Reading the policy from the device. If there are active deployments on the device, reading will
start after they are finished.

c[OK] %227V w7 LT, e~lEBRET, 7/5 ADFRE T, Security Cloud Control [ZRF XL TU
HREN EEEINET,

cBEE T Y AT AR, [FyE (Cancel) 1227V v 7 LET,

« T ADYA -

a RSN 2o0FEEKELE T, [T (Continue) 127V v LEd, REICBHESINI-T/NM
AE&ZE (Last Known Device Configuration) &9 7LD EIL. Security Cloud Control (2%
TFENTWDHIRETT, [T A THH (Found on Device) | £V 9 T UL DA NZEREIL, ASA IZ
RESNTVDHRETT,

b. ROWFNNZEEIRLET,

1. [EA (Reject) ]: 77 AT N REBEZELR LT, [IREBICREEINTT A ARE (Last
Known Device Configuration) | Z#EREF L £97,

2. [ (Accept) 1: 77 MA T/ RET A 74GR LT, Security Cloud Control I[ZfR{F STV DT
WA RADREER . THAAATROMSTCRET EEHEELET,

c. [#tfT (Continue) 1 %27V v 7 LET,

1 =1 S

X TELHDIFE
Security Cloud Control Zf/H L CT /S A ZADOHERITINZ 72, B I TV MR ZE E O3
T% [TicET) HBEE. [EFEOMEE (Discard Changes) | %7 U v 7 LEd, [£FEOMEHE

(Discard Changes) ] %7 U v 7 3% & Security Cloud Control [Z, T /3 AZHRIFEINTWD
R TT AL ZADR O o —h /L a b —25%ec EEE LET,

[EHOMKFE (DiscardChanges) (%27 Vv 735 L . T3 AOMEK AT — & AL RIFH (Not

Synced) IRFEIZ7e 0 9, ZHEMHET 5 & Security Cloud Control EOFERK D 2 B2 —(%, 7

INA A EORERRO 2 ¥ — LR U272 Y . Security Cloud Control D&% A 7 — & AT [[RI M A
(Synced) JIZRY £,

TNA ZDRE SN TOVRVERERE DT R TEWET S (DFD [RIZRT ) ) 1IZiE. ko
FIHZETLET,

. Cisco Security Cloud Control : Cisco Meraki 0 &8
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Procedure

AT w71 Cisco Security Cloud Control 1R — L= 5, #F ) F 4 TF/NA R Z@IRLET,
ARTVT2 [TARET %7V w7 LET,

ATV T3 WURTNARZATDETHT Y v 7 LET,

ATY T84 WRERZFTHOTNA AELRIRLET,

AT 975 Lo [RFEH (Not Synced) |31 > T[EHEDMHE (Discard Changes) 127V v 7 LE9,

* FDM I X BB 7 /34 ADY4A 1%, Security Cloud Control "¢ [Security Cloud Control D RE D%
FIIREFEES L, 2 OF 3 RZBIT D Security Cloud Control # %1%, T /34 A _EDOHIEEITH ORERK
ICEEHL %2 5 FEJ (Pending changes on CDO will be discarded and the CDO configuration for this device
will be replaced with the configuration currently running on the device) | £\ 2 #E X v —UNERIN
F9, [#fT (Continue) %7V v/ LTEHEZMIEL 7,

» Meraki 7 /3 A A DAL, Security Cloud Control TZ HE 234 IZHIBR SN E T,

« AWS 734 ZDE4 1, Security Cloud Control THIFRL L5 & LTWabORERRINET, [RET
% (Accept) ] 721X [F ¥t/ (Cancel) 127V v LET,

TINARADT I A TN FEE

T RAT N REHE L L, Security Cloud Control Z i FHE9127 /A A L CHEBITONZE
WEELET, 7V MA TN REFIL, SSHEHAZ T L TT A ADavw R I4y A v
2 —T A RAEMH LT, E£72iE, ASA DL Adaptive Security Device Manager (ASDM)

FDM (2 L 2B 7 34 ADEAIL FDM, 4> 7 L X A Firewall Management Center = — 4" —

A B —T A A O F 7 1 I X Firewall Management Center 72 & D H — IV~ 12—V ¥ %&
FFRLTITY ZENTEET, 7T MAT N REEIZL Y, Security Cloud Control (217 &
NTWDTNA ZADRE LT A ABRIRFSNTVDOIRIE L DM THHEVPEELET,

FINARTDT I bATNY FEEDRE

ASA, FDMIZ X 5B 7 /314 A, CiscolOS 7 /31 A, F721X 47 L I X Firewall Management
Center |Z%F L CHEA BB AT /2> TW B4, Security Cloud Control 1% 10 43 Z & 12T /3 A
A% F = w7 L, Security Cloud Control DSMEECTT /31 A DFREINZEBEMZ LT BT 72 E T
R LET,

Security Cloud Control (%, Security Cloud Control |Zf&1F AL TWRWNT /XA ADFKEITKTT HE
HaH L-Ya . Z0OF S, AD [REAT—H4 A (Configuration Status) ] % [B5E R
(Conflict Detected) ]IKREICAER L E 7,

Security Cloud Control 23t & Z M L7=8E . RO 2 SDORENEZ X LNET,

Cisco Security Cloud Control : Cisco Meraki 0 & & .



FNAREEOER |

. Security Cloud Control & /31 ABDHREZRHT S

« Security Cloud Control D7 — & N— 2| ZRAF SAVTWRWERIEE LD, T /31 AIZEHN
ZBHNTWET,

cFDM IZ L AP F 34 ZDIE4E . FDMIC LA F A4 ZICEBE STV TR
] OFRELEENH HATREMENH Y £,

« 47 L X X Firewall Management Center D337, 72 & 2L, Security Cloud Control & ?DIF]
HIDMREEE X 3T B Security Cloud Control DAV TIToiL 72 A2, 42 7 L X A Firewall
Management Center -~ J& B 23 S 41TV 5 Security Cloud Control T{THONTZEE R H 5
AREMED B VD E T,

Security Cloud Control & T/31 ARIDHREZREIT 5

BEDFHREIZTDONT
[E%= VT 47 /34 A& (Security Devices) | X— T, T AL IZ—EADAT —H A
2 [[EHAE A (Synced) ]. [EFHH (Not Synced) ]. F /=i [BE&M i (Conflict Detected) ]IZ

2o TWHZ ENR®HY F9, Security Cloud Control Zffi fj L TEELT 5 A4 7 L I A Firewall
Management Center O 27— & A Z il 3 2 121%, EHE (Administration) > #&

(Integrations) > Firewall Management Center |28 L £ 9,

o T3 AN [[RIFAFE # (Synced) | D¥5H. Security Cloud Control DFXIE &, T /34 A1 —
HIWARIE SN TWAREIZF LT,

o« FINA AN [R[F1HA (Not Synced) ] DBE Security Cloud Control IR FE SR ENE
HEI, T A2 — A RGFESIVTW AR E & 13872 > TWE 9, Security Cloud
Control 2357 /34 ANZAER Z EBE3 % & Security Cloud Control D/3N—3 = NZ—ET %
LT A AOBREPERESNET,

« Security Cloud Control D TTF /N4 ZITMABNT-EFIZ, PO RA TN FOEE L
PRI E T, T3 ZAOBARRHBAI /2> TWEEA, T U M7 ROEENT
bivd &, T ADAT —Z AN AP S4UE L7z (Conflict Detected) 1122841
F9, TURNET N ROEREZZIF AILD & Security Cloud Control DFEEMNT /34 A
DREL =T DHEICEHFINET,

AN EN 2> TV DA, Security Cloud Control [X7° 7 4 /L b DRE CTT /34 A& R—
U > 7" LT, Security Cloud Control D/MHBTT /A ZADRERRE T SN0 E 9wl L £
T, BEMTbZZ & &K T 5 &, Security Cloud Control (X7 /34 ADERAT — X A%
(B E M (Conflict Detected) ] IZZE W L &9, Security Cloud Control DN TT /34 AIZHIZ
SNIEFIL, 7o RET R RO BEEMFINET,

Security Cloud Control (Z & - TEHB I LTV 5 A 7 L T X Firewall Management Center C, A
TV T ENTERRDHY . T A0 RFEH (Not Synced) ]IRREDYGE . Security Cloud
Control {7 /5 ZADR—1 > 7 %AF1E U CEE A i L £ 7, Security Cloud Control & ¢ [F]#]

. Cisco Security Cloud Control : Cisco Meraki 0 &8



I TINA RERED

F=gE

mertoant |

DMERE STV % Security Cloud Control DAV Tz AW &, 47 L 2 A Firewall
Management Center -~ & BH 23R X1 TV % Security Cloud Control TIT i 7= A H N H 515
£, Security Cloud Control |% 74 > 7 L X A Firewall Management Center’® [t A i (Conflict
Detected) JHREETHDH I LEESLET,

IDOFTarEAMNITILE, THAAL AT LITHA T 21T O0B B 2 M3 2B 2 5% E
TEXET, FFIZONTIE, TS AEBEDOR—Y T DAY 2—)b,onpage 141 2B LT
<TEEV,

BmEREOBRME

Procedure

AWM AZ AT D L. Security Cloud Control DM TT /A ACEENIMZ HIIZHAIC
BENFRIREINET,

ATV EF2UTATNARERIRLET,

ATV T2 [THRA R ZT%7) v LET,

ATV T3 WYIRT A ARZATOR T HFINLET,

ATy T4 BEERMEZEDCT D 1 BEIIEEOT A AR L ET,

AT TS TN AT —TIVOHMNZH D [BEAHE (Conflict Detection) 78 v 7 AT, U A RS [£%) (Enabled) ]
Vi N D= S I

®

@ Disabled
Enabled

&

Enabled ~

+ Auto-Accept Changes

—

TFINAADNSDT I A TN FEREOEHHEZTAN

EREOHBHRZ T ANEZAENCT D2 LT, BEHRT NA RTEHEMZ bNIZEE 2 AE)
AT 1T AL D K 9 12 Security Cloud Control A 3XE T & %7, Security Cloud Control % i F1&
TITT A RZEHEMZ OGNTEHTIL, 70 AT AR REREMEEINES, 70U A7
ROZEFIZ LY | Security Cloud Control I[ZfRIFZILTWNDT /A ADFRTE & T /31 A BIRITHR
FENTWVDHRE L DR THAEDPHEELET,

D HBEIZ T ANEREIL, AR O OMILIERE T, T, ATEFROAEZ T AN
AN L TWD S, Security Cloud Control X103 Z L IZEE AT = 7 LT, T/ ZAD
REWCHLTT U AT AN ROEEMTONTZNE DD ERERLET, RENEREI AT
7234 . Security Cloud Control (%, a2 > 7' "NaRRTHI L, TA ADOREDOH —H
NN— g e HEIRICHERT LT,

Cisco Security Cloud Control : Cisco Meraki 0 &# .
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FNAREEOER |
AEEDHRE

Security Cloud Control T/THOITZWT AL DRIELE LN T 34 AT E LRI S TH R WEE,
Security Cloud Control (3% EA H 2 HERICRFANFT A, B o7 o7 MIE-> T,
WDOT v a v ERELET,

EROBEAGRZMEHT 2121, &I, [BF =2 U7 177314 & (Security Devices) | ~<—3
0) [ﬁﬁ i (Conflict Detection) ] A == —CHENWEAGEA 7V a v &7 MRERTEBH L
ILET, WRIT, llx DT A ZATOEREDOHEARZ AN LET,

Security Cloud Control T7 7 b A7 N ROEHEZRMNT 200, R ZFH TZIFANL
DIES LD T4 7Y a U E@IRT 254818, b0 IZ BiA R, onpage 136 N L
hﬂ‘o

BEIAREEDRE

ATy T
ATy T2

ATv73
ATvT4

ATy T5

ATvT6

Procedure

BHEEIIRy NU— 7 EREWERZFFOT B0 > F &M L T Security Cloud Control {27 27 > L ¥
D

Security Cloud Control DR —ALX—V T, [Z 74 T U4+ —/v (Firewall) 227 Vv 7 LET,

EI (Administration) > —f%E%E (General Settings) DNEIZIER L E 7,

[7F > hEXE (Tenant Settings) | =V 7 T, [T /3 ADOEHRZHAEEKRT 547 a > OFZE (Enable
the Option to Auto-accept Device Changes) | D F 7 V&7 Vw7 LET, [BF¥ =2V T 07 /34 X (Security
Devices) | ~X— O [BEAH (Conflict Detection) | A == —|Z [EH D HEKZE (Auto-Accept Changes) ]
Ama—FTva rPRERRENET,

ERORAL o TrFa)TATNARE7 Vw7 LT, TU MFT R ROEEZ BERET 57 /31 A
IR E T,

[BiE O (Devices & Services) | A ==—T, RR Y7 XU A=a—b [EHO AR (Auto-Accept
Changes) ] IR L £,

@® ct Detecti Enabled ~

@ Disabled
@ Enabled

+ Auto-Accept Changes

T MEDTARTOT/NA AODEHFHRIBEEDEMNEE

ATy T

Procedure

[FHH (Admin) | F7IEL[Fy U —27 FHFE (Super Admin) |HEFRZFF>T H > b & L T Security
Cloud Control |2 & 7' A > L %1,

. Cisco Security Cloud Control : Cisco Meraki 0 &8
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AT w 72 Security Cloud Control D7 —AL_X— T, [Z77 AT 74—/L (Firewall) 1227V v 7 LE7,

ATv 73 EBE (Administration) > —f&%E (General Settings) DJEIZER L £,

ATy T4 [7F 2 Fi%E (Tenant Settings) ] fHIK T, "I/ NELIZATA RLTRKEAD X ZFRL, [T ADE
HAHEKERT AT > a U EGTT % (Enable the option to auto-accept device changes) | & fE4hiZ L &
T, THUTEY, AR A =2 —D [ZEHE O E)EGE (Auto-AcceptChanges) |4 7> = UMM/ Y |
TF U P EOTRTOT A ATZORBREPEDICRD £9,

B

Note [ #)&Z2 (Auto-Accept) | ZMERNIC L7854 . Security Cloud Control THAZR T AR, K73
A ADFEEMERT D2UERHY T, TNETEEOHBIKBBPRESNTWET AL 2D
HRIZIR Y £,

TITHEL T ATHRAT BRGEDHA EMRRT 5 HECONTHIILE T,
REAR T —32 ADFER

WROFINEZMHEH LT, REW) OREAT —F ADT A AL R LET,

Procedure

AT X2 )TATNAREZERLET,

B

Note -> 7L I R Firewall Management Center O35 1%, B (Administration) > #t4&
(Integrations) > Firewall Management Center 27 Y v 7 LC, [#[F# (Not Synced) ]:ikfE
DFMC ZBIR L, A7 v 7 5 1ol T LET,

AT T2 [T34 A (Devices) | #7570V w7 LTCT A RAERDTF D), [T 7 L—1F (Templates) | ¥ 7% 7
Vo7 LTET AT AL A& RO E,

ATY T3 WYRTNAARAZATDE T2 ) v LET,
ATy T84 RREWEWESNIZT AL AR ET,
ATy 75 A0 [FRFEH (Notsynced) ]/3f/L T, IROWTNMNETIRL ET,
[V E=—LTCRER.. (Preview and Deploy..) | : i%XE DA % Security Cloud Control 7> 57 /34 A |
Ty aTHEER, AIToAEEE T L Ea— LTEMT ., ffoThd —EITHEEOET % &’
BHL £,

Cisco Security Cloud Control : Cisco Meraki 0 & & .



FRq2gEE0EE |
B sontzs—szomn

« [ZFEOMEE (Discard Changes) ] : i% € D2 ¥ % Security Cloud Control 757 /34 A2 w2 LAY
6. F7213 Security Cloud Control THAA L7CRREDEEL Z [TTICRT ) HE, ZOF T v aid,
Security Cloud Control IZfRIF SNV TWARIEZE . 7 /3 AMRIFES N TV D FE TR C EEEX LET,

BRAERERAT—5% ADMER

Security Cloud Control ZfEf 32 &, T4 7734 A Z L IZBA R 2620 £ 7213850 k¢
= F9, BAMH, onpage 136 AN 72 > TUW T, Security Cloud Control % 327 /3 A
ADREICEERMZ SNIZHE, T3 ADOREAT —F AL AR (Conflict
Detected) ] & RRINET,

[ (Conflict Detected) ] AT — % A ZfifR4 5121, RO FNEIZHENE T,

Procedure

AT 71 Security Cloud Control DR—AL_—T, [Z77A4 T U+ —/b (Firewall) 1227V > 7 LET,
ATYT2 EXa T4 TNAREBRLET,

B

Note - L I X Firewall Management Center D3 51%, B2 (Administration) > &
(Integrations) > Firewall Management Center %2 U w7 LC., [RF# (Not Synced) ]ikfE
DFMC &R L, 27 v 7 5 bt LET,

AT T3 [T/34 A2 (Devices) |7 %27V v 7 LT, T, AERDTET,
ATy T FHRTANAAZATDET 20U v 7 LET,

AT9TE BEEZWME L TWDET AL ZAERIRL, HROFEMASA > T [BiE OMeR (Review Conflict) &7 Y > 7
L\‘i‘é—c

RT9T6 [T31 2D (Device Sync) 1 X—T T, MlFERINTWDHERZMEL T, 2 2OREZ LI L
e

o [ERBICFRH I NT=T /31 A% E (Last Known Device Configuration) | &) 7L DfF 7z %L
I%. Security Cloud Control |ZfR1F SV TV DT /31 ARETT,

 [7 /34 Z TR (Found on Device) ] £V 5 T ~L DN/ SR LT, ASA DFEITa L7 4 Fab—
Ta VICRIFESNTODORIETT,
ATV TT WOWTNLERIRL T, BEEMRELET,

o [T A ADEF % 7K (Accept Device changes) ] : #%/E & . Security Cloud Control (ZR1F S 4L TV D 1R
BMEOEFENT AL ADFE[TA L7 4 X¥al—ra L TrhEXIRET,

. Cisco Security Cloud Control : Cisco Meraki 0 &8
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FR42EEOR—) > 70Rrva—L |

B

Note  Security Cloud Control I~ > K 7oA o A & —7 = A ALITD Cisco
[0S T A A~DEROREMZ TR — LT\, Bia & fkd
HBEED CiscolOS 7734 ADME—DRPFKIL[L B = —72 L THEGR (Accept
Without Review) ] T,

c [TAA ADET AL (Reject Device Changes) ] : 7 73 AIZRAF S LTV S X E % Security Cloud
Control IZIRTF SN TWVWDHHRETLEEE LET,

B

Note (@7 13ARINIT R TORELEIL, AEr /CifkSnEd,

TNNAREEDR—Y VI DRV a—)

HEO R, on page 136 ZH NI L TV DL, F72IE [RAE (Settings) | X—Y T[T /31 AD
EH A BEART 5472 3 > OF%hE (Enable the option to auto-accept device changes) | 4~
varEANILTWDEE ., Security Cloud Control 1X, 7 7 4/ b ORI TT /A A% R —
U > 7 LT, Security Cloud Control D/MHBTT /A ZADFEEIZE TN AZ BT E 5 g
WrLE9, 734 AT &2, Security Cloud Control NEE # R —V /T HHEZRETEE
o TONARLZ <A ZFEEOT A ZTHEHATE LT,

ZORBBRRE SN TWHRNT A 22O, BES (5 hoF 730 M) ICHER
ICRESNET,

B

Note [t - UF (5,34 & (Security Devices) | = TTFNA AT EDH AX LAMRZRET S
&L [MERE (General Settings) ] X— D [T 7 4 /v b OBAHBHFIE (Default Conflict
Detection Interval) 17 7 # /L b OB AR HFIE O E, on page 32 TN L7=4R— U > ZkEN

EEEShET,

[E¥= VU7 47734 A (Security Devices) | ~— T [t (Conflict Detection) ] %A %)
2T 50, [RE (Settings) ] X—Y T[T/ AOERZBEKRT 247 a > OHML

(Enable the option to auto-accept device changes) |14 7' a V EH NI LIz 6, IROFNEIZHE
Security Cloud Control (2 X 5T /34 ADKR—V o TR@E Ar Y a—LT&xE7,

Procedure

AT 71 Security Cloud Control D7R—AL_— T, [Z7 74T V4 —/b (Firewall) 1227 VU > 7 LET,

Cisco Security Cloud Control : Cisco Meraki 0 &# .
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B = zxzEok—us0rrCa—0

ATYT2 EFXa T4 TNAREBRLET,

ATV T3 [T34 A (Devices) | X7 %7V w7 LT, 7L AEROTET,

ATV T8 WERT A AZATDET %7 v 7 LET,

RAT9 TS BAERMEANCT 5T 3 AR F T,

ATv 76 [HAHH (Conflict Detection) ] DFRIZH 5 [F = 7 [EIfE (Checkevery) | FKu vy 7 XA U A=a—%7
Uy 7 L, BOR—Y > 7@z &R L 9,

gy Conflict Detection | @ Enabled -

Check every: Tenant default (24 hours)

Tenant default (24 hours)
10 minutes

1 hour

6 hours

24 hours

. Cisco Security Cloud Control : Cisco Meraki 0 &8



CHAPTER 9

ZEAS, J—H 70—, BLXUT3ITD
TRy LLEKR—F

Security Cloud Control (%, &XEEE 17| —§GT A ZBE, BLOT A R & OEFERFICHE
TEND7r R RCE=2 Y 7 LET, 2t Xy N =27 OEEFORY & —73
X2 VT A BBICED L DITHET DT 5 DIRLHET,

» Security Cloud Control AT 1 77 (143 ~_X—7)

« BH T OEROER (145 =)

cKHY 72 MEH (146 ~—)

« B 7 DL AR— I, on page 154

» Security Cloud Control TO Y 5 7E=# U 7 (155 ~—)

» Security Cloud Control TO U —27 70 —NDE=4% J 7 (157 X—)

Security Cloud Control DZE O 5
EEr 7L, RO K D 7RI EBYMER T,

» Security Cloud Control C/THONTZHEL L EZF ¥ 7 F ¥ L, VFH— bRIROTXTOFT A
AAREY—ERAOEREFRTHHE—DOE 2 —%RMAM L F7,

« T ARERRITINZ DT R ORI 27~ L £,
TN ADF L R—=T 4 7 LHIbRZ R L ET,

» Security Cloud Control DAMNBTIHAT HRY O —EHOFEE M L ET,

EEOYOEEHEE

Ao 7%, REELL LOEEMNSICET 2 ROBENHE SN THET,
T RCOEF /T NI DTVERLET,
A TT U PORMEFFIFEEISTIS, FES o Muz] o Tuno) IZEIFELET,
cBHa FEEREIIFIZOHDOHRE CSV 77 AL ELTH Y a— RTEET,

Cisco Security Cloud Control : Cisco Meraki 0 & & .



ZEOY, 7= 70— BLUT3TDE=SYvTELK—+ |
. Security Cloud Control DZFE O 4

B

GE) 7 7 v FEEfEA Firewall Management Center C/THO 72 L, A o Z KM I EH A,

[ZE®¥ v 7 D% (Change log capacity) ] : Security Cloud Control |38 8 1 7§ & 1 H=HLREF
L. 1 FxB257—2%HIBRLET,

Security Cloud Control D7 — 4% RX— X fF SN DHEHE v ZifHE . =7 AKR— b L7zEER
TIZFRINHHERIBERH Y £, FEMICOVWTE, AHEr DT 7 ZR— |k (1543—
V) BHRLTLIIEEN,

[£#Hr7x hY (Changelogentries) |: ZHr /T2 FUITIE, H—DT /A ZAFRE~D
B, TNRAATIITINTZT 7 v a ., F£71% Security Cloud Control DA T /3 A A2/

ADONTZEENRBENET,
CREDEHEZZLEFEn 72 M) ORE, SISTOITOEROSHE 2 ) v 7 LTER
DFfMEFRTEET,

Security Cloud Control DAMBTITHOIL, Fia L L THRIHSNTET U M4 7y REELOY;
A VRATLA—Y—IREBEOI—Y—L L THEEINET,

Security Cloud Control EDF /A ADFEENT /A A LOFRE LRI SN/ %, £TT
73A A 73 Security Cloud Control 7> S IR & 4172 & 12, Security Cloud Control X4 H = 7
T MU EBALUET, HEIX, 731 A5 Security Cloud Control (252 E % #it A 0L - 72 1%
\Z, F 721X Security Cloud Control 72 &7 /A ANZEREA B LIz ZICFR Sz & e &
IWET,

» Security Cloud Control (%, ZH23kE) L7 KI L7z BfR22 <, BEFo= > MU &5
TLEERICHLWAEr 72 MY ZERLET, BMOREELIT, BHNTHLHL
WEEr 7T M UIZBIMSET,

o TNA ANZKIT DR AEY . B, BIOHIBRT 7Y a DA Xy MRFRINET, =
NoOT7 73T, TRALAAOEEa ZRHAL N ET,

« Security Cloud Control 78 (FtA#H Y £72ITEHICE > T) T4 RORE LR ELD &
F 721 Security Cloud Control 287 /S A ZEE L 725 &, R ZIIH L bNET,

» Security Cloud Control DFMHBTT /A RZEEN M S -6. B (Conflict
Detected) | = MU NEEr JIZEENET,

REFTB IR T LIEAFE e 7= Y (Pending and completed change log entries) | : 2 ¥ &
ik, R (Pending) ] £721X [58 T (Completed) | D AT —X ZA13H D £9°, Security
Cloud Control Z /] L TT /A ADOBELLE T L L, KHEIT R (Pending) (ALK w7
T2 MRS ENE T, REFTOEEa T2 TTH57 77 4 BT 13RO LB TT,

o T34 A5 Security Cloud Control ~M % & D Fi 4 HL Y
» Security Cloud Control 2> %7 734 A ~DZEH D B

» Security Cloud Control 2> 5 D7 /S A A D HIER

. Cisco Security Cloud Control : Cisco Meraki 0 &8



| Z8E09. 7—9 70— BLUZaTOE=L YT ELE—F
zansozroxr I

T T 4 X2 —Tary Ty ANEEG TS CLI 2< 2 ROELT

[EHu s N OMREE 7 4 /L4 (Search and filter change log entries) |: ZAH o 7=
N DRERE 7 4 VAN TEET, RRT 4+ — LV REFHLTA X FERBELET,
TANE (TANETAay) LT, BELLEEEEZMET = M) 2R LET, £
Too BRER 72T A NVEBEL, RERT 4 —/V FIZF—TU— RZBMLT, 2250% 27 %#
HEDED LT, 74 NFRBENTRRNOT S M) 2B TEET,

ZEOVDEEDRT
B 7 OERELFL, FATHRT 7 4 L OBHAEORIEE D = 2T, F /3o AU
2 0B A T L E T

B 7 OERTIE, TOMKRT 7 A4V EEBE SN T 7 A LV OFEM 7 e N2t S .
FRAABREIWZED L O REENMZ OGN0 EAHIETEEd, EADOE 22— T, FEITRERK
WTEBN, 2%, BIXOHIBRIN-EIAEAFR I ET,

FIE

ATy BFEa/CES Diff) 12270 v7 LET,
SHRTNA ZADFITHER T 7 A VNOEERET R TERENET,

[JEOFE (Original Configuration) 15ZI%, ZH N ASA T A ATEZIAENDRTOFITHERK 7 7 A /Vid
FREINFET, [BEFALADOFKTE (Modified Configuration) 1FI1CIE, BENEZAETNHOE T2 T 4
Xal—ary 77 AARERINET,

ATV T2 EOFINOHDIE THAETZE>T, EREHRLET,

b e = —CliE, HR network 47 2= 7 hX°, engineering %~ b7 —27ND7T KL A HR_network % >
NI —ZNOT RLARIZBETDIOEEST 72 A — L EOBMEFT 2R TE £, [TOHRE

(Original Configuration) ]%ClX, [£H I 727 E (Modified Configuration) |¥OEFNEFZHET 57
WOBMRA b LR DATIEFATTRINE T,

Cisco Security Cloud Control : Cisco Meraki 0 &# .



ZEOY, 7—9 70—, BLUTITNE=FY TELR—+ |

B z=v/szxrem

Comparing Files x

Prnious  Nes ~ 173

T S
s ¢+ e e ™y

57 interface GigabitEthernetd7 &8 no secority-level

S shutdown &1 no ip sddress

50 no naseif &

80 no security-level 81  interface Man m-e /e
81 no ip address ol

(]

61

"

BE  security-level @
67 ip address 10.B6.118.4 295,255.252.0

69 boot system diskd:/asa952-smp-k8.bin
115 mode pass:

object network s
76 host 209.185.1.5

78 object network test-netwsrk
0 subnet 192.168.2.0 55.255,255.0
80 fccess-list test-allow extended permit ip amy any |

1l t engimesring_access extended permit ip cbject engineering object Lest-network e object engimeering object test-network

8 L15T anQirearing_3ccess suTended pOrmiT 1p sy any 055+ 1197 0AGLNGRTING_BCCHES O R perait 1p any any

) £8E, lines 28 1

B4 mnu managessnt 1580

B5 no rauo er

8

87

[

B9  asdm image diskd:/asde-T92. hn

90 no asde history emable

o arp timeout 18488
fcmp @:90:82 1 laanaral.-:Jcseun eun cnua:aa ctp B:82:00 icmp B:08:02
pat 8:85:00 z 1 mgep B:85:88 mgep-pat B8589

sip-invite B:83:89 sip-disconnect B:62:88
wuth 08500 sbiclute

Ciose

AT T3 [Hi~ (Previous) ]BLON[K~ Next) | R¥ %27V w7 LT, 77 A VHNOETEHERLET,

ﬁ@?ﬂ4x5 EBEFEINTET N, AREDEREFRRLTON L, REDEFH oA
CED XD REENMTONEE IEMICIEETE £,

ZHI)H)IX NEHE

EEY 7 A MNEEIZITIRO X D 72BN H D F77,

+[£%# U 7= A (Change Request) | £ TDE YR A EDOIEYME%A [A¥ 22 (Change
Log) 1AV MMZVU v 7 C&ET,

e —RKRX=FT 4 DF v N AT LT[EEY 7 X (Change Request) | #PE £,

» Security Cloud Control TD [Z£ R Y 7 = A | (Change Request) | DIERKEZFFAI L, ZH 1/
ARy MIBEEMT E T

FHYIV IR FEEDOERAE

[A% Y 7 A MEH (Change Request Management) ] Zfif L C. Security Cloud Control C [Z5
HYU 7> A (ChangeRequest) |ZAfER L, ZH 1 7 A~y MIEEMITET, ZOEHEK
. W R SN TEBITRETE £

. Cisco Security Cloud Control : Cisco Meraki 0 &8



| Z8E09. 7—9 70— BLUZaTOE=L YT ELE—F
zEy sz rgzoant [

B

(GE£)  Security CloudControl Ti&, ZEER S v XU J L EEERERIIF UEELfE L CWVET,

ZRJIVIXEEODAEME

EREY 72 FOBEANTT D L MHENOT X TO—Y =T o LR EL T 2 w81k
L. flEcsxd,

BHRIRNT v x 0 7OAEIT, MEOT R TOZ—F—ITHEL LT LET,

Procedure

AT 71 Security Cloud Control D7x— L= T, [77 AT U 4—/b (Firewall) 1227V v 7 LE7,
AT 72 EE (Adminigtration) > —f&i%E (General Settings) DJEIZER L ET,
ATV T3 [EFEY /T AMD KT »*> 7 (Change Request Tracking) | F 7 /LR ¥ v EHZLET,

%= Change Request <+ Nong a

T D&, [EHEY 7= AL (Change Request) | A == —M/E FHIZFE R I L, [£¥ 22 (Change
Log) |"X—TYD[AEHE U 7 =X (ChangeRequest) | KR v X7 X NBEHATERLC20 ET,

M CETY 7 2 X NOIBMINANZ/R Y £ L7z, [£EY 7= A K (Change Request) ] A
Za—0ETFICRRIN, [£®E 22 (Change Log) | ~—TIZ [Z£HE Y 7 =X | (Change
Request) | K v & U XA MPREREINET,

FEIYHS IR FDER

BRI 72 ZXFEER L, Xy FY—=TADT A ATMNMA BN DREL 2B L CTBY
5T LT, BRZWEUNICEML THEETE LR RV 7,

FBEY 72X NTlE, BETARELELE VL — b L., BHEOERI A R+ 5 72D O
Eh SNz FENRE SN E T, —EEREIND &, BEOT X TOEHIL, 77T 4 T 7K
BYITZANNIT YT ENDIDENI/RDET, TOERY 72X MIBE#EM T ONET,

Procedure

AT 71 Security Cloud Control T, /£ FMiZ& 5 [ZH U 7 = A & (Change Request) | A == —® [EH Y 7 =R b
DYER% (Create Change Request) | (+) 7 A a2 %227 U v 7 LET,

AT w72 [4H7 (Name) | & [7iBH (Description) JIZASLE T,

Cisco Security Cloud Control : Cisco Meraki 0 & & .



ZEOY, 7= 70— BLUT3TDE=SYvTELK—+ |
B z=vrzxrezmnsa~ romaEit

[4 A1 (Name) ] 25k CHEA4 2 FED [AH Y 7= A b (Change Request) | ZIZHIGLTWAZ &, £
L C[#iB (Description) JICAED HHNGEH I N TWAZ 2R LET,

B

Note {Epf%i2 [£ % U 7 =X & (Change Request) | DARIZAEETHZ LIXTEEHA,

ATY T3 [R1FE (Save) 1227V v 27 LET,

2

Note [2:8 U 7 = A I (Change Request) ] MEfFEEH5 &, Security Cloud Control 1X 3T DH L\
EHEINT D [AHRY 7 =X~ (Change Request) | &I ZBEfHT £, Z OB #EAfIFIX, &
Y 72 A MBI T o0 A=a—0nbEEV VXA 27 VT T 5EThEET,

BRI 72X SPERRSI, T T4 7RERY) 72 A MRV ET, BHV 72X MEHA
BINZT D BRV 72 A FOFME7 VT T5F T, BEORELFITT T, ZOEE
U7 xz2 MHEEMT N ET,

TERYSIRMETEOQT AR FOBEERT

BRIV 7T A MaEEa T A Xy MIEEMNT T, AR 2% L, SELEOHM 2 8H L
3

RELLOAR LB ZCEETo720Ic, ARV 722 PERFEOLER 7 A X2 MY »
73 HMEND LA, ZOFIEEHEMLET,

Procedure

AT 71 Security Cloud Control D7R—AL_— T, [7 74T U+ —/b (Firewall) 1227V > 7 LET,

AT T2 ERONA T, [£EH e S (ChangeLog) M N> k&O% (Events& Logs) > B4 (Logs) >ZEERQY
(ChangeLog) #7 U v 27 LET,

ATY 73 BFEu 2R LC, [£EY 7 A K (Change Request) | IZB#fFIT DA X hEFRLET,
ATy T8 e THrEFu /oy NYORICHD ey 7 AoV A N7 ) v 7 LET,

B

Note [ HiDZHY V72X MALEEY 72X Y X hO—F FICERINET,

ATy TS BHEY 7T A MERIRL T, [#R (Select) 1227V v7 LET,

. Cisco Security Cloud Control : Cisco Meraki 0 &8



| Z8E09. 7—9 70— BLUZaTOE=L YT ELE—F
ZEVH IR FEEALEZEDT A~y rok%k [

EHY 72X SPEE 07 A X MIBEREMNT b, AR LBRELEOMIZ b L— X A[REZR Y
> BB S IVET

ZHYIVIRXAMEFERALEEZEEOTARY FOBE
ZDHAZ T, B#ETLHELY VA MEZRBETHZLICE->T, FFEDEEr 7 A~
FEROTDZENTE, BRELEZNICKHIGTD RF¥a2 A FEBIfCEX D L1220 £9,

B, IBBF. E7ROOBMT, FEOLEY 7 TZA MY 7 SRTHLEER 7 A Ry
NERETOUEN L DG, ZOFIELHEMLET,

Procedure

AT 71 Security Cloud Control D7x— L=V T, [Z7 AT U A4—/b (Firewall) 1227V v 7 LE7,

RTY T2 EONA T, [£EFa s (ChangeLog) M AN k&O%4 (Events& Logs) > B4 (Logs) >ZEEQY
(ChangeLog) #7 VU v 27 LET,

RTw T3 [EHEr s (ChangeLog) M%7 +—/L RIZ, BEY 7 =X MOL4RTZ AT LT, BEfToN-ET o
TAR FERBRLET,

Security Cloud Control I%, 7ERIC—EHTHEHE v /A X M aliE R LET,

BERFMC BT LT 0 F AN PRFRENET, Be—BTMHR RS, MR E
TEET,

FHYHIXAMDBE
o — A L CARTPRIATHRET A Z LIk, 2a—YF—3MECLFEY J =X h %1
IFRL A2 ¢ TEET,

VAT LHRADOEEOT MU ETRHEDER Y 7 =X & BROT 5 0ENHLH5EE. O
SRIERE A L £

Procedure

AT w71 Security Cloud Control T, /& FMIZ&H 5 [Z£H U 7 = A & (Change Request) | A == —®D [EH Y 7 =R b
DOFERY% (Create Change Request) | (+) 7 A a2 %227 U w7 LET,
ATw 72 [ (Search) ] 7 4 — /L RIZ[EHE Y 7 A K (Change Request) | DARTE IR T 5 —U— & A
NLET, BEANTLHE ATINE BN —ET 2R [4A1 (Name) | 7 4 —/V & [FiH]
(Description) | 7 4 —/V RO FIZERINET,

Cisco Security Cloud Control : Cisco Meraki 0 & & .



ZEOY, 7= 70— BLUT3TDE=SYvTELK—+ |

B z=vrxr07 150

ZE

ATy I
ATv T2

ATvT3
ATy T4

ATy TH

ZE

&

BB —BTDEFY J XA MRARTT 4 —/V REFMBA Y 4 — /L FOMFICEREIND T
W, BHOZEF Y 72 A 2 TIER A5 2 0N TEET,

JITRALDT 4 )L 03H

BRI A 2T A VZRE LT, £Xa VT 4 RENOREDBRELFLA N b 2diE
R ADT THER TE £,

BEOTOT7 4 VAEREEZEA LT, BEOERBIIHESWNTEFTY 72X FD Y X R EKDIA
TeZ ENTEET, ZOREIZEY ., T, ALRIKROFRELEE 2 WK RS LOEHETX
s

Procedure

Security Cloud Control DR —AL~X—C, [77 A4 7 U+ —/b (Firewall) (%27 V27 LET,

FEORA T, [E¥Er S (Change Log) [/ N> h&0O4 (Events& Logs) > B4 (Logs) >ZEEQOY
(ChangeLog) #7 VU v 27 LET,

TANETA Azl )y 7 $5E, TXTOF T arPhERInEzd,
[fi%8 (search) ] 7 4 —/L FiZ, [££HF Y 7 = A (Change Request) | D4 HIZ AT LET,

EEADTDHE, ANNIUIEE S — BT AR RENERENE T,
ST AF v IR I A F AT LT, BHEY 72 FEABIRLET,

—HL7zbONR[EE e/ (ChangeLog) 17— 7 MIFRENE T, Security Cloud Control IZ LV . 84—
BOEFEa 74X MPEFHERSIET,

[£® 7 (Change Log) 17— 7 /WIZiX, MBEFRFIC BT H7 4 VAWM INTZEHLY 7 =
A NDHENFRRENET, B —BIMHAE RSN, BHEICFFETEET,

DJIRRMY—=ILIN—DIUT

EEYVIJTARNY—NR—=% T )V TTHE, BRI AX IRBEGOERY 7 =X NZHE)
BNCREAM T BN D Z L 2T N TEET,

EHa 7 A Xy "BRBEAFOERY 7 =2 MZHBIWIZEEMT 5N 0% SHERS H56
I, ARV VA N — A" —DE#RE7 VT LET,

Procedure

Security Cloud Control DR —ALX—T T, [ 74 T U4+ —/v (Firewall) 227 V> 7 LET,

. Cisco Security Cloud Control : Cisco Meraki 0 &8



| Z8E09. 7—9 70— BLUZaTOE=L YT ELE—F
FEOSARY FeEEttont-zEY 2R k0o 07 [

AT T2 ETHICHS [EHY 7 A (Change Request) ] A ==—® [EHE U 7 = A hDERK (Create Change
Request) | () 7A =2 %27V vy 7 LET,

AT T3 [Z7VU7T (Clear) 1227V v7 LET,
[£® Y 27 Ak (Change Request) ] A ==—|Z[7/2L (None) | £ FRINFET,

BEY T ARNY =NV N—=N7 UT ZFL, [72L (None) [&FRIiL, BT A X2 MREE
FOEFEY 7 A MZHBWIZBEEMNT Sl £,

ZEOTAR FEEEMITONEZEREY9IR MDY )T
ZDOH AT T, BB AREIZ R ST HE0M s TERENTZHEAIL, BFEY /7o X N LEH
07 A Xy NEOBEMT AR TE 7,
ZOFNET, BE T A H =T 2 A ATEFQ T AR MINHERY 7 2 A SORHEAM T &

fRER T D MER DDA ITEN LET, AERBEHIRT 5 2 LT, AHAIEMISEBR L,
BHTEDE 0120 £,

Procedure

AT w71 Security Cloud Control D—AL_X—T, [Z77 AT 7 4—/L (Firewall) 1227V v 27 LE7,

AT9 T2 EMORA T, [A¥Er/ (ChangeLog) ][ N> &A% (Events& Logs) > 0% (Logs) >ZEERAY
(ChangeLog) #7 U > 27 LET,

ATw 73 [£Er” (ChangelLog) 1Z MBI LT, [£E Y 7 = A (ChangeRequests) | & DOBIHESHT 2 fEERT 51
Y hEFRRLET,

ATV T ST HEFa o FIORICHD Ray XYV ANET7 Y v 7 LET,
ATy TS5 [Z7UT (Clear) |27V 7 LET,

BHY 722N EERLIZAET 0 7 AN b EOREM T IEF SRS, £ b 0HEAH
DEEREAHIFR S E LT,

Z®E') 7 TR +OHIBR

BEY) T A NPRBEIL RT3, BRI A NEHIBRLT, 72747 REE) 7/
A RYRARLOBHIBRLET,

[£® Y 7= A K~ (Change Request) | ZHIBRT 5 & XX, [££8 122 (Change Log) |75 TiX
BRSERY 72 A MY A RDBHIBRLET,

Cisco Security Cloud Control : Cisco Meraki 0 & & .



ZEOY, 7—9 70—, BLUTITNE=FY TELR—+ |
B z=v/x 5208t

FIE

RT9T1 ETFHICHD [EHEY 7= A~ (Change Request) | A== —® [EH U 7 = A FOfERK (Create Change
Request) ] (+) 714 ar%22 ) v LET,

ATvT2 BRY 72X Ma2@RL, AIMTAar%227 ) v 7 LTHIBRLET,
ARTVT3 Fxvr/~—0%27 0y LTHEELET,

EHY 72X MIEEY 722 MY X FpbHlRSNETH, BESRMAICAT 0 7235
MEERRSNET,

ZBRV VIR EEOEMIL

IDXAITIH, THUY N TEEY 7 = A NMEHBSRENREIZ R - T2 6, £ ORRE S 8%
I LET,

[A£® Y 7 =X MMEHEL (Change Request Management) | £/ [AH Y VA MDD T v F 7
(Change Request Tracking) | Z & T 5L, TV hOTRTOZ—HF—ITHELET,

Procedure

AT w71 Security Cloud Control D7 —AL_X—T, [Z7 AT V4—/L (Firewall) 1227V v 7 LET,
ATy 72 E8 (Administration) > —f&%E (General Settings) DJEIZER L £,
AT T3 [EHEYIZZAMD KT vF 27 (Change Request Tracking) | b 7 /LR Z o & B L £ 9,

BEYV /A MNERBIOEEY 7 =2 MEBIOMEEN, 772 FRNOTRTOa—H —(T
%L CESC2 Y £,

ZEVIVIRMDEBRELEEEOT AN FOBEEMIT

TDHARTNE, T7AT T —ILT A A2 bN=EEEZBRL, TNHEEEY 7T A
MZBGEAHT T, A AT A THEFRF SN CW DT 7y b EfFERT DO B E3, BHY
J A NEER L, BF a7 ARy hEBEAMAT T BFEDOEFY 7 = A MIBET 5 A N
N TEET,

INbD—RAr—RA L, BHY) 72 MEEIGMEENTWAD Z EERRE LTWET,
SFESERVFIATEFRY 72X MNEHAMFA LT, BMEIESEZHEEL, 7747 U —b
DEBENLOF /-y b AT LMIEEMIT A ENTEET,

. Cisco Security Cloud Control : Cisco Meraki 0 &8



| zEns.

ATy T

ATy T2

ATvT3

D—5 70—, BEUTITOE=RY LT ELKE—F
zEY /IR roEELEEDT (A romErT [

FIE

Y AT L THEFRFSILTWD T 7y MRS 272012, 77 A7 U4 — VT3, ZITMA b ER
2B L £,

ZDaA—A— AT, AV AT A THE SN TCWAF 7y hEIRT D027 74 T 7 4 —/LF N
ARIEEENMZ, ZTNODT7 7 AT I —NVOEENSGELLZELEa /AR hEEHEY 72X MNZE
AT AU F U A ICON TR L E 9,

1 ZEV 72 O (147 =X—2)

2. NBVAT LADOFry NMAETTTFry NESEELY 72X FOARNIEH L, [ (Description) ]
74—V RIZEEOHME & Z OO BEFE HRA BN L £,

3 HLWARY 72 A RRERY 7 ZARY =R —ZRRENDZ 2R LET,
4 TrATUF—NTNA RAEERLET,

5. FeX—var 4 FUT[EFRr S (Changelog) 127 Vw27 L, HILWEFRY 7 A IR
FFonTWEERr 74Xy ha RO £,

6. THYV I ARNY—NAR—DZ7 U7 (1502—) BEa /A X "N EOEFE Y 72X MIEHE)
BRI T SNV i LET,

T7AT DA —IVT A ADEFENTONT- %, [HxDEEa A X e FEITHEHRLET,

ZDZ—RAT—ATIX, 774 T T+ —NT A ZAOELEAT> TN AT A THERF SN TS TF 7 v

FEfpk Lzt oo, BFEY 7oA MEEBEAZHH L TEEY 7oA NEEEr 74 X2 MMCBER T

LOEENTZENI T U HCONTHHLET, T/ MEEEHEHL CEF e /A XU MEFEHLE

T

1. EHEV 72X RNOERK (1473—) , BEY 72X NOLARHTE LT, MRV AT ANLOF7r v N4
FFESEHALET, [ (Description) |7 4 —/L REMA LT, BEOHME & Z Do B
WAaBML £,

2. FEF—var v Ry T[EErS (ChangeLog) 127V v 7 L, BEIZHEEMT LN THEE
FarZAXy NERBELET,

3. ZBHYIVZANEEFEa /Ay FOREERT (148 2—2)

4. EHIYV I ZARNY—)LRX—=D7 U T (1502—) | BEaTA XY NREFOEEY 7oA MIHH)
N BEEAT T B ek iz LET,

EHEY 7o X MIEET T DA En A X b ERRLET,

ZDA—RAr—ATIE, B AT LA THERF SN TWADF 7 v F & fRRT 572 DIATON I EEOR R &
LT, EORIRETEa /AR bR EE o SRS NENEZAD -0 E W) v F U FIC O TR L
F9,

1. Fer—varu4 Ry T, [E¥es (Changelog) %7 Vv 27 LET,

Cisco Security Cloud Control : Cisco Meraki 0 &# .



ZEOY, 7= 70— BLUT3TDE=SYvTELK—+ |
. EEOJDIY RKR—

2. WOWTNIrOFEEZFEH LT, ZHEY 72X MIBEEMNTONTET e 7 A X FEREBELET,

+[A® a7 (Changelog) MR 7 4 —/V RIZ, BH IV 7= X NOEMRLBIZAN LT, TOEF
U7 2 MIBEMIT ORI ERr 7 A X M &fEE LE T, Security Cloud Control (Z KV | FE4
—HOERa A X MR RS NET,

EHY I A DT 4 VEZUER (150 2—) ZETLTEEr /Ay NEBBRLET,

3 BEHEn T HFRLT, HETLIEHEY 72X MR T l\fiR RSN E T n 7 X 2RO
B

EREY 72X FPIEFICEB S, BEa 7 A X2 MPNETF Ty MCBEEMN T b E L,
EHEu 7%, BREY 7 A MIY o7 SHICBBAREZRA N RREENDL L IR,
T7AT U+ —NVEROEARTE SRS ET,

ZEOJTDITY RAR—F

EEa 77 =220 <KGVE (csv) 77 AMITT AR—F LT, VAT LN TOER
La—Ro74VE2 YT V—h SWErfRIcLET,

Security Cloud Control ZZH vt 7’ D§ ST EIZIE—H & I o~ XUIVfE (esv) 77 A /MiZ=T A
= b L, RESCTHERE 7 ANV Y7 L0 WBix ) TEET,

BHEa T % csv 7 7 AMIT T AR— T 520X, IROFINEZFEITLET,
Procedure

AT w71 Security Cloud Control D7x— L= T, [Z7 AT U A4—/b (Firewall) 1227V v 7 LE7,
RTY T2 EONRA T, [£EFa s (ChangeLog) [N k&O4 (Events& Logs) > B4 (Logs) >ZEERQY
(ChangeLog) #7V v 27 LET,
ATV T3 KOWTNNDOX A7 2 FRITL T, 7 AR— T HEFE RO ET,
s T ANE (TANETAaL) ERFET4— IV REFEHLT, 27 AFR—bT5H5D%FR2FFT,
e ZIE TARARTTIANAEN 7 LT, BRI DERIEROT AL ZADOEFDO % FR L
7
BHE T DT RXTDOT A NE ) o TBIOBRBERGEZ 27 VT LET, ZHUTEY, ZEn 7 2fkzx
JAR—RNCTEET,

B

Note  Security Cloud Control | % 1 4] DEH v /5 — X 2R L £, 1 EMOOEE n 7 gkEak
A —RT5E08 BERJONRE T A NVEZ )T L, ZORE csv7 7 ALk
LCTHF U yue—RT5Z a8 LET,
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Security Cloud Control DZEEO S DX v /XU T4 LTV RR—bLEEREAT DY A XDER

Z%w74&%Vmﬁiﬁmkéiﬁxﬁ%b@a74zy%7Uy?bifo
ATYTE esv 7 7 A NMITODDRLTWARTIZMIT Te—h L7 7 A VU AT MURFELE T,

EHEw 7T =2 30—V AT A EDCSV 7 7 A )W T AR— S, BTG L TE
MOZ 4B )7 Y=k, BROGHZEEITTE T,

SecurityCloudControl DZEE O T DX ¥ /N T4 ETHVRAR—FLEEE
FODHA XADEE

ERa T OFx /30T 4 DiFENEF, ROXHRT—HF AN L —VOMERTT,

« Security Cloud Control D7 — 4% N— A {LRfE STV D SERRET 0 iR E, =7 AR —
FENTZT7 7 ANVICEENDIFEROV Ty 2K LET,

« T H RN AEEL T AR — MERETITA ML — VBN RR D Z LICERLET,
A=Y= PNEH ST =R eI AR— N FTHEEDT 7 A NY A XTHELET,

EEOJDR FL—THEE

TRTOEEr 72O T, Security Cloud Control {7 /XA ADFRED 2 DD 2 B —E{RTF L
F9, 120 TBth) BE. O 1237 e —XINEEa 7OHET KT &E, 4—
TUREEn T OEET TR RETT, ZHUZX Y. Security Cloud Control X% & DiFE\
AR CTHF/RTEET, S5IT, Security Cloud Control |, BH 21Tz —H—4 ZHEN
TONTRZ, BROZOMOFEME &b, T_XTOAT v 7 ([EEA X2 ) ZiBB
LThRAFELET,

L, BEa 27 AR— T 556, =7 AR— MIIRED 2 SOFERR A E—ITE
ENFEHAL, TN TEEA XY N OEREENDTD, =7 AKR— K7 7 A /LT Security
Cloud Control IZBRF SN TWHEF 1 7 L0 HIT50M/hE <72 h £,

Security Cloud Control [, 14E/yDAEE 1 ZFHRARMFELE T, ZHIZIE, RED2 DDA —
DEENET,

Security Cloud Control T 3 JE=4 1) 25

Security Cloud Control COD Y a 7E=Z U7X, ROZ L EZTHIEHA L H—T =244 ATT,

« T A ADFEHE, BT A R OBREDHAHIY | T A ZADFRRET v 7
L= Rl —fEREOETRIOMELZ R L ET,

Mx DT 7 aDAT—=H AL EBITEFTSNIATE/A L, ThZhsKE Lic)
KLz RLET,

ATHRIET 2 & —HEBIEORBEELZ T 28T A ADRRPERINET,
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3 TADT I ERFE

ZEOY, 7= 70— BLUT3TDE=SYvTELK—+ |

[¥a 7 (Jobs) 1 =TT, RD2ODFETT 7 ATEET,

« %1 (Notification) | ¥ 7 T, #HiL W’ a 7HlHANH D & X1, [ (Review) 1V 7
7 Vw7 LET, [VaT Jobs) | X—VIZVEA LT kX, BEICHIST DEED

TaTlRERRSINET,

c EORAL v TARY MRS (Events& Logs) >4 X2+ (Events) |REL>Y 37
(Jobs) Z#27 Vw7 LET, ZDOFEKITIL, Security Cloud Control THAT I 5 —FEHEA/ED

FERBRY X PRSI NET,

RO VT, 1RIO—EERELZRLET, 2O 1RO HRIET, 722 XE 20607 /31 2
TR T DRMBTE ST REERH Y £ 3, [P a7 (Jobs) | X—YOITHEATH L, —fE
BRIEOHBEEZ T KT A ADRRBERENET,

BEVICE  See ddvice detuls

STATUS GETALS START END

View Jobs

( Reconnecting...

@20 13 @1 @6

) 1 Active Jobs

The notifications tab displays status information
about the job. This example shows the bulk
action (Reconnect), the number of actions in the
job (20), actions being processed (13), number
of actlons falled (1), number of warnings (0), and
number of actions succeeded (6).

[VVaZ (Jobs) | "=V Tk, BRd77vary, 77varvz3fiLlla—Y— 7273
YDAT =R AL o TT 4 VA UBHB LUK L FAITTEET,

— 70 a3 DER

ZOZAYTE, Va7 ekemETEPIc, —FHRENORKRLIET 7 v a v eIt T

iﬁ—o

[©27 (Jobs) ]~V %HERL T,

—FET a1l DFERITEEOT 72 a L ORMN

I LS EIE, BBEREEZT> Tb {7 7 v a VA FHRITTE& £, Security Cloud
Control (. REX L7277 > a v Dl xRIIya TEFEEITLET,
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—Frovaroxvotr |

Procedure

ATYF1 [Va7 (Jobs) =TT, T7varOkfzriira@RLET,
ATY T2 [HRIT Retry) 1 (¢) TAar%&7 0y 7 LET,

TEO—FEFRIECTRIL 72T 7 ¥ a VORBHERITEIN, Ya T ORT—X A IFNITGCTHE
mEanEd,

— 7o a3 DXL
TE XY LEFER2 > TWBAREEN S D, FRITARBEIL R > 728 OT A A THEITH O
BIERZZ LT 20 ER S D56, BEETHYO—FET7 7 vavEd vy L ET,

BEOFT AL ATHEETHRO—ET 7 avaX vy o BATEET, 21T, 4 508
KBTS, ZAEFEHRE LLYE LT, TOI B3 ENEFICHERSINTZN, 4 BEBOTFT A
ANFELEEG UM S SNLTWARWESIE., 77y arazdy 2L TEET,

Procedure

AT w71 Security Cloud Control D7x— A= T, [Z77 AT 7 4—/b (Firewall) 1227V v 27 LET,

ART9 T2 EMORSL o TARy ReOY (Events& Logs) >4 X2k (Events) | RHL > 37 (Jobs) %7
Vw7 LET,

ATV T3 FATHO—FET 7 v ava/EL, AchD [Fr ot (Cancel) 1 V27 %27V w7 LET,

B

Note 577 Lo O—\AMLTVDIEE, ThETICET Z L3 Eta, EThOT
arRndy e EnET,

—ET I arndry s, EITHOBREIIEIL LUETR, EFIZE T Lo RE
ENFET,

Security Cloud Control TOO—- 7 0—DE=21 5

U—77u—%=X Y T7X, RO I 7 Security Cloud Control H§EE T3,

« 7 /XA A Secure Device Connector (SDC) . F 7213 Secure Event Connector (SEC) & iEfE
THEE, BRONMV— vty NOEHELZT ASA AZEHT 5 & 21T, Security Cloud Control
NEITTHTRTOT v 2280 L £7,
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ZEOY, 7= 70— BLUT3TDE=SYvTELK—+ |
B security Cloud Control T —5 Jn—DE=4 Y LY

HERT T DI — T —F—T Ty N EER L. FOMREAERLET,

+ Security Cloud Control IZ X > CEITSINDT 7 ¥ a LIZOWTHOEROANDEENTED
HWERNGDT SA ZNZONTORFERITE ENER A,

J—520—I5—0OLKR— bk EEEREG

Security Cloud Control (%, 7 /3 A TH A7 DFITICRR LGB T —2WELET, Gt
MZOWTIX, [V—72 71— (Workflows) | _X—VIZBEIL T, =7 —BRELTEAT v
ERERLTLZEW,

ZOR—=UTIEIZ MBS LT, =7 —0FRESL F 7 70T a— MR TAC & OIFHRILA
NTEET,

[V—2 7mr— (Workflows) [ _X—IZBENT 2121, ZROXAL DX VT 4T3
(Security Devices) %27 U v 27 LT, [T/ A (Devices) | ¥ 7 %27 Vv LET, @72
TNARABAT ZT %7 ) w7 LTT A ABFFEL, BT A RAEERLET, LMD
NRA D [TNAAET 7 23 (Devices and Actions) | T, [V —72 7 12— (Workflows) ] %
7w LET,

1: 79— 20—FT—TIIZZY FPYBRTEND [T—5 78— (Workflows) ] R—

& 5o £
7|

Hams Prigrity Concition Current State Lant Active Start Ty ind Time

asavPNSessionDetalsStabeMachine @ Schoduled ® Done ® Done 222024, 0735 A TEP2024, 10CTTAS AN WET2024, 1001736 AM
asaGotHitRates StateMachine @ Schoduled & Done ® Done: 222024, WNI7:34 AM TVZ7/2024, WOCT7-33 AM TWZ7/2024, 10017234 AM
B5AVPNSessionDotais Statebaching @ Scheckuled & Done ® Done WI2024, 9736 AM  TW2T/2024, 735 AM  TWITI2024, BT36 AM
asaGetHitRses Stateldachine & Scheculed @ Done @ Done 272024, 9:17-34 AM TW2TI2024, B97-33 AM W2TI2024, G735 AM
asavPhSessonDetais Statebiachine @ Schedused @ Done: @ Done: 1272024, 81737 AM  TU2TI2024, BTAS AM  TUZTIZ024, BAT.AT AM
asaGetHitRates Statelachine @ Scheduled @ Done: @ Done: 1272024, BITISAM  TI2TIR024, ETIIAM  TWITIR024, BNT3S5 AM
A5IVPNSa5E0nDetals SAteMac i @ Schocued @ Dona ® Dong V22024, TITIGAM  TZTIZ024, TITIS AM TZTIR024, FITIS AM
BEECHUHARSIIE FBIEMBChing PR — ® Don ® Dond W272024, TAT:35 AM WI7/2024, A3 AM  TWITI2024, T735 AM

FRA AT — 7 Ta—DTT AR— |k :

e EAT— 7 7 u—{ERE JISON 7 7 A M F 7 u— R LT, TAC F— 205724
WrigmAzRd o & X TcE £, V—r 7o —{§Ra= 7 2R — 4 5120%. &%
MF DTN, AEBEIR L TED [V—27 71— (Workflows) | X—JIZBEI L, A LREIZ

RRENDHZIAR—F (YD) PA4avzr Vv LET,
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| Z8E09. 7—9 70— BLUZaTOE=L YT ELE—F
Security Cloud Control T 7—4 70—0E=41 >4 [

AR T RL—ADat—:

SfRITEIRNT T —Nd o> T TAC IZHWEDETGAE, TACI)rDAX v/ FL—AD =
E—%ROONDEENRDHVET, =TT —DAX v 7 NL—RAFETHITIE, [AY v
7 hb—A (StackTrace) |V 27 %27 Vw7 L, [RA¥ >y 7 hL—ZADat— (Copy
Stacktrace) | %27 UV v 27 LT, BAEICEKRINDAIAL v 7 %7 v T R—RNZav—L%
7T
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B security Cloud Control T —5 Jn—DE=4 Y LY
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=
=

Terraform

=y

X e

Z OFTIL, Security Cloud Control % BLOEHT A HECOWTHA LET,
(161 ~<—)

e Terraform (Z DOV NT

Terraform [ZDUNT

Security Cloud Control @ 3% 4k, Security Cloud Control Terraform 7 & /N1 4 — & Security Cloud

Control Terraform ¥ = — V&2 FH LT, YK LA[EETCR—Va VEBEIN-a— R&2fH
e Z—H—DEIH

LCT v baEREICEY FT7 v 7 T&E£J, Security Cloud Control Terraform 7' 12 /3 A 2 —%
FHT 2L, 2= TROZ LN TEET,

s 77 7 R Firewall Management Center, Cisco Secure ASA 7 /34 A 33 X Vi0OS 73
A A T® Cisco Secure Firewall Threat Defense 7 /XA ADFA 2V iRk—TF 4 245

5}

» vSphere £ L. (8 AWS T® Secure Device Connector DA Y iR—TF 4 4

« AWS “T® Secure Event Connector DA > iR—TF 4 245
FICOWTIE, LFOR—VZZR L TLIEEN,
» Security Cloud Control Terraform ~7° 2 /SA &2 —@D_X—
» Security Cloud Control SDC &3 =.—/L (vSphere) DX—3
» Security Cloud Control SDC & ¥ = —/L (AWS) D~X—
* Security Cloud Control SEC & = —/L (AWS) D~<—

e Devnet 7 —=2 7 TR TOFE

+ [ Automating Security Infrastructure Management Using the Security Cloud Control Terraform
Provider] : FH IR

+ GitHub "C® Security Cloud Control H #Ej{k. D

Cisco Security Cloud Control : Cisco Meraki 0 & & .


https://registry.terraform.io/providers/CiscoDevNet/cdo/latest
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/vsphere/latest
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest
https://registry.terraform.io/modules/CiscoDevNet/cdo-sec/aws/latest
https://developer.cisco.com/learning/tracks/firewall-automation/secure-firewall-automation-cdo
https://developer.cisco.com/learning/labs/secure-firewall-automation-cdo-terraform/cdo-terraform-provider-overview/
https://developer.cisco.com/learning/labs/secure-firewall-automation-cdo-terraform/cdo-terraform-provider-overview/
https://github.com/ciscodevnet/cdo-automation

. Terraform (2D (VT

$R— b

Terraform |

Security Cloud Control Terraform 7 7 /XA & — & E 2 2 —/LIX, Apache2.0 7 A £ AD N TH—
TV =AY 7 by =7 L LTAMENTHWEY, BAR— FRLERGAIE, GitHub DLUT D

UARY U CTREZ#E L TIEE0,

Eoa—)L

R kY

Security Cloud Control Terraform 7" &2 /34 4 —

https://github.com/ciscodevnet/terraform-provider-Security
Cloud Control

Security Cloud Control SDC & ¥ = —/L
(vSphere)

https://github.com/CiscoDevNet/terraform-vsphere-Security
Cloud Control-sdc

Security Cloud Control SDC & == —/L (AWS)

https:/github.com/CiscoDevNet/terraform-aws-Security
Cloud Control-sdc

Security Cloud Control SEC € 3 = —/L (AWS)

https://github.com/CiscoDevNet/terraform-aws-Security
Cloud Control-sec

JRY M ~DER

Security Cloud Control F— A%, LD VURY MU ~OHREZHHD L E3, oM 4 —LE
Va— /LOREICERT 25E1E, ZNODGitHub UARY MY TFLY 7 =2 R &E/ERL T

<TEENy,

BEEE
* Deploy an SDC to vSphere Using Terraform

* Deploy an SDC to AWS VPC Using Terraform

* Deploy an SEC to AWS VPC Using Terraform
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https://github.com/ciscodevnet/terraform-provider-cdo
https://github.com/ciscodevnet/terraform-provider-cdo
https://github.com/CiscoDevNet/terraform-vsphere-cdo-sdc
https://github.com/CiscoDevNet/terraform-vsphere-cdo-sdc
https://github.com/CiscoDevNet/terraform-aws-cdo-sdc
https://github.com/CiscoDevNet/terraform-aws-cdo-sdc
https://github.com/CiscoDevNet/terraform-aws-cdo-sec
https://github.com/CiscoDevNet/terraform-aws-cdo-sec
https://docs.defenseorchestrator.com/sdc_vshpere_terraform.html
https://docs.defenseorchestrator.com/sdc_aws_terraform.html
https://docs.defenseorchestrator.com/sec_aws_terraform.html

11 =
kS IJILoa—TFa25

Z OETIL, Security Cloud Control Firewall Management D & & & E /22 7R—x > k& H
HEXIIRETHAREODH DT —% N T TN a— M HHEIZOWTEELIFHBH LT
£,

« Secure Device Connector D N 7 7 /L3 2 — K (163 ~<—)

» Security Cloud Control ® kT 7 /L3 = —F (7, on page 174

« T3 A DEEHEIRTE, on page 176

Secure Device Connector D k5 JJ)LS a2 — k

A7 L I AD Secure Device Connector (SDC) O T Ty a—F 4 7 E4T9121%, UUF
DRy 7 ZBRLTIZIN,

WD F U AT H Y T E 5720 E 11X, Cisco Technical Assistance Center T4 — A % B
TLEEV,

SDC I[ZE:ZEAHE

Security Cloud Control 7>5 ™ 2 [A]dD/~— k B — R ERIZEEE L CRE Lo 284, SDC D
RABEIX [BIEEARHBE (Unreachable) 11272V 9, SDCIZEEARRERLA. 70 ME, A AR—
T4 T LIEEDT AL AL HEETEETA,
Security Cloud Control (%, KD LT SDCIZEEARE THDLZ 2R LET,
« [—#8® Secure Device Connector (SDC) [ZE|FETE FH A, %47 % SDC ICEHHEATT &
NT=T A AL I13iEE T £ A (Some Secure Device Connectors (SDC) are unreachable.

You will not be able to communicate with devices associated with these SDCs) | &9 X vt —
V)% Security Cloud Control D7 — A —VICEREINET,

o [—E A (Services) ]"X—D SDC D AT — & A [E|FEAHE (Unreachable) 112720 F
7

COMBEAMRIRT HIE, £9TSDC LT F v FOEREREZRITL T ZE N,
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Bl =% security Cloud Control T SDC X 7 — 4 2 4% [Active] (=73 & 7%3L)

1. SDC A~ v o NFEITH T, ik Security Cloud Control IP 7 KL AIZEFETE 52 L &
R L £,

B T REEGEDA R RT7 7 22 (54 2—) 2R L T EE N,

2. N"—hE— & FBE)TEKR L T, Security Cloud Control & SDC O F#fi 4347 L £ 7,
SDC 78— b &' FELRIZIEET D &\ [777 47 (Active) | A7 — 4 ARV £,
A= b E= bEFHTERT HICE, KOFIEICHENET,

1. LEflo~q <, EE (Administration) > #i& (Integrations) >tEFa1 7RI 32
(Secure Connectors) #3#R L £,

2. FIEARBERSDCEZ7 U v 7 LET,

3. [#E (Actions) ]~SA > T, [/»— hE— FDOZR (Request heartbeat) [ %7 U v 7 L
ij‘o

4. [f4%#%¢ (Reconnect) 1 &7 U > 7 LT,

3. SDCETFETT > MIFE#EHLES ELTH, SDCR[T 27T 47 (Active) | AT —H
AR LRV AL, TEBAT Security Cloud Control ¢ SDC A7 — 4 A 78 [Active] (272 5
ey (164 =) | DFRIZIES> TS ESUY,

FERf# Security Cloud Control T SDC X T— 4 X H' [Active] [Z7: 5 4Ly

B LTR10272->TH SDC BT 77 4 77272 Z & % Security Cloud Control 2378 & 7221
i;%/a\&i\ SDC @%Eﬁﬁjﬂ?(:ﬁzﬁk L/7LC Security Cloud Control :L‘_“H_‘—}SJ:U\/\OX U — ]\GCJ: D N
SSH Zf# 1 L C SDC VM (28t L £,

Procedure

AT 71 Security Cloud Control T, 7277 4 7 &£ EREINTNRWSDC %7 U w7 L, [RequestHeartbeat] #27 U
7 LET,

ATV T2 koav s REFHALT, a7 FRETENTWDL I L 2R LET,

docker ps

AFw T3 SDCul%aFrL, kOa<wy REFAL TS — %R LET,

sdc show logs

ATYyT4 Woa~vy FaERLTary 7 amiEs L Ed,

sdc restart
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SDC DEE SNtz IP 7 K LA Security Cloud Control =78t s h izt [

SDC DZEFHEENT1=IP 7 K L XA’ Security Cloud Control [Z AL & 475 LY

SDCOFH EINZIPT RLUAZFKRTHITIE, pidOFIEEZFEH L T— e — hEER L,
TIUVEEHRLET,

N—rE— FDOEXR

Security Cloud Control T, 777 4 7 L KRN TWRWSDCZ7 U v 7 L, A K—=T
[Request Heartbeat] = 7 U v 7 L £,

1. KOavs REERALTarTIRIETENTNDLZ L 2R LET @ docker ps

2. SDCH 7 %#FK/RL, sdc show logs A~ REMHAL T I — %2R LET

3. koa~v s REEHLCary 7T 2HEEILET : sde restart

TNARESDCDEHICBET A ST a—T420T

Z O —)V &M LT, Secure Device Connector (SDC) %41 L 7= Security Cloud Control 2> &7
NAANDEHRET AN LET, THAA ART VR =T 4 VIR LTSS, i3ty
R—T 1 > 7 OREIZ Security Cloud Control 737 /NA AIZEZETE 5008 5 & fllr+ 256
L. ZOERET A NTHZENTEET,

Procedure

AT 71 Security Cloud Control D7R— L= T, [Z7 AT U A4—/b (Firewall) 1227V v 7 LE7,
ATy T2 oA < EE (Administration) >##& (Integrations) > Firewall Management Center %27 U » 7
L. [E¥F =27 2x27 % (Secure Connectors) ] X7 %7V v 7 LET,
ATw T3 SDC ZEIRLE T,
ATy T4 FUMO[NT TNy a—F 47 (Troubleshooting) |34 > T, [T /31 AD$E#E (Device Connectivity) ]
270y LET,
RTYTE NI TN Y a—T AV T EREFEHRLED ELTWDET A ZAOFHRIPT KL AEZIXFQDN &R — k
BEEANL, [E1T (Go) 1227 VU v 7 LETF, Security Cloud Control (FIR DIRAEZ FEIT L ET,
a) [DNSfi#® (DNSResolution) ]: 1P 7 RLZADRIDOVIZFQDN Z5iET 5 &, SDC S R A A 44 Z fiftih
TE, IPT FLAZEFTEDL 2 LR LET,
b) [#E#i7 A & (Connection Test) ]: 7 /3 ANEEFAGETHDH Z & 2R L E T,
¢) [TLSHY7AR— K (TLSsupport) ]: T /XA A & SDC Oli ¥R — 32 TLS N— 3 > LREFZ2 M
LET,

o [AR— F SR TWRWEEFE (Unsupported Cipher) ]: 7 /34 A & SDC Ol 5 THAR— I T
% TLS /X—0 3 U IN7p0 4 Security Cloud Control 1%, SDC Tld7Za< /8 A THHR—F I
TWAHTLS N— g VU ERFIZONTHET A R LET,

d) SSLAFFE : hT TNy a—T 4 7Tl iEAEBFR/RIEESHET,
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rFSILYa—F108 |
B soc commnnmmErEmEsL L

RAT9Tl THAAADF L R—T 4 T ETNLT A A~OHREO BEDFEE L7541, Security Cloud Control
A— FETBEWEDLEL SN,

SDC & DT TR F - I EHEA L L

Secure Device Connector (SDC) %, Z#LFE Tid CentOS 7 AR~ v NI A VA P —/L ZFL TV
F L7, 72720, CentOSIIHAR— METIZZ2 D | Cisco Security Cloud Control D7 7 A 7 ¥ 4 —
NTHR— SN 725725, CentOS7 2> 5 Ubuntu AR~ 2 N2 X TD SDC #1775
TEARHERRLET,

ANz DWW, T4 71 2 & Secure Device Connector 36 1 O Secure Event Connector @ CentOS
TR~ B Ubuntu AR~ 2 0 ~DAT) BB L T Z &,

ZOFEX, A7 LI RADSDC T, CentOS B & E AL TWAEAICOLEA S E
KR

FEIR : SDC & DWrEH 22 ot £ 72 I3RS 720,

BT ZOMEIE. T A7 BT 001X (80% LA E) OBEEICHAET HRREMENRH Y
£

WOFNEEFET LT, T4 A7 FEOERN AR L T,

1. Secure Device Connector (SDC) VM D =Y —/L & & £77,
2. a—¥—%cdoTrs A LET,

3 WIEIm A URHIMERR Lo XA T — RE A LET,

4, ¥, dE -hE AN L TCEET AN AIRELRT =TI L, BET A ATRENRN L%
MR LET,

DockeriZ K> TT 4 AV RENPHESINTZZ L 2HERTEET, BHOT 4 AV HEHEIX
QXN MR CTHD ETFREINET,

5. Docker 7 /L& —DF 4 27 EEZFRT HITIT,
sudo du -h /var/lib/docker | sort -h ZFE{TL 7,
Docker 7 + /WX —DF 4 A/ {FEHB LR TEET,

FIE

Docker 7 + V2 —DF 4 A7 ERHENMZITND STV DOES1T. dockeriZE 7 7 A /L TRD L 5
WCERLET,

e Max-size : BMED 7 7 A VNI R A RZE LTS, alo—7r— g &Ml LET,
e Max-file : FFRIZIELEZD, e —F—I g v SN uel 77 AL EZHIBERLET,

WROFNEZFATLET,
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Secure Device Connector [ & %52 500 THHERE DS : cisco-sa-20190215-runc .

1. sudo vi /etc/docker/daemon.json % EITL 7,

2. WOT&E7 7 AMIFHALET,
{
"log-driver": "json-file",
"log-opts": {"max-size": "100m", "max-file": "5" }
}
3 EscF—ZfL TG iwq! EANL, BHEEZEZAALTT 7 A VEMLET,

(G¥) sudo cat /etc/docker/daemon.json ZFITL T, 7 7 A MIIMA LA ZERT
TET,

4. sudo systemctl restart docker % 31T L T docker 7 7 A /L Z FALHE) L £,

BENEAIND FE T >N D563 Y £9, sudo du -h /var/lib/docker
| sort -h #ZEATL T, docker 7 A+ N H —DHFINT=T 4 AVFHEEZRRLET,

5. df ~h #F(TLC, BET 4 ATV A AREMLIZZ L 2R LET,

6. SDC D AT —H A% [EZ#EARFE (Unreachable) 17205 [7 27 7 47 (Active) [IWZEE S 5HH
2. BHE (Administration) >#4& (Integrations) > Firewall Management Center 75 [t
¥ a7 ax7 4 (Secure Connectors) | Z 7IZHENL T, [7 7 3 (Actions) | A ==2—
MND [HHEERDOER (Request Reconnect) | &7 U v 7 T HMENRH Y F9°,

Secure Device Connector [ZEE4 5z 20 T HIFESROMETHMN -
cisco-sa-20190215-runc

Cisco Product Security Incident Response Team (PSIRT) %, Docker D' E 77 ¢ (EHKE) OF
WIEFSPEIC DWW TS 28X 2V 7 ¢ 7 K231 $ U cisco-sa-20190215-runc 2 ABH L £ L7z,
HEgE I D FEAR 7RI OV TIE, PSIRT F— 207 KA B U 2R BFHAL 2S00,

Z OMaFEMEIL. 9T ? Security Cloud Control = —% —|Z¥E L £ 77,

» Security Cloud Control @27 7 7 KB X #1172 Secure Device Connector (SDC) % L T\
DEEMIL, BETFNAD Security Cloud Control XL —3 3 > XF— AL > TTTIZHE
TEINTWDD, (MHTH0ETHY FHA,

e AU LI ZATREBENT- SDC i H L T\ A BEEEIL. H D Docker 3—3 3 > i
HTDHEIITSDCARANET v 7L —FRTH20ENHYET, Ty 77 L — KR35
X, ROFIEZFEHL E9,

* Security Cloud Control #E#£? SDC /KA F D FHr (168 ~<X—)

e WAZLSDCHRA MEFHTD (169 ~2X—)

Cisco Security Cloud Control : Cisco Meraki 0 & & .
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rFSILYa—F108 |
. Security Cloud Control #2240 SDC /R X ~DFEH

cNRTLNT X T (169 ~2—)

Security Cloud Control 2% SDC ;R X F DFEF

» Secure Device Connector (SDC) (%, Z#UE TiX CentOS 7 AR~ 124 Vv A h—/L S
TWE L7, 72720, CentOS TV AR — FETIZ7Z2 V| Cisco Security Cloud Control ® 7 7
AT U+ —/LTHR— SN2 R572H, CentOS 7 75 Ubuntu AR~ A2 TD
SDC ZBATT 5 Z & &2 HEBE L 37,

FERZOWTIX, T4 27 L I & Secure Device Connector 33 1 UF Secure Event Connector 0
CentOS 7 A~ v > 6 Ubuntu AR~ v o ~DAT] 2R L T 7Z S0,
ZOFNEIE, F772 CentOS ZEH L TWALEICHEA SN E T,

» Security Cloud Control 4 A — %l L T SDC Z & L7236 1L, ROTFIEZFEH L E
j—O

FIE

ATFv 1 SSH F7/03nA = R_"APFar V— L ZERLTSDCAA MR LET,
ATwT2 kOa~vr REFEFTL T, Docker Y—EZADN—T g AR LET,

docker version

ATY T3 BHOFME~ > (VM) OWTAREFITLTNDGE, ROX S R BERINLET,

> docker version
Client:
Version: 18.06.1-ce
API version: 1.38
Go version: gol.10.3
Git commit: e68fc7a
Built: Tue Aug 21 17:23:03 2018
0S/Arch: linux/amd64
Experimental: false

I THWAR=U g UNEREINDAREENDH Y FT,
ATV T4 Oa< FEFEITLTDocker ZEFH L, Y—EXZHERLE7,

> sudo yum update docker-ce
> sudo service docker restart

B

(GE)  Docker #—E ADFEEH, Security Cloud Control & 7 /A AW OB A EIREM 5 (- L £ 37,

AT v F5 dockerversion 2~ REHEEITLET, ROEINFREINET,

> docker version
Client:
Version: 18.09.2
API version: 1.39

. Cisco Security Cloud Control : Cisco Meraki 0 &8
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ATvT6

nZELSDCHR F2EHTS

Go version: gol.10.6
Git commit: 6247962

Built:

Sun Feb XX 04:13:27 2019

0S/Arch: linux/amdé64
Experimental: false

IHTIEMENE Lc, 2Ny FREH SN/ \— 2 O Docker IZ7 v 77 L— REivk L7,

NRAZLSDCRR FZEEFHT D

NTrSvx2y

Secure Device Connector (SDC) X, ZALE Tid CentOS 7 A~ /N2 A VA h— /L EZH TV
F L7z, 7L, CentOSIEHAR— METIZAR Y | Cisco Security Cloud Control @ 7 7 A 7 7 % —
THHR=FENRL 2D 720, CentOS 7 7> 5 Ubuntu AR~ (29~ ToD SDC 2BATT %
TLEHEELET

SEHZ WL, T4 7 L T & Secure Device Connector 33 J UF Secure Event Connector @ CentOS
7R~ 2 935 Ubuntu A~ & 0 ~DBAT] 2B L TLIZE,

ZOFNEIFE, E£7Z CentOS ZEH L TV D HEAIEM S £,

« H @ SDC R A b 2 {Ek L TV A4 1%, Docker DA > A h— /L IFIEIZE DW= F
NEIZHE > HFEARH Y £9°, CentOS, yum, Docker-ce (2 ==7 (i) ZEHL7=HE
%, BROFNETEMEL E5,

* Docker-ee (& —7" T4 XfR) A A M=)V LTGaE, £ITRIOHEEZMERH LT
Docker %A > A h—/L LT=8A1%. Docker DIEIENN— a VIR 5560850 £,
ELWA A M= 3— 3 %, Docker ®~—3" (Docker Security Update and Container
Security Best Practices) TCTHERTX £97,

YAATIE, ZOMEIIMEE S S EFHE L, BIMEFRSFIA RISV IRE. T RAA Y &
BHLET, 7 RSP UNERKE~—7 SNeb, ROBEET S Cisco /N7 &2 L THEM
EMERTE ET,

CSCv033929-CVE-2019-5736 : runC 2> 7O T7 L—27 7T 7 b

BME D AT L

Secure Device Connector (SDC) %, Z#LFE Tid CentOS 7 AR~ v T A VA P —/L ZFL TV
F L7, 72720, CentOSIIHAR— METIZZ2 D | Cisco Security Cloud Control D7 7 A 7 T 4 —
NTHR— hEN/L D72, CentOS 7 75 Ubuntu AR~ & N2 _XTOSDC #1779 5
TEARHERRLET

FEHNZ DWW T, T4 71 2 & Secure Device Connector 36 & O Secure Event Connector @ CentOS
TR~ > B Ubuntu AR~ o 0 ~DAT) B L T Z &0,

ZOFNEX, F7Z CentOS M L CWAEHEEICHEA INET,
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rFSILYa—F108 |
B socos—oa o mamnee sy

» Security Cloud Control (%, Secure Device Connector (SDC) & DO LV vidfg FXE#8HA L £
9, ED7=®H, Security Cloud Control 1% 2024 £ 2 A 1 H £ TIZBEF® SDC %= #H LV ViE(E
HRICBATT 20BN H Y £7,

B

GE) 202442 A 1 HETIZ SDC WBAT E 7254, Security Cloud
Control [ SDC ZJr L TT N\A A L@ETE <20 77,

» Security Cloud Control DA X L—3 5  XF—LNSDC ZBATL L 9 & LE L72A, SDC
VAT BRAID AWS T AT LA KD 15 5 EA TV D 0BTV eloh, BITTE £
ATLIT,

UTOFNEZFETLES, ZOMBENPER LD, BITE2HITTE £,

FIE

ATV 1 VMR ZI LT, E7ILSSH B2 LT, SDCVM I/ A » LET,
ATw T2 717 M sudo sde-onboard setup EAJIL T, BFEEITWVVET,
RT9 T3 SDCOREIE v N7 v THREEFERIZ, SDCE Y N7 > AT 2EMICEE LET, UAiE R/ SAT —
Ry hU—2ERETXTHANLET, ZOEE, NTPH— =T FLAZAELTBEET,
a) SDCOEy N7y FIHEHLIEDD LR U/NAT— REMH LT, /— b3 XL O Security Cloud Control
a—P—DNRNRAT—FE Uty FLET,
b) TRV ERERINTEL, yEANL TRy NU—J ZHEELET,
¢) LIETERUIP 7 RLAE 721X CIDR DfEiE AL £7,
d) LAiEtRCRy NV—0 = o= DEEATLET,
e) VURIERIL RAAL R —LT AT L (DNS) H—"—DfExE AT LET,
f) NTPH—R_—D AN ERDLNTZE, B NTP H— =7 FL A (time.aws.com’2 &) ZATJLT
<TEEW,
g) ANLTfEZERL, MEwRIThiXy EATTLET,
ATY T4 77 Mlaate EATI LT, KLV — =3 BEEARED>, SDC ERHIL TWAMNERIELEI, HEE
(UTC) MNFEREH., SDC DFF L i T& £97,

INOEOFENRTTLESL, F1E= T —2N8EL728HE1E. Cisco Technical Assistance Center (TAC) F
TIHEELTEIV, ZHUODFENEFIZETTD L, Securlty Cloud Control AL —3 g o XAF— LN
SDC OHEE HAR~DOBITEE T T E7,

SDC D /\— < 3 2 HY 202311%*** Kk U Bi]

Secure Device Connector (SDC) X, Z#UFE TiL CentOS 7 A~ N2 A VA F—/L LT
F L7z, 7L, CentOS I HAR— METIZA Y | Cisco Security Cloud Control @ 7 7 A 7 7 % —

. Cisco Security Cloud Control : Cisco Meraki 0 &8
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ATy I
ATy T2
ATvT3

ATvT4

ATy TH

FSINSa—TF a4y

snc /5—o 3 vt 2023+ £ Ut ]

VTHR—= b &N 5720, CentOS 7 2> b Ubuntu fRAH~ 2 A9~ TO SDC #1474 5
TEEMRELET,

FEAZOWTIE, T4 71 2 & Secure Device Connector 36 1 Of Secure Event Connector @ CentOS
TR~ B Ubuntu AR~ 2 > ~DORAT) 2B L T E W,

ZOFNAEE., F7Z CentOS ZH L CWAEAICEA SN ET,

» Security Cloud Control (%, Secure Device Connector (SDC) & O#r L\ VilfE AN EBH L F
9, D72, Security Cloud Control |% 2024 /-2 H 1 H £ TIZEEAF D SDC % #r L\ ilfE
FHRICBATT H20ERH Y £,

B

GE) 202442 H 1 HE TIZ SDC BTSNV A . Security Cloud
Control X SDC 2/ L CT /XA AL BIECTE R0 F9,

« Security Cloud Control DA XL —3 5 V AF—AXSDCEBITL LI E LELR, 75
Vo RAR202311%%%% ) HRTON—T g U EFEITLTND R LE L,

« SDC OBIED /X — = 1%, Security Cloud Control D A = = —/N—7)» 5 [Tools & Services]

[Secure Connectors] DNEIZFEE) L T, [Secure Connectors] X — VIZFLii SN TCNET, EE

(Administration) >#t#& (Integrations) >+®¥ 173+ 4 (SecureConnectors) SDC
BT 2 & EmEARO FEM (Details) ] A NN —Ta UEREDRRINET,

SDC—=2 a7 v 77 b— RTDI2E, ROFIHES TIZE W, ZORENERER LTz
5. Security Cloud Control A XL—3 g Y AF—ANBIT 708 A EHEFITTEDH X )T/
VET,

FIE

SDCVM (Zur 74 > L, @itz fT\ET,
7' 7 M sudo su - sde E AN LT, BFEERITVVET,
71 7 I crontab -r E AT LET,

no crontab for sdc EW I XA v E—UNRFIREINTZHE, BHL CKROFNEIZED T,

71 7 MT . /toolkit/toolkit.sh upgrade & AJJ L EF, Security Cloud Control i%, 7 v 77 L — K234

ENE S InEfL, Y—Fy T v L —RLET, arY— AT —RREINTHRN

LR LET,

SDC DFF LW A— = v EREGR L T,

a) Security Cloud Control {27 74 > L £,

b) Security Cloud Control D A = = —/X—/n5[W—)L &Y —E X (Tools& Services) |>[EFaT7aRo 4

(SecureConnectors) |DNEICEE) LT, [EF¥ =7 27 ¥ (Secure Connectors) |X— T &M X E 7,

c) SDC z=EIR L T, [#1E (Actions) 1A > T[/»— b E— FDEK (RequestHeartbeat) [ %27 U v 7 L

£7
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B awsy——oimesrizesTs—

d) SDC D/3— = A 202311%%+* DI CToH D Z L A MRAEL £7,

INHOFENRZET LD, £ —NRA L7286 1%, Cisco Technical Assistance Center (TAC) F
TTEAELSTEE, ZRODOFIEDEFIZSE T35 &, Security Cloud Control X L—3 3 » XF— AR
T7at A HERTTEXET,

AWS H—/N\—DiRREF - IR I 5 —

Security Cloud Control (%, Secure Device Connector (SDC) & @ LV Vili{E a8 HA L £,

Z D7, Security Cloud Control 1% 2024 42 A 1 H F£ TIZBEfFD SDC % # LW ilfE HUTH
TTHVERDY 7,

B

GE) 2024 422 H 1 HE TIZ SDC BBAT I 472 W54, Security Cloud Control (% SDC Z41 L TF /3
A ALBETE LY ET,

Security Cloud Control DA XL —3 3 > AF—LNSDC #BITL LD & LE L2y, #i0R
AN LTl R L E LT,

Rt ORE ZEIET 21213, ROFIMEICHE > TS 2V, ZORBEPRR L5, BATZ kT
TEET,

FIE

AFYT1 R—=—1443T, V=23 WO RAAL L ~DT T AT R R EHTL7 7 A7 74 —/L)L—
NEERLET,

A=A NTUVT V=T arOEBREH Tk
* cognito-identity.ap-southeast-2.amazonaws.com
* cognito-idp.ap-southeast-2.amazonaws.com
* sns.ap-southeast-2.amazonaws.com

* sgs.ap-southeast-2.amazonaws.com

AU RY =V arOEBBT b
* cognito-identity.ap-south-1.amazonaws.com
* cognito-idp.ap-south-1.amazonaws.com
* sns.ap-south-1.amazonaws.com

* sgs.ap-south-1.amazonaws.com

. Cisco Security Cloud Control : Cisco Meraki 0 &8
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| FSInva—F40y
aws 4 —n—oiiEEEEETS— [

CKEY =Y a COEBBT b
* cognito-identity.us-west-2.amazonaws.com
* cognito-idp.us-west-2.amazonaws.com
* sns.us-west-2.amazonaws.com

* 5gs.us-west-2.amazonaws.com

*EUV—Va v OEBEET b
* cognito-identity.eu-central-1.amazonaws.com
* cognito-idp.eu-central-1.amazonaws.com
* sns.eu-central-1.amazonaws.com

* sqs.eu-central-1.amazonaws.com

*APJ U —Va v OEBEBT b
* cognito-identity.ap-northeast-1.amazonaws.com
* cognito-idp.ap-northeast-1.amazonaws.com
* sgs.ap-northeast-1.amazonaws.com

* sns.ap-northeast-1.amazonaws.com

ATFvT2 OWTNhOa<w REFHALTC, 7747 U4—L® [FFAY A ] ([CBNTA30ERBHLIPT KL
ADEY A NEHERTEET,

B

() Woza<wr RN, jgif A b= T0nba—F—miF Ty, IP7T KLAR 1 DDV R
MIFERENET,

KEY —TVa v OEBBT I

curl -s https://ip-ranges.amazonaws.com/ip-ranges.json | jg -r '.prefixes[] | select( (.service
== "AMAZON" ) and .region == "us-west-2") | .ip prefix'

cBU YV —a v OERBETF b

curl -s https://ip-ranges.amazonaws.com/ip-ranges.json | jg -r '.prefixes[] | select( (.service
== "AMAZON" ) and .region == "eu-central-1") | .ip prefix'

«APJ] U—V a3 VOEBEBT b
curl -s https://ip-ranges.amazonaws.com/ip-ranges.json | jg -r '.prefixes[] | select( (.service

== "AMAZON" ) and .region == "ap-northeast-1") | .ip prefix'

Cisco Security Cloud Control : Cisco Meraki 0 & & .
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. Security Cloud Control D k5 T )L a—F 4 >4

B

GE) gAY AR =L ENTHRWEGAIE, ROFEMN—Yaroa~vy REfHTEET,

curl -s https://ip-ranges.amazonaws.com/ip-ranges.json

INOLOFENRTTLESL, £ T —2NREL728HE1E. Cisco Technical Assistance Center (TAC) F
TITHEHAE LS TEEN, ZRHOFIENEFICTE T3 5 &, Security Cloud Control A X L—3 3 & XF— LM
SDC OFnEfE T X~DOBITEE T T& £,

Security Cloud Control D 5 TV a—TFT 4 25

TFORRAESEHED FSTILa—TFTa4 29
T4 H—T Y FRERT—8 RDMRR

Procedure

ATV TN EORL o TEFIAVTATNAREI Y v 7 LET,

RATVT2 [TAAR 2T %27y LET,

ATV T3 WURTNAARZATDOE TR Y v 7 LET,

AT T8 [HLWT o —7V > &K (New Fingerprint Detected) | A7 — % ADT NA A& @R L £,

AT9 TS [H LR &4 E L= (New Fingerprint Detected) |34 > CT[7 4 V' H—7V > N DR (Review
Fingerprint) ] %7 U v 7 L&,

ATVT6 740 =7V bR L THAITLHLIRDLNTEE, UTFOFIREETLET,
a [74v =7V bOF Y a— K (Download Fingerprint) ] %27 U v 27 L CHER L ET,

b. 74 A=V MCREN 2T UZ[FA (Accept) 127V v 7 LET, MERHIILHAIE. [Fv
vk (Cancel) 1227V >y 27 LET,

RT9TT LT 4 o A—=7V > FORBEZRR Licth, 734 ZAOHEFHRIED [F T4 > (Online) ] L RRS
AU, WERLA T — & A8 TIE[EH] (Not Synced) | F72i% IHiA#H (Conflict Detected) | & FRR I DY
ERHY ET, HEROBAE OfFR (Resolve Configuration Conflicts) 5% E D Wi & DD, on page 139 % fifEid
L. Security Cloud Control & 7 /34 A M DML D 254 fedd U CRER L £,

. Cisco Security Cloud Control : Cisco Meraki 0 &8
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| F3o0va—F104
SSLIEERHEOMED F5TLva—F125 [

SSLIESMZEDHEED FS TV a—T4 2T

EEBEELNTSOYTIEIMEET 2087 T TII#EEL AU\ Web Y FDOALIE (SSLE=(FHEE
SEREZ=VY)

A= 7+ UV BIOEOMDTNA ZAHO—EOT 7Y rr—a ¢k ISSL (F 7213705
) E=r 7 EMHENS FEMER SN E T, SSLE =0V FE T, Ot — S —FEE
DNy aPNT 7Y r—a VEERONEICHDAENE T, ZTOME, 77V r—va vy
PB4 STz REH] # % Firepower Threat Defense 7 /34 A B THLD & /v ¥ 2 FREEICRIL
L. st sinE T,

WebW A DT TV r—a U EMEALTCEDOY A MIEHRT D ZENTERWNNI LD
T, Web 7 7 U EERT GG, BT S r—ra U EER LT N A B
DT TP THHFTE D LV OB ERIERTT, 72 & %X, Facebook @ iOS F 7= 1 Android
TV —va 2T S & ISR L £33, Safari % 721% Chrome T
https://www.facebook.com Z F5E T % & Hfe (R EI L £7,

SSL B'= o Z 3 MR I P B SR 2 M 2 72 DI &N 5720, EREERITIH 0 8 A, KD
WITNOORINEZFEHTHILERH D £,
HHORT
A MR T T T TIIHERET DDIZRI LT NA A LT 7 or—3 a U TIIHERE L WA
W, IRFHEEICSSLE = JiIck bt EZxbNE T, 720, FLSHRZLERND DY
BlX. 79 UVDOT A MIMA T, #HA X FE2EHALTSSL =0 7 a2t £,
TV = a i, RO 2 ODFET/N Y ¥ 2 FRGED KRBUZ KT 556038 0 7,
e INN—T1DT 7Y r—3 3 (Facebook 72 &) 1. ¥— 375 SH, CERT. SHD % v
v —UEZIFES LT ITSSLALERT A v — V% EELET, 77— ME, 4. SSL
v' =27 %757 [UnknownCA (48)] 77— hTd, 77— h A vE—TDH%ICZTCP U
Ty MRERFEINET, A FOFEMEHR TRO L 2 RIERN S E T,
*SSL 7wu— 7FZIZIX ALERT SEEN A& Eh*T,

*SSL 7m— 77 7|ZIX APP DATA C2S F7zlf APP DATA S2C W& ENFEFHA,

*SSL 7m— Awt—UL, #%, CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE,
SERVER KEY EXCHANGE, SERVER HELLO DONE T,

« IN—T2DT 7V /r— a3 (Dropbox 72 E) X7 7 — b EEFELERA, KDV,
NS R 2 A TMETTDHETHELS>TMLTCP Uy FEEELET, 41X FTKRD
LORIERN RO NET,

*SSL 7w— 777X ALERT SEEN, APP DATA C2S F7zld APP DATA S2C IHENFEEA,

*SSL 7r— Awy&—Uk, #@%, CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE,
SERVER KEY EXCHANGE, SERVER HELLO DONE, CLIENT KEY EXCHANGE,
CLIENT CHANGE CIPHER SPEC, CLIENT FINISHED, SERVER CHANGE CIPHER SPEC,
SERVER_FINISHED T,

Cisco Security Cloud Control : Cisco Meraki 0 &# .
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BITEOOITA DRBO STV a—TFT42T
A—H—FFIZ/NRT— FHMIEL < ALV =8. Security Cloud Control ~ND RS A »IZ5kEXT
%

figiRix Security Cloud Control IZ2 7 A > L LD & LT, HloTWHIELWWZ—HF—4 L3R
T—REHEHL TV DI 0b b e /A NIRRT 256, £720F (XA —REERT:
Bt AL CTHAEDRNRAY — REEIETERWEAIX, B LU Cisco Security Cloud Sign On
TH Y NEAERE T J A v ERATAREMER B Y £ 77, #H L Cisco Security Cloud Sign
On7HUYy NIHA LT v 7T HMNERDY 7,

Cisco Security Cloud SignOn %' & 2 7FR— RAD RS A U IERIIT 5A. Security Cloud Control
FERETERN

@Rk Security Cloud Control 7 F > | & [Z#72 %5 = —H¥—4, T Cisco Security Cloud Sign On 7
0 MR L TS RTREMEA N ® W £ 97, Security Cloud Control & Cisco Secure Sign-On D]
Ta—W—HRA N T 5 I21E, Cisco Technical Assistance Center (TAC) [ZiHifE LT 72
AN

RELEITvIR—VZEERALEZOTA VIZKET S

fRRiEx 77 UIRGFESI N W T vy v — I EERHLTrZ A LESELTWANDL L
NE¥A, 7 v ~—2 N https://cdo.onelogin.com & F§ L T2 AIREMEDN B 0 97,

f@iRi% https:/security.cisco.com {22 71 > LE T,

« f#3R3% Cisco Secure Sign-On OFHT w7 > M EER LIcSA 1, 77> MBMER S V=
V— g NZxIGT DX v v 2 R — RO Security Cloud Control # A V& 27 U w7 LT,

« f#iR% Security Cloud Control APJ

« fi#iRs% Security Cloud Control 77— A 7 U 7
« fi2ifi% Security Cloud Control EU

« f#iR:% Security Cloud Control 1 > N

« f#iR% Security Cloud Control K[

o fi#iRi% https://security.cisco.com ZfET L H T v I/ ~w—T EHH L E T,

TN A DHERIRRE

Security Cloud Control 77 MIA VR — RENT2T A ADHEHEREEZ R RTEET, 2D
MY 71X, SFEIEREGIREAE BT 5 DI B £, [Security Devices] ~X— D
[Connectivity] 77 7 A2, T3 ADOHEFRENT RSN ET,

TN, ADEEFERIENR [H T A ) OGS, T3 AOBIRNA 127> TV T, Security
Cloud Control IZ#§t SN TWAH Z A B L E3, LLTFORIZHEEE SN TV D ZOMMOIREE
X, EE, SEIERBEHTT A, RCHEPBE LTSGR ET, ZOREF, 208D
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71 zoggke ]

REEBEIET 5 HEEZ R L TOET, SHEEEORIK & 72> T 5 B EE D 5 "TRENE
N0 F9, FEEHERAD L. Security Cloud Control 1%, F#ii 2 F(TT HE1IC,. T2
SOREZ T XTHRT 5 L9 ITROET,

TINA R DIEHIKEE EZZbNB5RHA fR{E
> A > (Online) FRA ZADBEFRNB A>TV |[NA

.
y

T, Security Cloud Control |Z#%
e TVET,

F7 T4

TNA ZADBFRNYIN TS
D, Ay MU — 7 B R
NTWET,

FRAANTTITAME D
NEHER L 7,

Insufficient licenses

TN RN T A A
NV FE A,

TABVARRED N7 TV
¥ =2— I, on page 178

TVTF Uy VNESTH D

Security Cloud Control 237 73 A
ANCHH T DI DIHEHT 5
P4 LN T — RO
HEDENELL BV 8

Mo

W iem 7 A MNEFRO N T T
)V —T 4 7, onpage 178

FR—=T 4 T

TNRAADF LV R—T 4 7
BB SNE LD, BT L
TWEEA,

FAL ADEHRA TR L, T
S ADRGRE T T ST
EEw,

B (Unknown)

FNRALADFR—=F 47
W2 L, Security Cloud
Control |Z7 /3 A A DHEEGEIRTE
P TEEEA,

XA TFATNAR A=Y
TT A ZARIRL, Hlo
~A »H i [Check for
Changes] #i&IR L C, D7
INA A B BT ORTE D IS
TR ET,

New Certificate Detected

ZDF N, ADFFAENEE
SNELF, A ANRAED
BLAAEAEZEA L TV 5
Gy THET A ADBERE
BHEA LD E LT
REMERH Y £,

FHGEHEORED ~ 7 71
¥ =2 — |, on page 179

FoR—T 4T T —

Security Cloud Control 737 >/
RN—=T 4 VTREZT AR L
Dt Z RS T FREED B D
*7,

FroR—=FT 47T =Dk
Z 7 )V =2 — |, on page 189
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T4V RATRED T T a—
TINA ADFERGAT — X AN [TA B ABARE L TWET (Insufficient License) | & FR &4
L%6A1E, LTOFIEEZFIATLET,

e TFTNRAANTA B AZEETAETCULIEL L FHE9, W%, Cisco Smart Software
Manager 381 LT A & 2 A% T S A A2 3 D ISIERE R 0000 £97,

¢ TNA ADAT —H APEDLIRWEEIE, Security Cloud Control 7»5H %4 > 7 7 K LT
MO YA A 9% Z & T Security Cloud Control R—# /VZFH LT, 714 A
Y= R=LTF NS ZLDE DRy MU — 7 BEDOREAEMRRLET,

e R—=HNVEBHLTHET A ADAT —Z ANET IR WIEEIE, ROFIEZETLE
‘é‘o

Procedure

AT w71 Cisco Smart Software Manager S H LW h—27 U &2ARK L, ab—LET, FMcOVWTUL, A~v— K7
A ADERICHET I ET 4% B EE,

ATV T2 FORL o TEF2VTATNAREZ7 Vv 7 LET,
ARTYTI [TAR| 2T %7 ) w7 LET,

RTY T8 YR TNAAZATOE T2 Vw7 L, AT—HAN[TA BV ANRARELTWET (Insufficient
License) | DT /A A& BN L ET,

AT Y TE [T ZADFHM (Device Details) ] 31 T, [T7A4 B ANARELTWET (Insufficient License) ] 123
IRSND[TA B ADEE (ManageLicenses) (%7 Vv 7 LET, [TA4 B ADEH (Manage Licenses) |
Va4 Yy RUBRERINET,

AT9T6 [777 171t (Activate) 17 4 —/L KT, F LW b= &AL (1T T[T /310 2AD%Ek (Register Device) ]
Vw7 LET,

=2 UNT A ANEFIZHEA SN D & HEFEIRED [ 7 4 > (Online) JIZZEDY 7,

BHGOATA VBERO STV a—Ta T
B0 A AIC 557 /5 A ADGIE MRS BT, Ko FIE %L ET,

Procedure

AT TN ERAIONRAL o THEFaAYTATNNAREZT Y v 7 LET,
ATFTYT2 [THRA R ZT %7 v LET,

. Cisco Security Cloud Control : Cisco Meraki 0 &8
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ATvT3

RATv74

ATvT5
ATv 76
ATvT1
ATvT8
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WY T NA AL T DR TH 7 ) w7 L, AT —X AN [#hhlea 71 L 1E#H (Invalid Credentials) ]
TN AR ET,

[T /34 ZD7EM (Device Details) |1 > C, [#2h72m 71 & (Invalid Credentials) ] 127K S 415
[F#6E (Reconnect) | %27 Y w27 L%, Security Cloud Control I, 7 /34 A L O &2 A E T,
Tur T IRERENTEDL, TAAL AZADHF LN —HF = L2 T— 2 AN LET,

[%¢1T (Continue) 1 %27 Vv 27 LET,

THRAABRF T A NI HHTEDREBLR-726, [FALD (Close) 1227V v 7 LET,
Security Cloud Control 287 /34 ZA~DEFEREIZIR S Tz ffiEoTom 7 A4 UEREMHEH L LD & Licled, 734
A~DEERFIZ Security Cloud Control AT 25 2—H—£ L X2 T — ROMAEDED, T3 A ETH
BEEINIZAREERH D 9, TANA AL [F T A2 TTR, HBRAT =% AL [HEPRE S E
L7 (Conflict Detected) | T D Z & 23000 7, HERDOBIE OfFR (Resolve Configuration Conflicts) |

Zfi ] LT, Security Cloud Control & 7 /A A OO R A RS U CHRR L E ¥, BRIEDHG ORI,
on page 139

MFRAEORED ST a— bk

Security Cloud Control DEFBAEDE A

Security Cloud Control I%, 7 /3 AZHEHET 5 & ZREAEO R EZTF = v 7 LET, B
MILZI1%, Security Cloud Control [ D Z & #FR L £,

1. TRAATTLS A=V a3 10LUKEEZERAL WD,

2. TAA AL VRSN DIEAEPADWIRANTHY | EHEPBEOHMNTHD (T2
bh, TTITAMIR>TEY, BRICAMESND L OICAT Va—A ST |

3. FEFBAEIL. SHA-256 GFHETH 5 Z &, SHA-1 GFAEIIZ T AN O EH A,
4. RONTNDLNEYTLH L,

T AIRE DBATHEL M L, 2 ORI S R — T L 0 (S
NI ORI E LA L CTH D,

® T/\/I)X :t 'fD%ET% E)muniE% (CA) 75‘%% Lf:?E%%%fﬁfﬁ L/\ ?%%éﬂf: U —7
AEAENGBE CAICY 7 LTWAREAETF = — 2 LT D

NnlE, 77 UYL xR 722 % Security Cloud Control MFERAE O H 51k Td,

« HOBAGEHAEDYA . Security Cloud Control (X, T /31 ADAR—F 4 7%= iﬁ
PEilslc, RAA VAT = 7 28N LT, b iz, ZOFEHENAR L —V—
Lo TlREESNEHEL ERI-KTH a2 F v LET,

« Security Cloud Control (%, E7ZWNH CA AR —F L TWEHA, BRRTIZ, NE CA
WX o TEL SN EEL T = v 7T 5 HEEH Y 8 A,

Cisco Security Cloud Control : Cisco Meraki 0 &# .
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ASA T A ADFAET = v V% THAA AT LI THZ LN TEET, ASAD
AEBAE % Security Cloud Control 2MEFH T X 72 WA, ZDOT 3, ADFEHET = v 7 &2k
T DA T arnbET, 7L AOFEHAET = v 7 OBMLEzRATHIKARE L
TTNARAEFVAR—RTERWEEIX, T RACEALTHEELZIP Y FLABIWY
A= FBRELL RWBEERRETIEARWAREER S £3, SEETF v 757 1 — VL
WIS 5051k, AR — F SN TV DEHEEFFOT A ADFEHET = v 7 &
N2 HEITH D FH A, FEASA TS AOFEHETF = v 7 W T 5 HEILH
D EH A,

TR, ADFEHEF = v 7 28N L TH, Security Cloud Control 1%, Bl & ##& TLS & f#
MUTT NS R LE T, B ORI SN DFEE A MRGEL £ A, OF
V. Ny T HREBELER I A B CE AN, T T 4 T HPRBER L, B
AEBAFE % Security Cloud Control [Z#2f9° 2% Z L IC L » T, #Eia =T AN H Y £
B

SEAEDREREDRE

W OO EH T Security Cloud Control 237 /3 A& A VR — RTERWEENRH Y £7, Ul
\Z [Security Cloud Control I%, #&RSN7ZfEAZEZEH L TF 31 X cEfcE £8A (CDO
cannot connect to the device using the certificate presented) | &9 A v —UREREINDHHE
X, FEAEICHER S Y 9. ZOX v —UR ULICFERSNRWGAIE, BE O™
(T A RZBETE W) EEXZOMO Ry NT—27 =T — |2 LTV 5 ATREM: N & <
Y ET,

Security Cloud Control 237 E DFEAE 2 {549 2 BEH 2 Hlr4 2 121X, SDC A A b, 721X
T NA RNZEFETEX HB]DOFB A NT, openssl A~ KT A4 Y —VEEHLET, kOa~
VREFHLT, TS AL o TR SINIFENEEZ R T 7 7 A VEER L E T,

openssl s client -showcerts -connect <host>:<port> &> <filename>.txt

Zoawy RTH, #MEEt vy v a VBB SN DD, BREIC Cul+tC F—EF ML THKT
THLENDY 77,

WD X o hEEgte7 7 A VIMERR SN ET,

depth=2 C = US, O = GeoTrust Inc., CN = GeoTrust Global CA
verify return:1
depth=1 C = US, O = Google Inc, CN = Google Internet Authority G2
verify return:1
depth=0 C = US, ST = California, L = Mountain View, O = Google Inc, CN = *.google.com
verify return:1 CONNECTED (00000003)
Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgIIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJIpZcldgihFVTgFM7rMU2VHUlpJgA59gdbal/Bf

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwWIBAgGIDAJgSMAOGCSOGSIb3DQEBCWUAMEIxCzAJBgNVBAYTALVT
....lots of base64...

. Cisco Security Cloud Control : Cisco Meraki 0 &8
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tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCZzAJBgNVBAYTALIVT
....lots of base64...
b8ravHNjkOR/ez41yz0H7V84dJzjA1BOoa+Y 7mHyhD8S

Server certificate
subject=/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

No client certificate CA names sent
Peer signing digest: SHAS512
Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 4575 bytes and written 434 bytes
New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSvl1.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 48F046F3360225D51BE3362B50CE4FE8DB6D6B80B871C2A6DD5461850C4CF5AB
Session-ID-ctx:
Master-Key:
9A9CCBAA4F5A25BI5C37EF7C6870F8C5DD3755A9A7BACCE4535190B793DEFF53F94203AB0A62FIF70RB9099FBFERABIBG

Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..AGf>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3(
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f £2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.

0070 - 23 35 6d £7 7d 85 39 1lc-ad cd 49 fl1 fd dd 15 de #5m.}.9...I.....
0080 - £6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ..."E.|.k.x.I..E
0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$.E.A....J.6.cC
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)

O T, OIS, R AR—2 (verifyreturn) 3 — FQVREN TV D% OITICER
LCLEE, GEHEICET 2MENFIET 256, 20—y a— REErlbciz b,
TT—DORANERENET,

COFAEIS—aI—FDOURMZERHALT, —BRHLGIS—ELZDBEAEZREELTSE
LY,

0X509_V_OK : #AERRII L E L7,

Cisco Security Cloud Control : Cisco Meraki 0 &# .
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2 X509 V_ERR UNABLE TO GET ISSUER CERT : {E#H C& 72V \GEFHEDORITHFEHEN A
O FHATL,

3 X509 V_ERR_UNABLE_TO GET CRL : #EB#0 CRL 23 oM 0 FHATL,

4X509 V_ERR UNABLE TO DECRYPT CERT SIGNATURE : iFHEDEL Z#E B TE 4
ATLTZ, Zhud, EBEOBLAMS, WFHEE —B L2200 TiEe, HalTEihofal &
EEWLET, ZhiE, RSAF—IZOoWVWTOLE®RERLET,

5X509 V_ERR UNABLE TO DECRYPT CRL SIGNATURE : CRL ®E4 4 H 5 CXEHAT
L7z, Zhud, EBEOBAMHN, WIFHELE —B L2 TiEe, Ml TEhosfcl L& E
LU E9, REH,

6 X509 V_ERR_UNABLE_TO DECODE ISSUER PUBLIC KEY : ZEH] SubjectPublicKeyInfo
DAF—ZFARNETATLE,

7 X509 V_ERR CERT SIGNATURE FAILURE : FiEH]EDE4 MNEEL T4,
8 X509 V_ERR_CRL SIGNATURE FAILURE : FfEBHED B4 N T,

9 X509 V_ERR_CERT NOT_YET VALID : iEBiEN LA TIEH D FH A (notBefore D H
MRBERFL LV ETT) o GOV, Z0%O TERY ¥ —ra— R 9 GEFHENR
FEAEDNTEDHY EHA) J EBRLTIEEN,

10X509_V_ERR_CERT_HAS_EXPIRED : GEFHZED AR I TWE S (notAfter D H {73
BUERFZI L VETTY) o FEMICOWTIEL, Zo#%O TR #—ra— R 10 GEFEOAFLR)
RPN THNET) | 2L TIZIN,

11 X509 V_ERR CRL NOT YET VALID : CRL N E7ZHTIEH Y EHA,
12 X509 V_ERR_CRL_HAS EXPIRED : CRL O IR T T\ &,

13 X509 V_ERR_ERROR _IN CERT NOT BEFORE_FIELD : iFF3E® notBefore 7 4 —/L K
AL N E ENTWHET,

14 X509 V_ERR_ERROR IN CERT NOT AFTER FIELD : FfERFZ D notAfter 7 1 — /L RIZHEL)
RN EENTVET,

15X509 V_ERR_ERROR IN CRL LAST UPDATE FIELD : CRL O lastUpdate 7 4 —/L R
IR LN G ENTVET,

16 X509_V_ERR_ERROR_IN_CRL_NEXT_UPDATE_FIELD : CRL @ nextUpdate 7 -{ — /L (T
BRI D Z ENTOET,

17 X509 V_ERR_OUT OF MEM : AEV 2BV Y TLH L LTI —0nELELE, Zh
IR L TRALRWITTORETT,

18 X509 V_ERR_DEPTH_ZERO _SELF_SIGNED CERT : i X 7-ZE#I3 A B4 K HTh
D, (EETEDHEDY A MZR CAEHEN L2 £/ A,

19 X509 V_ERR SELF SIGNED CERT IN CHAIN : (G C& 2\ GEEZfEF L CREE
Fo—UEBETEELLEN, L— e —B VTR EHATLE,

. Cisco Security Cloud Control : Cisco Meraki 0 &8
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20X509 V_ERR_UNABLE TO_GET ISSUER_CERT LOCALLY : @ —H /LTy 7T v 7 Eh
TREFAEORITEEHAEN LoD FHATLRE, 2L, 8%, FHETE5EHEDO Y X |k
NEETIHRNI EE2ERLET,

21 X509 V_ERR UNABLE TO VERIFY LEAF SIGNATURE : ¥ = — ZFEBEN 1 D L
ENTHLT, TANACBELFATROED, BAEZRIETE FEATL ., BEMICONT
I, Z0%O TR Z—ra—F 21 (RYIOFENFEEZHIETE EEA) | 2ZRLTE
SV BEHUCOVTIL, Zo®%O TERY ¥ —>a—F 21 (OIS RIETE ¥
M) 1 EBRBLTIEESD,

22 X509 V_ERR_CERT_CHAIN_TOO_LONG : fEEHT = —r DRI N, 8E SN2 KIEE
EHX TOET, REM,

23 X509 V_ERR_CERT REVOKED : fEHENRZI L TV ET,

24 X509 V_ERR INVALID CA : CA fEBHENEZYTT, CA TiZZeW b, ZOJREMEY, 72
eI BN E —F L TOER A,

25X509 V_ERR PATH LENGTH EXCEEDED : basicConstraints @ pathlength /X7 A — ¥ % {8 %
TWET,

26 X509 V_ERR_INVALID PURPOSE : ##fit S 7-REEL . EESN - BT 4
/UO

27 X509 V_ERR CERT UNTRUSTED : /L— k CA 23, 8 ESNT-HMICE L CEETE5 b
DELTY—I7 INTHERA,

28 X509 V_ERR_CERT REJECTED : /L— k CA 28, fEE SN BN EIELR TS L Hic~—2
ShTWVWET,

29 X509 V_ERR SUBJECT ISSUER MISMATCH : {:4 M BIfEDREEDIRITHE 4 & —F L7z
Wz, BUEOBEMFITETEAZENES SAVE Lz, -issuer checks 47" Y 3 ISR E S LTV
DGR DIRFERSNET,

30 X509_V_ERR_AKID_SKID MISMATCH : {:44 % —5l 12 MF(E L, BIEDFEAFE ORGSR
T L =B LW e, BUEDEMBITE R EES S4UE L7z, -issuer_checks 47
VA VRREINTNDLIGEICORRTRINET,

31X509 V_ERR_AKID ISSUER SERIAL MISMATCH : 31784 & 3 U TAESBEME L, Bl
EOFFAEOTEGER X —# 7 & —H L7anWiad, BEOEMBITEEAENES SN EL
7o -issuer_checks 7' a VINERE SNV TV OLGERICOARRINET,

32 X509 V_ERR _KEYUSAGE NO CERTSIGN : keyUsage §:3EfEIk 2N GFIHE D B4 & #Fal L T
WRWZ | BUEDBARBITEREEN G S E L,

50 X509 V_ERR_APPLICATION VERIFICATION : 77U 7r— g VEHADT 7 —TF, RKH
Mo

[New Certificate Detected ] * vt—

HOBAUENELRF ST M 22T v 77 L— LT, Ty 77— N7 at 2%ICH LWVGE
DR S L7354, Security Cloud Control ©, [%%E (Configuration) | A7 —# A & [kt
(Connectivity) | A7 —Z ZDfiJ;& LT, B LWIEHESHE S E L7z (New Certificate

Cisco Security Cloud Control : Cisco Meraki 0 &# .
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Detected) | & W) A v E—URNERINDZENHV ET, TOT /A A% 5| XX Security
Cloud Control 7> & B 2 121%, T ORMEL FE) TR L CTHRILT 2 LERH Y £3, FElFHE
MEMENT, 7 ADREBREFIZRSTH, TOT A, ZAEEHTEET,

B

Note iG%c D& FETE T /XA A % Security Cloud Control |Z[RIFFC —4E #5545 & . Security Cloud

Control X, T /34 A LD LWGEHAEZ BEINICHERE L TZIF AL, £ b & OHEER
1TLET,

—
e

LW EZ YT 51203, ROFNEAFEH L ET,
L EfORA L THEXRIUTATNARET Y v 7 LET,

2. TANAEMBALC, BHAT — X AETIREAT — X AD [H LWGEHE R S h
% L7z (New Certificate Detected) | THDHT /A A% KR L, LERT /NSA ZAZEIRL F
D

3. BEY 4 RUT, GEFEDOMGR (Review Certificate) (%27 U > 27 LEF, Security Cloud
Control TlE, MERDOT-OIZFEHEEZ X v a— R L, HILWIEHEZZITAND Z LN T
BRI

4. [FA Z[AH (DeviceSync) 17 4 > R TUER (Accept) 1227 U v 7550, [F54
A~DOFHEHT (Reconnecting to Device) | ¥V « > R C [#%¢fT (Continue) | %7V v 7 L&
R

Security Cloud Control |%, T /34 A& #H LW HOEAGEHAE L HEWICFB L ET, HE
WZE o T, AFIESNIET N, R FRT 272DV E FETEH T LLERH Y F
T

AAETS—a—F
BEYAR—>2a—FK:0 (OK) (f=f2L. SecurityCloudControl (XFIBAZE TS —%#RLZFT)

Security Cloud Control (%, FEBEZ G595 &, [https:/<device_ip>:<port>] ~0 GET =1—/L
EIITTHZLIZRY, T3 AOURL ~OHEFi AR A ET, TR L2V A Security
Cloud Control [FFEIET 7 — 2R R L £ 9, iEAEN AL TH S (openssl 230 D F Y OK %K
LET) ZEBbhonha, Bt LE ) E LTV DEAR—FTHOY—ERNRY v A LT
LHEEMNRH Y £, ZOHE, ROa~xr ReATEE7,

curl -k -u <username>:<password>
https://<device id>:<device port>/admin/exec/show%20version

ZTHITED, RO L HIT, ASA LFEFEITHE L TCWAIMNE I NETERT L2 L3 TE, HTTPS
P—R—NASA DIELWAR—FTEEL TCWANE I DR F v/ T52 b TEET,

# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00019098 LISTEN 192.168.1.5:443 0.0.0.0:~*
SSL 00029e18 LISTEN 192.168.2.5:443 0.0.0.0:~*
TCP 00032208 LISTEN 192.168.1.5:22 0.0.0.0:~*

. Cisco Security Cloud Control : Cisco Meraki 0 &8
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BVE—ra—F 9 GIAENFTEAYMTREHY FEA)

ZoxT—F, RESHIFEAEDRITHRRRO AN TH LD, 7 74T b Tthzef
Bigbo L LTHROLRNZ LZ2ERLET, iUt AEAEORERRIERIFERK TH % ke
PERHY £4, £/, HEBAEHAEFOLEIL, EHEFLRIFOT A 2 DORFZIHHIE > T
2 EDNRNTH D TRENEDRH D £,

T Z7—\|Zi%, FFFAE® notBefore D AR EGENTZITHRH Y £,

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet valid
notBefore=Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=Oct 21 19:43:15 2016 GMT

ZOxT—=nb, AEHAENNOAN R LA TE £,
EE

FEBHE D notBefore ® HAHXIBED HF THAMENH Y £77, notBefore D HfF %A L W FUVH
FHZ U CEEEFEAZBRITCEET, ZOMEIEL, 7 747> MERITFITT A 2AD0T i
THEANE LS RESNTOWARWGEAICHRAET S RERH Y £7,

)2 —ra—F 10 GEAZSOEMHARNMINTVEY)

ZoxT—if, BEELEINTZEREOD RS EL1IOOHBERIINTWEZ EEEKRLET, =
Z—IZ1%. FEFFHZE® notBefore ® BN G ENT-/T0H Y £,

error 10 at 0 depth lookup:certificate has expired
ZOAHIRIT, FERAEOARICE ENTVET,
(234

RERAENAR Y IZHIREIN O A . ME—DEEFIEIL, BOEREZIGT 5 Z & TF, iEE
DOHBREIFERD B TH D DT, openssl NIRRT TH 5 & FEiETH5A1L, a v Ba—
XDOHERAET v 7 LTSN, 728 20E, GEBED 2020 FI2HIRGINIC/R D K 9
WICHESNTWADIZ, 2 Ea—FDHMD 2021 FiZi>TWNDHLEE, ZOa s Ea—H
ILREEZ WIREIN & L TRV ET,

BUE—ra—F: 21 (RYIDEAEZRIAETEEEA)

o7 —E, EEF = —IIMERH DL L. TS AT Ko TR S NTZFEEZ(E
FHCTEDHZ L Zopenssl PRGETCE RN 2R LTCWET, 22T, LioOBlOfEHET = —
YEFNT, GEAEF =N ED X ITHRET OO ERTAHAEL X I,

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALIUE
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJdgA59gdbaO/BE

Cisco Security Cloud Control : Cisco Meraki 0 &# .
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1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAJgSMAOGCSgGSIb3DQEBCWUAMEIXCZAJBgNVBAYTALIVT
....lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCZzAJBgNVBAYTALIVT
....lots of base64...
b8ravHNjkOR/ez41iyz0H7V84dJzjA1BOoa+Y 7mHyhD8S

FEAEF == i3, ==l L o THERESNDFAED Y A b TT, ZDU X ME, ¥—
N—HEOFERENLIRED . £ DOV — —OFEAEZFRIER O & LA OFEAEFITRE O
. BFERNC LY B o PREEHEN G ENETS, FREAFIIE, Tofs (s ThHRED
1) Lo TE (Tl THEDT) OUARAMPNRSNTHNET,

H20x, GEAEIC LTSN T 47T 4 T, X, fifanagEncky., %
Bl X o T EORITHT L T4 T o OEBA L EENE T,

FATHEL, FEHEERIT LT 07 4T, Zhidid, 7 — L RbEaEh Tk,
BAICLoCi3tms b aEnET,

Y= =L, FEHTE IRAERIC L » THEHBSIT SNISGERE 2R/ > TV 56, i EF = —
VNMMDOFEAEEZGDDLEN DY EFE A, IROL D72 1 SDOFEHENFRSNET,

--- Certificate chain 0 s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*.example.com
i:/C=US/0=Trusted Authority/CN=Trusted Authority

MITHODCCBrigAwIBAgIIUOMfH+8ftN8wDQYJKoZ IhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJgA59gdba0/BE

Z OFERAEEZEMT B &, openssl i, *.example.com @ ExampleCo fEFAE A, openssl DA
IAFMERA N TIAFET DEHE TE 2R OGEHEIC L > TIELL BA SN TND Z & &K
FELET, FOMIEDHZIZ, openssl 1L, T /34 RZEFITER LET,

72720, BFEAEDY— =T, BEHTX2CAICL > THEBL SINEHERSH Y £
oo ROVIZ, BHOFID LS, ——OFEHAFEIL 1 DL EOHFRFEREIC L > TEA S
NTEY, K EMLOFREEAER, FETED CAICL > TEA SN EL L E T,
OpenSSL iX, T 7 #/L FTlid, T HOHH CA Z{FHEE T, G TE 25 CA TRDODL R
FEAET = — U RREIN TV LHEEIZOR, TNOEMIETEET,

PRFSRERIC &> TEA SHIEAEZF OV — =725, FIHTE 5 CAISH O b
NTOFERAE (FTNTOPREREAEZGT) 2RM9 5 2 EPEFICEE TS, ZoF=—r
RPN S 72 WA openssl B DOHINIRO X H b DIz 9,

depth=0 OU = Example Unit, CN = example.com

verify error:num=20:unable to get local issuer certificate
verify return:1
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depth=0 OU = Example Unit, CN = example.com
verify error:num=27:certificate not trusted
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

Server certificate

subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB32414B
Session-ID-ctx:

Master-Key:
21BAF9D2E1525A5B935BF107DA3CAF691C1E499286CBEA987TF64AESF603AAF8E65999BD21B06B116FE9968FB7C62EFT7C

Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1476711760

Timeout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)

Z O #%N~ﬁlo@i%%®é%%&bfﬁw\%ﬁéﬂkﬁ%%ﬁ%ﬁéﬂk
Jb— hwﬁ%fi@<¢ﬁwu WCE-oTEBLEINTWEZ EEZRLTWET, ZoOHIIC
N %‘fﬁﬂéﬁi7~%méﬂf%iffo

g

ZOREIL., T3 AT K o TR SNTREAEORENHE > TWDTZOICHELE T,
DM A& IE L T Security Cloud Control & 7213% DD 7' v 77 LR T /SA AL RITHHE T
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rFSILYa—F108 |
. INew Certificate Detected| * v t—

ED LT OME—DTHIEIE, ELWVIEAEF =— 27 A AZe— FLT, #HELTWnD
7 IAT v MIEERGEAET = — v 2R T 5 2 L TT,

HE CAZ FT A MRA L MTEDDHIZIE, IROWT A (CSR 23 ASA THERINLTZNE D
ST T) DU 7RI INTWDFIEICHE - T I,

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc13

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc15

[New Certificate Detected ] * v t—

HOBAMAELROT A A% T v 7 7L —RLT, Ty 77 L—RR7rER%ICH LWGE
BRE DML S 17235 A . Security Cloud Control T, [%E (Configuration) | A7 —# & & [#&ft

(Connectivity) | A7 —Z ZADjliJF & LT, D LWIEHER M S E L7z (New Certificate
Detected) | &EWH Ay —UNERINDZEBHY ET, ZOT /A A%EF| EHiE Security
Cloud Control 7> HF T 5121, ZORMEZ FEVCHER L TR T 20BN H D £9°, irE
DRI SN T, T ADORENREFIZR-T20, ZOT A, AEEHRTEET,

2

GE) TS 20— EFERICL Y, EEOEBNISRT /S A A% Security Cloud Control (Z [F]FRf (2 F5-#2
%7 5 &, Security Cloud Control (%, 7 /3A A _ED# LW GEAEL HBEIICHERR L T2 AdL,
o EORERAFITLET,

B LWEREFE 2 iR 21203, ROFIEZEHR L X5,

FIE

ATV TN OS> THEFaUTATNAREZ7 ) v 7 LET,

RT9T2 [THRAR 2T %) w7 LET,

ATY T3 WYRTNAAZAT DR T2 ) v LET,

RATYTE TANZEFEHLT, S AT —F ZAETTREART —F A0 [ LWGEAEN B S E L7z (New

Certificate Detected) | THHT A AZ KR L, LBERT NA AZHEINLET,

AT s BEY v FUT, REFAEOM (Review Certificate) 1% 27 U v 2 L3, Security Cloud Control T,
ROTDIFEAEEZ Y Ve —RL, HILWIEHEZZ T ANDL Z ENTEET,

AT9T6 [T AR (Device Sync) ] 7 4> R T[HAFE (Accept) 1 %27 UV v 7T D0, [T /3 A~DHHERE
(Reconnecting to Device) |V 4 &~ R T [#i1T (Continue) 147 U v 7 LET,

Security Cloud Control I%, 7 /3 AZF LWH CLEAGEAE L BEIRICFEAB L ET, HEIC
FoTiE, A ENTT AL RELRRTHDIIR—VETETESRTI2LERLY £,
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| F3o0va—F104
tok—F12515—-0r570va—+ ||

FoR—T4JIT53—DrZTILa—Fk
F A RDAR—T (T T—E, S S E RN TRAET B TS 0 £
ROWEEFATCE ET

Procedure

ATYT1 EAORL o TEFaYTATNARE2 ) w7 LET,

ARTFY T2 @YRTNAAZATDET 27 ) w7 L, TT=DRAELTNDLT AL AEZRIRLET, HHIck-T
X, AN T —OFHANRRINE T, IR HIN TWAMERT 7 g 2 FEITLET,

E

AT w73 Security Cloud Control 75T /3A AAf LV AKX L AEHIBRL, TNAADEVR—F 4 7 F i8It LET,

MERHBRAT—2 ADEER

Security Cloud Control #7925 &, 74 7734 A Z L IZBERHE A E 13 EH LT
TET, HAMH, 0npage136753ﬁfﬁ \Z72 > TN, Secur1tyC10udControl%’fﬁ'ﬁﬂﬂﬂ‘?” T A
ADFBENCEENMZSNTHE. T AOREAT —HF A% [HaH (Conflict
Detected) ] L FEREINET,

[FE&kH (Conflict Detected) | AT — % A &R 5I121%, ROFMEITHENET,

Procedure

AT 71 Security Cloud Control D7x— L= T, [Z7 AT U 4—/b (Firewall) 1227V v 7 LE7,
ATVT2 EF2 T4 TNARERIRLET,

B

Note > 7L I X Firewall Management Center D343, B2 (Administration) > &
(Integrations) > Firewall Management Center 27 U » 7 LT, [RIA#] (Not Synced) ]iKAE
DFMC &R L, 27 v 7 5 mhbifitft LET,

AT T3 [T/34 A2 (Devices) |7 %27V v 7 LT, T, AERDTET,
ATV T4 WHERTNAAZAT DR T 5T w7 LET,
AT9TE BEEZWRE L TWDET NS ZAERIRL, HROFEMAA > T [BiE OMER (Review Conflict) &7 Y > 7

L%,
ATYT6 [T/ ZAD[AW (Device Syne) ] X—U T, PR R SN TV OMEREZMERL T, 2 DOREL LKL
=7,
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o TRBISERFER S NT2T /31 A& E (Last Known Device Configuration) | &9 T L DFFUN T2 %L
I%. Security Cloud Control {ZfR{F S AV TWND T /A AFKE T,

« [7/3A A THiH (Found on Device) ] &9 T bDF N/ RHUIE, ASA DFEfTAL T 4 F 2 L—
VaVIRFER TV HRETT,
RT97TT ROVTRNEERL T, BAEEZMRELET,

o [T A ADEF % 7K (Accept Device changes) ] : &%/ & . Security Cloud Control (Z£R1F S 4L TV D 1R
P OEFENRT AL ZADFETFary 7 4 X¥al—aryThEEXSNET,

=

Note  Security Cloud Control X2~ K 7 A > A & —7 = A ALIFTD Cisco
10S T /A A~DEFEDRERZ VAR —F LTWRWD, B &Rk
D BED CiscolOS 773 A DME—DFIIL[L B = —72 L THEGE (Accept
Without Review) ] T,

o [T ZADEHEZIEA  (Reject Device Changes) | : 7 /3 AZLRAFE S LTV D E % Security Cloud
Control IZIRFEN TV DHRETLEEELET,

B

Note AT /- |3KRR SN T R CORELTIL, A n /IS ET,

REART—2 ADER

WOFNEZFEH LT, TREH OREAT —H ADT A AERRLET,

Procedure

AT X2 )TFATNAREERLET,

B

Note 5-> L I X Firewall Management Center D¥541%, B (Administration) > #t&
(Integrations) > Firewall Management Center 227 V » 7 LC, [RIF#] (Not Synced) ]iKAE
DFMC #INL, AT v 7 S LEITLET,

AT T2 [T/34 A (Devices) | X7 %27V w7 LTTNAAERDT D), [T 7 b—F (Templates) | ¥ 7 % 7
Vo2 LTETATAAL RAERSTET,

ATV T3 WHRTANAREZATDETH0 Y v LET,
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ATy T8 REAMERESNTZT AL AZTINLET,
RAT9 TS FAHO REM (Notsynced) ] /3% /LT, IOWTNNZRINL £,
s [ b a— L THERM.. (Preview and Deploy..) | : & EDZH % Security Cloud Control 2> 57 734 A(Z
Ty aTHEAR, AT EEE T L E 2 — L TEMT N, FoThd —EITEEOET &’
BLET,
« [EE OfHEE (Discard Changes) ] : #%E D Z ¥ % Security Cloud Control 2> 57 /3A A2 F w2 LA
Y6y, F 7213 Security Cloud Control TBlA L2k EDEE A [LICRET | Hfh. 2047 a Ui,
Security Cloud Control IZfRIF E I TWAKIEZE, 7 /3 AMRF SN TV DL FEI TR C EEX LET,

Cisco Security Cloud Control : Cisco Meraki 0 & & .
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. Cisco Security Cloud Control : Cisco Meraki 0 &8



5 12 =

FAQ & HR— k

ZOFEF, WO THMEINTHET,

* Security Cloud Control, on page 193

» Security Cloud Control ~D 7 /SXA AD A R—F (¢ 72T 5 FAQ (194 ~<—7)
« T /XA A H A7, onpage 196

e %= Y7 1,onpage 197

e NI TN a—F 47, onpage 198

eBn FyF o va =7 THEMSNDMEER X UES, on page 199
« WU T — DAk, on page 199

« ek, on page 200

« T—HAUH =T 2 A AZDONT (200 <—)

» Security Cloud Control (Z X 2 fE N IEH OB S L (201 ~—)

» Security Cloud Control ¥4 — k ~® [V 54>+, on page 201

Security Cloud Control

Security Cloud Control & [&

Security Cloud Control (IHFF Cisco Defense Orchestrator) (X, ® > hV— 7 FHEN I F X/
X2 VT A TS A T—E LIt 2 VT AR O —2EB L OMER C& 227 70 K
NR=ZADYNVF TN, A< 32— % TT,

Security Cloud Control ZfEfl L C, IROT A R EEHTEET,
* Cisco Secure Firewall ASA
* Cisco Secure Firewall Threat Defense
* Cisco Umbrella
* Meraki
* Cisco 10S 7 /3 A A

» Amazon Web Services (AWS) A L A X A

Cisco Security Cloud Control : Cisco Meraki 0 & & .



FAQ L5 R— b |
. Security Cloud Control ~D7/31 ADF v iRk—F 1 > FIZE3 % FAQ

« SSH #fi 2 i L TSN DT /31 A

Security Cloud Control HHHF X, ZNOHTXTCDT N, AX A THE—~DA L H—T =2 A AT
ERBIOMRSTFTEET,

Security Cloud Control ~D T /31 ADA ViR—TFT 4 VT
B9 % FAQ

Secure Firewall ASA @ Security Cloud Control ~D#4 > 7/R—TF 4 > 5 IZRH
9 5 FAQ

BEREREFEALTASAZA VR—FFBICIEESTRIEENTTM?

ASADF U R—FT 4 71F, —JEIZ1oT o, FFFEHTEITTEET, HaHETD
—¥URTH D ASA A AR —T 4 7T HEIE.  [Onboard an ASA Device] % L TLT
DTFTASVTFARALNADHEFT L R—F 4T LET, EF2VT a3 TF A MELITIER
AVTXANEAUR—T 4 7T EIER. D ASA A UR—F 4 U 7T A ALRT
VC‘TO

—EICEHDOASAEZF iR— RTBICIEESTNIEEWNTTMN?

CSV 77 A NEMHHLTASA DY A R Z{ERTE £, Security Cloud Control [Z VU A FND
TRTDOASAEZF LV R—=FT 4 7 LET, ASA Z—ECTAH U R—F 4 745 FEIZDONT
I%. TOnboard ASAsin Bulk] ZZ&H L T &V,

ASAEH VR—T 4 VI LEREFESTIIEENTTMN?

BA#A9 5121%, [Managing ASA with Security Cloud Control] [#5E] #& ML T 7Z &0,

Cisco Secure Firewall Threat Defense @ - 5 ™ Fig#EE! Firewall
Management Center ~D A > 7/R—TF 1 > (ZB§9 % FAQ

Cisco Secure Firewall Threat Defense =4 > /R— K9 3(2IEESTIIELWNTITM?
CLIBGFX—, EnXovFrnera=r, FREFVITAESEZFEH LT, FIDT 31 X
A R— FTEET,

Cisco Secure Firewall Threat Defense DA > 7/R—T 4 5 &ZESTHIEEWLNTTHI?

TNA AREY S5, BE (Adminigration) >#4 (Integrations) > Firewall Management
Center (2B L. [Actions], [Management], 7213 [Settings] XA ' NDHT 7 v a @I L
T. 7 77 A Firewall Management Center C Threat Defense 7 /31 A DR EZ BIA L F

. Cisco Security Cloud Control : Cisco Meraki 0 &8
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| FAQ &HR—F
%> 7L = X Firewall Management Center (ZE8 3 % & < 5 ER (FAQ) .

9, BAtA T 512i% Cloud-delivered Firewall Management Center Application Page] %2 L T<
7EEW,

Cisco Secure Firewall Threat Defense % F S T a— FFBIZIEESThIEENTTM?

(A R—F 4 7D T 7 )Ly = — bCisco Secure Firewall Threat Defense] &ML T 72 &
/AN

# > 7L = XFirewallManagementCenter[Zf9 5 & < H S &R (FAQ)

ES3ThIEL 4> F L = X Firewall Management Center 24 > ih—F 4 VO TEEITHM?

747" L X A Firewall Management Center (% Security Cloud Control |24 > R —F ¢ 7/ C&x &
9, A7 L I A Firewall Management Center ~D 4> 7R —7 1 7 ClX, 4 7 L I A Firewall
Management Center |25k SN2 T X TOTNA A A AR—F 1 7 LET, Security Cloud
Control TlE, A 7L I X Firewall Management Center (Z BT b e A7V =7 M EIT
ARV v—, F72lE 47 L I X Firewall Management Center (2% &k S L7 T /3 A 2 DIERSZ
HEYR—FLTWERTAL, DL 7REWIL A7 L I A Firewall Management Center Ul T
1THMERH D £9, FEMIHOWVWTIX, 4271 2 A Management Center DA > R— ] %
ZRLTIIEEN,

—

Security Cloud Control ~ Meraki 7/\f ADA Vih—T 4« U J 12T
4 FAQ

Meraki 7/A A& 4 VR—T 4 T T BICIEESTRIEENTIT D,

MX 7 /31 A%, Security Cloud Control & Meraki & > > = 78— ROl 5 CEI T X 9, Security
Cloud Control X, REDZEF % Meraki # v ¥ 2R — FIZEBRLET, Zhicky., RENT
A AZERITERBESNET, BB T 212X, MerakiMX T 3A ADA LV R—FT 4 7] %
ZIRLTLEE,

Security Cloud Control ~® SSH T/\f AN AV iRk—TFT 4 VF 2T 3
FAQ

SSH7/54 REF U R— FF B2 ESThIEENTT A ?

SSHT /A ZRIESNTWND, @ LV OMEREZ RS> —F—Da—HF—4 LA T— %
L. 5341 A% Secure Device Connector (SDC) THUR—F 4 7 T&x %7, BIET
B2, ISSHT NSNS ADAVR—FT 47| R TLTEE N,

TINA ADHIBRFE
[E¥= VU7 47734 A (Security Devices) | — U567 A ZAZHIRTE £,

Cisco Security Cloud Control : Cisco Meraki 0 & & .
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FAQ L5 R— b |
B security Cloud Control ~) 108 /34 R A > K—5 1 > 1=B8F % FAQ

Security Cloud Control ~®M 10S T/8f ADA VRh—TFT 4 U F BT 3
FAQ

Ciscol0S T/ REF viRk— FF BIZIFESThIEENTTM?

Secure Device Connector (SDC) % f#ifl L C. CiscoIOS (Internetwork Operating System) % 5217
LTCW5 7 A7 CiscoT A A%xF AR —RT&xET, BT HI12iL.  [CiscolOS 7 /314 2D
FoR—=T 47 ZBRLTIEIN,

TINA ADHIBRF E
[E¥= VT 47 /34 A (Security Devices) | — V56T A AZHIFRTE £,

FINARARZAT

BHEREEF1YTF17T547 2R (ASA) ERFAITTH.

CiscoASA L, BIIEY 2 — L DAY —ERITMA, BERAT— NIV T 7 AT T —
MNEBIRVPN a o FL—FHBER 1 DDOT A AT L E3, ASA 1L, ot x=
V7 arsTxAh (REBZ7 7 A7 04— [ 7 72A% V7 (EBRO77 AT U +—
N1 ODT7AT T —VIHE) « FIT AT Lk (LAV2) 7747 74+—/LF
i —F v R (bA¥3) 74T 94— F_—ar, BERL VAR g2
2, IPsec VPN, SSLVPN, 7 54 7> kL Z SSLVPN #R— Fp & L8 & E e ishe %
EHET, ASAIL, I~ U FRFY AR SN TWAEN— R =TI/ VA F—/LTEXE
7

ASA ETILEIERITT H,

ASA E7/LIE, Security Cloud Control (24 > 7R — R S {172 ASA 7 /31 ADFATHERK 7 7 A )V
DAL =TT, ASAETNEHMTLE, TA ZAEEREAS R — FETIZASA T /314 AD
REEDINTHENTEET,

TN A TEIHAEA (Synced) | THHIDIE, EDKSHIFETTH,

Security Cloud Control DFXE &, 7 /34 A8 — A JVZER(FE STV DR EDE T2 72> T
HE&ETT,

TN XD TIEEER (NotSynced) | THADIX, EDKSHIHFBETTH.

Security Cloud Control IZfRFFEIL TV HRENEE S4L, T3 RZr— I VIRFES TN
HREEBER>TND L ETT,

TN AN TEEE (Conflict Detected) | KRKEETHAHDIE. EDKSLRIBFBETTH,

T3 ADFTE N Security Cloud Control DFNH (77 b A7 /30 R) TEHE S 41, Security Cloud
Control IZERIF SN TWVWARIE & Hip>TWNDH L& TT,

. Cisco Security Cloud Control : Cisco Meraki 0 &8
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| FAQ &HR—F

x5+ [l

T NAETNY REBRERFMTT A,

Security Cloud Control DSMHBTT /A ZZEENMA HHZ & T, ZOZEHEIL, CLI 2+
¥ F&fif3 27 ASDMRFDM 2 EDT A A EO~R =T ¥ 2L T, 730 A LT
EHATONIZbDTT, 77 AT AN REERRTOND & T8 A0 [Hia (Conflict
Detected) ]IRFET&H 5 & Security Cloud Control 23i#%1 L %9,

EEZTNARIZERAT D EF. ESVSIEKRTT D,

7 /3A A % Security Cloud Control (274 > AR — K3 % & Security Cloud Control |3 DFXE D =
B —%{rFF L £ 7, Security Cloud Control IZZE T #1225 & Security Cloud Control %, 7 /34
ADFREDAC—IIETEZMZET, TOELET A AT TR 325 &, Security Cloud

Control [Z, MAT=EEL AT NA ADRED AL —Zabt—LET, RO My 7 EZHBHLT
<&,

e T RTCDTNA ADRELEED T L B 2 — L B, on page 127

BE. EOASAIT Y FRYR—bENTOETH,

FTARTOaA~vy RTT, ASACLIZEHT 51X, [T/3 A7 7 v 3 (Device Actions) D
[~ T4 A H—7xAA (Command Line Interface) | %27 U v 7 LT 7EEV,

TNAZADERIZEH L TREOHKIEHY EIH,

Security Cloud Control 2 70 R7 —%7 7 F ¢ L V| BT HEDT /A AT E THEL A LR
TEET,

Security Cloud Control [X. Cisco H—ERX#EERIL—F2ELUVTIIF— a3 H—ER L—
AEEBTEETH,

Security Cloud Control T/& ISR 38 LN ASR HHDEFILF AL ZE/EHK LT, ZFOREZA
R—RT&EET, RIZ, AR — FINFEREIZESWTT T L— MfER L. ZOREL
BEOREL LTI AR—FTEET, ZOEEDOREL, ISRI L ASR OFHLE 7213EE
FEOFNRA ZZRBELT, X2 T 00 BHZ2HETEET,

Security Cloud Control [ SMA ZEETEE I hH,
Wz, BIEESTIE, Security Cloud Control 13 SMA # & EL L ¥ A,

X7+«

Security Cloud Control [Z#)$bTHOY A4 > Liz& EIZ, TOTPERIETEFEHATLT (Couldnot
validate your OTP) | L W\S IS —ARRSINFE LT,

FAT Ny TEITEAALNT N, ZADOEHNT — )L REZ A LY —R_R—=LREH L TNDEZ %
MR LET, Bt 1 DU ETHTWnD L, o7 OTP ARSI N AIREMLRH Y F77,

Cisco Security Cloud Control : Cisco Meraki 0 & & .
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kS TJILY

FAQ L5 R— b |

T /34 R [& Security Cloud Control 7 5 K 75w b 7+ —AICEEEHRINIOTTM?

1LV, 7731 A & Security Cloud Control 77 v N 7 +—ADTF'm X & L THERET 5 Security
CloudControl SDC #4252 & T, X a7 RN FEIH LET, X2V T 1 2RKELIC
FXEF S 4172 Security Cloud Control 7 —X 7 27 Fx (2 XD | T4 AL DM EITERTHT—X
ZIERICOBECE £,

NI YT IPT7 RLREFHELGWTNA REZERT DIFESThiFLNTTM?
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YITERN) IPT RLAERFOTNA A% AU AR— R T&ET,

ZEHMZ DWW TIL,  [Secure Device Connector (SDC) | #ZM L TL &0,

SDC[ZXEBMDIAR FPSAEVABNBETTMN?
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Note  Security Cloud Control 1%, 58&IZ¥ ¥ R—A V7 SN — A DI EVFR—FLET,

Secure Device Connector 2K Y IP 7 RLANEEBE SN FE LA, Zhld Security Cloud Control
NICRBEINFFATLIz, EEEZRBTBICEESTRIEINTT D,

Security Cloud Control PN CHF L\ Secure Device Connector (SDC) Z Huff L CEH 4 5121, &
Davy REERLTar 7 2HEESTILERDY £,

Stop Docker deamon>#service docker stop
Change IP address
Start Docker deamon >#service docker start
Restart container on the SDC virtual appliance >bash-4.2$ ./cdo/toolkit/toolkit.sh
restartSDC <tenant-name>

Security Cloud Control )7 /314 X (FTID E£7=1X ASA) #BEIT 5-=-DIZFERTSHIP 7 FLAA
EBEINFBEIEESKRY ETH,

TNRAADIP 7 RUAPMA LD TEHEINIIGE. TRRFIP Y RLAOET ThH
%57, DHCPIZL D IP T RLVADETL TH D0 5T, Security Cloud Control 237 /34
ASDOERIERHTHIP T L AZZH LT (Security Cloud Control Firewall Management C >
TNAZADIPT RUADZER onpage 1052 Z M) | 731 A& FHHE TE £ 7 (Security Cloud
Control Firewall Management ~0 7 /3 A —fEFEERE, on page 1125 R) . T34 X & HEH
THEEL, T RADHLWIP T RLAD AN L BIEOERIEROFA % RD HiLE
7

ASA % Security Cloud Control 23853 5I12(E. EDKSHBRY FT—UDBBETTH,
« ASDM A A —UFE(E L, ASA IZx L THBNIC /A>T 5,
©52.25.109.29, 52.34.2342, 5236.70.147 ~DRT VY v 7 L B —T A AT V¥ A,

* ASA @ HTTPS " — MiX 443, £7213 1024 L EDEIZHRET AL ERH Y £93, 72L& 2
L. R— R 636 IZRETHI LITTETEHA,

. M@T@ ASA & AnyConnect VPN 7 T A 7 > MMEi AT AND KO ICRESNL TV D
A%, ASAHTTPS A"— b % 1024 UL EDEICER T 246 ERH Y £,

—RBA B —T 1A R[ZDLVT

FNRA AL DOWEIIE, EHOEHA VX —T =2 A, FRITEFEOT—F A X —T oA R
EHHCTEES, 7—HA ¥ —7 A ATO Security Cloud Control 7 7 & A (X, A >
B =T A ANBYE— FTFID 2T 256, EEROEHR Yy NU =27 BRR0GEE
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JL—% % FTD & WAN €7 ADOMICEE T HHLERH D £,
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« Fe B A BT 24 ATILSSHINT 7 4 /L h THINC /2> TWRN =, % T Security
Cloud Control Z i/ L T SSH # AT 2 MERH Y £¥, £z, BEHA X —T = A
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RT9 T8 [T/ AT 73 (Device Actions) |4 ' C, [J—2 71— (Workflows) ] Z&R L F7,

ATYTS X=UHEOAXR T =T VD EIZHD [ AR—b (Export) | R¥ %7 Vv LET, 774
X, json 7 7 AL E LTr—h/WZABMICREESNE T, 207 7 A V%, TACTHWZEF A —/LE
721X F 7w MICEA L £,

TAC THHR—+rF45 vy FERHL

30 HD b7 A T D, T A &2 ZAEUF A Security Cloud Control 7 7 7 o R & H L T\ %
BEHII, VAT I =V T YRS A S — (TAC) THR—FF7r v h&BL 2
EMTEET,

» Security Cloud Control D% Ek2S TAC THHR— hF47 v F &AL FHik
* Security Cloud Control ® k7 A 7 )V DIBEHEN TAC THR— M F7 v Mz ik

Security Cloud Control D S ZEHEMN TAC THHR— b F4o v FERLC A&

DT va T, T4 ARUSHE A Security Cloud Control 77> b ZFEH L TWAEE
RS, Y RAaDT =N T VAR A B E— (TAC) THAR— oy &R HIEI
DOWTHHAL £,

Procedure

AT w71 Security Cloud Control (212 7' A > L £,

AT9T2 T MOBIZHD [~V (help) |RZ %7V 7 L, [YA— MMZ#ERE (Contact Support) ] % i3
RLET,

@ O L® O

Documentation
Troubleshooting
CDO Status
Contact Support

Provide Feedback

ATy T3 [VFR—br—A~3x—T % (Support Case Manager) ] %7 VU v LEJ,
RTvT4  FEOFTLWT—A%B< (OpenNew Case) | R¥ %7V v 7 LET,
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Sheet] #ZH L T 7230,
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« FHE : /r— A% Cisco.com 7 B 7 > MIBEAFT 5 121d, 2HEF % Cisco.com 7' 12 7 7 A /LIZ
BB D MLERH D 3, ZFEE % Cisco.com 7 12 7 7 A JVICEENT D12, ROFNEE
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b. [77 ZA%EH (Access Management) | ¥ 7 %7 Vv 7 LET,
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HANTIE, 8T £ TICRE 6 RE 2560300 £7°,

| &
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ATYT1R2 VI ANIEL—BTL2H07 Y 28R, IR (Select) 1227 Vv 7 LET,
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Security Cloud Control D 54 7LD EEFFMNTAC THR— b F4o v & AE

Zov s varTiE, EE N T A 7L ® Security Cloud Control 77> k2 L TV % BEEE
B, YAADT V=N T VAL A B H— (TAC) THHR—NF 7y &< HIEIZS
WTEH L £,

FIE

AT w71 Security Cloud Control {22 7' A > L7,

ARTYT2 TFUNAETHU Y VADORICH D [~V (help) |ARZ %7 U 7 L, [HA— MIERE (Contact
Support) | ZER L E,

@ & 4@ @
Documentation
Troubleshooting
CDO Status

Contact Support

Provide Feedback

ATy T3 [BEEIXY 7= A % FIZAJ] (Enter Issue or request below) ] 7 4 —/L K C, [EH L TV MBEEIX
V7 XA MEHREL, [FE (Submit) %27 U7 LET,
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