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. Secure Device Connector

\)

G¥)
DITA v AFH (SLR) ZHHR—HFLTWHEFA,

7 Z 7 R Firewall Management Center (£, =7 ¥+ v 7Ry b T =7 NOT A ZADKFE

2 5 KiZ2{t ! Firewall Management Center @ Threat Defense 5 1 > X

7 7 v RigA Firewall Management Center (2 L > TEEE X 1% Cisco Secure Firewall Threat
Defense 7 /3A A Z LIZfEBID T A & o ARMETT, FEMIZ OV TIX,  [Managing Firewall
Threat Defense with Cloud-Delivered Firewall Management Center in Cisco Security Cloud Control [

[ZE5E] @ TLicensing] Z#ZM L T E WY,

|

7 7 7 REgfEH Firewall Management Center (AT X727 /31 2D T A & > A % Security Cloud
Control 2MLEEF % F1EIZ DWW TIL,  [Migrate Threat Defense from Management Center to Cloud |
EBRLTIEEN,

Secure Device Connector

Secure Device Connector (SDC) 1%, + A =7 /31 A7 Security Cloud Control & i#{E T& 5 K 9
T4 7V 02 M rF T, 47—y MEHATHEEEETERWT A 2 E2T
NAAZADu T A AFHZMHH L T Security Cloud Control (24> R —F 4 7T 55681, * v
k7 —21Z SDC % BB LT, 7 /31 A & Security Cloud Control DfjDi#F%2 7 v % v TX &
T, F2lE, BB U T, 7234 AD Security Cloud Control 735 DA A X —T = A A%
N CHBEBREZZETELLICTIIENTEET, WIS X2V T AT T IAT VA

(ASA) . Meraki MX, Cisco Secure Firewall Threat Defense 7~ /34 A, Firepower Management
Center 7 734 A YL SSH 35 L TNOS 7731 A L3 _T, SDC % f# FH L T Security Cloud Control
W L TEAEEf{TE X7,

SDCIE, BHXRT A ATEITTLOILER DDA~y Re | FHHGRT A ATEET 54
EWRBHDH A v E—Z OV, Security Cloud Control Z B4 L $£3°, SDC i%. Security Cloud
Control (2> TZ D~ FEFITL, BHEXGRT N1 227> T Security Cloud Control
WA v B—U%EE L, BEMGT A A5 OR% % Security Cloud Control (23K L 7,

SDC I, AES-128-GCMover HTTPS (TLS1.3) Zflifl L TEA B L UM b S vl L a2/ifE
A v—U %M LT, Security Cloud Control &3#{5 L £9, AWK I NT=T A AL H—
EADTRTORT A AERIL. 7T V¥ 05 SDC ICHEBE L S 5720 Tl |
AES-128-GCM Z A L TIRIFREIZ b S{b S E T, SDCEF BT S, A0 7 A 1ERIT
77 ATEET, MO Security Cloud Control h—E R {Iw 7oA ANERICT 7 B ATEER
Aus SDC & Security Cloud Control ] D3#1E Z FF Al 9~ 5 HIEIZ DWW T, BHR ST N4 A~D
Security Cloud Control ®#zft (13 X—) S LTI ZI W,

SDC IX, f£EE® Ubuntu A ' AHX L AZA VA M= T&Ed, HE L, SDCCLIRAT Y A
A M= ENT-, WS- Ubuntu 22 A A X 2 AHO OVA 42 L T\WE 4, CLI 2 f#
HAT5L, VMAEREL., ERTRXTOIVAT IRy r—% A4 A —L L, SDC %

Docker 2> 7+ & LTHAMIT— A NZ v C&ET, E/2lL, MED Ubuntu A A X
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https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m-change-firewall-threat-defense-device-management-from-secure-firewall-management-center-to-cdo.html#Cisco_Concept.dita_f7a16928-88d3-420a-9dc6-84c35fdd406b

I Cisco Security Cloud Control (DX A
EEXRT/\1M XD Security Cloud Control M 1E#5: .

VA (R=T g 2024 BNBET A FENTWET) Zu—/L L, CLI ZEBICH T v m—
FTBZ L TEET,

4 Security Cloud Control 77> M, EHIRDOED SDCEZFFHZ LN TEET, ZiHHDSDC
7 v TR E ST, 1207 F U FEHATY, 12O SDCHEITE D57 /3 A0
. ENOHDOT N RZEASNTHEREE . RET 7 A NVDOH A XL - THRR Y EF, 7272
L. BBZFHET L2012, 12D SDCHKIS0EBEDT A AP R— 452 LZ2MBELT
TE&EW,

T MBSO SDC ZET 5 &, ROFLELH Y £,

e NI A=<V AFIKTFEESHZ &7:< ., Security Cloud Control 7> h TL Y £ DTN
A AGEHTEES,

Xy NT—7NORREESNT=Fy NI =287 A MZSDC #EB L, ZTDE 7 A2 b
WD T 734 X %A U Security Cloud Control 7> h CTH| & f Z FELCX 9, H%d SDC
DIRWGE, ZROHOREE SNy NT—T 87 A NNOT SA R % $L72 % Security
Cloud Control 77> h CHEET HHLENH D £7°,

H—0DRZA FTHEED SDC ZFETTEET, FTT25%SDCOT— A T v FFIEIHE-
TLESY, 7T bOFEAIO SDCIZiX, 77 v hOLARIE RS | BHAAENTEY
Security Cloud Control @ [#— ¥t & (Services) |*X— D[ F =7 2527 ¥ (Secure Connectors) ]
X TNCFRENE T, BIMO SDC (21X, BFEIZE SN IT S5 E T,

FEHBIZ DU TIE, Security Cloud Control @ VM A A — % i} L 7= Secure Device Connector
B (15 —) BLOHZD VM _ETO Secure Device Connector DR (19 X—) &%
LTI ZEY,

REETER -
o WIS T /N A A~ Security Cloud Control D¢
« Secure Device Connector D HH (35 _X—)

* Secure Device Connector DHIIE (33 X—)

BEIEXR T /N4 AA~D Security Cloud Control D45k

Security Cloud Control (%, 7 7 7 K=t %7 % % /= | Secure Device Connector (SDC) %4 L TH&
B RT S A 2T L £ T,

AVE—=Fy hINOT A ACEHBET 7B ATE 581, 77U Faxz 2 &#HLTTA
A AHHT DM ERNH D FT, THAA AERECTXHLEEIE, 777 KU —Y 3 O Security
Cloud Control IP 7 RL AN DR — k 443 TOA RN KT 78 2AZHA LE1,
AUH—=F Y ENET A AT 7 BATERWGEX, Xy hT—27124 7 LI ADSDC
% J&BA LT, Security Cloud Control 37 /N4 A LIBETEXH XL HICTH ENTEET,

A— M43 (F7ET A AEFHAICRE LIZAR— ) OFT RS AT Ry MNP OERRA
VR RT IR AEHATHLIICT A, AERELET,

Cisco Security Cloud Control D E A& .
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B =557 /30 2~ Security Cloud Control (%4

FUR—=FT2I2E, Fv hT—2I124 7L I A0 SDC BMLETT,
* Cisco I0S 7 /31 &,
MOFTRTOT A ALY —ERTE, A7 VI ASDCIEIMEDH Y FH A, Security Cloud

Control (7 7 U Rax 7 Z &R L T LET, £ XU K77 ADOFF R NHLE P
7 RLARIZOWTIE, kDB v a a2 L TLEEN,

Cloud Connector % 4\ L /=7 /X4 X M Security Cloud Control ~ D %#5

770 Raxs X %4 LT Security Cloud Control %7 /N4 A ZEHBHERET 586, EMEA, K
E., $IFAPTHUSO S ESERIP T LRI, R— k443 (72137 A ZAEHANCRE
L7eR—1) TOA NG RT 78 AZFTL50ERNH Y 7,

T -KEFE-BXRK (APJ) HURD IS EEED https://apj.manage.security.cisco.com C Security
Cloud Control ICEERET BB AIE, IRDIPT KL ANLDA LT KT 7 A% LET,

* 54.199.195.111

*52.199.243.0
A—X bS5 7 (AUS) HiED % ELAS https://au.manage.security.cisco.com “C Security Cloud
Control IZHi T 2HA1E. RO IP T RLANLDA AT KT 72 2 & LET,

* 13.55.73.159

* 13.238.226.118
F—Avy/, R, FLETTYH (EMEA) HUOIBER T, hitps:/eu.manage.security.cisco.com

“C Security Cloud Control IZ#&t L TW A EIL. IROIPT RLANMLDA A\ T 2 RT 7E R
EEFRILET,

* 35.157.12.126

* 35.157.12.15
4 2 F (IN) H3go BEARD https://in.manage.security.cisco.com T Security Cloud Control (Z %%t
THEEIL, ROIPT RLANSDA RN RT 7 RAZHFAT LET,

* 35.154.115.175

* 13.201.213.99
KE (US) HkDIsEAED https://us.manage.security.cisco.com C Security Cloud Control [Z#5¢
TLEHEE KDOIPT RLANLDA N RT 72 AEFFALET,

*52.34.234.2

* 52.36.70.147

SDC ~® Security Cloud Control M 1E#5x

SDC %41 L T Security Cloud Control &7 /31 A2kt T 5454, Security Cloud Control T4 ¥
FTOT A AR, R— 1443 (F723T7 A AEEPCRE LT2A— 1) OSDCHA Fpbd
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Security Cloud Control ® VM « * — > % {# 3 L 7= Secure Device Connector & .

FTRIA VNG RT Vv AR TH5MLERHY £9, ZOFAIL. BET 7 & AHIEL—
NEEHALTRESHLET,

F72, SDCHAREB SN TWAIME~ T U0, BHART NSNS, ZAOEHA v X —T =2 R TFH Y
N — VSN TV Z & AR T AMLENRH Y £1,

Security Cloud Control D VM 1 #* — < Z{# i L 7= Secure Device Connector

D &

TNA AD 1 T A N A L C Security Cloud Control & 7 /3 A A ZHfE 5854, Security
Cloud Control &7 /34 A OMEEEZEHT H7-DIC, *Fv hT—272SDCE# X7 r— KL
TREREHTLHIENRA NS T 7T 4 AT, @, ZN0DDOT A AFERERX—ZATHY |
WRTV w7 IPT RUARZRZIRND, AEA v H—T7 oA RZBPNTZAR— R 2> Tk
T, WSt VT 47T T AT A (ASA) . FDM |2 X & ET /N1 A Firepower
Management Center (FMC) | SSH 35 X TNOS 7 /34 R L3 _T, SDC % {#i F L T Security Cloud
Control {23 AYEfE CTX E 7,

SDC %, HHHRT NA A TRITT DMENDD A~ e, FHHRT A RTEET D4
FENDH A v E—UIZ 2T, Security Cloud Control #8472 L ¥ 9, SDC iX. Security Cloud
Control (2> TZ D a~r FEFITL, BHEXSGT /N1 223> > T Security Cloud Control
WA v B—U%EE L, BEXMGT A A0 5 OR% % Security Cloud Control (23K L E 77,

1 20 SDC WEHTX 57 31 ADHUT, TNEDT NA AZFEESN TV HKEE & . MRk
T7ANDYA XL > TR 9, 2720, BEGEOEZE LT, 120 SDC THKI 500
BOTNA ALY R—FTELHZEEHELTWET, FEMIZOWTIX, B0 Security Cloud
Control 77 F THE D SDC Z#fHT 25 (B6~—) WL T ZIV,

Z OFNATI, Security Cloud Control ® VM A A —Y % EH L TRy b7 —27|2SDC %A > A
=T D HIECHOWTHBALE T, Ziud, SDCEERT 2720t INnN 5, KLEHT
B CTE 2 HETT, ERLIZVMZMH LCSDC Z1ERT 2 %NS 25415, HHDOVM
|- C® Secure Device Connector D ERH (19 ~—) OFNAIZHEVE T,

IR HEIIZ
SDC # BT 21, IROBHERMFEZHER L T I,

« Security Cloud Control I, % 727iEHET = v 7 Z W& L Secure Device Connector (SDC)
LAV B =Ry FOBO Web/a 7oy 7aX s R— L TWnEEAL, 7B¥
= R—EEH L TV DAL, SDC & Security Cloud Control DD s Z 7 ¢ v 7 OFi
AW L ET,

* SDC {ZiE, TCP AR— b 443 7237 A ZEHMITRE LTeHR— FTOA »Z—F v b
NDTEEIRT 7 N U RT 7B ARMETT, Security Cloud Control |2 K-> CTEELE L
TWDTNA A, ZOR—=EDODA NIRRT T 4y 7 GFA[THMLERD D E
R

B Ry N =T T IR REMART DD, [EEXISRT /S A A ~0 Security Cloud
Control D] 2L T &N,
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. Security Cloud Control ® VM « * — 2 % {fF L 1= Secure Device Connector O &

» Security Cloud Control /%, vSphere Web 77 71 7> M £721X ESXi Web 7 7 A 7 > k% ffi ff]
L72SDCVMOVF £ A=Y DA VA h—/L &P KR =K LTHET,

« Security Cloud Control |%, vSphere 7 A2 kv 77 Z 47 ~Affif] L7 SDC VM OVF A
A=Y DA AN )LEYFR—=FLTHERA,

« ESXi 5.1 /A 73— 31 W,
e CentOST 7 AN XV —F 4 U F VAT A,
* SDC % 1 D727 £ VMWare ESXi 78 A kD v A7 AE
» VMware ESXi &5 A MZ1X 2 ©® vCPU N MLETT,
* VMware ESXi 78 A MZIX2GB LA ED A E U BMLE T,
* VMware ESXi Tld, 7r bV a =0 7OERIISE T, i~y 2 R— 957
WHIZ 64 GB DT 4 AV FENLETT,
* Docker IP (X, SDC @ IP #iHE K U7/ A 2D IP §iH L IZERRe D0 7% > MId HME
N ET,
o A VA M=V EBRIET DRI, ROERENE L ET,
* SDCIZHEM T 2#FHIIP 7 R LA,
o f VA M= TaE APUIVERT D root T —HF—& cdo Z—F—D/AT— K,
 FLEE TR 2 DNS = "—D 1P 7 KL A,
*SDC T RLANHFET DXy NUV—=0 D= U =A 1P T LA,
« XA LY —s3—D FQDN £721Z 1P 7 FL X,

s SDCHABR~ T Ui, BEX 2 VT 4 Ny TFEEYIZA VA=A TEHIICHREINTE
D, ZNEITHITE. R—F80 DT U hNT U REFRSMLERHD F9,

FIE

ATv 71 SDC Z1ET % Security Cloud Control 7> hMzr 74> LE7,

ATy 72 EMoOLA o TIEE (Administration) 1> [EF 173 R4Y 4 (Secure Connectors) 1 %7 U v 7 L%
R

ATwF3  [P—ERA (Services) |"X—TD[EF =T 237 ¥ (Secure Connectors) | ¥ 7 T, HW\WITTARK %
7 VU w2 L. [Secure Device Connector] Z iR L £,

ATv T4  FJE1T[SDCVMA A—Y DX 7 a—F (Download the SDC VM image) |47 U v 7 LEd, T5¢&
BID & TRERINET,

. Cisco Security Cloud Control M & &
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ATy TH

ATvT6

ATvI1
ATvT8
ATvT9
ATv710
ATv TN

ATy 12

Security Cloud Control ® VM « #* — < % {1 L 1= Secure Device Connector 0 & B .

Deploy an On-Premises Secure Device Connector p ¢

Step 1

Download the SDC VM Imagela

nd follow the documentation to deploy the SDC VM on vSphere.

Step 2 |

When deploying the VM into vSphere, you will be prompted for ‘CDO Bootstrap Data'. Copy the l
data below and paste it into the CDO Bootstrap Data input field in vSphere. s

CDO Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjalU9pSINVekkxTmlJcBluljViQBk2SWLwWFZDS JkuZX1Kc2FXNXJaV1
JVWleclaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT JFZbk5qY215d2RHbHZ 1bk1pT2xzaVNWUKVM

YUpoYzJVaUxDSm91VepSYVdRAE1pNHdJaXdpYm1kbWR5SmRMQBox Yz WeVgyNWhiV1VpT21KamIyWm
%x1bkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pY TWIPDHNpVWSSTVIW
OUJSRTFKVG1KZExDSnBIM@1pT21KcGRHUNIMOQBpqYKkhiWemRHVN1TVIFpT21JeElpd21jSEpwY 1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaU8k2V31KMGNuVnpk(Q812zSWSKbF 1XUN1MO8
k1T1IRSbUBYSTRNQZFpWIW1NNUXUUTNPRGNEWWT Zek 1DMW1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNthDBa
UBpkTENKcFpDSTZ JamN3T 1dRMVpHSXpMVFpoTmpZdESEVTBZUZABTIRCbUXXUXhNelJr TURZeESGWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEYNzhoNUNSZDNPRUUSHUDXT2VRd j04aHpkSIhtR3BhUmtSYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek5XNBdKajRyTT1lyVzM3IRXdRdF9zeWh5azVkTOVITVIrMlcwR1 JRcXhLompolU1JLUTpKNXQBeGxuN1 ¢
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j

dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN

BKcHM5a24 tNGBwZWtxcB1BTXoSUVZOMXZ1S) ZWNmSNdBgyV3JicDRZMTY 1MC1yeDBpblhWNFdzQSIK

QBRPXBRPTUFJT J81d3d3LmR1ZmVuc2VvemNoZXNBemFBb3 uY29t IgpDRESFVEVOQUSUPS] jaXNjby

Zip 77 ANNPHTRTOT7 7 A VEHELET, Zhbld, ROLSREDTT,
+ CDO-SDC-VM-ddd50fa.ovf

* CDO-SDC-VM-ddd50fa.mf
¢ CDO-SDC-VM-ddd50fa-disk1.vmdk

vSphere Web 7 74 7 b AfEH LT, HHHF L LT VMware ——iZrn 74 LET,

GE)
ESXiWeb 7 Z A4 7 v MIERALARWNWTL 7ZEW,

a7 MIHE-> T, OVF 727 L — hd>5 Secure Device Connector (AR~ o # BB L 4,
Ty N7y TRET L6, SDC VM O&EJRAZ A E T,
FLWSDCVM D=y Y — L& B& 4,

a—H#—4 ICDOJ TrZ A LET, 774/ FDO/NAT— FiFadml23 T7,

717 T, sudo sdc-onboard setup & ASILET,

[cdo@localhost ~]$ sudo sdc-onboard setup

INRAT—=ROT a7 MIRERENTZE, admi23 EATILET,

Cisco Security Cloud Control D& ||
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. Security Cloud Control ® VM « * — 2 % {fF L 1= Secure Device Connector O &

ATy 713

ATy 714

ATvT15

ATv 716

ATvT11

ATv 718
ATv719

ATy T2
ATvIT2N
AT T 22

ATvT23
ATvT24

Ta T MIES T, root 2—HF—DF LNIRAT — REER L ET, root 2 —HF—D/R2AT— K& A
JILET,

7'v 7 MIfE- T, Security Cloud Control = —H—®DH LWWIA T — RE{EK LET, 2—HF—D/R
U—FRE AN LET

[##5¢i 3 % Security Cloud Control K A A > Z @8R L T 723V (Please choose the CDO domain you connect
to) ] EWH a7 MRFEIRSNTZ G, Security Cloud Control D K A A U 1E#HAE AT LET,

Tr T FRRRENTZS, SDCVM DIRD R A A AF#AEATTLET,

a) IP7 L A/CIDR

b) Y—hU=A

¢) DNS H#—s3—

d) NTP ¥ — S—% 7213 FQDN

e) Docker 7'V v

F721%. Docker 7'V w UM S 72 WEEA L Enter ¥ — & L E T,

[ZSDEIFIELWTTN? (1ZVW W z)  (Are these values correct? (y/n)) 1 &V 9H 7' a7 FRER
SNH, [[FW]ZAN LT R 2R LET,

ATAEZHEE L ET,
[4F<SDCEHRELETH? (FVV/R)
T ERERINTZD, ] EATILET,

VM 2>V — bbb BEIIZ e 77 7 LET,
SDC ~® SSH ##fii #{E L £9, CDO L LCus/ AL, "AU—KE AN LET,
717 N T, sudo sdc-onboard bootstrap & AJTLET,

(Would you like to setup the SDC now? (y/n)] & Y9 71 >

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

[sudo] 7SAT—RD AN ZRDLNTH, AT v 7 14 THERLTERAT—RE AT LET,

[Security Cloud Control D& F =7 AR 7 X RX—UNHL T — AN T v TF—FEar— LT &N
(Please copy the bootstrap data form the Secure Connector Page of CDO) ] &9 7' v 7 R BERR ST

5. WOFNEICTENE T,

1. Security Cloud Control (22 7' > L £ 7,

2. [77ar (Actions) %A T, [A 7 L I AD Secure Device Connector DEBH (Deploy an
On-Premises Secure Device Connector) | %27 U v 7 LE 7,

3. AT IRy I ADAT S 2 T[T— M NANT I TF—F%kat—]% 7V L, SSHY 1
RO AT £,

. Cisco Security Cloud Control M & &
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ATv T2

AT v T 26

B 5O VM £ T® Secure Device Connector ) & .

Deploy an On-Premises Secure Device Connector

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDOQ Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjaU9pSINVekkxTmlJcOluUjVjQak2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVWlc1aGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1luTjFZbk5qY21sd2RHbHZibk1pT2xzaVNWUKVMH
VUpoYzJVaUxDSm91Vap5YVdRdE1pNHdJaXdpYm1kbWR5SmRMQBox Yz JWeVgyNWhiV1VpT21KamIyWm
xjbkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pYTWIPbHNpVWSSTV.IW
OUJSRTFKVG1KZExDSnBjM81pT21KcGRHUWIMOBpqYkhWemRHVN1TV1FpT21JeElpd21jSEpwY1dGeW
VWUmx1bUZ1ZENJNmJuVNNiQ3dpYzNWaWF tvmpkR1I1Y8dVal9pSjFjM1Z5SW13aWMzQkpaQBk2SWto
RVR5SXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmY1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2SW
prMUSHWXpZamd3TFdKaV16a3RORGMATnkxaVpgTXdMV1poWW10bFptRXpPRAUWWMLIcO1tTnNhY 121
ZEY5cFpDSTZJbUZ3YVMxamJHbGxib1FpTENKelkyOXdaUBk2V31KMGNUVNpkQa1zSWSKbF1XUW1MQB
k1T1RSbUBvSTRNOZFoWWI1NNUXUUTNPRGNGWW1 Zek 1DMW1ZVBpaWldaaE16aGhOR1 10 TENKM2NtbDBa
QBRPXBRPTUFJT j81d3d3LmR1ZmVuc2VvcemNoZ XNBecmFBb3TuY29t IgpDREIFVEVOQUSUPSJjaXNjby
ThbWFsbG1lvIgpDREGTQkIPVFNUUKFQX1VSTDO1iaHRAcHMELY93d3cuZGVmZNS5ZzZWOyY2h1le3RyYXRy
ci5jb26vc2RjL2Jvb3RzdHJIheC9 jaXNjby1hbWFsbGlvLZNpc2ZNvLWFtYWxsaW8tUBRDIgo=

£ Copy bootstrap data

[ZNHOFREEZFEFHLETN? XV 2) (Do you want to update these setting? (y/n)) ] £V 9H 7'm
VT INRERENTEL, nEASILET,

[Secure Device Connector] ~X— 2R Y £9°, HTLWSDC DAT—X AN [T 7T 47 (Active) JIZEH
SINDHET, BEHEEHLET,

B8 VM L T Secure Device Connector ) &

TNA AD 1 T A N A L C Security Cloud Control & 7 /3 A A ZHfe 35 ¥4, Security
Cloud Control & 7 /XA A DI EEHT H7-DIZ, v hT—7 1T Secure Device Connector

(SDC) ## v vua—RKLTEMTLIZENRANTTIT 4 ATT, BF., ZILHOT /A
ANFIEFERR—=2THY, TV v 7 IPT RUAERZIRW), SMA v 2 —T = A AT
MR =P 2o TWET, Bt X2 74777472 (ASA) . FDMIZ K 2%
BT /31 A 35 L N Firepower Management Center (FMC) 7 /34 AL XT, T/ ADwu J
A NG W A4 H L C Security Cloud Control [Z%f L CE AT 5 Z LN TE T,

SDC T, BHXRT A ATEITTILER DDA~y Re | FHHGT A ZTEET 54
ENBHDH A v E—Z OV T, Security Cloud Control & B4 L $£9°, SDC i%. Security Cloud
Control (2> TCZDa~ NEFITL, BHEXSGT N1 223> > T Security Cloud Control
WA v B—UZEE L, BENGT A A0 5 OR% % Security Cloud Control (2K L F 77,

1 D SDC WEHTE DT /A AL, ZNHDT A ANTEESN T DHHERE & . Ak
T7ANDYA XL > TR 9, 2720, BEEEOEZE LT, 120 SDC THKI 500
BOTNA AP R—FTEDLHZEEMBELTOET, FEMIZOWTIE, H—0 Security Cloud
Control 77 F TH## D SDC T2 (B6~—) WL T ZIV,

ZOFRIAETEH, MEAOEE~ VA A—VEFEHLTRY NU—2128SDC A A h—/LF
2 IFIEICHOW T L E1,
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Cisco Security Cloud Control (& A |
B & ® VM £ T® Secure Device Connector 0 &R

\)

(GE)  SDC %A VA M—NATHDICHRIND, KT CEETE 5 51EIE, Security Cloud
Control ® SDCOVA A A—T %X 7 a—RLTA VA M—LT 5L TYT, FEIZONT
I%. Security Cloud Control ® VM + A — % f#i jj L 7= Secure Device Connector D[ (15 ~—
V) EZHRLTIEZN,

48 HHIIZ

» Security Cloud Control (%, BB 72FEAET = v 7 2 MFELE L, SDC &A1 ¥ —F v hDH
DWeb/arT oY 7nxyaiR—F L THEEA,

* SDC 7 Security Cloud Control & B9 5 729IZi1%, TCP A — K443 TOA ' H—F v b~
DIFERIRT 7 bR T o RT 7 ARKETT,

* SDC %41 L T Security Cloud Control (ZH|3E$ %57 /31 AL, A"— b 443 TSDC nH DA
YN RT IR AT HMERDH D £T,

Xy FT—=27 DA RTA ATHONTUE, TEBERT /A 2~ Security Cloud Control
O] LT TE3 N,

evCenter Web 7 74 7 2 FFET-IZrESXiWeb 7 A4 7 bEEH L TA VA =L ENT=
VMware ESXi 8 X b,

N

GE)  vSphere TAZ by TAT U NEFEMA LA VA F—iTY
A—FLTWEHEA,

« ESXi 5.1 /A 78— A,
+CentOS7 7 AN AL —F 4 T VAT A,
« SDC DB &FFD VM D2 AT LB
* VMware ESXi 78 A NMZIE2 20 CPU BLEE T,
» VMware ESXi 78 A MZIX2GB LA ED X E U BMLETT,

s VMware ESXi Ci&, R EVa =7 ORFIIS LT, (K~ 2 FR— T 572
WIZ64GB DT 4 A7 FENVLETT, Tk, BEIIGEUTT 4 A7 ik 2 g T
XH LI, =T 4 varTmEARY 2 —2FH (LVM) ZFEHL WD Z L2
E LTI,

cVMODOCPU EAEYZEHLIZL, VM OERE AN, [BEX=7 2317 ¥ (Secure
Connectors) | X—IZSDC A [T 277 47 RETHDHZ LENRENTND Z & 2R
LET,

s ZTOFNEEFEITT D2 —P—, Linx REOEBEIZEHLATEY, vityaT T ¢
HEFEALTCT7 7 ANVERELTOHDAILERSY 7,
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I Cisco Security Cloud Control (DX A

FIE

ATy T
ATy T2

ATy T3

ATvT4
ATy Th

ATvT6

ATvT1
ATv78
ATv7T9
ATv 710

ATy TN

B 5O VM £ T® Secure Device Connector ) & .

e F UL I ADSDC % CentOS IR~ NZA VA M —AT 5581, YumEx =V T 4

Ny FHEMNCA VA=V T DL E2BEIOLET, YumDOEH 2 BGFT 572D DK
G LT, A= R 443 72T TRA—=F 80 THLT U MY U K7 7 &A% < LEHR
HLGENHY T, o, FHEAT Y 22—/ F 572D yum-cron £ 721 crontab 7%
ETHMENDYET, EXa VT EHTFT—L L8 L T, YumOEFHEZEGT 5720
X2V T 4R =2 BHTLNERHL0E ) EHEr LET,

GE)  MROHBEINZ : FENO a2~ Rk, a8 —LTEHRY 4 > RO T 20 Tidia< AT
HEICLTLEEY, —#na<r NZEENS A yv=) X, Ay b7 F—=X |
DT AT ImFvia] ELTHEHASINDEENDD, 2~ RRRMTLIREE 2D F
K

SDC % 1ER% 9 % Security Cloud Control 77> hzu 74> L ¥ 7,

ERIDOA T EE (Administration) ]>[tFa273a%%9 4% (Secure Connectors) 1227V v 7 LFE
R

[F—E A (Services) ] X— D [EF =7 a2 x7 % (Secure Connectors) | Z 7 T, HWTTARL V%
7V w2 L. [Secure Device Connector] Z iR L £,

VAV RUDFIE2DOT—RART v 7T =4 & AERICaL—LET,
D EHIRORAM &7 ¢ A7 GEIEY SDCIZEID ¥ THN TV D CentOS7TRET S VA A VA h—
NLET,

* 8 GB ® RAM

c10GB DOF 4 AT ZAR— X

ALUAM=NLEL, SDCOIPT RLVA, 7Ry h~RAT7 F— MU =ADRERE, Xy NU—7
DERFEEITVET,

DNS (RAA v R—LH——) ZFELET,

NTP (*y RNU—27 XA AT ahal) h—N"—%BELET,

SDC @ CLI & ffHEIZRD Y T 5 XL 512, CentOS IZ SSH —"—% A VA h—/V L ET,

Yum D% 54T L, open-vm-tools, nettools, 5 X Ot bind-utils /Xy 7r—Y% A A h—/L LET,

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

AWS CLI /N> r—U % A A h—/L L E 7, https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux. htmlZ 2 L T 7230,

GE)
-user 7 T ZIIEA LN TLIEE N,
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https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html
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Cisco Security Cloud Control DEA |

. B 5 ® VM L T® Secure Device Connector O &Rl

ATvT12

ATv713

ATV 714

ATy 715

ATv 716

ATvT11

ATy 718

Docker CE /X r—U % A A h—/L L ¥, https://docs.docker.com/install/linux/docker-ce/centos/
#install-docker-ceZ ZM L TS 721,

=3
TR MY EFEH LA VA M=) FEEFEHLET,

Docker h— Y A ZB4G L, EEIRHIBAETE A LI LET,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

[CDOJ & Tsde) D2 5O —W—%ERLET, CDO =—W—|F, HFEELETTH7Dlce s
AT B2—H—TF (DFVroot—WF—%EEHFHTHILETIHY THA) , sdex—HF—E, SDC
docker 2 T F HEITT H2—H—T7,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

CDO Z—HF—D /AT — REHBELET,

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

CDO = —#—% [wheel] ZV—71ZBINL., EHE (sudo) HEREMELET,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker 31 A h—/vE3 N5 &, 22— =7 —TMER I LE T, CentOS/Docker D /3—3 = T
U, [ldocker] F721% ldockerroot] &PFEEAVET, Jetc/group 7 7 A V" CED IV N— T BER S L7200
ERERLTCD, sde 2—Y—2 LD/ N —TITBEMLET,

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

/etc/docker/daemon.json 7 7 A L IMFE L2 WG EIIERR L. LFOWNEZ AT LET, 1ERR L7256,
docker 7 —E A FEB) L £ 7,

GE)
fgroup] ¥ —IZ AN LTzZV—TZ0, BIOFIAD Jetc/group 7 7 A W TROF =7 N—T7 & —E LT
WD Z LR LT ZIN,

[root@sdc-vm ~]# cat /etc/docker/daemon.json

{
"live-restore": true,
"group": "docker"
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https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce
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I Cisco Security Cloud Control (DX A

ATv 719

ATv T2
ATy IT2N

ATy T2

ATvT23

ATvT24

ATv T2

B 5O VM £ T® Secure Device Connector ) & .

}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

BifE vSphere 2> Y — /by v a VEMBH L TWAHEHEIE, SSHIZHID 2T, CDOJ) =—H#—TnH
TALULET, v/ A4 Lizh, Isde) 22—V =2V ELXET, "ATUV—FROANZRDLNTZ5,
[CDOJ =—HF—DRXAT—RE AN LET,

[CDO@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~1$

7 4 L7 KV % Jusr/local/CDO ([Z&F L 7,

bootstrapdata EWNIFHT LW 7 A VEAERK L, [A 7 L I XD Secure Device Connector D ERY (Deploy
an On-Premises Secure Device Connector) |V 4 ¥ — KO FNR2 DT — A NT v T T —F% D774
SZHEY T F9, [IRTF (Save) 227 Vw7 LT 7 A NVESRGFELET, [vi] £721% [nano] ZfEH L
T 7ANVEERTE T,

7“‘ ]\ A ]\ = P4 70'75“—& /¥ base64 T a— ]\ éﬂf‘/ ‘ij‘@wf\ ?ﬁ% LT extractedbootstrapdata L
WO 77 AMIT T AR—FLET,

[sdc@sdc-vm ~]$ base64 -d /usr/local/ CDO/bootstrapdata > /usr/local/CDO/extractedbootstrapdata
[sdc@sdc-vm ~]1$

cat A~y FEFATLTES LT — 2 2F R LEd, a~vr FBIWMES LT — 23RO L 512720
£75

[sdc@sdc-vm ~]$ cat /usr/local/ CDO/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

UTDavry FaFTLT, B L7 — A NI v 7T =2 O—HaREARICT 7 AR—FLET,

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]$

Security Cloud Control 2257 — h A N7 v 7N Ry rm— RLET,

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO_TOKEN" "$CDO_BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 --:==:=-= —=—:=-=:-—- —-—:—-—:—— 10654
[sdc@sdc-vm ~]$ 1s -1 /usr/local/ CDO/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/CDO/tenant-name-SDC

SDC tarball % J&B# L. bootstrap.sh 77’/(/1/241—5%?? L T SDC /\O‘)’?_h‘:/\‘%‘f/]) A ]\‘—/Vbijﬂo

[sdc@sdc-vm ~]$ tar xzvf /usr/local/CDO/tenant-name-SDC
<snipped - extracted files>
[sdc@sdc-vm ~]$
[sdc@sdc-vm ~]$ /usr/local/ CDO/bootstrap/bootstrap.sh
[2018-07-23 13:54:02] environment properly configured
download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar
toolkit.sh
common. sh
[2018-07-23 13:54:04] startup new container
Unable to find image 'ciscodefenseorchestrator/sdc_prod:latest' locally
sha256:d98£17101db10e66db5b5d6afdalc95¢c29ea0004d9e4315508£d305790b275458: Pulling
from
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. Ubuntu {48 < < > T Secure Device Connector & Secure Event Connector 0 & B

ciscodefenseorchestrator/sdc prod
08d48e6flcff: Pull complete
ebbdl0b629b1l: Pull complete
d14d580ef2ed: Pull complete
45421d451ab8: Pull complete
<snipped - downloads>

no crontab for sdc

9% & Security Cloud Control TSDC 2% [7 77 47| LEREINDIZT TT,

RDZRY

Ubuntu{x22< < > T Secure Device Connector & Secure Event Connector

D)1

FTNA AD T A AFH & H LT Security Cloud Control % 7 /34 A \Z#i 9 D %6, Security
Cloud Control & 7 /XA A DIBE#EHT 57292, F v b7 —7 T Secure Device Connector

(SDC) #X > u—RLCEMTDIZENRA NS T VT 4 ATY, BH., ZNHDOT A
ZNFFEBERAR—=ATH Y, TV w7 IPT RLRAEZELRWD, A v F—7 = A ZIZH
PR — b o TWET, WIEREX2 VT 4T 7747 A (ASA) . FDMIZ LD
PT84 A L O Firepower Management Center (FMC) 7 /34 A {33 T, T34 ADu s/
A EHZ#H L T Security Cloud Control (Z%f L TE AT 5 Z LN TE T,

SDCIF, HHART NA ATRITT2REN DD A~y F&| BHHERT A RTHET D44
ERH DA »E—IT DT, Security Cloud Control B4 L £9°, SDC %, Security Cloud
Control |IZfb->TZ D a~wy REFATL, FEXIGT A X1ZfI> 5 T Security Cloud Control
WA v E—V%EEFEL, BEXRT A A0 D DLE % Security Cloud Control (23K L £,

Secure Event Connector (SEC) (X, ASA & FTD 2>5 DA X | % Cisco Cloud |ZH5153 5 728,
TAEBL ARG U T, [4 X hrF¥ 2 (BventLogging) |-X— TA X2 h&F/r L, Cisco
Secure Cloud Analytics T T £,

SDC # BB L7-%1%, fliH 72 #fFE T SEC =27 FZ&BIMT& £¥, SEC #—E AL, Cisco

ASA. CiscolOS., FDM (Z X BB 7 /314 A5 syslog A v—%%{5 L. Cisco Cloud (272
BIZEETDH IR SN TWET, ZIZK Y, Security Cloud Control Analytics <> Cisco
XDR 72 EDA Ry b —EATRS A v =V EFEICRE, Mk, ST Ed,

CiscoDevNet ¥4 b [#555] THRLENTWA 227 U7 s % %47 L T, Linux Ubuntu 3 A7 A|Z
SDC BLOSEC A VA h—/LT&E7,
188 BRI

» Security Cloud Control I%, W RFEHET = v 7 202 L L, SDC & A & —F v MO
D Web/ar 7oy 7aXxEiR— L TWERA,

¢ SDCIZIZ TCP AR — |k 443 TOA U X —F v "ADREERT T MG BT 72 ANNE
‘(\\—a—o
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https://github.com/CiscoDevNet/cdo-deploy-sdc/tree/main

I Cisco Security Cloud Control (DX A

FIE

&
ATvT2

ATvT3

ATvT4
RATvTH
ATv 76
ATvT1
ATvT8

Ubuntu {&%8~< < > T® Secure Device Connector & Secure Event Connector 0 FE 5 .

e Ry NT—=T DA RTANTDNTIE, TEFEXSRT /S A A ~0 Security Cloud Control
D) BT TE W,

evCenter Web 7 74 7 FETZIXESXiWeb 7 94 T bEFEHALTA VA =L ENT=
VMware ESXi 78 A b,

A\

GE)  vSphere 7RV by I U FAT v N LIcA VA M= T
A= FLTWEEA,

« ESXi 5.1 /A 78— A
R~ Ubuntu AR L—F 4 7 AT A R—T 9 2 20.04 LIRS A A F—L &
NTW5,
SDC :
CPU:22a7

*RAM : 2GB UL I

SDC B L SEC :
*CPU: 427

*RAM : 8GB LA I

* SDC % 31T L T\ 5 Ubuntu {8~ 2 121E, ASA B X Cisco I0S T34 ADEHA
B—T 2 ZA~DFy NI —27 T 7% ANLETT,

SDC % 1ER%7 % Security Cloud Control 7> hMzu 74> LET,

MDA T [EE (Administration) 1> [EF 21723 %%9 4 (Secure Connectors) 1 %27 U v 7 L%
R

[H—E 2 (Services) | ~X—L D [EF =T 337 % (Secure Connectors) | % 7 T, /AN
[Secure Device Connector] %33R L & 97,

A4 RUDFIR2 DT — AN v I TF—=F 2 AERICaL—LET,
CiscoDevNet % B C SDC % JEBi L 9,

[Z2— K (Code) 127V vZ L, [HTTPS] ¥ 7D URL Z 2t — L £,
Ubuntu & A7 AT Cul+AlI+T ZHF LT, R Y 4 > RUEBE £,
AT it E AL, JEIFE 2 — L7 HTTPS URL Z /50 ) £,

[sdc@vm] :~$ git https://github.com/CiscoDevNet/cdo-deploy-sdc.git
Resolving deltas: 100% (22/22). done.
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Cisco Security Cloud Control DEA |

. Terraform % & FH L 1= vSphere ~ () Secure Device Connector 0 Efi

ATvT9

ATy 710

ATy I N

ATy 12

lcdo-deploy-sdc) 7«4 L7 R UIZEEIL £,
[sdc@vm] :~$ cd cdo-deploy-sdc.
Is-laZEfTLT, 77 A NVERT VT NERRLET,
« delete_sdc.sh : LLRIC S AT AZA A h—/L &N 72 SDC #HIBB L £,
« deploy_sdc.sh : A7 A2 SDC % BB L £,

« install_docker.sh : #tE/X—27 5 > @ Docker & > A7 LAZEBH L F 7,

A7 )7 FEFE{TLT Docker A VA h—/L LET,
[sdc@vm] : ~/cdo-deploy-sdc$ ./install docker.sh

Remove docker docker.io docker-compose docker-compose-v2 docker-doc podmand-docker {y/n] n
Active: active (running) since date time UTC; 32s ago

Adding the current user to the docker permmissions group

Done!

SDC B4+ A5 A7) 7 N2 EITLET,

Jdeploy_sdc.sh & AJj L. Security Cloud Control Ul 75 2B — L7277 — M A NT v 77 —2 2050 15 £
j—o

[sdc@vm] : ~/cdo-deploy-sdc$ ./deploy_sdc.sh <bootstap data>.

If the docker container is up and running, the status of the SDC should go to 'Active' in the
Security Cloud Control Event Connectors panel.

Secure Device Connector 73 Security Cloud Control C[7 7 7 « 7 (Active) | & RRSNDHLENRH D £,

RDBERY

Terraform %z {&£ A L 7= vSphere ~ () Secure Device Connector 0) &

4RO HREIIC

Z OFNAETIX, vSphere | Security Cloud Control SDC Terraform & = — /L% Security Cloud
Control Terraform 7' 7 /3 A 2 — Ll G HW TR LT, vSphere |Z SDC % B3 2 H1EIZD
WCFHELKHALEY, 20X A7 FIEZETT LRI, ROFHESRMEZHER L T IZE W,

 vSphere 7 — 4 & L X — "= 3 T UBENRMETY

c REFEITTDHEREFOT =2 L X —DOFHET 7 NRKLETT,
* VM DAERL
o 7 3 VEOER

« LT UV T AT T DVERK
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I Cisco Security Cloud Control (DX A

FIE

ATv I

ATvT2

ATy T4

Terraform % {§ f L = vSphere ~ @ Secure Device Connector O & .

cALTFUVTIATTUADT 7 AINDT v Fa— R

o Terraform %07

Security Cloud Control T APl DA D2 —H —%AEL L, APl h—7 % at—L %73, APIOZDZ—H —
DYEITIEIZ DN T, TAPLOAD A=Y —=2AEl T 5] 22 L TIIZEN,

['Security Cloud Control Terraform Provider] @ FNEIZHE > T, Terraform U 7R k U T Security Cloud Control
Terraform 7" 1 /34 2 —ZfER L £ 77,

i
terraform {
required providers {
cdo = {
source = "CiscoDevNet/cdo"
version = "0.7.0"
}
}
}
provider "cdo" {
base url = “<the CDO URL you use to access CDO>"
api_token = “<the API Token generated in step 1>”

}

Security Cloud Control Terraform 7' 7 /SA #— % L C cdo_sdc U V' — A ZAEAT 5 729 D Terraform = —
REFLR L E T, FEMIZ OV T, Security Cloud Control-sdec U/ — A ® Terraform L A kU Z &M L T
<TEEW,
il -
Resource “cdo sdc” “my-sdc” {
name = “my-sdc-in-vsphere”

}

Z DY Y —ADpootstrap data JEMEIZIE, Security Cloud Control 7 — K A kT v 75— % OAEN AT SHL,
WD AT I T cdo_sdc Terraform & Va— It EnE T,

Security Cloud Control_sdc Terraform <& ¥ = — /L i ] L T, vSphere C SDC % {Efk 3 % 72 8 @ Terraform
a— &k LET,

1 -

data "cdo_ tenant" "current" ({}

module "vsphere-cdo-sdc" {

source = "CiscoDevNet/cdo-sdc/vsphere"

version = "1.0.0"

vsphere username = "<replace-with-username-with-admin-privileges>"
vsphere password = "<super-secure-password>"

vsphere server = "<replace-with-address-of-vsphere-server>"
datacenter = "<replace-with-datacenter—-name>"

resource_pool = "<replace-with-resource-pool-name>"

cdo_tenant name = data.cdo_tenant.current.human readable name
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datastore = "<replace-with-name-of-datastore-to-deploy-vm-in>"

network = "<replace-with-name-of-network-to-deploy-vm-in>"

host = "<replace-with-esxi-host-address>"

allow unverified ssl = <boolean; set to true if your vsphere server does not have a valid SSL
certificate>

ip address = "<sdc-vm-ip-address; must be in the subnet of the assigned network for the
vM>"

gateway "<replace-with-network-gateway-address>"

cdo_user_password

root_user_password

cdo_bootstrap data
}

TR SN2 VMITIE 2 AD 2 —H— (root Z—HF—L cdo LWV I) 2—HW—) BHY, VMOIP T FL AT
%%E!’Ji:%z“ff SNTWHZ & W—/E‘%z LTL7ZaY Y. cdo bootstrap data E‘I‘ii:ﬁi\ cdo_sdc Uy J—= @VEE‘ZH%E
WZAERL EAUT vootstrap data JBHEDENEE SIVET,

"<replace-with-password-for-cdo-user-in-sdc-vm>"
"<replace-with-password-for-root-user-in-sdc-vm>"
cdo_sdc.sdc-in-vsphere.bootstrap_data

ATV 705 Jér%’ &io) ) v terraform plan & terraform apply %‘:’ﬁ'ﬁﬂzj L T Terraform %E%‘I’E%JZU\J@)EH Ljﬁ’&o

SERTRBNZ DUV TIE, CiscoDevNet @ [Security Cloud Control Automation Repository| [#:&] 22 L CTL 72
AN

SDC WAV R—=FT 4 7IREDEETHLGEIT. VE—har Y —L&fiH LT vSphere
VMIZESR: L, CDO 2—H—¢ L Tu /A LT, ROoa~vry REEITLET,

sudo su
/opt/cdo/configure.sh startup

\}

(F)  Security Cloud Control Terraform & = — /L%, Apache2.0 74 B> AD FTAH—F LV —RAY
Zhy=27ELTAREINTWET, v AR— MM ERSG AT, GitHub TRIEAZ#E CTE
‘j‘o

TerraformE® < 21— )L Z{E A L /=AWSVPC _Et T?) SecureDevice Connector
D ER

IR HEIIZ
AWS VPC |Z SDC Z BT D 1IZ, ROFHRSGHEZHER L T E I,

» Security Cloud Control (%, E#2FEHETF = v 7 208 L L, SDC &4 ¥ —F v RO
D Web/arrryraxivgishAR—FLTWERFA, X —_"—%2fH LT
WA A TX, Secure Device Connector (SDC) & Security Cloud Control DD N5 7 4 > 7
DAL L ET,

2Ry NT— I T VB AEMRT D20, EBRISRT /S A A~? Security Cloud
Control D] 2B LTI TZEWY,
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FIE

ATy I

ATvT2

Terraform £ 21 —)L % {§ A L 7= AWS VPC £ T® Secure Device Connector ) E .

cAWS T b, D7 b 12OV 7 2y F&FD AWS VPC, 1 L Y AWS Route53
THRANEND Y — U DULETT,

* Security Cloud Control 7— F A 7 » 77 —%  AWS VPCID, BLOZDH 7k I ID
METLILHDZ L EMERLET,

eSDCZRBTE2TIA_R—F TRy MINAT Y — F U oA BEERINTWDZ L 2
BLET,

« T AT U —)VEHHTTIP A v Z— 7 =2 A ARFETENTWAER—FT, 774 T T 4—
JLES NAT 7 — b 0 = A 1285 SN7- Elastic IP ~D b T 7 4w 7 B & £,

Terraform 7 7 A JWIZIRD 22— R{TEBMLE T, ZBEOATNIFEHTAN LT EEN,

module "example-sdc" {
source = "git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"

"example-env-ci"
"example-instance-name"
"r5a.xlarge"
"<replace-with-cdo-bootstrap-data>"
<replace-with-vpc-id>
<replace-with-private-subnet-id>

env
instance name
instance_size
cdo_bootstrap data
vpc_id

subnet id

}
ANFIEH LD Y A2 M2V TiX,  [Secure Device Connector Terraform module] Z# &ML T 72 &0y,

Terraform = — RO ) & U T instance id X8k L E£7,

output "example sdc instance id" {
value = module. example-sdc.instance id

}

instance id ZfHH LT SDC A > A ¥ ATt L. AWS Systems Manager Session Manager (SSM) % {iff
HLULTKrI TN a—TFT 4 72T ZENTEET, HHARERENIDOY A MZOWTIE,  [Secure
Device Connector Terraform module] @ [Outputs] ZZFE L T Z X0,

RDBERY

SDC D R T TN a—F 47Tk, AWSSSM Zfi[fl L T SDC A A X v AZHHi T % e
ERHYET, A RZ U ASDERITEDTEMIZHOVNTIL,  TAWS Systems Manager Session
Manager] ZZH L T 7Z&V, SSH Z{EH L TSDC A > A ¥ v AT D72 DAR— b
i, EX 2 V7 FOBERICE VARSI ARNWZ SIZERLTIEIN,
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\)

(F)  Security Cloud Control Terraform & ¥ = — /L%, Apache2.0 74 B> AD FTAH—F LV —RAY
Zhy =27 ELTAREINTWET, VAR — MM EREAIE, GitHub TRIEAZME CTE
j—o

JOX L FH9T B51=60 Secure Device Connector N % E

TRX = N— T T MY RNT T 4 T E T 4V E IR DN OEE A R T
O, TaX it —N"—2FEATL L TEXF VT o BEESNET, XY T TSR
WA UE =Ry MIEESLINLDOZE, WEDO I A7 2L ET, Trxih——
I%. SDC %5 Security Cloud Control ~D3XTD7T 7 k37 RiE{F[A1FIZ Secure Device
Connector (SDC) E#EATExET, ZOFIATIX, A RO Linux OS % E Tix72 <, SDC IZ
57 ® Docker = > 7 FTAERRDOAEE ZH Y EiF £,

\)

G£)  Z®X, SDC ® Docker = > 7 FIZ DAL £¥, Linux ¥ —/N—IZB¥ 5k OIEE T
WS T, BA B Linuxk AT ADO7 X VR EETVET,

I8 BRI
eLinux 2~ R I A F—TxAA (CLD) OHFENPLETT,
e configjson 7 7 A VW EMRET DRI NNy 7T v T AR T 5 Z L 2 HELE L 7,

FIE

ATYT1 SSHEMHLTSDCIZTY 7 AL, kDa~y R&MLTSDC 2—H—IZ8 0 2 £7,

$ sudo su - sdc

AT 7°2 /usr/local/cdo/data/<your sdc name>/data/config.json ZH %)%Ek7 7 /])/I/ﬂ:@@] L/ij_o

AT w73 JSON F— L{ED~LT % configjson 7 7 A MIFEAL £,
TuXTETuX Y —R_—0IPT7 RV AEZILFQDNIZ, A— 27 afx i —N"—DJ A= 7 KR—
MZE SR ET,
"awsProxy":“https://proxy:port”

ATvT4 BEEZRM;FL, SDCarTFa2HEB LES, SDCa 7 T EHEET 521, Docker = 7 F H K%
FLE T 57y, SDC ZHRA ML TCWARE~ U ZHEELET,
a) Docker 2> T F A HEENT HI1201X, FTROa~vy R&E@#HLTSDC 27 i+ 428 E LET,

[sdc@localhost cdo] $ docker ps

b) Woa~vy Rl TarT 2L Ed,
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Secure Device Connector D IP 7 KL XD EE .

[sdc@localhost cdo] $ docker restart <container id>

Z®& X, <container_id> |% SDC =1 7 F Dkl T7,

ATV TS ROa<v REEHALTAT—Z A% L, SDC T FNEFICHERBS L, BIELTWD Z L& 2R
LET,

[sdc@localhost cdo] $ docker ps | grep sdc

WD a~r REHER LT, logs/larlog 7 7 A VD7 B % L EREICHIEW /RN L 2R L
ij‘o

[sdc@localhost cdo] $ less /usr/local/cdo/data/<your sdc name>/logs/lar.log
SDC (%, 7uF P —"—2fA L TERETDILICELIHESNTVET,

Secure Device Connector DIP 7 FLANDZLE
a5 B A1

s ZDF AT HFATT HITIE, BEHETHLLENRHD £,

* SDC [Ti, TCP K— h 443 F/=lZ7 A AEBLRICHRE L2 R— hTOA v 7 —F v |
NDFEERT Y R AT KT I ARLETT,
S

G¥)

SDC D IP 7 RV AZET LI, 7 /34 A% Security Cloud Control |ZFFEEA4 > R—F 1 7
THULETHY £E A,

FE
ATvF1  SDC ~® SSH ##i 2 Ek T 20, i~ D ar V) —)L &R & . Security Cloud Control == —#—& L
Tue s A4 LET,
AT9T2 PT7TRLAEZERETHRNISDCVM DRy NT—7 A v H—T o AFEFRE FRT HITIE, ifconfig
av s REALET,
[cdo@localhost ~1$ ifconfig
ATvT3 A H =T 2 A ADIPT FLAZETT 5HIZIL, sudo sde-onboard setup 2~ REANLET,
[cdo@localhost ~]$ sudo sdc-onboard setup
ATy T8 TurFIpRERINEL, NAT—REASLET,
[sudo] password for Security Cloud Control:
ATvT5

root /XA — R & Security Cloud Control /NAU—R&Z Uty b 5707 M Tana AN LET,

Would you like to reset the root and cdo passwords? (y/n):
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ATvT6

ATy 17

ATvT8

ATvT9
ATv 710

ATvIN

AT 712
ATv713

Xy NIV—=V EHRETHIDODOTa T Ty EATTLET,

Would you like to re-configure the network? (y/n):

SDCIZHI VY THHLWIP T RL AL a7 ERFRINTESH SDC VM DD KA A AFH % A
HLET,

a) [P Address

by Y—hrv=A

¢) DNS #—s3—

d) NTP #—/3—F 72X FQDN

F721E, NTP $— N—F 721X FQDN 2V H S 2 W i5A1E, Enter ¥ —2Z2# L E5,
e) Docker 7' U v
F721%, Docker 7' U v UHNEH SR WA T Enter ¥ — A L E 97,

ERELWZ EZRDL TR T RRFERINTH, y T2 M) 2R LET,

Are these values correct? (y/n):

GE)

ZDavy ROk, HWIP T KL A~ SSHEER N KON D720, vy # AT HRNERELN &%
MR LT E3 N,

SDCIZHID B THHF LWIP T FL AL LT SSH 8 L. m 271 LT,
Vi AT —H ADT A ha~vr REETLT, SDCABEHL WD I L2l T Ed,
[cdo@localhost ~]$ sudo sdc-onboard status

TRTCOF = v 7 BFAT[OK] ERRSNTWDHILERH D £,

GE)
VM Oa Y — )L TZOFEEFETLTND ENELWZ EEHERT DL L, B AT —H ADT
A NISHBEINZSEA TSI, AT — 5'7\73>2%/Tézhi%

Security Cloud Control Z—H—A % —7 = 4 A% 4> L C SDC O 2 il 952 &L T E7, it
F- 5121, Security Cloud Control 7 7"V 7r—3 a & &, [BE (Administration) |>[EFa 733y
4 (Secure Connectors) ] <X—IZBEIL £,

N=Vh—EEHL, IPT RLRAEZEE LoEFaT axs ZEBRLET,

[#1E (Actions) ]%A > T, [/>— b E— FDERK (Request heartbeat) %27 U v 7 LET,
N—FE—FDPEBICEREIN-L VI A v —URFREN, [RED/N—FE— | (LastHeartbeat) ]
WZBIED B L AN R RSN DHIET TT,

BE

1To72IP 7 RLUADOET L, GMT OF-7i 3 FELIEEIZ O SDC @ [R£#H (Details) ] 34 NI E L E
7
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Secure Device Connector O &llf& .

VM I SDC #Z BT 5 HEICSOW T, THE®O VM T Secure Device Connector D JERT (19 ~<—
V) | ABRLTLLIEE N,

Secure Device Connector O Ell R

"
5 B>

ZOFIEIZ XV, Secure Device Connector (SDC) MHIFRENF T, ZOFREIITICEEEH
loe TOBMEEAT ST, HTILWSDC A U A b —/L L TT A REfBEHRT HE T, £
D SDC IZHHE SN TNWDT NA REEHTE RV ¥, 71 A& HERT 21L&
PR DN E IR T NA R LIZEBEa 7 A EREBTBANT LM ERNHDG5E60H 0 77,

7> b6 SDC ZHIBRT 5121, ROFINEEZFETLET,

FIE

ATy 1 HIBT 5 SDCICHHE SN TNWDTANA 2T THIBR L ET,

«1. SDC THMEINDTRTOT /A A&RET HI2IE, [F L SDC 414 % Security Cloud Control
THRAZAESZRLTITES N,

2. [{v_r kU (nventory) |~—UT, #H LT _THOF AL 25BN LET,

3. [T/% AT 27 a (Device Actions) 17«4 > R C[HIFR (Remove) |27 U 27 L, [OK] &
7Yy 7 UCHEAELELET,

RTv T2 EROSA L TIEE (Administration) 1>[EF 2173 ®4Y 4 (Secure Connectors) [%7 Vv 7 LET,

ATY T3 [h—E R (Services) | X—TD[EF 2T a7 % (Secure Connectors) | ¥ 7 MIBIN I IREET, HW
TTARZ w7 Y v L., [Secure Device Connector] Zi34R L £ 97,

ATY T8 [BEXaT 27 % (Secure Connectors) | 7 —7/LC, HIBRT 5 SDC Z#ER L EF, ZNT, T34 2
Tz TWAHIETTT,

ATY TS [T 73 ar (Actions) ]34 T, [HIFR (Remove) |7 A 2@ 7Y v 7 LEd, ROELENRFRSN
£7,
=&

<sdc_name> ZHIFRL L 5 & LTWET, SDC DHIBRIZTCICEE EH A, SDC ZHIRT D&, T34 2%
T R—TFT 4 VT EREFA YR —T 4 T HENT, HTLWSDCEER L CTAHUR—T 4 v 7T HME
BHY FET,

BAEF LV R—=F 4 VT EBRDT A AN D720, SDCEHIFRT HI2IE. TS DT A A & FEk L.
HLWSDC ZRELT-BICa /A U EREFBEANTALERH Y £97,
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B 5% s0ch 50 s0c~m AsA DEH

s ZEMRBREFEL D DAL, [Fr 'L (Cancel) 1%72 Y » 2 LT, Security Cloud Control
A= MZBHWEDELZ3 N,

HATT HITIE., TOTFA MR v 7 AT <sdc_name>Z A ) LT, [OK] %7 U7 LET,

ATYT6 BATTHHEIT, BERA v E—JIZTHMENTWD SDCOLFTAHRI A T a VR y 7 ZIT AN LET,
ATwF1 [OK] %27 U7 LT, SDC OHIRZHEE LET,

& % SDC H 5 5l SDC ~ D ASA DFZE)

Security Cloud Control Ti%, H—® Security Cloud Control 77> s C#%k® SDC #EHT %,
ROFMEEMHER LT, EEXS ASA 2, $% SDC 5 H1D SDCIZBETE 77,

FIE

ATV TN EROSL o THEFXFIYTFATNAR B2 ) v 7 LET,

ATy T2 [ASA1# 7 %27V v LET,

RT9 T3 BIOSDCIZEENT S 1 DLLED ASA Z3&IR L E7,

RAT9 T8 [T/ AT 72 (Device Actions) |4 > C, [EWEHROEH (Update Credentials) 147 U v 27 L
e 8

ATY TS [BEF 2T T34 A2 # (Secure Device Connector) |[AR¥ %27 U w7 L, T3 ADOBESED SDC %
BIRLET,

AT w76 Security Cloud Control 237 /31 AZvu 7' A T B -0 HT 2EHEDL—F —4 L XAT— K& AJ)
L. [E# (Update) 127V w7 LET, BEINTVWARWVERY FHEOZ—F—4 LA T— R,
ASADF VAR —RIHEHLIZe 74 VEREF LT, THODOEREZT N AZERHTHLEIH Y F
A,

(6]

TRTOASANFC v 7 A AFHREMLT L T D56, EED ASA %, &2 SDC 7225 jlld SDC 12—+
THEITE £7, B ASADu 7 A AFRNEIR D56, 4 ASA % H 5 SDC 753100 SDCIZ 197D
BEITOHLENDY 5,
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Secure Device Connector D& FIZEE .

Secure Device Connector D& R LT H

FIE

ATy T

ATy T2
ATy T3
RTv74

FOANA o T[Y—ILEH—E R (Tools & Services) ]>[EF 1 7a+%9 % (Secure Connectors) ]% 4R
Li‘é‘@

KA 45 SDC 28R L £7,
FEAMAA T, SDC DAHIDREICHARET A2 2 27 Y v 7 LET,
SDC DA FIZ=EE LET,

ZOH LWARTE, [ X F U (Inventory) ]<A4 > ® Secure Device Connector 7 /L % 73
&', Security Cloud Control f % —7 = A AN®D SDC 4 NE RS NDGTICERINET,

Secure Device Connector ) &

FIE

ATy
ATy T2
ATvT3

ATvT4

ATy TH

ZOFEX, T TINY =T 4 V= LTHEALTLEE Y, @E. SDC X H#N
WCEHESND -0, ZOFIEEZERTL20EEZH Y A, 2720, VMOBZRRENIE L <
720 GE . SDC IE AWS ~D#EH 2 sz L THRFTZZfE CE EHEAN, ZOFIHEIZEY, SDC
OFFHFGE S, AR OMBEIC L 5= =Pk S E T,

SDC |Z#5f5¢ L £9°, SSH &M L T+ %2>, VMware Hypervisor O 21> Y — L ¥ o — & i T& £9°,
cdo z—H—L L TSDCIcu sl A LFET,
SDC . — % —|ZH) Y £ %2 T, SDC Docker =2 > 7 F % HH L £,

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

SDCY—NFy " &7 v 77— RFLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~]$

SDC %7 v 77 L—RLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]$

G¥)
SDCRET L VTHEINDIEHFSEIUVAVTFUR

VP HERONERIT X2V T 4 BL OV FEBRY o —I2f - T, Ubuntu Linux TEIfET 5 SDC VM
PE=F—L, BEHAEALTLEZ N, Xy NT—27BIENTSDCVM Ot X o U T ( {R# & a7k
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. E— @ Security Cloud Control 77> k TE#H® SDC ZFEAT 5

REDHERF SN D L0, BT 2 8F 2 T4 Ny FoEMICHR L CEMT 5 2 L 2m< BRI LE
j—o

Ei— @ Security Cloud Control 77 > ~ T#E#®D SDC AT 5

T MO SDC Z BT L, XT3 —~v  ABBETEEDZZ &ML, L0ELDF
NAALEBTEET, 1DOOSDCHEHTEX LT 4 Z20EIE, THHDTNA RCFEES
NTWBHEBEL . BT 7 A NVDY A XL > THRZ Y £,

TF U MIA VA R—TE S SDC DEUCHIRIZH Y A, % SDCIE 1 DDFRy hT—2
B AVPEEHTEEY, ThHDSDCIE, ENO6DRy NI =T8T AL FNOT A
A % [A]— @ Security Cloud Control 77~ MI#&kt L £7, #HD SDC B enHe, FREES
Txy NU—U8 7 A NNOTSA A% H72 5 Security Cloud Control 7> K CEHT %
WERH Y ET,

2 ZHLUED SDC # BT 2 FlHIX, H&AID SDC # B3 2 FIE L [F U T3, Security Cloud
Control ® VM A A — % i FH L 7= Secure Device Connector D EBHA>, HEH D VM E T Secure
Device Connector DB Z &N TEET, TF 2 MOFEAIDO SDCIZIX., TF 2 NOLARI & F =
1 PFAAAENTWET, BIOK SDCIZIE, JERICESBI T b ET,

G U SDC % {& A9 5 Security Cloud Control /%1 X

WOTNEIZHE - T, [A T SDC Z1{# H L T Security Cloud Control {285t 3 53X TDT /34 A
AL E T,

FIE

AT TN ERORAL o TEFaAVTFATNARET7 Y v LET,
ATV T2 [T34 A (Devices) | ¥ 7 %7V v 7 LTT A AEROTET,
AT T3 WURTNAAREATDE T Y v 7 LET,

RT9 T8 74 NVHEERTTIEESNTWDIEEIE, A VXNV TF—T A0 EICH L[ VT (Clear) KR %
>% 27V w27 LT, Security Cloud Control THFEL TWHTXTOTNA AL —ERERRLET,

RFYTE TAAEELY N I U s LT, TANE Ama—KEBLET,

ATYT6 7 4/LHD [Secure Device Connector] ¥ 7 > a > C, M7 SDC D4HiZ7 U w27 LES, £ KV
T—TMZIX, 74NV ETF =y 7 LIz SDC Z{#H L T Security Cloud Control [Z#2#5i L TV 57 /3 A AD
HINFIRSIVET,

AT Tl (FAFvay) MBRESLITKRYIALIZIE, 7A4NVFA=2—TCTEBINO 7 4 V2 E2F v 7 LET,
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SOC DA —Foy—2E&UH—Ei—F51t 2 [}

ZFYT8 (AFLa) HTLEDL. Ao~y N F—T A0 Lk [2 VT (Clear) [RZ 252U v o L
C. Security Cloud Control THEEL TWAHTXTOTNA AL —EREZFRRLET,

SDCDA—T oY —RELUH—KNN\—TFT 145314 EVX

*amqplib *
amgqplib copyright (c) 2013, 2014
Michael Bridgen <mikeb@squaremabius.net>

This package, "amqplib™, is licensed under the MIT License. A copy maybe found in the file
LICENSE-MIT in this directory, or downloaded from

http://opensource.org/licenses/MIT

*async *
Copyright (c) 2010-2016 Caolan McMahon

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* bluebird *

The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.
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THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* cheerio *
Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software"), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or
sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* command-line-args *
The MIT License (MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.
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* Ip *
This software is licensed under the MIT License.
Copyright Fedor Indutny, 2012.

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* json-buffer *
Copyright (c) 2013 Dominic Tarr

Permission is hereby granted, free of charge,to any person obtaining a copy of this software
andassociated documentation files (the "'Software'), todeal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify,merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whomthe Software is furnished to do
so,subject to the following conditions:

The above copyright notice and this permission noticeshall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT.IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FORANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER INANACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THESOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stable-stringify *

This software is released under the MIT license:

Permission is hereby granted, free of charge, to any person obtaining a copy ofthis software and
associated documentation files (the ""Software'), to deal inthe Software without restriction, including
without limitation the rights touse, copy, modify, merge, publish, distribute, sublicense, and/or sell

copies ofthe Software, and to permit persons to whom the Software is furnished to do so,subject to
the following conditions:
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The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESSFOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS ORCOPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHERIN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR INCONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stringify-safe *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS I1S" AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THEAUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT, NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

* lodash *

Copyright JS Foundation and other contributors <https://js.foundation/>

Based on Underscore.js, copyright Jeremy Ashkenas,

DocumentCloud and Investigative Reporters & Editors<http://underscorejs.org/>

This software consists of voluntary contributions made by manyindividuals. For exact contribution
history, see the revision historyavailable at https://github.com/lodash/lodash

The following license applies to all parts of this software except as

documented below:

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
s0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.
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THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright and related rights for sample code are waived via CC0. Samplecode is defined as all
source code displayed within the prose of thedocumentation.

CCO: http://creativecommons.org/publicdomain/zero/1.0/

Files located in the node_modules and vendor directories are externallymaintained libraries used
by this software which have their ownlicenses; we recommend you read them, as their terms may
differ from theterms above.

* log4js *
Copyright 2015 Gareth Jones (with contributions from many other people)

Licensed under the Apache License, Version 2.0 (the ""License'); you may not use this file except
in compliance with the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License
is distributed on an ""AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied. See the License for the specific language governing permissions
andlimitations under the License.

* mkdirp *
Copyright 2010 James Halliday (mail@substack.net)
This project is free software released under the MIT/X11 license:

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
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TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* node-forge *

New BSD License (3-clause)

Copyright (c) 2010, Digital Bazaar, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyrightnotice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyrightnotice, this list of conditions
and the following disclaimer in thedocumentation and/or other materials provided with the
distribution.

* Neither the name of Digital Bazaar, Inc. nor thenames of its contributors may be used to endorse
or promote productsderived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS ANDANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIEDWARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AREDISCLAIMED. IN NO EVENT SHALL DIGITAL BAZAAR BE
LIABLE FOR ANYDIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES;LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER
INCONTRACT, STRICT LIABILITY, OR TORT(INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THISSOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

* request *

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined
by Sections 1 through 9 of this document.

""Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
"control™ means (i) the power, direct or indirect, to cause the direction or management of such
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entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your™) shall mean an individual or Legal Entity exercising permissions granted by this
License.

""Source" form shall mean the preferred form for making modifications, including but not limited
to software source code, documentation source, and configuration files.

""Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work'" shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work (an
example is provided in the Appendix below).

"Derivative Works' shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.

"Contribution™ shall mean any work of authorship, including the original version of the Work and
any modifications or additions to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition,
"submitted" means any form of electronic, verbal, or written communication sent to the Licensor
or its representatives, including but not limited to communication on electronic mailing lists, source
code control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor
for the purpose of discussing and improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by the copyright owner as ""Not a
Contribution."

"Contributor™ shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made, use, offer to sell, sell, import,
and otherwise transfer the Work, where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination
of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute
patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging
that the Work or a Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License for that Work shall
terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof
in any medium, with or without modifications, and in Source or Object form, provided that You
meet the following conditions:
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You must give any other recipients of the Work or Derivative Works a copy of this License; and

You must cause any modified files to carry prominent notices stating that You changed the files;
and

You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those
notices that do not pertain to any part of the Derivative Works; and

If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works
that You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at
least one of the following places: within a NOTICE text file distributed as part of the Derivative
Works; within the Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such third-party notices
normally appear. The contents of the NOTICE file are for informational purposes only and do not
modify the License. You may add Your own attribution notices within Derivative Works that You
distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such
additional attribution notices cannot be construed as modifying the License. You may add Your
own copyright statement to Your modifications and may provide additional or different license
terms and conditions for use, reproduction, or distribution of Your modifications, or for any such
Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions
of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an ""AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including,
without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR APARTICULAR PURPOSE. You are solely responsible
for determining the appropriateness of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including
any direct, indirect, special, incidental, or consequential damages of any character arising as a result
of this License or out of the use or inability to use the Work (including but not limited to damages
for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial
damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of
any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
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harmless for any liability incurred by, or claims asserted against, such Contributor by reason of
your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

* rimraf *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER INANACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

*uuid *
Copyright (c) 2010-2012 Robert Kieffer

MIT License - http://opensource.org/licenses/mit-license.php

* validator *
Copyright (c) 2016 Chris O'Hara <cohara87@gmail.com>

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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*when *

Open Source Initiative OSI - The MIT License
http://www.opensource.org/licenses/mit-license.php
Copyright (c) 2011 Brian Cavalier

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and

associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE
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TWET, IO —ERCHEEFEINDL A vy E—IF, Ty BEIAR Y MR
T4 =~y FSNTWET,

\)

GE) U277y TLIIRETLEMOEYT DRy 7 A A T 0B RH ) £,

Webex F—LDFEIZT TV

1R BHEIIZ

Security Cloud Control i#11, FEE SN2 T —7 AX—RZFRENDH, HEIR Y hE LT
TIANR—= R Ay =V RINET, ZOFIEEZETTHITIE, ROBLEIZRD 3,

e« Webex 74 7 k

« Security Cloud Control 7 7 7 > K &7 F 2 K

WOFENEZFHF L T, Webex Teams DEE T =7 7 v 7 3 LE T,
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B seckmoriEyzIvs

FIE

ATvF 1 Webex AppHub [#3H] #BH & £ 97,

RTwT2 =YD LEEHIZH D [#EkE (Connect) 127 VU >/ LET,

ATYT3 AN—VO—FFETAZa—LL, ROLIICHELET,
(V=77 v 7% (Webhookname) |: ZD7 7'V r— a Al loTRELSND A v E—T %50
T LHODAFTEIRELE T,
e [AN— 2D (Selectaspace) ]: Ry TH 7 A= a2 —%ffiH LT Webex D [A~~—2 (Space) ]
FRINLET, ZDARX—=2ZT Webex F—LDEFEDAR—=ATHLIVLENHD | TDAL— A~

DT 7 ANV T, ALX—=ANFEE LR WE AT, Webex Teams THr LU AR— R ZAERL T
EFET, TV = a b OREN—VEEFTDLEHLDAR—ARERINET,

GE)

WEITHE LTI ENHD Webex DEEY =7 7 v 7 BEANCT 256, Loy =77 v 7132
DORX—=V D FEICRFF SN TWET, LEIO Y =77 v 7 BRI S T285 . £721X Webex A— 2R
WDIIE LR o T28eiid, Mo =77 v 7 ZHIBTx £4,

ATy T4 B (Add) ] 2R L E3, IR L7 Webex AS— (2, 77U r—3a UANBMME L &9 @
MEFEINET,

ATyTS5 U=xT77v27 URL%ZaE—LET,

AT w7F6  Security Cloud Control (212 7' A > L £,

RT9T1 RO A T EE (Administration) 1> [EXIEXE (Notification Settings) 1227 U » 7 L7,

AT T8 WUREMNT =y 7 SNTWDH I EEERLET, 9 ThRVWEEIL, —ERRAICER T D1l
WHIORRNEZER T D2 L am<HERL LT,

RTY T [H—ERKE (Service Integrations) | £ TAZ m— /L LE T,

ATYTN0 FOOTITIARZ &7V v LET,

ATV TN Az AN LET, ZOLARNE, FESNZY—ERHE & LT Security Cloud Control [IZ /R SV E T,
WE SN2 —ERTHRIE SN DA N MIIFRRSNEEA,

ATY 12 Fuayv7lForA=ma—%EHAL, —EAXA 7L LT Webex Zi&IR L 7,

ATYT13 H—beANRLAERLE Y277 7 URL 050 (1 £97,

ATy [OK]Z2 Vw7 LET,

Slack HOEEY T I7vH

Security Cloud Control &1L, fHE S N/=F ¥ RNVICFIRSNL0, HEIRY & LTT T4
N—=h Ay E—=VICRRENET, Slack IZLDERY =77 v 7 OMEITIEDFEHIZ DUV T
i%. TSlack Apps] ZZML T2V,

WOFNEZFH LT, Slack DEE T =7 7 v 7 2T LET,
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FIE

ATy T
ATvT2
ATvT3

RTvT4

ATy TH

ATvT6

ATy T17

ATvT8
ATvT9
ATv710

ATy 71
AT 712
ATy 713

ATy 714
ATv 715
ATv 716

Slack A0EEY I 7y

Slack 7 17> MZm 7 A LET,

KA ORFNLT, —FFETAZa— L L T[T 7V DEM (Add Apps) ] IR L ET,

[EE V=772 (Incoming Webhooks) (DT 7'V r— a7 427 M) EREL, 77V ERLOT
F7, EM (Add) ] EEIRLET,

Slack 7 — 7 A_—ZOEHE TIH R WEE, MOFEEICY 72 A NEEREL, 77U NEDOT A
7Y MIBMENDDEFHFOMLERH Y £7, [REDY 7= A I (Request Configuration) | Z 3R L £
T, ATvarorAye—TEANL, [V X NOEEFE] ZFRLET,

T —J ANR—ATERT 2T 7w I T T IVPREN o725, Slack DFEESN—TEHH L, FHLy o
T 7w I kT — 7 A—Z 2B (Add New Webhook to Workspace) ] &R L £ 77,

Fay7H o A =a—%/ LT, Security Cloud Control i %1% #7179~ 5 Slack F v R /L& R L, [7K
7 (Authorize) |ZBRLE T, VI T RXA MPEMIRDLDEFF> TWDLRIZZON—=UNOBEI LT
alE, Slackicme 74 LT, EEBIZHDL V=7 AR—ZAZ4ZRIRLET, Fny Xy A =a—n
5[V—7 ARX—=ADHAH~A X (Customize Workspace) | &R L, [7 7 VU DF%E (Configure Apps) ]
ZBINLET, [EE (Manage) 1> [H R A L#HEE (Custom Integrations) ] IZBEH L E9, [EEV =T
77 (Incoming Webhooks) [Z3&IRLCT 7V DT T 4 v T _X—=UhE, ZTM5[RE (Settings) ]
ERINLET, ZOT7TIRENCRoTNDY =7 AR—ANOTRTOa—F—R—BERRINE
T 2=F =BT IV FOREDFRLMEDHATEET, UV—27 AX—AL 2 &R L TRIE LRk
L. WICHEARET,

Slack DFXEN—T 06, THVOREX—VICV XA V7 hERET, V=77 v 7 URL & Z21F T
av—L %97,

Security Cloud Control (Z1 74 > L ¥ 7,

M DO~RA T [EE (Administration) 1> [@%15%E (Notification Settings) 1227 UV v 7 LE 7,
WEIRIBHNT =y 7 SNTWDHZ EEMRLET, £ 9 ThWEaIEL, —EAREICERT 21
HWENOBIRNEZZET S5 L 2R HEREL £,

[t —E A HA (Service Integrations) | £ TAZ v—/L LET,

HFODTTARL ) v LET,

AR AT LET, ZOARNE, HE I —EAHA & LT Security Cloud Control [ZF /R AL E T,
BRE SN —ERZIIEESND A X MUTER TR ESNET A,

Ry 7HA D A=a—%RL, —E A% A 7L LT [Slack] Z#R L £,

P—EANLER LT =77 v 7 URL 2850 fHT £,

[OK] %7 U2 LET,
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B r=xsrsemoriEyzIovs

NRELHERDEEITT IV

1R BRI

Security Cloud Control &, ## A ¥ MG HICA v =% 74—~y FLERA, BAZ L —
EAFET 7Y r—va rOMAEEIR L% 4 . Security Cloud Control (X JSON % »v & —
VEFELET,

EREU 2T 7 v EREMILTY =7 7 v 7 URL 24T 5 HIEIZOWTIE, h—EAD~
ZaTNVESZRLTLESY, V=7 7y 27 URLZHBE L6, UTFTOFIEEZHEH LT =
Ty EAEMMILET,

FIE

ATv Tl BRULIEAARAZ LY —CERELEIT IV r—varinby =77y 27 URLEZAERLTat —LET,

AT wF2  Security Cloud Control (212 7' A > L ¥,

RATv T3 oA T EE (Administration) 1> [EHIEEE (Notification Settings) 1 %7 U v 27 LET,

ATy T4 GEYREANRT =y SNTWDLZ MR LET, 9 TRWEEIE, —ERRAICHERT HH1IC
WHIORRNEZER T D2 & 2m<HERL £,

AT9 75 [P—ERZHE (Service Integrations) | £ TAZ m—/L LET,

RTFvT6 HFOOTTARZ %7V v LET,

RAT9 T LAiE AN LET, ZOLARNL, RESNZY—ERHEA & LT Security Cloud Control (ZF/R SV E T,
BRIE SN —ERTIEEIN DA X MIIE RSN EE A,

ATYv T8 FRuvr7¥urA=ma—%ERL, [P—EA% A7 (Service Type) ] & LT [# AH A (Custom) | %%
RLUEF,

ATYT9 H—EANLAERLIEY =777 URL 280 (1T £,

ATy 710 [OK] %227V v7 LT,

0% 5 ORE

BADODAR X TOHIBRE, HIRN) Yy NESNDETOEY BEEZFERLET, RTF
SINfza XU, CiscoCloud 5215 LT EME SNz A Ry b —4 2R TZ LITEELTL
77 &0,

[fE B O£ R (View Historical Usage) [ #7 UV v 7 LT, #@E 2 »AMIZT v b T%fE
NI TconXrrEFRRLET,

BIMOA ML —=2% Y 72 A M LD TEL Y 7 bd D 77,
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SAML &> % L4 A L > & Security Cloud Control O#t2 ]

SAML < > 5 JLY A A > & Security Cloud Control D&

Security Cloud Control /%, Cisco Secure Sign-On % SAML > > V)V %A VA TAT VT 4T 4
TangZ— (1dP) & LTI L, ZEFEGEIAE (MFA) (2 Duo Security i L3, Zh
I%. Security Cloud Control THESE X 11 2 F8RE 1L T,

7272 L, BEPME O SAML V> Z YA A 1dP Y Y a—3 = > & Security Cloud Control
G LIZWE . IdP 28 SAML 2.0 B L OND 7' r A"A X —03{tGd 27— 2 7 n—%& R —
FLTWDERY . ZHLHA[EETT,

MBELFY—RKRX=FT DT AT T 47 4 731 %— (IdP) % Cisco Security Cloud Sign
On L #EB9 212X, [Cisco Security Cloud Sign On Identity Provider Integration Guide] % 2 L
TLESN,

ME D SAML Y Y =—3 = > % Security Cloud Control & AT 2 LENH 5561, FR—
HEME LT —RAEER L T EE W,

)

EB I —REBELGEIE. [T7 /v —Z2FH TER (Manually Select A Technology) ] A @R L,
U7 = A MM T — A BET D K DT [SecureX - VA AL LAEFE (SecureX - Sign-on
and Administration) ] &N L TWD Z EEZMER L TS EEW,

SSO FERAE D E#

M. ID 7 aNA X — (1dP) 1E SecureXSSO & #ia STV ET, CiscoTAC 7 — A& B & |
metadata.xml 7 7 A L&A L F 9, FEAMIIZOWTIX,  [Cisco SecureX Sign-On Third-Party
Identity Provider Integration Guide] #Z ML T 7230,

)

FB =R ERASGEIL. [T/ rY—%FHTEIN (Manually Select A Technology) ] &38R L |
U7 = A NPT — A BET 5 K DT [SecureX - VA AL LAEFE (SecureX - Sign-on
and Administration) ] 2R L TV D Z EEZMER L TS EEW,

(VH—DR) TAT T 47 4 T a3 % — (IdP) 7 Security Cloud Control & E#HEHEA
SN TWDEAETE, Security Cloud Control TAC TH A — hF 47~ F B %X, metadataxml 7 7
ANERMIE L FE T,

APl k—2

BR¥E# 1. Security Cloud Control REST API FEOMH L 217 9 & & (T Security Cloud Control API
b= M LET, O L& 51213, AP h—2 > % REST API 583Gk~ > ¥ —
WCHRAT DRERH Y £, APL b—27 3, ABHIRO 2 TR 778 A F—2 v
TR, BFHLZY, MOELEY TEET,
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Cisco Security Cloud Control DEA |
B wr—somztes—on

Security Cloud Control N7x5 API b — 727 VAR TEE T, Ef S b—7 i, ERE%

. [HERE (General Settings) ] ~X— BBV TCWAR DA TR IFLET, Security Cloud
Control“CB'J@f\~V%Faﬁb‘“C7§>% [—f%F%E (General Settings) ] X—VIZRED &, b—7 QB
FATSNIZZ LT £0R, F—7 IFREINe < 7,

il % Dax—F—iF, FEOTF > ML THMAD h—7 v E2ERTEET, HDH2—H—N
MO2—F =2 T h—2 v ZARMRTHZ LT TEERA, b= 3T vETF
VERORTIZEABTHY, o— =TI NOMAEDLEIZIIMERATE T A,

APl F—0 K&V L—LA

APl b —2 X JSON Web F—72 > (JWT) T9, JWT h—727 VIEROFEMIC OV TIL,
Mntroduction to JSON Web Tokens] ZZM L T 72 &0y,

Security Cloud Control API h—7 %, IRO—#HD 7 L — L Zifit L E 7,
cid : = —H—/7 /A R uid
e parentld : 77> b uid
ever : AF—DO =T g v (W N— 3 2030, # : cdo_jwt_sig_pub_key.0)
« subscriptions : Security Services Exchange 7 227 U 7' 3 v ((BE)
s client_id : [api-client]

ejti: h—2rid
=0 DER
APl F—9 U DERK

FIE

AT 2=V —LZOFIZHD Fay Xy A Nnpb, [RE (Preferences) 1>[—#&E%E (General Preferences) ]
Vv LET,

AT9F2 [¥v4 b—2 > (MyTokens) | C, [API h—72 > D% (Generate API Token) ] %7 V v 27 LET,

RT9T3 WET — X EMFFT D70 DOREDRANT T 7T 4 AHE-T, b= v RERGFNRFE LET,

APl F—7 U DHER

APL b =7 VITHBHIRIZH D FHAR, 22— =i, b=7 kLIRS, REShE
B, ERBREOEFR 2V T 4 A FTA NTEISE D55, APL b—27 & O FH 2 %1
TEET,
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I Cisco Security Cloud Control (DX A
arl t—2vomyEL |

FIE

ATV TN 2P —ZDOFIHD Ruy 77X )R ID, [RE (Preferences) ]>[—#%E%E (General Preferences) ]

7V LET,

AT9 T2 [vA4 b—2 > (MyTokens) ] T, [EH (Renew) 1% 727 VU 27 L %9, Security Cloud Control [T L\ h—
7o EAERRLET,

ATV T3 WET—FEHFT272DOREDORANT T 7T 4 A>T, LW b—7 2 RERGINRTL
£7,

APl k—2 VDERYIEL

FIE

AT TN 2= —LZDOFIZHD Ry Xy R Nnpb, [RE (Preferences) 1>[—f%E%E (General Preferences) ]
Vv LET,

AT9 T2 [vA4 h—2> (MyTokens) | C, [V L (Revoke) 1% 27 VU v 27 L%9, Security Cloud Control |% k—
7RV HELET,

FATYUTAT4 TARINAF—TFHD 2 k& Security Cloud Control
A—H—La—FEDER

Security Cloud Control {27 74 >3 %1Zi1%, SAML 2.0 ##Lo> ID 7' 134 #— (IdP) . %% F%
FRRET 1A B —_ 1 J ¥ Security Cloud Control D—H— 1L 2— R& 57 H 7 kAN E
TY, WP T ATy MIFa—F—on 7 AERPEFENTEY | IdPIZZDO R 7 A 1EHR
WCHESNWTa2—F—2FFELE T, ZHERRIATIE, 74T 0T 47 48X =2V T 1 OFHINHY
A YRt I EF, Security Cloud Control —H%— L 22— R{ZiL, FiIZa2—H—4, 22—
W —RBHEAF T 5415 Security Cloud Control 7> b, 2—W—Da— L RNEENET, =—
WF—nnr A9 % L. Security Cloud Control /% IdP ¢ = —— ID % Security Cloud Control ™
T hOBEFa2—Y—La— Ry 7 LET, Security Cloud Control 23— % L =2—
RERDOFIHEIT, YT 22— 3207 v o /A U EFIESNET,
BEBEOREIIMBD L I NY A o F 2 ID T g X =037 0 RY | ID a3 X —%
Cisco Security Cloud Sign On C©9~, Cisco Security Cloud Sign On (%, %% FF8FEIC Duo Z i L
F9, BEE, HEIZS U TSAML v > 7 b4 A 74 2 & Security Cloud Control D5 T &
£7
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B osov—v50-

A4 nNT7—49 70—

2T, IdP 7 7 > R A3, Security Cloud Control — % —(Z 1 7' A >3 2% 72T Security
Cloud Control t—H#'—L a— R & ED L HIZRLV Y T2 I OW TSI L £ 7,

FIE

ATY T a—P—%, FIED7=9HIT Cisco Security Cloud Sign On  (https:/sign-on.security.cisco.com) 72 £ SAML 2.0
WHNDOT AT T 47 4 FaA 44— (IdP) IZr A LT, Security Cloud Control ~D 7 7 &z A % B3k
LET,

ATYT2 1dPIX, 2=V —NARATHDHZLERTSAML 77— a VEFITL, A—ZZid, 2—F—n7 72
BATELT SV =2 a UIRERRENET, £DHX A LD 1273 Security Cloud Control T3,

AT w73 Security Cloud Control | SAML 7% — 3V AMGEL, 2—F—Z & LT, FTO2—F—ZITxeT
LT TV hOFpba—YF—La—REE2F k5L LET,

« 22— —7% Security Cloud Control > 1 2D 7 F > MZa—H—1L a— &> TW5HEA. Security
Cloud Control |XZ D2 —H—|ZT7F > h~DT VB AZHFAL, 2—P—m— /Ll X->THETTED
T varynRkED ET,

o 2 —H— 75§%'Eiﬁ@?f‘/] IZa—HF—1L a— R&ERo TW\WAEE. Security Cloud Control | ZFEAE S 417z
2—P—=Z, BRTELHT T POV R MERRLET, :T-*—"j‘ DT T e EBRTHE, T
FA@77ﬁX#ﬁTéhi¢o%@%E@T%/FT@i—ﬁ— H—/UI K-> T, ETTEDHT 7
TaryBRED ET,

sl ESN e —Y =TS b= —La—RLDw vy IR Securlty Cloud Control {Z72\ 5
% . Security Cloud Control (X7 > 7 4 > 7/ _X—U % /R LT, =—H#—I|Z Security Cloud Control ™ F#H
iR L . RSN Z Y 7 =2 F L2 T o 2 et Li?‘o

Security Cloud Control C—#—L 2 — RZ/EK L TH IdP (T A 7> MIER ST, IdP TTH v b
ZVERK LT % Security Cloud Control |2 —%—L 22— RIEk S v E A,

R, IdP O T 7 v R ZHIER L TH, Security Cloud Control 75 22— —L 2 — R&EHIBR L7 Z & 12iX
20 FEHA, 2L, IdP T A U Rd/uvE | Security Cloud Control (2% L C—H — A F83Ed 5 HikiT
H Y FH A, Security Cloud Control = —H#— 1L 23— ROHIERIZ, IdP 7H 7> b é"lﬁ”‘?bt\_ EEWT S
LOTIEHY A, 7272 L. Security Cloud Control = — % — L 22— RRpF iR, FBEES N2 —HF—N
Security Cloud Control 77> MZ7T 7 A4 2 H5EIIH D XA,

ST —FTUOTYOEE

Cisco Security Cloud Sign On Z {3 % S &4k

BEFED Security Cloud Control @ Cisco Security Cloud Sign On ID 7' 12 /3 A X —ZAfHH L T\ %
Yh. A—/3—&H 3 Security Cloud Control C—#—1L a— RE{EKTE, =—HF—
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I Cisco Security Cloud Control (DX A

BEOTATo74 74 Tang 5—51omEE

Security Cloud Control IZH OB TE £9, 2 20— IR —FL, 2—F—-NRELIR
FESN TV DS, —3—(X Security Cloud Control (21 7' A > CT& 97,

= — % —3 Security Cloud Control I[Z7 7 B A TERVWEIIZTHMERD HLEIT. A—/3—
BHLF )N Security Cloud Control & —H — D —H— L 2 — R & HIFRT 2721 TH A~ E 9, Cisco
Security Cloud SignOn 7 7 7 > MIFI EFEEFE L, A——EFHENR - —Z2E i Lzn
Y&1%. Cisco Security Cloud Sign On CfEH LT\ = b D & [A U —H—4, THr LU Security
Cloud Control = —#—L a— R&Z{EKTHZ LN TEET,

BERED Security Cloud Control DREICHEE L, 77 =WV TV AX A ¥ — (TAC)
EIFOHTMERNE U858, BEENTAC = =T Da—Y—La— REERT 52 &
T, TACTZ V=T N7 MafE L, BERICIERERELRETELLOIICRDET,

k=1l

BEOTATUTAT 4 FANAE— %L OER

SAML ¥ > 7 V¥ A 4 & Security Cloud Control DFfEAE, T AT T 4T 4 T HNNA L —
7 7177 k& Security Cloud Control 77> F Dl F I L £, Z DX 5 keI, Security
CloudControl CT7 ATV T 47 4 TN X —DT U hba—HF—La— RE{ERB LW
BEHTEET,

= —H—7 Security Cloud Control IZ7 7 B A TERWNWK HIZTH2MENH 551X, BEMKT
IdP 7717 k. Security Cloud Control =—#—L a2 — K F72/XZOW G EHIFRCTE £7°,

Cisco TAC 76 D XD MEIR LA, BERITHARY EHe— V2R OT AT T 47«
Za /A X — T 17 k& Security Cloud Control = —#— 1L 23— RO %, TAC - Y=
TR CTE £ T, TACT V=7 1%, BEELD Security Cloud Control 7F > MIT 7 & X
LCHEL, HREBEZBEHRICRET LN TEET,

DRATR—T RKY—ER JOnNg H—

ESPERENS

VA wx—Y K= R Fra( Z— (MSP) i, Security Cloud Control ® Cisco Security
Cloud Sign On IdP Z {1 L T\ %54, Cisco Security Cloud Sign On |Z H C & &k CT& £9°, MSP
D % FkIZ Security Cloud Control IZZNEND 2 —H — L a— RE{ERTE 5728, MSP L
BEHOT T P EEHTEET, bbb, BEKIIMSP O L =— FOHIERZ EEICHIE T
ETET HIBRZBIRLESE) .

o EEE
» Security Cloud Control T =—4 — D4 H

« Security Cloud Control . —+—m— L

TILFTF b R—2)LDER

Security Cloud Control ¥ /VF 7} h IR—F )L B a2 —|ZiX, BEOT o MIELENLT T
DT RA ZAMBESGENTFERPERSINET, ZOFAVFT T MAR=Z VT, T/3A A
DAT—H A FTNRAATIITRDY 7 b =T A=V a VR ERERENET,
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B <575+ rk—sroeEm

I L& BHIIC

e ITFTFTF U RAR—E T, TT U N T OBRENEINCI > TWABRBICORER T
I, T RNTATFTF U FR—=F NV EFHITHIZIE, CiscoTAC THR— T4y
FEBIE F9,

cHR—=FF Ty PRSI, =2 VPMERShD & R—=Z LT[Ry MU —7 &8
# (Super Admin) (O Bu— /L EZFFOZ—H—0N TF FEZBMTE5L912720 7,

AT AHAREMOH DEED T T U YR ORIEZ ERET 572012, Web 77 WD
Fywvial CookiexZ7 VT THIEEBEIDLET,

RIVFTF2 riR—42)L
Y FT I MRS, ROA =2 —BHESRTOET,
cEXxa)T4 TNAR

o« R—HWITBMENT=T TV MZA VR — READTRXTDT A ANRFRINE
9, [5E (Search) 1B IO [7 4% (Filter) 1A 7Y araEH LT, T4 A%
MBELET,

CTNAAAEZ Yy 7T HE [£FT/L Model) ], [ AR—7 1 753 (Onboarding
Method) ]. [7 7 A 7 V4 —/LE—F (FirewallMode) ], [V 7 FU =T /R"—T g
(Software Version) |72 K DFEfliax £ R T £7,

o T3, A& E T % Security Cloud Control 772 b EHDHT NA A B TE
9, v F T hAR—HZ i, Security Cloud Control 752 b _X—IZBEI§ 5
72D [T /314 ADEE (Manage Devices) | V v 7 BHEINTWET,

FEDOTFTYNDOT T "o TRY, 7TV MeR—FARFELY —TYa VNI
HOGEIL, TOV I RERREINET, T2 MIT 7B AT HHERD 720 GE
L. [T 3 ADOE B (Manage Devices) |V > 7 [ 3Fn SivEH A, HERIZOWTIE,
MO Y FU— 27 FHEICBHWEDELSZE N,

EEMA A XUV E (esv) T ANMCEZT AR— FNTEXFET, ZoOFRIT. T
A REGHTLIZD . T 7 B AMDRNA—F —THE LTV T 2DICEIBET,
T —H Ty AR— FT 57 ONI, Security Cloud Control TILHT LU .csv 7 7 A /L3
ERR S E T, B END 7 7 A VAIIZ B ERZINRE TR E T,

HE Y N—ZMEH LT, T—TNMCERT DTN, AT aNT 4 ZBIRET 7 VT
TEEY, T—INEDRIRARXT DL, WAV A ALl E, BRLEAA
23 Security Cloud Control THFFI N TV E T,
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I Cisco Security Cloud Control (DX A
rFr+orf—s Loz [

1:2%2U7T4 TIN/4R

|
Mame Bavics Type T Configy Cennetivit "
ASA Mo @ Nats:
ASA Mode! ® Mot Synced
FTD & No Config @ Pending Setup
Duo Admin Panel A Conflict Detected ® Online
ASA Moded @ Mot Synced
ASA A Conflict Detected ® Online
ASA O Synced ® Onling
Cloud DNG O Synced 0 Eror
FTD @ Nt Synced A Unreachable
FOM O Registration Key Expired
FTD A Mo Config ® Pending Setup

GE) TAAREZFHLCWDT TV RBBIOY—Ya v RNICh D56
X, £D VU — 3 »® Security Cloud Control (ZH A > A >3 5 7=
DOV I NFRINET, TDOYU— 3 N Security Cloud
Control ¥7213F DYV — a3 VNOTF v MIT 7B AT HHERD
WG EIE, T AREBETEEE A,

cFFUk
RSB SN S TOTF o MSRFESET,

s [Fv NU—Z7EHE (SuperAdmin) | B —/LEFFOZ—F—DIN, KR—ZNWIT )
v hEBINTEET,

cTTURATRELIEYD . T2 MOl ED <KUYV E (CSV) 77 Az
AR—RMLIED TEET,

< BRE
o [f%E%E (General Settings) ] C. [R—# /L% E (Portal Settings) ] Dt % FR T
TET,

o [—H—4 B (User Management) | TiX, TXT® [—H— (Users) ]. [Active
Directory 7 /L—=7" (Active Directory Groups) ], B LN [E5FE 2~/ (Audit Logs) 1DV
A MEFRTEET, FMICOVTE, 2=V —0FH] 22BMLTIZIW,
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Cisco Security Cloud Control (& A |
B < 777> rk—sr5+ o rEEMT 5

\)

GE)  ~wATFTF U RR=FNOFy NT—7EFERFIL, API= 2 FARA » FEEA L TROZ LR
TEET,

+ Security Cloud Control 77> k DYERK

« BE77 @ Security Cloud Control 7F > kD~ /L FFF 2 R iR— X )L ~DiB/N

IINFTFFURR—BIIZTFFU FEENT S
[y NU—27 &8 (Super Admin) | 2 — /L& RO —H—(X, R—FWIZTF > hEB
T&FET, OV —ValEmNoTTFr bEBEMTcEET, 221, I—m o
V=g U mBKRE) =V a Ty FaBMLEZY, KEY —Varmba—a o] —
TaBMLIZY TEET,

| &5

BER TV NMIAPIOAROZ—H—%AERT % L. Security Cloud Control ~®DFFEHIZ API k—72
VEERTHZEEBEIOLET,

\)

GE HA—=2MEEOT T BT 25613, %77 0B APLb—2 U &AERL, TF A
FZ7AMIEEVAT £, ZhUCX Y, BEOT TV FER—ZVIZHBISBENTE £,
b—=2 U EARTDIOICEET T YRR DML EITH Y T A,

FIE

AT TN ERDOSA T[T F > b (Tenants) 1 %27 U 27 LET,

ATw T2 [Add Tenant] 7 U v 7 LET,

ATY T3 HLOWTF o bEBINTHiE, [k~ (Next) 1227 U v 7 LET,
()

1. BEfFOT v haeA vR— T2, [BEFEOTF > bEA VA=K LET2? (Would you like to
import existing tenant?) | F = v 7Ry 7 A% A I LET,

2. Security Cloud Control 2> GBEAF DT F > N &2 BINF 121X, EHD AP N —27 % F o~ TR Y- THE
VAT ET,

3. [A¥A—1F (Import) |22V v LET,

ATY T4 [TF 2 FOFEMM (Tenant Details) ] T, [#/54: (Display Name) ] & [T 7> 4 (Tenant Name) ] & AJ)
LET, R~ (Next) 127 U7 LET,

ATw 75 [Fubya=r7 (Provisioning) ] T,
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https://developer.cisco.com/docs/cisco-defense-orchestrator/create-cdo-tenant/
https://devnetapps.cisco.com/docs/cisco-defense-orchestrator/add-tenant-to-msp-portal/

I Cisco Security Cloud Control (DX A
nF 7+ rf—annsnr+o todik [

» [Cisco Multicloud Defense % A %5{l. (Enable Multicloud Defense) ] F 7 /VEH LT, 7> b
Multicloud Defense # 72 v a =7 L9,

«[7 7 U N2 Firewall Management Center % G %0{t. (Enable 7 7 7 N2t/ Firewall Management
Center) | N7 VEHHIZL T, TF v hD 77 U R Firewall Management Center & 7' 12 £ =
=7 LET,

e[k~ (Next) 127 U v27 LE7J,

@ Tenant Details PrOViSioning

e Provision additional resources
o Provisioning

Cloud-delivered Firewall Management Center

@ enavle carmc

Mulitcloud Defense @
Enable Multicloud Defense

o =) C

ATV 6 [2—Y—DEFK (DefineUsers) | T, 2—¥—% 1 AT OFETEMT L0, CSVT T L—hrEX T
n— KL, RERFEMEANLC I 7ANET v7u—RKLET, BlEnza2—¥—iF, [2—F—VU R
h (Userlist) 1 &7 v a v iZFErnEnEd,

AT FT1 [7F > FOVERK (Create Tenant) | %227 U v 27 LET,

FFY ROERNET LE Lz, 7REYa =2 I35 8850 £7,
RIVFTFUER=F2IHLDTFH 2 ~DHEIRR

FIE

AT TN ERDOSRA T[T F > b (Tenants) 1227 U7 LET,
ATY T2 AFRICERENDIHIGTHHIRT A a2 27U v 7 LT, BLERTF L MEHIFRL £,
ATy 73 [HIEE (Remove) 127V v 7 LET, ZotEx, BMEfMfIFoNzT A AL R—Z L0 OHIBRSNET,

Manage-Tenant 7R— % JL D% E

Security Cloud Control CiX, [F%/E (Settings) ] X—T D~ /LF 7T F > hAR—H )L EANL—H—
THAT S NOREDE G NALZ~ A XA TEET, ERORA O ERE (Settings) 1227 U v
7 LT, BERXR—VIZTZ7EALET,
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EMRERE

Web T2 &V "= Dt v MUZES < EAORMEAE#S 2 2t sh £, 1§
WITIE, TR LTeN—Y R=UTEHELLLERW, 77 0FDON—T gy =g
THSA ADRA PR ENEENET, ZOFRIT. > A I DBEREDHADRIL N & — o & iR
L. Wiz dET 20ERSNET, X TOMERRLT — 2 13EA T, g7 —2133%4ME
SNEEA,

Web 041137 7 /L b THNI /2> TWET, Web b2 BN, FERMICHZIZT D121,
WO FINEZHENFE T,

1. FEflo~A1 T [EE (Administration) ]>[—A&ERE (General Settings) 1 %27V v 27 L
£,

2. [WebZi#T (Web Analytics) | D FICHDHATA X %HT ) v LET,

[2—Y—&H (User Management) ]

~NFTF o MR NVICEEM T LN TS TR TOa—F—La— RN, [=—F—FH
(UserManagement) | CHERCTEET, = —HF =T H v MIBEI, WEEZIFHIFRTE
F9, FEMICOWTIX,  [Security Cloud Control TOZ—H—DEH | 2L T 7ZE 0,

BEOR—=F LT v 3% DA, Security Cloud Control 7254+ 7 7 b1, # %
R—=FNVEIZT T MEATUDREZ D Z ENTEET,

ATV TN wVFTF U bR—ZNT, A EBIERENDLGT T NA=a—% 270y 7 LET,
AT9 T2 [AA vFTF 2k (Switchtenant) 1227 VU v 7 LET,
ATY T3 BRTLER—ZNVEETT U FEBEBRLET,

Cisco Success Network

Cisco Success Network (L2 —W %07 7 7 K¥—E AT, Cisco Success Network % A 201
95 &, T34 A & Cisco Cloud FIZ ¥ & = 7 2 BEe AT S Av, FEADIRDUCBE 92 16 & He
FHEHRBA NV —I 7 EnEd, TVA NI EBRA NI I T FTHZLIEH-T, T340 R
MHDRMROT — 5 2B TENEZHEEATY E— FOEHAT — 9 VTHEET DA
= ALRREIND720, ROAY v ERELNET,

« Xy b= WO OB A\ LSS 572012, FIFATRE A ARl OREREIC DWW Tl
MLUET,
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Security Cloud Control TO1—H—NDEE .

UEICRIATRTREZ2 . BN T 7 = iR — ks =R — 1 U F 2OV TR
L/\ij—o

o A BB DOWEITESTHE T,

TNA AL X =2 T R 2L KL OWERF L. Cisco Success Network ([ZB Gk TX 5 X 9
IZLET, T30 A&, L 721 T Cisco Success Network DR ELZEE CTx £97,

\}

GE) BRI T DU NA T RATZEVT 4 XT T, TIT AT TN, ARRRTLHE, A
B R A 5 34 A D Cisco Success Network R T & F#EX LE4,

» Security Cloud Control (% Cisco Success Network iX E & EH L EH A, REOEH LT L X
kU F#H OFRMEIX, Firewall Device Manager = —%—A % — 7 = A ABR{TUVVET,

Cisco Success Network D H%h1b £ - I EZh1E

VAT LOYIREREIZ, Cisco Smart Software Manager (27 /3 A& B EkT 25 L HITRD LI
F9, BEETIC0 HEOFHEZ A & o A 2T 2586, FHEMROK TRICT 1 2%
BET DMENDY £, T ZA&8ET DL, [(Av— 7 A& Z (SmartLicensing) ]
~—T) Cisco Smart Software Manager (27 /NA A Z X gk D70, I8 EEF—%2 AT LT
Security Cloud Control (Z %8k L 7,

TNRAREREGTHE, R—=F ¥V ThHI LT AL RAZTA B ARE Y Y TEHNLE
T, THRAREBEETDHE, AL TNETRTDOET T ar T4 ABEEINET,

T DR, Cisco Success Network 203452 L T THHENCTEETN, 2047
3 =@ % Firewall Device Manager UL 5 D AMENZ TX F9, WhcT o5&, TNXA AR T
U KLUl ET, UL THOEHOZESCA~— b T4 & ARIEORIFITITH BT
TOEFICEMEER MG L £ 3, FEMIICOWTIX,  [Firepower Device Manager & 7 o ¥ = L —
vary WA R, RN=Var 640 L] O 27 LA OFED [Cisco Success Network ~
DEM L7 arz2B3RLTIEIN,

Security Cloud Control TO 1 —H—NDEHE

Security Cloud Control T —H#— L = — Fa2EkE3RET DA, (T4 7T 47 4 7
0 /NA K — T J1 7 k& Security Cloud Control =—H%— 1L 22— K& OREtR] ZFHA T, ID 7
oA X — (IdP) 7AhD v hea—HF—La— R RREOLIIHAEEMAT202%58 L TL
72 E N, Security Cloud Control = —%—|, FRFEZ 41T Security Cloud Control 7} > MZ7 7
TATELLDIE, Va—REHETDIdP 7 AT b RKETT,

M E O 1dP 2372 R Y | Cisco Secure Sign-On [£3 T ® Security Cloud Control 77> k™
ID 7 u\f X —L7p)ET, ZORLFDOHKY OFE S, ID Fr A 2 —L LT Cisco Secure
Sign-On ZfEA L CW\5 Z L &RiHEE LTWET,
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Cisco Security Cloud Control () &7 |
B 7 rcmEdrshcusi—F—La—koxR

Ty MCEEMT LN TND TR TCOa—P—L a— FNiL, 2a——BElH CHERETEE
T, VR—Fr v b EBREIT D7D BRI T o MZBEEMIT O/ A3 R— b
V=T HRG e £,

THUMIEEM T TWSA——La— FDOERFR
FIg

DA T [EE (Administration) ]>[1—H—%# (User Management) 1 %27 U > 7 LE7,

GE)
VAAYR—= BT T NMIT 7 BEATERNEIZT HITIE, [ E (General Settings) | ~— T
[AIFR—=ERIDOTF > FEERTERWEH1Z9 D (Prevent Cisco support from viewing this tenant) ]
NTNWVRE AT LET, BfsE (50 ~—)

31— —EIEO Active Directory 7 JL— 7

ZRO2—F—PHBEIZANED LT T hO%E, % O =2—H% —% Security Cloud Control
WZiBN4 %8 v 12, Security Cloud Control % Active Directory (AD) 7 /V—7IlZ~v v 7 L
T, a—=¥ =R bea—F—un— L2 LY HRIEFHTE T, HLa—F—0BInek
FO—F—DHIfRE Vo Tz —HF—DEETT T, ActiveDirectory TEITTZ 5D L 97
Y . Security Cloud Control TFATT 2 ME N2 720 £,

[=—H#—& B (User Management) | ~— 75 Active Directory 27 /L — 7" 4B, fwiE. F7-
WTHIBRT 2121, [ry MU — 2 & HE (SuperAdmin) |2 —V—no—/L3SLECTH, FEMICO
Wi, [Security Cloud Control D —H—m—)L ] &L T 7ZE0,

M ODANA T, [RE (Settings) [>[=—H —4 L (UserManagement) | DJIEIZER L E 7,

Active Directory %/ JL— 7

s P DONA T, [[BEE (Administration) 1> [2—H—&HE (User Management) ]]>
[Active Directory 2 /L—=" (Active Directory Groups) | %27 U v 27 L £,

o ZDO—UITIE, Active Directory ¥ % — % THI Y 24T 5 4172 Active Directory 7 /L— 7"
=L RFIRINET,

* Active Directory 2 /L —71ZF £ TV 5 —H —|L, [Active DirectoryZ /L —7" (Active
Directory Groups) | % 7 £721% [ —H— (Users) | # 7IZfEBNCE RS NER A,
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I Cisco Security Cloud Control (DX A
a—H—EED Active Directory ' )L— 7 .

BExng

Security Cloud Control @ [E5# =2 77 (Audit Logs) ] Ci%, = —HF—FEB L O AT AL~
DT 7 varBnigksnEd, [EAr s (AuditLogs) | X Ty 7T v SndERA N
Y MNIRDEEY T,

e A—H—Abq Y 2a—BP—FIHDOTRXTDOA L AZ L A% LET,

s TFT 2 FORER F EBER TR - T b & DO — P —DRENT T E 7o 1 XBE A T iR
Bra BB L £

cA—H—O—ILOERE : =—HF—m— LOEFZTEHRLET,
« Active Directory ' )L— 7 : AD 7 /L—7NOEM, HIkk, BLOr—LOEEEFTH L E

R

FIE :

1. o<1 > T[EE (Administration) ]1>[1—H—&H (User Management) 1% 2 U
7 LET,

2. [E#An 2 (AuditLogs) 1#7 %27 Vv 27 LEd, HEQ A DT F 2 hdA R e
TITFAETF 4 DY A NRERINET,

3. FWEDZ—VP—Dn 7 EZMETHITIE, K (Search) 17 F A MR v 7 A&MHLET,

4 TANETAarE7 ) v LT, MEBMREKY A, FFEDA XY b EFRLET,
[RFfH#EPH (TimeRange) ] & [1 X2 F7 7 I 3> (BventAction) |IZ¥SW\WTr /%7 4
NPT EET,

5. [£Z AHR—1 (Export) 127 VU 27 LT, itz CSVERXTH Y e—FLET,
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. 21— —EI0O Active Directory 7 J)L— 7

X2:BEE0)

User Management
Displaying audit logs

Users Active Directory Groups Audit Logs

[ Q S f dit logs by use ] Displaying 472 results

Action & Details Date/Time User &

; 7/31/2024
User Login logged in )

Role changed to Edit Only for user 7/26/2024
User Role Change e

o User associated to 7/26/2024
Tenant Association
tenant | 21:21 P}

User disassociated 7/24/2024
from tenant 32:33 F

Tenant Disassociation

7/23/2024
AD Group Added AD group added ]

7123/2024
AD Group Deleted AD group deleted i i

TIILFO—)L1—HF—

Security Cloud Control ® IAM ASREDNEIR &AL, = —HF =B O — L 2O LN TE 5 &
27D F LT,

2 —+4F—| Active Directory DI D 7 /L —T 1B L CWAEANRH Y, TN HD T V—T1%,
Security Cloud Control (233N C#:72 % Security Cloud Control 7 —/L CEF CTX £§, = —H%—
N 7 A CRHZEAG T D R e HERR IX, E DO —H—23E LT\ %, Security Cloud Control
TEFRIN TS T XTO Active Directory 7 /L —7 D — /L O AHEDOETT, =& 21X,

2 —H =732 DD Active Directory 7 /L —F 1B LCHEY | WG DT N—TRN2 50850 —
NV (FREFH LT 7 a A BHR E) T Security Cloud Control [ZIEBMENTW A A, 22— —
IRERH LT T oA EHOMFOMRZFFHET, 2L, LEORD 7 V—T Lo —LC
HHISNET,

Active Directory 7' /L —7" D~ ¥ 7 % Security Cloud Control CEFT DML ENH B DI 1 (]
EFTHY, 2a—F—D7 7R LHEROERIL, ZO%, BA2D 7 NV—THTa—W—%E
N, HIBR, F7213BE 5 2 L2 X > T Active Directory CHEMIAJIZ AT TE £ 97,

)

GE) Z—HF =N, AANL—F—=THY ., »2E LT F > kD Active Directory 7 /L — 7128 JE LT
%60, A=Y —D2—H% —n1—)L3 Active Directory 7 /L —7 D2 —HF—m— /)L L Y §
BlhshEd,
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Active Directory 4 JL— 7 % Security Cloud Control IZ:BINY % 1= DRIREH .

Active Directory ' )L— 7R API T2 KR4 > b
Ty MU= EREFIL, APL= 2 RARA v M EEHA L CROBIELZFITTE £,
» Active Directory 7 /L — 7" DYERL
* Active Directory 7" /L — 7" DHl| &
* Active Directory 7 /L— 7" D25
» Active Directory 7 /\— 7 O U5

* Active Directory 2 /L — 7 O If5

HIIRD U > 7 T, Cisco DevNet Web 1 DX T b8 7 v a NIBENTE 9,

Active Directory -’ )L— 7 % Security Cloud Control [Z:8/N3 % =8 DRI

REM

a—HF—FH O L L T Active Directory 7 /L—7"~ v £’ > 7' % Security Cloud Control {ZiE /I
95121, F 7 Security Cloud Sign On |Z#E 5% A @D Active Directory 234 T4, Active Directory
ID 7u/"Af Z— (IdP) NEZHAEINTWRWEAIL,  [dentity provider integration guide
[Je3E] M LT, #H A X A Active Directory IdP A ICIR DIEFHR A A L E7,

« Security Cloud Control ®7 ) > 4 L Y —T g
s HAZLN—TFT 4 T HEFZFRTDH FAA L (B : @cisco.com, @myenterprise.com)
« XML EROFEHEL 7 =T L—va v AT —4
Active Directory DA 735 T L7= 5, Active Directory [ZIR D 5 A X I SAML B3R A B0 L %

9, Active Directory DFEA 2358 T L 72141 Security Cloud Control 77> MNMIH A A T 5IZ
X, SAML ZR & BHEAMLETT, ZID OE TIERLF L /NCEDRRBI SN ET,

« SamlADUserGrouplds : Z @ &M%, = — —7% Active Directory ETFOT X ThD 7 /L—
TOREMN T AR LET, eI ROAZ Y=gy MORT L IIZ, Azure T
[+7 N—7BRDIBM (+ Add groups claim) ] ZER L £,
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https://developer.cisco.com/docs/cisco-defense-orchestrator/create-active-directory-group-in-cdo-tenant/
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https://developer.cisco.com/docs/cisco-defense-orchestrator/modify-active-directory-group/
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https://developer.cisco.com/docs/cisco-defense-orchestrator/get-active-directory-group/
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. Active Directory %' )L— 7 % Security Cloud Control [Z:B/09 % 1=h DETIZ &M

3: Active Directory TEZSNT-H X LEX

= Microsoft Azure £ Search resources, services,

Home * Cisco-COO0-Dey * Enterprise applications > securex-okta-ci > SAML-based Sign-on >

Attributes & Claims

=+ Add new claim  —+ Add a group cdaim =2 Columns 57 Got feedback?

Raquired claim
Claim name Valua

Unigue User Identifier {Mame 10 user.userprincipalname [mameid-for.. ***

Additional claims

Clairm name Value

hittp/fschemas xmiscap.ongfws/ 200505 fidentity/claims/emailaddress user.mail

hittp/fschemas xmiscap.ongws/ 200505 identity/claims/givenname user.givennams

hittp/fschemas xmiscapuongfws/ 200505 identity/claims/name user.userprincipalname

hittp/fschemas xmisocapuong s/ 200505 identity/claims/surname USELSUMamea T
[ SamlaDUserGrouplds | USELQraups 2t
| samiscurceidpissuer | “https:/ysts windows.net/1e491488-.. ***

« SamlSourceldplssuer : Z D J@&MEIX, Active Directory f ' A ¥ A% —EIZ#BI L9, 7=
EXIE RDOAZ ) —2ay MORT XD, Azure T [+ /—T7EROEM (+ Add
a group claim) ] ZJER L, A7 o —/L L T Azure Active Directory sl 1% 21T £ 77,

[l Cisco Security Cloud Control D&
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4: Azure Active Directory DR FE R DI+ 5%

= Microsoft feure

Home * Creo-CDO-Dew » Enterprise apalications

securex-stage | SAML-based Sign-on

RRCUTEE-FLR] 8

21— — &I Active Directory &' )L— T D& .

13 Zagrch rescurces, sendces, and docs 05+

Enterprise Application

B Cherview

[ mepioyment Fian

Manage

1] Properies

& Jremess

4. FRoles and administrabors (Fresiea)
S2 Ukars and grangs

2 Single sgn-on

B Provisioning

! spplication prosy

S Sall-sersice

Security
% Conditional Acoess
.f. Parmisions

B Token ancrppton

Arthiby

T Sign-in logs

S Usage B insights
B sudit logs

W Peosioniog logs

IT AOOLSE MOVOWS

artributes & Claims

T Upload metaciata il w2 Chenge single sign-on made  £= Test this sppiication B Gent Femcinack?
EUTLIRTITRFLA R LAY
Relay s Otz
Lagaout Ld s

£ Edit
givenname UEr Givan name
Burnams AT SUFRA e
amaladdnizss AT T
Fang LT SR i N
SamiGourceldplsnsar Ttpaystswind ows net Ted2 1488 6253~ -a021. 03 300
{dac?6f~
SamiaDLEerEaupids W Groups

Linigue Lisar Ddanti R Rl e T ER

SAML Signing Certdficate

Statuz At

Thum jng ATECETR AT I3RS N6EER TR TAFTOGDIEET 16R0
Expiraticn 11/9/2028 B:1151 PM

Matification Emal

App Federation Metadata U | e oG neicrosoltaninacamy 1ed3 14686258, [y |
Certilicate (Rasefd) Dramibcaad
Certificoie (Rawh [orwmioad
Fedaratioe Matadata Xl Terambound

Zet up secunex-stage

W'D i e configisne B applation ta Bnk with Azunk AD

Lagin URL

Azure A0 Igentifies

Lagout LIAL

|Hl.pb'.-'ﬂnginrril:ru:uﬂoninvmml'h@“ﬁﬁ-ﬁ?.‘h. E
|m‘h:s;f.-’!::smnumnw1m1dua-635a-ﬂﬁ1-m1.. By
|*nwnnginmuu:uhoninemrn.r1l:¢'§l1-133-l525a\... ]

e ste - by-sbep instructions

1 —+H—&EF Active Directory ~/ JL— JME/N

Active Directory 27 /L — 7 Z 38, fate. EIFHIRT 512X, Ry MU — 27 FEE
(SuperAdmin) ] =—H—— /L BRLETT,

FIE

AT 71 Security Cloud Control {22 74 > L ¥,
ATY T2 ERDO~NA 2 TIEE (Administration) 1> [1—H—&E (User Management) [ %7 U v 7 LE9,

AT w73 [Active Directory” /b'—= (Active Directory Groups) | ¥ 7% 27 U v 7 L%,

& Edit
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. 21— —& I Active Directory 7' )L— T D#RE

AT v 74 Active Directory 7 /L — 7 DB () NEHr )y LET,
ATy TS ROWEHEANTILET,
« [/ V—7"4% (Group Name) |: —EOD4HIZ AT LET, ZOLAHIIL, Active Directory D 7 /L — 74,

E—HT A0 EIEH Y £ A, Security Cloud Control [ X, Z D7 —/V RO LT H AR — LT
FHA,

« [Zv—7ID (Group Identifier) ] : Active Directory 725 7 /V—7 1D % FEICANILE T, ZL—7ID
DIEIE, WAZ DEREFZED 7 NV—TID LR L THLILERDHY £3, ZOMHEIE, Z7V—7D—ED
ID (xS T DAEEOME (my-favourite-group, 12345 72 L) IC+5Z LN TEE T,

« [AD#17# (AD Issuer) ] : Active Directory 7> & Active Directory D¥E{TH Dfiz FE)TAS L ET,

s[m—/L (Role) ]: 22— —m—L&EBINLET, IO Active Directory 7 /L —7IZ&EFENDHTXTD
2—PF—Dr—/LPREY T, FEMITOVWTIEL,  Security Cloud Control D —H#—1—/ 1| Z 5
LTLEENY,

o (7= ) [HFEEL (Notes) ]: Z @ Active Directory 7 /L — T S piERL 2B L £,

ATv 76 [OK] ZE#IR L 9,

21—+ —&HF Active Directory 7' JL— T DiRE

1R BRI

Security Cloud Control C Active Directory 2 /L — 7' D= — W —EF B A {RET H 85513, Security
Cloud Control 7% Active Directory 7 /b — 7 Z IR D IELE T 2 AL TE 5 Z LITER LT E
S\, Security Cloud Control T Active Directory 27 /L —7"Z D b D OFfFEILTE £/ A, Active
Directory 7 /L —7ND2—HW— 1 X F &R 21213, Active Directory Z /32 LEED H Y
S

FIE

AT w71 Security Cloud Control {21 7' > L9,

RTw T2 ElO~A T EE (Administration) 1> [1—H—&E (User Management) 1 %27 U v 7 LE7,
AT w73 [Active Directory 7 /L —= (Active Directory Groups) ] ¥ 7 %7V v 7 L¥ 7,

AT T4 TS Active Directory 7V — T HE L, WET A 2% 7V v 7 LET,

ATYTS ROMEEEELET,

o [ Vv—74% (GroupName) |: —EO4HIEZ A LET, Security Cloud Control i, ZD7 4 —/L KD
Rk SUT 2P AR— R LTOVERA,
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[2—/L (Role)] Fr v T X T A= a—nb2—H—DH L\ Security Cloud Control D=2 —H—nm—/L %
IR L E7,

a—PF—La— R, =P —ICEEMTONTZAPI =2 v BH D5 Z LRI TV AEAE, = —H—
Dr—LEEFL, fERELTAPI h—2 VZHIRT 5 Z L 2R T O2LERH Y £3, )
VZEzZUVvyZ7LET,

Security Cloud Control 7% API h—727 & HIkR L7256, =—HF—T@#fE L, LW APL h—2 VA2 /ERLT
L EEMLEET,

A—Y—0O0—)LO1—H—La— FOHIR

Security Cloud Control @ —H#— 1L a2 — RZH(RT 25 & =—H%F—L 22— KD Cisco Security
Cloud SignOn 7 7 > b & D~ > B 73, BERT b7z = —% —73 Security Cloud
Control |l /A L C& 772V EF, =—VP—La—FzHlkRTLL, O —H—La—
NIZBEAHT 5T D APL b—2 U bR S N ET (FFET 5354E) . Security Cloud Control
Da—HF—1L a— R&EHIERL TH. Cisco Security Cloud Sign On D= —%—@D 1dP 74 7 > b &
HIBR S L EH A
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I Cisco Security Cloud Control (DX A

a—v—La—rouk [

A\

6=
g‘(“\ﬂ—o

ZDOHX AT EFELTT HIZIE, Security Cloud Control TH v h U — 7 FHF 0 —/L D1 — /L3

A—H4—La— FDHIE

=P —La— RICERIN TN D=L EZHIRT HI2E, ROFIEEZETLET,

AT w71 Security Cloud Control {22 7' A > L7,

RTw T2 ElO~A T [EE (Administration) 1> [1—H—&#E (User Management) 147 U v 27 LET,
AT9T3 HBT 22—V —DITOZHFET A are 27 v LET,

ATy T4 [OK]Z27 V7 LET,

ATwTS [OK]| %27V >y 7 LT, 7Fy b7 A0 MEHIRT 52 & 2R LET,

Security Cloud Control ) [tf—E X (Services) | X—

[r—E & (Services) ]-X—IZ1%, Security Cloud Control 3BT 2 —E XD U X hNFEIR
SNFET, [FMC] ¥ 7 %#i%IR$ 5 & Security Cloud Control 7 7 7 > MMZ Y 7 L TW5 7
7 U REEMEAE Firewall Management Center & | Security Cloud Control (24> R —7 4 > 7 ST
W5 RTD 47 L I A Management Center 28 —EF/RINET, ZNHDOAF T LI A
Management Center |2 L > TEH I DT 31 AL, [4 X2+ U (Inventory) ]~—VIZFKR
SNFET, [P—ER (Services) | X—Y D [EF =7 27 % (Secure Connectors) ] ¥ 7IZ
X, EXaT7axs b —ERRINET,

[FMC] # 7% 27 U v/ L, BODTTATA 3 () IV L TCAHUYT IR
Management Center % 4> R—F 4 7 L, HROSXA v OF T a v EFEHLTT S, AT
7 vavEFETTEET, £, /=T 3 . Management Center CEE I TNDT /NA A
DI, THAARZAT | THAA ADRAT —Z Al EOTNA AEREMRT DL HTE
FT, BHART NS AOT A ar i)y 7 35E, [ Y (Inventory) ]S— UM
ForEh., BR L7z 427 L 2 X Management Center |2 K > TEHINTWD TN, ANHE)
BINCT7 4 VB Y o 7 ENTHERTFENET, [P—ERZ (Services) | X—ITlk, —FEITEHD
4 7L X A Management Center % %R L C, Management Center O 2 )L — 7" CJ X C—F (2T
JarEFTTLHIE L TEET, 77U N Firewall Management Center 7318 4R X 41T
WA, A7 L I A Management Center Z B R TEX EH A, HrLnvEXFa T axs ¥ &iB
MUL7ZY, BEfFOEX 2T ax s X TT /7 var #FT L0 351203, [BEFaTaxrs¥

(Secure Connectors) | % 7 Z &R L C 7 Vw7 LET,
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Security Cloud Control ® [4+—E X (Services) ] X—

[EE (Administration) ]> [Firewall Management Center] (28 L £,

| Cloud-Delivered FMC 20230711 a3 Cloud-Delivered FMC  Active 17:29:29 08/28/2023

7.4.0-build 1908 @3 | On-PremFMC O synced 13:34:43 08/28/2023

73.0-build 69 @6 | On-PremFMC O synced 13:34:43 08/28/2023

731-build 19 @4 | On-PremFMC O synced 13:34:43 08/28/2023

7 7 7 FEEHH Firewall Management Center D355, [—E A (Services) ] X—IZi%, KD
BFwNFRINET,

« TF 2 M 7 7 v R Firewall Management Center 23 BB STV WA, [7 7
7 RIEHRIFMCO %01t (Enable Cloud-Delivered FMC) 1% 7 U v 7 L4, FEZOW
Ti%. T[Enable Cloud-Delivered Firewall Management Center on Your Security Cloud Control
Tenant] [JEFE] 2SR L TS EZEV,

« 77 7 R Firewall Management Center |ZJif S 17 Cisco Secure Firewall Threat Defense
T ZADH,

» Security Cloud Control & 7 7 7 R$g{it/ Firewall Management Center ~<— 3 [f] D&t 0> A
T—HF R,

o 7 Z 7 REEHUH Firewall Management Center D¢t D /~— b E— K, T, 7 7 v Rigfk
i Firewall Management Center H KD X7 — % X L EFEBT 57 54 ZADEKNZ DX—T D
TN ERBIZFAMSNERAERLET,

« B|IN L7z 7 7 7 R Firewall Management Center D7 A N4,
[7 Z 7 FIEHEIFMC (Cloud-Delivered FMC) ] Z&IR L, [7 7 v =2 > (Actions) ], [EL
(Management) ], F72IX[RXE (Settings) |4 > DV 7 ZHEH LT 7 7 v R Firewall

Management Center =—W'—A L ¥ —7 = f A& E, 7V v 7 Lz 7T 5T
WOREL AV HFATLET,

[7 7+ a > (Actions) ]:

o [EHEOHERR (Check For Changes) |: 7 — 7 VDT A 2l AT —Z ZADFEHIT, =D
R—UL 7 Z 7 REEHEA Firewall Management Center 23 ¢ f% (2 A1 S 47z & X 12 Al iE
REMTHEFSNET, FEIT 100 2L iiTbiE T,

o [2BH (Deployment) ]: 7 7 v N2 Firewall Management Center 07 /XA A 3% 7 & BH
NR=UNRFINET, RELEFEOEM] 2L TSN,
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I Cisco Security Cloud Control (DX A
Security Cloud Control @ [y —E X (Services) ] R—2 .

s [V—2 7 — (Workflows) |: 7 /31 A &ilfg 7 5 & =T Security Cloud Control 2332179
HFTRCOTAVAEET=HF—TFT 520D, [T—2 71— (Workflows) ] X— 3R
SNEF, [V—2778v— (Workflows) | X— ] ML TI7ZS0,
https://docs.defenseorchestrator.com/#!c-workflows-page.html

« [API=Z 271 —F (APlExplorer) ]: 7 7 U R{ZHA Firewall Management Center ¢ REST
API N—EFRRENDHX—TUNERINFE T, Secure Firewall Management Center REST API
DHA REZRLTITZE,

[&2 (Management) ] :

« [T /34 A (Devices) |: 7 7 7 Rt Firewall Management Center 75— 4 /L B2 %f
T L T A ERRAN—UNERRZIET,  [Configure Devices] &ML T 72
é l( \O

« [V — (Policies) |: VAT LEOT 7 A 2 ba— L RY U—%mELZD,
AAZLT Ay br—b R =B L2 572D, 77 7 A Firewall
Management Center "R — % /L DR Y 2 —~_—UNFR SN FE T, [Manage Access Control
Policies] Z#ZM L T3V,

s [A7 =2 & (Objects) ]: FRIAFEEA TV =7 NEEHT L7200, 777 RigfitA
Firewall Management Center 78— % /L DR U 2 —_X—UNF/RILET,  [Object
Management] ZZH L T 7230,

« [NAT] : BEUZH T D5 734 A TRy U —2 7 RLABEHARY O — %R ETH20
D, 777 FIEH Firewall Management Center /h— % /L DR ) 2—_R—UNFIRINE
7, [Manage NAT policies] ZZH L T 7230,

s [¥A FEVPN (Siteto Site VPN) ]:2 2D A hEDOH A R VPN R U > —%5HET D
7200, 7 F v RIEAH Firewall Management Center 78— /LD A ] VPN & > & = 7R —
RR—UMFRINFET,  [Site-to-Site VPNs) B L T2 &0,

«[VE—F7 27 EAVPN (Remote Access VPN) ]: VE— 7 7 EA VPN REZFRET D
72D, 7 7 7 KA Firewall Management Center 18— % /LD U &— k7 7 & A VPN # v
VaR— FN—=URFREINET, [Remote Access VPN] B L T 72 &0,

[T v b7+ —LFEE (Platform Settings) | : AVMIE E# LW S F S E B2 E L,
WL DD T A A TEDEE AT D700, 7 Z 7 R Firewall Management
Center N—X VDT T N7 5 —LEEN—URFREINET, [Platform Settings] % &
RLTS7EENY,

[ AT A (System) ] :

* [(XE (Configuration) |: ¥ A7 AMERRELIEET H720D, 7 7 7 R Firewall
Management Center /"N — 4 /LD AT AREN— VPR R SVET,  [System Configuration |
ZZRRL T2,

«[A¥— KT A4 A (SmartLicenses) ]: 7/ AT A B AZEI VY THDD, 7
7 U R{EHA Firewall Management Center R — % LD A~ — h T A B U AR—VNRERI N
¥ 9, [Assign Licenses to Devices] #ZM L T 7ZE 0,
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Cisco Security Cloud Control DEA |

. Security Cloud Control ® [4+—E X (Services) ] X—

* [AMPE# (AMP Management) |: X NV —72 EO~L =T 2L 7 ey 795
DIV AT ABMERT A4 0T ) Vs v 2ARERMTH . 7 T 7 REEHA Firewall
Management Center 78— 4 /LD AMP EHL_—UNR/RSNET,  [Cloud Connections for
Malware Protection] ZZH L T 7230,

o [TAA ADEFM (Device Health) |: S EIFEREFHEA U —FZEBH LT AT
ADN=RT 2T BLOY 7 b T =T OEFERIELHERT D, 7 7 7 R Firewall
Management Center ’R— X /L DNV AE=H Y U T R—UNRF/RIET, [About Health
Monitoring| Z#ZM L T &0,

«[BA (Audit) ]: WebA & —7 = A AL a—PF—LDMFEDLNLIUTK L TERI N
LERLVaA— RERRTLHDD, 77U REEMA Firewall Management Center 78— % /L 0D
Ao 7 X—UNRRRINET,

* [Cisco Cloud-f “X> } (Cisco Cloud Events) ]: A X k% SAL (SaaS) [ZE#EEET D &
212 7 7 U N2 Firewall Management Center % 3¢ 23 5 729, Security Cloud Control
RN—2% LD CiscoCloud A X2 FRER—VNEKRINET, [SendEventsto SAL (SaaS)]
ZZRLTLLEE,

7 7 v RigA Firewall Management Center C, H WG R Z 227 ) v 7 L, [—=TY L
D~ (Page-levelHelp) 2R L T, RL TWEOIR—VOFEME, SHICETTED
T va rEMERLET,

2177 %4 J T Security Cloud Control & - 5 77 FiZ{£%! Firewall Management Center 7 7' 1) /7 —
LavERCHEEEDYR— K

7 79 R Firewall Management Center C BT Dl 754 A E 721 3A TV =7 b
ERETDHEEIC, BNMOT T UYL T THEUIBRRE—TVEZHWT, 72747831 Security
Cloud Control & 7 7 v RE{IMH Firewall Management Center 78— & /L ClRAIIRFIC/EETE £ 97,
7= & Z21X. 7 7 7 RE2fA Firewall Management Center T4 7 2 = 7 M &{Ek L, FIFFICEZ & =
U7 4R =0 bAEK S 21~ ka2 % Security Cloud Control TE=4 —TXF7,

Z OFREIX. 7 7 v R Firewall Management Center 78— 4 /UIZ #9297 T Security
Cloud Control V > 7 T CTXx £9, HLWZ 7 T2 Z 7 FEEA Firewall Management Center
=2 NV aR <, WOFIEEZFATLET,

Security Cloud Control 78— 4 /LG, Ctrl (Windows) % 721X Command (Mac) ~& > & L7
FE, ST DV I E2I7 VT LET,

\}

GE)
—a—o

LElIZY vy 35E, RUYTT[7 T FEML Firewall Management Center] ~<— 230 & £

HLWZ 7T 770 REEAP Firewall Management Center 78— 4 /L~3— ¥ % B < il & IR IZR L
\i ﬁqo

o [V—L&H—E A (Tools & Services) ]> [Firewall Management Center] %R L, [7 T ¥
RIEAEAFMC (Cloud-Delivered FMC) | 38R L £,
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I Cisco Security Cloud Control (DX A
Security Cloud Control 7/3f R & —EXDEE .

H D~ ¢, Ctrl (Windows) F7-1%Command (Mac) R¥Z o ZMLi-xE. 77/ %
AT HR—=THE I v LET,

s [AT7 Y =7 b (Objects) 1>[ZDMODFTDA T Y =7 k (Other FTD Objects) | Z 38R L
EJu RN

« Security Cloud Control ~— 047 EMICHIMBT A a2 &7V v 7 L, FREINDHHBHE
7 4 =)V RITHRERLFHN 2 AT L ET,

ARG 5, Ctrl (Windows) F7-/ZCommand (Mac) RZ L ZML7-F %, KEIT7 A
a7 Yy LET,
o [# v 2R — K (Dashboard) ]. [Z A v 2 77 3> (Quick Actions) ] DIEIZIEIR L £
‘3‘0

Ctrl (Windows) F72i% Command (Mac) A% > &M L7=FE, [FIDKR U > —DEH

(Manage FTD Policies) | £721% [FIDA 7 ¥ =7 F D& (Manage FTD Objects) | % 7
Uy 7 LET,

)

GE) L\ Security Cloud Control 77 MZUIV 2 5 &, H LW 7 TT TIZHW T DT
% 77 v Rig{tA Firewall Management Center R— ¥ A 30 77 o N LET,

BEEE
» Cisco Security Cloud Control % {# ] L 724> 7" L I X Firewall Management Center ¢ ‘& Ff

« 4> 7° L X A Firewall Management Center O 4 > 7R — K
« Security Cloud Control 77> h D7 7 7 RgHtH Firewall Management Center @O U 7 = A k
* Secure Device Connector

* Secure Event Connector

Security Cloud Control 7/ 1/ R & H—E XD EE

Security Cloud Control Z{#H3 2% &, [ > U (Inventory) | X— TH L HR— FEHLD
TN ApFR, B, T VA, BRUGHETE £, [4 X kU (Inventory) ]
R=Unb, ROBIEEZFITTEET,

« Security Cloud Control HHEH DT /XA 2 L —b 2 &4 R— K LET,
c BEIR DT NA ALY — RO ERE L EOREZ R R L ET,

AR —RLIETANARET T L— NEfEROZ 713U TR LET,  [Security
Cloud Control A > F UfEHR (110 <—°) | 2R LT EE,

cfH L DT NA ALY —EREFME L, T/ arE2FATLET,
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Cisco Security Cloud Control DEA |
. Security Cloud Control D T/Nf ADIP7 KLADEE

c TNA ALY —ERICEFOERER R L, MEERELET,
s RIZE > TEHE SN DEEAEAT A ZADIEFWERT —H A %2R LET,
o 7 7 v RHEHA Firewall Management Center
« 471 I A Management Center
75 7 R Firewall Management Center |2 J2 > TR FL &N 5 BRI T A ZDBE
X, 2T ABRADTNAAD ) — RAT—H AL RRTEET,

cZHl, AT IPT RLVAR, BT NVL, VITABEEILT VT, T AEET

VT — R ERBLET, REBTEHRLTFE/NLTFRRBI SN EFA, EEOMBSMN%
AT 5L, D7 EHIDOFRMFIZ—FETHT A AL —eARFREINET, [—
VLULORKHE (113 8—) | 2R LTIEE N,

cTNRAALZAT N—=KRxT VT h=2TONR—T 3, Snort 23—V 3 v, RIEA
T—H A EEEIREE. BEA M. Secure Device Connector, 3B L RNT LT, T34 ZA£7-
X7y TV — R DT A NEERDIARET, 7405 2B LTLIEIN,

Security Cloud Control D T/A1f ADIP 7 KLADEE

IP 7 RLAZMH L TT /31 A% Security Cloud Control {4 >R — F§% & | Security Cloud
Control TIXZDIP 7 RLART —H R—=RMRIFEI, T3 A L OBEIHEH S ET,
TNAADIP T KU ANPERE =A%, Security Cloud Control [ZfR7F SV TWA IP 7 K
VAZFEHLT, LT LRI ESEDHZ EMNTEE9, Security Cloud Control TF /3
AADIPT RLAZELLTH, 710 ZAOHMITELE SN EH A,

Security Cloud Control T7 /34 X & DEFIMHEHTHIP T FLAZER T HI121E, ROFIEE
FITLET,

FIE

AT TN EONRAL o THEXFAYTFATNAREZ7 Y v 7 LET,
ATFY T2 [T34 A (Devices) |7 %27 V7 LTTNA A& ROFET,
AT T3 WURTNAAEATDE T Y v 7 LET,

TUNEER=D LV ORBEMHEAL T, BBERT AL AERDTHIENTEET,

ATYTE IPT RLVAZERET LT A AEERLET,

AT TS [T/34 ZADOFEM (Device Details) ]XA > D LT, T34 ZADIP T RLADKIIH LMRERT %0 U v
7 LET,

Nashua Building 1

ATYT6 74—V RIZHLWIPT RLAZAAL, HOOF = I RZ %27 ) v 7 LET,
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I Cisco Security Cloud Control (DX A

Security Cloud Control TOD T /31 ADRZRINDEE .

FTAAL ZARITEFE SN NZD, T8 2D [REAT—H A (Configuration Status) ](Z1%, 7l & &
[[EHAZE A (Synced) ] EFRmEINFET,

BEEIER -
e TF U FETOT A ZAOBE) (109 =2—)

« Security Cloud Control ~D7 /S A —fEF#HEEE (108 <—)

Security Cloud Control TD T /N1 ADZFINEE

FIE

ATv I
ATvT2
ATv7T3
ATvT4

ATy TH

—

TRTCOTNA A, T/, 77—, BILXOY—ER|ZIL, Security Cloud Control ~@
R — REFEIIIEREHCARINMIT ONE T, T4 AHEOHREEZE LTI, TD4
AiZEETHIENTEET,

FRORAL o TEFa)TATNARET Y v LET,

[7/3 A (Device) | #7 %27V v 7 LTTNA AERDTET,

AR EET DT A AZERLET,

[7 /34 ZD7EM (Device Details) 1A > D LT, T34 AL ORICH DMRERZ %7 ) v 7 LET,

Nashua Building 1 7y

TA—NRICH LWARETIZ AN L, BEOF =y 7 RZ 27 v 7 LET,

TR ARRITEE I NIRRT, T3 AD [REAT —H A (Configuration Status) ] 121X, 5l &
[FH#AFE A (Synced) | EFRmINFET,

TINAREH—ERDY A DI RAKR—F

ZOFHETIE, A ALY —ERADY A bE2ar~XKUVE (csv) 77 A /VICT T AR—
M2 HECOWTHALET, Z0ERKIT LS. Microsoft Excel 78 ED AT Ly Ri/— b
TV r—2aryTT77ANERWT, UANADOT AT LEBWFEZXTD, 7 0 VA0 L
720 TExET,

T AF— FRE L, FAALRETFUTL— M TTHETEXET, BIRLIZT A RAZ A
TRTT, TNNAADFEME T AR—FT5Z2 L6 TEFET,

TNARELY—ERADY A N7 AR—MT DRI, 74 NVEXL 2 ERT, =7 AR — K
L7ZWERNA R N T =T NI EREINTWAENE I DEHRLET, TXTDT 4L
BT VT LTI RTCOEHMNRT NA AL —EAEERT I, HFRE 7 L2 L TTR
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B 7 zzeozozs—t

TOTNA ALY —EADO—FaFRLET, =7 AR— MEREIX, (X M) T—7 i
RRENDONEE T AR—FLET,

FIE

ATYT1 EORL o TEFaYTATNAREZ ) w7 LET,

AT T2 [T34 A (Devices) | #7570V w7 LTT A RAERDTF D), [T 7 L— 1+ (Templates) | ¥ 7 %7
Vw27 LTETFATAAL ZAE RO ET,

ATY T3 WYRTNAAZATE TV w7 LT, TOXT DT NA AQFME T AR— T 250, [T3C
(Al) 1227V v 7 LTTRTOTNA ADLiMAE T AR—FLET,

TANEBILOR=V LV ORBEEEZMEH L T, BERTNNARAERDITHZENTEET,
ATy T8 [CSVIZY A=/ AKR—h (ExportlisttoCSV) %27 U v 7 LET,
E=IED ? 0

e &) + Create Template + Onbaard

W

AT Turs T ERERENTZH, csv I T ANVERFELET,
ATYT6 ALy Ry—h T 7V r—2arTesv 7 7 A NVEBRNWT, fREWNEZTZD 7402 ) T LT120
THZLENTEET,

TINARBEDITY AR— k

—EIZZ I AR— N CEXATFAAL ZAREITI DT T, ROFIEEFHEH LT, T34 2D
EHISON 77 A NIy AR—FLET,

FIE

AT9T1 EOSRAL L TEFAVTFATNAREI Vv 7 LET,

RART9 T2 [T/314A (Devices) | 7% 27V 7 LTCTNAAAERDIT L0, [T 7 L— 1 (Templates) | % 7 % 7
Uo7 LTETATNA A% BHOITET,

ATV T3 WURTN_AALZATDETH Y v 7 LET,

TANBER=D LV DRFEHEHN LT, BT NANARAEROTHIENTEET,
ATV T8 VERT N AR LT, iR R LET,
ATFw s [T727 a3y (Actions) 131 C, [REDTZ AKR— K (Export Configuration) ] &R L £,
ATw 76 [HEFE (Confirm) | 2R L T, HEZJSON 7 7 A /L E LTRIFLET,
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I Cisco Security Cloud Control (DX A
Frqszongy >y ||

TINA ZADINERY >0

SR = A~DNA =1 7 ZERL L, Security Cloud Control TEHLT %7 /34 A (2B
FIF5ZENTEET, ZOBEZHBHL T, WTRDLOT AL A0 =V~ F—T % ~D
ER7e ) o7 HERkCEET ( ZOBREEFEHLT, =Yy, R¥a AU N Y —

A, A2 wiki, IR L2 OMO URL ~D Y > 7 ZAERTE 4, LERBEOIELY
YO ET AL AEEMNT D LR TEET, RV 7 ZREHIEEO T S A BT
Lzl TEET,

External Links

& Search

Add External Links @

TER LIz v 7 IEE IS CHEETE ETA, R0t ) 74 BIRIEDY $HA, L
ZIE, WBA LT LI AT, I VPNEEREN L THED URLICT 7 B2 T5 2 &ick-
TR¥EF Y DU — 2 \CHfT DN EN b DB, T OB SN ET, B2 ED URL
E7uy s LTVEHA, TNLOURLIFSIEHE 7 n vy 7 SvEd, RS T2V URL
I EFEHIR SN EE A,

locationZ= %4

URL (THLA AT Z &3 TE S {location} ZHATERL L E L1z, ZOEEIZIZ, T/ ZAD 1P
T RUVABRANESNET, WRICHIZRLET,

https://{location}
WZRELET,
REEIELR
e TNA A —bEES (109 *—)

e TFTNRA ALY —EZDY X bDT Y ZAFR—F (103 2—)
TINA AN DHNERY) 2 DYERK
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SNTH T ZRBRTEET,

FIE
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LCEMESNEET TR, TN AFBEA T FELTHANLEREA,

EE A EDTF AL A ARERERE LIAT Ve 7 MR LI, R ERELE L
FHVEDT /A AZDNT, A== T A FEMALTAT Y=y MO 5B RN
ETEET, £, TRTOF AL ALK LTA—S—T 1 KT BUERDDAT V= [ &
fERL. ZOAT Y=y MM LT R TOF A AT 50K Y S —k (FRT 5
SELTEET, AT VxS b A—S=TA FTR, T AR THAT 2R Y ©—0
NS Y MEMFRL, Hx DTS ADBITIEL THY =2 BETE T,

e z2IE, AT A RZT IV B —R—=3HY | TV H P —"—FT =V Fprint-server
EERLCWD YT U A 2EZXTHEL LD, ACLIZIE, Y FH—"—Df F—Fy |k
~DT T AEHEETHL—AVERELTWET, TV ¥ == FT7 =7 ML, A
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I Cisco Security Cloud Control (DX A
martrosntIszs |

TAAZELICERTEDLT 74NV MERH Y ET, TNEITIICIT, ATV =7 hOF— 13—
FA REMEHAL, 3 XTOHFTT/L—/ L Tprinter-server] 47 Y =7 hO—EMEAHERFL
T EIXERRLD5GE0H0 E£T) .

FT V2l MR L TUTONTET U AT N RER L, A7V =27 MIRT 54— _"—F 4
FELTHRIESNET, ZTOXIRETERRETLE, MEINTENA——F7 14 KL LT
FT7 V=27 MZBNENET (A7 V) NEBIRTHEERRTEET) , TU MET AR
EEOFMIZOWTIE, T ADT U MFT AR REFEZZBRL TSN,

Editing Shared Network Object X
Object Name * Devices Usage

print-server &= 2 Devices = @ 0 Rule Sets -~
Description

printer server object

Default Value ~

eqa 126.0.1.0 = ASAV-99-18 = &
QOverride Values v
Enter a value to add it
Value Devices
126.0.2.4 & Pasadena-ftd-730-516-... - A I
126.0.1.6 & BGL_FTD_7.3 F A |
126.0.1.9 & connected_fme R W

Cance' m

G —BMORWAT V=2 MRS EIE. A——F A4 FEEHLTZENLZ 1 SO FT
Y/ MIEETEET, FMlIZOVWTIE, AEEA T V=7 FORBEZRT 225 RL T
<TEEW,

EEMITDENATo I b

NV RRY =TT IEAT 2004 TV 27 bEERTEETN, L—LoRY v—
WBEH T 2N A T Ve FEERRT 22 b TEET, BEMITFon T RNAT V=7 K
B— )V E IR Y =TT 5 &, Security Cloud Control TiXZ d 2 B —2MERK S, £
Oav—pEHAINET, BEMTONTWRWIEDAT V7 ME, BREDA T F A
Ta 7 THIBREND ), 22— —HIBRT 2 E T, AR —#HOA T Vs FNICED
R
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Cisco Security Cloud Control DEA |

B 705 rous

rIJozx

Fig
ATy I
ATvT2

ATvT3
ATvT4
ATy T5

ATvT6

Fa'?hiﬁﬁ FHENTWRNWAT V=7 Mda v —& LT Security Cloud Control (2750 . A7 Y=/
MZBIHEAHT BT — L E2IIAR Y =038 - THIBR SN2 AT TR TOREN Kb
WE oIl £,

MDA T, [A7 V=7 b (Objects) 1>[T]DNEICZ U v 7 L, [BEEMSIT22L
(Unassociated) | F =y 7Ry 7 2% A2 LET,

7 b DR

FAUDSA T [FT7Y =7 b (Objects) 127 Vv 27 LT, A7y a ra@RLET,
NR—=T DA TVl b7 4 VHFNB LT, WKT 247 =7 bEROTET,

M Compare

[ft#E (Compare) ] REH7 V7 LET,
W 2472/ Nk K3 DETEIRLET,
WO FEICA T 27 FEE_RTHERRLET,

c[AT7 V=2 FOFEM (ObjectDetails) %A hAA—D EFORAIZZ Y v 7 LT, FRTHF TV =
7 MM Z SRR L £,

o [7£A0 (Details) 1748 v 27 A & [BItR (Relationships) |4 v 7 A& BT 2070 7272 AT, FRT D1
WMAEFELET,

(A7 a ) [BR (Relationships) 7R v 7 A Zi&, A7V =27 O TERFRENET, A7V =
T NMEIT AL AERTIARY U—ICBHEMT 5N TWAEERNH Y £3, 7TV RT3, R 2R}
FHNTWDIEEF, XA ALE7 U v 7 LTS [ DFER (View Configuration) 1 %27 U v 7 L
T, T3 ADOHERZF R TE £, Security Cloud Control [Z7 /SA ADIERR 7 7 A N EFRL, TDOFT
VO M) ENATA NLET,

TJ4IL3

[E%= U7 17 /342 (Security Devices) ] ~— & [A 7Y x7 b (Objects) | ~—TDSE
SFERTANZEFEHLT, L TWDEIT NS ARE T V27 MERBTEET,

T4 NVHRET BT, [BEX =2 VT 4731 A (Security Devices) | ¥ 7, [ Y 2 — (Policies) ]
27 BIO[AT7 V=2 b (Objects) | ¥ 7T DEMODSRALTY %0V w7 LET,

X2 VT4 TRNART4NVETIEH, TAAREAT . "—FRU=T VT MU =T DO/R—
Tal, Snort N—Va v, BIEAT—HF A, HEEIREE, BiAMM,. Secure Device Connector,
BIOTAAVTT 4 NI TEET, 74V F A LT, BRLET A RZATDET
WDOTNA A% WDTDHZEMTEET, 74NV FEEHALT, BIRLET NS AXATDH
THNDOTFNA A% Ao 5D Z LR TEET,
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T4 .

ATV NTANBEERTHE, TAA R, WEEA T, EAT V=2 b, BEEASTO
PNWAT 2l b, BEOAT V2l NI T TT 4 VHUBTEET, MRV AT AL T
Vxl MNEEOLNEIDERINTEET, MRBE7 4 — LV REMFEH LT, FFEOLHI, IPT K
VA, FT3R—"NEBEED T ANVEERANOFT T V27 VMR THI L TEET,

FT I NEAT T4 NEEEATDE, Xy NTV—IF TV b, Ry NT—7 T —
7. URLA 7Y =27 b, URLZN—T, =2 F TV, = RITN—TF DX
AL STHT V2V N T 4 VHUBTEET, FEFT V=27 b7 4 VX2 EERTD
EL T I AN MEETLIFA—AN—=T A NMEEFOF T V=7 N T 4 VAW TEET,

THAREFT V=7 a7 4 VAR 556, sz lAGbE T, BET Rz R
DT BTZD DN DIPDOEIER R RREIE 2B T 5 Z &R TE £,

wROFITIE, TRIE EHSATHWD, £72d AEE) BH547Y=7 b o, BIO
BEFFOLEFT V=T N THLIEOIRAIT V=7 FEMBT L7 4V EBEHSNET,

Filter 1

&= Filter by Device

l:] Show System-Defined Objects

! Ssues 18661 8
Unused [ 4754 ]
I:I Duplicate 13846

Inconsistent [ 61)

nored l=

D

SUes

e
s

(0 Ignored

E.—ae

d Objects “

[yi]

L)

Default Values
() override Values
Additional Values

O Unassociated Objects “

Unassociated

Object Typ

I
I
&

I:I MNetwork
() Protocol
D Service
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B Aoc-vr740%

ATz T 4ILA
T A VEIERT B2, [T V=2 b (Object) | ¥ T OEMORA L TY 20 v s LE
R

S [TNRARTEDT 4% (FilterbyDevice) | : FFEDT /SA A& L T, B LT
A ATCRON ST FT o2V NeRRTEET,

[ (ssues) |: REMOAT V=2 b, EET A7 V=2 b, BIO—EMEORWA
TV FEBRLTERTEET,

o MG SR (Ignored Issues) | : RESZBE LT X TOAT V=7 NERRTE
7,

c[HeAEA 7Y =2 1 (Shared Objects) | : I DT A A TIAZHLTVD Z & A3 Security
CloudControl IZ X » THH SN =T X THOAT V=V b2ERTEET, T 74V MEE
T A == 4 NEDH, HDWVNIEOMG 2RO OLFAT V= VeRRTHZ L%
BIRCTEET,

 [BAEfFIT BN TWRWAT =2 b (Unassociated Objects) | : /L— /L E7IEIAR Y > —IZ
BT SN TR NT R TOA T V27 FEFRRTEET,

ATV FEA T (ObjectType) |: A7V =27 MEIATHBIRLT, %y hT—27 4
T2 b, Xy NIT—I NV —7 URLA 7Y =7 b, URLZNV—7, —E 24T
Cxl b, —ERITN—TRE BRI ATOF T2 NORrEFRTEET,

YT TANE - EAAL T A NVEZRNITIE, EBRESIDITRVIADTZODICEATE AT 7 41
ANRHVET, LDV T T ANEIE, ATVl NAT (Fy NU—2 =R 7
o kil IZESNTVWET,

ZDTANINA=THRIRSNI= T 4 NV ZE, UTFORMFC—EBT 247 V=2 e LET,

*2ODTNAADNTNNCH LA TV =7 b (T3 A TT 4 /L ZUER (Filterby Device) ]
BV LTT A AZEELET) . BLDY

*—REQBNAT V=2 b, BLU
SRYRD—OFT Vs FEEEY—ERAT V= b, BT
*AT V=7 FOREBINC [T—T ) LV MERGERTNHAT V= b,

[VAT LAT V=7 NOFR (Show System Objects) | 234 278> TWDH 7, FERITIZY
AT IAT Y=y bla—P—EZLF TV =r FOWMEREENET,

[VRATLEEA TP FDOERT (Show System-Defined Objects) 17 « L

—EBOT A AL, AR —E2ARICERIERSINA T V7 EBRHV ET, b
DYAT ATVl MIBEICER SN TEY, V=R Y o —THEHTE 5O THERT
T ATV NTF—TNCIEEL DV AT AT TV 7 "INEENLEENHY T, &
TAET T2y MIREEIIHIBRTE A,
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ATy 2l |

[VAT AEFKA TV =7 hDFIR (Show System-Defined Objects) 1%, T 7 /L F Tlx#A 71
BRoTWET, ATVl NT—TNMIVATAFT V=7 baFRT HITIE, T4 H 83—
T[VAT LAEFKA TV =7 FDOFKR (Show System-Defined Objects) | 24 LT, 47
V) NT—TNTUVATAAT V=7 NIRRT DI, TANVFN=T [V AT LA
7Y x>/ bR (Show System Objects) ] # A4 7D FEFIZLE T,

VAT AF TV 2 FEIIFFRICT D L, FNHIFHRBBI T o VA LMBELORIZE TN
SBVFET, VAT TVl "eFERTHE, TNBIIAT V=7 FOBERELE T 4V HF L
FlOMRICEENET T,

FITOTI LT AR ERET D

FIE

ATy I
ATvT2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

SMEEMBERBEIETRELTCTIANEZ Y T TEET, TA4NEZ Y TT DT T NRELENE
. TREINAERID L2 5,

EMORA L TATP=27 b (Objects) 1227 U v 27 LET,

R— FEHOTANET A T 7 LT, TANMNEIRNZIVEREET, 727 FRFE-T
A SNZWEDIL, Foo I/ MEDTANEDF v 7B LET, IHIT, MEZ 41—V RER T,
WMBRT 4=V FICATTENTZTREROH DT F A M EHIBRLET,

FEREFFEDT NA ATHROD 572 H DITRE LIZWIGE
1. [T/NARTT4JLZE (Filter By Device) 1227V v 27 LET,

2. TRTCOTNARAERRT D0, T RAZT %7V 7 LUCTREDTHEDT NA ZADH &KL
ij‘o

3. TANBEMITEDATARLADF 2w IRy 7 AR F AT LET,
4, [OK] %7 Vw27 LET,

BREAERICV AT ATV 27 b2 GO DL, [VAT LA TV 27 F%&FR (Show System Objects) |
EANCLET, MBHRTUAT LA T V2 NeBNTDHI2E, [VAT LA T V27 2R (Show
System Objects) ] A 7IZ L £ 7,

[MEE (Issues) | T, ZANEZ VT TDHFTV =27 "ORBEOF 2w 7Ry 7 A4 LET, B
DOMEE A ANZT D E, AN LTEWT DO T IV DA T V=7 NIRRT 4 MFERICEENET,

MEN G > TN EEIC L > TERINIEZA T V27 F2FoRT 58415, R (Ignored) | DRIEEZ
6:‘1 b4 & ]\/ij—o

2O EDT AL A TIREEIND AT V=7 NET A NZ Y 7T L5EIE. BEEA 7Y =27 & (Shared
Objects) | THEER T 4 VW H & F T LET,

«[F7 4V Ml (DefaultValues) |: 7 7 4 /v MEOKZRZFFSF TV 27 b2 T4V H ) 7 LET,

o [A— =T A N (Override Values) |: A——J A RSNTMEEZFFOFT T =T V2T 4 VE T
Y LET,
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B o vssenessqzermnssne

ATvT8

ATvT9
ATv 710

s GEMOfE (Additional Values) | : IBMOEZFF STV =7 N T4 V2 ) T LET,

N—VETIEIRY v —D— T WAT V=l a7 4 VZ ) 7T 55A0%, [BEftiF72 L
(Unassociated) ] &4 I LET,

TANEZN U TFTH [ A7V =2 MZ A7 (Object Types) | A N2 LET,

F Tl N, IPT RV A, £ R— bEBZ[4A 7Y =7  (Objects) MR~ 4 —/L RIZIBML
T, TANE Y T EINTERROF D ORBERMC KT EA T2/ bEROTDHZEHTEET,

TAIVFEENSTNA REBRNT BI5E

THRA AL T4 NE Y THETEMT 5 L, #RICIET A A EOFT V=7 MIERSN
FTN, TNODOFT V=T FEMOTNA AL ORBEKRITFIREINEEA, 728 2I1E. ObjectA
23 ASAL & ASA2 DRI THAEINTWASE, A7V baT7 4082 27 LTASAL LD
HEAT D27 baethiERT 5L, ObjectAiZ 2000 928, [BIfE (Relationships) ] 1T
L, A7 V=7 RN ASAL ICH D Z LT RRRINET,

G727 MRBEET HTRTOT AN, AEZRRT HITIE, RBESFETT A A EfRE LW
TLESW, OFHFETT7 v FZ Y 7L, BB U TRESRMEZEBML 9, Security
Cloud Control 23i#3 T 547 V=7 M&EIR L, [BIFR (Relationships) |4 > ZFH~FE T,
FOAT V2V MIE#ET LT RTCOTNA ALRY —REREINET,

Iz FOEFROER

FIE

ATy T
ATy T2
ATy T3

RATv74
ATy T5

KEH, B, MEGOAT V=7 NERT HHEO 1O, ZNbE2EHT 52 L TT,
ATV MR, BEE, FREIAEATHoTH, TOREITITIES R ERNH D &4
WL, 77 FOMBEERMEOEFIZT L LEBRTIGELHVET, fBROHD
KT, ZNOLOMBEINIZA TV Nk T 52 ENUBIIRIGERHY £, 47
Y7 FNOMBEERIET D L &IT Security Cloud Control (FIEL SNz AT V=7 NEFR LA
W, BIHINTAT V2l NOAT V2 NIV ARNET 4 NNE Y 7 L, FERICESNT
BAET D HERDH Y £7,

MDA T, [T V=7 b (Objects) 127 Vw7 LT, A7 araRRLET,
AT N T 4V H

(47 V=2 k (Object) 17 —F T, BREMRT 547 V= MaT_TRIRLET, —EIC1HODF
TV bOWREMBRTE £,

FEMEASA VT (R OMERR (Unignore) 127 U w7 LET,

FREZMALET, ThT, A7 V=7 MERBETT7 42 ) 7358 DENTEREIN TV AT V=
7 EBROMDITTTT,
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I Cisco Security Cloud Control (DX A
+7vzs ok ]

7oV DRI

| SOAT Vx| ERE DT Vw7 R EHIRCE £,
120F T2y FDOHIK

A\

IE

El

7 Z 7 R Firewall Management Center 237 > MIT 70 A SN TWAHGE -

CiscoASA, FDM, BXOFID Ry NV =2 AT V=7 MR N—TICMATERIL, T
5 7 Z v RigfM Firewall Management Center R bV —27 47 V=7 NI N —FT KBS

NWET, I, [EEBNRE T DT /31 A (Devices with Pending Changes) |-X—I121%, [ v
NI =247V =7 O EER (Discover & Manage Network Objects) | 23 HZHZ 72> T
% A 7L I A Management Center Z & 1= MU MERENET, 2O NI b EEE
BIRL, TNHDOAT V=7 Mindh D 427 L I A Management Center (2R T £,

WTNPDON—=Unb Ry NI =T FT7 V=l NETIITN—TZHIRT 5 L. liFO~N—
MHEDF TV =7 MEIXTN—TIFHIBRESNET,

FIE

AT TN EMORAS o T[AT =27 b (Objects) 1227 U7 LET,

RT9T2 ATV VT 4NFERRT 44—V REFEALT, HIRT247 V=7 bEROT, TREBRLET,

AT w73 [B% (Relationships) |34 > ZERLET, A7 V=27 BRIV —F3A4 T V=7 b NA—TTHEA
SNTWAEGEEIR, TORY o—F 3N —T00HlRTAHAETEH T V=7 FEHIBRTE EHA,

ATy T4 [773ar (Actions) 131 T, [HIEE (Remove) | 7A@ 27 Y v 7 LET,

AT TE [OK] %227 Vw7 LCAT Y= FOHIRZHERL £,

ART9T6 {TocEHEZLEa—LTERTLIN, FELTCOrOEROLET L2 —EIZEALET,

RERAA T COTIL—TDHEIR

TNA A A R—RLTAT V=7 FORMBERIICIR T, ZLORERHOAT V=7
FAROMNY £9, —FEICHRRKSOBEOREAA 7V =27 FE2HIBRTE £,

FIE

ATy 71 [ (ssues) | 74 VA2 EZHHALT, REBADA TSI b2 RAOTET, A AT 4 VEZBHHT5
BZ [T /31 272 L (NoDevice) |Z#ZIR L, T3 AZEHEMT LN T2 WAT V=V NERKTDHZ
L TEET, ATV NIRRT ANBZ I TTEHE, T V=27 FOF v IRy 7 ANRFRE
nEJ,
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IR

ATy T2

ATv73
ATv74

FT 2 N T TN~y X —O [TRTER (Selectall) 1T =y 7Ry 7 AEF NI LT, 74041
Lo THRIHENAT V=2 FT =T NMIERINDTRXTOFT V=7 FERIRT 50, BT 2% O

FTV 2 NOEAR DT =y IRy I Aed NI LET,
[7 73y (Actions) | 3A > C, [HIFk (Remove) | 7 A2 8% ) v LET,
TolEREL5T L Ea— L TREMTL., FL TOrOEMOETE L2 —EIZEMLET,

Fy hI—=0 FT2xU b

1203y bIT—=9F T2y MTiZ, FAM, XYy hT—2ZIPT KLA IPT KLAD
HiH, SE2EM KA A 4 (FQDN) 72X CIDR £iLOV 7%y hU—7 Ol ok
ANDZENTEET, [y hT—2 F—7 (Networkgroups) [I&, *v NU—7 AT V=
7 he, IN—TEBMT 5Z0MOEA DT RVAEEFY 7Ry hU—rDaLrva v
TT, Ry MNIV—0 4T V=27 b Xy NU—=I T N—TFF, T7EBRAL—)L, Xy hT—7
AU v—, BELONAT L—/L T SvE 3, Security Cloud Control ZfEH LT, *v kU —
IF T2l FeERy NT—7 T —T 2B, B, BIOWIBRTE £,

T_XTCOHT 7 v b7 4 — 20 Cisco Meraki X° Multicloud Defense 72 EDF v v T —27 47V =
I REYR—=FLTWVEIDITTIERWVWI LICEELTLEESWN, X4 FIv I+ T V=7 b
HAH9 2% & Security Cloud Control |, FIZTED T T v b7 4 —LET2ILT A A5 DY)
72ff# % . Security Cloud Control 23Mifi €& % —# i F rIRE 72 E ¥ IZ HEhAYICZS# L £ 7,

HREETORY FT—9A T FOBEFIA

7 7 v R$gf48 Firewall Management Center & 7> MZA VR —FT 4 7 I Tn5 128k
D Z 271 I A Management Center % % ¢¢ Security Cloud Control 77> b 3®H 25515, KD
FIEZFATLE T,

» Cisco Secure Firewall Threat Defense, FDM |2 & 5 & #& I %3 D B4, Cisco ASA, F7z
L CiscoMeraki * v NV —2 A7 V=7 VERFIN—TE2ERTDHE, ZOFT =V
rDa =N, 7 7 v NEEMHE Firewall Management Center D% EFRFIZHEH T2 [ 7V =
27k (Objects) 1" —YDAT V=7 FY A MIhBIMENET, 2O FRERETT,

« Cisco Secure Firewall Threat Defense, FDM (2 L 5 & B R IC k9 HBHM#. £ 7713 ASA % v

ND—=0F TV x7 NETRFITN—TEERT DL, [y NV—T ATV =7 MO
L &P (Discover & Manage Network Objects) | 230272 > TN 5 &4 7 L X A Firewall
Management Center O [ FDOEERH 57 /314 A (Devices with Pending Changes) ] 3—
VI NUDBMERSSNET, ZOYV AL, A7V FEEIRLT, 2047V
7 N EMHT %47 L 2 A Management Center (ZJEBI L, RE/RA T V=7 N &HMWIHET
%9, . [EE (Administration) ]>[Firewall Management Center] (ZB#E L 4> 71
A Management Center Z33#iR L ¥ 9, [47 =7 F (Objects) |27 Vw27 L, A7
I X Firewall Management Center = —%'—A L ¥ —7 =2 f AT T V=7 MR LT, &
U —IZE Y TET,
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I Cisco Security Cloud Control (DX A
2vro—s47vzo+ ||

WTNDPDON—=V DRy NI =T ATV = MR N—TITIMATEEIL, WGTDOR—Y DA
TVx) FERIZFITN—T A ALV AZEHENE T, 1 DOX=Y 64TV 27 b
R oL, TOAT V2l FOMIET 5 A= blON—U LIRS E T,

Bist

R CARIOR Yy NU—I7F 7V =7 8B TTIZ 7 7 7 R Firewall Management Center
WZAFET 286, # LU Cisco Secure Firewall Threat Defense, FDM (T L 2 48 B &2 %9
554, Cisco ASA, F 721X Cisco Meraki > NV —27 A7 =7 M, Security Cloud
Control ® [ 7Y =27 b (Objects) | X—TITiTERMEINEHA,

F 7L I A® Cisco Secure Firewall Management Center |Z X > TEIL I LD A AR — N
HEBNKET BB T ANA ADR Yy NI =0 AT V=27 hBIORT N—T7 13RI T,
7 Z 7 FEEAUH Firewall Management Center CEEH TX £H A,

7 7 U REEftA Firewall Management Center |2 #1T L 724 7" L I A D Cisco Secure Firewall
Management Center f & A% ' ZADGH, Ry NI —7 A7V k& 7 —7%, FID
TN, ZNEB SR Y > —TEH TV, Security Cloud Control 472 = 7 b
NR=VIEHMIND Z LITER L TLES N,

Security Cloud Control & 7 7 7 Rt Firewall Management Center D] DR~ ~ 7 — 7 7
TV FOHAE, FILOT SV FTIEABNICANIC R £58, BBFOT T T
FERTDRERHY ET, Xy NT—IFT V=2 bR 7T 0 N Firewall
Management Center & 345 STV R WAL, TAC IZEAE LT, 7 M THEZ AR
WLTHHWET,

Security Cloud Control & 4>~ L X A Management Center DD K > NU—27 47 V=7 K
DIEAIE, Security Cloud Control (Z5F L CHEAMEf S 17281 LU A4 > 7' L I X Management
Center @ Security Cloud Control TIXHENIZHNZ D A, Ry NU—I ATV
k2374 > 7 L I A Management Center & 45 SILTW R WA, [XE (Settings) ] TA
7L X A Management Center O [ NV —27 47 V=7 hORRH L EE (Discover &
Manage Network Objects) | b Z /LR Z U BWHEMZ /> TS T & AR T 57, TAC [T
HLTT T FCHREEZAZICLTHE LWV ET,

FYRIT—=0ATOLY FORTE

Security Cloud Control Z /] L TIERK T2 %y NV —0 AT V=l N FrHR—T 17 L
72T A ZADFKED B Security Cloud Control 23385321y NV —20 A7 V=7 NI, [T
=7 K (Objects) | N—VICERINET, ZNOHOFRy NU—I 4TV xr ML, £
ENDOAT V2V NEATOTUBITFOENTHET, Zhck, A7 V=7 hE AT T
TANBZY T LT, B{LTWDEA T V27 haTIERAOF 52 &N TEET,

[F7 =7 b (Objects) |"X—TVTHRy NT—IF T V=7 FNeBRTHE, 777 D
B2 [FEM (Detail) 1A R RINET, [BFR (Relationships) | ~A ZiE, 7V =7
FRRY —THEHAINTNDINE I D, BEIOA T V7 MRRESNTWNDT /N ANRFK
IRSNET,
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B v—cxA70:z0r

$—ER 4T
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Xy NO—= I N—T% 0 ) w3 BL, FOITNLV—TONEREREINET, Xy hU—7
TN—TF1E, X NT—0F T2V Mo T NA—FITEZ Nt X TOEOELSET
j—O

ok

JakarxrIidzy b

FubhanA7 Y= NI, EHBEEORN T m hareL iy —7 e havegh—e X
ATV NO—FETT, Yr bart T Vs ME, AL 70 R A E SIS Lo TlkBI S
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