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Account Sign Up

Provide following information to create enterprise account.

Back to login page

Email *

| l

First name *

| 1

Last name *

| l

Country *

Please select *

Password *

| !

Confirm Password *

| 1

["] 1agree to the End User License Agreement and Privacy Statement.

Cancel
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U RAEWAT HHMEITH Y £ A, Security Cloud Control 77> h DAY T 27 Y 73
NZIE, 77 v REEEE Firewall Management Center DEHEN & £ TV E T,
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N ET,
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Security Cloud Control ® VM « #* — < % {1 L 1= Secure Device Connector 0 & B .

Deploy an On-Premises Secure Device Connector p ¢

Step 1

Download the SDC VM Imagela

nd follow the documentation to deploy the SDC VM on vSphere.

Step 2 |

When deploying the VM into vSphere, you will be prompted for ‘CDO Bootstrap Data'. Copy the l
data below and paste it into the CDO Bootstrap Data input field in vSphere. s

CDO Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjalU9pSINVekkxTmlJcBluljViQBk2SWLwWFZDS JkuZX1Kc2FXNXJaV1
JVWleclaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT JFZbk5qY215d2RHbHZ 1bk1pT2xzaVNWUKVM

YUpoYzJVaUxDSm91VepSYVdRAE1pNHdJaXdpYm1kbWR5SmRMQBox Yz WeVgyNWhiV1VpT21KamIyWm
%x1bkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pY TWIPDHNpVWSSTVIW
OUJSRTFKVG1KZExDSnBIM@1pT21KcGRHUNIMOQBpqYKkhiWemRHVN1TVIFpT21JeElpd21jSEpwY 1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaU8k2V31KMGNuVnpk(Q812zSWSKbF 1XUN1MO8
k1T1IRSbUBYSTRNQZFpWIW1NNUXUUTNPRGNEWWT Zek 1DMW1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNthDBa
UBpkTENKcFpDSTZ JamN3T 1dRMVpHSXpMVFpoTmpZdESEVTBZUZABTIRCbUXXUXhNelJr TURZeESGWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEYNzhoNUNSZDNPRUUSHUDXT2VRd j04aHpkSIhtR3BhUmtSYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek5XNBdKajRyTT1lyVzM3IRXdRdF9zeWh5azVkTOVITVIrMlcwR1 JRcXhLompolU1JLUTpKNXQBeGxuN1 ¢
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j

dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN

BKcHM5a24 tNGBwZWtxcB1BTXoSUVZOMXZ1S) ZWNmSNdBgyV3JicDRZMTY 1MC1yeDBpblhWNFdzQSIK

QBRPXBRPTUFJT J81d3d3LmR1ZmVuc2VvemNoZXNBemFBb3 uY29t IgpDRESFVEVOQUSUPS] jaXNjby

Zip 77 ANNPHTRTOT7 7 A VEHELET, Zhbld, ROLSREDTT,
+ CDO-SDC-VM-ddd50fa.ovf

* CDO-SDC-VM-ddd50fa.mf
¢ CDO-SDC-VM-ddd50fa-disk1.vmdk

vSphere Web 7 74 7 b AfEH LT, HHHF L LT VMware ——iZrn 74 LET,

GE)
ESXiWeb 7 Z A4 7 v MIERALARWNWTL 7ZEW,

a7 MIHE-> T, OVF 727 L — hd>5 Secure Device Connector (AR~ o # BB L 4,
Ty N7y TRET L6, SDC VM O&EJRAZ A E T,
FLWSDCVM D=y Y — L& B& 4,

a—H#—4 ICDOJ TrZ A LET, 774/ FDO/NAT— FiFadml23 T7,

717 T, sudo sdc-onboard setup & ASILET,

[cdo@localhost ~]$ sudo sdc-onboard setup

INRAT—=ROT a7 MIRERENTZE, admi23 EATILET,

Cisco Security Cloud Control Z{#f L = 10S 7/3414 XD EIE .
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. Security Cloud Control ® VM « * — 2 % {fF L 1= Secure Device Connector O &

ATy 713

ATy 714

ATvT15

ATv 716

ATvT11

ATv 718
ATv719

ATy T2
ATvIT2N
AT T 22

ATvT23
ATvT24

Ta T MIES T, root 2—HF—DF LNIRAT — REER L ET, root 2 —HF—D/R2AT— K& A
JILET,

7'v 7 MIfE- T, Security Cloud Control = —H—®DH LWWIA T — RE{EK LET, 2—HF—D/R
U—FRE AN LET

[##5¢i 3 % Security Cloud Control K A A > Z @8R L T 723V (Please choose the CDO domain you connect
to) ] EWH a7 MRFEIRSNTZ G, Security Cloud Control D K A A U 1E#HAE AT LET,

Tr T FRRRENTZS, SDCVM DIRD R A A AF#AEATTLET,

a) IP7 L A/CIDR

b) Y—hU=A

¢) DNS H#—s3—

d) NTP ¥ — S—% 7213 FQDN

e) Docker 7'V v

F721%. Docker 7'V w UM S 72 WEEA L Enter ¥ — & L E T,

[ZSDEIFIELWTTN? (1ZVW W z)  (Are these values correct? (y/n)) 1 &V 9H 7' a7 FRER
SNH, [[FW]ZAN LT R 2R LET,

ATAEZHEE L ET,
[4F<SDCEHRELETH? (FVV/R)
T ERERINTZD, ] EATILET,

VM 2>V — bbb BEIIZ e 77 7 LET,
SDC ~® SSH ##fii #{E L £9, CDO L LCus/ AL, "AU—KE AN LET,
717 N T, sudo sdc-onboard bootstrap & AJTLET,

(Would you like to setup the SDC now? (y/n)] & Y9 71 >

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

[sudo] 7SAT—RD AN ZRDLNTH, AT v 7 14 THERLTERAT—RE AT LET,

[Security Cloud Control D& F =7 AR 7 X RX—UNHL T — AN T v TF—FEar— LT &N
(Please copy the bootstrap data form the Secure Connector Page of CDO) ] &9 7' v 7 R BERR ST

5. WOFNEICTENE T,

1. Security Cloud Control (22 7' > L £ 7,

2. [77ar (Actions) %A T, [A 7 L I AD Secure Device Connector DEBH (Deploy an
On-Premises Secure Device Connector) | %27 U v 7 LE 7,

3. AT IRy I ADAT S 2 T[T— M NANT I TF—F%kat—]% 7V L, SSHY 1
RO AT £,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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ATv T2

AT v T 26

B 5O VM £ T® Secure Device Connector ) & .

Deploy an On-Premises Secure Device Connector

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDOQ Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjaU9pSINVekkxTmlJcOluUjVjQak2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVWlc1aGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1luTjFZbk5qY21sd2RHbHZibk1pT2xzaVNWUKVMH
VUpoYzJVaUxDSm91Vap5YVdRdE1pNHdJaXdpYm1kbWR5SmRMQBox Yz JWeVgyNWhiV1VpT21KamIyWm
xjbkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pYTWIPbHNpVWSSTV.IW
OUJSRTFKVG1KZExDSnBjM81pT21KcGRHUWIMOBpqYkhWemRHVN1TV1FpT21JeElpd21jSEpwY1dGeW
VWUmx1bUZ1ZENJNmJuVNNiQ3dpYzNWaWF tvmpkR1I1Y8dVal9pSjFjM1Z5SW13aWMzQkpaQBk2SWto
RVR5SXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmY1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2SW
prMUSHWXpZamd3TFdKaV16a3RORGMATnkxaVpgTXdMV1poWW10bFptRXpPRAUWWMLIcO1tTnNhY 121
ZEY5cFpDSTZJbUZ3YVMxamJHbGxib1FpTENKelkyOXdaUBk2V31KMGNUVNpkQa1zSWSKbF1XUW1MQB
k1T1RSbUBvSTRNOZFoWWI1NNUXUUTNPRGNGWW1 Zek 1DMW1ZVBpaWldaaE16aGhOR1 10 TENKM2NtbDBa
QBRPXBRPTUFJT j81d3d3LmR1ZmVuc2VvcemNoZ XNBecmFBb3TuY29t IgpDREIFVEVOQUSUPSJjaXNjby
ThbWFsbG1lvIgpDREGTQkIPVFNUUKFQX1VSTDO1iaHRAcHMELY93d3cuZGVmZNS5ZzZWOyY2h1le3RyYXRy
ci5jb26vc2RjL2Jvb3RzdHJIheC9 jaXNjby1hbWFsbGlvLZNpc2ZNvLWFtYWxsaW8tUBRDIgo=

£ Copy bootstrap data

[ZNHOFREEZFEFHLETN? XV 2) (Do you want to update these setting? (y/n)) ] £V 9H 7'm
VT INRERENTEL, nEASILET,

[Secure Device Connector] ~X— 2R Y £9°, HTLWSDC DAT—X AN [T 7T 47 (Active) JIZEH
SINDHET, BEHEEHLET,

B8 VM L T Secure Device Connector ) &

TNA AD 1 T A N A L C Security Cloud Control & 7 /3 A A ZHfe 35 ¥4, Security
Cloud Control & 7 /XA A DI EEHT H7-DIZ, v hT—7 1T Secure Device Connector

(SDC) ## v vua—RKLTEMTLIZENRANTTIT 4 ATT, BF., ZILHOT /A
ANFIEFERR—=2THY, TV v 7 IPT RUAERZIRW), SMA v 2 —T = A AT
MR =P 2o TWET, Bt X2 74777472 (ASA) . FDMIZ K 2%
BT /31 A 35 L N Firepower Management Center (FMC) 7 /34 AL XT, T/ ADwu J
A NG W A4 H L C Security Cloud Control [Z%f L CE AT 5 Z LN TE T,

SDC T, BHXRT A ATEITTILER DDA~y Re | FHHGT A ZTEET 54
ENBHDH A v E—Z OV T, Security Cloud Control & B4 L $£9°, SDC i%. Security Cloud
Control (2> TCZDa~ NEFITL, BHEXSGT N1 223> > T Security Cloud Control
WA v B—UZEE L, BENGT A A0 5 OR% % Security Cloud Control (2K L F 77,

1 D SDC WEHTE DT /A AL, ZNHDT A ANTEESN T DHHERE & . Ak
T7ANDYA XL > TR 9, 2720, BEEEOEZE LT, 120 SDC THKI 500
BOTNA AP R—FTEDLHZEEMBELTOET, FEMIZOWTIE, H—0 Security Cloud
Control 77 F TH## D SDC T2 (B6~—) WL T ZIV,

ZOFRIAETEH, MEAOEE~ VA A—VEFEHLTRY NU—2128SDC A A h—/LF
2 IFIEICHOW T L E1,

Cisco Security Cloud Control Z{#f L = 10S 7/3414 XD EIE .



Cisco Security Cloud Control (& A |
B & ® VM £ T® Secure Device Connector 0 &R

\)

(GE)  SDC %A VA M—NATHDICHRIND, KT CEETE 5 51EIE, Security Cloud
Control ® SDCOVA A A—T %X 7 a—RLTA VA M—LT 5L TYT, FEIZONT
I%. Security Cloud Control ® VM + A — % f#i jj L 7= Secure Device Connector D[ (15 ~—
V) EZHRLTIEZN,

48 HHIIZ

« Security Cloud Control |%, W 7RFEHET = v 7 Z0E L L, SDC &A% —3 v O
D Web/arT oy 7uaxi Y R—FLTHERA,

* SDC 7 Security Cloud Control & B9 5 729IZi1%, TCP A — K443 TOA ' H—F v b~
DIFERIRT 7 bR T o RT 7 ARKETT,

* SDC %41 L T Security Cloud Control (ZH|3E$ %57 /31 AL, A"— b 443 TSDC nH DA
YN RT IR AT HMERDH D £T,

Xy FT—=27 DA RTA ATHONTUE, TEBERT /A 2~ Security Cloud Control
O] LT TE3 N,

evCenter Web 7 74 7 2 FFET-IZrESXiWeb 7 A4 7 bEEH L TA VA =L ENT=
VMware ESXi 8 X b,

N

GE)  vSphere TAZ by TAT U NEFEMA LA VA F—iTY
A—FLTWEHEA,

« ESXi 5.1 /A 78— A,
¢ CentOS7T 7 A N XV —F 4 T VAT A,
« SDC DB &FFD VM D2 AT LB
* VMware ESXi 78 A NMZIE2 20 CPU BLEE T,
» VMware ESXi 78 A MZIX2GB LA ED X E U BMLETT,

s VMware ESXi Ci&, R EVa =7 ORFIIS LT, (K~ 2 FR— T 572
WIZ64GB DT 4 A7 FENVLETT, Tk, BEIIGEUTT 4 A7 ik 2 g T
XH LI, =T 4 varTmEARY 2 —2FH (LVM) ZFEHL WD Z L2
E LTI,

cVMODOCPU EAEYZEHLIZL, VM OERE AN, [BEX=7 2317 ¥ (Secure
Connectors) | X—IZSDC A [T 277 47 RETHDHZ LENRENTND Z & 2R
LET,

s ZTOFNEEFEITT D2 —P—, Linx REOEBEIZEHLATEY, vityaT T ¢
FEFEAHLTCTZ 7 ANVEREL TWVDOIMLERDHY £7,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE



I Cisco Security Cloud Control (DX A

FIE

ATy T
ATy T2

ATy T3

ATvT4
ATy Th

ATvT6

ATvT1
ATv78
ATv7T9
ATv 710

ATy TN

B 5O VM £ T® Secure Device Connector ) & .

e F UL I ADSDC % CentOS IR~ NZA VA M —AT 5581, YumEx =V T 4

Ny FHEMNCA VA=V T DL E2BEIOLET, YumDOEH 2 BGFT 572D DK
G LT, A= R 443 72T TRA—=F 80 THLT U MY U K7 7 &A% < LEHR
HLGENHY T, o, FHEAT Y 22—/ F 572D yum-cron £ 721 crontab 7%
ETHMENDYET, EXa VT EHTFT—L L8 L T, YumOEFHEZEGT 5720
X2V T 4R =2 BHTLNERHL0E ) EHEr LET,

GE)  MROHBEINZ : FENO a2~ Rk, a8 —LTEHRY 4 > RO T 20 Tidia< AT
HEICLTLEEY, —#na<r NZEENS A yv=) X, Ay b7 F—=X |
DT AT ImFvia] ELTHEHASINDEENDD, 2~ RRRMTLIREE 2D F
K

SDC % 1ER% 9 % Security Cloud Control 77> hzu 74> L ¥ 7,

ERIDOA T EE (Administration) ]>[tFa273a%%9 4% (Secure Connectors) 1227V v 7 LFE
R

[F—E A (Services) ] X— D [EF =7 a2 x7 % (Secure Connectors) | Z 7 T, HWTTARL V%
7V w2 L. [Secure Device Connector] Z iR L £,

VAV RUDFIE2DOT—RART v 7T =4 & AERICaL—LET,
D EHIRORAM &7 ¢ A7 GEIEY SDCIZEID ¥ THN TV D CentOS7TRET S VA A VA h—
NLET,

* 8 GB ® RAM

c10GB DOF 4 AT ZAR— X

ALUAM=NLEL, SDCOIPT RLVA, 7Ry h~RAT7 F— MU =ADRERE, Xy NU—7
DERFEEITVET,

DNS (RAA v R—LH——) ZFELET,

NTP (*y RNU—27 XA AT ahal) h—N"—%BELET,

SDC @ CLI & ffHEIZRD Y T 5 XL 512, CentOS IZ SSH —"—% A VA h—/V L ET,

Yum D% 54T L, open-vm-tools, nettools, 5 X Ot bind-utils /Xy 7r—Y% A A h—/L LET,

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

AWS CLI /N> r—U % A A h—/L L E 7, https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux. htmlZ 2 L T 7230,

GE)
-user 7 T ZIIEA LN TLIEE N,

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .
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Cisco Security Cloud Control DEA |

. B 5 ® VM L T® Secure Device Connector O &Rl

ATvT12

ATv713

ATV 714

ATy 715

ATv 716

ATvT11

ATy 718

Docker CE /X r—U % A A h—/L L ¥, https://docs.docker.com/install/linux/docker-ce/centos/
#install-docker-ceZ ZM L TS 721,

=3
TR MY EFEH LA VA M=) FEEFEHLET,

Docker h— Y A ZB4G L, EEIRHIBAETE A LI LET,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

[CDOJ & Tsde) D2 5O —W—%ERLET, CDO =—W—|F, HFEELETTH7Dlce s
AT B2—H—TF (DFVroot—WF—%EEHFHTHILETIHY THA) , sdex—HF—E, SDC
docker 2 T F HEITT H2—H—T7,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

CDO Z—HF—D /AT — REHBELET,

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

CDO = —#—% [wheel] ZV—71ZBINL., EHE (sudo) HEREMELET,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker 31 A h—/vE3 N5 &, 22— =7 —TMER I LE T, CentOS/Docker D /3—3 = T
U, [ldocker] F721% ldockerroot] &PFEEAVET, Jetc/group 7 7 A V" CED IV N— T BER S L7200
ERERLTCD, sde 2—Y—2 LD/ N —TITBEMLET,

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

/etc/docker/daemon.json 7 7 A L IMFE L2 WG EIIERR L. LFOWNEZ AT LET, 1ERR L7256,
docker 7 —E A FEB) L £ 7,

GE)
fgroup] ¥ —IZ AN LTzZV—TZ0, BIOFIAD Jetc/group 7 7 A W TROF =7 N—T7 & —E LT
WD Z LR LT ZIN,

[root@sdc-vm ~]# cat /etc/docker/daemon.json

{
"live-restore": true,
"group": "docker"

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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I Cisco Security Cloud Control (DX A

ATv 719

ATv T2
ATy IT2N

ATy T2

ATvT23

ATvT24

ATv T2

B 5O VM £ T® Secure Device Connector ) & .

}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

BifE vSphere 2> Y — /by v a VEMBH L TWAHEHEIE, SSHIZHID 2T, CDOJ) =—H#—TnH
TALULET, v/ A4 Lizh, Isde) 22—V =2V ELXET, "ATUV—FROANZRDLNTZ5,
[CDOJ =—HF—DRXAT—RE AN LET,

[CDO@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~1$

7 4 L7 KV % Jusr/local/CDO ([Z&F L 7,

bootstrapdata EWNIFHT LW 7 A VEAERK L, [A 7 L I XD Secure Device Connector D ERY (Deploy
an On-Premises Secure Device Connector) |V 4 ¥ — KO FNR2 DT — A NT v T T —F% D774
SZHEY T F9, [IRTF (Save) 227 Vw7 LT 7 A NVESRGFELET, [vi] £721% [nano] ZfEH L
T 7ANVEERTE T,

7“‘ ]\ A ]\ = P4 70'75“—& /¥ base64 T a— ]\ éﬂf‘/ ‘ij‘@wf\ ?ﬁ% LT extractedbootstrapdata L
WO 77 AMIT T AR—FLET,

[sdc@sdc-vm ~]$ base64 -d /usr/local/ CDO/bootstrapdata > /usr/local/CDO/extractedbootstrapdata
[sdc@sdc-vm ~]1$

cat A~y FEFATLTES LT — 2 2F R LEd, a~vr FBIWMES LT — 23RO L 512720
£75

[sdc@sdc-vm ~]$ cat /usr/local/ CDO/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

UTDavry FaFTLT, B L7 — A NI v 7T =2 O—HaREARICT 7 AR—FLET,

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]$

Security Cloud Control 2257 — h A N7 v 7N Ry rm— RLET,

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO_TOKEN" "$CDO_BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 --:==:=-= —=—:=-=:-—- —-—:—-—:—— 10654
[sdc@sdc-vm ~]$ 1s -1 /usr/local/ CDO/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/CDO/tenant-name-SDC

SDC tarball % J&B# L. bootstrap.sh 77’/(/1/241—5%?? L T SDC /\O‘)’?_h‘:/\‘%‘f/]) A ]\‘—/Vbijﬂo

[sdc@sdc-vm ~]$ tar xzvf /usr/local/CDO/tenant-name-SDC
<snipped - extracted files>
[sdc@sdc-vm ~]$
[sdc@sdc-vm ~]$ /usr/local/ CDO/bootstrap/bootstrap.sh
[2018-07-23 13:54:02] environment properly configured
download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar
toolkit.sh
common. sh
[2018-07-23 13:54:04] startup new container
Unable to find image 'ciscodefenseorchestrator/sdc_prod:latest' locally
sha256:d98£17101db10e66db5b5d6afdalc95¢c29ea0004d9e4315508£d305790b275458: Pulling
from

Cisco Security Cloud Control Z{#f L = 10S 7/3414 XD EIE .
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. Ubuntu {48 < < > T Secure Device Connector & Secure Event Connector 0 & B

ciscodefenseorchestrator/sdc prod
08d48e6flcff: Pull complete
ebbdl0b629b1l: Pull complete
d14d580ef2ed: Pull complete
45421d451ab8: Pull complete
<snipped - downloads>

no crontab for sdc

9% & Security Cloud Control TSDC 2% [7 77 47| LEREINDIZT TT,

RDZRY

Ubuntu{x22< < > T Secure Device Connector & Secure Event Connector

D)1

FTNA AD T A AFH & H LT Security Cloud Control % 7 /34 A \Z#i 9 D %6, Security
Cloud Control & 7 /XA A DIBE#EHT 57292, F v b7 —7 T Secure Device Connector

(SDC) #X > u—RLCEMTDIZENRA NS T VT 4 ATY, BH., ZNHDOT A
ZNFFEBERAR—=ATH Y, TV w7 IPT RLRAEZELRWD, A v F—7 = A ZIZH
PR — b o TWET, WIEREX2 VT 4T 7747 A (ASA) . FDMIZ LD
PT84 A L O Firepower Management Center (FMC) 7 /34 A {33 T, T34 ADu s/
A EHZ#H L T Security Cloud Control (Z%f L TE AT 5 Z LN TE T,

SDCIF, HHART NA ATRITT2REN DD A~y F&| BHHERT A RTHET D44
ERH DA »E—IT DT, Security Cloud Control B4 L £9°, SDC %, Security Cloud
Control |IZfb->TZ D a~wy REFATL, FEXIGT A X1ZfI> 5 T Security Cloud Control
WA v E—V%EEFEL, BEXRT A A0 D DLE % Security Cloud Control (23K L £,

Secure Event Connector (SEC) (X, ASA & FTD 2>5 DA X | % Cisco Cloud |ZH5153 5 728,
TAEBL ARG U T, [4 X hrF¥ 2 (BventLogging) |-X— TA X2 h&F/r L, Cisco
Secure Cloud Analytics T T £,

SDC # BB L7-%1%, fliH 72 #fFE T SEC =27 FZ&BIMT& £¥, SEC #—E AL, Cisco

ASA. CiscolOS., FDM (Z X BB 7 /314 A5 syslog A v—%%{5 L. Cisco Cloud (272
BIZEETDH IR SN TWET, ZIZK Y, Security Cloud Control Analytics <> Cisco
XDR 72 EDA Ry b —EATRS A v =V EFEICRE, Mk, ST Ed,

CiscoDevNet ¥4 b [#555] THRLENTWA 227 U7 s % %47 L T, Linux Ubuntu 3 A7 A|Z
SDC BLOSEC A VA h—/LT&E7,
188 BRI

» Security Cloud Control I%, W RFEHET = v 7 202 L L, SDC & A & —F v MO
D Web/ar 7oy 7aXxEiR— L TWERA,

¢ SDCIZIZ TCP AR — |k 443 TOA U X —F v "ADREERT T MG BT 72 ANNE
‘(\\—a—o

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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I Cisco Security Cloud Control (DX A

FIE

&
ATvT2

ATvT3

ATvT4
RATvTH
ATv 76
ATvT1
ATvT8

Ubuntu {&%8~< < > T® Secure Device Connector & Secure Event Connector 0 FE 5 .

e Ry NT—=T DA RTANTDNTIE, TEFEXSRT /S A A ~0 Security Cloud Control
D) BT TE W,

evCenter Web 7 74 7 FETZIXESXiWeb 7 94 T bEFEHALTA VA =L ENT=
VMware ESXi 78 A b,

A\

GE)  vSphere 7RV by I U FAT v N LIcA VA M= T
A= FLTWEEA,

« ESXi 5.1 /A 78— A
R~ Ubuntu AR L—F 4 7 AT A R—T 9 2 20.04 LIRS A A F—L &
NTW5,
SDC :
CPU:22a7

*RAM : 2GB UL I

SDC B L SEC :
*CPU: 427

*RAM : 8GB LA I

* SDC % 31T L T\ 5 Ubuntu {8~ 2 121E, ASA B X Cisco I0S T34 ADEHA
B—T 2 ZA~DFy NI —27 T 7% ANLETT,

SDC % 1ER%7 % Security Cloud Control 7> hMzu 74> LET,

MDA T [EE (Administration) 1> [EF 21723 %%9 4 (Secure Connectors) 1 %27 U v 7 L%
R

[H—E 2 (Services) | ~X—L D [EF =T 337 % (Secure Connectors) | % 7 T, /AN
[Secure Device Connector] %33R L & 97,

A4 RUDFIR2 DT — AN v I TF—=F 2 AERICaL—LET,
CiscoDevNet % B C SDC % JEBi L 9,

[Z2— K (Code) 127V vZ L, [HTTPS] ¥ 7D URL Z 2t — L £,
Ubuntu & A7 AT Cul+AlI+T ZHF LT, R Y 4 > RUEBE £,
AT it E AL, JEIFE 2 — L7 HTTPS URL Z /50 ) £,

[sdc@vm] :~$ git https://github.com/CiscoDevNet/cdo-deploy-sdc.git
Resolving deltas: 100% (22/22). done.

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .


https://github.com/CiscoDevNet/cdo-deploy-sdc/tree/main

Cisco Security Cloud Control DEA |

. Terraform % & FH L 1= vSphere ~ () Secure Device Connector 0 Efi

ATvT9

ATy 710

ATy I N

ATy 12

lcdo-deploy-sdc) 7«4 L7 R UIZEEIL £,
[sdc@vm] :~$ cd cdo-deploy-sdc.
Is-laZEfTLT, 77 A NVERT VT NERRLET,
« delete_sdc.sh : LLRIC S AT AZA A h—/L &N 72 SDC #HIBB L £,
« deploy_sdc.sh : A7 A2 SDC % BB L £,

« install_docker.sh : #tE/X—27 5 > @ Docker & > A7 LAZEBH L F 7,

A7 )7 FEFE{TLT Docker A VA h—/L LET,
[sdc@vm] : ~/cdo-deploy-sdc$ ./install docker.sh

Remove docker docker.io docker-compose docker-compose-v2 docker-doc podmand-docker {y/n] n
Active: active (running) since date time UTC; 32s ago

Adding the current user to the docker permmissions group

Done!

SDC B4+ A5 A7) 7 N2 EITLET,

Jdeploy_sdc.sh & AJj L. Security Cloud Control Ul 75 2B — L7277 — M A NT v 77 —2 2050 15 £
j—o

[sdc@vm] : ~/cdo-deploy-sdc$ ./deploy_sdc.sh <bootstap data>.

If the docker container is up and running, the status of the SDC should go to 'Active' in the
Security Cloud Control Event Connectors panel.

Secure Device Connector 73 Security Cloud Control C[7 7 7 « 7 (Active) | & RRSNDHLENRH D £,

RDBERY

Terraform %z {&£ A L 7= vSphere ~ () Secure Device Connector 0) &

4RO HREIIC

Z OFNAETIX, vSphere | Security Cloud Control SDC Terraform & = — /L% Security Cloud
Control Terraform 7' 7 /3 A 2 — Ll G HW TR LT, vSphere |Z SDC % B3 2 H1EIZD
WCFHELKHALEY, 20X A7 FIEZETT LRI, ROFHESRMEZHER L T IZE W,

 vSphere 7 — 4 & L X — "= 3 T UBENRMETY

c REFEITTDHEREFOT =2 L X —DOFHET 7 NRKLETT,
* VM DAERL
o 7 3 VEOER

« LT UV T AT T DVERK
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https://github.com/CiscoDevNet/terraform-vsphere-cdo-sdc
https://github.com/ciscodevnet/terraform-provider-cdo
https://github.com/ciscodevnet/terraform-provider-cdo

I Cisco Security Cloud Control (DX A

FIE

ATv I

ATvT2

ATy T4

Terraform % {§ f L = vSphere ~ @ Secure Device Connector O & .

cALTFUVTIATTUADT 7 AINDT v Fa— R

o Terraform %07

Security Cloud Control T APl DA D2 —H —%AEL L, APl h—7 % at—L %73, APIOZDZ—H —
DYEITIEIZ DN T, TAPLOAD A=Y —=2AEl T 5] 22 L TIIZEN,

['Security Cloud Control Terraform Provider] @ FNEIZHE > T, Terraform U 7R k U T Security Cloud Control
Terraform 7" 1 /34 2 —ZfER L £ 77,

i
terraform {
required providers {
cdo = {
source = "CiscoDevNet/cdo"
version = "0.7.0"
}
}
}
provider "cdo" {
base url = “<the CDO URL you use to access CDO>"
api_token = “<the API Token generated in step 1>”

}

Security Cloud Control Terraform 7' 7 /SA #— % L C cdo_sdc U V' — A ZAEAT 5 729 D Terraform = —
REFLR L E T, FEMIZ OV T, Security Cloud Control-sdec U/ — A ® Terraform L A kU Z &M L T
<TEEW,
il -
Resource “cdo sdc” “my-sdc” {
name = “my-sdc-in-vsphere”

}

Z DY Y —ADpootstrap data JEMEIZIE, Security Cloud Control 7 — K A kT v 75— % OAEN AT SHL,
WD AT I T cdo_sdc Terraform & Va— It EnE T,

Security Cloud Control_sdc Terraform <& ¥ = — /L i ] L T, vSphere C SDC % {Efk 3 % 72 8 @ Terraform
a— &k LET,

1 -

data "cdo_ tenant" "current" ({}

module "vsphere-cdo-sdc" {

source = "CiscoDevNet/cdo-sdc/vsphere"

version = "1.0.0"

vsphere username = "<replace-with-username-with-admin-privileges>"
vsphere password = "<super-secure-password>"

vsphere server = "<replace-with-address-of-vsphere-server>"
datacenter = "<replace-with-datacenter—-name>"

resource_pool = "<replace-with-resource-pool-name>"

cdo_tenant name = data.cdo_tenant.current.human readable name

Cisco Security Cloud Control Z{#f L = 10S 7/3414 XD EIE .


https://docs.defenseorchestrator.com/c-secure-device-connector-sdc.html#!t-create-api-only-users.html
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs/resources/sdc
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/vsphere/latest

Cisco Security Cloud Control (& A |
. Terraform £ 1 —JL % {5 A L 7= AWS VPC £ T Secure Device Connector O E

datastore = "<replace-with-name-of-datastore-to-deploy-vm-in>"

network = "<replace-with-name-of-network-to-deploy-vm-in>"

host = "<replace-with-esxi-host-address>"

allow unverified ssl = <boolean; set to true if your vsphere server does not have a valid SSL
certificate>

ip address = "<sdc-vm-ip-address; must be in the subnet of the assigned network for the
vM>"

gateway "<replace-with-network-gateway-address>"

cdo_user_password

root_user_password

cdo_bootstrap data
}

TR SN2 VMITIE 2 AD 2 —H— (root Z—HF—L cdo LWV I) 2—HW—) BHY, VMOIP T FL AT
ﬁ%éﬁizgﬁﬁ SNTWHZ & W—/E‘%z LTL7ZaY Y. cdo bootstrap data E‘I‘ii:ﬁi\ cdo_sdc Uy J—= @VEE‘ZH%E
WZAERL EAUT vootstrap data JBHEDENEE SIVET,

"<replace-with-password-for-cdo-user-in-sdc-vm>"
"<replace-with-password-for-root-user-in-sdc-vm>"
cdo_sdc.sdc-in-vsphere.bootstrap_data

ATV 705 Jér%’ &io) ) v terraform plan & terraform apply %‘:’ﬁ'ﬁﬁzj L T Terraform %E%‘I’E%JZU\J@)EH Ljﬁ’&o

SERTRBNZ DUV TIE, CiscoDevNet @ [Security Cloud Control Automation Repository| [#:&] 22 L CTL 72
AN

SDC WAV R—=T 4 7IREODEETHLGEIT. VE— b3 Y —L&if] LT vSphere
VMIZESR: L, CDO 2—H—¢ L Tu /A LT, ROoa~vry REEITLET,

sudo su
/opt/cdo/configure.sh startup

\}

(F)  Security Cloud Control Terraform & = — /L%, Apache2.0 74 B> AD FTAH—F LV —RAY
Zhy=27ELTAREINTWET, v AR— MM ERSG AT, GitHub TRIEAZ#E CTE
‘j‘o

TerraformE® < 21— )L Z{E A L /=AWSVPC _Et T?) SecureDevice Connector
D ER

IR HEIIZ
AWS VPC |Z SDC Z BT D 1IZ, ROFHRSGHEZHER L T E I,

» Security Cloud Control (%, E#2FEHETF = v 7 208 L L, SDC &4 ¥ —F v RO
D Web/ar 7oy 7uaxiggasiahR— L TWERAL, TrF o h—"—%HL T
WA A TX, Secure Device Connector (SDC) & Security Cloud Control DD N5 7 4 > 7
DAL L ET,

2Ry NT— I T VB AEMRT D20, EBRISRT /S A A~? Security Cloud
Control D] 2B LTI TZEWY,
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https://github.com/CiscoDevNet/cdo-automation/tree/LH-70404-add-vsphere-as-an-optional-example/vsphere

Cisco Security Cloud Control (DX A

FIE

ATy I

ATvT2

Terraform £ 21 —)L % {§ A L 7= AWS VPC £ T® Secure Device Connector ) E .

cAWS T b, D7 b 12OV 7 2y F&FD AWS VPC, 1 L Y AWS Route53
THRANEND Y — U DULETT,

* Security Cloud Control 7— F A 7 » 77 —%  AWS VPCID, BLOZDH 7k I ID
METLILHDZ L EMERLET,

eSDCZRBTE2TIA_R—F TRy MINAT Y — F U oA BEERINTWDZ L 2
BLET,

« T AT U —)VEHHTTIP A v Z— 7 =2 A ARFETENTWAER—FT, 774 T T 4—
JLES NAT 7 — b 0 = A 1285 SN7- Elastic IP ~D b T 7 4w 7 B & £,

Terraform 7 7 A JWIZIRD 22— R{TEBMLE T, ZBEOATNIFEHTAN LT EEN,

module "example-sdc" {
source = "git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"

"example-env-ci"
"example-instance-name"
"r5a.xlarge"
"<replace-with-cdo-bootstrap-data>"
<replace-with-vpc-id>
<replace-with-private-subnet-id>

env
instance name
instance_size
cdo_bootstrap data
vpc_id

subnet id

}
ANFIEH LD Y A2 M2V TiX,  [Secure Device Connector Terraform module] Z# &ML T 72 &0y,

Terraform = — RO ) & U T instance id X8k L E£7,

output "example sdc instance id" {
value = module. example-sdc.instance id

}

instance id ZfHH LT SDC A > A ¥ ATt L. AWS Systems Manager Session Manager (SSM) % {iff
HLULTKrI TN a—TFT 4 72T ZENTEET, HHARERENIDOY A MZOWTIE,  [Secure
Device Connector Terraform module] @ [Outputs] ZZFE L T Z X0,

RDBERY

SDC D R T TN a—F 47Tk, AWSSSM Zfi[fl L T SDC A A X v AZHHi T % e
ERHYET, A RZ U ASDERITEDTEMIZHOVNTIL,  TAWS Systems Manager Session
Manager] ZZH L T 7Z&V, SSH Z{EH L TSDC A > A ¥ v AT D72 DAR— b
i, EX 2 V7 FOBERICE VARSI ARNWZ SIZERLTIEIN,
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https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=inputs
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=outputs
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html

Cisco Security Cloud Control (& A |
. TO0xS EEAY B1-5HD Secure Device Connector DX E

\)

(F)  Security Cloud Control Terraform & ¥ = — /L%, Apache2.0 74 B> AD FTAH—F LV —RAY
Zhy =27 ELTAREINTWET, VAR — MM EREAIE, GitHub TRIEAZME CTE
j—o

JOX L FH9T B51=60 Secure Device Connector N % E

TRX = N— T T MY RNT T 4 T E T 4V E IR DN OEE A R T
O, TaX it —N"—2FEATL L TEXF VT o BEESNET, XY T TSR
WA UE =Ry MIEESLINLDOZE, WEDO I A7 2L ET, Trxih——
I%. SDC %5 Security Cloud Control ~D3XTD7T 7 k37 RiE{F[A1FIZ Secure Device
Connector (SDC) E#EATExET, ZOFIATIX, A RO Linux OS % E Tix72 <, SDC IZ
57 ® Docker = > 7 FTAERRDOAEE ZH Y EiF £,

\)

G£)  Z®X, SDC ® Docker = > 7 FIZ DAL £¥, Linux ¥ —/N—IZB¥ 5k OIEE T
WS T, BA B Linuxk AT ADO7 X VR EETVET,

I8 BRI
eLinux 2~ R I A F—TxAA (CLD) OHFENPLETT,
e configjson 7 7 A VW EMRET DRI NNy 7T v T AR T 5 Z L 2 HELE L 7,

FIE

ATYT1 SSHEMHLTSDCIZTY 7 AL, kDa~y R&MLTSDC 2—H—IZ8 0 2 £7,

$ sudo su - sdc

AT 7°2 /usr/local/cdo/data/<your sdc name>/data/config.json ZH %)%Ek7 7 /])/I/ﬂ:@@] L/ij_o

AT w73 JSON F— L{ED~LT % configjson 7 7 A MIFEAL £,
TuXTETuX Y —R_—0IPT7 RV AEZILFQDNIZ, A— 27 afx i —N"—DJ A= 7 KR—
MZE SR ET,
"awsProxy":“https://proxy:port”

ATvT4 BEEZRM;FL, SDCarTFa2HEB LES, SDCa 7 T EHEET 521, Docker = 7 F H K%
FLE T 57y, SDC ZHRA ML TCWARE~ U ZHEELET,
a) Docker 2> T F A HEENT HI1201X, FTROa~vy R&E@#HLTSDC 27 i+ 428 E LET,

[sdc@localhost cdo] $ docker ps

b) Woa~vy Rl TarT 2L Ed,
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Secure Device Connector D IP 7 KL XD EE .

[sdc@localhost cdo] $ docker restart <container id>

Z®& X, <container_id> |% SDC =1 7 F Dkl T7,

ATV TS ROa<v REEHALTAT—Z A% L, SDC T FNEFICHERBS L, BIELTWD Z L& 2R
LET,

[sdc@localhost cdo] $ docker ps | grep sdc

WD a~r REHER LT, logs/larlog 7 7 A VD7 B % L EREICHIEW /RN L 2R L
ij‘o

[sdc@localhost cdo] $ less /usr/local/cdo/data/<your sdc name>/logs/lar.log
SDC (%, 7uF P —"—2fA L TERETDILICELIHESNTVET,

Secure Device Connector DIP 7 FLANDZLE
a5 B A1

s ZDF AT HFATT HITIE, BEHETHLLENRHD £,

* SDC [Ti, TCP K— h 443 F/=lZ7 A AEBLRICHRE L2 R— hTOA v 7 —F v |
NDFEERT Y R AT KT I ARLETT,
S

G¥)

SDC D IP 7 RV AZET LI, 7 /34 A% Security Cloud Control |ZFFEEA4 > R—F 1 7
THULETHY £E A,

FE
ATvF1  SDC ~® SSH ##i 2 Ek T 20, i~ D ar V) —)L &R & . Security Cloud Control == —#—& L
Tue s A4 LET,
AT9T2 PT7TRLAEZERETHRNISDCVM DRy NT—7 A v H—T o AFEFRE FRT HITIE, ifconfig
av s REALET,
[cdo@localhost ~1$ ifconfig
ATvT3 A H =T 2 A ADIPT FLAZETT 5HIZIL, sudo sde-onboard setup 2~ REANLET,
[cdo@localhost ~]$ sudo sdc-onboard setup
ATy T8 TurFIpRERINEL, NAT—REASLET,
[sudo] password for Security Cloud Control:
ATvT5

root /XA — R & Security Cloud Control /NAU—R&Z Uty b 5707 M Tana AN LET,

Would you like to reset the root and cdo passwords? (y/n):

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .
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. Secure Device Connector D IP 7 KL ADZERE

ATvT6

ATy 17

ATvT8

ATvT9
ATv 710

ATvIN

AT 712
ATv713

Xy NIV—=V EHRETHIDODOTa T Ty EATTLET,

Would you like to re-configure the network? (y/n):

SDCIZHI VY THHLWIP T RL AL a7 ERFRINTESH SDC VM DD KA A AFH % A
HLET,

a) [P Address

by Y—hrv=A

¢) DNS #—s3—

d) NTP #—/3—F 72X FQDN

F721E, NTP $— N—F 721X FQDN 2V H S 2 W i5A1E, Enter ¥ —2Z2# L E5,
e) Docker 7' U v
F721%, Docker 7' U v UHNEH SR WA T Enter ¥ — A L E 97,

ERELWZ EZRDL TR T RRFERINTH, y T2 M) 2R LET,

Are these values correct? (y/n):

GE)

ZDavy ROk, HWIP T KL A~ SSHEER N KON D720, vy # AT HRNERELN &%
MR LT E3 N,

SDCIZHID B THHF LWIP T FL AL LT SSH 8 L. m 271 LT,
Vi AT —H ADT A ha~vr REETLT, SDCABEHL WD I L2l T Ed,
[cdo@localhost ~]$ sudo sdc-onboard status

TRTCOF = v 7 BFAT[OK] ERRSNTWDHILERH D £,

GE)
VM Oa Y — )L TZOFEEFETLTND ENELWZ EEHERT DL L, B AT —H ADT
A NISHBEINZSEA TSI, AT — 5'7\73>2%/Tézhi%

Security Cloud Control Z—H—A % —7 = 4 A% 4> L C SDC O 2 il 952 &L T E7, it
F- 5121, Security Cloud Control 7 7"V 7r—3 a & &, [BE (Administration) |>[EFa 733y
4 (Secure Connectors) ] <X—IZBEIL £,

N=Vh—EEHL, IPT RLRAEZEE LoEFaT axs ZEBRLET,

[#1E (Actions) ]%A > T, [/>— b E— FDERK (Request heartbeat) %27 U v 7 LET,
N—FE—FDPEBICEREIN-L VI A v —URFREN, [RED/N—FE— | (LastHeartbeat) ]
WZBIED B L AN R RSN DHIET TT,

BE

1To72IP 7 RLUADOET L, GMT OF-7i 3 FELIEEIZ O SDC @ [R£#H (Details) ] 34 NI E L E
7
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I Cisco Security Cloud Control (DX A
Secure Device Connector O &llf& .

VM I SDC #Z BT 5 HEICSOW T, THE®O VM T Secure Device Connector D JERT (19 ~<—
V) | ABRLTLLIEE N,

Secure Device Connector O Ell R

"
5 B>

ZOFIEIZ XV, Secure Device Connector (SDC) MHIFRENF T, ZOFREIITICEEEH
loe TOBMEEAT ST, HTILWSDC A U A b —/L L TT A REfBEHRT HE T, £
D SDC IZHHE SN TNWDT NA REEHTE RV ¥, 71 A& HERT 21L&
PR DN E IR T NA R LIZEBEa 7 A EREBTBANT LM ERNHDG5E60H 0 77,

7> b6 SDC ZHIBRT 5121, ROFINEEZFETLET,

FIE

ATy 1 HIBT 5 SDCICHHE SN TNWDTANA 2T THIBR L ET,

«1. SDC THMEINDTRTOT /A A&RET HI2IE, [F L SDC 414 % Security Cloud Control
THRAZAESZRLTITES N,

2. [{v_r kU (nventory) |~—UT, #H LT _THOF AL 25BN LET,

3. [T/% AT 27 a (Device Actions) 17«4 > R C[HIFR (Remove) |27 U 27 L, [OK] &
7Yy 7 UCHEAELELET,

RTv T2 EROSA L TIEE (Administration) 1>[EF 2173 ®4Y 4 (Secure Connectors) [%7 Vv 7 LET,

ATY T3 [h—E R (Services) | X—TD[EF 2T a7 % (Secure Connectors) | ¥ 7 MIBIN I IREET, HW
TTARZ w7 Y v L., [Secure Device Connector] Zi34R L £ 97,

ATY T8 [BEXaT 27 % (Secure Connectors) | 7 —7/LC, HIBRT 5 SDC Z#ER L EF, ZNT, T34 2
Tz TWAHIETTT,

ATY TS [T 73 ar (Actions) ]34 T, [HIFR (Remove) |7 A 2@ 7Y v 7 LEd, ROELENRFRSN
£7,
=&

<sdc_name> ZHIFRL L 5 & LTWET, SDC DHIBRIZTCICEE EH A, SDC ZHIRT D&, T34 2%
T R—TFT 4 VT EREFA YR —T 4 T HENT, HTLWSDCEER L CTAHUR—T 4 v 7T HME
BHY FET,

BAEF LV R—=F 4 VT EBRDT A AN D720, SDCEHIFRT HI2IE. TS DT A A & FEk L.
HLWSDC ZRELT-BICa /A U EREFBEANTALERH Y £97,
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Cisco Security Cloud Control (& A |
B 5% s0ch 50 s0c~m AsA DEH

s ZEMRBREFEL D DAL, [Fr 'L (Cancel) 1%72 Y » 2 LT, Security Cloud Control
A= MZBHWEDELZ3 N,

HATT HITIE., TOTFA MR v 7 AT <sdc_name>Z A ) LT, [OK] %7 U7 LET,

ATYT6 BATTHHEIT, BERA v E—JIZTHMENTWD SDCOLFTAHRI A T a VR y 7 ZIT AN LET,
ATwF1 [OK] %27 U7 LT, SDC OHIRZHEE LET,

& % SDC H 5 5l SDC ~ D ASA DFZE)

Security Cloud Control Ti%, H—® Security Cloud Control 77> s C#%k® SDC #EHT %,
ROFMEEMHER LT, EEXS ASA 2, $% SDC 5 H1D SDCIZBETE 77,

FIE

ATV TN EROSL o THEFXFIYTFATNAR B2 ) v 7 LET,

ATy T2 [ASA1# 7 %27V v LET,

RT9 T3 BIOSDCIZEENT S 1 DLLED ASA Z3&IR L E7,

RAT9 T8 [T/ AT 72 (Device Actions) |4 > C, [EWEHROEH (Update Credentials) 147 U v 27 L
e 8

ATY TS [BEF 2T T34 A2 # (Secure Device Connector) |[AR¥ %27 U w7 L, T3 ADOBESED SDC %
BIRLET,

AT w76 Security Cloud Control 237 /31 AZvu 7' A T B -0 HT 2EHEDL—F —4 L XAT— K& AJ)
L. [E# (Update) 127V w7 LET, BEINTVWARWVERY FHEOZ—F—4 LA T— R,
ASADF VAR —RIHEHLIZe 74 VEREF LT, THODOEREZT N AZERHTHLEIH Y F
A,

(6]

TRTOASANFC v 7 A AFHREMLT L T D56, EED ASA %, &2 SDC 7225 jlld SDC 12—+
THEITE £7, B ASADu 7 A AFRNEIR D56, 4 ASA % H 5 SDC 753100 SDCIZ 197D
BEITOHLENDY 5,
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Secure Device Connector D& FIZEE .

Secure Device Connector D& R LT H

FIE

ATy T

ATy T2
ATy T3
RTv74

FOANA o T[Y—ILEH—E R (Tools & Services) ]>[EF 1 7a+%9 % (Secure Connectors) ]% 4R
Li‘é‘@

KA 45 SDC 28R L £7,
FEAMAA T, SDC DAHIDREICHARET A2 2 27 Y v 7 LET,
SDC DA FIZ=EE LET,

ZOH LWARTE, [ X F U (Inventory) ]<A4 > ® Secure Device Connector 7 /L % 73
&', Security Cloud Control f % —7 = A AN®D SDC 4 NE RS NDGTICERINET,

Secure Device Connector ) &

FIE

ATy
ATy T2
ATvT3

ATvT4

ATy TH

ZOFEX, T TINY =T 4 V= LTHEALTLEE Y, @E. SDC X H#N
WCEHESND -0, ZOFIEEZERTL20EEZH Y A, 2720, VMOBZRRENIE L <
720 GE . SDC IE AWS ~D#EH 2 sz L THRFTZZfE CE EHEAN, ZOFIHEIZEY, SDC
OFFHFGE S, AR OMBEIC L 5= =Pk S E T,

SDC |Z#5f5¢ L £9°, SSH &M L T+ %2>, VMware Hypervisor O 21> Y — L ¥ o — & i T& £9°,
cdo z—H—L L TSDCIcu sl A LFET,
SDC . — % —|ZH) Y £ %2 T, SDC Docker =2 > 7 F % HH L £,

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

SDCY—NFy " &7 v 77— RFLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~]$

SDC %7 v 77 L—RLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]$

G¥)
SDCRET L VTHEINDIEHFSEIUVAVTFUR

VP HERONERIT X2V T 4 BL OV FEBRY o —I2f - T, Ubuntu Linux TEIfET 5 SDC VM
PE=F—L, BEHAEALTLEZ N, Xy NT—27BIENTSDCVM Ot X o U T ( {R# & a7k
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Cisco Security Cloud Control (& A |
. E— @ Security Cloud Control 77> k TE#H® SDC ZFEAT 5

REDHERF SN D L0, BT 2 8F 2 T4 Ny FoEMICHR L CEMT 5 2 L 2m< BRI LE
j—o

Ei— @ Security Cloud Control 77 > ~ T#E#®D SDC AT 5

T MO SDC Z BT L, XT3 —~v  ABBETEEDZZ &ML, L0ELDF
NAALEBTEET, 1DOOSDCHEHTEX LT 4 Z20EIE, THHDTNA RCFEES
NTWBHEBEL . BT 7 A NVDY A XL > THRZ Y £,

T MTA A R—TE S SDC DEUTHIRITH Y A, % SDCIE1ODFRy hU—2
B AVPEEHTEEY, ThHDSDCIE, ENO6DRy NI =T8T AL FNOT A
A % [d]—® Security Cloud Control 77~ MI#fE L £ 7, HE D SDC B2 W56, RS
Txy NU—U8 7 A NNOTSA A% H72 5 Security Cloud Control 7> K CEHT %
WERH Y ET,

2 ZHLUED SDC # BT 2 FlHIX, H&AID SDC # B3 2 FIE L [F U T3, Security Cloud
Control ® VM A A — % i FH L 7= Secure Device Connector D EBHA>, HEH D VM E T Secure
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ZFYT8 (AFLa) HTLEDL. Ao~y N F—T A0 Lk [2 VT (Clear) [RZ 252U v o L
C. Security Cloud Control THEEL TWAHTXTOTNA AL —EREZFRRLET,

SDCDA—T oY —RELUH—KNN\—TFT 145314 EVX

*amqplib *
amgqplib copyright (c) 2013, 2014
Michael Bridgen <mikeb@squaremabius.net>

This package, "amqplib™, is licensed under the MIT License. A copy maybe found in the file
LICENSE-MIT in this directory, or downloaded from

http://opensource.org/licenses/MIT

*async *
Copyright (c) 2010-2016 Caolan McMahon

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* bluebird *

The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.
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THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* cheerio *
Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software"), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or
sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* command-line-args *
The MIT License (MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.
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* Ip *
This software is licensed under the MIT License.
Copyright Fedor Indutny, 2012.

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* json-buffer *
Copyright (c) 2013 Dominic Tarr

Permission is hereby granted, free of charge,to any person obtaining a copy of this software
andassociated documentation files (the "'Software'), todeal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify,merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whomthe Software is furnished to do
so,subject to the following conditions:

The above copyright notice and this permission noticeshall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT.IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FORANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER INANACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THESOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stable-stringify *

This software is released under the MIT license:

Permission is hereby granted, free of charge, to any person obtaining a copy ofthis software and
associated documentation files (the ""Software'), to deal inthe Software without restriction, including
without limitation the rights touse, copy, modify, merge, publish, distribute, sublicense, and/or sell

copies ofthe Software, and to permit persons to whom the Software is furnished to do so,subject to
the following conditions:
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The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESSFOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS ORCOPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHERIN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR INCONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stringify-safe *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS I1S" AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THEAUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT, NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

* lodash *

Copyright JS Foundation and other contributors <https://js.foundation/>

Based on Underscore.js, copyright Jeremy Ashkenas,

DocumentCloud and Investigative Reporters & Editors<http://underscorejs.org/>

This software consists of voluntary contributions made by manyindividuals. For exact contribution
history, see the revision historyavailable at https://github.com/lodash/lodash

The following license applies to all parts of this software except as

documented below:

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
s0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.
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THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright and related rights for sample code are waived via CC0. Samplecode is defined as all
source code displayed within the prose of thedocumentation.

CCO: http://creativecommons.org/publicdomain/zero/1.0/

Files located in the node_modules and vendor directories are externallymaintained libraries used
by this software which have their ownlicenses; we recommend you read them, as their terms may
differ from theterms above.

* log4js *
Copyright 2015 Gareth Jones (with contributions from many other people)

Licensed under the Apache License, Version 2.0 (the ""License'); you may not use this file except
in compliance with the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License
is distributed on an ""AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied. See the License for the specific language governing permissions
andlimitations under the License.

* mkdirp *
Copyright 2010 James Halliday (mail@substack.net)
This project is free software released under the MIT/X11 license:

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
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TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* node-forge *

New BSD License (3-clause)

Copyright (c) 2010, Digital Bazaar, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyrightnotice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyrightnotice, this list of conditions
and the following disclaimer in thedocumentation and/or other materials provided with the
distribution.

* Neither the name of Digital Bazaar, Inc. nor thenames of its contributors may be used to endorse
or promote productsderived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS ANDANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIEDWARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AREDISCLAIMED. IN NO EVENT SHALL DIGITAL BAZAAR BE
LIABLE FOR ANYDIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES;LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER
INCONTRACT, STRICT LIABILITY, OR TORT(INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THISSOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

* request *

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined
by Sections 1 through 9 of this document.

""Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
"control™ means (i) the power, direct or indirect, to cause the direction or management of such
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entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your™) shall mean an individual or Legal Entity exercising permissions granted by this
License.

""Source" form shall mean the preferred form for making modifications, including but not limited
to software source code, documentation source, and configuration files.

""Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work'" shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work (an
example is provided in the Appendix below).

"Derivative Works' shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.

"Contribution™ shall mean any work of authorship, including the original version of the Work and
any modifications or additions to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition,
"submitted" means any form of electronic, verbal, or written communication sent to the Licensor
or its representatives, including but not limited to communication on electronic mailing lists, source
code control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor
for the purpose of discussing and improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by the copyright owner as ""Not a
Contribution."

"Contributor™ shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made, use, offer to sell, sell, import,
and otherwise transfer the Work, where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination
of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute
patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging
that the Work or a Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License for that Work shall
terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof
in any medium, with or without modifications, and in Source or Object form, provided that You
meet the following conditions:
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You must give any other recipients of the Work or Derivative Works a copy of this License; and

You must cause any modified files to carry prominent notices stating that You changed the files;
and

You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those
notices that do not pertain to any part of the Derivative Works; and

If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works
that You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at
least one of the following places: within a NOTICE text file distributed as part of the Derivative
Works; within the Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such third-party notices
normally appear. The contents of the NOTICE file are for informational purposes only and do not
modify the License. You may add Your own attribution notices within Derivative Works that You
distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such
additional attribution notices cannot be construed as modifying the License. You may add Your
own copyright statement to Your modifications and may provide additional or different license
terms and conditions for use, reproduction, or distribution of Your modifications, or for any such
Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions
of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an ""AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including,
without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR APARTICULAR PURPOSE. You are solely responsible
for determining the appropriateness of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including
any direct, indirect, special, incidental, or consequential damages of any character arising as a result
of this License or out of the use or inability to use the Work (including but not limited to damages
for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial
damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of
any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
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harmless for any liability incurred by, or claims asserted against, such Contributor by reason of
your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

* rimraf *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER INANACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

*uuid *
Copyright (c) 2010-2012 Robert Kieffer

MIT License - http://opensource.org/licenses/mit-license.php

* validator *
Copyright (c) 2016 Chris O'Hara <cohara87@gmail.com>

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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*when *

Open Source Initiative OSI - The MIT License
http://www.opensource.org/licenses/mit-license.php
Copyright (c) 2011 Brian Cavalier

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and

associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE
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o 2 —H— 75§%'Eiﬁ@?f‘/] IZa—HF—1L a— R&ERo TW\WAEE. Security Cloud Control | ZFEAE S 417z
2—P—=Z, BRTELHT T POV R MERRLET, :T-*—"j‘ DT T e EBRTHE, T
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ST —FTUOTYOEE
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FESN TV DS, —3—(X Security Cloud Control (21 7' A > CT& 97,

= — % —3 Security Cloud Control I[Z7 7 B A TERVWEIIZTHMERD HLEIT. A—/3—
BHLF )N Security Cloud Control & —H — D —H— L 2 — R & HIFRT 2721 TH A~ E 9, Cisco
Security Cloud SignOn 7 7 7 > MIFI EFEEFE L, A——EFHENR - —Z2E i Lzn
Y&1%. Cisco Security Cloud Sign On CfEH LT\ = b D & [A U —H—4, THr LU Security
Cloud Control = —#—L a— R&Z{EKTHZ LN TEET,

BERED Security Cloud Control DREICHEE L, 77 =WV TV AX A ¥ — (TAC)
EIFOHTMERNE U858, BEENTAC = =T Da—Y—La— REERT 52 &
T, TACTZ V=T N7 MafE L, BERICIERERELRETELLOIICRDET,

k=1l

BEOTATUTAT 4 FANAE— %L OER

SAML ¥ > 7 V¥ A 4 & Security Cloud Control DFfEAE, T AT T 4T 4 T HNNA L —
7 7177 k& Security Cloud Control 77> F Dl F I L £, Z DX 5 keI, Security
CloudControl CT7 ATV T 47 4 TN X —DT U hba—HF—La— RE{ERB LW
BEHTEET,

= —H—7 Security Cloud Control IZ7 7 B A TERWNWK HIZTH2MENH 551X, BEMKT
IdP 7717 k. Security Cloud Control =—#—L a2 — K F72/XZOW G EHIFRCTE £7°,

Cisco TAC 76 D XD MEIR LA, BERITHARY EHe— V2R OT AT T 47«
Za /A X — T 17 k& Security Cloud Control = —#— 1L 23— RO %, TAC - Y=
TR CTE £ T, TACT V=7 1%, BEELD Security Cloud Control 7F > MIT 7 & X
LCHEL, HREBEZBEHRICRET LN TEET,

DRATR—T RKY—ER JOnNg H—

ESPERENS

VA wx—Y K= R Fra( Z— (MSP) i, Security Cloud Control ® Cisco Security
Cloud Sign On IdP Z {1 L T\ %54, Cisco Security Cloud Sign On |Z H C & &k CT& £9°, MSP
D % FkIZ Security Cloud Control IZZNEND 2 —H — L a— RE{ERTE 5728, MSP L
BEHOT T P EEHTEET, bbb, BEKIIMSP O L =— FOHIERZ EEICHIE T
ETET HIBRZBIRLESE) .

o EEE
» Security Cloud Control T =—4 — D4 H

« Security Cloud Control . —+—m— L

TILFTF b R—2)LDER

Security Cloud Control ¥ /VF 7} h IR—F )L B a2 —|ZiX, BEOT o MIELENLT T
DT RA ZAMBESGENTFERPERSINET, ZOFAVFT T MAR=Z VT, T/3A A
DAT—H A FTNRAATIITRDY 7 b =T A=V a VR ERERENET,
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I L& BHIIC

e ITFTFTF U RAR—E T, TT U N T OBRENEINCI > TWABRBICORER T
I, T RNTATFTF U FR—=F NV EFHITHIZIE, CiscoTAC THR— T4y
FEBIE F9,

cHR—=FF Ty PRSI, =2 VPMERShD & R—=Z LT[Ry MU —7 &8
# (Super Admin) (O Bu— /L EZFFOZ—H—0N TF FEZBMTE5L912720 7,

AT AHAREMOH DEED T T U YR ORIEZ ERET 572012, Web 77 WD
Fywvial CookiexZ7 VT THIEEBEIDLET,

RIVFTF2 riR—42)L
Y FT I MRS, ROA =2 —BHESRTOET,
cEXxa)T4 TNAR

o« R—HWITBMENT=T TV MZA VR — READTRXTDT A ANRFRINE
9, [5E (Search) 1B IO [7 4% (Filter) 1A 7Y araEH LT, T4 A%
MBELET,

CTNAAAEZ Yy 7T HE [£FT/L Model) ], [ AR—7 1 753 (Onboarding
Method) ]. [7 7 A 7 V4 —/LE—F (FirewallMode) ], [V 7 FU =T /R"—T g
(Software Version) |72 K DFEfliax £ R T £7,

o T3, A& E T % Security Cloud Control 772 b EHDHT NA A B TE
9, v F T hAR—HZ i, Security Cloud Control 752 b _X—IZBEI§ 5
72D [T /314 ADEE (Manage Devices) | V v 7 BHEINTWET,

FEDOTFTYNDOT T "o TRY, 7TV MeR—FARFELY —TYa VNI
HOGEIL, TOV I RERREINET, T2 MIT 7B AT HHERD 720 GE
L. [T 3 ADOE B (Manage Devices) |V > 7 [ 3Fn SivEH A, HERIZOWTIE,
MO Y FU— 27 FHEICBHWEDELSZE N,

EEMA A XUV E (esv) T ANMCEZT AR— FNTEXFET, ZoOFRIT. T
A REGHTLIZD . T 7 B AMDRNA—F —THE LTV T 2DICEIBET,
T —H Ty AR— FT 57 ONI, Security Cloud Control TILHT LU .csv 7 7 A /L3
ERR S E T, B END 7 7 A VAIIZ B ERZINRE TR E T,

HE Y N—ZMEH LT, T—TNMCERT DTN, AT aNT 4 ZBIRET 7 VT
TEEY, T—INEDRIRARXT DL, WAV A ALl E, BRLEAA
23 Security Cloud Control THFFI N TV E T,
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rFr+orf—s Loz [

1:2%2U7T4 TIN/4R

Mame Bavics Type T Configy Cennetivit "
ASA Mo @ Nats:
ASA Mode! ® Mot Synced
FTD & No Config @ Pending Setup
Duo Admin Panel A Conflict Detected ® Online
ASA Moded @ Mot Synced
ASA A Conflict Detected ® Online
ASA O Synced ® Onling
Cloud DNG O Synced 0 Eror
FTD @ Nt Synced A Unreachable
FOM O Registration Key Expired
FTD A Mo Config ® Pending Setup

GE) TAAREZFHLCWDT TV RBBIOY—Ya v RNICh D56
X, £D VU — 3 »® Security Cloud Control (ZH A > A >3 5 7=
DOV I NFRINET, TDOYU— 3 N Security Cloud
Control ¥7213F DYV — a3 VNOTF v MIT 7B AT HHERD
WG EIE, T AREBETEEE A,

cFFUk
RSB SN S TOTF o MSRFESET,

s [Fv NU—Z7EHE (SuperAdmin) | B —/LEFFOZ—F—DIN, KR—ZNWIT )
v hEBINTEET,

cTTURATRELIEYD . T2 MOl ED <KUYV E (CSV) 77 Az
AR—RMLIED TEET,

< BRE
o [f%E%E (General Settings) ] C. [R—# /L% E (Portal Settings) ] Dt % FR T
TET,

o [—H—4 B (User Management) | TiX, TXT® [—H— (Users) ]. [Active
Directory 7 /L—=7" (Active Directory Groups) ], B LN [E5FE 2~/ (Audit Logs) 1DV
A MEFRTEET, FMICOVTE, 2=V —0FH] 22BMLTIZIW,
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GE)  ~wATFTF U RR=FNOFy NT—7EFERFIL, API= 2 FARA » FEEA L TROZ LR
TEET,

+ Security Cloud Control 77> k DYERK

« BE77 @ Security Cloud Control 7F > kD~ /L FFF 2 R iR— X )L ~DiB/N

IINFTFFURR—BIIZTFFU FEENT S
[y NU—27 &8 (Super Admin) | 2 — /L& RO —H—(X, R—FWIZTF > hEB
T&FET, OV —ValEmNoTTFr bEBEMTcEET, 221, I—m o
V=g U mBKRE) =V a Ty FaBMLEZY, KEY —Varmba—a o] —
TaBMLIZY TEET,

| &5

BER TV NMIAPIOAROZ—H—%AERT % L. Security Cloud Control ~®DFFEHIZ API k—72
VEERTHZEEBEIOLET,

\)

GE HA—=2MEEOT T BT 25613, %77 0B APLb—2 U &AERL, TF A
FZ7AMIEEVAT £, ZhUCX Y, BEOT TV FER—ZVIZHBISBENTE £,
b—=2 U EARTDIOICEET T YRR DML EITH Y T A,

FIE

AT TN ERDOSA T[T F > b (Tenants) 1 %27 U 27 LET,

ATw T2 [Add Tenant] 7 U v 7 LET,

ATY T3 HLOWTF o bEBINTHiE, [k~ (Next) 1227 U v 7 LET,
()

1. BEfFOT v haeA vR— T2, [BEFEOTF > bEA VA=K LET2? (Would you like to
import existing tenant?) | F = v 7Ry 7 A% A I LET,

2. Security Cloud Control 2> GBEAF DT F > N &2 BINF 121X, EHD AP N —27 % F o~ TR Y- THE
VAT ET,

3. [A¥A—1F (Import) |22V v LET,

ATY T4 [TF 2 FOFEMM (Tenant Details) ] T, [#/54: (Display Name) ] & [T 7> 4 (Tenant Name) ] & AJ)
LET, R~ (Next) 127 U7 LET,

ATw 75 [Fubya=r7 (Provisioning) ] T,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE


https://developer.cisco.com/docs/cisco-defense-orchestrator/create-cdo-tenant/
https://devnetapps.cisco.com/docs/cisco-defense-orchestrator/add-tenant-to-msp-portal/

I Cisco Security Cloud Control (DX A
nF 7+ rf—annsnr+o todik [
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=7 LET,

e[k~ (Next) 127 U v27 LE7J,

@ Tenant Details PrOViSioning

e Provision additional resources
o Provisioning

Cloud-delivered Firewall Management Center

@ enavle carmc

Mulitcloud Defense @
Enable Multicloud Defense

o =) C

ATV 6 [2—Y—DEFK (DefineUsers) | T, 2—¥—% 1 AT OFETEMT L0, CSVT T L—hrEX T
n— KL, RERFEMEANLC I 7ANET v7u—RKLET, BlEnza2—¥—iF, [2—F—VU R
h (Userlist) 1 &7 v a v iZFErnEnEd,

AT FT1 [7F > FOVERK (Create Tenant) | %227 U v 27 LET,

FFY ROERNET LE Lz, 7REYa =2 I35 8850 £7,
RIVFTFUER=F2IHLDTFH 2 ~DHEIRR

FIE

AT TN ERDOSRA T[T F > b (Tenants) 1227 U7 LET,
ATY T2 AFRICERENDIHIGTHHIRT A a2 27U v 7 LT, BLERTF L MEHIFRL £,
ATy 73 [HIEE (Remove) 127V v 7 LET, ZotEx, BMEfMfIFoNzT A AL R—Z L0 OHIBRSNET,

Manage-Tenant 7R— % JL D% E

Security Cloud Control CiX, [F%/E (Settings) ] X—T D~ /LF 7T F > hAR—H )L EANL—H—
THAT S NOREDE G NALZ~ A XA TEET, ERORA O ERE (Settings) 1227 U v
7 LT, BERXR—VIZTZ7EALET,
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EMRERE
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L. Wiz dET 20ERSNET, X TOMERRLT — 2 13EA T, g7 —2133%4ME
SNEEA,

Web 041137 7 /L b THNI /2> TWET, Web b2 BN, FERMICHZIZT D121,
WO FINEZHENFE T,

1. FEflo~A1 T [EE (Administration) ]>[—A&ERE (General Settings) 1 %27V v 27 L
£,

2. [WebZi#T (Web Analytics) | D FICHDHATA X %HT ) v LET,

[2—Y—&H (User Management) ]

~NFTF o MR NVICEEM T LN TS TR TOa—F—La— RN, [=—F—FH
(UserManagement) | CHERCTEET, = —HF =T H v MIBEI, WEEZIFHIFRTE
F9, FEMICOWTIX,  [Security Cloud Control TOZ—H—DEH | 2L T 7ZE 0,

BEOR—=F LT v 3% DA, Security Cloud Control 7254+ 7 7 b1, # %
R—=FNVEIZT T MEATUDREZ D Z ENTEET,

ATV TN wVFTF U bR—ZNT, A EBIERENDLGT T NA=a—% 270y 7 LET,
AT9 T2 [AA vFTF 2k (Switchtenant) 1227 VU v 7 LET,
ATY T3 BRTLER—ZNVEETT U FEBEBRLET,

Cisco Success Network

Cisco Success Network (L2 —W %07 7 7 K¥—E AT, Cisco Success Network % A 201
95 &, T34 A & Cisco Cloud FIZ ¥ & = 7 2 BEe AT S Av, FEADIRDUCBE 92 16 & He
FHEHRBA NV —I 7 EnEd, TVA NI EBRA NI I T FTHZLIEH-T, T340 R
MHDRMROT — 5 2B TENEZHEEATY E— FOEHAT — 9 VTHEET DA
= ALRREIND720, ROAY v ERELNET,

« Xy b= WO OB A\ LSS 572012, FIFATRE A ARl OREREIC DWW Tl
MLUET,
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UEICRIATRTREZ2 . BN T 7 = iR — ks =R — 1 U F 2OV TR
L/\ij—o

o A BB DOWEITESTHE T,

TNA AL X =2 T R 2L KL OWERF L. Cisco Success Network ([ZB Gk TX 5 X 9
IZLET, T30 A&, L 721 T Cisco Success Network DR ELZEE CTx £97,

\}

GE) BRI T DU NA T RATZEVT 4 XT T, TIT AT TN, ARRRTLHE, A
B R A 5 34 A D Cisco Success Network R T & F#EX LE4,

» Security Cloud Control (% Cisco Success Network iX E & EH L EH A, REOEH LT L X
kU F#H OFRMEIX, Firewall Device Manager = —%—A % — 7 = A ABR{TUVVET,

Cisco Success Network D H%h1b £ - I EZh1E

VAT LOYIREREIZ, Cisco Smart Software Manager (27 /3 A& B EkT 25 L HITRD LI
F9, BEETIC0 HEOFHEZ A & o A 2T 2586, FHEMROK TRICT 1 2%
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~—T) Cisco Smart Software Manager (27 /NA A Z X gk D70, I8 EEF—%2 AT LT
Security Cloud Control (Z %8k L 7,

TNRAREREGTHE, R—=F ¥V ThHI LT AL RAZTA B ARE Y Y TEHNLE
T, THRAREBEETDHE, AL TNETRTDOET T ar T4 ABEEINET,

T DR, Cisco Success Network 203452 L T THHENCTEETN, 2047
3 =@ % Firewall Device Manager UL 5 D AMENZ TX F9, WhcT o5&, TNXA AR T
U KLUl ET, UL THOEHOZESCA~— b T4 & ARIEORIFITITH BT

TOEFICEMEER MG L £ 3, FEMIICOWTIX,  [Firepower Device Manager & 7 o ¥ = L —
vary WA R, RN=Var 640 L] O 27 LA OFED [Cisco Success Network ~
DEM L7 arz2B3RLTIEIN,

Security Cloud Control TO 1 —H—NDEHE

Security Cloud Control T —H#— L = — Fa2EkE3RET DA, (T4 7T 47 4 7
0 /NA K — T J1 7 k& Security Cloud Control =—H%— 1L 22— K& OREtR] ZFHA T, ID 7
oA X — (IdP) 7AhD v hea—HF—La— R RREOLIIHAEEMAT202%58 L TL
72 E N, Security Cloud Control = —%—|, FRFEZ 41T Security Cloud Control 7} > MZ7 7
TATELLDIE, Va—REHETDIdP 7 AT b RKETT,

M E O 1dP 2372 R Y | Cisco Secure Sign-On [£3 T ® Security Cloud Control 77> k™
ID 7 u\f X —L7p)ET, ZORLFDOHKY OFE S, ID Fr A 2 —L LT Cisco Secure
Sign-On ZfEA L CW\5 Z L &RiHEE LTWET,
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B 7 rcmEdrshcusi—F—La—koxR

Ty MCEEMT LN TND TR TCOa—P—L a— FNiL, 2a——BElH CHERETEE
T, VR—Fr v b EBREIT D7D BRI T o MZBEEMIT O/ A3 R— b
V=T HRG e £,

THUMIEEM T TWSA——La— FDOERFR
FIg

DA T [EE (Administration) ]>[1—H—%# (User Management) 1 %27 U > 7 LE7,

GE)
VAAYR—= BT T NMIT 7 BEATERNEIZT HITIE, [ E (General Settings) | ~— T
[AIFR—=ERIDOTF > FEERTERWEH1Z9 D (Prevent Cisco support from viewing this tenant) ]
NTNWVRE AT LET, BfsE (50 ~—)

31— —EIEO Active Directory 7 JL— 7

ZRO2—F—PHBEIZANED LT T hO%E, % O =2—H% —% Security Cloud Control
WZiBN4 %8 v 12, Security Cloud Control % Active Directory (AD) 7 /V—7IlZ~v v 7 L
T, a—=¥ =R bea—F—un— L2 LY HRIEFHTE T, HLa—F—0BInek
FO—F—DHIfRE Vo Tz —HF—DEETT T, ActiveDirectory TEITTZ 5D L 97
Y . Security Cloud Control TFATT 2 ME N2 720 £,

[=—H#—& B (User Management) | ~— 75 Active Directory 27 /L — 7" 4B, fwiE. F7-
WTHIBRT 2121, [ry MU — 2 & HE (SuperAdmin) |2 —V—no—/L3SLECTH, FEMICO
Wi, [Security Cloud Control D —H—m—)L ] &L T 7ZE0,

M ODANA T, [RE (Settings) [>[=—H —4 L (UserManagement) | DJIEIZER L E 7,

Active Directory %/ JL— 7

s P DONA T, [[BEE (Administration) 1> [2—H—&HE (User Management) ]]>
[Active Directory 2 /L—=" (Active Directory Groups) | %27 U v 27 L £,

o ZDO—UITIE, Active Directory ¥ % — % THI Y 24T 5 4172 Active Directory 7 /L— 7"
=L RFIRINET,

* Active Directory 2 /L —71ZF £ TV 5 —H —|L, [Active DirectoryZ /L —7" (Active
Directory Groups) | % 7 £721% [ —H— (Users) | # 7IZfEBNCE RS NER A,
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A—H—EED Active Directory ' )L— 7 .

BEEOS

Security Cloud Control @ [E5# =2 77 (Audit Logs) ] Ci%, = —HF—FEB L O AT AL~
DT 7 varBnigksnEd, [EAr s (AuditLogs) | X Ty 7T v SndERA N
Y MNIRDEEY T,

e A—H—Abq Y 2a—BP—FIHDOTRXTDOA L AZ L A% LET,

« T2 FOREMITEREMITEERR . 72 N E O —F—OBEAHT F 7 LB AT f#
Bra BB L £

cA—H—O—ILOERE : =—HF—m— LOEFZTEHRLET,
« Active Directory ' )L— 7 : AD 7 /L—7NOEM, HIkk, BLOr—LOEEEFTH L E

R

FIE :

1. o<1 > T[EE (Administration) ]1>[1—H—&H (User Management) 1% 2 U
7 LET,

2. [EifiuZ (AuditLogs) 1% 7 %7 Vv s LEd, BER TS A o HFOTF o hOARU b E
TITAET A DY A NRFRINET,

3. WEDO2—F—Du 7 ZMET DL, REK (Search) 17 F A bRy 7 A& LET,

4. TAnNETA A&7 w7 LT, MEMREZKRY AL, FEDA X haRRLET,
[RFfH#EPH (TimeRange) ] & [1 X2 F7 7 I 3> (BventAction) |IZ¥SW\WTr /%7 4
NEMETE £,

5. [£Z AHR—1 (Export) 127 VU 27 LT, itz CSVERXTH Y e—FLET,
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. 21— —EI0O Active Directory 7 J)L— 7

X2:BEE0)

User Management
Displaying audit logs

Users Active Directory Groups Audit Logs

[ Q S f dit logs by use ] Displaying 472 results

Action & Details Date/Time User &

; 7/31/2024
User Login logged in )

Role changed to Edit Only for user 7/26/2024
User Role Change e

o User associated to 7/26/2024
Tenant Association
tenant | 21:21 P}

User disassociated 7/24/2024
from tenant 32:33 F

Tenant Disassociation

7/23/2024
AD Group Added AD group added ]

7123/2024
AD Group Deleted AD group deleted i i

TIILFO—)L1—HF—

Security Cloud Control ® IAM ASREDNEIR &AL, = —HF =B O — L 2O LN TE 5 &
27D F LT,

2 —+4F—| Active Directory DI D 7 /L —T 1B L CWAEANRH Y, TN HD T V—T1%,
Security Cloud Control (233N C#:72 % Security Cloud Control 7 —/L CEF CTX £§, = —H%—
N 7 A CRHZEAG T D R e HERR IX, E DO —H—23E LT\ %, Security Cloud Control
TEFRIN TS T XTO Active Directory 7 /L —7 D — /L O AHEDOETT, =& 21X,

2 —H =732 DD Active Directory 7 /L —F 1B LCHEY | WG DT N—TRN2 50850 —
NV (FREFH LT 7 a A BHR E) T Security Cloud Control [ZIEBMENTW A A, 22— —
IRERH LT T oA EHOMFOMRZFFHET, 2L, LEORD 7 V—T Lo —LC
HHISNET,

Active Directory 7' /L —7" D~ ¥ 7 % Security Cloud Control CEFT DML ENH B DI 1 (]
EFTHY, 2a—F—D7 7R LHEROERIL, ZO%, BA2D 7 NV—THTa—W—%E
N, HIBR, F7213BE 5 2 L2 X > T Active Directory CHEMIAJIZ AT TE £ 97,

)

GE) Z—HF =N, AANL—F—=THY ., »2E LT F > kD Active Directory 7 /L — 7128 JE LT
%60, A=Y —D2—H% —n1—)L3 Active Directory 7 /L —7 D2 —HF—m— /)L L Y §
BlhshEd,
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Active Directory 4 JL— 7 % Security Cloud Control IZ:BINY % 1= DRIREH .

Active Directory ' )L— 7R API T2 KR4 > b
Ty MU= EREFIL, APL= 2 RARA v M EEHA L CROBIELZFITTE £,
» Active Directory 7 /L — 7" DYERL
* Active Directory 7" /L — 7" DHl| &
* Active Directory 7 /L— 7" D25
» Active Directory 7 /\— 7 O U5

* Active Directory 2 /L — 7 O If5
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a—HF—FH O L L T Active Directory 7 /L—7"~ v £’ > 7' % Security Cloud Control {ZiE /I
95121, F 7 Security Cloud Sign On |Z#E 5% A @D Active Directory 234 T4, Active Directory
ID 7u/"Af Z— (IdP) NEZHAEINTWRWEAIL,  [dentity provider integration guide
[Je3E] M LT, #H A X A Active Directory IdP A ICIR DIEFHR A A L E7,
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s HAZLN—TFT 4 T HEFZFRTDH FAA L (B : @cisco.com, @myenterprise.com)
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9, Active Directory DFEA 2358 T L 72141 Security Cloud Control 77> MNMIH A A T 5IZ
X, SAML ZR & BHEAMLETT, ZID OE TIERLF L /NCEDRRBI SN ET,
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Claim name Valua

Unigue User Identifier {Mame 10 user.userprincipalname [mameid-for.. ***

Additional claims

Clairm name Value

hittp/fschemas xmiscap.ongfws/ 200505 fidentity/claims/emailaddress user.mail

hittp/fschemas xmiscap.ongws/ 200505 identity/claims/givenname user.givennams

hittp/fschemas xmiscapuongfws/ 200505 identity/claims/name user.userprincipalname

hittp/fschemas xmisocapuong s/ 200505 identity/claims/surname USELSUMamea T
[ SamlaDUserGrouplds | USELQraups 2t
| samiscurceidpissuer | “https:/ysts windows.net/1e491488-.. ***

« SamlSourceldplssuer : Z D J@&MEIX, Active Directory f ' A ¥ A% —EIZ#BI L9, 7=
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FIE

AT 71 Security Cloud Control {22 74 > L ¥,
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AT w73 [Active Directory” /b'—= (Active Directory Groups) | ¥ 7% 27 U v 7 L%,
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ATy TS ROWEHEANTILET,
« [/ V—7"4% (Group Name) |: —EOD4HIZ AT LET, ZOLAHIIL, Active Directory D 7 /L — 74,

E—HT A0 EIEH Y £ A, Security Cloud Control [ X, Z D7 —/V RO LT H AR — LT
FHA,

« [Zv—7ID (Group Identifier) ] : Active Directory 725 7 /V—7 1D % FEICANILE T, ZL—7ID
DIEIE, WAZ DEREFZED 7 NV—TID LR L THLILERDHY £3, ZOMHEIE, Z7V—7D—ED
ID (xS T DAEEOME (my-favourite-group, 12345 72 L) IC+5Z LN TEE T,
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s[m—/L (Role) ]: 22— —m—L&EBINLET, IO Active Directory 7 /L —7IZ&EFENDHTXTD
2—PF—Dr—/LPREY T, FEMITOVWTIEL,  Security Cloud Control D —H#—1—/ 1| Z 5
LTLEENY,

o (7= ) [HFEEL (Notes) ]: Z @ Active Directory 7 /L — T S piERL 2B L £,

ATv 76 [OK] ZE#IR L 9,

21—+ —&HF Active Directory 7' JL— T DiRE

1R BRI

Security Cloud Control C Active Directory 2 /L — 7' D= — W —EF B A {RET H 85513, Security
Cloud Control 7% Active Directory 7 /b — 7 Z IR D IELE T 2 AL TE 5 Z LITER LT E
S\, Security Cloud Control T Active Directory 27 /L —7"Z D b D OFfFEILTE £/ A, Active
Directory 7 /L —7ND2—HW— 1 X F &R 21213, Active Directory Z /32 LEED H Y
S

FIE

AT w71 Security Cloud Control {21 7' > L9,
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AT T4 TS Active Directory 7V — T HE L, WET A 2% 7V v 7 LET,

ATYTS ROMEEEELET,

o [ Vv—74% (GroupName) |: —EO4HIEZ A LET, Security Cloud Control i, ZD7 4 —/L KD
Rk SUT 2P AR— R LTOVERA,
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s [2—/L (Role) ]: Z® ActiveDirectory 7 /L —7IZEENDH TR TOZ—YF—Dr— /LR RED T,
FHZOWTIE, T2—HP—m—] 2BRLTIZEN,

o [1EFC (Notes) ]: Z @ Active Directory 7 /b— 7|25 ] S A LA BN L £7,

RATFvT6 [OK] %27V v 7 LET,

2 —H— &2 Active Directory % )L— T D HI&
FIE

AT 71 Security Cloud Control (22 7' > L £,

RATY T2 EONA T [EE (Administration) ]>[1—H—&# (User Management) 1 %27 VU v 7 LET,
AT 73 [Active Directory 7/ /L—=" (Active Directory Groups) | ¥ 7 %7 U v 7 L%,

ATy 74 HIEET 5 Active Directory 7 /L —7 ZfRE L £7°,

AT9 TS5 [Delete] 7 2% 7Y vr LET,

ATw 76 [OK] %27 U7 LT, Active Directory 7 /L —7 % HlR+ 2 Z &L 2R L £1,

Security Cloud Control DR 1 —H—D1ERK

Security Cloud Control =—# —DFHHUERL TIZ, KD 2 DD X A7 BNME T, ROIEFT3H
TT20EEH D THA,

o Bl —H—mF Cisco Security Cloud Sign On 7 71 7 > s DFERK

« Security Cloud Control ==—"%—4 CH a2 —H— L a— FOERL

INBDHRIPFETTHE, 22— =Ll —H —77 Cisco Secure Sign-On % v ¥ = AR —
K7~ % Security Cloud Control ZBH< Z &N T&E T,

1 —Y —Mm[ + Cisco Security Cloud Sign On 7 Ao > ~DERL

Pl ——1x, Y ThROTF > FaEMLR< TH, WO T Cisco Security Cloud Sign
OnT7 vy MalfElT&ET,
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. Security Cloud Control ~D O 4 A [ZDWT

Security Cloud Control ~D O 45 A4 212DV T

Security Cloud Control (%, Cisco Secure Sign-On % 7 A T 7 4 7 4 7,3 f X —L L THEH
L. Duo #Z##F8iE (MFA) (2 L £9, Security Cloud Control [CA% A > 9§ BIZ1E,

F 9" Cisco Security Cloud SignOn T7h > > b Z4ER L. Duo #EH L T MFA 2% E 3 %ib
ErNHYET,

Security Cloud Control (Z1Z MFA N %EETH, MFA L, =2—W—T AT T 47 1 ZRi#&ET 5

DXV T 4 &b LET, MFA O—FiTdh 5 HFHFEFETIL, Security Cloud Control
Zun 7 A4 35— —DID ZHAT D720, 22003 R —F Y M EIFEREBMLET

T BYIOBERIIZ—F—Z LR — T, 2FHOERIIA T RTEREND T
S A L/XAT— R (OTP) T,

| &

EE 2019 £ 10 A 14 B & Y #IIZ Security Cloud Control 77 > AEFEE L TWV=BAX. ZDHEH
D3> Y IZCisco Security Cloud Sign On ID 7' &2 /31 X —~DF(T (6 X—) H#ua /A F
JIlEE LTERAL T EEN,

a5 4> 9 B2

Duo Security D1 > X b—)L

Duo Security 7 7"V 77— a3 U A HERERICA VA =L T2 L 2B LET, Duo DA
VAR —=MZOWT BRI B H8E 11X,  [Duo Guide to Two Factor Authentication : Enrollment
Guide] ZZ&M L T 7Z&E0,

B D [E1EA

FENRANT N ZAER LTI H A 2SR T — REARLET, OTPIFIIR—ATH B
D, TARAADIZ Oy 7R TNAEALERBILTWEZEREETYT, T ADTa v
DHBIMIZ, FLEFFHTELWRFAICHRESN TS Z 2R LET,

#1457 Cisco Security Cloud SignOn 7 17 > FDYER & Duo ZERIBIIDEEE
BRIV A AL T =0 T —L 4 BEEOT 0 AT, 4 BT RCES T T A0ERD Y
£7,

FIE

AT v 71 #H LU Cisco Security Cloud SignOn 7 h™o > MZH AV T7 v T LET,
1. https://sign-on.security.cisco.com % [ & F 97,
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#7138 Cisco Security Cloud SignOn 7 h o > FD1ERL & Duo S ERBIIDHRTE .

2. YA UA VEEOTEHIZHD [5T <V A T v7 (Signupnow) 1227 Vw7 LET,

Security Cloud Sign On

Formerly known as SecureX Sign On

Email

Don’t have an account? Sign up now

Or

Other login options

3. TUH—TTAXT AU NEERT DL, KOEFEHREATILET,
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. #7138 Cisco Security Cloud SignOn 7 15 > FD1ERL & Duo BRI DHRTE

Account Sign Up

Provide following information to create enterprise account.

Back to login page

Email *

First name *

Last name *

Country *
Please select * v

Password *

Confirm Password *

[] 1 agree to the End User License Agreement and Privacy Statement.

Cancel

WIZWL DD v FERLET,

o [E T A—/v (Email) ] : Security Cloud Control ~D 1 7' A NN H T DB A —/LT KL
AEANTTLET,

o [/NATU— R (Password) ]: 8877/ AT— K& A LET,

4, [HA A (Signup) 1227V >v27 LET,

ED%, BELTET FLAIHERA —ADBEEESNET, BETA—NEHE, [TV FOAME
(Activate account) &7 U v 7 LE7,

ATy 72 Duo AL TEERBIAEZEY 7y TT 53
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SZEFEHEC Yy N7 v T T L &R FEANANT AL AEMHT L L eBEID LET,

1. [ZEFEFIAEOKE (Set up multi-factor authentication) | H[f T, [EHRDE (Configure factor) ] % 7
Vw7 LET,
2. [y hT7 v 7 OB (Startsetup) 1227 U 27 L, 7027 MIES TENRA AT NA AR LT,

FDENANTNARALT H T "OXRT Y o T H2MRELET,

ZEHNZ DWW TIL,  [Duo Guide to Two Factor Authentication : Enrollment Guidel]] &R L T &, F
NAZZDu0 77V —a U NTTIIA VA =L ENTWAEAIL, ZOT T DT 7T 4
NR—vgra— R RREEINET, Dw Xl EOTNA ATEBDOT h o v M R—FLET,

3. U4Y—ROREKT, [mF A %&%KiT79 % (Continueto Login) [ %7 U v/ LET,
4, HEFEFEREZ M LT Cisco Security Cloud Sign On (22 74 > L £ 9,

ATv7T3 (FE) EBmMOA—trT1445—32ELTGoogle A —v VT4 —2%HRELET,

1. GoogleA—t> T 4 r—HE,XT VU TFTHENANTNA ZAZRINL, [R~ (Next) 1227V v 7 L
i‘j‘o

2. By NT v TU4 P RDOT o T MIES T, Google A —k T 4 r—FEty N T v LET,

AT w74 Cisco Security Cloud SignOn D7 H o2 Y AhNYDATL a3V EBRET S
1. SMSZMHLTT AV b2ty FF 57200 TiiOEREFSFEZERL £,
2. X2 VT4 A A—TVERIRLET,
3. [¥ATH Uy FOVER (Create My Account) 1 %27 U v 27 LE9,

Security Cloud Control 1 —%—& TH1—H—L 31— FDER

(%> b U — 27 8% (Super Admin) | HEBRZ FF-D Security Cloud Control = —— D %73
Security Cloud Control = —#%— 1L 22— R&{EkCcx£4, xRy NU—27FHE 12, Lo
Security Cloud Control A—H—&DER X A7 THE LI LD LRI UETFA—/1LT FLAT
A=Y=l a— FEERTOHERDH Y 7,

WOFIEEFER LT, @R r—Y—a— i ffoa—HF—La— REERLET,

FIE

AT w71 Security Cloud Control {22 7' A > L E 9,
RAT9 T2 EMORA T, [%E (Settings) ]>[—H—H (User Management) | DIEIZER L £,

257973 B 220 s LT, BLva—F—rrd MoBIMLET,
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ATy 76 [OK]Z27 V7 LET,

8 1 —+H —H  Cisco Secure Sign-On % v 3 2. 7R— KH 5 Security Cloud
Control # B <

FIE

R T w71 Cisco Secure Sign-on & v ¥ = /R— KT, 7F > h®DU— 3 |25 L7 [Security Cloud Control] % A /L% 7
Uy LET,

ATV T2 WO —k T 4 r—2%HELTNDERIF, A—krT 4 r—2%0uaa%2 1 v LT [DuoSecurity]
7 [Google Authenticator] % 3%#R L 9,

cHEFEOTF U MITTCIa— =L a— RS E5EE81T. TOTF v hMoa A LET,
DR —Z NN T TICa—F— L a— FRH LT, #T AR —F V2RI TE £,
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Choose an account

Portals Tenants

US East Coast Boston Office
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Sign Out
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AEEOS— VTR, R BUE. EITHIERT 5.
CTNAREF Y R=T 4 T D,

ATV MR Y I EOMERRICLE e X AT DAT v T AN—ETE DBMRAFIET
TR0,

« Security Cloud Control = —#— L 22— K& {EkT 5,
ca—HW—m— L EEHETL,
T I RBAN—IER) —IZTE v FE£ETZ v FT 5,

Admin B —)L

HHE o — P —I%, Security Cloud Control D& &6 W ZMIHEIZFERIZT 7 EATE £7, BEHE
=P —TRKDOZ LN TEET,

* Security Cloud Control DALE DA ¥ = 7 hZ&AFR, @AY . FH, HIBRL, BEZ1T
Do

TN REF L R—=T 4 T F %,

« Security Cloud Control DEE D_— 3V £ 72 (X% € 2 W4 5,

NEBOR—=T DA T UV ERBRBIOT AN T D,

c TAAARELHE L, B 72K R L, VPNV v B 7 E2iRT 5,
AEBEDOR—VOREFZIIAT V=7 MIBET TR TCOELEEZ2RRT D,
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I Cisco Security Cloud Control (DX A
wyro—vgEEo—L |}

cMEDAPI h—7 U &HAEKT D, HHTH, MYIET, =27 UV EINTZSEIE.

A H =T =2 A LTHR— MTER L, A0 227 AR—FTEET,
EHE 2P —TRDOZ L ERITTEELA.

» Security Cloud Control = —#— L 22— RZ&{EkT 5,

ca—Y—a— VELETTDH,

v D=0 EEAEO—)
ARG PFE 1 —F—|F Security Cloud Control ® & 5 A M 2522 T 7 B A TE £7,
A—R—EHFIIROZ ENRTEET,
e a—Y—o—LELEFETL,
e 2 —Y—La— RE{ERT 5,

)

GE)  A—/R—EFH T Security Cloud Control = —#— L 71— FA{ER TE ET2, Z2O2—HF—1
a— R T — =BT Moue 74 35134840 Td, 7 E»EMT 5 ID
TR L =DT AT O RBEIZRY ET, BEROMRIIMAOY Y 7oA A 1D
TR Z =PRI WRY | ID 7 1 3 A #—| Cisco Security Cloud Sign On T4, =—H#—[%
Cisco Security Cloud SignOn 7 7 7 > MZHOEEKT H Z ENTE ET, FEMICOWVLTIX, #r
#i Security Cloud Control 77> b ~DOfJElv 7 A > (5 =) ML T IEIVY,

* Security Cloud Control DEZE DA T Y= 7 M &AER, FiAMy . BH, HIBRL, BEZ1T
Do

TN R F U R—F 4 T D,

» Security Cloud Control DAL D~ — U F 72 1 35% € & MR 5,

EEOR=T DA T UV ERBRBIOT AN o TT D,

c TNAARFEL L, BEr 7 E2 LR L, VPN~ v B 7R T 5,
ANAEEOR—=VOREENIA TV =7 MIET LT X TOBEEZRRT D,

cMBEDAPI h—7 VEAKT D, BHTH, BVIET, F—2 VBRI EEINESGA TR
WD ENTEET,

s H =T 2 ANLYR—MNIEK L, BEe 2T AKR— T 5,
1I—4H—0O0—)LOLa—KDZER

a—HP—La— NI, BRI TV L a—F—0r—LTY, T MIEEMIT T
NWHZ—PF—ZFARLLIZED Fa—P—RNEOr—LEFHL TSI E L a— R
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. Security Cloud Control ~D1—H—F7H > DB

LoTHlrcEES, 2—V—m—nNE2EHETLHL, a—VP—La—FNPLEEINETS, =2—

P—Du—E, 2a—HF—EFHETF—T N TOr— VI Lo THISNET, FEMICOWTIE,
['Security Cloud Control TOZ—HF—DEH | Z2ZML T,

A=Y=l a—REEETIHIEL, Xy NT—VEFHETHLIVLERDY 7, 7 M

X NI =7 EHED N2 WA X, Security Cloud Control D388 A4£7S TAC THAR— K F 7 v
MR < HEE TBEWEDESIZE N,

Security Cloud Control ~D1—H—7Hh > DB

Security Cloud Control =—#—{%, F&FE S 41T Security Cloud Control 77> MI7T 7 A TX
% & 91T, Security Cloud Control L' = — R &S84 5 IdP 7 ¥ > ERMETT, ZOFIAT
IZ. Cisco Security Cloud Sign On ®=—%—7 # 7> h CTiE72 <, 2—%—D Security Cloud
Control = —H%— 1L 23— R&{Epk L £7, =—H% —73 Cisco Security Cloud Sign On (27 7 7 >
ZFFo TRV A ., https://sign-on.security.cisco.com (BB L, A > A VHEEO FEIZH D
[hA > 7 v (Signup) 127V v7 LT, HOBETEET,

Y

GE) ZoOX A7 %FEITT HITIE, Security Cloud Control TH > kU — 7 FHE 7 —/L O — /L34
g‘(—g‘o

A—H—La— FOER

FIE

ATv71
ATv72
ATv73
ATvT4

ATy TH
ATvT6

KOFIREZHEH LT, @Y ha—Y—m—nafoa—HP—La— FEERLET,

Security Cloud Control (Z1 74 > L £ 7,
FEAD~_A T [EHE (Administration) ]>[1—H—E# (User Management) 1 %2 U v 7 LE7,

HFNWTFTARZ L ( ) Vw7 LT, filna—Y—%25Fr MIBMLET,
2—HP—DEFEFA—NLT RLAZ AN LET,

GE)
2—HF—DFEF A —/LT KL AL, Cisco Secure Log-On 77 7 hDEF A —/LT KL AZHIGE LTS
W BH D ET,

ey 7H D A= a—h b 2—P—DSecurity Cloud Control D — % — 1 — L Z2384R L £,
VZEZ27Uvy7 LET,
(6=3))

A —/— P Security Cloud Control —H#— L 22— RZ{ERCTEX T3, O —HF—La— REF
TlEa—F—=n7Fr Mu 7 A T 523A+3TT, 7T bBMERHTL2ID 7 me M X —DT o
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APl oaHn1—F—%kET 5

FHMEICRY £, BEEOGEIHMADL I AY A v F 2 ID Faf Z—R3R0RYD | ID 7N
A A —|Z Cisco Secure Sign-on T9~, =— —[I Cisco Secure Sign-On 7 4 7> MIBCEEHKT H I LN TX
F9, FEAIC OV TIX, #iH Security Cloud Control 7> h~OfJlaln 7' A > (5 X—3) ZHHLTL

7ZEW,

APl DHDI—H—%ERKT S
FIE

AT 71 Security Cloud Control (22 7' > L £,
AT9 T2 EMORA T [EE (Administration) 1> [1—H—&H (User Management) 127 U v 7 L£7,

25973 nrozarss (B 27900 L, HLva—F—rrIo MoBMLET

ATY T4 [APIOHD2—H— (APIOnly User) | F = v 7Ry 7 ZAZEINL F9,

ATY TS [2—HW—4 (Username) | 7 4 —/L RIZ 2—H =% AH L, [OK]Z7 V27 LET,
BEE

=P —HIZEA AT RLAZMEHLIEY ., T@) XFE2EH5Z LI TEEY A, [@yourtenant]
T Ay I AN —AIZHBISBEM SN 5720 TT,

AT9T6 Kay 7 X7 A =a—52—P —DSecurity Cloud Control D —H—1—/ L Z38#R L £7,
ZFwTFT [OK] %2 ) v 7 LET,
ATy 78 [2—H—FH (User Management) | ¥ 7 %7 U v 7 LET,

ATV T HLWAPIDAHAD 22— —D [ h—2 > (Token) 15T, [API b—2 DA% (Generate API Token) | %
77Uy 27 LTAPI h—27 2B LET,

A—H—O—)LO1—H—La— FDHEE

ZDFAZ ZFITTHITE, Fy NYV—=7EHEOT—VBRBETY, v 74 LTWD
Security Cloud Control =—#—Dr— /L& Ry MU — 7 EEENERT H5E5, £Or—/LR
ERINDE, 20— =3ty a o BN 7Y hanEd, 22— —03HE
R HE a—F—ITH L r— LB HNET,

)

GE)  ZoOX A7 HEFEITT HIZIE, Security Cloud Control TH v h U — 7 FHHF 1 —/L O 1 — /L A4
=TT,
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B 2+vn-ross

A

R a—VP—la—Foo—LazEREd5L, a—F—La— FCBEEMNT 57 APL F—2 R
bOGEIFENPHIRSNET, 2= —m—ARNEHEINLH, 2—F—FTHF LWV API h—
7 BT ONERDY T,

A—H—O—LDRE
S
(GE)  Security Cloud Control = —%—72312 7' A L L CWT, A—_—FHERZ OO — L EEHL LT

Gtr. BEEADCT DI, 20—V —=RBa 77 L THERZ A VT O0LERH Y E
B

a—F—la— FTERINLn— L afRET 5I12E, ROFIRIHENET,
FIE

AT w71 Security Cloud Control {22 7' A > L9,

RTw T2 ElO~A T [EE (Administration) ]>[1—H—&E (User Management) 147 U v 27 LET,

ATy T3 2=V —DFTIch D [k (EBdit) | 7422270 v7 LET,

ATy T4 [m— (Role)] Fa vy 7 X7 A =a—hba2—F—0H L\ Security Cloud Control O —H —1— /L %
IR L E7,

ATy FE a—W—La—R, 2—F—CEEffTONZAPI =2 v Bd D 2 EIRENTWDAEAE, =—H—
Dr—LEEFL, fERELTAPI h—2 VZHIRT 5 Z L 2R T O2LERH Y £3, )

ATYT6 V]Z27 Vv LET,

AT w1 Security Cloud Control 28 API h—7 > ZHIBR L7254, = —F—IZ#KE L, BT LW API h—727 > Z{EK T
L EEMLEET,

A—H—O—)LhOa1—H—La— FOElk

Security Cloud Control @ —H#— 1L a2 — RZH(RT 25 & =—H%F—L 22— KD Cisco Security
Cloud SignOn 7 7 > b & D~ > B 73, BERT b7z = —% —73 Security Cloud
Control |l /A L C& 772V EF, =—VP—La—FzHlkRTLL, O —H—La—
NIZBEAHT 5T D APL b—2 U bR S N ET (FFET 5354E) . Security Cloud Control
Da—HF—1L a— R&EHIERL TH. Cisco Security Cloud Sign On D= —%—@D 1dP 74 7 > b &
HIBR S L EH A
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I Cisco Security Cloud Control (DX A

a—v—La—rouk [

A\

6=
g‘(“\ﬂ—o

ZDOHX AT EFELTT HIZIE, Security Cloud Control TH v h U — 7 FHF 0 —/L D1 — /L3

A—H4—La— FDHIE

=P —La— RICERIN TN D=L EZHIRT HI2E, ROFIEEZETLET,

AT w71 Security Cloud Control {22 7' A > L7,

RTw T2 ElO~A T [EE (Administration) 1> [1—H—&#E (User Management) 147 U v 27 LET,
AT9T3 HBT 22—V —DITOZHFET A are 27 v LET,

ATy T4 [OK]Z27 V7 LET,

ATwTS [OK]| %27V >y 7 LT, 7Fy b7 A0 MEHIRT 52 & 2R LET,

Security Cloud Control ) [tf—E X (Services) | X—

[r—E & (Services) ]-X—IZ1%, Security Cloud Control 3BT 2 —E XD U X hNFEIR
SNFET, [FMC] ¥ 7 %#i%IR$ 5 & Security Cloud Control 7 7 7 > MMZ Y 7 L TW5 7
7 U REEMEAE Firewall Management Center & | Security Cloud Control (24> R —7 4 > 7 ST
W5 RTD 47 L I A Management Center 28 —EF/RINET, ZNHDOAF T LI A
Management Center |2 L > TEH I DT 31 AL, [4 X2+ U (Inventory) ]~—VIZFKR
SNFET, [P—ER (Services) | X—Y D [EF =7 27 % (Secure Connectors) ] ¥ 7IZ
X, EXaT7axs b —ERRINET,

[FMC] # 7% 27 U v/ L, BODTTATA 3 () IV L TCAHUYT IR
Management Center % 4> R—F 4 7 L, HROSXA v OF T a v EFEHLTT S, AT
7 vavEFETTEET, £, /=T 3 . Management Center CEE I TNDT /NA A
DI, THAARZAT | THAA ADRAT —Z Al EOTNA AEREMRT DL HTE
FT, BHART NS AOT A ar i)y 7 35E, [ Y (Inventory) ]S— UM
ForEh., BR L7z 427 L 2 X Management Center |2 K > TEHINTWD TN, ANHE)
BINCT7 4 VB Y o 7 ENTHERTFENET, [P—ERZ (Services) | X—ITlk, —FEITEHD
4 7L X A Management Center % %R L C, Management Center O 2 )L — 7" CJ X C—F (2T
JarEFTTLHIE L TEET, 77U N Firewall Management Center 7318 4R X 41T
WA, A7 L I A Management Center Z B R TEX EH A, HrLnvEXFa T axs ¥ &iB
MUL7ZY, BEfFOEX 2T ax s X TT /7 var #FT L0 351203, [BEFaTaxrs¥

(Secure Connectors) | % 7 Z &R L C 7 Vw7 LET,
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. Security Cloud Control ® [4+—E X (Services) ] X—

[EE (Administration) ]> [Firewall Management Center] (28 L £,

n > |Firewall Management Center

Actions

© Check For Changes
| Cloud-Delivered FMC 20230711 a3 Cloud-Delivered FMC  Active 17:29:29 08/28/2023 & Deployment

@® Updates
7.4.0-build 1908 a3 On-Prem FMC © Synced 13:34:43 08/28/2023 = Workflows
©_APIExplorer

73.0-build 69 @6 | On-PremFMC O synced 13:34:43 08/28/2023

731-build 19 @4 | On-PremFMC O synced 13:34:43 08/28/2023

7 7 7 FEEHH Firewall Management Center D355, [—E A (Services) ] X—IZi%, KD
BFwNFRINET,

« TF 2 M 7 7 v R Firewall Management Center 23 BB STV WA, [7 7
7 RIEHRIFMCO %01t (Enable Cloud-Delivered FMC) 1% 7 U v 7 L4, FEZOW
Ti%. T[Enable Cloud-Delivered Firewall Management Center on Your Security Cloud Control
Tenant] [JEFE] 2SR L TS EZEV,

« 77 7 R Firewall Management Center |ZJif S 17 Cisco Secure Firewall Threat Defense
T ZADH,

» Security Cloud Control & 7 7 7 R$g{it/ Firewall Management Center ~<— 3 [f] D&t 0> A
T—HF R,

o 7 Z 7 REEHUH Firewall Management Center D¢t D /~— b E— K, T, 7 7 v Rigfk
i Firewall Management Center H KD X7 — % X L EFEBT 57 54 ZADEKNZ DX—T D
TN ERBIZFAMSNERAERLET,

« B|IN L7z 7 7 7 R Firewall Management Center D7 A N4,
[7 Z 7 FIEHEIFMC (Cloud-Delivered FMC) ] Z&IR L, [7 7 v =2 > (Actions) ], [EL
(Management) ], F72IX[RXE (Settings) |4 > DV 7 ZHEH LT 7 7 v R Firewall

Management Center =—W'—A L ¥ —7 = f A& E, 7V v 7 Lz 7T 5T
WOREL AV HFATLET,

[7 7+ a > (Actions) ]:

o [EHEOHERR (Check For Changes) |: 7 — 7 VDT A 2l AT —Z ZADFEHIT, =D
R—UL 7 Z 7 REEHEA Firewall Management Center 23 ¢ f% (2 A1 S 47z & X 12 Al iE
REMTHEFSNET, FEIT 100 2L iiTbiE T,

o [2BH (Deployment) ]: 7 7 v N2 Firewall Management Center 07 /XA A 3% 7 & BH
NR=UNRFINET, RELEFEOEM] 2L TSN,
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I Cisco Security Cloud Control (DX A
Security Cloud Control @ [y —E X (Services) ] R—2 .

s [V—2 7 — (Workflows) |: 7 /31 A &ilfg 7 5 & =T Security Cloud Control 2332179
HFTRCOTAVAEET=HF—TFT 520D, [T—2 71— (Workflows) ] X— 3R
SNEF, [V—2778v— (Workflows) | X— ] ML TI7ZS0,
https://docs.defenseorchestrator.com/#!c-workflows-page.html

« [API=Z 271 —F (APlExplorer) ]: 7 7 U R{ZHA Firewall Management Center ¢ REST
API N—EFRRENDHX—TUNERINFE T, Secure Firewall Management Center REST API
DHA REZRLTITZE,

[&2 (Management) ] :

« [T /34 A (Devices) |: 7 7 7 Rt Firewall Management Center 75— 4 /L B2 %f
T L T A ERRAN—UNERRZIET,  [Configure Devices] &ML T 72
é l( \O

« [V — (Policies) |: VAT LEOT 7 A 2 ba— L RY U—%mELZD,
AAZLT Ay br—b R =B L2 572D, 77 7 A Firewall
Management Center "R — % /L DR Y 2 —~_—UNFR SN FE T, [Manage Access Control
Policies] Z#ZM L T3V,

s [A7 =2 & (Objects) ]: FRIAFEEA TV =7 NEEHT L7200, 777 RigfitA
Firewall Management Center 78— % /L DR U 2 —_X—UNF/RILET,  [Object
Management] ZZH L T 7230,

« [NAT] : BEUZH T D5 734 A TRy U —2 7 RLABEHARY O — %R ETH20
D, 777 FIEH Firewall Management Center /h— % /L DR ) 2—_R—UNFIRINE
7, [Manage NAT policies] ZZH L T 7230,

s [¥A FEVPN (Siteto Site VPN) ]:2 2D A hEDOH A R VPN R U > —%5HET D
7200, 7 F v RIEAH Firewall Management Center 78— /LD A ] VPN & > & = 7R —
RR—UMFRINFET,  [Site-to-Site VPNs) B L T2 &0,

«[VE—F7 27 EAVPN (Remote Access VPN) ]: VE— 7 7 EA VPN REZFRET D
72D, 7 7 7 KA Firewall Management Center 18— % /LD U &— k7 7 & A VPN # v
VaR— FN—=URFREINET, [Remote Access VPN] B L T 72 &0,

[T v b7+ —LFEE (Platform Settings) | : AVMIE E# LW S F S E B2 E L,
WL DD T A A TEDEE AT D700, 7 Z 7 R Firewall Management
Center N—X VDT T N7 5 —LEEN—URFREINET, [Platform Settings] % &
RLTS7EENY,

[ AT A (System) ] :

* [(XE (Configuration) |: ¥ A7 AMERRELIEET H720D, 7 7 7 R Firewall
Management Center /"N — 4 /LD AT AREN— VPR R SVET,  [System Configuration |
ZZRRL T2,

«[A¥— KT A4 A (SmartLicenses) ]: 7/ AT A B AZEI VY THDD, 7
7 U R{EHA Firewall Management Center R — % LD A~ — h T A B U AR—VNRERI N
¥ 9, [Assign Licenses to Devices] #ZM L T 7ZE 0,
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. Security Cloud Control ® [4+—E X (Services) ] X—

* [AMPE# (AMP Management) |: X NV —72 EO~L =T 2L 7 ey 795
DIV AT ABMERT A4 0T ) Vs v 2ARERMTH . 7 T 7 REEHA Firewall
Management Center 78— 4 /LD AMP EHL_—UNR/RSNET,  [Cloud Connections for
Malware Protection] ZZH L T 7230,

o [TAA ADEFM (Device Health) |: S EIFEREFHEA U —FZEBH LT AT
ADN=RT 2T BLOY 7 b T =T OEFERIELHERT D, 7 7 7 R Firewall
Management Center ’R— X /L DNV AE=H Y U T R—UNRF/RIET, [About Health
Monitoring| Z#ZM L T &0,

«[BA (Audit) ]: WebA & —7 = A AL a—PF—LDMFEDLNLIUTK L TERI N
LERLVaA— RERRTLHDD, 77U REEMA Firewall Management Center 78— % /L 0D
Ao 7 X—UNRRRINET,

* [Cisco Cloud-f “X> } (Cisco Cloud Events) ]: A X k% SAL (SaaS) [ZE#EEET D &
212 7 7 U N2 Firewall Management Center % 3¢ 23 5 729, Security Cloud Control
RN—2% LD CiscoCloud A X2 FRER—VNEKRINET, [SendEventsto SAL (SaaS)]
ZZRLTLLEE,

7 7 v RigA Firewall Management Center C, H WG R Z 227 ) v 7 L, [—=TY L
D~ (Page-levelHelp) 2R L T, RL TWEOIR—VOFEME, SHICETTED
T va rEMERLET,

2177 %4 J T Security Cloud Control & - 5 77 FiZ{£%! Firewall Management Center 7 7' 1) /7 —
LavERCHEEEDYR— K

7 79 R Firewall Management Center C BT Dl 754 A E 721 3A TV =7 b
ERETDHEEIC, BNMOT T UYL T THEUIBRRE—TVEZHWT, 72747831 Security
Cloud Control & 7 7 v RE{IMH Firewall Management Center 78— & /L ClRAIIRFIC/EETE £ 97,
7= & Z21X. 7 7 7 RE2fA Firewall Management Center T4 7 2 = 7 M &{Ek L, FIFFICEZ & =
U7 4R =0 bAEK S 21~ ka2 % Security Cloud Control TE=4 —TXF7,

Z OFREIX. 7 7 v R Firewall Management Center 78— 4 /UIZ #9297 T Security
Cloud Control V > 7 T CTXx £9, HLWZ 7 T2 Z 7 FEEA Firewall Management Center
=2 NV aR <, WOFIEEZFATLET,

Security Cloud Control 78— 4 /LG, Ctrl (Windows) % 721X Command (Mac) ~& > & L7
FE, ST DV I E2I7 VT LET,

\}

GE)
—a—o

LElIZY vy 35E, RUYTT[7 T FEML Firewall Management Center] ~<— 230 & £

HLWZ 7T 770 REEAP Firewall Management Center 78— 4 /L~3— ¥ % B < il & IR IZR L
\i ﬁqo

o [V—L&H—E A (Tools & Services) ]> [Firewall Management Center] %R L, [7 T ¥
RIEAEAFMC (Cloud-Delivered FMC) | 38R L £,
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I Cisco Security Cloud Control (DX A
Security Cloud Control 7/3f R & —EXDEE .

H D~ ¢, Ctrl (Windows) F7-1%Command (Mac) R¥Z o ZMLi-xE. 77/ %
AT HR—=THE I v LET,

s [AT7 Y =7 b (Objects) 1>[ZDMODFTDA T Y =7 k (Other FTD Objects) | Z 38R L
EJu RN

« Security Cloud Control ~— 047 EMICHIMBT A a2 &7V v 7 L, FREINDHHBHE
7 4 =)V RITHRERLFHN 2 AT L ET,

ARG 5, Ctrl (Windows) F7-/ZCommand (Mac) RZ L ZML7-F %, KEIT7 A
a7 Yy LET,
o [# v 2R — K (Dashboard) ]. [Z A v 2 77 3> (Quick Actions) ] DIEIZIEIR L £
‘3‘0

Ctrl (Windows) F72i% Command (Mac) A% > &M L7=FE, [FIDKR U > —DEH

(Manage FTD Policies) | £721% [FIDA 7 ¥ =7 F D& (Manage FTD Objects) | % 7
Uy 7 LET,

)

GE) L\ Security Cloud Control 77 MZUIV 2 5 &, H LW 7 TT TIZHW T DT
% 77 v Rig{tA Firewall Management Center R— ¥ A 30 77 o N LET,

BEEE
» Cisco Security Cloud Control % {# ] L 724> 7" L I X Firewall Management Center ¢ ‘& Ff

« 4> 7° L X A Firewall Management Center O 4 > 7R — K
« Security Cloud Control 77> h D7 7 7 RgHtH Firewall Management Center @O U 7 = A k
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R=Unb, ROBIEEZFITTEET,

« Security Cloud Control HHEH DT /XA 2 L —b 2 &4 R— K LET,
c BEIR DT NA ALY — RO ERE L EOREZ R R L ET,
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AT TN EONRAL o THEXFAYTFATNAREZ7 Y v 7 LET,
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ATv I
ATvT2
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ATvT4

ATy TH

—
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Vw27 LTETFATAAL ZAE RO ET,

ATY T3 WYRTNAAZATE TV w7 LT, TOXT DT NA AQFME T AR— T 250, [T3C
(Al) 1227V v 7 LTTRTOTNA ADLiMAE T AR—FLET,
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TR¥EF Y DU — 2 \CHfT DN EN b DB, T OB SN ET, B2 ED URL
E7uy s LTVEHA, TNLOURLIFSIEHE 7 n vy 7 SvEd, RS T2V URL
I EFEHIR SN EE A,

locationZ= %4

URL (THLA AT Z &3 TE S {location} ZHATERL L E L1z, ZOEEIZIZ, T/ ZAD 1P
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« UL FZURL 7 4 —/L RIZABDLET,
https://{location}
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T2 FEITOT NS ADFEH

7 734 A % Security Cloud Control 77> MIEAKE(T 5 & ZDT /A A%, B Security
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TN REEREDAMHAR DR
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REREOHIR A NE-S< & EREMROICR b L a—Y =@ L Ed, ZCkv, FE
HEOHIRGINIC L 57 3 ABEO P2 [mhEECE 9, ST 2EHFLZELHL T 20
MBI S 2 B B D £,

%@gﬁﬁé@ﬁéﬁ/ﬂ;ﬁ fEF = v 71X ASA B L NFDM %ﬁﬂ%%/\/f A\ X #U. Secure Client
SEHHEOF MR T =~ 71X ASA, FDMIC L 2EH, BLIOFID T A Az SN E4,

SEEAZE DR MHIRBER DR R

A LR [i#@%1 (Notifications) ] (E) TAaLw7 Yy LT, T NCRAE LR
DT F—bh, FEFT TV MCA YR = RBERDT A R BERTTT 7 — R LE
9, [BEJCNERL : % (HighPriority) 1& 7 ¥ a3 ik, iFAEOAMIR@MNE RIS ET,

o omAIL, REEOHIREH o 30 HAT, 14 HET, BEL N7 HENZEE S, £ OR%RIEEE
HENHIRGIAUC e 20, ARRFEAECERSNSETHEAXEEINET, =2 —F—RE
A= O [BFFE (Notification Settings) &7 3 T, TNHOWEHE BT A —/VTZIE
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TLEEN,
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ATy T
ATy T2

ATvT3
ATv74
ATvTH
ATvT6

ATy 717
ATvT8

ERMORAL o THF2)TATNARE7 Vw7 LET,

[F34 2 (Devices) |27 %27V v 7 LTTFNAA ZAE DT 5D, [T 7 L—b (Templates) | % 7 % 7
Vo2 LTETFAT AL R ROFTET,

WERT NAABAT DR TH IV w7 LET,
)= NEVER T BTN, AEIFETT VA EIR L E9,
FHlo [E# (Management) | XA > T, [/—F (Notes) %27 Vw7 LET, B Notes,

o= FT 4 Z—REZ 27 )7 LT, BEDT XA T 4% (Vim £721X Emacs 7% A h—5F ¢
X)) BERLET,

[/ — bk (Notes) | X—TZfmELET,

[PrfF (Save) 127 U v 7 LET,
J— MEIF TIRAFENET,
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[f X2 R (Inventory) ]X—IIZiX, TRTOYEHB I OMEREA L AR— KT A R F
VIR— KT NS ANBIER SN2 T T — I RFRREINET, [ X U (Inventory) ]
NR=UTIEL, TARET T — EBRENENDZ A SIS THEIN, T3 AH
A TEHOIET HZ TICERINET, N—TV LV OB ZMEHT 20, 7402 %
WHLT, BIRLIET AN, AXATOXTHNDT A A ROFDHZ ENTEET,

[f >+ U (Inventory) ] X—II2id, ROFEHERNFRENET,

« [T/314 A (Devices) | # 71Z1E, Security Cloud Control {24 > R — RENTWNWHFTXTD
TATT A AREKRINET,

s [T 7 L— b (Templates) ]1ZiX. 74 7T /34 A6, F721F Security Cloud Control (&
A VK= R ENTMERT 7 AN AERENTZFT RTOT v T L— b TS ARERER
i.ﬁ‘o

Security Cloud Control 5 X)L & 7 1 )L 7 0LIE

TYUE, TARAL AFRBZA T V= Vel —b T 50l EsSNE T, FriR—F ¢
VIHREEA R =T 4 T HEDONDOTEH, 1 DU EDOT NS ATV E#EATEET,
TN EFT Vel MIEHAT I, ET TV EERLET, A AEREFAT V27
MZTZVEBEA LD, ZOT_XVT LT A, AT =TI N EREZAT V=7 b T —T D
WEE 74 NVEZ ) T TEET,
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FRAREF IOy FsALzEmTs

\)

GE  FAARTEBESNTZT~UE, ZOBEA T 7 MATRSNWEY A, £, F4T
Y7 MTEHA SN T VU, 2OBEA T V=7 MIIERES L EE A,

TV N—T X, IROFESL Tgroupname:label) ZfH L CIERRTE £97, 7= & 21X, Region:East
F 72X Region:West 72 K TF, ZHHD 22D T7 IV EAERT D86, 7 /V—77 L1 Region
2720 DT )V—"T"D Bast L7213 West 2 HIBRNTE £,

TINAREFXT T2 MISR)LEERT D

T ATV EERT 21203, UTFOFIEEZETLET,
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ATV TN EHORL L TEFaAYTATNAREZZ Vw7 LT, 700 ET AL ATEIMLET,

RT9T2 EONA L THATY =27 b (Objects) 1227 Y v 7 LT, I EFT Vs MIBMLET,

ATV T3 [T/ A (Devices) 1 X7 %27V w7 LTTNA A& RDTF 50, [T 7 L— 1k (Templates) | % 7% 7
Uy 7 LTETNATNA ZAEROTET,

ATV T8 @WYRTNAAZATDOET o) v LET,

AT TE ARENTERTI DU LEDOT AL ZFIFETTNVEBERLET,

AT T6 ARO[ T V—TLTLDEN (Add Groups and Labels) | 7 4 —/L KT, T4 AD T~V &2 FHELE
j—O

AT Tl FOO+74arw7 )y LET,

J14IL3

[ = U7 (754 2 (Scourity Deviees) | <~ & [47 Y= 2 | (Objects) ] <= P& %
SERTANIEHEMLT, WL TOWDT A AR T V=7 PR TEET,

T A NEERT SIZIE, [BX =2 YT 4T 34 A (SecurityDevices) ¥ 7, [A Y T — (Policies) ]
27 BIO[AT7 V=27 F (Objects) | ¥ 7 DEMONALTY %7 w7 LET,

X2 VT4 TNARTANETIE T AZA T N—=RU =T LI T R =T D/N—
Tar, Snort X—T g, REAT—H A, HEHCIREE, BiE M. Secure Device Connector,
BLOTNNVTT 4 VHUBLTCEET, 740 ¥ ZEA LT, RLIET A REATDET
WOTNAAERDTDHIENTEET, 74N FEFEHLT, BRLIET NS RAZATDH
THNDOT A ZRERDOTHZENTEET,

FTT2I NI ANEEERT DL TAA A MBS A T GAT V=2 b BEMTO
BRNWFTV =T b BROAT V27 NEATTT 4NV ZUETEET, FERICVAT LAT
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V7 he@honE ) nEEBRTEET, MR 4 — /L R LT, BEDO4RI, IPT K
VA, 3R —-FESEELT7 A NVIRERNOA T V=7 bR T 528 TEET,

FT I NEAT T4 NEEEATDE, Xy NT—I ATV b, Ry NT—2 T —
7. URLA 7Y =2 b, URLIZN—" $—ERF TVl b, $—ERITN—TREDH
AL TAT V2V b7 g VHUBTEET, FEAT V=27 b7 4 VX2 BT
EL T IANMEELIFA—AN—=T A FMEEFOF T V=7 N7 4 VHUBRTE T,

TIAREFT V=0 b a7 4 VAT 256, MRz MAGbE T, BET Rz R
DT BT DN DIPDOEAE IR RREIE 2B T 2 Z R TEET,

wkoOITIE, HE ERSLTHD, £703, ANEE) BH547 V=7 b, o, BIO
BEFROIEEFT V=T N THLEOIRAIT V=7 FEMBRT L7V EBEHSNET,

-
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I:I Duplicate 13846

Inconsistent [ 61

1]
N

S o

ed IssuU

[{=]

() Ignored

—~

@ Shared

t.n

bjects ~

Default Values
() Override Values
Additional Values

O Unassociated Objects ~
Unassociated

& Object Type ~
D MNetwork

() Protocol
I:] Service
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I Cisco Security Cloud Control (DX A
Security Cloud Control (DR FRHEE D 13 A .

Security Cloud Control D& XD A

Security Cloud Control 77 v b 7 4 — AZIX E DO TR MRREEN H Y | LERE DN
fHIZZOND £3, EX—VOMBNA—ITEORX—VONEILEDE T AL A STz
LOTHY, —H 77— VUURBETIE, 7570 FEEREZUFEMICRBETE ET, Z OMRBHEEE
LD, RERERETIEC AT b b, E FMEETET,

R—=SLRNILDBRE

R=V LV DORBETIE, [F X+ U (Inventory) ], [A U — (Policies) ], [ 7 ¥ =7
I (Objects) ]. [VPN]. [Z£¥ 12 (Change Log) 1. BL O [¥ a7 (Jobs) | X—Y THED
HEHZMRBETEET,
s [ R R UTAN—R T, RBAN—ICANZEZBRGET H7200 T, RBRMEIC—ET ST
NAANEREINET, T3 ADLRTO—F, IPT RV A, 3BT A AD LY
TNESEANLT, T ZAEROTHZENTEET,

« [KYU T — (Policies) ] A N—ATIL, 4Hl, 2R —3R b FLFHEHINLTWELAT
YVl FCTRY V—ERBETEET,

[A 7 =7 b (Objects) | AX—ATIE, 77 MEDO—E, FITIPT KL A,

A—h, T bharo—HEANLTET V=V NERETEET,

¢ [VPN] A_X—RATlL, VPNRY v —TEHIND bRV, T4 A4, BEIORIP T
RLATHRBETEZET,

«[£®r 2 (Changelog) | AXN—ATILX, A XU M, TN RL, FET 7 v avick
SNTH T ZRBRTEET,

FIE

ATV TN A F =T = A A0 EFH T DBBEAA—ITBB L ET,
ATV T2 BBATRREMEANTIT D L. s T DR NPERENET,

o9 k

FT7V 27 ME, 10U EOEF 2T 4R —THATEAEROa TS T, 7V
7 NEERTHE, R o—O—BUEHHEICHRFCEXET, B—04 7Y =7 FEERL,
BRIV —5FHLT, A7 V=7 haETTHE, ZOEERFT V=7 VfERTS
TRCORY —Is5fFEsnEd, A7 V=7 bEFALRWEGEAIE, FUEEAMNE LT
TORY =% ANNCEET T AVLERNH Y £9°,
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FTNA A AR — K95 & Security Cloud Control [ZF DT /NA A THEHA SN TXTOA
TV FER#HBLUTREL, [£7 V=2 b (Objects) | X—VICUAMLET, (A7 V=
7 b (Objects) 1=V b, BEOA TV =27 MERELZD, EX2 VT 4R Y o —THf
RAT2H LA TV 27 FEERLEZY TEET,

Security Cloud Control (%, DT A A THEHENLAT V=7 NARBAF T FEW
O, A7 Y=27 b (Objects) 1=V TZDONRy Y B TENLEHINLET,

IHAT V=7 FRMULO TRIE] 25l L, BEOKRY —F 7037 A A Trs
WA SN RDBEVRHY 7,

cBEA TV ML RLTAA R EICH D, ZRNFTERRDBEIZFCTHL 2o 1
DA77 FTY, W@E, BEELEA7 V=7 MEIFRCEMNERZL, SEIERAY
vl ko TERENE T, BEETAAT VS NI, ZOMBEOT A 2 B CilkplE
NET,

CAREEA TV bEIT, 20l EDT NS R EIZH D, ARNIE UEMET R 24T

Tl NTT, =W =L, SEIERREOHT, RLARMENEOLT V=7 NEfE
KT D2 ENHVET, ZNOEDOF TV =7 bOMEREFH OFREIC O THAEIZR 2 5 E
W20 REANELET, REAA TV 27 M. ZoOMEOT A a2 & THESH
9,

CRERAA T ME, TS AERIHFHET D200, JlOATV =7 b, TI7RAY
AR, NATL— MK TEBRENTWARNWS TV 27 FTF, REHALT TV =7 M.

COMEOT A 2y T CERIENET,

L= RRY =TT IHEHT 21004 T V=7 "EElTHZ b TEET, L—1A%
WY —IZBEA T 20 A T V=7 FEAERRTE ET, 2024 4 6 H 28 HE TIiX, BEMT 5
NNVt 77 e —LEFRY —THHAT 5 &, Security Cloud Control TiX%
Dar—ER S, Zoav—MEHINET, ZOMEZLY, (7T =2 & (Objects) ]
A=a—ll@AUAT V27 hD2ODA LV AZ UANKRINDZENHY £7, —F. Security
Cloud Control TiZ Z OEIEIITONAR 720 £9, BEMT LA TWRNAT V=7 FE/L—
NWETIEFARY —THEHAT S Z LILTE ET 28, Security Cloud Control IZL > TAHZ7 =27
DEMELTERINDZ LITH Y £H A,

(7Y =7 I (Objects) | A =a—IlBET L), XY NU—27 R —OFITAHT V=V
M&EFrT 5 LIZLY ., Security Cloud Control {IZ L > TEEHINTNWAEAT V=7 M EFER
TEET,

Security Cloud Control Z i[9 5 &, AR — SN TWET A AREKDOR Yy NV =T F TV x
JhEY—ERFT Vs e 1| DO LEBTE £, Security Cloud Control % 3
D, ROFETHT V2 FEEHTEET,

s SEIFEREEICESNWT, TRTOAFT V=7 MERKRLTAT V=7 FT7 404 LE
R

T NAALOFEE, KMEH, BLXOREGOF T V=7 FERST T, ZN60F T V=
7 FORVEERE, HIFR, 3R LET,

BEMT LN TW RN T V=7 FERST T, TNOBREHTHIUTHIERL £
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*+7

-~

vV I

#7vzor 547 |

« TNA AMTHIBEOLE AT V=7 P LET,

BEZEZAI Y NTAENC, TV FADEER—HORY I —LF NS RTE 2 A%
BATHE L £,

s —HDOAT V= FEENLOMGRE, SEIERAY —RT NS A THELET,

« 7734 AN Security Cloud Control {24 > R — REN7ct, 731 A2 Lo THEH ST
ATV =l Xy T Fy LET,

N

CH AT V=s MIHLTTORET 7 M7 AR RERIE, AT V=2 MO 54— 4
ReELTHREBENET, ZOXIREENREET L L, MESNTZERA—NN—F 14 RELT
A7V MBMEnNET (A7 V=27 F2RBRTHEERTEET) , TXAADT U b
F TN REEOFEICHONWTIL, T ADT 7 MAT A REE (1602—) #&5RL
TLIEEWY,

FUR—=REINTZT A APODFT V=7 FNOERL. k. E7ITFAm Y CHRIED AL
7238 1%. Security Cloud Control O b T 7 /vy 2 —F 47 (195 2—Y) ZBMLTLIEE
AN

98347

PUTFOHRTIE, 734 AHIZ/ERK L, Security Cloud Control il L TEELCTE 547V =2
MZOWTEHBHLET,

R2:HKBEOATOY b

IO RE47T EBA
F v b7 —72 (Network) RANERIFZRY NU—I DT RL AL ERR

THRY NU—7 TA—TBIRFy hU—
O F TV BHLTRy NU—2 A7
T FEMTINET) .

URL URLA 7 V=2 b N—7 (URLAT V=
7 NEWFRT D) EEHALT, Web U 27 =2
FOURL £721ZIP 7 FLAZEFHZLET,
N7V FEFEHLT, 77EA
IR U > —ICF#BDOURL 7 4 V2 Y 7,
FEEXF 2V T ATV AR
vl u xS EFEETEET,
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Cisco Security Cloud Control DEA |
B ss510c:0¢

£EATOOH

Security Cloud Control Cl&, #HE DT NA A EDORI CARIERI CNEOA TV =7 M & [
FTVxr b EROET, AEAT V2 MIZOT A a2 TSN E T,

)

%, (7Y =2 b (Objects) N—VIZFErSnET, A7V =7 VEFERTH L.
I CAT V2l hEERTE, TOEERNREDOLAT V=7 NeHTA2MMOFTXTORY
BT L, R U OMRERESIC D T, ATV 27 NEERLARWES
X, FCEEPMERT XTORY —2FHICEE T HM0ERNH D £7,

HHEAT V= s Nei&ET 5YA . Security Cloud Control TIlEA 7 V=2 NONENA 7V =
J N Tr—T7 MR ENET, EFT V=7 FONEITE -7 A LT, Security Cloud

Control Ti&, A7 ¥ =7 NOEROFEEINIZ, 2FEV 77 v MEINTz) B o —FEH

NA VNIRIRENE T, FEMlASA T, Ry NY—ZERPHMRY X M7 Ty MESh
TRV, A EAT7 V=7 MTEEBEM T LN TRV LIZERL TS0,

(= - + I
Hetwork O
= Mame Devices Type Issues o
L
] ARW-DNS1 3 B Metwork Otject
3 De
ARW-DNS2 3 & Metwork Object
HETWORK ADDRESS
| 0232020148
Re
] ARW-DMNS3 3 € Metwork Object
ARV JIRA 3 & Metwork Object
ARW-RUMBARCGH220 3 & Metwork Object

T2 bDA—NR—F4 F

FTVx2 NOA—N=F4 REfElTL5L FEDT A A LOIERY NUV—0FT V=
7 NOfEEF—3—TF 4 RTEE7, Security Cloud Control X, A —/3—F 4 FRORERFITEE
E LT A AKIET DEEEHLET, ZhoDA 7Y =2 ME, ARNEE T CENSEZR
HEEOT NA A LEIZH Y F£3H., Security Cloud Control (£, ZIVHDENA—/—F 14 K&
LTEBMSNEEZT TR, N6 E2TRBEF T ML LTHILEEA,

FEANEDT A, RCHNRERERE LA TV =7 FEERR L%, BRLERE VLB L
#59ﬁ®?ﬂ42_owf\ﬁ—ﬂ—74%%ﬁmbfﬁ7/lyb IR O EENEEE
ETEET, £, TRTOF AL A LTA—A—F 4 FTEUERDH AT V= b &
ERR L, 2OA 727 FEFERLTTRTOT AL REATAE—ORY > —%{E%T 5
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martronnt vz b i

ZLHTEET, AT V=S M A—"—=F A FTIE, 71 AR THEAT 26K —D
W&ty FEERR L, HxDOFT AL ZDOBBEIZE U TR V—2EHETEET,

7~ 2E. A7 4 ATV o EZY—=R=0RB0), T A= R—=F T N print-server
EERLTCWA YT AE2EZXTHEL LI, ACLIZIE, VU ZH—n_"—DAf X —F v |
DT T BRAEHEET HV— NV EHRELTWET, TV Z == FT7T=r M, &
TAAZELICAERTELT 74N MERHY £F, TNETIICIE, A7 V=7 hOF——
TA R L, T XTOHFTT/L—v L Tprinter-server] 47 ¥ =27 FO—BEMEZHER L E
T EIZERL2GERH0 ET) .

FTV 2l MR L TITOIET 7 FA TRy REB L, 702 MIxtT 54— _"—F 4
RELTRIBENET, ZOXIREENREET DL, MESNIERA—NN—F 4 FL LT
7V MZBMENET (A7 V=22 MEBIRTHERRTEET) , TU RLTTNRUFR
EHEOFMZONWTIX, TS ADT T AT R REF (1602—) BB LTI IEEN,

Editing Shared Network Object X
Object Name * Devices Usage

print-server &= 2 Devices - @ 0 Rule Sets =
Description

printer server object

Default Value v

eq ~ 126.0.1.0 = ASAV-99-18 = &

QOverride Values v

Enter a value to add it

Value Devices

126.0.2.4 & Pasadena-ftd-730-516-... == P
126.0.1.6 & BGL_FTD_7.3 P
126.0.1.9 & connected_fmc S 1

Cance' @

\}

GE)

—BMEORWA T2l FRBIEEIX. A= —TF A FEEALTENLEZ 1 >DFE AT
TVl MIEETEET, oW TIE, REEA TV FOREERRT S (2023—
V) BEHZRBLTLLEE N,

BEEMITDHENATO o b

N=RRY =TT AT DDA TV =7 PEERTEETR, L—ARRY v—
WCBEM T 2 nA T V27 FEERT D L TEET, BEMT O T WA T V=7 b
Z—VE IR Y —TCE9 % &, Security Cloud Control ClIZ d 2 B —03MERK S, £
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B oo:)rous

Dar—pERESNES, BEMATOLATHWRNWITEOF T V=2 ME, KD A TFF R

Va7 THIBRESNS ), 22—V —2HIRT5E T, BHTRER —EOA T V=7 FNIZFED F

ﬁ—o

BIHEAT I D CWRnWA T P =7 MEa e —& LT Security Cloud Control {25 Y, 47 V=¥
MIBEAT T BN — v ETZITR Y —03538 - THIBR SN BB TR TOREN Kb

WEOILLET,

MDA T, [A7 V=2 b (Objects) 1> [T DNEIZZ U2 L, [BES T2 L
(Unassociated) | F = v 7Ry 7 XA&4 12 LET,

AT FDLE
FIE

AT TN EMORAL T, [A7P=27 b (Objects) 1227 Vw7 LT, A7 v ara@RLET,
RATYT2 X=VDFT V=l N T4 NVAUB LT, WiTH4 7V MERDTET,

M Compare

AT T3 [l (Compare) ] NE T Vw7 LET,
ATy T4 W 54727 MR R3OFTRIRLET,
ATy TS HEHDFEICA TV =7 bEIFETERRLET,

[TV =2 FOFEM (ObjectDetails) %A M= ETFOR%Z 27V v 7 LT, T d547 V=
7 MR Z R L £,

o [FEM (Details) 1R v 7 X & [BfR (Relationships) 1R v 7 A& RET D00 I272A T, BRTHIE
WERELET,

ATwT6 (A7 =) [BME (Relationships) R v 7 XZidk, A7 V=7 "OMHTENFERENET, 47V =
7 METAA ZAETNIRY —ICHEF T 6N TWDIEERH Y £F, 7= 7 MRT A AR
FHNTWDEIEEIE, XA ALE 7V v 7 LTHhE [ DOFER (View Configuration) 1 %7 U v 7 L
T, T3 ADHERR % F/RTE £7, Security Cloud Control [X7 /34 ADIERL T 7 A NV EFRR L, TDOAT
Vel O M) ENATA NLET,

J4IL53

[BX= U7 7 /314 & (Security Devices) ]"X— & [ 7Y =7 b (Objects) 1" X—T DX F
SERTANZEERHLT, L TWDT A AR T V7 b ERBTEET,

T A NEERT SIZIE, [BX 2 YT 4T 34 A (SecurityDevices) ¥ 7, [R YU — (Policies) ]
27 BEXO[AT7TY=2 b (Objects) | X T DEMMONALTY 270 v LET,
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T4NLE .

X2 VT4 TRAR T4 NVETIEH, TAAREAT . "—FRU=T &7 T =T DO/R—
Tal, Snort /N—V 3y, BIEAT—HF A, HEEIREE, BiAMM,. Secure Device Connector,
BT~V TT 4 VHRPETEET, 74 NEZZHA LT, BRLIET S REZA TDET
WOTNA RZAERDTFTHIENTEET, 74X EFHLT, BIRLIET A AX A TDH
THNOTFNRA A RBOT 5 ENTEET,

FT 2 NTUNBEFERATDHE, TAA A, WA, ATV =7 N BT O
WA TV 27 b BEXOAT V2T ML T TT A NAFLTEET, RISV AT LA
Vxl NEEDLINEIDERIRTEES, MBET7 4 — LV REHEH LT, BEOLHT, IPT R
VA, FRER— B SEEL T ANIERNOAT V=2l NVERBETDHIEHTEET,

F T NEATTANEEERTDLE, Xy NT—I ATV b Ry NT—T T —
7. URLA 7Y =2 b, URLIZN—" $—ERFT Pl b, —ERITN—TREDH
AT EHSTCEAT V= "7 g NVERBETEET, HEF T V=0 VTV ZE2HERTS
EL T AN MEETLTA—AN—=T A NMEEZFOAFT V= VT A NVFUETEET,

THRAREAT V=T b7 4 VARBT 56, REHEZEAGDOE T, BEET /R E R
DI B T2D DN ONDEIER 2RI 2 ER T 5 Z &N TE £,

wOBITIE, TRIE EHSHATHWD, £72d, AEE) BH547 =7 b, o, IBIO
EEROWEF TV =2/ M THLIROBRAT V2 VWK T L7 4 NVEZREHASNET,
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B Aoc-vr740%

Filter
= Filter by Device

[:] Show System-Defined Objects

9 sues 18661 I8

Unused [ 4754 ]
I:I Duplicate
Inconsistent [ 61)

(0 Ignored

(4 Shared Objects 9
Default Values
() override Values
Additional Values

O Unassociated Objects .

Unassociated

Object Typ

[47]
é

I:I MNetwork
() Protocol

D Service

FITOTO RT41L%

T A VEIERT B2, [A 7Y =2 b (Object) | X T DOEMORA L TY 20 ) v s LE
7

S [TNRAARZTEDT ¢ V# (FilterbyDevice) ]: BFEDT /A A% IR LT, BIRLZT A
A ATRONS ATV VERRTEET,

o [[FRE (Issues) |: REHOAZ7 V=7 ~, EHETHAT7 V7 b, BLO—EEORNWA
TVx/ FERIRLTERTEET,

o (AL S 7-RE (Ignored Issues) |: NEAREZMUL LT X TOLFT V27 NERRTE
*7,

s [HHAT =2 I (Shared Objects) ] : I DT /A A THAZILTVD Z & A Security
CloudControl IZ X » THH ENT2T_XITCDAF T V=V beFRTEET, T 740 MEF
7iZA—"=F 4 MEDI, HDHWIEDOWM S FFOMFA TV 27 NeRRTHI &%
BIRTEET,
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+I0zs k740558275 |

o [BEAMT BN TWRWAZ Y= 7 b (Unassociated Objects) ] : b—/LE7-FR Y > —IC
BT 5N TV ARNT_RTOE TV 27 hERRTEET,

(ATl bH AT (ObjectType) 1: A7 V=7 hAATHBINLTC, *v bI—2TF
T2 b, Xy NI—2 N —7F URLAF 7Y =2 ., URL ZV—7F, H—b 247
xl b, V—ERITNV—T Y BRI TOF T2 NOIRERRTEET,

FTT AN AL T 4RI, IR E S DI AL DICE TE 5T 7 4L
SBBYET, TREOYT T ANSE, ATV NIAT Ry hT—s | F—E R T
o koL y) IZESHTVE T,

ZDTANEN=TERIRSNIZT 4 NV ZE, UTFORMHC BT 47 V=7 FeiRLET,

QODTNAADNT NN H DA T V=7 b ([T ATT 4 VXU (Filterby Device) |
IV LTCT A AZBELET) » BLOY

*—EBEMORWAT =7 b, BELY
*RYRT—OF TV NERIFIY—EXRAT V=S b, BLW

* ATV hOMAHANS [TI—T ] LW HENRGTENTNWDEFT V=7 b,

[ AT LAT =7 bDOFER (Show System Objects) | B A N2> TV B2, FERIZIHY
ATFAF T2l Nea—P—ERAI TV FOWMIGREENET,
[VRTFLEEF TP FDORT (Show System-Defined Objects) ] 7 1 L&

—EROT A RZNE, e —EARICHFRIER SN T V=7 MOV ET, b
DYAT ATV =7 MIBECER SN TEY, v— AR Y o —THEHTE 250 TEHT
T, ATV 2V b T =T NI DV AT LE T 27 "N EGENLIHEAELHY £, VA
TAF TVl MNIWEEITHIBRTE EE A,

[VAT LEFA TV =2 hDFER (Show System-Defined Objects) 1%, 7 7 4 /L b TiEZA 212
o TWET, AT V=V N T =TIV AT LA TV 27 N EERTDHITIE, T A NH R~
T[VAT LAERAT V=27 FOFE/R (Show System-Defined Objects) | & A I LET, 47
Ve NT =T NTUVATLAF TV =) MaIHRRITTDHITE, T4 NVFNRN=T [V AT LA
7V =V N&Fx (Show System Objects) | # A4 7D FEFIZLET,

VAT AF TV 2l MEFFFRIZTDH L, TNHITIMBE LT 4 VA UFORERICE £
KIRVET, VAT LA T V27 "aFrdde, TNHIFEAT V27 FORELE 7 4 L2 AL
HofERICEENET,

FITCHO R TANAERET S
ST BRI THRELCTANEZ Y T TEET, T4NEZ ) TTE5 073 RE 0T
L. PHRINDDERIID R0 £5,

F|iE

ATV EOSNA L T[AT V=2 b (Objects) 1227V v LET,
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B o vszenessazemnsane

ATFvT2 R=UEFEHOTANETA L N2 )7 LT, ZANVERFAVEREET, 7027 F2#E-T
A ENWE ST, F=v IMNEDTANEZDOF 2w 7 BN LET, EHIZ, BRZ7 44—V FERT,
WMBRT7 4 — IV RICATTENTZTREROH DT F A M EHIBRLET,

ATV T3 HEREREDOT NAATRODSTELDOIZRE LTZWGEE
1. [T/NARTT4)LZME (Filter By Device) 127V v 27 LET,

2. TRTCOFNAA, RERBTLHN, THRAREZT 27V w7 LTHEDOHEBEDT A ZADHEE L
*9,

3. T ANEREICEDDETNAAADF 2w IRy 7 Ak AL LET,
4. [OK] %27V v 7 LET,

ATY T8 BRFE{BERICVAT AT V27 beEDDHITE, [VAT LA T V=7 F%EFR (Show System Objects) ]
EANCLET, MBHERCTUVAT LA T V2 NeBNTDHITE, [VAT LA T V27 2R (Show
System Objects) ] A 7IZL£7,

ATy F5 [ (ssues) | T, ZA4NVEZ VT $THLET V27 FOMBOF =y 7Ry 7 AL LET, H
DOMEE A AT D E, AN LTEWT DO T IV DA T V=7 NIRRT 4 M FERICEENET,

ATYT6 MERH TN EHEICL> TEHIN-A T V27 b2ERTIHHAE. [ER (Ignored) ] ORTEA
?‘I ‘)7 ]\/ij—o

AT T 20U LTS AMTHEEEINDG AT V=27 VT 4N Z2 ) U 7T 5551, F47 =27 + (Shared
Objects) | THEER T 4 VW H ZF I LET,
[T 74V MHE (DefaultValues) |: 7 7 4V MEOARZFFOF TV = a7 4 V&) T LET,

o [A—"—F A N (Override Values) |: A——J A RSN MEEZFFOFT T a2 T 4LV E T
Y7 LET,

s GEMOfE (Additional Values) | : IBMOEEZ RS TV =7 b2 T4V 2 ) T LET,

ATYT8 N—NEFRY) =D —EHTIE WA T Vs b7 o VZ ) 7355, [BEMT 2L
(Unassociated) 1 &4 12 LET,

RTYFTY TUNANFV U TTEH[AT V= N2 AT (Object Types) | =41 LET,

ATYTI0 F7V=x7 b, IPT FLA, F3HR— bESE [47 =2 b (Objects) [#E~7 1+ —/L RIZIBINL
T, ZA4NEY TSN ROFNORBRIFIC BT 247V =27 FaRHOT52 L6 TEET,

TAILFEENSTNA REBRNT BI5E

THNARET 4 NZ ) RGBT 5 L, $ERIET A R LA T V=7 MIERRSh
ETN, ETNODOFT V=l FEMOT AL AL ORRIIFE RSN ETA, 2L 21X, ObjectA
23 ASAL & ASA2 DRI CTHAEINTWAEGA, A7V MaT7 4 v& Y7 LTASAL LD
WEAT V27 N EMRET D L, ObjectAlXRoO70 £3728, [BIH% (Relationships) ]-31 12
. A7 V=7 PN ASALICHD Z LT RFEREINET,

FT7 T2l NREET AT RTOT NS, REFRRT DT, MBESFMETT A AZEE LD
TLEE W, MDOFETTZ 42 7 L, HEITIE U TSI A BM L £7, Security
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+7vz0 romansk [

Cloud Control 23#%5 9247 =27 h&BIR L, [Bf% (Relationships) |4 » ZFW~E T,
FTOFT V= MIBHET 5T X TOT NS RALERY =R RRENET,

Iy FOERDER

R, B, FEEOAT V= MR 5RO 12, T b &8T5 2 LT
ATV 2y "PREAAT V27 FOMBEOMR, BEAT Y =7 FOMBEOMRR, Fiidr
BOAT V= POMBEERRT 2 Th>Th, ZORBICITELRHEESHD LWL, &
TV FOMEERBROE T DL EBRT D58 bH Y T, FROSHDHRT,
INLOERINIAT V= MR S ENREICROHE DY T, ATV =0 b
OREZ MR 5 & & 1T Security Cloud Control (FER I 7247 V=7 NEFIR LN,
BHSNIAT V=) FOAT V=7 PR MET 4N E Y 2T L FERICIESOTRET 5
LEDRDY ET

FIE

AT TN ERDORA T, [A7 =27 b (Objects) |27 Vw7 LT, A7 vara@RLET,
RATFYT2 I T2 N T 4NE,

AT T3 [F7 V=7 F (Object) 17— /NTC, BREMBRT 24T V27 Mg XRTRIRLET, —EIZ1>DA
TV NOBREMERTE LT,

AT T8 FEMASA T [ OMER (Unignore) 157 U v LET,

AT9TE EREMELET, ZNT, A7 V=7 FEMBETT7 42 ) 7328, URNTERSh T A7 V=
7 FIRRONDITTTY,

ATy FOHIER

1 OOFT V=2l FEFITEBROA TV 27 FEHIRTE 9,

Cisco Security Cloud Control Z{#f L = 10S 7/3414 XD EIE .



Cisco Security Cloud Control DEA |
B ooz roum

1204 T2y FOHEIEK
A\

FE 7 7 v R Firewall Management Center 287 2 MIT a4 STV HEHE -

CiscoASA, FDM, B LU FID Ry NV =7 ATV =7 NI NA—TITIMAT2EELIL, *HST
5 7 Z v RHY Firewall Management Center &> bV —27 47 P =7 FRT N —F T KX

NET, S5, [EEBIEEF DT /31 A (Devices with Pending Changes) 12— 12i%, [ >~
NO—2 ATV ORI EER (Discover & Manage Network Objects) ] BAE NI 722> T
% 4> 7L 3 A Management Center = & 12T F U AMERRENET, 2O NI NLETE
BIRL, ZNH0OAT V=7 FBH D 47 L I A Management Center [ZEBH T £,

WTFNDPDOR=UINE Xy NI =0 F T V=7 FERIIITNV—T %IRRT A &, BGFO_—
MBEETDOAT V27 FERIFINA—T1FHIBRESNE T,

FIE

AT TN ERDOSRA o T[ATY=2 b (Objects) 1227 V27 LET,

RTFYT2 ATV VT ANEERRT 4 — NV REMHEHLT, HIBRT 247V 7 hEROT, TNEBRLET,

AT w73 [B% (Relationships) 1A > ZERLET, A7 V=7 BRIV —F72 347 V=7 b NA—T T
SNTWBEEIL, TORY) o—F 73N —T 00T AETEH T V=7 FEHIBRTE EH A,

ATy T8 [77 2y (Actions) 131 T, [HIBE (Remove) | 7A@ %27 v 7 LET,

ATFYTE [OK] 227U v 7 LTAT V=7 FOHIBREHRLET,

RTYT6 {TolEFEETRXTOTNAA ADRELELDOT L E 2— L BN, fHEL THOEROET %2 — IR
LET,

RKERAT T2 U DT IL—TDHEIRK

TNARAEF L R—=RFLTAT V=7 ORI T &, Z2<ORBEAOET V=
FAROMND £9, —FEICHRRKSOBORERA 7TV =27 FZ2HIBRTE £9,

FIE

ATy 1 [ME (ssues) |7 ANZEFEHALT, READA T bE2ASTET, TA AT 4V EEHHATS
BRIZ [T /31 A72 L (NoDevice) |ZEIR L, 731 RZHEFIT O TV WA T V=7 NERKETHZ
ELTEET, ATV NIVRRNETANZY U TTHE ATV NOF =y IRy 7 ANRFERS
nEd,

ATV T2 ATV N T—TN~y X —O[TXTHEIR (Selectall) | F=v /Ry 7 A4 LT, 74 VHIZ
Ko T ENAT7 V=7 M T —TNMIRRENDTRXTOLFT V=7 FEBIRT 50, HIBRT 2% D
FTx2 NOEADF =y IRy 7 A F AT LET,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE



I Cisco Security Cloud Control (DX A
2vro—s47vzo+ ||

RATw T3 [T 7= (Actions) |51 T, [HIFR (Remove) | T A2 @ %27 U v LET,
RTYT8 T EFELETSTRTOT A, AOBRELLEDO T L E 2— LB, L THOBEROEE L —FE
R L ET,

2y cI—=0 FTTxY b

120y bT—9F Ty M2, FA M, XYy RU—ZIPT RLVA, IPT FLAD
#iPH, SEREM B A A 4 (FQDN) £721Z CIDR F#i2 DOV 7Ry hT—Z7 OWFRmnl H%
ANDZENTEET, [Fy hT—2 Z—7 (Networkgroups) ]I%, *v hU—7 4T V=
7 rE, TN—TIZBNTHEEODMOELA DT RLVAERIEIY T2y NU—rDaL gy
T4, XYy NT—IF T V=2V b Xy NI T N—T1F, T/ HAL—)L, %y hT—7
R —, BELONAT L—/L T S 41E 3, Security Cloud Control ZfEH LT, %> hU—
XTI N Ry MU= I A—TEER, B, BXOWIBRTE £,

T _XCTDTZ v 7 F— LM Cisco Meraki X° Multicloud Defense 72 E D F v NV —27 47 V=
J haEYR—=FLTWNEIDITTIEARNWI EIZEEL T ESY, ¥4 FIv 47V b
A9 5 & Security Cloud Control 1X, F’EILDT T v N7 4 — L ETIXT A A5 DY)
7efE# % . Security Cloud Control 23 i C & 2 —# O FIRE 72 G IC BRI 28 L £ 77,

BRETORY FI—0FTo) FOBFA

7 7 v REEM Firewall Management Center & 7> MIA VAR —T 4 7 I TS 120
D A2 7L 3 A Management Center % % ¢¢ Security Cloud Control 77> b3 28L& X, KD
FlEZFAT L £

« Cisco Secure Firewall Threat Defense, FDM T & % & BB 5T 25, Cisco ASA. 7=
IX CiscoMeraki * > NI —27 4TV x 7 NERIFIN—TE2ERTDE, ZOFT Vs
cDa v —n, 777 REHH Firewall Management Center D% ERHIMEH T2 (72 =
7k (Objects) 1" X—YDAT V=7 ) ANMIHLEBNENET, TOHHFEETT,

Cisco Secure Firewall Threat Defense, FDM (Z £ 2 & BB X3 2 h41, F 7213 ASA *
NI—=0FT7 V=) VERBIIN=TEERT DL, [Fy P V—2 ATV =7 RO

LEHR (Discover & Manage Network Objects) |23 H 2N 72> TV 544 7 L I A Firewall
Management Center O [PRE HDOETE 1% 57 731 A (Devices with Pending Changes) ] X—
I FUDBMERS SNE T, 2OV ARG, A7V 27 FEBIRLT, 2047V
7 NEMHT 54 7 L I A Management Center (ZJBB L, RERA TV =7 N EMKHET
xF7, . [E¥E (Administration) ]> [Firewall Management Center] IZ& &) L 4> 7L 3
A Management Center Z3&R L E7, [ 7 =2 kb (Objects) |27 V27 L, A7
I A Firewall Management Center = —H%'—A L ¥ —7 = f ATAHT V=7 MR LT, &
Ur—IZEI0 M TET,

WTINNDR—=T DRy NT—T 3TVl bR NV—TIMA AR L, WHFOR—Y DA
T2l NEFRFIN—TA A RZHEASNET, 1 OOR=UnNb 4T V27 b EH
g bE, TOAFT V2l FORIGTH2E—HMOR—TUNHHIBRIIET,

Bist -
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Cisco Security Cloud Control DEA |
IR

c[@CARIOFR Yy NT—7 ATy N3 TTIZ 7 7 7 g Firewall Management Center
\ZAFET 2 8A . # LU Cisco Secure Firewall Threat Defense, FDM (T L % 45 B &2 %9
554, Cisco ASA, F 721X Cisco Meraki > NV —2 47 =7 M, Security Cloud
Control ® [A 7Y =7 b (Objects) | X—ITiTER I EHA,

« 7L I AP Cisco Secure Firewall Management Center | 2 > TEH IN D 4R — R
BHBBNIKT T B T NA ARy NI =T 4T V=7 PEBIXOT A—7 3R ST,
7 7 v REEfA Firewall Management Center CEEH T 1A,

7 7 7 REEHEA Firewall Management Center |2 1T L 724 7" L T A @ Cisco Secure Firewall
Management Center f & A% L ADHE, Xy NIV —20F 77 M& 7 V—T1%, FID
TNA ZNZE SN Y o —TEH T, Security Cloud Control 47 = 7 |
N=VIEREND Z LICHER LT ZE W,

» Security Cloud Control & 7 7 7 R4 Firewall Management Center DD v bV —27 #
TV FOIAE, FLOT TV FTIEABNICANIC SR £98, BBFOT T T
FERTLOMENRH Y T, Xy NTV—I 4TV MR 7T 7 REEE Firewall
Management Center & 34 STV R WA X, Security Cloud Control D 3% 4£7)S TAC T
PAR—bF Ty FERCHELT, 77 P CHEEEAEDICL T L WVET,

« Security Cloud Control & 4 27" I A Management Center DfH]DO R v NI —7 A7 =7 |
DAL, Security Cloud Control (25 L THELAAEE S AL72 % L A4 7" L I A Management
Center @ Security Cloud Control TIZHBIZHE R £HA, Xy NTV—2FT V=)

K237 27 L I A Management Center & 3547 SAL TV R WIGETX, [BXE (Settings) ] TA
7" I A Management Center D[R NI —27 47 =7 Ot EEH (Discover &
Manage Network Objects) | b Z /LR Z U BE N /2 > TN D T & 2R3 57>, Security
Cloud Control DFBEEN TAC THAR—FF 7 v b &M< HELTT 7> b THRIEZ A %)
WLTHHWET,

2y D=0 AFTOH FORTR

Security Cloud Control Z /] L TIERK T2 %y NV —0 AT V= r N AR —T 17 L
1727 A ZADFKEN B Security Cloud Control 2338532 1> NV —2I7 A7 V=7 NI, [T
=7 K (Objects) | N—VICERINET, ZNOHOFRy NU—I 4TV xr ML, £
ENDOAT V2V NEATOT BT OENTHET, Zhick, A7 V=7 hE AT T
TANZY T LT, B{LTWDEAT V27 haTIER A2 Z BN TEET,

[F7Y=Z b (Objects) |"X—VTHRy NT—IFT V=7 FNeBRTHE, 7727 D
B2 [FEM (Detail) 1A R RINET, [BFR (Relationships) | ~A ZiE, A7V =7
FRRY —THEHAINTNDINE I D, BEIOA T V7 MRRESNTWNDT /A ANRFK
IRSVET,

Ay NI—=0IN—=T%r ) 735L TDOITNV=TDODNENFRENET, Xy FT—7
TN—T1E, Xy NT—=IFT V=27 ML TIN—TICHEZ 5N T X TOMDOEARKT
D

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE



I Cisco Security Cloud Control (DX A

$—ER+ T

4—ezx47vzs+ |}

ok

JakarxrIidzy b

Ja harArv=r ME, FREEORWS 7 harr v —7a harighth—Ee X
A7V bO—FETT, Tr halrd T T=r NI ARTE TR N aE I L o TGRS
AUEF, Security Cloud Control X, ASA 35 £ O Firepower (FDM |Z X 2458 7 /314 &) BET
INGOF TVl ML, INUHIMADTZ 4% [Ta han) ZEALET, Z0

o, INoDFT V2l FEfBIZROT L ZENTEET,

ICMPA T2y k

Internet Control Message Protocol (ICMP) %47 Y= 7 RMi&, ICMP ¥ X OV IPv6-ICMP £ vt —
HHOY—E 2 A7 =7 F T, Security Cloud Control [Z, ASA 35 K U Firepower 734 78—
RENEEEZT AL ADFRETINLDAT V27 M@ L. 2151 Security Cloud
Control MMH D7 4 /L% TICMP| Z#EMALET, TOLDH, ThbEDAT V=7 b IS
ROTFHZENTEET,

Security Cloud Control Z{/H L C, ASARRENDL ICMP 47 V=7 hOARIZEL LT,
ICMP 47 ¥ =7 h%&HIBRL7= Y TXZ £, Security Cloud Control % f] L T, Firepower % i&
? ICMP B L WNICMPv6 47 ¥ = 7 b &ERk. ®HE, BIOHIBRTE £,

A\

() ICMPv6 7' ks adih . AWS ITRFEDSIHOERZ VR — L TWEHA, T3TD

ICMPv6 A vt —2 %A o/ — L DHBRYR— K ZHET,

REE I R
ATVl FOHIER (123 =)

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .


https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

Cisco Security Cloud Control DEA |
B »—cx+o0:0r
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=9=
=% =R

FINAREY—ERDAVR—TF 425

TATTIRA AL ETIVT /NA ADIE Ji % Security Cloud Control |23 AYEfCX £§, ET /L
FNAALIT v 7 u—RENTMk~7 74 VTV, Security Cloud Control Zffi [ L CTF/RE
FOMRETE LT,

FEAEDT A TTNA ABILOY—E A TlE, Secure Device Connector 23 Security Cloud Control
ETNAZAELFP—ERTHERTE D L 912, A= 72 HTTPS #fe S B L 72 0 £,

SDC & FD AT —HF ZADFEAMZ-DOWTIL,  Secure Device Connector (12 2—) ZZH L T
<TE&EW,

ZOEZT, OB a rTERENTHET,
¢ Cisco I0S T/_A ADF v R—F 47 (129 ~=—3)

Cisco 10S T/ N\Af ADA >V R—TFT 4 25

Cisco I0S (Internetwork Operating System) % 34T L TV 2Bl Cisco 7 /34 A& A 7R — R T
TET,

Cisco I0S T /N ADA ViR—FT 4 24

4R HREIIC
FATT DENS, ROBHESRM AT L TV D Z L 2R L T Za VY,

* Cisco [0S H— 3= YR — ~ 35 K553 Security Cloud Control THR— hEnTnHZ &
ZRER L TL E &V, BIREATIX, Security Cloud Control I%, Cisco I0S 7 /31 AD A
R—=T 4 Y THICIREES N Sy a2 AR—FLTWET, PR—-FSATWDHH
l;t/k@&k‘b T’Q‘* . aesl28-ctr, aesl92-ctr, aes256-ctr, aesl28-gcm,
aesl28-gcmlopenssh.com, aes256-gcm, aes256-gcm@openssh.comg ﬂ’%/*%ﬁiﬂ‘ﬂf% }‘Té

B a2 el 512X, SDClizce /A4 L, 22 Kssh -vv <ip address> BTEITLET,

*CiscoIOS TNA REF VR —T 4 7T HIE. 2y NI~V WNIZT 7T 47247
L I & Secure Device Connector (SDC) RN WMEETJ, SDC OFnH L BT F U A~ VU v
7122\ TlX, Secure Device Connector (12 X—3°) &ML T 7Z &0,

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .



FRAREF—EROFVvR—FT 125 |

B asezrzisREF LR E 1 L—

FIE

ATy T

ATy T2

ATvT3

ATvT4

ATy TH
ATvT6
ATy 71

ATvT8
ATvT9

ATv 710

ATvIN

ATvT12
ATy 713
ATv 714
ATvT15

ATv 716

ATy T11

ERMORL o THeF2)TATNAR 27V w7 LET,

FODTS T ARNK 7V LT, TAADT UV R—F 4 7 H2BELET,

[#& (Integrations) | XA NEZ7 Vw7 LET, L —FRINTWIELAIX. Xy NU—ZIZBHIN
TW T, Security Cloud Control 77> T &4 T 5D 7 27 7 1 773 Secure Device Connector 23721 Z
EEEWRLET,

Secure Device Connector (12 2—3°) REZ %7 Vw7 LT, ZOF A ANBETIXRY U= KN
DSDC ZEINLET, T 74/ D SDCNFRINETN, SDCA4AZET Y v 27352 L TSDC AR
TEET,

TN AR R ET

[¥4 (Integrations) | KR v X 7 A =o2—"T, [I0S] Z&#IRL ET,

TAAZAOEGET (IP7 RV A, BREM NAA 4, IR A M) ZANLET, 7740 FO#
feR— N 22 T,

(BE) (Go) 1227 VUv 7 LET,

(A7 >z ) A DOIEM (Create Integration) | X—C, SSH 7 4 > H—F Vv haXvrua— KL
THERTHZ ENTEFET,

FRA ADERELL L RAT— REASLET,

GE)

BiRF 5 TlE, Security Cloud Control IZ/ABHF —FBFEAEH L 7o 2 R— F L T EH A,

ZOF AL KA F— T NASAT = REFELTOSHAIE, [ F—T7/L/S2 T — ] (EnablePassword) ]
74—V RIZRAT—=REASHLET,

[B¢ (Connect) 1227 U v/ LET,

(AT vay) TALADTXNEATLET, FBIZ OV T, [Security Cloud Control 7 /L & 7 ¢
WAL 2B LTSIZE N,

[%¢1T (Continue) 1% 27V v 7 LET,

MDI0S TNA A% F R —TF 47350, 56T (Finish) %27 U > 7 LET,

[Ex =2V T 457314 A (Security Devices) ] — IRV £9, T/ AREFICAH L R—FT 1 7 &
D&, REAT—Z AN [[EH (Synced) 1. #HEIREEAN [>T A > (Online) ] & £RINET,

(A7 vay) BEISLT, T/ AD[AE (Notes) ]934 NZT A AT HAEEZ A TEE
T, FHICOWTIE, 54 2 —hEEL] ZBRLTLIEE N,

ASR E=7-IZISRETILDEREA VR— bk

Cisco I0S *E7 /LiX, Security Cloud Control (24> 7R — K S 4172 Cisco [0S 7 /31 ADFE[T=
TA4X2lb—vary 77 A ODa—"T7, CiscolOS 71 ZARELT XA RN T 7 A MK
vrm—RL, BHLTWDHIOTF > MIIOS EF /M E LTA A= FTEET,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE



| FR1REY—ERDAVR—F 12T
askxrizisrEEnsovo—F i

ASR EFF=[LISRERENFH O—F

FIE

AT TN ERORAL o TEFaAVTFATNAREI7 Y v LET,

RTVT2 [THARZTEIY »7 LET,

AFYTI (0S| 2752 v 7 LT, FAf AR L ET,

ATy T8 EROSA O [EH (Management) ] C, [%E (Configuration) | %7 U v 27 LE7,

ATv TS5 [#urr—F (Download) 127V v/ LTT A AREE T — /LA Ea—H X yra—RLET,

ASR F1= X ISRFRED A »R— b

FIE

ATYT1 EAORL o TEFaYTATNAREZ2 ) w7 LET,

ATYT2 FNTTA () e a7y LT, REZA Y BA—FLET,

AT T3 [T/ AR L THER T 7 A V& A > 7R— 1 (Import a config file without a device) 1227V v 7 L ¥ 7,

ATY T4 [T34 AHX AT (Device Type) ] & LT [ASR] 721X [ISR] Z &R L £,

ATw 75 [ Browse) |27 U7 L, 7Tv7ua—RTD5HRT7 74 (TFA M) 2RNLET,

RAT9T6 BREDHRINDE, TAAAFFY—ERIZTVERET DL IROONET, FEHIZ OV T,
['Security Cloud Control 7~/ & 7 ¢ L ZALEL] ZZR L T 7ES 0,

ATFYT1 TETFTATARAL ATV ERETDHE, [BX 2V T 477314 A (Security Devices) ] U A b TT L% 1
WTEET,

G¥)
REDTA X, BEOMDO T NA ZAETNI —EAOHUT L > TE, BREDOSHITRERI R 1D 5E 1 6
DET

Security Cloud Control 7 5 7 /\ 1 X ZHIf&
Security Cloud Control 7> 57 /3 ZZHIFRT 5121E, WOFIEEEH L ET,

FIE

AT w71 Security Cloud Control {22 71 > L &7,
RT9T2 FOSRAL L TEFIVTATNAREZI Vv 7 LET,

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .



FRAREF—EROFVvR—FT 125 |
B 15 7 zxemR0RED LR—

AT9 T3 HIBRTET A ZAZROF, TOTNAADITTT A AT =7 LTRIRLET,
ATy T4 HUNCHD [T/34 AT 7 3 (Device Actions) ] 73%/LC, [HIFE (Remove) ] ZEER L E 7,

AT9 TS Tur7 IRERENTED, [OK] ZRIRL T, BIRL7=T A AOHIBRZMRLET, [Fr L
(Cancel) | Z#IRL T, XA A2 AR —RLIEEFIZLET,

T4 0TNA REBADREDA VR— b

F7 A4 VERRICT S AOREERA VR — T 5L, Ry NT—7 THRBIFOT A 2%
BET 22 L7, T AORE Z AR L TRt T £ 77, Security Cloud Control Tl
Ty Ta— RENIEET 7 AT TET V] EBMEERET,

LR DT /34 ADFTE % Security Cloud Control (24 >R — h TX £,

» Aggregation Services Routers (ASR) X Integrated Services Routers (ISR) 72 £ ® Cisco I0OS
TNA A, TASR 72T ISR ET VOIERLE A AR —F ) 2B LTI EIW,

Security Cloud Control 7, 5 7 /\ 1 X Z IR
Security Cloud Control 7> 57 /3 ZZHIBRT 5121E, WOFIAEEEHL T,

FIE

AT w71 Security Cloud Control {22 7' A > L F 7,

ATYT2 EIORL o TEFaYTATNAREZ ) w7 LET,

ATV T3 HIRT DT A AERDT, TOT AL ADITTT NN, A% TF v 7 LTRIRLET,

AT T4 FRCHD [T/34 AT 7 a (Device Actions) ] 73%/LC, [HIEE (Remove) ] R L £,

AT TSs o 7 IWREREINTS, [OK] 2R L T, BIRLEZT AL ADOHIBREZHERELET, [FrotL
(Cancel) | ZJ/INL T, TNA REF LV AR—RLIEEFFIZLET,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE



.3

i

10S /N1 ADEKRTE

* ASA Cisco I0S 7 /31 AFKE (133 ~<—)

* Security Cloud Control 2~ R A > A L Z—T A A (134 X—2)

e fEa~vr R I A H—T oA A (137 =)

caw R IA L A E—T A AT (141 _X—)

« Security Cloud Control CLI =~ > ROFER DT 7 AR — 1 (146 X—)
« ASA 35 J TN Cisco I0S 7/31 AMERL 7 7 A LV DOEI (149 ~—2)

« TR ARELEFIZHONT (150 ~<—2)

c TRTOT NA AFEDFHAIY (152 ~—)

» Cisco IOS F721% SSH 7% Security Cloud Control ~DZE DFEAH YD (153 ~<X—)
T RTCOTNA ADBRELEFOT L2 — LR (153 X—)

« TS AFRFEO—FERERM (154 X—2)

e ATV a— I HBEMRIZOWT (155 ~—)
REETEOMR (158 X—)

REEFOMWEE (159 ~—)

FRAADT 7 AT REF (160 =—3)

Security Cloud Control & 7 /3A A O EZ R+ 2 (160 2—2)

wio iR (161 X—)

TNA AINEDOT U MAT AN REROBEINZ2Z T A (162 ~—)
BRIEDFE DR (164 ~—2)

e TNAARAEHEDR—V T DAV a—b (165 5—)

ASA Cisco 10S 7/\1 RE&E

ASA CiscoIOS 72 &, —H D2 A DT NA AL, BIEE 1 OO 7 7 A MITIRIE L E T,
INDDOT A ZADYA ., Security Cloud Control TF /NA AR T 7 A W E KR L, T /34 A
WIS LTS & E R EE2FITTEET,

Cisco Security Cloud Control Z{#f L = 10S 7/3414 XD EIE .



10s 734 208E |
B = =xommorLernTs

FINAADER T 7FAILERETT S

Cisco ASA, SSH BB T /XA A, CiscolOS Z#FEIT L TWBT /A Rp & i eEE 1o
DIERL T 7 A WTBRATT DT 734 AD4 . Security Cloud Control 2 L CHEK~” 7 A V%
FRTEET,

)

GE)  SSH EBHIXRT /NA A & Cisco I0S T /34 ATITFEAIMY EHORENH Y £,

FIE

AT TN EONRAL o THEXFAYTATNNAREZ7 Y v 7 LET,

AT T2 [T34 A (Devices) | #7570V w7 LTCTNRARAERDTF D), [T 7 L—1F (Templates) | ¥ 7% 7
Vo7 LTET AT AL A RO E,

ATV T3 WEIRT A RZATDET 57 v 7 LET,
ATV T8 REERTT LT A RELITET VEBRLET,

ATw 75 Lo EH (Management] A > T, [XE (Configuration) 1 %727 U v 7 LEd,
FERTILRERL T 7 A NI RARSNET,

Security Cloud Control A<Y > S/ A VA —T 24 R

Security Cloud Control |%, | CiscolOS 7 /34 R &EFHT H-dDa~v L RIf  f H—T =
A A (CLD) Za—WF—ZfBftLE T, a~vr Rid, H-0OF M RCEETHIZ L, E
DT NA ANZFRRFICIEET D52 L HATRE T,

BEEIER -

¢ CiscolIOSCLI D RF = A ¥ MZOWTIE, BEWDIOS/S— 3 D [Networking Software

(I0S & NX-08) | #Z&M L T Z &V, https://www.cisco.com/c/en/us/support/
10s-nx-os-software/index.html

ARV KRSIA A3 —T x4 ADER
FE

AT TN EOSRAL L TEFAVTFATNARE7 Vv 7 LET,
ARTYT2 [THARETH7 Vw7 LET,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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| 108 731 2D%E

ATvT3

ATvT4
ATy T5

ATvT6
ATy 17

EEDT TP PPN RPP S EEATICHE |

avw R I A =Tz A (CLI) 2L TEHTIZT A AEROFBIT0E, XA RAXT L
TANERE A LET,

TNA A GBI £,

[F/34 27 7+ a > (DeviceActions) |7A > T, [> a3~ RFA A% —7 =A% (> CommandLine
Interface) =27 Vv 7 LET,

[a~> RTIA A H—TxAA (Command Line Interface) 1 ¥ 7% 7V v 7 LET,

av U RS UNZavw s REANLT, [#E Send) 1227V v 7 LET, a2~ RICKTHT 34 2D
IREE, EESA V) OTICERRINET,

GE)
FATTE D avy FICHIRA S 256, TRLOHIRITI Y RS v 0 Lic—BRFSNET,

EENEYD
av Y RIAf A E—T oA ATOa~<vy ROANS (135 2—)

ARSI AAUR—T A RXATHOAREKEDA SN

1o0a<y RE1ITFICANTEZ . @;&(0):7/ NEEEOITICEFE L CATITH L
H TUWET, Security Cloud Control TiE, AJNEIZ 2~ RBFETEINET, RO ASA OHIT
X, 3290y NU—IF TVl hE, ENLDORY NT—I 3T V=) Vaegierty hU—
U ATl N IN—TefE T DAy ROy FEEELET,

> object network email_server_north
host 192.168.10.2
object network email_server_south
host 192.168.20.2
object network email_server_headquarters
host 192.168.30.2
object-group network email_servers_all
network-object object email_server_north
network-object object email_server_south
network-object object email_server_headquarters

Clear

[CiscoIOS==~ > K® AJj (Entering Cisco IOS commands) ] : Security Cloud Control /%, ——
YP—EXEC T— R Ta~y FEFEITLET, enable DT HKIC config £t ZAT LT D=
<V RERHBLT, Zu— L ar 7 F¥al—vay B— RCETTAHLERDLY 9,
EWhav ok EFICEVWa~y K& A3 5 &, Security Cloud Control (£, =~ R&E#HEE
Davwy RIZBEILT, 3RXTOa~vy REAPHIX L THEITTELLIICLET, av o R
DY) 72X Y)W % Security Cloud Control 23| C& W EE, 2~ KU X M &KUY 5 EHTIC
Bdoer haRkdd7er 7 ERERINET, RICHZRLET,

L7 —:Security Cloud Control (X, 600 XF%MAHIEIDOZDa~vry RO—MEIATLEII ELE LT,

a< FY R MESELCHIGBIOZETZFATHI ET, @hlia~y Ro#iARA > % Security Cloud
Control Z/RTIENTEET,

DT —NERRENTZHE

Cisco Security Cloud Control Z{#f L = 10S 7/3414 XD EIE .
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FIE

AT v 1 [CLUEEE (CLIHistory) ]X4 T, =7 —DRKERolca~vy R&27 U v 27 LET, Security Cloud
Control X, =~ FROEWY A e a~ RARy 7 RACAALET,

RTwT2 BHETLa~vr RO A—TDRICETEHALT, a~v>y ROEWY A MfFELET, e xF, k
FOBFDOL I, XYy NT—=I AT V=27 POV AMEERL., TNHE T N—TI1TBEM L T2%IZZEDLT
ZEMLET, ZOFEEEZ, a7 VR FOW ODDOREFITIEITT LI LIZRLIGERH D £7,

ATv T3 [%E Send) 1227V v7 LET,

OV FERTOENME

CLI =~ RZ&E¥%HET S &, Security Cloud Control (X3Z D~ RE[a~vy RIA AV H—
7 = A A (Command Line Interface) | -~*— Y DJEIESA NZFLER L E T, JBESA VITRFS
Nizca<r R, BEITT528b, avr a7 7L—h e LTHERATS 2L TEE
D

FIE

AT TN EOSRA T, X2 UTATNARAA=V% 7Y v 7 LET,

ATV T2 [T/34 A (Devices) | X7 %7V w7 LTT A AEROFET,

ATV T3 WURT A REATDET %) v LET,

AT T4 [> a~vr I H—7 x4 A (> Command Line Interface) 1 %27V v 7 LE 7,

RFyTE BEAL CRELREIATOAVESIE, BT 20 O 22007 LORBMLET,
ATv 76 [JEFE (History) ] AV TEEELITHEET o~y RERRLET,
AT Tl a~v o FE2Z0EFEHFEMNHAT LI, a~vr M Ta~vr REREL, [XE Send) 1227V v27 LE
7, Security Cloud Control D&~ A N3~ ROFERNFRINET,
GE)
WD 2HODIRPT 52T LE L7 (Done!) | L9 A wt— Security Cloud Control D& ~<A T
IRENET,

s a2 RBEFICFETIN%,

|

e a2 ROWTREFERIMIG o726, ez, RET LV M) 2METHEREHALZE
show 2~ REFIT L& LET, ERERBORMIC—ET okET S MU DR o72855 . Security
Cloud Control /% 52T LE L7 (Done!) | #i KL ET,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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— AR SIA A EF—T AR

Security Cloud Control TlX, =¥ K74 A Z—T7 A X (CLI) %fiif] L TSecure Firewall
ASA, FDM (2 L2 BB, &@BAfH, SSH, B XU CiscolOS TA AEFHTEE T, a~v
RiZ, B—=OTF A RAZEETHZ b, FUAEOEHOT A ZAZFRFFCEETLH2 L6
AHETCY, 2Ok Z v a v TiE, CLLavy REHEOT A AT FEIZEET 2 FIEIZOW
T L ET,

REEER

* Cisco IOS CLI ® K& = A > MZ DWW TIL, [Networking Software (I0S & NX-0S) | Bk
VOBHENDIOS A=V g D=2 T LEBR LTI EE0,

—{ECLA V22— (4R

< Bulk CLI
5 6 i ]
O 2 AT My List ) ocuton @)
> show run | grep user 3 e ———— By Dautos:
1 @ 1082.100.16¢ ——
@ o 81 1 Devic
8 8

1217, 1:06:54 PN
show run | grep user

)

GE) WO2-o0RMT T LELE (Done!) | &9 A wt— T Security Cloud Control (2%
RENET,

e vy RRZ T =R L TEFICEITENT-H,

¢ AR Y RORTREFERMTG R o726, L2 BEORETY M 2K T 5

IEHRERAZETe show 2~ RERITLIZE LET, EREHOKMIC—HT I ET
kU 237203 72854 Security Cloud Control 1% [58 T LE L7z (Done!) | ZiRLET,

Cisco Security Cloud Control Z{#f L = 10S 7/3414 XD EIE .
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Bl

aAxy FERESA 2B LTI 27 20 21203, REh7 A =2
27y 7 LET,

a<wy FgEE, a2~ R&E%{EFT 5 &, Security Cloud Control 1% Z D JEFE~
AN a~wy REREETHDOT, a~r Raeh ) —FEIRL, BEEFETT
TET,

av L KAy, ZONRAL DT arS MNMiavwry REAHLET,

EAA >, Security Cloud Control [Z, =<2 FIZ®T 2T /3 ADINE &
Security Cloud Control A v —U %2R R L ET, BEDOT A ZADIRE R F
Uiz olzitr, IWERA NS IXTNA ADINE 52 FR L TCET (Showing
Responses for X devices) | &£V 9 A v —UNFREINET, [XT /31 A
(XDevices) (227 Vv 7 35&, avy NIk LTRUSEZR LT
TDOT 734 A Security Cloud Control [Z# /R I E T,
GE)
WD 2ODWRIT 52T LE L (Done!) | EWVH X »E— 0 Security
Cloud Control (2R SIVET,

« v NPT T —/ L CIERICEITINZ%,

¢ ARV ROBRT REFERMI G Do 7258, T2& 213 FEDRE
T MY ERBETHIEREREZ ST show 2~ FERIT L& LE
T EMBRROFMHFIZHT R ET L MU Do 72855 ., Security
Cloud Control i% 52T L% L72 (Done!) | ZiRLE7,

[vA UAF (MyList) ] # 72X, [EFa2VTA4TNAR]T—T L0
BINLET NS ARERINET, ZOXT T, a~vr ROREFEET A
AuEHlz B LTED T ET,

Lo THFAR RSN TV D [F1T (Execution) | ¥ 7IZi%, EESA T
BRI TWDa~vy ROXMGET A ANRFRINET, ZOFITIE, JE
JfE~A L C show run | grep user 2~ > RZER I 41, [324T (Execution) |4
702, 10.82.109.160, 10.82.109.181, 337X 10.82.10.9.187 ITikf5 Sz =
ENRERREINET,

USR] (ByResponse) | X7 %27 Vw7 35&, avwy NIZLo TARKS
NTISBED Y A SDRERENET, F—DIREX 1TV —T & E
T &R (By Response) ] % 7 TAT%i%RT 5 &, Security Cloud Control
ILZEDa~y RADISE & SESA R RLET,

[T /34 2B (ByDevice) | ¥ 7 %27 Vw7 35E, K734 A5 OS5
DISENMFRRENET, VA NNOWTIDDOT N, A7) v 7T 5 &
BEDTNRA ANEDa<wy RADIGEEFHRTEET,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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FIE

ATy T
ATy T2
ATv73

ATvT4
ATy TH

ATvT6

ATy 17

avy ro—fizE i

FRORAL o ToFa2)TFATNAREI Y v LET,

[7/3 A (Devices) | #7 %27 Y w7 LT, T RA&ERDOTET,

v RITA A B =T 2 AEMH L TRET DT/ A% Ao 5IiE, WYRT A AL T 5

WL, Z4NVERZ A HHEHLET,

TNA A IR L ET,

[7 /3 27 73 3 (DeviceActions) |34 T, [> 2w RT7A (¥ —7xAA (> CommandLine

Interface) =27 Vv 7 LET,

[¥AUAF (MyList) ]| 74—V RT, avr REEETILITNAA RAEA L EITATICTHIENTE
7

avy RS NZawr REANLT, BE Send) 127V v 7 LET, a2~ RHEINIGE A IZ

FRINET, T~y NFEFE R JIZFLE S 1L, Security Cloud Control =< > K=~ K& [—F5CLI
(Bulk CLI) 1V ¢ > KU ® [JEE (History) ]S4 IZFEEKL £,

—fFav Y FEETOEIE

FIE

ATy
ATy T2
ATvT3
ATy T4
ATy Th

ATvT6

ATy 717

—FECLI 2~ R&%[E7 5 &, Security Cloud Control 3% D 2~ > R %& [~fECLI*— (Bulk
CLIpage) |DJERER—VIZitdk LE 9, —HECLIA VX —T = A A (1373—) JEEEAA
IR ESN-a~y Rid, BETTH268, a~vr RE7 o FL— e LCTEHATAZ LS
TEET, BESXA v Oa~vy RiE, ENoNFATINZITLOT ™A ZAZEEMA T BTV E
R

TS —rvar 4 RUT, X aVTATNARE27 Yy 7 LET,
[7/3 A (Devices) 1 # 7 %27 Y v 7 LT, T A& RO FT,

WORT NS, ZABZALATDOETHI ) I L, TANET A% v 7 LT, RETDHTNA A& RO
xS,

T AR £,
[~ KT A A% —7xAA (Command Line Interface) ] %7 V v 27 LET,

[JBE (History) ]34 ' CEFFITHEET2a~r FEABRLE T, @R L-a~y FiZEEDTA
A ZNZEEMT N TEBY, YIOARAT v P TERIRLIZBDEIIR LN SIEEL TSN,

[vA4UAK (MyList) | #7ZRT, BELEIELTWHa~y RBRGEOT A ACEFINDLZ L
TR L ET,

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .
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B &=~ rosconk

ATvT8

av RS U Tav s RefmEL, [FE (Send) 122 Y v 7 LET, Security Cloud Control D i~ A
vlawy ROBRPERSNET,

—EaY 2RI 4IL2 TOENME

—§E CLI 2~y R&FETH%, &R (By Response) | 7 4 /v & [T 734 A5l (By Device) ]
TANEEFERLT, T35 AOREERHATTCEET,

BT 14 ILA

FIE

ATy I
ATFwT2

ATvT3
ATvT4

—fFa~r REFETTLHE, avr REEFELET A ADLIRINIZIGED Y A 73 Security
Cloud Control @ [~ 51 (By Response) | Z 7IZ AN ENE T, [ UISEDT SA A X 1471

FLOoNET, BRI (ByResponse) | ¥ 7 DITa7 Vw7 F 5L IRESANIT/NA A
MHDINENRRENE T, IWESA NNEEOT A ADIRERR T SINL5E,. [XTA
A ADGEZFR L TWWE T (Showing Responses for X devices) | £V A v —UNERE

NET, [XT A A (Xdevices) 227 Vv 7 F5E, av o Rk LTRUGEZE LT
T DT 734 A Security Cloud Control (ZF/R S E T,

By Response By Device

: devices &;_

1 Devices
>

1 Devices

g NISECEEMT ONTZT A, AD ) A MZa<wy REEET 5120, ROFIEIHED
F7,

S5 (By Response) | # 7 DAiTICH D a~r Ry vARnras ) v 7 LET,

avy RS Tavy REREL, [15F Send) 27V vy 7 LCa~vy REFEFETLI. (2T
(Clear) 127 Vv 7 LTCa<wry KA &7 07 L, FiLWna<wy REANLTT NS R ZEEFELTH
5, [ Send) 1227 Vw7 LET,

a2 RS ZITR S e 2R L ET,

BIRLTZT NS ADFITa L 74 X2 —aly 77 A MVMIEENRKBINTWD Z ERHEERIGEI.
a<w Ly KA T write memory EATIL, [%{g (Send) ]727 Uo7 LEd, ZOEEICLY, EifTar
TA4FXalb—YarBARAY— K NT v a7 4¥Xalb—ya RGFEENET,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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TINA RBI T 4 ILAE

—fEa~r ROFEITH. Security Cloud Control 1% [321T (Execution) ] ¥ 7 & [T /34 25| (By
Device) | #Z 71, a~v Y REXEFLIET AL ADIV A N2 AT LET, [T34 A5 (By
Device) | Z 7 DITH 7 Vv 7 TDHE BT A ADINENRRFINET,

FILT A AV A NTa~wy REFETT DI, ROFIEIENET,

FIE

ATY T [T31 AB| (ByDevice) | #7 %7 Vw7 LET,

AT T2 [> ZNbHDTNA ATa~y R%&3{T (> Execute a command on these devices) |27V v 7 LE 7,

ATFY T3 [Z7VUT (Clear) 1227 Vv 7 LTCa~vr R4 %2707 L, HriLnva~r FE AN LET,

ATy T4 [vA4UAF MylList) ]34 T, URAMNOME A DT /SA AR E - ILBRIER LT, a~r ek
BT2T M ADY A NERELET,

ATy TE [HE Send) 127V v 7 LET, <y RADIGENIGESRA NIFERENE T, IEAL B HD
TR ADISENERENDIHE. X T, ZADIGE%2FK R L TCWET (Showing Responses for X
devices) | EWVWI A v EB—UNFREINET, [XT 31 A (XDevices) |27 Vv r356L, avr RiZ
% U CR UGS 2K L7723 X TDT /31 AN Security Cloud Control ([ZFE/RINE T,

RATFYT6 BRLET AL ADFATA L T 4 Xal—val 77 A VIERRKMENTND Z & BHEFERGAIL.
av 2 A Uil write memory E AN L, [ (Send) 1227 U >y 27 LET,

m eV N K 2 Bl i (F G 4 i u

CLI~7Z ui, T+ <IHHATX 3258220 CLI 2~ K, £723FETANCAT T 5 CLI
a<w L ROTF T L— T, T_XTHO~27 aid, 1958 ED Cisco I0S 77354 X Tl HE
FTEET,

T — M CLI~ 7 v 2 LT, HBOT A ATRHRLa~vy REFRFICETLE
T, CLIZ i, T AORELEHO-BEEZRELET, Ze2RBNDOCLI~7 n%
FEHLT, 754 RAZEHTHEREZIF L E T, CiscolOS 734 A TTIHEHTEH S F
SERCLI~Zuandbb 7,

BN FITT A XA ZERT A0 CLI~ 7 2 2ERTX £, ZElcOW T, 8
a2 RMBHO CLI~ 7 aDfERL] 2L TL7EE N,

CLIvZ X, VAT LAERELIT2—VPF—ERTT, VAT LEHK~ 2 2lL Security Cloud
Control IZ X » Tt Xh, MELHIBRD T EHA, 22—V —ER~ 7 vldaz—F—»{ER
L. MEEITHIBRCTE £,

Cisco Security Cloud Control Z{#f L = 10S 7/3414 XD EIE .
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B s52~>rroocu<snons

\)

6=

T 73 A M3 Security Cloud Control (ZA R — RENTHIZDIH, T/ AD~ 7 v ERLTE

£,

BlE LTASARBAT DL, WIhmo ASA TREDZ—Y —E2 BT 2H51E,. koa~
v REFTTEET,

show running-config | grep username

Tavry NEETTHE, MBLTWAZ—PF —D2—HP —£ 73 username 2B XHib Y F
T, Zoavy b7 urlET 51212, MUa~y REMHH LT, username  FHEILT
PHA £,

> show running-config | grep

NRIA=ZIIEEDARIZ T H LN TE, ZONRITA—ZL TR~ 7 v Z2ffkT 5 2
LHTEES,

> show running-config | grep

NI RA=ZZITRARRARNC TE, JF L FTREEHT20ERH Y 3, ZoHe. =
Y NSy 7 AFRO ISR £,

show running-config | grep

A RO—E#E LT, a2 ROEELXLDT A RZEWLIZCLIY V% v 7 A &FERT 504
EWRBH Y F9,

FRaT RSO CL Yo ODER

FIE

ATy T

ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

ATvIT1

CLI ~ 7 1 Z 1B 5 A1 Security Cloud Control D2~ > R A4 2 f v X —T =2 ATa~vy K&T A
FLT, 2w FOMEHIELL, BETEDHRNBEEND Z L 2R LET,

* CiscoIOSCLI @ R = A 2 MZDOWTIE, BEVOI0S /3—2 a > D [Networking Software (I0S &
NX-0S8) | &M L T 723V, https://www.cisco.com/c/en/us/support/ios-nx-os-software/index.html

RO o TCHEFaYTATNARE7 Y v 7 LET,

[7 /31 A (Devices) 1 # 7% 27U 7 LTCT A AERDITET,

BT NAALATDETH 7V L, T4 ORI TNDT A AZBIRLET,
[> a~vrRIA4 A% —7xAA (> Command Line Interface) 1 %227 U v 7 LET,

CLI~Z BOBRUCAYDAZ—K &2 Y v LT, TCIHEET D~ n B LET,

7°3;<7K5"/ 2V v LET,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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ATvT8
ATv79
ATv710
ATvIN

CUBEE - EEED Uy ansnclvsonks [

Y/ RIC—EOARTERELET, KREISUT, CLIRZ n D@L AETEZ A LET,

[Z2~> K (Command) |7 4 —/N KiZa~vr RE AN LET,

avy FORTRHCAEE Licnwa~y Fofnz, PHRINCHENT AT A =2 A ICEESH X T,
[fER% (Create) 1% 27V v 27 LEd, Mk Lo~ 2 mid, ANHRE LT A A2 TR, 2D FA
TOFT_XTOTNA ATHEHATEET,

a< Ly REETT A3, [CLI~Z oDET] 2B LT EEN,

CLIEEFIIBFOCL < aMo®CU <Y ODER

FIE

ATvT1

ATvT2
ATv73
ATv74
ATvTH

ATvT6

ATvT1
ATvT8
ATvT9
RATv 710

COFETIE, TTICE T LEZa~v R, oa—Y—EF~r7 0, FLREFVATAER~Y
anba—W—ER~ I B EERLET,

MDA T4 X bY (Inventory) [2F2UTFATNARE27 Y v 7 LET,

6=
CLUBIEN b 2 —Y—ER~ 7 n /BT 25813, 2~ FEETLET A ZA2@RLEY, CLI<
yuld, RMCTADT Y FOT AL AMTHRAESINETH, CLLBREIIEASNEE A,

[TNNAR X T %77 LET,
WOIRTNARAZATDETHT ) w7 L, T4 ORI TOWDT A Z&BIRLET,
> a~vr R RIA4 A% —7xAA (> Command Line Interface) %27V v 27 LET,

CLI~ 7 m kT2 a~ 2y FERDIT TERIRLET, ROWVTNUNDOTFTELZHEHA L TIIEIN,

v Qs o LT, FOFALATETF LA~y RERRLET, ~ 7 0BT 5o
VU REBRRT DL, avr M vicznavy RRRREhET,

cCLINZ BDBRICAYDAZ—K %27 ) v 7 LT, TCIHET I~/ ubiEl LEd, BFET
Ha—HP—ERELIIT AT LERD CLI~ 7 B 23BN L ET, a~vr RB¥awy R ofR
hET,

awy PRIy RS UACERENTRIET, CLIVZ nO&E0R 27Uy LES, 20
a< L R, HLWCLL~ 27 v ORI £,

~ 7 Bl —EOLARIEEELET, LEILNUT, CLI~Z el 222 A LET,

[~ K (Command) | 74—/ FDa~ FEiR L, HEREFZMZET,

av ROETRICER LIoWa~y RO S Z, RIEINCHENT- AT A —F LITEES B T,

[fER (Create) 1% 27V v 27 LET, fEkLic~ 2 mid, RANHE LT A A2 TR, 2D A
TOFTXTOT A ATHEHTEET,

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .
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<y REETTAIZIE. CLIZ 2DFETESB LT F I,

CLI®/ OMNELT
FlE

RT9T1 ERORAL U TEXFA)VTATNARE7 ) v 7 LET,
ART9T2 [THAR X T%7V w7 LET,
ATV T3 WURTNANARIYATOET w7 ) v L, 1 DL EOT A ZAEFIRLET,
ATvT4 [> avrRKIAv A% —7xAA (> Command Line Interface) | %727 U v 7 LET,
ATyTE A RARAT, A4—WEZ ) v LET,
RT9T6  avry RRFANL CLI~7 na®RIRLET,
ATy T KOWTNIDOFETY 7 uEF T LET,
CERTONT AR BIZEGENTORWERIE, X5 (Send) 127V v LEY, avy
RADISEDIRESA SRR SINET, ZHTHET TT,
eI BIIRTA—ENREENTHDEAE (FO Configure DNS v 7 272 &) | [> /T A—HDFER
(>_ View Parameters) 1 %27 V v 27 LE7,

W Using Macro: Configure DNS

> dns domain-lookup [ERILY(HE]

dns server-group DefaultDNS
name-server (REGACI

ATy T8  [/3T A—% (Parameters) ] XA VT, T A =X DfE%E [73T7 A—4 (Parameters) | D7 1 —/L NI

AALET,
Parameters X
IF_NAME
dns domain-lookup outside
outside dns server-group DefaultDNS
IP_ADDR name-server 208.67.220.220

208.67.220.220

ATvT9  [#E (Send) 127V v 7 LET, Security Cloud Control NIEFIZa~>2 REEEF L, T3 ADHEKE
BT 5E, 5T (Done!) | EWNIH Ay E—UNERINET,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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ATFYFTI0 a<~ L FEEELEET, [—#oa~ry RRETI 7 4 X a2 b—a VITEFREZINZ - EEMEN H
NET] EWVWIREBE—UN2D0) 7 L EHIZERINDIERDHY F97,

£ Some commands may have made changes to the running config Write to Disk  Dismiss

([FA AT ~OEEIAR (WiitetoDisk) 127V v 7T 5L, ZOavy FIZkoTNZ bIEER
LTV T A X2 b= a Y OZOMDET BT SA ADAL — LT THERICRIF S E T,

<[V iHT (Dismiss) 1227 Vv 7 35L, Avt—URRVEINET,

CLl ¥4 OMiRE

2—P—TFEDCLI v WIRETETE TN, VAT LAEED~Z 2 IRETEETA, CLI
v uriRETHE, TRTD CiscolOS TAA AT 7 uNLEINET, 7 2 IHFED
FRAABEBBEDOLDOTIEH Y AL

FIE

RATFYT1 EORAL o TEFIVTFATNARE7 Y w7 LET,

ARTVT2 [THARET %7V w7 LET,

AT T3 WYIRTANAAZATOE TRV w7 LET,

ATV T4 T ZAE@IRLET,

ATy TS [~ KT A X —T x4 A (Command Line Interface) | %27 U v 27 LE,
ATV T6 WET LIV —ER~ 7 n @R LET,

RT9T1 =~ aIXVORET A2 %7 ) v LET,

ATv 78 [v7 udfff (EditMacro) | ¥ AT/ Ry 7 ATCLI~Z axmELET,
RTvT9 [fR1F (Save) 127V v/ LET,

CLI ¥ 7 m OFETHEIZONWTIE, TCLIv 27 rDIF 7] 2B LTI IZEN,

CLI ¥4 Ok

=P —EFD CLI~7 2 FHIFRTE TN, VAT AERDO~Z 2 FHIBRTE £HA, CLI
<7 uaZHBRT5E. TRTOTAAL AT aPNHIRENETT, 7 2 IBEEDT /A A
FOLOTIEHY £H A,

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .
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FIE

ATV T EORL > THEFX2UTATNNAREZ7 ) v 7 LET,

RTFYT2 [THRAR LT %7 w7 LET,

RT9 T3 WERT A AXATORT %7 ) v LET,

AT T4 TR AERIRLET,

ATy TS [a~2 KT A H—TxAA (Command Line Interface) | %727 U v 27 LET,
ATV T6 HIRT 52—V —ERZCLI~ 7 m&i&IRLET,

ATY T CLI~7 a7~ VDI zgrA4arexs )y LET,

RAT9T8 CLI~7 a#HlbRd 52 LR LET,

Security Cloud Control CLI < > FDFERD TV X7R— k

AL RTa TN, AETIEBROT A ATRITENTZCLI 2~ > ROfERZ 2 v~ XY)
DE (esv) 77 AWM AR— K LT, MBS CTHEREZ 7 4 L2 Y > 7B IO~
ZHENTEET, BH—DOT NS RAEIEIZEOT A AD CLIFERE —EIZ= 7 AR — b
TEET, T AR—FEINEERIZIE, KOLOBREENET,

o TR A A
« HAF

-
=gV

<

CLLa< > FOEROI YV RAKR—F

av L R4V R THEITLIEa~y FORELE csv 77 ANV AR— N TEET,
FE

AT TN EOSRAL o TEFIVTFATNARE7 Vv 7 LET,
RTFYT2 [THRARET %7 ) w7 LET,

ATV T3 WYIRTNNAAZATOE TRV w7 LET,

AT T 1 DENTEEOT S, ZAEBRL T AL T4 B LET,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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ATV TS TNRARAD[T/NA AT 73 (Device Actions) |4 T, > [AvY RIA A H—T A A
(Command Line Interface) 1 %27 UV v 27 LET,

ATYT6 [a~ RTA A X —T x4 A (CommandLinelnterface) ]34 > Ca~> K& AL, [%/F (Send) ]
Vw7 LTT A RAZED £,

AF9TT ABESNEa~wY FOY 4 v RYOLERIT, =7 2K~ r7A4=ar @ 22097 LET,

ATYT8 csv 7 7 A NMTONYRTWARTZAIT, 77 A2 0 =BT 7 ANV AT LR FELET, csv 77
AN EDavy FEAZHHRASES., TR TOBAZERL T, 2~ ROTRTOFREELFRLET,

CLIX YV ODHERDT Y AR—k

a<w Ry 4V RUTCTEfTESN~7 DR EZ 7 AR —FTEET, ROTFIET, 1 oF
IR OT NSNA ATEITINTECLI~ 7 0 DfERE csv 77 A NI AFR— N LET,

FIE

AT T EOSRAL o TEFAVTFATNARE7 Vv 7 LET,

RTFYT2 [THARET %7V w7 LET,

ATY T3 WYRTNAARZATDET o) v LET,

AT T8 1 DERITEEOT AN, ZAEBRL TS T4 B LET,

RTYTE THNAAD[T/NA AT 73 (Device Actions) | XA T, > [a~v U RTIALA v H—T = AR
(Command Line Interface) 14227 V v 27 L$£79,

RFYT6 CLI Y 4> RYDEMDSA LT, CLIZZ BOBRICAD 27T BN A RRLET,

ATy Tl =/ AKR— T DH~v7ua~vr Rer7 ) v 7 LET, @07 A—2%2 AL, [%E (Send) 127V v
7 LET,

AFYT8 AHESNa~r ROY v ROOAMT, =7 2K—rTAa2r @ 22097 LES,

ATYTY csv 77 ANMTOPD LT WLHTEZMNIT, 77 A V2 —DNVT 7 ANV AT DRFELET, csv 77
AN EDa<y RHAOEFHALARDLEGE, TXTOBAZENL T, 2~ FOTRXTORMELFRLET,

CLlav > FEEODI Y AR—F

WOFIEZFEH LT, 1 >FEITEH DT S, AD CLLBMEE csv 7 7 A WIZT 7 AR—F L
3
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FIE

RT9T1 EOSRAL o TEFIVTATNARE7 Vv 7 LET,

RTFVT2 [THRARETH7 Vw7 LET,

ATV T3 WURTNARZATDETHT Y v 7 LET,

ATy T4 1 DETNTEEDOT A A BIRL TS T4 FLET,

RATY TS THRARAD[TNA AT 73 (Device Actions) |4 VT, [> a~v U KT A X —T AR
(> Command Line Interface) | %7 U v 7 L&,

Z%vﬁsE@N4Vﬁiﬁ%%éﬂfw@w%é@\%%%amw]74:V®%ﬁUyﬁLf%%Li¢o

AFyT1 ABENa~ry ROY v ROOFMT, =7 28— r7A4ar @ 22092 LES,

ATFYT8 csv 77 ANMITONY T WARTZT., 77 A5 —hLT 7 ANV AT LRFELET, csv 7 7
AN EDa<wy FEAETHLRASES., TXRTOBAEZER LT, 2<v2 ROTRTOEREFRLET,

ESPEALE R
* Security Cloud Control 2> K7 A > f X —T x4 A (134 X—7)
s~ KD O CLL~ 27 v OFERL
« CLI ¥ 7 1 OH|FR
« CLI ¥ 7 1 Otk
« CLI =7 o O34T

e o~ R I AV E—T AR

CU®YODIVAZITVAKR—FT S

a<w Ry 4 v RUTE TSN~ uDAhreT ) AR— N CT&EFET, ROTFIET, 1 >F7/=
WTEH DT NNA ADCLI~Z 0% csv 7 7 A NI AR—FLET,

FIE

ATV T EHONRL > THEF2UTATNNAREZ7 ) v 7 LET,

RTFYT2 [THRA R ET%7) w7 LET,

ATV T3 WYUIRTNAAZATOE TRV w7 LET,

ATV T4 1 DFEIFEEOT A ZAEBIRL TN, T4 FLET,

ATFYTE TRAAD[TRA AT 72 a] AT, [> a~w KIA A2 —7 x4 A (> Command Line
Interface) | &7 U v 7 LET,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE



| 108 731 2D%E
ASA £ & U Cisco 108 7/31 2t 77 1 LogE [

RF9T6 CLIY 4 RODEMO~NA T, CLI~Z BOBRKICAY 2R+ B WA RN LET,

RT9 Tl 2V AR—bThHr~vrmavr Va7 Yy 7 LET, @7 2A—%% AL, [#E (Send) 127V v
7 LET,

¥

AFYT8 APESNEawY FOY 4 v RYOET, =7 2AK— k742 @ 22092 LEt,
RTFYTY csv 77 A NMTOMDRTWARIETIT., 77 A0 E2 02— T 7 ANV AT AMURGELET,

ASA B XL U Ciscol0S T/\Af R&ER T 7/ ILDEE

ASA B LW CiscoIOS T/3A R L, —EDH A T DT RA AT, REN 12D 7 7 A MiZ
RIESNET, FNHDOTF A ZADH4A . Security Cloud Control THERL. 7 7 A V&R L., &
FSFERBMEEEITCEET,

FINAADER T 7FAILERETT S

Cisco ASA. SSH B PERIR T /NA A, CiscolOS ZFIT L TWDHTNA A & e EE 1o
DIERR 7 7 A MIRAFT DT 734 AD4A . Security Cloud Control 2 L CHERL 7 7 A L %
FRTEET,

)

GE)  SSH EHI5T /XA 2 & Cisco I0S T34 AT F A BHORENH Y £17,

FIE

ATYT1 EAORL o TEFaYTATNAREZZ ) w7 LET,

AT T2 [T34 A (Devices) | X757 Vw7 LTCT A RAERDTF 50, [T 7 L—1k (Templates) | ¥ 7 %7
Uo7 LTET AT NA A% BHOITET,

ATV T3 WURTNAARZATDOETHI Y v 7 LET,

ATV T8 BEERRTIHTNAAETITET LV EZRINLET,

ATv 75 Lo EH (Management] A > T, [fXE (Configuration) 1 %727 U v 27 LEd,
TERIME T 7 A VIR FRENET,

SEHTNAREBET7AILDORE

ASA Cisco I0S 72 &', — DX A TOT A AL, BIEE | DOWELT 7 A MRFELE T,
INHDOT A ZADYA ., Security Cloud Control TF /NA AR T 7 A VKR L, T /31 A
WIS LT E S ERBELFITTEET,

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .



10s 734 208E |

B ==

AR ZOTIET, TS AR T 7 ANDY A v 7 A THEBL TV D Bk ——Z %% L L
TWET, ZOFIETIE, Security Cloud Control (ZARTFE SV TWDAER T 7 A VD 2 B —(ZH
BEEEEINZET,

FIlE

FIE

RT9T1 EOSRA L TEFRIVTATNARE7 D v 7 LET,

AT9 T2 [T14 A (Devices) | X7 %7 Vw7 LTTNARAERDT B, [T 7 L—1 (Templates) | ¥ 7 %7
Uo7 LTETAT AL ZAE RO ET,

RFy T3 [ASA] ¥ TE 2 Y v LET,

ATV T4 ERERET DT A A BRL £,

ATy 75 A0 [EH (Management] XA > T, [#:k (Configuration) 1% 7V v 7 L¥ 7,

AT Y T6 [T31 ZADOHRL (Device Configuration) | 2—C, [f#E (Edit) 1227V v 7 LE7,

ATy Fllo=T 4 Z—RKE %27 ) v 7 LT, BEDTFA =T & (Vim £72lXEmacs 7F A =7 ¢
2) HBRLET,

ATYT8 Ty ANEREL, EEERAELET,

ATV T [BX=VUT 4731 A (Security Devices) | X—VIZEY, BEEZ 7L Ea2— L TREBRLET,

TINA REELEEIZDONT

TINA A B BT 572912, Security Cloud Control [X, 7 /3 ADFHED 2 B —%MEH DT —
B R 2R AFT DHENH Y £9, Security Cloud Control [, FHXIRT NA ZANLEREE

(i D) E&, THRAAREOIE—ZER L, TN AT LET, Security Cloud Control
AN T /S ADFRED 2 ©— % Gt o TRAFT D DIX, T35 ANEAKE Sz & &
T9, TN OBBREOLIIC, SESEREMIILN U TREL AR 77,

o [EHEOMEFHE (Discard Changes) |: DT 7 v a vid, T/ ADEEAT —H AN TR
[ OLAICEHRTEET, RAEMORETIZ, 7731 AOREITxTT 52 H A3 Security
Cloud Control TIRE I 2> TWES, ZOATva vy afiflTo L, RETOT~TO
EEEZWMOETZENTEET, RETOLEEITHIFR S, Security Cloud Control [E3% &
DAL —=%T AL AR FSN TV OIRED AL —CTLEEZLET,

o [EHOHMERR (Check for Changes) ]: Z D7 7 ¥ a id, 73 ADKEAT —H AW[H
S A OGEIMERTEE T, [ZEHEOMER (Checking for Changes) 1227V v 735 &,
Security Cloud Control I%, 7 /3 ZADFEKED A —% | T /31 ARFSIVTWVDHRED
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FrqzgezEonT i

=TS LI R LET, BV HDHYE . Security Cloud Control (X7 /34 A
IRFENTND A E—TEDT N, ADRED AL —%2 T I EFEXLET,

« A OWeRR (Review Conflict) ] & [L B 2 —72 L T/&FR (Accept Without Review) ] : 7 /3

A AT [Biaft (Conflict Detection) ] % A NI % &, Security Cloud Control [ L7 /3 A A
WIMA DNTCREDEEZ 1072 8 12F = v 7 LET, https:/docs.defenseorchestrator.com/
Welcome to Cisco Defense Orchestrator/Basics_of Cisco Defense Orchestrator/Synchronizing
Configurations_Between Defense Orchestrator_and Device/0010 Conflict Detection7 /34 A |Z
RSN TVDORED A —NEHE IN7-5E . Security Cloud Control 1% [5G 23k 1 S
NELIE] EWVWIRERAT—HAZF L THEALETS,

* [BiA OERE (Review Conflict) | : [BtA OfERE (Review Conflict) 1227 U v 7325 &
TNA ZATHEHBETONEAERZHER L, TN EZ T ANDIEGRT 50 & RINTE
7,

s [LE=—72 LTHF (Accept Without Review) |: ZD7 7 2 a 2L Y, Security
CloudControl 8 1,2, T34 ZADRERD a =0, T3 ZBRFES N TV BRSO
BHOa—CTEEXINET, Security Cloud Control Tik, EEXT 7 vz &%
FFFAEIC. FERRD 2 SO 3 E—DE WA HERT 5 L 9 R b ER A,

[TRTHARY (Read All) ] @ ZAUL—FERIETT, (EEOIRIEICH HEEHOT A X A3k
WL, [TTHARY (ReadAll) 1% 727 U 2 LT, Security Cloud Control |ZfR&fF S 4L TV 5
TRTDOTNAADOREHE, THAARAMRGFINTWVHIRET EEXTEET,

« [EFE DR (DeployChanges) ]: 7 /3 ADORTEICEFE &2z 5 & Security Cloud Control

T, MATEEPMBO 2 E—IZRFINET, ZNOHOEEIL, 7541 RACEH S
% % C Security Cloud Control T R | ENTWET, T A ZADREICEERHY , &
NINT A ZZRBA SN TW WS 73 ZTRFEHIMERERIC 20 £,

TR OREERIL, T/ AZBHT L3y NTV—27 8 T 7 4 v 7 I ELEEA,
ZEH X, Security Cloud Control 737 /S AT L7221 DA EELE KIF L E T, Security
Cloud Control 237 /31 ADRREICERLZEHT 2 & BEINTREDEFROLN LEHE
ENFET, TA RARTFENTWDIER T 7 AV 2kE EEX T30 £HA,
BB, 1 DOFT A RZK LT T 5 Z &b, HEEOT /A ATkt L CRIFRZ BT
HIELTEET,

o [T_XTHEEE (Discard All) J1E, [V E=— L THEB... (Preview and Deploy..) | %7 U v

I LIEBICORERTE 247 a T, o [ a— L TR (PreviewandDeploy) ]
#2V w 74 %&, Security Cloud Control THREIHDZEH DT L ' 2 —7% Security Cloud
Control IZFE/REINFET, [TXTHEIE (DiscardAll) 1 &#27 Vv o F5&, BREFOT T
DZEF AN Security Cloud Control 2> HHIBR S dv, IR U727 /S R/ R S AL EH
No EIRO[EFOMFHE (Discard Changes) | L I13#E£7e 0 | (REFTOLEEZHIBRT 5 & #4E
WRET LET,
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10S 734 Z0%E |
B <<co7 s x8zomsmy

FTARTDT/NA REEDFEAIRY

Security Cloud Control DAMERIZ &8 5T /34 ADFRENEE S 7284, Security Cloud Control |2
RIFSNTNDT NS ZADRE L, BT A ADRED 1 —T /L3 B —(FH L TRy
£7, %< DA, Security Cloud Control (28 5T /34 ADFED 2 ' —% T /A ANTRAF S
NTVWHERECTEEXL T, REZHORCIZLEWEEZE T, [TXTHAAIY (Read
Al) 1V 7 Z2EHLT, ZXDF AL ATIDOHE AT ZRIBHZFEITTE LT,

Security Cloud Control (2 X %7 /3A ZAFRED 2 SO a2 B —OEFHGEOFEMO VTR, 5
WA ZARFEELIZONT] Z2BRLTIEIN,

[TRTHARY (ReadAll) 1527V v 7 LI23A1Z, Security Cloud Control [28 % 7 /3 A A D
REDAE =BT NA ADRED AL =T EEEEND 3 OOREAT —F AZRITFLE
R

o BiARH  (ConflictDetected) | : BEAMHNAENZ/2 > TV DA Security Cloud Control
I, RECNMZADNTZETIZONT, FHIT LT A A0 T EICR—Y 7 LET,
Security Cloud Control 237 /S A A DFERENEEL INT-Z & MM L7285, Security Cloud
Control |7 /31 2D A (Conflict Detected) | X EAT —H A& FRLET,

o [[F3] (Synced) 1: 7 /34 A2 [[FIH] (Synced) JREEDHZZEIC, [T Tie ALY (Read
All) 1%7 YV v 27 32%&, Security Cloud Control |9 <IZT7 /XA 2% F =7 LT, &%E
WCEHBEEEDRMZ LT WANE I AW LET, [TXTRiAHY (Read All) ] %7
Vw74 5% &, Security Cloud Control |£7 /34 ADEHED A —% EEXT 5 & 2R
L. % ®D Security Cloud Control 28 F#E X 23T L 7,

« [FEFH] (Not Synced) ]: 7 /34 A [FEFH] (Not Synced) IREEDIGAIZ, [T X T
b (ReadAll) 1 %7 VU v 27325 &. Security Cloud Control {%, Security Cloud Control %
R LI2T A ZAOREITH T 2HRATOEERSDHZ & BIOR[TRNTHAEY  (Read
All) 1 BAEZRATT 2 R OZEERHIBR S AL TH 5, Security Cloud Control (2 & 5 3%
EDOAE—=NTNA A LORETEHEXINDGZEEEELET, 20O [TXTHARY

(Read All) 1L, [EHOEIE (Discard Changes) | & RIERICHERE L £ 4, s%EZ H OMEE
(159 ~—)

FIE

AT TN ERORAL o TEFaAVTFATNARET Y v 7 LET,

ARTYT2 [TAR B TE7 Vw7 LET,

ATY T3 WYRTNAAZAT DR T ) v LET,

ATy 74 (TE) ZEn/TIO—ET7 7 v a VOBREMRICGHENITE 5 L 512, BRIREHAER L £,

AT w75 Security Cloud Control ZfR7FT 5% EDT /A AZEIR L £3, Security Cloud Control TiE, R L7=F~
TOT A ATHEMTEDLT 7 v arDa~vy RRZ VOB BRHEND T EITER LTI EIN,

ATYT6 [TR_RTHARY (ReadAll) 1227V 27 LET,
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Cisco 10S F7=1% SSH A\ 5 Security Cloud Control ~DZEFE DA Y .

AT TT BIRLTZT A 2DOWNFTAMNITOWT, Security Cloud Control TREZEH N AT —V v 7 INTWDHEA.
Security Cloud Control (3542 KR L, RED—fEHt A 77 v a U EFATT 50 E 9 EFdRbiIvE
T, [TRTHARY (Read All) 1227V v 7 LTHATLET,

RAT9 T8 BHED [TRTHAIY (Read All) ] #AEDHEITIRIUIZDUNTIX, Security Cloud Control TH ¥ = 7 DE =
2T THERLET, —HEEEDE A DT 72 a ORI E 21T R 5 M A R T 55 AE.
HFOO[LE2— (Review) |V 27 %27 Uy 35L, [VYVaT7 (Jobs) | X—VIZBEILET, Security
Cloud Control THOY a 7 DE=X 1) 7 (177 =)

ATYT9 BRI I ZANTNVEERLTCT 77 4 L LTS EIE, MORELEEZRS>TIOA N MIBJEA
RNk oz, ENTIZTNLE 7 YT LTLIEEN,

ESPER

o TRA AREEFIZONT

=
AX

=
s
b
b
S
B
(2]

Cisco 10S FE 7=[d SSH H* 5 Security Cloud Control ~DZE &
DB ')

Cisco 10S F721% SSH 7 /31 R & EET 572912, Security Cloud Control (X, 7 /XA A DL
TrANDa—%ME THRIFLTWDMENRH Y £7°, Security Cloud Control 23 Fc#JIZT /3
A ADWERLT 7 AN DA E—Z GRS TRIFT LDIZ, THAA AR R—FEhize ET
9, Z D%, Security Cloud Control [X, T34 AMLDREETF = v 7T HEEIT, T/AA A
DR T 7 ANDa—2TFL, MEOT —FZ X—ZRFLTODLERLT 7 AL DA —
EEAICEEXLET, Bl VWL, [T AREELTIZONT) 2R TLES
AN

Security Cloud Control D48 C Cisco 10S F721% SSH 7 /34 RICEBEIMNZ G AR Z 4
DIEDFANCHONTIE, [RELEEOHE ] 2ZML TIEEW,

Security Cloud Control CBA%A L72 % DD 10S F 7213 SSH 7 /3 A AR L TV WEREA E 4
[TEICRT ] FEOFEMIOWTIEL, TREEZEOIE] 2L T E3n,

TRTDTNAADHBEEENDTLE 21— ¢ EHH

TV N EOT A RERELEZ MR T2 DO, ZTOERE FIZRE L T WEEIT,

Security Cloud Control (/BRI 7 A =22 & WALV PEDO Ry MR L TEMLET, Zh
OOEEDEEEZ T HT /A AL, [T 3 AL P —E R (Devices and Services) | ~<—
(2 TIEFIM (Not Synced) | DAT —Z ZANRFKRENET, [JEBH (Deploy) 1227V v 27 4%
L RRBTOEENS DT NA AR L, ENHDT A ATEEZREATE LT,
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\)

GE)  EBLOEEEZITOHLWEDM £721XFID Xy NV =247V s NERIEIIV—T Tk
2. Security Cloud Control ., Security Cloud Control {Z & > TEHINDTXTO A7 LI
A Management Center|Zxf L CZD_X—UZm > MU ZER L £9,

ZORBGEZ. YR- PSR TV TRTOT A ZATHATE £,

ZORPAGIEELMEH LT, H—OMIRARZRATLZL b, L THEOELR 2 —EI2R
PATHZEbTEET,

FIE

by
ATy F1 EHEOE ETF7aA (Deploy) 17422 &0 22097 LET,

ATvT2 EBRTLIEENRS LT NA AEZRIRLET, 740 RACHEBADO ZAOEE~—7 BV TWDHIEE, £D
FNRA ANEEZREHTSZLIITEERA, HADZADEE~Y—Z I~ TR 2/RbED L, ZOFN
AREFEZRATCE VAR T ET,

RATwT3 (A7vay) RETOERICET2MEREFTT25A61F, FEMREEr 7% %KR (View Detailed
Changelog) V> 7 %27V v 7 LT, TOEFIZHEEMTONTETr 72X E9, [BH (Deploy) ]
TAarE7 Y7 LT, IREFPOEEDNEH D7 7314 A (Devices with Pending Changes) | ~—JIZRE Y £
7T

RTvF84 (AT ay) REPOERENSHSHT /3A A (Devices with Pending Changes) ]-<— Yz 31c, £H%
BT A EERER L ET,

AT9T5 [59<ERM (DeployNow) 127 U v 7 LT, BIRLETAA RS TSEFLZERLETS, [Va T
(Jobs) 1 L AD[T 27T 4772 a7 (Activejobs) | A > —FICHEITIRINF R ENET,

ATvT6 (A7 ayv) EENET L5, Security Cloud Control 7B/ —3 g =D [V a7 (Jobs) 127 U v
7 LET, BROKEREZTRTRIED [EHEORERM (Deploy Changes) | ¥ a 7R RIINET,

RTYTT BRI 7T ATV EERR L, ZHUCBEM T 2MREERRWEEIE. Thiae s VT LET,

RDBERY
o« AV a— )L I HEERIZOWT

TN AERTE D—E B

HEF TVl NeRET D2 E L THEEOT A AIEREZMZ 56, ARSI 5T
TOTNA R ZENSDOEFEZ—FICHEATEET,
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FIE

ATV T EORL > THEFX2UTATNNAREZ7 ) v 7 LET,

ATFYT2 [TRA R 2T %7 w7 LET,

ATV T3 WYIRTNAAZATOE TRV v LET,

AT w74 Security Cloud Control CRXEZZEHE L2, TXTHOT A AEZRIRLET, ZNHDOT 310 AL, [RH
] AT =2 ANRERINTNDILTTT,

RAT9TE RONWTNNAOFIEEER LT, BELAZERLET,

HHEOA EIZH D o REHT Dy 7 LT, [REPOEENS HT /31 X (Devices with Pending
Changes) | V4 v RUZERRLET, ZAUTED | BIRLIZT A X EORE T OEE & T 5l
WCHER T D2 - TcEEd, BREZEMTHICIE, [47 <ERM (DeployNow) 1227V v 7 LET,
GE)

[REETFDOEENGH DT 7314 A (Devices with Pending Changes) | [ CT7 /XA A DREIZ B (o DL =

FENMFREINTWDLEGA, %@?j/§42 WCEBRZERTLIZLIEITEERA, TOT A RIEE%

R TE RWELR 2R 21213, BE=ARDO LI~ A=Y VEEEZ T,

« FEAIASA O TIT TR (DeployAll) 1227 U v 27 LEY, $NTOESEZMERL, [OK]Z227 U v
7 LEd, —HRMAIT, AEA2HERETITT IR LET,

Z?wjﬁ(E%)fo%VaVN%@Wéf(M@]?%ﬂyll%ﬁUy7LT\*%@%@%%%%%L
\i—gqo

Ao a—)LEnt-BERHEIZDINT

Security Cloud Control Z {72 &, CDO BWEHT 5 1 LU EDOT A ADHE = ZHE L, #B
BDOEINWIA IV T TENLDT N, RZEREZRMT D LAY 2a— L TEET,

[%7E (Settings) |X— D [7F > MiXE (Tenant Settings) | ¥ 7 C HENEZ A7 V= —/L
TLF T arafocT s (53 X—2) ZLILEE0OHR, BRZAZY 2 — NV TEET,
IOFTvarEAMNCTDHE, EBRAS V2 — 0V EEK, WE. HIFRTEET, BEAS
Va2 — /U2 L > T, Security Cloud Control |ZfR{F ST X TDRAT— V0 TEHLDETEIN,
RELZHRFICERBESNET, [YVa T ]3—=Unb, BEATY Y 2 —VEFRBLOHIRT S
LB TEET,

Security Cloud Control |27 /3 AR ELEIZHOWTT A ZCEBEENNZ SN-HE, £
DENRIRENDHE T, BREAZF Va2— I AF® v 7ENET, [P a7 (Jobs) ]2 ym
. AT a— L SRR R LA v 2 5 v AR B SN ET, [HBEMNE 2
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Va— VT BEFT T a rERMIT S (Enable the Option to Schedule Automatic Deployments) ]
EATICTHE, ATV a— VSN TXTORMPHIRESNET,

A

FE O EKOT AL AOF LWEMEAY D a— L L, ZNEDOT AL ZAO—ERIC R BEC A A7
Va— LERNTWAES., MEORHAZ Y 2—ADBHLWEHAY 2 — L TEEXEINE
—a‘o

\}

GE)  BEAZYa2—NVEERT D E. AT 2= UITNA ZADE A L) — 0 TiXip < B <
fERENFET, BERAAZrVa—id, r~—4 A AIZEDLETEINISGHEINEEA,

BEIRFADODR 7 a—I

BAATZ Y a—E, B—DA X MERITREVIRLTOND AN MITHZENTEE
9, MBI LT BEIERIX, BV IRULITONDEME A T AHMICEbE 5720
DOAFR| 22 IF1ETT, ROFNEICHE - T, B—DF A R LTLREIEY E21340 K LiTh
NOERAAE AV 2— LET,

)

GE)  BEHEORERANRATZ Y 2—NLENTWETNA A~DREHEAZV2a—1T5E, HL RS
Va— NV ENEEICL > THRTFORMAN EEXINET,

FIE

AT T EOSRAL o TEFIVTATNARE7 Vv 7 LET,
RTFYT2 [THAR LT H7 Vw7 LET,

AT T3 WURTANAAREATDE T Y v 7 LET,

ATV T8 1 OULEOT A ZAERIRLET,

ATY TS [T/34 ZADOFM (Device Details) ] XA > T, [A7 Y a—/L I 7= BB ( Scheduled Deployments) | %~
ZHEOIFT, [A7 Y a2—/b (Schedule) 1 %#7 Vv 7 LET,

ATYT6 EHEZVOEITTHNEBRINLET,

« 1[EIR Y ORBEOEAEIL, [1EIRY (Onceon) 147 arawzr Uy LT, AL F—nbHEMER
A aEBR L E T,

M0 UET 2% A%, [EM (Bvery) [ A7 vara2z Uy 7 LET, BIZTEEEIC]EOWS
NPORMAZERTE £, BEZETTS R (Day) & [FFZ] (Time) ] 23R L £7,
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2rva—nant-ERoRE ]

ATy FT -7 (Save) 1227V w7 LET,

A a—)lSn-EBEDORE

ATV a = SR ZRE T 21213, ROFNRIHENET,

FIE

AT TN EMORSL o THoFaTFATNARE7 ) v 7 LET,

RT9T2 [THRAR 2T %) w7 LET,

ATV T3 WERTNAAZAT DR T %) w7 LET,

RATYT8 1 DU EOTNSA AZFINLET,

ATV TS [T34 ZADOFH (Device Details) ]34 > T, [A7 Y 2—/LS72/&B (Scheduled Deployments) ] % 7
ZROJT, [fWE (Bdit) 1227V v27 LET,
s

ATYTE6 AT Va— LV INERAOKYIRLIEE, B, E23RZEmELET,
RATv T 17 (Save) 1227 U w7 LET,

R a— )L ENT-REDHIFR
Al L SRR HIRT B, KO BN E T,
~

GCE) #BEOT A ADORBRZAZY D 2—/L L Thb, —HOT A ZADAT Y 2 — )V BH £ 721X
HIBEL725A1E. B DOTANA ADTEDO AV 2 — /L INTZERNPREINET,

FIE

AT TN EHORSL o THEXaTFATNAREZ7 ) v 7 LET,
ATV T2 [TRAREZT %7V w7 LET,

RTY T3 WYIRTNAAZATOE T2V w7 LET,

RATY T8 1 DU LEDOT A ZAERIRLET,

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .



10S F3A Z0EE |
B zcz=omz

AT Y TE [T/ ZADFEHM (Device Details) ]34 > T, [A7 Y a—/L SN2 (Scheduled Deployments) ] % 7
Z RO T, MK (Delete) 18 227 U w27 LET,

RDBERY
« TS ABRELFIZONT
c TRTDT A AREDFHIY (152 =)

e T RTDFNA ZADRELEEO S L E2—LREE (153 <—)

X TE R B DHER

[ZEH OHERR (Check for Changes) [ %7 U v 7 LT, T3 ADRENT A AL CHEBEAT
SIHL TV DD, Security Cloud Control IZFRFFENTWDRRED A — L Bip o5 TNH N E 9 )
ERHERLET, 20T v a ik, T AN[[EM (Synced) JIREED & X ICERENET,

KRBT 2I120F, ROFNEZETLET,

FIE

AT TN EOSRAL o TEFIVTATNAREZI Vv 7 LET,

RTYT2 [THAR BT E7 Vw7 LET,

ATY T3 WYRTNAAFATDE T2 ) v LET,

RTYT8 FENT NA AL TEHBEERSNIZARERS DT A AR F T,

ATy TS5 ARO[ (Synced) ]34 > T[EEDHMEFE (Check for Changes) 127V v 7 LE T,
ATV T6 WOBEL, T30 AL > TEHTRRY 7,

« FRAZADEE . TAAL ADBRECLEERD 12548, KO A v E—URNEFREINET,

Reading the policy from the device. If there are active deployments on the device, reading will

start after they are finished.

c[OK] %27V w27 LT, e~tE\BET, 731 ADFE T, Security Cloud Control [ZFRAF S LT
LEREN EEEINET,

cHEE XY BT DI, [y (Cancel) 1227V v 7 LET,
c10S F A ZADEE -
1. RENTE2O0ORTEEHELET, [HfT (Continue) 127V v 7 LET, BRRIZBHEIN-T/INA
AF&E (Last Known Device Configuration) & VY9 7 ~L DU 7ZikElL, Security Cloud Control (Zfk

FINTnd E&“Hﬂ?fﬁ“o [7 /34 2T (Found on Device) | &9 T -ULDfFWZEREIL, ASA I
{%ﬁéﬂfb\ Fl /’_:E’/C“ﬁqo
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grrzonz [

RONTNNZBEIR L ET,

HERS (Reject) 1: 70 AT R REFZES LT, HRRBRICGERHEINTZT A AFE (Last
Known Device Configuration) | Z#EFFL £,

[ (Accept) 1: 70 RA TR REFH %2 7KF LT, Security Cloud Control [ZfR&/F S LTV 5T
NAZADEEZ . T ZATROMSTERETEES LET,

5c/7 (Continue) 1% 7 Vv 7 LET,

BREXBEDHE

FIE

Security Cloud Control ZfEfH L T7 /34 A DRI 2 7o, B S TWRUWERRZE D
T% [TIcET ) HEE, [EFEOMEE (Discard Changes) | %7 U v 27 LET, [EHEOMHE

(Discard Changes) ] % 7 Vo7 35&, Security Cloud Control {X, 7 /31 ARFSNTND
WERLCT S ADKERR DO — IV a B — %272l EEE LET,

[EHEOEHE (DiscardChanges) (%227 V v 735 L, T3 ZAOER AT — 2 A X [FEFRM (Not
Synced) [HRREIZZ2 Y £9, AR ZAHET S & Security Cloud Control O D = & —%, 7
NA A EORERR D a e —L[E U272V, Security Cloud Control DAL A 7 — % A% [[R) HA % 7
(Synced) 11TV £,

FNRA ZADREF SN T RUVERETFOTXCEWEET S (%0 [RIcET) ) i3, ko
FIEZEIT L £,

ATy TN ERAIONRAL o THEXFaAYTATNNAREZT Y v 7 LET,

RTVT2 [THAR 2 TEHIY v7 LET,

ATV T3 WURTNAARZATDOETHI Y v 7 LET,

ATy T4 WREREZEITPOT ANA R 2B £,

AT 975 Lo [REH (Not Synced) |31 > T[EFEDOH (Discard Changes) 127 VU v 7 LE7,

* FDM I X BB 734 ADY4A 1%, Security Cloud Control "¢ [Security Cloud Control D RE D%
FIIEE S, ZOF 31 AT % Security Cloud Control # %1%, 7 /34 A _EOBUEELTH ORERL
IZiEE 2% 5 E T (Pending changes on CDO will be discarded and the CDO configuration for this device

w1ll be replaced with the configuration currently running on the device) | &\ 9 EE X o —URERIRI

o [#1T (Continue) 1% 7V v 7 LTCEFEEZMIEL F,

* Meraki 7 /3 A A DY541%, Security Cloud Control TAEE N3 IZHIBR S L E T,

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .
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« AWS 734 ZDA 13, Security Cloud Control THIFRL L9 & LTWAD b ONRRINET, [FAET
% (Accept) ] E£72IE[F ¥ k&N (Cancel) 127V v 7 LET,

TINARADT O MATINFEE

T hAT N REF LI, Security Cloud Control % {# 7127 /N1 A ECEBE TONTE
BEELET, 70 AT REEL, SSHERAN L TT NS ADa~v L R I, v
H—T7 oA A& LT, £7201%. ASA DA 1T Adaptive Security Device Manager (ASDM) |

FDM (2 L& 8 7 34 ADEAIL FDM, 4> 7 L X A Firewall Management Center = — " —

A B =T 2 A A O F 7 L I A Firewall Management Center 72 & D — 1L~ —T ¥ &
FEHLTITY ZEmMTEEd, 77U AT AR REEIZL Y, Security Cloud Control [Zf#7F &
NTNWDET AL ADRE LT A ZARICRFES LTV LREL O THAENEELET,

FINARTDT I bATNY FEEDRE

ASA, FDMIZ X 5B 7 /314 A CiscolOS 7 /31 A, F721X 47 L I X Firewall Management
Center |Z%f L THEA MDA H N/ > TV DG, Security Cloud Control 1% 10 43 Z & 127 /34
A% F =7 L., Security Cloud Control DANETT /34 A DX EICEEM A BT H =70 H
R LET,

Security Cloud Control (%, Security Cloud Control [Zf&1F S AL TWRWT SA ADRREITKTT HE
EEAME L7 E. 207 A A0 [RiE AT —# A (Configuration Status) | % [B¥EH
(Conflict Detected) ]IRREBIZAEH L £7,

Security Cloud Control 238t A &M L728HA. RO 2 SORENE 2 ST,

« Security Cloud Control D7 — & _X—Z|ZRAF SNV TWRWERELE TN, 7 /31 ATEEM
AbITVET,

+FDM IZ X BB T /854 ZADHA, FDM I L AEH T34 RIZEB STy TR
) ORELFENDDAREMENH D 3,

» 7771 I A Firewall Management Center D354, 72 & 21X, Security Cloud Control & M [d]
HWDMREE 4TV 5 Security Cloud Control DAM TITOALTZEH R, 427 L I X Firewall
Management Center -~ J&BH 3R X 41T 5 Security Cloud Control TTHONTZEH N H 5
AREMEDR B D E T,

Security Cloud Control & T/51 ARBIDHREZREAT S

BREDFHEEICDONT

[E¥= VU7 4751 A (Security Devices) | X— T, T/ ZAE/ I —EADRAT—H A
2N [[FE 7 (Synced) 1. [R[FEIH] (Not Synced) ]. F7ziZ [BiA#H (Conflict Detected) ]I
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o TNWAIZ ENHY ET, Security Cloud Control Z{#H L CEHLT 547 L I X Firewall
Management Center D A7 — 4% A & i3 521, [V—ILEH—E X (Tools & Services) ]>
[Firewall Management Center] (Z#8) L £ 9,

o T3 AN [[RIHE A (Synced) ] D54, Security Cloud Control DFXE &, T /34 A\ —
ANARIF SN TV DEEILF L TT,

o T/NA AN [RIFI (Not Synced) ] DHE . Security Cloud Control (2R 17 S AVTZGRE DS
FEN, T A= VBRIF SN TV DERE & 13872 > TWWEJ, Security Cloud
Control 7»H 7 /XA AZEW ZJEBAT % & Security Cloud Control D/3—3 5 NZ—ET 5
KT AL ZRDOFRENERSNET,

» Security Cloud Control DGR TT /N4 A2 BLNT-AEFIX, PO A TNV FOEEL
PEIENE T, T3 AOBERHDBBENC /2> TWEEGEAE, T U M4 TN ROEERT
bt &, TAA ZADAT —Z AN FEAEP I SHLE L7 (Conflict Detected) JIZZE DY
F9, TUNETT N ROERZZIT AILDH & Security Cloud Control DFEEMNT /34 A
DREE—HTDHLIICERINET,

BAMHDEDIC /2> T D54, Security Cloud Control 127 7 4 /L k DREIFETT /3 A A% 7R —
U 7 LT, Security Cloud Control D/ TT /31 A DGR AR SN2 E D D2 il L E
T, BEMTbIZ L2795 &, Security Cloud Control (7 /31 ADHERKA T — X X %
[BiA e (Conflict Detected) ]IZZ W L £, Security Cloud Control DMHBTT /A AT 2
SNEEHEL, [TU TR RO BEEFEINET,

Security Cloud Control (Z & » TEBE S 1T % 4 7 L X A Firewall Management Center C, A
TV T ENTEERNDY . T A0 [RIEH (Not Synced) ]IREEDHE . Security Cloud
Control |7 /SA ADHR—V 7 ZAF1E L CEHE 2R L £ 9, Security Cloud Control & 0 [F]#]
DMEH ZAH TV b Security Cloud Control OAMHTIT L7288 & 4 > 7 L I A Management
Center ~O BB R ST % Security Cloud Control TIThHOILT=ZEH 238 5 5A . Security
Cloud Control % 74> 7L I X Management Center’® [BtAafH (Conflict Detected) JIREETH B
ZEEEELET,
ZOFTarERINCTDHE, TAAL AT LITHA £ 721X 00B £ A H 4 2 M 2 5 E

TEFET, FHCHONWTIE, TS ALEEOR—Y T DAY a—)b (1652—3) 2HMH
LTL7E&EW,

e REOFEE

AWM EANTT 5 & Security Cloud Control DAMEETTF /34 ZZEE NN Z ST HEIT
ENFIRENET,

Cisco Security Cloud Control Z{#f L = 10S 7/3414 XD EIE .
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B = xpo079 b+ IA FEEOEBNLET AN

FIE

ATV T EORL > THEFX2UTATNNAREZ7 ) v 7 LET,
ATFYT2 [TRA R 2T %7 w7 LET,

ATV T3 WYIRT NAAZATOX T HENLET,

ATy T8 BHAEBRHEAEDNIT S 1 BEHIFEEOT A AZEIRLET,

ATY TS TAALRAT—=TNVOHMNCSH 5 [BEAHHE (ConflictDetection) 1R v 27 AT, U A RS [H%) (Enabled) ]
EIRL £ T,

@® ct Detecti Enabled ~

@ Disabled
@ Enabled

+ Auto-Accept Changes

FNARDEDT Y A TN FEEDEBHEZ (A
n

EBEOHEBRZITANEGEINT DI LT, FEXRT N ATEEMZ SN T4 B #)
N2 52T AL D X 9 12 Security Cloud Control % 3¢ 7E C& £9, Security Cloud Control % fifi F -t
FTICT A AZEEMZA ONTETIL, 7Y MA TR REREMEINE T, 7V T
ROZEFIZ LY | Security Cloud Control IZfRIEZ LTINS T /A ADRRIE &7 /34 A BRITIR
FEINTVWORIE L DETHANIEELET,

EHEOHBZ T ANEREX, BHAMRB OO OMLIEE T, T3 A TEEOHEIZ T AN
ZHENZLTWDHEA . Security Cloud Control (£ 1057 Z S ICAE A F = v 7 LT, T8 AD
REIWCHLTT U AT AN ROEERTONTZNE I DEHERLET, RENEEI LT
7256, Security Cloud Control 1Z, 707 hNaRRTH I L7l T/ ADHREDHE—T
W= a U BERNCERHLET,

Security Cloud Control T/THOITZWT AL DEREL LN T 34 AT E TR S TH R WEE,
Security Cloud Control [Xf% EA ¥ 2 HEMICRZIFTANT B A, W b7 a7 MIE- T,
WDOT 7 a v ERELET,

EEOABAGREZEHT2I12E, &S, [BEX¥ =2 U T 177314 A (Security Devices) ] ~<—
@[ﬁﬁ fRHy (Conflict Detection) | A == — CHEKRA > a &7 MRFRRTEDH L
ILET, WRIT, HxDOT A ZTOEEDOBEEREZANLET,

Security Cloud Control T7 7 b A7 NV ROEHEZENT D200, BEHA2FH TZIFANL
DB LIV T84T a r2@RT 556803, b Iicsamt (l61~—) ZAZhTL
ij‘o
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sprzzEont [

BEIRZBELEEDET
F|ig

ATy FHEEIIR Y VU=V EBEHERZRFOT > k& LT Security Cloud Control (272 71 > L&
@—O

RTY T2 EONA T [EE (Administration) 1> [—#&E%E (General Settings) 1227V v 7 LET,

RATY T3 [T Fi%E (Tenant Settings) | =V 7 T, [T/3 ADOEFE 2 HEART 547 a > OF%E (Enable
the Option to Auto-accept Device Changes) | D~ 7 Va7 Vw7 LET, [EF¥=2 VU7 07 /31 A (Security
Devices) | X— @ [BE&MH (Conflict Detection) | A == —I{Z [£HE D HEIKFE (Auto-Accept Changes) ]
Ama—F T a UBNFERENET,

AT T4 EROSRA L TEXFAVTFATINAREZ 7Y 7 LT, TUMET AR ROERZHENERT 5T /3( A
FERLUET,

RAT9 TS [BEOMM (Devices & Services) | A ==2—T, KRy T XU A=a—h6 [EEO AT (Auto-Accept
Changes) ] Z#R L £,
® Detecti Enabled ~

@ Disabled
@ Enabled
+ Auto-Accept Changes

T FJ:GDT&—CO)?/\{ Zd)ﬁiﬂﬁmzﬁw,m j]'”:
Flg

ATy 1 [EFHE (Admin) | E721E[F Y b T — 7 EFHE (Super Admin) [#ERZFFST w2 k& H L T Security
Cloud Control |22 7 A > LE 7,

RTw T2 ElO~A T EE (Administration) 1> [—f#&E%%E (General Settings) 1% 72 UV v 27 LE7,

ATY T3 [7F > Fi%E (Tenant Settings) ] fHIK T, "N ELIZATA RLTKEAD X ZFRL, [T ADE
HABHEKERT AT > a v EATT %5 (Enable the option to auto-accept device changes) | % ME4h|Z

T, ZHIZEY., BABREA =2 —D[ZEDOHEIKR (Auto-Accept Changes) |4 7> 3 U BT/ |
TFU R EDTRTOT S, AT OBRENEDNZRY £,
GE)

[EHE7&FR (Auto-Accept) ] % RN L7-84A . Security Cloud Control CHFRT DRI, KT /A ADHE %
ERT HREND Y £9, THETEREOBEEARNRE SILTWIZT AN ARG £,

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .
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EDHE

10s 734 208E |

0)%#3&

DRI a T, TAA ATRAETHIRTEDOHA OIS HERARME L F9,

REEAR T—3 ADER

FIE

ATvT1

ATy T2

ATvT3
ATy T4
ATy TH

WOFIEZFEHA LT, TREW] ORERAT—F ZADT A A &L ET,

TS = a RN —=TEXxa)TATNNAR &7 v 7 LET,

GE)
77" I A Firewall Management Center D351, [EE (Administration) ]> [Firewall Management Center]
2V w 27 LT, [RIFIH (NotSynced) JIKAED FMC Z®IR L, A7 v 7 5 6HATLET,

[T/34 A (Devices) | # 7 %7 Vw7 LTT /A A% DT DM,
Vw27 LTEFATAAL ZAE RO ET,

WEIRT NAAZATDET 27 ) v 7 LET,
KA & BE SNTZT A AR ET,
FHlD [REH (Notsynced) ] /X3RN T, IOWTINNERINLE T,
[V E=—LTER.. (Preview and Deploy..) | : i%EDE ¥ % Security Cloud Control 7> 57 /34 A |Z
7//:¢éﬁA AT ERE T RTOT A, ADRELEED T L a— LRI, FF>ThH
%Eiﬁ@ﬁ%%ﬁﬁﬁ LET,
[Wﬁﬁ)ﬁﬁﬁ (Discard Changes) ] : % D% % Security Cloud Control 2> 57 /3A A2 Fw a2 LAY

Y& . F£721% Security Cloud Control TBi#h L7cEDE R % [JLIZKRT | i, ZOA 7T a U3,
Security Cloud Control IZER{F S TWDKEE, 7 /3 ABRF SN TV D EITHER T EEX LET,

[7> 7L — |k (Templates) | ¥ 7 % 7

HMEBRHBRAT—2 ADRR

(ZHA B 2 A £ 72T T
PEINZ /2> TV T, Security Cloud Control % 3127
T BEA M (Conflict

Security Cloud Control ZfEM 35 &, T4 7T/ A4 AT &
EE4, wAmt (16l ~—)
NA ZADREICERDMZ GNIZGE. T ADREARAT —F AT
Detected) ] &R RSN FET,

[BEE M (Conflict Detected) | A7 — % A ZfiFR3 2121E, IO FNEIZHENE T,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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FR42EEOR—) > 70Rrva—L |

FIE

RTYT1 FTEF=2a =T EXa T4 TNAR 27 ) v7 LET,
GE)

77 L X X Firewall Management Center D355 1%, [EE (Administration) ]> [Firewall Management Center]
7 Vw27 LT, [RFEH (NotSynced) JIREED FMC ZiE N L, AT v 7 5 hoHiTLET,

RTY T2 [T34 A (Devices) | X7 %7V w7 LT, A AEROTET,
ATV T3 WURT A RIATDET 5T v LET,
AT9T8 FEEHRE L TWDET AL ZAERIRL . HROFEMAA > T [BiE OGR (Review Conflict) &7 Y > 7
LET,
ATV TS5 [T3A ZAD[EH (Device Sync) ] ~X—U T, MR R INTWDHHIESZHER L T, 2 DOREL L
£,
o TRBICRImRSNT=T 31 A% E (Last Known Device Configuration) | &9 7L DfFuN7z 11
I%. Security Cloud Control [ZfRfFE TV DT /A AR ETT,

o [T /34 AT (Found on Device) | &9 T UL DfFNTZ /SR LXK, ASA DFATaL 7 4 F 2 b—
Ya VIREFESN TV ORETT,

ATYT6 MOWTNMNEEIRL T, miAa kL £,
o [T A ADEFE % KF (Accept Device changes) ] : #%/E & . Security Cloud Control (217 S 4L TW D 1R
BAPDOEFENTANAL ADFETar7 4 Xal—rarThEXINET,
GE)
Security Cloud Control (X2~ K A4 2 A 2 —7 = A ALSTD Cisco 10S 7 /31 A~DEHEDJE

Bz AR — kLT eWewd, BiaZMRT 2EED Cisco 10S 7 /31 ADME—DRPLIT [L E 2 —7
L CH&GR (Accept Without Review) ] T,

« [T ADEHLZHE  (Reject Device Changes) ] : 7 /31 AUTRAF S LTV HE%E % Security Cloud
Control [IZIRTF SN TWEHRET EEX LET,

GE)
PR EIIAKR SN TN TORELE I, AF 7S nEd,

TINARZEEBDOR—YY VT DATDa1—)L
ot (161 <—) ZAMMILTNWDIELAE, E2IE[RE (Settings) [X— Y T[T /341 A

DEL A ABKGRT 547> 2 »OF%ME (Enable the Option to Auto-accept Device Changes) ]
AT a v EAMZ LT DEE . Security Cloud Control 137 7 4 /L h DG TT /34 R &R —

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .
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FIE

ATy
ATy T2
ATv73
ATvT4
ATvT5

10s 734 208E |

U > 7" LT, Security Cloud Control D/MHBTT /SA ZADFXEIZE TN Z BTN E 5 g
Wr L %9, Security Cloud Control (Z XA FDOR— > ZRIFEIL, TNA AT LI AT~ A
ATEET, A=V U HROEEIL, HEEOT A ATHEHATEET,

TNA A TZORIBBMABIR SN TR WEEE, BRI (772 hOT 740 b ICHEIUIZ
HESNET,

)

GE)  [Bx=UT7 17734 A (Security Devices) | X— TTNA AT LDMRE I AR~ A XT 5
&L [EERE (General Settings) |1 X— D [T 7 4 /v hOFA KM (Default Conflict
Detection Interval) | TR L7=AR—V V@R A— R —F 4 NSvET, 77 4/V FOBH
MR (52 ~—)

[E%= VU7 47 /34 A& (Security Devices) ] ~—C [BEAMH (Conflict Detection) | Z A %)
2T D0, [BXE (Settings) | X—I T[T A AOEELH HBEKRT 547 v a3 »OFME

(Enable the Option to Auto-accept Device Changes) ] 47 > 3 VEZH N L1256, IROFIEIZHE
v Security Cloud Control IZ X 57 /A ZDKR—Y » JgEAr ¥ a—n LET,

FERORL o TEFa)TATNAREZ7 Y v 7 LET,

[T /314 A (Devices) | # 7 %27V w7 LT, T4 RA&ERSTET,
WY T A ZAZAL TR T TV v LET,
BARMEAENCT D 1 BEIFEROT A AZRIRL £,

[BiEMH (Conflict Detection) ] & [A] UHEIE T, [F= v 7 Ml (Checkevery) 1D R v X T A =a—
7 Vv L, BROR—Y 7R ERNLET,

gy Conflict Detection | @ Enabled -

Check every: Tenant default (24 hours) -

Tenant default (24 hours)
10 minutes

1 hour

6 hours

24 hours

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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=% =R

ZEAS, J—H 70—, BLXUT3ITD
TRy LLEKR—F

Security Cloud Control (%, &XEEE 17| —§GT A ZBE, BLOT A R & OEFERFICHE
TEND7r R RCE=2 Y 7 LET, 2t Xy N =27 OEEFORY & —73
X2 VT A BBICED L DITHET DT 5 DIRLHET,

» Security Cloud Control TOZEH 1 7 DEFE (167 ~—)

c BH B T OEROFRR (169 ~—)

AR DTy AR— (170 <—)

« BRELREH (171 X—2)

* Security Cloud Control TO Y a 7 OE=X Y 7 (177 ~<—)

» Security Cloud Control TOV—27 70 —0F =4 Y 7 (178 X—)

Security Cloud Control TOZE OV DEHE

8 m 7%, Security Cloud Control T{TONTEREL LA F v 7 F ¥ L, VAR — MxfGnd~
TOTNA AL —EADOEFLZRRT HHE—DOE 2 —ZRHEL 3, B 7 OHERED—
ZRITTRLET,

o TNA ZRERITINZ BN EE ORI 2R L E T,

T RTOEEu /= NI DT~V ERLUET,

T A ADF U R—=T 4 7 LHIRE R L £ T,

« Security Cloud Control DAMNH THAT 2R Y —ERHOHBE LM LE T,

A VITF U NORBEELIZ N T INN Y  a—T oz, THERY L Maak . o)
IZEELET,

B SRR ETNIEDO I DHE CSV 77 AN L THE Y ya— R TEET,

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .



ZEOY, 7= 70— BLUT3TDE=SYvTELK—+ |
. Security Cloud Control TOZEEAO S DEIE

EEOJDRENEE
Security Cloud Control I%, ZH 1 ZfF#H4 1FEMRF L, 1 FU BB L7 —Z ZHIR L £
h@‘o

Security Cloud Control D7 — 4% X— X fF SN DEE v ZiFHE, =7 AKR— b L72AEER
TIERENDHERIITENRH Y 3, FEICHONTE, £He 7 Ox7 AR —F (170=—
V) ESRLTIIEEN,

EEOJIURY

EEnr7xy bV, B—OF A ZARE~DEE, TRAATETENLT 7 a v &
721% Security Cloud Control DIMFTT /A ZITMZ HAVTZEE R KBS IVET,
REDELZEFUAERr 7 M) OgGE, MIST 2ITOMLEOSTTE 7Y v 7 LTER
DFFMEZF I TEET,

Security Cloud Control DAMHBTITH4L, A& L TR INTET U MA T3y REE DY
B, VAT LAY IREOI—HF—L L THESNET,

Security Cloud Control ED T /34 ADFETENT A A EOFKE LRSI i=%, £i2id7
734 A3 Security Cloud Control 2> HHIFR 4172 & 12, Security Cloud Control |$£ 8 1 7
T MU EBALET, FHEX. 731 2D 5 Security Cloud Control [Z5% 7E % #it A Bt - 72 1%
(2. F721% Security Cloud Control 7257 /34 AZRRIEZ BB L7 ICAl Sz & A&
NET,

* Security Cloud Control 1%, ZH 3L L7eRIE L7 ZBtRe < BEFO= > MY 258
TLEERIIHLWAER o 7oy U 2B LET, BMORELF L, FHOTHLIHL
WEE R Z x> b UIZBIESRET,

o« TRA AT BE AR . B, BIOHIBRT 72 a DA Xy "RFRENET, =
N7 7 ar T, THAALAOEFE IBREALLBNET,

« Security Cloud Control 73 (FE/AH Y F72IFEEICE - T) T30 AOFRE LR END &
F 721X Security Cloud Control 237 /N AZEH L e b &, EHEua I Lo ET,

« Security Cloud Control DR TT /XA AZEENMZ S=5A. [Biatt (Conflict
Detected) ] => MU MNEH o ZIZEHENET,

REPEIURETLEEEODI TV MY

ZEHua 72k, [BREYH (Pending) 1 £721X [58 T (Completed) | DA T —X ANH D £,
Security Cloud Control #fffl L TT /A ADOBRTEEEFTTH &, BHIZ[REY (Pending) &
Bozxzy b VIZRESNET, ROT 7T 4 ET ICE > TRETOLEREr Z785%ET L, £
D%, FROEEZTEFTH-OICH LWEFa VB ERRENE T,

s 734 A5 Security Cloud Control ~MD % & D Fit B Y
« Security Cloud Control 7> 57 /3A A~DZE T O JEB

» Security Cloud Control 2> 5 D7 /SA A D HIR

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE



| Z8E0y. 7—9 70— B&UTaTOE=SYLTELKR—F

zEnsozE0x% |

CEfFALT 4K a b=y T A NEEHTH CLL 2~ > ROEST

EEOJIUR)DBREE T4 ILZNE

EBEa 7z M) ERBBLOR T A NVAXUBTEET, RB7— NV FEHHALTA U b E
BMBELET, 740% (V) ZEALT, BELLEFEEZR-TZ NV ERBLET, £

7o, BHEa 727 4 VHMB L, MR 7 4 — /L RIZF—U—RZEBMLT, 225o0% 27 %
HEDEDZET, 74 NVHUBINIZRRNOZ Y N ARBETEET,

ZEOJDEEDRT

BEa D [y Diff) 1227 ) v 735 TAAMAOEfTay 7 4 Fal—Tay
T 7 ANVHNOEERWRCTERIND D, BEREEXLETEET,

WO T, [JLDFXE (Original Configuration) 14113, ZH N ASA IZEZIAENDHATDFEAT =
V74X 2l —vary TrANTT, [BEREFEHDOKRE (Modified Configuration) ] FNZix, &
ENEIIAENTZROF T2 74 X2 —vay 77 ARRRINET, ZOHE, O
DOF%E (Original Configuration) 1¥i%, FEfTar 7 4 Falb—a v 77 A LOITEEHFR
LET, ZOTERERSINTHEEAN, [ IN/ZiXE (Modified Configuration) ] 41D %
MRz LR ET,

ENBADIN > THELED L, HR network 47 Y =7 hDiBNE . Tengineering)
Fy hU—=27®O7 FLA THR network] %> U —27®O7 RV RIZEIEST L2 L2 1ET 5
T U AN EHERTE T, [Bi~ (Previous) | BLO [k~ (Next) | R¥ 227V v
LT, Z7AVHNOEE LR LET,

Comparing Files x
Prious  Ne ~ 13
Lo T
5 ! S5 no nemeLt
57 interface GigabitEthernetd/7 &8 no secerity-level
58 shutdown 81 no ip address
59 no naseif &
= ¥- a an
61 “oow
62 5
63 & e

&7

&

& e
73 object network engineering

T4 subnet 19.70.10.9 255.295.255.9
75 object network ematl_outside

T host 209.165.1.5

T8 object network test-network
r 255

79 wbnet 258.255.255.0
B8 focess-list test-allow extended permit ip amy any

" t engineering sccess extended permit ip cbject engineering object test-network ect test-network
B2 115t enQirddring access extended parmit 1p sy any

B pager lines 24

1580

80:09 half-closed :10:00 wdp 0:02:00
[ @:05:80 h225 1:00:80 gep
B2:08 s1p-1n

o 5 2
183 timeout teo-proxy-reassesbly 8:@1:98 186  timeocut top-proxy-reassesbly 0:81:89

Cisco Security Cloud Control Z{#f L = 10S 7/3414 XD EIE .



ZEOY, 7—9 70—, BLUTITNE=FY TELR—+ |
B z=csozo2m—+

EapeRe=]
« Security Cloud Control COZEE 1 7 OEH (167 ~<—)

N (o]
ZEOTDIY AR— b
Security Cloud Control Z8H 12 7 OF R T E 72T —#HE 2> ~vXUIVE (csv) 77 ATy A
A—F LT, REEUTHERE 7 ANVZ Y U TBIOAEZ L ENTEET,
BHEa T % esv 7 7 ANMITT ZAR— T 2I20F, ROFIAEFETLET,

FIE

ATy T EO~A 2T, [EFr/ (Changelog) J[41 X2 k&0 (Events&Llogs) ]>[ZE R4 (Changelog) ]
Vv LET,

ATV T2 RONWTNNDZ AT HFITL T, =7 AR—bTEHEFEZRHOF £,
s T ANE YT (V) T4—NVKREMBT 4 — IV FEFEHLT, =7 AFR— 1 TD5LD0EROFFT,

ez FRALATTIANEZY LT, BRLE 1 DFERITEROTFT AL ZOEEDOHLEZFRL
F9,

EEA T DT RXTODTANEZ ) TEIORBERFEEZ7 )7 LET, ZNICEY, BEFEr K2
J AR—FTEET,

(6=3))

Security Cloud Control & 1 I OE R 1 77— 2 Z3FF L ET, 1 FERSOEHE v VgL EL XD m—
RT2E0b, BERTONEETANZ )T L, ZORERE csv 77 AN ELTH Y yr— R L%
BEOLET,

x%sz&~V@EL%K&5iﬁxﬁ~b@a74:y%7Uy?bifo
ATYTh csv 7 7 ANMTODPDRLTWAHTIZMIT Te—h LT 7 A VT AT DRIFELE T,

SecurityCloudControl DZE O DX ¥ /N T4 LTV RKR—FLT=E
BEOJDYA ADEE

Security Cloud Control @ [Z2 ¥ 12 2/ (Change Log) ]-X— Vb7 AR — M9 51EHIL, Security
Cloud Control 737 — & N— AR AF T HEH 0 JiER E TR 7,

TRTCOEE R 72OV T, Security Cloud Control (X7 /34 ADFRED 2 DD a B —%{R17F L
F9, 100 TRtE) BRE. DI 1237 e —XENEEE e JOEGAIE THKT %RE. 4—
TURER T S OBAET T RETYT, ZHUTXL Y. Security Cloud Control [Z5% E D&

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE



ZTEOY, 7—HI0—, BEUCITOEZLY T ELK— b
I
zasxgE ||

A _RCTFRTEET, S 51T, Security Cloud Control 1, AW 21T /ma—H—4 ZHEN
ITONIZRZ], BEIOZOMOFEME & 1T, TXTORAT v (([EHARU ) ZiBBf
LTIRIFLET,

2L, BEn a7 AR— b 556, =7 AR — MIUTRED2HSOERR AL —TH
ENFEFAL, ZHICIE TEEA XV N OBRRGENDTD, =7 AR — K7 7 A /LT Security
Cloud Control IZfRFFENTWAER 1 7 LD $I1F50M/hS< 720 £,
Security Cloud Control I%, 143 DAER 1 ZfERZRFLET, THIZiE, ED2HOD A —
NEENET,

KEEREE

FEHERSEAFHT AL, THERLZOEUX A FLOESYMEZEEOS AR MY 7
TEFET, EEERL, VY~ —FT s DOF v MMERY AT ATHMINET,

EHEEREBE A H L C. Security Cloud Control TEBEERZ/ERK L., ¥ 1 /A X2 MNIB
BT ET, ZOEEERIT, EEa SN TR CTHRETEET,

\)

() Security CloudControl TlX, ZEER S v X7 L EBEREEILF UMREZIEL TV ET,

EHEREEODAEE

BEER NS X TOHEMNMUIZ. TF 2 FOTRTO2—HF—|TEEL KT LET,
F|iE

AT EMOXA T, [EE (Administration) 1> [—f&5%E (General Settings) 127V v 7 L%,
ATy T2 [EFEY 7T ARND KT »*> 7 (Change Request Tracking) | N 7 /LR ¥ v EHZLET,

%= Change Request <+ Nong a

T D&, [BEY 7= AL (Change Request) | A == —M/E FHIZFE R I L, [£¥ 22 (Change
Log) |"X—TYD[EHE U 7 =X (ChangeRequest) | KR v X7 X RINBEHTEDLC20ET,

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .



ZEOY, 7—9 70—, BLUTITNE=FY TELR—+ |
B z=v/szxronm

R IR FDER
I

AT w71 Security Cloud Control ¢, % FMBIZH S [£H Y 7 = A L (Change Request) | A== —D [£HY /=& |
DOFERY% (Create Change Request) | (+) 7 A 2% 27 U w7 LET,

RTw T2 451 (Name) | & [#B] (Description) JIZAILET,

(%A1 (Name) | 25 CHEM T2 TED [AHE Y 7 = A b (Change Request) | AIZXIGLTWWDHZ &, £
L T [#B3 (Description) | IZAEDHMNFEHEINTND Z 2R LET,

(G¥)
TERRIZIZ [EH U 7 = A ; (Change Request) ] DARIZEET5HZ LIXTEEHA,
ATY T3 [IR1F (Save) |27 U w27 LET,

GE)
[£AFH Y 27 A (Change Request) ] 23RAF 415 & Security Cloud Control {X 3T DH LUV T Z %fiis
95 [AEHY 7 A K (Change Request) | & I(ZBEfT T E7, ZOREAHTIX, AHY 7 =X NMEFHO M
D, A=ma—nbEFEY VA NY = NR_R—% 7 VT T5ETHhREET,

EEYIJIRAMEEEQT AN FOBEER T
I

AT9 T O~ A T, [£HEr Y (ChangeLog) ][4 N> k&BY (Events&Logs) ]>[ZE A4 (Changelog) ]
7 Vv LET,
AT9 72 BEu %2R LC, [£EY 7= AF (Change Request) | (ZBH#fFIT DA R hEFRLET,
RT9T3 LT HEFa /= NIORRICHD ey X VA NE7 ) v 7 LET,
(G¥)
RHOERY) 72 A NPER) 72 AR X bO—F LICRKRINET,

ATy T4 BEY 7 A MNEERLT, BN (Select) 1227V v7 LET,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE



EEOY, J—9 70—, BLUTITOEZSYLTELE— b
|

ZEYH IR MHEZEERTAAY rokE |

ZEREYVIIRDHAIEREOQTARY FOKRE

FIE

ATy T

ATy T2

FERDORA T, [ 2 (ChangeLog) [[4 X2 h&BS (Events&Logs) 1>[ZE Q4 (Changelog) ]
7 Vv LET,

[£%¥ v 2 (Change Log) [ ~7 4 —/V N2, ZHY 7 X NOARIZ AT LT, BEfTIT oL En
TARY NERBLET,

Security Cloud Control I%, FERIZ—HTHEHEr VA X MR~ LET,

ZHI)IDIXACDEBE

FIE

ATy T

ATy T2

Security Cloud Control T, 7= FRIZ®H 5 [Z2H U 7 = A  (Change Request) | A == —®D [EH Y 7 =X |k

DOFERL (Create Change Request) | (+) 7 A 2% 27V v 7 LET,

[R5 (Search) 17 4 — /L RIZ[EH Y 7 = A b (Change Request) | D4 FTE /2 IXE T HF—U— K& A

HTLET, BEADNTDHE, ATINE LTI —BT 2R [4A1 (Name) | 7 4 —/L K& [#H]
(Description) ] 7 4 —/V RO FIZERRINET,

PEIZE Kk S

FIE

ATy T

ATy T2
ATvT3

ATy T4

A ODORA T, [E¥ErZ (ChangeLog) J[41 N> k&A%Y (Events&Logs) 1>[ZE R4 (Changelog) ]
7 Vv LET,

TANETA Az )7 4HL, §XTOFT v a U RRRENET,
[fR5k (search) ] 7 4 —/L NI, [£H Y 7 A | (Change Request) | D4 HIZ AN LET,

BWEANTDE AN LTEEES BT DRMRNFTRINET,
KIETHDTF =y IRy 7 A%F AT LT, BRIV 72X b ZFINLET,

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .



ZEOY, 7—9 70—, BLUTITNE=FY TELR—+ |
B z=vszxrv—nni—%su7%%

—FHL7-bONR[ER e/ (ChangeLog) |7 — 7 /MIFERENFE T, Security Cloud Control (Z XV | 524 —
BOEFEa 74X MBREFHAERINET,

ZHYIDIRMNY—ILIN—FT)TT 5

EEaTAXy MPEGFEOEFEY 7 =X MZABIMICEEM T 6N 0ERET D720, AHY
JEZRARNY—=ANR—DIERE 7 VT LET,

FIE

AT 71 Security Cloud Control T, £ FRBIZH 25 [AH U 7 = A kb (Change Request) | A ==—0D [£HY 7 = A |
DOFERY (Create Change Request) | (+) 7 A 2% 27 U w7 LET,

AT9F2 [7V7T (Clear) 1227 Vv 27 LET,
[Z£® Y 27 A K (Change Request) ] A ==—|Z[7/2L (None) | £ FRINET,

EEOTARNY FEEERTON-EEYIIRDI)T
FIIg

AT O~ AL T, [ (Changelog) [A N> k&RY (Events&Logs) 1>[Z®E R4 (Changelog) ]
Vw7 LET,

RATw T2 [£Fua/ (ChangeLog) |ZEBL T, [£H Y 7 =Xk (ChangeRequests) | & O BIE AT & fEERT DA
Y hERRLET,

RAT9T3 T H2EFn /= NIORKICHD Rey XX VA NE7 Y v 7 LET,
ATy T4 [7V7T (Clear) 1227V v27 LET,

ZEI)Y TR FOHIER

[£®Y 7= A  (Change Request) | ZHIRT 5 & &%, [££8 =22 (Change Log) |75 TiX
RERY 72 AN R M BHIBRLET,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE



| Z8E09. 7—9 70— BLUZaTOE=L YT ELE—F
zEy sz rgEosEnt |

FIE

ATy 1 ETBICHD[EEY 7= A (Change Request) | A ==—D [EH Y 7 =& FDOIERK (Create Change
Request) ] (+) 74 ar%2 ) v LET,

ATvT2 BRY 72X Ma@RL, AIMT7Aa%227 ) v 7 LTHIBRLET,
ARTVT3 Fxvr/~—0%27 )y LTHEELET,

ZBRV VIR EEOEMIL

[£AFEY 7 A MNMEF (Change Request Management) | £/2X [ARY VXA D NT ¥ 7
(Change Request Tracking) | Z#E&hcT 5L, TV hOTRTOZ—HF—THBLET,

FIE

AT EO_A T, [BEE (Administration) 1> [—f&E%%E (General Settings) 127 VU v 7 L¥7,
AT9 T2 [EEV 7T AMD T »¥> 7 (Change Request Tracking) ] k7 /LR & &Mk L £,

ZEYIJ IR EEDI—RT—X
INbDa—RA =A%, BEY 7 A MFEPEMESNTND Z L&A e LTHET,
HEBURATLTHBESNTVET 7Y FERBRT SEOITTONI=T 7 A T2+ —ILT/IRA X
DERZEBHT S

ZDA—=RAT—=A T, SV AT ATHEFRF SN TS F 7 v bERT D707 74T
VA —IVT A AIER LN, TWODT 7 AT U4 —/VOEEPLELHIER R 7 A X
NeZZHY 722 MZBEEMN T 5 ) ) OV THH L ET, ROFIRICHE->TEEY 7 =
A DB L, EHEu 7 A X2 S 2Bl £,

1. ZBHEVI7TAROMER (172 3—=) |

2. N AT LEDFry NAFETIZTry NEFEERY 72 A MOLRNZER L, [FiHH
(Description) | 7 4 —/L RIZEBEDOFH & 2 O BEE #2800 L 9,

3. HLWERI VA MNERY VANV — LR IFERENDZ EE2BRLET,
4 TrATUF =T, ZAEEHELET,

5. TS —varua Ry T[EERY (Changelog) 1% 27 Vv 7 L, HILWEAHEY 7
A MIBEMT DN TWDEE R J A X & RO ET,

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .



ZEOY, 7= 70— BLUT3TDE=SYvTELK—+ |
B z=vrxr8801-—25—2

6. BEHVIZARNY—=NNR_—=%7 ) 7425 (174X—) | BEa 7 Ay sBBEFEOET
U7 A MZHBEIWIZBEEMIT ORI I L ET,

T7ATIA—NTNHRARADEENTONIR., BROEEATA R FEFHTEHT S

ZDA—RT—=ATIE, 774 T VA= NT N A ZADEREAT > THMBY AT LA THEFF ST
WOF Ty FEERLIEbOO, AR 722 MEBEREEHA L TEEY F =X F L ER
TAXY MIBEEMT 202 ENTZE NS T U AIOWTHALEY, F7ry bEZE2EN
LTEER AN F2 Bl LET, BED 72X ML Er 7 A X2 MIBEAT 5121,
RO FMHENE S

1. BEHYV 7 A ROIERKR (172 3—2) , BRI 7 ZXANOARTE LT, MRV AT A0S
DFry NMaFERIZHFFEEALET, B (Description) | 7 4 —/V FEMFEH LT, &
HoOHMH & EOMoOBEFRAEML £,

2. TES—Taru 4 RYT[EEeS (Changelog) 127V v 7 L, BRICEHEMT S
NTWHLEER 7 AR FNERBELET,

3. BEHVIZRARNEET /Ay hOEET (172 %—Y)

4, EHFIVIZA RV = NR_R—% 7 VT35 (174X—) | BEa T A X SBREHFOET
U7X MZHBEIWIZBEEMIT ORI S L ET,

ZEHYYIRMIBEEMITONEZERTEQATARNY FERET D

DA —ATIL, VAT A THEFIILTWD T 7 v M9 5701247 hiui-1E

HEOWRLELT, FOXIREFa /ARy "REFE o JCESNZNEMmY 0 En ) o

FUFCOWTHHALET, ZHY 7= X MCEEMT LN TWAEER V(4 X M ERET

H101F, WO FINEZHENE T,

1. Fe¥r—varvsr RUyT, [A¥es (Changelog) |27 Vv 7 LET,

2. WOWTNOLOFEEEALT, 2EY 72 MIEEMITONIZERTa 74X s &K
?‘éb‘iﬁ—o

«[£% 177 (Change Log) [ ~7 4 —/V NIz, BHY 7 =X NDOIEMRA4RTZ AT L
T, TOEFRY 7= A MIBEEMIT BN ER 0 7 A X h &R LET, Security
Cloud Control (Z XV, 5E&—HDEEr F A4 X MR RINET,

s T ANEEFEY J2 A~ (1733—) 2FTLTEFa /AR MERELET,

3. AEFn TR LT, METIEFY VT X MR RTilARRIN-ET /A X b
FROTES,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE



| Z8E0y. 7—9 70— B&UTaTOE=SYLTELKR—F
Security Cloud Control TO Y 3 JOE=ZX ) VY .

Security Cloud Control T 3 JNDE=42Y) 25

[¥a7 (obs) | = I2id, —fERIE (BEOT A 2O, BEOT /A 25 Ok
EOHRHIY . BEOT AA ZORMET v 77 L— N ) OEBRUOBMENRZ TR SNE
T, [Ya 7 Jobs) | 7—7 AT, HaxDOT 7 arDAT—HALEDLETESITENT
TR S, 772 a B LI DRIE L2 a2 R LE T,

KO UTIE, 1RIO—FEERELZEXZLET, 2O 1RO FEREL, 72E 2 20607 /31 X
T DA TIE o RN H Y £, [a 7 (Jobs) | N—YOITEREMATLE,
BIEORBEZ T HET A ADERNERINET,

T

Regtion % B [ [T End % e

CEVICE  Soe device detaiy ETATUS DETALS START END

[¥a 7 (Jobs) | =—VIZiX, RD2ODHETT V7 EATEET,

o [1@%1 (Notification) ] % 7 T, HLWWa 7N H D & =2, [HER (Review) |1V 7
7V w7 LET, [VaFZ Jobs) 17—V FA L7 FERN, BEITHIET DREED

VaTMERINET,
View Jobs The notifications tab displays status information
about the job. This example shows the bulk
( Reconnecting... action (Reconnect), the number of actions In the
@20 13 ©1 ®6 Rt job (20), actions being processed (13), number
of actlons falled (1), number of warnings (0), and
@ 1 Active Jobs ) 12 Ba i T number of actions succeeded (6).

ERDORA U T[ARY RERAY (Events& Logs) 1>[¥3 7 Jobs) %27V v L%
T, ZTOFRIZIL, Security Cloud Control THEIT I 25 —FHEHIEDTER/R U XA MPVRSNVE
j—O

Security Cloud Control TD Y 3 TDHRFE

[VVa7 (Jobs) |"X—TTld, Br77vary, 77varvz3fiLllra—H¥— 7273
YDAT =R AR5 TT 4 VA AIE KO & FATTE ETS

Cisco Security Cloud Control Z{#f L = 10S 7/3414 XD EIE .



ZEOY, 7—9 70—, BLUTITNE=FY TELR—+ |
B 773088

—8B79 3 DB

[Va 7 (Jobs) | XR—VaMHBELT, ~FET7 7 a1 ERITEEOT 7> a v OREN
B L2GE1E, RERMEEZITo Thb 7 7 v a 2 HadT & £9, Security Cloud
Control I%, K L7=T7 72 a L DHEMNBIIY a TEHEEITLES, 77y a v z2H
JEFATT H12IE, ROFINEICHENET,

FIE

ATY 1 [YaT (Jobs) 1"X—VT, T7varDkaz 31748 L7,
ATv T2 [T Retry) ] (©) 7Aarz2r ) vr LET,

—BET7o3 DXyt

BEOFT AL ZATHAEETHTO—ET 7 a vy oA TEES, 22T, 4 BOEH
KRBT AN AEBFEFER LEL D E LT, TOI b3 ENEFICHERSNZDN, 4 5ADOT /A
ANEFHERE LU S SN TWRWESIX, {77 arvaFy L TEET,

—fEEREE X v BT DI, ROFIREZFATLE T,
FIE

ATV TN EMO_AS o T[ARy QY (Events& Logs) ]>[¥3 7 obs) 127V v LET,
ART9 T2 FThO—4ET 7 a v ERHEL, AMICHD [Fr A (Cancel) 1V 27227V v LET,

GE)
—fET 7 a v OB L TCWDEAE, TNETICRT I LI TEERA, EITHOT 7 v a ity
LV ENET,

Security Cloud Control T —4- JA—DE=2Y) 245

[V—72 71— (Workflows) ]~3—TlX, 7 /34 A, Secure Device Connector (SDC) . F£7=
I% Secure Event Connector (SEC) LiEET DL &, BILUWWL— Ity NOEEET /A AT
A9 % & X1, Security Cloud Control 28 FATT 5T X THOTF ot AL M TE £, Security
Cloud Control |X, AT v 7 DU—7 7a—7—T7 Iz N E{ER L, TORREZD
NR—=VWZFRLET, =2 b UIZIE, Security Cloud Control IZ L > TFITEINDHT 7 v a i
DNTOFROHNEENTEY, CDO BT —F 2RV Y LTNDT /A AZHONT O
WITEENEE A,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE



| Z8E0y. 7—9 70— B&UTaTOE=SYLTELKR—F

Security Cloud Control T 7—4 70—0E=41 >4 [

Security Cloud Control (%, 7 /3 A TH A7 DFITICRKM L2 HEIC=T7 —2WELET, it
FZHOWTIX, [V—2 71— (Workflows) [ X—VIZBEIL T, =7 —RBELTEAT v
ERERLTLEEW,

ZON—TUTIHIZ B MBI LT, =7 —OREE R T 7L a— hR TAC L OFRIEA
DTEET,
[V—72 7ua— (Workflows) | —JIZBEIT 521X, ZHOXL DX T 4T 31 A
(Security Devices) | %227 U v 27 LT, [T/3 A (Devices) | ¥ 7 %7 Vv LET, #72
TNNARABAT BT w7 )7 LTT A ABRFEL, BT A ZAERERLET, LD
RA D [TNAAET 7 a2 (Devices and Actions) | T, [V —72 71— (Workflows) ] %
7 U7 LET, ROKIZ, [V—7 70— (Workflows) | 7—7 /DT U BRFRRS LT
[V—27 7r— (Workflows) ] X—T%ZRLTWET,

& Securty Divicek
T |
Hame Pricrity Conition Currant State Lans Active Start Tima End Tame
asaVPNSessonDetals StateMac i @ Schoouled & Dona @ Done Nf232024, 1007736 AM Nf27f2024, 10CTF35 AM W2ri2024, w0t

assCatHtRM g StateMaching @ Schoduled @ Don ® Dong T/27/2024, WT7:34 AM N/27/2024, 10CT733 AM W27r L
BERVPNS a3 DataEs SIALeMac hirs ® Schi 1 .0 » Do W/27/2024, 9217236 AM 2712024, 917-35 AM TIR0T4, T3
BaEGetHTRE 0 SAteM A hirg & Sche d @ Dok & Done TU2Z22024, 9:117-34 AM 272024, 91733 AM L 4, @073
asaVPNSessonDetais Sabeb ac hine & Scheduled [ J=0 & Done TU2A 2024, B AM 272024, B35 AM 4, W7
asaGetHiRales SateMachine & Echeduled & Done @& Done T/27/2024, 1735 AM NIZT2024, 1733 AM TWZTi2024, &
asaVPNSessonDetais StabeMac hirm & Schoduled & Don & Don TI27/2024, TI7.35 AM 272024, 1735 AM FAER]
ssaGatHiRates Stateddaching i Scheduled & Done & Done T27/2024, T1735 AM TV27/2024, 17233 AM WITr2024, T173

FINART)—H278—DITH RAHR—k

SERRTU—7 7 ua—F#REISON 7 7 A M H U a— R LT, TACF— L0 bt 72 it
WAERD BN L X ICRETEET, V- 7o —ERE 7 AR— T 5I100F, 4T 57
NA AZBIRLCZED [V —2 71— (Workflows) | —ICBEIL, A EMICE RSN T

JAR—F (YY) 74arEzr )y LET,

RAEYY RL—RADOE—

R CE 72N T =N o> T TAC IZHWEDLETHAE, TACHhHAX v/ hL—ADabt—
EROOGNDIGENHVET, 2T —DAX v 7 FL—AZNETHITIE, [R¥ v 7 FL—
A (Stack Trace) |V > 7% 27Uy 7 L, [A¥ v 7 hb—ADat— (Copy Stacktrace) | % 7
Uo7 LT, BEHICEREINDAZ I 527 ) v FR—RiZav—LET,

Cisco Security Cloud Control Z{#f L = 10S 7/3414 XD EIE .



ZEOY, 7—9 70—, BLUTITNE=FY TELR—+ |
B security Cloud Control T —5 Jn—DE=4 Y LY

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE



B,
=% =R

Security Cloud Control @ Cisco Security Cloud
Sign On & DA

» Security Cloud Control & Cisco XDR 7> 7 7 hdD~w— (181 _—)

Security Cloud Control & CiscoXDR 77> 7 HO 2 FD

~ O

=

Cisco Secure Firewall Threat Defense &% 7213 4> "L X X Firewall Management Center % Security
Cloud Control F 7= 1% Cisco Security Analytics and Logging (SaaS) 35 XU Cisco XDR & 9%
&1, Security Cloud Control 7> 7 7 v b, T34 ZZBHEAHT 51TV 5 Cisco
XDR7F v b7 H Ty MU 7 SELMLERDHY £,
ZOTuEAERGETH4A IV TICERELTLES Y, v— Y7 nk A%, KB 55
BNRHY ET,

FIHIZOWTIX, [THTr bo~—V) 2R LTSN,

)

GE)  HEOWZ Z7 7 NIRRT MR L25E1%, ks 70 RTLI@ERNCT Yok
=TT HORERDHY ET,
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https://admin.sse.itd.cisco.com/assets/static/online-help/index.html#!t_merge-your-cdo-and-securex-accounts.html

Security Cloud Control 0 Cisco Security Cloud Sign On & Q#E& |
. Security Cloud Control & CiscoXDR 75> b 7HO Y FDI—D
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Terraform

e Terraform [Z-2WT (183 ~X—3)

Terraform [ZDUNT

Security Cloud Control ®33%4£1%, Security Cloud Control Terraform 7" = /31 4 — & Security Cloud
Control Terraform € =2 —/LZfEH L T, VK LABET A=V a ViFB ST a— RE i H

LTy baR@#lcEy N7 v 7 T&FEF, Security Cloud Control Terraform ~7° 12 /S &4 — %
FHT 2L, 2= = TROZ N TEET,

e —H—DEH

« 77 7 R Firewall Management Center, Cisco Secure ASA 7 /34 A 3 X Vi0S 73
A AT Secure Firewall Threat Defense 7 /XA ADH wik—T 4 245

» vSphere 1 I T8 AWS T Secure Device Connector DA ViR—F 4 >4
« AWS T® Secure Event Connector DA > iR—TF 4 245
PRI OWTIE, LT OR—=U 2B LTI,
» Security Cloud Control Terraform 7 2 /8o # —@D_X—
» Security Cloud Control SDC € ¥ = —/L (vSphere) D<X—
* Security Cloud Control SDC £ = —/L (AWS) D<X—
» Security Cloud Control SEC £ = —/L (AWS) D~<—
s Devnet 7— =27 7 R TDFE

+ [ Automating Security Infrastructure Management Using the Cisco Security Cloud Control Terraform
Provider] : %8 7K

+ GitHub "C® Security Cloud Control H #Ej{k. D5
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https://registry.terraform.io/providers/CiscoDevNet/cdo/latest
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/vsphere/latest
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest
https://registry.terraform.io/modules/CiscoDevNet/cdo-sec/aws/latest
https://developer.cisco.com/learning/tracks/firewall-automation/secure-firewall-automation-cdo
https://developer.cisco.com/learning/labs/secure-firewall-automation-cdo-terraform/cdo-terraform-provider-overview/
https://developer.cisco.com/learning/labs/secure-firewall-automation-cdo-terraform/cdo-terraform-provider-overview/
https://github.com/ciscodevnet/cdo-automation

. Terraform (2D (VT

$R— b

Terraform |

Security Cloud Control Terraform 7 7 /XA & — & E 2 2 —/LIX, Apache2.0 7 A £ AD N TH—
TV =AY 7 by =7 L LTAMENTHWEY, BAR— FRLERGAIE, GitHub DLUT D

UARY U CTREZ#E L TIEE0,

Eoa—)L

R kY

Security Cloud Control Terraform 7" &2 /34 4 —

https://github.com/ciscodevnet/terraform-provider-Security
Cloud Control

Security Cloud Control SDC & ¥ = —/L
(vSphere)

https://github.com/CiscoDevNet/terraform-vsphere-Security
Cloud Control-sdc

Security Cloud Control SDC & == —/L (AWS)

https:/github.com/CiscoDevNet/terraform-aws-Security
Cloud Control-sdc

Security Cloud Control SEC € 3 = —/L (AWS)

https://github.com/CiscoDevNet/terraform-aws-Security
Cloud Control-sec

JRY M ~DER

Security Cloud Control F— A%, LD VURY MU ~OHREZHHD L E3, oM 4 —LE
Va— /LOREICERT 25E1E, ZNODGitHub UARY MY TFLY 7 =2 R &E/ERL T

<TEENy,

BEEE
* Deploy an SDC to vSphere Using Terraform

* Deploy an SDC to AWS VPC Using Terraform

* Deploy an SEC to AWS VPC Using Terraform
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https://github.com/ciscodevnet/terraform-provider-cdo
https://github.com/ciscodevnet/terraform-provider-cdo
https://github.com/CiscoDevNet/terraform-vsphere-cdo-sdc
https://github.com/CiscoDevNet/terraform-vsphere-cdo-sdc
https://github.com/CiscoDevNet/terraform-aws-cdo-sdc
https://github.com/CiscoDevNet/terraform-aws-cdo-sdc
https://github.com/CiscoDevNet/terraform-aws-cdo-sec
https://github.com/CiscoDevNet/terraform-aws-cdo-sec
https://docs.defenseorchestrator.com/sdc_vshpere_terraform.html
https://docs.defenseorchestrator.com/sdc_aws_terraform.html
https://docs.defenseorchestrator.com/sec_aws_terraform.html
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kST a—FTa 8

i

TOEFT, OBV a rTHEREINTHET,

» Secure Device Connector D k7 7Ly =— K (185 X—)
« Security Cloud Control ® N 7 7 /vy a—7 4 7 (195 ~—)
« T3 ADERHRRE (205 ~— )

- — N ~
Secure Device Connector D 5 J )L a— k
F 7 1 AP Secure Device Connector (SDC) O T TNy a—F 4 7 &7 H 11T, BLF
DIy 7 H2ZRLTIIZEN,

WTNDOT T U FTH Y TIEE L RWEAIL, Security Cloud Control D 3% £k7 TAC TH AR —
FFT oy b EBL ik,

SDC [ZEI:EAFE

Securlty Cloud Control 725 @ 2 [A|dD/~N— k B — M BRI L “Cﬂ?/c Lo 724, SDC @
RABIX B ARHE (Unreachable) 11272V £9°, SDCIZEIFEARRERGE, 7 MI, A F—
TAY T LIEDT AL AL LBETEEREA,

Security Cloud Control (X, ¥R® 5{E T SDCIZEIFERETHDLZ 2R LET,

« [—#BD Secure Device Connector (SDC) IZEIZFETEX £/ A, %% 795 SDC I(ZEHESSIT S
NIZT 3 A R L TiEfE C& £ A (Some Secure Device Connectors (SDC) are unreachable.
You will not be able to communicate with devices associated with these SDCs) | &V 9 A vt —
P8 Security Cloud Control D 7R — A~—IZFRR SN E T,

« [—E X (Services) 1" X— D SDC D AT —H A [BiZEARHE (Unreachable) ]i272V %
ﬁ‘o
OB A RIS HI2IE, 3 SDC & T hOFERARITL T ZE W,

1. SDC{ff~ > > NEITH T, Hilkd Security Cloud Control IP 7 KL A|ZEIFETEH Z & %
R LET, BHEXSRT /XA A~ Security Cloud Control D82 (13 X—) &ML
TS,

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .



rFSILYa—F108 |
B =574 security Cloud Control TSDC X7 — 4 ZA 75T 1 J (Active) 1124 571N

2. N—hE— F&FHTERL T, Security Cloud Control & SDC DA AT L £ 7,
SDC 78— b= FELRIZIEET D &\ [777 47 (Active) | A7 — 4 ARV £,
A= b e bEFHTERT HICE, KOFIEICHENET,

1. ERORAL > T[Y—ILEY—ERXR (Tools & Services) 1> [Fa 754942 (Secure
Connectors) 1Zi%&R L £ 7,
2. BERRERSDCEZ7 Y v/ LET,

3. [#fE (Actions) ]-3A > T, [/>— hbE— h®DZR (Request heartbeat) 1 %27 U v 7 L
ij‘o

4. [FHE6E (Reconnect) 1227 U v 27 LET,

3. SDCZEZFETTF > MIFEHRLEIELTH, SDCH[T 27T 47 (Active) | AT —H
AR BV EAIE, T Security Cloud Control T SDC AT —HX AN [T 7T 47
(Active) 112725720y (186 X—7) | DIERIZHES TS0y,

FE 114 SecurityCloudControl TSDC A T—42 AMN[7 Y T 1 7 (Active) ]
(27 5780
EBALCTKI 10 372> TH SDC N T 7 T 4 71272 - 7= Z & % Security Cloud Control 7375k X 7221

i]%/ﬁ\li\ SDC @%Bﬁﬂ%ﬁélﬁfﬁk Lfl Security Cloud Control :L‘—“H‘H}O)J:U\/\OZ J— HZJ: @ N
SSH %/ L C SDC VM (285 L £,

FIE

ATY j‘l /opt/cdo/configure.log %‘_’%%@\ L/ij_o Z 22, AJ1L 7= SDC 0)%52%&732& . T Eﬁ)Eﬁ(:ﬁﬂq h
T ESDPPRENET, By M T v 77 rE AT I —NRAEL TWHLIGEEITENELI AN S
TWRWEA L, sde-onboard setup % FFEEEIT L £ 97,

a) 7’827 FT. sudo sdc-onboard setup & ASJJLFET,

b) cdo 22—V —DONRXRT—REANLET,

) IRy MIEWET, By F Ty TR VT MOERIIWEST, By Ty T U4 =R TITo7z
TRTOREFIRLHR L, AN LTEEZEE T2 N TEET,

ATY T2 vl %M L, sudo sdc-onboard setup @ FEITLTH, Security Cloud Control T SDC W[T 7T 4 7" (Active) ]
272 B 720 EE 1L, Security Cloud Control 7 — h ~D W&,

SDC DZEHE 1= IP 7 K L XA Security Cloud Control [Z/xBE & 75N

SDC DIP 7 KL AZZEE LA, GMT OF-Hi 3 BELIFE £ T H T Security Cloud Control |2
RS AV E A,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE



| F3o0va—F104
FIARE SDCOEFIZETE L5 TLva—F125 [

TNARESDCDEHEICET A ST a—TFT420T

Z O — )& LT, Secure Device Connector (SDC) %4 L 7= Security Cloud Control 2> &7
INAANDERiHET AN LET, TAA ARG R—F 4 U 7RI LTSS, Fiidd
RN—T 1 > 7 OREIZ Security Cloud Control 737 /NA AIZEIZETE 5008 5 & fllr+ 256
X, ZOERET A NTHIENTEET,

FIE

ATy 1 ERO~SA > TEE (Administration) ]> [Firewall ManagementCenter] 227 U v 7 L, [E¥aT ax7
% (Secure Connectors) | ¥ 7 %27 Vw7 LT,
ATwvT2 SDC ##IRL 7,
AT T3 HUO[NT Ty a—TF 47 (Troubleshooting) |3A > C, [T /341 ZAD#HE (Device Connectivity) ]
7V w7 LET,
ARTYTE NTTN Y a—T 40T ERITEHRLED ELTWET AL ADHRRIPT KL AE721XFQDN &R — k
BEEANIIL, [T (Go) 1527V v 27 LET, Security Cloud Control |ZIK DFRFEE FITL 77,
a) [DNSfi#& (DNSResolution) ]: 1P 7 KL ZADRIDOVIZFQDN ZF5ET 5 &, SDC S KA A 44 % figtih
TEIPT7 FLAZEAGTE L 2 L 2B L £,
b) [##fc7 A b (Connection Test) |: 7 /34 AMNEEARETH D Z L A MER L E T,
¢) [TLSHY7AR— K (TLSsupport) ]: T /3A A& SDC Oli 5NV AR — 3% TLS N— 3 > LS &M
LET,

e [P — h STV WS (Unsupported Cipher) | : 7 /31 A & SDC Ol f7 THAR— K 4T
% TLS /X— 3 Vi3 WEA . Security Cloud Control (X, SDC Tix7e< 734 A THR— L &h
TWD TLS "=V a U EREFIZHOVWTHT A M LET,
d) SSLAEE : FTI TNy a—T 4 7Tk, iEAEERP RIS ET,

ARTYTS TARALADE LV R—F 4 T EI20TT 34 A~OBEGE O BIEDMEE L 72\ 541, Security Cloud Control -
71—\0_ I\I\ODFHEJI/\/I:I\j/)Jd‘o

SDC & DMkt RY 7S it = F= (LRI AV E Ly

ZOkv 7 varyTHATAY Y a—v 3 it A7 L I AD Secure Device Connector  (SDC)
WCOHBEHSINET,

fEAK : SDC & OWrise ) 788 & 7 138k 23 72,

2 ZORMEIT, T 4 A7 EEMIZIEV S 1EV (80% LA L) OBGFEITHAT D AREENH Y
5

WOFINEZFEITL T, T4 A REOHRN AR L F 9,
1. Secure Device Connector (SDC) VM @D =Y — L& B & £97,

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .



rFSILYa—F108 |

B soc commnnmmErEmEsL L

2. 2—¥—FcdoTurs A LFET,
3. WHlEE VA UERIHER LTS A U —RE A LET,
4, F9, df -hE AN L CEET A AIEFREET = L, BET A ATEREN RN L%
MR L £,
DockeriZ X > CTF 4 A FRENHBE SN2 L 2R TEET, @HEDOT 4 A7 EHAEIX
2XHNS PRETHD ETHRENET,
5. Docker 7 + WX —DF 4 A7 FEH&EFE T BT,
sudo du -h /var/lib/docker | sort -h ZFE{TL E1,
Docker 7 # VHZ—DF 4 A 7 BEZ MR TX £7,
FE
Docker 7 # V2 —DF 4 A7 fEHENZIEV 21XV DA, dockeriRET 7 A LV TRD L 5
WCERLET,

« Max-size : HIIED 7 7 A VBT KY A RZELZS, nZo—F7—3 g &l LET,
e Max-file : FFRIZIE LB, e —F—L g v aN-ahnul 77 AV EHIBERLET,

ROFNEZFEITLET,

1.
2.

3.

A

sudo vi /etc/docker/daemon.json ZFEITL FI,

WROITH 7 7 A WMTFEALET,

{

"log-driver": "json-file",

"log-opts": {"max-size": "100m", "max-file": "5" }

}

Esc ¥ =2 L THhbH twq! EASNL, BEEZEZIAATTZ 7 A V&ML ET,

GE)

sudo cat /etc/docker/daemon.json #F/TL T, 7 7 A /M LNTZEL ZfERT
%ij‘o

sudo systemctl restart docker % 51T L T docker 7 7 A /L Z FiEE) L £,

EENBEHIND E TGP0 D5E0RHY £9, sudo du -h /var/lib/docker
| sort -h #FEFTL T, docker 7 # VH —DEHINT-T 4 AV HHEEZF R LET,

df -h ZFITL T, ZEEXT A AT P A XRHEM LT L 2R L ET,

SDC D AT —# A% [BiZEAHE (Unreachable) 17205 [7 277 47 (Active) JIZEE T 5 HI
2. [BE¥# (Administration) ]> [Firewall Management Center] 76 [EX a7 a7 %
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| F3o0va—F104
Secure Device Connector [ & %52 500 THHERE DS : cisco-sa-20190215-runc .

(Secure Connectors) | % 72BN LT, [7 27 v 3> (Actions) ] A ==—00 [FEEHD
ZK (Request Reconnect) 1 %7 U v 7 T HMENRH Y £,

Secure Device Connector [CEEAX 5 X2 500 THFHEFRIBOMTE N
cisco-sa-20190215-runc

Cisco Product Security Incident Response Team (PSIRT) &, Docker D B 77 ¢ (HKE) DOFE
WIESSHEIZ DWW TR 5% 2 U 7 4 77 K231 U cisco-sa-20190215-runc Z AR L £ L7z,
ags ik D FEAR 2B OV TIE, PSIRT F—AD7T KNS U 2R %E BHEA L 2S00,

Z OMaFEIE, 3§ TP Security Cloud Control = —H—{Z#E L £ 7,

» Security Cloud Control ® 27 7 7 KJEBH X 4172 Secure Device Connector (SDC) i L T\
LREMT., EHE FIED Security Cloud Control XL —3 g > XF— A2 L > CTHTICHE
ITSNTWDHIED, ML TLH20EIIHY EHA,

e F U IATEMBMENTSDC ZFEH L TWAHBEMEIZ, ®ED Docker /S—3 3 & fF

HATDEIICSDCHARANET v 77 L —FRTH2HLERNHVET, Ty 7L —FT5IZ
. WOFINEEFERALET,

» Security Cloud Control #£#£0> SDC /R A h D FEH (189 ~=—)
s AKX LSDCHAANEHEHTLH (190 X—)

NI NTwFr T (190 N—)

Security Cloud Control 2% SDC /R X ~DFEH

Security Cloud Control @ VM A A —%ZAfi F] L 7= Secure Device Connector D fEBH L 7235513
ROFNEZMHEH L ET,

FIE

ATy 1 SSH £/-13nA =" Fa ) — L& FHLTSDC & A MIER L3,
ATy T2 koa~wr REFETLT, Docker P—E 2D NR— g VAR LET,

docker version

ATV T3 EHORE~T Y (VM) OWTNNEFEITL TWAEAE, RO X I R ERENE T,

> docker version

Client:
Version: 18.06.1-ce
API version: 1.38
Go version: gol.10.3
Git commit: e68fc7a
Built: Tue Aug 21 17:23:03 2018
0S/Arch: linux/amdé64
Experimental: false

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190215-runc

rFSILYa—F108 |

B rxs5ssochzxrzEmes

CITHWA—=T g URERINDFEMENH Y 97,

ATV T4 kOa< FEFEITLTDocker ZEFHH L, Y—EXZHERHLE7,

> sudo yum update docker-ce
> sudo service docker restart

Docker — E A D FHEEH, Security Cloud Control & 7 /A A OB FLRE 5 1 L E 37,

AT w75 docker version 2~ REFHEFEITLET, ROHAONERENET,

> docker version
Client:
Version: 18.09.2
API version: 1.39
Go version: gol.10.6
Git commit: 6247962
Built: Sun Feb XX 04:13:27 2019
0S/Arch: linux/amd64
Experimental: false

ATYT6 ZHNTEMINE L, RNy FREHShZ&Hi/\—2 3 @ Docker IZ7 v 77 L— RSE LT,

HDAZLSDCHRRA FZEEFHT S

ME O SDC & A R ZERK LTV D84 1%, Docker DA v A b — /L FIEICFES W= B TIEIC
e MR H Y £9, CentOS. yum, Docker-ce (2 =7 () ZHEH L=HEX, ARRO
FNETEYEL 7,

Docker-ee (T2 % —7F A k) ZA A =)L LIz8E. F7213810 515 %4# F L C Docker
A VA M=) LIZE L, Docker DIEIEAN—T a2 UNERBGERH D £9, ELWVA A
h— 3= 3 %, Docker ®~—3 (Docker Security Update and Container Security Best
Practices) THERR T E7,

AT E Y

7F

~

AT, ZoMastta gl e E R L. BINERAFAATRRIC RV IRE. T RAA YU &
BHLET, 7 RS YU DRk E~—7 Shleb, IROMET % Cisco /N7 2 S L TEEA
EMERTE £,

CSCv033929-CVE-2019-5736 : runC 2> 7 F D7 L—27 7 7 k

AT Ll

Security Cloud Control (%, Secure Device Connector (SDC) & O#Hr L\ Vil{E F XA L £,
Z D7, Security Cloud Control 1% 2024 42 A 1 H F TIZBEfFD SDC % # LW ilfs H U
TTHVERDY 7,
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https://blog.docker.com/2019/02/docker-security-update-cve-2018-5736-and-container-security-best-practices/
https://blog.docker.com/2019/02/docker-security-update-cve-2018-5736-and-container-security-best-practices/
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo33929

| F3o0va—F104

FIE

snc /5—o 3 vt 2023+ £ Ut ]

\)

GE) 2024 4:2 H 1 HETIZ SDC BBAT S 472545 Security Cloud Control 1% SDC 41 L T N

AALBIECTERLI R ES,

Security Cloud Control DA L—3 5 XF—ANSDC #BITL LD & LE L2, SDC v A
T LIRS AWS ¥ AT AR LD 15 50TV LB TWele, BITTEEHATL

776
VAT AL ORBEEZELET 5121, LFOFRMEICHE - T &, ZORBEBEL L5,
BATEmATCEET,

ATYT1 VMEERAZI LT, F721F SSH #fi 4L LT, SDCVM ICr 7 A » LET,
ATFv T2 a7 M sudo sdc-onboard setup EATT LT, iEEZITWVET,

R

ATw T3 SDCOFETE Y hT7 v 7R & [EREIC, SDCEy b7 v AT 2ERICEE LE T, DRiEEC AR T —
RKéRy NU— U8 E2T_RTHANLET, ZOLX, NTPH—A_"—F RLAZAELTEBXET,

a)

b)
<)
d)
e)
f)

2)

SDCOty N7 v AERLIZE D LR E/SAT— R2H LT, /b— k3 LT Security Cloud Control
=P —DXRT—FKE Ty FLET,

Tar T ERFEREINTED, yEADL TRy YT 2HFEELET,

P ERICIP 7 RV A E 7213 CIDR OfEE AT LET,

PRTERIC Ay NU—=7 F— b U= D AT LET,

PRTERIL RAAL =L AT A (DNS) r—_"—DfEZE A LET,

NTP h— =D AN RO N5, /R NTP —3—7 KL A (time.aws.com’R2 &) AN LT
<TEEW,

AN U EE#ER L, MEWRTEy EADLET,

ATy T4 T 7 M date E AT LT, BEAH— R—NEERREA, SDC &AL TW A EMEE L £3, A
(UTC) M Ei, SDC OB L g Tx £,

RDBERY

CNHDOFENTET LIz, £ —NRA L7286 14, Cisco Technical Assistance Center
(TAC) FTIHKELSZ IV, ZRHDOTFIENERIZFE T 3% &, Security Cloud Control A<
L—y g VAT — L0 SDC OFEEHFRK~OBITEET TEET,

SDC D /\— < 3 2 HY 202311%*** Kk L) Bi]

Security Cloud Control i, Secure Device Connector (SDC) & OF LW@EF RN EBHA L £,
Z®D7-®. Security Cloud Control | 2024 4-2 A 1 H £ TIZBEFD SDC % L\ idfs U
T o0E R HY £,
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https://docs.defenseorchestrator.com/#!t-open-a-support-ticket-with-tac.html
https://docs.defenseorchestrator.com/#!t-open-a-support-ticket-with-tac.html
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B socos—oa o mamnee sy

FIE

ATy T
ATy T2
ATy T3

ATvT4

ATy TH

SDC VM (Z

\)

GE) 202442 A 1 HETIZSDC WBAT S 72 W4, Security Cloud Control (X SDC #/ L TF /3

A AELBETE <R ET,

Security Cloud Control D4 XL —3 3 V AF—AIISDCE#BITLE S ELELERN, T2k
25 202311%%%% L0 HE[DON—T g U EETLTWDTEORMLE LT,

SDC OHAED /N— 3 1%, Security Cloud Control D A = 2 —/X—/nB[W—)LEH—E X

(Tools & Services) 1> [EFa7ax4I 42 (Secure Connectors) |DNEIZEEN L T, [EXF =T
a7 # (Secure Connectors) | ~S— UIZFL# STV ET, SDC Z#EiR$ 25 & mim Ao
[ (Details) |24 LNIN—V g U RENERENET,

SDC/AN—Va &7 v 77 L— T 5103, ROFIMEICHE - TS 7ZEV, T OREPRR LT
5. Security Cloud Control A XL —3 3 Y AF—ARBIT 70 A ZHEFITTEDH L HI1Tk
D\i‘g—o

n7A L, REEITVET,

71 7 M sudo su - sde E AN LT, FIEEITUVVET,
717 MZ crontab -r EATILET,

no crontab for sdc &I A v E—IUMN %Téﬂf_ﬁm\ ?@:‘*ﬁ Lfﬁz@iuﬁﬁzlﬁy}iﬁ_o

7’17 MIZ . /toolkit/toolkit.sh upgrade & AJILET, Security Cloud Control (X, 7 v 77 L— R
FNEINEHL, Y—AFy hET v 77 L —FRLET, 2/ — AT @GSN TRz
LERERLET,

SDC OF L=V 3  &RER L ET,

a)
b)

<)

d)

Security Cloud Control (Z7 74 > L £ 7,

Security Cloud Control D A = = —/X—n5[W—)L&H—E X (Tools & Services) |>[EF17aRI 4
(Secure Connectors) [DJEIZEEN L T, [EF =7 22 ¥ (Secure Connectors) |-~<— T %[l X F7°,

SDC &R L T, [#fFE (Actions) ]~~A > T[/— b E— FDZEK (RequestHeartbeat) 1227 U v 7 L

SDC D/3—0 3 8 202311%%* DIRECTHDH Z L AMFEL 97,

RDBRY

INGOFENET L6, £2d=T —2N3E L?i &1, Cisco Technical Assistance Center
(TAC) £TITHFEL &V, TN HDFIENBIEFIZ Tﬁ‘é & . Security Cloud Control <
L—ya VAF—ARBIT 7 u b A2 HEFITTEET,
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| FSInva—F40y
aws 4 —n—oiiEEEEETS— [

AWS H—/N\—DFERAEF (IR T 5 —

Security Cloud Control %, Secure Device Connector (SDC) & OH LWEEFEFNEEHA L 7,
Z D7, Security Cloud Control (%2024 £ 2 H 1 H £ TIZBEED SDC %3 LWl FUCH
ITTH0ERNHY £,

)

GE) 2024422 H 1 HE TIZ SDC BBAT S22 WA, Security Cloud Control (% SDC Z41 L TF /3
A ALBETE LR ET,

Security Cloud Control D4 XL —3 3 > AF—LNSDC #BITL LD & LE L2y, #i0 R
ANFE LTl R LE LT,

Rt ORE ZEIET 21213, ROFMECHE > TS 2V, ZOREPRR L5, BATZ kT
TEET,

FIE

AFYT1 R—=—1443T, V=L a v WO RAAL L ~DT T AT RFax R EH T 7 747 7 4 —/L)L—
NEERLET,

A —ARTUT V=V a rOEBRET b
* cognito-identity.ap-southeast-2.amazonaws.com
* cognito-idp.ap-southeast-2.amazonaws.com
* sns.ap-southeast-2.amazonaws.com

* sgs.ap-southeast-2.amazonaws.com

AV R =V a v OFEBEBT b
* cognito-identity.ap-south-1.amazonaws.com
* cognito-idp.ap-south-1.amazonaws.com
* sns.ap-south-1.amazonaws.com

* sgs.ap-south-1.amazonaws.com

CKEY =V a v OERBT b
* cognito-identity.us-west-2.amazonaws.com
* cognito-idp.us-west-2.amazonaws.com
* sns.us-west-2.amazonaws.com

* sqs.us-west-2.amazonaws.com

cEUV— g v OERBTT b

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .
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* cognito-identity.eu-central-1.amazonaws.com
* cognito-idp.eu-central-1.amazonaws.com
* sns.eu-central-1.amazonaws.com

* sgs.eu-central-1.amazonaws.com

cAP] U —V a3 VOEBET b
* cognito-identity.ap-northeast-1.amazonaws.com
* cognito-idp.ap-northeast-1.amazonaws.com
* sqs.ap-northeast-1.amazonaws.com

* sns.ap-northeast-1.amazonaws.com

ATFv T2 ROWTNrOa<v REERALT, 7747 U4—1® [FFRY XM ([ZENT2HLERHDIPT KL
ADEY A N R TEET,
GE)
WDa<y RiE, jqiiA4 v A =L EINTNDL2—HF =M} TT, IPT FLAR1 DD Y A MIFRII
i‘j‘o

KEV—Va CORBEEH TN
curl -s https://ip-ranges.amazonaws.com/ip-ranges.json | jg -r '.prefixes[] | select( (.service
== "AMAZON" ) and .region == "us-west-2") | .ip prefix'

*EU U —Va COEBRBT Tk
curl -s https://ip-ranges.amazonaws.com/ip-ranges.json | jgq -r '.prefixes[] | select( (.service
== "AMAZON" ) and .region == "eu-central-1") | .ip prefix'

cAPJ U —T a3 VOEB@T b

curl -s https://ip-ranges.amazonaws.com/ip-ranges.json | jg -r
== "AMAZON" ) and .region == "ap-northeast-1") | .ip prefix'

.prefixes[] | select( (.service

GE)
jQA A R= L ENTWRWGAIE, ROFEMAN—Yaroa~vy ReEHTEET,

curl -s https://ip-ranges.amazonaws.com/ip-ranges.json

RDBERY

INOEOFENRTT LIS, 23T —2N3E L7285 1%. Cisco Technical Assistance Center
(TAC) EFTTHEHELLZEV, ZNHDORIENIEFIZ5E T35 &, Security Cloud Control 7=
L—ya U AF— L0 SDC OFEEHTRK~OBITEET TEET,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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Security Cloud Control D FS T a—F 4 24 .

Security Cloud Control D S5 L a—TFT 4 25

A4 DERBD STV a—Ta0T

IE L < %Ly Security Cloud Control ) —< 3 vIZER->TAY A Y LTWAT=8%H, OF A vtk
5 e )

Wit 72 Security Cloud Control U — g (74 LTWA Z L 2GR L TL 72 &0,
https://sign-on.security.cisco.com (IZ B2 7 A »F 5L T/ BATHY —Va VEBRTEET,

YA AT HY =TV a Nl oI, V— 3 > 2 & O Security Cloud Control ~DH A1 A
v 5—=) EZRLTIIZS N,

BTgoogA oEKBO ST a—TFa09

A—H—FFIF/NRAT—FHAIEL < ALz, Security Cloud Control ~NMD A Y A U IZkET
%)

figiRix Security Cloud Control (IR 74 L&D & LT, ELWaZ—HF—4 L 2T — R
LTW2IZbbbTr A NIRRT 256, 72013 IRV —RFeEn 6] 2Rl
THHENRSAT — F&BEE TE 20 EIEL, B L Cisco Security Cloud Sign On 7 %7 7 & |k
ARSI r 7 A BRI FREMED Y D W £ 77, BTHL Cisco Security Cloud Sign On 7 71 7 &/
N DYERL & Duo ZHEARAEDRE (84 ~X—7) OFNAIZHE > T, H L\ Cisco Security Cloud
SignOn 7V v MIH AU T v T THEMLERHY 7,

Cisco Security Cloud SignOn %' v & 2 7/K— RAD R Y 4 U IEAIT SA. Security Cloud Control
FERETER

@Rk Security Cloud Control 7 F > | & (2872 % = —H¥—4, T Cisco Security Cloud Sign On 7
10 FEAER L TWADATEEMED S W £77, Security Cloud Control & Cisco Secure Sign-On @ [t
Ta—W —HFRA (LT 5 I21E, Cisco Technical Assistance Center (TAC) [ZiHifE LT 72
AN

RELEITvIR—VZFEARALEZOTA VIZKET S

iRk VIO UVIREEI N WT v s w—J EFEH L Tr A LIS E LTV DEND L
NE®i, 7 v 7 ~—2 M https://cdo.onelogin.com Z 5 L TW D ATREMENH W £,

fi@iRi% https:/sign-on.security.cisco.com (22 7 A > LE T,

« f#3R3% Cisco Secure Sign-On 7 4 7 > b & F7E/EMR L TR WAL, il Cisco Security
Cloud Sign On 7 71 7 . s DFERK & Duo 2 EFRFHFEOFKE L E T,

« iRk Cisco Secure Sign-On OF LT B 7 > M EAERRL LI2GA1X. 7 v MBMERR ST
U= g VNIRRT B X v & 27— R® Security Cloud Control % A V& 27 U » 7 LET,

- f2iki% Cisco Security Cloud Control APJ

* f8iRi% Cisco Security Cloud Control 2 —A hZ U 7

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .
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B 7rexecamzorsinea—500

- fi#iR:% Cisco Security Cloud Control EU
* fiRi% Cisco Security Cloud Control - > K

* f8iRi% Cisco Security Cloud Control K[E

« f#3R3%  https://sign-on.security.cisco.com Zf§ T LI T v I/~ —T EHHF L ET,

TOERAEBHED FS TN a—TF42T
T4V H—T Y FRERT—8 RDMRR

FIE

ATy
ATvT2
ATvT3
ATvT4
RT975

ATvT6

ATy T17

RO TCRoFaAVTATNAREZI Vw7 LET,

[TRA R 2T %7V LET,

WY T NARZA T DL T ) v LET,

LT 4 =7V FZ&#H (New Fingerprint Detected) | A7 —H ADT /XA A& IR L £,

(BT LUWMEROI H & 4uE L7z (New Fingerprint Detected) XA T [7 4 > H—7"V > h O (Review
Fingerprint) ] %7 U v 7 L&,

T4 A=V FERLTIHAT LR ENTZDL, LTOFIEZETLET,
1. (74 H—=7V > DX 7 m—LK (Download Fingerprint) | %7V v 27 L TR L E T,

2. T4 H—7V» MCRIENRTIUE[FFAT (Accept) 1227V v LET, MERHLIHEAF. [Fv
>/ (Cancel) 1227V v 27 LET,

LT 4 =7 NOMBEERI LTtk 73 AOEFURIEN [4 2T A > (Online) | & E£RS
. WA T —Z 2% TIERHA (Not Synced) | F£721F LA (Conflict Detected) | &FRINDH
ARGV 9, [MHEROBA DR (Resolve Configuration Conflicts) [5%E D& Ofk (164 =2—) %
# L. Security Cloud Control & 7 /3A A ORERL D 7258 4 fesB L CHRR L £ 7,

SecurityandAnalyticsLoggingf N> FEFEALz*Y FT—VBED STV a—TFT 4«

2l

T, ARV P2 =T EFERAL Xy Y=V OB N T TIN Y a—T 4 T B ETT
BImbDIEARN T L— DT —T T,

ZOVFIVATIEH, ry NV—Z#EHAF—LN, 2—F—0NRXy NT—7 LD U Y —RZT 7
TATERNVWEVIREEZ TR EMEL TCWEY, BEEZOEFZHMEL TWVDH2—
P—IZHANWT, Xy NU—JERATF—L2I1E, EOT7 7 AT U —NAR2—HF—2LD) V—
ANDT I AZEHIE L TS 0B8E L TWhEJ,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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SSLIEERHEOMED F5TLva—F125 [

\)

CE) ZovFIATE Xy bI—I b T T7 4 w0 2ERT DT 74T Ur— /LB FDMIC K 5
BTINAATHDZ EHETE L TWET, Security Analytics and Logging I&, DT /3o A X A

Tinbu JEREINEL EE A,

FIE

ATy TN ERDOSXAL o T[ARY ERQY (Events & Logs) [>[4 Xk (Events) |27V v 7 LET,

ATw T2 [JEBFE (Historic) |7 %27V v7 LET,

AT T3 [HFEEPH (TimeRange) W2 L2 AR b7 4 VX WERABIMG L E3, 77 4/L b T, JEFE (Historical) ]
27T E VRO A X MRFRINET, TADIE LWIERIFIH CTH 25615, BITED B & Rl
Z[HT (End) 1HEZIE LCAALET, TANIE LWKREHE TRWEAIT, @5 S - EORE %
BRI &R TRE A2 A L E T,

ATFw T4 [EY—ID (SensorID) |7 4 —/L RIZ, 2—HF—DT7 7B 2ZHE L TNDEEZONDI T 7 AT U4 —
NDOIPT RLRAEATILET, 77 AT U —LADNEEORRENERS 2551, MBEAA—TEHEED
TEMBHLTAR b2 T g VEAFRLET, 2200 b ZER L., TR HEORAT— kA b ThHE
A LE9, #l: sensorIp:192.168.10.2 OR SensorID:192.168.20.2,

ATYTE AR R T 4 NHF =D [V —RIP (SourceIP) | 7 4 —/b RiIZ2—H—DIP 7 KL AEZ AN LET,

ATV T6 =P =NV V=R T 7 BATERWEAIE, £V Y —ZADIP T KL A% [5E5IP (Destination IP) ]
74—V RIZANLET,

ATy T BRICRRINDANV PERAL, ZOFFMAMRE LET, DLTOFMIIERLTIEIN,
« AC_RuleAction - L —/L728 R H—S iz L ZIZE TSN T 7 ay GFAL B, 7ayr)
« FirewallPolicy - £ X> k% b U I — L7z V= VMFET DR Y 2—,

« FirewallRule- A X & kU 7 — L7 /L—/V D4R, B2 Default Action D3G5, A X2 ha b U TT—
L7=DWER) o—DFT 74NV T 7 arTHY, R —HNOAL—1D 1 DOTEHY FH A,

«UserName- A =3 =—XDIP 7 FLAIZHEES T ohi-a—Y—, A =>=—XIPT7 RL ATV —
AIPT FLRERLTT,

ARTYT8 W= NDT 7 varin7 7827 nm 7 LTWDHEEIL, [FirewallRule] 7 4 —/L R & [FirewallPolicy]
TA—NVREMHELT, 7782270y 7 LTWLRY =D — L ZRELET,

SSLIESMZEDHED FS TV a—T4 T

BEEBEEENT IV TIIHEET 507 T TIEHEEEL L\ WebH 1 ~DARE (SSLETIFFR
RE=2Y)

A<= 7 BLOETOMOT A ZHO—EOT 7V r—3 3 Tl ISSL (F7213383
) B=27 ) EMHENDFEMEH SN E T, SSLE =V FETH, oD — N—FFAE

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .



FSILsva—F429 |
B srzons s xmorsIL -5y

DNy aPNT TV r—a CARONEICHEDIAENE T, TOME, 77V 75— a o
PB4 STz REH] # % Firepower Threat Defense 7 /34 A B THLD & /Ny ¥ 2 FREEICRIL
L. B sinE 7,

Web¥ A bDT 7V r— a2l L TEDOYA MIERT L ZENTERNDICTHI DS
T, Web 7 7 U EERT GG, BlcKM LT S r—ra v EER LT N A B
DT TP THHEHTE DLV ONERIEIRTY, 72& 2L, Facebook 7 i0S % 7213 Android
TV r—va rEMERTD EBEIC R L £ 973, Safari F 721X Chrome T
https://www.facebook.com ZF5E T % & #Hfi I L £7,

SSL V= 73 Ic P E KA mEET 572 DIl SN b7, EEEITH Y TH A, KD
W OBRREZEHTHOLERH Y 7,
HHORT
YA SR T TV TIIHEET 2DIZRI LT A A LOT 7Y r—3 3 VU CIEEEE L e WiGE
WL IFIERHERICSSLE =0 kb lEZONET, 7L, LSRRIV ERS L
BlX. 779 UYDOT A MIMZ T, #A Xy FE2EHALTSSL =0 7 a2t £,
TV = alE, RO 2 DODFIET/N Y ¥ 2 FRGED KRBUZKHLT 556038 0 7,
« SN—F1DOT 7V —3 a9 (Facebook 72 &) 1%, ¥— 3725 SH, CERT. SHD * v
v —UEZIFE S LT ITSSLALERT A v — U2 EELET, 77— ME, . SSL
Y= 7 %73 [UnknownCA (48)] 77— hT¥, 77— K AvE—TD%IZTCP Y
Ty FREEINET, 40 FOFFEMERTKRO L S RERPAONE T,
*SSL 7wu— 777X ALERT SEEN BNEFENFET,

*SSL 7m— 77 7IZIX APP _DATA C2S F7zif APP DATA S2C & ENFEFHA,

*SSL 7m— Awt—UL, #@%, CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE,
SERVER KEY EXCHANGE, SERVER HELLO DONE T,

« IN—T2DT 7Y r— a3 (Dropbox 72 E) X7 7 — b EEFELERA, KDV,
N RV A IBRETTLETHSOTHLTCP Yy FEFEELET, 4 FTKRD
O IERP R b E T,

*SSL Z7wu— 777X ALERT SEEN, APP DATA C2S F7zid APP DATA S2C IHENFEEA,
*SSL 7wu— Awy&—Ud, W@H. CLIENT HELLO. SERVER HELLO, SERVER CERTIFICATE,
SERVER KEY EXCHANGE, SERVER HELLO DONE, CLIENT KEY EXCHANGE,

CLIENT CHANGE CIPHER SPEC, CLIENT FINISHED, SERVER CHANGE CIPHER SPEC,
SERVER_FINISHED T,

BITROOTA VKBD NS TV a—TFT a9
A—H—ZFIZ/SRAT— FMNEL L HULV=8, Security Cloud Control ~D A 5 A »(ZkEXT
%

figiRix Security Cloud Control (IR 74 L& 9 & LT, ELWZ—HF—4 L 2T — R
LTWRDIZHE0 00 b a7 KT 256, £t IX2AU—Feshiga) 2Rl

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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Iz ror5Inva—5427 |

THHNRNAY — REEETE 2WEE1E, B L\ Cisco Security Cloud Sign On 747 7 & |
ARSI m A AR TR B W 7, BH Cisco Security Cloud Sign On 7 77 7 &/
F DOERL L Duo ZEFRFEDHE (84 ~—2) OFNEICHE- T, Hr L1 Cisco Security Cloud
SignOn 7 H 7> MZHA T v 7T H50ERH Y £,

Cisco Security Cloud SignOn %' v & 2 7K— RAD R Y 4 U IERIIT SHY. Security Cloud Control
rEBTELGL

@Rk Security Cloud Control 7 7F > | & (3872 2 = — % —4, T Cisco Security Cloud Sign On 7
10 N EVER L TS TR & W £ 97, Security Cloud Control & Cisco Secure Sign-On D]
Ta—W— A =% 9 5 I21E, Cisco Technical Assistance Center (TAC) (ZHfE L TL 72 &
AN

RELEITvIT—V&ERALEOT A VIZKEKT

iRk 77U W T vy =T EFHL e A LES LT Db L
NE¥Ai, 7 v 7 ~—2 M https://cdo.onelogin.com &5 L TW D ATREME N H W £,

fi#iRi% https:/sign-on.security.cisco.com (27 7 A > L £,

« Bk Cisco Secure Sign-On 7 4 7 & b & EI2AEA L TV R WIEEIE, #illl Cisco Security
Cloud Sign On 7 1 7 . s DFERK & Duo ZERFAFEDOKE L E T,

« f@iRi% Cisco Secure Sign-On OFHLT 0 > M &ERR LTc A1, 77> MBERR S vz
V— g IR DX v v 2R — RO Security Cloud Control % A V%27 U w7 LE T,

« f#iR:% Cisco Security Cloud Control APJ

« fi#iRi% Cisco Security Cloud Control A—X k7 U 7
- f2iki% Cisco Security Cloud Control EU

« fi#ifi% Cisco Security Cloud Control - > N

« fi#iR:% Cisco Security Cloud Control K[

« fR3R3% https://sign-on.security.cisco.com Zf§ T L 2T v I/~ —T EHH L ET,

ATz O DN TNV a—Ta2T
BEA T 1Y FOBBORIR

BEA T V=7 Falix, RUT A A LICHD, ARITRRDMEZR T TH D228 Lo
A7 Vxs hTT, WEE, BEELIEAT VS MIRo TEKR S, RICERNZRE-L, &F
SERRY v—ICLoTHHENET, EEA T V=7 FOREZMIRL7=%. Security Cloud
Control IX, RSN/ A TV =7 FAITKT D, WEELZTLTXTOAT V=7 FSRER
FLET,

HEAT V=7 FORBEZRRT DI TOFIAZ EITLET,

Cisco Security Cloud Control Z{#f L = 10S 7/3414 XD EIE .
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FIE

AT TN EMORAL T, [A7P=2 b (Objects) 1227 Vw7 LT, A7 v ara@RULET,
ATYT2 RIZ, ATV vaAT V=7 P74 NZ LT, BETAEI TV FOMBEERHOTE,

ATYT3 FEROTMNS 1 OB LE S, 707 FOFEM XM, 34T HREREOK L RT [HE
(DUPLICATE) |7 4 —/V RBFRENET,
[gy DUPLICATE & Resolve | lgnore

ATy T4 [k (Resolve) 1 %27V v 2 LE7, Security Cloud Control |, EEA 7 V=7 MELIKTE S L HITH
i—\‘ L/iﬁ‘o

ATy TS T AT a2 OBIN L £17,
ATYT6 LFTOF 7T arndbv£4,

cH TVl NDO1OENOAT Vs MIEZBZ D55, T4 7 V=2 FTHEIR (Pick) ]

7V v 7 L, [fE#R (Resolve) | %27 U w7 LTHEBEZITLIT NARERXy NT—T R > —%ff
L. ZBRIZHEN 2T UL [#EE8 (Confirm) 1% 7 U w27 LEJ, Security Cloud Control (%, JER L
ATV MIESHMATREL, EEZHIRLET,

cVAMIHDLZAT V=7 FEEHRT LG5I, B (gnore) 127V v 7 LET, A7 V=7 Ml
9% &, Security Cloud Control ZE AT 2EMEAT V=7 DU A M rLHIBRSIET,

ATVl FEREFT D b0, EHEAT Y =7 b ORMEE T Security Cloud Control (Z#7~x L TIEL <
TeWGAIE, [TRTESR (gnore All) 122U v 7 LET,

ATV Tl BEAT V=7 FOBBENFRLIED, (TolcEBE2LSTSTRTOT NS AORELEED T L E2—&
JEBADN, L T BEBOER 2 — TR L 7,

RKERATO U FOREDER

FKERA TP =7 T, T AERRICFET D00, BOFT V=7 b, T/ ERY
k. NAT b— il ko CEREnNTWirnWAd 7o =27 N TY,

BEEIER -
e TFNRA ALY —ERZADY X FDOT Y ZAFR—F (103 2—)

« Security Cloud Control ~D7 /314 A —fEEHEGE (108 ~<—2)

KERAA TV FOREEDRER

FIE

AT TN EMORAL T, [A7P=27 b (Objects) 1227 Vw7 LT, A7 ara@RLET,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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sEAtr 7oz ro—Eak

RTFVT2 KT, AT V= v a4 TV T4 H LT, REAA T V27 bORMEEZROTET,

ATY T3 1 2ULORBERAOF TV = s FERIRLET,

ATV T4 UTFOFTvarBidbET,
s BET 4 R THIER (Remove) |8% 27 U > 27 LT, REHDA T V=2 k% Security Cloud Control
MHHIBRLET,

o [ (ssues) 1731 > T, [ (gnore) 127 Vw7 LET, A7 V= bEEHFATS L, Security
Cloud Control [ZREHDA TV =7 FOFERIZZDAT V=7 FEFR LR R £7,

ATY TS REHOA TV 27 FEHIBRLEBEEIE. T2 8 25T TR TCDOT A, ZADRELED T L E2—
IR (153 X—) 2, AL T O EBOEE A —EICEBELE T,

GE)
RKEAOA T V=7 NORMEEZ —FETHILT A2, (707 NOMEE —EIZ#RT5] 221
TLIEEW,

KERAIT O FO—FHIR

FIE

ATV O A T (7Y =2 b (Objects) |#27 U w7 LT, A7 v arz@RLET,
AT T2 RIZ, ATV b aeAd T V=7 740 Z LT, REMAAT7 V=7 hOREE RS ET,
ATY T3 BT HDRMEMNOAT =7 FERBIRLET,

e NRN=T EDOTRCOAT V=l EBRT DL, ATV b T TN~y XTI H DT = v
TRy I A% ) w7 LET,

ATV NT =T NTREHDOA TV =7 N EEBNCER L E T,

ATy T4 FRD[T7 7 a (Actions) ]-3A > C[HIFE (Remove) |® %2 U >~ LC, Security Cloud Control Tji%
WUTEREHOA TV =7 2T XTHIRLET, 9EOAT V=7 M EFRIFICHIFRTE £77,

ATy TE [OK]Z27 Uy 7 LT, REAOFT TV =7 bEEIRT 52 L 2B LET,

ATFYT6 TNOHOEEOREMICIE, DED2 50 HERHY 7,
ATHOTERTELTSITRTCOT A, ZAORELED T L E2— LR, FEL THhOEEOET %
—EICEA L £,
[ R RYIR=TVERE, EROPBEZT-T A, A/ ELET, BEOEELZTH T
TOTF N ZEER L, [P (Management) |51 o T[T TER (DeployAll) 2% 2 U~ 27 L¥E
I, BERL, WU T Vv a v EFRITLET,

Cisco Security Cloud Control Z{#f L = 10S 7/3414 XD EIE .
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B rzero0:0 romEsrRs s

BTV FOREZRERT S

x

AX T b B INCONSISTENT @3 Resalve | Ignore L [ ) Ouj:@i‘—‘/\/]’
WD, BRNEFE CTEMEZT R D247 Y27 N TT, 2—F =Rk F T, [F

L%m&ﬁ@@ﬁ7/m7%%W&#é_&#%@iﬁo_M%®ﬁ7/:7h@mmﬁﬁ@

Rt
bE N

5]

A
o [#E47 (Ignore) ] : Security Cloud Control (X, A7 Y= 7 MNMUOAREELZEHEL, T 5D

WO THHAINZ R DEIZR Y . REERAETET,

ABEFT V=7 FOMEE —FETHRT 21203, 47V =7 FORBEE — IRk
ZZRLTIZEN,

BATV =7 MIHLTROZ EEZFTTEET,

R LET, 2037 V=7 Md, AREREDT IV RTINS £,

« [*— (Merge) ] : Security Cloud Control i%, BIRINTNET_XTCHOLT V=7 FEF

Dz 1 >OF TV =7 NI A—FITHEELET,

s [ARTOZT (Rename) ] : Security Cloud Control T, R¥EEGAF TV =7 D 1 DDO4HI%

EEL, FrTLWARTE TS EnTx$d,

AR Y NU— ATV ROF—/"—F A R~DZH (Convert Shared Network Objects

to Overrides) ] : Security Cloud Control T, RGO HLILEAT V=7 b (F—1—F
A ROFEIZ)P DT | A—N"—F A4 ROHLIH—DIEF 7V 7 MIFEETEE
To REEFT V7 NORL—MNRT 740 MER, SILIEHREINDI ATV =7 b
DT 7NV RELTHREINET,

GE)

HTEOT 7 4V MEPERE D HHEIT. TOILO—2ONT 7%
JVRELTRBIRENET, BODOT 74V ML F—R"—F A K
X, FOF T2V bOA—NR—F 4 RELTRESNET,

c[HEHERY NU—T T —T DB ~DZEHL (Convert Shared Network Group to Additional

Values) ] : Security Cloud Control T, REGDOHLILHE Ry VT —2 T —T% BIIO
BEOHLIHE—DHERY NT =T TN —TITHEGTEET, ZTOBREORREL, [EHE
NORBEEFR Yy NT—0 70—, RUEZFODRE S 1 2OEF TV =7 FR
VHETHH] LI bDOTYE, ZOREI KT 5T XTOT 740 MERT 7 4 /1 Mé
(2720, BODOAT V=2 ME, FILIERSND Ry FT—27 Z V=T OEMOEE L
THYVYTHNET,

lel ZE, AEEOHDL2O0ER Y NI TN—TRbHDHELET, 1 DHOIR Y
NU—2 7 /—7" [shared network group| 1. [lobject 1) (192.0.2.x) & Tlobject 2]
(192.0.2.y) TSN TET, E/-, BIOME lobject 3] (192.02.a) HEZEN T
F9, 22HDOFR Y U —2 7 /L—7" Tshared network group) 1. [object 1] (192.0.2.x)
LABMOME Tobject 4] (192.02.b) THEEINET, ARy NT—7 T —TZBMND
EICESS 2 & FLIBR S D 7 L—7 Tshared network groupl (21, 7 7 4 /L ME
& LT lobject 1) (192.02x) & Tobject 2] (192.02.y) & FEh., BIOEE LT
lobject 3] (192.0.2.a) & Tlobject 4] (192.02b) BEENET,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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FIE

ATy T

ATy T2
ATvT3

ATy T4

ATy TH

FEaAIvry romEEREATS |

A

G HLWRy hU—I 4TV FEAERT S L. Security Cloud
Control 1X, Z D% CARIOMFDOIAG XY NV —0 ATV =
J hDF—=R"—=F 4 F& LTHBMIZED Y TET, Zaud,
B LT 3o 273 Security Cloud Control (24 > R — KRS 554
WCHYTIEEY E9,

HERID 2T, ROFEDWHIZ SN TV LG AEITORIELET,
1L LRy hUV—=20FT7 V=7 RRTAA ZZED B TONDILERH D 7,

2. T NIE FUCARTE 2 A TOIEAT V=7 MBS 1 DLETHFET 20BN H Y £
ﬁ—o

3. EEFEAT V= MUK, TTIA—AA=T A FREFENTVDIRERDH Y 7,

REEAT7 V=7 POREEZMRT 21213, ROFMEZFATLET,

24l @ Security Cloud Control B4 —3 5 U X—T, [A7 Y =7 bk (Objects) [#27 Vw7 LT, 7=
CEIEIRLET,

W, T2 baeA T2l v 74NV F LT, REAEF TV =7 FORBELE RO £,

FEEFT V2 NEBRIRLET, A7V NOFEMARNMIC, 4T D547 V=7 O ERT [
4 (INCONSISTENT) ] 7 4 —/V RRFERENET,

L)

[fi#k (Resolve) 1% 27 U v 27 LE7, Security Cloud Control |Z, REAAT U/ M TE 5 L1
FrRLET,

UTFTOATvarnNdbh 1,
s [TRTES (gnore All) ]:

1. #RENHZAT V27 bEHEL, WTFROA TV 27 FTEEE (gnore) 1227 Y v 7 LE
T, L, TRTOAT V=7 bR TH2DIC, [TXTHESR (Ignore All) 127V 27 L
iﬁ—o

2. [OK]%27 VU v/ LCHRLET,

[ATTxH bEIT—ILTHER (Resolve by merging objects) ] :
1. X504 T Yzl haE<w—Y L TR (Resolve by Merging X Objects) | %27 U v 27 LET,
2. [#ER (Confirm) 1% 27 Vv 7 LET,

* [BATDZEE (Rename) ] :

Cisco Security Cloud Control Z{#f L = 10S 7/3414 XD EIE .
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1. [4RTOZHE (Rename) |47 Vv 7 LET,

2. 4T HAXY NI R =BT A, A~OEREZRMF L, [#ER (Confirm) (%27 U v 7
LEY,

o [A—=N—F A4 FADZEH (Convertto Overrides) | (FEEDHLIEEFAF TPV FDBE) : itF
FT el NeA— =T 4 REWRT D56, B SRV, [READSH HME (Inconsistent
Values) | 7 4 —/V RDOT 7 4 )V MEOHNBERSIET,

1. [A——TF A R~DZ# (Convertto Overrides) | %27 V7 LET, TRXTORELESFT V=V
NI, A—N"—=F 4 RO -G A T V=7 MIEBRINET,

2. [#i8 (Confirm) 127 Vw2 LET, AL T V=2 bOfFHESE (EditSharedObject) 1% 7 VU v 7
THE, BILLKERENT-AT Vo7 bOFEMNFREINE T, EREKRAE T & RKAIZMERH
LT, T7A4N A== FOMTHEEBETHZ LN TEET,

« CEMDE~DZEHE: (Convert to Additional Values) | (FBEDHZD Y bT—9 5 IL—TDI5HE)

1. [EMOfE~DZH (Convertto Additional Values) (%7 U v 27 LET, TXTOREELT V=V
M, BIOEZFFOR—OEFAT V7 MIERINET,

2. ZUTLHRY NT—I R —BROT A A~ODEREZRAEL, [ (Confirm) |27V v
L/i‘g‘o

ATYT6 REGEMR LIS, ToERELT ST RTOT N, ADRELELEDOT L E 2 — L RN, FHL T
MOBROEF 2 — IR LET,

7019 bOMBEE—EIZBRRT S

REMA TP =7 FORBEOIRI, EEAT Y =7 SORBEORR, FEEF TV =7 N/
JAZ RIS 5 2022—) OMBEOHH ATV =7 iRt 5 HED 121, Fns 2
WD LTT, A7 V=7 MIBEOMERS HHETH, BEOAT7 V=7 FERIRLT
BRCXET, 2Lz ATV MI—EERRL, ELICREAOYLA, —EICERT
XHMEY A 71X 1 2T,

|

BE HBTATV VT MRROMEY A FIZEEM T ONTGAE S, FITLEERT 7 v a i, £
ORFCRIN U= OARRELET, 2, BEEL QW EZ0IcA 7 Vo7 MR
L. B TEDOA T2l "BREBEEE L T~—I EINZGE. FOF T2 "o EELT
VxJ FELTERLTH, AEEOA TV e LTEREINIDITTIIH Y FH A,

iz —fECEHET 21T, BLFOFIRICHE> TIE &V,
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71 zoggke ]

ATV oA T (7Y =2 b (Objects) |#27 w7 LT, A7 v a v a@RLET,
ATV T2 REFERVIALTZOIC, A7 V=7 NOMBEEAFT V=7 b7 4 V2 TEET,

ARTVT3 A7V T —TNT, BT LA T V=7 T XTERLET, WA TR, M@y 728
AT = FRTN—TENET,

Issues

th Duplicate
| Inconsistent

Unused

ATy 4 [ (Ignore) 127V v LT, MEEZXATZLICEELET, FMEE XA 7 2L ICERT LMEN

HYET,

ATFYTE [OK]Z27 Vv 7 LT, ZRoDF TV =7 MEERT L2 L 2MELET,

TN A DEHRIRRE

Security Cloud Control 77> MIA VR — RENT2T A ADHERHEREEZ R RTEET, 2D
ME Y Z7iE, SESERERREBEZIMET 2DICRILET, [ X2 b U= 0 [HEfi]
TN TA ZADERIREN R R SNE T,

TNA ADERIREENR [ T A ) OFE. T8 AOEWDBA 278> TV, Security
Cloud Control IZ##ft SILTWAH Z LA BH L E T, LLFORICFHEH STV D ZDMoIREE
X, B, SESERETT A RCWEPBEAE LTS EICRY T, ZOoREF, 208D
REEDNBIEIET 5 HiEE R L TWET, #EEORK & 72> T2 MBI S 2 WTRENE
N £4, AR~ S &, Security Cloud Control 1%, P44 EITd HRNC, T Ih
HOREEZ T TR 5 X ) ITkdDET,

TN A DERTIKRE EZonBHRE fRARE

4274 (Online) T ZADBEFRNB A>T |NA
C. Security Cloud Control {Z#%
e TWET,

F7IA4 v THA ZADERPTINTND | TR ABRT T T A ing D
M Ry NT—TERN KD | DhEHERLET,
NTHET,

Insufficient licenses FNRA RSB RTA B A | TA BV ARED KT T )L
DY EE A, Ya—h (206 X—)

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .
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TN 2R DIERTIKAE

EABNBDRE

g

X

T VLT Uy VINERTH D

Security Cloud Control 237 /3A
ANt T BT OITEHT 5
D=4 L RAT — RD#
HEDEBIELL BV 8
o

e iew VA AERO T T
N a—F 47 (207 _—
)

FR—T 4 T

FRA ADKFR—F 4 T
DBMR SN E LA, 2T L
TWEHA,

FA ADEREE TR L, T
S ADRRERETE T ST
rEw,

New Certificate Detected

ZDF A ZADEHEBE N H

BrHGEHFEOMED -7 7

SEhFELZ, TAANRHEE |[Ya—bh (207 32—
BAGEHELZFEH L VDY
By THUTT A ADERE
BHEA LD E LT

REMED DV £9,

I R—=F 4 T T—D k
TNy a—h 2173—)

FoAR—T 4T T — Security Cloud Control 734>
KT 4 v TRECT A 2 &
Dt > TR REENR H Y

£75

T4V RALRRBD ST a—F
TINA ADFFRAT —H AN [TA B ABARE L TWET (Insufficient License) | & FR S 4L
L5EE. LTOFIEEZIATLET,
T NRAANTA R AZREGETHETCLELLFFHLET, %, Cisco Smart Software
Manager 2387 LT A 2 2 A% T3, AT 2 IERER A 0000 F97,

o TR ADAT — X ANEDL B IRWEATE, Security Cloud Control 2254 A 7 w7 K LT
MNOEEY A A 9% Z & T Security Cloud Control R—4% /L ZFH LT, 74 L A
P N— L F NS AL DOBDOF Y F U — 7 BIEOTFEAZMRLET,

cR—FNEFEHLTHT A ADAT —Z ANEESNBZWEGEIT, ROFIEEEITLE
R

FIE

AT 71 Cisco Smart Software Manager 2> 58 LW b—27 VU &24AK L, ab—LET, MoV Tid, A~—F7
AU ADERIZETIET A2 TELESN,
AFYvT2 EON_RAL L THEFAYTFATFNAREZ7 Y v 7 LET,

ATYT3 [THA R X T %7 w7 LET,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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| F390va—F40%
myrnsq R0t I a—5425 |

ATV T8 @YRTNAAZATDET o) w7 L, AT—HAN[TA B ADBRELTHET (Insufficient
License) | DT A A% IR L £,

ATV TS [T/ ZADFEM (Device Details) ]34 > T, [7A4 BV ARARRELTWET (Insufficient License) ] 125
IREND[T7A B ADER (ManageLicenses) (%27 Vw7 LET, [T7A B ADOEH (Manage Licenses) |
U4 RUBRERINET,

AT9T6 [777 471t (Activate) 17 4 —/L KT, HLW b—27 &0 1T T[T /31 AD% Gk (Register Device) ]
7V 7 LET,

=27 VINT XA AT WHEND &, BEERIREN [4 T4 > (Online) 112DV 97,

|HEOTA ERO S TN a—T 4209
SRR A AT K BT A R DY IR 5171, ko FIEE AT L £

FIE

RT9T1 EOSRAL o TEFIVTATNARE7 Vv 7 LET,

ATV T2 [TRAREZ TR 7V w7 LET,

ARTY T3 WYRTNAAFATDOET o) v L, AT —H AN [Ehipa 7 A 2 E#H (Invalid Credentials) ] ®
TNA AR L E T,

ATV T4 [T3A ZAOFEM (Device Details) ] <A > T, [M&h72 1 74 E#H (Invalid Credentials) ] IZR/RS5
[FF#%#%i (Reconnect) | %7 U w2~ L%, Security Cloud Control (X, 7 /31 A & O 2~ E T,

RAT9TE TALADF L2 —HF =4 L RXRAT— ROANERD L6,

AT w76 [#:4T (Continue) %2V v LET,

ATV T THRAABREF L TA N2 HRTEXLREE 25726, [FALS (Close) 1227V 27 LET,

AT 78 Security Cloud Control 237 /34 A~DEEGIZIAS> T2 Toa A UEFREFEH L L S & Lizizd, T34
A ~DHEHGIT Security Cloud Control 2345 22— —4 &L XA T — FOMAGDOER, 7314 A L TH
BARINIZARERH Y £3, T AT [F T340 TTR, BEAT—F AL [HEPR S E
L7z (Conflict Detected) ] TH 2D Z &0 £7, FERROBA O (Resolve Configuration Conflicts) ]
ZfEMH LT, Security Cloud Control & 7 /A A DORERL D 72T 2 R L TR L 77, s EDBLA Ok

(164 ~—2)

FRIBAZEDMBED LS TNV a— b+
Security Cloud Control 03 BAE O (%

Security Cloud Control I%, 7 /3 AZHEHET 5 & ZTREAZEORIMETF = v 7 LET, B
AIIZIZ, Security Cloud Control [ZR D = & #HRK L £ 7,
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1. TRAATTLS N—V a3 LOUKEHEHALTW5,

2. TAA AR VIR SN ATHESAHIRNTH Y, HHHANBEO AR THD (72
bh, TTTADTR->TBY . BRICAMELEND LA Va—bEanTHRY)

3. FEAFEE. SHA-256 sFAETH H Z &, SHA-1 FEHEIFIZ T AN OGN EE A,

4. WMOWTNDDBELETDH &,

c TS XTACEAENF LML, ZOHFTR SN A —F IV EHS
NIZRFOEHELF L TH D,

« TNA A, BHETE AR (CA) BBEA LT-EREAMEAL, Bzl —7
SEEHENSEIE CAIZY v 7 LTWAIEHEF = — 2R LTV 5,

N, 77 UY EiX 72 % Security Cloud Control M FERE O H 51k T7,

« HOBAGEHAEOE S Security Cloud Control 1X, T /35 ADA LV R—F 4 7 £7-13H
BEilsic, RAA AT = 7 2 LT, Kb VIZ, ZOFEHENKR L —V—IC
Lo TRHEEINGEHELERIC T HZ 2Ty 7 LET,

» Security Cloud Control (%, E7ZHNHE CA ZH R — F L TWEHA, BRI TIE, NE CA
WCE o TELASNTREHEE T = v 7 T2 HEEH THA,

ASA THA ADFERAET = v V% TNAA AT LIZENIT L LN TEET, ASAD
AEBAE % Security Cloud Control 2MEFH T X 72 WA, 20T 3, ADFEHET = v 7 &2k
T AT arBnbET, 7L AOFRAET = v 7 Oz RATHIKARE L
TTNARAEFVAR—RTERWEEIX, T RACEALTHEELEZIP Y FLABIW
A= FPIEL ROWDEEFRE TIZRWATRBERH Y 7, iEHEF = v 727 m— 3L
NS5 ik, £ R— &N TV AIEAELZE ST A, ZADHEHEF = v 7 %
N2 EITH Y FH A, FEASA T AL AOFEHETF = v 7 2T 5 HEILH
D EH A,

TR, ADFEHEF = v 7 28N L TH, Security Cloud Control 1%, Bl & ##& TLS & f#
MUTT A R LE T, B ORI S DFEE A MRGEL £ A, OF
V. Ny T HPEBERER I A B CE AN, T T 4 T HPRBER L, B
AIEBE % Security Cloud Control IZ#2(9 % Z L IT Xk - T, #a i T 2 aEndH v £
R

SIAEDRIBEDHEE

W OO EH T Security Cloud Control 237 /34 A& A VR — RTERWEERH Y £7, Ul
\Z [Security Cloud Control I%, #&RSN7ZfEAZEZEH L TF 31 X icEfcE £8A (CDO
cannot connect to the device using the certificate presented) | &9 A v —UREREINDHHE
X, FEAEICHER S Y 9. ZOX v —UR ULICFERSNRWGAIE, BE O™
B (T ACBRETE RV E2I3ZOMOK Y T —27 =5 — (TR LT 2 ATHEME DS <
Y ET,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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Security Cloud Control 2357 D REIE 2 #5459 2 BRH 2 HIlr 4 2 121X, SDC A A b, F£721XH
BT N ZNZEETEDHBIDOARART, openssl 2~ KT A Y — Va2 LET, kOa~
YREMEHALT, 7L AL o TRARSINICGEENEZ R T 7 7 A VEAER L E T,

openssl s client -showcerts -connect <host>:<port> &> <filename>.txt

DA<y RTIE, ®MEEE Y v a VBB SN ATED, BZRIZ Cul+C F—E2 LT T
THULERHD FT,

ROE SN EG 7 7 A VPMERSIVET,

depth=2 C = US, O = GeoTrust Inc., CN = GeoTrust Global CA

verify return:1

depth=1 C = US, O = Google Inc, CN = Google Internet Authority G2

verify return:1

depth=0 C = US, ST = California, L = Mountain View, O = Google Inc, CN = *.google.com
verify return:1 CONNECTED(00000003)

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITIHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHuUlpJgA59gdba0/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAGIDA]gSMAOGCSqGSIb3DQERBCWUAMEIXCZAJBGNVBAYTALVT
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHuUlpJgA59gdba0/BE

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCzAJBgNVBAYTALVT
....lots of base64...
b8ravHNjkOR/ez41yz0H7V84dJzjA1BOoa+Y7mHyhD8S

Server certificate

subject=/C=US/ST=California/L=Mountain View/0=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

No client certificate CA names sent

Peer signing digest: SHAS512

Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 4575 bytes and written 434 bytes
New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSvl.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 48F046F3360225D51BE3362B50CE4FESDB6D6B80B871C2A6DD5461850C4CFEF5AB
Session-ID-ctx:
Master-Key:

Cisco Security Cloud Control Z{#f L = 10S 7/3414 XD EIE .
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9A9CCBAA4F5A25BI5C37EF7C6870F8C5DD3755A9A7B4CCE4535190B793DEFF53F94203AB0A62FIF70B9099FBFEBABIB6G

Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[.
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..AGf>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 £fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3(
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f £2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.
0070 - 23 35 6d £7 7d 85 39 1lc-ad cd 49 fl1 fd dd 15 de #5m.}.9...I.....
0080 - £6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ..."E.|.k.x.I..E

0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$.E.A....J.6.cC
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)

ZOHIITIE, OIS, R R —2 (verify return) O— FAVRENTW D% DITICER
LTLEE, GEHEICET 2MENFIET 256, 20 #—ra— REErlbcizb
TT—DOMANERINET,

COFAEIS—aI—FDOJRMZERHALT, —BRHGIS—ELZDEBEAREZREIELTSE
LY,

0X509_V_OK : #AERRII L £ L7z,

2X509 V_ERR_UNABLE TO GET ISSUER _CERT : {E#H C& 72V \iEHEDO I THFEHEN A
OMY EFHATLT,

3 X509 V_ERR_UNABLE TO GET CRL : ZEHi#E®D CRL R RL5730 £HATLI,

4X509 V_ERR_UNABLE TO DECRYPT CERT SIGNATURE : iFHEDEL #1H 5 CT& 4
ATTLT, Thiud, EBEOBLMEN, MFFEE —B Lo Tldkl, HlTEholzZ &
EEWLET, ZHUE, RSA F—IZOoWTOAEKREZHLET,

5X509 V_ERR_UNABLE TO DECRYPT CRL SIGNATURE : CRL DE4 #H 5T EHAT
Lz, Zaud, EBEOBAMEN, WL —H L2 oTiER, HRlTERro7cZ L2 R
BRLET, R,

6 X509 V_ERR_UNABLE_TO_ DECODE_ISSUER PUBLIC KEY : ZEH# SubjectPublicKeyInfo
DABF — %A EFATL,

7X509 V_ERR_CERT SIGNATURE FAILURE : iEPHEOE4 N TY,
8 X509 V_ERR_CRL_SIGNATURE FAILURE : iEMHED B4 N T,

9 X509_V_ERR_CERT NOT_YET VALID : GEFENEIZHETIEH Y £E A (notBefore ? H
MPRBHERZ LV #%TT) . MOV TR, Zo%o HERY #—ra—F 9 GEHFER
ELEAMTIEHY £HA) | 2L TIEEN,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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10X509 V_ERR_CERT HAS EXPIRED : iEED A ZIHIREA I TV E T (notAfter D H {173
BUERFZI LV ATTY) o, FEMICOVWTIEL, Z0%D THRY #—ra—F 10 GEHEFEOAFL)
HIRAEINTWET) J 2R TSN,

11 X509 V_ERR_CRL NOT YET VALID : CRL N E7ZHTIiEdH Y £H A,
12 X509 V_ERR_CRL HAS EXPIRED : CRL OA AR TN TV E T,

13 X509 V_ERR_ERROR_IN_CERT NOT BEFORE_FIELD : B ® notBefore 7 1 —/L KIZ
BN Z N EENTWVET,

14X509 V_ERR_ERROR_IN CERT NOT AFTER FIELD : FEBHZE D notAfter 7 « —/L R {2 L)
RBEHINE ENTOET,

15 X509 V_ERR_ERROR_IN CRL _LAST UPDATE FIELD : CRL ® lastUpdate 7 4 —/b |24
NIREEA NG E N TVET,

16 X509 V_ERR_ERROR IN CRL NEXT UPDATE FIELD : CRL ® nextUpdate 7 -f — /L F|Z4E
NI REZINE ENTHET,

17 X509 V_ERR OUT OF MEM : AEV AZFV Y TEH L L T=T—0RELELLE, Zi
WL TRAE L2 WIEToORE T,

18 X509 V_ERR DEPTH_ZERO SELF SIGNED CERT : JE XN 7-fEAEIH OBEABEATH
D, EEHTEZ2MHED Y X MFE CFEHENL21Y £H A,

19 X509 V_ERR_SELF SIGNED CERT IN CHAIN : {G#{CX 72\ GEE A H L CRElE
Fx—EHEETXELEN, =R =BV TROPD EHEATLE,

20X509 V_ERR UNABLE TO GET ISSUER CERT LOCALLY : B—Hh /LTl 7T v 7 &k
TREZEORITEREEN RS FHATLE, Ziuk, @, BETE2iHEOY A L
MEETITRNWZ EE2ERLET,

21 X509 V_ERR_UNABLE TO VERIFY LEAF SIGNATURE : F = — U IZFEAEN 1 D LE
EFNTELT., TR HOEBRAEATRWZD, BAZRIETE EHATLE, FHIZONT
X, 2% THERY #—ra—F 21 (RPIOEAFLZHAETE EEA) | 2ZRLTE
EV, FEHIZOWTIX, 2% THERY ¥ —ra— K 21 (RPIOFEHELREETE 4
A) ) EBRLTLIEIN,

22 X509 V_ERR_CERT CHAIN TOO LONG : if1ETF = —r ORI N, HE I NI RKIEE
EHEZCOET, KEH,

23 X509 V_ERR_CERT REVOKED : GEHIENR KL T ET,

24X509_V_ERR_INVALID CA : CAGEHENERTT, CA TIERW, £ OILRMEES, 72
fLENTHE—H L TWEEA,

25X509 V_ERR PATH LENGTH EXCEEDED : basicConstraints ¢ pathlength /X7 A — ¥ %t %
TWET,

26 X509 V_ERR_INVALID PURPOSE : fEfit S 7-GEEL, EESN - HMICHEH T R
Aos

27 X509 V_ERR_CERT UNTRUSTED : /b— ks CA 23, fEESNT-HMICEHL TEHTE S
DELTY—Z7 SN TWVEREA,
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28 X509 V_ERR_CERT REJECTED : /b— k CA W, RESNT-HWZERTH LY Ic~—7
SHTWVWET,

29 X509 V_ERR _SUBJECT ISSUER MISMATCH : {:4 MREBIEDFEFEDIRITH 4 & —F L 72
W2, BIEOBEARITETEHENES SHUvE Lz, -issuer_checks 47 Y 3 VU MR E ST
DAL DIRERENET,

30 X509_V_ERR_AKID_SKID MISMATCH : {:44 % —@#l 2 ME(E L. BUEDGEN & OFEFESR
X —ilkpl 7 & —B Lo o), BUEDOEMFITEREIENES SivE L7z, -issuer_checks 47
VaUPHREINTVDIHEHRICOARRRINET,

31X509 V_ERR AKID ISSUER SERIAL MISMATCH : %17&4 & v U 7 AEFENFEL, Bl
TEDFERFOEFERF —iil 1 & —B L\, BUEOFEMBITEEHE M ETSNEL
72, -issuer_checks 7' a VIR E SN TV AL EICOATRRINET,

32 X509 V_ERR KEYUSAGE NO CERTSIGN : keyUsage $LiEREIRSFEII ED B4 27 7] L T
WiRWeh | BUEDBRRITEIEAEN M EE SN E LT,

50 X509 V_ERR_APPLICATION VERIFICATION : 77U r—> 3 VEBFEOT T —T3, £l
}EHO

[New Certificate Detected| * v t—

HOBLEAELFOT A AT v 7 7L — LT, Ty 77— K7 A%ICH LWGE
B S L7235 A . Security Cloud Control T, [%E (Configuration) | A7 —# & & [t

(Connectivity) | A7 —Z ZADfi5F & LT, B LWIEHER M S E L7z (New Certificate
Detected) | & W) A v E—URNERINDZENHV ET, ZTOT /A A% 5| XX Security
Cloud Control 7> BT 2121, Z ORI A FE) CHERZ L TIRIR T 2 4823 H YV £, FERE
DRI SN T, T3 ZADORENEF I/ o7ob, ZOT N, AZEHRTEET,

\)

6=

BEDE BT /3 A A % Security Cloud Control (Z [F]FE|ZSecurity Cloud Control ~~D 7 734 A
—fE WL 5 & Security Cloud Control 1%, 7 /31 A EO# LW GEE 2 B EIYICHEGE L C
ZFAN, END EOFEEREERITLET,

B LWEEAFZ R 21203, ROFIEEZEH L £,

1.

2.

FERAONA o TEFaAVTATNRAR 27U w7 LET,

TANEEHER LT, BAT — X AETITHEAT — X AN [FH LWGEAES R S
F L7= (New Certificate Detected) | THDHT /NA AZ KR L, LB/ T A A% LE
—g—o

BEY 4 RO T, [EAEDOHERE (Review Certificate) 1% 27 J v 27 L'EJ, Security Cloud
Control T, #EROTZOICFEHFEA X Vv —RL, HILWVGEHEEZZITANLDL Z BT
TET,

[7 /34 A (DeviceSync) 17 1 > K7 TUEE (Accept) 1% 7 U v 7 F D0 [7/34
A~OFEEEHE (Reconnecting to Device) |V 1 > K7 T [#EfT (Continue) %7V v 27 L&
7

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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Security Cloud Control (%, 7 /3 ZAZFH LWHCEAGEHE L BEMICEMLET, HE
WX T, RSN T A RERRT LDV ETFECHEHFTHI2LERDH Y E
ﬁ—o

AREIS—a—F
ByR—2a—F :0 (OK) (f=f=L. SecurityCloudControl (XFIBAE TS —%RLET)

Security Cloud Control %, FEHIEFHZ A9 % &, Thttps:/<device_ip>:<port>] ~0 GET =1—/L
BEFEATTHILIZLY, T3 AOURL~OEEi AR A E T, ZDHERE L7254, Security
Cloud Control |FFEFAE T T —%2FKRm L E T, iEAENALTH S (openssl 202F Y OK %K
LET) Zeddbholzlé, Bl Lo L LTWHAR— R THOF—EARY v 2 LT
LAREMENRH Y T, ZOHE. ROa~vry REATEET,

curl -k -u <username>:<password>
https://<device_ id>:<device_port>/admin/exec/show%20version

THICED, DL T, ASA LFEEITEE L TWANE I 0EHERT A2 L3 TX, HTTPS
P R—NASA DIELWAKR—FTEIHEL TCWAENE I METF =752 TEET,

# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00019098 LISTEN 192.168.1.5:443 0.0.0.0:~*
SSL 00029e18 LISTEN 192.168.2.5:443 0.0.0.0:~*
TCP 00032208 LISTEN 192.168.1.5:22 0.0.0.0:~*

RS —ra— K9 GIAEAFLEEMTEHY FEA)

o7 =L, BESNTFEHEORITANERO A TH L7720, 7 74T IR ENEH
NebDE L THORNZ EEZE®RLET, UL, iEAZEORTERRERNIRIK TH 25 e
HERHY ET, /o, BOBAEHZEOL AL, IEHEAMEEO T /A 2 ORFZ DI HEIE > TV
722 ENRERTH D AREMERH D 57,

= Z— |21, EFFHE® notBefore D ARG ENTITHRH Y £4°,

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet wvalid
notBefore=Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=Oct 21 19:43:15 2016 GMT

ZOxT—=nb, GEHENNOAN R L EHRITE £,
(23]

FEFAE D notBefore ® HAHIMMED BHAF TH D MLE N H Y F9°, notBefore D HF % LW F UV H
U CREEFEABRITCEE9, ZOMEIL, 7747 > MERITRITT A 2AD0T i
TIZINIE LS BE SN T ARWEEICHBAET A RREERH Y 7,

)2 —2ra—F 10 GEAZSOEMHARNMINTHEY)

Cisco Security Cloud Control Z{#f L = 10S 7/3414 XD EIE .
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oI —iF, #ESINTAEREODRS EL1O0HBEAUIN THDE ZEEZERLET, =
Z—IZiX. FFBAE® notBefore D BN E £N7-1T03H D £97,

error 10 at 0 depth lookup:certificate has expired
ZOAMWIRIE, GEHEOARICEENTWET,
(234

RERAENAR Y IZHIREIN D% A . ME—DEEFIEIL, BOMEREZIGT 5 Z & T7, iEE
DOHNRIFERD B TH B DT, openssl SHIRGINTH D & EiET25A1L, 2 Ba—
ZOAMERLAETF =y 7 LTSN, 728 20E, FEIED 2020 SR/ 5 X9
CHRESHTVDDIZ, I Ea—FORMD 2021 FIZR>THLHHE, £DarBa—H
ITREBEZ WIREI & L TRV ET,

RS —ra—F 21 (RYDAAEZTERIAETEEEA)

ZOTT =X, AFHEF = ICBERS DL L. TS AL o TR ENTZFEHER R
FCTE D2 &openssl MRFECE RN EE2/RLTWET, 22T, LiloflofEHET = —
VEPRART, GEAET =B EDO LI ITHEEET A O E R THEEL X D,

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJdgA59gdba0/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwWIBAGIDA)gSMAOGCSGGSIb3DQEBCWUAMEIxXCZAJBgNVBAYTALVT
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJdgA59gdba0/BE

2 s5:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/0OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAGIDErvmMAOGCSgGSIb3DQEBBQUAMEAxCzAJBGNVBAYTALIVT
....lots of base64...
b8ravHNjkOR/ez4iyz0H7V84dJzjA1BOoa+Y7mHyhD8S

AEAETF == &id, ==L o THRRSNDAERAFEDO Y A FTT, ZDU X ME, ¥—
N—HEOFEHRENLIHE D . £ OV — —OFEAEZFRGER O i LA OFEREITH O
5. BFERINC LY B oPREEHENS ENET, FREAFIIL. 204 (s THED
1) LxoRTHE (i) THEDLT) OUAMPNRESNTHNET,

0%, FEREIC L TPl SN2 T 4T 4 T, ZHIZiE, g rnagEncksy., 5
B o TTUIFEHEORI TR v T 4 T o OBLA b EENE T,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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BITHEIL, AEAEERIT LT 47 4T, ZHUZiE, k7 s — 1V REEENTEY,
LAl idhEA b EENE T,

P =%, BT D3GR X » THEERITINZEHEL > TV DA, fEHET = —
VICHOFERAEE S D DM ERH Y A, ROX D72 1 DOFEHENRFRINE T,

--- Certificate chain 0 s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*_ example.com
i:/C=US/O=Trusted Authority/CN=Trusted Authority

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJdgA59gdbaO/BE

ZOREHEZRMET D & openssl iE, *.example.com @ ExampleCo FIEFAE2Y, openssl ODFHAx
IAFMETA N TIAFET DEHETE DGR DOFEHEIC Lo TIELL BASINTND Z & &k
FELET, TOMAEDKRIZ, openssl I, T /34 AZIEF IHRE L E T,

2L, FEAEDY— =2, BETELCAICL - THEEBL SNZEHERH Y &
o RDVIT, BAIOFED X 52, H—"—DFFAEIZ 1 DL EOPREFEAEIC L » TEL S
NTEY, EMOFMEEAEN, FHTE5 CAILL > TEA SN REHEZRFLE T,
OpenSSL (X, &7 # /L FTlX, 2T HOHH CA 25T T, (I TE 5 CA TRb DR
FEET = — U RREIN TV AHEICOR, TNOLERIETEET,

HRIFRAERIC & » TEL SN EHE ROV — =0 G TE 5 CAITHEOMHT o7
RTOFEAE (TRCOPMGEAELETe) 24T 2 ENEFICEETT, Z0F=—
ERPRIE SN ZRNEEE L openssl D DHINTRD L 972 DI £97,

depth=0 OU = Example Unit, CN = example.com
verify error:num=20:unable to get local issuer certificate
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=27:certificate not trusted
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

Server certificate

subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent

Cisco Security Cloud Control Z{#f L = 10S 7/3414 XD EIE .
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INew Certificate Detected| * v t—

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB32414B
Session-ID-ctx:

Master-Key:
21BAF9D2E1525A5B935BF107DA3CAF691C1E499286CBEA987TF64AESF603AAF8E65999BD21B06B116FE9968FB7C62EFT7C

Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1476711760

Timeout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)

Z O, #%Nwﬁlo@ﬁﬁéwé%%&bfﬁw\%ﬁénkﬁ%%ﬁ%ﬁénk
— FERFER Tl < FERFERIIC Lo TEBL SN TWVWDH Z LA R L TWET, ZOHNIZ
W, FEtERRGET T — %méﬂfwiTo

g

ZOREIL. T3 AT K o TR SNTREAEORENHIE > TWDTZOICHELE T,
DM ZAETE L T Security Cloud Control £ 72 1XE DD T 1 7T LNT 84 A4 Tﬁﬁ
XHL 9T HME—DHFIEL, ELWVEAEF = — 27 A A2 — LT, Bl 5
I AT v MERRIEHET = — v 2frnT 562 & TT,

¢WCA%b7XBT4/b TEDDHITIE. ROWT D (CSR 25 ASA TERENZ02E D
M LCT) OV 7 HBICRREHE SN TWHDFIEICRES TLTEE N,

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc13

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc15

[New Certificate Detected] * vt—

HOBAGEAELFOT NS AT v 7 7L — LT, Ty 77— K7 A%ICH LWGE
FRENARR S =84, Security Cloud Control C, [#%7E (Configuration) | A7 —# A & [#ft

(Connectivity) | A7 —Z AL LT, HLWIEAES B E4LE L7z (New Certificate
Detected) | &9 A ‘)’!Z**f)ﬁ§$ﬁiéﬁ”bé ZERBHVET, ZOT A RE5| XX Security
Cloud Control 7 HEHT 521X, ZORMEEZ FEICHER L THRIRT A2 ERH Y £5, FElHE
BRI ST, 7A4x®h ENIERIZ/IeoT2b, ZOT A AEEHTEET,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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| F3o0va—F104
tok—F12515—-0r570va—+ ||

\)

GE)  Security Cloud Control ~D 7 /A A —FEFEEGHT L 0 | OB IR T /31 A % Security Cloud
Control |Z [RIFFIC FF#%#5i 95 & . Security Cloud Control X, 7 /34 A EO#H L\WOGEAE A B
IHER L T iT AL, Eh L OFER 25T LET,

B LWEEFE 2R3 2123, ROFIEZER L £,
FIE

RT9T1 EOSRAL o TEFIYVTATNARE7 Vv 7 LET,

RTFVT2 [THRARETHI Vw7 LET,

ATV T3 WURT A RZATDET %) v LET,

ATV T8 TANBEMALT, AT —F AEITREAT —F AN B LWVGEHERBRIH SV E L7z New
Certificate Detected) | THHT A AHRKR L, LBeT NA A2 RINLET,

AT TS BEY 0 RO T, FEHZOMEE (Review Certificate) 1% 2 V v 7 L £, Security Cloud Control TiZ,
RO DIZiEHEFEL XV or— L, FILWIEHELZITAND ZENTEET,

RT9T6 [T31 A (Device Sync) 17 1 > KU T KR (Accept) %7V v 7T D0, [T /354 A~D

(Reconnecting to Device) ] 7 o > K7 T [#¢1T (Continue) ] %27 U v 7 LET,

Security Cloud Control (%, 7 /3 A% FH LWHCEAGEHEL AEMICFRM L ET, HEIC
FoTE, RMIESNTZT NS AEFRRTHDICA—VEFERCEHTILERDH Y £7,

dToR—F 429 T5—D LTI a—F

TNRAADEVR—T 4 77—, SEIERMHTHRAET D AREERSH Y £7,
ROBEZ EITTEET,

FIE

AT TN EAONRAL o THEXFaAYTATNNAREZT Y v 7 LET,
ARTY T2 @YRTNAAZATDET o7 w7 L, TT=DEAELTNDLT AL ZAERIRLET, HAHICE-T
W, AR —ORBEANERINET, MAICHRH SN TWAIRERT 7 v a v EFTLET,

Ep

AT w73 Security Cloud Control 75T /3A AA VAKX U A&HIRL, TA ADAVR—F 4 7 HFHRITLET,

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .
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B sontzs—szomn

HMEBRHBRAT—2 ADRR

FIE

ATy

ATy T2
ATvT3
RATv74

ATy TH

ATvT6

Security Cloud Control ZfE 45 &, 74 774 A Z L IZHAE MM EZ A M £ 7213 ERL T
TET, oMt (61 =) BEMIR S TNT, SecurltyCloudCOntrol EEMAETICT
NA ADBREIZEENPMZ SN E. TN ADOBREAT — X AL [BEA W (Conflict
Detected) ] &R RIANFET,

[BEa i (Conflict Detected) | A7 — & A ZfifR3 5 121E, RO FNEIZHENE T,

FEr—a NN —TCEXaAYTFATNAREI Vv LET,

GE)
47" I A Firewall Management Center D3& 1%, [EH (Administration) ]>[Firewall Management Center]
Vw27 LT, [RIFW (NotSynced) ]IKAE 0) FMC EERL, AT 7 50bFITLET,

[7 /34 A (Devices) | #7 %7 Vv 7 LT, T4 A&EREDITET,
WY T NAAZA T DR TRV w7 LET,

BOERE L TWDET NS, ZAEZIRL, ARIOFEMRA > T [BiA O (Review Conflict) 1 %7 U > 7
LET,

[7 34 ZAD[EH (Device Sync) | X— T, MHERRINTWHMHEREZHIRL T, 2 OO EZE L
i—a_o

o [RBICERH S 2T /31 A% E  (Last Known Device Configuration) | &9 7LDz x )L
IZ. Security Cloud Control {ZfR1F 4L TWD T /A ARETT,

« [7 /34 A THeH (Found on Device) ] &5 7L DAFN KL E, ASA DFITaAL T 4 K2 b—
Va NRFESN TV DRETT,

WONWTINERIRL T, BiaEMikLET,
o [T ADE T Z AT (Accept Device changes) ] : i%iE & . Security Cloud Control [Z£RIF S AL T DR
B OEFNTF AL ZADFE[TaL T 4 X2l —a L TrEEXSHET,
GE)
Security Cloud Control (X2~ K T4 > A X —7 = A ALSITD Cisco 10S T /341 A~DEED fF#

Bz AR—F LT eWed, Bia &Rk T 2EED Cisco 10S 7 /31 ADME—DBPIEIT [L B 2 —7
L CT&# (Accept Without Review) ] T9,

s [TAA ADET AR (Reject Device Changes) ] : 7 73 ZZRIFEI TV HERE % Security Cloud
Control IZRTFEINTWARETLEEXLET,

GE)

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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PR EITAR SN TN TORELEIL, L n 7IEHRShET,

REEART—F ADER

ROFIZER LT, TREH OREAT —F ADT A ZEfRRLET,
FIE

ATYT1 FEF—va =T EFaYTATNAR %7 v LET,

GE)
47" I A Firewall Management Center D35& 1%, [EH (Administration) ]>[Firewall Management Center]
27V v 7 LT, [RFEH (NotSynced) JIKAED FMC Z3®INL, AT v 7/ S bITLET,

AT9 T2 [T314 A (Devices) |7 %27 V7 LTTNAAERDT DM, [T 7 L—1 (Templates) | ¥ 7 %7
Uo7 LTET AT NA A% RHOTET,

ATY T3 WYRTNAAZATDET o) v LET,
ATy T8 REAMERESINTZT AL AZRINLET,
ATy 5 LAl KRFEW (Notsynced) ] /3R T, IOWTILNZRINL ET,
[V E=—LTER.. (Preview and Deploy..) | : i%XTE DA % Security Cloud Control 7> 57 /34 & |Z
Ty aFLEEIE AT ERETRTOT A, ADRELEEDT L E 2 — LB, FfFoTh
O EICHEBROEHE LR LET,
« [ZFEOMFEE (Discard Changes) ] : i% € D2 ¥ % Security Cloud Control 757 /34 A2 w2 LAY
Y&, F 7213 Security Cloud Control TBRAA L 7o EDEE 2 [TICRET ) B, ZOF 7 v a Uik,
Security Cloud Control IZfRIF S IV TWDORIEZE . 7 /3 AMRIFES N TV D FE TR C EEEZ LET,

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .
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FAQ & HR— k

ZOFEF, WO THMEINTHET,

» Cisco Security Cloud Control (221 ~<X—1%)

» Security Cloud Control ~D 7 /NA AD A R—TF ¢ 72T 5 FAQ (222 ~<—7Y)
CTNARLAT (224 =)

X2 UT 4 (226 ~—)

s N TTNTa—=T g7 (22T =)

e Xy F Furva=rr CHERIADHELLIOER (228 ~—)
« RU =Dl (228 ~—)

o HEEbt (229 X—2)

« T—H A UH =Tz A RTONT (229 X—Y)

» Security Cloud Control (2 X 2 H N\ IEH OB S L (230 ~—)

» Security Cloud Control #4"— F ~O W E&hH (230 ~X—)

Cisco Security Cloud Control

Cisco Security Cloud Control & [&

Cisco Security Cloud Control ([HFF Cisco Defense Orchestrator) [, F* v b —27 FHEN I EE
FREX a2 VT AT AL AMTBLIEEX 2V T 4R =2 EB LR c& 527 77
RR—=ADINTFTHRA AT I =TV % TT,

Security Cloud Control 2 L C, RDOT /A AZEHTX F7,
» Cisco Secure Firewall ASA
* Cisco Secure Firewall Threat Defense
* Cisco Umbrella
* Meraki
* Cisco I0S 7 /31 A

» Amazon Web Services (AWS) A A X A

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .



FAQ L5 R— b |
. Security Cloud Control ~D7/31 ADF v iRk—F 1 > FIZE3 % FAQ

« SSH #fi 2 i L TSN DT /31 A

Security Cloud Control HHHF X, ZNOHTXTCDT N, AX A THE—~DA L H—T =2 A AT
ERBIOMRSTFTEET,

Security Cloud Control ~D T /31 ADA ViR—TFT 4 VT
B9 % FAQ

Secure Firewall ASA @ Security Cloud Control ~D#4 > 7/R—TF 4 > 5 IZRH
9 5 FAQ

BEREREFEALTASAZA VR—FFBICIEESTRIEENTTM?

ASADF VR —FT 4 71X, —EIZ1OT D, FRIFELEDODTHETTEET, TAM R —F
2o AT O—ETHDLASA AL R—F 4 75841, [Onboardan ASA Device)
EHALTRTOTIA~ TN, ADREF LV R—T 47 LET, X2 VT 1arTF
A NERIFEE AL TXRA N AR —F 4 7T HEIZ. O ASA B F U AR—F
THEEEELTTT,

—EICEHDOASAEZF iR— RTBICIEESTNIEEWNTTMN?

CSV 77 A NEMHHLTASA DY A R Z{ERTE £, Security Cloud Control [Z VU A FND
TRTDOASAEZF LV R—=FT 4 7 LET, ASA Z—ECTAH U R—F 4 745 FEIZDONT
I%. TOnboard ASAsin Bulk] ZZ&H L T &V,

ASAEH VR—T 4 VI LEREFESTIIEENTTMN?

BA#R9 5121E, [Managing ASA with Cisco Security Cloud Control] [ZFE] &ML T 7Z S0,

Security Cloud Control ~® FDM EEBX R T/NA ADA ViR—FT 4 25
[ZE§9 % FAQ

FOM EERRTNA REA VR—T 1 VT T BICFESITIIEEINTT D,

FDM EHXI G T NA ADF AR =T 4 U IS ESERFERH Y £3, Bikxr—FH X%
T2 e SN E 3, BRA T 512iL.  TOnboard an FDM-Managed Device] % L T
<TEEW,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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https://docs.defenseorchestrator.com/#!r-preface-managing-asa-with-cisco-defense-orchestrator.html
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| FAQ &9HR—

Secure Firewall Threat Defense @ - 5 ™9 Fi2{it %! Firewall Management Center ~D# > ih—T « >4 12B9 3 FAQ .

Secure Firewall Threat Defense M 7 5 7 Fig{E Firewall Management
Center ~DA ViR—T 4« > J IZB9 % FAQ

Secure Firewall Threat Defense 4 > /h—T 4 V9T BIZIXESTNIEENTT D,

CLIR#F—, PuXuyF o va=r 7, £33V T7AVESEHEH LT, FIDT /31 A
AR — R TxFET,

Secure Firewall Threat Defense DA > R—7 4 UV R(IfFMETHIEL LTI D,

TNA ANRFEAEI N6, [V—/ &P —E R (Tools & Services) ]>[Firewall Management Center]

WZRBEIL, [77 2> (Actions) ]. [# (Management) |, F72IX[EE (Settings) |31 >
MWHT 7 v a s EEIRL T, 777 FEMUE Firewall Management Center C Threat Defense 7 /3
A AR EEFBLET, BtAT 5121 [Cloud-delivered Firewall Management Center Application
Page| #ZML T 7ZEW,

Secure Firewall Threat Defense ® b5 TV 2 —TFT 4 VT AEEHZ TN,
[Troubleshoot Onboarding your Secure Firewall Threat Defense] % Z B L T &V,

#A > 7L = XD Secure Firewall Management Center |29 5% FAQ

# > 7L = X Management Center DA > R—F 14 > F A%

747 L I A Management Center % Security Cloud Control |24 > 7 R— R CXE7, A7 13
A Management Center 2 4 > 7R — R4 % & ZDA 2 7 L I A Management Center |2 5 4% S 41 C
WABTRTOT A A AR — REET, Security Cloud Control |, #4271 I &
Management Center & 72 (3427 L I A Management Center |Z 88k S 11727 /34 A ZBEA T 5
NIEAT V=27 PEIZFRY o= OfERREE 2R — LTV EEAL, ZRHDOERIE, F
> 7" I A Management Center UL T/T 9 BN H Y £9°, BAAT 511X, TOnboard an On-Prem
Management Center | ML T 7230,

Security Cloud Control ~® Meraki 7/\1 ADA VR—T 4« U J (AT

% FAQ

Meraki 7/N\f R&F VR—T 4 VT BHIZFESITRIELNTI A,

MX 7734 A%, Security Cloud Control & Meraki % v 3 = 78— ROl JF THBECTX £7°, Security
Cloud Control %, #%/E&DZ ¥ % Meraki 4 ‘/:L/‘Jf** RIZEBELES, ek, RENT
NA AT ZBZRHSNE T, BABT 512X MerakiMX 7 N ADF LV R—T 1 7| %
ZRL TSN,
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FAQ &4 R—t |

B sccurity Cloud Control ~> SSH /54 DA L R—F ¢ »JI<BIF 5 FAQ

Security Cloud Control ~® SSH T/\f AN AV iRk—TFT 4 U F 2T 3

FAQ

SSH7/\4 REF U R— FF B2 ESThIEENTT A ?

SSHT7 /A ZRAFSNTWD | @ LNV DR E RO —F—Da—HP—4 L NAT— &
L. 531 A% Secure Device Connector (SDC) TH UV R—F 4 7 T&x %7, FIET
521X, [SSHTNA ADF U R—F 4 7] 2BRLTLEEN,

TINA ADHIBRF E
[E¥= VT 47 /34 A (Security Devices) | — V56T A AZHIFRTE £,

Security Cloud Control ~®M 10S T/8f ADA VR—T 4 U F (2T 5

FAQ

—

T /\

Ciscol0S T/N\A RZEF VHR—FFBHIZFESTRIEENTTM?

Secure Device Connector (SDC) % f#i ] L C, CiscoIOS (Internetwork Operating System) % F1T
LTW5 7 A7 CiscoT NA AArR—RT&Ed, BAtAT5121L, [CiscolOS T /314 A D
FUR—=T 4 7] #BRLTIEZEN,

TINA ADHIBRF E
[E%= VU7 47 /34 A& (Security Devices) | " X—U BT 31 AZHIBRTE £,

NA R T

BHEELFX 1T AT TZ47 2R (ASA) ERFAITT D,

CiscoASAIZ, BMEY 2 — L EDOHEY—ERITMZ., BERAT— NIV T3 AT 74—
NMEBIOVPN a2ty b b—2#EEE 1 DOT A ATRAELET, ASA L, BHoEx=
V74 arsxA~ (JBB77AT7 0= |\ 7722V 7 BEOT7 7447 74—
Nl ODT 7 AT TH—VIHE) . TV AXT LY (LAV2) 7747 U4—VE
7N —7T v R (LA¥3) Z7AT7 U=V AN —vay, BERA VAR g o
Py, IPsec VPN, SSLVPN, 27 54 7> kL&A SSL VPN H7R— rp &, L5 B 7 ke

EHET, ASAT, W~V EREVAR— PN TWEN—R T =TI VA =L TEE
7

ASA ETILE XTI M,

ASA E7/VIE, Security Cloud Control (24> 7R — K E {72 ASA T /34 ADFELTHERK 7 7 A )V
DAL —TT, ASAETNLVEMEHT L L, T4 2AAKEA VAR — RETIZ ASA T/54 AD
RELDHTHI LM TEET,
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Fri4z547 I

FINA RN TEEIEH (Synced) | THEDE. EDESHBEETTA.

Security Cloud Control DFXJE &, 7 /34 A8 — A JVZERIE S IV TV DR EDE T2 72 > T
5&ETY,

TINARD TIERHEA (NotSynced) | THAIDIE., EDLSBTHFZETIT M,

Security Cloud Control IZfRAE S AL TV O ENE L S 4L, 773 AT\ — T VITHRLES LT
HREL R-IZoTNDH EETT,

TN AW TERERRH (Conflict Detected) | IRKETHLHDIE, EDK I HIHFETTH,

TN ADFEE D Security Cloud Control DA (707 hA 7 /3 K) TAEF &4, Security Cloud
Control IZIRFSNTWDORIE LRI >TND & ETT,

T MAETNY REBERFFTT A,

Security Cloud Control DAMHTT NA ZAZEENMA HNDHZ ETT, TOEEF, CLI =2+
¥ Rafif$ %7 ASDMRFDM 72 EDT A A LD =T ¥ 2 LT, 73 A LT
EEATONTZHDTY, 77U AT AR RERNMTOND &, T3 AW [HEAHE (Conflict
Detected) ]IRHETd % & Security Cloud Control 23i#%1 L & 7,

EEZTNARIZERATHEIF. ESVSERTT D,

7 /3A A% Security Cloud Control {24 > 7R — K95 & Security Cloud Control |£% DF%E D =
B —Z{REF L £9, Security Cloud Control (ZZE R %12 5 & Security Cloud Control (%, 7 /34
ADFREDAC—IIETEZMAET, TOETET A A TR 325 &, Security Cloud

Control [Z, MAT=EEAT NA ADHRED AL —Zabt —LET, RO My 7 EZHHLT
<IEEWY,

T ARXTOT N ADRELEOT L E 2 —LRE (153 ~—)

RE. EOASAIT Y RBYR—FEATHET N,

TR_RCHa<vy R TT, ASACLIZM AT HI21E, [T/3 AT 27 2> (Device Actions) ]
[~ KT A A% —7xAA (Command Line Interface) ] %7 V v 27 LTLZE0,

TNAZADERIZE L THREOFIRIETH Y £ H

Security Cloud Control 2 70 R7 —%7 7 F ¢ L V| HTHEDT /A AT E THIE A IR
TEET,

Security Cloud Control [X. Cisco Y—ERX#ERIIL—FELUVTFTI VS —2ar H—ER JL—
AEEBETEETH,

Security Cloud Control TIZ ISR B LN ASR FIDET LT A ZE/EKR LT, ZTOREEA >
R—=FT&ET, KIT, 1A= FSNTEREICESNWTT T L— MEERK L, ZOREE
BHEOREL LTI AR— FTEET, ZOFEOREZLZ ., ISRI L UASR OFHLE 72I1TBE
FOTNAREBHLT, EX2 V7 0 O—BEMEHEHETEET,

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .
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FAQ &4 R—t |

Security Cloud Control [ SMA Z & TEE 9 hH\,
W% BIEREAUTIE, Security Cloud Control X SMA Z& B L £+ A,

tXal)Ta

Security Cloud Control (IZ £ T H ?

Security Cloud Control |%, IROEREZE L CTHEET — XDy RY—x L ROEX a2 VT 1%
FHLET,

« #H Security Cloud Control 77F > h~DOHJE v 7o > (5 2—)
« API B LT —H RX— A B{EDOFRFEFEOH L

o RIS L OMRIEH D7 — & 3B

o BeiE Sy

Security Cloud Control Tl&, =—W—32 J U RR—X )VICHHRE T 572 OIC L BERGRFENDS M5
TY, ZEIFRIEL, BED ID 2R T 572 DI HNE R EE L EEE T,

TRTOT =X, BEFLRFET bR LS E T, BEMNDOT /314 A L& Security Cloud
Control 7> 5 DiE{F 1L SSL THE LS, BET o FOTFT—2RY 2 — LT T TS
hi‘j—o

Security Cloud Control D~ /VF7F o N 7T—F%7 7 F ¥k, 7 b T —FEnBL, 7—%
R=2ET7 SV r—ary —"_"—[DO K77 1> 7 &K5{tLE 7, Security Cloud Control
~DOT T BAMEPRFIES D L, 22— —IC =7 U BELNET, ZO =27 %, F—F
HY—E2N6F—2 MG 57O Ih, 20X =137 =4 X=ZA~DT7 7 4 v I %&
Wb 27O ESET,

Security Cloud Control |3 & ERIZAMEZ H 7 < #2725 L RIRRZ, BEEDO R 7 A AFROK
EUEEELET, X 77U RERERBEEBGOR Yy hU—7 (B—FRwvy ) I

I'Secure Data Connector] % BB 3 5 Z LI K-> CTHEIINFET, Secure Data Connector (L,
VR RBERT U RN U RN T 0 v 7 &HIEILT, 7 LT 2y b7 — & BREEEREN
MOEEND Z &R NE I LET,

Security Cloud Control [Z#)$bTOY A > Liz& EIZ, TOTPERIETEFEHATLT (Couldnot
validate your OTP) | L W\S IS5 —ARRSINFE LT,

TAY Ny TEIITEANRANT AL ZADBRNT =V REA AP —NR—LRAYPLTNDZ L%
R LET, FREEEA 1 DL ETRhTnD &, #io72 OTP ARSI D ATREMER BV £,

T /34 R [& Security Cloud Control 7 59 K 75w b 7+ —ALICEEEHRINALIOTTM?

Iy, 7731 R & Security Cloud Control 77 v N 7 #—ADTF r ¥ & L THERET 5 Security
CloudControl SDC Z#fi 3 5 Z & T, X a7 2N EB L ET, X2V 7 1 Z2RELIC

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE



| FAQ &HR—F

r3ILva—7425 |

FXEF S 472 Security Cloud Control 7 —X 7 7 F ¥ I2 LD, T34 AL O ZITERT HT —X
ZIERICOBECE LT,
NI IPT FLREFLZBEVWTNA REZERT BICIXESTIIELNTTMN?

Iy MU= WNIZETE ., AMNBA— F &5 < %EE23 72\ Security Cloud Control Secure Device
ConnectorZ M| T& £7, SDC BEFHIND &, WH (S F—Fy N TL—TFT 4/ TX
72WN) IPT RUVARZRFOT NA AL AR—RTEET,

SDCIZIXEMDIR FOFA LV ANBETIMN?
FHH

FORILRT—RREEDES ICHERBTEFI N ?2KEBAF T a

Security Cloud Control (X b RNt T = v 7 % 1 Bl Z L ICHBEWIZSEI T L E T2, horx
NWEBRL T T = v 7 2 BRTHZ LT, 7T RRYy 7O VPN bR T = v 7 & 5%
T Ed, MEOWUEIZIIBEL 0 DGERH 0 7,

FNARBEFDETDEADIPT7 KLRIZEDWT FURILEBRETEEZIMN?

TV, ARTEET IP 7 KLU ADME S CTRIFRIEEZR 7 4 VA BERE L MERE 2 EH L €. &
D VPN b RILOFEMERBLTCER Y FLET,

kS OILa—TF425

Security Cloud Control /" 5 BEIEX R T/Nf ANDT/NA ABRDTELEMRZERTL TS &
E(Z, TEEZT/N\A1 RIZEBRATEEEA (Cannotdeploy changes to device) | & L\ Z&EMN
RESNFT, BRI BIZFEESTIIEENTTM?

SEARTRMERL (Security Cloud Control THAR—F SN TWda~vy REfx TEITINTERE)
BT NA AZEBT D L X2 T —BRELEGAIL, [EEOM (Check for changes) | %
70y 7 LT, T R R RECHT O E 7V LET, ZHUC Ko TRIEDM#RR S
A7 5 . Security Cloud Control THI &t X AW Z M1 CREEAT L Z LN TEE 9, FESMR
LA2WEEAIL, [P — M2 (Contact Support ) ] ~X— 75 Cisco TAC [T L T 72 &
AN

T hA TN FORIZE (Security Cloud Control DHVER T, T/34 RIZxt L TEEERITENE
FHE) R L TS EZIZ, Security Cloud Control IZEET 2R % T/ 31 ADIERL & LLER
9 % & . Security Cloud Control (X, FAAVEMELIIEEL TLVEWEMDOAZT—2 %12 RL
9., ESLTTITh,

Security Cloud Control 23 DREREZILIET 5 & 7 /3 A O HIBNERANINE S, K
U=, TN, AEBOS 2 L ET D DICMERT X TCOT —F Z BESETHEREL E
To THDIFEINRT NA A THRAELLEEATCIERL, BBFEOHBRTT, Harmiish

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .



FAQ L5 R— b |
B tosoFJoeva-vy crmEshaRES S UES

% L7z (Conflict Detected) ] DIRFEDFERANL, T3 APDDOERZER L, BELLLEE %
B3 % Z & CRELICHRR TE £,

Security Cloud Control ’FADFIAEZIERT HDIEHEETT M ?
[HRFEAEORED N T 7y a— k) 28R L TLEEN,

FOAyF JOEYDa=VY TERASASAAER LUV
S

=

« B3R (Claimed) : Security Cloud Control T U 7 VEEDA LV R—FT 4 T DaLTx A
rCEEHINET, vV 7E S D Security Cloud Control 7 > MZA AR — RS TW
HEE. TOF AL AL TER] STV ET,

« /N\—7% (Parked) : Security Cloud Control T U 7 NVE DALV R—T 4 7 DaTFx
AN CEHINET, 7734 A5 Cisco Cloud |ZH2#5E S 41TV T, Security Cloud Control 7
FTURBEDT AL ADY Y TAFESEZER L TORWEGE, TOT A AT [R—7 )
SHTVET,

WP TOET 3 =24 (nitial provisioning) : I FID &> F 7 v 7D a3 TF AT
FEHENET, 207 =2—XTiE, T4 ZOEULAZZ T AN, HLWSIRAT — F&/E
L. %HIPT FL A, FQDN, 38X UDNS #——%#iE L, FDM 2 M L TF /3o
A —VTEHRTDHZ EEBBRLET,

¥R AYF TJAEDI=VY FID # LENLBEROY A b (BF I 08ELE) 12H
MT DT a2 THY, YA NOWEENFIDE %y MU —2THki L. T /3A A% Cisco
Cloud IZHefe L £ 97, £DORH T, YU T AR SHT T [ER] SOTWDHHEE, 72
A A% Security Cloud Control 77~ MZA AR — RS ET, F72, FIDIL, Security Cloud
Control 77 > M3 ERKF % F T Cisco Cloud |2 [X—7 | & FET,

R O—D B

2DUEDTIERAYR N (RALT7YVERTIL—TRN) THEIZO Y R4 U TREELTL
BIT—REBRETBITFESIThIELNTT D,

Security Cloud Control D% v U —Z7 R Y > —&H (NPM) 2FEHTHZ LT, v—Lkv b
NTEMLDONL—ARRION—VE Yy R—=A T LTWAEAIL, 22—V —25E L T&E
HZENTEET, 2—F =T, IXTOXRY NU—2 RV —MaBET L. 74 VM0
HEFATLTCIANTOY ¥y F—EZRETEET,

)

() Security Cloud Control (%, &I ¥ R—A v 7 SN NV—NDOHEFR—FLET,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE



| FAQ &9HR—

k

Bt

__0

— 43

et [

Secure Device Connector [Z& Y IP 7 FLAMNEERE S FE LF-A. Zhld Security Cloud Control
NIZRBENFTATLIZ, EREERBTBHICIEESTNIELNTTH,

Security Cloud Control PN T3 L\ Secure Device Connector (SDC) ZHi(fS L CHEHI 5121k, &
Davy ReEfALTar 7T 2R o0ERHY 7,

Stop Docker deamon>#service docker stop
Change IP address
Start Docker deamon >#service docker start
Restart container on the SDC virtual appliance >bash-4.2$ ./cdo/toolkit/toolkit.sh
restartSDC <tenant-name>

Security Cloud Control 537 /34 X (FTD £7z(X ASA) Z#EBT 5=HIZFEARATEHIP 7 FLAMN
ERINEBEEESHBY EFThH,

TNAZDIP T FUAPMALINOHH TER SNZHE, TANFHIP T FLADER TH
57, DHCPIZ LD IP T RVADETL ThH L ITHD %D %T\ Security Cloud Control 237 /A
ASOEEREIHEHTHIP 7 RUAZZET LT (Security Cloud Control D7 /34 ZAD 1P 7 R L
ADEFE (102 X—) 2BM) | T34 A2 FHEH CTE £ 7 (Security Cloud Control ~D 7
NA A —ERERE (108 3—2) 2ZW) . T, A2 T 5L &2, T30 Z0FH LW
IP7 FLADAS & FBAEDBERIEROBHA I 2RO LN ET,

ASA % Security Cloud Control (32859 2I21E. EDLSHRY FT—ONRBETITH,
« ASDM A A —UDNFEE L, ASA IZx L THDIC/> TV 5,
©52.25.109.29. 52.34.234.2. 52.36.70.147 ~D/XT Vo7 f o X —T =2 A T 7 & A,

« ASA @ HTTPS "R — MiX 443, F7213 1024 L EOEIZHRET 2B R H Y 9, 72& 2
X, F—F636ICETETHZ LITTEERA,

« BH T ASA 1 AnyConnect VPN 7 7 A 7 > MMERHZZIT AND KO ICRESN TN D
YaiE. ASAHTTPS R — F % 1024 L EDEICEFE T HXLERH Y 7,

A 23— x4 RIZDIT

TNRA AL DOWBEICIE, GHOEHA VY —T =24 A, TRITEEDOT —H A H—T A A
EEACTEET, T—HA ¥ —7 = A ATD Security Cloud Control 7 7 & A%, #EBA >
5{ 7 x2A A6 Y= b TFID 2FHT 256, £EMNOEELR Y MU =7 B0 E

\ZAEF]T9, Security Cloud Control X, 7 —# A v #—7 = A ZA)pnb JE— NCEHIND
FTID ToOmE itk A —F LE9,

FeB N B—T A ZANHDFIDEHT 7 & 2121, ROBIERH Y £,

Cisco Security Cloud Control Z{#f L = 10S 7/ R D EE .



FAQ &9R— |
. Security Cloud Control [Z & 5 {E A TE$RONIE S %

RN T I B ARAEAENCTELDZ, | DOYWBEN T — 2 A B —T 2 ADHT
4+, T A H—T = A AL EtherChannel |3 i TX £ A,

=T RV H—T oA AEERTHINL—T v K77 AT U4 —LE— RKDOATT,

e PPPOE [ZV R — F &L TWEH A, ISP TPPPoE N LB AL, PPPoE 2R — 45
JL—%% FID & WAN 7 ADOMIZEET A2 MLERH D F7°,

A UH—T A AETETHLEND D DL 1 —3L VRF DA TY,

e T —HA B —T A ATILSSHT 7 4 /b N THIZ /2> TV, £ T Security
Cloud Control ZffH L C SSH #HCT 2 MERH Y £, £/, FEHA X —T = A
AP —=NT 2 ANT —HA B —T =2 RTEHEINDHT-8, configure network static-routes
av s REERHLUTERAS =T oA AHOFILV— FZBIILRWREY . UE—F
Xy MU= DDERA L H—T 2 f AT SSHET 2 Z LIXTEERA,

Security Cloud Control (= & 2B A 1E$R D ALIE A i

Security Cloud Control 23ME A % FEiE T & 2 # 2 L9~ 25 51OV TIE,  [Cisco Security
Cloud Control Privacy Data Sheet] [#3E] 2 L T 72 &0,

Security Cloud Control 7R— F~DE L\ EHHE

TOEZ, kOB a rTHEREINTHET,

J—27A—MOIY AR—F

YR—FHry FEBENS, BIENREL TWATF AL ADT — TJua—4h T 7 AR— g
HZEHEMIBEOLET, ZoBIMERIL. YR—FF—2B T TNV a—T 4 o TEE
ZHVEICEHE L TEETHDICE LB ET,

J— 7n—%xTJ AR— T D520, WOFEEFEHLET,

FIE

ATV T EONRL > TCHEFaUTATNAREZ7 ) v 7 LET,
AT T2 [F/3 A (Devices) | X7 %270V v 7 LT, T, AERDTET,
ATY T3 WYRTNAAZATDE T L, NTTNYa—T 4 W TPRERT NA AERIRLET,

TANBEINIRBEN—ZHEH LT, NI TN a—T 4 VI RRBERT A AEROITET, T34 A
ZER L Ol Eos L £,

ATy T8 [T/34 AT 73 (Device Actions) | ~%A > T, [V—7 71— (Workflows) ] ZER L E7,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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| FAQ &HR—F
e oy R— k5o kx|

ATYTS X=UHEEDOAXR T =T NDEIZHD [ AR—b (Export) | R¥ %27V LET, 7740
X, jsonZ 7 AL LTr—h/WZABMICRESNE T, 2077 A V%&, TACTHWZEFA—/LE
72X F oy ML E 9,

TAC THHR—+rF45 v FERHL

30 HID T A T vin, 74 & AEf5% A Security Cloud Control 747 7 o & LT\ 5
BRI, YAaDT V=N TV AR LA B H— (TAC) THR—FFF7r vy &L 2
EMTEET,

» Security Cloud Control D% £k TAC TH AR — hF 47 v F &< ik,
* Security Cloud Control ® k7 A 7 /L DIBEHEN TAC THR— M F7 v M zB< ik

Security Cloud Control D £ &M TAC THHR— b F4 v FZH< AE

DT a TR, T4 ARUSHE A Security Cloud Control 77> &2 FEH L TWAEBE
M, YR2AaDT7 7 =NV TV AZ LA B H— (TAC) THR—FF 7y &< FEL
DOWTEHA L £,

FIE

AT w71 Security Cloud Control {212 7' > L £,

AT9 T2 TFUMNEOREIZHD [~VT (help) |RZ %7V 7 L, [HA— MIERE (Contact Support) ] % i3
RLUET,

@- H- 4O O

Documentation
Troubleshooting
CDO Status
Contact Support

Provide Feedback

ATy T3 [VFR—br—A~3x—T % (Support Case Manager) | %7 U v/ LET,
ATy T4 FEOFH LW —A%B< (OpenNew Case) | R¥ %271 7 LET,
RT9TS  [r—RA%A—7> (OpenCase) 1527 U v7 LET,

ATy 76 [HEBIOY—E R (Products and Services) ] Z#HER L, [/ —A%ZBI< (OpenCase) 127V v 7 L%
75

Cisco Security Cloud Control Z{#f L = 10S 7/3414 XD EIE .



FAQ &9R— |
B security Cloud Control D & F 44 TAC THHR— R F 4 v FEBIC A3k

AT TT1 [VI/xTA XA (Request Type) ] iR L £,
RTvT8 [P AEMIZL LR OMFE (Find Product by Service Agreement) 174 BB L E7,
ATYT9 FTRTOT7 4=V RIZANLET, ZLDOT7 44—V REHLNTHHATIETHLH D THAD, BINO
AL FICRe# L9,
o [54 (PID)  (ProductName (PID)) |: Z OFBBHLGL 72V EETE,  [Cisco Security Cloud Control
Data Sheet] Z#ZM L T 72Xy,
o [B5 D7 (Product Description) ] : PID OFiHA T,

[ b4 (SiteName) ]: VA MEANLET, VA= b —=RBERIIND>Tr—2%
PRNTWDEEIE, BEROARTZANLET,

o [—E 2% (Service Contract) ] : ¥ —EAZKFKSZ AL ET,

« THE : &y — A% Cisco.com 7 1 7 > MIBEATT H121%, 2HE S % Cisco.com 7' 12 7 7 A JLIZ
BREfHT BB NH D F9, FHIF S % Cisco.com 7 12 7 7 A JWIZERERT A121%. ROFIEA
EITLET,

1. Cisco Profile Manager % B & $ 7,
2. [T 772 %EH (Access Management) | ¥ 7 %27 U v 7 LET,
3. [T 7 BAMEDEN (Add Access) 1% 7 VU v 7 LET,

4. [Cisco.comPDTACK L UORMAY —AEfk, Y7 b =7 Xy ra—K, $R—rY—1 B
K OMEMRf} & =27 > (TAC and RMA case creation, Software Download, support tools, and
entitled content on Cisco.com) | Z3#&R L. [E1T (Go) 127 VU v 7 LET,

5. FRESNIANR—RIH—ERKFRSEZ AL, [1XF (Submit) 1227V v 7 LET,

P — R OREM TN T L2l ENBEBFA— LTSN E T, —E 28O
HWAHTIX, 52T £ TIOHRE 6 Bl 2B A0 £,

BE
HE:UTOU 7 OWNTHICHT 7 BATERWGEAIL, VAIFRED/ S— M —HBES, VA
a7 H vy MANE FREHN T A - AOEKEREZEHT HHYFICBHWEDbEL TR
él/\o

ATV T [k~ (Next) 1227 VU v 7 LET,
ATy 7N [[HEDOFHP (Describe Problem) |[ifi%z FIZAZ n—/L L C[7 7 /By —% TFHTEIR (Manually select
a Technology) 1% 2 VU v 2 L. #% 7 1 —/L FIZ Security Cloud Control & A L £,

ATYT12 VI AN —HTH207 TV 28N L, [EIR (Select) 1227V v 7 LET,

. Cisco Security Cloud Control Z{Ef L7z 10S 7/ 1 R DEE
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| FAQ&yR—F
Security Cloud Control D + 5 A 7LD EFHATAC THR— b F 7y FERHE .

ATYT13 =RV I ZAMOEY Oy ETXTASLL, [%EF (Submit) 1227V 7 LET,

Security Cloud Control D b5 4 7LD EEFFMNTAC THR— b F4o v &R AE
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