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TL2HEEE. CORFEEEHTLOINERSDV ET, Y7 b7 N—=Ta 65 UBEEETL
TV FID 7, ADH & d R— R TEET,

FIE

ATvF1 CDOWCrZ A LET,
ATFw T2 FEF—var U RUT, [A_X Y (nventory) 27 U w7 L, HWNWTTARE

7w LT, TN ADAVR—FT 4 T 24TV ET,
ATvF3 [FID]&227 VU7 LET,

BEE FID%#A4 >R —T 427 LLHET%5E, CDOTiX, Firepower Threat Defense =3 K
a—PF—=F 482K (BEULA) ICHZBELCRIETD2L2ITRObNET, T4
(7T hTOLEIRYOT 77 4 €7 4T, EULAIZFAET S &, EULA SAH
SHZ2WVERY . CDO BREZRDH T vV NeBERTRTLHZEEHD EFHA,

ATv T4  [FTIDT A ADA L R—F 17 (Onboard FTD Device) Wi C, [ 7 A »F 5 DOEH (Use
Credentials) | %7V > 27 LET,

Cancel

= o =

Use Credentials
Onboard a device using its IP address,
or host name, and a usemame and
password.

Use Serial Number
Use this method for low-touch
provisioning o fer onboarding
FTD Device configured devices using their serial
number.
(FTD 6.7+, 1000 and 2100 series only)

Use Registration Key
Onboard a device using a registration
key generated from CDO and applied
on the device using Firepower Device

Firepower Threat Dafense 6.4+ Manager.

Device Details Select Secure Device Connector
= Cloud Connector

Device Name

I

Location

AT9TE [T A0 (Device Details) | A7 v~ 7 ¢, ULFOFNEEZFEITLET,
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B =545 fx9—F P7RLREBALEFADOALKR—T 428

ATvT6

ATy T1

ATvT8

ATvT9

ATy 710
ATvIN

» [Secure Device Connector] ™ ¥ > %27 U w7 L, R NI =724 VA h—/LEZNTWND
Secure Device Connector (SDC) AR L F£3, SDC ZfEH L7224, CDO I Cloud
Connector ] L CFTD IZHH CEX £9°, EHOHARINT H700%, CDO ZE x5 7 N
A AT D FEIC L > TRRY 7,

«[7/31 A (Device Name) | 7 4 —/V RIZTNA AL HB AT LET, T/ ADKRA M4
X ZOMOALREDARFNCT 2 Z &N TEET,

s[m/r—3 =3 (Location) | 7 4 —/L RiZ, T4 AOFHIZHEH L WD ¥ —T =
AADIPT RL A, FRA NN, FT-IZFID OELEM RAAL 452 ANLET., T 7+
JV hDFR— ME 443 CTT,

BEE SecureX & 721X Cisco Threat Response (CTR) 7 7 U ¥ h & T TICBRLOGAE, T/
A A% SecureX [Z8FKT HI21E, CDO 7 H W b & SecureX/CTR 7 AV v &~ —
CTAVENHY 9, T2 ME, SecureX R—H ANLEATE ET, FIEIC
DNWTIE ICDO T A7 b E SecureX 7D hD<— ] L TLITEEN,
THT Y IR~ —VENDHET, T8 ZADA X b % SecureX TERLIZY . o
SecureX HEEAZFIH L7202 2 L IXT&E EH A,

[7—4 ~<—ADFH (Database Updates) ] B TIL, [T ¥ = U7 ¢ HH £ MFHIET L, &
MEH 2 B2 5 (Immediately perform security updates, and enable recurring updates) ] i Nval
TNV RN TENN>TOET, ZOFFaid, Exa V4 BHE2 TN —1%
LBl mEAAMEAOTRI2FHGEMOEHEZF = v 735 XT3, R BEIICA S
Ya—/VLET, FEMIZ OV TIE, [Update FTD Security Databases] & [t%= U7 47 —%
R—=AFHFHDO A7V a—LZE] 22 LTSN,

ZOFTva s EEHZLTH, LANZ FDM ZfH L TRE LTI A7 ¥ 2 — /LiE A D FE T
AL EEA,

K~ (Next) 1227 VU vZ7 LET,

TN AEBREOL—YP—LZ XA T—RKEATL, [~ (Next) |27V 7 LET,
T A ZADFDMIZIRE P OEENRH DA 3@ S, ZEZICICRTH, FDMIZw 7 A &~
LTHRETOLEEZRERATHZ ENTEET, FDM IR T OEFE N 2WGE, e 7k
IFFRRINERA,

(FFvary) alAg4 U AFRBHRIND &, TAARCT_XVEMTL LI ITRDBINLE
T, FEAIIZ OV TIX,  [Labels and Label Groups)] &M L T 72 &0y,
[ > _> hVICBE) (Gotolnventory) 1227V v 7 LET,

TNAADF U R—=FT 4 TNETTDHE, CDOET /NA A% [ X bV (Inventory) ]
AR—=VIZ [[AH (Synced) | AT —H ATERLET,

RDEZRY

FTDHA X7 A4V HR—T 4 VT BEEF. 7T 2L CDO WAV R—T 4795
VERHY 7, iz TE, [2—%—4, RAU—F IPT7 FLA%ZMEHA L7 FID
HA X7 OE AU (42 —) | ODAT v 7 2%BRLTLIEEN,
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| FR1REY—ERDAVR—F 12T
BRF—EBALEYT FYT7A—Ua 64 £1565 2277 5 D ouAEs [

EHREF—F#FRALEY IR TP/IN—23 064F -6 FFETT 5
FTD D& A %

ZOFNATIE, B8k —% M L T Firepower Threat Defense (FTD) 7 /3 A& A R —TF 4
YIFTDHHBEZOWTHHALET, ZOHFEIEIFIDT A 2% CDOIZA Y R—FT 4 795
TOOHEIESND HETHY, DHCP 2 L CFIDIZIP 7 RLARE D Y THATWEE
BICHELTWET, TOIPT RLABRALLOBHTEFRE SN TS, FIDIXCDO IZ#f S
TEFICRVET, IBIE, FIDIFe—A V=V 7Ry U= EOT RLAZFFOZ LN T
X ARy NU—J T 7 EATELIRY, ZOHIETCDOILA VR—TFT 47 TEET,

A

& SecureX F 721 Cisco Threat Response (CTR) 7 h 7> b & T TIIBELOHE, T/ A%
SecureX |28 Gk T 2121%, CDOT Hw> h & SecureX/CTR 7 7> M EHAET HHLENH Y £
T, THOY MR~ —VENDHE T, T, ADA X b % SecureX THEZRLIZV, o
SecureX #EREAFIH L7295 Z LI1XTE FEFHA, SecureX T CDO £ = —/VEZAVERRT D HI
o THY Y M avr—UT 52 2@ BEIOLET, THU L NI SecureX R—F L5
MAETEET, FIRIZOWTIE, 702 FOfE] 28R LTIEI0,

D%

I Sl G

*FID UV UV —R64%F(T L TCWDEBERDYA, ZOF AR —T 4 7 HEFUS Y —V =
> (defenseorchestrator.com) TODXH VKR — kI ET,

*FTD J VU —R 64 %Z3FE{TL. EU Y —3 . (defenseorchestrator.eu) IZHEEFE L CTWHBE
oOLE, 2—H%—4, NAU—K IPT7T RLAZFEHLEZFID O R—F 4 T %
L TT A A2 F v AR—RTHLERHY 97,

*FTD V U —2 65 DM ZFEITLTHY ., US, BU, £7/ITAPICY —V 3
(apj.cdo.cisco.com) U —3 3 OWTHCEHRE L TV B BERIL. 04 R—F 4 v
7 HEEEHTE T,

« CDO % FTD ([ZHHt T 2 7= OB e R~ MU — 7 Hff% Cisco Defense Orchestrator D%
PRI T /N A A D TR L E T
« 734 A3, Firepower Management Center (FMC) ClX72< . Firepower Device Manager
(FDM) ICX > TEHINTNDHZ LR LTI EEY,

FID V7 FU =7 "=V a3 64 BLV65 2FEITLTWVDLT A AT, Bikx—a M H

LCT NS REFUR—T 4 7 LTh b, 7734 A% Cisco Smart Software Manager (%
BT HMENHY £9, TNHODOFTD % CDO (ZA VY R—F 4 73 R, FTD DA
~— b TA B REBGEERT HMERH Y ET, TO [RAv— T4 & ABEEHD
FTD Z &8 fiR3 %) 2L TS0,

« TNA D590 A OFHE T A & A2 L TW D AR H Y £

*FIDDODFDMIZuZ A L, T3 ATHEL CWARETOEEN/RNZ 2R LE
KR
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FRAREGF—ERDF v R—F 125 |
B =—rsqeozmagao o saamRT 3

*FID T /NA A TDNS NIELLRESNTWAHZ L 2R LET,
cFID T/NA A THA L —EARELLBESNTWAZ L AR LET,

cFIDT /XA AZIE LWHAF AR FREINTWAZ L 2R LET, 9 TRWEAIT
FoR—F 4 IR L ET,

RDVEE
WD 2 ODOEEDONTNNEEITLET,

*FIDIZT TIZAY— F T B A EH SN TV DA, Cisco Smart Software Manager
225 FTD DXk R L £3, BHRF—ZFEALTT/NA X ZCDOZF U R— KT 5l
[Z. SmartSoftwareManager i 5 T/31 ADEFERIRT IDENHYFET, A~v— 17
A & ARAFH A D FTID 2 B3R5 (14 ~—2) ISR ET,

e TNRA ANIAT—FTA B ARHEA SN TWRWESIT, BEgF—42HL=ZY 7 b
VT N— 90 64 £72136.5 #FE(TT S FID OBAERTFIE (15 2—) ([ZELE
ﬁqo

AX— b4 ARFEAHD FID = Z5HERT S

T R—=RTETNRAANFID Y7 N =T 3=V 364 £13652FTLTEBY, T
WA= T AV APMT G ENTWBEHAE. 77341 AZ Cisco Smart Software Manager {2 &k
SNTWHAREMELRH Y £3, BERF—FZFEALTT/NA X% CDO IZFHUR— KT HHIIC.
Smart SoftwareManager M 5 T/3\1 ADEHREBIRT IVLENHY FT, BEREMIRT 5 &,
RART 17> N CT A ACBEEM T ON T D EARTA B AL T RTOFTvar T4 %
VABRRESNET,

THA ZADBEREIRIRT D L. T ADBUEDORE L R —IFZOEEMREL FT03, £
BEAMATZVREALLZY T2 LT TEEREA,

FIE

ATvy71 FDM Zfifl L CFTD ({Zm 74 LET,
RFY T2 [FDM] A=a—DF N A AT A a7 Vw7 LET,

it = = i i - ]
Firepower Device Manager = i = I
Cisco - Monitoring Policies Objects Device: firepower

0

I

AFY T3 [A~v— T A& A (SmartLicense) ]fEILT, [
7 L/iﬁ‘o

AT T8 [7T79 R —ERZBE) (GotoCloud Services) | M A=a—% 27V v 7 LT, [T/ AD
BEfiEER  (Unregister Device) ] Z#38R L £,

X EDFRR (View Configuration) | %727 U >

=y
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Last syne: 20 S

Next sync: 29

SUBSCRIPTION LICENSES INCLUDED

Threat DISABLE Malware DISABLE

ATy e BRI L [BEMEER (Unregister) 127 U v 7 LTCT /N ADBGEEMRL £,

RDBRY

CDO IZA Y R —F 4 v T B DITT A ADBEREIRE UT-8880F, ek —2H L=
V7RG TNR—=Tar 64 F00365 EFEITT D FID OEAMEFHTIE (15 X—) (2R
iﬁ—o

ERX—Z2EALEY I P9I T7N—U3064F=E652E2TTAFIDDEANEHFF
&

Bk — A A LU TFID 24 v AR— FT 5121, ROFINEIZHENET,

1R8O BRI

Bk —Z2 ALY 7 h 7 =T "=V 9 064 £72136.5 29179 %5 FID O A4 (13
NR=) | IR EN TV LRSS 2R L E T,

FIE

ATFvT1 CDOICurs A LET,
AFvFT2 FEHF—=T a4 RUT, [ U (Inventory) 1227 Vw7 L, HWTTARE

Vw7 LT, TRAADFUR—FT 4 DT ETVET,
ATvF3 [FID %227 VU7 LET,

BEE FID 73 A A% AW L L 5 &35 &, CDO TliX, Firepower Threat Defense =2 R
2—HP—F 4 B AHE (EULA) ICHZBLCRIET S LYk bhnEd, =
X7 b CLERY DT 77 4 7 4 T, ZORKICHET S L. LEDOFTD
WA T CDO O RET r U7 IRFRIND Z EiEdH Y WA, EULA #HIC
FRREENECTGAIT T e 7T IRRRSN, BERETLALENDD £7°,

ATv T4 [FIDT /3 ADA > 7R— K (Onboard FTD Device) ]IH[#iC, [B#k¥F—DfiH (UseRegistration
Key) 127 Vv 7 LET,

ATY7T5 [T/ A (DeviceName) | 7 4 —/V RIZT A AL E AN LET, T ADKA ML ET-
T OMDEREDOAFNCT D5 Z ENTEET,

FAREG—ERDFVR—T 17 ||
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B e s6ALEY I 927 8—2 a0 64 E 11565 7T 5 FID DEALHFIE

ATvT6

ATy T17

ATvT8

ATvT9
2Fv 710

No Secure Device Connector found to communicate with some types of devices. Set up a Secure Device Connector

8 =

Uise. Sexial Numibser: Use Registration Key
Use Onboard a device using a registration R
i "ﬁ’“v o On i key generated from CDO and applied Sl i
FTD Device configured devices using their serial on the device using Firepower Device b
Firepower Threat Defense 6.4+ s Manager.
(FTD 6.7+, 1000 and 2100 series onl ly)
Device Name Device Name © Important: If you already have a SecureX or Cisco

Threat Response (CTR) account, you will need to merge
Pevice Name your CDO account and SecureX/CTR account in order

for your devices to be registered with SecureX. Your
Next accounts can be merged through the SecureX portal.
See Merge Your CDO and SecureX Accounts (Z' for

instructions.

Until your accounts are merged, you will not be able to
see your device’s events in SecureX or benefit from
other SecureX features.

[5“»—& _X—Z2DOFEH (Database Updates) ] ﬁE\ijZVC‘!j:\ ['{Z X2 U7 ¢ BRI ET L, E
WIS B 245027 % (Enable Immediately security updates, and enable recurring updates) ] 237
T ANV R THEN > TET, 2047 aid, Ex=2 V74 8HE2 T <IN T—T5
Ll bic, BEAARBOFRI2EHGEMOEREF = v 795X IICT /3 A2 HEIIC A7
Ya—/LLET, FECOWTIE, [Update FTD Security Databases] & [t %=V 7 45 —#
NR=AHFH DR V2 —LiRE] B LTI,

G¥) IOF T arEEHICLTE, UENCFDM 2 H L TRE LT A Y 2 —LFEH
DOEFIITHEL A,

CDO |2 X » T [&8kF—D1ER (Create Registration Key) | fEIkIZ &R —0NER S E T,

GE)  F—DBERENTEZBTTAL ARERF L R—F 4 VP ENDLHNC A R—F 4~
JHENOBETHE, FUAR—T 4 VT HEICED Z N TEERA, 72721,
CDOIZL > T[A X rU (Inventory) | X—UIZEDT NA ZADT L —AKRNLH
DERRESIET, page. T /3 ADT L —AFRNVH ZEIRT D L. HANZH DEEY ¢
Y RTIZ, FEOT AL ADF—NFRINET,

[2E— (Copy) 17Aa> @ %2 vr LTBERF—%at—LET,

() BEHEX—0abt—2AFXy 7L TR~ (Next) |27 Vv 735, T4 2D
L—ARNE T N BZET LIZETT AN, AR TEET, 2047 v a i,
BNZT A REAERR L T DBERT D6, Flldv A a— N —RnhA¥~—
F v MU —ZIMEDFFZE (POV) T AaA VA M=V T HLHITHLHET,

[1 > X FU (Inventory) |-X— T, T/3A ZADEFREN oy a = JEkk

(Unprovisioned) | 12725 T\ 5 Z & Zfifgi TE £ 7, [Firepower Defense Manager® 7' = '3 =
= 7 OfiEkk (Unprovisioned to Firepower Defense Manager) ] D FIZF/R I DB ekF—% 2
E—LTC, AvR—FT 77t RA%5%T LET,

CDOIZA Y R—FT 47 FTHFIDDFDMIZu /A4 LET,
[ AT LERIE (System Settings) ] T, [Z 7V F¥—E 2R (Cloud Services) 147 U v 7 L%
R
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| R 1RES—ERDFVR—FT 1Y
BRF—EEALEYT RO TA— 3645136528179 5 D 0BAZETIE ]

AT v 7N [Cisco Defense Orchestrator] % 4 h/LVC, [4hHD (GetStarted) | %227 U 27 LET,

ATvF12 [VU— =z (Region) | 74—/ KT, 7F v bBREVHETHRTWD Ciscocloud DY — 3
CEBBIRLET,

» defenseorchestrator.com (2 & 71 >3 35413, [US] Z@N L £,
» defenseorchestrator.eu {21 7' > B551%, [EU] 2N L £,

« apj.cdo.cisco.com (T 1 7' A T D355 1X, [API] @R L £,

GE) ZOFEX, VT MU TNN—=Ta 64 %FITLTWDFTD T3 AT S
¥ A,

AT wF13  [BEEF— (Registration Key) ] 7 4 —/L NI, CDO TR L= —2 050 (17 %9,

Cisco Defense Orchestrator

se Orchestrator. With Cisco Defense

You can manage the device using Cisco Defen:

« If you do not have an account,
do for you, and how
Learn mare about De

How cloud management works

) o —
e o J e
CUSTOMER POLIGIES cLOUD DEVIGE
Ry TARTE

ATy 18 B8k Register) 1227V w7 L, [V AIOBREREZITAND (Acceptthe Cisco Disclosure) ]
270y LET,

ATvT15 CDOICEY £3, [A~—FT7 A A (SmartLicense) ]fEI T, A~—hFT7 A& A% FTD
TN A ZEAL, [k~ Next) 1227V v 27 LET,

FEHZOWTIE, A — I BV AOBEHEITER 22 LTI, [Ax v
(Skip) 1227V w27 LT, 90 HREOFHE T A B> ATH Y R—=F 4 VT ofiiTTHIEHT
=FET,

FARES—ERDAVR—FT 125 |}



FNAREY—ERDA v R=F 125 |
B s 2mALEY I b7 8—U a0 66+ ERATHFAD OF UR— K

@) BGL_FTD_SH

& Enabled

o T adb37746c733707ea17a57e51decdflc
1] Connect
2 ) Obtain Token

3 ) Activate

sip 0

ATYF16 CDOIZEY, [ X hU (Inventory) |"X—V&BHE, TNA ADAT—HAN[TrE Y 3
= 7 f#B% (Unprovisioned) ] 75 [+ (Locating) 1. [FIHIH (Syncing) 1. [[RIHA%H 7
(Synced) 112> TN Z &R LET,

ERX—%FRALEY I N9 T7N—3 066+ 2FETTSFIDDA
vik— K

ZOFNETHE, Bk —%fEH L T Firepower Threat Defense (FTD) D/3N—7 3 > 6.6 LAFED
TNA R U R—=T 4 7T HHECONTHIALET, ZOHIEIZFTID 731 A% CDO
WA R—=FT 4 7T HIOOHERINS HETHY, DHCP ##H L CFIDIZIP 7 KL-A
DEVBTOENTWAEAICE L TWET, TOIPT RLABRAL2OIETERINTSH,
FTD I CDO IZHft s N £IC2 0 9, 61, FIDIFr—h A= 7%y NU—7 LD
T RUVAZEOZLENTE, A%y hU—2ICT7 7B ATE SR, ZDETCDO (A
VIR—=T 4 T TEET,

"
n | B

SecureX F 7213 Cisco Threat Response (CTR) 7 hH 7 v b & T TIIBRLODEGE, T/ 2%
SecureX |28 kT 5 12IE, CDOT I 7> b & SecureX/CTR 7 4 7 > b &+ HMENH Y
T, THUY IBRw—UENDET, T3 ADA X b % SecureX TERLTZY, fhod
SecureX HREAFIM L7V 975 Z LIXTTEEH A, SecureX T CDO ¥ 2 —/LZAEMT 5 H(
. TATY ha~v—VF 52 L 2@ BRIOLET, TH 7Y MEL SecureX H—& 156
MAETEET, FEICONTIE, [THTY FOKA] 2L TIESN,

VYT RO TRV a2y 64 FI2F65ZRITLTND FID 24 Y R—7 4 v 7T D613,
[k —%2EMA LY 7 by =7 /8= 3 v 64 £7213 6.5 Z2F4T9 5 FTD O#AE] %
BTSN,
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| FR1REY—ERDAVR—F 12T
Cisco Cloud ¥ —E X 5 FID % & 8XfET % .

+ =5 4 LR

c ZDFUR—T 4 7 IEF, BIE, FTD 6.6 U U — AT, defenseorchestrator.com,
defenseorchestrator.eu, apj.cdo.cisco.com [ZH&ft L TW D BEEDBFIH TE 9,

+ CDO % FTD (55T D T2 DI E R R v b U —2 FE: % Cisco Defense Orchestrator D%
PRI T A A~DHEE CHRL £,

« 7 /34 A3, Firepower Management Center (FMC) Tld72< . Firepower Device Manager
(FDM) IZL - THEBENTWA Z L 2R L T2 &0,

e TNARATO HEOFHEZ A B AEFEHT L, Av— o742 EHTS
ZELTEET, FIDY 7 =T A= a v 6.6 A EITLTWAT A AL, A~
AR —=NENTWVWHAY— N TA B AZREMERT S Z L7, BEEF—EHEHLT
CDO IZA Y R—FT 4 7 TEET,

o T84 AL FE T2 Cisco Cloud 4 —E R TEEET DI LIZTEERA, AV AR—T 47D
BIZ. LA F® [Cisco Cloud Hh— Y 2035 D FTD OB RG] 2R L T E &,

*FIDDOFDMUIIZE 7 A L, T/ ATFHEL TOBHEETOEENRNT & 2R L
ESc

*FTID 7 /3 ATDNS BIE LS EEINTWDL Z 2R LET,
cFID T NA ATHA LY —EARREENTNDZ EE2MERLET,

*FIDT /A AZIELWEM ERFANEREINTWEZ LR LET, 9 TRWEAIE
FoR—F 4 TR LET,

RICITS1E%E -
WKONTNIPOEEEFEITLET,

¢ FTD 6.6+ 5 /XA A3 TIZ Cisco Cloud V' — E R BEFEI N TWAESIT. T3A A% 4
VIR—T 4 T BRI Gk RER T A S4B H Y 97, Cisco Cloud ¥— B 25 FTD
REIRRT D (19 _X—) ([TlERE T,

o T34 AN Cisco Cloud — B RIZBEE I N TWARWEAIL, BEx—2EHLTY 7 b
T 2T NR—=9 6.6+ FHFTLTNWDFID 24 R—RFT2FIE 20 2—) ([TiHEL
F9,

Cisco Cloud —E XM 5 FTD = & 832089 5

IZ, Cisco Cloud —E AN G T /8, R & BkERT D20 OBRFTOFIEZ R L ET, Bk
X —ZHHLTCDOIWLFID TN, A2 F VR —F 4 VT HRNT, ZOHEZHERLET,
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FRAREF—EROFVvR—FT 125 |
B s smmALcy bz 78—Ca 066+ EEFLTVSFID 4 0 k— KT 2 FIE

\)

GE) NR—=T 3700 KE2FITL WS FIDV 24 R — R34 584, FTDv & CDO IZ&81 %
L. AT x =< ABBIDO A~ — R T B ADERR, T 7 4N NOBETHD [AIE
(Variable) JICHBIMIC Uy FEaNET, AR —F 4 7 #%IC, FDMUL 2R LT, &
NA RCEHEMT O T A B AC—HT DJEs FEICHEIRT 2ELRHY £T,

Z DT /34 AN Cisco Cloud H— B R ZBEFEINTWARWT & ZHERT D123, ROTFEEFE
ITLET,

FIE

ATv 71 FDM 2 L CFIDIZr 74 LET,
RFY T2 [FDM] A=a—DF N A AT AL a7 Vv r LET,

il = o T 5 it et = 7]
Firepower Device Manager = s R et
CISCcO ! ’ Monitoring Paolicies Objects Device: firepower

ATY T3 [VAT LRE (System Settings) | A ==—% BB L, [Z 7V K% —E X (Cloud Services) ]
Vv LET,

ATy T4 [T 7 F¥—EA (Cloud Services) | X—Y T, WHA=a2—%27 Vw7 L, [Z/T77 K)—
A DX ERfRER  (Unregister Cloud Services) ] 23R L 97,

Threat DISABLE Malware DISABLE

RATwTE BEEER U, BREEER (Unregister) 1% 27 U v 7 LTTNA ADOBERZMRLET,

RDZARY

V7 MU =T 6.6 LARE%A 51T LTV 5 Firepower Threat Defense 7 /34 A DA 2 7R — R &#A T
WOEEIE, BEF—E2EALTY 7 =7 "=V g 6.6+ EFITLTNAHFID &4 VR —
R 25FIE (20 ~<—) (TR FET,

ERF—ZFEALTY I TN—=U3 066+ ZRITLTVWASFIDZA VR— T 5
FIE

B —Z2H L TFID #4 v R— K512k, ROFIEICHENET,
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&
2ATFw T2

ATvT3

ATV

ATvTh

ATvT6

ATy T1

BRF—EBALTYI R I7A—Ua 066 2RFLTLEAD 24 ok— k9 5FIE ]

FIE

CDOlZmrZ A LET,
FESr—r a4 RUT, [ X RY (Inventory) |27 Uy 27 L, HWTTARK

2V LT, TNAADFvR—T 4 VI HTNET,
[FTD] %7V v 7 L7,

BE FID 7 /34 A% AR L L9 &9 5 &, CDO TlX, Firepower Threat Defense = R
22— =T 4B AHE (BULA) ICHZELCRIET A L2k bnET, =
WET T FCTLRIRY DT 77 4 €7 4 T, ZORKCFEET D L. LIEOFTD
BAYE T CDO MO MET v 7 FRFRARIND Z LiEH Y A, EULA 2T
FEREENEULIZGAIE T e 7 IRE RS, BERETLI2LERH Y £7,

[FTD 7 /34 AD A v R — K (Onboard FTD Device) ]H[EH T, [B&kF—Dif (UseRegistration
Key) 1527 U v 7 LET,

[7 /734 A (DeviceName) | 7 4 —/V RIZT A A4 H AT LET, T3 ADKA ML FET=
TEOMDEEDOARNCT HZ ENTEET,

No Secure Device Connector found to communicate with some types of devices. Set up a Secure Device Connector

8 2

Use Serial Number

Use Registration Key

Onboard a device using a registration

i o 165 °"°°:’d‘”9 i key generated from CDO and applied -y
FTD Device configured devices using their serial on the device using Firepower Device
Firepower Threat Defense 6.4+ number. Manager.
(FTD 6.7+, 1000 and 2100 series onl Iy)

Device Name Device Name © Important: If you already have a SecureX or Cisco

Threat Response (CTR) account, you will need to merge

Pevice Name your CDO account and SecureX/CTR account in order
for your devices to be registered with SecureX. Your

Next accounts can be merged through the SecureX portal.
e See Merge Your CDO and SecureX Accounts (Z' for
instructions.
Until your accounts are merged, you will not be able to
see your device’s events in SecureX or benefit from
other SecureX features.

[T — & _X—ADHEH (Database Updates) | fEIKTIL, [EX = U T ¢ B EEFICEITL, &
MEH 2 HF027 5 (Immediately perform security updates, and enable recurring updates) ] 237
T AR THERC > TVET, ZOFTvavid, Exa VT 4B HE TSI ) A—F5
&bz, mEAAREROFRNFFHSBMOER 2 F = v 75X 9271 A2 BBICA S
Va—/)L LET, iEMIZ oW TIE, [Update FTD Security Databases] & [Z¥% = U7 47—
NR=AHPHDORYr Y 2 —VRE] #BBLTLIZEN,

GH  ZoA7varEESHZL TS, LA Firepower Device Manager Z i L TRXE L
oA Y 2 — VERFDEFNITHEL A,

CDO 2 & » T [BEkF—D1ERL (Create Registration Key) | fEIIZ B GRF — 0N ER S E T,
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FRAREF—EROFVvR—FT 125 |

B s smmALcy bz 78—Ca 066+ EEFLTVSFID 4 0 k— KT 2 FIE

ATvT8

ATvT9
2TFv 710

ATYTN

ATvT12

GE) F—DPERSNEZBTT A, ARERIA VR —T 4 V7 ENDRINCA LV R—TF 4
JHEENOBEIT S L, AR —FT 4 VT EEIICRED ZENTEERA, 72720,
CDO 2L > T[A v~ U (Inventory) | X—IIZEDT/NA ADT L—AKR)H
PERR SN ET, page. T/NA AD T L—RARNVEZRIRT S L. ZTO_X—=JICFD
FNRAADF—NERENET,

[ZE— (Copy) | TAaraxr )y LTREF—Za—LET,

GE)  BHREXF—0Oabt—Z22AXy 7L TR~ Next) 1227V v I T5E, TRAADS
V—ARNE T N EFET LB TT AN, RERETEET, 2047 a Ui,
BN T S ZAZAER L Cb BT 556, Iy Aa = =R R4 ~v—
F v T —Z IMEDFEIFE (POV) T3, A% A VA M—LT HGEITELHLET,

[1 X R (Inventory) | ~X—IT, T3 ZADHEHRIEN 17 n by a =0 VR
(Unprovisioned) | (272> TW\W5 Z & 28 CE £ 9, [Firepower Defense Manager O 7' 1 E
T a =27 OfifkE (Unprovisioned to Firepower Defense Manager) ] D FIZFRm S5 B ek —%

aAE—LTC, AT 4T uRAEET LET,

FR—=FT 4 THOFTD D FDM IZr 7 A > LET,

[ AT LE%E (System Settings) 1 T, [Z 77 R —E X (Cloud Services) | %7 U v 7 L%
7

[V— 3 (Region) ] 7 4 —/L KT, 75> b»REID YK THTWD Ciscocloud DV — =
CERBERLET,

» defenseorchestrator.com (212 7 A 3 B 540%. [US] Z=IN L £,
» defenseorchestrator.eu (21 7 A F 5851, [EU] Z84R L £ 7,
« apj.cdo.cisco.com (21 7 A T L5551, [API] Z@IRL £7,

&%k ¥ A 7 (Enrollment Type) |FHIK T, [EX¥ = U T 4/7 7 & (Security/Account) | % 27

Vw27 LET,

GE) R=Var66%EKTLTWVDT A ZADEE, CDO D [T F v — (Tenancy) | %
FOIA ML [EF2 )T 1 FHYY R THY, FDM ¥ v 2 F— KT CDO %
FENTHENCT DM ERH D Z LIZEELTIEIN,
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ATy 713
2TFv 14

ATvT15

ATy 716

ATV 1

ATv 718

BRF—EBALTYI R I7A—Ua 066 2RFLTLEAD 24 ok— k9 5FIE ]

Enroliment Type

Smart Licensing

Reglon

US Region w

Registration Key

(%) Senvice Enroliment

Cisco Defense Orchestrator

Cisco Defense Crchestrator is a cloud-based management tool used for managing natwork
devices. Select this option if you want to r the device in your Cisco Defense Orchestrator
account.

Enable Cisca Defense Orchestratar

Cisco Success Network

of the produc your network

Check out the

[ &k*— (Registration Key) ] 7 4 —/L RIZ, CDO THARK L7728k — 2050 1T £ 7,

[F— B A %$k (Service Enrollment) ]fEIk T, [Cisco Defense OrchestratorZ %727 % (Enable
Cisco Defense Orchestrator) &4 2L E 7,

Cisco Success Network Enrollment DX EkIZ B3 D22 L £ 9, I LARWEAIE. [Cisco
Success Network(Z & $% (Enroll Cisco Success Network) | F = v 7Ry 7 A% 471 LET,

&8k (Register) (&7 U w7 L, [ A2OBRERE T AILD  (Acceptthe Cisco Disclosure) ]
27V w7 LET, FDM A CDO IZBERER 2 605 L £,

CDO TRV | Bk —D1ERK (Create Registration Key) ]fEIE T [k~ (Next) 27 U v 7 L
£

[A~— KT A A (SmartLicense) |fHIKT, A~—hFTF7 A B AEZFID T /A AZi@AH L
TR~ (Next) 1227V v 7350, [AFxy7 (Skip) 127V v 7 LT, 90 HEOFEANZ A
BUATEHY R =T 4 VT EATT D0, THAAARTTIZAY— R T4V AZESE LTV
DB, FATCTEET, FMICHOVTIE., [RAv— 934 B 2A0BEHEITED 258
LTL7EEWN,

PRI OWTIE, A — I BV AOBEHELITER 22 LTI, [Ax v
(Skip) 1227V w7 LT, 90 HEIOFHEZ A B> ATHYR—F 4 VT afifTTHZLHT
%iﬁ_o
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FRAREY—EROF o R—F 125 |
B 7 xovurLEsemmL: FID OBALRE

GE)  TAAARNR=V366%2FTLTWVWBEAIL. CDO~D@EA2FHTHRICT S
VERH Y FF, T/ AOFDMULING, [V AT ARE] 7 77 K —E R (BB
L. vZANLTHEMOZ2Y v LET, >

Device Summary

Cloud Services

,"’C}-‘I Connected Enrollment Type: Security/CDO Account Tenancy: 1 Tenant

W Registered Region: US Region

Orchestrator

& Disabled

ATv 719 CDOIZEY, [4 X2 hU (nventory) ["N—VEE, T ADAT—H AN [T rE Y 3
= 7f#B% (Unprovisioned) ] 75 [+ (Locating) 1. [FIHH (Syncing) 1. [[RIHA%H 7
(Synced) 112> TN Z &R LET,

TINAZADV ) TILESZFEHLT- FTID DEA %R

ZOFIEIZ L Y . Firepower Threat Defense (FTD) 7 /34 A& ff{HIZEZ v b7 » 7 LTCDOIZ
FrHR—=T 4 T TEET, BERDIZ, T ADT ¥ — DY T NFE S ETILPCA ¥
YT NESTETTE, T/ ZADF U R— R, Av— I v X ZuMT %7, 90 HRH
DOFHE T A o A B TE £,

n—X vy FFu ey a =7 & L7z Firepower Threat Defense 7 /3 A A D& AHEfiF T — 27 7
B — C ARSI FATT DN, EAFZ A TEEEZ ML T EE VY,

S

BEE FID&2ALR—F 4 7 FTH5200DZ05DNTEIL. Firepower 23— 3 > 6.7 LI A A
F—=LENTNWDET A ATORMEATE £97,

&= FA 15
cHLWFIDF N, ZADR—X v FFubya=r Ry NT—2BEMEN, 44—
Fy FENLTCREETE S, LHEMIREOF LWFID T3 ADF LV R—F 4 7
FRAAZADPYT AL A vy b T v 7 74— RIZ5E T LTLARW,
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| FR1REY—ERDAVR—F 12T
HLOFD 7131 20on—4vF Faeva=>y |

OTA4X@/)7W%ﬁ%ﬁmbtﬂﬁﬁﬁmD@T/T%F X hT =229 TIZ
BINShA v Z =3y G EEFRER, REEADFTIDT /N A, £2E7 v 77 1—
RENTT A ADF L HR—=T 47 T A Aty N T v 7 74— Rk, 7/
AATHETLTND,

BEEEER -
s AFEEB L OEE
I TNEESEEHNLIEFIDA L R—F 4 T DT TN a—TFT 47

HLWFID TN/ RODAO—42yF FAES 3=y

n—4%yFrureya=rF, THHARIREOH L FTD 1000, 2100, 3100 'V —XDF
NAARZHBC 7o EY a =0 7 L THETEDL L)ICT2HETT, itk b,. CDO
SNDTNNAADE U R—T 4 TS FENZ AT ORI NAEIL /D ET, a—XvF 7
nEYa=rs FukRckY, WET AL RCa A T DMEENR/NRICIZ b E
T, ZHUE, TEEER R Y T =7 T3 AOEEIZENTWRWY E— h 47 ARZF DA
DY E RS E L TWET,

R—fyFTREYa =V, SESERNA— R =T EFAOY K= MR Y T by =T
NV a TR ET,

A—42yFITOESIZ VI &Y | U R—FrAED T 747 |FIDYIT b7 Ry —
R—brTBITFPATI4A—ILET |94—ILYT T T IN—
IWES o3y

Firepower 1000 2 U — X /34 Z 6.7 LA SF-FIK-TD6.7-K9
5L : 1010, 1120, 1140, 1150

Firepower 2100 > U — X 534 % 6.7 LA SF-F2K-TD6.7-K9
TFL 1 2110, 2120, 2130, 2140

Secure Firewall 3100 >V — X 53| 7.1 LIK% SF-F3K-TD7.1.0-K9
A AET /L 1 3110, 3120, 3130,
3140

| &

BE -“oOFEEZEHALT. TWY 7 R T7 =gy (64, 6.5, BL16.6) TEITEINTWD
FIDF /A A% AV R—=F 4 I BHEE, T v T 7 b= RTEAEL, ZOF /S ATY 7
Mo =7 OFRA A M= (A A=) ZFITTHLENDY FT,

n—&ZyF b a=r S a2 FHAT5I121%, FIDT /3 2% CDOIWCA VAR —F 4
YL AVE=Fy MIT 7 EATEDLRy MU =271kt LT, T3 ZADOEREZ ANivE
ﬁ‘o

FAREG—ERDFVR—T 17 ||
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FIRAREH—ERDF =T 425 |

B sLomssrzon—4yF Joeva=1y

\)

6=

ATy T

ATy T2

ATvT3

CDOZA Y R—F 4 VT T DHRIDMEIZT ™A ADERE ANETN, JRIPITT/NA X% CDO
IZHVR—Ta2TLThb, TNARDERZANT IS VFRY FI—V 2RI HI L
EREOLET, CDOILT A A AV R—FT 4 735 &, T /31 AL CiscoCloud ® CDO
TFr MIEEMTONET, TS ADBREASNCL TRy NT—ZIZ8ERT D E, D
T /3 A% Cisco Cloud IZHEE SLE T, F72, 77 v MIT TIIBEEMIT L TND 2o,

CDO (2 & > TTF /A ZAOHERA BRI S k7,

T 2T 2123, T OFIREZFEITLET,

FIE

(m—% v F7Fuavya=r27%fif L7 Firepower Threat Defense 7 /3 A A DE AT — 7
77— RS TR STV D FIEEZEMH LT, CDO TF AN At v R—FT 1 7
LET, 22T, TAARRAT = RRER SN TORWIZD, [T 740 h/SAT — REE
¥ 72 L (Default Password Not Changed) | Zi&IRT 2 0E N H Y £,

FIDR 7 U NiIZHEfi S LD L, TF v MIA v AR—T 4 77 nk 2 &% T LET, 71
A0 [t (Connectivity) ] A7 —# A% [ERH (Claiming) 11ZZ&D Y 7

Xy W=7 =T NEA =Yy M1 ETER VA X —T = AR LET, A
VH—=T 2 A AL H—Fy h~DL— R RH DL I EEHERLE T, T ADOERE AN
D e T/RA AL DHCP — 3= 5 IPv4d 7 KL A& FHLY | Cisco Cloud (Z#%#t L £ 97,
TINAADT 7 4V FRETIE, DHCPEHEA L THMIA v X —T = A ADT FLRAZEGL
ESc

T34 A%, CiscoCloud T TIZEREIN TWANE I A EHEMICHER LET, Z0OHEE.
FIAL AT TIT CDO TERENTWA72H, CDO OF F v MIE#HEEIY ¥ T o5, CDO
WAV R—T 4 T ENnET,

G¥)  CDO TTAA RAZFEFERLTWARWES (DF 0, BRI HENIT A ZADER
A AT LTEGE) T ATXERE D F T Cisco Cloud 12/3—27 SNEJ, =
DIRFETIE, TA AR E T v a2 Ly, BEHY L TT NS REFHLEDY
THZ LI TEERA, CDO TT NS AZFRTHE, U7 rEeYa =70
BEN, TAAL ZARHBRICA Y R—F 4 v 7 ENET,

T A AD [##i (Connectivity) | A7 —H AN [4 T4 (Online) | IZAHE S, [RE
(Configuration) ] A7 —& AN [[AHEA (Synced) [ IZEE EiEJ, FTID 7 /34 A5 CDO
AR —RFSnEd,

IN—= R =27 OFHE/ SRV TAT—H ALED (FTD 1010) . SYSLED (FTD2100) . F7/-i%
SLED (3100) 2FREAICAIL L TWDHDEMER TEET, T/ ANBZ 77 RICHEHR I LT
D886, T8N AO LED 13k CRIE LT £3, 7734 A28 Cisco Cloud (Z#5#t T& 72\ i
A, EIEEERRICEREN RS, AT —4 Z LED (FTD 1010) . SYSLED (FTD

B S RES—ERDFVR—FT 42



| F1REH—ERDFHR—

i

HLOFD FA20n—4vF Foeva=vy

2100) . F72IZMLED (FTD3100) NRAIZFHA LA L PAIZEABRL TWADEMERTE
iTO

LED A > 7 —Z|ZOWTHRT 51215,

lm—% v FFuvya = 7%fH L7 Cisco

Firepower 7 7 A 7 U 4 — /DA LV A M—)L| OET F% TEITZEW,

l(:‘;'__'

X3

ZHVETIZFID =Y —) b, SSH, FDM (Zr 74 > L TWA5LEIE, &0 74 VIR T
WA ADINAT — REEBRLTNDHIETTT, ENUTH, CDOEZEH LT A ADA R —
FarTicue—FyF raeYa =y Fat AR EHTEXET, FDMICe 2 A L%, T
AADEY NT v T T 4P —=RT, A F—T =2 ADFBEAT v T HFZET LIRNTLE
IV, TDAT T EETTHE, TNRARAIT TU RMhLEEMERESN, o—ZvF 7o

Vazmrl FutvAEHFEHTERLI A ET,

FDMiZun /A 358, FyvaR— RRICROBHERPFRINET,

[—=1] admin
Device: firepower Administrator

©)

Device Setup

ﬁ b Internet

etes O B ONS Server

5 Inside Network @] (] (o] (o] () (] () 1SPANAN Gataway @ TP S
PEEEEE OO00 ]

@ Cloud

to Cisco's Security Cloud
To claém the devi in serial numbar
JAD20160BUB

Local Management: To mariag sice locally using Firepower D

Manages, please complate the

Connect firewall to Internet

nitial access contn

will enforce the following actions.
policy after setup.

und Traffic Block all other traffic

This rule allows traffic to go from
inside to outside, which is needed
for the Smart License configuration,

“ Don't have intamet connaction?
Skip device setup

FDM UI TIHEICHEE T, VUV TAREDOL L R—FT 4 77 4 P—RIZBEIL, T3 A%
FrHR—=T 4 T LTLESN, ZZTEH, TS ARRT = RPRERINTNDTID, [T
7 F )b R AT — REH K (Default Password Changed) | Z23&IRT 24BN H Y 9, m—
Xy FTaeya =7 %M L7 Firepower Threat Defense 7 /N A A DEAWE(F T — 7 7 1 —
ERIFESRM) 2R LTI ZS N,

EPEXE 3
c FNAADVY TAEEEMA LR ER A FID OA L R— K

The default action blocks all other
traffic.

FAREG—ERDFVR—T 17 ||
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FRAREF—EROFVvR—FT 125 |
B = x0vu7 L BS2EALERESRAFID OF v K—

S L ONER

TINAZADY ) TIVESEERLZREFH FID DA R—F
FNRL Ay bT v T U4 P— REBREFAO FID 73 ATET T 510, T3 A3
T RIPBBERFREN, u—F v F TubVa=r s Faw A&l L CORRER S
TN A% CDO A VA= RT 52 LI TEEREA,

A\

GE) 534 AP Cisco Cloud IZHEFE STV R WES, 257 —% 2 LED (FTD 1000 >V —X) |
SYSLED (FTD2100 >V —X) | £7-IXMLED (3100 >V —X) ML AL JRICAKZH
WCEB L TN DEHERTE £,

WDHE AT HFITTHEZDICT SIS A ®Yy F T v 7 U4 P—FRE%ET LTWAAREERH Y
‘ij‘o
« TNRAANFID6TUUEICT v 7 7L —FEnTnW5b, U 7&K S%2#HLTFID %
CDOICA Y R—F 4 7T HI21F. T RIZFTD6. 7N A A =L I TV B MLEN
&) D i‘j‘o
e FNAADERA LB —T 2 A ATHMHIP T FLAZHRELET, A F—T A AN
WMEERZAF v 7IPT RLAZFIFTERWEA, £72IEDHCP ¥ — _A—THF — 7 =
A — F PRI VRS, FHIP T FLRAZRETILENH Y £,

*PPPOE ZHH L CT7 RLAZRISL, MBS o H—T =2 A AR ELET,
«FDM £7-1Z FMC Z{EH LT FTD 6.7 IEDT A 22 EH L £9,

|

EE (DO TiX, Firepower Management Center (FMC) THELINL TV 5 FTD Z#HEL T EH A,
2L, ZOF /A X% CDO CHIE e & FHT 25813, 7 A4 A— NI HHEiIC
FID 7/ A Az —ANEBIZHI VR, RTTAA RaA v R— R LET, 7/5 ZANFAT
L CWW5H/3— 3 D Cisco Firepower Threat Defense 2> 7 4 ¥ = L—3 3 > A R (Firepower
Device Manager fi]) [5%5&] @ [System Management] DEFI|Z&H 5 [Switching Between Local and

Remote Management] Tt STV 5 FIAA AT L £ 3, https://www.cisco.com/c/en/us/support/
security/firepower-ngfw/products-installation-and-configuration-guides-list.html#anchor854

ZOEIRT AL R A R— T 55613, ROFIEEZFATLET,

FIE

RT9T1 Ta—%yF Ty a=7%f L7 Firepower Threat Defense 7 /N A A DE A Ui 7 — 7
7o — LR TR SN TV D FIEAEHN LT, CDOTT A A x4 R—RFLET,
ZITE, T ARRAT = RNEREINTWDHTD, [T 7 4V hSAT— REFEF A (Default
Password Changed) | Z®IR$ 2 0E 1 H Y £,
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| FR1REY—ERDAVR—F 12T
O—4vyF7O0EY 3 =>4 %% L1 Firepower Threat Defense 7/\f R DBA#E T —4 7 O— LBTHREY .

ATw 72 FDMUI T, [V RTLERE (System Settings) 1 >[Y 5 FH—E X (Cloud Services) 1128
&) L. [Cisco Defense Orchestrator/)> 57 72 b ~® H#E % 4% (Auto-enroll with Tenancy from Cisco
Defense Orchestrator) | 473 a > &N L T Bk (Register) [#27 V 7 LET,

CDO (X, T /31 A® [t (Connectivity) ] AT —X% A% [4> T4 > (Online) ]IZZEH L,
[f%7E (Configuration) | A7 —# A% [[AIf#l (Synced) JIRREIZZEE LEJ, FID 7 /34 AN

CDOWCHA Y R—F 4 v T ENET, "— R =7 DYH/ SRV TATFT—X ZLED (FTD1010) .
SYSLED (FTD2100) . F£721% M LED 2RI HEIE L CWDDEEERTE £, T34 AN
Cisco Cloud [ZH#:5t SNV TWH A, T34 A0 LED Ikt THRIE Lt £, T34 AN

Cisco Cloud [Z#5#5i T & laWGa . E72I3sEmk s kb %a, M UAT—4 A LED
DR E AL U PRICRBICEBE L TWDDEMERTEET,

BEEER
e —X v F T rbEYa =7 % H L7 Firepower Threat Defense 7 /3 A 3 A Hefjig 7 —
7 7 u— & EiRE:

« HEh L OER

AO—42 vy F7OE Y3 =25 %L 1= Firepower Threat Defense 7 /31 X D& A # 1§
J—45 70— ERHREH

ZOU—r 7u—x, THHHEREEDHT LU Firepower 1000, Firepower 2100, 35 2 8 Secure
Firewall3100 > U — X F A 20 —F v F7Fa v a = 7 & L7238 AUERIEHE SN
i—a‘o

ZOFBEEFEAL T, SMBRXZ—NEEA LT A A F R —FLz), Blo)—Ts
NZHDHND T T RTF o ML TITILEEISN TWAT AN, AEF LV R—KLED b
TEFET, 2L, TS RABNER X —D 7 F 7 RTF 2 hEEEFMO)—Yarns 5
7 RTF 2 MCTTIOBE SN TV DA, CDO LT A A& d v R— R, 5372
DY T NFEFNT TICEREN TS (Device serial number already claimed) | &\ =5 —
Av—UEFRLET, ZOXIRYA, CDOBHEIL, T3 A0V Y T IVE 5% LIH|
DI T RTFY MPDLBEMRL THE, MEOT 7> hTCDO 7 /3 AZERT HME
NHOVET, T TN a—T 4T DED [FARLADL Y TAHBSNT TIZERINL T
5] EERLTLLIEIN,

ATiR S

YIrYITT7BEUN—FKYZT7OEHK

FID 7 /31 21, 2 U T AFEGIC L D EAME G 2 VR — N 2HBEH Y 7 by =7 2 FATL
TVWORENDH Y £,
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FRAREF—EROFVvR—FT 125 |
. O—4&vyF7O0EY 3 =% %A L Firepower Threat Defense 7/\f R DBA#ET —4 7 O— L BHREH

O—2yF7OESI= VT %Y | HR—bREDT 747 |[FIDYIT bz 7 R\vs5—2
R=bF2IT7AT704—IVET |VF—ILY T b7 N—
ILES oav

Firepower 1000 > U — X 7 /34 A& | 6.7 LLF% SF-FIK-TD6.7-K9
5L : 1010, 1120, 1140, 1150

Firepower 2100 3 U — X 7 /34 & | 6.7 LLF% SF-F2K-TD6.7-K9
E5 )V : 2110, 2120, 2130, 2140

Secure Firewall 3100 >V — X 53| 7.1 ARk SF-F3K-TD7.1.0-K9

A ZET /L 13110, 3120, 3130,
3140

N— R 7REICEY SHERORTHRSEMS

s PEBLEDR Y T —41%192.168.1.024 7 FLAEMZEZFEATEE A, 11— %> b
11 (OB Bk U —21%, 192.168.1.0/24 7 KL A2 & i fl T& £ A, FTD6.7
ZEITLTND 1000 BE2100 2V — X FNRA ZADA =Y % v b 12 TNER] A v & —
T2 A ADT 74/ FIPT RL AT 192.168.1.1 THY, WAN TFT LANZDY 7 % v b
FIZHDHAE. WAN ET AL > TEID ETHNZDHCP 7 R LR EHAT 5 ATREMED
HYET,

cRER: A —P %y F1/2, IPT7 FLZ 192.168.1.1

SR A —H Ry N1/l DHCP2HDIP T RUL A, E/-03ty N7 v FERICEETE L
-7 KL A

B T M REY—ERDFUR—F 4T



| R 1REHF—ERDFVR—FT 424
O—4vyF7O0EY 3 =>4 %% L1 Firepower Threat Defense 7/\f R DBA#E T —4 7 O— LBTHREY .

Ethermnel 1/2-1/8 Swilch Ports
neide 192 168.1.1
HokE+ on Etharmet 1,7 and 18

Etharnat 11
putsida, DHCP from Modemn (Alrernative) Mar
ManNGQETE
l DHCP frgm mn

GO

WAN Mooem

Managament C.omputer
LHLUF from insade: 1921681 x

WA B —T oA ADREXEHTERWIRESIL, FEDMZERA L TA —Y %y M 12D
TNER) A v =T 2 A AREDOY Ty FEERL, BiaxmMLET, & 21E, K
DY TRy FEEICEFECTEET,

sIP7 RL X :192.168.95.1

« DHCP H— "—D#iPH : 192.168.95.5 ~ 192.168.95.254

WA B —T = A AOFRETFNAIZ-OVTIL, Cisco Firepower Threat Defense = > 7 ¢ ¥ =
L—a Y HA K (Firepower Device Manager Hl) [J55E] 22 L T 72 &0,
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/
products-installation-and-configuration-guides-list.html [Interfaces| D # @ [Configure a Physical
Interface] ZZML T 7ZE VY,

¢« FTD /34 AN A A h—/L &, Cisco Cloud IZEEE SN TWAMLENH D £17,

o« FNRA ZADHA o H—T 2 A ZAFETITEHA X —T = A A, DHCPT FL v 0
PIRAET ARy MU =T IZBERTAMLEND Y T3, BE. T 5 AITIEA X —
T oA AFETNTEHA A —T 2 AT 7 AV NODHCP 7 54T "R3BV £9°,

N

GE) ®BEHALZ—T A ANDHCP Y — =%z 7-%y NI —27IZ
Pt SN TWAEA, Linux A¥ v 7 ICk>CHhEND b7
T4 T DINEBA o H—T A AL bEREENET,
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FRAREF—EROFVvR—FT 125 |
. O—4vyF70O0EY 3 =% %M L1 Firepower Threat Defense 7/\ 4 ADBA#EHFE T —H 70— LRTHREH

eV TNFUR—T 4 VT HEORDSSE RKAAL T 7 BATES L5107 512i%, 4
HEFIIEEA L X —T oA ATV BATHELERNDH Y £7°,

cUS U —T 3

* api sse.cisco.com

* est.sco.cisco.com (HUFHAYIZ ILiH)

* mx*.sse.itd.cisco.com (BLfEIE mx01.sse.itd.cisco.com D7)

« dex.sse.itd.cisco.com (W A% ~—H% 27 & ZAH])

« eventing-ingest.sse.itd.cisco.com (CTR 3 £ X CDO H)

» registration.us.sse.itd.cisco.com (HJHD Cisco Cloud ~D T /SA A XKERDS AIHE
*EUU—vVa v

* api.eu.sse.itd.cisco.com

* est.sco.cisco.com (HUFHAYIZ ILiH)

* mx*.eu.sse.itd.cisco.com (BLFEIEL mx01.eu.sse.itd.cisco.com D F)

« dex.eu.sse.itd.cisco.com (7 A ¥ ~—H% 7 & ZH])

« eventing-ingest.eu.sse.itd.cisco.com (CTR ¥ X O CDO M)

* registration.eu.sse.itd.cisco.com (1} Cisco Cloud ~D 7 /S XXX ERAS A HE)
*APJ V—T g v

* api.apj.sse.itd.cisco.com

* est.sco.cisco.com (HUFHAYIZ ILiH)

* mx*.apj.sse.itd.cisco.com (BIFE(X mx01.apj.sse.itd.cisco.com D )

« dex.apj.sse.itd.cisco.com (W A% ~—H% 27 & ZAH])

« eventing-ingest.apj.sse.itd.cisco.com (CTR & OV CDO H)

* http://registration.apj.sse.itd.cisco.com (M3 Cisco Cloud ~D T /A A Xk 7]

s
AE

o« TRA ZADINEA v H—T = A A3, Cisco Umbrella DNS |2 DNS 7 7 & 2 T& AL
NHY FET,

CDO TT/\f REEXKT HHIIC
CDO TT A AZ R HANS, ROEWAH D Z L 2R L TSN,

B S RES—ERDFVR—FT 42


http://registration.apj.sse.itd.cisco.com/

| FRAREF—ERDF VR—F 1 2

O—4 vy FFOE Y 3 =25 (ZFMIt7= Firepower Threat Defense 7/ RD 1) 7 ILBEEDE A #E(E .

cFID T34 ZAD Y% —3 DY) T NFKSFEZILPCAEKF S, ZOFERILZ. "—FKu=7T
VX =D FEL, FET N A SN BEAR = VR ICRE STV E T, ROK D
BITIE. FTD1010 > % — 3 D FEICS U T LER TeksksxrkX 0RO | NFR I TWVET,

Model / 814 / £4% [ Modéle: FPR-1010
Product / /&% 5 | & &% 1 / Nom de produit: Firewall R ig
Manufacturer / #1i5/ / % / Frabricant: Cisco Systems, Inc.
This devios complies wih Pat 16 o e FCC Rules Operston s sject 1o he folowing

Cisco Systems, Inc. ' 9 e e,
B oas cA verss e @ @ [E c% /

Input (ENTREE/ 8 A/ A )12V = 4.6A FERTHEEER T

CE Ml Gumm T

AFEELERThEAREE Mitpeliciscs seturna.com
ERAFESEATREUTHERSMA
CAN ICES-3 (B)/NMB-3 (B) &E‘“

o 2 Date Code
R Sy ||l|I|!|5I|LII!!I|IlII 01/28/2020

BEHHE 5

R e g
SN: JLXO0R9 - (Wb e tiete
L ] : ‘e _ o _© _®
66 00 0 ae et e inlis

L e o
G.i.-o.o‘o.o.o.@-oo.o o 0

® o e e o+ o o o° e o o
3 e 6. @ e 9 8 e @ e -8l
NN 678 o0 0w e RN

fo i e BRI B TR ) ) 0
- a a & e o & © o o o o o

e TNA ADT 7 F )V FDI/RAT— K,

o JBIERE 2 19~ 5 72 1T Cisco Smart Software Manager 7 4K SNz A~— 7 4 &
A, 72720, 0 HHDOFHIZ A B AZEH L CTT A ADF L R—FT 4 T &FET L,
BlCA~Y— b T4 AZMATEET,

RDEFE

u—X% v F7r vy g = 7ZMT 7z Firepower Threat Defense 7 /XA AD 2 7 /L& 5 DEA
Hfii 33 ~—2) TR ET,

A—4 v FF7OE Y3 =>4 ZMIT1= Firepower Threat Defense 7/ 1 XD 1) 7IILBEBDEAEE(E

ATv I

SEE 1 CDO TFTD 73 ADE AW i 2 L T DA 1%, Firepower Device Manager % i ffl L
TTNAADfEG Yy VT v 7 H2FT L2 2B LET, ity b7 v 72577
L, CDO T REYa=v /T —nRAELET,

TNAADEBFREANTISUFRY FIT—Y KT BRI, YU TFILBEBSEZFERLTTN
ARECDOICHVR—T AV ITHILEEHEBOLET,

FIE

SN Z—InBIEA LTeT A ZADE A2 T 255815, 77 A2 H{A A—I{bT
HZRENRH Y FF, FEMIZOWTIEL,  [Cisco FXOS Troubleshooting Guide for the Firepower
1000/21000 with FTDJ @ [Reimage Procedures|] DOFEAZ S L T 7230y,
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FRAREHY—ERDA VvR—FT 125 |
. O—#4vF70EY 3 =>4 2 IT1- Firepower Threat Defense 7/3f AN 1) 7 LB EDE A%

ATvFT2 CDOWZmZ A LET,
ATV T3 Fer—var v RUT, [fX Y (nventory) 227 Vw7 L, HFNWTTARL

7V LT, T ADAVR—=T 4 VT 2TV ET,
ATy T4 FID%27 Vv 7 LET,
BE FID 7 /34 A% AHEH L L9 &9 5 &, CDO TlX, Firepower Threat Defense = R
2—P—F AL 2B E (BULA) ICHZBLTRETS LIk bnEd, =
X7 T b CTIERYOT 77 4 7 4 T, ZORKICFEET D L. LEOFTD
HAMEMTCDO o BET r 7 FRFRSND Z LiTdH Y ¥ A, EULA KT
FRETIVE L BT 00 7 PRRTFSN, BERETALERDY £,

AT T5 [FIDT A ADEAYE(H (Onboard FTD Device) | B T, [V 7 /L& S OMH (Use Serial
Number) | %7V v 27 LET,

RATw 6 [t (Connection) | A7 > 7T, IROFEMEAIIL, kR~ (Next) 1227 U v 7 LET,

Follow the steps below Cancel

& =
Use Serial Number
Use this method for low-touch
provisioning or for onboanding
FTD Device configured devices using their serial
Firepower Theat Dafense 6.4+ number.
| (FTD 6.7+, 1000 and 2100 sedes only)

&

Use Credentials
Onboard a device using its IP address,
or host name, and a usemame and
password.

Use Registration Key
Onboard a device using a registration
key generated from CDO and applied
on the device using Firepower Device

Manager.

FTD devices are configured to automatically connect to Cisco cloud securely using the device's serial
number as its identity. This is the recommended way to connect to the device in CDO. Learn more Ly

‘\': 1€ Select Secure Device Connector © Enter the serial number of the FTD device you want to
onboard, then CDO will attempt to connect to the
= SDC-2 device
Device Serial Number Device Name Important: Only FTD 1000 or 2100 series devices

(running on software version 6.7 or later) are supported.

Device Serial Number is required Device Name is required

1. ZOF A ZANHEIET H Secure Device Connector (SDC) ZEIR L FJ, 57 4/ D SDC
MIERSINETH, SDCAHEZ Vv I THZETSDCEZEHTEET,

2. [T A 7% S (Device Serial Number) | : EAYEf T 5T 34 ZAD T U T %K
FEIZILPCAFEZEZ AT LET,

3. [7/3A A4 (Device Name) ]: 7 /34 ZAD4HTEIEE L £,

4, [RAT—=FKDO Uty b (PasswordReset) | AT~ 7T, WOFEMAZ AT L, [k~ (Next) ]
Vv LET,

[TT7 AN DN AT — RPRER (Default Password Not Changed) ] : H LW\ T /34 A
DT T )V bRAT— REELT DL, ZOFT v a v ERIRLET,
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| FR1REY—ERDAVR—F 12T
O—4 v F 7O 3 =>4 ZM 11 Firepower Threat Defense 7/31 AN ) 7 ILEEDEA %4 .

GE) FTNRAADT T FH )V "RAT— RN TIIAERTEINTWAEE, 207 44—
IV RIZ AN LTEANRITER I NE T,

e TNRA ZADFH LWWRAT — RE[HT LUVWIRATU — K (NewPassword) ] & [73A T —
KO8 (Confirm Password) JIZASILET, HLWWIRA T — RRHHIZER S
NABEEZTEZLTCWDZ L 2R LET,

o [T 7 A hRAT — REH . (Default Password Changed) | : FDM & 721 Firepower
eXtensible Operating System (FXOS) =22 Y — /L CT 7 4/ h/SAT— K& JT TIIAHE
LTWDT AL R LTDR, ZOFT v a 2B R LET,

5. [A~—hTJ A A (SmartLicense) | A7 v 7T, MNBERFT T a @R, [R~
(Next) 127 U w27 LET,

s [Av— T A ADHEM (Apply SmartLicense) |: 7 /3 AZELA~Y— T A&
VABBEH SN TWRWEAIX, 2047 T a U EEIRLET, Cisco Smart Software
Manager ZfEH L Ch—2 V& AERK LT, ZOT7 44—/ NZabt—F50ENHY E
R

 [TAA AT A 2 A3 A (Device Already Licensed) |: 7 /3NA AN TIZTA
A ENTWEEAIEZ. 2047 v a VERIRLET,
(B TIZANIRRAT=RRTTICERINL TV DHEIE. 20T VFRZ )R
HEIWIZ@IRENET, 2L, RBIOSUTHIOF 7> a VAR TE
7

« [90 H ] DFHAME = A &> ADMiH  (Use 90-day Evaluation License) ] : 90 H [H DR = 1
T REZBEHLET,

6. [W7 A7 VT aF A& A (Subscription Licenses) | A7 v 7 C, IROEIEEFEITL
7
BE [A~—FT A A (SmartLicense) | A7 v 7 T[T /A AT A & ALG.5
7 (Device Already Licensed) | Zi&IR L CTWALGAIL, ZORT » I T LD
BINZATH) Z L IFCEERA, BETFOV T A7 U T3 ORF: (Keep Existing
Subscription) ] NFE/R AL, [TUb (Labels) | OFNEIZHEA F T,

c A= b ITABUAPBH STV D HEIE. BERIBINT A2 ZA2HMT LT,
[k~ (Next) 1227 U v 7 LET,

cFH T A B ABFMI o TWBEEILZ. RAVPN 74 B AR MoTTo
TAV L ABEATEET, BERITA B AZBEIRL, [k~ (Next) 1227 U v 7
L CHATLE T,

CE) FEARATA BV ADHATHRITTDHIELTEET,
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B mo=ame<r

7. [V (Labels) 1 A7 v 7T, BEIE LTI SAAEANTEET, [~ FUIC
#%@) (Gotolnventory) 1227 U v 7 LET,

RDBERY

CDO 37 /A ADERAZBAMGET 5 & AMANC [ZRH (Claiming) ] A v & — ‘/\‘75‘3%%/7‘3%&
T, CDOIE, TAABRF L TA LTI T RIZHEEINTWDEINE ) NEHERT DD

| Rk RIIC AR — Y 7 LEd, 77U RIS &, CDOIIHI e ey = ﬁ/ﬁ%
Bt L., T, AZEFICA Y R—FT 4 7 LET, T3 AD LED AT —H APBFRAIT A
BT D LT, THRAAREEINTND I L AR TEXET, 7734 &AM Cisco Cloud (2%
BT WA, ElIdER RIS Kb G, A7 —% A LED (FTD 1010) F721%
SYSLED (FTD 2100) 2348 AAZHkEA & A L o VIR L 77,

BAID 1 R LANIZ T NA A7 Z 0 RICRERSNRWEE, 24 L7 7 M33%4 1L, CDO
12104 L ICEMICAR = L TTF N, ZAD AT — X A&zl L, [ERkd (Claiming) ]
DIRRESE ﬁ%bifo?ﬂ4xmﬁﬁbﬂofwf77vb B SN TV DA, A R—
T AT AT =R AT 5720 SEEFEOBEIIH Y FHA, WOTH[AT—FAD
%&mmw&mM])/a%a)/ybfxT Z AR TEXET, CDO IFHi7r e

Vam T EBRBL, TS RAEBEEFEICAVR—=FT 47 LET,

|

BE TR By Ny T U4 PF=RETTIZETLEERETLDE ([T 2DV Y T E

%%ﬁ%b#&ﬁ%ﬁﬂb@ﬁyﬁ~Fj%ﬁ%)\?ﬂ4xﬁ7§¢P#%§ﬁ%%éh\
DE. CDO L [#ERKH (Claiming) 1HKEED L £IZ72 Y £9. FDM % CDO [ZiEMT 5

ﬂi\ FDM 76 FEVRERAZ5E T3 20 E N H Y £9, (FDM T, [V AT AE (System
Settings) 1>[7 7 7 KH¥—E X (Cloud Services) ]IZ##E) L, [Cisco Defense Orchestrator?)» & 7
F v b~ HEPESEL (Auto-enroll with Tenancy from Cisco Defense Orchestrator) | 47> 3 v %
BER L C B8k (Register) 1227 U >y 27 LET) , KIZ, [AT—F ADHEFR (Check Status) |
27V v LET,

FID SR AHMEART

FTID X7 % CDO \ZA Vv R—F 4 7+ 5120F, T DETNSA A ENA v R—F 4 7
THMNERHY £9, XTOWMFOETRNA v R—F 4 78nbE, CDOXZENLE[A Vv
N2 hU (Inventory) | _X—Y D 1 2O b & LTHBMICHAGDEET, »7 A 1
MEFIIBEXF—ZHEH LTI, R A AR—=F 4 7 LET, MADT A ZA%&[E U HiE
THUR=T 4 7T HZeaBEIOLET, £/o, LHICAFZ AL ET—ROT N, REF
R—T 47 F2DHE, CDOITEDT A ADEFIFEHE F 72135 A B Hsfe &2 Wiz 425 2 &
WCHEBE L TLZEW, HARXTNDOT 7T 4 7727 34 Ak L TORGEAID 713 REHE %
FITTEET,
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sar—smALE- DA <7oEAER [

A\

GE)  CDOIZ. BEF—%2HH L CFID TN, A2 A v R—FT 4 7 +T5HZ L am<HELE£T,
Bokx—2MH LA AR —F 4 71%, $FED Firepower ¥ 7 U = 73— 3 U EFEITL
TWAHFID T A ATITE TR £7, FMCONTEX, N—Yar6dFEidn—Ta v
6.5 ZETTHFIDHA RXT DAL R—F 47 37T_—) & A=V 5 6.6 £721F/35—
Va6 AR FEITT S FIDHA X7 DAV R—F 427 (39 X—) #BRLTLIEE
AN

FTD HA X7 % CDO (24 > R — KT 5712, LTZHRL TIIEEN,
s HA X7 1%, CDOIZA YV R—T 4 7 ENDHHNZT TR I N TWD,

W IT DT AL ZFIEF R TH D, XTINL, TI9A~V/ T I T4 TE— R h ¥
JIZZ R ET— R, TRIETITATV/IAZ N ET— R DX/ T 0T 4 7 E—
ROWFNINTH D, BERT /A AL, CDO IZIEFICHEI S0,

* HA ~X7" %, Firepower Management Center (FMC) Tid72< . Firepower Device Manager
(FDM) [ZX > TEHIN TV,

* Cloud Connector 7° https://www.defenseorchestrator.com ¢ CDO (28 L T\ 5,

SR —ZERAL-FIDHART7 DEA%E(H

Bgkx— 2 L CFTD @Al i (HA) ~7 OZAE 2 BRMET DR, IROFHRSATE
BLTLES,

cFID N— 5 ¥ 6.4 2 FTF 251 AR —2E M L7 8 AL, KEY —2 3
v (defenseorchestrator.com) TOHOHAYHR— rINTWET, EUY—T 3 v
(defenseorchestrator.eu) |ZHEET 2 121F. 2—F—4& N2 T—FK. BLOIP 7 KL %
A L CTHA X7 28 AT 20ERH D £7°,

«FTD V U —R 65 UBEZEITLTEY ., US. EU, £/IZAPIC Y —Y 3 oWV hnic
Bt L TV A BRI, B —2 M L CEA¥EFTX E4,

*FID V7 b0 =7 "=V 3 v 64 8BLN65 ZFETLTNDET A AL, BE—2H

LCTNARELF LV AR—T 4 7 LThbH, 7731 A% Cisco Smart Software Manager (2%
BT AMENDHY 9, TNHDOFTD % CDO (24 VAR —F 4 > 7+ 5HNIZ, FTD DA
~v— h T A B AEBBEMRT DLERH Y T3, FEHIOVWTIE, Av—F TR
39 4D FTD Z B8k 4 5 (14 X—2) Z2ZRL TSV,

N—=U 3268 FRIEIN—D3 065 FFRTTEHFDHART DA VR—T 425

VIR 2T N—=T 364 F21765%FTLTWLFIDHAXT 24 R—FT 4795
Wi, —EBIZ1OTOT A, A2 AV R—T 4 V7T DHIRERSY T, A BR—TFT 47T
DBTNRLANT I T 4 T THINAZ LN, THDLN, T4~V THINEDFZ)THD
NXERH Y FH A,
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B - vaeastni—Ua658RTT2FDHARTOF L R—F 4 25

A\

GE) BEX—ZFEHLTHAXT OWTNDLDT A, A R—FT 4 7 T58E5. bH—FHD

ATy T

ATy T2
ATvT3
ATvT4
ATvT5

ATvT6

ATy T1

ATvT8
ATvT9

ATy 710
ATvIN

T TNAADF L R—=TFT 4 BRI CHEEERT 20ERH Y £,

N—=Tg v 64 F7013652FTLTVWAHART 2 AV R—F 4 27351213, LLFOFIE
IZHE->TL7Z&E W,

FIE

ETTNRAREF R —=T 4 T LET, XT DI BRDTNA Red v R—T 4 7T 5
Wik, MBS —Z2FH LY 7 b7 "=V a0 64 £7213 6.5 23473 5 FTD O A%
fii] 2R LTSN,

FEF—rar v RYT, [ _ b Y (Inventory) (227 U w27 LET,

[T /34 A (Devices) | ¥ 7 %27 U7 LT, T4 AZRDTET,

[FID| 4 7% 27 U > 7 LET, 7L ABRFEM IS, T AZERL TN T4 FLE
T, [T 3 ADFEH (DevieDetails) (DT < FIZHIEIEY 4> RUT, [T ADFA AR —
7 47 (Onboard Device) 1 %27 U w7 LET,

TTICA LV R—FT 4 T ENTWABET T AL ZDHA BT T, 24 B AN LET, [k~
(Next) 127 Vw7 LET,

BTN, ZD A — T4 B ZAZERLTZHA. CDOIXFDTIA L 22 HBATI LT,

ZDTNAADF U R—=T 4 TIMHEHTEL LT LET, R~ (Next) 127U 7 LE

j‘o

GE) FIDEATLAR—T 4T TDHEDICT A, ADAS— T A R BB LT-5%
AlX, T2 TCAY— IV RAEHERALET,

CDO (X, AV R—=FT 4 T OUfZE L TNDT A ADBGFEX—2 BEIICAERLET, [=
E— (Copy) | 7A4araz/ )y 7 LTREF—Zat—LET,

FUR—=F 4 THOFID O FDMULICR 7 A » LET,

[ AT LF%E (System Settings) 1 T, [Z 77 R¥—E & (Cloud Services) | %7 U v 7 L%
7

[Cisco Defense Orchestrator] % 4 MV T, [48® % (Get Started) (%27 V v 7 LE T,

[E#kF — (Registration Key) | 7 4 —/L RIZ, CDO TR L7288 EkF— 2050 T £7,
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ATvT12

ATy 713

ATV 714

ATy 715

N—2a U6 ELRA—U 36T UBRERTT 2 FIDHART A k—F 125 [

Cisco Defense Orchestrator

& o 3

CUSTOMER

o)

oLOUD DEVIGE

POLIGIES

[V—Y 3y (Region) 1|74 —/V KT, 7572 E»REID YK THITVWD Ciscocloud DY — =
AR ET,

« defenseorchestrator.com (27 7' 4 3 5354513, [US] Z&IR L 9,
» defenseorchestrator.eu |2 12 7' 4 > AE1%, [EU] ZBIN L £,

« apj.cdo.cisco.com (T 1 7' A T D551, [API] @R L £,
GE) ZoOFEL Y7 R U7 A= ar64%FTLTWDHFIDT 31 AT &
FHA,

[BFk (Register) &7 V> 7 L, [ AaDOBRNE#®REZZIT AND (Accept the Cisco Disclosure) ]
7V v LET,

CDOIZERY | [B&kx—D1ER (Create Registration Key) ]fEI T [k~ (Next) |27 U v 7 L
ij‘o

[ > X R UIZEH) (Gotolnventory) |42 U v 7 LET, CDOITHENINIZT NA A&
R—F 7L, TNHEHE O M) ELTREALEYT, v R—F 4 7 LIERAOE
TFNA ZLRREIS, TAA ZADAT—F 2F [Fueya =2 7fF (Unprovisioned) | 7>
5 [HfFH (Locating) | . [[FIEAF (Syncing) | . T[AHIEA (Synced) | IZEDY £,

N—=—23 066 FEN—2a3 V61 UBEEFTTISFIDHARTDFVR—T 425

N—=Tg 066 F7713672FE(T LTS FIDHA X724 R—F 4 7T 512i%, —FIC
1 DOFTOT NN, AV R—FT 4 VT TEHZLERSY ET, o R—FT 4T T BT/, AN

FARES—ERDAVR—FT 125 |}



FRAREF—EROFVvR—FT 125 |

B —vasesxr@n—Ca eI UBEEATT 2 FIDHART DA VR—F 1 25

TIT AT THLIMAZ N, ThHDHN, TI7A4AVThHLINED ) THLNIERS Y
EFEA,

\}

GE) BEX—ZHEHLTHAXT OWTNDLDT NS, A d v R—T 4 7 T58E5, bH—FHD

ATy T
ATy T2
ATvT3
ATvT4
ATvTh

ATvT6

ATy T1

ATvT8
ATvT9

ATy 710

VT TNRAZADF R —FT 4 IR CHEZERT2HERNL Y £,

N—=Tg 0 66F136752FETLTWAHAXRT 24 AR—F 4 751213, UTFTOFIE
> TL 72 &,

FIE

ETTHRAREF U R=T 4 7 LET, MO VWTIE, BT —2fHLZY 7 by =
TNR=Tar 66t mFTTHFID DAL A=) #ZRL TSN,

FEF—=var v RUT, [ Y (Inventory) %7 U w7 LET,

[T /34 A (Devices) | ¥ 7 %27 Vw7 LT, T4 AZRDITET,

[FTID| 4 7% 27 U v 7 LET, 7L ABRFEM IS, T ZAZERL TN T4 FLE
T, [T 3 AOFEH (DevieDetails) (OT < FIZHLEIET 4> KU T, [T3 ADA L R—
7 47 (Onboard Device) 1 %7 U v 7 LET,

FTTCIAVR—F 4 L TENTWBETFNAAL ZDHA BT 7N, 2452 AT LET, [~
(Next) |27 U7 LET,

BHIDOTNA ZADA~— KT AL AERLIZGEA, CDOIXEDOTA B AEHAS LT,
ZOFNRAADF L R—=F 4 ZIHEATESLLIICLET, [k~ Next) 1227 ) v LE
R

CDO (X, AV R—=FT 4 T Ofi%E L TNDT A ADBGF—2 BEICAERLET, [=
E— (Copy) | 7Aar a2y LTHEEF—%2abt—LET,

CDO IZA Y AR—FT 4> 7 FTHFIDOFDMUIIZR 7 A LET,

[ AT LFIE (System Settings) ] T, [ 7 7 R¥—EZ (Cloud Services) | %2V v 27 L&
ﬁ—o

[&&k ¥ A 7 (Enrollment Type) ]Ik T, [E¥ = VU7 4/CDOT H ¥ K (Security/CDO
Account) 1227 U v 7 LET,
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ATvIN

ATvT12
ATy 713

ATy 714

ATy 715

ATv 716

ATV 1

N—2a U6 ELRA—U 36T UBRERTT 2 FIDHART A k—F 125 [

GE) RN=Var66%2FEITLTWVAHET AL ZADEE, CDO D [T — (Tenancy) ] %
TOXEA ME[EX2 VT 4T I b (Security Account) ] TH Y, FDM UI T
CDO Z FE CHMITHMENR DD Z LITHEE LTI EEN,

Enroliment Type

Smart Licensing

Reglon

US Region v

Registration Key

(#) Serice Enroliment

Cisco Defense Orchestrator

¢ Cisco Defense Orchestrator is a cloud-based 1
¢ devices. Select this option if you want to re
! account.

agement tool used for managing natwork
he device in your Cisco Defense Orchestrator

Enable Cisco Defense Orchestratar

: Cisco Success Network

[V— a3 (Region) |7 4—/V KT, T bREYETHITWD Ciscocloud DV — =
VEBRIRLET,

» defenseorchestrator.com (22 7 1 >3 53551%, [US] 3R L £,
« defenseorchestrator.eu (22 27 A T 551X, [EU] Z&IR L £ 7,
« apj.cdo.cisco.com |21 7 A T DHGAEIL, [API] Z@#INL £,

&4k — (Registration Key) ] 7 « —/L FIZ, CDO THARL L7728k — 2050 (11 £9,
[Vr— B A %4$% (Service Enrollment) ] 73 T, [Cisco Defense Orchestratorz 2129 % (Enable
Cisco Defense Orchestrator) %4 2 L% T,

Cisco Success Network Enrollment D% k2T 2 M AR L £7, MM LARWEEIX, [Cisco
Success Network!{Z %k (Enroll Cisco Success Network) | F = v 7Ry 7 A% 4 7IZLET,
&gk (Register) |27 U > 7 L, [ AaORE#RE =T AILD  (Acceptthe Cisco Disclosure) |
27 Vw7 LET, FDM A CDO IZHERERZ (5 LE T,

CDOIZEY | [B&F—DIERL (Create Registration Key) ]5EIK T [k~ (Next) 1% U v 7 L
i j—o

[A~— KT A& A (SmartLicense) |fHIk T, A~—FTF7 4L A& FIDT /31 AL
TR~ (Next) 1227V w7350, [AF > (Skip) 127 VU 7 LT, 90 HREDOFEAMZ A
BURATHUR—=T 4 VT EHATT D0, THAAANRT TICAY— I B ZAZTEFEL T

FARES—ERDAVR—FT 125 |}



FRAREF—EROFVvR—FT 125 |
B =55 $x9—F IP7RLREERA L FIDHA R7 OB AR

DA, FATCTEET, IOV TIE, [FIDT A ADBfFOA~Y— T A B ADHE

Bl AL TIIES 0,

B THAAARN=T 3 6.6EFTLTVDIEAIL, CDO~DMEEL FEICTHZICT S
VHENRHY 9, T3 AOFDMUI NG, [ AT LFKE (System Settings) 1> [Cloud
Services (7 7w R¥—ER) Ji1ZfH) L. [Cisco Defense Orchestrator] # - /L C [H %)
{t. (Enable) %27V v 7 LET,

Device Summary

Cloud Services

i’l'?‘:“l Connected Enrollment Type: Security/CDO Account Tenancy: 1 Tenant
W Registered Region: US Region
Orchestrator
& Disabled

ATw 18 CDOIZEY ., [ X b UIZBH (Gotolnventory) %27 U v 7 L9, CDOILHBIRIZT
NAREFHR—=T 4 7L, TNHEH—OT M) L LTHELET, AR —T 17
LIEBRHIOE T TNA A LFRRIZ, T3 ADAT—XZ A [Favya =2 FfER
(Unprovisioned) | 705 THSH (Locating) | . T[EHEAH (Syncing) | . [FEIHIFEA
(Synced) | 2V £9,

A—H—Z, INAT—FK,  IP7RFLRAZFEHL-FIDHA R7 DE A%
A

GCE) a2—P—ZL A XRT—FREZFEALTHAXT OWTNNDT NS, ATV R—F 4 V58
B ) HOET TN, AOE R —T 4 TICHRCHEEHERTILERH D 7,

CDO DA TIERRE N FTD HA X7 &4 A — R4 51213, ROFIEICEVE T,
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ATy

ATy T2

ATvT3
ATvT4

ATy TH
ATvT6

27—t trrnERErEs |

FIE

HA XTHNOET T NRA ADR FEA L R—RKLET, HOIDOT A ZADA L R— RIZ2NT
X, 22— =%, RNAT—=F, IPT RLVAZEHLZFID DAV R—T 47 (102—7)
LTS EEN,

TNA ANFEI SN, [ X b (Inventory) ]“X—3 T[T /34 A (Devices) | ¥ 7 %
27Uy LET,

[FTD| ¥ 7% 27 Vv 27 LET,

FRA AZBIR L ET, [T A (DevieDetails) 104 < FIZHh HHEY 4> KU T,
[T/ ADF R —F 7 (Onboard Device) | %27V v 7 LET,

Ry TT v F T4 RUT, HA VT DF A R4 LT A LET,
[T/ 2D A R — K (OnboardDevice) %7 V v 7 LET, Wi HFDT /SA A3 CDOIZIER
RSN S &, HAXTRHE—DOZ T 47 0 & LT [A X MU (Inventory) | ~—IZ
FRINET,

ARX—,SA L ADBERATIIEH

FID T/Af AADFHLWRT— S AU ADERA

WOWTNNOTFIEA FEIT LT, Firepower Threat Defense (FTD) 7 /XA ADA~— T A&
VARG LT,

BEFXF—HERA L TCA LV R—=FT 4 T T BRLEEIZFID T A LAY — I BV A%
151 %9,

 BEEXF—FRITEHE O I A UIEREGH L CT AN, A A AR —T 4 7 LTz,
FTID T34 AZA~— T4 v A%A 5 LET,

)

GE)

DAREMED B D £,

FTD 734 AT 90 HMDFHIE T A B AEEH L TV D 0, T4 B ARBEMRI L TW

ERX—Z2HEALTEAEFBIDIEEDFID TFNNAADAIY— S/ VAR TE

ATy T

FIE

Cisco Smart Software Manager |22 74 LT, HTLWA~Y— T4 U AXF—Z AL ET,
FLAER LI —%2a—LET, FMZOWTE, Av— 74 B ADARICET L E
TAEZTEHLITZIN,

FARES—ERDAVR—FT 125 |}


https://software.cisco.com/software/csws/ws/platform/home?locale=en_US#SmartLicensing-Inventory
https://www.youtube.com/watch?v=8nSyUDEAJEE

B oz cEALTEALBET 2BEDOFD 74 RDRT— k51 LY R{TE

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Inventory  Convert

Virtual Account:

General Licenses Product Instances Event Log
Virtual Account Example Co
Description Licenses for US Ragion
Default Virtual Account No

Product Instance Registration Tokens

The registration tokens below can be u:

New Token...
Token Expiration Date Uses Export-Controlled
MTUZMmRIY2ZMEYjhY. B 2021-Jul-30 19:43:22 (in 305... 120of 30 Allowed
NDFhZGRINMMIOT. k.. Expired Allowed

ATFw T2 BeEF—Z2FH L TFTD OE AU ZBAE L £,

FRAREF—ERDF vR—FT 125 |

d  Example Co admin@example.com

Feedback Suppont Help

& Msijor Minor  Hide Alerts
Description Created By Actions
coo admint Actions =

admin2 Actions =

PRI DWW TIE, TR —2fEH Lz

VI RNT 2T =g 6.6+ %2FTTHFID DA LR—F] £7201F B —a2EH LY

TR =T NN—=T 64 £7213 6.5 ZFETTH FID OFAEEf) 2L T ZE30,
ATY T3 AT 4P —KORT v 74T, [Av— T A2 AEH (Smart License here) | > 7

AWND [T 7T 4 714t (Activate) | 7 4 —/V RICA~— T4 B A&/ (1T T, [k~

(Next) 1227 YV v 7 LET,

€ oovice Name BGL_FTD_SH

€) Dotabase Upda Enabled

o Create Registration Key adb37746c733707ee17a57e51dec4f0c
M o
@ Sma

Connect

2} Obtain Token

3| Activate

(on |
-

ATV T8 [P UR—=VIZEE (Goto Inventory page) | %27 U v 7 LET,
ATY TS [FID]| #7427V v 7 LT, AR 7 0t 2OEITHRIN AR LET, 7310 2 TREMNEE

WMEN, Av—h A B ARBEHINET,
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BRI —FLREO0J( VBEREERALET/AS ROEAEFDRIC, FID TN RZRAI— 54V REHFE5T S .

TNAANTE T4 DHHRIRIEIC e o T2 Z L R R T HDMER DV T, T A ARF T A
VHEGEIRREIZ 7o WA IR, AR [T NA A T 7 23 (Device Actions) %A T, [TM4 &
VAEHE (Managelicenses) | >[4 2V ADEH (Refresh Licenses) 127 U v 27 LT, #
Bk REZ B L £,

RT9Tl6 Av— T4V ANFID T3, RAZIEFICHA S N6, [T7A4 2 AEH (Manage
Licenses) | %7 Vw2 LET, T/3M ADARAT —X AL [BEftik» (Connected) ], [H53727
A& A (Sufficient License) | & &KRSNFET, £/o, A7 a I8 22 Fb LI
b TE £4, FEMICOVWTIE, [FIDDTA B A4 A7) 2B TSN,

Device Actions [

-
+) Upgrade

P

® < & ne)w

ZB3X—FHE05A VEREFFERLET /A ADEBAEBDRIZ. FID T/A1 RIZR
YI— S VREMHET S

FIE

ATYT1 FEFr—v a0 RUT, [ ) (nventory) |27 U w27 LET,

ATV T2 [T34 A (Devices) | X757V w7 LTT A AEROFET,

ATV T3 [FID] X7 %27 Vw7 LT, 948 AEMHETDHT A4 A RIRLET,

ATy T4 WD [T 314 AT 7 a3 (Device Actions) |34 > C, [7A4 &L ADEE (Manage
Licenses) | %7 Vv 7 LET,

Device Actions [

-
+) Upgrade

[y

® < & ne)w

FARES—ERDAVR—FT 125 |}



FRAREF—EROFVvR—FT 125 |
B o= zoBz0zv— 51t 20EH

AT w75 MHEHOERICHE > T Smart Software Manager C/ER SN A~ — T A A AT LET,

RAT9T6 Ry 7 ATH LT A B A=A 1, [T /34 AD% Gk (Register Device) 1 %27 U »
JLET, TAALALRWITS L, BEFOREDN T4 74 (Online) | IZ£bHY 4, A~v—
A B ABFID T3, AZEFICHEAIND & T, ADAT — X AT [
(Connected) ]. [T40727 A &> A (Sufficient License) ] &t FnEnFE 4, Fiz, 7V a v
TA B AEACETITEETE T, FEIZOVWTIX, [FTIDO I A 24247 %
ZRLTL I,

FID 7/ 1 RDBFEDAI— A1 2 RDEFH

A= hFTABVAREHAEINTZFID T34 A2, BILWA— 74 R 2WATEF
T, THRAADFT U R—F 4 TR L2 FEICHESWT, WA FIEZ RN L £,

ERT—ZHEALTEAEBLEZFID TN RADARI— MV RDEE

FIE

RT9 1 3T 5 FID 7734 2% CDO M HHIBRL £9,

AT w72 FTD @ Firepower Device Manager (FDM) (Z02 27 A L, A~— kT A & A& B GMERE L F
T, POV, TEEEF—ZFALEZY 7 by 2T =T 3 v 6.6+ ZETTHFID D
FrAR—F] 2Z2RL TSN,

ATv T3 CDO T, HOEGEX—%2HH L TFTD 731 2A0FE A% LE 7, dEfic oV Tix, T
S —AHEHA LY 7 b 2T R—=Ta v 6.6+ ZFEITTHFID DAL R—F] 2B LTL
7ZE0,

ATY T8 [T34 A (Devices) |7 %27 V7 LTTNA A ROITET,

ARTYTS X7 %7V w7 LET,

ATYT6 HLOAY— T A AOEAITEARE 7 0 AT 2, E7XHMO [T AT
7 > a ¥ (Device Actions) | XA T[T A &> A& (Manage Licenses) | %7 U v 7 L&
—g‘o

Device Actions v

~
[

miaw

&
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054 LAREREERA L TEAER L FID 731 2027 — k512 20%E ||

O VIEHREFERALTEAEFBLI-FID TNA ADAI—r,rSA LV RADEE

ATy T

ATy T2

ATvT3
ATv74

FIE

FTD O Firepower Device Manager (FDM) (Za 2 A > L, A~v— F T4 B A5 GMHER L £
T, FEMICOWTIE, BB —Z2EHA LY 7 hU =7 "=V 3 6.6+ 2F4T9 25 FID D
FrR—F] 22 LTIEZEN,

FDM @ FTD 7 /34 AT LA — s T4 B 22 WA L ET,
1. [A~¥— T A A (SmartLicense) | fHIk T, [REDF R (View Configuration) ] % 7
Vw27 LET,

2. [4F<BEk (Register Now) |27 U w7 LT, M EOFERIZENET,

CDO @ [ X~ U (Inventory) | X—T[7 /314 A (Devices) | ¥ 74527V v 7 LET,
FIDT A A% 7Y v 7 LET, FIDEEOERNELMRLET, LD, CDO TlE
FTD DR SNIZRED 2 B —0MER S, CDOMBE DOF —# N— AR fFESHET, 26H
IZHOWTIE, EREEFEOGRAIY W, T=v 7, BLOERH) 28 LTI a0,

FTID 7/\4 XM DHCP 7 K L REE D CDO H7K—

Firepower Threat Defense Device (FTD) TEH I4L5 IP 7 KL ANEE I HGEIZ OV TR
Eﬁ L/ i—g‘o

WX )T 4 77 T4 7 A (ASA) RRFTD % ffi 9% Cisco Defense Orchestrator (CDO)
DBEMDZ 1L, DHCP 20 L CTH—E AT a (X —nbit S5 IP 7 KL A& H
LTCT N, ABA L R—RFLET,

FTNRAADIP T SLUANMALNOHBACTEREINTZIES. TNANFHIP 7T FLAOERTH
57y, DHCPIZL A IP T RLVADEETH DI BT, CDO BT /31 A~DEEHGAE
ATHIPT RLVAZEER LT, T AZHFREFTEET,

ST SN TWA FID 73 2% CDO I &k » TEFLT 5 Z L2 T, BAREIET
IR SO LR > TWET, FTD OINGA > # — 714zfi%%mﬁ%gfﬁo*%@
SE X, FTD THMHA v X —7 = A AIZDHCP 7 RLAMRE SN TWHEA., CDO ZEFL Y
Va—ar UTHERAT LI EIEARARE LW RfEZ R L TVET,

L, ZORWIE, VE—RNTIT70F 77 AT U4 — /L ~D VPN h R ZHEHL TS
BERIITHE L EHA, o, BRERORSEN, SBILEN T =22 X —~OHF A b
M h A2V EFEHL TSI ERbDhr>THET, 4 M VPN ZEH L TT A AnhbtE
¥ NIV A MTEEHRT DA, ANEA X —T7 = A A® DHCP IZMEIZ72 0 £ A, CDO
(BIWMEEOEHTZ v h 7 +—2L0) INEHOHNT RLAREESNT A U F—T A A
LT (FOXIICHRESNTHDEEE) FWIZER TX D720 TY, ZuIHEIN S )
ETH ., T, ZHHEZ (1000#8) CDODBEFEL., ZOREBEET—RE2EH L TWET,

FARES—ERDAVR—FT 125 |}


managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_332
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_181
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_181

FRAREF—EROFVvR—FT 125 |
B roosceozs47

Flo, A HF =T 24 ADIP T R AN DHCP R TRITSN TV HHETYH, BEENZ
DIP ZHEH L TT NS ZAEEFT S Z LTI F8 A, VKL ETR, itk
WRFETIEH Y FHEAMN, CDO TIP T RLAZEMBICEFTETAVLERH - T, BEEE
DAFIZEIZ D LIFBE L LNET A, ZORMWIZCDOIZIE->7-H D TiE72 <, ASDM, FDM,
FTAXSSH R EDINHA v F—T 2 A ZAEMEHT 2T X TOYR—V ¥ THAELET,

FIDDSA 2V REA4T

AIX—hk A4 ADEALT
RDFIZ, Firepower Threat Defense (FTD) 7 /3 A THEHAIGER 7 A £ AOFZ R L %

7,

FTD #iEAT S L, HEIMICER T A B ARG ENET, TRCOBMTA B R 34T
V- IVAGT

SAtURA HARS fT5E SN DR

AT A B A (BHEIIZE | Kt B T2AT ) Sg s B—ANT
FNET) AV AThH =&

ST O,

[ZD h—7 T8GR LT85
Tx 7 AR— Ml RE % 7F
A[9%  (Allow export-controlled
functionality on the products
registered with this token) ]72>&
IMBIRET DHENDH Y £
I, TOA T a ik, BE
3 BE O FE YRS (C &
LTWAHEEDHREINTE E
T ZOFTva L, BE
IRRE AL, mE R S k&
W & D BERE O ] 2 il 1)
LETS
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o5 22247 |

Z4t2R

HAR

fT5SnSikne

H—I N— R

BARME LU : EAR
Uy —MWMMRAEZI AT aA
MR A0 Ry U —
I NI T EGHTL, E
A7y a rTCTENAT v b
ZRey7LET,

T7AIIGEIE : 77 ALK Y
—DEEXA T DT 7 AV
EREL, A7varTcih
D77 ANDT v T a— R
GEE) Fii¥xvru—K
(Zf5) #7my/T&F

T, N U T TAEUAMN
Vo H 72 AMP for Firepower % fifi
A+2E, ~Vvo=T 28
Tr7ANDA AR g
ZFEITLCTny s TEE

T, EBEDOXATDT 7 AV
R —%ERTHICE, &
BT A v ANMETT,

tXxa)TFaoaoT)oY
RIAIE N TT 40
TR Aary ha—)L)L—)
\Z &> THtr 23T DRI,
BINENE N 74T %R
ny7LET, XA FIvo
T4 —REfEHT 52 LT,
WHDA T )Yz A
SWCTHEREZTZZbIZ ey
TTEET,

</ =7 (Malware)

=L N— 2R

YNV =T R T DAY
v —T® Y. Cisco Advanced
Malware Protection (AMP) &
—#&1Z AMP for Firepower
(Fy NT—I R—ADE
e~y = 7 {Ri&) & Cisco
Threat Grid Z{EH L £7,

TrANRY =L, X b
J—7 ETBEEIND T A
JCFET B~ T = 7 5
HL<r7my s cxET,

FAREG—ERDFVR—T 17 ||
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FRAREF—EROFVvR—FT 125 |

ZA4EVR

HAR

fT5SnSikne

URL 714 & A

H—I RN— R

HFITY L LT — g
2SS URL 74 V% Y >
7\0

IDOTA LA LT,
il % ™ URL T URL 7 4 /L&
Vo T hRFATTEET,

RA VPN Only 7 A & X
RA VPN Plus 7 1 A
RA VPN Apex 7 A 2 %

FABAZA TIZHASZ
B — h_— 2 F T2 1E KA

JE— k727 AVPNDRE
RA VPN Zi%ET 5 121%, K
KA AL HT T R
AN— MEERE A T T D
ERHVET, T3 ZAEX
T HLEIZ, =T AKR—h
B2 E D EER
LET,

Firepower Device Manager (4,
AnyConnect DfEEDH 2T
A AR TEES, M
MTTREZR BRI, AR
A TIZEDENTHY £
o EETARAZIEAL
TWRWEEIE, TVE—h
T EAVPND T A & AE
) #ZRLTIEEN,

[Cisco AnyConnect {3747 A

FTDv DEBE S A2 X

FTID /N—> 3 7.0 TlL, A—7» FEfEL RAVPN v ¥ a COFIRIZE SN T, 48
FTD (FTDv) 7 /A ADNRT 3 —<v AR DOA~— T4 2o AEHHR— 1 T5 L9112
RO FE L, AR T =< AT A B ADWTNNTFIDY DT A B AR E &
NHE, RD2ODZEREALET, RAVPNOE® v a VHIBRN, 4 A =L TW
HFIDVT' Ty h 74 —LDT U Z A MVA LV RBIZE > TIRESHL, L— R I v ZEHL

THHAsNET,

BIRERCIX, CDO g A~— N7 A4 2 AZERIIIVFR— N LTWERHA, ROHIR

FHEZZRL T ZEW,

cCDOEN L CHEBR T A AEEHRTEETA, FDMUI TEETIXLERNH D 7,

B S RES—ERDFVR—FT 42


https://www.cisco.com/c/en/us/products/collateral/security/anyconnect-og.html
https://www.cisco.com/c/en/us/products/collateral/security/anyconnect-og.html

| R 1RES—ERDFVR—FT 1Y
FRAZDRT— 51 o 20%" |

« 777 K% —EAXD CDO IZFTDv &8&k7 5 &, BEllT A4 AOFRPEHNICT
7 3V B O [Z25 (Variable) 112V &y FERET,

e N—T g 70 LA FITLTCWAD FTDV OE ARG 7 o 2 ZF 7 4V b T4 B &
TIEBEWTA B AZRINT D L, BREAT A2 20X, 7740 FERO [
(Variable) JIZHEIIZU &Y & ET,

FROMEZERET 72012, T35 ADOEAUEHZIZFTDY 7 A £ AR 28T 5 2
LEMIHERE LT, oW TIE, [Aw—F 742 ADEH] 2B L TIZEN,

TFINAADAI—,SAEVRADRE

FIE

ATY 1 e —2 g 3—=T, [ U (Inventory) %227 Vv LET,

ATw T2 [T/3A4 A (Devices) | #7427 ) w27 LT, T/ A& RDTET,

ATY T3 [FID| X7 %27 Vv 7 LET,

RTYT4 FID 7S 22 BRL T, BUED T A LU ART —Z A& FR LET,

AT TS LMD [T 8L AT 73 (Device Actions) | XA > T, [74 L ADEH (Manage
Licenses) | %7 Vw27 LET, [T7A4 B AOFEH] BmIZIL, ROERPBRINET,

¢ [Av—h TABVA =V 2 FOAT—H A (Smart License Agent status) ] : 90 H [#]
OFHL T A AZER L TWADE 9D, F 721 Cisco Smart Software Manager (Z X} $k 7
HINEIDPBREREINET, A—F T BV A=V 2V NOARAT—HX R TRD EB
nTY,

« [EHE 2 (Comnected) ], [143727 4 £ > % (Sufficient Licenses) ] : 773 A 13387
RCIE LS Bk S, 77 IA4 T ADY 7 b= THRAERIAR S TONET,
:@?‘/ﬁ/]’]é‘i/]} :/:[ 3/703/1)7.‘/1@3&??\?:‘@70

[T T AT v AEK (Out-of-Compliance) |: 7 /3 ATHEMARER Y 7 ho =7
FREERDR DY A TA B A SRR EEZike LE 3, 7272, a7
TAT AT D OITIE. BINOMERZEEAT 20, MERZ MRS 2080 &
D iﬁqo

o [FRGEMIBEY)IL (Authorization Expired) ]: 7 /34 A1%90 HLA LT A & AGER & @
FLTWERA, T4 B ASNTEEITEIEZE L £ 9, ZOREDOLAE, A
Y= h IR 2=V = MIRREEREZBAIT LET, HRATICRDT D L
TV MI[arTTAT v AEK (Out-of-Compliance) | £ 721 ;t [FERIEH A

(Authorized) IREEIZEIV DV | B LWVGEBREMIR B SN E T, FEITT /31 X
O ERL £,

s [7A4 ' A%k (License Registration) | : EAYEFAE T L TCWDHFTID 7 /3 AIZAV—

FoA B AZBATEET, SO OVWTE, BEF—2@HLEY 7 by =T —
Ta 6.6+t HFITTHFID DA LR— R 2BRLTLESY, BENETT5 L,

FARES—ERDAVR—FT 125 |}


https://www.cisco.com/c/en/us/td/docs/security/firepower/70/fdm/fptd-fdm-config-guide-700/fptd-fdm-license.html#id_12167

FRAREF—EROFVvR—FT 125 |

B 7:: sqtzommesr-ammt

Cisco Smart Software Manager ~DHHGD AT —H A BIOKETA VL AXA TDAT —
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