[pun

Cisco Defense Orchestrator TO) FTD () & I

* Cisco Defense Orchestrator T? FTD O&FL (1 ~_—)

Cisco Defense Orchestrator T FID () E1E

CDO i, FTD 73 A A~OfiFL SN EIA L =T A AL 7T RT 7w A zfefit L
%9, Firepower Device Manager (FDM) EHF X, FDM A > ¥ —7 = A A & CDO A > % —

7 2 A ZADMIZE L ODFRERH D Z LICZAMH < TL L 9, FA2BHiE, w3 — T v [ TrlRE7Re
RO —BEMHAZRDOENIBZEZTCDO M LE LT,

CDO %Ml LT, W FE 72 13f] FTD 731 ZADOWROMImE 2 FH L £,
«FTD AV R—F 4 7
« Device Management
s TNAADT v T T L—K
e A UH—T = REH
I—T 4T
o e Al
kX2 UT 4 RY —
« KU v— RO — B A RET S
« ¥ M VPN
« UE—hF 77X VPN
Xy hT—=IDEF=ZY T

* Cisco Security Analytics and Logging

Cisco Defense Orchestrator T® FTD D& .


managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_4

Cisco Defense Orchestrator TD FTD D& |
. Cisco Defense Orchestrator T® FTD O &

FTID ¥ 7 +7 = 7 & Firepower /\— K9 = 7 DHR— +

CDO (% Firepower /13— 3 > 6.4 LD NR— 3 2R — L TEY, &% X £72 Firepower
IN= R 2T TR ZAETIIE~ VNI, VA =L TEET, FEIIC OV TIL,  [Firepower
Threat Defense DY 7R — FDFEM] ML T Z30,

AR— b 54V ADEE

Cisco A~— b7 A B ZAZFHL T, T/ 2% CDO AV R—FT 4 7, 234
R—=F 4 T LIBICFIDT A, A TA B R ETEES, Av— IV R TV —
77 a—CHBPAENTEY, CDOA v H—T7 oA AMGEBEICT 7B A TEE4, FHHIC
SONTIE, [A~—F T4 ROBEAEITER] 2B L TLEEND,

)

(X)) AR —=FTDHT A ANFID Y7 b =T "=V a2 64F701365%2FETLTRBY, 7T
WA= R T A ARG I TWBEE. 7734 AZ Cisco Smart Software Manager | & &k
SNTVWDHAREMERH D £7°, BRF—ZFALTT/NM1 X% CDO [ZA4 VR— K9 BHIIC,
Smart SoftwareManager M5 T /3f ADEFREHBRT 2RENHY F T, BEEMRT DL
AT 7> hTT AL ACBEEMT SN TVWDLEAT A B ALTRTOFT v ar T4k
VAN SIVET,

FUAR—RTAFRALANFID Y 7 h =7 3— 3 6.6 LLEEFITLTEY . 4 TIZ Cisco
Cloud IZEFR SN TV AEET, BERXF—FFRALTT /A RECDOIZH >R— K3 BHIIC.
CiscoCloud H—E XM S F/Nf R ZZBREBRT IDENHY T,

CD0 1 —H—A A —T AR

COOGUI BLUCLIA >3 —T (4R

CDOL, Vo974 vV a—WYP—A o X—TxA4 X (GU]) Lta~r RIAf v A X —TxA
A (CLD) O #2325 Web X—ZADFHBL T, TNA A% 1 DT OEIT—ETEH
TExEJ,

CLIA v H—T oA A&HHTH L, CDONGEREFTIDT A AlZa~vy REEETEET,
CLIZuaZEHL T, k<fHEHENLa~ FEEFELTETLET, SO VT,
[FIDa2~ R I A =T x2A AD KX A b BLXOCDO 2~ RI A2 AV
H—T A ADFEH 2R L TLTEE0,

FTD APl DY 7R— k

CDO L. T/8% ADORESTAPIZEH L CFID T /XA A TEERT 73 a v B#F{TTE B API
V= DA HE—T 2 AERMEELET, EBIT, ZOA U F—T A ATROWEEZTRAL L
ij‘o

« FATHEHD APL 2~ FOJEREZ LR L7,
cHAIATE DY AT AERD APL v 7 m a2k L E T,

. Cisco Defense Orchestrator T FTD (D E#


managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_5
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_5
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_6
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_7
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_8
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_8

| Cisco Defense Orchestrator T FTD O E
Cisco Defense Orchestrator T FTD DEE .

HEWEAPI~VZ B A EA LT, T CICETFLEa~wYy Rn, RO —W—EHK~ 7
anba—WF—EEAPI~ 7 2 2B TE £9,

FTD API >V — /L DO TIX, FIDAPL Y — A2 T2 SR L T &0,

FID 7\ A RDA VR—FT 14 25

FTD Z 4> R — R BHEIS, —fRM7RT A RBE L AR —F 4 7 OS2 MR L C
<TZEV,

Bk b —2 VEFEHLTFID T3, 224 R—RTH50ONRRA NTF T 7T 4 2T, 2l
IZOWTIE, B —2 ALY 7 by =27 =3 0 6.6+ #FEFTT 5 FID DA AR —
K| 2B LT EEN,

WOBMOFiEEMEH LT, FID %2 CDO IZA Y R— K52 b TExE7,
e —H—& NRRATU—F IPT7 RLREFEHLZFID DAL R—F 4
« THAAZADY Y T NEG MM LIERER & FTD OF R — K

cHLWFID A 2D —F v FFubg=

Device Management

CDOZHERALTCY 7 N =2T 2T v 7T L —FRL, "AT_AFZEYTFT 1 ZHEL, FIDD
FNRAARELE Ry NT—27 UV —ADOREZITVET,

c VATLRE FIDDIA L AERELTCAVR—T 4735 L, FID VAT L%
E% CDOMNOLERICEHTEAX ) 9, BHT /AT a bail, v /#E,
DHCP 35 L O'DNS — "—OHEAEH, T3 ADHRA N, AT 2 A L —r3—
BEIRURL 74 VH ) TREEERTEET,

cFIDEX AT AT—E3RN—RADEH : VEBIISUTT A, A2 F =27 LTEHTIHE
W72 2 27 #FAT LT, T3 AERFOREBIZHRD, &Fotx2 T 47— X X—
ADEFNIRR L FET,

cNATARALZEY T4 :FIDNAT XA TV T 4 N—TTHADHRTE L BEZEH L E
ﬁ—o

TNNARADT v TJIL—FK

WDONTNHDTFEZHH LT, FID T34 2A~OHIT v 7 7 L — REETT B0, A7
Va—VERELET,

« Hi—FTD TNA ADT v 77 L— R,
« WHD FTD TAA ADT v 77 L— R,

*FIDHA X7 DT v 77 L— K,

Cisco Defense Orchestrator T® FTD D& .


managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_9
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_4
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_10
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_10
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_11
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_12
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_13
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_14
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_14
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_15
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_15
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_16
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_17
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_18
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_16

Cisco Defense Orchestrator TD FTD D& |
. Cisco Defense Orchestrator T® FTD O &

A3 —DJ A REHE

CDOZMHMA LT, FIDT A ADT —Z A v B —T oA ZAFTINTEH/BZMA L Z—T = A A
EREBLOMRETEET,

—T4 2y

N—F ¢ R, RETLIDSEIC Ry N — 7 RATIHEREBEI T A1TADZ L T, L—
T4 TINE, RERNAN—T A T RADWRE L, Xy VT —TREAD/N Ty FOERE LV D
DODEARRT VT 4 ET A NEENET, CDOZXEH LT, V—T 4 > 7 DO % 1
L ET,

cRABTAVIN—EBELKETIHIL ML— FDOFRE. CDO 21T 2 L. FID 731 2
DT 74/ M= hBLOPEDMDAZT (v 7 V= FEERTEET,

TNy SHIL—TDHR—r, 7V o TN —FFNDULEDA =T = A% T I—
TMT IEA o F =T 2 A AT, A =T = A A% T N—F 5 FERHHIT, A
AYvF A Z=T2AA ADITN—TZEHT DI LICHY £F, CDO ZEHT 5 &
Firepower Threat Defense 7 /XA AD TV w7 N—T 2R ELB L ORwETE 7,

*NAT (v bT—%4 7 KLRZH) . NAT L—UE, WNE (FI9A4_— 1) Xy hU—
TN A LB —Fy "D KT T 4T DV—TF 4 TIESE B F 9, NAT L—/LiE,

WERIP 7 RL 2 &Ry NI =7 DN OLRRIET 52 2L, X2 U7 0 0&EG
R/ LFEF, CDO %l L. Firepower Threat Defense /D NAT /L— L % VERLE L OV
HL£TEET, FEHICOVWTE, Ry =7 T RUVAZHEZRL T IEEN,

X2 T4 R)—

X2 VTR, XY NI 8T T 4 v 7 DRHPOBEEICEETEX L L9127 5,
FLITBETERVWEIICT DL ERENRAEEL LT, Xy NV—2 v T T 4 v 7
LE9, CDO %Zffiff L T, Firepower Threat Defense D ¥ = U7 4R Y L —DFTXTDHa
A= NEEBRLET,

e JL—ILFaAE—LTRRYFITET, R —fTL—1Zabt’—L ALY 152 & T,
AU —FEThL— L EfRICEE X ET, OV T, [FID727kAx=a> b
n—)LL—LDat’—] ZBRL T EEN,

«SSL BHBR o—, HTTPS 2 &~ 7 1 haid, E¥=7 Y7 v b A% (SSL)
FI2IXE DOH%M N~ 3 T D Transport Layer Security (TLS) ZfEH L T, Ex 277
BEEDTDIZ T 7 4 v 7 ZR B LET, VAT ATHE LS N B ERE TS A2
Wiz, TR RO DICENEBO N T T 4 v VR EEE LT 7 ' AL— L A
T 58541%, SSLESRY v—%2@M L TS b SN 82 15T 2 0ENH Y %
o FEABIZOWTIL,  [Firepower Threat Defense O SSL I 5R Y o —] 2B L T2 &
W,

«IDARY—, IDKRY —Z2FEHLT, #nba—VF—TAT 7 47 4 HEREIET
xFd, TOBT, FvvaRh—RNIa—V—=TA4T 0T 4T IS FEHRNEFR
L, 2=V —Fhida—V— I N—ICEIKT 7R arybo— V2R ETEET,

. Cisco Defense Orchestrator T FTD (D E#


managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_19
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_19
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_20
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_21
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_22
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_23
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_23
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_24
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_25

| Cisco Defense Orchestrator T FTD O E
Cisco Defense Orchestrator T FTD DEE .

XA T A AVTIDI VAR —, BF2 VT4 ATV V2 AR —IZ &
0. BETSAIEDIPT RUAEIISEHURLICESNT, EELL AW T 74 v 0 %
BOWEM TR ey 7 C&Ed, VAT AT, NI T7 400 %T78Aary ba—L KR
U—TCiHMliTARNIC Ry 752 LIck, FHENDGVAT ALY Y —2A0@EEHL L
£7

TR avrO—LRYL—, TrER Ay ru—LE)—x TrERIL R
aO—)LL— VIR LTy NT—2 NI T 4 v 7 BFMTHZET, Xy hU—2 U
V= ANDT VR AERIEILET, FIDIX, 778X ha— W —LvOEfE, 77
R ar i — R —IIRREINBIEFT, Xy NI —2 T 7 4w 7 LB LE
T, T78RAar ba— b= DT XCD T T 4 v 70N —ET 5L, FIDIZL—
NTCERINET 7 arw2FTLET, CDOEHHALTC, 77EA a2 ha—/L iR
DT RTCOMEERETEET,

*TLS13EF 2T 4 TAT T 47 4, 6TUBETYR—FEhTnD ZOEREZHE
MEo&, TLS13 THREAILSNIZ T 7 4 v 7 TURL T AV Z Y 7T 7 r— 3
Vil AEFATCE ET, FEMIZ OV CIEL,  TTLS Server Identity Discovery in Firepower Threat
Defense] #ZM L TSV,

« AR >—, Firepower v AT LMIITHEEDORAR Y =3B LTWET, ZhbHd
RY—id, BAV—L T T aky ¥ L—)LOREBERE L, FHRE LN T D
Cisco Talos Security Intelligence and Research Group {2 & > CEFFSnTWET, BAKRY
Y37 7RI b= Wb— DDA T, FMITICONTE, [FID7 7 &
Aay ha— =L DRARY —ORE] 2ZRLTIIEEN,

A\

GE)  Snort3 %, N—T =3 67LEAZEITL TS FID 7 /31 A Tfff
FATC&F 3, Snort2 & Snort3 IZBMEICEI D EZ D N TEFE
TN BNV REDY RN D L ICEE LTS
VY, Snort3, HAR—FENTWVBET AL AEY T =T, B&
OHIROFERZ OV T, [Snort3.0 ~DT v 77 L—R| 2%
LT 7EEN,

e EBRIA N b, FEA X MiX. CiscoTalos DIFARY > —D 1 DIZ—FH LI-HZICKe v

TEINTe, FTET T MEERLIE NG 7 4 v 7D UAR—NTT, 1FEAEDEA, TIPS
N— NV EFETHIVEEH Y A, HBEIZGUT, CDOD—FIL—NLT 7 a &8
FTLT, AV NOWRGEEA—NR—F4 RT564 7 a UAHEINTWET, CDO
%, FTD 6.4 B X FTD 6.6.1 DT _XTHONR— 3 TIPS L— /LD 2R — F L%
9, CDO L. FTD 6.5 DIEEDNR—T 3 v, 6.6.1 LA DFTD 6.6 DIEED A= a», £
721Z FTD 6.7 DEED/X—2 3 TO IPS — /LD EZ R —F L TWER A,

NAT (v kT—%4 7 FLARZTH) , NAT L—/Lix, NEE (X594 _X—1F) Ry hU—
IMBA =3y hA~DNTT 4T DN—T 4 TIRSLHET, NAT Lb— LT,
WEIP 7 RLAZRy NI =7 O LIREKT HZ LIk, BEX=2U 7 0 OEF S
R L%EF, CDO %l L. Firepower Threat Defense FH ® NAT /L— /L % VERLES L OV
HETEFET,

Cisco Defense Orchestrator T® FTD D& .


managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_26
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_27
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_27
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_28
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_28
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_29
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_29
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_30
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_31
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_32

Cisco Defense Orchestrator TD FTD D& |
. Cisco Defense Orchestrator T® FTD O &

R O—ERBRD—ENZRET S

#7214y FEHE (Object Management)

F7V = ME, 10U LEDOEF 2T AR —THATE LB RO TF T, A7 V=
7 MR T LR —D—BEMEHRICHR CEET, ZHUd, A7V =7 FEEETD
L, FOFT V2l bEFEHTAHMOTRTORY —IZEEL 525D TT, A7V
FaEFERHL2WEGEIL, RUEERLERTXTORY) O—%2FHIICEETHIMLERH Y E
ERS

CDO i LT, RDOAT V=7 N A T HAFB L OEE L ET,
* Active Directory L /L .2
« AnyConnect 7 7 A4 7>k 707 7 A )b
TN —a s T4 H
. FEIE
* DNS Group
« (Z{E % (GeoLocation)
«ID V—A
« IKEvl AR U ¥ —
« IKEv1 IPSec 7' 12 7R —H /1
«IKEv2 R U 2 —
« IKEv2 IPSec 7" 2 AR —H /1
« %y U —7 (Network)
*RAVPN 7 /L—7 7K o —
ctX2 VT4 —
e —ER
X2 VT4 IN=T T
* Syslog #—/3—
« URL

IOz FOMBEERRT S

CDOF, BEDOT A ATHEAENL AT V2 b [HEAT V2 b EFR, A7V
JER=VTZORNy Y B TEALZMAI LES, WHAT V=7 Fsho TRE] %
FlEEZ L, BEORY =37 A AMTRABICEASINRLRDGERHY £7,

CDO ZfEM¥2 L, EEAT V=7 bORBEOIRR, RMEMA TV =2 FOREOMRR, B

. Cisco Defense Orchestrator T FTD (D E#


managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_33
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_34
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_35
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_36
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_37
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_38
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_39
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_40
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_41
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_42
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_43
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_44
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_45
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_46
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_47
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_48
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_49/unique_49_Connect_42_sgt
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_50
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_51
managing-ftd-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_52
managing-ftd-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_53

| Cisco Defense Orchestrator T FTD O E
Cisco Defense Orchestrator T FTD DEE .

FOREEA TV =7 NORMBEOIRRNESG IR0 TARAALFT =27 FOVRY M %
EHTEET,

FoIL—t

Firepower Threat Defense (FTD) 7 > 7 L — M&, AR — RS2 FTD 7 /31 A DK EDE
BRAL—TT, TO%, TOT T L—FE2ERL, ZREEH L TEHT 5o FTD 7
NARZRZRETEEY, FIDT T b— NI, T30 ZAROR Y v —o—BE2EE L £,
A OWTIE, TFTD 77 L— R 2ZRL TSN,

= A

CDO %M % & FTD O & Al iMERT Z i HICER ERB L OVEH T 7, BEFDO HA X7
AR — KT 50, CDO THAXRT Z{ERTE £9, HARERKIC KD, 7 v 77 L — R
HFOTH LW T NS REERE TS AREHTE WSV A THERRR Y NT—7
EHEFFT DM TEET, 72— A —R—F—RTIE, AZ U NA T, ALTTIZT
T A TR DEDNTHERENTWET, 2F VD, HAT A ZAD 1 OREHTE 2> ThH,
) —HDOFNRA KL NT T 4 v 7 DI EHITLET,

CDO CHAFTD X7 %7 v 77 L—RT&xE7, iFMcOWTIX, [FIDNNAT7TXAFEY
TARTOT v 77 L—FK] #5RLTLEEN,

N=F )L TFA4R—F Ry FT—Y DFRE

¥4 bE VPN

N=F ¥ TTA4=h Xy bU—=27 (VPN) &, EX 27 TRONFKy U —7ETHA
T TAR— b T = ERRTHEEL, ZRICEY Ry b= FALEHRT 2880 £ —
FET TR SN TVET, CDO X, M RAVEEHLTT =47y hEBEOIP /37y
FNTH T EMEL, IPR—ADFy FU—7 Rl Tk LE, OB, BfbzfEMRL 7
TAN—ERER L, RAEEEA L TT — & OBAGHERIELET, VW TiE, Vo
ME VPN] 22 LT 2E 0,

AT F A4 R_X— by U —27 OFEMIIL,  [Firepower Device Manager [A]1F Cisco Firepower Threat
Defense f ik 7 A4 R Z#ZH LT 7E &0,

JE— k7Y 1XVPN
UE—F7 27X (RA) VPN 2T 2L, PR—FShT0WLI7 7 by TA7 by
7 BROEASAANANT AL ZEFEH LT, HARR Y NT =T ~ORRIEG A ML TE
3. CDO I, FID 734 A TRAVPN 2%t v b7 v 7 I 572D DEEH IR —HP—o 5 —
7 oA AL ET, AnyConnect X2 RARA ¥ b T /A ATHAR—FINTWEHHE—D
2747 v kT, FTD ~® RA VPN £ 3 AlRE T,
Cisco Defense Orchestrator (CDO) (%, FTD 7 /34 A T® RA VPN BERE DR ORI % VR — b
LTWET,

o TTANRY— FRE, BLOT — X EEVED D O Transport Layer Security (TLS) & 721

Datagram Transport Layer Security (DTLS)

Cisco Defense Orchestrator T® FTD D& .


managing-ftd-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_54
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_55
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_56
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_16
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_16
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_57
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_57
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

Cisco Defense Orchestrator TD FTD D& |
. Cisco Defense Orchestrator T® FTD O &

eSSL7 IA TV IPR—ZADVE— T 7R
e IPVvA BLIONIPV6 DT KL w7

« 3D FID 7 /34 AT IA RA VPN #HE

FEMIZOWTIL, TRAVPN) 22 LTI, /IET T4 X— bRy T —27 OFEMIT,
[Firepower Device Manager [fi]1} Cisco Firepower Threat Defense i 71 K] Z#Z L T 72 &
U,

FYRI—=ODE=ZRYYT

CDO L, EX=2UT 4R —DFELZFTHLIZLAR— b 2RITL, EX2V T 4 KY v—
WL TR H—ENEE A X FOFRFEEZRILLET, £72CDO L, T3 AT
Mz TEEEZa 7ICGEE L, TUOOEFIZT Va5 HiEERIELET, Zhicky,
CDO TITo TmBEZ~NVT Ty EROFDMOBEERICBEEM T Z ENTEET,

[T5 €49 T4 TH~<1)— (Executive Summary) ] L7RK— k

BT 47 P~ — UAR— ML, B kS b7 7 40 v R STEER. Bl
SN Web 7T AR EOERFEOa L7 g U REREINET, LER—FOF—F (3,
Xy hT =27 T 7 4 v ZINFID T/ ATT 7 A N—)LVEITRY —% U H—L7=
EEWERINET, T AD VA= MIKBENDA X FEAKTEDLEHIT, v/
VT . IPSTAELARE, TIEAL—ADT 7 ANBX L T EENCT A EER
BMoLET,

LAR— MIEHEHEINAINELE, TNEFEHLTCRAY NV~ A VT TR NI I F X2 ETD
FEOFHMZOWTIE, [FIDZ /¥ /T 47 <~ — LR—F] 2BRLTLIEE N, L
A= F BB L OEHT A2, TLAR—FOEFHE] 2B LT a0,

Cisco Security Analytics and Logging

Cisco Security Analytics and Logging i i35 &, §XC® Firepower Threat Defense (FTD) 7
NA AP OERE, BN, 7740, vAVx2T BEX2 T4 AT VT2 ADA R B
%X ¥ 79+ L. Cisco Defense Orchestrator (CDO) @ | T CHRRTXET,

A X M Cisco Cloud IZfRFE S L, CDO D [A X hrF 2 (BEventLogging) ] ~—I 1 H
RRCTEET, ANV M7 4NZ VT LUTHRL, Xy NU—=27 TR T—ENTWDE
X U7 g — NV EPRRICHER X 9, £io OBEREIX. Logging and Troubleshooting 7~ >~
r—U TR ET,

Firewall Analyticsand Monitoring /x> 77— 3% & 227 Ll Secure Cloud Analytics
BT T 4T AEFT YT EZFIDAXY MIEHA L, 8EET Y > 708 & L T Secure
Cloud Analytics D#LJIfE & 7 7 — F 24k T £9°, Total Network Analyticsand Monitoring
Ny r—=VaflT 58 VAT AEIFIDANRY MRy NU—=2 b T 7 4 v 7 OFIFICH)
W T 7487V 7ML, BMEE 77— NE24RK L ET, Cisco Single Sign-On %
EHLC, vt ¥a =2 I/ Cisco Secure Cloud Analytics 78— % /L% CDO 725 7 1 A jd
BT FEJ, FEMIOWVTIL,  [Cisco Security Analytics and Logging] ZZM L T 72& Wy,

. Cisco Defense Orchestrator T FTD (D E#


managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_58
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
managing-ftd-with-cisco-defense-orchestrator_chapter4.pdf#nameddest=unique_59
managing-ftd-with-cisco-defense-orchestrator_chapter4.pdf#nameddest=unique_60
managing-ftd-with-cisco-defense-orchestrator_chapter5.pdf#nameddest=unique_61

| Cisco Defense Orchestrator T FTD O E
Cisco Defense Orchestrator T FTD DEE .

ATDEE

EH o 71X, CDO TITONIERELEZ G Y 7 F ¥ LET, ZOH O 2—|20F,
P R—FENTNBETRTOT AL AL —ECRICOEAIEENGENET, BF o 7 OMkE
D—FERITR LET,

o TN ZRERNTIN 2. 6 AT 285 Ot R LG

s T RTCOEHEr VT h U DVG7RBGED T )L,

T NAADF R —T 4 7 LHIRERER L ET,

« CDO DM THRAET DR Y —EHOBE O,

AT U RNOREEIE N T TN a—T 4 I, GEDB, iTE, WORREIE,
cSERREFE O S EINTHOHE CSV 7 7y AL E LTH Y a— R,

EEEREHE

KRHEREHICLY , =R =T 4 DOF 7y bV AT LATHPNIZERZERE ZDE VR A
FOEYSMEE BERa T OA Xy MBS Z N TEET, BREREHE LML T,
CDO TAERERZAER L, 1R LIeERE R 2 —ZOART T L, EROBMHEZ AT LT,
EHERZLET v 7 A N MIBEMT 9, R TARERAZET 0 7 THRRTE £,

Cisco Defense Orchestrator T® FTD D& .


managing-ftd-with-cisco-defense-orchestrator_chapter4.pdf#nameddest=unique_62
managing-ftd-with-cisco-defense-orchestrator_chapter4.pdf#nameddest=unique_63

Cisco Defense Orchestrator TD FTD D& |
. Cisco Defense Orchestrator T® FTD O &

. Cisco Defense Orchestrator T FTD (D E#



	Cisco Defense Orchestrator での FTD の管理
	Cisco Defense Orchestrator での FTD の管理


