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TINARBAL TERRBIFI FY—E |FoR—T120ARK 25 K |Secure

A a44%4 %4 |Device
Connector

(SDC)

Adaptive Security Appliance (ASA) GRS X

[AdaptiveSecurityApplianceASA]

Firepower Threat Defense (FTD) BRI X

Firepower Threat Defense (FTD) Bekh—2r

Firepower Threat Defense (FTD) /3X— | U 7 L& =

a6

Firepower Management Center (FMC) BRI

Cisco IOS 5 /31 & BHEE H

SSHT 7 AD & 5T /3A A A

Meraki FH#k 70 RYy—vxAn5r 5 | X
7 R —E R~

Amazon Web Services (AWS) H—bEX |7 77 R —b2xanhnr T (X

FI2TT AR YR — R~

Cloud Connector Z4 L 7=T /34 X CDO ~DIEHE

Cloud Connector Z4 LT CDO %5 /A A EEHT 284, EMEA., KE. F£7-1% APJC
HIR D S EZERIPT RLAIL, A— M43 (3T A ZEENTRE LTZA—F) TD
AN KT 7B AEZHRTHMNENDH D 9,
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. CDO @ VM A #* — % {# [ L = Secure Device Connector 0 &R

A—0wysN, FE, £ET7 7Y H (EMEA) D B% 4T, https:/defenseorchestrator.eu/
C Defense Orchestrator |28t L CW DAL, IROIP T RLANLDA LN RT 7 A
EIFFAILET,

*35.157.12.126

* 35.157.12.15

KEHIk DB ERE T, https://defenseorchestrator.com C Defense Orchestrator (Z45#: L TV 2855
IE. ROIPT RLAMDDLDA RNy KT 78 A% LET,

*52.34.234.2
* 52.36.70.147

ToOT7-AKFF-BKR-h[E (APIC) HEkDOIBEEL T, https://www.apj.cdo.cisco.com/ C Defense
Orchestrator (2855t L TV DAL, IROIP T RLANSLDA RN KT 78 A %FFa] L £
—§—O

* 54.199.195.111
* 52.199.243.0

SDC ZEA L1=T/34 XD CDO ~DiEH:

SDC # 41 L CT /3 A% CDO |28 3 D86, CDO TEELT 57 31 AL, A— 1443 (F
TET A ZAEHAICGRE LR —F) TORERA VAU RT 7 AT 503N H
DE, ZOFMIE, FET 7 v AHEAL— L EER L CRESHET,

F72. SDCHEFAIN TV AR~ VN, BEMRT ASNAL AOFEHRA X —T oA AT
N = INTWNWADZ EERHERTANERH Y 97,

CDO O VM A A — % {#H L 1= Secure Device Connector O E

TN ADu T A AAEFREAEH L TCDO &7 /31 AP D846, CDO &7 /31 A0
BEEHT D70, 2y hT—2I2SDCEX YV rr— RLTEBTLZENRA T T
T4 ATY, BE, ZNODOT A RFFHFEERX—2THY, XT Vv 7 IPT FLRAEFRT-
RN ANRA v H =T A RPN — FEFFo CWET, EINEEX 2 VT 4T ST
A4 7 A (ASA) . Firepower Threat Defense 7 /3 A (FTD) . Firepower Management Center
(FMC) . Secure Firewall Cloud Native 7 /3 A SSH 33 XN IOS 7734 A[X9X T, SDC %
L CTCDOIZA Y R— RT&EET,

SDCiX, BEXNERT NA ATEITTIOIMLENRD D a~v > N, BEXRT A AEETHH
ERHD A v E—TIZO0T, CDOZEM L E9, SDCIL, CDOZfib-oTZda~vy Fi
FITL., HFHHERT A 2> TCDO T A vt —U % RE L, HFHIRT A ZANEHD
J % CDO ISR L £,

1 >®D SDC BNEHTE BT/ AT, TNOHDT A RAZREEINTWHIERE & . Mk
T7ANDY AL R L TR F3, 2720, BEFEOBZ L LT, 1250 SDC TH 500
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CDO D VM o # — % (& L 1= Secure Device Connector O &R .

BOFNRA A EYR—PFTEXBZLEBEELTWET, SEMICHOWTIE, H—0 CDO FF >
FCHEE D SDC 2T 27 2—) 2L T &N,

ZOFNETIE, CDOD VM A A=V EFHL TRy NU—2I2SDC %A A h—/T 5 ik
WCOWTHALET, 2L, SDCEERTD-oiIcHiEans, KLEH CEETE 551G
Td, fE L7 VM 2 L T SDC Z1Epk3 2 M ERH 55515, BH D VM ETO Secure
Device Connector DJERH (17 ~_X—°) OFNEIZHEVVE T,

1R BHHEIIZ

SDC Z BT DRI, IROAHRRM 2R L T IZE W,

+CDO I3, BERAEAET = v 72 MELE L, SDC LA ¥ —F v hORD Web/2 2T v
VX MEEYR— L TWVWERTA, TR —R—%2H L TWAESIL, SDC
L CDODEID T 7 4 v 7 OB ETNZLET,

«SDC (21X, TCP ARA— bk 443 £/ 7 A AEFHHICRE LA —FTOA »F—F v b
ANDFERIRT T SR RT 7B ANKETT, T ANCDO I L > TEHEINTWY
BEE. ZTOR—=EIbEDAL NN R NI T 4w 7 bR TAHLERDY £7,

WU Ry N =T 72 A &R B2, [Cisco Defense Orchestrator 4 P45
INA ASDHRE] R L TLIZ3N,

« CDO %, vSphere Web 77 74 7 > F £ 721X ESXi Web 7 74 7 > h &{iH L 7= SDC VM
OVF A A=V DA VA=V EHFHR—FLTWVET,

«CDO /%, vSphere 7 A7 N 77 747 F&MH L7 SDC VM OVF £ A —Y DA A
=&V HR—FLTWEHA,

« BSXi 5.1 /A 73— 3 A
e CentOST 7 AN AV —F 4 T VAT A,
« SDC DFI%EFFO VM D> AT KNEf:
» VMware ESXi /R A MZiE 2 5D vCPU M LE T,
e VMware ESXi 8 A MZIZ2GB LA ED A Y BNHMLETT,
s VMware ESXi TlE, 7r bV a =0 7OBRIG U T, (i~ a2t R— T 57
DIZ 64 GB DT 4 AV HEPMLIEETT,
« 75 MH®D SDC & B—D SEC #1i§ 272 VM O+ AT L8 (SEC I Cisco Security
Analytics and Logging THEA LD a AR —>> K)
» VMware ESXi /8 A MZiL 6 DD vCPU B4 E T,
» VMware ESXi /R A MMZIEL 10 GB LA LD 2 £ U BMETT,
s VMware ESXi Tlid, 7rETVa =2 7 O@&RUIIS U T, I v EZR— 57z
DIZ 64 GB DT 4 AV KEDBMETT,

eCDO aR 7 ZL¥xaT A0 b axs & (SEC) AT VM DL AT LB
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. CDO @ VM A #* — % {# [ L = Secure Device Connector 0 &R

« CPU : SEC HIlZ 4 >?® CPU ZiBIL £,
« AEY :SECHI8GBDAEY ZBML £,
* Docker IP (X, SDC @ IP #ifHE K T /31 2D 1P i & 1X R 207 % > MMId H0E
N ET,
« A VANV ERET DRI, ROBHREZIEL E5,
* SDC IZFEMF 8B IP 7 R LA,
e A VA =T BERAPIERT D root 2—H— & cdo 2—P—D/RRAT— K,
« Ak TEEMH T 5 DNS h—"—D P 7 R LA,
*SDC 7 RLVABFIET D1y hT—I DS —F U =A 1P 7 FL A,
o XA LY —/R—D FQDN £721XIP T FL A,

* SDCfE~ > id, X2V T 4 Ny FaeEHIICA VA P—A T 5L ICHRESNTE
D, ZNZEATHTE A=F80 DTV MUy R LENH Y £7,

FIE

ATwF1  SDC %#{FRT % CDO 7 Momr 7 F v LET,

ATw 72 CDO A==a—"—n5[EE (Admin) ]1>[EFa 7344 (Secure Connectors) IZEEN L
£

ATv 73 [BEX=2Tax2 ¥ (Secure Connectors) | X— T, HWTTARK %27V v L, [Secure
Device Connector] % &R L £,

é 8 = tenant name _

user name

¢

Secure Device Connector@
Secure Event Connector
1171872020, 4:41:08 PM

11/18/2020, 4:41:08 PM

ATy 74 FJE1 T[SDCVMA A=Y DX a— K (Download the SDC VM image) 1 %7 U v 7 L%
T, TDHEROETRFERINET,
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ATy TH

ATvT8
ATv79
ATy 710
ATy TN

ATvT12

CDO O VM « * — % & L 1= Secure Device Connector O & .

Deploy an On-Premises Secure Device Connector p ¢

Step 1

Download the SDC VM Imagedand follow the documentation to deploy the SDC VM on vSphere.

Step 2

When deploying the VM into vSphere, you will be prompted for ‘CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

Lz

CDO Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjalU9pSINVekkxTmlJcBluljViQBk2SWLwWFZDS JkuZX1Kc2FXNXJaV1
JVW1lc1aGJulnpJanBiWFN3aWRtVn1Jam9pTUNJICB1UTjFZbkSqY21 sd2RHDHZ1bk 1 pT2xzaVNWUKVM
YUpoYzJVaUxDSm91VepSYVdRAE1pNHdJaXdpYm1kbWR5SmRMQBox Yz WeVgyNWhiV1VpT21KamIyWm
%x1bkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pY TWIPDHNpVWSSTVIW
OUJSRTFKVG1KZEXDSnBMB1pT21KcGRHUW1MOBpGYKhWemRHVN1TV1FpT21JeE1pd21jSEpwY1dGel
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaU8k2V31KMGNuVnpk(Q812zSWSKbF 1XUN1MO8
k1T1IRSbUBYSTRNQZFpWIW1NNUXUUTNPRGNEWWT Zek 1DMW1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNthDBa
UBpkTENKcFpDSTZ JamN3T 1dRMVpHSXpMVFpoTmpZdESEVTBZUZABTIRCbUXXUXhNelJr TURZeESGWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEYNzhoNUNSZDNPRUUSHUDXT2VRd j04aHpkSIhtR3BhUmtSYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek5XNBdKajRyTT1lyVzM3IRXdRdF9zeWh5azVkTOVITVIrMlcwR1 JRcXhLompolU1JLUTpKNXQBeGxuN1 ¢
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j

dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN

BKcHM5a24 tNGBwZWtxcB1BTXoSUVZOMXZ1S) ZWNmSNdBgyV3JicDRZMTY 1MC1yeDBpblhWNFdzQSIK

QBRPXBRPTUFJT J81d3d3LmR1ZmVuc2VvemNoZXNBemFBb3 uY29t IgpDRESFVEVOQUSUPS] jaXNjby

Zip 77 AN T _XTOT7 7 ANVERELET, ZbiE, ROXH572bDTT,
+ CDO-SDC-VM-ddd50fa.ovf

¢ CDO-SDC-VM-ddd50fa.mf
¢« CDO-SDC-VM-ddd50fa-disk1.vmdk

vSphere Web 7 7 A 7 > &M LT, EEH L LT VMware ——(Zn 74 LET,
GE)  ESXiWeb 7 74 7 v MIMAH LN T &N,

a7 MZHE-> T, OVF 7 7 L— k)25 Secure Device Connector (AR~ 2 & BRI L £
‘ﬂ‘o

Ty N7 v TMET Lich, SDC VM O&EJZ AN E T,
HLWSDCVM D=t Y — )L a B &E £9,

a—HF—%cdo Turs A LET, T 74/ hDO/RAT— RiE adml23 TT,
7’87 h T, sudo sdc-onboard setup & ASJ L FET,

[cdo@localhost ~]$ sudo sdc-onboard setup

NAT—=ROT7 a7 ERFRINED, adn123 EANLET,
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ATy 713

ATy 714

ATy 715

ATv 716

ATV T

ATy 718
ATFv 719

ATy T2

ATy TN
ATvT2

ATvT23

ATy T4

Cisco Defense Orchestrator DA |

. CDO @ VM A #* — % {# [ L = Secure Device Connector 0 &R

a7 M-S T, root =W —DFH LWWIAT — R&E{ERH L E T, root =—H—D/2
U—REZ AN LET,

a7 MIE-> T, cdo—F—DFH LW ZR T — REER LET, cdor—H —D/ 2T —
K= AT LET,

[Bftd 5 CDO R A A U Z@INL TL 72X (Please choose the CDO domain you connect to) ]
LWy a7 RREIRENT B, Cisco Defense Orchestrator O R A A UAfEH A AT LET,

TurF IRERENTZS, SDCVM DRD KA A E#RE A LET,
a) IP 7 KL A/CIDR

by Y—hrr=A

¢) DNS #—r3—

d) NTP ¥—/3—F 721X FQDN

e) Docker 7'V v

F721%, Docker 7'V v U3 SN2 WEE T Enter F—Z M L FE 9,

[ZNHDOIFIELWTT 2 ? (1Zvn2)  (Arethese values correct? (y/n)) &V D 7 u
ERFRRINTEDL, yEAS LT M ZERLET,

ANTNEZRELET,

[543 <SDCEFHELETH? (LW Wi z)  (Would you like to setup the SDC now? (y/n)] &\
IR T IIMBERINTEL, ] EATILET,

VM =t —Lip b HEIIC e 77 7 b LET,

SDC ~® SSH ##i & El L £9, cdo & LTrT AL, "AU—KR&EANLET,
7’17 F T, sudo sdc-onboard bootstrap & ASI L ET,

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

[sudo] /SAU—FRDANEZROOLNTZH, AT v 7 14 TEHK L7z cdo NAT— R&EAS L E
@—O

[CDODEF 2T ARy ZRX—=UNH T —  NA NI v T —2%a’™— LT EEW (Please
copy the bootstrap data form the Secure Connector Page of CDO) ] &5 7'u 7 hNFER I NI
5. WOFNEIZTENE T,
1. CDOcu s/ A v LET,
2. a—V—RX=a—05, [EFa2T ax7 ¥ (Secure Connectors) | &N L £,

3. [T 7=z (Actions) |3A T, [A 7L I A®D Secure Device Connector D R (Deploy
an On-Premises Secure Device Connector) | %7 U v 7 LE T,

4. XATRITRY I ADAT v 2 T[T—h AT v 7T —4%at— (Copy the bootstrap
data) 1% 27 U > 27 L, SSH Y 4> RUIZREY T E9,
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ATy T2

ATy T 26

B 5O VM £ T® Secure Device Connector ) & .

Deploy an On-Premises Secure Device Connector p. 4

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDO Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjaU9pSINVekkxTmlJcBluUjVjQBk2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVW1lciaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT jFZbk5q¥21sd2RHbHZ ibk1pT2xzaVNWUkVM
VUpoYzJVaUxDSm91V8p5YVdRdE 1 pNHdJaXdpYm1kbWR5SmRMQBoxYzJWeVgyNWhiV1VpT2 1KamIyWm
xjbkpsY2tCamFYTmpieTVqY jIwaUxDSmhiWE1pT21KellXMXNJaXdpY285c1pYTW1PbHNpVWsSTVIW
OQUJSRTFKVG1KZExDSnBjMO1pT21KcGRHUWIMQBpgYkhWemRHVN1TV1FpT21JeElpd21jSEpwY1dGeW
VWUmxibUZ1ZENJNmJuVnNNiQ3dpYzNWaWFtVmpkR1I1Y@dVaU9pSjFjM1Z5SW13aWMzQkpaQBk2SWtO
RVR5SXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQEp3WVhKbGJuUkpaQak2SW
prMUSHWXpZamd3TFdKaV16a3RORGMOTnkxaVpgTXdMV1poWW10bFptRXpPROUWWM1Jc@1tTnNRV12Z1
ZEY5cFpDSTZJbUZ3YVMxamJHbGxib1FpTENKelkyOXdaUBk2V31KMGNuYnpkQ81zSW5KbF1XUN1MQ8
k1T1RSbUBvSTRNOZFoWW1NNUxUUTNPRGNBWW1Zek 1DMN1ZV@paWldaaE16aGhOR110TENKM2NtbDBa
QBRPXBRPTUFJT j81d3d3LmR1ZmVuc2VvemNoZ XNBemFBb3IuY29tIgpDRESFVEVOQUSUPS jaXNjby
1hbWFsbG1vIgpDREIFQkIPVFNUUKFQX1VSTDAiaHRBCHMEL y93d3cuZGVmZW5zZ W9y Y2h1e3RyYXRY
ci5jb2@vec2RjL2Jvb3RzdHJIhcCIjaXNjbyT1hbWFsbGlvLZNpc2ZNvLWF tYWxsaW8tUBRDIgo=

4 Copy bootstrap data

[ZNHOFREEFEFHLETH? (LW ) (Do you want to update these setting? (y/n)) ] &
WO TR IRRRINIES, ] Z AT LET,

[Secure Device Connector] ~~— 2R Y £3, HLWSDC D AT —Z AN[T 7T 47 (Active) ]
AR INDET, BEZEHLET,

REERR
» Secure Device Connector @ k7 7 /L3 2 — b

o TNA AL SDC DEHGFICEAT D VT TNy a—T 4 T

B 5 VM £ T Secure Device Connector M E

TRA 2D BT A AFREBH L TCDO &7 /3 AT 286, CDO &7 /31 AR D
FEEHRT HI-HIZ, v N U —27IZ Secure Device Connector (SDC) # % 7 > m— KL T
B2 2 EMRART T I T 4 ATT, WH, INDOT AL RFHERN—ATHY | 7
Uy 27 IPT RURAERR0D, SNBA =T = A ATHDNTZR— P &2Ffo T E T,
WIS X2 U7 4 775 AT & (ASA) . Firepower Threat Defense 7 /31 A (FTD) .
Firepower Management Center (FMC) . Secure Firewall Cloud Native 7 /3 A A {9 XT, 7/3A
20T A NEREFEH L TCCDO LA VY R— R T& £,

SDC L, EEXRT NA A CTFEITTHMLERDH DA~y R BHEIRT A RZEEFT D0
ERHDHA v E—VIZONT, CDOZEMLET, SDCIE, CDO b TZma~vr R
FATL., BHEXIGT S, A Do TCDOICA v —VEREE L, BEMRT A ZnbHO
%A CDO IR L £,

1 20 SDC WEETX 57 3, ADHIT, TNEDT NA AZFEES N TV DHEEE & . HERk
T7ANDYARZE->TERRY ET, 72720, BEGFEOBEZE LT, 1250 SDC THK 500
BOFNA AP R—FTEBZLEMELTVET, FEMICOWTIE, H—0 CDO 75~
FCTHE D SDC i+ 5 (27 %—) 2L T EEN,
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Cisco Defense Orchestrator M E A& |
B & ® VM L T Secure Device Connector O FERf

ZOFRIETHEH, MEOEE~ A A—VEFHALTRY NU—712SDC A A h—/L
HHFECOWTHBALET,

\}

GE)  SDCHA A= NTDHOICHEIND, KbLEHECEHETE 5 H1kE, CDO @ SDCOVA
A A=VHEF T a—RLTA VA =T 5Z LTI, FIEIDONTIE, CDOOVMA A —
> Z A H U7 Secure Device Connector DJER (12 X—) Z&MB L T E X,

4R HHEIIZ

+CDO (F, WERAEAET = v 7 20EL L, SDC LA v ¥ —F v hOFD Web/2 2T
vruaFx eV AR—hFLTWERA,

e SDCIZIZTCP AR— K 443 TOA v H—F > "ADFEEIRT 7 MXT L KT 7 ANNE
<9,

e X NIT—=TDHA KT A 2DV TIL, [Cisco Defense Orchestrator & B 45 /3 A
ANDEEE) 2R L TLTEEND,

svCenter Web 7 74 7 FE7-1FrESXiWeb 7 A4 7 b E2EHLTA VA h—vE T
VMware ESXi /8 A |,

N

GE)  vSphere 7 A2V by T FA4 T v MM LIA VA F—EH
R—=HFLTWEHEA,

« ESXi 5.1 /A 7= 31
+CentOS7 7 AN ARV —F 4 T VAT A,
« SDC DL &> VM D2 AT LEff:
« VMware ESXi 78 A MZiE 2 2D CPU ST T,
* VMware ESXi 78 A MZIL2GB LA ED X E U BMLETT,

s VMware ESXi Tid, R EYVa =7 O@ERIZISUT, I~ &2 R— 572
WIZI0GB DT 4 A7 BRENMETYT, iU, LEIILLCTT 4 A7 KA YEET
X519, N—TFT 4 a rTHIERY 2— 28 (LVM) Z2HEA LTS Z L5248
E LT,

« SDC & Secure Event Connector £ A — Y DA A M —/LZITWVWED VM DV AT A
A, SEC I, Cisco Security Analytics and Logging TEA &5 a2 v R —x > b T,
* VMware ESXi 78 A MMZid 6 20 CPU 3L E T,

e VMware ESXi 78 2 MZIZ 10 GB LA ED A £V BNUETE,
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I Cisco Defense Orchestrator ()& A&
B 5O VM £ T® Secure Device Connector ) & .

s VMware ESXi Tid, 7rbE Y a =7 O@&ERIS U T, HE~ 2 R— 572
DIZI0OGB DT 4 AV RENMETYT, iU, LEIILLCTT 4 A7 fEEZYEE T
XAHLHIT, R—F 4 aryTHBARY 2 — 2% (LVM) Z2HHLTWAZ & 524
EL7ZETT,

« CDO =2 % 7 % L Secure Event Connector (SEC) DM 5B A A F—/LENTWVWEH VM D
AT BGEE,

« CPU : SEC iz 4 >® CPU B8 L %1,
« AFEY :SECHS8GBDAEY ZiBIMLET,

cVMODOCPU L AEYZEH LS, VMOERE AN, [BEFX =27 23527 H (Secure
Connectors) | X—IIZSDC S (7277 47| REETHDH Z LRI NTWND Z L &R
]\/\ij—o

Linux BRECOBESCVIE Y 2T V2T 4 X 2R LT 7 7 A AREICEAB LA THD
2= —NZOFMEEZEITL TN,

« A7 LI ADSDC % CentOS iAE~ 3 NZA VA M= VT DAL, YumEx =2V 7 ¢
Ny FEEINCA VA=V THZLE2BEIOLET, YumOEHEZBGFT 572D DK
ENWGE U T, R—=F 443 721 TRSEAR—=1F80 THLT 7 hNNT U KT 7 A% < BN
HEIHENDHY £, o, FHEAT Y 22—/ F 572D yum-cron £ 721 crontab 7%
ETLHMLERHY T, X2 V7 EAF—L2LHEEL T, YumOEHEESET 5729
X2 VT AR —2ETTAHAMNERHLENE I DR LT,

\}

GE)  B®BENC : FIEAOa~ L Rk, a—L TR Y 4 » RV T 20 TIER< AT
LEOICLTLKESY, —#oavr FZEEND ¥y =] i3, By P T FR—=A |
DTREAT ImFyva)] ELTHEHASNLIGERHY, 2~ FBRRKT2RAL 20 %
‘j‘o

FIE

ATvF1  SDC Z{Em7 % CDO 7F v Mom 74 LET,

ATFw T2 CDO A==a—"—/n5[EE (Admin) ]>[EFa 73R4I 4% (Secure Connectors) JIZHEN L
£7

ATY T3 [BXxaTaxZ# (Secure Connectors) | X—3 T, HFWIFTARX %7 U7 L, [Secure
Device Connector] Zi#4R L £9°,
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ATvT4
ATvTh

ATvT6

ATvT1
ATvT8
ATv79
ATv710

ATvIN

AT T12

ATy 713

é & = tenant name

user name

¢

Secure Device Connector@
Secure Event Connector
11/18/2020, 4:41:08 PM

11/18/2020, 4:41:08 PM

T4 RTUDFE2DOT = AN T v ST —=H B2 AEIRICaE—LET,
D7p L HIRD RAM & T ¢ A7 f8IE2 SDC IZE Y YT HITWD CentOS 7 RAEY S % A
VA R—LFET,

« 8 GB ® RAM

c10GB OF 4 AT AR— R

A AR—=)L LD, SDCOIPT RLA, 7 xRy h~A7 | F— b U =A DIFERE, Fv
FY— 7 DIEARREZITNET,

DNS (KA A v R—bt——) ZFRELET,

NTP (v NU—2 ZA L T abhan) b—_"—ZFELET,

SDC @ CLI & ffiHICCY B TEX 5 L 912, CentOSIZ SSH Y — "—% A > A h—/L LET,

Yum O W& 54T L, open-vm-tools, nettools, 3 L tbind-utils /Ny 77— % A A h—/L L
£7

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

AWS CLI Xy 7 — % A A h—/L L £7, https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux.htmlZ S L T 723\,

GE)  --user 77 JIIEAH L Z2WTLEE W,

DockerCE X r—3T % A A h—/L LE T, https://docs.docker.com/install/linux/docker-ce/centos/
#install-docker-cex ZH L TS 72& W,

Gx) TR NI EBHERHLEA A N—)V] HFiEXZHERHLELT,

Docker #—tE A Zflhn L, EERFICRMLETE DL OICLET,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.
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ATV 714

ATy 715

ATv 716

ATy I

ATv 718

ATy 719

ATy T2

B 5O VM £ T® Secure Device Connector ) & .

lcdo) & Tsde] D2 oD 2—H—%AE LET, cdo 22—V —F, EHEEIELFITT L7720
a7 Ao+ —9—T¢F (0% root 2— P —ZEBEFHTA2MLEITHY FHA) . sde
o —H—%, SDC docker = T FEE(TTHa—H—T9,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

cdo 21— —DNRAT— REZHTELET,

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

cdo 2 —H—% [wheel] Z /L —7|TEML, EFHE (sudo) HERZFIELET,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker 31 A h—/L &5 &, 22— =7 —TRNEREIET, CentOS/Docker D /3—
Ta UL T, Tdocker] F£721% ldockerroot] & FEIEILE T, Jetc/group 7 7 A /L TED T
N—TNER SN EMER L2, sde 21—V —%2Z D7 L—7ZEBMLET,

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

Jetc/docker/daemon.json 7 7 A W IMFAE L2 WG AIEERR L, LFORNFE AT LET, fEL
726, docker 7 —E A FHEEI L £77,

G¥) lgroup) F—IC AN LI 7 —T4705, WIDOFINEAD fetc/group 7 7 A L THRDF 727
N—TE—HLTNDZ EaEB LTI,

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"

}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

BIfE vSphere 2> Y — /b v g VEMHL COWDEHAIL, SSHIZEIY #x T, ledo) =—

Y—ca s A LET, el A LD, lsde) 22—V =V EEZEd, RAT—KDA
hEkoonzo, ledo) 2= —D/AT— K2 AN LET,

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

7 4 L7 NV % Jusr/locallcdo IZE T L £,
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ATV T2 bootstrapdata EWVIFT LT 7 A L EEHK L, [4 7 L I A Secure Device Connector O Jf&
B (Deploy an On-Premises Secure Device Connector) | 7V « ' — RO FNE2 DT — A R T v
T, ZOT7 ANV ATET, IR (Save) 1227 U v 7 LT7Z 7 A NVERIFLE
9, [vi] £721% [nano] ZEH L T7 7 A WV EIERLTE £77,

RAFvFT22 T—F ATy 7T —Hdbase6d T a— RENTWEFTOT, HE{LLT
extractedbootstrapdata <1: A 5 77 AT A 750’* k Lijao

[sdc@sdc-vm ~]$ base64 -d /usr/local/cdo/bootstrapdata >
/usr/local/cdo/extractedbootstrapdata
[sdc@sdc-vm ~]1$

cat A< REFITLTERLLET—4%2F "L ET, v FBIWERLLET—4 1%
WD XY E9,

[sdc@sdc-vm ~]$ cat /usr/local/cdo/extractedbootstrapdata
CDO_TOKEN:"<tOken string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

AFvT28 UTOa<wr REETLT, Bk LEZT—F R NI v T — 2O ELKIco s 2
H—rLET,

[sdc@sdc-vm ~]$ sed -e 's/*/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]$

AFvT28 CDOMNBT—FANT I RVEE T a—RLET,

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO_TOKEN" "$CDO_BOOTSTRAP_ URL"

100 10314 100 10314 0 0 10656 0 --:=-=-:=-= —=—:i—=:—-= —-—:--:-- 10654
[sdc@sdc-vm ~]$ 1ls -1 /usr/local/cdo/*SDC
-rw-rw-r-—. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/cdo/tenant-name-SDC

AT w25 SDC tarball AR L bootstrap.sh Ty ANEFEITLTSDC N —V% A A M—)LLE
7

[sdc@sdc-vm ~]$ tar xzvf /usr/local/cdo/tenant-name-SDC
<snipped - extracted files>
[sdc@sdc-vm ~]$
[sdc@sdc-vm ~]$ /usr/local/cdo/bootstrap/bootstrap.sh
[2018-07-23 13:54:02] environment properly configured
download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally

sha256:d98£17101dbl0e66db5b5d6afdalc95¢c29ea0004d9e4315508£d305790275458:
Pulling from

ciscodefenseorchestrator/sdc_prod

08d48e6flcff: Pull complete

ebbdl10b629b1l: Pull complete

dl4d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped - downloads>

no crontab for sdc
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$5L,. CDOTSDCY (727747 LERENDITTTT,

RDEZRY

s [TARAZABIOY—EADA AR — ] IZBEI LT, CDO TEHT DT /NS RE 4
A—=KLZET,

» Secure Event Connector % 1 > A h—/ L3 B3FA1%. SDC 4~ 2 >~ Secure Event
Connector D1 A b—JLIZR D £,

o 7F v MZ 2 DAL D Secure Event Connector & A A b —/ L4 B541%, ) MI#E
BDOSECEHZA A=V T D] ITEYET,

Secure Device Connector @ 8l f&
A

D

& ZOFIEIZL Y. Secure Device Connector (SDC) MHIFRENF T, ZOEITTICEEEE
Ao ZOEIEEIToIZRIE, HTLWSDC A VA M=V L TT A AEHERHTHET, £
D SDCITHEFE SN TND T NAA AL EFEHTERL RV ¥, 7 A2 H{EHT 212, 7
BHRD LB I T RA AT L ICERE v 7 A VEREBANTLHOVLERSLGERH D £,

7 F 2 b SDC ZHIBRT 5121, ROFIEZFATLET,

FIE

ATY 1 HIBRT 5 SDC It S TNDT A R & T XTHIBRL £,

«1. SDC THEHAINDITRTOT A A&ERFET HI121%, [[A— SDC 2 L 7= CDO (2
BT 23T _RTOT AL A RO 5] #ZBLTLLZEV, [Al—SDC ##EH L7
CDO IZHERET BT _RTDOT A ZAZJBoTF5 (27 —)

2. [ FVU (Inventory) ] X— T, il LI T _XTOT A ZEFIRLET,

3. [T/ AT 7 a (Device Actions) ]V 1 > K7 T [HIER (Remove) | &7 YV v 7
L. [OK]ZZ7 VU v/ L CHE/EEELET,

AT9T2 CDO A=a—"—25[EE (Admin) 1>[EFa2 73242 (Secure Connectors) JIZFHE) L
S

ATY T3 [BEXxaT ax7 % (Secure Connectors) | X— T, HWITTARKX %7 U 27 L, [Secure
Device Connector] % 3R L £,
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B 5% s0ch 50 s0c~m AsA DEH

ATy T4

ATy TH

ATvT6

ATy 17

é & = tenant name

user name

¢

Secure Device Connector@
Secure Event Connector
11/18/2020, 4:41:08 PM

11/18/2020, 4:41:08 PM

[E¥ =27 27 % (Secure Connectors) |7 —7/LC, HIkx7 %5 SDC ##IRL ¥, Zh T,
TNA ATl > TV DIET T,

B{EY 4 R T, @ [HIFR (Remove) 1527V v 7 LET, ROBENRERINET,
25 <sdc_name> ZHIFRL L5 & LCWET, SDC OHIBRIFTICEEEH A, SDC % HIFk

THE TNAREFR—T 4 VT ERIIHA AR —T 4 7T DRI, FLn
SDC ZAFp L TA Y R—T 4 7T 2MERH Y £,

BIEA LV R =T 4 VTR DT AL AR D72, SDC ZHIRT 5121E, ZHDT /A 2
ZEHER L, BTLWVSDC i E Lz o 7 A UEREFHEANT 2HERHY £,
« ZEMBSFEN D D5 AIE, [y (Cancel) 127 Y 7 LT, CDOHA— |
ZBMWEDELSIZE W,

cHATTDITIE, TOTHFA MRy 7 A2 <sdc_ name> = AN LT, [OK]Z#Z7 V7 LE
R

FATT HHAIT. BHEA v —IIZHENTWS SDC DAFTATERT A T a7 Ry 7 A
AN LET,
[OK] %7 VU w27 LT, SDC OHIREME L E£7,

& % SDC 1 5 Al SDC ~ 0 ASA DFZES

ATy T
ATy T2
ATvT3

CDO TlL., H—® CDO 7 F TH# D SDC i+ 5, ROFINEZHEH L T, EHTS
ASA %, 55 SDC 55D SDC IZBEITE £79,

FIE

FEs =g RN—T, [T ALV —E R (Devices & Services) %27 Vw27 LET,
[T/34 A2 (Device) | #7271V w7 LT, [ASA] X7 %227 ) v 7 LET,
D SDCITBENT 5 1 DLL LD ASA 23 IR L £,
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Firepower D180 & 1 LiEHR0ES ]

AT T8 [T/34 AT 7 3 (Device Actions) ] XA > T, [EREHRDOFEH (Update Credentials) ] %

7V w7 LET,

ATY TS [BEF 2T T34 Aax2 # (SecureDevice Connector) ["RZ %27 U w7 L, T /3 ADOKH)

Jed SDC R LE 7,

ATYT6 CDOMNT A AZa A ¢ H5DIEATHIEHED—F -4 L XA —RKEZ AL,

[F# (Update) 127 VU7 LET, BEINTWARWVWRED, BHEOZ—W—4 L XA T—
NI, ASADF AR —RIERL7cn 74 U EREFLUTT, ZNHOEFEEZT SA AR
THULETIH D FHEA,

GE) T RTOASABRFRLv ZA U HFREHA L TWDEE, 5D ASA %2, 5 SDC
MHBIO SDCIZ—FETREITE E3, BEDASADu 7 A AMEFRBERR D55
ASA % ¥ 3 SDC 7550 SDC IZ 1T HOBET ALENH Y 7,

Firepower DiEf O U A VIEEHDEH

Meraki % > ¥ = R — R BH LW APL F— %24 T 555 1X, CDO THifin 7 A 1EH%E &
T D2MERHY £, FrLWF—Z AT DM OV TIL, Meraki APL ¥ — D4Rk & BUfS
EZL TSV, CDO T, 73 ABEOHERin 7 4 NEREEHTH LI1XTEF
T, BEIZET T, Meraki # v ¥ 2R — RTAPIXF—42 FETHEH CEEJ, v s A IHH
Z W L ClME 2 WS4 5121%. CDOUI TAPI F—4 FEICHHITA2LENRH Y 7,

N

GE)  CDONT A ZADRIFUCKM LIZHE. CDO DA T — % A [Hsh7en 74 1 (Invalid

ATy I

Credentials) | EFRINDHTERHV ET, ZDOHEIT. APISF—%FHL L5 & L=mhEk
N FET, BIR LT MerakiMX O API F— N IELWT 2R LET,

WROFMEZAEN LT, Meraki MX 7314 A0 0 7 A AAERETH L ET,

FIE

T = a =T, [T/ AL P —E X (Devices & Services) | %27V v 7 LE7,

ATV T2 [T/34 A (Device) | #7 %27 U > 7 LThbH, [Merakil ¥ 7% 27V v 7 LET,
RTw T3 Bfin /A 1EREEHT D Meraki MX &38R L E 7,
AT T8 [T/ AT 73 (DeviceActions) 754 T, [2 7 A NEHOFEH (Update Credentials) ]

7 Vw7 LET,

ATV TS CDOMNT A AZa T A T HTDIERTHAPIF—%2 AL, [EH (Update) 1527 U >

JLET, TOAPIF—IE, ZEENTWARWVIEYD , MerakiMX DA R— RIZHEHLZD L
FLr A ERTT, ZHODEFREZT A RIERETLINETH Y FEA,
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Secure Device Connector D &R LT H

ATy T

ATy T2
ATvT3
ATv74

FIE

CDO A ==2— =5 [EH (Admin) |>[E ¥ =7 2 %27 ¥ (Secure Connectors) ] IZFEE) L
ij‘o

KA ZEH 45 SDC 28R L £ 7,
FEAMAA T, SDC DAHIDRICH DRET A2 2 22 ) v 7 LET,
SDC DA FIZ=EE L ET,

ZOH LWARIX, [ X F U (Inventory) ]+ > ® Secure Device Connector 7 /L % 73
£ CDO A ¥ —T =4 AND SDC AN ERRINDHINIERSNET,

Secure Device Connector ) &

ATy T

ATy T2
ATvT3

ATy T4

ATy TH

COFEX, T INYa—T 4T V= LTHEALTLEE, @E. SDC X HE
WCHEHEND -0, ZOFIEEZERTL20EETH Y A, 2720, VMOBZERENIE L <
720GE . SDC IE AWS ~D#H A iz L THRFTZZfE CE EHEANR, ZOFIHIZEY, SDC
OFFHBFGE S, AR OMBEIC X 5T —Bifk S E T,

FIE

SDC (Z#2#¢ L £ 9, SSH ZfH L CTHfE 7 57>, VMware Hypervisor D 22 Y — /L & = — % fifi
HTEEd,

cdo =z—H#—LLTSDCIcu s A LET,
SDC = — ¥ —|c) Y # % T. SDC Docker = T F 2 EH LT,

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

SDCY—/*¥y haT v 7L —RLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~]$

SDC#7 v 77 L—RLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]$
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B—0 D0 75> h Mo sc AT 5

BE—mCDO T+ FTHEH®DSDC ZEHT S

T MZBEED SDC Z BT L. XT3 —~  ABETERLZ LML, L% DT
NAREBEHTEET, 1ODSDCHEFHTE LT3 20, TN DHDT /A R ZHEEX
NTWBHEEL, R T7 7 ANVDY A XX > THRARY F9,

TF MIA VA =L TE D SDC DEUZHIRITH Y £H A, % SDCIE 1 D2DFRy FU—7
B A NEEHRTEET, INHDOSDCIX, ZTNHDORy NT—27 87 A FHNOT /A
A% [FA—D CDO 7> MIEH LET, #HEDSDC RN eWiGE, Rlfshi-xy NV —2 &
T A NNDT A, A% BigZd CDO TF > hCTEHTILENH Y £3,

2% H LD SDC % JBA¥ 2 FlEIX, HAID SDC Z &BH$ 5 FIEE R U TJ, CDO D VM A
A — % ffi il L7z Secure Device Connector D BB, HH ® VM _ET? Secure Device Connector
DEHZENTEET, 72 bORYIO SDCIZIE, 7F v hOL4FTEES 1 BAAEN
TWET, BINOA SDCIZIE, EFICESHFIT 6 ET,

[Fl—SDC ZfERA L= CDO [T T 2 I RTHDT NS RZRDIT5

ATy
ATvT2
ATvT3
ATvT4

ATy TH

ATvT6

ATy T17

ATvT8

WOFINEIZHE-> T, WL SDC 2EH LT CDO 12T 2T _XTOF A 22 L ET,

FIE

FEsF = a =T, [A1 XY (nventory) 127V v LET,

[7 /34 A (Devices) | # 7 %7 Vv 7 LTTNA A& RHDOITET,

WYV T A AL T DT ) v 7 LET,

TANZEENRT TIHEESNTHDIHEE. A XU NI T—T Vo B ichs 77T
(Clear) [R% %27V 27 LT, CDOCEHEEHL TWVWATRXRTOT N, AL —ERAEFRL
e 8

74w&$&y1'%7Uyabf\w4»ﬂ(ﬁmﬂ]f::~%%%bi#o74w5
(93 _—)

7 4 LV H D [Secure Device Connector] &7 3 > T, M7 SDC D4FiZ7 ) v 7 LET, A
VRN T =T ML, T4 E TF v 7 L= SDC & LT CDO \ZHkE L T BTN
A ADIHINERINET,

(FFvay) RBEEZILICKRVIADIZIE, 74NV FA=a—TBENOT7 A4 NEEF v/ L
£7,

(AFvay) BT, AN T—=TNANOEHIZHD [Z7 VT (Clear) | RH %
7V w27 LT, CDO TEHLTWLITRTOT A R —EREZRRLET,
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Secure Device Connector F — Y —XAE LUV —KNN\—FT 1454 €
VRAEMH

*amqplib *
amgqplib copyright (c) 2013, 2014
Michael Bridgen <mikeb@squaremabius.net>

This package, "amqgplib™, is licensed under the MIT License. A copy maybe found in the file
LICENSE-MIT in this directory, or downloaded from

http://opensource.org/licenses/MIT

*async *
Copyright (c) 2010-2016 Caolan McMahon

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* bluebird *

The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
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MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* cheerio *
Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software"), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or
sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* command-line-args *
The MIT License (MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software') , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

*ip*

This software is licensed under the MIT License.
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Copyright Fedor Indutny, 2012.

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software') , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* json-buffer *
Copyright (c) 2013 Dominic Tarr

Permission is hereby granted, free of charge,to any person obtaining a copy of this software
andassociated documentation files (the **Software™), todeal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify,merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whomthe Software is furnished to do
so,subject to the following conditions:

The above copyright notice and this permission noticeshall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT.IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FORANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER INAN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THESOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stable-stringify *

This software is released under the MIT license:

Permission is hereby granted, free of charge, to any person obtaining a copy ofthis software and
associated documentation files (the "*Software™), to deal inthe Software without restriction, including
without limitation the rights touse, copy, modify, merge, publish, distribute, sublicense, and/or sell

copies ofthe Software, and to permit persons to whom the Software is furnished to do so,subject to
the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

. Cisco Defense Orchestrator D E K



I Cisco Defense Orchestrator ()& A&
Secure Device Connector F — 7>V —XA B LU —FN—TFT 1S4V REH .

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESSFOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS ORCOPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHERIN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR INCONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stringify-safe *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER INANACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

* lodash *

Copyright JS Foundation and other contributors <https://js.foundation/>

Based on Underscore.js, copyright Jeremy Ashkenas,

DocumentCloud and Investigative Reporters & Editors<http://underscorejs.org/>

This software consists of voluntary contributions made by manyindividuals. For exact contribution
history, see the revision historyavailable at https://github.com/lodash/lodash

The following license applies to all parts of this software except as

documented below:

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE

Cisco Defense Orchestrator D E A& .


https://js.foundation/
http://underscorejs.org/
https://github.com/lodash/lodash

Cisco Defense Orchestrator M £ K |
. Secure Device Connector A — TV Y —RA B L UVH— KI\—F 4 SA U REM

ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright and related rights for sample code are waived via CC0. Samplecode is defined as all
source code displayed within the prose of thedocumentation.

CCO: http://creativecommons.org/publicdomain/zero/1.0/

Files located in the node_modules and vendor directories are externallymaintained libraries used
by this software which have their ownlicenses; we recommend you read them, as their terms may
differ from theterms above.

* log4js *
Copyright 2015 Gareth Jones (with contributions from many other people)

Licensed under the Apache License, Version 2.0 (the ""License'); you may not use this file except
in compliance with the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License
is distributed on an ""AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied. See the License for the specific language governing permissions
andlimitations under the License.

* mkdirp *
Copyright 2010 James Halliday (mail@substack.net)
This project is free software released under the MIT/X11 license:

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "*Software') , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.
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* node-forge *

New BSD L.icense (3-clause)

Copyright (c) 2010, Digital Bazaar, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyrightnotice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyrightnotice, this list of conditions
and the following disclaimer in thedocumentation and/or other materials provided with the
distribution.

* Neither the name of Digital Bazaar, Inc. nor thenames of its contributors may be used to endorse
or promote productsderived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" ANDANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIEDWARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AREDISCLAIMED. IN NO EVENT SHALL DIGITAL BAZAAR BE
LIABLE FOR ANYDIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES;LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER
INCONTRACT, STRICT LIABILITY,OR TORT(INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THISSOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

* request *

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License™ shall mean the terms and conditions for use, reproduction, and distribution as defined
by Sections 1 through 9 of this document.

"Licensor' shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

""Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
""control' means (i) the power, direct or indirect, to cause the direction or management of such
entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.
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"You" (or ""Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

""Source™ form shall mean the preferred form for making modifications, including but not limited
to software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work (an
example is provided in the Appendix below).

"Derivative Works' shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.

""Contribution™ shall mean any work of authorship, including the original version of the Work and
any modifications or additions to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition,
""submitted™ means any form of electronic, verbal, or written communication sent to the Licensor
or its representatives, including but not limited to communication on electronic mailing lists, source
code control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor
for the purpose of discussing and improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by the copyright owner as **Not a
Contribution."

""Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made, use, offer to sell, sell, import,
and otherwise transfer the Work, where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination
of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute
patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging
that the Work or a Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License for that Work shall
terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof
in any medium, with or without modifications, and in Source or Object form, provided that You
meet the following conditions:

You must give any other recipients of the Work or Derivative Works a copy of this License; and
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You must cause any modified files to carry prominent notices stating that You changed the files;
and

You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those
notices that do not pertain to any part of the Derivative Works; and

If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works
that You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at
least one of the following places: within a NOTICE text file distributed as part of the Derivative
Works; within the Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such third-party notices
normally appear. The contents of the NOTICE file are for informational purposes only and do not
modify the License. You may add Your own attribution notices within Derivative Works that You
distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such
additional attribution notices cannot be construed as modifying the License. You may add Your
own copyright statement to Your modifications and may provide additional or different license
terms and conditions for use, reproduction, or distribution of Your modifications, or for any such
Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions
of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an ""AS IS™ BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including,
without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible
for determining the appropriateness of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including
any direct, indirect, special, incidental, or consequential damages of any character arising as a result
of this License or out of the use or inability to use the Work (including but not limited to damages
for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial
damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of
any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
harmless for any liability incurred by, or claims asserted against, such Contributor by reason of
your accepting any such warranty or additional liability.
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END OF TERMS AND CONDITIONS

*rimraf *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS I1S" AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT, NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

*uuid *
Copyright (c) 2010-2012 Robert Kieffer

MIT License - http://opensource.org/licenses/mit-license.php

* validator *
Copyright (c) 2016 Chris O'Hara <cohara87@gmail.com>

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and

associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

*when *

Open Source Initiative OSI - The MIT License
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http://www.opensource.org/licenses/mit-license.php
Copyright (c) 2011 Brian Cavalier

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
s0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE
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ATy T2

ATvT3
ATvT4

1R BRI

CDOEENE, FEESNTZT —7 A=A ZFKRENDL D, HEIR Y hELTTIA_X—KA >
T —ICERENE T, Webex Teams 237 =7 7 v 7 Z /LG 25 HiEOZERIC OV T,
['Webex for Developers] #ZM LT &0,

WOFNEZHEH LT, Webex Teams DEETV =7 7 v 7 #Fa LET,

FIE

Webex Teams 7 7' U 7r— g U EBEET,

T4y RUDETEIZHD [TV (Apps) | TA 2w )y LET, ZOT Vv aric
X, #5277 P OH L Z 7 T Cisco Webex App Hub 23BH & £ 97,

MBEAN—FFEHLT, [BEV=77v7 (Incoming Webhooks) | ZHEL £,

[##5¢ (Connect) ] ZEINL £, ZDOT 7 v a2k, OAuth KRN, 77 7r—
arBF LW TIIEREIND L O T,
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B seckmoiEyzI7v2

ATvTh

ATvT6

ATy T17

ATvT8
ATv79
ATv 710
ATvIN
ATvT12
ATy 713
ATy 714

ATy 715
2T v 716
ATy I

[FFAT (Accept) | ZEIRLE3, ¥ 7WRAEBNZT TV —a VOBRER—JVIZV XA LY
FEIET,
WEHFRELET,
«[V=T7 7 v 74 (Webhookname) |1: ZDT7 U r—vaAlloTREEN D A vE—
CEBHT AT ODLEIERETELET,

o [ARX—Z DR (Selectaspace) |: Ry FH 7 A=a—% L T[A~X—2Z (Space) ]
BINL F9, A3— AT Webex Teams (ZEEIC/FE L CTWAMLERH D 9, AL—ZAN
FIE L2 WA, Webex Teams THT LWANR—RAA{ERR TE £4, 7V r— 300
REN—VETEHTDHEHLOVAR—ANERINET,

GENN (Add) AR L E9, JBIR L7 Webex AX— A2, 77U r— g viBin&ni-e
VO IBEEIDNIEE SNET,

U7 7v7 URL&#abt—L%7,

cDoO e A v LET,

HEOa—PF—A =2 —%F &, [BRE (Settings) ] ZERLET,

CDO A =a—_"—M75[EE (Admin) ]>[@%NE%E (Notification Settings) I &E L £,
[th—E 24 (Service Integrations) ] £ TAZ m—/L LET,
HFODTTARLE %7 Vv LET,

ARiE AT LET, ZO4RNE, RESNTY—EAKAEE LTCDOIZERENET, &E
SN —ERTEIWEINDHA X MIEFFERINET A,

Rey 7o A=ma—wEAL, =R A7 L LT Webex ZER L E7,

= ANSER LY =77 v 7 URL 2050 i £,

[OK] %7 Vw27 LET,

Slack ADEEVT T IV Y

ATy 1
ATvT2
ATvT3

ATvT4

CDO AL, FRESNTZT ¥ RVICERINDEN, HEIAR Y hELTTIAR— KA vE—
VNCRRENFET, SlackiZ L DERFY =7 7 v 7 OWMBLHIEOFERIZ OV T, Slack Apps)
EHRRLTLZEEN,

WOTFNEZMHL T, Slack DERE V=7 7 v 7 ] LET,

FIE

Slack 7 77> Mza 74 LET,

EMORFLT, =B FETAZa—LLT[7T 7Y DEM (Add Apps) ] ZFIR L £,
[#5f5 7 =777 (Incoming Webhooks) | D7 7V r—var T4 Vb7 N ERKL, 77
UZzROFET, BN (Add) ] ZFIRL £,

Slack 7 — 27 ZAX—ZDEHE TIIRWGE, MiOEHEICY 7oA FEEEFEL, 77U MR
BOOT7 17y MOBMSNDDERFOBLERH Y £3, [REDY 7= X (Request
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ATy Th

ATvT6

ATy T17

ATvT8
ATv79
2Tv710
ATvIN
ATvT12
ATv 713

ATy 714
ATy 715
ATy 716

hzasgmeRoEEyI7vs ]

Configuration) |ZIBIRLET, A7 arDAyE—YEANL, [VUFZ A FDOXEF (Submit
Request) | Z IR L £,

U= AR=ATERY =77 v 777V BRENII2-T5, Slack DRRES—T 2 L,
FrLnwWo T 7y 7% —7 AX—Z BN (Add New Webhook to Workspace) | %R L &
R

Fay7Z o A=a—%H LT, CDO @A %K RT 5 Slack T v F/LZEIR L, K
(Authorize) 1 ZZINLET, VA MPENCRDLDEFF> TOVLMIZZOR—UbE
B L725EAIE, Slack ICr 7 A LT, EEBIZHD T —7 AXN—RL @R LET, ey
THG A a—=InG [T—T ARXR—=ADH AKX ~A X (Customize Workspace) ] %% L,
[7 7Y OFXE (Configure Apps) 1% IR L £9, [BFE (Manage) ]>[H R 42 L#HEE (Custom
Integrations) 1\ ZBELEF, [EEV =77 > 7 (Incoming Webhooks) ] %R L T7 7Y D
TUT 4 TRV hRE X TD [RE (Settings) | ZRRINLET, ZO7 7 U RNHEHIC
o TN Y= AR=ZANDTRTCOA—P—R—ELRINET, 2—F—ZT7 U b
DREDRRETMEDHTEET, V=T AR—ZALZRINL THRECTWE L., WRITHEASFE
D

Slack DFRE~—V D, TTVDREN—VIZV XA LI FaivEd, V=77 v 27 URL%
Aoy cavr—LE9T,

CDOlZmr 7 A LET,

FHEMOZ—W—RX =2 —%B X, XE (Settings) | ZiEIRNL F7°,

CDO A =a—"—/nL[EHE (Admin) ]>[BEIERE (Notification Settings) N\ZBEIL 7,
[V—E XA (Service Integrations) ] F TAZ u—/L LET,
HFODTTARLE L H 7Y v LET,

ZETEANTILET, ZOL4ENT, BREINZF—EAHEARLELTCDOICEREINET, HE
SN —ERITHRE S ND A X MR RSN ER A,

Koy 77X A=ma—%RREL, —ERAX A 7L LT [Slack] Z=IRL £,
P—ERNHAER LY =77 7 URL 2860 (HF £,

[OK1 %27 U v o LET,

{1

HRELFERDEEYZTIvY

1R BHEIIZ

COD X, DAX LHEERIIA vV 75—~y bLEFTA, DAZX LY —ERAEIETT
TV r—va rOMEEERLIESEA. CDOIZISON A vt —U 2B ELET,
EBETVT T EAENILTY =77 v 7 URL 24T 5 HEICHO>WTE, —ERAD~
ZaTVEBRLTLEEN, =77y 7 URLZEE LS, UTOFEALFEHLTY =
77 /7 é’ﬁ;‘ﬁjc:bi—g—o
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mE

7

ATy

ATvT2
ATv7T3
ATvT4
ATvTH
ATvT6

ATy 17

ATvT8
ATvT9

Cisco Defense Orchestrator DA |

FIE

BRI AZ AP —EREIT SV r—arnby =77y 27 URL 24K L Tae—
LET,

CDOZmr 7 A LET,

CDO A ==a2—"—/nL[EHE (Admin) 1> [BEEXE (Notification Settings) JIZB#E) L £,
[th— B A4 (Service Integrations) ] £ TAZ m— /L LET,
HODTTARLE %7 Vv LET,

AHiE AT LET, ZOAFNEL, RESNTZT—EAHAE L TCDOICERRINET, RE
SN —ERITHRESND A N MOERRFINER A,

Rey 7 X A=ma—wEAL, [V—ERXZ A7 (Service Type) ] & LT [HAHX L
(Custom) ] Zi®IN L FE 7,

Y= A BAEK LY 27 7 v URL ZH50 1 F£9,
[OK] %7 Vw27 LET,

7 DEXTE

HADOAR baX o ZToRBRE, FIRENY Yy hENDZETOREY AKEFRLET, 7F
EN=a X 71X, CiscoCloud BZ/E LI EM S NTZA Ry T —2 &£ T2 LIZEELTL
72,

gD~ (View Historical Usage) 1% 2 U » 27 LT, M@ 12 AT T FTxAF
NI ToORX U 7 ERRLET,

BMOA L —=V% ) 722 M LHDIEATEL Y 7 bH 0 77,

SAML < >4 JLY A A > & Cisco Defense Orchestrator D#ES

Cisco Defense Orchestrator (CDO) (%, Cisco Secure Sign-On % SAML > 7 )V %A A2 T A
TUTAT 4 TanNA = LT L, Z2EFERFE (MFA) (2 Duo Security 2 L £ 7,
Tk, CDO THERE S LS REAETIE T,

22U, BEBMNME O SAML > IV A A 1dP VY a— 3 b CDO A Licn
By 1dP 28 SAML 2.0 BEONID i NA X =BT 5V —7 7n—z2¥R—F L THDHIR
D, ZNHAHRETT,

MBEDSAML YV 2—3 3 U EHET 58546 1E. Cisco Defense Orchestrator ¥ 75— kIS
BhELEEN,
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APl k—2

arl =5 I

B E 1L, amRmenW@ML%ﬁbké’amAmk U EMERLET, O L
R S DI, AP h—2 > % REST APL i%GE~ v ¥ —IZHAT 2L E N H Y £9°, API
b= 0%, AR TR 778 A =27 TR, FHLEZY, BROELE
DCExET,

CDO W6 APL h—7 U &BAKRTEET, ARShic h—7 3, ElREZIC, [—KRE
(General Settings) ]’\—\‘/ﬁkf'fﬁb\fb\éfﬁ@@i%ﬂ“éﬂiﬁ”o CDO T}DJIJO)/\_:/%E'%JI/\Tﬁ)
O [ E (General Settings) | X—UIZRD &, b—27 URRITINTZZ EiTbn £F

B, =T EFERREINRL D ET,

il 27 D2—WF—1%, FFEOTF > ML THMAD h—7 v E2ERTEET, HH2—F—N»

BOZ—F =12 T I VEART DI LI TEERA, b2 3TV NETF
VEORTIZERTHY, hox—HF—LTF 2 FOMAEDLREIZIIMEHATE EE A,

APl b—D e EY L— AL

f—O L DEHE

APl k—% VDA

API b —7 X JSONWeb b—7 > (JWT) T3, JWT b—7 U IBRXOFEMIZOWTIL,
Mntroduction to JSON Web Tokens] ZZ&R L T 72& 0,

CDO API h—7 > iE, RO—HED T L—LE4Rk L E7,
cid : —H—/7 A R uid
e parentld : 77> | uid
sver : AT —DNR—V g v (=T 3 030, B cdo_jwt_sig_pub_key.0)
s subscriptions : SSE 7 27 U 7' g v ((EE)
s client_id : Tapi-client]

jti: F—2>id

FIE

ATYT1 CDO A=a—"—5[EE (Admin) ]>[£#8%E (General Settings) [IZBE L £,
RART9 T2 [vA h—2 > (MyTokens) ] T, [API h—72 > D4k (Generate API Token) | %7 U w7 L

ATvT3

F9,
BBET — A T D720 DREDORR N T T 7T 4 A>T, b= VB LR AT
ﬁ]\/\ij—o
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B ey oo

APl k—5 Vo DFESR
API b—7 VIZHEBDHIRIZH O FHEAN, 22—V —1F, b= UBME LGS, REINE
La., FHRIItE0EX 2 )T 4 A BT A4 ICHEILES B 5356, APL b —72 O FH % 8R
TEET,

FIE

ATFYT1 CDO A=a2—"—5[EE (Admin) |>[£#8%FE (General Settings) NZBEIL £,

AT T2 [vA b—2 > (MyTokens) ] T, [# (Renew) %27 YV v 27 L7, Defense Orchestrator |Z
KXo THLW =7 RIS ET,

ATV T3 WET — 2 EMRT OO REDORRANTT VT 4 AHE-T, HLW b= V&2
AR fF L ET,

APl F—J VDEYEL

FIE

ATFYT1 CDO A ==2—"—n5[EE (Admin) |>[£#3%E (General Settings) JIZ& 8 L £7,

RATY T2 [vA h—2 > (MyTokens) ] T, [EXVL (Revoke) 1272 U v 7 L%J, DefenseOrchestrator
WZED b—=7 BBV EINET,

TATOTA4T4 T0INAE—TFHh> k& DefenseOrchestrator 1 —
H—La— F&EDERE

Cisco Defense Orchestrator (CDO) (210 7' A >3 5121%, SAML 2.0 #EHLD ID 7 a /XA X —
(IdP) . Z2EEWIF T o, X —, BLOCDOD2—% —L a— RKEEOT7T U MRLE
TY, [P 7T H Uy MIFa—F—oua 74 ERNEENTED, 1dP IZZ0Rr 7 A 1EH
WCESNWTa2——%2WEELE T, ZERFETIE, 74T T 47 14 BX=2 U7 1 O
LA YRS ES, CDO 22— —L a— RZiF, Fica—¥—4, =—F =)
o555 CDO T b, 22— —Du—ARNEENET, 22—V —RBuers A1 95L, CDO
X IdP Dx—H—1ID % CDO DT F > hOPfFr—HF—L a— R~y 7 LET, CDO
N—=HFTHLa— RREEOTHEIC, 4T 52— —ZZDOT T h~Oa A &
ENET,

BEROBHEIMEA O TNV A A ID T 0 F =N RY | ID 7 a3 2 —
Cisco Secure Sign-on CJ~, Cisco Secure Sign-On (%, ZZFFEAEIZ Duo - H L E3, BEIL,
VBTG UTSAML 2 > 7 LA L A4 2 & Cisco Defense Orchestrator Dt 5 T & £7,
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ns4vou—s 70— [

A4 NT7—49 70—

ATy T

ATy T2

ATvT3

2T AP T Y RA CDO =W —iZn 7oA F 572012 CDO —HF— L a— R
EDEITRYEDY T 2OV THEHICH L E 5,

FIE

2 —H—%, BRED 7= HIZ Cisco Secure Sign-On  (https://sign-on.security.cisco.com ) 72 £ SAML
20@%@747/74747hﬂ4ﬁ~awn:mﬁ4yuc(mo«@Tyﬁx%EﬁL
5

IdP 1L, =—H =AY ThHDH L) SAML 7 H— 2 U EFITL, R—Z/lid, 2—F—
MWT 7vATEBHT7 7Y —3 a3 (https:/defenseorchestrator.com <°
https://defenseorchestrator.eu, https://www.apj.cdo.cisco.com/ KT X A /L72 L) NERINET,

CDO|ZSAML 7% —>a U ZRiE L, =2—¥F—£L 2B LT, FO2—F—ZITHIET DT
FrhoEnba—F—rLa— R NEROF LS ELET,

e 2—HP—NCDO LD 1 25DFTF v Mla—P—La— FE2Es TWaAE4E. CDOIZZED
2—P—|ZTFF U FADT VB REZHFA L, a—HF—a— Ll k> TFITTELT V3
UNRED F9,

22— —PEEOT v Maz—F—L a— K&Ff> TV a4, CDOILRRES iz 21—
W=z, BIRTZXDHT T MOV AR NERRLET, 2=V =0T FERIRT D &,

TFU MDD T 7 BARFRIENET, FOREDTF L FTO—W—m— k-

T, FTTEBT7 7 varnkEn £,

FEEEN =Y =TI DO —Y— V:~%k®v/t/&#cmu AR - TAsy
CDOXT7 v T4 v I _R—=U%FRLT, 2—HF—|2CDO DA R L7z v HEEH
iEY 72 A LD TS ERILLET,

CDO Ca—H¥—La— REEHRLTHIAPIZT vy MIfER SN, IdP TT v v K &1E
L T%H CDO IZa—%—La— RIERINETA,

FIERIZ, IdPOT A FEHIBRELTH, CDOND—H—L a— REHIBR L Z &i2idey
FHA, 2L, AP T ATy R CDOCH L Ca—Y—ZFRGET 5 Hikixdh v £8
No CDOL—H—L a— ROHIBRIL, APT H U Y FZHIBRLEZ EAZEKT 2O TIEHY
FHA, 72770, CDO2—HF—L a— RRRFE, BiESnz2—F—2nCDO 7> hiZ
TIRATLHHEETH Y EHA,

SDT—FTIFvOEE

Cisco Secure Sign-On A3 2%

BERED CDO @ Cisco Secure Sign-On ID 7' 0231 X —ZfiH L TWAHHE, A—/\—FHE
[T CDO Ta—H—La— FEERTE, 2—F =L CDOICHBEIK TS LT, 22D —
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B 25075 554 Fonq4—5LomE

P—2 N =KL, 2—F—RNELIFIEINTWDLEE, 2—F—XCDOICr /A T&E
TO

=P =N CDO LT 7 EATERWVWE T HMEND LLGEIL. A—/3—FHHE) CDO
a—P—Da—P—L a— REHIRT 5721 TEAET, CiscoSecureSign-On 7 F 7 > k5]
TREFEL, A= R—FHER—F =240 L2V IGEIL, CiscoSecure Sign-On CfEH L
TWEbDERLZ—F =LA TH LW CDO 2 —H — L a— REERTL5 2N TEET,
BEHENCDO OMBEICEBRL, 77 =NV TV AX AU H— (TAC) ZMOHTHLEN
HEUTEGA, BEENTAC = V=T Oa—H—L a— REEHRTL52 LT, TACT V=
TRTF R EREL, BERICEREBELMETE DL ET,

MBODZ7ATUTA4T4 TANAE—% 1L DEE

SAML > > 7 VYA 4 & Cisco Defense Orchestrator D&%, 7 AT T 47 4 T34
=T Hor heCDOTHUY hOWAFZHIELET, 20X HeBEHEIL CDOTT AT
VTAT A TaNRNAA A —DT AT e a——L a— FE{ERBLIOEE TX F7,

Z—WF—RCDOILT 7 EATERVWLIICTHLERS HLAIX. BEKRIXIAP T T b,
CDO —W—La— K, £HIEF0mFEEIRETEET,

Cisco TAC 76 O NP B2 E 1L, BRERITHAMY GHe — V&2 RS T AT T 47+
TaNRA B =T H 7 hECDOL—Y =L a— Dl %, TACT V=7 HIZIERT& £
T, TAC =V =71%, BEEEDOCDO 7F > MIT 7 AL THREL, F#LRELBEHE
G T2 BN TEET,

DRATR—T FH—EXR FAnNg 55—

EEEE

RIVFTFH

VA=Y RP—ER Fu/qf F— (MSP) I, CDO ® Cisco Secure Sign-On IdP % fifi i
L CW5 4, Cisco Secure Sign-On (2 H G TX £9°, MSP OEBEEKILCDO IZZNEID
a—P—La— FE2ERTE 5720, MSPIZBEKDOT F o M FHRTEET, bHbAHA. B
FRRIZMSP O L 2— ROFIBRZSERICHIE T 9 (HIBRZ BRI L-54

o =Y DOKE

cAR—2 LD EE

CDO ~/VFTF v h R—=Z)L Ea—ZiZ, HEOT T MCELERDTXTOT S A0D
IS SNTERARRENET, ZOFAVTFTF o MR—=ZNITIE, T ADRT —F X
FNRAATEITHROY 7 by =T R_XR—=Va U ERERENET,
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rFr+orf—s Loz [

\)

GE)  ~=AFTF U IR=FAnb BHROV—Ya Ty MeBEmLiey, BmtizerF >k
DEHIRT SA ZA2RRLIZ) TEETN, 7T FPORREST A ZAOREFTTE EHE
/\Jo

(F L& B

~YNVFTF L NR—=F T, T N TCZOBEREBANIR S TV OAGAEIZOAEHTE £
T 7V NCvATF T MAR—=ZVEFNZT HITIE, Cisco TAC THAR—NFo > b
BEEd, VR—bFry bRERESH, R—FUMEREND &, R—=FLTHRy kT—4H
EEEOU— N EFHOL—F =N, TFUMEBINTES L2720 £,

RETDHAREMOH A5 EDT T v EEORE A ARET 572012, Web7 T UG F v v
V= kb CookiexZ7 VT THZEaBEIHDLET,

IIVFTFrbER—4)L
A= WZE, WMOA=a—nNHEINTWHET,
« [T /31 A (Device) ]:

c R=ZMTEBMSNT=T T2 MCFET 2T X TOT AL RAEFRLET, [74L
& (Filter) ] & [R5 (Search) | 74—/ FEMA LT, #RT 57/ 2 ERHET
EET, T REI Vv IT DL, TAAADRAT—F A FVR—F 4 7
K, T AT I F—NE— R, Tz bd—N—E— K, VT M =T A=V U
PERERTEET,

AUE—=T oA AL, T—INWMIRRT DT NANA AT aRT  ZBIRETT7 VT
THEICHHATE 58I Yy 1—2 2350 £9, [AnyConnect U E— k7 7 & A VPN|
ZRE, MOTXTOT N, AT B RT A NTF T30 FTERSNTWES, 7—7
NaeHAF<A XFT5HE, CDOWREIYA A Lz &, BRLULZNAEN CDO T
RSN TVET,

THRARET ) vy 7358 AAICEDOFMAFRRINET,

c R—=ZILDERIZ, 3 ~KPIVE (CSV) 77 A M7 ZAR—F © T&xE7,
ZOBERIZ, TAARAEDWLIZD, T 7 BAEO RN =Y —IZEE LTV T 50D
BN B ET, T—HET T AR— T H72NT, CDO TIEHT LW csv 7 7 A /LA
B SN ET, 1EREND 7 7 A VAT AR E ARG ENE T,

TR ZABEITSH CDO T T2 RIS DRT N, ABEHTEES, v~ LVFT T

rAR—%WZiX, CDO 7 F o h_R—=VIZBENIT 57200 [T /34 AOEEL (Manage
Devices) |V v 7 BB ENTWET, ZOTF U  OT AUy heRoTEBY, 7
FU R ER=FANFELY) = a v NICHIEE. T RO v RFEREN
9, T v MIT 7B AT AR WEESIE, [T/ ADE L (Manage Devices) |
V73R RENETFA, BEOX Yy N — 7 FEEFIGEK L TS5 28T
TETS
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B < 7770 rk—snz5+o reEmT 3

A\

(F) TARAZREZFEBEL DT TV IR0 —Ya vRNIZHDHE
X, FOUV—=a O CDOIIZY A AT H20D0) 7Bk
RENET, FOUV—YarNDOCDO £3F0) —Y 3 A
DT F 2 MZT 7B AT HHERDIRNGEIL, T3 AZEHT
TEHA,

rosa All Devices & Services

Muhi-Tanare =
m y. A

«[77F > & (Tenants) ] :
« R—=ZUTBEBMENTZT F > P BRRRENET,
e Xy NI = EHEZE L —RNR—F VT F v hEBMTEET,

T BTV ITHE CDOT TV FDAAL U R=URERRINET,

TILNFTFU R R—FIIZTFU REEMT S

Super Admin 2 —/LZ RO —H—(F, K—HF L7 F > hEBIMTEET, #EOV —V 3
NCEERSTCTF U R EBNTEET, e, FI—n o R =V arnbRkEY -V
AT R EBILEZY, KEY —Varnbad—ay XY =Yg GBILZY T F
bﬂ‘o

(&

BEE TFUPMIAPIOLDO2—Y—%ERT 5 L., CDO ~DFFEHIC API h—7 v &2/ 25 2

L BEIOLET,

N

GE)

K= NEE DT N BINT 2581, &7 ML APL h—27 U EARL, TFHA
N7 7 A MCEED FHTET, 2k, EEOTF 2 N ER— X VIZREISBNTE £97,
M= U EERTAH7DICEE T RV EZ Z0EITH Y 5 A,
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FIE

FFFy b= ur b0+ robik [
ATv 71

FFURR—VICBBIL, THTY M A= a—hb |
ATy T2
ATvT3

R IE
Settings) ]>[~¥A h—2 > (MyTokens) |27V vZ7 LET, > >
ATvT4

JL=L
X X AE

(Settings) ]>[— (General
[API h—7 > %4l (Generate API Token) 1 %7 U v 7 L Cabt—L%7,

K= VZBEIL, [7F > b (Tenants) 1 #7 %27V v LET,
751&!]@%7“/ MEBMARZ %7 v 7 LET,

ATy TS b= &V T T, [fRfF (Save) 1227V v 7 LET,

RUVFTF R R=2I0oDTTH 2 DA
FIg

AT TN A= cBE#L, [T7F > F (Tenants) 1 X7 %27 U v 7 LET,

= —]

AT T2 AANCERENLIRETHHIET A 22270 v 7 LT, BRERT TV FEHIRLET,
a3 AE

AT9 73 [HIER (Remove) 127 YU v 7 LET, BEMITOENTZT A A R—=FAhbHlBRENET,
Manage-Tenant /R— % )LD

Cisco Defense Orchestrator (Defense Orchestrator) ZfEH L T, [

FT U hR—Z Nk D2—F—T 7 NOREDH D E HAZ A A TEET, [2—
P—A==z2— (usermenu) | ZPAE, [HE
R=VNWZT 7 EALET,

PR (Settings) ] X—T D~ /L
AXE (Settings) | #7 U > 7 LT, [%i& (Settings) ]
P US East Coast

admin@cisco.com .
£+ Settings

%8 Switch Account

(= Sign Out
BRE

EHRERE

Web HTic kD, X—=TY 0Ok v MUZES BLORBGERERN X aiziftanEz+, 1§
WIZIE, BRLEN—Y R=UTEHLLEER., 7900~y g 0 fAR—2g 0
FRAADRA N EREENET, =

Z OFF#IE,

A A PFEREDR FARTL S F — o 2 R
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B 7y romvex

ThoUv OOV EZ

&
ATy T2
ATvT3

Cisco Defense Orchestrator DA |

L, fnz2dE T 20l ESNE T, TNTOMMARRLT —2i3EA LS TR Y . HE
THIIEES N EE A,

Web 5HT1ET 7 4V h THZNI 2> TWET, Web 0T & BN T 2560, L HEDIC
THHEEIT. ROFINEEZFEITLET,

1. 22— —RA=a—nb, [EE (Settings) | ZEINL FET,
2. [&f%F%E (General Settings) 1 %27 U v 27 LET,

3. [Web Z73#T (Web Analytics) ]| D FIZHDHATA X% 7Y v 7 LET,

[1—H—&E (User Management) ]

Y VFTFF o hR—=Z MCBEAS T BN TN ST RTO—F— L a— N, [2—F—%
(User Management) ] Hiffi CHER CTE ET, 22— —7 v MBI, FHEEITHRCTE
F9, GOV, T2—WEH] 2L TIEIN,

HHOR—BZALT Ty " RBASEE, CDOMMLH AT hETIC, BABR—FLT T
T RERT T R T AT REITHI VAL LR TEET,

F|iE

NAFTF Y MRS AT, HEBICRRENET AV b A=a—%2 Y v LET,

[7TH 7> bV % (Switch Account) | %7 U v 7 LET,
BRTHR—ZNELZT T @R LET,

Cisco Success Network

Cisco Success Network L= —H%tED 27 Z 7 R¥—E 2T, Cisco Success Network % H %2
T 5 &, T3 AL Cisco Cloud B2 & % = 7 2Bkt 03 i T S AL, LRI BI 3 2 16 & 5
FHEBRNA R —I v 7 E8nEzd, TVA NI EZARN)—I T FT5ZLI2E-T, 734K
MNOEDXMGEDOT — X IR L TENEHBEFATY E— FOBFHAT — 3 VZEET D A
A= AL RIEEND 72D, ROAY v bR FELRET,

« X v P =7 NORLOFEIMEZ B LSS 7012, R ATREZR A OREREIZ >\ Tl
MmLET,

USRI TREZR, BN T 7 = iR — ks =R L= — 1 U T2 OWTIEM
LET,

o U2 B DS F T,

TONA AT EN S 2 T 7B 2 ST E L OMERF L. Cisco Success Network (28 T& 5 L )
IZLET, T30 2 &4k L7-1% T Cisco Success Network DR EZ L HE CTx £77,

. Cisco Defense Orchestrator D E K



I Cisco Defense Orchestrator ()& A&
1—YEE .

A\

(E) « Firepower Threat Defense /~A 7 XA Z U T 4 XT TlX, 777 4 7T/ ZZERT 5
L. AZ AT IS, AD Cisco Success Network X E % FEX LE9,

* CDO (& Cisco Success Network iR EZEH L FH A, REDEEHL T L A MU FEROEM
IZ. Firepower Device Manager (FDM) Z—H%—A > ¥ —7 = A AP{TWVET,

Cisco Success Network D E 1L F = (X EShE

VAT LOYIRREREIZ, Cisco Smart Software Manager (27 /3 A& %Gk T 25 L 51RO LI
F9, BEETIC 90 HEOFHME 7 A o A2 EHT 256, MO OK THIZT N1 2%
BET DMENHY ET, T AZ2BET DT, ([(A~v— 7 A& (SmartLicensing) ]
~—C) Cisco Smart Software Manager |27 /3 A & ET H 7, FIITBEHEF—2 AL T
Cisco Defense Orchestrator |2 &8k L £ 7,

FTNRAREBEFTHE, X"=F ¥V THO LT AL RAZTA B ARE Y Y TEHENE
T, THRAREBETDHE, AL TWATRCOL T v ar T4 ABBEINET,

Z OFE#EIL, Cisco Success Network #2925 Z & CWOOTHEPIZTEXETN, Z0F4 7
v a VIIFDMULN S DL TEET, BT DL, TAA AN T U Rhbblfsh
F9, WL CTHLEFHOZESLCA~Y— N T4 2 AEEOBIEICITREY T, EWICEEEEK
WL ET, FEMIZOWTIL,  [Firepower DeviceManager 2> 7 4 ¥ o L—3 3 > A K, /R—
Ta v 640 L] o T 257 L& OFED [Cisco Success Network ~DIERE| £ 27 2 a
EHRLTLZEN,

a—H&IE

CDO Ca—H—L a— REERETISRET DRC, [(TAToT 4T 4 TunfX—T%
7 b & Defense Orchestrator = —— L a2 — N & OfR] %25iA T, ID 712314 Z— (IdP)
THhHy v hea—F—La—RREDOLIITHAEHTL20EFE L TEE, CDO = —
P—i%, FFIAFESNTCDOTF v MIT 7 EBATESLLHIC, CDO L a— REXIST 5 IdP 7
B ERBRMETT,

I E O 1dP 2372 FR Y | Cisco Secure Sign-On |9 _XTHD CDO 7+ > FDID 71 /34 X —
LD ET, ZORRFOERD O, ID 7 r s34 X — & LT Cisco Secure Sign-On ] L
TWAHZ EZFHEE LTWET,

Ty MIEEMT LN TWA TR TCOa—F— L a— NE, 2—Y—EBEH CHR T X
Fo PH= DTy MRS B IS T D MR B v 3 R
V=T HRG e £,
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Cisco Defense Orchestrator M E A& |
B 7 rcmEdrshcusi—F—La—koxR

T MIEEMfTFOATWAA—Y—La— KDXRT

FIE

ATY 1 CDO A ==2—"—=n5[EE (Admin) ]>[1—H—EE (User Management) [IZ&Eh L £,
ATy T2 [2—H%—FH (User Management) | %7 U v 7 LE7,

9~ example_tenant _
net-ops@examphe. com
S SeTTGs User Management
Emat Lest Login Token Roles
sec-ops@example.com 7/23/2018 Admin
superadmin@example.com 02019 Super Adrmin
hereZhelp@cisco.com i Read Only
net-opsi@example.com Slnianb Admin
3 N o N S A L —_
GE) VAADYR— N TF—LABT T MNIT 7 BATERNLDIZTHITIE, [T

(General Settings) 2% E (45 X—) X—=UTTH UV b Eé’ﬁb\i?‘

21—+ —&I (0 Active Directory & )L— 7

RO —F —=PHBEICANED LT T bORE, ix Oa—%—% CDO IZBEMT 51
V2. CDO #% Active Directory (AD) Z /L —FIZ~ v b7 LT, a2—F—J R [ &a—F—
P& LD RICERTEET, L —F—0BNMPBEFEO 22— —DHIR & Vo7
2 —HPF—DEH T T T, Active Directory THFEITTE 5L D270, CDO THEITT HMLEN
AR/ e

[——%& B (UserManagement) |~ X— M5 AD 7 V—7 %8B0, wE. ERITHIBRT 51
X, xRy FID)—9BBEO—F—o— L RLETT, FElCO VTR, T2—Fo%E) %
ZHL TN,

[Active Directory”'J)L— = (Active Directory Groups) ] 2 7

[%E (Settings) ] X—T D [2—W—&H (User Management) | 7727 ¥ a »IZi%, HFE CDO
IZ~ v B 7 &R TV 5 Active Directory 7 /L — 7 DX 738 0 £97, ﬂi%ﬁ%fx,ﬁ LT, Z
DR—=VIZE, AD v 2=V ¥ THEID Y THNZ AD Vv —T O — L RFRINET,

AD 7 NV—FIEEN TV D —H—|L, [Active Directory” /L —=" (Active Directory Groups) ]
&7 F T [ —P— (Users) | ¥ 7 IZMEBNICR RSN ER A,
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Feo sz

[Audit Logs] % 7

[F%E (Settings) | ~X—V @ [—H —4 B (User Management) | &7 ¥ a3 2%, E&r /D
ZTRHYET, ZOHLWEZ a3 1iE, CDOT A Y MZT 7 BA LT X TO2—
W=Dk r 74 VAL Bgka 7 A VRRCRFFL W e —F—Dr — L RRRINE
T, 2R, B ——n A L AD Zv—T a s A L OWMEREERET,

TIILFA—)L1—HF—

CDO @ IAM BEREDLEE &L, 22—V =D O — L 2RO LN TE L L1 L
77

2—HF L, AD ODEED I N—T Db Z LN TE, TNHLDOKTN—T1F, BipD
CDO 72— /L% FfDOCDO CERCXET, 22—V =N s A VRRCRIGT 2 RKEN2RT 7 A
T, 2O —HF—NET5H CDO TEHRIANLTNDTXTD AD 7 /b—7 D r—/LOFLH
AEbOETT, L2, 2—F—0N2200AD FNA—FIEBLTRBY, WMHFDITA—THR2>
DOERLZue— REFEHALET 7oA EHHRE) TCDOILEMENTWAGA, =2—F—IX
WMEFHAET 7oA HAOWFOHEREZHELET, iUk, EEOHO I NV—T L a— i
AEnx7d,

AD JV—T7 D~ v ¥ 7% CDO TERTHIVNENHLDIT 1T THY, 2—HF—D7
7 AL HEROBERIL, F0%, B b 7SV —FMCa—F—%BIN. Y. £-138E1 %
Z L2 o T AD THEIC S AT TR T,

\}

GE)  =2—P—2, A=Y —=Tho, »OELTFT FDOAD ZL—TI2H B L TOWAEAIT.
AR — —Dax—HF—a—/LN AD /L —F Da—H—o— L L) HER SN E T,

FZ L& BRI

AD S N—TF <= ¥l a——EHIEA L LT CDO BT AHIIZ, AD % SecureX & #t
ETHYUENHD ET, ADDID 7u A X — (IdP) NELEMAEINTWRWEGEAX. RO
BEEZ EITTH2HERH Y £97,

1. CiscoTAC THAHR— N —RX%&MHE, ROEREZFEH L THAX LAADIAP A EERLE
7,

« CDO DT F v b4 L Hilig,
AL LN—T 4 T HEHKT DAL (B @cisco.com, @myenterprise.com)
« XML EROFEIHEL 7 = F L—va v A4 F—4,
2. ADIZIRDOA AL L5 SAML ZoRZBM L £ T, T4 5 OETIIRICT &/NIUFA RIS
ij‘o

« SamlADUserGrouplds : ~ ®JgMix, =—%—723 AD ETROT X THO 7 L —7 DR
T EZFIR LET, & XX RORZ Y —rvay MIRTEHIZ, Azure T [+
T N—TFROIBM (+ Add groups claim) ] 23R L £ 5,
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B ewzm:

3: Active Directory TEZSNT-H X LEX

= Microsoft Azure £ Search resources, services,

Home * Cisco-COO0-Dey * Enterprise applications > securex-okta-ci > SAML-based Sign-on >

Attributes & Claims

=+ Add new claim  —+ Add a group cdaim =2 Columns 57 Got feedback?

Raquired claim
Claim name Valua

Unigue User Identifier {Mame 10 user.userprincipalname [mameid-for.. ***

Additional claims

Clairm name Value

hittp/fschemas xmiscap.ongfws/ 200505 fidentity/claims/emailaddress user.mail

hittp/fschemas xmiscap.ongws/ 200505 identity/claims/givenname user.givennams

hittp/fschemas xmiscapuongfws/ 200505 identity/claims/name user.userprincipalname

hittp/fschemas xmisocapuong s/ 200505 identity/claims/surname USELSUMamea T
[ SamlaDUserGrouplds | USELQraups 2t
| samiscurceidpissuer | “https:/ysts windows.net/1e491488-.. ***

« SamliSourceldplssuer : ZDJEMEIX, ADA V AX A% —EIZ#HBILET, 72L& 2L,
WDOAZ V—2rvay MIRT LT, Azure T[+7 /—7EROBENM (+ Addagroup
claim) ] Z@IR L., A2 1—/,L LT Azure AD itkBll+% RoF £,
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21— — &I Active Directory &' )L— T D& .

4: Azure Active Directory DR FE R DI+ 5%

= Microsoft fourne £ Zagerh rescurces, sendces, and docs (G+/

Home * Crco-CDO-Deyw * Enterprise apalications * secured-siags

securex-stage | SAML-based Sign-on

Enterprise Application

T Uplosd metadata file ) Chesge single sign-on mode 55 Test this spsiication B Gl Fumclnack?

B Cherview ECTIRTIIRFET LT
Relay s Otz
m Deployment Flan Lagaout Ld s
Manage
1] Properies a Artributes & Claims £ it
& Jemen givanname UBEr GivEnnaTmE
4. Roles and administrabors [Freviea] Surnima bt bl ]
amaladdnizss AT T
S2 Ukars and grangs Fang LT SR i N
Z T SamiGourceldplsnsar Ttpaystswind ows net Ted2 1488 6253~ -a021. 03 300
2 Single sgn-on faacTafe”
b Peovisioning SamiADLerGeouplis AT RO
Linigue Lisar Ddanti R Rl e T ER
! spplication prosy
S Sall-sersice g
SAML Signing Certdficate & it
Statuz At
Thum jng ATECETR AT I3RS N6EER TR TAFTOGDIEET 16R0
Security Expiratian 11/9/2024, B:1151 PM
% Conditional Acoess Nmn'r:r.n-rfamal
App Federation Matadata Ur | e ol necrosetaninacamy 1e42 1468866254, . ﬁl
o Permissicng Cerlificate (asnfd) Deramilcat
B Tokon ancryplion Certificoie (Rawh [orwmioad
Fedaratioe Matadata Xl Terambound
Arthiby
D dgreinlegs n Set up secunex-stage
S Usage B insights
Vo'l e 10 configune e appleation ta nk with Axume AD
B sudit logs 3
Lagia URL | Fitpscttagin ricrassfranine com/ Te491486- 6250,y |
 Peisianing logs I x [ ttpecsress windowe. nesy Tesa1aBe- 62sa-aff-2021 . [ |
= BOOESS [EVATWS Lagpaut LIAL |rnwnuginm-:ru:uhoninemrnﬂeﬂuaﬁ-ﬁzh.. '.4.|

e ste - by-sbep instructions

1 —+H—&EF Active Directory ~/ JL— JME/N

FIE

ATy 1 CDOICu /A LET,
ATY T2 CDOA=a—"—n5[EE (Admin) |>[2—H—%EE (User Management) [IZEh L £,
ATY T3 T—T VD EIH D [Active DirectoryZ /—7 (Active Directory Groups) | Z 3R L £,

ATy T4 BAEDAD 7 V—T N2 WAL, [ADZ V—7DiEM (AddADgroup) 1% 7 U v 7 LEd,
BEfFO=> N RSLLEE, B (Add) [ R¥ %2270 v o LET,

AT9 75 ROEHREATLET,
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. 21— —& I Active Directory 7' )L— T D#RE

s [ZVv—T4% (GroupName) |: —EODOARIEZATLET, ZOL4HNIEL, AD D7 —T74
E—ET AMEEIH Y TR A, CDO L, ZD7 4 —)b TR T 2V R —FLT0E
A,

«[ZV—7"1D (GroupID) ]1: AD HD 7 V—7ID #FEHTAHLET, ZHit, AD7T
TV = a BT (47 Y=7 FID] LW IR THRENRDHERH Y £5,

« [AD %17# (ADIssuer) ]: AD /50D AD ¥{THDOfEE FEHITAS L E T,

s[@—/ (Role) ]: ZTOAD I N—TIZEENDH TR TOL—HF—Da— /LR RFED ET,
IOV TIE, [a2—F—o—] 2R LTI E,

« (A7 ar) [HERL (Notes) 1: 2D AD Z A—F @A SN A EREBMLET,

ATw 76 [OK] ZFIRL £,

21—+ —%&IEF Active Directory & )L— T DiRE

1R BRI

CDO TAD /' NV—7Da—W—EHERHRET H5A1L. CDO 2N AD 7 )V—7 %R 5 ik
PUAEETELHZLICEELTLE &Y, CDO TAD VLV —FHKARETHZ LT T
FtHA, ADZNV—THAHOZ—F—D U X N EHET HIZIE, ADEZFEHATAILERHY 7,

FIE

ATv7T1 CDOICr AV LET,

AT9 T2 CDOA=a—"—n5[EE (Admin) 1>[1—H—EHE (User Management) JIZHENL £9,
RATY T3 T—TNDLIZH D [Active DirectoryZ /L —=7" (Active Directory Groups) ] Z &R L £,
ATy T8 FETDHAD JV—T%FEL, [ (Bdit) 174 a3 2RINLET,

ATV TS ROMBEEELET,

« [/ Vv—74 (GroupName) |: —ED4HAIZATILET, CDOIL. ZTD7 1 —/b RN THE
XFEYR—FLTWERA,

«[ZV—7"1D (GroupID) ]1: AD HD 7 )L—7ID % FEHTAHLET, Zhit, AD7T
TV r—va BT 47 V27 NID) EWIHBIATHEINHERH Y £,

« [AD %¢17# (ADIssuer) ]: AD 2>5H D AD ¥{TH DIt FEHCTAH LT,

[m—/ (Role) 1: ZTOAD I N—TIZEEND TR TCOZ—HF—Dr—LRRED ET,
FEIC oW, [2——a—) 2L TIEEN,
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21— — &I Active Directory &' )L— 7 DB .

e [FEZ (Notes) ]: =0 AD 2 b— 7T SN A ER & BN L ET,

1 —+H—& I Active Directory /' JL— T D BIlf&

FIE

ATy F1 CDOCu s A LET,

AT9 T2 CDOA=a—"—nL[EE (Admin) 1>[1—H—E#E (User Management) JIZHEN L £7,
ATV T3 T—TNDLIZH D [Active DirectoryZ /L —=7" (Active Directory Groups) ] Z &R L £,
ATy T4 HERT D AD ZJ—TERELET,

RATv 5 [HIBR (Delete) | 7 A a2 &R L ET,

ATwT6 [OK]ZZ7 U7 LT, ADZL—T7Z2HIET25 2L 2R LET,

#7137 CD0 1 —H —DYERK

WD 2ODX AT, FHLWCDO 2—H—%AERT 272 DICMETT, NEFICFETT HLE
TH 0 FH A,

o BBl —+ —T1lF Cisco Secure Sign-On 7 7 7 ks DERL
« CDO —H#'—4,TPH CDO L —H— L z2— FDIERK

INOHDZRIPETTH L, =% — 3 = — ¥ —7 Cisco Secure Sign-On ¥ v & = 7R —
R725 CDO P ZENTEET,

1 —Y —MF [+ Cisco Secure Sign-On 7 H ™7 > ~DYERKL

Cisco Secure Sign-on 7 77 7 > F OERRIE, FT LW —F—NEHS TV OTHITHI ZENTEE
T FHTHNDLT T v FOA4RTEHEIE L TR LETH Y FH A,

CDO~DBAT A 2IZDUNT

Cisco Defense Orchestrator (CDO) (3. Cisco Secure Sign-On %27 A T 27T 4T 4 T H/INA Z—
ELTHML, Z2AERAE (MFA) IZDuo #fILEJ, CDOIZAY A VT BI2IF, FF
Cisco Secure Sign-On T7ho > bZ#/ER L. Duo ZFERALTMFA ZERETHILELAHY F
-g-o

CDO (21X MFA N TY, MFA X, 22—V =T AT T 4T 4 2RETH2ODOEX 2V
T4 &b LET, MFA O—FECTH 5 _HEHRFFETIE, CDOICR T A T 52 —HF—D ID
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B oo ovame

BHEERT D20, 2003 R—R 2 FERITEZERN/MLETT, HYOERITa—V—4 &
INAT— RT, 2BHOERIIA T~ RTEMIND T H A L/SAT—FK (OTP) T,

| o

EE 20019F10F14B&XYRINZCDOTF ¥ FREELTL=HEIE. ZOEHE DDV IZ [Cisco
Secure Sign-On ID 7' H A X —~DHAT 39 _—V) | Zr /A U FHE LTHEALTE
é l/\O

a5 4 >3 BHilC

Duo Security W4 > X k—JL, DuoSecurity 7 7'V /r—=3 3 U B HEREIRIZA A
F—FBZELE2BEIDLET, Duo DA A F—NIZOWTTEMMBH H541%. [Duo
Guide to Two Factor Authentication : Enrollment Guidel] ZZ ML T 72 &V,

BZIDREE., TANAAT AL AR L TCT o Z A LXAT — REERLET, OTP ILHR
R—=ZATHHID, TRAADIZ 0y IRV TAEZALLERALTNEZ ERNEETT, T2
A 207 ey 7 BRHBIIC, FRIEFMTELWVEZIICEEINTWAZ L 2R LET,

#1485 Cisco Secure Sign-On 7 h ™7 > FDERL & Duo EERBIDRTE

BADYA A U= 7ua—T4BEOT e AT, 4 BT XTEETTLHOLERHD
=7,

FIE

AT w71 #H LU Cisco Secure Sign-On 7 hH Y MY A o7 v T3
1. https://sign-on.security.cisco.com {Z7 7 A L7,

2. [A A4 (Signln) 1EEO FEIZHD [A > 7 7 (Signup) 1227V v 7 LET,
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I Cisco Defense Orchestrator M £ K
#7138 Cisco Secure Sign-On 7170 > ~DYERLE Duo EERDIDEHTE .

3. [T vy hOERK (Create Account) XA 707D 7 4 —/L RIZATI L, Bk (Register) ]
7 Vw7 LET,
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. #7138 Cisco Secure Sign-On 7 70 > FDERLE Duo EERZDIIDHRTE

4,

w2 DDy hERLET,

«[EA—/L (Email) ]: CDO~D 1 J A ANIEMNHEHTH2E A —NLT KL AZA
HLET,

o [#8f% (Organization) ]|: ft&EEXTLATEZEBML T,

&5k (Register) (27 U735 L, BEL7ET FLAIZHERA— AR EEFEINET, B
FTA=NVERE, [T T bOHPE (Activate Account) | %27V v 7 LET,

AT 702 Duo €1§FH LT%%%D'UDEE‘E“} F7 70—;-6
SZEENMEEZ Y FT v TEHEEEF, ERNANT AL ARHEATHZL2BHOLET,

1.

ATvT3

1.

[ZEHERFEORRE (Set up multi-factor authentication) ] H[f T, [EHRDFRE (Configure
factor) |27 U v 27 LET,

[ty N7 v 7Ot (Startsetup) 227V w7 L, a7 M- TENRAL LT INA A
BBEIRL T, TOERNRANTNRAAET AT vOXT ) o TR LET,

FEHNZ DWW TIX,  [Duo Guide to Two Factor Authentication : Enrollment Guidel] 28 L C
SV, FAL DT TV =2 a VB TIEA VA =L ERTVDHAIR. 2
DT AT DT I T 4 _X—Yarya— RKREEENET, Duwldl B80T 3 A THEE
DT T hedR—FLET,

74— ROFET, (B A %5179 5 (Continue to Login) %27 U 27 LET,
T HEFAE A L T Cisco Secure Sign-On (22 7 A > LE T,

(EE) BOA—t>T45—4%2ELTGoogle A —t T4 H—2%H/RELEFT,

GoogleA—t 7T 4 r—HR EXT VU TFTHENANTNA ZAZRINL, IR~ (Next) ]
Vw7 LET,

Y N7 v T4 P —RDOT a7 MIE-> T, Google A —v T 4 r—Z &ty hT v
TLET,

AT T4 CiscoSecure Sign-On 7HDO U bDFTHhIU b ANYDA TS a3V EERET S

1.
2.
3.

SMSZHERHLTCT AU ha Uty hT 570D TIROERE T2 BIRL E T,
X2 VT A A AT EERLET,

[vA 77 FOERL (Create My Account) 1 &7 U w27 LE9, Z# T, Cisco Security
Sign-On % v > 2R —RIZCDO 7T 7V r—ra DX A NVNEREINET, thoT 7V
Tt a v AANVBERIRENDGERH Y £,
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#7138 Cisco Secure Sign-On 7170 > ~DYERLE Duo EERDIDEHTE .
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. #7138 Cisco Secure Sign-On 7 70 > FDERLE Duo EERZDIIDHRTE

By alR—RETEANE RT T LTHE~_EZ-Y, ZT2ERLTEANE T L—F
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CDO0 1—H¥—&Z THCDO 1—H—La— FDERK .

CDO0 L —H—LZ THCD0 L—H—L a— FDERL

(x> bU— 27 &8 (Super Admin) | HEFR %75 CDO = —H#—DH A CDO L+ —H —L a—
REERCEEd, Fv hUV—27FHEIT, ERLOCDO A—H—ZDER X A7 CTHRELE
LOLEFRILEFA—NT RLAT2—Y—La— REERTHILERH Y £7,

ROFIEZEFER LT, @Y Rr—Y—o— a2 ffoa—HF—La— REERLET,

FIE

ATYv 71 CDOWCRr T A LET,
ATY T2 CDOA=a—"—=n5[EE (Admin) ]>[2—H—EE (User Management) [IZ&Eh L 7,

ATvT3 %b‘f?xzﬁﬁ‘/ 7 Vv 7 LT, HiLva—HF—%7F > MIBEMLET,
ATYTE4 22— —DEFA—NLT RLAE AN LET,
G¥) 2=V —DFEFA—/NLT FL A, CiscoSecure Log-On 7 H 7 > FDEF A —/LT R
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SR Y = A~DNA =V 7 BB L, CDO CTEHET 5T /34 ZZB#fTIT 5 2 3T
XFET, ZOMBEEEHAL T, WITNDLOT A, 2D — IV~ R3—T x ~OEF|72 ) 7 %
1ERK T £9° (Adaptive Security Device Manager (ASDM) ), Z O#HEZfEAH L T, B ¥
Y. R¥aAv Y Yy—2 ¥ wiki, TR L7-ZOMO URL ~D Y > 7 ZERT&
FT, MEREONEY 7 T A AEEfF T 52 ENTEET, RILY 7 ZFRRFICHE
BOTASARCHEMTHZ &b TEET,

External Links

@ Search

Add External Links @

ERR L2 713 E I THRIFETEX ETH, BE0x=2 VT 0 BHEFELEDLY FHA, &
I, AT U I AT, EIXVPNEREZ T L TRED URLICT 78X THZ LTk -
TRy N — 7 IZHHT DERHLH5E. T OEMITHER SIVE T, B¥ENFFED URL
Z7ry 7 LTWDHEE, ZROOURLIZSIEHE T vy 7 SET, RS TV URL
ISl E xRN ERA,
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B = zxnsonmysonm

locationZ= £{

URL |ZHHAIAT Z E R TE % {location} ZEA{ER L E Lz, ZOEEITIX, T34 AD IP
T RUVABRANENET, RITHlZRLET,

https://{location}
721X FTD @ FDM (ZEI# L £ 7,
BEE I

e TNAR)—FEES 91 X—=)

e FRARALY—ERADY A DT AR~k (86 2—)

TINA A DIVERY D DR

FIE

ATFYT1 FEF =g =T, [T ZLHP—E % (Devices & Services) | &7V v 7 LET,

AT9 T2 [T34 A (Devices) 1 X7 %7V w7 LTCT A AERDT LM, [T 7L —F (Templates) ]
B2T% 7V w7 LTETIVT AL AZ B F7,

ATV T3 WHRTA_NA RIS TDETHT Y v 7 LET,
AT T TARARAEFITETNVEBIRLET,
TANEERBEFEHLC, BERT AL RAERDTFHIENTEET,
AT 9 TS HROFEMAA D, [SMEBY > 27 (External Links) 12727 ¥ 3 ZBE L £9,
AT 6 V7 o04HEANILET,

RATFw T [URL] 74—/ RIZV 7 DOURLEZANLET, 82 URLZHEETHHLERHY T, -
L 2 X A DA, http://www.cisco.com & AT LET,

ATYT8 [H &7V vy LT, Vo7 &T A AEMEMITET,

FDM ~ D4V EBRY) > 9 DIERK
. FTD @ Firepower Device Manager (FDM) % CDO 75 E#2BH < F] 72 72 RIR L E 9,

FIE

ATy Tl FEF—2 a0 R_"—T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LT,

AT9 T2 [T/34 A (Devices) | #7 %7V w7 LTCT A ZAERDT LM, [T 7L —F (Templates) ]
2T %7V w7 LTETNTNA ZAZ RO £,

ATV T3 WHRTA_NA RIS TDETH0 Y v LET,
TANKEMBEFERA LT, LERTRA AERDITHZ ENTEET,
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wusq zonmy v oo [

ATV T FRAAEITETNVEBIRLET,
AT TS FRIDOFEMASA 05, [OMEBY > 7 (External Links) 1 &7 v a cBEI L9,
ATY 76 FDM7EDY 7 04w E A LET,

AT w71 https://{location} % [URL] 7 4 —/L RIZAJI L E T, {location} ZEIZiX, T /34 ADIPT KL
AMAN S IVET,

ATFYT8 [HARY I A%V v LET,

BT /N ZAD5ERY) > DYER

FIE

ATY TN T =23 =T, [T ALH—E A (Devices & Services) | =7 U v 7 LET,

AT T2 [T A (Devices) #7527V w7 LTTNA AERDT50, [T 7 L—h (Templates) ]
BT7H7 Vw7 LTETIATNNA, A BT ET,

RT9 T3 @R T NA AL TOE T ) v LET,
TANZERRBEMBH LT, WERT AL RERDTHIENTEET,
ATV T8 EEOTNARAEITET VERINLET,
AT TS HMOFEMSA D, [SMEBY > 2 (External Links) &7 ¥ a »ICBEI L 9,
ATy T6 VLR AN LET,
RAT9T1T ROWTNNLOFTEEFERLT, 7278235 URL Z AN LET,

* Enter

https://{location}

[URL] 7 4 —/V RIZAJILE T, {location} ZEIZIL, T/ ZADIP T RLANRATISh
£, AN%. T A0 ASDM ~OHB Y > 7 BNMER S E T,

«[URL] 7 4 —/L RIZU 7D URL Z AN LET, 58272 URL Z48ETLHMENH Y F
T, T2 A adFA . http//www.cisco.com & AT L ET,

ATYT8 [+]1Z27 Vw7 LT, Vo7 E&T A AEBEMTET,

SR 2O DIREF =IXEIER

FIE

ATFY Tl FEF =g =T, [T/ 2L P —E % (Devices & Services) | &7V v 7 LET,
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B 5507151 2~0n8Y o OREELFER

ATV T2 [TA A (Devices) | #7 %27V v 7 LTTNA A%ERDIT50, [T 7 L—F (Templates) ]
B T%7 Vw7 LTETNATNA A ROTFET,

AT T3 WURTANAAEZALTDRTH Y v 7 LET,

T4NEERBEFA LT, HBERTNNARERDTDHZENTEET,
ATV T FARALZEFITETAEZERLET,
AT 9 TS HROFEMARA inD, [SMEBY > 7 (External Links) 12727 v a ZBEh L E9,
ATYT6 Vo780 ECh—NEELS L, WETA a2 LHIBRT A arnFranEd,

ATV Tl B4 THETA w00y L, B 7 2REEZIIHIBRLT, 727y a U 2ERLE
j—o

BRDTINA A~DHNER) >0 DIREF = IXHIBR

FIE

ATy Tl FEF—2 a0 R_"—T, [T/ AL P —EZ (Devices & Services) ] %7 U v 7 LT,

ATY T2 [T A (Devices) ¥ 7 %7V w7 LTCT A AERDTF LM, [T 7L —F (Templates) ]
2 T7%T Y7 LTCTETAT AL 2% /O ET,

ATV T3 WHRTANARZATDETHI Y v 7 LET,
TANKEEMBEFERA LT, LERTNRAL AERDFTHZ ENRTEET,

ATV T8 EHOT A AETTET VERIRL T,

AT w5 HRIOFEMAA v, [FMBY 2 (External Links) (&7 ¥ 3 VICBEIL £9,

ATYT6 V7D ECH—INVEBI L, WETA a2 LHIRT A a0 RRRINET,

RT9TT1 FETETAavmr Vv L, AMNBY V7 BREZTIIHIBRL T, 77 v a2l ALE
7

T /N4 XD CDO ~DH i

FIE

51
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o ~n7 1 2—EEEE

CDO ~D T /34 A —{E Bt

CDO #fifl9 5 &, HELEIFEBOEEXI ST /N A% CDO IZ[RIRFC FEke 2 i 5 Z &2
T&ET, CDO WEET LT 34 AN TBERRE] E~v—7 SN TWAHEE, CDO kst
BROEFEZRH L=, TAAAZEH LY TR 20 £, UFIc VT, 8F&
ERFRNPEZZONET, T AOFERZRAD Z L1, CDOILL DT /A ADEH%E
BT D7D DOE I D AT v 7 TT,

)

GE)  HLWEEAEZ R OT A 22 BT 256, CDO L, 75 2 L0 LWGEHE % H @)

&M
ATy T2
ATvT3

ATv74
RT975

ATvT6

FINA R/ —

FICHER L TR AN, END EOFERERiT LET, 2L, BT 27 3 A1
I o%E, CDOE, £l OFERZHAITS 57202, EAHELZ FE THEE L TR AR
LT LERODET,

FIE

FESF =g N—T, [T/3 ALH—E R (Devices & Services) | %7 Vv 7 LET,
[7/34 A (Devices) | #7527 Vw7 LT, T4 RA&ERSTET,

WY T NARIA T DR T % ) w7 LET,

TANEEFER LT, AT —Z A0 [RERGE] THLT A AZEOITTIEEN,

T ANERBOFERING | AR DT AN, AZBRIRLE T,

[FH#6 (Reconnect) 1% 227 U v 27 L¥E9, CDO Tit, IR LIZTRTOF A AZEHT

XDT7 7 varOavy RRF VORI ND Z LITER LTI E I,

L@ (notifications) | % 7 C—{E7 /A A\ T 7 > a v OEITIRA MR LET, 7

NAZAFEGE S a T OT 723 N ED L IR E IR L7202 TOZEM 7 E

MERGAIE, FRO[LE2— (Review) |V 27 %227V v 27 LT [¥a~7 (Jobs) |—

WCBEIL T,

Bk TS ROFEAEE IR 7 A ERPEE SN DI L2 5E 1,
FNHDOT A AMEBNC R LT, FrLve 71 UAFREZBM L, # LWOREE
EZITANDIRLERH Y F7,

FEES

DLFOFIET, AL AHICH—D L —0FTFAND ) — N7 7 A VEER LET,
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Cisco Defense Orchestrator DA |

B oo~ ry anentory) 1 x—StERORT

[1 >

— >

TN

ATy
ATvT2

ATvT3
ATvT4
ATvT5
ATvT6

ATy 17
ATy T8

&2

FIE

FEH— g N—T, [T/ ALV —E R (Devices & Services) %27 Vv 27 LET,

[T /34 A (Devices) 1# 7 %27 Uy 27 LTTNA ZA&E/DTF 50, [T 7 L—1 (Templates) ]
2757 Vw7 LTCETNATNA AE RO ET,

WU T NAREATDET 5T ) v LET,
= NEAER T DT A AETITET VERINL 7,
FHlo [EB (Management) | -XA T, [/—hF (Notes) | %27 U 27 LET, B Notes,

FHloZT 4 X —KRE %70 v 7 LT, BEEDTFA =T 4% (Vim 721 Emacs 7 3
AbNZT 4 ¥) BEERLET,

[/— bk (Notes) | _—VZfmELET,

[fR7F (Save) 1227 U w7 LET,
)= MIZ TIRFEENET,

N> kY (Inventory) 1 R—UIFHD KT

[f X R U (Inventory) ]X—IIZiX, TXRTOYEHB L OMEREA L AR— KT AR L 4
VIR— RTFNRAL AMBIERENTT T L— b RERENET, [4 X b U (Inventory) ]
R=UTIE, TARET T = " BENENDH A TIHSWNTHEIIL, T 3 AH
A TEHAOKIET D2 TICFRSNET, BBEEAENT 20, 742 2@ LT, @8R
LICT A ABATDETHNOT NA AR5 ENTEET,

[f > U (Inventory) ]-X—IIZid, ROFEMIERNERRINET,
s [T/34 A (Devices) | ¥ 7121, CDO A Y HR— RINLTNDLTRXTDTATT /A R
MFERINET,

s [T 7 L— b (Templates) 1IZIX. T4 7T /34 A)b, £721LCDO 121 A — h S
TR 7 7 A NDONERRENTZTRTDOT T L— IR ANFERENE T,

«4 LA AT

FAYUE, TAAL AE TR T V=7 Vel —e T A0l ENE T, FrR—F ¢
VIHRELFIF AR =T 4 THEONDTH, 1 DU EOT AL ATV EREATEET,
TN EFT Ve MERT I, ST 70V EERLET, A AEE3AT V=7
MZTNVEEH LS, ZOTXNT LT A, AT =TI NVEEIAT V=2V b T —T LD
WEETZ7 4 NVEZ )T TEET,
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FRAREF IOy FsALzEmTs

A\

GE  FAARTEBESNTZT~UE, ZOBEA T 7 MATRSNWEY A, £, F4T
Y7 MTEHA SN T VU, 2OBEA T V=7 MIIERES L EE A,

TV N—T X, IROFESL Tgroupname:label) ZfH L CIERRTE £97, 7= & 21X, Region:East
F 72X Region:West 72 K TF, ZHHD 22D T7 IV EAERT D86, 7 /V—77 L1 Region
2720 DT )V—"T"D Bast L7213 West 2 HIBRNTE £,

TINAREFXT T2 MISR)LEERT D

T ATV EERT 21203, UTFOFIEEZETLET,

FIE

RTYT1 TALRAZTVEBEMT 5T, ZROFESF—rar s RUT[T A ALY —E R

(Devices & Services) | %7 Vw7 LET, A7V =7 NITNVEBINTHICIE, EROT
=1 a4 RYTT[AZ7Y=7 b (Objects) 1227V v 7 LET,

ATV T2 [TAA (Devices) | ¥ 7% 27V 7 LTTNA A%ERDT50, [T 7 L—F (Templates) ]

B THI7V w7 LTETFTITFNAAL ZAERSTET,

ATV T3 WENRT NARZATDETHT Y v 7 LET,
ATV T8 ARENTZRTIOULEDT AL ZAFIFETTNVEERL £,
AT9 TS HUO [T N—T LT~ LDiBEN (Add Groups and Labels) | 7 4 —/L KT, T34 2D F L

ZHELET,

ATFYvT6 HOO+T7A a7 v s LET,

TJ4IL3

[f ><> FU (Inventory) | X—VEBIW[AT7 =7 K (Objects) |"N—VDOKFET 4 VX %
FHLT, BROT A ARF TV =7 NEROTFHZ ENTEET,

T 4 VA RVERS BI2IE, [T3 AL P—E A (Devices and Services) ] ¥ 7, [RY T —
(Policies) 1% 7. BIW[A T V=2 k (Object) X7 DLEMDOAL L TY 27U 7 LE
D

AR RNYTANETIE, T/AARZA T N—Ry=T VT N T=2TDOR—=T g,
Snort N— 3 REAT—HF A, HERUIREE, BiG M. Secure Device Connector, 3 X TNT
NNVERELTCIANFUBTEET, 70NV X2WMALT, BRLET NS AXATORT
NOTNRAAZAZRDOFDZENTEET, 74N EEHERALT, BRLET NS AZXATOH
THNOTNA AERDITHZENTEXET,
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Cisco Defense Orchestrator DA |

6=

[FID] # 7 &< &, T4 NVE_A U TT 4N EZEMEATEET, ZHITED, CDORLT /N
A AT 78 ATHEDIEH SN TWBEEERT 7V 7r— 2 SV TFID 7734 AR

FREINET,
« FDM : FTD API £ 721X FDM % i ] L TEBL I 5 FID,
« FMC-FTD : Firepower Management Center % i /i L C&HH <15 FTD,
«FTD : FTD BBl 2 L TEH S D FTD,

ATy WT AN RMRT DL TAA A, BSA T EEAT V=0 b BT O
BRNWA TVl b, BEOA T V27 NEA T TTANZAFETEET, RISV AT LAT
V) NEBEDLINEINERIRTEET, MEBE7 4 — NV REFEHL T, FFEOLRET, IPT K
VA, ERER— b EBE DT A NIRRT TV = N eBET 52 b TEET,

THRAREAT V=7 b7 4 VARBS 256, RBEMGELZMAGDE T, BET R %
AT D7D DOFE 2 Bk EIE 2 BT & £,

ROFITIX, TR EERRAETIIRES) BHLA 7V =7 b BMOEZR A4 T
Vb FEAAT (Ry NT—=T FFTH—ER) OFT T2 b OFT X TORM A
T AT FERKRT L7 a2 EA ST,
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Fl— SDC £{EM L 1= CD0 1T 35 ~To7F 11 25282145 |

Filter by Device

Show System-Defined Objects

a Unused
Duplicate
a Inconsistent

LY

Default Values
Owverride Values
3 Additional Values

Unassociated

Metwork
Protocol

a Service

ICMP

lime Kange

URL

Application Filter

Securitv 7one

R—SDCE{FRA LI-CDOIZHEHRT DI RTHOT/IN\M1 R %
BOt 3

WOFINEIZHE- T, WU SDC 2EH LT CDO 12T 2T _XTOF A Z &AL ET,

FIE

AFYT1 = a0 3=T, [4 U (Inventory) %7 U v 27 LET,
AT T2 [T/34 A (Devices) | X7 %27V w7 LTTNAAERDTET,
ATV T3 WURTNAAXAT DR T %IV w7 LET,
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RER

ATvT4

ATy TH

ATvT6

ATy 717

ATvT8

ATy
ATvT2

Cisco Defense Orchestrator DA |

T A NHIEERT TIHRESN TVWESLAIE, A _XU NI T—T LD ERICHE (7T
(Clear) 1h& > %71 w7 LT, CDOTEELTWVWATRTOT NS R —EREERL
iﬁ—o

74w&ﬁ&y1'%79y7bf\w4»ﬁ(ﬁmw]f:;~%%%bi#o74w&
(93 X—)

7 4 LV D [Secure Device Connector] ¥ 7 3 3 > T, M7 SDC D4R ZZ7 ) v 7 LET, A
YR N T =TI, T A NETF 27 L2 SDC i H LT CDO 28 L T\ 5 T 3
A ADHRINFERIINET,

(FTvay) BREEZIHITKVIADIZIE, 74 NVFA=a—TBNOT7 4 N2 ETF oy L
£7,

(FFvary) BTLEL, AN T—=T D EEICHS [ VT (Clear) | RH %
7V w27 LT, CDO TEHLTVWHITRTOT NS AL —E2EFRLET,

CDO X, THRAA, A7 V=7 b, BLOT V7 BA I N—TEEHEICRBETE D0 70R%R
HREZE Rt LET, [T 34 ALY —E R (Devices & Service) | AX— AT, BB N—IZA
NERGT 2720 T, MBREC BT 2T A ABREREINET, T/1 ADLARTO—HE,
IP7 LA, FIdWHET AL ALY TNANESEZATI LT, T RAERDOTHZ LR TE
£7,

FEEIZ, [A7 Y =2 & (Objects) | AR—ZADMBA—EMHA LT, 7V =7 MMaO—EL,
FLITIPT FLA, R—b, A4Riff&ET7 KL A, o balto—HEANLTAHT V=2 b
AR TEET,

FIE

A HF =T x A AD LTS DR AN—ICBEN L E9,
BBAN—ICRBREE 2 ANTTT D & ST HRENFRENET,

AO—N)LEeER

7 — N )URRIERE T 5 & CDO W T ATRER A VR —T 4 » AT A X L H
ATV MERRTEET, EHIT, MEMRNOT NS RLEAT V=2 FOSN=VITHA
BRI TE £,

FTANTORFARERIL, BIRLIZA T v 7 AMEEA TV a VZESOVTOET, AT v 7 A
ERA 7 > a AIRD LB Y T,
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IR |

c TINA T 7 MMERL : TNAA T v 7 ZAER T BB AT BERH Y £, 20D
TR AT, VAT LANDOTRTCOTF AL AL G T 27 "R AFY U ENET, 41
T v 7 AMEREFEO L72RRIZOI, TENOBRRBA VT v 7 AR~ EINET, 704
VT 7 AMERE O TICIE, EERERERS M T,

FENZOWTIE, 7o T v 7 AERR OB (97 X—) AL TLTEE N,

c A UTF v AMSERY AR NR—ADA T v I AMERE T at AT, FAL AETRIT
FT7V =7 FBEIN, BE, FRTHIBRENDT-NCBRRA T v 7 AN HBIRIC T &S
nEJ,

WB T 4=V RICASTBIERIZ. RXFENPLFERRBENFTEEAL, T35 AL DO—H,
URL, IP7 KL A, IP 7 RV R#HPH, AHIBFHTONTZTAA ARA T V=7 b, TV
I hOarT o EEEH L TRBEEZFETTEET,

BSRERICIE, RIECTINC—ET BT R COF A AL AT V= s FRRFESNET, BF
LFFIBT S ARAT V7 NS LB DR A, RN TV (FAA AEEAT
Vx/ 1) OFRERFRSNET, 7740 F Tl RREEROBAIOEHSREL T S, Z
DIFA OISR O, AZRFENET, VA FEAZ a—L LTRFREROEA %2
Vs T HE ETAMMERS LY | WSS 5= VB LY TE ET,

\}

G¥) o« Ju— NV TlIE, BEETOMBERIIFRINERA, A7 V=7 FOYGA, A4
T2 FOUDIL, A7V =27 b 2a—IBETA-OIERENET,

*CDOMNBTNA ZAZHIRT DL, BET 2T XTOFT V=7 FRT m—rIURERA
T w7 AnbHIBRENET,

IR =B ATVl FEHIRL., T, AR LR T VA T v 7 AERE
BRIGTH L. HIBRLT=A T V=7 MIT A, ACEEMNT O TWA =D, 7 a— Lk
RA VT v 7 AR £,

LA T v A{ER DR

FIE

ATy FHEELIIR Y NV EHEHREFFOT AU R LTCDO IR A > LET,
ATY T2 CDO A==2—_"=5[EE (Admin) 1> [£#&%E (General Settings) N\CBEI L £,

ATFY T3 Ta— BT, [INA 2T v 7 AMEROBAE (Initiate Full Indexing) ] %27 UV v 27 LA
VT 7 AMERE N T—LET,
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B /o—srozs

4

arch (@ Initiate Full Indexing

To view the Global Search workflow, click here

G¥) TNA T w7 AOVERZBRIRT B &, CDO T2 FOBIEDA T v 7 ANRT Y
T ENFET,

ATy T4 TTH 7Yy LT, Fa—URY—r Ja—EF s LET,

7 a—LBRREOET

FIE

ATy T1 CDOICr /A LET,

ATV T2 CDOX—VDOf EMICHIMBET A 2270 v 7 L, BRENDIMET £ —I/L RITHE X
FHNEANNLET,
|“<‘w'§é‘$‘ Defense Orchestrator @ C?' s O |

REBLTFHNOAN ZBRIGET 5 & RS —BFRRINET, BREBEHERIL [TT Al 1.
[7 /314 A (Devices) . BLO[A 7Y =27 | (Objects) D3 ODDXT D FIZRRINET,

@ = <]

26 search results ()

All 5 & Devices 21 € Objects

Devices

ASA-
ASA:- ey

ASA-|
Details

ASA-
ASA-

Firewall Mode routed

Location
AsaModelDevice

Objects

GroupPolicy1

GroupPolicy_dentaltest

ATV T3 MBRERNOT A RAEIAT V= NERIRL, REVTA 2 %27 ) v 7 LT, MEHR
MORIGDT NA ARHE TV =27 hORX—=VICBE LET,
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0w k51 18—z 120ER [

ATFY T4 X127 ) w7 LTHRBA—ZHTET,

CDOaARUESAV A3 —T 4 ADFER

CDO TliE, 2~ RKIA4 A H—TxA4 A (CLI) A LTFID T /34 A& EFHT&F
T, aw U RiE, BT A A RZKETDHZ L, HEOT AL RZFEBICEETH 2 LD
FRETT, ZIZTIE, CLI a2~y REHEH D T4 RTEETDHHECHOVWTHALET,

BE R

« FTD SSHCLI R = A > MZDWTlE, [Cisco Firepower Threat Defense Command
Reference] ZZH L T 723V, FID 734 2D CLIREIFHIR S TV D 2 LR
LK fféb‘o FTD 5:‘\/{/]) AT, show. ping. traceroute, packet-tracer, failover, B
L shutdown 2 < ROAFEHTE F9,

aAvYY FOARAE

1oDa~y REITICANTLHZ S, O a~y REEROITICEGE L TAT5 2 L
HHEET, CDO X, Ahaiica~wy Ra Ny F L LTUEFICETLET, RO ASA OFIT
X, 3290y NU—I ATV b, FNEDORY NI4TVl bMegiery hTU—
I F T N IN—TEERT A a v ROy TFEEELET,

> object network email_server_north
host 192.168.10.2
object network email_server_south
host 192.168.20.2
object network email_server_headquarters
host 192.168.30.2
object-group network email_servers_all
network-object object email_server_north
network-object object email_server_south
network-object object email_server_headquarters

Clear

Send

[ASAT /NA 2z~ RO AJ) (Entering ASA device Commands) ]: CDO (%, 7 mn— 3L 22
T4 X2l —varE—RTavy ROETERBLET,

[FTD7 /"A Az~ KO AJ) (Entering FTD device Commands) ] : CLI = > Y — /L3 JEAK FTD
CLIZfEHLET, CLIZ2> Y — A& LT, ZWCLL, =% A/ 3— K E—F, BLUFX0S
CLI (FXOS #4527 /V) ICADZ LiFTEaEHA, ZDX I CLIE— FIZAD
WERH DAL, SSH A2 LET,

FEWav o R EFICREVa~vry REANTHE, CDO X, 2~ r REEHOa~ L Ry
EILT, §XCOa~> F& ASAAPLICK L CHEITTEDHEHICLET, a~vr ROyl 7z
XYY Z CDO U CERWEES, 2~ FOU R M2 EZTRYILZMDE » hakwb T
oy MRFERINET, RIZHZRLET,
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B 27 xczEmss

B

Cisco Defense Orchestrator DA |

Error: CDO attempted to execute a portion of this command with a length that exceeded
600 characters. You can give a hint to CDO at where a proper command separation point

is by breaking up your list of commands with an additional empty line between them.

ZDZT—AyE—VUEZELIESGE, KOFIEEZFATLET,

FIE

AT9w7F1 CLIBRESNA T —DRKNERsT-avwr FE227 Yy 27 LET, CDOIX., =~v> RARv
2lavwy RFOEWI A M AN LET,

ATy 72 BETLa~y ROTA—TORIZETEHFEALT, avr ROEWI A MERELET, -
LzE, ERoFlOLHIIZ, Ay NI—I ATV 2 MDA NEERL, TNLEITNA—T
BN L7 ICZ2 DT 2B LET, ZOEEE, a2 R R FDOW D0 OE T CTEITT
HT LR DGAEDRDY £,

ATv T3 [%E (Send) 1227V v 7 LET,

TINARXATCUZFERAT S

FIE

ATY T [TA4 AP —E A (Devices & Services) | X— T &R E 9,

AT T2 [T34 A2 (Devices) |7 %227V v LT, T AERDTET,

ATV T3 WURT A REATDET %) v LET,

RT9Td a~v R I A H—T oA AEER LT, BEHT LT A AR L ET,

ATV TS THRAAD[T/NA AT 7 3 (DeviceActions) [7%A T, [> A~ RIAf fF—T =
A A (> Command Line Interface) | %7 U v 7 LE7,

RT9T6 EHO Tavr RXf ) [Zavry ReEANL, [#E Send) 127V vy 7 LEF, a2~ R
2T DT ZADIREL, RESA ] O FICFRSNET,

GB)  BRLETAA ZABRFEH SN TORWEE, IROI < ROBPFFATSILET : show,

ping. traceroute, vpn-sessiondb, changeto, dir, write, copy

> FRETOHE

CLLa~> R&FEETHE, CDOTEDa~vy REx [a~vry R I A2 —T xR
(Command Line Interface) ] ~<X— Y DJERESA NS L ET, BRESS VIRESRZa~
YR, BETTHIEL, avr RET U L— R LTHEMATAZ L TEET,
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—fFavrksqvqv8—7z42 |}

FIE

AT T [T/ ALY —E R (Devices & Services) | X—I T, RETDHT/NA AZBINL £9,
ATV T2 [T34 A (Devices) | X757V w7 LTT A AEROFET,

RT3 WYIRTARAAZATOE TRV w7 LET,

AT T8 [> a~v RIAAH—T7 A A (> Command Line Interface) | %7V v 7 LET,

ATy TS JBESA UBELERBSATOAVESE, a7 a2 @ 22007 LOEBLET,

ATw 76 [JBE (History) | A V TEHFEIIHFERETra~r RERIL £,

ATy Tl axr FEZFOEEHFPTL0, a~vr RS o Tavr FafmEL, %E (Send) 1% 7
Vw27 LET, CDO &, Io&ES la~vy FOREREZFRLE T,

GE)  WO2ODRMT 2T LELE (Done!) | EWVVH A vEB—T CDO DJEERA T
FREINFET,

* OpenStack (D& A HL{:

e a7y RORTREFEENME o ToE, xR HFEOREZ M &
BRI DHEREREEG T show I~ FERITLZE LET, ZOERERDSE
BT HERET Y FU Do =86, CDOIX I5TLELE (Donel) | &K
LET,

— AR SA A3 —T (4R

CDO Tld, a~v> ' RKIA4 A ¥—T x4 A (CLI) ZHHLTCFID 7 /Af A& EFHTE F
T, A RE, BTN, RZHEETDH L L, W UEOEEOT A ARG
TAHZEHLARETY, ZOHEHETIL, CLIa~ Yy REEBOT A ZC—EITEET HHEI
DOWTHH L £,

REEER -

* CiscoIOSCLID K& = A > MZOWTIL, BFEWDIOS /S— 3 > D [Networking Software

(IOS & NX-08) | #ZH L T 72 &V, https://www.cisco.com/c/en/us/support/
i0s-nx-os-software/index.html

« FTD {22\ T, CDO (ZX—A FID CLI ®A % %R —k LEJ, FID 7 /34 A TlL
show, ping, traceroute, packet-tracer, failover, B LU shutdown I~ ROAMEH T
F9, FIDSSHCLI R¥ = 2> MI DWW TiL, [Cisco Firepower Threat Defense Command
Reference] #ZM L T30,
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Cisco Defense Orchestrator DA |
B scurs5-—5z42

—fFwCUAM23—Dx(4R

< Bulk CLI

(O] 2 S My List ) xecutan €

S EEEEERE By Device
» show run | grep user 3

a

1

(< <)

1217, 1:06:54 PN
show run | grep user

Y

GE)  Wwo2-o0kWT ISETLELE (Done!) | EV9 A vE—I 08 CDO ICERENET,
* OpenStack D& A Z{F:

e AV ROBTREFERNMAL o6, e, FEOKRET M 2HRETDH
EREREZETeshow 2~ FERITLIZE LET, ZOERKRHROLEICEETIRE
T RMUMphoT2 A, CDOME ISETLELT (Done!) | #iRLET,

fr—2 58

1 Ay REHESA 2R LTI 272 A0 321203, REhT A =
27y 7 LET,

2 a<r RER, a~r RE2EETDHE. CDO LI DERESRA vita~vw s R
ERLERTAHDT, a<wr Rah ) —EERL, FEERITTEET,

3 av L RSy, ZONRA DT ar S MNMiavwry REAHLET,
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avy ro—mzE i

Bl

JEENRA v, CDO I, A~y RIZHT 27 3 A ZADJEE L CDO A vt —
TEFIRLET, HEROT AL ADISERR L2 7o 6, IWESA I
[X T A ADIRE % #x L CUWET (Showing Responses for X devices) |
EWVWI Ay B—UNFRENET, [XT /N1 A (XDevices) |27V w7
THE, Ay NI LTRUSEZIR LIZT X TOT /31 23 CDOICHE
IRSNET,

GE) WoO2oO0RMT ISETLELE (Done!) | EWVWH X oE—
N CDO IZFREINET,

* OpenStack & A ZE{:

e AV RORTREFERMIG o726, T28 21E, §F
EOHRET Y N 2B HIEREKBAZFTe show 2 v N
EFATLICELET, ZOEBRRBOFMICEET IR ET
YRR E, CDO L ISET LELT (Done!) |

ZRLET,

[vA4 U AR~ (MyList) ] #7I2i%, [4 x> Y (Inventory) ] 7—7 /b
MBBIRLTZT ASA ANRERINET, ZOXT T, avr FEXETD
TNRA RGOV LT THZENTEET,

(6]

LEORTHEAFTRIN TS [T (Bxecution) | ¥ 71Zi%, JEREALA T
BRENTND A~y FORRT A ARKRINET, ZofITIE, &
JiE~A T show run | grep user =~ > RVER I 4L, [T (Execution) | %
702, 10.82.109.160, 10.82.109.181, 337X 10.82.10.9.187 IZ3kf5 Sz =
ENFIRESNET,

USR] (ByResponse) | # 7% 7 U w7 35HE, avy RZLoTERS
NTIREDY A MPRARSNET, F—OREX1{TICZ NV —TbSivE
T BRI # 7 TITaRIRT 5 &, CDOEZED I~y RADINEEINE
NANZRRLET,

[7 /31 28] (By Device) 1 #7427 U v 795 &, &F /54 Zm b5
DISENRFTRENET, VA FMHOWTNODT AL 2% 7Y v 7358,
BEDTFNRA ANSDa~vwy RADIEEEFRTEET,

T2 FD—$EEE

FIE

ATV Tl FEF—2 g =T, [T34 A& P —E A (Devices & Services) | #27 YV v 7 LET,
AT9 T2 [T314 A (Devices) |7 %27 Vw7 LT, T34 2A&ERADFET,
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B &=~ rrEcons

ATV T3 WERTNAREATDE TRV w7 LET,
ATy T4 CLLAMENLTERT L7 M ZAEREL T, ZNOERIRLET,

AT TS AT, > [~ KT A% —7 A A (Command Line Interface) 1 %27V v 7
Li‘#o

ART9T6 a~vr A iZavr REAJLT, X Send) 1227V v 7 LET, a~r FHIIMRIG
BN ANFRENE T, a~wr NiEEFE e ZICidéFkS ., CDOTa~> R4& [—HECLI (Bulk
CLD) 1V« >» Ruo [ (History) ]34 Zieék L £,

GE)  BIRL7ZZT A ZAPEEARETRBISN TV D ZEEMR L T EEN,

—fEav > FEETOEIE

—}ECLI a2~y REXEETLHE, CDOEFED I~y RE—$ECLIA v ¥ —T7 = A AX—T0D
JEIREASA TSR LET, BESS VIRESINcav > NiE, BETTH2EE, avw R
BT — M LTHERT2ZE0TEET, BESXAS v Oa~v s NI, ZRoNETIH
7o DT A ZNZBHEAT BV TOET,

FIE

ATV TN FEHF =2 a9 =T, [T ALP—E A (Devices & Services) %7 U v 7 LE7,

AT T2 [T/34 A2 (Devices) | X7 %27V v LT, T, AERDOTET,

RTY T3 WYIRTNAAZATOET 27V w7 L, HETHT A AZRIRLET,

ATy T4 [~ KT A A H—7xAA (Command Line Interface) 1 %27 U v 27 LE7,

ATw 75 [JBE (History) A v CEBRELIIHEETHa~r FERIRLET, @RLILa~vr i

FEEDT NA ZZBHEMIT N TEY , BHIOAT v S TEIRLIZ SO LIRS RN & ITHE
BELTLEEND,

ATV T6 [vAUAF MyList) |7 2R T, FEFELEIELTWDa~wy RBHEDOT A AZEEF
SNBHZLEERLET,

AT9 T av o R Tavr RemEL, 55 Send) 1227V v LET, CDOIL, IEEA
Niavwr RofREFR R LET,

GE)  BRULET AL ZAOWTUMADFEH SN T RWEA, kO a~<r ROBBFFA &N

iﬁ‘ . show, ping. traceroute., vpn-sessiondb., changeto, dir, write. copy

—EaAT U R4 IILE TOEIME

—§E CLI @i~ R&FETH, &R (By Response) | 7 A /L& & [T 34 A5 (By Device) ]
TANEEHERLT, T ADOBREERITTEET,
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wenzns I

ISER 7 14 ILA

—fEa~r ROEFTH,. CDO X AR (ByResponse) | # 712, 2~y RERE LT /A
APBIBRENTZNED Y A N2 AN LET, RUREDOTNA AT TIZE LD HNET, [
R (ByResponse) | ¥ 7 DITa 7 U v 7§25 & JRESA VITT A ADND DISENTRRS
NWET, IBESA VDT NAA ADIGENRRIND GG, [XTAA ADINEER R L
CTVWE T (Showing Responses for X devices) | £\ ) A vt —UNERRINET, [XT /34 A
(X Devices) 1 #7 U w7 F5HL, avy RIZHLTRUSEZRLZTXTOT /SA AR

By Response By Device

: devices &;_

1 Devices
>

1 Devices
>

CDO IZFRENET,

g FISREICEEMT ST AL A0 Y A Ma<wy REEETHICE,. IROFIEIZHEWD
F7,

FIE

ATy 71 &R (ByResponse) | ¥ 7 DITICHDHa~vy RV UARLVET Y vy 7 LET,

ATy T2 avr RS v TCavy RemR L, [15F Send) 1227V v/ L Ta~vr REHEETD
M [ZVUT (Clear) #7V 7 LTCavwry K427V 7L, HiLhwa<w K2 ASLT
TNA RNTEF LTS, [5F Send) 127V v 7 LET,

ATY T3 a~vr bR Mol w R LET,

ATV T8 BRLIET AL ADETaAL T 4 Xal—ar 77 A MIERERKMREN TS Z LA HEE
RYETE. 3~ R3A 1T [deploymemory] & AL, [#E (Send) 127V v 27 LET,
TOEEICEY, FITar 74 FXFalb—valrPNAY— Ty a7 4 F¥Fab— g VIR
FENET,

TINARAB T 4 I)LA

—fEa~ 2 ROSEITH%, CDO X [T (Execution) | ¥ 7 & [T /34 A%l (By Device) ] %7
W2, a~v U REREELET AL ZADOY A e AT LET, [T31 A3 (ByDevice) |4 7 DT
BV IT5E BT AL ADIRENERINET,

FLTNARAY A FTavy REFTT210E, ROFIEIZHENET,
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B = xo&mmeu<sn

FIE

ATy F1 [F34 A5 (ByDevice) |27 %27V w7 LET,

AT T2 [> ZnbHDT A ATa~y R&3T (> Execute acommand on these devices) ] %27 U v 7 L
£

ATV T3 [Z7VUT (Clear) (227 Vw7 LTCavy R &2 )7L, HfiLna~vwr FEANLET,

ATy T4 [¥14UAF (MyList) 1734 > T, U A MNOEX DT NA 22 RIRE IR LT, =
~ Y NERMETHT A ADY A M ERELET,

AT9FTE [EE Send) 127V v 7 LET, 2~ RADIRENIGESRA NIFRENET, B
NAEEDT NA ADINENERENLHGE. [XT A ZADIEE KR L TWET (Showing
Responses for X devices) | &\ 9 A v EB—UNFRENET, [XT /31 A (X Devices) ] &7
Vo 235k, avry R LTRICIGEZR LT X TOT /A ABCDOICRRINET,

RATYT6 BRLIET A ADFITA L T 4 X alb—aly 77 A VCEERK SN TND Z &R
e, 2~ RXA 12 Tdeploymemory] & AJjL., [i5(5 (Send) 127 VU > 27 LET,

FINA ZADESERACL <5 O

CLI=7 i, I TEAARERD CLI 2~y N, I3 ETENCERE TX 5 CLI
O ROT T L— R TT, TRTCO~< 7 alt, 120 EOFTD T /3 A CRIFFIZFETTE
F7,

T = MU CLI~ 7 e = LT, #EOT A ATHLa~y RERFHIETLE
T, CLIZ 1%, 71 ZADOHELEHO—-BMHZEEL T, BB OCLI~v 7 vk
FEHLT, 71 RZETHEREEIE LET, FIDT A A TTIMEHTEL S EIE R
CLI~ZunbvEd,

BN FATT A AT ZEMET AT OO CLI~ Y 2 2B TX £, ZEHllcOWTIE, [
<y RIHD CLI~7 a ek 22 LT EN,

CLI~Zuif, VAT AERFZIT2—P—EEXTT, VATLAEFEYZ 2ILCDOIZE-T
Rt ., WELHIRDL TEERA, 22—V —EFR~ 7 2T —F—0MERL L., WEF=I13H]
PRCx £,

N

GE)  TARALANCDO WA Y R— RENTZHBIZOIR, TNRAADS 7 e ERTEET,

BlE LTASAZEHT DL, WD ASA THEDZ—F —Z2BRBETI2HE81F. koa<
v REFEITTEET,

show running-config | grep username
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gmavy rrsocuvs ook

Tavry NEFETTHE MBLTWAZ—P —D2—HP —£ 73 username 2B XHib Y F
T, Zoavy b7 ur{ET 51212, MUa~wy REMHH LT, username # FHEILT
PHAFE T,

> show running-config | grep EUECGELEES]

NIA=ZIIMERDOARIEZ M T D LN TE, TONRTA=FH TR~ B2 {FlT 5 2
b TEET,

> show running-config | grep

NI A= ZZITRARRARNC TE, JF L FTREEHT20ERH Y 3, ZoHe. =
Y NSy 7 ABFRO I DR £,

show running-config | grep

A RO—E#E LT, a2 ROEELXRDT A RZEWLIZCLIY V% v 7 A &FEHRT 504
BV £,

FRaT RSO CL <Y ODER

ATy T

ATy T2
ATv73
ATvT4

ATv 75
ATvT6
ATy T1
ATvT8

AFvT9
ATy 710

ATy TN

FIE

CLI~7 v Z{E T DEINICCDO D a~> KR I A v —T 2 ATa~vr ReT7 AL
T, a<v 2 FOBINIELL, BHETEAIMREPEINDI Z L 2HELET

GE) « FTD 7 /31 AD#4 . CDO 1L FDM O CLI 22> Y — /L THEITTE Ha~v R
(show\ ping. traceroute, packet-tracer, failover, reboot, shutdown) DI %

PR—FLET, INHDOa~y ROMIXOERZHIIZOWTIE,  [Cisco
Firepower Threat Defense 2~ > RU 7 7 LU A ] ML T Z30,

FEHF =g L R—=T, [T AL P —E R (Devices & Services) |27 UV v 27 LET,
[7/34 A (Devices) | # 7 %7V v 7 LTT A A& RHOTET,

WOIRTNAREA T DL THT Vw7 L, T4 OIS NTWDT /N, 2 &R L
£

> avrRIA4 A% —7=AA (> Command Line Interface) [ %7 Vv 7 LET,
CLIZZ B DBRUICAY DAL =K %27 Y v LT, TCHHET 5~ 7 n &kl L7,

7°57\n°£5f‘/ 27V v LET,
V7l —EOAHIZEELET, LEIZLLT, CLIZ vl AEEZ AT LET,
[~ F (Command) | 7 4 —/V RiZa<v> RE AN LET,

A~y ROFETRHZAE Licha~» ROy &, THIMCHENTZ AT A —Z A ICE SR
£

[ER% (Create) 127 U v 27 LET, E LIz~ 0, BUNIEE LT A A2 TRL,
FDOEATDTRCOTNAATHATEET,
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Cisco Defense Orchestrator M E A& |
B cuEEzreBEocucsor L0 cU s OOk

a< Yy REEFTTBHI120E. [CLI~Z unFEfT] 2R LT 7EE0,

CUEBREZE-IZEFENOCU T I AONSOCL 75 ODER

ZOFETIEX, $TICETLIZav R, Jloa—P—ExF~rn, FHIEVATLAER~YY
apba—W—ER~vs a2 ERLET,

FIE

ATFYvT1 FEHF—=va =T, [T ALV —E A (Devices & Services) | %7 U v 7 LET,

G¥)  CLIBE»a2—W—ER~7 v 2 ERT28581L, 2~ REFEITLET A A%
BIRLET, CLI~Zalt, RUTH Ty hOF AL A THAEESNE T2, CLIE
FEIZHAFE SN ET A,

RATYT2 [TARETE7 Vw7 LET,

ATV T3 WURTANARZATOET o7 ) v L, T4 ORMENTNDT /N, AR
£

ATy T4 [> avwrRKIA A% —7xAA (> Command Line Interface) 1 %727 U v 7 LET,

ATYTS CL~ZaEERTHa~vy FEROT GERLET, ROWTANDOFEELEHLTIES
[N

oy D %r) s LT, ZOFALATET LA~y RERELET, <270l
BT Ha~vy RERIRTAHE, avy R3S ZFDa~vy RREREINET,

cCLI®Z BOBRICAY DAL — K %7 ) v/ LT, TTIHEET I~/ o bR L E
T, BHEFT A2V —EHRFIT VAT AEHROCLI~Z o 28R LET, o~ R
U RS NIFRRENET,

ATvT6 avr RRavwy R VIZFERENTREET, CLI~Z nd&mo g 7V L
F4, ZOa<wr R, HLWCLI~ 7 v DFEMICR Y 4,

ATV T ~I7BIC—BEOAMERELET, LBEISUT, CLINZrOfHEAEEATILET,

ATy T8 [~ K (Command) | 74—V RDOa~ REMRL, VELREFEZMZET,

ATvT9  avry ROFEFRHIAE Lizwva~y FOES %, FHEIMCHENTZ AT A =X AITEZHZ
£7

ATV T [fERk (Create) 1527 U v 7 LET, {ERLI~7 mid, BRANHEE LT /3 AT TR
ZDEAT DT XTDOTNAATHEHTEETS,

g~y REETTHIE. CLIRZ 2eDEFTEZBER LTI EE N,

. Cisco Defense Orchestrator D E K



I Cisco Defense Orchestrator ()& A&
METEDEE |

CLI </~ OM=ELT

FIE

ATFv Tl FEF—T g X—T, [T ALY —E A (Devices & Services) |27V v 7 LET,
ARTYT2 [T AR ETE7 V7 LET,
ATYT3  WEUIRTAARZATDET %7 Y v 27 L, 1 DU EDT A ZZ@BRLET,
ATvT4 [> avr R IA A H—T x4 A (> Command Line Interface) 127 VU v 7 LE7,
ZTyTE  avr RASRALT, 24— W a7 v s LET,
ATYT6 v RAARANL CLI~7 a2 L £7,
AT Tl KOWTHPDOFET 7 e aEITLET,
CERT DT A—EBRY I BIZEENTWRWEAIL, [%E (Send) 127V v 7 LE
T, AL RADISENIRESRA CFERENET, TN TETTY,
e T RIINT A—ENEENTVBEAE (FOConfigure DNS~ 7 172 E) | [> /8T A —
X DFrr (> View Parameters) | %27 U v 27 LET,

N —

> dns domain-lookup [ERILY(HE]
dns server-group DefaultDNS
name-server (REGACI

ATw T8  [/3T7 A—% (Parameters) |3A > T, /XT A —H D% [/XT A—4% (Parameters) | D47 A —
VRIZAILET,

Parameters X

IF_NAME
dns domain-lookup outside

outside dns server-group DefaultDNS

IP_ADDR name-server 208.67.220.220

208.67.220.220

RTv 79 [E (Send) 127V v 7 LET, CDONEFIZA~YY RERE L, 731 AOWR A T8
THE, BT LW Ay E—URERENET,

«FTID DAL, T/ ADT 7T 4 T IR NEFT SN ET,

ATV a~v o REEELEET, [—Hoavry FREFTa Ly 740X L —2 g VIZEEEINZ -7
BERHDET] LWV RAvE—UN200) 7 EEHITRRINAZZENDY 7,
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£ Some commands may have made changes to the running config Write to Disk  Dismiss

[T 4 AT ~OEEAS (Writeto Disk) 15227 ) v/ FHL,. Zoavy FickoTlz
ENFEERL, ETALT 4 Fal—2a L DEDOMOEERT AL ADAS— LT v 7
I RIF SN ET,

<[V iH9 (Dismiss) 1227 Vv 7 35L Ave—URRVHESNET,

CLl ¥/ OMiRLE

ATy
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1
ATvT8
ATvT9

2—HF—EHD CLI v 7 [ IRETE ETN, VAT LEHRDO~ 7 0 IFETE EH A, CLI
v uEEETHE, TRTOFID TS AT anER BINET, v 7 2 i3EEDF A
A ZEFEDOHDTIEH D /A,

FIE

FEHF— g N—T, [T ALV —E R (Devices & Services) 1227 U v 27 LET,
[TARET 27D w7 LET,

WY T NARZA T DR T ) v LET,

TN AR ET,

[~ KT A A ¥ —7xAA (Command Line Interface) ] %7 V v 7 LET,
ET 22— P —ER~ 7 B ZBRLET,

~ 7T NVORET A A w2 v LET,

[v7 v DfFE#E (Edit Macro) | A A 70/ Ry 7 ATCLI~7 nZimEL £,

[frfF (Save) 15227 U v 27 LET,

CLI 7 m DFETHEIZONWTIE, ICLI~v 27 rDIFT) 2B LTI IZEN,

CLI ¥4 Ok

ATy I
ATv T2

Z2—HP—TFED CLI v 7 MIHIRETEE TN, VAT ALAEED~Z 2 FHIRTEEEA, CLI
~7aZHBRTHE. TRTOT AL AT aNHIRENETT, 7 2IBEEDT /A A
FOLOTIEHY £H A,

FIE

FEF =g N—T, [T/ ALY —E R (Devices & Services) 1227 U v 7 LET,
[T A R 2 T7% 70y LET,

. Cisco Defense Orchestrator D E K



I Cisco Defense Orchestrator ()& A&

ATvT3
ATvT4
ATvTH
ATvT6
ATvI1
ATvT8

FID o< >

R R P I e Y |

WORT NAABATDE TR Y v LET,

TN AZRIRL £,

[2~> R IAv ¥ —7=xAA (Command Line Interface) | %7 U v 27 LET,
HIBR T 22— P —EFR CLI v 7 m 2@ IR L 7,
CLI~ZuaI_VvpaAIfgrA4arars )y 7 LET,

CLI~7 mZHlfRT 52 & 2R LI,

K42 A3 —T A RADFFa A2k

CDOX, FIDa~ U R IA v A v F =T oA ZAD—FHEZYR—FLTWES, 2—P—H
—DTNRAABIOEEDOT A AZa~w KT RLAR AR TRFHIZ 2~ > RE%E
T&5HEH1T, CDO TIEH =X FABMDA v H—T = A ZAZ4EM L TET, CDO THHR—
FERTHW RN a~wy RIZOWTEPUTTy R°SSH 7 74 7 N EDF /34 A GUI #— = F
NEFERALTT AL AT 7E2AL, [FIDCLIV 77 L2 A] R¥a2 AL FTEBIZEL D
avwr RESRLTEIN,

CLIaY Y FOFERDI Y AAR—+

AL RTa TN, AETIEROT A ATRITENTZCLI a2~ > ROfEREZ a2 v~ XY)
DAE (esv) 77 AMITr AR— LT, LBEISCTERE 7 4 L2 ) 7B LA~
ZHTENTEET, DT NS ZAETLFTLZEOT A ADCLIFERZ —EIZm 7 AR — K
TEET, T AR = FEINTERIZIE, KOLOPREENET,

* Device
« Hft (Date)
* User

o IV ]\

<

CLLa< > FOHERDI YV RAR—F

&M
ATy T2

AYY R4 RYTIFEIT LA~y RORERE csv 7 7 A /W7 AR — FTEET,

FIE

TS =g =T, [TA ALY —E X (Devices & Services) | %7V v LET,
[THAA R BT 2 ) v 7 LET,
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B cw~soowrozszk—+

ATvT3
ATvT4
ATy TH

ATvT6

ATy 71
ATvT8

WIRTNAAZATDET 27 ) v 7 LET,

1 DEIFEEOT NAA AR LTS T4 FLET,

TNAAD [T /A AT 7z (Device Actions) ]-XA T, > [a<w RTA A H—
7 = A A (Command Line Interface) | %27 U v 27 LE 7,

[~ RF7A 4% —7 A A (CommandLineInterface) |1 > Ta~v> K& AL, [
f& (Send) 1227V w7 LTTNAARIZED £,

¥

ANERTa~y ROY v RoOART, =7 28— 742y © 22092 LET,
esv 7 7 A NMZOMNY LT WARTE T, 77 A0 E0 =L T 7 AV AT MMIBEIELE
T, esv 7 AN EDawy R FHBMAEHE . TRTORALEZERL T, 2~ RO+
NRCOREREBFERLET,

CLIXV ODHERDT Y AR—

ATy
ATvT2
ATvT3
ATvT4
ATvTh

ATvT6
ATy 17

ATvT8
ATvT9

av RU 4V RUTETSIN /7 eDEREZ 7 AR — N TEET, ROTFIAT, 1 0F
I3 OT NS, ATEITENTZCLI~Z aDFER%E csv 77 AN AR—F LET,

FIE

[T/34 AL P —E 2 (Devices & Services) | X—T %&£,

[FAA R 4T %2 ) v 7 LET,

WY T NAREA T DL T %7 ) v LET,

1 DFFEEDOT NA ZZBIRLTAAL T4 FLET,

TINAAD [T/ AT 7+ a (Device Actions) | XA > T, > [AVY RTA A X —
7 = A A (Command Line Interface) 1% 7V v 7 L¥7,

CLI Y 4 ¥ R DEMDRL T, CLI~Z BOBKUCAY 2R B W LR LET,

T AR—= T H~vr7uavr FaE7 )y 7 LET, @7 A—=2% AL, [%E (Send) ]
Vv LET,

ANENFa=Y ROY 4 v RODEMT, =7 2K—r7A4ar @ 22092 LET,
oSV 7 7 AT ONDRTWARIEMNIT, 77 AN0Ea =NV T 7 ANV AT AURFELE
T, esvZ T AN DAy R FHLRDHE. TRTOVAEZREMLT, 2~ RoT
RTOfFEREFRLET,

CLLlav > FEEDOI Y AR—F

WOFEEZERA LT, 1 DEITHELDOT S, ZAD CLLEREE csv 7 7 A VT 7 AKR—F L
i‘j‘o
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ATy

ATvT2
ATvT3
ATvT4
ATvTH

ATvT6

ATy 17
ATv78

CUT ADYRMEIVRR—FTS .

FIE

FEHF— a4 RUT, [T/8 AL P —E R (Devices & Services) | %7V v 7 LE
7

[TARE TR ) w7 LET,

WU T NAREATDET 5T ) v LET,

1 DETNTEEDOT ANA AZBEIRL TN T7A4 FLET,

THNAAD[TNA AT 73 (DeviceActions) XA VT, [> A~y RIAf A H—Tx
4 A (> Command Line Interface) ] %27 UV v 7 LET,

BIEAA U E PR S TOARVEAIE, [ (Clock) 1742 @ %21 v LCRERM
L\i‘a—(}

A ERTEa<y ROy 4 RYofAHT, =7 28— 712> © 227007 LET,

sV 7 7 A NN LT WEARTEHT, 77 ANV Ea =N T 7 ANV AT KMIRTFELE
T, esvZ7 7 AN EDavwy N EHEARDGE, T XTOEALEZREMLTC, a2 FoT
RTOEREFRRILET,

EPEAE N
«CDO A~V RIA L A Z =T xA ZADEH (99 ~—2)
cHH A~ R B0 CLI =27 v OFERL
« CLI ~ 7 1 DYk
« CLI v 7 1 Otk
« CLI ¥ 7 = DT
*FID 2~<> R 94 A4 =T =2 AD KF 2 A b

e —fEa~ R I A E—T A A

CU® BAD)RAETVARAR—FT S

ATy T

ATvT2
ATv73

a<v R4 v RUTEITENTZ~I eDRhET ) AR—FCEET, ROFJNET, 1 >F7=
IIEE DT NRA ADCLI~Z 2% csv 7 7 AWIT T AR—FLET,

FIE

TS —var 4 RUT, [T ALY —E X (Devices & Services) | %7 UV v 7 LE
7

[T AR 2T %70y LET,

WENR T NA REATDET %) v 7 LET,
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1 DEFITEEDOT A AZHEIRL TN, T4 FLET,
THAAD[TNNARAT 72 a ] AT, > avr R4 A2 —7 =1 X (>_Command
Line Interface) | %7 U v 7 LE7,

CLIY 4 Y RODEMD~SA T, CLI~Z BDOBRUCAD 2R+ EW A8 LET,

T AR— T H~vruavr RaE7 )y 7 LET, @7 A—2% AL, [%E (Send) ]
Vv LET,

ANENF =Y ROY 4 v RODAEMT, =7 2K— TA4ar @ 22092 LET,

sV 7 7 A TN D LT WL Ef T, 77 AV E =NV T 7 ANV AT KMIRGFLE
7,

>

F7V =l ME, 109U EDOEF 2T AR —THATELE RO TF T, A7 V=
7 NEFHTLE, A —O—BHAMBICHRTEET, 047 =7 MEERL,
BRIV —2FHLT, A7 V=27 NaEHTHE, TOEENRAT V=7 NEEHTD
FTRTCORY = |afESNET, 77 V27 FEFHALARVEAIE, FIUEERLER TN
TORY —%lNCERETIVLENHY £7,

TNARAEFHR—RT5HE, CDOEEDT NAATHEHAINDGTRTOLT V=7 MER
WMLTHRAFEL, [A7 =27 F (Objects) [ X—TIZYARMLET, [A7 =2 F (Objects) ]
R=Uno, BFOAT7 V7 VefmELTED, X2V T4 RV —CHEHATIIH LA T
Tl FEERLEZY TEET,

CDO TlE, BHEDOT A A THEHEINLAT V=7 NaedbFAT7 V=7 D, A7V =
7 & (Objects) | =Y TZONy Y @ TERLZMHHLET,

HHEA T "M S0 [RIE] 252U, BEORY —F-137 34 AW TRE
WICHE SN RDGERH Y FT,

cEBEA TV LT, RUTAAARIIH D, LRNTIEARZMEIZFCTHE 2o E
DFTV 7 FTT, BE, BEL-A TV MIFUEMER-L, EFE&8FERRY
ko THEREANE T, EETAA TV NI, ZoMEOT A 2y B cERIE
nET,

AREBEAX TV Feld, 220U EOT A R RIZH D, ARlEE CE3MEIXR e 547
T/ bTY, =P —F, SEIERREDOP T, MLARILENEDOFT V=2 Mk
T D2 ENHYET, ZNHDOFT Y= FOERRFFR ORI DI THAIZ R D E
272, REENELET, AEAEFT7 Vs MI, ZOMBEOT A 2 B TSN
£7,

CRERF IO M TAAAERICHET D600, JOFTP = b TI7EAY
AR, NATV—UZ Ko TSN TW WA TV =27 T, REHAT V=7 M,

COMEOT A 2y L TS NET,
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#7vzor 547 |

N—RRY =TT IEHT AL TV 7 NEERT A TEET, L—AR
AU =BT 2N T U2 FEERTEET, BEM T W inWAT Y2 M
N—NVFEFRFIRY O —THEHT L L, CDOIZFDab—%1Ek L, FOabt —&aFHLFET,

(A7 =2 I (Objects) | A==—IIBETLIN, Xy N —7RY =DM TAHT V=7
FaEFRTHIELITED, CDOICE > TEHEHENTWDOIA T V=7 FEFRTEET,

CDO AT 2L, VHR—FENTWVWET NS RABEOFR Yy NTV—IFT V=2 bV —F
AFT V2l bl OOGEFNGEBTEET, CDO #HT5L, KOFETHT Vs
PEEHTEET,

c XFXFREHBIEASNT, TRTOA TVl "NEBRBEL T IV 74 LELE
T,

T NAALOFEME, KEH, BLXOREGOFT V=7 MERHSOT T, TNH6OFT V=
7 hOREERE., BBk, E3MRLET,

s BT LN TW WA T U2 FERODIT T, TR REHTHIITHIBRL E9,
e T ARA AW TEOILEA TV 2 PRI LET,

BHEEZAI Y T DHHNC, ATV bADEER—EHDORY —E T A ATHE D
B il L E 9,

s —HDA TVl PeENLOEFKRE, SFIFERLRY =T A ATHRIRLET,

¢« FNNAAMBCDO A Y R— RENTH, TSR >THEHAENLTWALT TV -7 b
XY 7Fr LET,

FUR—=RENTT A AMEDET V=27 FOVERL, k. F72IFTFH M0 TRIEN AL
7% AL, CDOD T TNy a—T 4 T EBRLTIIEEN,

AT

PIFDOFERTIEH., 73 AFIZIER L., CDO A L CTEHTES4T7 V=7 MIHOWTHEA
LET,

% 4: Firepower Threat Defense (FTD) #7249 h34 7

FISzk 3

TV r—vay TANE T b TV Ir— g T ANEFT T M,
PR CHERAENLET TV r—yar, 5
WEEA T ATV FT VR
TR AL OREEM I L > TT Y r— g
VEERTOIANGEERLET, A—h
DOHEREFHT 2ROV, b4 7V =
J MRV —THERL, 771 v 7 %H|
HTEET,
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AnyConnect 7 7 A4 7> N a7 7 A )L

AnyConnect 7 A 7> N a7 7 A )V F 7
V7 NI, BEIEZYE—FT 7 EAVPNR
V—DOETHENT 277 ANF TV
FBEXOEHZ 7 A NVTT, ZOFT Vs
~MZIX, AnyConnect 7 7 A4 7 h7m 7 7 A
JL& AnyConnect 7 7 A4 7 2 hA A=V T 7 A
NEBZOHIENTEET,

AEAEA 7Y =7 b

TUHNGEAEL, AR SN T VX
JVID gt L E 7, FEBFEIL. SSL (¥ =
7 Y%y h bA%) . TLS (Transport Layer
Security) . BLODTLS (F—% 77 A TLS)
Bifgi (HTTPS R° LDAPS 72 &) IZfEifishE
R

DNS /W —T7F 77 K

www.example.com 72 E DFERESf KA A 4

(FQDN) % IP 7 R L X|ZfRR$ 2 DT,
DNS H— =P ETF, FHA X —T =
AARET—H A A —T A AZH2 D DNS
TN—TF T2 MR T Ed,

Firepower HIEENL[EIE®R 7 4 VX AT V=7 b
DIER & e

HEALERERA T V=7 NI, N T 74w 7
DIFEITLEITHRHIETH LT A AR A
FOEEREEZERLET, IPT FL A%
EHT 2RV, ZInNbD0FT7V s b
RY—THRALTEr I 71 v 7 ZHIHTE
3w

FTD IKEvl RV > —DfERS F 77 1 3R4E

IKEvl RV > —F47 =7 ML, VPN #5
ZEFRT HEICIKEV]I RV U — T B R8T
A=A PNEENTNET,

IKEv2 RV 2—

IKEV2 RU > —F7 =7 MMTiZ, VPN 8¢
EEFTHEUCIKEV2 R ) ¥ — (BT
A=A PNEENTNET,

IKEv1 IPSec 7 12 7Rk — )L

IPsec 7 aR—¥)L 477 ML, IKE
Trx—R1FxAvT— g VEFIERENRD
IPsec 7 BAR—HF /L EFHELET, IPsec 7' 1
R—H /N TlE, IPsec N RAVHND KT 7 1 v
IR RHET LD T 4 Fa han
ETNTY XA LOMAEDLEEERLET,
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IKEv2 IPSec 7 12 7R — )L

IPsec 7 aR—¥)L 477 ML, IKE
Trx—R2FAvE—y g VRIS D
IPsec 7 BAR—HF /L EFHELET, IPsec 7' 1
R—PILTIE, IPsec F RAVND FT 7 1w
AT AT DOEXF 2T 0 Fr b3
ETNTY X LOMAEDLEEERLET,

Xy NU—7 ATVl b

RANERIEIFRY NU—27 DT RL AR TR
TH5XxY NT—7 IN—TBIORy hU—
I FATx2r b BHRLTRy NU—T 47
Tl MEMENET) .

X2 UT 4 = ATV b

X2 VT S EEA I F—T A AD
TN—T5FTd, V=, b TFT7 497
DOEH L NI OE IRy NU—0 %
v A MTHEILET,

Y=t A AT K

P—ERAF Tl b, BRI N—T
A— K7 NV—"1%, TCPAP 7'u b a /)L A A —
FNO—ENRBE I N7 a b aVERIEIR—
Mg EA AR R —3 2 FTT,

FTD SGT 7 /L — 7 DVERL

SGTH#AF I v A7V =7 ME, ISEICL -
TEIY Y THNZSGTIZHEASWTERFETE -
TS T RLAE#BRIL, ZERENT 74> 7
ERETEET,

Syslog h—_"—F7 =7 K

syslog h—""—DAT V=7 MIaxs =
VIR =V E TR E AT A vl

(syslog) A v tE—T%%ZETEHY—1_—%
BELET,

URLA TV =7 b

URLA TV = h&TN—7 (URLAT7 V=
7 NEWFRT D) AEHLT, Web U 7=
RO URL £/ 1P 7 FLAZEELET,
INLOATV s FEFEHALT, 77 EA
IR U > —ICFFBOURL 7 4 V2 U 7,
FEEF 2T AT V2 A KR
vl u X EFEETEET,

£FFTO b

Cisco Defense Orchestrator (CDO) Tik, B DT A XA EORICA4RIE R CANROA T =7
FaedtFEA T2 NEMORET, EA TV MIZDOT A 2 TSN ET,
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)

ZHUE, [A7 V=27 kb (Objects) [X—VIZERSNET, EAT7 V=7 bEEAT DL,
1 DEICAT V2l NEERTE, TOEENEDOLAT V=7 beAT5MMOTXTHORY
VBT LD, R —DOMERIBRES 0 ET, ATV NEFEHALRWEGES
i, RICEERLE R T RXTORY —2l I EET L08R H Y £,

HHEAT 27 FERETDHHAE,. CDO TEA TVl NONBENRAT V=) b T —T7
FrEInFgT, £EAL TV FORNFIZFES7ZLKFLTT, CDO T, A7 V=7 FDOE
FOREESINTZ, 2FV 77y Meaile] Ea—D0GM1 SR RINET, FRflSA
T, Ry PU—ZEENEMARY A MIT Ty MEERTEBY ., 4Rift& 4727 bC
EEEEAMT DN TV RN SIZEBE L TL &,

ObJeCTS Displaying 100 of 163 objects é o ATL'TMG"NT
3 Object Type Network Group
Q, Search for object @ Compare + Create Object
Al L=oF=VWrc U A NELWOIK \aroup rs
ATL-SS-BUDC 2 @ Network Group ® SHARED
ATL-TMG-INT [3] & Network Group TWOr
OBJECT REFERENCE TYPE 130.131.230.149
L +— 130.131.230. 150
ATLFTMGPO1 Network Object/
ATLFTMGPO2 Network Object Relationships
ATLADDSPO1 [3) & Network Object & lockseol )
& lock: 3
ATLADDSPO2 o © Network Object e ®
& locksco_1_1 T3]
ATLADDSPO3 (3] © Network Object
ATLADDSPO4 3] & Network Object
ATLARCHPO1 [3] & Network Object

IO bDA—N—F4F

FTV 2l DOF—N=F 4 FefflT5L, HEDT A A LDOHERY NI =0 FT V=
7 NOEEA—NN—=F A4 FT&ET, CDOE, A—"—T A FEMkT 5L TRELLZT
NA ZZHIET DAL LES, ZNoDF T V=2 ME, 4HNEE U THE2 R D880
TAA A LEIZHY E£F3, CDOE. ZHHDHERA— =T A F& L TEMI L7210 Tl
TNHLERBEEAF T ML LTHHILEREA,

ZEAEDT AL RN IR EBERE LA T V=7 FEER L%, BARLERL VB L
THVLEDOT N ANZHONT, A—"—=T A4 REFHLTAT V=7 MIkTA2EENEE 5
ETEET, £, TRTOT S AUH L TA—A—=T A RTDRERDHAT V= b
B L., #OA T V=227 FEFHLTTRTOFTAL RERTA2HE—ORY > —%Ek+ 5
L TEEY, ATV P A—R—=T A FTIL, TS ARETHEAT A EERD v—D
INEZpy FEERR L, [Hx DT NSA ZAOMLEIZGCTRY V—%2BFTCEET,
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martronnt vz b i

=& }%Jj:\ %j—74' AN B —R—=H 1 N ARV B A AV e/ }\print—server
EERLTNDYFT VA EEZXTHEL LI, ACLIZIE, TV v ZH—"—DAf F—F vy |
DT TR RTHN— NV ERELTWET, TV F == FT7 V=7 NI, &
TAAZENWELTTELT 74V MERHY EF, THEITOICE, AT V=7 bOFA—1—
FA REFEHL, T XTOHFTTAL—/L L Tprinter-server] 47 V=7 hO—EMAHERFL E

T (EIRL2L25608H0 £9) .

)

G¥)

CDO 2T L, L—ty NNOAL—VIZBEEMIT b4 T V7 b2 LEETEE
To BILWAT V=7 bEA—IVTEMT 556, 7/ A% —/bty MIHER L TERZ
BRIFELINWE, A7 V27 b EEETEERA, IOV, [FTDOAL—LE > RO
BRIE] ABERLTIIESN,

G¥)

—EBMDRWAT V2l SRBLGARIE, A== T A FEFEALTERLEZ 1 SOEFE AT
Va7 MIFEATEET, FERICOWTE, REAGA TV o7 NOREEZRT D251 T
<&V,

BEEMITDGEWNATO I b

N—RRY =TT IEATEODF TV 27 bEERTEETN, L—LRRY v—
WCREAM T 72 A T Y =7 REERT A Z b TEET, BHEffIFohTnwiant 7= K
BN—VETIRY =TT 5 L, CDOIXZDa b —%{ERk L, TOoav—2#HLE
To BEM T O TWRWIEDA T V=7 M, KEDA T F AP a 72 L > THIERS
Ly, =W —2HIRTHE T, HHMRERS T V=7 hOU X MK £,

BEAT T SN Cniand 7 V=7 MEabe—& LTCDO IZFEY . A7 V=7 MIBEEMIT S
NI — IV ETIR Y =28 THIBR SN BB I T R TOBRER KDLV E S IC L E
R

BhEAT T SN T eWnWA 7 V27 FEERTDHICIE, [F7 V=2 b (Objects) 14 7 DEMD
RANZHD Y 7Y v L, [BERIT/ L (Unassociated) | T =v 7Ry 7 A& A4l LE
R
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o
T Q
L= sicm-Dehi Ajects
L3 ]
aaed a2
cale
R a

AT H FDOEE

ATy T
ATy T2

ATvT3
ATy T4
ATy TH

ATy 76

TJ4IL3

FIE

[#7 =7 & (Objects) | _*—T&EET,
R=TDOFAT V=2l N7 4 VZNUE LT, Wi+ 5247V 27 bEROITET,

M Compare

[tb#: (Compare) ] K%V LET,
W 247V 27 ek K3 DOETHEIRLET,
BEO FEICAT V=7 halE_XTERLET,

(A7 V=2 FOFEM (Object Details) ] # A hAA—D ETFTORAIZZ ) v 27 LT, £
TLATV =7 NEMATELET,

o [7FH (Details) ]8R > 7 2 & [Bdf% (Relationships) 1R > 7 A& RIS 2070 7272 AT,
AT HEREFTELET,

(A7 ar) [BfR (Relationships) R v 7 A2, A7 V=7 FoHAGTENRREINE
T, ATV MIT A AEEIR) = ICEEMT DN TWDAEARNH Y £, A7V
7 NIRRT A ZNZBHEAHT STV DGEIE. T A4 57 ) v 7 LTS [ROFRTR

(View Configuration) 1% 27V v 27 LT, 7A ZADOM AR R TEET, CDOIXT /A AD
W7 7 ANVERRL, EOFT V=7 hOT o F) A T4 FLET,

[f > hU (Inventory) |"—TBIW[AT =27 b (Objects) |"X—TDKFET 4 VX %
LT, BHOT AL ARA T V=7 FEROTHZENRTEET,
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TAILE .

T A NVHARBRT B2, [T/ ALY —E A (Devices and Services) | Z 7, [R U —
(Policies) 1% 7, BLW[A 7Y =7 I (Object) X7 DEMORA L TY 7Y v LE
—g—o

AR RNYTANETIE, TAARZA T N—Ry=T VT T=2TDR—=T g,
Snort N— 3 v REAT —HX A, HERCIKEE, BiA M. Secure Device Connector, 35 L TN7
AULEBE LTI A NVAZUETEET, 74V EZE2HEA LT, BIRLET AL REZ A TDET
NDOTNA AERDITFTHZENRTEET, 74N ZEFRAL T, BIRLET AN RZ AT D
THNOTFNA A RDOTHZENTEET,

N

GE)

[FID]# 7 %< &, T4 NE XL U TT 4 VEZ EFERATEET, ZHUTED ., CDONLT N
ARZT VB AT HEDIHEHENTWEEIRT 7Y r— 3 2SO T FTD 7734 AN

FoRINET,
« FDM : FTD API %£7-(X FDM %] L T =415 FTD,
« FMC-FTD : Firepower Management Center % i L C&H X315 FTD,
«FTD : FTD BB Z i/ L TEHL S 5 FTD,

FTx2 ) NTANBEERT DL, TAAL A, EZA T G477 b BEESTO
BRWAT T2l b BEROAT V2l NEA T TT 4 AFRETE LT, RIS AT AT
Vx MEEOLNEIDERINTEE T, MB7 4 —V REMH LT, FEDOAFT, IPT R
VA, FTEAR— MNEZEEL 7 ANIERANOLT T V2V NeRBETHZEHTEET,

THAREFT V=0 b7 4 VAT 5256, MBRMGEZHAGDE T, Ml 2558 %
RDT 212D DN D DOEAER LRI 2 R T £,

ROFITIZ, TRIE BEHEAEITRESR) BHLAT V=7 b BNOEZFFSILE 4T
YVl b FEXAT (Ry NT—=T EITH—ER) OFT V=7 b OFT R TOZM A
T HT7V=r NS L7 4 EBREMShET,
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Filter
£ Filter by Device
Show System-Defined Objects

a Unused

Duplicate
a Inconsistent

@ Shared Obiects

Default Values
Owverride Values
3 Additional Values

LR D B LR B i ol B W ) ol P B

Unassociated

Metwork
Protocol
Service
ICMP
Time Range
URL
Application Filter

Securitv Fone

IOV LT 4ILE

T AN HITE, (A7 V=7 b (Object) | Z T DLEMDOSALTY 27 v LE
j—o

[TRTOAT V=7 b (AllObjects) |- Z D7 4 V&L, CDO A R—F 7 LIz
TRTCDT N, ANSHEHAARER TR TOLAT V=7 b2RELEST, 207 0213,
TRCOAT V27 VeI 572010, FRIIRBOBFMELE LT, ST 74
VA GEAT DI £,

«[HfH AT =/~ (Shared Objects) |- 2DV A w7 7 4 VF X, BEOT A ATHE
INTVDHZENCDO L > THRIHENTZTRXTOF T V=7 haRRLET,

S [TNNAARTEDAT Y27+ (ObjectsByDevice) |-HFEDT /34 AZ@E IR LT, @8I L
2T NAATRONS AT V7 heRRTEET,
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VT T AN -BAL T AV ZRITIE, BIRE S BITRYIADTZDICEATE 277 L
MDYV ET, IOV T T4 NRE, ATV NEAT (Fy NT—7 —ERX 7
7 ki) (RSN THET,

ZDTANEN=TRIRSNI= T 4 NV ZE, UFORMHZ BT 247 V=7 FaiRLET,

RODTNAADWTINNCSH LA TV =7 b (T3 A TT 4 VX MEE (Filterby Device) |
IV LTCT A AZBELET) . BLO

F—BEORWNAT Vs b, BEG
*RYRT—H AT V2 MELEF—ERAT V2 b, BEU
*AT V2 hOMABENS TTL—TF) L0 HEREENTNETT V27 |,

[VAT LAT V=7 FOFR (Show System Objects) | AT > TWDHT=®H, FERIZITY
ATFLFT V2l Nea—PF—ERLI TV =7 FOWMGNREENET,

DRATLFTOLY FORERIT 4 ILE

—EROT A RZIE, e —EARICHFRIER SN T V=7 FRbHV T, Zb
DYAT ATV =7 MIBECER SN TEY, v—n R Y o —THHTE 250 TEHT
T, AT N —TNIZIFEL DI AT AT T 27 "N EENDIEERHV ET, V&
TLFT V2l MIREEZITHIBRTE EE A,

[VAT LAT Y= s h%&FR (ShowSystemObjects) [1L7T 74/ N T A7) T, A7V =
I NT =T WV AT AETT V2l baRRTDHITIE, 7ANF—N"—T[VATLEFT V=
7 N %3 (Show System Objects) | &4 LET, A7 V=V T —T N TU AT LAT
Yl MEIEFRRIZTDHITIE, TANE—NN—T[V AT LA T V=V h%&FER (Show System
Objects) =47 DEFICLET,

VAT AT TV 2l FEIEERICTDHE, ENHIEIRRBB IO T 4 VA UBEORERIZE TN
KN FET, VAT AFT V2l "aERTDHE, ZNHIFAT V=7 bOBRBLE T 4 L F AL
FOMRICEENET,

FITDTV RTAIBERET D

ATy T

ATy T2

ATvT3

ST BRI THRELCTIANEZ Y T TEET, T4NEZ ) TTEH 073 R"E0IE
. PHRINDDERIID L0 £5,

FIE

FTES—va s NN—=T[A7T=7 k (Objects) |27 V27 LT, [#7T =2 k (Objects) ]
N=UrFRLET,

R DT ANETAL Y27 U I LT, TANEIRNRLEREEST, 707
FRRRS TN SNV E DI, T2 IEOT74NEDOTF v 72N LET, EHIZ, B
RBI74—NVRERT, MBEZ7 4=V RIZANENTZAAEEOH DT XA MEHIBRLE7,

FERERFEDT NA ATHONS T2 b DITRE LT WA
1. [T/NMRTZ4I)LEIE (Filter By Device) 127 Vv 7 LT,
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B o vssenessqzermnssne

ATvT4

ATvTh

ATvT6

ATy T17

ATvT8

AFvT9
ATy 710

2. TRTCDFAL RERBT DI, FAALAETEI Y v LTREDOTEDT A AD R
ERBELET,

3. TANFFHIZED DTN, ADF =y IRy I A F A2 LET,
4, [OK]%Z27 Vw7 LET,

BRI AT AF TV =27 FEZODHITE, [VAT LA TV =2 & KR (Show System
Objects) 124N LET, MEMETI AT AL T V27 FERATHIZIE, [VAT AT
Yz F%&#R (Show System Objects) | &4 71 L E T,

[ (Issues) 1 C. ZANX VT TBEFT V=l "ORBEOT = 7Ry 7 AeA 2L
4, HHROMEEA T HE AV LEVWTDOI T IV DFT V=7 NBT 4 VH
FERICEENET,

MR H ST NEHF I L > TRE SN AT V27 NERTFTH5A1E, 6 (Ignored) ]
OMEETF =7 LET,

2L EDOT AL A THEINDG AT V27 VT 4 N2V TG, ATV
27 K (Shared Objects) | THERT 4 NV H &AL ET,

*[7 7 A4/ ME (Default Values) 1: 77 4V MEDHZFFOTT V= N7 4 N5 ) v
ﬁbi‘ﬂ‘o

o [A—/3—=F 4 Ffi (Override Values) ]: A——J 1 RSN lEZFKO>FT TV =7 M
TANE) T LET,

s GEMNOfE (Additional Values) | : iBMOEEFfOA T V=7 a7 42V T LET,

= VETIFRY =D~ TIFRWA T V27 b7 4 F ) 7 58A1F. [BEMNT
72 L (Unassociated) | &4 12 LE T,

TANEBN T H [TV =2 & AT (Object Types) | &AL ET,

FT el N IPT RV A, E73R— 8NEFEZ (A7 =2 b (Objects) |7 4 —/b
NIZIBIMLT, 7402 ) 7 ENTRROF R ORBRIFIC BT 547V =7 N2 ROT
HZEbTEET,

TAIFEENSTNA REBRNT BI5E

TNRAARZET 4 NE Y T HAETEMT H L BRIZIET A A LEOFT V=7 MIERRIN
FTN, TNEDOFT V2l FEMOT A AL ORKRITFIREINEREA, 2L 21X, ObjectA
23 ASAL & ASA2 ORI CHAESINTWALE, 7=/ b7 401U 7 LTASAL LD
WHEAT V27 b ERFETH L, ObjectAlZ 270 £33, [BIFE (Relationships) -1 /12
X, A7V PR ASALICHD Z LR ERENET,

7= NREET BT RXTOT N, ZAZRKRT DHITIE, MBHMBTT A AEZRE LR
TLIEEW, MOFMETT74NZ )7 L, BN U TRRBSEEZEMNLET, CDO %%
B4 7= s FERIR L, [BR (Relationships) ] ~2A »ZF~E+, 2047V =2 |k
BT 5T _RTDOTF AL ZERY —RNERENET,
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+7vz0 romansk [

FI79x0 FDERDER

ATy T
ATy T2
ATvT3

RATvT4
ATvy7T5

KEM, BE, REEOAT V=7 FERTLHEDO1SF, ThbEBET 52 L TT,

FT7V =l FBRRMER, B, FREAEETH-oTH, TOWRBEBITITIEL RHHNH 5 &H)
WL, A7 Y= FOREERMROERICT LI L2ERT LG5 0H0 3, FRkOHD
BT, INODEBASNIAT V=7 bEMFHRT D LPBBEIIRDIGENRLY £, &7
VxZ FNORMBEBRRT 5L EITCDO FEREINT-AT Vs FPERR LRV, B S
NEFAT V=0 bDFAT V=7 FUARET A NZ Y 7 L, fERICESWDTHEAET 2 0LEN
HYET,

FIE

[#7 =7 & (Objects) | _*—T&EET,
VRAVES/ S NP

[A7Y =2 b (Object) 17—F VT, WEEMBET 547 V=2 Fad~TRIRLET. —
B 1 DOAT V= b OB EMRTE T,

FEARASA T [ OMERR (Unignore) 127 U w7 LET,

BREMRLET, ZNT, A7 V=7 bfETT7 a2 ) 745 L, DENTERSNT
WA TP =27 FBRAONLIETTTT,

7oy FDHEIBR

1204 T>xH

ATy
ATy T2
ATvT3

ATvT4
ATv7T5

1 ODOFAT V=7 NERLBBEBOAT V=7 FEHIRTE 7,

~ DHIBR
1DOFT Vs b EHIBT BICE, ROFIEZETLET,

FIE

(7Y =2 & (Objects) 1 X7 %27V >y 27 LT, [A7Y=2 k (Objects) | "—TZxFE
j—O

FTP2 FTANZEBPT 4=V P LT, HlIlRT 247027 heRoT, Tha
IR L £,

[B9£% (Relationships) ] ~A U ZMERLET, A7 V=7 MRV —FTAT V=7 b7
N—F THEHAESNTODEHAE, ZOR) v —FE I A—TholRT 2 ETHT V=7 b
ZHIFRCE EHA,

[7 7 ar (Actions) ]34 > T, [HIBE (Remove) | 7A@ &7 U vr LET,

[OK] %27 Vw7 LTHT V=7 FOBIBREHZELET,
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Cisco Defense Orchestrator DA |

B ssror7c:5 ros—Tour

ATvT6

Tl EE 2LV E2— LTRHT 0, BROELFELZNG —EIZRALET,

READA T2 Y bOTIL—T DA

ATy T

ATy T2

ATy T3
ATy T4

TNA A R—=FLTAT V=2 FOREFRICRY el ZORMHOFT V=2
RRESONHY 3, —EITRKSOBMORMEHA T =7 FEHIBRTEET,

FIE

[/ (Issues) | 7 A VA ZEH LT, KMEADA IV bE2ROTET, T4 A7 4L
Z AT DB [T /34 272 L (No Device) | ZiIR L, 7 /34 RZBEAT T S0 TUWH 20
F TVl FERBETHILLTEET, ATV NI A NETANABT S L £ T
Vxl MDF v IRy I ARFRRENET,

ATVl N TF TNy H—D[TRTER (Selectall) 1F=v 7Ry 7 A%+ LT,
TANRIZE > TRHRHEEINA T 27 b T —TNIEREINDI TR COL TV =7 FHEIR S
B, T AEAxDOF T "OF =y 7Ry 7 ZAEEINIF 2 LET,

BIEY 4 FUT, BT A2 ez vy 7 LET,
ol BB 2S4S Ea— L TEMT 0, FHEL TroEROLFE 2 —EICEMAL 7,

2y b= FTOH b

12Dy bT—=9F Ty ML, FAM, XY RU—ZIPT FLVA,  IPT7T RLAD
HiDH, SEREM R A A 4 (FQDN) £721Z CIDR FiZOV 7Ry hT—Z DWnFnnl H%
ANNDZENTEET, FYNT—DTNL—T, Xy NIT—IFT V=7 bE, TA—TIT
BT 22O D7 RLAEEEFY 7 Xy hT—7 OEAKRTT, Fv NU—2 47
I Xy NI T N—TL, TIZRBAL—L, Xy NI R — BLXONAT
=TSN ET, CDOZFAHLT, Xy NUV—2I 4TV bexy hT—7 T L—
TEER. FEHL. BXOHIBRCTEE T,

R5: XY NI—OFToxy) FTHASINDBIE

TINA4 X% 4 |[IPv4/IPv6] UGN TR | T RFLRERE |SE2ER KA |CIDR RETEIC

7 L2 1% £BYTHy
k

FTD IPv4 & IPv6 | %) It It P
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ASA %y kT—5F TS H kB kURy kI—s S—TonmEraEE [

RK6: 7y bIT—U T IL—TTHASINDINE

TINARBEALT IP fiE 2y RT—=9 ATz | Ry bT—=9 FN—T
7k
FTD x PIIIN PIIIN

FYRI—=0ATOLY FORTE

CDO ZHHALTHERT ARy NU—0 4T V27 he, FUR—F 4 T LT2T A ZADFK
END CDO BT B2y NU—I 3T V=7 NI, [A7 =7 b (Objects) ] X—TI2F
RENFET, INHDFXRy NT—I 4T V=7 MZE, TNENDOE TVl N A T DT
VBT HNTWET, 2L, 727 bEATTT74NEZ Y7 LT, LTS
FTV I NeTIER ADIT A ENTEET,

[47 V=7 bk (Objects) "~ THy NU—I 4TV FEBRTDLE, AT V=7 O
B [FEME (Detail) ]=A CRRSINET, [BIFR (Relationships) ]=A ZiX, A7 ¥ =2
FRRY —THEAINTNDINE I D, BEIOA T V7 MRRESNNTWNDT /A ANRFEK
IRESNET,

Ry NT—=I T N—=T%0 ) v 7FBHL, ZOTNV—TONERNERENET, 2y hU—7
TN—T1E. Fy NT—IF T2 ML TIN—TI1C 52 bNT-T R COMHEOESIKRT
7,

BEEESR
s Firepower £ NU—27 A7 V=V NELIER Yy NT—27 7 V—T OIERCE 7o 13 fmeE

ASAXRy FD—0A Tz FELURY NI—9 5 IL—TDERZE

- 13imE

ASARY FI—49 ATy M, CIDREGLTRIINIZAAR M, IPT RLA, F20X
T Xy hT RVRAEEODLZENTEET, FYMIT—=DTNWL—TL, 77 A L—I,
Fy b= R o— BEONATV—ATHASNL Ry hI—2 4T P=2 b, Xy b
T—0 I N—7 BIRIPT FLAOEARIKTT, CDOEFHLT, *vy hIV—I 4T =
J MRy MU= TN—TEAERL, A B, BIUHIBRCTE 7,

Fy NT—=0F TV MIBIMTEHIPT FLA

TN X% 4 |[IPva/IPv6] SUTNT R |7 RULREHE |E9ER KA | CIDR REEEIC

7 L X 424 EBY TRy
(PQDN) [

ASA IPv4 PSS P PSS PSS
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B asaxyro—s4700 rotR

ASA £y D=0 ATy FOERK

FIE

ATY TN FEF—2 g 3—=T, [£7 Y= b (Objects) 1227V v LET,

ATv T2 %5@0)7"?27\1557‘/ Vw7 LT, A7V =7 EERLET,

ATv T3 [ASA]> [y kT—% (Network) 127V v 7 LE9,

RTFYT 7020 "B AT LET,

RT9TS [Rry NT—7FT V=7 FOER (Create a network object) | Z IR L £,
AFvT6 (EE) A7V =7 bORMEASNLET,

ATy 71 [l (Value) 1 B2 a T, ROWTHNDHIETIP 7 RLUAEHREZBINL £,

sleq] ZIRL, B—DIPT7 KL A, CIDRELEZHEHA LY 72y b7 RV A £721356
SHER KA A 4 (PQDN) # AL ET,

o [#iPH (range) |ZIBINL, IPT7 RLADOFHAZ A LET, &EHOMMBET FL ALK TT
KL A% AR—=ZATCRU>TAHLET, #]:10.1.1.1 10.1.1.255,

ATy 78 B (Add) 1227V v 27 LET,

BEE HTIER SNy NU—7 47 V=7 M, =R —D—E TRV
D, WTID ASA T AL ZACHEEMIT O N TWERA, TNHDOAT Vs M
FRTHIZIE, A7 V=7 N7 4 & T [EEff T 72 L (Unassociated) | 472 =7
"ATFIVZRIRLET, FEMICOVWTCE, F7 V27 b7 v 2L TL
IV, THAALZADON—R Y —ICBEM I b TR nA T V=7 N EFEHT
He, FOF TV MIZFDOT A ACEEMN T SR ET,

ASA Aty bT—0 GIL—TDER

[*> hU—27 7 /L—7 (NetworkGroup) ]iZiX, IP7 RV A, X hNT—IFT V=7 b,

BILORY NIV I N—T G0 LN TEET, HILW[FY hT—2 7 L—7 (Network
Group) | Z1ERT 2 & &IT, ARl IPT RLAL IPT FLAHPH, £721% FQDN TEEfFD A
TVl NERBEL, Ry hT—2 7 —7 (NetworkGroup) JIZIEBMTEET, A7 V=7
FAGFIELZRWGAIE, FICA X —T 2 A ATEOFT V=7 M3 IT/ERL, [Xv b

U — 2 7' )v—=7 (Network Group) ]IZIBITE £7°,

FIE

ATvT1 FEHF—va =T, A7V =2 b (Objects) 1227V v7 LET,

ATvT2 %é@f?xﬂf&‘/ #7 Vw7 LT, A7V =7 MR LET,
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ATvT3
ATvT4
ATvT5
ATvT6
ATy 71
ATvT8

ATvT9

ATy 710

ATy 7N

ATV T12

asazy ko—s175z4 rokk [

[ASA]>[*y kT—% (Network) 127 Vv 7 LET,

(47 Y =2 b4 (Object Name) | Z AT LET,

[Ry 8T —27 T —TDO1ERK (Create a network group) ] ZER L £77,
UEE) A7 V=7 NoO#E AT LET,

[ (Values) ] 7 4 —/V RiZ, fEE7-3A 7= VAR AN LET, ANEBBTHIE. A
NNZ—BT 254727 AEZIIEN CDO I L > TEREINET,
FRENTWDLEFEOA TV =7 D1 OEFIRT D0, AN LTEARTEZITEICE SO TH
LWA TV =7 FEERTE £9,

CDO C—EMBRH ENTZHE. BEDOA TV =7 FEEIRT 510, (BN (Add) 1227V v
LT, Xy bV F T2l bEFRIFZRY NV T N—TEH LWy hT—F T )L—
A=Y P30

FELRWEEZIEA 727 FE AT LEEAE, ROWTnEFEITTEET,

[ZDAFIOH LWAT Y =7 & LTEM (AddasNew Object With ThisName) %2 U v
7 LT, ZDAFOHFLNAT V=7 FEELET, EADNL, FxvI~v—T %7
Vo7 LTIRIEFLET,

LA 7Yz BN (Addas New Object) 127 U >y 7 LT, FriLWAT7 =7 |k
R LET, A7V =7 M EEIZRICTY, 4Rz AN L, T2y I~—20 %70y
7 LTHRAFLETS

«fEDEM (AddValue) 1227 U v 7 LT, A7V =7 MiHETITA T A4 AMEEERR
LET, BE AL, T2y r/~—2%7 ) v 7 LTIHRIFLET,

ERTTIAFEL TN TS, HILWA T V=7 MIERTE T, ZTNbDF T V=7 MIE
Haix TREFTE £7,

) WETA =270y 7 LT, FFMaZETEEd, HIfRARZ 220 v 7 LTH,
F7V =7 FPAKRFABRSAT, b2, Xy FNT—=7 7 —T 0 bHIBREE
B

VR F T2 MBS, RfFE (Save) 1227 U v 7 LTHLWERY hU—27 ZL—
TERER L ET,

FTRTDOTNAA ZAORELED T L B 2— LR,

ASA %y b D=0 ATy FDRE

FIE

ATYT1 Felr—va =T, [F7Y=2 F (Objects) 1527 Vv 27 LET,
RT9T2 ATV b T ANZERRT 4=V REHA LT, WfT547 V=7 M50 %7,
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Cisco Defense Orchestrator DA |

B asaxyro—so1—Tome

ATvT3

ATvT4

ATy TH
ATvT6

Py NI =T F T2l FEBRIRL, [T7 a3 (Actions) |71 V THRET A 2 4 Vo

Vw7 LET,

HATa TRy 7 ADMEE, FLEROFIETERLIZE S EFRUFETHEELET,

Gx) Ry NIT—=T TN—TNo4T7 V=7 MEHIRT D120, BICHDHEIBRT A 2%
Uy LET,

[fR7F (Save) &7 Vw7 LEd, CDO (X, BHEDOEEEZITHT A A TR LET,

(R (Confirm) %7 Vw7 LT, A7V =7 e ZDORBEELZT DT NA A~DET
ELET,

ASA Aty FI—0 0 IL—TDimE

ATy I
ATy T2

ATvT3

ATy T4

ATy TH

FIE

FTES—a =T, [F7 V=7 ;b (Objects) |27 Vw7 LET,

FTV = N7 g & [ (Search) | 74—V REMHEHALT, WMETLIRy NUV—2 7
/1/**7072/%0U'i—a—o

Xy NT—0 FA—FEBIRU. [727 > 2> (Actions) |54 > CiET A 2> ¢ 220y
7 LET,

Xy MU= TN —TIZTTIZEMENTWAA T V27 hEREFRY N —7 T —T %28
EFTA5EF. WOPNEEZFITLET,

1. A7Vl MAFERITIHRY NI TN —TORICRRINDTWMET A2 & 27V >
LT, TNbEZEHELET,

2. Fxuvl~—20%71) v LTEFNRERIFELET,
GE) BT A 227U o7 LT, Ry hU—I TV —TnbEEZHIBRTE£7,

Xy NT—=0 T N—=FITH LRy NI =0 3TV FERITIR Y NT—27 7 —T7 %58
TEOHEIE. ROFIEZETTLLERHY £7,

1. A (Values) 1 74—/ RIZ, HILWEFZIIBEGFOR Yy NT—0 3T V=7 NOA4RITE
ANLET, AZBGTLE. ANZ—8T 547 =7 M ELITED CDO I k-
THERENET, BREINTOVIHEOAT V27 bD 1 DEFRT D00, AN LT-4HI
FRIHMECE SO TH LA TV 27 FEERTE £,

2. CDO T—EMani-%Ha., BBFEOA 7V =7 F&EIRT 5120, BN (Add) 1%7
Yy 7 LT, Xy NV —0 47 V=20 bERIFZRY NI TNV —T%2H LRy h U —
7 T N—TIEBMLET,

3 MHELRWMELIZAT V=7 P2 AN LTIESGEIE, ROWTNEFEITTEET,
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#Hxy k7—2 I L—F~nemnoiEnen [

[ZOAFTDOFH LNAT V=2 h & LTEM (Add as New Object With This Name) ] %
70 w7 LT, ZOLHOH LWAT V=7 haEkLET, EEATIL, F=v 7
~—2 %7V LTRIFLET,

LA T Y =7 bDBEN (AddasNew Object) 1227V v 7 LT, HriLnA7 V=
7 NEERLET, 7V x27 A EEIZRICTT, &4BiZAIL, Ty ~—7
#7Vv 7 LTIRIELET,

s [fEDBEM (AddValue) (227 V7 LT, A7 V=7 bEFERAETIZA T A 0%
VERRLET, lBEANL, Fovr~—2%27 0 v 27 LTIRIELET,

EATTIHFELTWTS, HILWAT V=7 MMERTEET, TNOOFT V=7 M
HaeMATRIFTEET,

AT 6 [fR1F (Save) 127V v 27 LEd, CDO X, BFEOEELZITLRY U —2F£RLET,

ATw 71 MR (Confim) 127 Vw7 LT, A7Vl M ZFDEBEREZITHT A ZA~DLEH 2R
ELET,

ATYT8 TRTDODF AL ZAORELEFEDOT L E 22— & B,

HERY R T—9 5 )IL—TADEMDIED BN

BEAHT 5N/ T RTOT A, RFET 2GRy VU= ZV—TNOEIL. 771
M EMEERET, CDO 2T A&, HXRY NU—2 Zv—12 TIEMOE] B
L. TNODEEZTOIAE Ry b T —27 Z—FICBEMNT SR DD T 8o 2 2ED
MTHZENTEET, CDONRT A ACEFEZRIT S L&, NEMRESN., [T7%
Vo ME] PR R Y N7 =TI 5N TW ST RTOT AN, AT v va S
. LBMOME] BDRESNTZT A AZORT v a2 SET,

T2, AHUZ4 DD AD A A P —R_=RH V| T XTOPWRNLT 7B ATE HMLEN
LTV FEEBEZTHET, TORWT, TXTOMFTHENT S [Active-Directory| &>
VBRDAT V2 NITN—TEER LE LTz, 22T, 7 I70F AT 4 AD 1 DIZEBHIT2
DD AD Y —"—ZEMLET, TNEITHICIE, A7V =2 F7/v—7 [Active-Directory ]
T, 77T A7 4 ACERGOEIMEE LCHEMEZBMLET, ZNb200%——%, *+
7Y =2 b [Active-Directory ] 23—E L TWAHM, FEHFINTWD 0¥ IS L
FHA, LTERST, 42D AD AA P —N"—F T XRTOWRNLT 7 EATEETH, 7
TUTFHT 4 A QODBEMYP—N—=RNH D) 12250 AD —/3—L 45D AD A A P —
NR—=ZT IV BARATEET,

)

GE) —EBEMolnwWitfGry NU—7 7= 0"H55EA1E. BMOEZERA L TERLLEZ 104k
HRy NT—0 TN—FIEETEET, Sl W, TRESA T V=7 N O % i
WT 5] ZBRLTLLTEEN,
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Cisco Defense Orchestrator DA |

B s5+0r9—vo—T~oEnnEnEm

&M
2ATFw T2

ATvT3

ATv74

ATy Th

ATvT6

ATy T1

ATvT8

ATvT9

FIE

FEF =g R—=T, [£7 V=2 b (Objects) 127V v27 LET,

FT2 I NTANEERBT7 4=V FEEHLT, WETHIEERY NTI—7 T V—T %R
DT FET,

[7 2733y (Actions) | A b diET4ay ¢ %20 v LET,

«[T3A A (Devices) 17 4 —/V RIZiE, HRY NI =27 ZN—TPIHET DT /34 A0
KRINET,

o [/ (Usage) 17 4 —/V RiZiZ, IE\ERY N —27 7 A—FZBE T bz r—nt v
FRERINET,

[TIANME T A=V R TIANEDORY NI FT V=T be, AT V=7 b
OER I EE SN, Fxy hU—7 7 —TICBEM T b4 T Y = 7 MEDR
SNET, TOT7 44—V RFORRIZ, ZOT 74V MEZELT A ADENRE RS, 7
Vo730 TNRARAEA T E2FRTEET, ZOMEICE#EMTONTA—NE
FHFRRINET,

EAOME (Additional Values) | 7 4 —/V RIZ, fEEI34RIE AN LET, ANZHGBET D
AN ETHA TV MAFETZITEN CDO I L > TERRENET,
FRINTWEMGEDOF 7V =7 MO 1OEEIRT 500, AT LIZARTE ISV T
LWA TV =s MEfERRTEET,

CDO T—HE2 M &anN=Ha. BFEOA 7V =7 F&BRT A0, B (Add) 1227V v
JLTC, Xy NI—I ATV NETIFIR Y NT—= T NV—TEH LRy NU—T T )L—
7Bl 9,

TFELRWVEEZIIA TV =7 b2 AN LIESEEIT, ROWTUNEFIATTEET,

[ ZDOAFTIOF LNAT V= b LTEN (AddasNew Object With ThisName) %2 VU v
7 LT, EOAFIOFH LA TV =7 FNefElLET, MEANL, Fe2vI/~v—0 %7
Uy 7 LTHRFLET,

HLWA TV =7 FoEM (AddasNew Object) 1227 U v 7 LT, HILWA TV =7
EERLET, A7 V=7 MM EHIZRIC T, 4z ANL, Ty I~—0 %7y
7 LTHRAFLET,

«[MEDEM (AddValue) 1227V v 27 LT, A7 V=7 F&EAETITA > T4 MEEVER
LET, HEANL, Fovrl~—2%7 )7 LTHREFELET,

EATTIHAELTVTS, HILWAT V=7 MIMERTEET, TNOOFT V=7 M
HaeMATRIFTEET,

[F /34 A (Devices) 14T, L BMENZAT V=7 MCEEMT LN TWDEELE Y
Vw7 L, [T3 ADBM (Add Devices) 1227 U v 27 LET,

WHIRT NA 2 @R L, [OK] %227 U v 27 LET,
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ATy 710
ATy INn

AT T12

sgfry ro—s o L—ToenoEors ]

[fR1F (Save) 127 Y v 7 LET, CDO L, BEDEELZT LT A A 2RKRLET,

[ (Confirm) %727 Vw7 LT, A7 V=7 b ZDHBEEZT DT NA A~DET 2
ELET,

FTRTCOF AL ZADZBELEFEO S L E =— LR,

HERXY FT—9 5 IL—TOENDEDHRSE

&M
ATy T2

ATv7T3
ATvT4

ATy TH
ATv 76

ATy 17

FIE

FEH =g =T, [F7 V=7 bk (Objects) 127 Vw7 LET,

FTV2I FTANFERRT 4=V R LT WEAROA—1"—=F 4 FRHLAT
Vxl MeROTET,

[77 v a (Actions) 1A NI HDRET A 2 $ 2rvvsLET,
F—=N—=T 4 FMEEEELET,
MEEEEST DI, WET A 222 v 7 LET,
«[T/34 A (Devices) [FIDOENLET Y v 27 LT, LT A ZAEEVETET, §TIC

FOBTOHNTWVDET NS AZTIRL, [ ——TF A FOHIEE (Remove Overrides) | %
IV FThHE FOTNALADAF—"—F A REHIBRTE 7,

« [T 7 4V ME (Default Values) 1D ¥ RFIZ27 Vv s 35&, WHXY NU—7 T —
FOEMEICTEXET, FRY NT—27 A —FAIZBEEMT N TWATRTOF A
A3, HEIPICEID Y TonET,

o [A—/3—=F A FfE (Override Values) |® * KE1Z27 Vw7354, =Xy NU—2 7
N—=T DT 7 F )V MEZTEET,

e XY NI =T T N—TNEA TV FEHIBRT AL, BICHIHIBRT A2 %27 )
7 LET,

[fRfF (Save) 1227 U v 27 LET, CDO L, BREOEEEZZITHT A ZAa2ForLET,

(78 (Confirm) 1227 Vv 7 LT, A7V =l M ZDOHELZIT LT A A~DEL %1
Eb\ij—o

TRTCDOT NS ADBREEFEDT L E 2— L BB,
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Cisco Defense Orchestrator DA |

B orrepover vy bU—H 4TS s b ERRRY FO—Y T L— TOEREL (LEE

Firepoweery kD —0F TV FERIERY FT—0 T IL—TD1E

BE-IIHFESE

Firepower 2y 7 —4F TS x4 MZid, CIDREL TEHENIZAZ M, IPT L X,
FREV TRy N RLAZEDHZENTEET, Ry bIT—=9FL—T1F, 77 A L—
L. Fy hT—2EY v— BEONATA— AL THEASNE SRy NT—2F T2 N Fy
NI —2 TN—TOEAKRTT, CDOZHFEHALT, Fy NUV—2FT V7 hexry hU—
7 IN—TEAERL, A . B, BRIOHIBRTE £,

R7: 2y b I—9F TSy MZEMTESIPT FLR

TINA X% 4 |[IPv4/IPv6] SUTIT R |7 FLREER |E9MEM KA | CIDR RECIZ &

7 LR 1% 5 THxy b
(PQDN)

Firepower [IPv4 / IPv6] PO %t s Xt s X hta

B EE R

s Firepower % v NV —27 47 V=7 FOERK (134 ~X—)
s Firepower % v NV —27 47 V=7 FOEE (136 ~2—)
HRY FU—T T N—T ~OBMOEDEM (137 ~—)

cHH Ry FU— ZL—T OBMOEORE (139 =2—)

Firepower * v kDO —0 A4 T2V FOER

ATvT1

ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

ATy 71

FIE

MO CDO F e — g "—T, [A7 V=7 bk (Objects) 1227V 7 LET,

%@@7‘71%5‘/ Vw7 LT, A7V =T MEERRKLET,
[FTD]>[*rY b 7—% (Network) 1227V v 27 LET,

[4#7 =2 h4 (Object Name) | Z AL ET,

[Ry NT—=IFT7 V=7 FOVEK (Create a network object) ] Z3®IN L £,
[ME (Value) 1 &7 v 3T, ROFIEEETLET,

cleq] #BINL, H—DIP T FL A, CIDREGLTEIND YT T Xy b7 RL A, 7213
ER KA A 4 (PQDN) Z AL £,

o [#iPH (range) 1 Z3®IRL, IP 7 KL AD#iHZ AN L ET,

CEAN (Add) 1227V v 7 LET,
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Firepower v b7 —%5 JIL— T DIERL .

FECHTIERENT Ry NI 4TV 27 NI, =R = D—F T

B, WO FTD T3 A HEEMT bR TWEREAL, TROEDFT V=7 FaFRrdT 5
Wi, A7 V=2 b7 4 Z T BEAIT 72 L (Unassociated) | A7 Y =2 h A7 3V %8R
LEd, ZEMICOWTIL, [F 7 V27 b 74N R ERETH] ZBRLTLIEE N, T34
ADN—)LRR Y = IZBEMT N TTWARWA T Ve NEEHTDE, DA TV b
X2 DT NA AEEM T D ET,

Firepower =y k0 —9 T )L— T DIERK

ATy T

ATvT2
ATvT3
ATvT4
ATy 75
ATvT6

ATy T17

ATvT8

ATvT9

[*> hU—2 7 —7 (NetworkGroup) |IZi%, v NUV—0F 7V heFxy NU—27 T
N—THrEZDOHENTEET, HFLW [y hT—2 71— (Network Group) | Z1ERKT
DL, Al IPT FUALIPT RL RGP, £7213 FQDN TEFOA 7V =7 M AR L,
[*v T —2 7 )—7 (Network Group) JIZIBIICTE £, A7 V=7 FRIFELRWGES
i FACA v Z—T 2 A ATEOF TV 7 Mad ITERL, Ry hU—2 71— (Network
Group) JIZBIITE £,

FIE

MO CDO F 47— a3 =T, [A7 V=7 bk (Objects) 1227V vr7 LET,

%@@70317‘1{&‘/ Vw7 LT, A7V MEERRLET,
[FTD]> [ bT7—% (Network) 1227V v 27 LE7,

[4#7 Y =7 b4 (Object Name) | Z AL E T,

(X NU—27 7 —TDOERK (Create a network group) ] Z R L £7,

[fE (Values) ] 7 4 —/V RIZ, fEEI3ARIEZADN LET, ANERBTLE. AN—ET
HATVx) MMAETIIMEN CDOIZ L > TERSINET,
RRENTWDLRFDOAT V=7 bO1DEFRT D0 AT LIZARTE T2 ITEICEES WO
LWAT Vs FEERTEET,
CDO T—HMAMH ENTHE, BFOA4 7 Ve 7 NE@RT 511, BN (Add) 127V v
JLT, Ry NI = ATVl NELEFRY VU= TN —TZH LRy NT—7 7 )L—
BN ET,
FELRWEEZZA T V=27 b2 AN LGS, ROWTEETTEET,
[ZOARIDOFH LWAT =7 & L TEM (AddasNew Object With ThisName) %7 U v

7 LT, ZOL4FIOH LA TV =7 NeELET, BEANIL, FovI~—2T %7
Uy 7 LTIREFELET,

HLWAT Y =2 FOEM (AddasNew Object) ] %27 U w27 LT, HLWAT V=2 b
AERLET, A7 V=7 M EEIZRICTY, 42 AL, Ty o/ ~v—20 %7V
7 LTRAFLET,
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. Firepower * v hD—9F TPV FORE

ATy 710

ATy IN

ERTTICHFEEL T TS, FILNWA 7V 27 MIMERTEE T, T4 T V=7 MIE
HAEMAZ TRIFCTE E9,

T WMET A E2 7Y v LT, FEEE CEET, BIRARZ 227 v 7 LTH, 47
Y7 FEKFHIBRENT, KDYV IZ, Rxy U= T A—T 0 BHIBRESNET,

VB F T2y MEBIMLTES, [R1F (Save) 1227 U v 7 LTHLWERY hU—27 71—
TERERLET,

TRTCOTNA ADRELEEZ 7T L Ea—LTERLET,

Firepower %y FDO—0 4 T2z FDIRE

ATy T
ATy T2

ATy T3

ATv74

ATy TH
ATv 6

FIE

MO CDO F B — g X—T, [A7 V=7 bk (Objects) 1227V 7 LET,

FT e N7 4 & [fiFE (search) | 74—V REMEHL T, WETHA7 V=7 &R
DTFET,

Ry NT—U ATV 2s RERIRL, [72 3> (Actions) |4 > THitE7 A =2 & %7
Uy 7 LET,

[Firepower v bV —27 7= DAERL) TER LIZO LR LHET, XA T 07Ky 7 A
OIEZEMRELET, H: Xy NT—2 N —T 54TV NEEIRT5I121%. #E5ich 54|
T A avzrY vy s LET,

[f#1fF (Save) 127V v 27 L9, CDO X, BEDOEEEZITHT A AeFRLET,

[#E58 (Confirm) 1227 Vw27 LT, A7 V=7 NeZOHBEEZTHT N A~DEE &
/,_ji_b]\./\gzjqo

Firepower v F 0 —2 J )L— T DiRE

ATy T
ATy T2

ATvT3

ATy T4
ATy TH

FIE

MO CDO F 47— a =T, [A7 V=7 bk (Objects) 1227V v7 LET,

F TV N7 4B E [#R¥E (Search) | 74—V REMEH LT, WETHFy NI—2 7
N—"T%[BDOFFET,

Fo NT—2 TAN—FRBR L, [727 3> (Actions) |4 > TtET A2 ¥ 220y
7 LET,

FTV 7 NOARTERHE LIS U TERELET,

X NI =7 T N—FIZTTIZBNENTWEIA T V= bEFEFR Y NI =0 T —T %28
B3 5581%, ROFIEEZFATLET,
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#Hxy k7—2 I L—F~nemnoiEnen [

1. A7V MEEFRIIXRY NU— 2 TN —T ORICETREINBRET A2 ¢ 270
JLT, TNHEEFTLET,

2. Fxul~—0%7) v LTEEFNEEZRIELET, T HIBRTA2027Yv 7L
T, Xy NT—2 A —FBEEAEIBRTxET,

ATYT6 Ry hT—I TN —TIZH LRy NT—IFT V= FNEERy bT—7 7 V—T %8
TOHEIE. ROFIEZFETTLLERDHY £7,

1. [fE (Values) |7 4 —/L i, HLWEEZIZEGFEO Ry NUV—2 3727 FOL4HT%
AN LET, ANZBETHE. ANC—BT 547 P =2 MM ERIZMER CDO 12X -
TEREINET, BREINTVWDIREGEOAT V=7 FO1OERINT D0, AJILT=4HI
FRFEICESNTH LA T V= 7 MEERTE £,

2. CDO C—HMBHENTHBE, BMHFEOA TV =7 F2@IRT 51212, B (Add) 127
Vo7 LT, Xy NI— I AT V27 FERIFIRY NU—I T N—TZH LRy U —
7 T N—\EmL £,

3. FELRWMEEIZAT V=7 b2 AN LIZLEIE, ROWTNEFATTEET,

[ZOARTIOFH LNAT V=7 b & LTEM (Add as New Object With This Name) ] %
7 U7 LT, ZOLAIOH LA T V=7 haEkLET, EZ AL, T=v 7
~—2%7 Vv 7 LTRIFLET,

cHLWAT V=7 FOIEM (Addas New Object) 1227 U v 7 LT, HL\A7 V=
I MR LET, ATV M LERFALTE, AREZAN L, Fxvr~v—2
27U v LTRIFLET,

ENRTTICEEL T TS, STILWWA TV 27 MIMERTEE T, T4 T V=7 MIE
FEMx THRIFCTEET,

ATFwT1 [I1E (Save) 1227V v 27 LET, CDO L, BHOEELZIFHR) —2FK - LET,

ATw T8 [HEFR (Confirm) 1227 Vv 7 LT, A7Vl MEZDEEBEZITDHT NA A~DET 2T
ELET,

RTYT9 TRTOT NS ADORELEFE 7 L Ea— L TERALET,

HERY FT—D T IL—T~DEMDEDIEM

BT DN T _RTOT A, RFHET AR Y NV —7 T A—TNOfEIL. 5774V
ME] EMEERET, CDO T 5 &, ARy NU—27 7 v—"712 HEMOE] %800
L. TNWODEEFOIA Ry b T —27 A —FITBEEM T 720K DD T 8o 2 2ED
WMCTHZENTEET, CDONRT A ACEFEZRERT D L X0, AEBRESH, [F74
Vo ME) BEERY N7 T —FIZEHEMT 5TV DETRTOT AN, AT v va S
. LBMOME] BDEESNTZT A AZORT v a2 SNET,

el 21X, AAAZ4 DD AD AA Y —R"=0HV | TRTOWRNDT 7 A TE HMEN
DTV AEEBEZTHET, ZORWT, TXTOMETHEAT S [Active-Directory] &>
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B s5+0r9—vo—T~oEnnEnEm

IBHDA TV 2 NITN—TEER LE LTz, Z22C, 770 F 4T 4 AD 1 DIZEBHIZ2
DD AD P—_—ZBMLET, ZNEITHITIE. A7V =7 F 7 —7 [Active-Directory |
T, T 7U0FF 7 4 AT ﬁ®LMﬁkLT#m%EMLiTO_n%zo®#~ﬂ~i %+
7Y =7 & [Active-Directory] N—E L TW50, F723H ST 00N IXRE S L
i@hoLkﬁof\40®ADf4V%—N~@¢NT®%ﬁ#%?7tx?%i¢ﬁ\7
FTUTFET 4 A QODEBMY—R—RBHB) L2200 AD H— 33— 4D AD A A Y —
N—=ZT 7 BATEET,

)

G —BEMonWikGxry NI T NA—T N5 CBMOEEFER L CERLEZ 1 S0
Hxy NU—20 7 )—F _ﬁAf%ifoﬁﬂ_owfi\7%9ﬁ7/mﬁkwﬁ H % iR
THESHRLUTLLTZE N,

FIE

ATy 1 EfOCDO FES— a3 N"—T, [£7 V=7 b (Objects) 1227 U7 LET,
ATFwT2 FTx I NTUNEERRT 4=V REFEHLC, WEITLIHAERY VU= I NV—T %R,
DT ET,

ATv73 D@w@w/mmmy]N4VK%5%%74:>~f%&Uy&Liﬁo

«[T3A A (Devices) 17 4 —/V RIZiE, HRY NI =27 T N—TPIHET DT /314 A3
FKRINET,

o [/ (Usage) 17 4 —/V RIZ HEHER Y NT—7 T A—FIZBEM T S — et
MRFRENET,

[T 7 AV ME] 7 4 —V R, 771WB@X/F7 IHF TV e, AT V=T b
DOERSIFICIEE SN, E Ry NT—2 A —F BT b4 7Y = 7 MERTR
éﬂifo:@74~wF@ﬁK\:@?7¢wbﬁ%§U?N4X®ﬁﬁ%%éﬂ\7
Vo730 TNRARAEA T EHFRTEET, ZOMEICE#EMTONTA—NE
FHFRRINET,

ATy T4  [ENOE (Additional Values) ] 7 1 —/V RiZ, EE7- 3412 AN LET, A1&2BHMBETD
& lﬁ’*ﬁ?éﬁfﬁ:?ﬁ%itiﬁ#CM) WZE o TRRESNET,

AFvTE  FRENTWDIDHGFEOAT V27 FD1OERIRT 50, AT LTEEARTERITEICESOTH
wﬁ7/mﬁkéﬁmf%i?

ATvT6 CDO T—HEXMHENT-HE, BEOA 7V =7 FABRT A1, B (Add) 1227V v
LT, Fry hTU— ﬁﬁ7/:7%ihi$/h7 7&w~7%ﬁbw*yb7~7fw~
BN ET,

ATYT1 FELRWMEEZITA T V=2 2 A LTZHGEIE, ROWTNNEFTTEET,
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ATvT8
ATvT9
ATy 710

ATvIN

ATvT12

sgfry ro—s o L—ToenoEors ]

[ZDAHTIOFH L WAT Y =27 b & LTEM (AddasNew Object With ThisName) %2 U >
7 LT, TOAHDOHLWAT V=7 FEERLET, MEANL, Fxvr~—0 %7
Uy 7 LTIRAFLET,

LA T Y =2 FOEM (AddasNew Object) 1227 U w27 LT, HLWAT V=2 b
EERLET, A7 V=7 M EEIZRIC T, 42 AN L, Fevr/~v—2 %7V
7 LTRAFLET,

ERTTITAFELTNTSH, HILWA T V=2 MIMERTEET, ZTNbDOF TV =7 MIE
Hax TRFTE £7,

[7 /734 A (Devices) 15T, FHLBMENTAT V=7 MIEEMTONTWDELE Y
Uy 27 L, [T/3% ADEN (Add Devices) 127 Vv 7 LET,

WHIRT NA 2 @R L, [OK] 227 U v 27 LET,
[IR1F (Save) 1&27 VU v 27 LET, CDOF, BHEOEEEZ T 2T A ALFKRLET,

[ (Confirm) %7 Vw7 LT, A7 V=7 e ZDHBEELZT LT NA A~DET
ELET,

FTRTCOT NN ADBRELT 27 1L Ea— L TRERMLET,

HERY FT—V T IL—TDEMDEDIHESE

&M
ATvT2

ATv73
ATvT4

FIE

MO CDO F e — g R_"—T, [A7 V=7 b (Objects) 1227V v7 LET,
FT 2 NTANBERBET 4= REHHL T, MENGEDOF— =T A RNHLHLFT
Vx MEROITET,

[7 27+ ar (Actions) ] XA Sl DHMRET A 2 %2V rLET,

F—=N—=F A FMEZEHELET,

MEEZEEST DI, WET A 222 ) v 7 LET,

o [T/34 A (Devices) [FIDENAETZ Y 7 LT, HILWT AL ZA2EY Y TES, T7TIZ
FOBTHNTWDLT A, ZZFIRL, [ —3—T A FOHIBR (Remove Overrides) | %
IV FThHE FOT AL ADF—"—F A REHIBRTE ET,

*[7 74 /v M (Default Values) 1D ¥ KEIZ27 U v 27 45&, ARy NU—7 T b—
7 DEAMEIC T%iioAﬁz/bv 7 7 N—TICEEM T 5N TND T RTDT /A
AN HEIZHEID HTHERET,

o [A— =T 1 KfE (Override Values) 1® * KHlZZ7 Vv o 35L, IHFXY NU—2 7
N—T"DFT 7 AV MEIZTEET,

Ry NI =T T N—TNoF Ty NEHIBRT IR, #ICHIHRT A 2270 v
7 LET,
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B 70— avonm490z00

ATy TH
ATvT6

ATy 71

7T r—

[fR1F (Save) 127 Y v 27 LET, CDO L, BEDEELZT LT A A 2RKRLET,

[ (Confirm) &7 Vw7 LT, A7 V=7 e ZDRHBEEZT DT NA A~DET 2
ELET,

TRTOT NN, ZADORTELEFE LT 1L 2— L TERLET,

oA ITA4NEATOTH k

TV —vay T4 FT V=l M, Firepower 73 AL o TEHINET, 7
Vor—sary 74Ny 7 0= NI, IPERTHERSNDT 7Y r—yar, HH0EH
AT, hTAY, BT, VAT IR EVRALOBENIC L > TCT ) r—ya U EESR
THT74NEEERLET, A— FNOHEREZEHTLIRDVIC, ZN6DOAT V=7 FERY
P—THEHL, N7 T4y EEETEET,

277V r—2a b ZRETDHIEIFITEETR, 77V r—va s 74 0FEFRY v—
DOIERRSCEHZMF L LET, & 2E, VAIZNREL, BEVR AL OR#EERNMENT 7Y
F—varEIT_XGERL T ey 95, T78A ar ba— L b=V EERTEET,
A—FRZDLI T TV r—varOnTihEFHALELY ET56&, By varRnyay
7 SIET,

TV r—vay TANE TV NefHET, RV —07 SV r—2a 77
r—vary J4NEEBESEERTEET, AL, AT AV r—varEqE oy o
N—TZx L TEBEORY v —% BT 258121347 V=7 FBER]TT, AT AT,
HINCERINTWL ONDT T r—ary 74 AEZREENTWT, ZUHITREE-IZ
HifRcE ¥ A,

)

GE)

KR

VAL, VAT ABIOWERET — % X—2 (VDB) OEFai@ L CHEIZT ) r—a
VFEAT A EEFRLEBIMLTWET, FOED, FEITAL—AEZEETLZ AL, &I X
TDT TV r—vareEday 7 TAHL—LEHFLWT U r— g VICBERICHEHF T E

GE)  FDMEHED FTD 7 /34 AN CDO IZA v R—RKEhb &, 77 BAL—/LFE =i SSL H 51k
TERBININ—NVEEESTLZ R, TV r—ya T ANENT TV r—rary 74
WA FTVxl MIERENET, RENEEINIZIZD, T ADREAT — X AN [
A (Not Synced) JICAEHENDHD T, CDO NHREEERTHILENH Y £4, —f&IZ,
FDMIL, 7 AN Z ZFETIRGETDET, 77V 75— a7 4N Z 2T TV ir—ar 74
NEF Ty MIEBRLERA,
BREIRTR

s Firepower 77U r—ra v 7 4 VB 3TV =7 NOVERR & Rt
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Firepower 7 U r—> 3> 74052 #9015 rotemeEE |

ATVl FOHIBR

Firepower 7 7)) 47— 3> D43 7T ) FOER LIRS

TV r—vary TA4NE T 770 r VefERTHE, BOESNZT ) r—ya rERE
TUANBIZES>THNENAT )V r—a O N—T2RICTEET, ZOT7 7Y r—
ary I 4NE F TV NI, RY—THEHTEE T,

Firepower 7 74— 3> D4 0B 7T FOER

ATy I
ATvT2

ATvT3
ATy T4

TIVr—vay TA4NE T2y NEERTHIZE, ROFEEZFEITLET,

FIE

(7Y =2 b (Objects) |27 U7 LT, [A7TY =2 (Objects) | ~—T%FEKRLET,
(A7 Y =2 FOERK (Create Object) 1> [FTD]>[7 7'V 77— 3 % —E A (Application
Service) 127 Vv 7 LET,

FOFTT 7 bOF TV FBEATIL, LR THRBAEZATILET,

[7 4 v DiEM (AddFilter) 1227 Vv 27 L, A7 ¥ =7 MLBNT L5277 r—rvark
T4 NZ e ERLET,

BOIOY A MIE, A7 a— L350 A NTT IV r—va v nErahnEgd, [74
VH DFEMERTE (Advanced Filter) [ 227 U v 7§58 &, Z4NVE T arBERREN, T
TV r—va U ERGIGRIRTEET, @RL7EO, BN (Add) 1227V yZ7LET, 20
T RAEBYVIKL T, TFVr—2a 7 A AVAEBINTE T,

GE) 1207 4 VX EENTOEBOBERIZORBMRICH Y T3, 72 2E. VAZR 15
(High) | 721X (OR) TFEFIZEVY (VeryHigh) | &7 £4, 74X
71T TFEE (AND) | ThoH7=, VA7) TE (High) | £721% (OR)  TIEH
\Z@E\W (VeryHigh) | TH Y., 7>> (AND) BV R R & OREMED K (Low) | £
721X (OR) TIEFITIRVY (VeryLow) | &7V ET, 74V FZRIRTDHE, T4
AT VAR RENDT TV r—a URNEH SN, REEHZTHORTRERS
NET, N7 A NEEERT DL HINEMT 27 7Y r—a V2RI
ROF720, V= UZBIT5HMO 7 4V ZEZBIRL TS Z L E2MER LD T
EJu e
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B riepower 77U —var T L AT FO R

Filter Applications X

Categories
v v
v v
v
Filter the list of applications
Q
4 matches
Application
Name Description
MyWay Adware and spyware, categorized as an internet browser hijacker.
Olx.pl Platform to connect local people to buy, sell or exchange used goods
-P and services through their mobile phone or on the web.
PopAds Advertising network specialized in popunders on the Internet.
PopCash Advertising platform.

Cancel

[URZ Risks) 1: 77V r—a N0 X2 T 4 RY —ICRKTHATREMDN H 5 H
DT DI A EsiE ( IEFICEV) 26 TIEFICE V) £70) .

[BY A L OBEME (Business Relevance) ]: 77V 7 —3 g A3 B & THIC, koS
KHHOIRN THEA S LR ( PERICEN) 220 TEFICEY) £T0)

(%47 (Types) 1: 77V r—varniA7,

[TV — a7 ka (Application Protocol) ]: HTTP X°SSH 72 & DR A KEDi#
BERTTFVr—var7aba,

o[/ FA4T > h7r k=a/L (Client Protocol) ]: Web 77 UHREFA—VT TAT 2 MR
EORA N ETENELTWAY 7 =T 28T 75470 b,

* [Web7 7'V -r—3 2 (WebApplication) ]: HTTP k7 7 4 v 7 ONF /=3 ER S vz
URL #%9 MPEG E5 4 =X° Facebook 72 XD Web 7 7'V r—3/3

[#7 2V (Categories) |: 77V r—3 a3 v Oheh HERERE 2 4 5 — X0,
[# 7 (Tags) 1: B 72V, 77V r—2a 2T 5:80EH,
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ATy TH

Firepower 7 77— 30 J4 LB T2 29 FORE .

BEbENT- T 7 4 v 7 DEE, AT AMIE[SSLProtocol] & % 7T ENni=7 7V r—3 3
VIETERFEHALT, N7 vl BRI T A NE Y o TTEEST, ZOX TN NWT
Vor—a i, Bafbdn TWRWEIFESSNIZ T 74 v 7 TORBHTEE T, £
oy VAT AF, BEEINTENT T 4 v (R LI, FRERER LI T RN T
T4 w7 TERL) OHRTHRIZIT) ZENTELT7 SV r—ya i@ ssniz 77 4>
7 (decrypted traffic) | % 7 %HI0 ¥ TET,

[7 7V —3a>U AL (Applications List) ] (Hif FiB) : EFLOU R MDA T v avinb
TANBERIRTDHEZOV A NBEFIND D, BEOT7 A NZIZ—FTHT 7V r—

arEMRTEET, VT A NVEEEEENT S XIS, T4 NVEREROT Y

F—=rarvERRELTND L EHERT L7200V A MR LET, BHFEDOT 7Y

= ayERIIEEBOT TV =y ar kAT Y ey MBNT B2, T4 VAL SR
FUARMLENALEZBRLES, 77V 5= a a8 5L, 7o X iTEMAsni<
0 ET, TANZARELT V2T NMITAHEAIE. VARNLT S r—a UEIRIRL
RNTLIZEN, ZDO%, ZOA TV M, WIZ, 74 NMF LTI ESNT=T 7V

r—varERLET,

[OK] %7V v 7 LTAERARELET,

Firepower 7 75— 30 T4 W2 AT ) FDRE

ATy

ATy T2
ATvT3

ATvT4
ATvT5
ATvT6
ATvT1

FIE

(A7 Y=2 b (Objects) | #7427 Vv 7 LT, [F7¥=2 b (Objects) | X—TVZEE
h@‘o

FT2 T NTANEERBET 4=V REMEH LT, WETHA 7V FERDITET,
WMETHIL TV PEBIRLET,

SNSRI D [T 2 2 3 (Actions) |54 ChAHMET A2 £ %20 or LET,
AR D FNETIER LD ERI U FIET, ATl Ry 7 ADEEHRE L ET,

[fR1F (Save) 127 Vw7 LET,

CDO ¥, ZHEOEBEZITHRY) —2FR L E T, [#:R (Confirm) 1227 VU7 LT, 4

TVx) b ERORBEZT DY v~ OLEEETE LET
BE R

cHT V= b

ATV N T AN

ATVl FbOYIR
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B tecEwaroooo v

MBMERBA IO b

HHENEERA 77 MI. b7 40 v 7 OEELEFRITEREILETHAT N, AR A T
LHEEKREEZERZLET, IPT RLAEMBHTLIRDVIZ, ZhoDF TVl MR —
THALTCrT 74 v 7 &I CE £, 7-& 20, MIBRORGE2ER LT, RS TH
HAREMED®H D IP 7 KU AT RTEHRET HIMLER LIS, FFEDEA~DT 7 & R % BT H
[RTxE9,

WX, HENEE®RA T U2 PRI, BN RETT AR Y —CHEHESEIR T F
T, LIz, RICESKED 7 L—T Dbl EHOR) o —2ERT 58568, &7 27
ks AMEF] T,

WEBMEFRT -2 XN —XDEH

WICEH OB EHERT — X2 HH L C RN T 74 v 7 27 4 VX TE 5 K 5T, HIERfAr
BT — 2 X—2 (GeoDB) ZEMNCEH 252 L2 BEIO LET, BRAT, I
I Cisco Defense Orchestrator i/l L TEITTE L X A7 TliddH Y £H A, GeoDB & ZDHEH
FEOFERIZOWTIX, T3 ABRFEITLTNDH/3—T 3 D [Cisco Firepower Threat Defense
Configuration Guide for Firepower Device Manager] DIROtE 7 2 a v 2 HZB L T E S0,

VAT AN T —HN— R T 4 — ROEG

C VAT LTSN ZADFEH

Firepower BRI EFR 74 L2 ATV FOERERE

ATy
ATvT2

ATvT3
ATy T4

ATy TH
ATvT6

HWEALEERA 7 V=7 MEI, A7V =7 b=V THMTIERT 220, EX=2U T 4R
DA T 2 2 L TE T, TOFIETIE, A7V =7 b= b HBNLER
WA TV =7 bEAERLET,

WEMLERHRA 7V =7 FEERT 51213, ROFIEZIATLET,

FIE

(7Y =7 & (Objects) 1227 Y7 LT, [A7Y=2 L (Objects) | X—TV %R RLET,

[# 7<% FDOYERL (Create Object) ]>[FTD] > [#IEAIEEHR (Geolocation) 1 %227 U v 7
L\i—g’«o

ETOFT V= NOF TV bREAN L ARETHBEZANLET,

T ANH AT, BEELEBHIROARIOAN 2GS 2L, —BT5/EEOHDL 0D Y X
FRFTRSNET,

FT7 V=7 MTBMT S 1 DEITEROERHII DO T = v 7Ry 7 A A I LET,
BN (Add) 1227V 7 LET,
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FIvry rEEmt s wEuEEs

7TV bEBMT HAE  HEBHEFR

ATy
ATvT2
ATv73
ATvT4
ATvT5H
ATvT6
ATvT1

DNS &' )L—

FIE

(7Y =7 bk (Objects) 1227 Yy LT, [A7Y=2 L (Objects) | "—TV 2R RLET,
TANERFIVERRBET 4 — IV REFEHL T, 7V =2 bEROITET,

[7 27 a3 (Actions) 14 T, [fR# (Bdit) |27V v 7 LET,

FTV 2l NEEERE LY, A7V MCESCHIR A BN E 2 IFEIBR -0 TE £,
[R1F (Save) 1 &7V 7 LET,

WEBEZTDHTNA AR LHEAIT@EMEINET, MR (Confim) 127V v7 LET,

FTONA AFTNIRY =R Z T 25815, [T/3 AL —E 2 (Devices & Services) ]
NR=UERE, BFEEZTLE2—LTT A ACEBRLET,

JAIToxHo bk

RAA =LY AT L (DNS) Z/b—71%, DNS P —_—B L OBEM T S5 Tnb i o
NOBEO Y A M ZERLET, www.example.com 72 EDEEES K A A 4 (FQDN) % IP
7 RU AR T 2 DIZiE, DNS r— "—NUETH, FHA L H—T o f RET—H A
H—T 2 A AZRIPADNS I N—TF Ty MR Tx T,

HLWDNS V=747 V=7 AT 2RI, FTD 7 /34 AT DNS Hr— 3= S 41
TWAHRENRSH Y 9, CDO D Firepower Threat Defense 7 /34 AFZEIZ DNS H—/3— % 1Bl
$ %7, FDM T DNS #—/N—ZAER L TH 5. FDM #if{iZ CDO (2[4 2 Z LA T&E %
9, FDM T DNS — _—i&E & E E 72IEE LT 521X, [Cisco Firepower Device Manager
WA R] "=V a 64D [T—2ELVEES 2 —T 14 AODNSOER #2%
LT EE, EidEnbik,

DNS V' IL—T#4 T xH FDOERL

&M

ATvT2
ATvT73
ATvT4
ATy 75

CDO TH LWDNS 7N —T7 47V =7 MR T 21203, ROFNEEHEM L £,

FIE

FES =22 =T, [F7 Y=/ b (Objects) 147V v/ LET,

%@@7"?2?‘(&‘/ U7 LT, A7V =27 FEERKRLET,
C[FTD] > [DNS %' JL—7 (DNS Group) %7 U v 27 L%,

[A7 V=7 b4 (Object Name) | Z AL ET,

(LE) Sz BEmLEd,
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B onss—450:0 rome

ATvT6

ATy T1

ATvT8

&I

ATy 710

[DNS#—/3— (DNSserver) |DIP7 KLU A% A LETHRK6HEDDNS — —% BT
£7, [DNSH— 3—DiEf (AddDNSServer) %7 U > 27 LET, h——7 R A ZHIBR
THHAE, HIRT A2z ) v 7 LET,

GE)  UAMIERIETY, URAMORMOY—"ABEIHEHESNET, &R0 — 3,
FRED T —=InSIRERZAE SN WG EIZOMER SN ET, RR6BDI—/—
ZEMTEETR, VARSRTODIRMDOIEDOY = "—DHPEHA o F—T =
A AfEHSET,

[ RAA K584 (Domain Search Name) | # AJJLET, ZD KA A %, BREH I TN
RWIR A R (T2 & ZI0Z, serverA.example.com TiL72 < serverA) ([ZIBMSINET,

[FF381T (Retries) (DEEE AN LET, VAT ABIEE%(E L2 WEGEIZDNS h—r3—0
UARMEBRITTHETT (0~10) . 774/ MI2 T, ZOREF, 7—F A ¥ —
72 A ADFHTHEMASID DNS ZV—F Il S E T,

[#A L7 7 & (Timeout) ] DfEZ AT LET, KD DNS H—"—23IT7T HHNFHET 20
BTy (1~30) . 774N MEZ2HTY, VAT LB —"—=D U X M EHERITTHT
2. ZOZA LT Y MI2RBICRD ET, ZOREE, T—H A F—T oA ADHTHH S
A% DNS Z V— A Sk,

GBI (Add) 1227 Vv 7 LET,

DNS /' )IL—TA Tl FORE

ATy I
ATvT2

ATvT3

ATy T4

CDO ¥ 7713 FDM THERR S/~ DNS v —7F A7 V= 7 N fRE T+, ROFIELHEH
LT, BEODNS VIV —TFF 7V NefRELET,

FIE

FEF = a =T, [T V=7 (Objects) 227V w7 LET,

FTV = N7 4 H & [FFE (search) |7 4 — /L RZEMEH LT, WETHDNSTIL—THT
Y bERDOITET,

FTVx s NERIRL, [727 2> (Actions) |34 > T A a2 ¢ %2090 LE
R
ROZ N ONTIERELET,

TVl N,

o [#2B7 (Description) ]

¢ DNS #h—/ 83—, ZD U R 226 DNS H— "—%fRdE, B0, E723HlRcE £9,

o FAA R4,

U rTA,
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ATy TH
ATvT6

s S —T4I0 x4 roik ]

s XA LT T b,

[PRAF (Save) 1227 VU v 7 LET,
TRTOTNA ADRELEEZT L 2a— L TRHLET,

DNS ' )L—TA T FDHIK

ATy I
ATvT2

ATvT3
ATy T4
ATy TH

DNS H—/\—

FEAEAF TP

CDO 5 DNS ZV—7 47 V=7 M EEIBRT 5121, WOFIEEZHEHALE T,

FIE

TS a =T, (A7 V=2 b (Objects) 1227 Y v LET,

FTV = N7 4 H & [FE (search) |7 4 — /L RZEMHEH LT, WETHDNSTIL—THT
D bERDOITET,

G727 FEBIRL, [HIR (remove) | 7A 28227 v LET,
DNS /NN—T7 %7 V=7 FaHld 52 Ea2mERL, [OklZ7 VU v 7 LET,
TRTCOTNA ADRELEREZ 7 L Ea— L TERLET,

GIWN—T AT x5 FZEFIDDNS —/N\—& L TEM

DNS /=T 4TV =7 ME, [T—HA ¥ —7 x4 A (Datalnterface) ] F7=i [EHA >~
X —7 = A A (Management Interface) ] DESEDNS 7V —7 L L CGENTE £9, FEMicoOW
TiX., [FTD Of%E] 2L T E 3N,

7I~

T U NVGEREZ, RARCEHRSNDT UV ID 28 L E3, GEEE, SSL (X a7
Y/ b LA%) . TLS (Transport Layer Security) . 33X O'DTLS (F—% 7 7 A TLS) ##i
(HTTPS <° LDAPS 72 &) (T S £ T,

TNRA AMFEITLTWNDR— 3 N2 DWW TIE,  [Cisco Firepower Threat Defense =22 7 o ¥ =
L— a3 54 K (Firepower Device Manager H] @ TEHHAIEERAT V=7 | OEILH
% [REBAEICDOWVT) BEV REAEDRE UBEOE 7 v a v EZRLTIEEN,

I

EFEAZE(IZDINT

FOHVEFEIT, FRECEHSNA T U2 NIDEERE L ET, FUXAARAEICIL, 4§,
U TR A4 HM. F7IEIP T RLAR Y, a—WF—F 7713531 R BT A1
WREENTET, TUXNGEREILL, 22—V EREIT A, ZROARF—Da -1 E5ENT
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B suecemsnzmngs 7

WET, FEBAEIL. SSL (X =7 Y& v b LA %) . TLS (Transport Layer Security) . 35 &

W'DTLS (F—% 77 A TLS) #&kt (HTTPS X° LDAPS 72 &) (TSN E T,

WOEA T OFEEEZERTE ET,
« NERSERAZE : NI ID ZEFEIT, BED Y AT AFIIA A FOFEFAETT, bl
OpenSSL Y —/v ¥ v h & L CHAGTAERKTHZ &b, RiERNOEGTHZ LT
9, HOBAEAEEZAERTH L TEET,

VAT AL, FOFEFE, ERITESHZ THEH T 2ERTIER SN NERGERE
(DefaultInternalCertificate 3 J O DefaultWebServerCertificate) 237/@ L £9°

RNEREREER (CA) FEBAZE : NEE CAGEIEIL, MOFEAEDOBLIZV AT ABNMERA T
LREAETT, I OFEIEL, EAGIKIEEE CA7 Z I L TNEAET AT T«
TAREAELE RV ET, CNOIXCAGEHETIIADTTN, TAT VT 47 4 FEHE
TS T, 5T OpenSSL Y —/v% v FEHHLCHYCTERTLIZ &L, i
RNoBET6ZEbTEET, BOBANTCATEAEL AR THZ b TEET, A
LB CARENEZRET 25 E1E. CAIXT A AHKTE@ L £,

VAT AE, TOFEFE, FREEESH CHETATE A3 FRER SN CA FEHE
(NGFW-Default-InternalCA) 2@ L £9,

EEETE SR (CA) FIHAZE . (EETE 5 CAFEAEIL., thoOEHAEIZIBELTH72D
IR ENET, ZHITECEL S, b— MEHEZE LI £, B0 CAZEHEIZ &
DIITSNDREIEIL, TAGEAE &I E T,

FORESR (CA) 13X, FEFAZEIC B4 LTEZOREEMRTHI T, T f AE T2 —
P—DT AT T 4T 4 ZRET 5, FETXLHETYT, CAX, ARF—F13WE
X—DE B LEFH L CEX 2 VT 4 ZRFETHPKIZ T F A NT, T UVHXGEAES
FBITLET, CAlX, BETE DY — K /8—F ¢ (VeriSign 72 &) OFE L HIVE, R
PIZRE LT T A4 X—FCA (£ /1"T7ACA) ODFAELHY ET, CAIL, FFHEZER
DEM LTV NGEAEDRITEITOET,

VAT DL, BELFTFAEEN S OLBOEETE S CADFFHELEEN TWET,
INSIIHELDOERST 7 a3 DI SSLEBSLRY —nFHH L9,

FERBIZDOWTIE, T35 AMFAT LTV AH/3— 3 D Cisco Firepower Threat Defense =2 > 7
Fa2l—v a3 A K (Firepower Device Manager ff]) [J55&] @ [Reusable Objects| DFE(ZH
% [Certificate Types Used by Feature | Z#ZHi L T 72E VY, https://www.cisco.com/c/en/us/support/
security/firepower-ngfw/products-installation-and-configuration-guides-list.html

BHEETHERASINSIAESI A T
EHERBICHE LT ¥ A 7T OFEAEZER T 2 LENH Y £7°, IROREIL, FEAENRNLETY,
FATUOTAT4R)o— (F¥TTF 4T R—%)L) : REGIAE

(AFvay) X7 T4 T R=ZNETAT T 474 R —THERELET, ZOFE
HEE, 2= =0 AFZiEH L. B0 —¥ =2 CBEEMN TN IP T FL2AZBST
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HIEEED

)

axX A&

anzoxz ]

HZEEHEHME LT, T INA ANDFBIEDBRIZART AMLENDL Y £9, GEAELAIE R LN
L T ATABAER SN GEAEEZEA L ET,

SSL#EERY >— : WER. NEBCA. BLWEETE 5 CAEIRE,
(%7H) SSLEHARY v —ik, LLFOBMDTZDEEZHH L £,
« WERRERA FIIBERN O F — 1 5 v — T S v E 7,
« WS CAREREIL, 7 747 hE FID 731 A0 ® v > a VBT 5 & 22,

Fh DG /L— VI S E T,

< fEETE % CAENFE

o ZOREAEX, FIDT ANA A &Y —N"—fllOt v v a VEERT D L &I, BEALD

WHEA—VICE#ENICER S NE T, TOMOFEAEL TR LD, b O E
SSLEBRY o —CHEHIEHRELEHA, ZNOITHIZVAT AT v a— R+ 54
ERHY ET, VAT ATIEZEOEHTE D CATEHENREG ENH20, BIMOGE
HELZT v 7 e — RT20EIRNZ R £7,

* Active Directory L'V AA 7V = 7 b EAER L, K5 b E2EHT L5742 MY
Y= N—ZRET DA

TATUT 4T 4HRY —F71F SSLE LR Y o —CEHAINDFEAEL, PEM 721X
DEREHX D X509 GEHAETH D MLE R H Y £7, OpenSSL Z i L CHLEITIL U CREBAE A £
RLZY, BHTEAIEERLOEG LZY., FRITHCEBLTEHEEZER LY T £,

UTOFIEAZER LT, SEAFA T V=7 bEMER L ET,
« N L OWES CAREEFE DT v 7 r— R
fEHTE D CAFEAEDT v F'r— R
« B BA NI X OWHE CA GEE O 4R
cAEHEFEEZFREIIRET 22T, FEHEORET A 2 ETRKRT A 2220 v 7

LEJ,

cFEHELHIBRT DI121%, ZEOERAEDO ZHFHT A a2 HIRT A=) 27V v 7 LE

T, (A7 V=7 bR 2L T ZEN,

NERES L URE CASEBRED 7 v JO— F

NER ID SEBAEIE, BED VAT AFZIFA A FOFEAETT, Z# 513 OpenSSL Y —/L3 v
AL THESTAEKRT S22 L, FRAHRNOEGET A2 L TEET, ACEAENEL
BT HZEHTEET,
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FIE

ATy T

ATy T2

ATvT3

ATy T4
ATy TH

Cisco Defense Orchestrator DA |

RNEBERELR (CA) FIBAE (W CAGEME) X, thoOEHEDELIC AT ABMEMATE 2
RERAETY, IO OFERAEL, ARKIIEE S CA 7 Z I L TN T A T T 4 7 « ik
HELRLVET, ZNUDIXCATEHETIIATTIN, 7477 47 4 GEAFETITEL T
9, ZAHIE OpenSSL Y —/v&x v b EMHLCHSTERTHZ &b, BN OEET 2
ZEHTEET, BOBEANI CAGEAELZ AR THZ L TEET, HEBELANE CAGEH
EERETDHHAIE. CAIXT A AAKTEE L £,

IS DOHEHEASER T AEEEDOTEMICOW T, [HEETHEA SINIEAESY A 7] &5
L TLLIEEN,

COFIETIE, GEAETZ A NVET v 70— T 50, BHEOGEHEDTF A 2T F A b
Ay 7 AZAEO AT, NERRERE E 721X CAGEEAERR L E 3, B B4 IEHEL A
BT o%A1E. THEBAWHEB LUOWE CAREEDAR] 25 L T EE0,
WERFEAE F 72 IINER CAFEAEA 7V =7 M EERT 2548, I3 LWGEHEL 7V =
7 FERY =BT 5551, ROFIRIZIENET,

FIE

WONWT NN EFITLET,
(A7 V=7 b (Objects) | —Y TiFHEA TV =7 ME/ERLET,
1. FEXF—va =T, A7V =27 b (Objects) | Z#IRL 9,

2. 752Ky W8 %) v s LT, [FTD] > [GEBAZ (Certificate) ] ZiR L £,

c ARV —ITH LWREEA 7 P =7 PEBINT S L &2, BiLnA 7 V=7 FOrER
(Create New Object) 1 %27 VU 27 LET,

[Name] \ZFEREDOARTAZ AT LET, AR, RERHCA T V27 & LTORER S,

AEFAEARICIIE ENE YA,

27w 71 C, [NERFERE (Internal Certificate) | & 7213 [WNHICA (Internal CA) ] Z @8R L £

R

AT 2T, [Ty 7 r—F (Upload) | % &#INL CitlE 7 7 A V&2 T v 7r—RKLET,

AT v 73T, [P—3—FEPE (Server Certificate) ]I T, FREHEDONE LT F A FR v 7
WZRED ST 20y, T4 — ROFBIH > TGEREZ 7 A V2T v 7a— R LET, fEAE
BT XARNR Y 7 AZHE0 T D854, REBEIZ BEGIN CERTIFICATE & END CERTIFICATE

DITEZDLHMERH Y £7, WIZHZRLET,

MITICMTCCAZoCCQDJAUV3NGK/cUjANBgkghkiGIwOBAQsSFADBAMQswCQYDVQQGEWJIV
UzETMBEGA1UECAWKU29tZS1TdGFO0ZTEhRMB8GAIUECgWYSW50Z2XJuzXQgv21kz210
(...5 lines removed...)
shGJDReRYJQQi1hHZrYTWZAYTrD7NQPHuUtK+Z1iJng67cPgnNDuXEn55UwMOQoHBp
HMUwmhiGZ1zJM8BpX2Js2yQ3ms30pr8rO+gPCPMCAWEAATANBgkghkiGO9wOBAQSF
AAOBgQCB02CebA6YjICGr2CJIZrQSeUwSveRBpmOuoqm9802Z+5gIM5CkggfxwCUn
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ez cagnzory7o—F I

RV7LREQGFYd76V/5u0rdWx2ZCiqy6+zuQEm4 ZxWNSZpA9UB1xFXJCs9MBO4gkG5D
v1k3WYJfcgyJ1l0h4E4b0W2x1iixBU+x0OTLRATNbKY36EWAGSCcw==

ATYT6 A7 73T, [[EHESX— (Certificate Key) ]fHIK T, F—DOHNK% [FEHEX— (Certificate
Key) 1 7% A MRy 7 ALV T B0, 74— ROBIZHESTHF—T 7 ANV ET v
2—RLET, =27 F A MRy 7 B0 1 525G, % —I21L BEGIN PRIVATE KEY
F 721Z BEGIN RSA PRIVATE KEY. 35 X U'END PRIVATE KEY % 721% END PRIVATE KEY 17
BDEENTWDHLENRHY 7,

GE) FIRE L TEEE A,

ATy 7T B (Add) 1227V 27 LET,

{ERETEHCASIRAED 7y JA—F

FHETE 2R (CA) DOFEHFIL, MMOGEAFEICELTLOIERNSNET, ZhITH
CEA SN, — FEAESFHINE T, B0 CAGERFIC LY BTSN DFEFIL. TALE
HE LI ET,

IO OFFHELZFHT ABEEOTEMIC OV T, [REETHEHENGHFAEL A7) 25
BLTLEEN,

AEBOFRFER N HEFH TE 2 CAREFEZ UG 27, BHOWHE CA 2/ L T (OpenSSL
Y=V EMHAT 57 E) CAREHELZERLET, 20k, ROFIEEZEH L CGEHEEZ T »
7u—RKLET,

FIIg
F|i§
ATV OELLNEEITLET,

«[A7V =7 (Objects) | X—V TiEHEA 7P =7 bEERLET,
1. 7=y a3 R_—7T, [F7 V=7 b (Objects) ] IR L £,

2. TTRAREL 7 U w7 LT, [FTD]> [GEBAZE (Certificate) ] Z IR L £,

e ARV —IZH LWEEEAS T V27 REBINTS L X, (HiLnd 7 Y= 7 FOERK
(Create New Object) 1227 U v 7 LET,

ATw T2 [NamellZFEAEOARTZ AT LET, 4ENE, BRERICA T V27 A E L TORERH S,
REAEAMRICIIE ENEE A,

ATy 73 FlE1TE, SMBCAFEHE (External CA Certificate) ] % 3%®R L. [#ifT (Continue) %7 U v
JLET, Va4V —RKOFIEN 3 IR T T,
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B cczamsssvns cATRE0ER

ATvT4

ATy TH

FIE 3 TiE, [REAZEONE (Certificate Contents) | FEIKIZH 5T F A bR v 7 AZFEHAEON
BEEVAIT 50, U4 P — FOBPUNE> CGEAEFEZ 7 A V& T v 7 r— RLET,

EERHEIL, ROHTA RIA NZEH L TWABMERH Y £,

FERAZENO Y — AL, = XORA NG FELIZIP T RLALE —H L TWALERHD
9, 7z IP 7 KL A& 1LT10.10.10250 ZfFEH L TWA DI, FEAET
ad.example.com Z i 14 2% & #Hahe 3 R L £,

ZEAAET PEM % 721X DER JER D X509 FFFAETH DL MLENRH Y £,

BE Y 51 5 EFB £ 1%, BEGIN CERTIFICATE & END CERTIFICATE O1T% & 5 LBEN &
DET, wRIHZRLET,

MIIFgTCCA2mgAwIBAgIJANvdcLnabFGYMAOGCSGSIb3DQEBCWUAMEcxCzAJBgNV
BAYTA1VTMQOswCQYDVQQIDAJUWDEPMAOGALIUEBwWWGYXVzdGluMRQWEgYDVQQKDASX
OTIuMTY4LjEuUMTEUMBIGALIUEAwWWLMTkyLjE20C4xLjEwHhcNMTYxXMDI3M]jIzNDE3
WhcNMTcxMDI3MjIzNDE3W)IBXMOswCQYDVQQGEWJVUZELMAKGALUECAWCVEgxDZAN
BgNVBACMBmMF1c3RpbjEUMBIGA1UECGWLMTkyLjE20C4xLjEXFDASBGNVBAMMCZES
Mi4xNjguMS4xMITICTIjANBgkghkiGIwOBAQEFAAOCAG8AMI ICCgKCAGEASNceYwtP
ES6Ve+S9z7TWLKGX5J1F58AvH82GPkOQdrixn3FZeWLQapTpdZt /vgtAI2FZIK31lh
(...20 lines removed...)
hbreHOgK1OwXbRvOdksTzTEzVUgbgxt5Lwupg3b2ebQhWJz4BZvMsZX9etveEXDh
PY184V3yeSeYjbSCF5rP71f0bGITu6+ud4EfHp/NQvIs9dNSPMEfXKieqpuN200jv
2b1lsfOydf4GMUKLBUMkhQnip6+3W

LEO (Add) 1227V v 7 LET,

BEERNERE K UAER CAERAZ DA

MER ID SEBAEIL., FFED Y AT A EZITARA FOFEAETT, Z451% OpenSSL Y — /L% v
AL CTHESTERTAZ L, RERNOESET 220 TEEd, HOBELEHES
BT HZEHTEET,

REREREL/D (CA) FEBAE (NEB CAGERIE) 1%, MOGEHAEOZEAIZ VAT ANREHTE S

FEETY, IO OFEHER, EARIREE LS CA7 7 7B LU TNE T AT T 4 7 4Gk

HEBELRLVET, THULIZCATEHAZETIIADTIN, 74T 7T 47 4 GEAZETIIES) T

T, ZHBIE OpenSSL Y —/L X v FEAFH L THSTERT S Z &b, iR LEET 5

_&%T%iﬁ HOBAWH CARGEEZER TS 2L TEEd, BABELWNE CAEH
ERETLHHAE. CAIIT A ARKRTEH L 7,

Flo, INHOFEREIL, OpenSSLZFEHA L TERT A&, (G TEXHCANLEIFL T
Ty 7ua—RTHIEbTEET, T TNHBIONHCAEAEDT v 7a— K] 2%
L TLSIEEN,

IO DOFEAFELME AT 2WEEOFEMIZ OV TR, B THEHN SN DIERES A 722 L
TLIZEVY,
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ziE |

\)

GE)  FLVECEAEHAEIISEOFIHIM CAR SN E T, BRGNS AN M FER 2 i
LTSV,

D
of

BUOBAERAELFOTNNA AT v 7 7L — K35 L, MENEATLAREMLRH Y 97,
FEHZOWTIE, T LWEEAZEOR ] 22 LT &0,

FE

ZOFMETIE, va Y — RICEYZRGEAEY 4 — LV NMEZ AT 5 Z LIk, BEES ]
EEAARLET, GFHEY 7 AL 2T v 7 — R L THREE - IXNE CA GFHE A BT 5 45
A, THEB LN CAEAEDOT v Fu— | 2B LT FEF I,

HOBAREREL AR T DI1E, ROFIEZFATLET,

FIE

ATV ROWT I EFITLET,
[A7Y =2 (Objects) | _X—V TiEHAEA TV =7 FEERLET,
1. FEXF—va =T, [£7 =27 (Objects) | Z3&RL F7,

2. TTARAREY 7 U v 27 LT, [FTD]> [GEBAZE (Certificate) ] Z &R L £,

e ARY U—IZH LWGEAEFEA T V=7 FEEBNT 5 X, HiLWnA T Y27 FOERK
(Create New Object) 1 %27V v 27 LET,

AT T2 [Name]lZFEEOARTA AT LET, ARilE, RERICA T V22 MM E L TORER S,
FEERERICITEENEE A,
AT9 T3 277 1T, [NEBFEE (Internal Certificate) ] F721% [NHFCA (Internal CA) | Z3&R L £
ﬁ‘o
ATY T8 A7 72T, [BEEA (Self-Signed) | IR LT, ZOTFIETHCEAMEAZLERL £
j—o
RT9 TS GEHEOHA B LORITEOHFRICOWTL, koDt 1 2EFELET,
«[E (©) (Country(C)) ]: Fry ¥y hU X b EIa— FEZRIRLET,
* [EREAFUE (ST)  (State or Province (ST)) ] : sEFAZEIZE © D ABIENF IR,
o (M E 72 13ABTT (L) (Locality or City (L)) ] : #0478 &, FERIEICE D 5 i,

* [¥f% (O) (Organization (0)) | : iEFAZEIZE ® DMk £ - IO 4RI,
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. IPsec 7OR—HFILDRE

o MR AL (GEFY)  (OU)  (Organizational Unit (Department) ) ] : FIEFA G 6O 2 #HAR AL
DAHT G4 7R E)

o [3t#4 (CN)  (Common Name (CN)) | : sEBEICE ® 5 X500 @4, 2k, 731
ADLHT, Web¥A b EITMOLFINTTEET, ZOERIL, BFITEFRREHO
SOIHETY, e 2E, VE— b 77 &R VPN THHT2NEGEAEIC CN 289
LUMEMRDHY FT,

ATv76 B (Add) 1227V v7 LET,

IPsec 7 OHR—HFILDEXTE

IPsec 1L, VPN Z X ET DG O b LR ITIED 1 DTT, IPsec Tk, IP /X7 v b LL
TOT—Z WS bRt S i, EEFISICHEIL L 2B Rt X2 U 7 40 VY a—T a Ut
ENFET, IPsec TIE, T—XIL b3 AENLTATY v 7 2y U7 BRHATEEINE
To bR, 20D ETHOE X 27 TimBlAY 285 S A TY, IPsec b R/L% @i
L8774 713 FTUART =Ly FEMEINDDEX 2T 4 Frhae Al
A LDAEDHIZ I > TIRI#ESLE T, IPsec Security Association (SA : X = U7 ¢ 7V
T—vay) ORXIvE—Ta VPIL, BT T, mFOETICHETS T AT 4 — A

Y FBBRBEINET,

IKE /3= = > (IKEvl %72(X IKEv2) (2330 T, BIEO IPsec 7 RA—F L A7 =7 |
R ET,

« IKEv1 IPsec 7' 2 AR—HW /L &2 ERT 256, IPSec NENMET 52— RAEIR L, LERREE

A ATBLIORIEXYA TH2ERLET, T3 Y ALIZFE—OA TV g U ERINTE
£, VPN TEEOMAE DY Z VR — b 5121%, 5D IKEv] [Psec 7 12 R —H /L 7
TVl NEERLTGERLET,

« IKEV2 IPsec 7' 12 AR —H /L ZAERLT HBEIZ, VPN TH AT 5T _XCORF L7 /L3 U X A
ENy VAT I AAEBRIRTEET, VAT AL, REEZEXF2T7ERKLE VLD
NOHRBIENHDIZNEZ, v~ v T NAONLETET LRIV =—T 3 U ETVE
T, AT L5 T, IKEvl EFEERIC, RSN FMAEDOEZEICEFET 2 &7
L FHAENDZTARTCOMABEDOEELBET DEOICH O aR—YPILE2EEFETEE
7T

ﬁftwmt%;)%4fmb:w(mmcilmwukmmummfmf LD HIZ
ERENET, ZHITEEE. ek, BIOT vF VLA —r 22384 L £9. ESPIX
m7m%:w&47mf¢o

)

GE)  IPsec N RN T SALEBIEOM T2 FEHTH 2 L 2HT L £,

WIZ, B IKENRN— 3 D Psec 7 R2AR—YPILOREFEZHHL £,
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IPsec TaR—FLt+ Tz togE [

eIPsec 7R R—Y)IL AT V=7 FOEH

« IKEV2 IPsec 7 R—H A7 r FOEH

IPsec 7OR—4FILATOH FOER

IPsec 7 R—HP L 3TV 2 M, IKE7 =z — R 23T — g VIFITHEHE IS [Psec 7
OR—PNLERELET, IPsec 7 2R —F /L, IPsec b RAND T T 4 v 7 Z{Ri#ET5H
ToOEXa T 4 Tr a7 I XAOMAGDEEER LE T, IKEvl & IKEV2
kLT, B4 7V=7 R H Y £9, BIfE, CiscoDefense Orchestrator (CDO) (X IKEv1
IPsec 7O AR —PFNAT V27 e R—FLTHET,

BTkt x 2 VT 4 7o hajb (ESP) 1. IKEvl & IKEv2 IPsec 7 2 /R —H /LD )51
EHENET, Zo7a haricky, Bk, Bk, BLXOT7T 7V LA —ERREE
LE9, ESPIX. IP a2 ko)L #4750 T7,

\)

GE)  IPsec b RN THF AL EFRFEOM T A FHTHZ L 2 HERE L £,

EENEYD
IKEv1 IPSec 7R R—HP N ATV =7 N OVERLE -1 3mE

FTD IKEv1 IPSec 7AR—HFILA T o FOERFE=IIIFESE

EFFAHDBED IKEv] IPsec 72 R—VPFARH Y T4, ZTOMOER 2T 4 REDHMAE
DEEEETIH LT o R =L EERT DL TEET, VAT AERAS T V=7 bO
RECHIRIZTTE ¥ A,

WOFNETIE, [A7 V=2 b (Objects) | =V NHEEST V=7 MEERBLOWRET S
FTFEIZHOWTHBH LE T, Y ME VPN 8540 IKEv] IPSec X E&FRE L CWA I, 47
Y/ bUARMIFEREIND [HHIKEV] Z 2R —% /L OERK (Create New IKEv] Proposal) ]V
7 %7 Y7 LT, IKEVIIPSec 7 R—YV 47 V=7 FafERT 52 b TExE T,

FIE

ATY TN FEeF—2 a2 "—=T[47 Y= b (Objects) |27V v/ LT, [A7 =7 b (Objects) ]
/\O*‘:‘/\‘%ﬁﬁ_\‘bi—g—o

ATV T2 WONWTNOENEEZFEITLET,

s HEDT T ARH 7Y v 7 L., [FTD]> [IKEvl IPSec” = 7" —# /L (IKEv] IPsec
Proposal) | Z#IR L CHLWAT V=7 FEERLET,

eI T2l b= T, ET D IPSec TR AR—YALEEIRL, ARIO[T7 Vv a v
(Actions) ]XA > T [fm#E (Bdit) 227V v 27 LET,
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B xezipsec Fok—yLtrIocs roEE

ATFYT3 HL WA T2l v OF TV N EATILET,
AT w T4 IKEvl IPSec 7aR—YF N ATV NAEETAHE— REBIRLE T,

o NURNLE—RTIXIP N7y NEEN I T vALEIILE T, IPSec ~v Z—73, JTD IP
Ny B —=LHLWIP N~y X —LORICEBMENET, BT 74/ 8 TT, hrxin
E—RiE, 774 T 04— NVOERICHHFEA N EDMTEZEIND N T T4 v %
T AT I —IPEET DA LET, horrbE— NI, A ¥ —F%y held
DOIEEL Y NV =7 2N L THEREINTWE2O00 7 7 A4 T 74 —/L (£7213Z 0o
X274 F—bvxA) MTEEO IPSec NFEHE SN AHIEHED LTI,

s NI UVAR—FE—FRTIHIPXTry O EAET 0 havEiFnys ek sinnEd,
IPSec ~v & —|E, [P~y X —L Bfff@ 7 m haj~y & — (TCP72Y) L DOMICHHAS
NET, FTUAR— b E— RTHX, EEILHRA N ESESEAR A RO 5723 PSec & AR —
FLTWAMERNHDET, £, NI AR—F F— FiZ. R RADFEELE T IP
Ny MO THAEEICTETERESET, NI, P AFR—K E—F
. LAY 2FERFLAYIDRRY S 7 baj)y (GRE, L2TP, DLSW 72 &) %
T DB R SN E T,

AT9 TS ZOTaR—¥ LD [ESPH; 5/t (ESPEncryption) | (B 7 bt X2V T 4 7 a ha ks
) 7TVWAYXLERIRLES, A7 a VOBHICOWTIL, AT T LT Y XL
DWREESR LTI TZI N,

ATYT6 PRFECHEAT S [ESP/Nyy v = (ESPHash) | £72138 AT LT XA @R LT, 47
Ya ORI ONWTE, HT D Ny v a TATY XADOREEBRL T EE0,

ATy 7T BN (Add) 1227V 27 LET,

IKEv2IPsec 7AR—5I)ILA Tz FOER

IPsec 72 R—HFNL A7V M, IKET7 = — X2 3T m— g VERICHEH &5 [Psec 7
OR—YPINERELET, IPsec 72R—H /LTl IPsec b RIVND NT 7 (v 7 wff#ES
L0 X 2T 4 Tubhart Tl AAOHEEDEEERLET,
IKEv2IPsec 7 1 iR — VL B AEK T D BRIZ, VPN CHA[T 5T X CORE ST T b Ly
Va TN ALEFERTEET, VAT AR, REEZEXF2TERRLEWVLONLR LK
WHDIZW 2, ~ v TFRROMBFETET ORI T —v a3 U EITVWET, Zulk-o
T. IKEvl & [FIREIC, A ENIBMAEDLEEMANCEET L L7, FRENDST T
DIAG DR ERET HTOICH DT e R —YP L ERETEET,
EELEY D

IKEvV2 IPSec 7B R—H ATV = 7 s OVERLE - 13wk

FTD IKEv2IPSec 7OR—HILA T o FOERE-IERE

TEFF A DBED IKEV2 IPsec 7B AR—FLBHY 9, ZOMOEX 2V T 1 3% EDOMAE
DEEZFEETLIH LT R =L EERT 62 TEET, VATLAERSI T V=7 MO
ECHIBRII TE EH A,
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ATvT1

ATy T2

ATvT3
ATvT4

ATy TH

so—r ke Ry v—nE [

WOTFIETIE, [A7 =27 F (Objects) "=V NHEEAT V=7 FEERB L OWEST D
FHEIZOWTHA L £9, VPN #60 IKEV2 [Psec R EAE L TWARIC, 7Y =27 Y
A MIEREND [FHRIPsec” 12 R —F /L DIER (Create New IPsec Proposal) [V > 7 %7 U v
7 LT, IKEV2IPsec 7O R—H )L 7V =7 baIERTAHZ L TEET,

FIE

FESF—Ta NN —T[A 77 (Objects) [#27 Vv 7 LT, [F7T=7 b (Objects) ]
R=UERRLET,

WRONWT I OBEEFZEITLET,

s HEDT T ARH %27V w7 L, [FTD]> [IKEv2 IPSec” 1 7R —# /1 (IKEv2 IPsec
Proposal) | Z®INL THLWA T V=7 FEERLET,

cF TV FR—=U T, T D IPSec T R—H AL EBEIR L, MO [T g
(Actions) ] ~A > C [k (Bdit) 127V v 7 LET,

HLWA T2l "OF T2l ML EATILET,
IKEv2 IPsec 7 BN —W /AT V=7 FOFRE :

o [ 54t (Encryption) ]: 2O 7 aR—HLDH FEifbtx=2UF 4 7 h=ajL (ESP)
BELT LAY X, FATHTRTOTALIAY ZLEZRIRLET, VAT A0F, &KbM
WT LT Y ZENHIED TR OIFNT L ITY ALIZELET, BAETDHHLONERTX D
FCETERIY—FLET, ATV a VORI OWTIE, AT LR ST VY
RLDWREESR LTSN,

&AM N> v 2 (IntegrityHash) | : BREICAEH T 2y v a FI3EAET LT XA,
TFAIT 5T _XRTOT NI ALEZRIRLET, AT LF &bRNT LT Y X LB
DTHRHIWT NI XACELET, WETHLODPMERTEHETCE T LI rm—
FLET, A7 v a rOBBIZOWTR, ATy 273 XLADOREESRL
TLIEE,

LEO (Add) 1227V v 7 LET,

HS8—/NJ)LIKERY) —DEE

Internet Key Exchange (IKE, 4 % —3x v b ¥— 7 X F =) X, IPsec 7 DFBFE,
IPsec 5 5-F— DRI — g > LA, O IPsec Security Association (SA, ¥ = U 7 ¢
TYVvE—vay) OHBRELICEN IS F—EH T e 3T,

IKE XTI T —3 9032 207 = — ATHREINTWVWET, 7=2—X1TiE, 2D IKE ¥
THEOEX2) T4 TV arERrd - LET, THIZEY, ETIET =— X2
TERICBETERZ IRV ET, 7=2—R 203 T —3 g T, IKEIZ X - TIPsec
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B oxenxys—omm

IKEv1 7R1) & —

Cisco Defense Orchestrator DA |

REOMDT TV = a O SANHESLENET, WD T 2 — X THERO R T T —
Ta Ul aR—PAnEHENE T, IKEXeR—F LT, 2200 T7Horao— g
VERET DI I NGO T CHERSNAT AT X ADEy hTT, IKERT v E—
Ta ik, ol (GEA) IKER) U —ICABEL TV AEETICL > TSN ET, ZORY
Ui, BRDIKE X T — g R RET L0 SN X2V T4 NTA—X
ZRLET,

IKERVS—F7 V7 MIZNODORITL = —2 a3 IR LTIKE e R—HFLEE#H L
T, AT HAT V=7 NI, BTN VPN EfiZ r I — 5L EIEHTLHO
ThO, B LICRRDIKERY O—Z2HETH I LIETEERA, &4 7V =7 MOt
2R EBRIENLIX, ZNODHFTEDRY O —ZEMICRITT 202 RELET, /I WZ
ELEERIEMAEL RV ET, FA T —2 g THMFOET R R—FTEERY o —% K
DT bRITIUR, BTSN ERE A,

IKE 70—/ )L iR —2EFRTHITNE, FIKENRX—Va VEENCT 24727 Fai#
WLFET, FAIERINA TVl "RBERHERIZIR2WGAE, EX2 VT 0 R o—%
AT 28 LAY —Z B L £,
WIZ, T2V b R= Tl a—)L R —%RET D HEICHOWTEHBALEYT, VPN
B e mE L TS EXIZIKERY —RED [MwE (Bdit) 1227 Vw7352 LT, RV
—DHFIME. BRI L OYER TR E T,
WIZ, ZFNXN—=2aDIKERY U—OFREHFEEZHHLET,

« [KEvl RN VU > — i

o IKEV2 "R U v —DEH

NEE
IKEvl RV ¥ —ZEE L OWRET 5 HIEIZOW TR L E T,

IKEv1 K1) & —[2DW\T

/1’/5' 7/ =2 AF =Y (IKE) X—=Yar 1RV —F7 V=7 ML, VPN
P T T BRI IR IKEV] R U =& N TCWET, IKE L, IPsec ~<— A DiE{E D

%ﬁ%%%k#é%%£@7m%nw1#1%wt7®mwjmmﬁ%%%@%ﬁyi%
varvbllfi. BEXDRIPsec X2V T4 7V x— 3 (SA) OBHEENTICEAINLE
7

BEOFEFERINZIKEVI AU O—RNHFELET, HEICHE LAY —2RbiuE, [ReE
(State) 1 7 Nn&E 27V w7 LTAMMILET, X2 U T 4 BREOMOMAG O & KIS

DHLVWARY = fETEET, VAT LAERA T V=7 M, wEELITABRTE £
Ao

EENEYD
IKEvl AU > —OVERE 7= 13 E
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FID IKEVt K S—n e -iaime ]

FTD IKEV1 7R ) o —DER F = LR E

&M

ATy T2

ATv7T3
RTvT4

WIZ, AT V27 hR=Unb AT V=7 hEEEERS XOWRET 2 HEC OV THA LE
T YA ME VPN #t TO IKE 3R EDOERFIZ, 727 MY A MIERRIND HiLwn
IKEvl 78 U & —®{ERK (Create New IKEv1 Policy) |V > 27 %27 YU > 27 LT, IKEvl RV > —%
BT 252 &b TEET,

FIE

TS —va N —=T[AT7T=7  (Objects) |27 V27 LT, [#7Y =2 k (Objects) ]
/\o*‘:‘/“%ﬁﬁ_\‘bi—g«o

RONTNNOEEEZFATLET,

cFHWT T RARHK %27V w7 L, [FTD]>[IKEvlZR U ~*— (IKEvl Policy) ] Z &R L
T, HLWIKEVI R Y > —Z1ER L £,

AT FOR—=T T, RET D IKEVI R Y —ZER L, AR [#E (Actions) ]
74 RUT[HwE (Bdit) 1227V v7 LET,

[#7 Y =7 b4 (Object Name) ] % 128 SLFLUNTAN L E T,
IKEvl 'R /X7 1 R ELET,

o [(ESENARL (Priority) ] : IKE ANV > —OFEXIRIESENERL (1 ~65,535) . 2O 744
T AL T, HEOEF 2V T 4 T YT —ar (SA) ORI ITEIC, T o—
varIH2o00E T HEKTSHZ LT, IKERY U —DIEFARELET, UE—F

IPsec 7, IebmWTIA 4V T 4 R —TRIRENTWVWDHNRT A—F ZHHR— |
LTCWRWES, RIVEWTTAF YT 4 TEBESNTWVDRT A—XOMAZFITLE
T, E/NIWIEE, T4 FV T o REL< 7 £7,

[t (Encryption) ] : 7 =—R2 X IV T—3 3 U E{RE#ET L2007 2—X1F =
V7 7YvxT—vay (SA) ORI SET VI XA, 7 a0
FEACOWNWTIE., [EATARE(LT AT XAOWE] 2B LTI,

[Diffie-Hellman2 /L — =" (Diffie-Hellman Group) | : 2 -2 IPsec &7 MO LA ¥ — %
HWCHEET 2 Z L2 <BUFT 27202 M7 % Diffie-Hellman 7 /b — 7, fREA K E
FEEF VT ok ESNETR, REFHARS 2V £, 2508712, —HT 5
BTN —TRRESNTVWDHRLERDY £F, A7 a VOB OWTE, AT
% Diffie-Hellman {258 7 /v — 7 DIRE ] #ZH LTIV,

[FA4 7 %A 2 (Lifetime) |: ¥F¥=2VT 4 7V xm—ar (SA) OTA 75425 (120
~ 2147483647 £ TORH, F7-I1XZEA) . ZOTA 7 XA LEB2DE, SADHIRNY)
M 2200 THTHAIYZ—2a VETHOLERDY £9, —KMIZ, —EDREIC
HETAHET, T4 7XA LPEWIEY, IKERT T — arRNeFa 7 Ed, -
L. A7 2 A LDBRENWE, 5% DIPsec X2 T 4 TV —valDky T v
T, BNTA T EALOLE LY bREIZITOIVET, T 7 40 ME86400 T, M
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RDOTA T ZA DEEET DL, HEEANLEEA (P — 2V F2ZEAOEFICLE
ﬁ—) o

« [#%FF (Authentication) | : 2 DO E TR THEM SN HIES A, FEMICHOWTIX, HT
HIRGERFROWEEZIRL T,

o [FHi#H ¥ — (Preshared Key) ]: &7 /3 ATEHZRIN TV D EHFRIHLA F— % H
LET, FRLAX—Z2MHT 5L, EREZ 20 THTHEAL, #EE7 = —X
HIZIKE CEHATE ET, BT ICE UFEAEAF—DNRE SN TORWEAIX, IKE
SA ZHENL. CX EHA,

« [FFBAE (Certificate) ]: B 7 DOF /34 2 ID FFBHEAMH L CHAEICH L £, @&
AERICEAE T B2RETHZEICL T, INOOEAELZRETLILERH Y 7,
Flo, BT TTAT T 4T 4t lEOBLIHEH SN, (R TEHCAL—
AEAEBLIOHM CAFEHEL 7 v /e — RT24ER’H Y 9, ©70E, AL CA
FIIRO CAICERETEET, EHLOETICHHCELTHELMENT 5 L1
TEEH A,

s[/vi 2 (Hash) ]: AvEB—VOBEHEOMRIEHINDA v E—V XAV A
VBT AT Dy a TAITY XA, T a OHBICHO>WTIE, VPN TEH S
HREEALT AT X LENy 2T AT XLEZBRL TN,

ATy 75 B (Add) 1227V v 7 LET,

IKEv2 /K1) O —DEE

IKEV2 7R U ¥ —ZAERE L OWRE T D HIEIC O W TR L £,

IKEv2 7/R1) & —IZDNT

A=y N ¥ =2 AF Y (IKE) N—Va 2K —F7Y=7 MIE, VPN
Bt R T DB E R IKEV2 R U —NEENTWEJ, IKE 1L, IPsec X— A Dif@E D
AL T2 —EH 70 F a2/ TF, IPsec B'7 OFRFE, IPsec 5% —Dx I m—
Tar b, BEIQRIPsec tFxF 2T 4 7Y —ar (SA) OHERESLIHEN S E
T

BHOFEMER SN IKEV2 RY O—2Rb 0 £7, HEIZHE LAY U—Rdbiuk, [IREE

(State) 1 FZ &7V v 7 LTHMILET, X2V T 4 REDOMOMAE Y 2 F3E9

DHLVARY = bETE LT, VAT LAERA T V=7 NI WEEITHRTE £
Ao

EErEY D

IKEV2 R U o —DVERR F 7= 135 4E
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FID IKEv2 K Y S— e -izme ]

FTD IKEv2 7R ) —DERB F = LR E

&M

ATvT2

ATv7T3
RTvT4

WIZ, AT V27 hR=Unb AT V=7 hEEEERS XOWRET 2 HEC OV THA LE
Fo A N VPN 85t TO IKE % EDORERFIC, 7V =7 MU A MIERRIND [H L
IKEV27R U o —®D1ERK (Create New IKEv2 Policy) [V > 27 %27 U > 27 LT, IKEV2 RV v —%
B2 &b TEET,

FIE

CDOF /=y a v "—=T[F7Y=2 k (Objects) |22V v 7 LT, [TV =2}
(Objects) 1 X—VEHFRRLET,

RONTNNOEEEZFATLET,

-%?bv"?xﬂ%‘&‘/%ﬁu v 7 L, [FID]>[IKEv2 R Y ¥ —] &&IR L T, #H LW IKEV2
RN —%AERl L £,

c AT Vxl hR—UT, RETDHIKEV2 AR Y —ZZIR L, RO [T 27 2 2 (Actions) ]
AT (Bdit) 12270 v 7 LET,

(7Y =2 b4 (Object Name) | % 128 LFLUNTAN LET,

IKEV2 7037 4 #RELET,
o [(BESCNENRL (Priority) ] : IKE 7R U v —OAHRIAOESLIEN. (1 ~65,535) . Z DT T A4
FAIEoT, LBEDODEXF 2V T 4 7TV — 92 (SA) ORHR(TEIC, X3y x—
arTR20o00 T EHEETHZE T, IKERY V—DIEFEMRELET, UE—h
Psec 72, b EWTITA TV T 4 RY T —TBRENTNHNT A—F P R— |
LTWAWES, RIENT T4 4V T 4 TEZBSNTWAENRT A—=FOFHAZRITLE
T ENNZIWVIEE, T4 F VT o nEmL< 2D £7,

«[K7& (State) ]: IKE R Y =0 HINE»EZRLES, Mver ) v 7 LTREZ
EELET, IKERITvT— 3 UL, ARRARY —DBMMERSILET,

o [B5 51t (Encryption) ] : 7 =— A2 X IV T— 3 VEE#ET L2007 = —X1Fx =
V7 g 7Y vxm—yal (SA) OEIER SO ST VT XA, BT 5T
NRTOTNFY ALZERLET, 2L, FLRY —ITREE—F (AES-GCM) &
HWHE—ROF T aru2E8H5I LIETEERA (BEEE— FTIIEAE Ny v &3
RT2ZMERH Y £, BAET— RTIHEBOESM > 2 OBPUIEE LI TE
T) o VAT AL, LBBEWT AT XADLIREO TR W T LT Y AANZEALE T,
WATHLONERTELETCET Ay 2—FLET, A7V a VORAIZONT
X, BT AT L TY RLAOREEZBBL T EEN,

» [Diffie-Hellman~ /L — =" (Diffie-Hellman Group) ] : 2 2 IPsec &7 [ DO ILHFIE X —%
HWIKET 5 Z L < BF T 2 72012 3 % Diffie-Hellman 7 /V— 7, £REHA K& W
FEEX VT o Rib SN ETH, REHEHNELS D 7, 22071, —&HT25
BRI N—TDRRESNTVWDRERHY £T, FATH5TXTOTLITY ZLERRL
FT, VAT A, HLBWNIT AT NLBO TR BN IL—TICELET, @ETD
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LOBMERTELETET XTI =— L ET, A7V a vOFBIc N TL, HT
% Diffie-Hellman £24 7 /L — 7 DR EX S L T 72 &,

[#&A1ME Ny > = (Integrity Hash) ]| : A v B—VOEEEOMMEIHERAIND XA vE—
HA D2 A NRNERRT D120 DNy 2 T LI X LAOBEVEESY, FaT 5T _XTDT
NAY ALZBRUET, VAT A, KOBNTALTY ZLNLIHEO TRbHEHWT LT
VALNIEDET, WAETHILODPMRTELETCE T Exavm—MLET, EAHMH
/Ny v ald, AES-GCM B 5k A7 v a Tl SN E A, 7Y 3 VoI -OW»
TiE., VPN THHAESNAK BT AT ALy aTAd) AAZBRLTLEE
AR

o« [T o # L% (PRF) 7~ 3= (Pseudo-Random Function (PRF) Hash) ] : ~v i =

TNTY ZLOELT &2 L% (PRF) #%7, ZO7 T Y XALLIKEV2 b2 RS
{EIC 72 - — B E W & Ny v a BEZ ST 272D ShvE 9, IKEvI TlE, %
AMEEPRFT7 VT Y RAFRITT N, IKEV2 Tld, ZHHDHEBICRRLZT LAY X L%
BETEET, FT25TXTOTNALIY XLZERLET, VAT A, KLEHT L
FY XLNHHEOTHRLFNTNVIY ALIZELET, BETHLONHERTELHETY
TéxrIvE—h LET, ATV a VOFBBAIZOWTIL, VPN THEH SR b 7 v =3
UALENy a7 VT ALEZRLUTIEIN,

[TA 7% AL (Lifetime) |1: X =2UT7 4 7V —var (SA) OT7A4 741425 (120

~ 2147483647 £ TCOR, £T7-I1XZEA) . ZOTA T XA LEBRDE, SADHIRNY)
. 2200 THTHAI Y Z—2a VETHOLERDY £9, — KM, —EDOREIZ
HETAET, T4 7XA LPEWVIE, IKEXRTL T — arRNeFa 724, /-
L. A7 2 A LDBREWVWE, 5% DIPsec X2 T4 TV —valDky T v
TR, BNTA T EALOLE LY LIREIZIThIVET, T 7 40 ME86400 T, MEH
[RDOT A 7 XA LERET DI, EEASNLERA (40— NV REZEAOEFICLE
) .

ATy 75 B (Add) 1227V 27 LET,

RAVPNA T2 x¥ k

AnyConnect? S A 7> b JATJ7AIL AT b
AnyConnect 7 S A7 b TJOT7AINL AT FOERE L UVRE

FIE

7% A MERH
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txaysq—>470z5+ |

— \ s\_ “ AP RN
ttXal)Tqa V—=2FTxzD bk

X2 VT4 = I HE =T A ADTN—T T TT, =, T T4 v D
FRL SIS DI IRy U= 2B 7 A MISEILET, B0 - 2 EHRTEE
TH, TGEOA L EZ—T 2 A FHE—D Y = OHFIZOIFIETE ET,

Firepower > A7 A Tld, #IHEREHIZKRD V' — U BERL S 41, Defense Orchestrator D47 ¥ =
I RR=VIZRRENET, V=V EREL A VZ—T oA RAEBMELITHIBRLZD . fif
AL o=y — 0 BHIBR LD T 9,

«inside_zone : WA > X —7 = A ANEGENET, 2OV — %, WXy NU—7 &%
L/iﬁ‘o

e outside_zone : N A X —T = A ANREENET, TOV—UNF, AU F—F v Mk
ORIERATRE/R AN » N —2 R T EZHMELTOET,

W, Ry FU—INTREITEENC LT A F—T = A AT N—TILET, T2& R
. A F—Fy MIE#HTHA ¥ —7 A A% outside_zone EFXx = VT ¢V — I E
L. WERy N —JICERiT 2T X TDA v F—7 = A A% inside_zone Ex = U 7 1 V' —
VICEETE £, WIS, MR =V BRTHEY — A D N T T 4 v ZIZT VA A
Y= = EEATEET,

V= BAERRT DRI, Xy N —Z AT DT 7B A L— DR Y —E R L T<
PRV, T2ExIE TRTONFA v Z—T 2 A ZAZFE LY —VICHETALETZH Y 8
Mo 4DODWNERFX Y T =27 03B | 1 D72 D 35 L3RR 20 %2 LI-WiEE. 12Tk
20D = EERTEET, T U v T Web V—"~DIERT 7 B A B FHFA[THA
B =T oA AMBIEE, FTDOA L EZ—T oA ZZPDS — R TXET,
REEIER -

e Firepower © ¥ 2 U 7 ¢ V' —0 47V =7 b OVERK F 7213 RE

s Firepower f ' # —7 = A Azt x 2T 4/ —ZHIVYH TS

TVl FDOHIRR

Firepower EX 1) 74 V=2 4T FOERFE-IERE
XV T4 = A E =T 2 A ADTIN—THT T, = 0F, N T T 4w D
LSS OE IRy h =2 2B A MIBEILET, EHOY — o 2ERTEE
TN, TEDOA L F—T oA ATE—DY — L ORIZORGFIETE E T, MOV T,
T2 4 V=2 ATl b ZRLTLIEIN,
X2 UT 4 V=0 F TV MI T ADNL— LV THEHENRWED . FOF A R
BT DIV ER A,
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B o050 v—19020 rokR

TXaT4V—20FTOY FDER
TXa )T S ATV FEERT I, BTOFIRICHE- TS,

FIE

ATY 1 FEHF =g 3—T, [£7 Y= b (Objects) 1227 Vv LET,

ATvT2 %bﬁ"?xn“\‘é?‘/ Vv 7L, FIDEXF2 VT 4/ = ZBRLTA T V=7 FEAE
RLET, >

ATV T3 A7V MIARTEMNT, R THHEATLET,

RT9TE BX2 VT 4= EDDA L E—T o AEERLET,

ATy 75 B (Add) 1227V >v27 LET,

tHal)T4 V-0 FTPY FORE

FID&2A LY R—FT 474 5L, D L6200 Fa VT 4 =0 BT TILHEETLHZ &
N2 £9, 1203 inside zone T, b 9 1 DiF outside zone TJ, TN HDY — U IfREE
TIRHBRCEET, EXa VT V=0 ATV MERET DL, ROTFIRIZHENET,

FIE

ATV WETLHAT V=27 RO ET,

ATV =T FOXHINDN S TODEEIL, [ 7Y =2 & (Objects) |_X— Y TR TE
E

A NEEX2 YT 4= TTANEY T LET,

ATV FOARTEMRET 4 —/V RIZATILET,

ATVl FEBIRLET,
ATVl BT AL RCEHEMAT SN TND Z L3O o TV DHEE, [T/31 AL
HF—E A (Devices & Services) | X— TN HIRKEE LG TE E7,

s TS —var v RUT, [T3 AL P —E R (Devices & Services) | &7 U
7 LET,

(TR BT v LET,
Wi 77V v LET,

cTFRA AT Y NE LRBEA—EHEA LT, TS AERSTET,
o T AERINL £,
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g—exA70zs+ |

« Al [ (Management) |31 > T, .[ﬁf“/\‘lﬁ I (Objects) 1227 U > 7
LT,

ATV RTINS T ERFA—EERA LT, BLTWD AT V=7 bR
S

G¥) Wﬁbtt#;)?4f VFTV 2 FINTFALZADORY —ZEFENANL—L
WA SN TWR WSS, 2047V =7 MT TBEMT TRy &R
SN, T ADRBREFRICRRSNERA,

RTVT2 A7V =7 FERRLET,

ATy T3 LMo [#E (Actions) 17 > KU T [fHE (Bdit) 174 =2 4 Vv LET,

RT9T8 ATV NORMEERE L%, [R1F (Save) 1227V v 7 LET,

ATy FE [RfF (Save) 1227 Vv 7 T5HE, MATZEERMOT SA RZED LS ITHET L0 EHH
THAvE—UNFRENET, MR (Confirm) 1227V v/ LTEREZMET 50, [Fv
v (Cancel) 127 V27 LTELEZRVIELET,

$—ER AT b

Firepower Y —EXA T2/ +

FID ¥ —E 247 Y= b $—ERT V=7 BLOR— 7 A—T713 IP 71 a2z
A — FO—EABES N7 0 bV ERIIR— FESOHEMA TR 2 o AR—x 2 F T,

FID YV —tE R N—T1%, —ERFT o=/ FOal g TT, 12O —ERT)L—
TN 1O EOT e halvDA TV NEGOLIENTEET, T0H%, VT 714w
I DO—BIHMEELERT L7200 X2 VT 4R —TAHT V=7 bEERHLT, 22127
THAN—=NEHH L THEDTCPR—h~D T 7 4 v 7 ZFFA[TEET, VAT AT,
— 72— ERABIT OB OFERERZESINT-A T V=7 PREERTVET, b7
Vxl MIFRY —THATEET, 2L, VAT ATERIN-AT V=7 MIRET -
IEHIBRA TE EH A,

Firepower Defense Manager 35 J: (! Firepower Management Center ClX, ¥ —E A4 7T =/ &
R—hrA 7V FE LT, BEOY—ERT V=T LR— I L—TF L LTERLET,

FEHNZOWTIX,  [Firepower ' —E A4 7 V=7 hOERB L OWE] 22 LT &0,

JorannAIizyk

Zua harA 7Yy ME, ERHEEORN T hareL iy —7a halgzEiet—Ee XA
ATVl NO—FETY, Y bhalF T T=s M, 4REiE e b aE s TS E
7, CDO (. ASA ¥ LU Firepower (FTD) RETINOHDOA TV =7 FEFEFHL. ZhbHIT
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B rrcroner vy —ExF T Y rORE S UEE

WMEDZ 4% [Fa k=i (Potcols") | ZEMLET, 200D, ZRAHDFT V=2 K
EEBICRST 2 ENTEET,

FEANZOWTIX,  [Firepower ' —E A4 7 V=7 hOERB L OWE] 22 LT E0,

ICMPA T2z k

Internet Control Message Protocol (ICMP) 47 ¥ =7 KL, ICMP 3 L OV IPv6-ICMP # v & —
VEHHAOY—E R AT 2 s N TT, CDOIL, ASA ¥ X NFirepower (FTD) A A — K&
NIELXIZT R ADRETCINGDA TV =7 Mk L, ZNUHITMBAD 7 4 /L4 [ICMP)
ZEALET, 201D, IN6D0F TVl MEMBIZERDITHZ ENTEET,

CDO %M/l LC. ASATRENDICMP AT V=7 hOARIAEE L0, ICMP AT V=7 |
ZHIFR LY TXE 9, CDO % LT, Firepower i ED ICMP 35 X TN ICMPv6 47 = 7
NEERL, BT, BRXOHIBRTE £,

N

GE)  ICMPv6 7' b aLDFE. AWS I EDSIEOEREZ Y R—F L TWERA, T3TD

Firepower H—

ATy
ATFvT2

ATvT3
ATvT4
ATy T5

ATvT6

ICMPV6 * vt — V%A H L — L DIHNYR—hSIFET,
FENZOWTIX,  [Firepower ' —E A4 7V =7 FOERB L OWRE] 2L T &V,

BE L ot
ATVl FOHIER (125 X—Y)

EXATOx0 FOERE VRS

Firepower h—E A4 7 V=7 M aAfEk T 21213, ROFIAZFATLET,

Firepower Threat Defense (FTD) ¥ —bE A4 7 =7 NI, TCP/AP 71 b 2L & KR— M &HEE
T 5 HHHAREZ R =2 AR — % > FT9, Firepower Defense Manager 33 &2 O} Firepower Management
Center Tlid, TNHLDOAT V=V Mo [R—bAT7 V=7 b EFOET,

FIE

ERMDOAA T~ g )X—=T, [F7 =7 bk (Objects) &7V w7 LET,

HRIOFRDORHZ ‘/ Vw7 LTAT V=7 bEERL, [FTD]>[HY—EX (Service) ]
ERLET,

FTV e N EFHEATILET,
[V—ERAT =7 bDOIERL (Create a service object) ] Zi®I L £7,

[h—E A% A7 (ServiceType) |hFZ %7 Vw2 L, A7V=7 FMaAFT 257w harz
B F T,

WOFENEIZHE, 7o ha L ERELET,

. Cisco Defense Orchestrator D E K



I Cisco Defense Orchestrator ()& A&
Firepower ¥ —E X 5 )L— T DR .

« TCP, UDP

cleql ZBRL, R—rFBESELITF 0 bargz A LET, e 2E, R—1+&5
ELT8EANLIEY, Y bargE LTHITP Z A LIZY TEET,

o [#1PH (range) | ZHEIRL T, A— "NEEFOHBHEANTHZ EHTEET Wi, 1
65535 (T RTOR—FE2IX—FTI5E) )

* ICMP, IPV6-ICMP : ICMP ¥ A %R L £7, ¥ A 7% T XTDICMP A vtE—IZ
HWHT 5121, TR (Any) [Z2BRLET, ZA 7L a— ROV TOFEMIE, ROS—
CESZBLTLIEE N,

* [ICMP] : http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml

* [ICMPv6] : http://www.iana.org/assignments/icmpv6-parameters/icmpv6-parameters.xml
« [ZDfth (Other) ]: HRIO 7' m h a /L AR L EF,

ATy 7T B (Add) 1227V v 7 LET,
ATV T8 1TonAEFEL T L E2—LTERT L, L COOEEOE T 2 — 2R L £,

Firepower 4 —E X 5 )L— T D1ERK

P—ERIZN—=TL, 1 DU LEOT e FaricRT 1 OULOY—EAFT V=7 FTHRRT
TET, Y—ERXFT Vs NI, IA—TIEINT DENAER T 2 %835 Y £7°, Firepower
Defense Manager 33 X Of Firepower Management Center ClX, L6 DA77 ha [FR— b

F TVl b EREOET,

FIE

ATy TN EMDOAA v FEHF —2 3 8—T, [FF V=7 b (Objects) |27V v 2 LET,

ATy T2 Eﬁm%wﬁ&y 7V w7 LTAHT V= MafER L. [FTD]> [ —E X (Service) ]
PERLET,

RT9T3 A7V NAEFHIEANLET,
ATy T4 [h—ERTNL—TDERK (Create a service group) | Z R L £,
RF YT A7 Vxs FOEM (AddObject) 157 U v LT, A7 V= k& Z—FICEN L £,

« FFEOD TFirepower 1 —E2AA4 7V = 7 FOERI L OMRE] TITo7o L o1, [(fEK
(Create) |#7 Vw7 LTHLWAT V=7 NEERLET,

« [B4R (Choose) 1 &7V v 7 LT, BEFOY—EAFT V=2 ba 7 —7 BN %
T ZOFIEEHEVIELTEDHICAT V=7 MEBINLET,
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. Firepower Y —EXA TP ¥ FEREFY—ERTIL—TDHEE

ATvT6

ATy 17

P —ERTN—T DY —E AL T V=7 FOBMMBRET Lzo, BEMN (Add) 1227 v7
L/\Ajz—a—O
TolEREZE5T L Ea—LTRAT L0, FEL T OEBROET 2 —EIZRE L £ 7,

Firepower Y—EXF TV FEREY—EXRTIL—TDHEE

&
ATvT2

ATvT73
ATvT4
ATvT5
ATvT6

ATy T17

FIE

ERMDOAA T~ a =T, [F7 =7 bk (Objects) &7V w7 LET,

FTx I N T 4N BV T LUTHRET DA TV N RO, A7V N T —T LT
FT7V= FaBRRLET,

[7 732> (Actions) |54 > C. [k (Edit) 1 ¥ #27V vr LET,
BIRDFNETIER LD LR UTET, A4 T7a Ry 7 ADOEEZRELET,
[fRTF (Save) |27 U w7 LET,

CDO X, BHOFELZITHRY v—%2£RrLET, MR (Confirm) 1227V v 7 LT, &
T2 N FORBEEZITHERY) —~DEFEMELET,

ol BB 2SS Ea— L TRERMT 0, FHEL TroEROLFE 2 —EICEML £,

X2 )Fa HGN—TR5 5)L—T

FIDtXa)T49IL—T425

tXxalyF40IL—TE25IZDNT

CiscoTrustSec % v NV —27 T KZ 7 1 v 7 Z 4343 % 721 Cisco Identity Services Engine (ISE)
EHEALTCEFRIUTATIL—T2Y (SGT) #EFRL THEHTLIELAIL. —BHEHEL LT
SGT T 27 7 v AfEINL— LV EZERRCE ET, ZAUTED, IPT FLATEHZRLS, &
X2 VT4 TN—T A NR—V TSN TT /R &7 a0y 7 F33FTHZEMNT
XFET,

ISE TSGT #Ek L, £¥ ZIZHAANERITIRYy NT—TDIPT RLAZEID S THZ &N
TEET, 2—HF—=TH 7 MISGT #HV X TGE, SGTIZ=2—F—D 77 1 v 7
B YTHNFET, ISE— "—IZ8 T 5 L 912 FTD Z4#kk L T SGT # L7-%. CDO T
SGT Z NV—T7%#AE L, TNHIZET AT 7 ERA a2y ba—b— L a2 HETE 9, SGT
% FTD 7 /34 AZBEAHT 2 R11C, ISE @ SGT A&ZH 7' v k2L (SXP) ~ v B> 7 & 4Emd
LVENDHDH Z LIZERE LT IEEN, FEIE, BUEFITL T\ D/ —2 3 @ [Ciscoldentity
Services Engine HHE A K] © [€Fa VT4 N—T20X® IO L)L) 22K LTL
7ZE0,

. Cisco Defense Orchestrator D E K


managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_241
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_241
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html

I Cisco Defense Orchestrator ()& A&
FIDEFa T4 N—F525 .

FID X, 77 B AH#EIN—ND T 7 4 v 7 —FHEUYEL LT SGT ZiHlid 2 & 12, ROE
SENENL 2 L F T,

1. X7y PNTERSNTWDHIEEILSGT (FET 235E6) o sEOREIX, ZOFETIE
fThhEdA, SGTHB/ Ny MIEEND LT AHITIE, XY NI HDOARAL vTF &
N—ANENLEBMTAEICRESNTWALERHY £T, ZDORA Y v ROFEE)
EIZOWTIE, ISEDO~=2T7 LE2BR LT &0,

2. ISEtvyvarsaLb 7 hInbAyra—REhpda—Y—tyi a3 ilEnYThh
72 SGT, ZDOMED SGTHAETIZ, By avFa4 L7 MNIFEREY v AL T5F 73
VEBENCTALERSDETR, ZOF T a VIIRIIWCISET AT T AT 4 ) — A
ZVERRT 2 & EICT 74V FTH ISR > TCWET, SGTIX, EEILE-IFsEsk L RET
HILENTEET, MWATIEH Y TEAN, BWITISETAT T 474/ —A% AD L
WAL EBIFEAL TR TRITAT T AT A4 NV— L EREL, 2—F IDEREY
INEELE9,

3. SXPAHLCHF Y a—REN/ZSGTto-IP T KL A ~wv 7, IPT KL A SGT
OFFANICH DEE. VT 74 v 7IXSGT AT 27 7 Rl —n & —&HLET,
SGT iX, H#ETELIIELERET L LA TEET,

A

GE)  ISESEELEERET 72 AHEL— L CHEFEHTA 2 LI TxFEHA, KDDL
v u— R L7 SGT IE#M A S5 SGT /' V—TF Bk 20N H Y £9°, SGT 7)1
ITEHD SCGT #5MTEET, 20, RWEZLLUT, B#ET L4 70ar sy gy
SNWTRY —Z#HTE E7,

N—=3 0 $R—

CDO IZHAE, "=V 3 6.5 LIEAEFE{TL T 5D FID TSGT BLWSGT /v —7 %P R—
FLTWET, FDM TiEZ, N—T 9 V6.5 LU TISE YV — 24 L TR CX £ 90, N—
T a2 67 ETIZIFDMUI 26O SGT AR Z AR — M L TWER A,

TN, RXR—=Va 65 LUBEEFITLTWAFIDIESGTD SXP vy B 72 A 7 n— KT
EETH, ATV FEERT IR b — L LI FEBRTEMTE W L 2B
LET, XN—=Va 65 EiF N " —Var66xFTLTNET /A ADSGTIZEEEINZ 5
Wi, ISEUL 2T 20 ERH D £9, 7L, XN—=Ta 65 5FTLTNDLT /3 AN
CDOIZAH UV AR—=T 4 7 IINTWDAEGEIL, 735 AZHET 5TV D BAED SGT &%
KL, SGT VY NV—7ZER & £,

CDO o SGT

XAV TATN—TET

SGTIx, CDO T mﬁﬁ@%ﬁf? CDO TSGT Z fEp £ 7213+ 5 2 kif%iﬁh
SGT Z1ERLT D I2iE. BAEEFT L TV H 83— 3 D [Cisco Identity Services Engine & P& 4
A R] Z#22RLT < 71 S\, https://www.cisco.com/c/en/us/support/security/identity-services-engine/
products-installation-guides-list.html
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SGT Y IL—7

\}

GE)

SGT /' V—T7%#ERCT& £,

FDM TiX. SGT D7 NV —7% SGT &84 7 =7 F EMEONET, CDO TlX, 2D & 7
DU A MIBAESGT Z—F LI TWET, FDM £7-1F ISEUI Z#&BE3°1C. CDO T

SGT /' V—7"ZEH LT, ISEIZL > THV Y THNT SGT IZESWTHEFEILE IS LT
RURAZ#RILES, 20%, N7 74 v 7 O—BEELERT H72OICT 7 & AHl#H/L—L
THT V=7 el TEETd, ISENOEHG LIE#REZ T 7 & AHHL— LV CEEEHT S
ZlirTEEHA, DVIC, XU u— RKL7-SGT B A5 MBT %5 SGT 7/ /Vv— 7 &R
HMEENRH D T,

SGT 7 NV— 135D SGT #BWTEx£3, 2D, LESLT, BH#ds270aL
7 a AW TRY —FmEATE E9,

CDO TSGT 7 /W—T % AERT D12iE, D7 &b 1 DORRRFE A SGT &, FEHT 27 /314 &
® FDM 2> Y — )VICHERR S 72 ISE B — "= 50 SGT ~ v B2 7 BB ¢4, o
FTD 73[] U ISE $— M BE#fT 1T 5TV 5354 SGT 721 SGT /' v— T DT /34
ACEHATEET, 750 ANISEV—NCEEMIT b TWieWgaE, 77k8xar tr—
NN—)UZSGT A7 V=7 haEhi=0 ., DT, AERIZSGT ZVv—7%@EH L7z &
LT EITTEERA,

JL—ILA®D SGT F')IL—TF

SGT/N—T%7T 7 Aay ha—/LL—/LBINTEET, ZNbix, HETEIFsELo
Xy b= FT7 V=7 PELTRRSNET, Xy N =7 P— L TED LD ITHRET S
DOFERNE, [FIDT 7 A2y ha—/bb— L O%ETB L O o&Mt) 28R LT
ZEN,

(A7 V=27 b (Objects) ] =5 SGT 7/ —F 1B TE £4, FEMICOWTIEL, FTD
SGT /' V—7 DR (170 *—) 2B LT Z &,

FTD SGT 7 )L— T DYERL

T 7 AN —VICERTX A SGT Z V—7 %2 ERT 2121, WOFNEEFETLET,

IR BHHIIZ
X2 VT4 I N—TH%7 (SGT) V/—T%AERT DRI, IROMERE-ITREZFZRT LT
BLVENHY £,
cFTD T34 A%, Dl "=V a0 65 2F(TLTWALEND D 1,
*SXP~V v BV T EBR L CARLEZRECEDLIIISETAT VT AT 4/ —AERET
HDYVENHY FT, SXPvy BV ITOFEBRIZOWTCHE, HLTWANN—T g (NN—

Ya v 6.7L) F® [Firepower Device Manager Configuration Guide] [#¢7E&] > [Configure
Security Groups and SXP Publishing in ISE] ZZ&M L T 720,

. Cisco Defense Orchestrator D E K


managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_297
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

I Cisco Defense Orchestrator ()& A&

ATy T

ATvT2
ATvT3
ATv74
ATvTH
ATv 76

ATy F1

roseT s L—FoEE ]

« §NTD SGT (X ISE TR 2 6 E B Y £9°. SGT DERIZ OV TiE, BUEEITL T
WA /N— 3 @ [Cisco Identity Services Engine 2> 7 4 ¥ = L—3 3 A K] 25K
LTSN,

FIE

MO CDO F B — g _—T, [A7 V=7 bk (Objects) 1227V 7 LET,

%@@f?xﬁ\‘&y 7V LT, A7V FEEKRLET,

[FTD]>[#% v bV —2 (Network) 127 U v 27 LE7,

[4 7Y =7 b4 (Object Name) | Z AN LET,

(TE) SHEBmLET,

[SGTI%#7 Vw27 L, ReyFXurA=ma—%FHL T, JAV—7I285D5TXTHOSGTD

Fzv IRy I A A LFET, SGTAIEIZY A &2 Y — R T&EET,

[fRTF (Save) 1227 U w7 LET,

() CDO CSGT #1ERLTIZVMRELTZV T D2 LT TEEE A, SGT Z/V—7 ~DiE
RIN—T NG OHIBRO B Z FITTEET, SGT AVERE ITMRET 2101, BIEE

1TLTWB /3= 3 > [Cisco Identity Services Engine Configuration Guide] % 2 L
TLEENY,

FTD SGT ¥ )L— T DiR&E

&
ATy T2

ATv73
RTvT4

ATy TH

SGT /' N—7%ET 5121, ROFIEZMFEH L £,

FIE

D CDO F B/ —3 g =T, [A7 Y =27 b (Objects) 15227 Vv 7 LET,
FTV 2T NI ANEERRT 4 — LV REMHLT, WMET D SGT /v —7% A7,

SGT 7/ V—7 %R L, [BE (Actions) |V 4> R TRET A a2 Ry V s LET,

SGT /' N—T7%EH L FEd, 7 —7ICBEMNT =401, i, 721X SGT 2RELE
ﬁ‘o

[fR1F (Save) 1272 Vw7 LET,
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B roser s —F07 s R EEL—L~DER

() CDO CTSGT ZfER L=V LY 252 LIFTEEH A, SGT Z /v —7~DiEM
RITN—TINEDOHIBROHZFATTE ET, SGT ZEETZITRET DI1TiE, BIfESE
1TLTCWAB /3= 3 > [Cisco Identity Services Engine Configuration Guide] &£ L
TLTEEN,

FTD SGT V' )L— D7 & & XA F|fHIL—ILA~DEN

SGT /' NV—T"% 7 7 & AN — I BINT Di2iE, RO FIEEZFEITLET,

FIE

RFY Tl FEF—T a4 RUT, [FA1 ALH—E R (Devices & Services) 1 %27 Vw7 L¥
R

ATY T2 [T34 A (Devices) #7527V w7 LTCT A AERDT DM, [T 7L —F (Templates) ]
2T %7V LTCETNTNA ZAZ RO £,

ATV T3 [FID]| ¥ 7% 27V v 27 LT, SGT ZN—"7% BT 5T /34 ZAZEIR L7,
ATy 74 [E# (Management) |31 > T, [KRY I — (Policy) ] Zi&IRL £,
RATY 5 [EEL (Source) |47V x s hE/IX 55 (Destination) |47 Y= 2 hOFNWT T AKRH

N 27V w27 L, [SGTZ /V—7 (SGT Groups) | Z=IR L £ T,
RT9T6 ATV NTANEERBT 4 — NV REFBHA LT, WET 2D SCGT /V—T % /O£,
RTvTT 17 (Save) 127V v/ LET,
RATYT8 TRTCOTNA AORELEE T L Ea— L TEALET,

GE)  BIOSGT V7 N—T"%ET 5 MERH HGEIE, FiLWA 7Y =2 F&ERK (Create

New Object) 1 %7V v 7 LEd, [FTIDSGT 7/ —7DOfEk] IZit#ishTnad 4
A HREZANSI L. SGT ' V—TFZ/L— 28 mL £,

Syslog H—/N\—A T2 x4 k

FID TiIA X b2 RGFTLOORENFIRSINTHET, A X FDOR M L—TV & iK(E
THEDI, P — =2 T £, VAT S (syslog) V—"—DF 77 b
Taxrva By —UF TR syslog A vE—VEZETEL—"—ZHELE
9, syslog —/N—Zu JE L GHT OO DR TENH H535E 1L, Defense Orchestrator % i ]
LTATZ V=7 FEERLTENROEZERL, BHER) O —TZoA7 V=2 ML E
7
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Syslog 4—/\—#A TP FOERE L UiRE .

Syslog H—/N\—A T2 9 FOERE L UHRE

ATvT1
ATvT2

ATvT3
RTv74

Frlsyslog h—N—FT7 V=7 FEERT HI121F, ROFIEEZFETLET,

FIE

TS —va N —T, 7 V=7  (Objects) %27 Vw7 LET,

LA T Y7 MEERT DL, [ 7Y =7 FOER (Create Object) ] R4 w7
Vw7 LET,

FID 47 Y =7 s %A 7O F T [Syslog ¥—,3 (Syslog Server) ] ZER L £,
syslog h—""—F7 =7 bOTa T 1 ZRELET,
«[IP7 KL A (IP Address) ] : syslog —/S—®D P 7 RLA&EZ AT LET,

«[Za haX A7 (Protocol Type) ]: syslogV— 3= A v —VDOZEIHEHTH 71
AV ZRIR L E7, [TCP] #EiRT 5 &, AT Ald syslog 1 — X—2FH TE WG
HBERHFHE LT, V== FHEFAAREIC D E TS R FORFEEFEILTEET,

o [AR— &5 (Port Number) ] : syslog (ZEHT 2 H &R — MESEZ AT LET, syslog
Y= R=NF T 5L FOR—=F2HEH L TWHERIE. T 74V D UDPR—FE LT
514 ANF1T 250 T 74V FDTCPAR—ELTI4T0E AN LES, V—"—=0RF 7 3
IV RDOR—=FEFEHLTORWESIE, ELWR—RMESEZ AN LET, 1025~ 655350
FPHORN— FZEHL T TZ 30,

o[ H—T A ADEIR (Selectaninterface) | : ZWrsyslog A v &—TDOEEFITHHT S
AVE—T oA ALBRIRLET, BRBIOMRAAL X FTIIEICERS L H—T (4 A
EERALET, A1 ¥ —T7 =2 ZAOBPUTL 5T, syslog A v E—VICBE T Hiv D 1P
T RUAPRRED ET, UTPICYVARSINTWALT T a v TERINTE H5DF1 27215 T
T MAGZEIRTLZLIITEERA, ROFT v aronFiunz@RLEd,

s [FT—%A v H—7 x4 A (Datalnterface) |: BIRLTZT —HF f VX —T oA A%
Wrsyslog A v B—UIMEH L E T, ARSI XA b A U F—T oA ZA%3R L
FT, PR T Y DT N—T DA N F—T 2 A A LTT 7 AT
XA, TV VI N—F A B =T A X (BVD) Z#RLET, BWA ¥ —
7z A (WEREHA V=T = A ) RETT 7 EATE2HB1F. 2047
va TR [FEA ¥ —7 =4 X (Management Interface) | ZiBINT 25 Z & &4k
PWLET, R T A F—T oA AERIRTHLITTEERAL, T—H A H—
7oA ATHEET LA, BB L MEAD syslog A v E—ITlid, #ELIPT R
VANERA L F =T 2 AT = V2 A F =T =2 ATHEHSNET,

o [EBEA X —7 = A A (Management Interface) | : 3 XTD X A 7D syslog A > t&—
NNHEEBRA B —T 2 A ZAEFH L ET, T—F A X —T A ATEET L%
Ay BERETLIP T RUANEHRS VA —T 2 A AT~ V= AV H—T 2 AT
FERESHET,
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. Syslog H—/\—#4 Tz FDIRE

ATv 75 B (Add) 15227V v 7 LET,
ATYT6 [TolEEE2L5T L E2—LTRIAT 22, FL ChLEROEE 2 —EICEILET,

Syslog 4 —/I\—F TP 17 FORE
BEAF O syslog #—/3—A 7 Vw7 MEFET HI01E, KOFIEEEITLET,

FIE

RATFYT1 FEF—2 a0 =T, [£7V=27 b (Objects) 1227V w7 LET,

RAT9 T2 HRD syslog h—"—FT7 V=V e RAOTFTRIRLET, A7 V=27 FU R M, syslog
PR F T2 NEIATTTYNEY T T TEET,

RATY T3 [77ar (Actions) 1734 T, [fafE (EBdit) 1227V v 7 LET,

ATY T4 VNERREEZIT- T, [RIF (Save) 1227V v 27 LET,

ARTY TS {7 EH MR LET,

AT9T6 {ToEHELT L Ea— L TEMT LI, L THrOEROETE 2 —EICERLET,

ESPEAE R
ATV FOHIER

Secure Logging Analytics (SaaS) @ Syslog b—/N\—FA T2 FD1E
A X M % %EF % Secure Event Connector (SEC) D IP 7 KL A TCP &A— k. F71X UDP
A= FEEHA LT, syslogh—"—FT7 V=7 bEAERLET, T MAVAR—T 47

L72SEC Z&IC 1 2D syslog A7V =7 FaERRLET R, 1 DD—/Linb 120 SEC &
KT 1 2ODsyslog A7 V=7 NORIZA R FEERFLET,

AR S

ZDHRAZE, KORERU—I7 70 —0—ETT, BSET DRI [FTD T /3 R IEE/nm
X TN (SaaS) #EATH] LTI EEN,

FIE

FIE

ATFY 1 FeF =g 3—=T, [£7Y=27 b (Objects) |27 Vv LET,
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vatroozs +

AT T2 HLWAT V=7 FEAERT DL, (7Y hOERK (Create Object) | R4 > B
Vw7 LET,

ATV T3 FIDA TV =7 h¥ A 7D F T [Syslog ¥—3— (Syslog Server) | ZiE{R L £ 7,

ATV T8 syslogh—N"—FT V7 hOTa T 4 ZFZHELET, SECOZNHDOT /(T ¢ % HoOF
BT, THU Y b A=a—% 27V 7 L, [E%a2T 27 % (SecureConnectors) %7 VU v
7 LET, WIZ, syslog A7 ¥ =7 M ET % Secure Event Connector 23R L, A0 [F
Al (Details) ] A > &~ FE 7,

«[IP7 RL-A (IP Address) ]: SECOIP 7 RLAZ AT LET,
o [7u bz A7 (Protocol Type) ]: TCP F£721% UDP Z &R L £9°,

« [R— %5 (Port Number) ]: TCP %R L 7284134 — b 10125, UDP &38R L7254
110025 Z A1 LE7T,

o [f > H—T A ADEI (Select an interface) ] : SEC [ZEFET D L ITHEINTA >
H—T = A R AR L ET,

GE) FIDIFIIPT RLAZEIZ 1 DD syslog A7 V=2 h&EVKR— T 5720, TCP &
UDP O EL B EEHT 202 R INT 20BN H D £7,

ATy 75 B (Add) 1227V 27 LET,

RDBERY

X2 T uX Vo (SaaS) & A L. Secure Event Connector %4 L C Cisco Cloud (21 X
VRNEREETDHEODEIFED CDO AR~ —U—7 7 —DAT v 7 3 ITHREET,

URLA T o k

URL A7 ¥ =27 k& URL Z/V—7 1%, Firepower 7 /31 A X > THEMEET, URL A7
Ve N—7 (URLA TV =7 FERHT D) 2HL T, Web ) 7= X h® URL %
FIXIP 7 RFLAZERELET, 2hbDA TV MR LT, 7278 AHERY > —IC
FEHOURLZ ANVZ VT FldEXa2 VT4 ATV V2 AR o—ll7 ey s
ZFIETEES, URLA T V=7 MIFE—~OURLE7ZIXIPT FLAZEFRTHDICH LT,

URL 7 /V— 735D URL £721X P 7 RLAZEHRLET,

[Z L& B

URL A7 ¥ =7 h&AERT 25613, RORITEEL T ZEN,

« NRAZEGHIR (DF Y URLIZ/DILFRRV) Bh, —BUI—/—DRA MDA
WCEDEET, AX AT, /OO GRS D%, TR A MO Ry FORITKRD S
B, —HEHLEINET, & ZIE, igncom L ign.com I L www.ign.com & —ET 5
23, verisign.com &I L EH A,
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B rowtoozs ronmErEE

.mut@/%a&)é%ﬁ P—=RE NR BELORI ) RTA—X G5 3FH O
—HIZIE URL XFFI BB ER SN E T, 2720, b= N3 T2 LN T,
—UEH LWRRIZBETE 5720, flx D Web X—T 7213V A4 bo—f%E2 70 v

&it IHFATEDICFEO URL 74 A Y U ZIHMERA LW Z L2 BEID LET, X

FHOH—ES TH L2 W—E b RN H Y, URLA T P =7 MIED D LTF

WEX LN =R EDONRZARL7 ) NI RA—FZHNOLTHNEL—HTHZERnHD F

7T

VAT A, Bk e v (HTTP & HTTPS) Z#8HLEd, 2FV., 5 Web ¥
4%%7u/&btﬁu\7fu&~vay%#fﬁﬁmfuk:w%ﬁ%ﬁb&w@
0. ZD Web A MZM229 HTTP 877 4 v 27 L HTTPS N7 7 4 v 7 O R 7T 1y
7 ENET, URLA TV =7 NEERT 5813, A7 V=7 FOERERIC T 7 haLvz
BETHLEIHY A, =& 21E, http://example.com D> Y 1T example.com % i
LEY,

T/®A v ha— L =L TCURL A7 V=7 MafEH L THTTPS 77 1 v 7 %
BTDHIEEFELTWDEEIE. T 7 1 v 7 OB SARITHEN S D KB F—iEHEN
TH 7Vl bOXBLEMEATE2A 77 PEERLET, BB, VAT ATV T
T/ FOEBHITEEND FAL VEBEBRT D720, 7 R AL UERITEORNTL
7280, 722X, www.example.com TlE72 < . example.com ZfEH L £ 7,

722U, GEEOY T Y= 7 MEHEA D Web A RO RAA U4 L ITE-7< E?H—Mﬁb‘
GENDHDHZEE T TALTEIN, & 21X, youtube.com DFERAEDY 72 =7 M@
41X *.google.com T (MR, ZAUIRERFEE SN D ATEEMERH Y £97) SSL?’E%/‘J%U
VMM LUTHTIPS N7 7 ¢ v 7 %185 L, URL7 4 V¥ U 7 L— AN ESIhi
N7 4y 7 TEMET DL OICTDE, KV —BHOHLIERPEONDL LI F
7

)

GE)  FEHEBHREZFIH CEX 2V 7 UPERTLS vy v a v & F
BL7=%A,. URLA 7Y =7 MIHTTPS v 77 4 v &—EL
FHA, ZOEH, HEICURLA 7 V27 FEHRE LA T
H. HTTPS ##E ClE—EMDORWERNEOLNL Z L RH Y F
7

FIDURLA T2 =V FDOERF-ITIHESE

Firepower Threat Defense (FTD) URL A7 =7 ~&, URL £72IXIP 7 F L AEZFEET 5 HF]
HIATEEZ2 =2 AR — % > T, Firepower Defense Manager 33 &2 O} Firepower Management Center
TlE, ZhooF 7Y =7 ME TURLAT7 V=7 b EBMEENET,

Firepower URL 47 ¥ = 7 M & BT 2121E, IROFNEEZFEITLET,
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Firepower URL &' JL— T D1ERL .

FIE

ATV TN [A7 =7 (Objects) | ¥ 7 %27V w7 LT, [A7Y=xZ b (Objects) | X—TEEE
ﬁ‘o

ATw T2 [T DR (Create Object) 1> [FTD]>[URL]Z 72 V v 27 LE7,
AT T3 A7 V=7 ML ETHEADLET,

ATv T8 [URLA 7 V=7 hOERL (Create a URL object) ] Z#IN L 7,
RT9TS A7V MIEHDURL £720X 1P T RVAEZ AT LET,

ATw76 B (Add) 1227V v LET,

Firepower URL & )L— 7 D1ERK

URL 7 v—71%, 1 DL EDO URL 721X 1P 7 RLAEZ KT 1 DU EOURL A7 Y =7 M T
iR C % ¥ 9, Firepower Defense Manager 35 &2 O® Firepower Management Center Ci&, ZiL5H D
A7 V=7 MEI TURLAT V=7 b EHFEHENE T,

FIE

RTYT1 A7 V=7 b (Objects) | #7457 Vv LT, [A7Y =7k (Objects) | _X—T & E
D

ATFY T2 [#TP x4 bDOER (Create Object) 1> [FTD]>[URL]ZZ U v 27 L£9,
ATV T3 A7V NAETBMZEADLET,
AT w9 T4 [URLZ V—T7OfERK (Create a URL group) ] &R L F9,

ATy TS [T =7 FOBEN (AddObject) 127 Vw7 L, A7 V=7 FEBERLTLHER (Select) ]
7V THIETCHEOAT V27 M BMLEY, ZOAT v 7 2BVIRLTESICA
TVl NEBMLUET,

ATYT6 URLZL—F~DODURLAZ V=7 FOEBMBET Lizb, EM (Add) 1227V v 7 LET,

Firepower URLA 72 =¥ FEFIZURL JIL—TDiRE

FIE

ATV TN [A7 V=7 (Objects) | #7 %27 Vw7 LT, [A7Y=xZ b (Objects) | X—TEEE
-gAO

ATYT2 A7 baTZAanB ) J URET DA77 V=2 N RO, A7 V=27 FT7—7 LT
FT7V s MR ET,
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. Firepower URLA T2 =¥ FE/IZ URL ' )L— T DiRE

ATy T3 AT, WETS L 22U s LET,
ATy T4 FIROFETIER LD LRICHFET, #4700 Ry 7 ZA0OEERELET,
ATY T [R1F (Save) 1227V v 27 LET,

ATY7T6 CDO I, BEOHELZTHRY v—%2FrkLET, [#ER (Confim) 127V v 27 LT, &
T2 N FORBEZITHRY) = ~DEFEHELET,
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