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PM I

3/25/2026, 7:19:06  {
PM I

3/25/2026, 7:16:44
PM I

3/25/2026, 5:54:59
PM [

3/25/2026, 4:14:56  {
PM I

Rows per page 1-30 of 38 2 D

ATV T3 [VaTd /T v 7T L— RDO4H] (Job/Updatename) | Z AL, 7 v 77 L— RT 573 ZA& 3R LT,
[k~ (Next) 1&27 Vv 7 LET,

[Device Upgrades] ~<— > ® LI 5 [Model] 7213 [Tenant] ke vy 77X o2 REfH LT, T34
A7 A NVEMBLET, ASAT A ADEFE, Y7 MU =T R_X=VaryTIANE I TTBH52LHT
TET,

GE)
BEDN—FU =7 ETMIBT DRRO0BDT N, ZAEKT T MIHLTT vy 7 7L —RTEET,

ATV T FREINDAA TRy 7 AT[ZNT v 77 L—1F (Fullupgrade) | RZ %7V w7 LTHhD, [k~
(Next) 127V vZ7 LET,

AT FUAT 4 RUIMIH DT NA ATINT v 77 L— R&EITT 5HIZIL, [Ignore maintenance
window and proceed with upgrade] 22 U » 7 LT b, [Next) 227 U v 27 LES, AT F Ay 1K
IHTT v ST — REFATT L2 LTI TWETA, BEROEEIZORFETL TN,

ASAT v 77 L— ROLGE, [BEFOERMIT v 77— R& EE X35 (Overwrite existing staged upgrades) ]
Fry Ry 7 AEBRLT, BIRLIZT A ADOBAFDOERNT v 77 L— R (#ET556) & b#F
% Liﬁ‘o
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B wssp—sLcoRLFFF TS ROBBT v TT L— FEBET S

Perform staged upgrade or full upgrade?

(O staged upgrade

This allows you to select packages, upload them to the selected devices, and perform
readiness checks to verify that the upgrade can be successfully performed. When you are
ready to perform a full upgrade, return to the Device Upgrade page to start the process.

® Full upgrade
This enables you to perform the complete upgrade process on the selected devices - from

selecting and uploading packages, performing readiness checks, and completing the
upgrade

A One or more selected devices are outside their maintenance window. Full
upgrade will fail unless you choose to ignore the maintenance window.

Ignore maintenance window and proceed with upgrade

@ Some of the selected devices might already have a staged upgrade. You can choose
to overwrite the existing staged upgrade.

Overwrite existing staged upgrades

ATFYTE CiscoASAT v F 7L —FROBPA/IE, V7 b7 "=V a A RIRLET, [M#E (Search) 17 4 —/L F
EERALT, Y7 Uo7 N"—=T a3 TT A, AEMRBTEET, [ASDMAN— 3 DER (Select ASDM
version) &7 U w7 LET,

FTID 7 v 7' 7 L — ROEE, BIR L7273 A AT [f H 7B 7 Threat Defense/ N > 7—<° (Threat Defense
packagesavailable) (DU X MnbH 7 v 77 L— RNy r—UZ@IRL T, [7 v 77 L— ROFLT (Perform
upgrade) | %27V v 7 LET, TRXTOTNAA ARTXTON Yy r—2 L HEHVENRH L2017 TldenwZ &
WCHEBELTLEEN,

ATV T6 ASAT v 77 L— ROYE, BIRULIZT A AL VA h—/LF 2% ASDM /N— 3 » 28T 5 D,
[ASDMNN\—2 5 7 w77 L— K& A% 7 (Skip ASDM versionupgrade) | F = v 7 R v 7 A &38RI LT
BHEDODASDMAN—V a VB RFF L, Y7 =T "=V a0l T v 77 L—RLET, ZOFIEIE,
FID 7 v 77 L — RICIIARETHH Z LIZHERE L T EE N,

AT wF1 [Back toUpgrades) #7 U > 7 LT, [Upgrades] ~<X— 2R Y £7,

T T T L— RN TT5HE, [Upgrades ~=— d [Status] 510> FiZ, [Upgradecompleted] &9 A vt —
URERINET, Ty T T L= FRRRT DL RMOBA TR T A vV RERINE T,

MSSP R—A )L TDIILF T+ b T/ ROEREHT Y T L— KRBT 5

BER7eT v 77— REBWBT 2581, Ny r—UEBIRL GRBIRLET S AT v 7
o— L, ¥R F = v 7 2FTLET, 2O F v Vid, BTy 7/ L— REER
ICETTCE D Lol LET,

B 71 te1i—v—ogE
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MSSP H— S L TOTLF T2 F71( ZADBBNT v 75 L— 85T 5 [

Evk RF—UUIOT T T L—REFEALT, AVTF AT 4 RUDHNCT v 7 L— RDYE
fHEATHO ZEMTEET, ZNICKY, EBEOT v ST VL—RU 4V RUTILVT v 7T L—
Nz X oRHIzs2 T X FT,

BRI T v 77 L— RaBBT 51213, ROFIEZFETLET,

FIRDEE

1. [#84F (Operations) |>[7 v 745 L—F (Upgrades) |DIEIZER L £,

2. [Ty 77 L — ROB (BeginanUpgrade) 127 Vv 27 L, Fay 77Xy U X Mpb
[FTD® 7 » 77 L— R (FTD Upgrade) ] £721% [Cisco ASADT v 77 L— R (ASA
Upgrade) | ZER L £7,

3. TSI L—FRDLRETIEANL, Ty 77 L—RTE5F 34 ZZ@R LT, [Next] %27 U v
7 LET,

4, EBRENDEAATa TRy 7 AT [Staged upgrade] RZ > %27 U w27 L, [Next] %27 U v
7 LET, CiscoASA T > 77 L— ROGE, [BEFOERMNT v 77 L — & LEET5H

(Overwrite existing staged upgrades) | = v 7R v 7 AZEEIR LT, BR LT A 2D
BEfF DR T » 7 7 L — K ((FHET 5 58) # hEELET,
5. CiscoASA 7 v 77 L—FRDFEIF, Y7 b7 =T arEBIRLET, [KE
(Search) 17 4=V REMHALT, Y7 hU T "=V gV TT RS AERRTEET,
[ASDM/N— 3 > DRI (Select ASDM version) 127 U v 7 LET,

6. ASAT v U L—ROYE, BIRLIZT A R Y A b=/ F 2% ASDM N—V 3 U %&
BRI 50, [ASDMAX—T g 7 w77 L— K& A% 7 (Skip ASDM version upgrade) ]
F xRy 7 AL CTBIEOASDM AN—V 3 VERFFL, Y7 b7 "=V g
DOHHET v 7T 7L —RLET, ZOFIEIX, FID7 v 77 L— RIZIIRETH D Z L IZiE
BELTLEEN,

7 [RXvr—YD7 v 7 u—FK (Uploadpackages) 127V v 7 LET, T XTHOT /A AN
TRTCONRY =T L EHMERH 50T TN SICER LT EEN,

8. Ty m—FREIRVIETIZIX, [Exit)] 227V v 7 LET,

9. [T (Bxit) 1227V v LET,

F IR D FH
FIE

ATy 71 [#4F (Operations) |>[7 v 749 L—FK (Upgrades) |DIEIZEIR L E7,
RTY T2 [Ty 77— RO (BeginanUpgrade) |27 Vv 27 L, Kry 7 XU A RNNS [FTIDOT v 77
L— R (FTD Upgrade) ] %721 [Cisco ASADT » 727 L— K (ASA Upgrade) ] # iR L E7,
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Upgrades

[ Q Search upgrade runs ] [ Status v ] = Filters Displaying 30 of 38 results + Begin an upgrade ~

FTD Upgrade

Upgrade name Upgrade type Status User

ASA Upgrade

PM I

3/25/2026, 8:10:36
PM I

3/25/2026, 7:23:03
PM I

3/25/2026, 7:19:06  {
PM I

3/25/2026, 7:16:44
PM I

3/25/2026, 5:54:59
PM I

3/25/2026, 4:14:56  {
PM I

Rows per page 1-30o0f 38 2 >

ARTYTI ToT T VL—ROL4RIEANT L, Ty T T L —RTHT734 ZA%8R LT, [Next] 227 U v 7 LET,

[Device Upgrades] ~<— > ® LI 5 [Model] 7213 [Tenant] ke vy 77X o 2 REfHLT, T34
AT 4 VHIER L FE T,

GE)
KEDN—R T 2T ETNMIBTIRKROEBDTNA RAEET T MR LTT vy 7L —RT&ET,

ATV T8 BRENDFA TRy 7 AT [Staged upgrade] R~ > %27 U v 7 L, [Next] #27 U 27 L%EJ, Cisco
ASAT v 77 L— FOSE, [BFOBRRNT v 77 L— K& E#EZ 32 (Overwrite existing staged upgrades) |
Frxy IRy 7 Z%BRRNL T, BIRLIET A ZAOBFOBRERT » 77 L— K (FET258) % bF
% bij—o

Perform staged upgrade or full upgrade?

(® Staged upgrade

This allows you to select packages, upload them to the selected devices, and perform
readiness checks to verify that the upgrade can be successfully performed. When you are
ready to perform a full upgrade, return to the Device Upgrade page to start the process.

O Full upgrade
This enables you to perform the complete upgrade process on the selected devices - from

selecting and uploading packages, performing readiness checks, and completing the
upgrade.

@ Some of the selected devices might already have a staged upgrade. You can choose
to overwrite the existing staged upgrade.

Overwrite existing staged upgrades
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ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

MSSP K—% L0 [ 2 1) 7 4 /54 R (Security Devices) 1 \— St 5 0—157 v 75 L— Fox [

CiscoASA 7 v 77 L—ROLGEIFE, Y7 by =T "=V 3 UEBRIRLET, [R5 (Search) |7 4 —/L K
EEHALT, Y7 RO T NN—=U a3 TT A, RAEMRBETEET, [ASDMAN—T 3 DR (Select ASDM
version) | =27 Vv 7 LET,

FID 7 v 77 L— ROE ., BINLT7=7 /31 AT [ H FAE 72 Threat Defense/~ > 77— (Threat Defense
packagesavailable) 1D U XA R BT v 77 L— Ry = %@ RLT, [7 v 77 L— ROFELT (Perform
upgrade) 1 %7 Vw7 LET, TXTOTNAAARTRTONy r—V L EEENS 50T Tl &
WCHEELTLEIN,

ASAT v 77 L—ROBPE, BN LT S, RTA VA =T 5 ASDM /X— 3 » Z3IR§ 5 0,
[ASDMNR— g 7 w77 L— K& A% v 7 (Skip ASDM versionupgrade) | F = v 7 7R v 7 A& ERN LT
HWIEDASDM A=V a VB L, Y7 b7 R—=TarDhuaT v 77 L—RLET, ZOFIHET,
FID7 v 7’7 L— RIZIIARETH D Z LICHEE LT EEN,

[Ny —TD7T v 7 ua— R (Uploadpackages) %7 U7 LET, TXRTOT/NA ARTRXTO/Ny r—
DERBMERH D DT TRV LICEELTLEE N,

Ty 7ua—RERYETICE, [Exit] 227 Y v 7 LET,

Roylr—YINT7 v 7Fu—REn5 L, [Upgrades] =—2 o [Status] 51D Fiz T7y FHL— Ky —
N7y TA—FRaEh, RF—UU58hFELRZ) Lo Ay b—URERENET,

&T (Bxit) 172V v 7 LET,

TS TV—= KRRy =V NART =V T Sj, A VA M= T DR S TVET, [Upgradestaged]

AT —H AL, [Upgrades] ~— 0 [Status] 5| THER TS £9, H¥EfEATE /256, [Upgrades] ~— D
[Upgradename] 3| C7 v 77 L—K4%2 7 Vw7 LT, VT v 77 Lb—REFITLET,

MSSP /R—Z LD [F ') T« T/34 X (Security Devices) ] R—IMWoD—$F7 v T5 L— FDEST
[Security Devices] X— U INHT NA REBEET v 77— R 5121, ZOFIEEZHEHL E
h@‘o
FIEDOHE
1. [Security Devices| &R L 9,
2. Ty TL—RTLT AL RAEBRL, A& 5 [Actions] T [Upgradedevice] 2 27 Vv
7 LET,
3. 7oL —FKD4RIEANL, R~ (Next) 1227V v LET,
4. FATRITRy 7 AT [EEENLRT » 77 L— K (Staged upgrade) | K7L [T NT v TS
L — F (Full upgrade) ] DWWz i@R L, [k~ (Next) 127 U7 LE7,
FIED F 4
Flg
AT 71 [Security Devices) % &R L 9,
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ATy T2

ATvT3
ATv74

MSSP R—

RE

FIRDOHE

Fryrea—v—oER |
FILREDEE

Ty T T = RTDHT A AERIRL, AHII2H D [Actions] T [Upgradedevice] #7 U 27 LET,
IR L 727 /31 A7) [Device Upgrades] X—2i2Y A L7 hEnuEd,

Ty T L= ROA4RIEANTIL, [k~ (Next) 127V v 7 LET,
AT TRy 7 AT BT » 77 L— K (Staged upgrade) | £72I1L[7 VT v 727 L— K (Full
upgrade) | DWFTIZEFIR L, [k~ (Next) 127 U7 LET,

[Z/VvT 727 L—FK (Fullupgrade) | Zi&R L7=5A1E. MSSP R—X /L TOV LT TF 2 hT /34 AD
7w7y77v—P®%ﬁ<n&—9>@xv/75b%XT/77%£ﬁLiTa

[BEBERY 727 >~ 77 L — K (Staged upgrade) | Z &R L7-E 1L, MSSP AR—Z /L CO~ /LT T2 hT A
A ZADBEBENT v 77 LV — Rablihd 5 34 X—) @XT YT SMOAT v T 9 BFATLET,

RIBREDEHE

Security Cloud Control TlE, FREX—TMSSP R—Z /)L LANL—F =T H 7 FDORFED
W Eh AR~ A XTEET, LMOXA D [Settings]| &7 Vv 7 LT, REX—VIWT Y
EALET,

[FXE (Settings) | X—Y TlX, v ¥ ah— ROREDH 3 E AL A AL, 2—H—=T 7
v REEHTEET,

o [f%EXE (General Settings) | : #EfllC OV Tid, &fEdE 38<—) ML TLLE
0,

o [2—H—DEE (User Management) ] : sFfMllC-DV TiX, User Management (39 ~X—<2)
EZL T &N,

Cisco ASA D~V AE=H Y o THRER N T 5 &, [Health overview] % v 3 2R — R & {#
J LT MSSP 78— % /L Secure Firewall Cisco ASA 7 /3 A& E=H —T& £,

F7-. [General Settings] C7R—4 JL ID, Cisco Secure ServicesExchange /R—4% JL ID . LW
R—RNBERTTDHILHTEET,

1. [Z74F724—)L (Firewall) ]>[5RE (Settings) ]>[—#REXE (General Settings) DI
IR L £,

2. [Cisco ASA~VAE=H Y 7 DHZENE (Enable ASA Health Monitoring) | b 7 VAR & v %
7Yy 7 LTAMMILET,

3. BRINDEA TRy ATHIWV (Yes) 1227 U w273 5HE, Cisco ASA ~LAE
=2V TR A TR0 £,
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User Management .

4. (F7vav) ZORREEENIZT 5121, [EnableASA Health Monitoring] k 27 /LR &
B0V v L, MEROFAT O Ry I AT Yed 227 U v LET,

F IR D 48

FIE

ATY TN [T7A4F724—IL (Firewall) |>[:RE (Settings) | >[—#E&E (General Settings) |DNEIZEIR L 9,
[7F >k (Tenants) |1 % 75 [%E (Settings) [IZT 7 ®ATAHZELTEET, [Z7AT 04—
(Firewall) ]>[FF> b (Tenants) |OUEICER UEF. | >E 7 3EHOT > b ERIRT 5 &, o
T [RRE (Settings) | R ¥ U RERINET,

AT T2 [Cisco ASA~VAE=H Y v 7 DAY (Enable ASA Health Monitoring) | N7 AV RZ %27 U v 7 LTH
ML ET,

ATV T3 BRENAFAT IRy 7 ATUI (Yes) 1227V v 7§25 &, CiscoASA~LVAE=H U > THEREN
ATl F9,

ATy T4 (F7var) ZOMEEZIEMNIT HI2IL, [Enable ASA Health Monitoring) s 7 ViR % %27V w7 L,
WBOEAT TRy 7 AT[Yes| &7 ) v 7 LET,

User Management
MSSP R — & VAT BTV DT _Toha—4—, ActiveDirectory IL—F, BLO
BEE N4 % [User Management] i THE R T 4,
FIE

ATY 1 [®E (Settings) 1> [1—H—FE (User Management) (DJIEIZEIR L £,
ATwFT2 a—H— (Users) :[Usersl ¥ 7 C, 7> MBEMIT N T_RCO2—PF—L a— REFRTEE
T
a) [Users] # 7 C, [Generate APl Token] %7 U v 7 LT, APILEH2—V—D72DD APl h—72 %/
’ﬁ ]\/iﬁ—O
WET — A EMOWO TmDDREDRARNT T 7T 4 Ao T, b= U ERERGINIRTE LE
T FEMICOWTIX, APT h—2 v D&k (20 X—) 2SR L TIEE0,
b) API F—7 U EEH T HI2IL, [Token] 4D F D [Refresh] 27 V v 7 LET, FEAIZOWLTIX, API
=2 OFEH 21 <—) ZBRLTIIZEN,
¢) APl F—7Z L &HY 9 121%. [Token] 50> Fo [Revokel &7 U v 7 LE4, ZEMICSTIL, API
=27 OHEVHEL Q21 =) 22RLTIEIN,
AT w73 ActiveDirectory 4 JL— 7 (Active Directory Groups) : &R E T T2 FDEA . MSSP R— & L%
Active Directory 7 /L — 7\ Z~v v B 7§52 LT, fllx Oa—H—% MSSP AR — X /WZEBINT 50V 12,
=PV 2 hen— A EHBEICERTEET, LV —F—DBNCBEED 2 —F—DHIkR L Vo7
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B <7772t

=Y =D LT T, Active Directory TEITTZ 25 L7, MSSP TEITTHMEN /2L 720 F
ﬁ—o

a) [Active Directory 2 /L—=7" (Active Directory Groups) | # 7% 7 U > 7 LET, TOX—UITIE, Active
Directory ¥~ % — 3 % THIV 4T 54172 Active Directory 27 /L— 7" O — LIRnFRSILE T,

SR OV T, o — W=D Active Directory 7 /L—7" (42 X—) SR L T E SV,
ATy 74 BEEAY (AuditLogs) :[Audit Logs] HEAEIX, MSSP RN —4 L Ca—H—lE IO AT AL DT
7 varaitikLET,
a) [E&Eo2 (AuditLogs) | ¥ 7 %27 Uy 7 LET,
BAEDT T hDOARNET VT4 ET 4DV A RNPRERINET,
FEDZ—F—0n V2B + 51201, 3K (Search) 1 7F A MRy 7 2AEMEH L £,
b) TANETA i)y LT, MBEHRERY AR, FFEDA X FaRRLET,

[FEM#PE (Time Range) | & [/ X2 b7 27 3 > (Event Action) ] IZ3SW\WCu /%7 4 L X ET
TET,

c) [Export]ZZ U > 27 LT, Mz CSVEATH U m—RNLET,

2L YFTFFUb

HEDOR—2 VT F > F3d 584, Security Cloud Control 22541 7 w7 MEFIC, B b
RN—=ZNEFRFXT T MNETHDV R Z ENTEET,

FIE

ATY 1 MSSPR—Z LT, £ EBICERENDT T M A=a—%27 ) v 7 LET,
AT v T2 [Switchtenant] 27 V v 7 L£7,
RATFYT3 BRTAHAR—FZILEFIZIT T FE2RIRLET,

Cisco Success Network

Cisco Success Network L= —#%tnd 27 7 7 R¥—E 2T, Cisco Success Network % H %2
T 5 & T3, AL Cisco Cloud T = 7 Zp#fse 03 sz S v, MR BLC BT 5 1 &
FHERNA M) =7 SNET, TLARNIER NI =T F52LICK5T, T84 R
MNOHDXMGEDOT —H IR L CTENEHEEATY E— FOBFHAT —2 3 VIZEFET D A
T = ALPREI D720, IROAY v ERELNET,

« %y h U= WO OFRMEZ A LSS D702, FIF TR R4l OREREIC DWW Tl
MLFET,

UEICRIATRTREZ2 . BT 7 =)L iR —h =R EEF=H Y I ONTEA L
i—a—o
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Security Cloud Control TO1—H—NDEE .

o VA OUFIHESLE ET,

T NA AL X =2 T R A ML L OWERF L. Cisco Success Network ([ZB Gk TE 5 X 9
I LET, T30 A&, L 721 T Cisco Success Network DR ELZEE CTx £97,

\}

GE) » Firewall Threat Defense /N1 7 XA F VT 4 XT T, 77T 4 T T3, AZEINT 5
L. AR R TR, AD Cisco Success Network iR E % F&EX LE9,

+ Security Cloud Control |% Cisco Success Network X E & HE L EFH A, REDEBL T L A
kU S OFML, Firewall Device Manager =——A % —7 = 4 AT E T,

Cisco Success Network D H %L £ - I EZh1E

VAT DO ERFZ, Cisco Smart Software Manager (27 /3 A &% &kT 5 L HIkd b
9, BERETIC 90 B OFHE T A & AT 556, RHMIIEOK TRICT A 2%
BET 2 0ERHY FT, 73 A2HETHITUE. (A~v— b7 A2 A (SmartLicensing) ]
~— ) Cisco Smart Software Manager (27 /NA A ZX gk D0, 1B —%2 AL T
Security Cloud Control (Z %8k L &7,

THRAREREET DL, X=F XNV T AT EMET AL RZTA B ANREY B THNE
To TARERET DL, AL TOLTNTOFT v ary I AbREINET,

Z OFEgEl. Cisco Success Network Z#E5hZ 25 2 L TCWHOTHLERCTEE TN, 247
3 = 1% Firewall Device Manager ULl 75 D AMENZ TEX E7, Mo T5E, TXA AR T
U RS ET, UL THEFOZERLA~Y— N 74 & AERROEREIC I ALY
TOEFICEMEEZ MG L £ 9, MOV TIX,  [Firepower Device Manager = & 7 o ¥ = L —
Yar AR, A=Y ar 640 U] O T A7 LEH| OFED [Cisco Success Network ~
DER L7 a 23R LTI,

Security Cloud Control TO 1 —H—ND &

Security Cloud Control C—¥%— L a— RZAEREITMET D00, (T4 7T 071 7
B /NA X — T J17 2 k& Security Cloud Control =—H#— 1L 22— K& OREtR] ZFHA T, ID 7
NS F— (IdP) THDU Y bEa—P—La— R NREDOXIITHAEERT20aFE LT
72 &\, Security Cloud Control = —% —|3, F&FEZ 41T Security Cloud Control 7} > MZ7 7
TATEL LS, Va—REMIETLHIdP 7 H Y > FSBETT,

FEIE O 1dP 372 R Y | Cisco Secure Sign-On |7 "C ® Security Cloud Control 77> k ®
ID 7r A X =L ), ZOFRFOEKY O, ID 7 m 3 #—& LT Cisco Secure
Sign-On ZfEH L TW\2D Z & ZRiHEE LTWET,

Ty MIEEMT LN TWA TR TCOa—F— L a— NE, 2—Y—EBEH CHR T X
To YH— Ty MR B DI HICT A > b ICBRERHT B s R 3
V=T HRG e ET,
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Trybia—y—ogE |
B 7 roryrm—svamznes

TFHo DRy I EEEDEE

TFU ROy N =V EREORERIRTHZ 58, XA TI7T 4 AL L TEBEBOLE
To Xy MU=V EREHREFF O —F—ZWRE L, [2— VP —EFH (User Management) ]
AR LT, Moo —Y—DfEx FEE) ICEFELET,

T+ MZBEERITFONTLS APl 2A——LO3— FDXRT
FiE

DO~ A 2T [EE (Adminigtration) ]>[API1—H—% (APl User Management) | %27 U v 7 L&
D

31— —EIEO Active Directory 7 J)L— 7

LD 2 —F—=PHBEIZANED LT T bO%E, il % O =2—H%—% Security Cloud Control
W24 %8 v 12, Security Cloud Control % Active Directory (AD) Z/V—7IlZ~v v 7 L
T, a—¥—JRbla—PF—m—nZLVHRICEETEET, FrLna—H— @JEDD'?D%
FOL—F—DHIFRE Vo T2 —P—DZE T |L9 T, ActiveDirectory THRITTE 5 L )

Y . Security Cloud Control TFATT 2 ME N2 720 £,

[ —H —FH (User Management) | ~—7>5H Active Directory 27 /L — 7% B, k. E7-
IEHIBR T 221X, [ hU—27 EHE (SuperAdmin) ] —W—o— LN KLETY, FEMICD
TR, Ta—%—m—] ZBRLTIZSN,

DA T [%E (Settings) ]>[=—F—EH (UserManagement) | DJEIZIER L F T,

Active Directory &' )L— 7

« EIDOSA T, [[EE (Adminigration) ]>[APIA—H—& (APl User Management) ]]
> [Active Directory 7 /L'—=7" (Active Directory Groups) | %27 U v 7 LE7,

Z DOR—NZIE, Active Directory ¥ 3 — ¥ ¥ THI Y 24T 5172 Active Directory 7 /L—7"D
02— L RERINET,

* Active Directory 2 /L —71ZF £ T 5 —H—|L, [Active DirectoryZ /L —7" (Active
Directory Groups) | ¥ 7 £ 721 [=— % — (Users) ] 5’ TIABNCR R EINET A

BExny

Security Cloud Control @ [B5# 12 77 (Audit Logs) ] Ci%, = — W —BEB L O AT AL~
OT 7 varpiigkInET, BEAr 7 (AuditLogs) | ICX > THy 7 F v ShdE7RA X
Y MIRDEBY T,
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A—H—EIED Active Directory &' )L— 7 .

cA—H—0ObFAY 2—HF—FIAHOTRTOA VAR AL ET,

* TFT Y COBEERIT EBEERMITEERR - 72 b O —F— OB T E 721X B
Bra BB L £9,

e A—H—O—)LDEE : 2— P —u— LOER LR LET,
+ ActiveDirectory 7 JL—7 : AD 7L —7NOEN, HIFR, BIOe— L OEFE L2 L E
R
FIg -

1. RO~ A1 T [EE (Adminigtration) ]>[APIA—H—%# (APl User Management) ]
7 Vw7 LET,

2. [E#&n 7 (AuditLogs) 1# 7 %7 Vv 7 LEd, BlER /A DT F 2 hDA XU L
TITFAET 4D XA NBFEREINET,

3. FFEDA—PF—0Dn VKR HI1TiE, [ (Search) 17 F A ARy 7 ZZEHLET,

4 TANZTAarkE7 ) v LT, REMREKY A, FFEDA R b ERRLET,
[ #EPH (TimeRange) ] & [f N> F 7 27 2 3 > (BEventAction) |IZRSW\WTu /%7 ¢
VAL X E T,

5. [TZ AR—1 (Bxport) %7 VU 27 LT, itz CSVERTH Y n—FLET,

B1:EEDS

User Management
Displaying audit logs

Users Active Directory Groups Audit Logs

[ Q, Search for audit logs by use ] Displaying 472 results

Action 2 Details Date/Time User &

. ) 7/31/2024
User Login logged in )

Role changed to Edit Only for user 7126/2024
User Role Change e

L User associated to 7/26/2024
Tenant Association )
tenant | 8:21:21P

User disassociated 7/24/2024
from tenant s e

Tenant Disassociation

7/23/2024
AD Group Added AD group added o

7/23/2024
AD Group Deleted AD group deleted .
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Na 7 A VRIS D R e HER 1T, D —H—23VE LT\ %, Security Cloud Control
TEFRIN TS T XTO Active Directory 7 /L —7 DO — /L O AHE DR TT, =& 2iE,
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GE)
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L560%, EAL—HP —0D2—H%—1a—/L3 Active Directory 7/ /L —F D —HF—m—/L L 1 ¢
BhanEd,

Active Directory ' JL—THAPI T KR4 >
Xy hU— 7 EBEIL, APL= 2 RARA » & L CROBIEEZ EITTE £97,

i

* Active Directory 7" /L — 7" DAERK,
* Active Directory 7" /L — 7" DHl| &
» Active Directory 7 /L — 7 DA H
* Active Directory 7 /L — 7 O If5

« Active Directory 7 /L — 7 O R4S

WD Y 27 T, Cisco DevNet Web A DX d 587 v a BTt 4,

Active Directory /' JL— 7 % Security Cloud Control [Z3&/N3 % = &H DI

REM

a2 —HF—FHDO—FE L LT Active Directory 7 /L— 7"~ » £’ 7 % Security Cloud Control {ZiE /Il
9 5121%, F 7 Security Cloud Sign On |Z#E &% A @ Active Directory 2324 %C9,  Active Directory
ID 7’ Z— (IdP) NELEHME SN TWARWEAIEL,  [dentity provider integration guide |
[J5E] Z#Z M LT, H A X A Active Directory IdP fEG ISR DIE R Z A L ET,

« Security Cloud Control D7 F > & & U —V g

B 77 te1i—v—0EE


https://developer.cisco.com/docs/cisco-security-cloud-control/create-active-directory-group-in-security-cloud-control-tenant/
https://developer.cisco.com/docs/cisco-security-cloud-control/delete-active-directory-group-from-security-cloud-control-tenant/
https://developer.cisco.com/docs/cisco-defense-orchestrator/modify-active-directory-group/
https://developer.cisco.com/docs/cisco-defense-orchestrator/get-active-directory-groups/
https://developer.cisco.com/docs/cisco-defense-orchestrator/get-active-directory-group/
https://www.cisco.com/c/en/us/td/docs/security/cloud_control/sso-secure-cloud-control-app/integrating-identity-providers.html

| 73> tea—v—nEm

Active Directory 4 JL— 7 % Security Cloud Control IZ:BINY % 1= DRIREH .

s NARDN—T 4 VT HEFRT D KAAL L (B : @cisco.com, @myenterprise.com)
XML JERDFEHEL 72T L—v a U A X T —X
Active Directory DA D58 T L7256, Active Directory ([ZIRD A A X A SAML B3R & B L &

9, Active Directory D#A D358 T L7211 Security Cloud Control 77> MI¥A A T B2
%, SAML ZR & BHEAMETT, D OE TIIRLF L /NCFED B S ET,

» SamlIADUserGrouplds : — ® @M%, =—¥ —7»% Active Directory |- TR X TH 7 /L—
TOBEEMTELRLET, HEXE ROARZ =2 ay MORT X IIZ, Azure T
[+7 N—TFROIBM (+ Add groups claim) ] Z B4R L £,

X 2: Active Directory TEZESNT=h X2 LERK

= Microsoft Azure 2 Search resources, services,

Home » Cisco-CDO-Dev > Enterprise applications * securex-okta-ci > SAML-based Sign-on >

Attributes & Claims

~+ Addnew claim  + Adda group daim =2 Columns 57 Got feedback?

Raquired claim

Claim name Valug

Unigue User Identifier {WMame 10 user.userprincipalname [mameid-for.. ***

Additional claims

Clairm name Value

hittpe/fschemas xmiscap.ongfws/ 200505 identity/claims/emailaddress user.mail

hittp/fschemas xmiscap.ongws/ 200505 identity/claims/givenname user.givenname

hittp/fschemas xmiscapuong s/ 200505 identity/claims/name user.userprincipalname

hittp/fschemas xmisocap.ong s/ 200505 identity/claims/surname UsSELSUMamea

[ SamlaDUserGrouplds | USELQroups

| samiscurceidpissuer | “hitps://sts windows net/ 1e431488-.. ***

» SamlSourceldplssuer : Z D JEM:IL. Active Directory f > A X A% —EIZHBILET, 72
EXIE, ROARAZ Y —rvay MORTEHIZ, Azure T [+ /—T7EROEM (+ Add
a group claim) ] Zi®&R L., A2 v —/L LT Azure Active Directory #h!l 1% o7 £ 97,
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= Microsoft feure
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securex-stage | SAML-based Sign-on
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App Federation Metadata U | e ol necrosetaninacamy 1e42 1468866254, .
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Fedaratioe Matadata Xl Terambound

Zet up secunex-stage
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(SuperAdmin) ] =—H—— L BRLETT,

FIE

AT 71 Security Cloud Control {22 74 > L ¥,

£ Edit

& Edit

ATw T2 EMOA T [EE (Administration) ]>[API1—H—&I (APl User Management) | %27 U v 7 L&

j—O

AT w73 [Active Directory 7 /L —=" (Active Directory Groups) ] ¥ 7% 7V v 7 LE7,
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ATy TS ROWEHEANTILET,
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E—EF HMENIH Y FH A, Security Cloud Control [ £, Z D7 4 —/L ROFFEECF A A — K LT
FH A,
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s[m—/ (Role) |: 2—H—m—LAZRINLET, IO Active Directory 7 /L —FIZEHENDHTXTD
a—HF—oa— AN REY T, FHIZONTE, 22— —a—)] ZZRLTIEIN,

« (A7 ar) [HFEEL (Notes) ]: Z @ Active Directory 7 /L—FZiH S piERL 2B L £,

ATvT6 [OK] Z#IR L 9,

21—+ —&HF Active Directory 7' JL— T DiRE

1R BHEIIZ

Security Cloud Control C Active Directory 7 /b — 7 D —H —E B & fRET DA 1%, Security
Cloud Control 7% Active Directory 7 /v — 7 ZlfR T 2 ITELE T 2 AR TE H Z LITIER LT E
S, Security Cloud Control C Active Directory 27 /L — "% Db O OFREILTE EH A, Active
Directory 7 /L —7ND2—HW— 1 X F &R 2121, Active Directory Z i[9 2 22D H Y
5

FIE

AT 71 Security Cloud Control (22 7' > L7,
RATv T2 EAOSA > TEE (Adminisration) [>[APIZ—H—&# (APl User Management) | %2727 U v 7 L&
D
AT w73 [Active Directory 7 /L —= (Active Directory Groups) ] ¥ 7 %7V v 7 LE 7,
AT T4 TS Active Directory 7V — T ZHE L, WET A2 %7V v 7 LET,
ATYTS ROMEEEELET,
o [ Vv—74% (GroupName) |: —EO4HIEZ A LE T, Security Cloud Control i, ZD7 4 —/L KD
FR P E T AR— R LTOERA,
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« [Z /v —7ID (Group Identifier) ] : Active Directory 725 7 /L—7 1D ZF#TASHLET, //v—7ID
DL, B AZ LZEREFZRDO 7 NV—TID ERILTHLHVLERHY £, ZOfEHIEX, F—TD—FED
ID IZHRHS T BEEOME (my-favourite-group, 1234572 8) IZT B2 E N TEET,

« [AD#173# (ADIssuer) ] : Active Directory 2> 5 Active Directory DFITH OfE % FEITASI L ET,

s [m—/L (Role) ]: Z® ActiveDirectory 7 /L —7IZEENDHT X TOZ—YF—Dr— /LR RED T,
FHHZOWTE, T2—H—m—] 2BRLTIZEN,

o [EFE (Notes) ]: Z ™ Active Directory 7 /L — |2 H S ERAZBM L 7,

RTFvT6 [OK] %27V v 7 LET,

21—+ — &I Active Directory % )L— T D HI&
FIE

AT 71 Security Cloud Control (22 7' > L £,

ATw T2 EMOA T [EE (Administration) ]>[API1—H—&IH (APl User Management) | %27 U v 7 L&
—é’—o

AT 73 [Active Directory 77 /L—=" (Active Directory Groups) | ¥ 7 %7 U v 7 L%,
ATv 74 HIEEd 5 Active Directory 7 /L —7 ZfRE L £7,

RATv 75 [Delete] 74 a>%27 U v7 LET,

ATw 76 [OK] %27 U7 LT, Active Directory 7 /L —7 %K+ 2 Z &L 2R L £1,

Security Cloud Control D1 —H—D1ERK

Security Cloud Control = — % —OFHUEM TIL, KD 2 DO FX A7 BETT, KOJEF T
ITT208EITIHY THA,

o Bl —+ —[miF Cisco Secure Sign-On 7 5 7 > h DERL

« Security Cloud Control =—#—441Z . % Security Cloud Control == —— L =1 — R DIERL

INBDOHAINFET T H L, 22— —I% Cisco Secure Sign-On ¥ v > = 78— R Security
Cloud Control ZBi< Z &N TE £,
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#1321 —+H—TMA 7+ Cisco Security Cloud SignOn 7 h ™9 > ~DER .

i 1 —4 —[E (+ Cisco Security Cloud Sign On 7 A7 > k DYERL

Pl ——13, B0 Y TEDTFr MaEM B TH, WO TH Cisco Security Cloud Sign
On 7 W0y Ml T& £7,

Security Cloud Control ~D O % A4 > [ZDL\T

Security Cloud Control (%, Cisco Secure Sign-On % 7 A T > 7 47 4 a3 A X —L LTHH
L. Duo #ZZF#F8AE (MFA) (Zff L £9, Security Cloud Control IZE4 A 9§ BIZ1E.
£ 9 Cisco Security Cloud SignOn T7 A > &R L. Duo #ER L TMFA 5% ET 24
ENHYET,

Security Cloud Control (21X MFA 2342 C9, MFA 1%, =—W—T7 AT T 47 1 ZiRi#ET D

TeoOeX2 )7 &b LET, MFA O—FETh 5 _EHGRAETIL, Security Cloud Control
a7 AT 52— —DID ZHERT 572012, 22003 R —F 2 N ELIFEENLET

To BAIOERIIZ—Y—Z LA T— KT, 2FBOERIA T~ RTERENDT
2 A L/XAT— K (OTP) T,

| A

EE 2019 £ 10 A 14 B & Y HIIZ Security Cloud Control 77 > AEE L TWVIHEIX. ZDOHEA
D4 Y 1ZCisco Security Cloud Sign OnID 7' 2/ 3 X —~DB 720 74 o FIEHE L THEAL

074 U9 5w

TLTEENY,

Duo Security D1 > X k—)L

Duo Security 7 7'V 77— 3 U EEREIRICA VA M= VT D5 2 LA BEID LET, Duo DA
VA R=MIZOWT IERIN S H58E 1%, [Duo Guide to Two Factor Authentication : Enrollment
Guide] Z#ZM LT E SV,

iSEUDIEES

ENANT AL AEEH LT Z A L3R — REARLET, OTPIIMRIR—2ThH D72
b, FARAADI Oy JRYTAEA DERAPILTND ZEREETT, TA 2Dy
MHBIIC, ELRFHTELVRICRES TS Z L aMR LET,

#1#7 Cisco Security Cloud SignOn 7 10 > FDYER & Duo ZERIBIIDEEE
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. #7138 Cisco Security Cloud SignOn 7 15 > FD1ERL & Duo BRI DHRTE

FIE

AT F1 #HL L\ Cisco Security Cloud SignOn 7 Ao Y MY A Vv TF7 v T LET,
1. https:/sign-on.security.cisco.com % [ & F 9,
2. A UA VHED FEIZH D [5FT<Y A>T » 7 (Signupnow) 15227V 7 LET,

stfean]es
CISCO

Security Cloud Sign On

Email

Don't have an account? Sign up now

Oor

Other login options

System status Policy statement

3. TUH—TTAXT AT NEAERT BITIE, ROEHREATILET,
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TP
CISCO

Account Sign Up

Provide following information to create enterprise account.

Back to login page

Email *

First name *

Last name *

Country *

Please select * v

Password *

Show

Confirm Password *

Show

[[]1 agree to the General Terms and Privacy statement.

Cancel

w2 DD FERLET,

[ A—/ (Email) ] : Security Cloud Control ~? 11 7' A N FEBNEN T 2E L A—/LT KL
AEANTTLET,

o [/8AT— R (Password) ]: J )72 U —REASHLET,

4. A A4 (Signup) 1227 Vv 7 LET,
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. Security Cloud Control 1 —H—& TH1—H¥—La— FOER

FO%, BELTET FLRAIZHEGEA —ADPEESNET, BFA—NLVEHE, [TH Yy FoFHE
(Activate account) 1 &7 U v 7 LET,

ATv 72 D0 2ERALTCEERIIAEZLY r 7y T3
ZURBAEL Ty T v T THEEIL. ERXANT AL ZAEFHTH L 2BEDLET,

1

ATvT3
1.

2.

[ZEHZRFEOE (Set up multi-factor authentication) | [H{fi T, [EHRE D E (Configure factor) | & 7
Vw7 LET,

[y b7 > 7 OB (Startsetup) 127 Vv 7 L, 7B Y7 Mt TENA VT SA ZA%3INL T,
ZDENRAINVTNRAALET H T FOXT Y 7 h2iERLET,

FEAMZ DWW TCIL,  [Duo Guide to Two Factor Authentication : Enrollment Guidel] 22 L T 723w, 7
NRAZZDuo 77V =2 a v NTTICA VA M= LENTWEREIL, ZOT AV DT 7T 4
&%yay:wFﬁ%ﬁéniﬁommilm@7A4xT@ﬁ®7wﬁ/h%%ﬁ%bLifo

U 4= ROFKE T, [0 A %HK1T79 % (Continue to Login) [ %7 U v/ LET,
T HEFEFRREZ B L C Cisco Security Cloud Sign On (272 74 > L £ 9,

(EE) EMOA—t>T445—2ELTGoogler—t T4 r—2 %% ELET,

Google A —t T 4 =2 LXT YL TFTHENANTNA Z&EIRL, [IR~ (Next) |27 U w7 L
iﬁ‘o

Ty N7 v T4 F—ROT a7 MIEST, Google A—k> T 4 r—4%%ty T v 7 LET,

AT w74 CiscoSecurity Cloud SignOn D7 A2 b ANYDA T a v EBRETH

1.

2.

3.

SMSZEHLCT v b2ty MO0 POERFE T LRI L E7,
X2 VT4 A AT EBRIRLET,
[¥AT7 57 NOERL (Create My Account) | %27 U v 7 LET,

Security Cloud Control 1 —%—& TH1—H—La— FDER

(%> U — 27 &% (Super Admin) | HERR % FF-2 Security Cloud Control = —— D %73
Security Cloud Control = —#%— 1L 2 — R&{EkCcx£9, xRy NU—27FHE| 12, Lo
Security Cloud Control 21— —fZDERX A7 THRELTZ LD LRIUEFA—NLT KLAT
A=Y=l a— FEERTOILENRDH Y 7,

ROFIEEZFEH LT, #@Og2r—YP—m—NE2FFoa—F—La— FE{ERLET,
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FIE

AT 71 Security Cloud Control (22 7' > L7,

ATY T2 MDA T, [EE (Settings) ]>[—H—FH (User Management) | DIEIZER L £,
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ATY T8 22— —OFEFA—LT RLAZALET,
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VERHY £,
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Control Z [ <

FIE

AT 71 Cisco Secure Sign-on # ¥ = 78— KT, 752 hd U — 3 T L7z [Security Cloud Control] % A /L% 7
Vw27 LET,
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TN
CISCO

Security Cloud Control
Choose a tenant

Portals Tenants

US East Coast Boston Office
New York Office

US West Coast

Los Angeles Office

Sign Out

Security Cloud Control Firewall Management ) 1. —H — [
IWVEEET D

Security Cloud Control Firewall Management |3, —%#—Z¢& BIOMM T Lice—nz2ED
BTET, | ANDZ—F—BEHDOTF > MIT 7 EBATELBE, 22— —IDIZFELTH.
TFhU IR — A RRRLGERSY FT, 22X, 2—F—i%, HHMET TFEAH
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FARYERDO—)L

FABMYEAo—LRE ) B ToNm2—F =%, TR TOR=IITROF VAT —0NER
IhET,

Read Only User. You cannot make configuration changes.
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