kST a—FTa 8

ZOFEX, kOB ar THERERTWET,
» Secure Device Connector D k7 7L a— K (1 _X—7)
« Security Cloud Control ® N 7 7 /v a—7 4 27 (11 ~~—2)
« T ADERERRE (21 ~—2)

Secure Device Connector ® 5 J )L 21— k

F 2 7L I AD Secure Device Connector (SDC) O T T/ a—F 4 7 E4TH121X, UUF
DRy ZE2ZHRL TSN,

WO F U AT H YT E 572V E 11X, Cisco Technical Assistance Center T4 — A % B
TLTIEEWY,

SDC [ZEI:EAFE

Securlty Cloud Control 725 @ 2 [A|dD/~N— k B — M BRI L “Cﬂ?/c Lo 724, SDC @
RABIX B ARHE (Unreachable) 11272V £9°, SDCIZEIFEARRERGE, 7 MI, A F—
TAY T LIEDT AL AL LBETEEREA,

Security Cloud Control (X, ¥R® 5{E T SDCIZEIFERETHDLZ 2R LET,

« [—#BD Secure Device Connector (SDC) IZEIZFETEX £/ A, %% 795 SDC I(ZEHESSIT S
NIZT 3 A R L TiEfE C& £ A (Some Secure Device Connectors (SDC) are unreachable.
You will not be able to communicate with devices associated with these SDCs) | &V 9 A vt —
P8 Security Cloud Control D 7R — A~—IZFRR SN E T,

« [—E X (Services) 1" X— D SDC D AT —H A [BiZEARHE (Unreachable) ]i272V %
ﬁ‘o

ZOMEEMRRT DIT1E. £TSDC &7 F 2 FOBHERZFAITL T ZE0Y,

1. SDC{ff~ > > NEITH T, HilkdD Security Cloud Control IP 7 KL A|ZEIFETEHZ & %
MR L ET, BEGHRT /N A A~ Security Cloud Control D A2 S M L TL 7230,

FSINYa—TFaT .
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rFSILYa—F108 |
B =574 security Cloud Control TSDC X7 — 4 ZA 75T 1 J (Active) 1124 571N

2. /N—htE— h&FHETERL T, Security Cloud Control & SDC DFE &2 fT L £ 77,
SDC 23— hE— FERIZIGET D L, [T7277 147 (Active) | A7 —X AZRED £7,
N—hE— MEFETERT 2I12IE, ROFNERIZHENE T,

1. ERIORA U TY—ILEY—ERXR (Tools& Services) |>[EFa7a+9 4% (Secure
Connectors) ]Zi&R L £7,
2. BEFRRERSDCEZ7 Y v 7 LET,

3. [#E (Actions) ]~SA > T, [/»— hE— FDOZR (Request heartbeat) [ %27 U v 7 L
ij‘o

4. [f4%#%¢ (Reconnect) 1 &7 U > 7 LT,

3. SDCAFETT T MIHEERLELIELTH, SDCR[T 27T 47 (Active) | AT —4
AR BV EAIE, T Security Cloud Control T SDC AT —HX AN [T 7T 47
(Active) 112725720y 2 8—=2) | OFRITHES T EE W,

FE 114 SecurityCloudControl TSDC A T—42 AMN[7 Y T 1 7 (Active) ]
(27 5780
EBALCTKI 10 372> TH SDC N T 7 T 4 71272 - 7= Z & % Security Cloud Control 7375k X 7221

i]%/ﬁ\li\ SDC @%Bﬁﬂ%ﬁélﬁfﬁk Lfl Security Cloud Control :L‘—“H‘H}O)J:U\/\OZ J— HZJ: @ N
SSH %/ L C SDC VM (285 L £,

FIE

ATY j‘l /opt/cdo/configure.log %‘_’%%@\ L/ij_o Z 22, AJ1L 7= SDC 0)%52%&732& . T Eﬁ)Eﬁ(:ﬁﬂq h
T ESDPPRENET, By M T v 77 rE AT I —NRAEL TWHLIGEEITENELI AN S
TWRWEA L, sde-onboard setup % FFEEEIT L £ 97,

a) 7’827 FT. sudo sdc-onboard setup & ASJJLFET,

b) cdo 22—V —DONRXRT—REANLET,

) IRy MIEWET, By F Ty TR VT MOERIIWEST, By Ty T U4 =R TITo7z
TRTOREFIRLHR L, AN LTEEZEE T2 N TEET,

ATY T2 vl %M L, sudo sdc-onboard setup @ FEITLTH, Security Cloud Control T SDC W[T 7T 4 7" (Active) ]
W72 B 720 EATE, Security Cloud Control B 7R — MZHE#HE L T 72 &0y,

SDC DZEHE 1= IP 7 K L XA Security Cloud Control [Z/xBE & 75N

SDC DIP 7 KL AZZEE LA, GMT OF-Hi 3 BELIFE £ T H T Security Cloud Control |2
RS AV E A,
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FIARE SDCOEFIZETE L5 TLva—F125 [

TNARESDCDEHEICET A ST a—TFT420T

FIE

ATy

ATy T2
ATvT3

ATy T4

ATy TH

Z O — )& LT, Secure Device Connector (SDC) %4 L 7= Security Cloud Control 2> &7
INAANDERiHET AN LET, TAA ARG R—F 4 U 7RI LTSS, Fiidd
RN—T 1 > 7 OREIZ Security Cloud Control 737 /NA AIZEIZETE 5008 5 & fllr+ 256
X, ZOERET A NTHIENTEET,

D<A T [EE (Administration) ]>[Firewall Management Center] 227 U v 7 L, [EXx a7 ax7
% (Secure Connectors) | ¥ 7 &7 U v 27 LET,
SDC Z R L %9,
FHO[NTF TNy a—T 17 (Troubleshooting) |31 > C, [T /31 ADHHE (Device Connectivity) ]
27y 7 LET,
NI TNy a—=T 4 o TERFERLE D E L TNDT A ADOFRRIPT KL AFEZITFQDN & AR— k
BEEANIIL, [T (Go) 1527V v 27 LET, Security Cloud Control |ZIK DFRFEE FITL 77,
a) [DNSfi#& (DNSResolution) ]: 1P 7 KL ZADRIDOVIZFQDN ZF5ET 5 &, SDC S KA A 44 % figtih
TEIPT7 FLAZEAGTE L 2 L 2B L £,
b) [##fc7 A b (Connection Test) |: 7 /34 AMNEEARETH D Z L A MER L E T,
¢) [TLSHY7AR— K (TLSsupport) ]: T /3A A& SDC Oli 5NV AR — 3% TLS N— 3 > LS &M
LET,
e [P — h STV WS (Unsupported Cipher) | : 7 /31 A & SDC Ol f7 THAR— K 4T
% TLS /N— a3 U376, Security Cloud Control (X, SDC Tit7e < 7 /34 A THAHR— &
TWDHTLS N—V g VEREZITONWTHT A M LET,

d) SSLAFHIE : h I 7Ny a—T 4 7 Tk, iEEERS RIS E T,

TNAADF L R—T 4 T ETATT A A~DEHe DRVEDFEHE L 22V 5813, Security Cloud Control
R— hETBRVWEDEIZI VY,

SDC & DMkt RY 7S it = F= (LRI AV E Ly

ZOkv 7 varyTHATAY Y a—v 3 it A7 L I AD Secure Device Connector  (SDC)
WCOHBEHSINET,

fEAK : SDC & OWrise ) 788 & 7 138k 23 72,

2 ZORMEIT, T 4 A7 EEMIZIEV S 1EV (80% LA L) OBGFEITHAT D AREENH Y
5

WOFINEZFEITL T, T4 A REOHRN AR L F 9,
1. Secure Device Connector (SDC) VM D=1 Y — /L& B & £9,
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rFSILYa—F108 |

B soc commnnmmErEmEsL L

2. 2—¥—FcdoTurs A LFET,
3. WHiEe VA UERIHER LTS AT —RE AN LET,
4, F9. df -hE AN L CEET A AIEFRET = L, BET A ATEEN RN L%
MR L £,
DockeriZ X > CTF 4 A FRENHBE SN2 L 2R TEET, @HEDOT 4 A7 EHAEIX
2XHNS PRETHD ETHRENET,
5. Docker 7 AW X —DF 4 A7 FERAEEFE T HITIE.
sudo du -h /var/lib/docker | sort -h ZFE{TL E1,
Docker 7 A /L H—DF 4 A 7B AR TE T,
FE
Docker 7 # V2 —DF 4 A7 fEHENZIEV 21XV DA, dockeriRET 7 A LV TRD L 5
WCERLET,

« Max-size : HIIED 7 7 A VBT KY A RZELZS, nZo—F7—3 g &l LET,
e Max-file : FFRIZIE LB, e —F—L g v aN-ahnul 77 AV EHIBERLET,

ROFNEZFEITLET,

1
2.

3.

A

sudo vi /etc/docker/daemon.json ZFEITL FI,

WROITH 7 7 A WMTFEALET,

{

"log-driver": "json-file",

"log-opts": {"max-size": "100m", "max-file": "5" }

}

Esc ¥ =2 L THhbH twq! EANL, BEEZEZAATTZ 7 A V&ML ET,

GE)

sudo cat /etc/docker/daemon.json #F/TL T, 7 7 A /M LNTZEL ZfERT
%ij‘o

sudo systemctl restart docker % 51T L T docker 7 7 A /L Z FiEE) L £,

EENBEHIND E TGP0 D5E0RHY £9, sudo du -h /var/lib/docker
| sort -h #FEFTL T, docker 7 # VH —DEHINT-T 4 AV HHEEZF R LET,

df -h ZFITL T, ZEEXT A AT P A XRHEM LT L 2R L ET,

SDC D AT —# A% [BiZEAHE (Unreachable) 17205 [7 277 47 (Active) JIZEE T 5 HI
2. [EHE (Administration) ]> [Firewall Management Center] 7°6 [E¥ a7 237 #

B rsorva—F424
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Secure Device Connector [ & %52 500 THHERE DS : cisco-sa-20190215-runc .

(Secure Connectors) | % 72BN LT, [7 27 v 3> (Actions) ] A ==—00 [FEEHD
ZK (Request Reconnect) 1 %7 U v 7 T HMENRH Y £,

Secure Device Connector [(ZEEX% 5 X2 500 THIFHERIEOMIE M
cisco-sa-20190215-runc

Cisco Product Security Incident Response Team (PSIRT) &, Docker D B 77 ¢ (HKE) DOFE
WIESBSHEIZ DWW TS 2% 2 U 7 4 7 R/31 U cisco-sa-20190215-runc Z ABH L E L7z,
MagstE D SRR DOV TIL, PSIRT F— LD 7T KAL) 2R E BHidA< 72X,

Z OWEFHEIE, 97T D Security Cloud Control = — % — |22 L 97,

» Security Cloud Control ® 27 7 7 KJEBH X 4172 Secure Device Connector (SDC) i L T\
LREMT., EHE FIED Security Cloud Control XL —3 g > XF— A2 L > CTHTICHE
ITSNTWDHIED, ML TLH20EIIHY EHA,

e F U IATEMBMENTSDC ZFEH L TWAHBEMEIZ, ®ED Docker /S—3 3 & fF
HATDEIICSDCHARANET v 77 L —FRTH2HLERNHVET, Ty 7L —FT5IZ
. WOFINEEFERALET,

» Security Cloud Control #£#£ SDC /R A DO FEH (5 ~X—7)
« WAL LSDC AR MEEHT L (62—2)

NT T yFRT (6°—)

Security Cloud Control 2% SDC /R X ~DFEH
Security Cloud Control 4 A — 2 L C SDC Z &M L5813, WOFEEZFEHL E5,

FIE

ATy 1 SSH £/-13nA =" Far ) — L& FEHLTSDC A A MIEER LT,
ATy T2 kOa<wr REETLT, Docker '—E 2D NR— g VAR LET,

docker version

ATV T3 EHORE~T Y (VM) OWTNNEFEITL TWAEE, RO X I R RERENE T,

> docker version
Client:
Version: 18.06.1-ce
API version: 1.38
Go version: gol.10.3
Git commit: e68fc7a
Built: Tue Aug 21 17:23:03 2018
0S/Arch: linux/amd64
Experimental: false

ZITHWA=Y g UNRFREINDAEENH Y £,

FSINYa—TFaT .
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rFSILYa—F108 |
B rxs5ssochzxrzEmes

ATV T4 Oa< FEFEITLTDocker ZEH L, Y—EXZHERHLE7,

> sudo yum update docker-ce
> sudo service docker restart

GE)
Docker — E A D FHEEIH, Security Cloud Control & 7 /A A OB A FLRER 5 1 L E 37,

AT wF5 dockerversion 2~ REHERITLET, ROHINFREINET,

> docker version
Client:
Version: 18.09.2
API version: 1.39
Go version: gol.10.6
Git commit: 6247962
Built: Sun Feb XX 04:13:27 2019
0S/Arch: linux/amd64
Experimental: false

RAT9T6 ZHTBMEIE Lz, Ny FRlH S idi/i— 3 > Docker 127 v 77 L— RENE LTz,

NRAZLSDCRR FEEFHT D

AME D SDC A A b ZVERL L TV D841, Docker DA A b — )L FIEIZHS W - BH FIEIC
e MENH Y £97, CentOS, yum, Docker-ce (I ==7 () ZMHHLZEAZ,. Aiko
FIETENEL £

Docker-ee (T % —7"F A4 RJR) %A v A h—/v Licta, E7138I0 1% £ H L T Docker
A AR LTEATE, Docker DIEIEN— a ViR BZARH Y £9, IELWVA R
h—= "= 3 1%, Docker D~—3 (Docker Security Update and Container Security Best
Practices) THER TE £,

NT kXY
AT, ZOMTEMEE S R EFHE L. BINERAFIH RIS ARV RE. T KA &
EHLET, 7T AT IURRKE—T7 INTH, IROBET 5 Cisco /N7 &SR L CEEM
AHERCTEET,

CSCv033929-CVE-2019-5736 : runC 2> 7 FO7 L—27 T 7 b

BNE T AT LEFZ

Security Cloud Control (%, Secure Device Connector (SDC) & D3 LW vilfs X AHH L £,
Z D7, Security Cloud Control 1% 2024 4F-2 A 1 H F TIZBEfF® SDC % # LW ilfE H U
ITTHRERDY 7,

\)

GE) 202442 A 1 HZETIZT SDC 3B4T SN 7204, Security Cloud Control 1% SDC %41 L CF /3
AARAEBETERIRYET,

B rsorva—F424
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soc /31— 3 wnt 202311 Ly ]

Security Cloud Control DA L—3 9  XF—ANSDC #HBITL LD & LE LD, SDC v A
T LRELIAY AWS VAT AR L0 15 ATV DB TV e, BITTEERATL

77
VAT AL ORBEZELET 5121, LFOFRIEICHE > TSI, ZORMBEREL L5,
BATE AT CEET,

FIE

ATV T VMUEERZI LT, E72X SSHEE A ML LT, SDCVMIZr 7 A v LET,
ATFw T2 77 M sudo sde-onboard setup EATIL T, iBFEEAITWVET,
RATw T3 SDCOFEIE v N7 v FREEFEERIZ, SDCE Y N7 > AT 2EMICEE LET, AT R AT —
RERy NU—IERETXTHANLEST, Z0LEX, NTPH— =T RLZZAELTEBXET,
a) SDCOEy 7 v IR LD LR UE/NAT— REMH LT, /L— b3 LU Security Cloud Control
=P —DXRT—=RE Ty FLET,
b) TRV EIRFERINZL, yEANLTRYy MU= ZHEELET,
¢) VIHIERUIP 7 RLUAE 71X CIDR Dz AL £,
d) LAEIERICRY NU—I S~ o= DIEE AT LET,
e) VETERU FAA =L AT L (DNS) —_"—DEE AN LET,
f) NTP H—_—DANZERD LIS, HH2NTP —3—7 FL 2 (tine.aws.com’R2 &) # AN LT
<TEEV,
g ANLTfEE#REL, MENRTEyYy EALET,
ATY T4 77 Mlaate EAST LT, BEZH— =03 BEATRED>, SDC ERHIL TW D NERFELE3, HEE
(UTC) mFor&i, SDC ORZ & e c& £,

RDBERY

INHDOFENTET LD, F2013 T —2NRA L7286 11X, Cisco Technical Assistance Center
(TAC) ETITHAEL ZEV, ZNHOFIENEFIZE T 5 &L Security Cloud Control 4
L— g VAT — L0 SDC OFBEHFR~OBITEZET TEET,

SDC D/X\— < 3 2 HY 202311**** K L) Hi]

Security Cloud Control %, Secure Device Connector (SDC) & OH LW EEHFRNEERA L 7,
Z D7, Security Cloud Control (%2024 42 H 1 H £ TIZBEfED SDC %3 LW idfE FUH
ITTH0ERNHY £,

)

GE) 202442 H 1 H £ TIZ SDC NBATEI 72054, Security Cloud Control 1% SDC %4 L TF /3
A ALBETE LR ET,

FSINYa—TFaT .
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Security Cloud Control DA XL —3 3 » XF—AXSDCEBITL LI E LE LD, 7572 b
28 202311%%%% L) HHTON—T a3 U EETLTWD D RELE LT,

SDC OBIED/N— =3 1%, Security Cloud Control D A = 2 —/ "= 5[Y—)LEH—E X
(Tools& Services) |1 >[tF¥a 73 #4432 (SecureConnectors) |DIEICEEL T, [EX=7
a7 # (Secure Connectors) | ~S— VIZFLik SV CTUWET, SDC & iR$ 25 & mimA o
[FEM (Details) |31 L=V a U EENRFRINET,

SDC =V a v %7 v 77— N 5I23F, ROFIHEITHKE-> T IZE, ZOREDFR LT
5. Security Cloud Control XL —3 5 V AF—ANBIT /R B RAEZH|EF(TTEH LI 1%k
DET,

FIE

ATy 71 SDCVMIca 7 A > L, HIEEITWET,
ATFw T2 77 T sudo su - sdc & AT L. BEEEITWVET,
ATFv T3 a7 NI crontab -r E AN LFET,

no crontab for sdc EWI A v —UNFREINTZHE, BHEL RO TFIEICED F9,

ATy T84 7u7 NI . /toolkit/toolkit.sh upgrade & AJJ L FEF, Security Cloud Control X, 7 v 77 L— KR4
BENE I EHML, Y= Fy  ET v L—RLET, 2V AT I —RHREIN TN T
LEfERLET,

RAFvT5 SDC OF L=V 2 VAR LET,

a) Security Cloud Control IZ 7 71 > L £,
b) Security Cloud Control D A = = —/X—/n5[W—)LEH—E X (Tools& Services) |>[EFaT7aRv 4
(SecureConnectors) |DEIZEEN L T, [E% =7 22 & (Secure Connectors) ]~<— T %[ & F9°,
c) SDC Z®EIRN LT, [#1E (Actions) ]3A > T[/»— hE— FDERK (RequestHeartbeat) [% 27 U v 7 L
£
d) SDC D/3—0 =3 AR 202311%%+* DI CTHDH Z L ARAEL £7,

RDBERY

INHDOFNENRZET LIzb, 23T —0n%4 L7L_ &1X. Cisco Technical Assistance Center
(TAC) £TIHFETZE VY, TN HDFIENBIERIZ Tﬁ‘é & . Security Cloud Control 7
L—2 gV AF— AT T e A HERITTEET,

AWS H—/N\—DFEAE F (I EHRT 5 —

Security Cloud Control %, Secure Device Connector (SDC) & D#r L\ Vil{E A L F9,
Z D7, Security Cloud Control (% 2024 42 A 1 H £ TIZBEfFD SDC % # LW ilfs H Uk
ITTH2MERHY £7,
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aws 4 —n—oiiEEEEETS— [

\)

GE) 2024 4:2 H 1 HETIZ SDC BBAT S 472545 Security Cloud Control 1% SDC 41 L T N

AALBIECTERLI R ES,

Security Cloud Control DA XL —3 2 ' XF— AN SDCEZBITL L 9 & LE L7, HEoM

AR LT D RIL £ LTe,

B ORI ZEIET 512013, ROFIAHE-> TS ZSWV, ZORMBEPRRLIEE, BATZ2H/T

TEET,

FIE

ATYT1 R—=b443 T, V=V arNORAAL L ~DT T MR KT aX U BGEHFATD57 74T U4 —/L)L—

NEER L £,
A —ANTUT V=T arOERB TSk
* cognito-identity.ap-southeast-2.amazonaws.com
* cognito-idp.ap-southeast-2.amazonaws.com
* sns.ap-southeast-2.amazonaws.com

* sgs.ap-southeast-2.amazonaws.com

AV R =T g OEBET b
* cognito-identity.ap-south-1.amazonaws.com
* cognito-idp.ap-south-1.amazonaws.com
* sns.ap-south-1.amazonaws.com

* sgs.ap-south-1.amazonaws.com

KEY —TVa rOEBEBT b
* cognito-identity.us-west-2.amazonaws.com
* cognito-idp.us-west-2.amazonaws.com
* sns.us-west-2.amazonaws.com

° sqs.us-west—Z.amazonaws.com

*EUU—Ya v OEBET b
* cognito-identity.eu-central-1.amazonaws.com
* cognito-idp.cu-central-1.amazonaws.com

* sns.eu-central-1.amazonaws.com

FSINYa—TFaT .
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* sgs.eu-central-1.amazonaws.com

cAPJ V=V a VOEBRBT SR
* cognito-identity.ap-northeast-1.amazonaws.com
* cognito-idp.ap-northeast-1.amazonaws.com
* sgs.ap-northeast-1.amazonaws.com

* sns.ap-northeast-1.amazonaws.com

AT T2 koOVWTNIrOa~wy REFEH LT, 7747 U4—A® [FFal) A M (BT H0ERHHIPT R L
ADEY A N ERRTEET,

G¥)
RO BIE, jgiA A b= ENTWLHA—Y =@ TT, IPT RLAB 15D Y A MIFRSH
iﬁqo
CKEY =Y a OEBBHT b
curl -s https://ip-ranges.amazonaws.com/ip-ranges.json | jq -r '.prefixes[] | select( (.service
== "AMAZON" ) and .region == "us-west-2") | .ip prefix'
*EUVU—VarOEBE#TF b
curl -s https://ip-ranges.amazonaws.com/ip-ranges.json | jg -r '.prefixes[] | select( (.service
== "AMAZON" ) and .region == "eu-central-1") | .ip prefix'
«APJ U —Ta U OERBT b
curl -s https://ip-ranges.amazonaws.com/ip-ranges.json | jg -r '.prefixes[] | select( (.service

== "AMAZON" ) and .region == "ap-northeast-1") | .ip prefix'

GE)
jgBA VA P ENTORWEA, ROBHENN—Yaroa~vy REHTEET,

curl -s https://ip-ranges.amazonaws.com/ip-ranges.json

RDBRY

INOEOFENRTT LIS, 23T —23E L7285 1%. Cisco Technical Assistance Center
(TAC) FTTHEHKLIZIV, ZNOHDOFENIEFIZFE T35 & Security Cloud Control A
L— a3 Y AF— A0 SDC OFEE HRA~DOBATEZE T TEET,
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Security Cloud Control D FS T a—F 4 24 .

Security Cloud Control D S5 L a—TFT 4 25

A4 DERBD STV a—Ta0T

IE L < %Ly Security Cloud Control ) —S 3 vIZER->TAY A Y LTWAT=86H, OF A vtk
5 e )

Wit 72 Security Cloud Control U — g (74 LTWA Z L 2GR L TL 72 &0,
https://sign-on.security.cisco.com (IZ B2 7 A »F 5L T/ BATHY —Va VEBRTEET,

YA AT HY =TV a Nl oI, V— 3 > 2 & O Security Cloud Control ~DH A1 A
VEZRLTIIEIN,

BTgoogA oEKBO ST a—TFa09

A—H—FFIF/INRAT—FHAIEL < ALz, Security Cloud Control ~D A Y A U IZkET
%

figiRix Security Cloud Control (IR 74 L&D & LT, ELWaZ—HF—4 L 2T — R
LTW2IZbbbTr A NIRRT 256, 72013 IRV —RFeEn 6] 2Rl
THHENRSAT — F&BEE TE 20 EIEL, B L Cisco Security Cloud Sign On 7 %7 7 & |k
ARSI r 7 A BRI FREMED Y D W £ 77, BTHL Cisco Security Cloud Sign On 7 71 7 &/
s DOYERL & Duo ZEFZZRAED R E D FNEIZHE > T, Hi LW Cisco Security Cloud Sign On 74 7
YMIHA T T T OMERH Y T,

Cisco Security Cloud SignOn %' & 2 7/R— RAD B S A U IEHIIT 5A. Security Cloud Control
TR TEGL

@Rk Security Cloud Control 7 F > | & (2872 % = —H¥—4, T Cisco Security Cloud Sign On 7
10 FEAER L TWADATEEMED S W £77, Security Cloud Control & Cisco Secure Sign-On @ [t
Ta—W —HFRA (LT 5 I21E, Cisco Technical Assistance Center (TAC) [ZiHifE LT 72
AN

RELEITvIR—VZFEARALEZOTA VIZKET S

iRk VIO UVIREEI N WT v s w—J EFEH L Tr A LIS E LTV DEND L
NE®i, 7 v 7 ~—2 M https://cdo.onelogin.com Z 5 L TW D ATREMENH W £,

fi@iRi% https:/sign-on.security.cisco.com (22 7 A > LE T,

« f#3R3% Cisco Secure Sign-On 7 4 7 > & EE/ER L TW WAL, 7 w2 b EEK
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ORFCRIN U= OARRELET, 2, BEEL QW EZ0IcA 7 Vo7 MR
L. B TEDOA T2l "BREBEEE L T~—I EINZGE. FOF T2 "o EELT
VxJ FELTERLTH, AEEOA TV e LTEREINIDITTIIH Y FH A,

iz —fECEHET 21T, BLFOFIRICHE> TIE &V,
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FIE

71 zoggke ]

ATV oA T (7Y =2 b (Objects) |#27 w7 LT, A7 v a v a@RLET,
ATV T2 RFERVIALTZDOIC, 7V =7 FOMEE 7 4 VHLBETE T,

ARTVT3 A7V T —TNT, BT LA T V=7 T XTERLET, WA TR, M@y 728
AT = FRTN—TENET,

Issues

th Duplicate
| Inconsistent

Unused

ATy 4 [ (Ignore) 127V v LT, MEEZXATZLICEELET, FMEE XA 7 2L ICERT LMEN

HYET,

ATFYTE [OK]Z27 Vv 7 LT, ZRoDF TV =7 MEERT L2 L 2MELET,

TN A DEHRIRRE

Security Cloud Control 77> MIA VR — RENT2T A ADHERHEREEZ R RTEET, 2D
ME Y Z7iE, SESERERREBEZIMET 2DICRILET, [ X2 b U= 0 [HEfi]
TN TA ZADERIREN R R SNE T,

TNA ADERIREENR [ T A ) OFE. T8 AOEWDBA 278> TV, Security
Cloud Control IZ##ft SILTWAH Z LA BH L E T, LLFORICFHEH STV D ZDMoIREE
X, B, SESERETT A RCWEPBEAE LTS EICRY T, ZOoREF, 208D
REEDNBIEIET 5 HiEE R L TWET, #EEORK & 72> T2 MBI S 2 WTRENE
N £4, AR~ S &, Security Cloud Control 1%, P44 EITd HRNC, T Ih
HOREEZ T TR 5 X ) ITkdDET,

TN R DIERHIKRE ZZbNbREA IR E

4> Z 4 > (Online) TNA ZADEFRNBA->TH  [NA
C. Security Cloud Control {Z#%
eI TWET,

F7T4 TNA ZADEFRDYINTND [ THAALARTT T 00 E D
D IRy NU—TEEHENED | EERLET,
NTWET,

Insufficient licenses FNRA RSB RTA B A | TA BV ARED KT T )L
N0 FEHA, a—h (22—Y)
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TN 2R DIERTIKAE

EABNBDRE

g

X

VTV VI T D D

Security Cloud Control 237 /3A
ANt T BT OITEHT 5
a—P—4 AT — RO
HEDEBIELL BV 8
o

e iew VA AERO T T
N a—F 4T (23—
)

FUR—FT 4T

TNAADF v R—TFT 4 7
DPBRMRSE L7, 58T L
TWEHEA,

FA ADEREE TR L, T
S ADRRERETE T ST
rEw,

New Certificate Detected

ZDF A ZADFEENEE
SNE LR, 731 ABHED
BAGEHELZFEH L VDY
By THUTT A ADERE
BHEA LD E LT
REMERNH D £,

HRGEAEORMED 7 7L
Ya—bh (23~=Y)

FoR—T 4T T—

Security Cloud Control 737 >/
RN—=T 4 VTREZT AR L

I R—=F 4 T T—D k
FINYa—hk (33—=Y)

DEfe e K-> T REVENR &
i‘a‘o

T4V RALRRBD ST a—F
TINA ADFFRAT —H AN [TA B ABARE L TWET (Insufficient License) | & FR S 4L
L5EE. LTOFIEEZIATLET,
T NRAANTA R AZREGETHETCLELLFFHLET, %, Cisco Smart Software
Manager 2387 LT A 2 2 A% T3, AT 2 IERER A 0000 F97,

o TR ADAT — X ANEDL B IRWEATE, Security Cloud Control 2254 A 7 w7 K LT
MNOEEY A A 9% Z & T Security Cloud Control R—4% /L ZFH LT, 74 L A
P N— L F NS AL DOBDOF Y F U — 7 BIEOTFEAZMRLET,

cR—FNEFEHLTHT A ADAT —Z ANEESNBZWEGEIT, ROFIEEEITLE
R

FIE

AT 71 Cisco Smart Software Manager 2> 58 LW b—27 VU &24AK L, ab—LET, MoV Tid, A~—F7
AU ADERIZETIET A2 TELESN,
AFYvT2 EON_RAL L THEFAYTFATFNAREZ7 Y v 7 LET,

ATYT3 [THA R X T %7 w7 LET,
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| F390va—F40%
myrnsq R0t I a—5425 |

ATV T8 @YRTNAAZATDET o) w7 L, AT—HAN[TA B ADBRELTHET (Insufficient
License) | DT A A% IR L £,

ATV TS [T/ ZADFEM (Device Details) ]34 > T, [7A4 BV ARARRELTWET (Insufficient License) ] 125
IREND[T7A B ADER (ManageLicenses) (%27 Vw7 LET, [T7A B ADOEH (Manage Licenses) |
U4 RUBRERINET,

AT9T6 [777 471t (Activate) 17 4 —/L KT, HLW b—27 &0 1T T[T /31 AD% Gk (Register Device) ]
7V 7 LET,

=27 VINT XA AT WHEND &, BEERIREN [4 T4 > (Online) 112DV 97,

|HEOTA ERO S TN a—T 4209
SRR A AT K BT A R DY IR 5171, ko FIEE AT L £

FIE

AT TN EONRAL o THEXFAYTFATNAREZ7 Y v 7 LFET,
ATYT2 [THA R E2T %27 v LET,

ARTY T3 WYRTNAAFATDOET o) v L, AT —H AN [Ehipa 7 A 2 E#H (Invalid Credentials) ] ®
TN AEERLFET,

RT9 T8 [T ADFEH (Device Details) ] %A > T, [Mh7e v 7oA U 1F#H (Invalid Credentials) ] IZF&K R S5
[FF#%#%i (Reconnect) | %7 U w2~ L%, Security Cloud Control (X, 7 /31 A & O 2~ E T,

ATYTE THRAZADHFH LDV —F—Z L XAT— RO AN EZRDLNTZE,
AT w76 [#:4T (Continue) %2V v LET,
ATV T TFRAANRG LT A N0 HHTEDIREL o725, [LD (Close) 127V v/ LT,

AT w78 Security Cloud Control 37 /34 A~DEERRIZIR S T2 Tmu 7 A UIEREFEHA L L D & Lizlzd, T34
A ~DHEHGIT Security Cloud Control 2345 22— —4 &L XA T — FOMAGDOER, 7314 A L TH
BARINIZARERH Y £3, T AT [F T340 TTR, BEAT—F AL [HEPR S E
L7z (Conflict Detected) ] TH 2D Z &0 £7, FERROBA O (Resolve Configuration Conflicts) ]
ZfEMH LT, Security Cloud Control & 7 /A A DORERL D 72T 2 R L TR L 77, s EDBLA Ok

HRAGIAZEDMEED ST a—+

Security Cloud Control DFEBAZE D EA

Security Cloud Control (X, 7 /3 RZHHe T 5 & ZiEHEORIMEEZT = v 7 LET, AR
AIIZ1X, Security Cloud Control (FIRD Z & ZER L £,

1L FARAALATTLS A=V a3 LOLBEFEHL TV,
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2. TAALRZK VIR ENDEAENREDIMIENTH Y, B BEOBMNTHS (T4
bbb, TTIZEMIR->TEY ., BAIKEMEEIND LAV a—/LEZN TR |

3. FEWIEIE. SHA-256 GEMI#EHTH 2 Z L, SHA-1 GEIEHIZ T AN LILER A,
4. WOWTINPNEET DL,

c TS XTACEAGERAF LML, TOEHFTR TSN Aa—F IV EHS
NIk DFEHE LRI L TH 5,

« TRA A, BHEHTXDGER (CA) B4 Lt ELFEH L, fErndhizl —7
EERHENSEIE CAIZY v 7 LTWAISEHEF = — 2R LTV 5,

B, 77 U L3722 Security Cloud Control D REHE O 71k T,

« HOBAGEAEDOE S Security Cloud Control 1X, T /3 ADA LV R—F 4 > 7 £ 7-13H
PHFlZ, RAA AT =y 7 2N LT, fRDVIC, ZOFEHFENAR L —F—IC
Lo TREEINIGGEAELERI T D EE2TF v 7 LET,

« Security Cloud Control (%, E7ZHH CA ZH R — F L TWEHA, BIFERTIE, NE CA
WL TELASINTEREE T = v 735 HEIIH D THA,

ASA T A ADFEAET = v 7% THAA AT LITEDCTHZ LN TEET, ASAD
AEFAE % Security Cloud Control 2MEFH CTE R WG, £DOT A ADFEAET = v 7 2%
T HA T a B ET, T/ AOFEAET = v 7 O ERATHIKKRE L
TT A R F A= R TERWEEIE, T RCELTHELZIP T FLAB LD
A= FDBIEL ROWDEEFRE TIZRWATRBHERH Y £ 7, iEHEF = v 727 m— 31
W5 ik, £ R— P &N TV AIEAELZE ST A, ADHEHEF = v 7 %
HNZT 2 HETH D EH A, FEASA T AL AOFEHETF = v 7 2T 5 HiEILd
D EH A,

TNA ADFEHET = v 7 Z W2 LT, Security Cloud Control 1%, 5| & #i& TLS Z1{#
AL TT A AR LE TN, O SN DG ELRIEL E8 A, OF
0. Ny U7 HHEERREFR TR A EE CEETAN, T T 0 THEBEE L, B
AEMI#E % Security Cloud Control (Z#2fit42 Z L2 X~ T, Bfia 5 mREENH 0 £
R

SEAEDREEDRE

WL O OFH T Security Cloud Control 237 /3NA A& A AR — R TEXRWEAERH Y £7, Ul
\Z [Security Cloud Control I%, #&RSNIZFEAZEZEH L TF 1 X cEfcE £H A (CDO
cannot connect to the device using the certificate presented) | &9 A v —TUBNFRREINDHE
X, GEEICRHERH Y £9, 20X v = UR ULICERSNRWEAIE, FESEREORM
(T NA AZEFETERV) EFTZ2 oMoy FT—27 =7 —(ZBE LTV 5 AEMED & <
Y ET,

Security Cloud Control 2347 E OFEHEZ LT 5 BLH 2 W+ 2 121X, SDC AR b, E7213H
BT S ZZHETEDPIDOARART, openssl 2~ KT A Y — L&A LET, kKOa~
VREMEHLT, TS ALK TR SNZAEAEZ RT 7 7 A VEERRLE T,
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openssl s_client -showcerts -connect <host>:<port> &> <filename>.txt

ZOawy KT, ity v a VBB EN D720, BRRIC Cul+C F—Z2 M L TR T
TAHMLENDY 7,

RO XD I N G T 7 A VPMERENE T,

depth=2 C = US, O = GeoTrust Inc., CN = GeoTrust Global CA
verify return:1
depth=1 C = USs, O
verify return:1
depth=0 C = US, ST = California, L = Mountain View, O = Google Inc, CN = *.google.com
verify return:1 CONNECTED (00000003)

Google Inc, CN = Google Internet Authority G2

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJdgA59gdbaO/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAjJgSMAOGCSgGSIb3DQEBCWUAME IXCZAJBgNVBAYTALVT
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJdgA59gdbaO/BE

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/0OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCzAJBgNVBAYTALVT
....lots of base64...
b8ravHNIkOR/ez41yz0H7V84dJzjA1BOoa+Y7mHyhD8S

Server certificate
subject=/C=US/ST=California/L=Mountain View/0O=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

No client certificate CA names sent
Peer signing digest: SHAS12
Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 4575 bytes and written 434 bytes
New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSvl.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 48F046F3360225D51BE3362B50CE4FE8DB6D6B80B871C2A6DD5461850C4CF5AB
Session-ID-ctx:
Master-Key:
9A9CCBAA4F5A25BI5C37EF7C6870F8C5DD3755A9A7BACCE4535190B793DEFF53F94203AB0A62FIF70B9099FBFEBABIB6G

Key-Arg : None

PSK identity: None
PSK identity hint: None
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SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[.
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..AGf>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3(
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f £2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.
0070 - 23 35 6d £7 7d 85 39 1lc-ad cd 49 fl1 fd dd 15 de #5m.}.9...I.....
0080 - £6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ..."E.|.k.x.I..E

0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$.E.A....J.6.cC
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)

ZOHIITE, O, BEEYAZ—2 (verifyreturn) 23— FAVRSN TV D% OITICER
LCLEE, GEHEICET 2MENFIET 256, 20 #—ra— REErlibcizb
TT—DOMANERINET,

COFAEIS—aI—FOJYRMZRHALT, — BB IS—EZDEBEAREZREELTSE
LY,

0X509_V_OK : #AERRII L E L7z,

2 X509 V_ERR_UNABLE TO GET ISSUER _CERT : {E#H C& 72 W \iEHEDO I THFEHEN A
OMY EFHATLT,

3 X509 V_ERR_UNABLE TO GET CRL : ZEHi#E®D CRL R RL5730 £HATLI,

4X509 V_ERR_UNABLE TO DECRYPT CERT SIGNATURE : iFFHEDEL #1H 5 CT& 4
AT LT, Thiud, EBEOBLMEN, MFFEE —B Lo Tldkl, HlTEhaloZ &
ZEWLET, 2L, RSAF—IZOoWTOAEKREZFELET,

5X509 V_ERR_UNABLE TO DECRYPT CRL SIGNATURE : CRL DE4 #H 5T EHAT
Lz, ZAud, EBEOBAMEN, WIfHE L — L2 oTiER, HRlTER1o7eZ L2 R
L ET, R,

6 X509 V_ERR_UNABLE_TO DECODE_ISSUER PUBLIC KEY : ZEH# SubjectPublicKeyInfo
DABF— %A EFATL,

7X509 V_ERR_CERT SIGNATURE FAILURE : iEPHEOE4 N TY,
8 X509 V_ERR_CRL_SIGNATURE FAILURE : iEPHED B4 NI T,

9 X509_V_ERR_CERT NOT_YET VALID : GEFEN L 7ZHETIEH Y £E A (notBefore D H
MPRBHERZ LV #%TT) . MOV TR, Zo%o HERY #—ra—F 9 GEHFER
ELEAMTIEHY £HA) | 2L TSN,

10X509_V_ERR_CERT HAS EXPIRED : GEBHEDHIHIR LI TWE T (notAfter D H {173
BUERZI L VETTY) o FEMIC OV TR, 2% TERY #—ra— R 10 GEHEOHL)
BRI THNET) | 2ZRL TSV,

11 X509 V_ERR_CRL NOT YET VALID : CRL N 72 TlxdH Y 8 A,
12 X509 V_ERR_CRL HAS EXPIRED : CRL DA ZWARATIN TV ET,
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13 X509 V_ERR_ERROR IN CERT NOT BEFORE FIELD : ZEHZE® notBefore 7 f —/L R
M AN E FNTWVET,

14X509 V_ERR_ERROR_IN_CERT NOT AFTER FIELD : #EH]#® notAfter 7 1 —/L FIZ %)
RN E ENTWET,

15 X509_V_ERR_ERROR_IN_CRL_LAST UPDATE_FIELD : CRL O lastUpdate 77 4 —/b |
BIRRFA D Z ENTOET,

16 X509 V_ERR_ERROR_IN_CRL NEXT UPDATE_FIELD : CRL ® nextUpdate 7 -t —/L- |2 fIE
7RG EFNTVET,

17 X509 V_ERR_OUT OF MEM : AEU ZE VY TLH L LT=I—nELELE, Zh
IR L CRAELZWVTTOMETT,

18 X509 V_ERR_DEPTH ZERO SELF SIGNED CERT : J§ &N 7-iEEITH CELEA TH
D, BECTE2EHED Y X MIFE UEHEN RS 5 A,

19 X509 V_ERR SELF SIGNED CERT IN CHAIN : {EfH C&X 72\ iEAEZ M H L CFEAE
F o=V EEETEELLN, L= IR =AUV TR EHATL,

20X509_V_ERR_UNABLE_TO_GET ISSUER CERT LOCALLY : =—H /LTl v 27 v 7 &
TR EOFATHFEAES LS FHATLE, Jhud, @H, FETE 2HAED Y X b
BERTEHRNZ LEBKRLET,

21 X509 V_ERR_UNABLE TO VERIFY LEAF SIGNATURE : F = — IZFEHEN 1 S LG
FNTELT, TAVRHCBLABEATRWED, BAERIE T EFAT L, OV T
X, 2% THERY #—ra— 821 (RIOEHELZHRIETEEEA) | 2ZRLTE
X, FEMICOWTIE, 2% THERY ¥ —ra— R : 21 RVOGEHELZRIECE £8
) | BESRLTLEIN,

22 X509 V_ERR_CERT CHAIN TOO LONG : itEF = — 2 DR I N, HE SN RIEE
I TWET, KEH,

23 X509 V_ERR_CERT REVOKED : iEHENKZI L TV ET,

24X509 V_ERR_INVALID CA : CA ZEBIENMEL)TF, CA TIX/e\ s, ZFOYBEREIRA, 12
e BE—HLTWERA,

25X509 V_ERR PATH LENGTH_EXCEEDED : basicConstraints @ pathlength /X7 A — % % 2.

26 X509 V_ERR_INVALID PURPOSE : f&flt S /-GEE %, BESN-HMICHEHTE £
Ao

27 X509 V_ERR CERT UNTRUSTED : /b— k CA 23, 8 ESN-HMIZE L CEETE 5 b
DELTY—7INTVERA,

28 X509 V_ERR_CERT REJECTED : /L— bk CA 3, f§E SN AMNEEST Lo ic~—72
ESHTWVET,

29 X509 V_ERR_SUBJECT ISSUER_MISMATCH : {4:4 2 EIEDFEAEDRITH 4 & —F L2
Wz, BUEOBEMRITETEAZENES SAVE Lz, -issuer checks 47" Y 3 U ISERE S 4L T
LHGEICDOHRFERINET,
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30 X509_V_ERR_AKID_SKID MISMATCH : {:44 % —5lF2MF(E L, BIEDFEAFE ORGSR
T L =B LW e, BUEDEMBITE R FEES S4UE L7z, -issuer_checks 47
VA VPRESHLTWLHBICORFRENET,

31X509 V_ERR_AKID ISSUER SERIAL MISMATCH : /7% 4 &< U 7 L &SN FE L, B
FEOFEHEORGERF—iB 7 & —H L2 W=, BIEOHREMBITEEAZNERINEL
7o -issuer_checks 7' a VN E SNV TV OLGERICOARRINET,

32 X509 V_ERR _KEYUSAGE NO CERTSIGN : keyUsage $:3EfEIk 2N GFIHE DO B4 & #Fal L T
W BUEDBMRITEREAE/IEG SN E LT,

50 X509 V_ERR_APPLICATION VERIFICATION : 77V 7r— g VEHA DT 7 —TF, RKH
Mo

INew Certificate Detected ] * vt—

HOBAUENELRF ST M A& T v 77 L— LT, Ty 77— N7 at2%ICH LWGE
DR S L7354, Security Cloud Control ©, [%%E (Configuration) | A7 —# A & [kt

(Connectivity) | A7 —Z ZDMJ;& LT, BHFLWIEHESHE S E L7z (New Certificate
Detected) | &) A v —UNAERIND I ENHY £T, TOT A A% 5| X §iX Security
Cloud Control 7> 5B 51213, Z ORMEZ FH) TR L TR T 203 H Y 4, GEUFHE
DRI SN T, T AORENIEF I/ oTob, ZOT N, AZEHRTEET,

N

GE)

BEDE BB T /XA A % Security Cloud Control (2[RI (C —FEF-H%f¢ 32 &, Security Cloud
Control [X, 7 /31 A _EOH LW GEAELZ BEINICHERE L T2 AN, 2D & OfER &t

TLESS

L WEFHEZ BT 51203, ROFNEAFEH L EI,
1. EoXL L TEFxa)TA4TNAR 27 Vv LET,

2. TANBEMBEHLT, BAT —F AETIREAT —F A0 [ LOGEFES R S
% L7z (New Certificate Detected) | THDHT /A A& KR L, LR T /NSA ZAZEIL F
7

3. BEY 4 RUT, GEHEOHGE (Review Certificate) ]%# 27 U v 7 LE7, Security Cloud
Control Tld, MERDIZDIZFEHEFELZ X Vo m—FL, HILWIEAFELZITANDL Z LR T
TET,

4. [T3A A (DeviceSync) 17 1 > KU TIE#E (Accept) (&7 Vv 7T 50, [T3A4
A~DFEET (Reconnecting to Device) | ¥V « > R C [%ifT (Continue) | %7V v 7 L&
j‘o
Security Cloud Control (X, T /34 A& H LWHCEAGEAEL HEMICRBI L E3, HE
Lo TR, A ESNTET A RERTRT DO —V 2 FECTEHTL2MLENH D F
D
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SEAETIS—a—F
BYA—>a—FK:0 (OK) (fz#2L. SecurityCloudControl [(FFEBAZE TS —%RLFT)

Security Cloud Control /%, FEHIEZHF3 5 &, Thttps:/<device ip>:<port>] -~ GET =1—/L
BIATTHILIZLY, T3 AOURL~OE &2 A E T, ZADHERE LW GE . Security
Cloud Control [FFEAET 7 — 2R R L £ 9, iEAZENHZTH D (openssl 230 O F Y OK % i
LET) Zeldbholchit, Bl oL LT0EHR— FTHOY—E2RY v 2 LT
LEREMERH Y £3, %G, ROa~v s et £7,

curl -k -u <username>:<password>
https://<device id>:<device port>/admin/exec/show%20version

THUTED . RO X DIT, ASA LFEFITERFE LTV D0 E ) el d D Z LA TE, HTTPS
Y= N—BASA DIELWE—=FCEEL TV ENEIDETF =y 7 THIEbTEET,

# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00019098 LISTEN 192.168.1.5:443 0.0.0.0:%*
SSL 00029e18 LISTEN 192.168.2.5:443 0.0.0.0:%*
TCP 00032208 LISTEN 192.168.1.5:22 0.0.0.0:%*

BVE—ra—F 9 GIASENFTEAYMTESHY FEA)

O T =L, BIESNTFENEORITANERO A TH LD, 7747 EhREhaef
b DE L TIHRDRNWZ EE2EWRLET, UL, iEHEORZEZRIERNFRINTH 5 ile
WRH EI, /o, BLBLEIAZOL AL, EPAEARREO T /NA A OKEZ A3 EE > TV
T2 ENFRENTHDLAREERH Y 57,

T T —\|Zik, FFFAE® notBefore D AN EENTZITHRH Y £,

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet valid
notBefore=Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=Oct 21 19:43:15 2016 GMT

ZOxTT—=nb, GEAENNOENIR L0 EHHITE T,
(234

FERAE® notBefore ® HAHIMMED HAF TH D MEMNH Y F9°, notBefore D HAF % LW BV H
L CREAEEZBRITCEE T, ZoMBIX. 7747 v MEREFITT A Z00NnF
TEANE LS RESNTOWARWGEAICHRRET D RENRH Y £7,

WA —ra—F 10 GEAZSOEMHARNINTVEY)

ZOxTT—iF, #ESINTAERHEODRLS EL1OOHBRAUIN TND I EZERLET, =
Z—IZiX. FEBAE® notBefore D A NG £N7-1T03H D £97,

error 10 at O depth lookup:certificate has expired
ZOAHHRIT, FEAEOARICE ENTVET,
(23]

FSINYa—TFaT .



FSILLa—Fay |
B ssaszomzEorsIL -+

RERAENAR Y IZHIREIN O A . ME—DEEFIEIL, BOMEREZRGT 5 Z & TF, EE
DOHBRIFERD B TH D DT, openssl SHIRGINTH D & FiET25A1L, 2 Ba—
ZORAMERLAEF =7 LTSN, 728 20E, FEFIED 2020 FCHIREYINIC /D X9
WICHESINTWAHDIZ, 2 Ea—FDHMD 2021 FiZ>TWVDHGEE, ZOa s Ba—H
ITREEZ WIREIN & L TRV ET,

A —ra—F 21 (RYDIAZTERIIETESELEA)

ZOTT =L, GEAEF = —VICMERH D L & TS AT Ko TR SN REREZ(E
FCTEDHZ L Zopenssl MRGETCE RN 2R LTCWET, 22T, LioOploOfEHET = —
YEFNT, GEAEF == N ED I IITHRET 20N ERTAHAEL X I,

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/0O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJdgA59gdbalO/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAjJgSMAOGCSgGSIb3DQEBCWUAME IXCZzAJBgNVBAYTALIVT
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHuUlpJdgA59gdbaO/BE

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/0OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAGIDErvmMAOGCSgGSIb3DQEBBQUAME4xCzAJBGNVBAYTALIVT
....lots of base64...
b8ravHNjkOR/ez4iyz0H7V84dJzjA1BOoa+Y7mHyhD8S

FEET = — & lE, AL Lo TR SN AFEHED Y A R TY, ZOU A NI, +—
N—HIKDOFEHENGIEE D | FOHV— N—DFEAEZ RGER O & EAL OFEAZEITHE O

L. BERIICL Y EroRREEAENE ENE T, FREAEICIX, 2084 (s ThHED
17) L20RITE (1] THEDIT) OV A INPRINTHET,

0%, FEREC L TP SN Do T 4T 4 T, ZHIZiE, i rnagEncksyn., 5
Bk > CTEEORITH L T 4 T 4 OIBEA L EENE T,

FATEINL, GERAEEZRIT LT 4T 4T, 22X, k7o — L FbEEh TRy,
Bk oCi3tma b aEn £,

Y=L, BETE DRI L » TEEREIT SNISGERAE 2R > T 556, iEHEF = —
NMMOFEHAEZZO L MBEN DY FH A, ROEH 721 SDOFERAERFIRESNET,

--- Certificate chain 0 s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*.example.com
i:/C=US/0O=Trusted Authority/CN=Trusted Authority

MITHODCCBrigAwIBAgIIUOMEH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE

B rsorva—F424
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....lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

ZOFEHEZEMET D & openssl 1Z. *.example.com ¢ ExampleCo FEFHE 23, openssl DA
IABEREA P TIHET DEH CTE DRROERFIC L > TELL BLAINTWVD I L&
FELET, FOMRIEDHZIZ, openssl 1L, T /31 R EFITERH LET,

L AEEAEDT— =2k, B TE5CAICL > THEBL SNIEAERH Y £
Ioo fRDVIZ, BHIOFIO L S, = "—OFEHEIL 1 DL EOHFRIFEREIC L > TEA4 S
NTHEY, K EMOPHEGERERS, FETX5 CAILLs TEA SN EL L E T,
OpenSSL iX, T 7 4/L K Tlid, T HOHHE CA Z{FHEET, G TE % CA THRDL %R
FEET = — U DRI SN TTW A GRICOHR, TNOERIETE £,

HERRERIC £ » TBA SN E A FF O — =0, BHETE 5 CAICK O btz
NTOFEAE (TXTOPRGEEAELET) 2R 5 2 ENEFICEETT, Z0F=—r
RN SRS, openssl 7B DH TR D L D72 b DI £,

depth=0 OU = Example Unit, CN = example.com
verify error:num=20:unable to get local issuer certificate
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=27:certificate not trusted
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

Server certificate

subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB32414B

FSINYa—TFaT II
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Session-ID-ctx:
Master-Key:
21BAF9D2E1525A5B935BF107DA3CAF691C1E499286CBEAI8TF64AESF603AAF8E65999BD21B06B116FES968FB7C62EEFT7C

Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1476711760

Timeout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)

Z O, ﬁ%ﬂ%ﬁlowm%%®é%%&bfﬁb\%ﬁéﬂkﬁ%%ﬁ%ﬁéﬂk
N— FERFER Tl < FERFERIIC Lo TEBL SN TWVWDH Z AR L TWET, ZOHNIZ
W, FEtERRGET T — %Téﬂfwi?o

g

ZOMBEIE, T ALK o TR SNTCAEHEORENHE > TWAHTEDITHAELET, 2
DM ZAETE L T Security Cloud Control £ 721X DD 7 1 7T LNT S A AT EEITHERE T
XHL 9T HME—DHFIEL, ELWVGEAEF = — 227 A A2 — LT, Bl 5
I AT v MSERRIEHET = — v 2frT 562 & TT,

¢HCA%b7XBT4/b TEDDHITIE. ROWT D (CSR 25 ASA TERENZ02E D
M LCT) OV 7 HBICRRE SN TWHDFIEICRES TLTEE N,

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc13

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc15

[New Certificate Detected] * vt—

HOBAMRAELROT A A% T v 77 L— LT, 7Ty 77 b— 7t 2%ICH LWGE
BIEN AR S V723554, Security Cloud Control C, [3%7E (Configuration) | A7 —# A & [#ift
(Connectivity) | AT —X AL LT, [HLWIEAZE N B S E L7z (New Certificate
Detected) | &9 A ‘)’!Z**f)ﬁ§$ﬁiéﬁ”bé ZENRBHVET, ZOT A RE5| XX Security
Cloud Control 7> HE T 2121, ZOMEZ FEyCHER L TR T 20ERNH D £7°, fEE
NEHENT, 7A41®h ENEHICIR o126, ZOT A AEEHTEET,

\}

GE) T4 20— EFEERICL Y . BEOEBLSRT /S A A% Security Cloud Control (Z [F]FF (2 F5-#2
%t 5 &, Security Cloud Control (%, T /3A A LD LW GEAE A HBIICHERR L T2 AdL,
o OB AT LET,

B LWEEFE 2 i 21203, ROFIEZER L £,
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FIE

ATV T EORL > THEFX2UTATNNAREZ7 ) v 7 LET,

RTFVT2 [THRARETH7 Vw7 LET,

ATV T3 WURT A REATDET %) v LET,

ATV T8 TANBEMALT, HAT—F AEITREAT —F AN B LOVGEHERMRIH S E L7z New
Certificate Detected) | THHT A AHRKR L, LB T NA AZHEINLET,

AT TS BlEY 0 RO T, FEHZOMEE (Review Certificate) 122 V v 7 L%, Security Cloud Control TiZ,
R DT DI EFEL XV or— L, FILWIEHELZITAND ZENTEET,

RT9T6 [T31 A (Device Sync) 17 1 > R T [AR (Accept) 1 %7V v 7T D0, [T /354 A~D

(Reconnecting to Device) ] 7 1 > K7 T [#¢1T (Continue) ] %27 U v 27 LET,

Security Cloud Control (%, 7 /3 A% FH LWHCEAGEHEL AFMICFRM L ET, LA
FoTE, RMIESNTZT NA AEFRTHDICNA—VEFERCEHTILERH Y £7,

AoR—TFT 4209 T5—D ST a—F
FA ADF L R—T 4 L T T L. S E S IR CRAT D T S ) £
WOEMERE FITTEET,

FIE

AT TN EAONAL o THEXFaAYTATNNAREZT Y v 7 LET,
ARTY T2 @YRTNAAZAT DR T o7 w7 L, TT=DEAELTNDLT AL AERIRLET, HAICE-T
T, AR —ORBEANERINET, HACRHRH SN TWAIRERT 7 a v EFTLET,

Ep

AT w73 Security Cloud Control 75T /3A AA VAKX U A&HIRL, TNA ADAVR—F 4 7 HFHRITLET,

MEREHRAT—2 ADMER

Security Cloud Control ZfEf 32 &, T4 77 34 A Z L ICBA W 26290 F 721350k ¢
TFET, HAMM DA/ - TV T, Security CloudControl AT TICT A ZADOREIC

EENMZ NG, T3 ADKEAT —F AL [HEA R (Conflict Detected) ] & FE7R
SINET,

[Bia# e (Conflict Detected) | AT — & A &R+ 5121%, IROFIEICHENE T,
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FIE

ATV Fer—var"—TFa)TaTNARE7 Vw7 LET,

GE)
77 L X X Firewall Management Center D513, [E# (Administration) ]>[Firewall Management Center]
7 Vw27 LT, [RFEH (NotSynced) JIREED FMC ZiE N L, AT v 7 5 hoHiTLET,

AT T2 [T/34 A2 (Devices) |7 %27V v LT, T, AERDTET,
ATy T3 BHRTANAAZATDET 20U v 7 LET,

ATV T8 FEZERELTHDHT AL ZAZRINL, HRIOFEMASA > T [HiA O (Review Conflict) %27 U v 7
L/i—a—o

RT9 TS [T31 2D (Device Sync) | X—T T, MMlFERIN TV DOFHERZMEL T, 2 2OREZ LI L
£

o [ERAZICERH I NT=T /31 A% E (Last Known Device Configuration) | &) 7L DfF N7z %L
I%. Security Cloud Control [ZfRfFE N TV DT /A AR ETT,

 [7 /34 Z TR (Found on Device) ] £V 5 T L DfFN2/ SR LT, ASA DFITa L7 4 Fa b —
a VIR FSNTVDORETT,
ATV T6 WOWTNIERIRL T, BEEMRLET,

o [T A ADEFE % KF (Accept Device changes) ] : #%7E & . Security Cloud Control (ZR1F S 4L TWV D 1R
P OEFENT AL ADFEITary 7 4 F¥alb—a L TCEEXINET,
GE)
Security Cloud Control (X2~ K A2 A X —7 = A ALSTD Cisco 10S 7 /34 A~DEHEDJE
Bz AR — kLT eWewd, BiEZMRT 2EED Cisco 10S 7 /31 ADME—DRPLIT [L B 2 —7
L CH&GR (Accept Without Review) ] T,

o [T ZADEHEZIEA  (Reject Device Changes) | : 7 731 AZLRAF S LTV DR E % Security Cloud
Control IZIRFEN TV DHRETEEELET,

GE)
PR EIBKR SN TN TORELE L, AF 7S nEd,

REPART—2 ADER

WROFIRZMHER LT, [REW) OREAT —F ADT A AL fBRLET,
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FIE

ATV Fer—var"—TFa)TaTNAREI Vw7 LET,

GE)
77 L X X Firewall Management Center D518, [E# (Administration) ]>[Firewall Management Center]
7 Vw27 LT, [RFEH (NotSynced) JIREED FMC ZiE N L, AT v 7 5 hoHiTLET,

ATY T2 [F3A % (Devices) |27 %27 Vw7 LTFNAAL ZRERDITF LM, [T 7 L—b (Templates) | % 7% 7
w27 LTETFAT AL A& RO ET,

ARTY T3 @WYRTNNAAFAT DR T2 ) v 7 LET,
ATy T8 REAMERESNTZT AL AZTINLET,
RT9 TS A REM (Notsynced) ] /3% /LT, IOWTNZRINL £,
[ E=—LTHERM.. (Preview and Deploy..) | : #%EDZ ¥ % Security Cloud Control 2> 57 /34 A2
Ty aTDEEIE, AT ER LT L Ea— L TURHT 20, o Thb—EICHEROER + &
BLET,
« [EEOfEHEE (Discard Changes) ] : #%E D Z ® % Security Cloud Control 2> 57 /3A A2 Fw a2 LA
Y6y, F 7213 Security Cloud Control TBlA L2k EDEE A [LICRET | Hfh. ZOA 7 a Ui,
Security Cloud Control IZfRIF E IV TWAFKEZE, 7 /3 ARF SN TN DL FEITHER C EEX LET,
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