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» Security Cloud Control i%, B RFEHET = v 7 2L L, SDC & A X —% v O]
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« SDC 77 Security Cloud Control & 85T 5 72®1Zi%, TCPR— K443 TOA ' F—F v h~
DGERIRT T "N BT 7 ZRNETT,

« SDC %41 L T Security Cloud Control (ZEZF %7 /31 A%, A— h 443 TSDC nHDA
RN U RT 7R AR T OMERDH Y £,

e Xy NI =T DA T4 02250 TIE,  [Secure Device Connector Z i ] L 7= Security
Cloud Control ~D#f5E] ZZML T ZE0Y,

svCenter Web 7 74 7 FE7-IFIrESXiWeb 7 A4 7 2L TA VA h—LENT=
VMware ESXi 78 A b,

N

GE)  vSphere T AV b T FAT v MM LA VA F—d
A—hFLTWEREA,

e ESXi 5.1 /™A 78— A
« Ubuntu 22.04 35 & U8 Ubuntu 24.04 X L—F ¢ > 7V AT A,
* SDC DA% FFDO VM D2 AT LEH:

« VMware ESXi 78 A ML 2 ©2? CPU AL E T,

» VMware ESXi 78 A MMZIL 2 GB LA LD A E U NLE T,

* VMware ESXi Cix, 7rEYa =7 ORRIIS LT, I~ 2R — T 572
WIZ64GB DT 4 A7 BRENMVETYT, ZihuL, LEIILLTT 4 A7 @k Z§E5E T
ELHEOE, RX=T 4 arTmBARY 2a—2%EH (LVM) ZHEHL TV Z & 524
E LT TT,

cVM®DOCPU EAEYZEHLZH, VM OERE AN, [BEX=7 2317 ¥ (Secure
Connectors) | X—UIZSDC A [ 777 4 7] RETHDLZ EPNRENTND Z & iR
LET,

s ZOFNEEFEITT D2 — —1F, Linux BREOEIEICBLATEY, Vit aT VT T o
HEFEALTCT7 7 ANVERELTHDILERSY 7,

« F 7L I ADSDC % CentOS AR~ NTA VA F—L T 5HA1TE. YumEFxF=U T ¢
Ny TFETEHENZA VA=A TEHZLEBHOLET, Yum D FEHF 25T 57200
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FEIIE LT, A= 443 2T TREA—=180 THLT U AT L KT 7 2% < BN
HEIHAENDHY £, /2. FHEAT Y 2—/L T H72DIT yum-cron £ 72 1% crontab & 7%
ETHLERDYET, EX2 VT EBHTF—LEEEL T, YumOEHRLZESET 57290
WEX a2 VT R =2 BT THLERNLL0E S EHE LES,

GE)  B®BENC : FIEAO =~ Rk, a—L TR Y 4~ FUIZEE T 2 D0 TIER< AT
LEOICLTLKESY, —#oavr FZEEND ¥y =] i3, By P T FR—=A |
DTREAT ImFyva) ELTHEASNLIGERHY, a2~ FBRRKTLRAL 20 %
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FIE

ATy T
ATvT2

ATvT3

ATvT4
ATy TH

ATvT6

ATvT1
ATvT8
ATvT9
ATv 710

ATy

SDC % 1Ei% 7 % Security Cloud Control 7> hMzwm 74> LET,

FEMD~A T [EE (Administration) 1> [#& (Integrations) ]1>[tFa173ax%o % (Secure
Connectors) 1227V > 27 LET,

[F—E X (Services) | X—T D [EF 2T 27 % (Secure Connectors) | %7 T, FWITARL %
27U w27 L. [Secure Device Connector] % H&fR L £,

T4V RUDFEIE2 DT - AN T v T T—HEAERIZa—LFET,
D7 L HIRD RAM &7 ¢ A7 G818 SDCIZEI W ¥ THNTWD CentOS 7 IRBET L V& A VA h—
L LET,

+ 8 GB ® RAM

c10GB DF 4 AT AR— X

AVAR= LB, SDCOIPT RLA, TRy b~ A7 F— b U =ADIRERE, Xy NU—7
DEARREZAITVET,

DNS (KA A > F—LH——) ZFHELET,

NTP (%v hNU—27 XA L7 han) h—_—%FHELET,

SDC @ CLI & fHHICLV B TE 5 X 912, CentOS (Z SSH H— 3—% A VA h—)L LET,

Yum O A 54T L, open-vm-tools, nettools, 35 X O bind-utils /Xy 7 —2% A A M= LET,

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

AWS CLI Ny 7 —V % A A h—/L L £, https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux.htmlZ S L T 720,

GE)
-user 77 ZIEMEHA LW T IEE N,

Fr1zoiEs i}


https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html
https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html
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ATvT12

ATv713

ATV 714

ATvT15

AT v 716

ATvT11

ATy 718

Docker CE /X r—U % A A h—/L L ¥, https://docs.docker.com/install/linux/docker-ce/centos/
#install-docker-ceZ ZM L TS 721,

=3
TR MY EFEH LA VA M=) FEEFEHLET,

Docker h— Y A ZB4G L, EEIRHIBAETE A LI LET,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

cdo & sde D2 OO):L%‘H‘»*%VFE}Z Li’?‘ao cdo :L**ﬁ‘**%ﬁ)ﬂﬁ*h&i\ JL— ]\:L’*'H'“*W—IE%77’EX
HPIEBY A7 ZFITTEET, sdex—V—%, SDCdocker 2> T+ &2 FTTH-DITHREL T,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

sdc —HPF—D/NAT— REFHE LEY,

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

sdc L —H'—% wheel 7 IV— 2B L <. %ﬁ%’ (sudo) *%BE%{?LE} LFEI,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]4#

Docker 754 ¥ 2 h—/L &5 &, oWV L—TFBIER S ET, CentOS/Docker D/ 3— 3 LTI
C T, [docker] F721% Tdockerroot] & PRI ET, Jetc/group 7 7 A )V TED T N—TDMER S iz in
EHERLTZD, sde 2—W—&Z DI NL—TITBEMLET,

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

/etc/docker/daemon.json 7 7 A L HMELE LR WG EIIIERR L, L FONEEZ AT LET, fE L7256,
docker 7 —E A FEB) L7,

GE)
fgroup] ¥ —IZ AN LTzZ V—TZ0, BIOFIAD Jetc/group 7 7 A W TROF =7 N—T7 & —FE LT
WD Z LR LTI ZIN,

[root@sdc-vm ~]# cat /etc/docker/daemon.json

{
"live-restore": true,
"group": "docker"
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https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce
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ATv 719

ATv T2
ATy TN

ATy T2

ATvT23

ATvT24

ATv T2

B 5O VM £ T® Secure Device Connector ) & .

[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

BifE vSphere = Y — /Lt v v a AL TWLEGAEIT, SSHIZEI W ERX T, cdox—HF—Tr T A
LEd, 240 LD, sdc 22— —={C8 0V EEx£4, RRAT—=FDOANEZRDOLNTZDH, cdo 1 —
P—DRAT—RE AT LET,

[CDO@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~1$

7 4 L7 KV % Jusr/local/CDO ([Z&FE L %9,

bootstrapdata EWIF LT 7 A L EER L, [ 7 L I AD Secure Device Connector DJERH (Deploy
an On-Premises Secure Device Connector) |V 4 ¥ — KO FNR2 DT — A N T v T T —F% D774
SZHEY (T F9, [RTF Save) 227 Vw7 LT 7 A NVESRGFELET, [vi] £721% [nano] ZfEH L
T 7 ANVEERTE T,

7“‘ ]\ A ]\ = P4 70'75“—& /¥ base64 T a— ]\ éﬂf‘/ ‘ij‘@wf\ ?ﬁ% LT extractedbootstrapdata L
WH 77 A= ZAR—FLET,

[sdc@sdc-vm ~]$ base64 -d /usr/local/ CDO/bootstrapdata > /usr/local/CDO/extractedbootstrapdata
[sdc@sdc-vm ~]1$

cat A~y FEFATLTES LT — 2 2F R LEd, a~vr FBIMES LT — 23RO L 512720
£75

[sdc@sdc-vm ~]$ cat /usr/local/ CDO/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

UTDavry FEFTLT, B L7 — AT v 7T =2 O—HaREARIC 7 AR—FLET,

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]$

Security Cloud Control 2257 — h A N7 v 7N Ry m— RLET,

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO_TOKEN" "$CDO_BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 --:==:=-= —=—:=-=:-—- —-—:—-—:—— 10654
[sdc@sdc-vm ~]$ 1s -1 /usr/local/ CDO/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/CDO/tenant-name-SDC

SDC tarball % J&Bd L. bootstrap.sh 77’/(/1/241—5%?? L T SDC /\O‘)’?_h‘:/\‘%‘f/]) A ]\‘—/Vbijﬂo

[sdc@sdc-vm ~]$ tar xzvf /usr/local/CDO/tenant-name-SDC

<snipped - extracted files>

[sdc@sdc-vm ~]$

[sdc@sdc-vm ~]$ /usr/local/ CDO/bootstrap/bootstrap.sh

[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc_prod:latest' locally

sha256:d98£17101db10e66db5b5d6afdalc95¢c29ea0004d9e4315508£d305790b275458: Pulling
from

ciscodefenseorchestrator/sdc _prod

Fr1zoiEs i}
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08d48e6flcff: Pull complete
ebbdl0b629b1l: Pull complete
d14d580ef2ed: Pull complete
45421d451ab8: Pull complete
<snipped - downloads>

no crontab for sdc

9% & Security Cloud Control TSDC 2% [7 277 47| LERINDIZT TT,

RDZRY

BE SN f-7RX kT Secure Device Connector D J— F X kS5 v T

ATy T
ATy T2
ATy T3
ATv74
ATy T5

ATvT6

ATy FT17

ATvT8

FIE

R ORA > TIEE (Administration) ]>[#& (Integrations) 1>[tF 1733+ 4 (Secure Connectors) ]
7V w7 LET,

[Services] ~*— < ® [Secure Connectors] % 7 C, [+] 7 A 2> %27 U 7 L. [Secure Device Connector] % R
LET,

w4/h?®$%2®7~bx#7/77 ZaEAERIZa—LET,
PR o W GERFITE cdo) IR L7 SR T — R&HHA LT, VM IZ SSH TR L £,
l[sudosu-sdc] 2~y RZMEHL T sdc 2—VP— 2D B2 F 5,

sudo su - sdc

WOa<y REFRLT, iLWSDC %7 —h AT v 7 LET,

sdc bootstrap <paste-your-bootstrap-data-here>

T % SDC DAR—T g AEIN L4,

SDC N— g3 23 90 F T a v b 4,
«SDC2024 : ZHUF, 1T A EDGRICFATEHRLEINLSNN—T 3 TT,
« FIPS 723 %)72 SDC 2024 : FedRamp MEHLO KM 20725613, ZDONN—Ta U @RL £,
«SDC LV HL—: ZONR—V 3 VTHERBOEH 2525 L eollod, 012 SDC 2024 % F177
DT LEEHLRELET,

CLIIZa T FHA A=V 27NV L TCSDCEEFHLET, iz, UFEEITL T, SDCRT 77 47 Tr—
P VB =T 2 A ABLORA N ETEHEL TS Z &2 MFFTE £9,

sdc show running

| DRRARPI L
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Terrafo

ATy I

ATy T2

ATvT3

Terraform % {§ f L = vSphere ~ @ Secure Device Connector O & .

TF 2 h® SDC BRFERENFE T,

rm % {1 FH L 7= vSphere ~® Secure Device Connector O [

1R BHHIIZ

Z OFNATIX, vSphere ] Security Cloud Control SDC Terraform <€ ¥ = — /L % Security Cloud
Control Terraform 7 7 /34 2 — LG HW T LT, vSphere (Z SDC % J&FH 3 2 HIEIZD
WCHLLKHALET, 20X A7 FIEEZFATT DN, IROFHESRMZHE L T 7Z3 VY,

« vSphere 7 —H# & L H — = g T UKEB LT

s RaEFEITT HHREF ST — 2t F—DFBRET T FALETT,
« VM DFERL
« 7 IV H DB
ATV TAT T OMER

AT UVTIATTUANDT 7 AINDT v Fa— R

e Terraform O &5

FIRr

Security Cloud Control T APl DA D2 —H —%AEKL L, APl h—7 & at—L %73, APILOZDZ—H —
DYERRITIEIZ OV T, TAPLOAD 2—PF—Z2A{ElT %) 2L TIEEW,

['Security Cloud Control Terraform Provider] @ FNEIZHE > T, Terraform U 78 kU T Security Cloud Control
Terraform 7' v /S A X —Z AR L £,
1 -
terraform {
required providers {
cdo = {
source = "CiscoDevNet/cdo"
version = "0.7.0"

}
}
}

provider "cdo" {
base url = “<the CDO URL you use to access CDO>"
api_token = “<the API Token generated in step 1>”
}

Security Cloud Control Terraform 7' & /S Z—Zffi ] L T cdo_sdc U ¥V — R Z{ERT 5 72 @ Terraform = —
REFLR L E 3, FEMIZ OV T, Security Cloud Control-sdec U/ — A ® Terraform L ¥ A h U Z &M L T
<&,

51
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https://github.com/CiscoDevNet/terraform-vsphere-cdo-sdc
https://github.com/ciscodevnet/terraform-provider-cdo
https://github.com/ciscodevnet/terraform-provider-cdo
https://docs.defenseorchestrator.com/c-secure-device-connector-sdc.html#!t-create-api-only-users.html
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs/resources/sdc
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ATy T4

ATy T5

JZ2EN

Resource “cdo_sdc my-sdc” {

name = “my-sdc-in-vsphere”
}
ZDY Y —ADpootstrap data B\IEIZIX, Security Cloud Control 77— k A kT » 75— X OEN AT S,
WD AT 7T cdo sdc Terraform £ = — /WIS E T,
Security Cloud Control_sdc Terraform &< = —/L i ] L T, vSphere T SDC % %3 % 72 6 Terraform
a— R&EFIR L ET,

&1

data "cdo tenant" "current" {}

module "vsphere-cdo-sdc" {

source = "CiscoDevNet/cdo-sdc/vsphere"

version = "1.0.0"

vsphere username = "<replace-with-username-with-admin-privileges>"
vsphere password = "<super-secure-password>"

vsphere server = "<replace-with-address-of-vsphere-server>"
datacenter = "<replace-with-datacenter-name>"

resource pool = "<replace-with-resource-pool-name>"

cdo_tenant name = data.cdo_tenant.current.human readable name
datastore = "<replace-with-name-of-datastore-to-deploy-vm-in>"
network = "<replace-with-name-of-network-to-deploy-vm-in>"
host = "<replace-with-esxi-host-address>"

allow_unverified ssl = <boolean; set to true if your vsphere server does not have a valid SSL
certificate>

ip address = "<sdc-vm-ip-address; must be in the subnet of the assigned network for the
vM>"

gateway = "<replace-with-network-gateway-address>"

cdo_user password = "<replace-with-password-for-cdo-user-in-sdc-vm>"

root user password = "<replace-with-password-for-root-user-in-sdc-vm>"

cdo_bootstrap data = cdo_sdc.sdc-in-vsphere.bootstrap data

}

ERR S 72 VMIZIE 2 AD 22— — (root Z—H—& cdo EWNVH 22— —) BNHY, VMDIPT KL AL
BRI ESINTWNA Z EIZEE L TLEE, cdo_bootstrap data JEMEIZ X, cdo_sdc U YV — 2 DVER I
@\:Eﬁk é ﬂfl bootstrap data )E'@O)@?N’EE é hi‘j—g

@rﬁl? E}S D v terraform plan k terraform apply %{ﬁﬁ% L C Terraform 72%@2‘0‘&0@% Lij_o

SERRBINT DUV TIE, CiscoDevNet @ [Security Cloud Control Automation Repository | [Z:E] &M LT 72
=YAN

SDC AV AR—=FT 4 V7RO EETHLHEEIE, VE— 2 Y —/L &R LT vSphere
VM IZ#6i L, coo 2—H—L L CTr/ A LT, koavry REFETLET,

sdc host status

FEHZ L > T, UTZ2FETEITTOLENL LGN DY £,

sdc host configure
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https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/vsphere/latest
https://github.com/CiscoDevNet/cdo-automation/tree/LH-70404-add-vsphere-as-an-optional-example/vsphere
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\)

(F)  Security Cloud Control Terraform € ¥ = — /L%, Apache2.0 74 B> AD FTAH—F LV —RAY
Zhy=27ELTARINTWET, VAR — MM ERSEAIE, GitHub CTRHEAZ#ME T
j—o

TerraformE® < 21— )L Z{E A L /=AWSVPC _E T?) SecureDevice Connector
D ER

IR HEIIZ

AWS VPC |Z SDC % BT HHIZ, IROFHERMEEZHR L TS0,
« Security Cloud Control I%, FiE/RFEHET = v 7 2 04HEE L, SDC & A % —F v FOR
DWeb/ar Ty 7uadxiBmErsR— L TWEFA, TaFo P —_"—%2FHL T

WA A TX, Secure Device Connector (SDC) & Security Cloud Control DD N 7 ¢ > 7
DB LTI L ET,

WERRy NI =0T 7 A %&fERT D72, [Security Cloud Control® Secure Device
Connector ~D#H&kt| ZZML T TZE VY,

cAWS T b, D7 &b 1 DOV T Ry h&EED AWS VPC, 1 L Y AWS Route53
THRAMNEIND Y = BT,

Security Cloud Control 7 — F 2 b7 v 77 —%  AWS VPCID, 3L OZDH 7 x> b ID
DFTICHDLZ L 2R LET,

SDC BT 5774 _X— YT Ry MINATF— h T oA D SN TWAE Z L 2 fi
BLFET,

« 77 AT U — )VEBHITP A v F—T 2 A ANFEITENTWAR—FT, 774 T 74—
LS NAT 77— 7 = A IZHk: ST~ Elastic IP ~D h T 7 4 v 7 B & £,

FIE

AT w1 Terraform 7 7 A MIZRD a— FITEEBMLEd, BEOAINIFETAN LTI EE N,

module "example-sdc" {
source = "git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"

env
instance name
instance size

cdo bootstrap data
vpc_ id

subnet id

}
ANTEHEFBAD Y 2 MO\ T,  [Secure Device Connector Terraform module] Z#ZM L T &0y,

"example-env-ci"
"example-instance-name"
"r5a.xlarge"
"<replace-with-cdo-bootstrap-data>"
<replace-with-vpc-id>
<replace-with-private-subnet-id>

TINA R DR
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https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=inputs

71 208 |
. 7> 7L = X Secure Device Connector 35 & Uf Secure Event Connector @) Cent0S 7 {48 < & >/ 5 Ubuntu IRAEY & o~ D#4T

AT 72 Terraform =— }\O)Hjjj LT instance_ id %yﬁiﬁ Li—é—o

output "example sdc_instance_id" {
value = module. example-sdc.instance_id

}

instance id ZfHH LT SDC A v A ¥ A |ZHHt L. AWS Systems Manager Session Manager (SSM) % fiff
MALTCRI TNy a—T 4 T HATH ZENTEET, AR TIOY A MZOWTIE,  [Secure
Device Connector Terraform module] @ [Outputs] #Z L T 2 X0,

RDERY

SDC D T 7Ny a—T 47 Tik, AWSSSM ZffiHl LT SDC A A ¥ v R |ZHEtd % s
ERDHDET, A AL ASNOESGFIEDOFEIZ OV TIX,  [AWS Systems Manager Session
Manager] ZZH L T 723V, SSHZMH L TSDC A v A X L AZH T DO DA — |k

. EFX 2 U7 4 EOBRICI D A ENRNI LIZER LTI ZEN,

)

(G¥)  Security Cloud Control Terraform €3 = —/L%, Apache2.0 74 > AD FCTA—F LV —RA Y
Zhy=27ELTARSNTWET, VAR — FRAKERSGEIE, GitHub TRIEZIE T £
R

Z4 > 7L = X Secure Device Connector & & U Secure Event Connector O
Cent0S 7 {287 < M5 Ubuntu (BT S OADBIT

Security Cloud Control ™4 > 7" L X & Secure Device Connector (SDC) 1%, Z#1FE T CentOS 7
A~ N VA R =L SHUTWE L7z, CentOS 7 XA — F23& T L. Security Cloud
Control (Z X » THEILSN7=72H, 33T SDC % CentOS 7 75 Ubuntu (AR~ & NI4T T
EHEIHT, THLOBITY mE AR L E LT,

B1T9 BHIIC
*SDCITIZTCP R— K 443 TOA U H—F v NADSEERT U N KT 72 ARHE
-@TO

« SDC %#F4{T L T\ 5% Ubuntu fRAE~ 2 121%. ASA =2 Cisco [0S T34 272 &, @ET 5
TNRAADEBA L E—T 2 A~DFy NT—T T 7B ANRNETT,

« TS RZRET D20, D SDCVM D IP 7 KL 2 £ 7213 FQDN TfEf S =% » b
J— 7 —Z&  HLWSDCVM D IP 7 R A E 71X FQDN A4 L TERL LiE4 235
N0 ET,

 BATIZIZ 10 ~ 152303030 £, BATH., T34 RFBI&EHmE X2V T 4R —% T
AL, 2y b= I 7 4 v 7 %BRELETI, SDC ZI LIZEEIZTTE EFHA,
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https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=outputs
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
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74> 7L = X Secure Device Connector & & U Secure Event Connector 0 Cent0S 7 {x 8 < > > H 5 Ubuntu R~ & U~ DT .

AR S

[Secure Device Connector 33 & O Secure Event Connector & 317957280 VM OER] OFIE
> TH LWA A M2 BB LET,

RA FDEE
SDC X° SEC #8477 25A1%. WOTFNEIZHEVE T,

1.
2.

A

THLMBH LW VM A A=V R L n— RN LET,

CDO-SDC_VM.zip 7 7 A WE R L E T, IRD X D RARTD 3 DD VM 7 7 A JLVINER S
hi‘é—o

» CDO-SDC-VM-708cd33-2024-05-30-2031-disk1.vimdk
* CDO-SDC-VM-708cd33-2024-05-30-2031.mf
* CDO-SDC-VM-708cd33-2024-05-30-2031.ovf

Forn— KL VM ZERLET,

HLW VM IZE D B THNEZFHIP 7 FL A £ 721X FQDN 2 A€ L %7,
SSH Z#{H LT, cooz—H#F—L LTH LWV VMIZRZ A LET,
Tuar7 MkoOavr KEANLET,

sudo sdc host configure

GE) BATRAZ VT hOT 0T MIEBICE-> TS, 2027 U7 MIETICc#E S
NTEY, FIHILOHRBATEBIT e RA 2 A FLET,
BATAZ U T N OFIZIZ, SDCHBF LW VM IZBAITEINT-Z & 2R T A v E—UNER
INET, SDC DARNE, BITHR bRFEESNET,
SDC D#1T
FIF -
1. SSH ZfEH LT, coo 2—H#—& LTIHD (CentOS) SDCIZm /A LET,
2. KOa<wr REFEHLTCLIZA A M= LET,
curl -0
https://s3.us-west-2.amazonaws . com/download.defenseorchestrator.com/sdc-cli/sdc-cli-package-latest.tgz
&& tar -xvf sdc-cli-package-latest.tgz && chmod +x ./install.sh && ./install.sh
3. MDa~vwr ReFETL, Imr 7 MIEWET,
sudo sdc migrate now
TR -

Fr1zoiEs i}


https://docs.manage.security.cisco.com/c-deploy-vm-used-for-sdc-and-sec.html
https://s3-us-west-2.amazonaws.com/download.defenseorchestrator.com/sdc/CDO-SDC-VM.zip

71 208 |
. 7> 7L = X Secure Device Connector 35 & Uf Secure Event Connector @) Cent0S 7 {48 < & >/ 5 Ubuntu IRAEY & o~ D#4T

1. Security Cloud Control 7} > hMzu 74 > L&,

2. BATHO SDC #FIR LT, [#1E (Actions) ]34 > T [/v— hE— FDFERK (Request
Heartbeat) (%227 U v 7 LET,

)

GE) SDCW[TZ7T 47 (Active) JIRETHDH Z & 2R L £,

SEC DF51T

FIIE :

1. SSH ZfEHA LT, coo 2—H#—& LTIHD (CentOS) SDCIZm /A LET,
2. Woa~<y REMFEHLTCLIZ#A YA =L LET,

curl -0
https://s3.us-west-2.amazonaws . com/download.defenseorchestrator. com/sdc-cli/sdc-cli-package-latest.tgz
&& tar -xvf sdc-cli-package-latest.tgz && chmod +x ./install.sh && ./install.sh
3. WOaxy FaFTL, Yur7 MIEWET,

sudo sdc eventing migrate

4, SECOHFLWIPT RLVAZRA LV M TDHEIICTNANA AEHRET DN, LDOHFA M
¥y FETL, FHLOWEZR MITOFRAREFUIPT RLAZED Y TET (ZDH
By T ADOEHFIARETT)

TER

SEC MIRREIZRE4 224X, [Secure Event Connector DIRFEZHIHR T 572D D~V AF = v 7
O #2ZHL T TEEN,

BINFIE

HLYSDC #HEE L AL

BATHET L=, TOMAA~ > Tl SDC ZFEE LAV T 2 &0,
KBLEBITZRICRY

M HPOHETRAITNRE L T2SE, 3 ER 0 ORR TR)P 72720, 780 SDC T
R Gaid. IROFNEIZHENE T,

1. HLnwvMice s AL, SDC a2—HF—|2 AL v F LET,
2. WAy FEMEMLT, SDCABUER LW VM TEITSNTOARNT L E2fER L ET,

docker ps

3. SDCBRFETINTWAEAIL, kD~ REFEITLET,

sdc stop

4. ﬁ};@ docker ps %gﬂ%ﬁi LT\ SDC 75’%??%1%‘& Lf:: & %%%@Liﬁ‘o
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https://docs.manage.security.cisco.com/index.html#!t-use-health-check-to-learn-the-state-of-sec.html
https://docs.manage.security.cisco.com/index.html#!t-use-health-check-to-learn-the-state-of-sec.html
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5, fwvMiza s AL, ROavy REFETLET,

sdc migrate revert

6. HWSDCWT 7T 47 CULILEREINTZSL, LW VMIZEY, kDo~ REFETL
F7,

sdc delete <your-tenant-name-here>

7. 79UV EZEIZEHFL, SDCEZ7 Vv 7 LT, HWEHEARDIP NV A RN ZERE
NTNWBZ EEfERLET,

INLDOFEEZETLTH, FILWIPRERENDIEEIT, FTLWOWAN VAT = v 7 ZER
L., 79U0%2HH LT, b O —EHRLTI I,

8. SECBATZILIZETIZIE, UTOa~vr REETLET,

sdc eventing revert

Secure Device Connector DIP 7 FLADZLEE

1R BRI
TDHRY EFITTHIE, BEHETHLIVLERHY 97,

«SDC IZ1F, TCP AR— b 443 F7213T7 A ZAFEHAICRE LTZR— b TOA v F—F v b
NDFERIRT U MU RT 78 ANRMETT,

\}

() SDCOIPT RLAEZET L%, T/3A A% Security Cloud Control |ZFE A L R—F 4 7
THLETIH Y FH A,

FIE

ATFYT1 SDC~® SSH#EHEERT A, HlE~vsrpay Yy —L %X, CDO=2—HF—LLTur/frLE
T,

AT T2 IPT7T FLAREETAHHNISDCVM DRy hT—7 4 2 —T 2 AREBMEFRT AT, a~v
KEMHLET,

[cdo@localhost ~]$ ip addr

ATYT3 AL H—=Tx2AADIPT RLRAEEFTHITIE, ROa~y REHHLTHEA MRELZHERGLE
‘j—o

[cdo@localhost ~]$ sdc host configure network

ATvFT4 TuroFIREmREnS, RAT—REASNLET,
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TINA A DS I
. # % Secure Device Connector /7 5 F| D SDC ~ 7 ASA DFEE)

ATFYTES  HEAXAZ VLRI Xy NUT—ZHREICHOWTE=A, HTILWIPERHEHA L THLWEET 7 A L EEXIA
Fr, TORTEEMWHALET,
G¥)
Z OWEE T, SSH BT kb £,

RAT9T6  SDCIZHEIV Y TIHLWIP T RUAEMEMH LT SSH #fiaEkL, nr A4 LET,
ATw 71  SDCITHABHMICER L 32, BEHLARWEGIFL FTOa~vy REETLET,
[cdo@localhost ~]1$ sudo su - sdc
[cdo@localhost ~]1$ sdc start
GE)
VM Da Y=L TIZOFEZFATLTWDLGE, ERELWI LE2HRET DL, B AT —F 2ADT
A FMBEEBRIZFATIN, AT = AREKREINET,

AT w78  Security Cloud Control =.—H—A > % —7 = A A% S LT SDC Ozl 52 &b TE £4, R
9 51ZiE, Security Cloud Control 77U 7r— a U 2B %, [EE (Administration) |1>[#&
(Integrations) |1>[tF 734 4 (Secure Connectors) | X—IIZBEIL 7,

ATYT9 N—Uh—FEEHFL, IPT FLAZEFT Lzt FaT7arx7 XEBRLET,

ATv 10 [#{E (Actions) 341 > T, [/»— hE— hDFER (Requestheartbeat) 1227 U v 7 LEF, [N—FrE—
EAEBICERSINT) LWV A v E—UNRRRI{L, [Last Heartbeat] IZHBIFED H i & RN FRR S
HIET T,

& % Secure Device Connector 5 5 FI| D SDC ~0) ASA D)

Security Cloud Control Firewall Management Ti%, 1 2D7 F 2 h&H72 0 1 -2LL £ SDC O H
WY R—=hShET, ROFIEEZMEHN LT, EFENS ASA &, H 25 SDC 5 4]0D SDC IZH
TEET,

FIE

ATV TN ERORAL o TEFaAVTATNNARET Y w7 LET,

RFwT2 [ASA] # T %2 U v LET,

ATy T3 B SDCITBEIT S 1 LA ED ASA ZBIR L £,

RTY T8 [T/ AT 73 (Device Actions) |4 > C, [EWEHMOEH (Update Credentials) 1547 U v 7 L
£

AT w75 Secure Device Connector IRZ %7 U w7 L, T3 ADBEN D SDC IR L £,

AT w76 Security Cloud Control 237 /34 A2 7 A T 57=DIEATHEHEDZ—F -4 L AU — K& AT)
L. [E# (Update) 1227V v 7 LET, BEINTOWRWVWIRY, BHEDOZ—F—4 L /RAT— RT,
ASADFVR—RIERA LI 7 A U EHREFBILCTT, TNOHOEREZT A AZERTILETIH D F
A,
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G¥)

TRTOASA BRI L VA UIEREFEH L CWDE5E, D ASA %2, H 5 SDC 255D SDC IZ—FE
TEETEET, HEDASADOT 7 A AEWB R D5E. % ASA % H 5 SDC /15RO SDCIZ 1253
BT 5068 RNHD 7,

Secure Device Connector D& BIZLE
2B

ATy T ERONA T, [EE (Administration) 1> [#& (Integrations) 1> [EFa1 73R4I 4 (Secure
Connectors) ] Z&#IR L 7,

AT9 T2 AHiEEET S SDC Z#INL E5,
ATY T3 FEMA T, SDC DARIORIZH DRET A2 & 27 Vw7 LET,
ATw T4 SDC DA #EE L £,

ZOFH LWL, Security Cloud Control A > % — 7 = — AN® SDC 4 i3 FRR S AL HHHTIC,
[Security Devices] ~XA > ® Secure Device Connector 7 /L ¥ & & CTEKARINE T,

Secure Device Connector M) F & &

ZOH AL, EESIGY—LE L THBALEY, Bk B L. SDCITEE HEMIC EH &
N, TT—DRELZWVIRY FEITEFTHILELIH Y THA,

FIE

ATw 1 SDCITHR LET, SSH 2 L TERT 200, NAN—APFDary—La—%fHTEET,
ATv T2 SDCICEHE2—Y— (@i ILcdo) L Tus/ A LET,
ATw 73 SDC 2—W—|Z8IV# % T, SDC Docker =7 FZTH L F9,

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

ATvT4 SDCE27T v 77 L—RLET,
sdc upgrade

GE)
SDCRET L VTHEINDIEHFSEIUVAVTFUR
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TINA A DS I
. B—NT7+ 2 hTOEZD Secure Device Connector D F

PP, R ONEIT X2 7 4 BL Oy FEBR Y & — |24 - T, Ubuntu Linux TEMET 25 SDC VM
AE=A—L, BHEHEALTLIEEN, Xy NI —2ZBENTSDCVM Ot X o U T ¢ (3 & Fom 7ok
BEDHERFSND L0, BET 28X 7oy F2EMMICHER L CEAT I Z L 2m BED L F
j—o

B—NDTF 2 FTOHEHD Secure Device Connector 0 5 F

TF v MTA VA R —/LT& % SDC OEUHIRIZH D FH A, HEOSDCIZE>T, £V %
DT NARAEEBL, £ HDT 734 A% A U Security Cloud Control Firewall Management 7
FTUNCEELEEE, ax 2 ERRLXy VU= 87 A MIEETEET, 2 2HL
B SDC %7 7' A 5 FNEIL, & SDC OFINEE [ U TT, &H&PID SDC DLARHTILT
FrhAEETO 1) REERTWET, BMOKSDCIZIE, EFIZESBNF T 6 ET,

« 2 F B LA SDC % EEIT 2 FIEILX, H&MD SDC BT A FIEEF L TY,

« 7T NOEMIO SDC X, 7T ¥ hOLARTEHE S 1 BDHAAENTHET, BINMOK
SDC (ZiE, EFICEZNFIToET,

@ C Secure Device Connector [T 7V v X T BT /N4 REBREH

AL SDC i L THEE T 57 /A A Z BT 21213, ROFIREZFTLET,
FIE

ATy T EOSRL > THEFXF2UTATINAREZ7 ) v 7 LET,

ATV T2 [T4 A (Devices) | #7527V w7 LTT A AEROTFET,

ATV T3 WURTNARIATDET %) v LET,

ATV T8 T4 NEFEERT TITHEESIN T DAL, [B%=2U 7 734 & (Security Devices) ] 3— D E&
WZoHH[Z7 V7T (Clear) |RZ %27V > 2 LT, Security Cloud Control TEHELL TW5H T XTDOT /A A
Y —bvREFRRLET,

RF9TE TANERILY U 5009 s LT, [T 4% (Filter) | A=a—%BEHLES

ATYT6 7 4/LHD [Secure Device Connector] © 7 > a > C, M7 SDC D4HiZ7 U7 LET, [BEX=2V T«
7 /3A A (Security Devices) ] ~— X, 7 4 /VZ TF = v 7 L7z SDC % L T Security Cloud Control
WCHERE L TV DTN, ADHBBRRFRINET,

ATy Tl (FFvav) MEEZSHICRVIATDICIE, 74 NVNEA=2—TBEBNDOT7 4 V2 E2F =y 7 LET,

ATy T8 (AFvay) ETLEL, [BX=2UT 4734 A (Security Devices) | X—Y O EHIZH D [7 VT

(Clear) |/ R¥ %7V v LT, Security Cloud Control TEHEL TWDHTXTDOT NA ALY —ERA%ER

RLET,
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Secure Device Connector O &l &

SDC OHIBRITTCICEE A, HIFRT DL, HTILWSDC 24 A =L L TT /A A% iz
BT HET, HIFRLZZ SDCICHEFR SN TWET A, ZAZEBRTLHZ LT TEERA, T34
AT AR, BEHEOn I A U NEREHEANTOILERND DGANH Y £,

SDC Z BT 5B, #E S TWAT 3 2% B0 SDCIZBEIT % 7>, Security Cloud Control
Firewall Management 7> & HIlFx L %97,

FIE

AT v T HIBRT 5 SDC I SN TNDHT A A& T THIBRL 7,
«1. SDCTHAHEINDTRXTOTNA ZR&ERET HIZ1E,  [[A—SDC % H L 7= Security Cloud Control
LT 2T N TOT A, Z& /O 51 2R LTI EEN,
2. [BEFX=VUT 4731 A (SecurityDevices) |"— T, #BI L72T_XTOT A AR LET,

3. [T/3% AT 7 a (Device Actions) 17 4 > R C[HIF (Remove) |27 U 27 L, [OK] &
7Y w7 UCHEAEEZELET,

RATv T2 o<1 TEE (Administration) ]>[#& (Integrations) ]>[EF 217 3a%% 4 (Secure Connectors) ]
7 Vw7 LET,

ATw T3 [—ERZ (Services) | X—YD[EFX =T a7 X (Secure Connectors) | ¥ 7 ANBIR I N/IRET, HW
TIARK %27 U w2 L, [Secure Device Connector] % 3R L £ 97,

ATy T4 [EX=2T ax7 % (Secure Connectors) ] 7 —7/LC, HIBRd 5 SDC #FIR L F3, TN T, T31 A%
FEaIZ25 TWAHIETTT,

AT9 TS [77 3y (Actions) ] > C, [HIFE (Remove) |7 A 2@ a7 Vv 7 LET, ROBENRFIRSN
£7
e

=R

<sdc name> ZHIFRL L5 & LTWET, SDC OHIFRIZTIZEY FH A, SDC ZHIFRT D &, T3 A%
FUR—=T 4 T ETHEA AR =T 4 7T HENS, HTLWSDCEER L CA YR —T 4 v /T D0 E
NHY ET,

HIEA VAR —F 4 VTR DT A ZANH D570, SDCEHIERTHICIT. ZNODF A 2 2 L
HLWSDC ZRELT-BICa /A U NEREFBEASITALERD Y £97,

. :gFﬂ%%ﬁ?Iﬁﬂ DHA1E, [Fr B/ (Cancel) %72 U w7 LT, Security Cloud Control ¥
A= MZRBHWEDOELTZE,

HATTBITIE, FOT %2 FR v 2/ A1 <sdc_name> 2 AJ LT, [OK] %7 U v 7 LET,

ATV T6 HATTHHEEIT, BERA o B—VICEBHENTWDSDCDLRIEZMRAA T ol Ry 7 AT A LET,
ATy FT [OK]Z27 V27 LT, SDC DHIRZHEE L £,
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* amgplib *
amqplib copyright (c) 2013, 2014
Michael Bridgen <mikeb@squaremobius.net>

This package, ""amqgplib™, is licensed under the MIT License. A copy maybe found in the file
LICENSE-MIT in this directory, or downloaded from

http://opensource.org/licenses/MIT

*async *
Copyright (c) 2010-2016 Caolan McMahon

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* bluebird *

The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software') , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
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CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* cheerio *
Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software"), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or
sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* command-line-args *
The MIT License (MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* Ip *
This software is licensed under the MIT License.

Copyright Fedor Indutny, 2012.
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Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* json-buffer *
Copyright (c) 2013 Dominic Tarr

Permission is hereby granted, free of charge,to any person obtaining a copy of this software
andassociated documentation files (the ""Software'), todeal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify,merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whomthe Software is furnished to do
so,subject to the following conditions:

The above copyright notice and this permission noticeshall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT.IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FORANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER INAN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THESOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stable-stringify *
This software is released under the MIT license:

Permission is hereby granted, free of charge, to any person obtaining a copy ofthis software and
associated documentation files (the **Software™), to deal inthe Software without restriction, including
without limitation the rights touse, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies ofthe Software, and to permit persons to whom the Software is furnished to do so,subject to
the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESSFOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
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IN NO EVENT SHALL THE AUTHORS ORCOPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHERIN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR INCONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stringify-safe *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT, NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

* lodash *

Copyright JS Foundation and other contributors <https://js.foundation/>

Based on Underscore.js, copyright Jeremy Ashkenas,

DocumentCloud and Investigative Reporters & Editors<http://underscorejs.org/>

This software consists of voluntary contributions made by manyindividuals. For exact contribution
history, see the revision historyavailable at https://github.com/lodash/lodash

The following license applies to all parts of this software except as

documented below:

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
s0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
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CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright and related rights for sample code are waived via CCO. Samplecode is defined as all
source code displayed within the prose of thedocumentation.

CCO: http://creativecommons.org/publicdomain/zero/1.0/

Files located in the node_modules and vendor directories are externallymaintained libraries used
by this software which have their ownlicenses; we recommend you read them, as their terms may
differ from theterms above.

* logdjs *
Copyright 2015 Gareth Jones (with contributions from many other people)

Licensed under the Apache License, Version 2.0 (the ""License'); you may not use this file except
in compliance with the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License
is distributed on an ""AS 1S" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied. See the License for the specific language governing permissions
andlimitations under the License.

* mkdirp *
Copyright 2010 James Halliday (mail@substack.net)
This project is free software released under the MIT/X11 license:

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software') , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* node-forge *

New BSD License (3-clause)
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Copyright (c) 2010, Digital Bazaar, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyrightnotice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyrightnotice, this list of conditions
and the following disclaimer in thedocumentation and/or other materials provided with the
distribution.

* Neither the name of Digital Bazaar, Inc. nor thenames of its contributors may be used to endorse
or promote productsderived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" ANDANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIEDWARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AREDISCLAIMED. IN NO EVENT SHALL DIGITAL BAZAAR BE
LIABLE FOR ANYDIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES;LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT(INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THISSOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

* request *

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined
by Sections 1 through 9 of this document.

""Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

""Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
"control' means (i) the power, direct or indirect, to cause the direction or management of such
entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or ""Your') shall mean an individual or Legal Entity exercising permissions granted by this
License.

""Source" form shall mean the preferred form for making modifications, including but not limited
to software source code, documentation source, and configuration files.
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"Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work (an
example is provided in the Appendix below).

"Derivative Works' shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.

""Contribution™ shall mean any work of authorship, including the original version of the Work and
any modifications or additions to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition,
"submitted™ means any form of electronic, verbal, or written communication sent to the Licensor
or its representatives, including but not limited to communication on electronic mailing lists, source
code control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor
for the purpose of discussing and improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by the copyright owner as ""Not a
Contribution."

""Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made, use, offer to sell, sell, import,
and otherwise transfer the Work, where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination
of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute
patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging
that the Work or a Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License for that Work shall
terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof
in any medium, with or without modifications, and in Source or Object form, provided that You
meet the following conditions:

You must give any other recipients of the Work or Derivative Works a copy of this License; and

You must cause any modified files to carry prominent notices stating that You changed the files;
and

You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those
notices that do not pertain to any part of the Derivative Works; and
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If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works
that You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at
least one of the following places: within a NOTICE text file distributed as part of the Derivative
Works; within the Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such third-party notices
normally appear. The contents of the NOTICE file are for informational purposes only and do not
modify the License. You may add Your own attribution notices within Derivative Works that You
distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such
additional attribution notices cannot be construed as modifying the License. You may add Your
own copyright statement to Your modifications and may provide additional or different license
terms and conditions for use, reproduction, or distribution of Your modifications, or for any such
Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions
of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an ""AS IS™ BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including,
without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR APARTICULAR PURPOSE. You are solely responsible
for determining the appropriateness of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including
any direct, indirect, special, incidental, or consequential damages of any character arising as a result
of this License or out of the use or inability to use the Work (including but not limited to damages
for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial
damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of
any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
harmless for any liability incurred by, or claims asserted against, such Contributor by reason of
your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

* rimraf *

The ISC License

Fr1zoiEs i}



Fi4 208 |
B scor—7ov—zBs09— k71540

Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS 1S AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT, NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

*uuid *
Copyright (c) 2010-2012 Robert Kieffer

MIT License - http://opensource.org/licenses/mit-license.php

* validator *
Copyright (c) 2016 Chris O'Hara <cohara87@gmail.com>

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and

associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

*when *

Open Source Initiative OSI - The MIT License
http://www.opensource.org/licenses/mit-license.php
Copyright (c) 2011 Brian Cavalier

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and

associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
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and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE

Fr1zoiEs i}



Fi4 208 |
B scor—7ov—zBs09— k71540

| DRRARPI L



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



	デバイスの接続
	Secure Device Connector について
	デバイス接続の計画
	直接クラウド接続のインバウンドアクセスを許可

	SDC キャパシティとホストの要件を計画
	Secure Device Connector および Secure Event Connector を実行するための VM の展開
	自身の VM 上での Secure Device Connector の展開
	展開されたホストでの Secure Device Connector のブートストラップ
	Terraform を使用した vSphere への Secure Device Connector の展開
	Terraform モジュールを使用した AWS VPC 上での Secure Device Connector の展開
	オンプレミス Secure Device Connector および Secure Event Connector の CentOS 7 仮想マシンから Ubuntu 仮想マシンへの移行
	Secure Device Connector の IP アドレスの変更
	ある Secure Device Connector から別の SDC への ASA の移動
	Secure Device Connector の名前変更
	Secure Device Connector の手動更新
	単一のテナントでの複数の Secure Device Connector の使用
	同じ Secure Device Connector にアクセスするデバイスを検索
	Secure Device Connector の削除
	SDC のオープンソースおよびサードパーティライセンス



