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2. SecurityCloudControl 77> b &7 R E Y a =795 —Va VERRLT, [T >
7 (SignUp) 127 Vv 7 LET,

3. [Security Cloud Sign On] ~X— T, B 7 A UIEHREASLET,
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(Signupnow) 1% 27V v 7 LET,
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Back to login page
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| l

First name *

| l

Last name *

| |

Country *

Please select * b

Password *

| l

Confirm Password *

| !

[ 1agree to the End User License Agreement and Privacy Statement.

Cancel

Wiz Sy hERLET,

o [ET A—/v (Email) ] : Security Cloud Control ~®D & 7' A NI KA T 5 %E
FA—=NT FLRAEATLET,

e [/NAU— R (Password) ]: WAV —REZASNLET,
2. [ A (Signup) 127 U7 LET, TO%, BELLET FLAITHERA —/L
MEEINET,
3. EA—/WEME, EA—/& [Security Cloud A 4> (Security Cloud Sign On) ] ~<—
POWMG T[T AT bOT 7T 471k (Activate account) 1 &7 U > 7 LET,

4. fEEOT/NA AT Duo ZfEH L TELELRIEZHEL, [Duo T 7 A > (Login with
Duo) ] & [# 7T (Finish) 1227 Vw27 L9,
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TIZHEEL D Security Cloud Control 772 MIBEAfHT HLTWDILGAEIEL. [T FOER
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Cloud Control 7F > &I TERL LIZ &1, £ DT F v MIE#ERr 7 AV LET,

#]8 C Security Cloud Control 77> MMZ v 74 >3 % HIEIZOWTIEL, T Security Cloud
Control 77 b ~OHIEIE 7' A ] BT ES0,

Security Cloud Control 7> hOEH L I F I FE 2T F v MREICOVWTL, [T7F 2k
W) #ZRLTIEEN,

Security Cloud Control 77> FDFEEN— 3 0ADT Yy T L—FK

HERL N T A T /N— 3 @ Security Cloud Control 2 L CTWA5451%, [CDODIEEL k<
4 7V (You are in a free Trial of Security Cloud Control) ] /37 —M2RFRRm I, ~T A 7 IVHA
MoKy BENRSNET, N 74 7 AWMFITN-D>TH, Security Cloud Control 772 k%
FERN=Va L NIT v T T L= R TCEET, VA0V AEYEFEFIFT AL AR
ZE#E LT 2SS, REETHRIEL, SOFZEWGLET,

SOFEFZEZRE LIS, NF—0 [5882/N\—2 3 T v 77 L— K (Upgrade to full version) ]
Vw7 L, EXESEANLTHEE/N— 3 O Security Cloud Control Offi 2Btk L %
D

Security Cloud Control ® + 5 4 7 LR ERE D E K
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WCa—F—EBIELET, SEERIAETH, TA TV T 47 4 €F2 VT 1 O LA
YL E T, Security Cloud Control = —— L 22— R(ZiE, EiZa—W—4%, 2—HF—
DBEEAFIT 5415 Security Cloud Control 7> b, —¥—oOu—ARNEENET, =—HF—
nua 7 A 35 &, Security Cloud Control (% IdP ¢ =—+— ID % Security Cloud Control ®7 7}
Y hOBEff——La—RiZvy 7 LET, Security Cloud Control 28 —%9 5 L 22— K
ERADTTEGAIL, ST 52— 3207 b~ s A v EFAINET,

BEROBEIIMBDOLY TNV A o F L TAT T 4T 4 TN, E =R RY | 7 A
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2019410 H 14 H X Y AifiZ Security Cloud Control 77> h 23F/E L TW /=334 1%. Cisco Security
Cloud Sign On ID ' w /XA X —~DBAT (6 X—V) ZZRMLTIZE,
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X L& BHIN

Duo Security DA > X k—JL, DuoSecurity 7 7'V 77— a3 » & EREZFICA A
=B LE2BEIHLET, Duo DA A F—LIZOWTITEMBH A84E1%. [Duo
Guide to Two Factor Authentication : Enrollment Guidel] ZZMB L T 7ZF &V,

BZIORIH, EXANATAAL AZFEA LTI Z A LN AT— REAER LET, OTP IFHE
R—=ATHHID, TRAADIZay IRV TAEZALLERALTNEZ EREETT, T2
A Z2Dr7ay 7 BEHBIIC, FERIEFRTELWVEZIICEEISNTWAZ L 2R LET,
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T HE, rEYa=r77r—(ZlE, Security Cloud Sign On 74 7 > k DYERKS° Duo %
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RDFE

HH Cisco Security Cloud Sign On 7 51 7 > ks OFERL & Duo ZEHRFFIEDKE (83 <—) T
EAET, ZHITABEMOT oA TY, 4T XCTEETTHLERDHY £,

1) —< 3 > Z & D Security Cloud Control ~DH A > A >

ZH 5%, Security Cloud Control ~DH A A ANMEHTH AWS Y —2 5 -2 & D URL T
jAO

%= 1:)—2 3 > Z LD Security Cloud Control URL

Hh st Security Cloud Control URL

TIOTRKEFEB I OHA (AP)) https://apj.manage.security.cisco.com
F—Z U7 (AUS) https://au.manage.security.cisco.com
I—um X, ., 77U 5 (EMEA) https://eu.manage.security.cisco.com
4> K (IN) https://in.manage.security.cisco.com
7 AU HARE (US) https://us.manage.security.cisco.com

OJA4 2 DEBD STV a—TFTa25
IE L < %Ly Security Cloud Control ) —< 3 vIZEB->TAS A Y LTWAT=86H, OF A vtk
5 B3

Y72 Security Cloud Control U — 2 > 42u 74 ' LTS Z L 2R L T ZE0,
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& L T Cisco Security Cloud Sign On [ZE#A S TRV | ZLEFEGRFE (MFA) (21X Duo ZfEH L
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T RADBEHRIFTA—PF - L NRNRAT— T, 2FHAOERITA VT~ FTERINDT
S A LXAT— K (OTP) T,

N

G¥) < ME D //7/1/4j‘/f VA ID Fr A Z—%fF ] LT Security Cloud Control (ZH A > A
VLY Z ® Cisco Security Cloud Sign On 3 X X Duo ~DOBATIZHE L £ A, A
DY A ‘/ZL// Ja—varagl&fmEfificesd,

« Security Cloud Control DEE} k7 14 7 AHIRIH ChIIX, ZOBITHAEHINET,

+ 2019 4F 10 A 14 B LAB#IZ Security Cloud Control 77 > FBMER S KTV HEX. Z 0
HH O 0 IZHTH Security Cloud Control 77> h~Ofjlaln 74 > (5 —Y) %n
A FEELTHEALTIZIN,

XL B
BATT DN, WOTNEEZFEITTHZ L2 BEIDLET,

. Duo Security 4 > R k—JL, Duo Security 7 7" U 7 —3 3 » A A EREIC A »
A R—=NTHZELEERBEHDOLET, Duo DA VA M= LZOWTZEMNH 2BE1
[Duo Guide to Two Factor Authentication : Enrollment Guide] #Z&M L T 72 &\,

cHBZDRBIE, EARNANTNRAABFERALTCT U Z A LAY — REAER LET, OTP LM
BR—2ATHDHED, TXAAOI7a v IR )TIAEALERBILTWAZENERET
T, TNNAAD 7 Oy 7 BRI, FEFHCTIELWERAICEREIINLTWND Z & 26
BLET,

« H1 L\ Cisco Secure Sign-On 7 7 o M & Ep L, Duo ZERRFEAHE LT, Tk
4BFEO T ATY, 4BEBET_XTEETTLO2MLERDHY £7°,

— -~ — \ ~ — »
BiTkoDIJAVRBO NS TN 2a—T1 29

A—H—ZFIE/NNRT— FMIEL < HULV=8. Security Cloud Control ~ND RS A U IZ5kEXT
%)

fi#ikix Security Cloud Control IZ 2 7’4 L L H & LT, ELWa2—H—4 L 20— F&fEH
LTWRIEb b b u s A ACRIT 2856, 3 AV —-RFaeEhGE) 2L
THHERNSAY — FZRE TE WAL, B L Cisco Security Cloud Sign On 7 4 &7 |k
AR TICr 7 A R BT AR BV E 3, T Cisco Security Cloud Sign On 74 7 >/
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SignOn 7 H 7 MY A T v 7T HMENRHY £5,

Cisco Security Cloud SignOn &y ¥ a7/R— RA® B 5 A VIXRETIT 5 H%. Security Cloud Control
FERETERE

figikix Security Cloud Control 77 k & [X572 % = —+#—4 T Cisco Security Cloud Sign On 7
10 FEAER L TWADAIEEMED S U £, Security Cloud Control & Cisco Secure Sign-On @ i
Ta—W—{FH A =N 9 5 I21E, Cisco Technical Assistance Center (TAC) (ZHfE L TL 72 &
U,

RELEITvIT—V&FERALEZOT A VIZKKT B

iRk 77 UVIREINITh W T v v AL Tr A LIS L LTV DA NB L
NE¥i, 7 v 7 ~—2 M https://cdo.onelogin.com &5 L TW D ATEEMEN H W £,

fiRi% https:/sign-on.security.cisco.com (22 7 A > LE T,

« f#iRi% Cisco Secure Sign-On 7 # 7 > b & E7EAER L TWRWEETX, #i#l Cisco Security
Cloud Sign On 7 1 7 . s DFERK & Duo ZERFFEDOKE L E T,

« f#iRi% Cisco Secure Sign-On OF LT 1w > M EAER LTcHA 1. 777> MBMERR S v
V— g IR DX v v 2R — RO Security Cloud Control % A V& 27 U w7 LET,

« f#3Rs% Cisco Security Cloud Control APJ

* fiRi% Cisco Security Cloud Control 2 —A FZ U 7
* f2ifi% Cisco Security Cloud Control EU

« f#iR:% Cisco Security Cloud Control f > K

* fi#iRs% Cisco Security Cloud Control #[E

« f23R5% https://sign-on.security.cisco.com Zf§ T LI T v I/~ —F EHH L ET,

Security Cloud Control 77 > ~ D#Z &N

FIE

AT 71 Cisco Security Cloud Sign On % v > 28— RC, #%%43 % U — a2 ' ® Security Cloud Control N % > % 7
Uy LET,

ATV T2 WO —trT 4 r—2%HELTWDEHIF, A—krT 4 r—F%0uaa%27 1 v LT [DuoSecurity]
7> [Google Authenticator] Z 38R L ¥ 9,

CBEFEOT Sy MO TR —F— L a— FRH A, 0T T Mor 74 v LET,
CEBOR— ST TIC2—F — L a— FRH DA, T 5 R— 2 L RBIRTE £,
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« TTILEE DT F v Mla—H—La— b D5E1F, Bl Security Cloud Control 77 k%
BIRTEFET,

HEFOTF U M —Y— L a— RRRWIEAETL, Security Cloud Control DFEMI &2 R T 50>, £721%
NTZATNT o hEERTEET,

[R—%/L (Portals) ] B =—{X, DT F v b OGS NIEREZEIG L TERRLET, FEMICON
T, AT T Ty RAR—HLVOEH (68 X—V) ZZML TSI,

|

[77F > b (Tenant) ] € =—(Zi%, 2—HF—La—RRbor—HOT v MRERINET,

i
CISCO

Cisco Defense Orchestrator

Choose an account

Portals Tenants

US East Coast Boston Office
US West Coast

MNew York Office

Los Angeles Office

Sign Out

THFUORDRY FO—OEHBEDOEHE
TFU IRy N = EREORERIRTHZ %8, XA NI TI7T 4R LTBEBOLE

To Ay MU —VEREMHEREZFF O — —%WRE L, Security Cloud Control T —H—D
B AR L C, hoax—F—okE s MEFRE) AT LET,

Security Cloud Control R 2 —+7 v 7 4 K

AR — 7w FHA KSecurityCloud ControliZ . 7 7 A 7 U 4 —/LEZWRHZE Y T v 7L
TRETHHDHX AT PRI NDEEN A X —T = ATT,

Security Cloud Control {Z% 1 > > L, EIZHDHA=2—T () 7y LET,
« (A7 L I AEH (On-premises Management) |-~— 21X, BLF~D U 70360 £,

Security Cloud Control D% ]



Security Cloud Control D E &K |
. Security Cloud Control 5 1 £ > X [ZDUVT

« Security Cloud Control Z M L T, &I 5 731 2% A 7L I X
Management Center |24 > /R— K L £ 7,

« #4271 I A Management Center (Z KX > TEH I LTV D GBUIXTT 2858 7 /31 A
% 77 v g4 Firewall Management Center (21T L £ 7,

T NA AT T L— LT, 77U R Firewall Management Center ~0
D Threat Defense 7 /3 AD— 457 o ya =72 FETLET,

AR T—ESHTL, BEEZMEL, Fal—Yar SN BEEORRFEELZZITERY
E AN
[T AT U A—I/LOEEE (ManageFirewalls) | X—21X, ATF~D U 7 R3H 0 £,

« BB BB, Cisco Secure Firewall ASA . Cisco Meraki MX 7 7 A 7 7 +—/V %
FUR—FLTEELET,

« %A hE VPN #i 2 L £ 7,

* Cisco Al Assistant #{EH LT, LBIZINLUTTZ 7 AT U4 —NVRU —¢T7 7 A8
WO RS2 A FEEHLET,

o —HREYZRRTEDFEE R SIS 58 2 25T D720 R L £7,

o [7 T U REFEDIR#E (Protect Cloud Assets) | ~X—1ZiE, AF~D U 7 B3H Y F7,

« MulticloudDefense Z# i L7z —B L7 FXF 2 U T 4R A2 HHL T F 27 T 7 REg
BREROT =2 LTIV r—va b R#ETHILT, 77U REEERH#ELET,

Security Cloud Control 51 £ XIZDULVT

Security Cloud Control TlX, 7 FERDODERF T A7 ) T g b T AEEHT S
TEDDTINA AT A APMETT, MERT T MUIZHSWT 1 DL EO Security Cloud
Control ZEAY T A7V Foa v zlEAL, T AETNE S LHEIZESNHNTT NS T
AR AEZBATEET, 2FV, HAYTR7 Y S a & EAT 5 & Security Cloud Control
T N3MF B AL, Security Cloud Control 2 L TEHLT 5 Z L 2RI LT /31 AT LT,
TEBIDT INA AT A ARMBEICR £,

Security Cloud Control 7257 /NA A% A4 AR— R L TEHRT DI, BT L7 31 R HED
WT, AV TR ) Ty g LT, REEOMEN—ADYT 27 ) TFva 2T S
WELN DY £,

YIRY YT 3y

Cisco Security Cloud Control %7 A2 7 U 7> g 3~ — A CTF,

cEHK 14, 3, BIOSHEOY T A Y 7 a a2 LT, Security Cloud Control 7
FrMIT7RAL, WUNCTA B RAINIET N AT &K EZRIEL £,
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49 59 FZ4tEY Firewall Management Center 35 & U Threat Defense 5 1 > X .

cTNARTAE VR EHT DL BRI T2V R — MR T S ZZONT, 14, 3

B, BIOSHFEOYTRA7 ) Fra gt LET, 72L& 21X, Cisco Firepower 1010 7 /3
AADIEDY 7 "Ny T BT AT VT a w2 LSA. Security Cloud Control %
/1 L C Cisco Firepower 1010 7 /3 A A% 3 FMEHT L L 2RI TXET,

Security Cloud Control 239 /R— b2 Zadt X2 U T 4 F /34 ZADFEMZ OV T,
[Security Cloud Control THAR—FENDHY 7 hU =T bn—FRu =7 ] 2ZRLTIZEN,

| o

EX3

Security Cloud Control & A] 1T /SA AT ZEET 572D, 2 DOEBIOT SA AT 4 &
VAFMES Y FH A, OEATHMEST B3 5Y5A . Security Cloud Control Tl A FTET /3
AADRT &2 | DDOTNA AL RLRTI2D, 1 DD T AL ATA v AZWAT 2720 T4y

¥,

N

GE)

hoe

Cisco Smart Licensing 74~ — % /L7 & Security Cloud Control 74 2 A2 EH T 5 Z LIXTE FH

VYIrDzT7HITRY YT arvnyR—+

Security Cloud Control ZEARY 7 27 U 7> g iE, 7 A7 V7 a VHRIRAE R Y 7 &
V7 TRV T ary PR IREENTEY, Y7 MU =T T v T T = AV v —
7 w77 L— K, KU Cisco Technical Assistance Center (TAC) ~D7 7 & A Z Bk 7 L
TRMELET, Y7 by =T HFR—FRT 740 b TERIRS N TOE TN, BRI HESNT
Security Cloud Control ¥ J == — 3 VY AR— M EIEHTHZ b TEET,

Security Cloud Control ZFES 1/ > X

SecureX 7 7 7 > R 5 30 HE @ Security Cloud Control N7 A4 7 /v & U 7 = A R TEET, §f
AIZDWTiX,  [Request a Security Cloud Control Tenant] [#GE] 2 ML T 7230,

4759 K1 E! Firewall Management Center & & Uf Threat Defense 5

TR

Security Cloud Control T 7 7 7 R#2{l/f! Firewall Management Center % {# 19~ % 72 9125 D 7 A
U AEEAT HZMETH Y EH A, Security Cloud Control 7 NOEARY T A7 ) 73
NZiE, 7 7 U R Firewall Management Center O BN £ TV E T,

42 519 FiR#E 2 Firewall Management Center sHH S5 1 > X

77 7 R{gfR Firewall Management Center (21 90 HF ORI 7 A B AR T neya =7
SNTEY, ZORIT ERITHT L0 —E 2R3 7wy 7 SRET,
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Security Cloud Control 7> b T u b va=r7 3N 7 7 7 R Firewall Management
Center Z# B9 2% HIEIZOWTIX,  TRequesta 7 7 7 REEH Firewall Management Center for
your Security Cloud Control Tenant] ZZ&H L T 72 &V,

\}

GE)

DIFTA L AFHK (SLR) ZHHR—FLTWEFA,

7 7 v RigfA Firewall Management Center [, =7 X% v 7Ry hU =27 NDT /A ZADRFE

4 59 FiZ{#£ 3 Firewall Management Center 0 Threat Defense 5 1 > X

7 7 v REEA Firewall Management Center |2 X > CEEL X415 Cisco Secure Firewall Threat
Defense 7 /3A A Z LAZfEBID T A & o ARMETT, FEMIZ OV TIE,  [Managing Firewall
Threat Defense with Cloud-Delivered Firewall Management Center in Cisco Security Cloud Control J
[J55E] @ [Licensing] #ZM L T 7230,

7 7 v R Firewall Management Center [Z 81T S 4727 /3A 2D T A & > A % Security Cloud
Control 23MLEE3 2% FHEIZOWTIL,  [Migrate Threat Defense from Management Center to Cloud |
ESBL TSN,

Secure Device Connector

Secure Device Connector (SDC) (X, A =7 /34 A Security Cloud Control & iB{ETX 5 X 5
T B4 07V V2 bR FU T, A U0 ¥—Xy M CTEBERZETERNWT A X ET
INAAZADu T A AFHZE M H L T Security Cloud Control (24> R —F 4 7T H551F, * v
hU—21ZSDC ZJ&BH LT, 7731 A & Security Cloud Control DHDiE(E % 7 0% T %
T, EolE, BHEIZE U T, 723 AD Security Cloud Control 735 DA A > X —T = A A%
MU CEHEBREEZETELLIICTAHIENTEET, MM EX 2V T 4TS IAT A

(ASA) . Meraki MX, Cisco Secure Firewall Threat Defense 7 /34 A, Firepower Management
Center 7 734 A, LA SSH I L OVOS 7731 AL 3T, SDC %{# ] L T Security Cloud Control
Wkt L CEARERTE 7,

SDC i, BHKRT NA A TEITTEIRERSH D a~r Fe | BFHMRT A RZEET D54
FENd D A v E—Z OV, Security Cloud Control Z B4 4 L %9, SDC iZ. Security Cloud
Control |IZfb->TZ D a~wy REFATL, FEXIGT /A X124 T Security Cloud Control
WA =V %EE L, BHERSRT NA A0 OIRZE % Security Cloud Control (23R L 57,

SDC %, AES-128-GCMover HTTPS (TLS1.3) #ffifH L TEA B LUK St SN2 L R70iBlE
A v —T %A LT, Security Cloud Control &3#{F L9, EAMEf ST A R &P —
EAOTRTOu s A AEFRIL, 77 UG SDCICE#ERBb S 5721 Tl
AES-128-GCM Z A ] L TIRAFIFIC B Bk SvE 3, SDC 7ET BT A ZADu 7 A AFHRIC
77 EATEET, o Security Cloud Control H—E AT 1 7' A NMFRICT 7 BATEEH
/us SDC & Security Cloud Control [F]OD 815 27 Al 5 HIEIZ DWW T, BEART /A ZA~D
Security Cloud Control ®#&f¢ (13 X—) &ML T E &0,

SDC %, & @ Ubuntu A > A X LV AZA VA M—LTXFF, EE L. SDCCLIAS Y A >
Z k=L En, wibEnz Ubuntu22 A v A Z 2 ZHD OVA 2L L TwWE9, CLI 24
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I Security Cloud Control D E A&
EEXRT/\1M XD Security Cloud Control M 1E#5: .

HAT+5E, VMEREL., DERTRTOVRAT LNy r—2% A4 & —)L L, SDC %
Docker 27T ¢ LTAHARAMIT—F AT v CTEET, £/, MED Ubuntu A > A X
VA (R—=Ta 2024 NEET A MNEHR) Eu—/L L, CLLEZEINICZ Y > a— RT&F
—g—o

4 Security Cloud Control 77 M&, HEHIRDOE D SDC 2 F>Z LN TEET, ZIHDSDC
X7y METHEEERT, 12077 FEHTY, 1 20O SDC BWEETE 57 /351 AD¥K
. ENOEDOT N, REASNTMEREL | RET 7 A NVDH A XL > TERRVET, 7272
L. BERZFHET L2012, 12D SDCHKIS0EDT A AZeHR— 52 LZ2MBELT
<TEEV,

T MBSO SDC ZET 5 &, ROFLELH D £,

e NI = VALK T EEDH Z L7 <, Security Cloud Control 77> h TL D %L DT AN
A AZEHTEET,

Xy NT—7NORRHESNT-%y T —2 %87 A MISDC ZEBEL, Z0O® 7 Ak
WD T /31 A %A U Security Cloud Control 77> b ThH| X HFH TX 9, %D SDC
NIRWEEA., ZROHDOREESNT =%y NI =287 A FNDOT A 2% $72 5 Security
Cloud Control 77 > N CEHTLZMERH D 77,

H—0DARA M THED SDC ZFEITTE LT, ET7T2548SDCHOT— FA T v FFIEIZHES
TLESW, 7T bOFEMIO SDCIZiX, 7F v hOLARTEES | BHAAENTEY
Security Cloud Control @ [#— ¥t & (Services) |“X— D[ F =7 2% ¥ (Secure Connectors) ]
A TICFRINET, BIOK SDCIZIE, JEFICEFE LSBT o ET,

FEAMIZ DU T, Security Cloud Control O VM A+ A — ¥ % ffi il L 7= Secure Device Connector O
B (15 2—) BLUHZD VM _ETO Secure Device Connector DJER] (19 X—) %
LTI ZE N,

REETER -
« WHIRIR T NA A~ Security Cloud Control D¢
+ Secure Device Connector D HHr (35 ~_—)

* Secure Device Connector DI (33 ~_X—)

BEIEXER T /A AA~O Security Cloud Control Dk

Security Cloud Control (%, 7 7 7 K= %7 % % 7=|% Secure Device Connector (SDC) %41 L TH&
BRI T N A 28R LT,

A UH =Ry ENDLT A AEET Vv ATEXAEHE. 770 Raxs 22 FERLTTA
A AT DUENR DY T, T AERETELHEE, 777 KU —Y 3 0 Security
Cloud Control IP 7 KL AW E DR — k443 TOA R T KT 7w A ZH A LET,
ALH—=Fy MIDLTNA AT 7V BATERWERIE, 2y =247 1 2D SDC
% JEBA L C. Security Cloud Control 237 /XA A LIBETE 5L HICTHZ ENTEET,
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B ==5%7 /31 2~ Security Cloud Control (%%

R— b 443 (F72ET A AEHHICRE LR — ) OT A AT 32y MNP LERRA
VNTURT I RREHAT LR IICT A RAERELET,

FoR—RFTAIE, Xy NT—2CF 7L I 2D SDC BHLETT,

DT XRTOTNA AL —E R ZF, A7 LI ASDCIEINEDH Y FH A, Security Cloud
Control (T2 77 Rax /7 2R L TR LET, £ NT 2 K77 ADOFF R NLE P
T RLARIZOWTIE, kDB v a a8 LTI EEN,

Cloud Connector % 4t L /=7 /X4 X M Security Cloud Control ~ M $%#5

770 Raxs X %4 LT Security Cloud Control %7 /N1 A ZEBHEET 586, EMEA, K
E, SIFAPTHUBO S ESERIP T LRI, R— k443 (72137 A ZAEHANCRGE
LR —1) TOA NG RT 78 AZHFTL0LERH Y 7,

TOT -KEF-BAR (APJ) HIKDISEAELD https://apj.manage.security.cisco.com C Security
Cloud Control |IZ##5E+ 28 81%. IRDIPT RLANLDA LR KT 7 AZFALET,

* 54.199.195.111

*52.199.243.0
A—X LU 7T (AUS) HURDFZEED hitps://au.manage.security.cisco.com C Security Cloud
Control [IZEERET 25815, WD IPT RLANLDA AT RT 72 A%FFAILET,

* 13.55.73.159

* 13.238.226.118
I—Ay/\, BER, £IET7I7UH (EMEA) HUKOIBER T, https://eu.manage.security.cisco.com

“C Security Cloud Control IZ#t L TWAEHEIL, IRDIPT RLANLDA N T 2 RT 7B R
BRI LET,

* 35.157.12.126

* 35.157.12.15
14 2 K (IN) Husko 3K ERA https://in.manage.security.cisco.com “C Security Cloud Control |Z#Zf5¢
THHEEIE, ROIPT RLADLDA R RT 7B AZFAILET,

* 35.154.115.175

* 13.201.213.99

M=y
=3

KE (US) HkDIsEAED https://us.manage.security.cisco.com C Security Cloud Control [ Z#5¢
T2HEE. RO IPT RLANLDA N RT 78 A&FFA LET,

* 52.34.234.2
* 52.36.70.147
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Security Cloud Control ® VM « * — > % {# 3 L 7= Secure Device Connector & .

SDC ~® Security Cloud Control D %45

SDC %4 L T Security Cloud Control % 5 /31 A2kt 9 584 . Security Cloud Control T/ #i
THTNA AT, A— 443 (F7213T7 A AEHHIZERE LA — L) OSDCAHAR RMHD
SERIA VN RT 7R AZFA[THLERDH Y £9°, ZOFIL, FET 7 & AHIEL—
NWEFEHLTRESNLET,

F7o. SDCHE SN TV OERE~ T, BEHHRT NS ZAOEHRAS =T = ATy
=78 TVWD 2 & 2T 20 ENH Y £7,

Security Cloud Control D VM « #* — < Z{# i L 7= Secure Device Connector

D R 5

TR AP T A NER A LT Security Cloud Control %7 /3 A A2 284, Security
Cloud Control & 7 /3A ZMDBEEZERLT L7202, Xy FV—27ICSDCEF T rr—RL
TERRTL2ZLEBRANTTIT 4 2TE, W@, ZhWDDT A AFFHFERN—2THY |
WRTZY w7 IPT RUVRERTZIRWD, IMNA 2 —T = A AR — FaFi > T E
T, WS X2 VT 4T 7T AT A (ASA) . FDM |2 X 2T /XA A Firepower
Management Center (FMC) . SSH 3 X TNOS 7 /34 A X3_T, SDC % ] L T Security Cloud
Control IZEAEHTE £,

SDCIE, BHXIRT A ATETTLILERS D A~y Re | FHMGRT NA ZTHET D0
FERdDH A v E—Z OV, Security Cloud Control Z#54H L %3, SDC (. Security Cloud
Control IZfo > TZ D a~vr REFITL, EEXGRT A A2 T Security Cloud Control
WA =V %G L, BHERSRT N A6 OJRZE % Security Cloud Control (23R L 57,

1 ©D?D SDC WEFLTE BT A AL, ZFNHDT /A ATEESN T DHHERE L. Mk
T7ANDYA XL > TR 9, 270, BEFBOBZE LT, 120 SDC TH 500
BOTNRA AP R—FTEHZLEBELTVET, MOV T, BH—0 Security Cloud
Control 7F F THE D SDC 2325 (B62—) LTI EEN,

Z OFNATIE, Security Cloud Control ® VM A A —Y L THy kT —271ZSDC %A > A
=L D HIEIZOWTEHHALET, Ziuk, SDCEIEKRT A7 DRSNS, KOEHET
BHETEDHETT, B L2 VMZEH L CSDC &2 1ERT 2 LENH 5 551E, BHDVM
T ® Secure Device Connector DJERH (19 ~—) OFIRIZHENE T,

1R BHEIIZ
SDC # BB D A1, IROFHESRFEZHER LTI EE0,

« Security Cloud Control 1%, B 72t ETF = v 7 0B & L, Secure Device Connector (SDC)
EAVH—Fy hOBO Web/a Ty 7axviizdhR— L T0EHA, 7%
Y= N—%EH L TWB AL, SDC & Security Cloud Control DFID T 7~ 7 DI
TEERDLET,

* SDC (TiE, TCP AR— I 443 £72137 A ZEBHICRE LTeAR— R TOA 2 —F v |
NDFERIRT T SR RT 72 ANRMETT, Security Cloud Control {2 & » TEE XL
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Security Cloud Control ® VM o #* — < % { i L 1= Secure Device Connector 0 & B

TWBEF AL AL, ZOR— FPEDA 2 R_Y Y RRT T 4 v 7 b 50BN S Y %
@—O

B Ry NI T IR REMRT DD, [EEXIRT A A ~0 Security Cloud
Control D#fE] S LTIV,

« Security Cloud Control /%, vSphere Web 27 7 A4 7 > N E72ILESXiWeb 7 7 A 7 & ]
L72SDCVMOVFE A A=Y DA VA h— L &SR —hLTWET,

» Security Cloud Control (%, vSphere 7 A2 kv 77 Z A7 > N L7z SDC VM OVF A
A=V DA A=)V EYR—FLTHEEA,

« ESXi 5.1 /A 73— 31,
¢ CentOST 7 AN ARV —F 4 T VAT A,
» SDC % 1 D721F 7> VMWare ESXi R A b D ¥ A7 AEL{,
* VMware ESXi 75 2 NMZIE 2 20D vCPU BLETT,
* VMware ESXi 78 A MZIL2GB LA ED A E U BLETT,
* VMware ESXi Tld, 7r bV a =0 7OERIISE T, B~y 2 R— T 57
DIZ 64 GB DT 4 A7 FRPDMLETT,
* Docker IP (X, SDC @ IP #iHE & U7 /A 2D IP i L ITRR DY TRy MTHDHLE
B ET,
o A VA M= NEBRMT DN, IROEREZNEL T,
* SDCIZHEM T 2 FFHIIP 7 R LA,
o f VA M=NTar AFIVERT D root T —& cdo Z—HF—D/AT— K,
KT 5 DNS h—S—D 1P 7 R L A,
*SDC T RLANFET DXy NU—=7 D= U =A 1P T LA,
« XA LY —s3—D FQDN £721Z 1P 7 FL X,

s SDCHAR= T Ui, BX 2 VT 4 Ny TFEEYIZA VA F—ATEIICHEINTEH
D, ZHEITHOICE, R—=hr80 DT 7 bR REBSMLENDH Y £7°,

FIE

ATv 1 SDC #{ERLT % Security Cloud Control 77> hMza 74> LET,
ATvFT2  EMoOLA o TIEE (Administration) 1> [EF 173 R4Y 4 (Secure Connectors) %7 U v 7 L%

R

ATY T3 [H—E R (Services) | X—VD[EF =T a7 H (Secure Connectors) | ¥ 7 T, HWTTARK V%

27U w27 L. [Secure Device Connector] % H&fR L £,
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ATvT4

ATy TH

&l

ATvI1
ATvT8
ATvT9
ATv710
ATy 7N

Security Cloud Control ® VM « #* — < % {1 L 1= Secure Device Connector 0 & B .

FJE 1 T[SDCVMA A— DX 7> va— K (Download the SDC VM image) | %7 U v 27 LEd, T5&
BDETNEREINET,

Deploy an On-Premises Secure Device Connector p ¢

Step 1 |
Download the SDC VM Image

and follow the documentation to deploy the SDC VM on vSphere.

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere. s

CDO Bootstrap Data

QBRPXIRPSBVOPSJ1eUpoYkdjalU9pS1INVekkxTmlJcOluljVjQBk2SNtwWFZDSjkuZX1Kc2FXNXJaV1
JVWleclaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT JFZbk5qY215d2RHbHZ 1bk1pT2xzaVNWUKVM
YUpoYzJVaUxDSm91VepSYVdRAE1pNHdJaXdpYm1kbWR5SmRMQBox Yz WeVgyNWhiV1VpT21KamIyWm
%x1bkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pY TWIPDHNpVWSSTVIW
OUJSRTFKVG1KZExDSnBIM@1pT21KcGRHUNIMOQBpqYKkhiWemRHVN1TVIFpT21JeElpd21jSEpwY 1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaUek2V31KMGNuVnpk(81zSWSKbF1XUN1MOE
k1T1IRSbUBYSTRNQZFpWIW1NNUXUUTNPRGNEWWT Zek 1DMW1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNthDBa
UBpkTENKcFpDSTZ JamN3T1dRMYpHSXpMVFpoTmpZdESEVTBZUZABTIRCHUxXUXhNelJr TURZeESEWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEYNzhoNUNSZDNPRUUSHUDXT2VRd j04aHpkSIhtR3BhUmtSYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek5XNBdKajRyTT1lyVzM3IRXdRdF9zeWh5azVkTOVITVIrMlcwR1 JRcXhLompolU1JLUTpKNXQBeGxuN1
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j
dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN
BKcHM5a24 tNGBwZWtxcB1BTXoSUVZOMXZ1S) ZWNmSNdBgyV3JicDRZMTY 1MC1yeDBpblhWNFdzQSIK
QBRPXORPTUFJT 181d3d3LmR1ZmVuc2VvemNoZXNBcmFBb3IuY29tIgpDREITVEVOQUSUPS. jaXN] by

Zip 77 ANNOTRTOT7 7 A VEHELET, Zhbid, OLSRHEDTT,
+ CDO-SDC-VM-ddd50fa.ovf

* CDO-SDC-VM-ddd50fa.mf
* CDO-SDC-VM-ddd50fa-disk1.vimdk

vSphere Web 7 74 7 M &AM LT, HHHE L LT VMware ——iZrn 74 LET,

GE)
ESXiWeb 7 7 A4 7 v MIFEH LW TL 72X,

7a 7 MIHEo T, OVF 5> 7 L— 225 Secure Device Connector {RAE~ S U Z BB L ¥4,
Ty N7y TNET LIZH, SDC VM OEREZ ALET,
HLWSDCVM DY — L a B & £,

a—H#—4 ICDO) TrZ A LET, 774/ FDO/XAT— T adml23 T,

717 h T, sudo sdc-onboard setup & ASILET,

[cdo@localhost ~]$ sudo sdc-onboard setup

Security Cloud Control DEX ]
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. Security Cloud Control ® VM « * — 2 % {fF L 1= Secure Device Connector O &

ATvT12
ATy 713

ATy 14

ATv 715

ATv 716

ATvT11

ATv 718
ATy 719

ATy T2
ATv7T2n
ATv T2

ATvT23
ATvT24

WNRATY—= RO a7 MRERENTZH, adn123 EATILET,
a7 MIHES T, root =P —DFH L WA T — REERR LE T, root 2—HP—D/RAT— K& A
HILET,

a7 MIHES T, Security Cloud Control L— ' — @D LWWIA T — RE{ER LT, 2 —HF—D X
U—R&E AN LET

[###t 9" % Security Cloud Control K A A > %R L T< 72 & W (Please choose the CDO domain you connect
to) 1 &V a7 MRFEIRENTZ S, Security Cloud Control @ K A A U EHAE AT L E T,

Tu T IRERINED, SDCVM DRD KA A UNERE AT LET,

a) IP7 N1 X/CIDR

by Y—hrv=A

¢) DNS #—s3—

d) NTP #—/3—%7-|% FQDN

e) Docker 7V v

F721%. Docker 7'V v U0V S 72 WEGATE Enter ¥ — & L E 9,

[ZIDDEIFIELWTT 2?2 (1WA z)  (Are these values correct? (y/n)) | &9 7'a 7 REIR
ENH, [FW]EZAN LT MY 2R LET,

ATINEZEELET,

[ 9 <SDCERTELET? (X0 R)
T IMFBRINTES, ) EASILET,

VM 22V — b BEIIZ e 77 0 F LET,
SDC ~? SSH #fe 4 E L £3, CDO &L LTrZ A L, RAT—FREASLET,
7’117 T, sudo sdc-onboard bootstrap & AT L ET,

(Would you like to setup the SDC now? (y/n)] &\ 5 7w

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

[sudo] NAT—FRKDANEROONTZH, AT v 7 14 TER LI ASAT—RKE AT LET,

[Security Cloud Control D& F =7 2R/ X _X—U b7 — NA N T v /T —2%a— LT EEN
(Please copy the bootstrap data form the Secure Connector Page of CDO) ] &\ 9 7’1 v 7 M v FIR Sz

O, ROFNAIZTENE T,

1. Security Cloud Control (& 7’4 > L £,

2. [77 vz (Actions) |4 > T, [A 27 L I AD Secure Device Connector D iR (Deploy an
On-Premises Secure Device Connector) | %27 U v 27 LE T,

3. XATHRIRY I ADAT v F2T[IT—MNANT T T —F%at’—]%7 Uy 7L, SSHY 1
RO AT £,
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ATv T2

AT v T 26

[CNHOBREZFEHFLETH?2 (XD R)
VT RMFORENTEL, ]l ZASILET,

[Secure Device Connector] ~X— 2R Y £9°, HTLWSDC DAT—X AN [T 7T 47 (Active) JIZEH
SINDHET, BEHEEHLET,

B 5O VM £ T® Secure Device Connector ) & .

Deploy an On-Premises Secure Device Connector

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDOQ Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjaU9pSINVekkxTmlJcOluUjVjQak2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVWlc1aGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1luTjFZbk5qY21sd2RHbHZibk1pT2xzaVNWUKVMH
VUpoYzJVaUxDSm91Vap5YVdRdE1pNHdJaXdpYm1kbWR5SmRMQBox Yz JWeVgyNWhiV1VpT21KamIyWm
xjbkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pYTWIPbHNpVWSSTV.IW
OUJSRTFKVG1KZExDSnBjM81pT21KcGRHUWIMOBpqYkhWemRHVN1TV1FpT21JeElpd21jSEpwY1dGeW
VWUmx1bUZ1ZENJNmJuVNNiQ3dpYzNWaWF tvmpkR1I1Y8dVal9pSjFjM1Z5SW13aWMzQkpaQBk2SWto
RVR5SXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmY1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2SW
prMUSHWXpZamd3TFdKaV16a3RORGMATnkxaVpgTXdMV1poWW10bFptRXpPRAUWWMLIcO1tTnNhY 121
ZEY5cFpDSTZJbUZ3YVMxamJHbGxib1FpTENKelkyOXdaUBk2V31KMGNUVNpkQa1zSWSKbF1XUW1MQB
k1T1RSbUBvSTRNOZFoWWI1NNUXUUTNPRGNGWW1 Zek 1DMW1ZVBpaWldaaE16aGhOR1 10 TENKM2NtbDBa
QBRPXBRPTUFJT j81d3d3LmR1ZmVuc2VvcemNoZ XNBecmFBb3TuY29t IgpDREIFVEVOQUSUPSJjaXNjby
ThbWFsbG1lvIgpDREGTQkIPVFNUUKFQX1VSTDO1iaHRAcHMELY93d3cuZGVmZNS5ZzZWOyY2h1le3RyYXRy
ci5jb26vc2RjL2Jvb3RzdHJIheC9 jaXNjby1hbWFsbGlvLZNpc2ZNvLWFtYWxsaW8tUBRDIgo=

£ Copy bootstrap data

(Do you want to update these setting? (y/n)) ] £\ H 7'

B8 VM L T Secure Device Connector ) &

TNA AD 1 T A N A L C Security Cloud Control & 7 /3 A A ZHfe 35 ¥4, Security
Cloud Control & 7 /XA A DI EEHT H7-DIZ, v hT—7 1T Secure Device Connector

(SDC) ## v vua—RKLTEMTLIZENRANTTIT 4 ATT, BF., ZILHOT /A
ANFIEFERR—=2THY, TV v 7 IPT RUAERZIRW), SMA v 2 —T = A AT
MR =P 2o TWET, Bt X2 74777472 (ASA) . FDMIZ K 2%
BT /31 A 35 L N Firepower Management Center (FMC) 7 /34 AL XT, T/ ADwu J
A NG W A4 H L C Security Cloud Control [Z%f L CE AT 5 Z LN TE T,

SDC T, BHXRT A ATEITTILER DDA~y Re | FHHGT A ZTEET 54
ENBHDH A v E—Z OV T, Security Cloud Control & B4 L $£9°, SDC i%. Security Cloud
Control (2> TCZDa~ NEFITL, BHEXSGT N1 223> > T Security Cloud Control
WA v B—UZEE L, BENGT A A0 5 OR% % Security Cloud Control (2K L F 77,

1 D SDC WEHTE DT /A AL, ZNHDT A ANTEESN T DHHERE & . Ak
T7ANDYA XL > TR 9, 2720, BEEEOEZE LT, 120 SDC THKI 500
BOTNA AP R—FTEDLHZEEMBELTOET, FEMIZOWTIE, H—0 Security Cloud
Control 77 F TH## D SDC T2 (B6~—) WL T ZIV,

ZOFRIAETEH, MEAOEE~ VA A—VEFEHLTRY NU—2128SDC A A h—/LF
2 IFIEICHOW T L E1,
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Security Cloud Control D E &K |
B & ® VM £ T® Secure Device Connector 0 &R

\)

(GE)  SDC %A VA M—NATHDICHRIND, KT CEETE 5 51EIE, Security Cloud
Control ® SDCOVA A A—T %X 7 a—RLTA VA M—LT 5L TYT, FEIZONT
I%. Security Cloud Control ® VM + A — % f#i jj L 7= Secure Device Connector D[ (15 ~—
V) EZHRLTIEZN,

48 HHIIZ

» Security Cloud Control (%, BB 72FEAET = v 7 2 MFELE L, SDC &A1 ¥ —F v hDH
DWeb/arT oY 7nxyaiR—F L THEEA,

* SDC 7 Security Cloud Control & B9 5 729IZi1%, TCP A — K443 TOA ' H—F v b~
DIFERIRT 7 bR T o RT 7 ARKETT,

* SDC %41 L T Security Cloud Control (ZH|3E$ %57 /31 AL, A"— b 443 TSDC nH DA
YN RT IR AT HMERDH D £T,

Xy FT—=27 DA RTA ATHONTUE, TEBERT /A 2~ Security Cloud Control
O] LT TE3 N,

evCenter Web 7 74 7 2 FFET-IZrESXiWeb 7 A4 7 bEEH L TA VA =L ENT=
VMware ESXi 8 X b,

N

GE)  vSphere TAZ by TAT U NEFEMA LA VA F—iTY
A—FLTWEHEA,

« ESXi 5.1 /A 78— A,
+CentOS7 7 AN AL —F 4 T VAT A,
« SDC DB &FFD VM D2 AT LB
* VMware ESXi 78 A NMZIE2 20 CPU BLEE T,
» VMware ESXi 78 A MZIX2GB LA ED X E U BMLETT,

s VMware ESXi Ci&, R EVa =7 ORFIIS LT, (K~ 2 FR— T 572
WIZ64GB DT 4 A7 FENVLETT, Tk, BEIIGEUTT 4 A7 ik 2 g T
XH LI, =T 4 varTmEARY 2 —2FH (LVM) ZFEHL WD Z L2
E LTI,

cVMODOCPU EAEYZEHLIZL, VM OERE AN, [BEX=7 2317 ¥ (Secure
Connectors) | X—IZSDC A [T 277 47 RETHDHZ LENRENTND Z & 2R
LET,

s ZTOFNEEFEITT D2 —P—, Linx REOEBEIZEHLATEY, vityaT T ¢
HEFEALTCT7 7 ANVERELTOHDAILERSY 7,

[l Security Cloud Control DA



I Security Cloud Control D E A&
B S5O VM £ T® Secure Device Connector 0 E .

e F UL I ADSDC % CentOS IR~ NZA VA M —AT 5581, YumEx =V T 4
Ny FHEMNCA VA=V T DL E2BEIOLET, YumDOEH 2 BGFT 572D DK
G LT, A= R 443 72T TRA—=F 80 THLT U MY U K7 7 &A% < LEHR
HLGENHY T, o, FHEAT Y 22—/ F 572D yum-cron £ 721 crontab 7%
ETHMENDYET, EXa VT EHTFT—L L8 L T, YumOEFHEZEGT 5720
X2V T 4R =2 BHTLNERHL0E ) EHEr LET,

GE)  MROHBEINZ : FENO a2~ Rk, a8 —LTEHRY 4 > RO T 20 Tidia< AT
HEICLTLEEY, —#na<r NZEENS A yv=) X, Ay b7 F—=X |
DT AT ImFvia] ELTHEHASINDEENDD, 2~ RRRMTLIREE 2D F
K

FIE

ATv 71 SDC Z1ET % Security Cloud Control 7> hMzr 74> LE7,

ATy 72 FEMoOLL o TIEE (Administration) 1> [EF 173 R4Y 4 (Secure Connectors) 1 %7 U v 7 L%
R

ATw 73 [P—ERA (Services) | X—TD[EF =T 237 ¥ (Secure Connectors) | ¥ 7 T, HW\WITTARK %
7V w2 L. [Secure Device Connector] Z iR L £,

ATFYTd ALV RYOFE2OT— A RNT v TF—FEAFEIIa—LFET,
ATy TE5 e EHIRORAM &5 ¢ A7 FEED SDCICEI Y YT HNTWS CentOS7T{RET S VE A VA F—
L LET,
« 8 GB ® RAM

c10GB DOF 4 AT ZAR— X

ATF9T6 ALAR—L7zbH, SDCOIPT KL A, 7 Xy h~AV F—F U xADIFERE, xv NT—7
DERRELITVET,

ATYT1T DNS (FAAf U R—LH—n—) ZFHELET,

AT9T8 NTP (Ry hU—2 XA LT a bhal) h—_"—ZFELET,

RTw7F9  SDC D CLI &ffiHIZLYIY TX 25 K 512, CentOS |2 SSH — 3—% A VA h—/L LET,

ATY 10 Yum OFH & EIT L. open-vm-tools, nettools, 33 JL X bind-utils /X 7 —V %A A h—/L LET,

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

ATy TN AWSCLI v —T% A A h—/L L% T, https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux.htmlZ 2 L T 7230y,

GE)
-user 7 T ZIIEA LN TLIEE N,

Security Cloud Control D% ]


https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html
https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html
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. B 5 ® VM L T® Secure Device Connector O &Rl

ATvT12

ATv713

ATV 714

ATy 715

ATv 716

ATvT11

ATy 718

Docker CE /X r—U % A A h—/L L ¥, https://docs.docker.com/install/linux/docker-ce/centos/
#install-docker-ceZ ZM L TS 721,

=3
TR MY EFEH LA VA M=) FEEFEHLET,

Docker h— Y A ZB4G L, EEIRHIBAETE A LI LET,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

[CDOJ & Tsde) D2 5O —W—%ERLET, CDO =—W—|F, HFEELETTH7Dlce s
AT B2—H—TF (DFVroot—WF—%EEHFHTHILETIHY THA) , sdex—HF—E, SDC
docker 2 T F HEITT H2—H—T7,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

CDO Z—HF—D /AT — REHBELET,

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

CDO = —#—% [wheel] ZV—71ZBINL., EHE (sudo) HEREMELET,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker 31 A h—/vE3 N5 &, 22— =7 —TMER I LE T, CentOS/Docker D /3—3 = T
U, [ldocker] F721% ldockerroot] &PFEEAVET, Jetc/group 7 7 A V" CED IV N— T BER S L7200
ERERLTCD, sde 2—Y—2 LD/ N —TITBEMLET,

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

/etc/docker/daemon.json 7 7 A L IMFE L2 WG EIIERR L. LFOWNEZ AT LET, 1ERR L7256,
docker 7 —E A FEB) L £ 7,

GE)
fgroup] ¥ —IZ AN LTzZV—TZ0, BIOFIAD Jetc/group 7 7 A W TROF =7 N—T7 & —E LT
WD Z LR LT ZIN,

[root@sdc-vm ~]# cat /etc/docker/daemon.json

{
"live-restore": true,
"group": "docker"

[l Security Cloud Control DA


https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce
https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce
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ATv 719

ATv T2
ATy IT2N

ATy T2

ATvT23

ATvT24

ATv T2

B 5O VM £ T® Secure Device Connector ) & .

}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

BifE vSphere 2> Y — /by v a VEMBH L TWAHEHEIE, SSHIZHID 2T, CDOJ) =—H#—TnH
TALULET, v/ A4 Lizh, Isde) 22—V =2V ELXET, "ATUV—FROANZRDLNTZ5,
[CDOJ =—HF—DRXAT—RE AN LET,

[CDO@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~1$

7 4 L7 KV % Jusr/local/CDO ([Z&F L 7,

bootstrapdata EWNIFHT LW 7 A VEAERK L, [A 7 L I XD Secure Device Connector D ERY (Deploy
an On-Premises Secure Device Connector) |V 4 ¥ — KO FNR2 DT — A NT v T T —F% D774
SZHEY T F9, [IRTF (Save) 227 Vw7 LT 7 A NVESRGFELET, [vi] £721% [nano] ZfEH L
T 7ANVEERTE T,

7“‘ ]\ A ]\ = P4 70'75“—& /¥ base64 T a— ]\ éﬂf‘/ ‘ij‘@wf\ ?ﬁ% LT extractedbootstrapdata L
WO 77 AMIT T AR—FLET,

[sdc@sdc-vm ~]$ base64 -d /usr/local/ CDO/bootstrapdata > /usr/local/CDO/extractedbootstrapdata
[sdc@sdc-vm ~]1$

cat A~y FEFATLTES LT — 2 2F R LEd, a~vr FBIWMES LT — 23RO L 512720
£75

[sdc@sdc-vm ~]$ cat /usr/local/ CDO/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

UTDavry FaFTLT, B L7 — A NI v 7T =2 O—HaREARICT 7 AR—FLET,

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]$

Security Cloud Control 2257 — h A N7 v 7N Ry rm— RLET,

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO_TOKEN" "$CDO_BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 --:==:=-= —=—:=-=:-—- —-—:—-—:—— 10654
[sdc@sdc-vm ~]$ 1s -1 /usr/local/ CDO/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/CDO/tenant-name-SDC

SDC tarball % J&B# L. bootstrap.sh 77’/(/1/241—5%?? L T SDC /\O‘)’?_h‘:/\‘%‘f/]) A ]\‘—/Vbijﬂo

[sdc@sdc-vm ~]$ tar xzvf /usr/local/CDO/tenant-name-SDC
<snipped - extracted files>
[sdc@sdc-vm ~]$
[sdc@sdc-vm ~]$ /usr/local/ CDO/bootstrap/bootstrap.sh
[2018-07-23 13:54:02] environment properly configured
download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar
toolkit.sh
common. sh
[2018-07-23 13:54:04] startup new container
Unable to find image 'ciscodefenseorchestrator/sdc_prod:latest' locally
sha256:d98£17101db10e66db5b5d6afdalc95¢c29ea0004d9e4315508£d305790b275458: Pulling
from

Security Cloud Control D% ]



Security Cloud Control D E &K |

. Ubuntu {48 < < > T Secure Device Connector & Secure Event Connector 0 & B

ciscodefenseorchestrator/sdc prod
08d48e6flcff: Pull complete
ebbdl0b629b1l: Pull complete
d14d580ef2ed: Pull complete
45421d451ab8: Pull complete
<snipped - downloads>

no crontab for sdc

9% & Security Cloud Control TSDC 2% [7 77 47| LEREINDIZT TT,

RDZRY

Ubuntu{x22< < > T Secure Device Connector & Secure Event Connector

D)1

FTNA AD T A AFH & H LT Security Cloud Control % 7 /34 A \Z#i 9 D %6, Security
Cloud Control & 7 /XA A DIBE#EHT 57292, F v b7 —7 T Secure Device Connector

(SDC) #X > u—RLCEMTDIZENRA NS T VT 4 ATY, BH., ZNHDOT A
ZNFFEBERAR—=ATH Y, TV w7 IPT RLRAEZELRWD, A v F—7 = A ZIZH
PR — b o TWET, WIEREX2 VT 4T 7747 A (ASA) . FDMIZ LD
PT84 A L O Firepower Management Center (FMC) 7 /34 A {33 T, T34 ADu s/
A EHZ#H L T Security Cloud Control (Z%f L TE AT 5 Z LN TE T,

SDCIF, HHART NA ATRITT2REN DD A~y F&| BHHERT A RTHET D44
ERH DA »E—IT DT, Security Cloud Control B4 L £9°, SDC %, Security Cloud
Control |IZfb->TZ D a~wy REFATL, FEXIGT A X1ZfI> 5 T Security Cloud Control
WA v E—V%EEFEL, BEXRT A A0 D DLE % Security Cloud Control (23K L £,

Secure Event Connector (SEC) (X, ASA & FTD 2>5 DA X | % Cisco Cloud |ZH5153 5 728,
TAEBL ARG U T, [4 X hrF¥ 2 (BventLogging) |-X— TA X2 h&F/r L, Cisco
Secure Cloud Analytics T T £,

SDC # BB L7-%1%, fliH 72 #fFE T SEC =27 FZ&BIMT& £¥, SEC #—E AL, Cisco
ASA. CiscolOS., FDM (Z X BB 7 /314 A5 syslog A v—%%{5 L. Cisco Cloud (272
BIZEETDH IR SN TWET, ZIZK Y, Security Cloud Control Analytics <> Cisco
XDR 72 EDA Ry b —EATRS A v =V EFEICRE, Mk, ST Ed,

CiscoDevNet ¥4 b [#555] THRLENTWA 227 U7 s % %47 L T, Linux Ubuntu 3 A7 A|Z
SDC BLOSEC A VA h—/LT&E7,

1R BRI

» Security Cloud Control I%, W RFEHET = v 7 202 L L, SDC & A & —F v MO
D Web/ar 7oy 7aXxEiR— L TWERA,

¢ SDCIZIZ TCP AR — |k 443 TOA U X —F v "ADREERT T MG BT 72 ANNE
‘(\\—a—o

[l Security Cloud Control DA
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I Security Cloud Control D E A&

FIE

&
ATvT2

ATvT3

ATvT4
RATvTH
ATv 76
ATvT1
ATvT8

Ubuntu {&%8~< < > T® Secure Device Connector & Secure Event Connector 0 FE 5 .

e Ry NT—=T DA RTANTDNTIE, TEFEXSRT /S A A ~0 Security Cloud Control
D) BT TE W,

evCenter Web 7 74 7 FETZIXESXiWeb 7 94 T bEFEHALTA VA =L ENT=
VMware ESXi 78 A b,

A\

GE)  vSphere 7RV by I U FAT v N LIcA VA M= T
A= FLTWEEA,

« ESXi 5.1 /A 73—/ H,
s AR~ T 2 Ubuntu XL —7 7 VAT A N—T 5 2004 LAERNA VA R —L S
nTnag,
SDC :
*CPU:227

*RAM : 2GB UL I

SDC B L SEC :
*CPU: 427

*RAM : 8GB LA I

* SDC % 31T L T\ 5 Ubuntu {8~ 2 121E, ASA B X Cisco I0S T34 ADEHA
B—T 2 ZA~DFy NI —27 T 7% ANLETT,

SDC % 1ER%7 % Security Cloud Control 7> hMzu 74> LET,

MDA T [EE (Administration) 1> [EF 21723 %%9 4 (Secure Connectors) 1 %27 U v 7 L%
R

[H—E 2 (Services) | ~X—L D [EF =T 337 % (Secure Connectors) | % 7 T, /AN
[Secure Device Connector] %33R L & 97,

A4 RUDFIR2 DT — AN v I TF—=F 2 AERICaL—LET,
CiscoDevNet % B C SDC % JEBi L 9,

[Z2— K (Code) 127V vZ L, [HTTPS] ¥ 7D URL Z 2t — L £,
Ubuntu & A7 AT Cul+AlI+T ZHF LT, R Y 4 > RUEBE £,
AT it E AL, JEIFE 2 — L7 HTTPS URL Z /50 ) £,

[sdc@vm] :~$ git https://github.com/CiscoDevNet/cdo-deploy-sdc.git
Resolving deltas: 100% (22/22). done.
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https://github.com/CiscoDevNet/cdo-deploy-sdc/tree/main

Security Cloud Control D E &K |

. Terraform % & FH L 1= vSphere ~ () Secure Device Connector 0 Efi

ATvT9

ATy 710

ATy I N

ATy 12

lcdo-deploy-sdc) 7«4 L7 R UIZEEIL £,
[sdc@vm] :~$ cd cdo-deploy-sdc.
Is-laZEfTLT, 77 A NVERT VT NERRLET,
« delete_sdc.sh : LLRIC S AT AZA A h—/L &N 72 SDC #HIBB L £,
« deploy_sdc.sh : A7 A2 SDC % BB L £,

« install_docker.sh : #tE/X—27 5 > @ Docker & > A7 LAZEBH L F 7,

27 U7 FEFEITLT Docker A A F—L LFET,
[sdc@vm] : ~/cdo-deploy-sdc$ ./install docker.sh

Remove docker docker.io docker-compose docker-compose-v2 docker-doc podmand-docker {y/n] n
Active: active (running) since date time UTC; 32s ago

Adding the current user to the docker permmissions group

Done!

SDC B4+ A5 A7) 7 N2 EITLET,

Jdeploy_sdc.sh & AJj L. Security Cloud Control Ul 75 2B — L7277 — M A NT v 77 —2 2050 15 £
TO

[sdc@vm] : ~/cdo-deploy-sdc$ ./deploy_sdc.sh <bootstap data>.

If the docker container is up and running, the status of the SDC should go to 'Active' in the
Security Cloud Control Event Connectors panel.

Secure Device Connector 73 Security Cloud Control C[7 7 7 « 7 (Active) | & RRSNDHLENRH D £,

RDBERY

Terraform %z {&£ A L 7= vSphere ~ () Secure Device Connector 0) &

4RO HREIIC

Z OFNAETIX, vSphere | Security Cloud Control SDC Terraform & = — /L% Security Cloud
Control Terraform 7' 7 /3 A 2 — Ll G HW TR LT, vSphere |Z SDC % B3 2 H1EIZD
WCFHELKHALEY, 20X A7 FIEZETT LRI, ROFHESRMEZHER L T IZE W,

 vSphere 7 — 4 & L X — "= 3 T UBENRMETY

c REFEITTDHEREFOT =2 L X —DOFHET 7 NRKLETT,
* VM DAERL
o 7 3 VEOER

« LT UV T AT T DVERK

[l Security Cloud Control DA


https://github.com/CiscoDevNet/terraform-vsphere-cdo-sdc
https://github.com/ciscodevnet/terraform-provider-cdo
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I Security Cloud Control D E A&

FIE

ATv I

ATvT2

ATy T4

Terraform % {§ f L = vSphere ~ @ Secure Device Connector O & .

cALTFUVTIATTUADT 7 AINDT v Fa— R

o Terraform %07

Security Cloud Control T APl DA D2 —H —%AEL L, APl h—7 % at—L %73, APIOZDZ—H —
DYEITIEIZ DN T, TAPLOAD A=Y —=2AEl T 5] 22 L TIIZEN,

['Security Cloud Control Terraform Provider] @ FNEIZHE > T, Terraform U 7R k U T Security Cloud Control
Terraform 7" 1 /34 2 —ZfER L £ 77,

i
terraform {
required providers {
cdo = {
source = "CiscoDevNet/cdo"
version = "0.7.0"
}
}
}
provider "cdo" {
base url = “<the CDO URL you use to access CDO>"
api_token = “<the API Token generated in step 1>”

}

Security Cloud Control Terraform 7' 7 /SA #— % L C cdo_sdc U V' — A ZAEAT 5 729 D Terraform = —
REFLR L E T, FEMIZ OV T, Security Cloud Control-sdec U/ — A ® Terraform L A kU Z &M L T
<TEEW,
il -
Resource “cdo sdc” “my-sdc” {
name = “my-sdc-in-vsphere”

}

Z DY Y —ADpootstrap data JEMEIZIE, Security Cloud Control 7 — K A kT v 75— % OAEN AT SHL,
WD AT I T cdo_sdc Terraform & Va— It EnE T,

Security Cloud Control_sdc Terraform <& ¥ = — /L i ] L T, vSphere C SDC % {Efk 3 % 72 8 @ Terraform
a— &k LET,

1 -

data "cdo_ tenant" "current" ({}

module "vsphere-cdo-sdc" {

source = "CiscoDevNet/cdo-sdc/vsphere"

version = "1.0.0"

vsphere username = "<replace-with-username-with-admin-privileges>"
vsphere password = "<super-secure-password>"

vsphere server = "<replace-with-address-of-vsphere-server>"
datacenter = "<replace-with-datacenter—-name>"

resource_pool = "<replace-with-resource-pool-name>"

cdo_tenant name = data.cdo_tenant.current.human readable name

Security Cloud Control D% ]
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datastore = "<replace-with-name-of-datastore-to-deploy-vm-in>"

network = "<replace-with-name-of-network-to-deploy-vm-in>"

host = "<replace-with-esxi-host-address>"

allow unverified ssl = <boolean; set to true if your vsphere server does not have a valid SSL
certificate>

ip address = "<sdc-vm-ip-address; must be in the subnet of the assigned network for the
vM>"

gateway "<replace-with-network-gateway-address>"

cdo_user_password

root_user_password

cdo_bootstrap data
}

TR SN2 VMITIE 2 AD 2 —H— (root Z—HF—L cdo LWV I) 2—HW—) BHY, VMOIP T FL AT
%%E!’Ji:%z“ff SNTWHZ & W—/E‘%z LTL7ZaY Y. cdo bootstrap data E‘I‘ii:ﬁi\ cdo_sdc Uy J—= @VEE‘ZH%E
WZAERL EAUT vootstrap data JBHEDENEE SIVET,

"<replace-with-password-for-cdo-user-in-sdc-vm>"
"<replace-with-password-for-root-user-in-sdc-vm>"
cdo_sdc.sdc-in-vsphere.bootstrap_data

ATV 705 Jér%’ &io) ) v terraform plan & terraform apply %‘:’ﬁ'ﬁﬂzj L T Terraform %E%‘I’E%JZU\J@)EH Ljﬁ’&o

SERTRBNZ DUV TIE, CiscoDevNet @ [Security Cloud Control Automation Repository| [#:&] 22 L CTL 72
AN

SDC WAV R—=FT 4 7IREDEETHLGEIT. VE—har Y —L&fiH LT vSphere
VMIZESR: L, CDO 2—H—¢ L Tu /A LT, ROoa~vry REEITLET,

sudo su
/opt/cdo/configure.sh startup

\}

(F)  Security Cloud Control Terraform & = — /L%, Apache2.0 74 B> AD FTAH—F LV —RAY
Zhy=27ELTAREINTWET, v AR— MM ERSG AT, GitHub TRIEAZ#E CTE
‘j‘o

TerraformE® < 21— )L Z{E A L /=AWSVPC _Et T?) SecureDevice Connector
D ER

IR HEIIZ
AWS VPC |Z SDC Z BT D 1IZ, ROFHRSGHEZHER L T E I,

» Security Cloud Control (%, E#2FEHETF = v 7 208 L L, SDC &4 ¥ —F v RO
D Web/arrryraxivgishAR—FLTWERFA, X —_"—%2fH LT
WA A TX, Secure Device Connector (SDC) & Security Cloud Control DD N5 7 4 > 7
DAL L ET,

2Ry NT— I T VB AEMRT D20, EBRISRT /S A A~? Security Cloud
Control D] 2B LTI TZEWY,

[l Security Cloud Control DA


https://github.com/CiscoDevNet/cdo-automation/tree/LH-70404-add-vsphere-as-an-optional-example/vsphere
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FIE

ATy I

ATvT2

Terraform £ 21 —)L % {§ A L 7= AWS VPC £ T® Secure Device Connector ) E .

cAWS T b, D7 b 12OV 7 2y F&FD AWS VPC, 1 L Y AWS Route53
THRANEND Y — U DULETT,

* Security Cloud Control 7— F A 7 » 77 —%  AWS VPCID, BLOZDH 7k I ID
METLILHDZ L EMERLET,

eSDCZRBTE2TIA_R—F TRy MINAT Y — F U oA BEERINTWDZ L 2
BLET,

« T AT U —)VEHHTTIP A v Z— 7 =2 A ARFETENTWAER—FT, 774 T T 4—
JLES NAT 7 — b 0 = A 1285 SN7- Elastic IP ~D b T 7 4w 7 B & £,

Terraform 7 7 A JWIZIRD 22— R{TEBMLE T, ZBEOATNIFEHTAN LT EEN,

module "example-sdc" {
source = "git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"

"example-env-ci"
"example-instance-name"
"r5a.xlarge"
"<replace-with-cdo-bootstrap-data>"
<replace-with-vpc-id>
<replace-with-private-subnet-id>

env
instance name
instance_size
cdo_bootstrap data
vpc_id

subnet id

}
ANFIEH LD Y A2 M2V TiX,  [Secure Device Connector Terraform module] Z# &ML T 72 &0y,

Terraform = — RO ) & U T instance id X8k L E£7,

output "example sdc instance id" {
value = module. example-sdc.instance id

}

instance id ZfHH LT SDC A > A ¥ ATt L. AWS Systems Manager Session Manager (SSM) % {iff
HLULTKrI TN a—TFT 4 72T ZENTEET, HHARERENIDOY A MZOWTIE,  [Secure
Device Connector Terraform module] @ [Outputs] ZZFE L T Z X0,

RDBERY

SDC D R T TN a—F 47Tk, AWSSSM Zfi[fl L T SDC A A X v AZHHi T % e
ERHYET, A RZ U ASDERITEDTEMIZHOVNTIL,  TAWS Systems Manager Session
Manager] ZZH L T 7Z&V, SSH Z{EH L TSDC A > A ¥ v AT D72 DAR— b
i, EX 2 V7 FOBERICE VARSI ARNWZ SIZERLTIEIN,
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. TO0xS EEAY B1-5HD Secure Device Connector DX E

\)

(F)  Security Cloud Control Terraform & ¥ = — /L%, Apache2.0 74 B> AD FTAH—F LV —RAY
Zhy =27 ELTAREINTWET, VAR — MM EREAIE, GitHub TRIEAZME CTE
j—o

JOX L FH9T B51=60 Secure Device Connector N % E

TRX = N— T T MY RNT T 4 T E T 4V E IR DN OEE A R T
O, TaX it —N"—2FEATL L TEXF VT o BEESNET, XY T TSR
WA UE =Ry MIEESLINLDOZE, WEDO I A7 2L ET, Trxih——
I%. SDC %5 Security Cloud Control ~D3XTD7T 7 k37 RiE{F[A1FIZ Secure Device
Connector (SDC) E#EATExET, ZOFIATIX, A RO Linux OS % E Tix72 <, SDC IZ
57 ® Docker = > 7 FTAERRDOAEE ZH Y EiF £,

\)

G£)  Z®X, SDC ® Docker = > 7 FIZ DAL £¥, Linux ¥ —/N—IZB¥ 5k OIEE T
WS T, BA B Linuxk AT ADO7 X VR EETVET,

I8 BRI
eLinux 2~ R I A F—TxAA (CLD) OHFENPLETT,
e configjson 7 7 A VW EMRET DRI NNy 7T v T AR T 5 Z L 2 HELE L 7,

FIE

ATYT1 SSHEMHLTSDCIZTY 7 AL, kDa~y R&MLTSDC 2—H—IZ8 0 2 £7,

$ sudo su - sdc

AT 7°2 /usr/local/cdo/data/<your sdc name>/data/config.json ZH %)%Ek7 7 /])/I/ﬂ:@@] L/ij_o

AT w73 JSON F— L{ED~LT % configjson 7 7 A MIFEAL £,
TuXTETuX Y —R_—0IPT7 RV AEZILFQDNIZ, A— 27 afx i —N"—DJ A= 7 KR—
MZE SR ET,
"awsProxy":“https://proxy:port”

ATvT4 BEEZRM;FL, SDCarTFa2HEB LES, SDCa 7 T EHEET 521, Docker = 7 F H K%
FLE T 57y, SDC ZHRA ML TCWARE~ U ZHEELET,
a) Docker 2> T F A HEENT HI1201X, FTROa~vy R&E@#HLTSDC 27 i+ 428 E LET,

[sdc@localhost cdo] $ docker ps

b) Woa~vy Rl TarT 2L Ed,
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[sdc@localhost cdo] $ docker restart <container id>

Z®& X, <container_id> |% SDC =1 7 F Dkl T7,

ATV TS ROa<v REEHALTAT—Z A% L, SDC T FNEFICHERBS L, BIELTWD Z L& 2R
LET,

[sdc@localhost cdo] $ docker ps | grep sdc

WD a~r REHER LT, logs/larlog 7 7 A VD7 B % L EREICHIEW /RN L 2R L
ij‘o

[sdc@localhost cdo] $ less /usr/local/cdo/data/<your sdc name>/logs/lar.log
SDC (%, 7uF P —"—2fA L TERETDILICELIHESNTVET,

Secure Device Connector DIP 7 FLANDZLE
a5 B A1

s ZDF AT HFATT HITIE, BEHETHLLENRHD £,

* SDC [Ti, TCP K— h 443 F/=lZ7 A AEBLRICHRE L2 R— hTOA v 7 —F v |
NDFEERT Y R AT KT I ARLETT,
S

G¥)

SDC D IP 7 RV AZET LI, 7 /34 A% Security Cloud Control |ZFFEEA4 > R—F 1 7
THULETHY £E A,

FE
ATvF1  SDC ~® SSH ##i 2 Ek T 20, i~ D ar V) —)L &R & . Security Cloud Control == —#—& L
Tue s A4 LET,
AT9T2 PT7TRLAEZERETHRNISDCVM DRy NT—7 A v H—T o AFEFRE FRT HITIE, ifconfig
av s REALET,
[cdo@localhost ~1$ ifconfig
ATvT3 A H =T 2 A ADIPT FLAZETT 5HIZIL, sudo sde-onboard setup 2~ REANLET,
[cdo@localhost ~]$ sudo sdc-onboard setup
ATy T8 TurFIpRERINEL, NAT—REASLET,
[sudo] password for Security Cloud Control:
ATvT5

root /XA — R & Security Cloud Control /NAU—R&Z Uty b 5707 M Tana AN LET,

Would you like to reset the root and cdo passwords? (y/n):
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. Secure Device Connector D IP 7 KL ADZERE

ATvT6

ATy 17

ATvT8

ATvT9
ATv 710

ATvIN

AT 712
ATv713

Xy NIV—=V EHRETHIDODOTa T Ty EATTLET,

Would you like to re-configure the network? (y/n):

SDCIZHI VY THHLWIP T RL AL a7 ERFRINTESH SDC VM DD KA A AFH % A
HLET,

a) [P Address

by Y—hrv=A

¢) DNS #—s3—

d) NTP #—/3—F 72X FQDN

F721E, NTP $— N—F 721X FQDN 2V H S 2 W i5A1E, Enter ¥ —2Z2# L E5,
e) Docker 7' U v
F721%, Docker 7' U v UHNEH SR WA T Enter ¥ — A L E 97,

ERELWZ EZRDL TR T RRFERINTH, y T2 M) 2R LET,

Are these values correct? (y/n):

GE)

ZDavy ROk, HWIP T KL A~ SSHEER N KON D720, vy # AT HRNERELN &%
MR LT E3 N,

SDCIZHID B THHF LWIP T FL AL LT SSH 8 L. m 271 LT,
Vi AT —H ADT A ha~vr REETLT, SDCABEHL WD I L2l T Ed,
[cdo@localhost ~]$ sudo sdc-onboard status

TRTCOF = v 7 BFAT[OK] ERRSNTWDHILERH D £,

GE)
VM Oa Y — )L TZOFEEFETLTND ENELWZ EEHERT DL L, B AT —H ADT
A NISHBEINZSEA TSI, AT — 5'7\73>2%/Tézhi%

Security Cloud Control Z—H—A % —7 = 4 A% 4> L C SDC O 2 il 952 &L T E7, it
F- 5121, Security Cloud Control 7 7"V 7r—3 a & &, [BE (Administration) |>[EFa 733y
4 (Secure Connectors) ] <X—IZBEIL £,

N=Vh—EEHL, IPT RLRAEZEE LoEFaT axs ZEBRLET,

[#1E (Actions) ]%A > T, [/>— b E— FDERK (Request heartbeat) %27 U v 7 LET,
N—FE—FDPEBICEREIN-L VI A v —URFREN, [RED/N—FE— | (LastHeartbeat) ]
WZBIED B L AN R RSN DHIET TT,

BE

1To72IP 7 RLUADOET L, GMT OF-7i 3 FELIEEIZ O SDC @ [R£#H (Details) ] 34 NI E L E
7
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VM I SDC #Z BT 5 HEICSOW T, THE®O VM T Secure Device Connector D JERT (19 ~<—
V) | ABRLTLLIEE N,

Secure Device Connector O Ell R

"
5 B>

ZOFIEIZ XV, Secure Device Connector (SDC) MHIFRENF T, ZOFREIITICEEEH
loe TOBMEEAT ST, HTILWSDC A U A b —/L L TT A REfBEHRT HE T, £
D SDC IZHHE SN TNWDT NA REEHTE RV ¥, 71 A& HERT 21L&
PR DN E IR T NA R LIZEBEa 7 A EREBTBANT LM ERNHDG5E60H 0 77,

7> b6 SDC ZHIBRT 5121, ROFINEEZFETLET,

FIE

ATy 1 HIBT 5 SDCICHHE SN TNWDTANA 2T THIBR L ET,

«1. SDC THMEINDTRTOT /A A&RET HI2IE, [F L SDC 414 % Security Cloud Control
THRAZAESZRLTITES N,

2. [{v_r kU (nventory) |~—UT, #H LT _THOF AL 25BN LET,

3. [T/% AT 27 a (Device Actions) 17«4 > R C[HIFR (Remove) |27 U 27 L, [OK] &
7Yy 7 UCHEAELELET,

RTv T2 EROSA L TIEE (Administration) 1>[EF 2173 ®4Y 4 (Secure Connectors) [%7 Vv 7 LET,

ATY T3 [h—E R (Services) | X—TD[EF 2T a7 % (Secure Connectors) | ¥ 7 MIBIN I IREET, HW
TTARZ w7 Y v L., [Secure Device Connector] Zi34R L £ 97,

ATY T8 [BEXaT 27 % (Secure Connectors) | 7 —7/LC, HIBRT 5 SDC Z#ER L EF, ZNT, T34 2
Tz TWAHIETTT,

ATY TS [T 73 ar (Actions) ]34 T, [HIFR (Remove) |7 A 2@ 7Y v 7 LEd, ROELENRFRSN
£7,
=&

<sdc_name> ZHIFRL L 5 & LTWET, SDC DHIBRIZTCICEE EH A, SDC ZHIRT D&, T34 2%
T R—TFT 4 VT EREFA YR —T 4 T HENT, HTLWSDCEER L CTAHUR—T 4 v 7T HME
BHY FET,

BAEF LV R—=F 4 VT EBRDT A AN D720, SDCEHIFRT HI2IE. TS DT A A & FEk L.
HLWSDC ZRELT-BICa /A U EREFBEANTALERH Y £97,
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B 5% s0ch 50 s0c~m AsA DEH

s ZEMRBREFEL D DAL, [Fr 'L (Cancel) 1%72 Y » 2 LT, Security Cloud Control
A= MZBHWEDELZ3 N,

HATT HITIE., TOTFA MR v 7 AT <sdc_name>Z A ) LT, [OK] %7 U7 LET,

ATYT6 BATTHHEIT, BERA v E—JIZTHMENTWD SDCOLFTAHRI A T a VR y 7 ZIT AN LET,
ATwF1 [OK] %27 U7 LT, SDC OHIRZHEE LET,

& % SDC H 5 5l SDC ~ D ASA DFZE)

Security Cloud Control Ti%, H—® Security Cloud Control 77> s C#%k® SDC #EHT %,
ROFMEEMHER LT, EEXS ASA 2, $% SDC 5 H1D SDCIZBETE 77,

FIE

ATV TN EROSL o THEFXFIYTFATNAR B2 ) v 7 LET,

ATy T2 [ASA1# 7 %27V v LET,

RT9 T3 BIOSDCIZEENT S 1 DLLED ASA Z3&IR L E7,

RAT9 T8 [T/ AT 72 (Device Actions) |4 > C, [EWEHROEH (Update Credentials) 147 U v 27 L
e 8

ATY TS [BEF 2T T34 A2 # (Secure Device Connector) |[AR¥ %27 U w7 L, T3 ADOBESED SDC %
BIRLET,

AT w76 Security Cloud Control 237 /31 AZvu 7' A T B -0 HT 2EHEDL—F —4 L XAT— K& AJ)
L. [E# (Update) 127V w7 LET, BEINTVWARWVERY FHEOZ—F—4 LA T— R,
ASADF VAR —RIHEHLIZe 74 VEREF LT, THODOEREZT N AZERHTHLEIH Y F
A,

(6]

TRTOASANFC v 7 A AFHREMLT L T D56, EED ASA %, &2 SDC 7225 jlld SDC 12—+
THEITE £7, B ASADu 7 A AFRNEIR D56, 4 ASA % H 5 SDC 753100 SDCIZ 197D
BEITOHLENDY 5,
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Secure Device Connector D& FIZEE .

Secure Device Connector D& R LT H

FIE

ATy T

ATy T2
ATy T3
RTv74

FOANA o T[Y—ILEH—E R (Tools & Services) ]>[EF 1 7a+%9 % (Secure Connectors) ]% 4R
Li‘é‘@

KA 45 SDC 28R L £7,
FEAMAA T, SDC DAHIDREICHARET A2 2 27 Y v 7 LET,
SDC DA FIZ=EE LET,

ZOH LWARTE, [ X F U (Inventory) ]<A4 > ® Secure Device Connector 7 /L % 73
&', Security Cloud Control A > % —7 = A AN SDC 4 NFR SN DG FERINET,

Secure Device Connector ) &

FIE

ATy
ATy T2
ATvT3

ATvT4

ATy TH

ZOFEX, T TINY =T 4 V= LTHEALTLEE Y, @E. SDC X H#N
WCEHESND -0, ZOFIEEZERTL20EEZH Y A, 2720, VMOBZRRENIE L <
720 GE . SDC IE AWS ~D#EH 2 sz L THRFTZZfE CE EHEAN, ZOFIHEIZEY, SDC
OFFHFGE S, AR OMBEIC L 5= =Pk S E T,

SDC |Z#5f5¢ L £9°, SSH &M L T+ %2>, VMware Hypervisor O 21> Y — L ¥ o — & i T& £9°,
cdo z—H—L L TSDCIcu sl A LFET,
SDC . — % —|ZH) Y £ %2 T, SDC Docker =2 > 7 F % HH L £,

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

SDCY—NFy " &7 v 77— RFLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~]$

SDC %7 v 77 L—RLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]$

G¥)
SDCRET L VTHEINDIEHFSEIUVAVTFUR

VP HERONERIT X2V T 4 BL OV FEBRY o —I2f - T, Ubuntu Linux TEIfET 5 SDC VM
PE=F—L, BEHAEALTLEZ N, Xy NT—27BIENTSDCVM Ot X o U T ( {R# & a7k
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. E— @ Security Cloud Control 77> k TE#H® SDC ZFEAT 5

REDHERF SN D L0, BT 2 8F 2 T4 Ny FoEMICHR L CEMT 5 2 L 2m< BRI LE
j—o

Ei— @ Security Cloud Control 77 > ~ T#E#®D SDC AT 5

T MO SDC Z BT L, XT3 —~v  ABBETEEDZZ &ML, L0ELDF
NAALEBTEET, 1DOOSDCHEHTEX LT 4 Z20EIE, THHDTNA RCFEES
NTWBHEBEL . BT 7 A NVDY A XL > THRZ Y £,

T MTA A R—TE S SDC DEUTHIRITH Y A, % SDCIE1ODFRy hU—2
B AVPEEHTEEY, ThHDSDCIE, ENO6DRy NI =T8T AL FNOT A
A % [d]—® Security Cloud Control 77~ MI#fE L £ 7, HE D SDC B2 W56, RS
Txy NU—U8 7 A NNOTSA A% H72 5 Security Cloud Control 7> K CEHT %
WERH Y ET,

2 ZHLUED SDC # BT 2 FlHIX, H&AID SDC # B3 2 FIE L [F U T3, Security Cloud
Control ® VM A A — % i FH L 7= Secure Device Connector D EBHA>, HEH D VM E T Secure
Device Connector DB Z &N TEET, TF 2 MOFEAIDO SDCIZIX., TF 2 NOLARI & F =
1 PFAAAENTWET, BIOK SDCIZIE, JERICESBI T b ET,

G U SDC % {& A9 5 Security Cloud Control /%1 X

WOTNEIZHE - T, [A T SDC Z1{# H L T Security Cloud Control {285t 3 53X TDT /34 A
AL E T,

FIE

AT TN ERORAL o TEFaAVTFATNARET7 Y v LET,
ATV T2 [T34 A (Devices) | ¥ 7 %7V v 7 LTT A AEROTET,
AT T3 WURTNAAREATDE T Y v 7 LET,

RT9 T8 74 NVHEERTTIEESNTWDIEEIE, A VXNV TF—T A0 EICH L[ VT (Clear) KR %
>% 27V w27 LT, Security Cloud Control THFEL TWHTXTOTNA AL —ERERRLET,

RFYTE TAAEELY N I U s LT, TANE Ama—KEBLET,

ATYT6 7 4/LHD [Secure Device Connector] ¥ 7 > a > C, M7 SDC D4HiZ7 U w27 LES, £ KV
T—TMZIX, 74NV ETF =y 7 LIz SDC Z{#H L T Security Cloud Control [Z#2#5i L TV 57 /3 A AD
HINFIRSIVET,

RATyTT (FATvar) BREILICKVIADIZE, 74V FA=a—TBMOT7 ANV 52F =y 7 LET,
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ZFYT8 (AFLa) HTLEDL. Ao~y N F—T A0 Lk [2 VT (Clear) [RZ 252U v o L
C. Security Cloud Control THEEL TWAHTXTOTNA AL —EREZFRRLET,

SDCDA—T oY —RELUH—KNN\—TFT 145314 EVX

*amqplib *
amgqplib copyright (c) 2013, 2014
Michael Bridgen <mikeb@squaremabius.net>

This package, "amqplib™, is licensed under the MIT License. A copy maybe found in the file
LICENSE-MIT in this directory, or downloaded from

http://opensource.org/licenses/MIT

*async *
Copyright (c) 2010-2016 Caolan McMahon

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* bluebird *

The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.
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THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* cheerio *
Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software"), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or
sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* command-line-args *
The MIT License (MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.
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* Ip *
This software is licensed under the MIT License.
Copyright Fedor Indutny, 2012.

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* json-buffer *
Copyright (c) 2013 Dominic Tarr

Permission is hereby granted, free of charge,to any person obtaining a copy of this software
andassociated documentation files (the "'Software'), todeal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify,merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whomthe Software is furnished to do
so,subject to the following conditions:

The above copyright notice and this permission noticeshall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT.IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FORANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER INANACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THESOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stable-stringify *

This software is released under the MIT license:

Permission is hereby granted, free of charge, to any person obtaining a copy ofthis software and
associated documentation files (the ""Software'), to deal inthe Software without restriction, including
without limitation the rights touse, copy, modify, merge, publish, distribute, sublicense, and/or sell

copies ofthe Software, and to permit persons to whom the Software is furnished to do so,subject to
the following conditions:
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The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESSFOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS ORCOPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHERIN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR INCONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stringify-safe *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS I1S" AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THEAUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT, NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

* lodash *

Copyright JS Foundation and other contributors <https://js.foundation/>

Based on Underscore.js, copyright Jeremy Ashkenas,

DocumentCloud and Investigative Reporters & Editors<http://underscorejs.org/>

This software consists of voluntary contributions made by manyindividuals. For exact contribution
history, see the revision historyavailable at https://github.com/lodash/lodash

The following license applies to all parts of this software except as

documented below:

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
s0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.
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THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright and related rights for sample code are waived via CC0. Samplecode is defined as all
source code displayed within the prose of thedocumentation.

CCO: http://creativecommons.org/publicdomain/zero/1.0/

Files located in the node_modules and vendor directories are externallymaintained libraries used
by this software which have their ownlicenses; we recommend you read them, as their terms may
differ from theterms above.

* log4js *
Copyright 2015 Gareth Jones (with contributions from many other people)

Licensed under the Apache License, Version 2.0 (the ""License'); you may not use this file except
in compliance with the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License
is distributed on an ""AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied. See the License for the specific language governing permissions
andlimitations under the License.

* mkdirp *
Copyright 2010 James Halliday (mail@substack.net)
This project is free software released under the MIT/X11 license:

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,

Security Cloud Control D% ]


http://creativecommons.org/publicdomain/zero/1.0/
http://www.apache.org/licenses/LICENSE-2.0

Security Cloud Control D £ K |
B scor—7ov—zBs09— k71540

TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* node-forge *

New BSD License (3-clause)

Copyright (c) 2010, Digital Bazaar, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyrightnotice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyrightnotice, this list of conditions
and the following disclaimer in thedocumentation and/or other materials provided with the
distribution.

* Neither the name of Digital Bazaar, Inc. nor thenames of its contributors may be used to endorse
or promote productsderived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS ANDANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIEDWARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AREDISCLAIMED. IN NO EVENT SHALL DIGITAL BAZAAR BE
LIABLE FOR ANYDIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES;LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER
INCONTRACT, STRICT LIABILITY, OR TORT(INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THISSOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

* request *

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined
by Sections 1 through 9 of this document.

""Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
"control™ means (i) the power, direct or indirect, to cause the direction or management of such
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entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your™) shall mean an individual or Legal Entity exercising permissions granted by this
License.

""Source" form shall mean the preferred form for making modifications, including but not limited
to software source code, documentation source, and configuration files.

""Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work'" shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work (an
example is provided in the Appendix below).

"Derivative Works' shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.

"Contribution™ shall mean any work of authorship, including the original version of the Work and
any modifications or additions to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition,
"submitted" means any form of electronic, verbal, or written communication sent to the Licensor
or its representatives, including but not limited to communication on electronic mailing lists, source
code control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor
for the purpose of discussing and improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by the copyright owner as ""Not a
Contribution."

"Contributor™ shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made, use, offer to sell, sell, import,
and otherwise transfer the Work, where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination
of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute
patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging
that the Work or a Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License for that Work shall
terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof
in any medium, with or without modifications, and in Source or Object form, provided that You
meet the following conditions:
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You must give any other recipients of the Work or Derivative Works a copy of this License; and

You must cause any modified files to carry prominent notices stating that You changed the files;
and

You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those
notices that do not pertain to any part of the Derivative Works; and

If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works
that You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at
least one of the following places: within a NOTICE text file distributed as part of the Derivative
Works; within the Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such third-party notices
normally appear. The contents of the NOTICE file are for informational purposes only and do not
modify the License. You may add Your own attribution notices within Derivative Works that You
distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such
additional attribution notices cannot be construed as modifying the License. You may add Your
own copyright statement to Your modifications and may provide additional or different license
terms and conditions for use, reproduction, or distribution of Your modifications, or for any such
Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions
of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an ""AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including,
without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR APARTICULAR PURPOSE. You are solely responsible
for determining the appropriateness of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including
any direct, indirect, special, incidental, or consequential damages of any character arising as a result
of this License or out of the use or inability to use the Work (including but not limited to damages
for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial
damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of
any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
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harmless for any liability incurred by, or claims asserted against, such Contributor by reason of
your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

* rimraf *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER INANACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

*uuid *
Copyright (c) 2010-2012 Robert Kieffer

MIT License - http://opensource.org/licenses/mit-license.php

* validator *
Copyright (c) 2016 Chris O'Hara <cohara87@gmail.com>

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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*when *

Open Source Initiative OSI - The MIT License
http://www.opensource.org/licenses/mit-license.php
Copyright (c) 2011 Brian Cavalier

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and

associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE
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G LIZWE . 1dP 28 SAML 2.0 B L OND 7' r A X =033 2 7 — 2 7 n—%& R —
FLTWAIRY , £ HAHETT,
MBELFY—RKRX=T DT AT T 47 4 7 us31%— (IdP) % Cisco Security Cloud Sign
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EB I —REBELGEIE. [T7 /Y —Z2FH) TEIR (Manually Select A Technology) ] A 3R L,
U7 = A NPT — A BET S K DT [SecureX - VA AL LAEFE (SecureX - Sign-on
and Administration) ] &N L TWD Z EEZMER L TS EEW,
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AT9 T2 [vA4 b—2 > (MyTokens) ] T, [EH (Renew) 1% 727 VU 27 L %9, Security Cloud Control [T L\ h—
7o EAERRLET,

ATV T3 WET XM T2720OREDORANT T 7T 4 A>T, HLW b—7 2 RERGINRTL
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MBELET,

CTNAAEZ Yy 7T HE [£FT/V Model) ], [AAR—7 1 753 (Onboarding
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«[7 7 U N2 Firewall Management Center % G %0{t. (Enable 7 7 7 FH2{it/H Firewall Management
Center) | N7 VEHHICL T, TF v hd 77 U R Firewall Management Center & 7' 12 £ =
=7 LET,

e[k~ (Next) 127 U v7 LE7J,

@ Tenant Details PrOViSioning

e Provision additional resources
o Provisioning

Cloud-delivered Firewall Management Center

@ enavle carmc

Mulitcloud Defense @
Enable Multicloud Defense

o =) C

ATy 6 [2—Y—DEFK (DefineUsers) ] T, =—¥—% 1 AT OFETEMT L0, CSVT T L —hrEX T
n— KL, RERFEMEANLCTZ7ANET v7u—RKLET, BlEnza2—¥—iF, [2—F—VU R
h (Userlist) 1 &7 v a v iZFErEInNEJ,

ATYFT1 [7F > FOVERK (Create Tenant) | %227 U v 27 LET,

FFY ROERNET LE Lz, 7REY s =2 23BN 558850 £7,
RIVFTFUER—=F2IHDLDTFH 2 ~DHEIRR

FIE

AT TN ERDOSNA T[T F > b (Tenants) 1227 U w27 LET,
ATY T2 FRICERENDIHIETHHIBRT A a7 U v LT, LERTF MEHIFRL £,
ATy 73 [HIEE (Remove) 127V v 7 LET, ZotEx, BMEfMfIFoNT A AL R—ZANOHIBRSNET,

Manage-Tenant /R— 4% JL D% E

Security Cloud Control Ci, [F%/E (Settings) ]X—T D~ /LFTF > hAR—H )L EfANL—H—
T NOFRFEDH 3 H NNAZ A XTEET, LEMDONA > D[EXE (Settings) 127 U v
7 LT, BER—VIZTZ7EALET,

[l Security Cloud Control DA
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zz I}

)ﬂdll
it

EHRERTE

Web 3HTIZ E 0, X—=Y Db v MUZES EAORGMEHE®RS 2 2l tsh 7, 1§

HITIE, BRLIEARN—=T, R=UTELCLIEEM, 77 00— T g0 8N~ g0

TNAADKRA M EREENET, ZOFERIL. A I BEREOM LRI S &7 — o 2 gl

L, Bz UET20IHINET, TXTOERRLT —Z 13EA T, BT — X I3%E

SNFEHA,

Web HTIET 7 4 /v F THMT 22> TWET, Web b & 202, FERAIVICE T 21T,

ROFNEIZHENE T,

1. FEflo~A1 T [EE (Administration) ]>[—A&ERE (General Settings) 1 %27V v 27 L
£,

2. [WebZi#T (Web Analytics) | D FICHDHATA X EI ) v LET,

[2—Y—&H (User Management) ]

~NFTF o MR VBT LN TS TR TO—F—La— RN, [=—F—FH
(UserManagement) | CHERCTE ET, = —HF =T H v MIBEI, WEEZIFHIFRTE
F9, FEMICOWTIX,  [Security Cloud Control TOZ—H—DEH | 2L T Z X0,

RAYFTFUb

BEOR—=F LT v 3% DA, Security Cloud Control 7254+ 7 7 b1, s
R—=FNVEITT T MEATUDEZ D Z ENTEET,

FIE

ATV TN wVFTF U bR—ZNT, A EBIERENDLGT T NA=a—% 2V v 7 LET,
AT9 T2 [AA vFTF 2k (Switchtenant) 1227V v 7 LET,
ATY T3 BRTLER—ZNVEETT U FEBEBRLET,

Cisco Success Network

Cisco Success Network (L2 —W %007 7 7 K¥—E AT, Cisco Success Network % A Z01Z
95 &, T34 A & Cisco Cloud FIZ ¥ & = 7 2B A3 T S Av, FEADIRDUCBE 92 1 & #e
FHEHRBA NV —I 7 EnEd, TVA NI EBRARNI—=I U T FTHZLICEH-T, T340 R
MHDRMROT — 5 2B TENZHENEATY B— FOEHAT — 9 VITHEET DA
= ALPREI D720, ROAY v ERELNET,

« Xy h =27 WO OFRMEE B LSS 572012, FIF AR ARl OREREIC DWW Tl
MLUET,

Security Cloud Control D% ]
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. Security Cloud Control TO1—H—NEIE

UEICRIATRTREZR . SBINDT 7 =) iR — ks =R EF=H— 1 U F 2OV TERA
L/\ij—o

o A BB DOWEITEST B E T,

TNA AL 2 T R 2L KL OWERF L. Cisco Success Network ([ZB Gk TX 5 X 9
IZLET, T30 A&, L 721 T Cisco Success Network DR EZEE CTx £97,

\}

GE) BB T D NA T RATEVT 4 XT TR, TIT AT TN, AEZRRTDHE, R
B R A 5 34 A D Cisco Success Network R T & F#EX LE4,

» Security Cloud Control (% Cisco Success Network iX E & EH L EH A, REOEH LT L X
kU F#H OFRAEIX, Firewall Device Manager = —% —A > % — 7 = A ATV ET,

Cisco Success Network D F%h1b £ -1 EZh1E

VAT LOYIRREREIZ, Cisco Smart Software Manager (27 /3 A& B ExkT 25 L HITRD LI
F9, BEETIC0 HEOFHEZ A & A 2T 2586, FHEMROK TRICT 1 2%
BET DMENDY £, T35 A&8ET HI2E,. [(A~v— 74X (SmartLicensing) ]
~—T) Cisco Smart Software Manager (27 /NA A &gk D0, IR —%2 AL T
Security Cloud Control (Z %8k L &7,

TNRAREBETHE, XR—=F ¥V ThHI LT AL RAZTA B ARE Y Y THENE
T, THRAREBEETDHE, AL TNETRTOET Ty ar T4 AL EESNET,

T DR, Cisco Success Network 203452 L T THHENCTEE TN, 2047
3 =@ 1% Firewall Device Manager ULl 75 D AMENZ TX £9, WhicT o5&, TXA AR T
U R bUlrEnE T, UL THLEFOZECA~— b T4 & ARIEOBRIFITITR BT
TOEFICEMEEZ MG L £ 3, FEMIICOWTIX,  [Firepower Device Manager 1 & 7 o ¥ = L —
vary WA R, RN—=Va 640 L] O U277 A OFEO [Cisco Success Network ~
DEM L7 a2 LTI,

Security Cloud Control TO 1 —H—NDEHE

Security Cloud Control T —H#— L =3 — F2Ek £ /3R ET DA, (T4 7T 47 4 7
B /NA K — T J17 2 k& Security Cloud Control =—H%— 1L 22— K& OREfR) ZFHA T, ID 7
oA X — (IdP) 7AhHD v hea—HF—La— R RREOLIITHAEEMT 205258 L TL
72 E N, Security Cloud Control = —#%—|, F&FEZ 41T Security Cloud Control 7} > MZ7 7
TATELLDIE, Va—REHETDIdP 7 AT b RKETT,

M E O 1dP 2372 R Y | Cisco Secure Sign-On [£3 T ® Security Cloud Control 77> k@
ID FuNf X —L7p ) ET, ZORLFDHKY OFESIE, ID Fr/ A 2 —L LT Cisco Secure
Sign-On ZfEA L CW\5 Z L Z&RifEE LTWET,

[l Security Cloud Control DA


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html#anchor662
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html#anchor662
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7o rEER T T s1—y—La—roxs [l

TFr MCBEEMTONTND TR TCOa—P—L a— FNiL, Aa—Y—BElH CHERETEE
T, VR— b Fr v FEBREIT D7D BRI T o MZBEEMIT O/ A3 R— b
V=T HRG e T,

THUMIEEMTFoTWSA——La— FDOERFR
FIg

DA T [EE (Administration) ]>[1—H—%# (User Management) 1 %27 U > 7 LE7,

G¥)
VAAYR—= BT T NMIT 7 BATERNEDIZT HITIE, [ E (General Settings) | ~— T
[AIFR—=ERIDOTF 2 FEERTEXRWEH1Z9 D (Prevent Cisco support from viewing this tenant) ]
NZNWVERENILET, BEE (49 X—)

31— —EIEO Active Directory 7 JL— 7

LD 22— —PHBEIZANED LT T bO%E, % O =2—% —% Security Cloud Control
W24 %8 v 12, Security Cloud Control % Active Directory (AD) Z/V—7IlZ~vv 7 L
T, a—=¥ =R bea—F—n— 2LV HRICEFHETE T, HLa—F—0Bek
FO—F—DHIfRE Vo Tz —HF—DEETT T, ActiveDirectory TEITTZ 5D L9 IT7%
Y . Security Cloud Control TFATT 2 ME N2 720 £,

[—H#—& B (User Management) | ~— 75 Active Directory 27 /L — 7" 4B, e, F7-
WTHIBRT 2121, [ry MU — 2 & HE (SuperAdmin) |2 —V—no — /L3 SLECTH, FEMIICO
Wi, [Security Cloud Control D —H—m—)L | 25 L T 7ZE0,

MDA T, [RE (Settings) [>[=—H —4 L (UserManagement) | DJIEIZIER L E 7,

Active Directory ~/'JL— 7

s ERDOSA T, [EE (Administration) ]>[1—H—% (User Management) ]>[Active
Directory 7 /L—=" (Active Directory Groups) | %2 U v 7 LE7,

o ZDON—UITIE, Active Directory ¥ % — % THI D 24 T 5 4172 Active Directory 7 /L— 7"
=L RFIRISNET,

* Active Directory 2 /L —71ZE £ TV 5 —H—|%, [Active DirectoryZ /L —7" (Active
Directory Groups) | % 7 £721% [ —H— (Users) | # 7IZfEBNCE RS NER A,
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. a1—H—EHE D Active Directory ' )L— T

BExny

Security Cloud Control @ [B5# =2 77 (Audit Logs) ] ICi%, = —H—FEB L O AT AL~
DT 7 varBnigksnEd, [EAr 7 (AuditLogs) | X Ty 7T v SndERA N
Y MNIRDEEY T,

e A—H—Abq Y 2a—BP—FIHDOTRXTDOA L AZ L AZFELET,

s TFT 2 FORER & BERITERR - T b & DO — Y —DRENT T E 7o 1 XBE A iR
Fra BB L £

cA—H—O—LOERE : 2—HF—m—LOEFZTEHRLET,
« Active Directory ' )JL— 7 : AD 7 /L—7NOEM, HIkk, BLOr— L OEE LT L E

R

FIE :

1. Zflo~<A > T[EE (Administration) ]1>[1—H—EH (User Management) 1% 2 U
7 LET,

2. [E#&n 2 (AuditLogs) 1#7 %27 Vv 27 LEd, HEQ A DT F 2 hdA X e
TITFAETF 4 DY A NRERINET,

3. WEOZ—F—Du VEMRHET DL, K (Search) 17F A MR v 7 AZMHLET,

4 TANETAarE7 ) v LT, MEBMREKY A, FFEDA XY b EFRRLET,
[RFf#EPH (TimeRange) ] & [-1 X2 F7 7 I 3> (BventAction) |23V Tr 7 %7 4
NPT EET,

5. [£Z AKR—1 (Export) 127 VU 27 LT, itz CSVERXTH Y- FLET,
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A—H—EIED Active Directory &' )L— 7 .

X2:BEE0)

User Management
Displaying audit logs

Users Active Directory Groups Audit Logs

[ Q S f dit logs by use ] Displaying 472 results

Action & Details Date/Time User &

; 7/31/2024
User Login logged in )

Role changed to Edit Only for user 7/26/2024
User Role Change e

o User associated to 7/26/2024
Tenant Association
tenant | 21:21 P}

User disassociated 7/24/2024
from tenant 32:33 F

Tenant Disassociation

7/23/2024
AD Group Added AD group added ]

7123/2024
AD Group Deleted AD group deleted i i

TIILFO—)L1—HF—

Security Cloud Control ® IAM A$REDNEIR &L, = —HF =B O T — L 2O LN TE 5 &
27D F LT,

2 —+4F—| Active Directory DI D 7 /L —T 1B L CWDEANRH Y, TN HD T V—T1%,
Security Cloud Control (233N T ¥ 72 % Security Cloud Control 7 —/L CEF CX £§, = —H%—
N 7 A CRHZEAF T D R e HERR X, E D —H—23E LT\ %, Security Cloud Control
TEFRINTWNDTXTO Active Directory 7 /L —7 D — /L O AEDOETT, =& 2iE,

2 —H =732 DD Active Directory 7 /L —F 1B L CHEY | WG DT N—TRN2 508510 —
NV (FREFH LT 7 a A BHR E) T Security Cloud Control [ZIEMENTW A A, 2—%—
SRERH LT T oA EHOMFOMREZFFHES, 2L, LEORD 7 V—T Lo —LC
HHISNET,

Active Directory 7' /L —7" D~ ¥ 7 % Security Cloud Control CEFT D MLENH D DI 1 [a]
EIFThHY, a—F—D7 7R EHEROERIL, ZO%, B2D 7 V—THTa—W—%iE
N, HIBR, F7213BE 5 2 L2 X > T Active Directory CHEMIJIZ AT TE 97,

)

GE) Z—HF =N, AANL—F—=THY ., »2E LTTF > kD Active Directory 7 /L — 7128 JE LT
%60, A=Y —0D2—H% —n1—)L3 Active Directory 7 /L —7 D2 —HF—m— )L LY §
BlhshEd,
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. Active Directory %' )L— 7 % Security Cloud Control [Z:B/09 % 1=h DETIZ &M

Active Directory ' )L— 7R API T KR4 > b
Ty MU=V ERFIL, APl RARA v b EEHA L CROBIEEZFITTE £,
» Active Directory 7 /L — 7" D1ERL
* Active Directory 7" /L — 7" DHl| &
* Active Directory 7 /L — 7" D25 H
» Active Directory 7 /\— 7 O HUf5

* Active Directory 2 /L — 7 O If5

HIIRD U > 7 T, Cisco DevNet Web 1 DX d D87 v a NIBENTE 9,

Active Directory -’ )L— 7 % Security Cloud Control (23803 % =8 DRI

REM

a—F—FH O L L T Active Directory 7 /L—7"~ v £’ > 7' % Security Cloud Control {ZiE /I
95121, F 7 Security Cloud Sign On |Z#E 5% A D Active Directory 234 T4, Active Directory
ID 7" Af Z— (IdP) NEZHAEINTWRWEAIL,  [dentity provider integration guide
[Je3E] 2 LT, #H A X A Active Directory IdP A IR DIEFHR A A L E9,

« Security Cloud Control ®7 ) > 4 LY —T g
C HAZLN—TFT 4 T HEFZRTDH FAA L (f] : @cisco.com, @myenterprise.com)
« XML EROFEHEL 7 =T L—va v AT —4
Active Directory DA 235 T L7= 5, Active Directory [ZIR D 5 A X I SAML B3R ZB1 L %

9, Active Directory DHEA 2358 T L 72141 Security Cloud Control 77> NMIH A A T 5IZ
X, SAML ZR & BIHEAMETT, ZHD DE TIIRLF L /NCEDRRB S ET,

« SamlADUserGrouplds : Z D &M%, = — —7% Active Directory £ TFOT X TD 7 /L—
TOREMN T AR LET, eI ROAZ Y=gy MORT L IIZ, Azure T
[+7 N—7BRDIBM (+ Add groups claim) ] ZER L £,

[l Security Cloud Control DA


https://developer.cisco.com/docs/cisco-defense-orchestrator/create-active-directory-group-in-cdo-tenant/
https://developer.cisco.com/docs/cisco-defense-orchestrator/remove-active-directory-group-from-cdo-tenant/
https://developer.cisco.com/docs/cisco-defense-orchestrator/modify-active-directory-group/
https://developer.cisco.com/docs/cisco-defense-orchestrator/get-active-directory-groups/
https://developer.cisco.com/docs/cisco-defense-orchestrator/get-active-directory-group/
https://www.cisco.com/c/en/us/td/docs/security/cloud_control/sso-secure-cloud-control-app/integrating-identity-providers.html
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Active Directory 4 JL— 7 % Security Cloud Control IZ:BINY % 1= DRIREH .

3: Active Directory TEZSNT-H X LEXR

= Microsoft Azure £ Search resources, services,

Home * Cisco-COO0-Dey * Enterprise applications > securex-okta-ci > SAML-based Sign-on >

Attributes & Claims

=+ Add new claim  —+ Add a group cdaim =2 Columns

Raquired claim
Claim name

Unigue User Identifier {Mame 10

Additional claims
Clairm name
hittp/fschemas xmiscap.ongfws/ 200505 fidentity/claims/emailaddress
hittp/fschemas xmiscap.ongws/ 200505 identity/claims/givenname
hittp/fschemas xmiscapuongfws/ 200505 identity/claims/name

hittp/fschemas xmisocapuong s/ 200505 identity/claims/surname

[ SamlaDUserGrouplds |

I SamlScurceldplssuer I

57 Got feedback?

Valua

user.userprincipalname [mameid-for.. ***

Value

user.mail
user.givennams
user.userprincipalname
USErSUMamea
USELQroups

“hitps./fstswindows.net/1e491488-.,. **°

« SamlSourceldplssuer : Z D J@&MEiL, Active Directory f ' A ¥ VA% —EIZ#BI L9, 7=
EXIE RDOAZ Y —ray MOIRT XD, Azure T [+7/b—T7EROEM (+ Add
a group claim) ] ZJER L, A7 o —/L L T Azure Active Directory sl 1% 21T £ 77,

Security Cloud Control DEX ]
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. 21—+ —& 2 Active Directory 7' J)L— 7 DB

4: Azure Active Directory DR FE R DI+ 5%

= Microsoft fourne £ Zagerh rescurces, sendces, and docs (G+/

Home * Creo-CDO-Dew » Enterprise apalications

securex-stage | SAML-based Sign-on

Enterprise Application

RRCUTEE-FLR] 8

T Upload mesadats file

B Cherview

[ mepioyment Fian

Manage

1] Properies

& Jremess

4. FRoles and administrabors (Fresiea)
S2 Ukars and grangs

2 Single sgn-on

B Provisioning

! spplication prosy

S Sall-sersice

Security

% Conditional Acoess

‘) Chenge single sign-on made  £= Test this sppiication
EUTLIRTITRFLA R LAY
Reley Bpte Ol
Lagaout Ld s

artributes & Claims

A7 ol Fasdiack?

givenname UEr Givan name

Burnams AT SUFRA e

amaladdnizss AT T

Fang LT SR i N

SamiGourceldplsnsar Ttpaystswind ows net Ted2 1488 6253~ -a021. 03 300
{dac?6f~

SamiaDLEerEaupids W Groups

Linigue Lisar Ddanti R Rl e T ER

SAML Signing Certdficate

Statuz At
Thum jng ATECETR AT I3RS N6EER TR TAFTOGDIEET 16R0
Expiraticn 11/9/2028 B:1151 PM

Matification Emal

B App Federation Matadata Un | Fittpsdcginmicrosefanine cam 1pE3 1485 6254 ..
o Pemiirics Certificate (Rasefd) F——
B Token ancrypticn Certificate (Raw) [ormmiioad
Fedaratioe Matadata Xl Terambound
Arthity
B Signein logs L 4 ]

Zet up secunex-stage

S Usage B insights
Vo'l e 10 configune e appleation ta nk with Axume AD

Audit |
 ouditiogs Lesgie URL
W Peosioniog logs

IT AOOLSE MOVOWS

Azure A0 Igentifies

Lagout LIAL

|Hl.pb'.-'ﬂnginrril:ru:uﬂoninvmml'h@“ﬁﬁ-ﬁ?.‘h. E
|m‘h:s;f.-’!::smnumnw1m1dua-635a-ﬂﬁ1-m1.. By
|*nwnnginmuu:uhoninemrn.r1l:¢'§l1-133-l525a\... ]

e ste - by-sbep instructions

21—+ —& I Active Directory 2/ JL— JME/N
Active Directory 27 /L — 7 Z 38, fate. EIFHIRT 512, Ry MU — 27 FEE
(SuperAdmin) ] =—H—— L BRLETT,

FIE

AT 71 Security Cloud Control {22 74 > L ¥,
RATw T2 EflO~A T [EE (Administration) ]>[1—H—&# (User Management) 147 U v 27 LET,
AT w73 [Active Directory” /b'—= (Active Directory Groups) | ¥ 7 %7 U v 7 L%,

£ Edit

& Edit

[l security Cloud Control D74
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21— — &I Active Directory &' )L— T DiRE .

AT v 74 Active Directory 7 /L — 7 DB () NEHr )y LET,
ATy TS ROWEHEANTILET,
« [/ V—7"4% (Group Name) |: —EOD4HIZ AT LET, ZOLAHIIL, Active Directory D 7 /L — 74,

E—HT A0 EIEH Y A, Security Cloud Control [ X, Z D7 —/L RORH LT HHHR— LT
FHA,

« [Zv—7ID (Group Identifier) ] : Active Directory 725 7/ —7 1D % FEICAILE T, ZL—7ID
DL, WAZ DEREFZRD 7 NV—TID LR L THLIMLERHY £3, ZOHEIE, Z7V—TD—ED
ID (x5 T DAEEOME (my-favourite-group, 12345 72 L) 124252 LR TEE T,

« [AD#17# (AD Issuer) ] : Active Directory 7> & Active Directory D¥E{T#H DfiZ FE) TAS L E T,

s[m—/L (Role) ]: 22— —m—L&EBINLET, IO Active Directory 7 /L —7IZ&EENDHTXTD
a—PF—Dr—/LPREY T, FEMITOWTIEL,  Security Cloud Control D —H#—1—/ 1| Z %M
LTLIEENY,

o (7= ) [HFEEL (Notes) ]: Z @ Active Directory 7 /L — T S piER A2 BIML £,

ATv 76 [OK] ZE#IR L 9,

21—+ —&HF Active Directory 7' JL— T DiRE

158 BRI

Security Cloud Control C Active Directory 2 /L — 7" D= — W —EF LA {RET H 85513, Security
Cloud Control 7% Active Directory 7 /b — 7 Z IR D ITELE T A2 AR TE 5 Z LITER LT E
S\, Security Cloud Control T Active Directory 27 /L —7"Z D b D OFfFEILTE £/ A, Active
Directory 7 /L —7ND2—HW— 1 X F &fRET 21213, Active Directory Z /]9 2 LEED H Y
S

FIE

AT w71 Security Cloud Control {22 7' > L E 9,

RTw T2 O~ A T EE (Administration) 1> [1—H—&E (User Management) 1 %27 U v 27 LE7,
AT w73 [Active Directory 7 /L —= (Active Directory Groups) ] ¥ 7 %7V v 7 LE 7,

AT T4 TS Active Directory 7V — T ZHE L, WET A2 %7V v 7 LET,

ATYTS ROMEEEELET,

o [ Vv—74% (GroupName) |: —EO4HIEZ A LE T, Security Cloud Control i, ZD7 4 —/L KD
R SUT 2P AR— R LTOVERA,

Security Cloud Control D% ]
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. 21— —& A Active Directory 7' )L— T D HI

« [Z /v —7ID (Group Identifier) ] : Active Directory 725 7 /L—7 1D ZF#TASHLET, //v—7ID
DL, B AZ LZEREFZRDO 7 NV—TID ERILTHLHVLERHY £, ZOfEHIEX, F—TD—FED
ID IZHRHS T BEEOME (my-favourite-group, 1234572 8) IZT B2 E N TEET,

[AD317# (AD Issuer) ] : Active Directory 7> Active Directory DRI TH OfEizx FEITASI LT,

s [m—/L (Role) ]: Z® ActiveDirectory 7 /L —7IZEENDHT X TOZ—YF—Dr— /LR RED T,
FHHZOWTE, T2—H—m—] 2BRLTIZEN,

o [1EFC (Notes) |: Z @ Active Directory 7 /b— 7|25 ] S A LA BN L £7,

RTFvT6 [OK] %27V v 7 LET,

21—+ — &I Active Directory % )L— T D HI&
FIE

AT 71 Security Cloud Control (22 7' > L £,

RATY T2 EONA T [EE (Administration) ]>[1—HY—&# (User Management) 1% 27 U v 7 LET,
AT 73 [Active Directory 7/ /L—=" (Active Directory Groups) | ¥ 7 %7 U v 7 L%,

ATy 74 HIEET 5 Active Directory 7 /L —7 ZfRE L £7,

RATv 75 [Delete] 7T A a>%27 1) v7 LET,

ATw 76 [OK] %27 U7 LT, Active Directory 7 /L —7 % HlR+ 2 Z &L 2R L £1,

Security Cloud Control DR 1 —H—D1ERK

Security Cloud Control = —#—DFHHUERL TIZ, KD 2 DD X A7 BNME T, ROIEFTH
TT20ETH D THA,

o Bl —H—mF Cisco Security Cloud Sign On 7 77 7 7 s DFERK

« Security Cloud Control == —%#—4 CH a2 —H— L a— FOERL

INBDHRIPFETTHE, 22— =L Bl — —77 Cisco Secure Sign-On % v ¥ = AR —
K7~ % Security Cloud Control ZBH< Z &N T&E T,

1 —Y —Mm[ + Cisco Security Cloud Sign On 7 Ao > ~DERL

Pl ——13, Y ThROTF > FaEMLR< TH, WO T Cisco Security Cloud Sign
On7 vy FalfElT&ET,

[l Security Cloud Control DA
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Security Cloud Control ~D O 5 A 2 [ZDINT .

Security Cloud Control ~D O 45 A4 22DV T

Security Cloud Control (%, Cisco Secure Sign-On % 7 A T 7 4 7 4 a3 f X —L L THEH
L. Duo #Z#H#F8iE (MFA) (2 L %9, Security Cloud Control [CE% A > 9§ BIZ1E,
F 9" Cisco Security Cloud SignOn T7h > > b Z4ER L. Duo #EH L TMFA 2% E 9 %ib
ENHYET,

Security Cloud Control (Z1Z MFA N EETH, MFA IL, =2 —W—T AT T 47 1 ZIRi#ET 5

DXV T 4 &b LET, MFA O—FiTdh 5 HFHFEFETIL, Security Cloud Control
Zn 7 A4 35— —DID ZHAT D720, 22003 R —F Y M EIFEREBNLET

o BAIOBERITZ—YF—Z LAY —RNT, 2FBOERTA T RTEREND T
S A LXAT— R (OTP) T,

| &

EE 2019 £ 10 A 14 B & Y #IIZ Security Cloud Control 77 > FAEFEE L TWV=BAK. ZOHEH

A4 9 BHIIC

D3> Y IZCisco Security Cloud Sign On ID 7' &2 /34 X —~DF(T (6 X—) HZua /A F
JIlEE LTERAL T EEN,

Duo Security D1 > X b—)L

Duo Security 7 7"V 77— a3 U A HERERICA VA =L T2 L 2B LET, Duo DA
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Security Cloud Control ® [4+—E X (Services) | X— .

[EE (Administration) ]> [Firewall Management Center] (28 L £,

n > |Firewall Management Center

Actions

© Check For Changes
| Cloud-Delivered FMC 20230711 a3 Cloud-Delivered FMC  Active 17:29:29 08/28/2023 & Deployment

@® Updates
7.4.0-build 1908 a3 On-Prem FMC © Synced 13:34:43 08/28/2023 = Workflows
©_APIExplorer

73.0-build 69 @6 | On-PremFMC O synced 13:34:43 08/28/2023

731-build 19 @4 | On-PremFMC O synced 13:34:43 08/28/2023

7 7 7 FEEHH Firewall Management Center D355, [—E A (Services) ] X—IZi%, KD
BN FRINET,

s TF 2 M 7 7 v R Firewall Management Center 23 B STV R WA, [7 7
7 RIEHRIFMCO %0t (Enable Cloud-Delivered FMC) 1% 7 U v 7 LE¥, FEMZOW
Ti%. T[Enable Cloud-Delivered Firewall Management Center on Your Security Cloud Control
Tenant] [JEFE] 2SR L T EZEV,

« 77 7 R Firewall Management Center |ZJif S 17 Cisco Secure Firewall Threat Defense
T ZADH,

» Security Cloud Control & 7 7 7 R$g{it/ Firewall Management Center ~<— 3 [l D&t 0> A
T—HF R,

o 7 Z 7 REEHE Firewall Management Center D¢t D /~— b E— K, T, 7 7 v Rigfk
il Firewall Management Center H KD A7 — X X L EFEBT 57 A ZADEKNZ DX—T D
TN ERBIZFAMSNERIERLET,

« BN L7z 7 7 7 R Firewall Management Center D735 A N4,
[7 Z 7 FIEHAIFMC (Cloud-Delivered FMC) ] Z&IR L, [7 7 v 3 > (Actions) ], [EL
(Management) ], F72IX[RXE (Settings) |4 > DV 7 ZHEH LT 7 7 U RE{EA Firewall

Management Center =—W'—A L ¥ —7 = f R&HE, 7V v 7 Lz 27T 5T
WOREL AT HFATLET,

[7 7+ a > (Actions) ]:

o [EHEOHERR (Check For Changes) |: 7 — 7 VDT A 2l AT —Z ZADFERIT, =D
R—UL 7 Z 7 R Firewall Management Center 23 f% (2 A1 S 47z & X 12 Al g
REMTHEFSNET, FEIT 100 2L iiTbiE T,

« [2BH (Deployment) ]: 7 7 v N2 Firewall Management Center 07 /XA A 3% i 2 BH
NR=UNRRFINET, RELEFEOEM) 2L TIEIN,

Security Cloud Control D% ]


https://docs.defenseorchestrator.com/index.html#!t_get_cdfmc_for_tenant.html
https://docs.defenseorchestrator.com/index.html#!t_get_cdfmc_for_tenant.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!t_deploy_configuration_changes_2_3.html

Security Cloud Control D E &K |
. Security Cloud Control ® [4+—E X (Services) ] X—

s [V—2 7 — (Workflows) |: 7 /31 A &ilf5 7 5 & |2 Security Cloud Control 2332179
HFTRCOTAVAEET=HF—TFT 520D, [T—2 71— (Workflows) ] X— V3R
SNEF, [V—2778v— (Workflows) | X— ] ML TI7ZE0,
https://docs.defenseorchestrator.com/#!c-workflows-page.html

« [API=Z 271 —F (APlExplorer) ]: 7 7 U R{ZHE Firewall Management Center ¢ REST
API N—EFRRENDHX—TUNERINE T, Secure Firewall Management Center REST API
DHA REZRLTITZEN,

[&2 (Management) ] :

« [T /34 A (Devices) |: 7 7 7 R Firewall Management Center 78— 4 /L0 B2 %f
T L T A BRI U NERRZIET,  [Configure Devices] &ML T 72
é l( \O

« [V — (Policies) |: VAT AEOT 7 A a2 ba— L RY U—%mELZD,
AAZLT Ay br— b R =B L2 572D, 777 A Firewall
Management Center 7R — % L DR Y 2 —~_—UNF/R I FET, [Manage Access Control
Policies] Z#ZM L T3V,

(A7 =2 & (Objects) ]: FRIAFEEA TV =7 NEEHT L7200, 777 RigfA
Firewall Management Center 78— % /L DR U 2 —_X—UNF/RILET,  [Object
Management] ZZM L T 7230,

* [NAT] : BEUZH T 205 734 A TRy U —2 7 RLAEHARY O — %R ETHT20
D, 777 FIEH Firewall Management Center /h— % /L DR ) 2—_R—UNFIRINE
7, [Manage NAT policies] ZZH L T 7230,

o [¥A REVPN (Siteto Site VPN) ]:2 2DH A hEDOH A R VPN R U > —%5HET D
7200, 7 F v R Firewall Management Center 78— & /LD R VPN & > & = 7R —
RR—UMFRINFET, [Site-to-Site VPNs) #ZH L T 7Z&E W,

«[VE—F7 27 EAVPN (Remote Access VPN) ]: VE— 7 7B A VPN REEZFRET D
72D, 7 7 7 KA Firewall Management Center N — % /LD U &— k7 7 & A VPN # v
VaR— RN —=URFREINET, [Remote Access VPN] B L T 720,

[T v b7+ —ALE (Platform Settings) | : AVMIE H#H LW S F S E B2 E L,
WL DD T A A TEDEE AT 57200, 7 Z 7 R Firewall Management
Center N—X VDT T N7 5 —LEEX—URFREINET, [Platform Settings] % &
RLTS7EENY,

[ AT A (System) ] :

* [(XE (Configuration) |: ¥ A7 AMERRELIEET H720D, 7 7 7 R Firewall
Management Center /N — 4 /LD AT AREN— VPR R SVET,  [System Configuration |
ZZMRL T2,

e [A¥— K74 A (SmartLicenses) ]: 7/ RZT7A B AZEI VY THDD, 7
7 U R Firewall Management Center R — % LD A~ — h T A B U AR—VNRERI N
¥ 9, [Assign Licenses to Devices] &ML T 7ZE 0,

[l Security Cloud Control DA


https://docs.defenseorchestrator.com/#!c-workflows-page.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-programming-reference-guides-list.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!c_configure-device-settings.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!t_managing_access_control_policies.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!t_managing_access_control_policies.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!g_reusable_objects.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!g_reusable_objects.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!t_managing_nat_policies.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!g_ftd_s2s_vpns.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!g_ftd_ra_vpns.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!g_platform_settings_threat_defense.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!g_system_configuration.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!c_licensing_for_deployments_with_ftd_smart_licensing.html

I Security Cloud Control D E A&

Security Cloud Control ® [4+—E X (Services) | X— .

* [AMPE# (AMP Management) |: X NV —7 EO~L v =T 2L 7 ey 795
DIV AT ABMERT A4 0T ) Ve v 2ARERMETD . 7T 7 REEHA Firewall
Management Center 78— 4 /LD AMP EBL_—UNR/RSET,  [Cloud Connections for
Malware Protection] ZZH L T 7230,

o [TAA ADEFM (Device Health) |: S EIFEREFHEA U —FZEBH LT AT
ADN=RT 2T EBLOY 7 b T =T OEFERINELHERT D, 77 7 R Firewall
Management Center "R— X /L DNV AE=H Y U T R—UNRF/RINET, [About Health
Monitoring| Z#ZM L T &0,

«[BA (Audit) ]: WebA & —7 = A AL a—PF—LDHFEDLNZIUTK L TERI
LERELVaA— RERRTLHDD, 77U REEMA Firewall Management Center 78— % /L D
Ao 7 X—UNRRRINET,

* [Cisco Cloud-f “X> } (Cisco Cloud Events) ]: A X2 k% SAL (SaaS) [ZEFEEET D &
212 7 7 U N2 Firewall Management Center % 3¢ 23 5 729 @, Security Cloud Control
RN—2% LD CiscoCloud A X2 FRER—VNERINET, [SendEventsto SAL (SaaS)]
EZRLTLLEE,

7 7 v RigAA Firewall Management Center T, H WG R Z 227 ) v 7 L, [X—TY L
D~ (Page-levelHelp) 2R L T, RL TWEOR—VOFHME, S HICETTED
T va rEMERLET,

2177 %4 J T Security Cloud Control & - 5 72 FiZ{£%! Firewall Management Center 7 7' 1) /7 —
LavERCHEEEDYR— K

7 79 R Firewall Management Center C &I Dl 754 A E 721 3A TV =7 b
ERETDHEEIC, BNMOT T UYL T THUIBRRE—TVEZHWT, 72747831 Security
Cloud Control & 7 7 v RE{IM Firewall Management Center /8 — & /L ClAIIRFIC/EETE £ 97,
7= & Z21X. 7 7 7 RE2fA Firewall Management Center T4 7 2 = 7 F B L, FIFFICEZ & =
U7 4R =0 bAEK S 21~ ka2 % Security Cloud Control TE=4 —TXF7,

Z OFREIX. 7 7 U R Firewall Management Center 78— 4 /U IZ #9297 T D Security
Cloud Control V > 7 T CTXx £9, HLWZ 7 T2 F 7 R Firewall Management Center
=2 NV aR <, WOFIEEZFATLET,

Security Cloud Control 78— 4 /LG, Ctrl (Windows) % 721X Command (Mac) ~& > Z# L7
FE, STV E2I7 VT LET,

\}

GE)
—a—o

LElIZ Yy 35E, RUYTT[7 T FEH Firewall Management Center] ~<— 230 & £

HLWX 7T 770 REEAP Firewall Management Center 78— 4 /L~3— U % B < il & IR 128 L
\i ﬁqo

o [V—b&H—E X (Tools & Services) ] > [Firewall Management Center] %= L, [7 T ¥
RIEAEAFMC (Cloud-Delivered FMC) | 38R L £,

Security Cloud Control D% ]


https://docs.defenseorchestrator.com/cdfmc/index.html#!c_cloud_connections_for_malware_protection.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!c_cloud_connections_for_malware_protection.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!t_using-the-health-monitor-v67.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!t_using-the-health-monitor-v67.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!t-send-events-to-security-analytics-and-logging-saas-using-a-direct-connection.html

Security Cloud Control D E &K |
. Security Cloud Control T/3f R & —EXDEHE

FD~RA T, Ctrl (Windows) F7-iZCommand (Mac) R¥ U2 L7-FF, 77k
AT HRX—=VEZ U7 LET,

s [AT7 Y =7 b (Objects) 1>[ZDMODFTDA T Y =2 b (Other FTD Objects) | Z 38R L
7

« Security Cloud Control ~— 045 EMICHIMBT A 2 &7V v 7 L, FREINDHBHE
74—V RIRB LTI E AT LET,
MG S5, Ctrl (Windows) F7-/ZCommand (Mac) R&Z L ZML7-F %, KEIT7 A
arvxEs Yy LET,

«[# v =2R—F (Dashboard) ]. [Z7 A v 727 2 (Quick Actions) ] DJAIZIRIN L E
‘3‘0
Ctrl (Windows) F72i% Command (Mac) A% > &M L7=FE, [FIDKR U o —DEH

(Manage FTD Policies) | £721% [FIDA 7 ¥ =7 F D& (Manage FTD Objects) | % 7
Uy 7 LET,

)

GE) L\ Security Cloud Control 77 MZUIV 2 5 &, H LW 7 TT TIZHW T DT
% 77 v Rig{tH Firewall Management Center R— ¥ 30 77 v N LET,

BEEE
» Cisco Security Cloud Control % {# ] L 724> 7" L I X Firewall Management Center ¢ ‘& Ff

« #4271 X A Firewall Management Center O 4 > 7R — K
« Security Cloud Control 77> kD7 7 7 N2t Firewall Management Center O U 7 = A k
* Secure Device Connector

* Secure Event Connector

Security Cloud Control 7/ 1/ R & H—EXDEE

Security Cloud Control Z{#H3 2% &, [/ X U (Inventory) | X— TH AR — FEHLD
TN A FoR, B, T VA, BRUGHETE £, [4 X kU (Inventory) ]
R=U b, ROBEEZFITTEET,

« Security Cloud Control HHEH DT /XA Z L —b 2 &2 A R— KL ET,
c BHRR DT NA ALY —EROFRERE L EHOREZ R R LET,

e FVHR—RLIETANARET T L— N &R X 713U TR LET,  [Security
Cloud Control A X h UfEHR (109 <—) | 2R LT IEE,

cfHE DT NA ALY —EREFHME L, T/ arE2FATLET,

[l Security Cloud Control DA


https://docs.defenseorchestrator.com/index.html#!r-preface-managing-fmc-with-cisco-defense-orchestrator.html
https://docs.defenseorchestrator.com/index.html#!g-chapter-wrapper-for-olh-onboard-an-fmc.html
https://docs.defenseorchestrator.com/index.html#!t_get_cdfmc_for_tenant.html
https://docs.defenseorchestrator.com/index.html#!c-secure-device-connector-sdc.html
https://docs.defenseorchestrator.com/index.html#!c-secure-event-connectors.html
https://docs.defenseorchestrator.com/onboarding_chooseUseCase.html

I Security Cloud Control D E A&
Security Cloud Control 7 /34 20 IP7 FLZOZE [

c TNA ALY —ERICEFOERER R L, MEERELET,
s RIZE > TEHE SN D EEAAT A ZADIEFWERT —F A% RRLET,
o 7 7 v REHA Firewall Management Center
« 471 I A Management Center
75 7 R Firewall Management Center |2 J2 > TR FL &N 5 BRI T A ZDBE
X, 2T AZRADTNAAD ) — RAT—H AL RRTEET,

LR, XA T IPT RLVA, BT AL, VU TARBRSERILT VT, T3 AEIET

VT — M EBRBLET, MBTIIRCFE/NLFERRER SN ET A, BEOMBERML%
AT DL, Dl EHIDDOFMEC—ET LT A AL —ARERINET, [~—
TLULOBFE (111 8—=) | ZSRLTIEEN,

cTFNRAABRAT N—FRUxT VT T2 TDONR—T3 Snort N—V 3, BEA
T—H A EEIREE. BA M. Secure Device Connector, 3B L IRNT LT, T34 Z£7-
X7 TV — R DT A NEERDIARET, 7405 2B LTLIEIN,

Security Cloud Control D T/A1f ADIP 7 KLADEE

IP 7 RLAZMH L TT /31 A% Security Cloud Control {4 >R — K3 % & Security Cloud
Control TIXZDIP 7 RLART —H R—=RMRIFEI, T3 A L OBEIHEH S ETS
TNAADIP T R APNERE =A%, Security Cloud Control [ZfR7F SV TWA IP 7 K
VAZFEHLT, LT LRI ESEDHZ N TEE9, Security Cloud Control TF /3
AADIPT RLAZELLTH, 71 ZAOHMITELE SN EH A,

Security Cloud Control T7 /34 X & DEFIMHEHTHIP T FLAZER T H121E, ROFIEE
FITLET,

FIE

ATV T EORL > THEF2UTATNAREZ7 ) v 7 LET,
ATFY T2 [T34 A (Devices) |47 %27 V7 LTTNA A& ROTET,
ATV T3 WYUIRTNAAZATOE TRV v LET,
TANE LR LUV ORBEEA LT, BDERAT AL AEROITB LN TExET,

ATYTG IPT RLVAZERET LT AL AEERLET,

ATY TS [T/34 ZADOFEM (Device Details) XA > D LT, T34 ZADIP T RLADKIIH HMRERT %0 U v
7 LET,

Nashua Building 1
o s @,

ATYT6 74—V RIZHLWIPT RLAZAAL, HOOF = I RZ %7 ) v 7 LET,

Security Cloud Control D% ]


https://docs.defenseorchestrator.com/mng_cdfmc.html
https://docs.defenseorchestrator.com/mng_fmc_cdo.html

. Security Cloud Control TD T /31 ADZHINDEE

Security Cloud Control D E &K |

FTAAL ZARITEFE SN NZD, T8 2D [REAT—H A (Configuration Status) ]I1Z1%, 7l & &
[[EHAZE A (Synced) ] &EFRmEINFET,

BEEIER
e TF U FETOT A ZADOBE) (108 2—7)

« Security Cloud Control ~D7 /S 2 —fEfF#HEE (107 <X—)

Security Cloud Control TD T /N1 ADZRINEE

FI§
ATy
ATvT2

ATvT3
ATy T4

ATy TH

—

TRTCOTNA A, T/, 77—, BELXOY—ER|ZIL, Security Cloud Control ™~
R — REFEIIIEREHCARIN M ONE T, T4 AHEOHREEZE LTI, TD4
AiZEETHIENTEET,

FERORAL o TEFa)TFATNAREZ7 Y v 7 LET,

[7/3 A (Device) | #7 %27V v 7 LTTNA AERDTET,

AR EET DT A AEERIRLET,

[7 /31 ZD7EM (Device Details) 1A > D LT, T34 AL ORICH HMRERZ %7 ) v 7 LET,

Nashua Building 1 7y

TA—NRICH LWARETZ AN L, BEOF =y 7 REZ 22 v 7 LET,

THRA ARRITEE SN, T3 AD [REAT —H A (Configuration Status) ] 121X, 5l &
[FH#AFE A (Synced) | EFRmINFET,

TINAREH—ERDY A DI RAKR—F

ZOFHETIE, A ALY —ERADY A bE2ar~XKUVE (csv) 77 AT T AR—
M2 HECOWTHALET, Z0ERKIT LS. Microsoft Excel 78 ED AT Ly R/ — b
TV = aryTT77ANERWT, UANADOT AT LEBW~FEZXTD, 7 0 VA0 L
720 TExET,

T AF— FRE AL, FAALRETF LT L— "N T CHETEXET, BIRLIZT AL RAZ A
TRTT, TNNAADFEME T AR— M T5Z2 L6 TEFET,

TNARELY—ERADY A T/ AR— N T DHRIC, 74 NVEXL 2 E2RT, =7 AR — |
L7ZWERNA R N T =T NI EREINTWAENE I DEHRLET, T XTDT 4L
BT VT LTTRTCOEHENRT NA AL —EAEERT I, HFRE 7 L% L TTR

[l Security Cloud Control DA



I Security Cloud Control D E A&
FrqzgEozszk—+ ||

TOTNARLY—EADO e LET, =7 AR— MEREIX, (X M) T—7 i
RRENDONEET T AR—FLET,

FIE

ATYT1 EAORL o TEFaYTATNAREZ ) w7 LET,

AT T2 [T34 A (Devices) | #7570V w7 LTT A RAERDT D), [T 7 L—1 (Templates) | ¥ 7% 7
Vw27 LTETFATAAL ZAE RO ET,

ATY T3 WYRTNAAZATE T Vw7 LT, TOXT DT NA AQFME T AR— T 250, [T3C
(Al) 1227V v 7 LTTRTOT A ADLiEMET s AR—FLET,

TANEBILOR=V LV ORBEEEZMEH L T, BERTNARAERDITHZENTEET,
ATy T8 [CSVIZY A b=/ AKR—h (ExportlisttoCSV) %27 U v 7 LET,
E=IED ? 0

e &) + Create Template + Onbaard

W

AT Tur T IRERENTEH, csv I T ANVERFELET,
ATYT6 ALy Ry — T 7V r—arTesv 7 7 A NVERWT, fREWNEZTZD 7402 ) T LT120
THZLENTEET,

TINARBEDITY AR—k

—EIZZ I AR— N CEXATF AL ZAREITI DT T, ROFIEEZFHEH LT, T34 20K
EHISON 77 A M=y AR—FLET,

FIE

ATYT1 EAORL o TEFaYTATNAREZ2 ) w7 LET,

RT9 T2 [T/314A (Devices) | X7 %27V 7 LTCTNAAAERDIT L0, [T 7 L—1b (Templates) | % 7 % 7
Uo7 LTETATNA A% BHOITET,

ATV T3 WURTN_AALZATDRETH Y v LET,
TANGER=T LV ORBEMEH LT, BWERT AN AE/RDTDHZENTEET,

ARTY T84 VERT NA AL T, BRI LET,
ATFw s [T 733y (Actions) 131 > C, [REDTZ AKR— K (Export Configuration) ] 23R L £,
AT 76 [#ER (Confirm) | ZBRL T, BEZ JSON 77 A /L& LTHRIFLET,

Security Cloud Control D% ]



B 7 xonmuoy

Security Cloud Control D E &K |

TINA ZADINERY >0

SEBY = A~DINA =1 7 ZERL L, Security Cloud Control TEELT %7 /34 A (2B
F5ZENTEET, ZOBEZHBHL T, WITRDLOT AL A0 =V~ F—T % ~D
BRI ) o7 BERkCcEET ( ZOBREEFEHLT, MYy, RFa A Y Y —

A, A2 wiki, IR L2 OMO URL ~D Y > 7 ZAERTE 4, LERBEOIELY
YO ET AL AEEMNT D LN TEET, MLV 7 ZREHIEEO T S A A BEA T
Lzl TEET,

External Links

& Search

Add External Links @

PERRLTZY 7 13 8 ZICTHREIETE TR, ¥V T 0 EHHIEDLY 8 A, T2 &
ZIE, WAL T L IAT, FEVPNERAZ N L CTRED URLICT 7B A T3 2 L1k -
Th¥ERy FT— 2 \CHRT D MERD DA, T OB SNET, S¥EAEED URL
E7uy s LTVAHA, TNLOURLIFSIEHE 7 n vy 7 kT, RS T2V URL
115 EREXHIR SN EE A,

locationZ= %4

URL (ZHLA AT Z &3 TE S {location} ZHATERL L E L1z, ZOEEIZIZ, T/ ZAD 1P
T RUVABRANESNET, WRICHIZRLET,

https://{location}
WZREL £,
REEIELR
e TNA A —FEES (108 2—)

e TFTNRA ALY —EZDY X bDT Y ZAFR—F (102 2—)

TINA AW DIVERY >0 DR

FIE

ATYT1 EAORL o TEFaYTATNAREZZ ) w7 LET,

ATV T2 [T34 A (Devices) | X757 Vw7 LTT A RAERDTF 50, [T 7 L—k (Templates) | ¥ 7% 7
Uo7 LTETAT AL Za RO £,

ATV T3 WURT A RIATDET 5T v LET,

[l Security Cloud Control DA
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~osgy ook ]

ATV T FTARARAEIFTETLVEZERLET,
TUNEER—T L~V ORBEEAL T, BERTFAL AE BTN TExET,

AT TS FRIOFEMASA e, OB Y > 7 (External Links) 1 &7 v a cBE L E9,
ATF9T6 Vs oL4HEATILET,

ATYFT [URL] 74—/ RIZV 7D URL ZASLET, 5E272 URL Z4EETHLERH Y £, &z Ev A
2 OY54A . http://www.cisco.com & AJ L E T,

ATYT8 [+ &7V w7 LT, Voo T A £4,

~DNER) U DIERK
% Security Cloud Control 7> & [EHERH < & F] 72 F1EZ IR LET,

FIE

AT OS> THEXaTATNAREZ7 ) v 7 LET,
AT T2 [T34 A (Devices) | X757 Vw7 LTCT A RAERDTF 50, [T 7 L—1F (Templates) | ¥ 7% 7
Uo7 LTET AT N, A% BHOITET,

ATy T3 WHRTANAAZATDET 20U v LET,
TANZEX=U LNV ORBEEHA LT, BBERT AL RAZ/DTFHZENTEET,

ATV T8 THRAREZFETVEBINLET,

AT 9 TS HROFEMAA D, [IME8Y > 7 (External Links) 12727 ¥ 3 ZBEh L9,

RTFvT6 DY I O&HIEASTLET,

AT w71 https:/{location} % [URL] 7 4 —/L KIZ A LE T, {location} ZEIZIX, T34 ADIP T KL ARAT] &S
ET,

ATFYT8 [HH ARy 2AZ27 Y v LET,

BT INA ZADHNERY U DIERL
FIE

AT TN ERORAL o TEFAVTFATNARET7 Y v 7 LET,
AT T2 [T34 A (Devices) | #7570V 7 LTCTNRARAERDTF D), [T 7 L—1F (Templates) | ¥ 7% 7
Vo7 LTETNAT A A RO ET,

ATV T3 WHRTN_NARZALSTDET 27U v LET,
TANEER—T LNV OBBEFEH L T, MBRT A RAEROTHZENRTEET,
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B s romesraag

ATV T4 FHOT A AEINTET VERIRLET,
ATV TS HRIDOFEMASA 05, [SMEBY > 2 (External Links) 1 &7 v a icBEI L9,
AT T6 Vo o4HiE AN LET,
AT T KOWTIOOFHEEFERALT, 778AT5URLEZANLET,
« UL FZURL 7 4 —/L RIZABDLET,
https://{location}
URL 7 4 —/V RIZAJILE T, {location} ZZHIZIL, T /34 ADIPT RLABASTINET, AN,
TS ZAD ASDM ~D HE U > 7 BERR S L E T,

*[URL] 7 4 —/V FIZU 27D URL Z A/ LET, 5847 URL ZI5ETHLENH D £9, 2L 2 X
A aADE | http://www.cisco.com & ATJ L ET,

ATYT8 [H &7V w7 LT, Voo T f A £4,

SNER) 2 DFREE F = IXHIBR
FIg

RAT9T1 EOSRAL o TEFAVTFATNARE7 Vv 7 LET,

AT T2 [TA4 A (Devices) | X757 Vw7 LTTNAARAERDTF 50, [T 7 L—1k (Templates) | ¥ 7% 7
Uo7 LTETATNA A% BHDOITET,

ATy T3 WHIRTANAAZATDET 20U v 7 LET,
TANGER=T LV ORBEMEH LT, BRERT AL AE/RDTDHZENTEET,

ATV T8 TARALAAELFETAVERRL 7,
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printer server object
Default Value v

eq~  126.0.1.0 3 ASAV-99-18 =
QOverride Values v
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126.0.2.4 & Pasadena-ftd-730-516-... == P
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&= Filter by Device

D Show System-Defined Objects
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[{=]
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Default Values
() Override Values
Additional Values
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Unassociated

Object Typ
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&

I:I MNetwork
() Protocol
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IOV LT 4ILE
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BT DN TRV RTOA T V27 FERRTEET,

(AT FH AT (ObjectType) |: A7V ML THBEINLT, X hU—2F
T M, Ry NT—T T A—F URLA TV =2, URLZN—TF, H—ERFT
Cx U b, PRI N—T Y BRI A TOFT T2V OB EFERTEET,

YT T ANE -FBAAL T NV EZRITIE, EREESIRVIAD-OICEATE 277 41
ENHVET, TN T T4 NEF, ATV AT (R NT—2 —E R, S
o kg d) (SN TWET,

ZDTANIN=TRIRSNIZ T 4 NV ZE, UTFORMHC BT 247 V=7 FeiRLET,
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IV LTCT A AZEELET) . BLO
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* ATVl hOMARANT TOIN—T ) EWHIHEREGENR WAL TV b,
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P ) NF— TN CYRTF AFT V2l FEFERICT BT, 7 A A A—T [V AT AT
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VAT AF TVl FEIEFRICTDEE, FNHIFBRBRE IO A VA LB O RIZE TN
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IO LTI BERET D

SR MBERBIETRELCTIANEZ I T TEET, 74N EZ IV TTE20T7TINRELENE
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FIE

ATY T EMOSNAL o T[AH TV b (Objects) 1227V v LET,

AFyT2 N=VLEOTANETA a2 Va2 w7 LT, FANENFAEZRHEET, 7027 FRE-ST
BRALSN2NWE DI, Fo2v IffEDOT4NEZOF =y 7B LET, SHIT, BT 41—V RER T,
W7 4=V RIZANENTZ/RBEOH LT XA FEHIBRLET,

ATV T3 FEREFEDOT NAATHONS b DIZRE LIZWEEA
1. [T/INARTT4J)LZ4IE (Filter By Device) 127V v 7 LET,

2. TRTCDOT A RERBT D0, T AZT %7V w7 LTREDTEEDT NA ADHZ IR L
iﬁ—o

3. T UANAEICEDDTNANAADTF = IRy 7 A AN LET,
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EANCLET, MBH-ERTUAT LA T V27 bR DL, (VAT LA TV 27 &R (Show
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ATy 75 [[E (ssues) | C. ZA4NVZ VI TH5AET V2l "OMBOF = v 7Ry 7 AeA N LET, B
OMEEZ A NCTBE, AN LTEWNWT IO T IV DOF T =7 "R T 4 NV EFERICEEFNET,

AT9T6  MEPRSST=NEHEEFICL > TEHEIN-AT V7 2ERT D55, R (Ignored) ] OREE
Fxv I LET,

AT TT 20U EDTARAAMTHREIND AT V=V b 2T 4 N2 ) U TT55AF, A7 =2 & (Shared
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[T 74V MA (DefaultValues) |: 7 7 4/ MEOHRZFFOAT V=7 N7 4V Z ) T LET,

o [A—/3—=F 1 Nl (Override Values) ]: A—"—F 4 RESNTEEFOAT =7 baT7 4V H Y
YITLET,

s GEMOfE (Additional Values) | : IBMOEZFFSA TV =7 NaT7 4NV 2 ) 7 LET,

ATY T8 N NFELFARY =TI ANWAT Vs VT o NZ ) T D, [T L
(Unassociated) ] 24 I LET,

ATFYTY TUNBVTFTE[A T FEZA T (Object Types) | &A1 LET,

ATYTN0 FT7Txl b IPT RLA, FRER—-MESE [T V=27 (Objects) M7 +—/L RIZIBIL
T, ZANE ) T SNEREROPINORBRMC BT 247 V=7 FERHSOTFHZLHTEET,
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T nasEn T 25BN T 558 |

TAIVBBEENSTNA REBRNT BI5E

TNRARZET 4 NE Y T HAETEMT 5L BRIZIET A A LEOFT7T V=7 MIERIN
FTN, TNEDOFT V2l FEMOT A AL OREKRITFIRINEREA, 2L 2I1E. ObjectA
73 ASAL & ASA2 DR CHAEINTWOELH, A7V =7 a7 402 Y 27 L TASAL ED
WEHEA TV 2V N T 5 &, ObjectAlZ 2020 £925, [B9£% (Relationships) ]34 12
WX, A7V PR ASALICHDZ LT RFRINET,

G727 MRBEET LT RTOT A AR RT HITIE, RBESFETT A AL fRE LN
TLIEEW, MDOFETT7 42 7 L, HEITE U THRESFAIEML £7, Security
Cloud Control 23i#5 T 547 =7 @R L, [BHR (Relationships) | A > ZFH~FE T,
ZFDOF TV 2 MIBHET LT RTOT AL ZERY —RNERENET,

A7) FOEROER

FIE

ATy T
ATy T2
ATvT3

ATvT4
ATy TH

KEH, HE, AEEOFT V=7 Nk T 251E0 12013, TR b EZERT 52 LT,
A7Vl NRRBEH, EE, FLEAEETHoTH, TOREICITES RHEEARH D &f)
WL, 777 FORMBAERRROEFIZT LI LEBIRTL560HV T, HkObH 2
KR T, TNODOEEINTAT V27 MR T 5 2 ERRBEIZRDIGERHY £3., +7
Y7 FORMBEERIET D & X Security Cloud Control [T S N/-A 7 V=V FEHRR LA
W, BRSNEAT V=27 FOFT V=2 FUR M ETANZ ) T L fERICESNT
BETD2RERH Y £,

LA DA T (7Y =7 b (Objects) 127V w7 LT, A7 a rZ@RLET,
FT =T N T4 H,

[47 V=2 b (Object) 17 —F T, BREMGRT 547 V= MaT_TRRLET, —EIC1HDF
TV FOBREMBRTE £,

FEANARA T R OfERE  (Unignore) 1 %2727 U w7 LET,

FRAZMRLET, ThT, A7 V=7 MEfBETT7 42 ) 07358 DRNTEHEINA TV AT V=
7 EBROMDITTTT,

7oy FDHI

1 2DOF TV NELITEROA TV 27 FEHIRTEET,
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1204 T2y FOHEIEK
A\

FE 7 7 v REEMUE Firewall Management Center 237 > MIT 7 A SN TWHEE -

CiscoASA, FDM, B LU FID Ry NV =7 ATV =7 NI NA—TITIMAT2EELIL, *HST
5 7 Z v RHY Firewall Management Center &> bV —27 47 P =7 FRT N —F T KX

NET, S5, [EEBIEEF DT /31 A (Devices with Pending Changes) 12— 12i%, [ >~
NO—2 ATV ORI EER (Discover & Manage Network Objects) ] BAE NI 722> T
% 4> 7L 3 A Management Center = & 12T F U AMERRENET, 2O NI NLETE
BIRL, ZNH0OAT V=7 FBH D 47 L I A Management Center [ZEBH T £,

WTFNDPDOR=UINE Xy NI =0 F T V=7 FERIIITNV—T %IRRT A &, BGFO_—
MBEETDOAT V27 FERIFINA—T1FHIBRESNE T,

FIE

AT T EMORSLTAT =27 b (Objects) 1227 Vw7 LET,

RT9T2 ATV N T4 NZERRT 44—V REFBHLT, BT 247 V=7 haROT, TREBERLET,

AT v 73 [Bf% (Relationships) | A v AHEGELET, A7 V=7 MRRY —F 34T V=7 M7 —7 T
SNTWDLHEEIE, ZORY U —F B3NV —T00HIRTHETHT V=7 MEHIRTEEHA,

ATy T8 [77 2y (Actions) 131 T, [HIBE (Remove) | 7A@ %27 v 7 LET,

ATFYTE [OK] 227U v 7 LTAT V=7 FOHIBREHRLET,

RTYT6 [TolERELEa—LTRHT I, L T EROET 2 —FICEELET,

RKERAT T U bOTIL—TDHEIR

TNA R R—=RFLTAT V=7 FORMEFRICI T L ZORBHAOAT V=2
FARSNY Fd, —EITHERRSOFEORMENA TV =2 FZHIBRTE £7,

FIE

ATy 1 M8 (ssues) |7 A NZEHEALT, READA TV bERAOTET, TXA AT 4V EEHRT S
BRIZ [T /31 A2 L (NoDevice) [Z# R L, 731 RZEEMITF N TWoeWA 7V 27 FERETHZ
EHLTEET, ATV NIRNETANEZ N TTHE ATV NOF 2y IRy 7 ANRRRS
NnET,

RT9T2 ATV N T—=TN~yZ—0 [TXTERR (Selectall) | F=v 7Ry 7 A%A NI LT, 74 VK
Ko T ENA TV =7 M T —TNMIRRENHTRXTOAT V=7 NEBIRT 50, HIBRT 2% D
FTx2 7 NOEADF = IRy 7 A F N LET,

RTY T3 [7T7 a2y (Actions) 131 T, [HIBE Remove) | 7A@ %27 ) v 7 LET,
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ATV TG [To-EEEAT L E2—LTERT LI, FEL THhOEEOER 2 —EIZERE L E9,

2y NI—=9 FToxH k

120y bT—9F Ty ML, FA M, XYy RU—ZIPT RLA, IPT RLAD
H#iH, SEREM FAA 4 (FQDN) £721Z CIDR FZDOV 7Ry hT =7 OWFmnl H%
ANDHZENTEET, [Fy NU—2 7 —7 (Networkgroups) ]1E, Rry hI—2 47V =
7 he, TN—TZEMTHZ0MOEA DT FLAERIIY TRy hI—sDavrvay
TY, XY NTV—IF TVl he Xy NT—=I I N—F%, TIZRAL—IL, Fv hT—7
KU —, BIONAT V— L THERAINET,

TRTDOTZ v 74— L) Cisco Meraki X° Multicloud Defense 72 EDF v NV —27 47 V=

7 FaeHHR—FLTWEDIT TN SICEELTLEIWN, Y14 FIv I ATVl b
HAH9 % & Security Cloud Control I, FIZTED T T v b7 +—LFETILT /A A5 DY)
7eff# % . Security Cloud Control 23M#i f C & % —# O H FIRE 72 (G IZ HEhAYICZS# L £ 77,

BRETORY FI—0FToxH FOBFA

7 7 7 RIgH Firewall Management Center & 7> MIA VR —FT 4 7 EHTW5 1oLk
? 47 L I A Management Center % 7 ¢ Security Cloud Control 77> k3% 551X, kD
FIEZFATLE T,

« Cisco Secure Firewall Threat Defense, FDM (T & 2 & FUZ I BB, Cisco ASA, 7=
X CiscoMeraki * v NV =0 47Vl NERIZITNV—TE2ERTDE, TOFT Vs
cDaE—0n, 7T v NEMHE Firewall Management Center D% ERFIZEH T2 [ 7V =
7 (Objects) | X—YDAT7 V=7 MR PNIHLBNSNET, TOWLREETT,

« Cisco Secure Firewall Threat Defense., FDM 2 L 2 & RISk DB, F721% ASA R v
ND—=I F T2l NETIFIN—T T 5L, [Ry NT—2F T2 O
LE PR (Discover & Manage Network Objects) ] 23HZNZ 72 > TV 5454 > 7 L X X Firewall
Management Center O [fRE FOEENH 57 731 A (Devices with Pending Changes) ] 2—
NIz U DMERENET, TOVRAIND, A7 V=27 MERIRLT, 2047V
7 N&fERT %47 L I A Management Center (ZJEFI L, RERAT V=7 N EHKFET
xFJ, . [EE (Administration) ]>[Firewall Management Center] (ZEE L 4> 7L 3
A Management Center Z3#R L ¥9°, [47 =2 F (Objects) |7 Vw27 L, A7
I A Firewall Management Center = —W—A > ¥ —7 = f A TAT V=V NefER LT, &
U —IZHD HTETS,

WTNDPDON=VDRy NI =T ATV = MR N—TITIMATEEL, WHTDOR—Y DA
TVl NERIZFITN—T A ALV AZEHENE T, 1 DOX—=Y 64TV 27 b
R oL, TOAT V2l FOMIET 5 A= blON—U LIRS E T,
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554, Cisco ASA, F 721X Cisco Meraki * > NV —27 47 =7 NI, Security Cloud
Control ® [ 7 ¥ =7 b (Objects) | X—VIZIFEHINFEH A,

« 47 L I AD Cisco Secure Firewall Management Center (2 J > TEH IN D 4R — R
HEBNKET DT ANA ADR Yy NI =0 AT V=7 bR L —7 13RS T,
7 7 v R Firewall Management Center Cffi i T& 1 A,

7 7 v R Firewall Management Center (2 #17 L 724> 7" L = A ® Cisco Secure Firewall
Management Center f > A% LV ADHE, Xy NIV —27F 77 M& T V—T1%, FID
TR AZER SN AR Y —TEH & TV UL, Security Cloud Control 47 =7 k
NR=VNIERIND Z LIZEBE LT ES N,

Security Cloud Control & 7 7 7 R#2t/]! Firewall Management Center D] DR~ kT — 7 7
TV =7 bOIAE FLWT T P TIEHBNICANI R £308, BiFEOT S T
FERTDOIMENRDH Y T, Xy NU—I 4TV MR 7 T 7 REEMA Firewall
Management Center & 34 STV R WAL, TAC IZHE LT, 7 M THELZ AR
ICLTHHWET,

Security Cloud Control & 427" L X A Management Center DfH]D R v NT—7 A7 =7 k
DAL, Security Cloud Control (25 L THEAAE R S 4L72 8 LA 7L I A Management
Center @ Security Cloud Control TIZHEBIIZANZ 2D £, Xy NV =0 ATV =7
2374 27 L X A Management Center & 45 LTV R WIGETE, [BXE (Settings) ] THA
7L A Management Center O [ Ry NV —27F 7T =7 FOfH L EH (Discover &
Manage Network Objects) | N 7 /VRZ ISFENZ e > T\ D Z & ZHERd T 57>, TAC [T
#LTT T P THRIEZADICLTEHWVET,

Y D=0 ATOH FORR

Security Cloud Control Zf /] L TIEk T 51y NV —20 AT V=7 e AvAR—T 17 L
7o T A ADFRED G Security Cloud Control 23585 T 5y NV —2 A7V =7 NI, [T

=7 b (Objects) | N—VILERENET, THOLDORXYy NT—I ATV x7 MIX, £h
ENDOA T2 NEATDTARFITONTWET, UK, A7V N2 AT
TANEY T LT L TWDEAT V=2l haTIECS AT 52 ENTEET,

[F7 =27 b (Objects) "=V THRy NI—IFT V=7 FeBRTHE, 7727 D
Il [EA (Detail) 131 SRR EINFE T, [BF% (Relationships) ]34 2%, A7 V=7
ERRY O —THEHAHINLTWENEI D, BELBET V=7 PBREINTWBET N ANREK
RINFET,

Iy NT—= I N—T% 7w r4hE, ZOTV—TONERERINET, Xy hT—7
ITN—TF1F, X "NT—=0F TV M Lo TION—FICEZ NI X TOEOESET
7,

ASAXRY hD—0A Tz bELURY FT—0 0 IL—TDHERFEIXHFESE

ASAR Y b T—9F TT Yy ML, CIDREGLCTRISNIZARA My, IPT FLA, E72iE
YT RY BT RLREEDLIERTEET, 2y bIT—=ITL—TE, 77 EAL—,
Xy FU—=27R)v— BIOENAT V=LV THEHASNL Ry NV—=0F TV b, Ry b
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asazy ko—s175z4 ok [

T— 7 N—"7 BEIRIPT KL ZADEEKRTT, Security Cloud Control ZfH LT, *v b
V=0 F TV ey VU= 7 N—T%2Ek, S0 . B, BLOHIBRCTE£7,

RIASARY D=9 AT b BLUVTIL—TTHASINSIE

TINA R A |IPv4/IPv6 SUGNT R |7 RLRER | E851E8 K4 | CIDR RETAIC
7 L2 1% kBYTHy
(PQDN) ~
ASA IPv4 /IPv6 KFIE KFIE KFIE KFIE
S
G¥) 7 7 v R Firewall Management Center 737 72 MMZT 70 A STV HEHE -
FTD, FDM, F721Z Cisco ASA X NI = 4TV =) NI N—T % [TV =7 b
(Objects) ["X—TTHERTH &, A7 V=7 hOa—n 7 J v R Firewall Management
Center \[C HENIZ B SN E T, TOWLERETT, I 61T, [BEEMRETOT /A A (Devices
with Pending Changes) | <—IZiX, [F*y NUV—27 A7 =7 O &G (Discover &
Manage Network Objects) | 23272 > T 5 A 7 L I X Management Center = &[22 |
UBMERRSNET, 2O NINb ATV hERIRL, ZNODOF T V=7 N EL
9% 47 L I A Management Center |Z &R T £9°,
AN
FE 7 7 U MU Firewall Management Center 237 > MIT 7oA SIUTWAHEE -

CiscoASA, FDM, B LU FIDFX Y U =2 AT V=7 bR N—TITMA T EE L, KT
5 7 Z v RigftA Firewall Management Center R UV —27 47 V=7 NI N —FT KM E

NET, I, [EEBRE T DT /31 A (Devices with Pending Changes) |-~X—I121%, [ v
NT =2 A7 V=7 FORHEER (Discover & Manage Network Objects) | 23 A #7725 T
% A 7L I A Management Center Z & (Z=2 MU MERENET, 2O N b EHEE
BRL, TNWHDOAT V=7 Mindh D 47 L I A Management Center (2R T £,

WTNDDRN—=UNERy NI =0 X7V =7 EIFITNAV—T%HIRT D L, WiD~—
MHEDF TV =7 FEIZTN—TIFHIBRESNET,

ASARy D=0 F T2y FDERL

12DFRY bT—=9F Ty ML, FAM, XYy RU—ZIPT FLVA, IPT7T RLAD
i, SE2EM R A A 4 (FQDN) 72X CIDR E£iLDOV 7%y hU—7 Ol 2%
ANNDBZENRNTEET, Xy NIV—IFT V=0 Mt T7BALV—)L, 2y hTU—I R
v—, BIONAT L—/L Tl &4 E 9, Security Cloud Control Zf5fH L C, ®*v U —27 4
TVl bRy NI T N—T a2, . BLOHIBRTEET,
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B asaxoro—s s—Jokm

\)

GE¥) 7 7 v R Firewall Management Center 237 72 MMZT 70 A STV LA -

FTD, FDM, F721Z Cisco ASA X NI =0 4TV =) MR N—T % [TV =7 b

(Objects) ["X—TTHERTH &, A7 V=7 FOa—n 7 J v R Firewall Management
Center |Z HENWIZIBIN SN E T, TOHHEEETT, 51T, [BEIMREF DT 314 A (Devices
with Pending Changes) | <—IZiX, [*y NUV—27 A7 V=7 O &G B (Discover &
Manage Network Objects) | 23 ZNZ72 > T 5 4 7 L I X Management Center Z & (22 |
UVBMERRSNET, 2O NINH ATV MERIRL, TNODOF T V=7 N EL
9% 47 L I A Management Center |Z &R T £7°,

FIE

ATV oS o THITDz O bR Y v LET,

ATvT2 %@@7"37@%(‘/ Vw7 LT, A7V MeERLET,
ATv 73 [ASA]>[*Y bT—% (Network) ]Z#27 U 27 LET,
RTYT 7020 " EANTTLET,
AT TS [fy hT—2 4TV =27 FOVER (Create a network object) ] Z 3R L 97,
ATFvT6 (EE) A7 V=7 FoOFMHEANLET,
ATvTT [ (Value) 1B > a T, ROWTIMOFIETIP T RLUREREABIMLET,
leq] ZRL, H—DIP7 FLA, CIDR KR ZMEM LT xy b7 FLAL R72 3@ ENM K A
A4 >4 (PQDN) Z AL ET,

o [#iFH (range) 1ZBINL., IP7 NV ADOEHZ AN LET, #HIFHORET FLAEKRTT L A% R
N—ZTCRE > TAHLET, #:10.1.1.1 10.1.1.255 F721% 2001:DB8:1::1 2001:DBS:1::3

ATy 78 B (Add) 1227V v27 LET,

BE

BB SNy NI =2 ATV =7 ME, b= ARR Y =D —FTIERN 2D, WTILDASAT
N AZHBEEM T b TWERAL, TNODOFT V2l NeRRTHITIE, A7V 74 VX T[HE
AT 72 U (Unassociated) | A7 V=7 N7 IV EBBRLET, sficOWTiE, 70227 b7+«
WA ZBRLTLLEESD, TR ZADN—LRORY —[ZEMT LN TWARNWA TV =7 Fa i
Hé, FOXT V2T MEIFDOT A AZEETONET,

ASA Ry T —9 TIL—T DR

[*y T —2 7 )v—"7 (network group) ]IZiX, IP7 RV RfE, R*y NU—I 4T V=7 b,
BIORY NIV T N—T2EDEZNTEET, BriLnRry NU—7 7 —TF 2B+
& X, 4RI IPT RUVAL IPT LRGP, £721XFQDN TEEFDOA T ¥ = 7 &R
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FIE

ATvT1
ATy T2
ATvT3
ATv74
ATy TE
ATvT6
ATvF1
ATvT8

ATvT9

ATv 710

asa vy k7—2 T—Tok ||

L. [*y hT—2 7 N—"7 (network group) JIZIEBMTEET, =77 MBFIELRNW
BT, ACA v X =T 2 A ATEDOAT V=7 T IHER L, [fy NT—F T —F

(Network Group) JIZIEBMTEE£4, Fv hU—27 7 —720%, IPv4 & IPV6 Dili 5O T K
VAZEDDH I ENTEET,

\}

GE) 7 7 v FEEfAE Firewall Management Center 237 > MIT 7oA S TWAHEE -

FTD. FDM. 7713 Cisco ASA X v NU—/ 4T L=/ NS N—T % [F7 V=7 b

(Objects) | X—T TIER T2 &, A7 V27 hOa—»n 7 T v FEAE Firewall Management
Center (IZHENIIENESNE T, TOMEFEETT, I BT, [EEDNMEEFDOT /N1 X (Devices
with Pending Changes) | X—IZiX, [Ry NUV—27 47 V=7 O EEEL (Discover &
Manage Network Objects) | BN/ > T\ 5 427 L I X Management Center Z & (2T k
UPMERSINET, 2O NINLAT V27 MERIRL, ZNOHOA TV =7 ManE L
95 A7 L I A Management Center (2R T £,

FRORA L THITO O b7V w7 LET,

%@@7"*7%#(‘57‘/ Vw7 LT, A7V MEERLET,
[ASA]> [y kT—% (Network) 127V 27 LET,
(47 Y= +4 (Object Name) | Z AS) LET,
[Ry NT—27 7 —TDOVERK (Create a network group) ] 2R L E7°,

fER) A7 V=7 vOiHEATILET,
[l (Values) 17 4 —/V RIZ, EE/IZA TV =7 MEANLET, ANZRBT DL, AN —ET
HA TV N ETIFMED Security Cloud Control |12 & > TERRINLET,
RRENTWDLRFEDOAT V=7 D1 DEBIRT 27, A LTeARTE MBI RSN THLWA T
V=V MEERTEET,
Security Cloud Control C—H3M i N7 Bd . BFEOA 7 V=7 M &R 521X, BN (Add) 1%
7V w7 LT, Xy NI—IFT V=l bEREFRY NV —I T N—T%H LW\Wry NT—0 T —T
2B L £,
FAELRWVEEZA 7 V=7 M AT LESEIE, ROWTANEFEITTEET,

[ ZDOARIOH LWAT V=7 & LTEM (Add as New Object With ThisName) %272 U v 7 LT,
EOLFOF L WA TV =7 A LET, 2 AL, Fovr~—2%2 Y v 7 LTIRIEL
£,

LA 7= FoiEAl (AddasNewObject) 1227 U w27 LT, HrLWAT V=7 MEERL E
9, A7V MAEEIEFRITTT, 4RiZANL, Fovr~—2%27 0 v 7 LTRIFLET,

«[fEDEM (Add Value) 1 %27 VU w27 LT, A7V =7 bEFEHETICA T4 MEEER L ET,
fEx AL, Tzvr~—2%7 0 v 7 LTREFELET,
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B asaxyro—s470:0 romE

ATy N

EATTIFELTHWTS, FILAT V=7 MIERTE XY, ThboDAT7 V=7 MIEREZMA
THRIFTE X,

=3

WET A 227Uy 7 LT, FFlaLECEEY, HIBRAZ o227 v LThH, A7 V=27 FAK
FHIBRS T, ROV, Ry T =2 7 =70 bHIBRSNET,

WERAT V=7 b2BMLIZG, DB (Add) 1227V v 27 LTHLWER Y MU =27 7 —T 2B L
ij‘o

ATYT12 TRTCOTFAAL AORELEFEDO T LV 2—L B,

ASAFy bT—0 ATy bDIRE

FIE

ATy
ATvT2

ATvT3

ATvT4

ATy TH
ATvT6

A

FE

i

77 7 R4 ftA! Firewall Management Center 737 72 MIT 704 SILTWDHEHA -

CiscoASA, FDM, BLXOFID Ry hT =7 AT V=7 "R N—TITMATZERIL, Wi
% 77U REgftA Firewall Management Center % NV —27 F 7 V=7 MOV /L—F T X

NET, 5, [BEMREF DT /314 A (Devices with Pending Changes) 12— I21%, [F v
NI =247V =7 O EERE (Discover & Manage Network Objects) | 3 H W72 > T
% A7 I A Management Center Z & (2= MU BMERRSIET, 2O MU MWBEREL
BINL, ZNHD0OAFT V=7 B HBD A7 1 I A Management Center ([ZEB T £,

WTNDDN—=UNERy NT =0 X7 V=7 FEIFITNV—T%HIRT D L. WiD~—Y
MHEDF TV =7 FERIZTN—TIFHIBRESNET,

SO~ AT R 2 ) v s LEF,

FT2 I NTANE ERBT 4 — N REFERALT, fET 547022 F e RO ET,

Xy NT—I AT T2 s NERIRL, [T7 23> (Actions) | ~A v ClET A2 ¢ 2r 0 v LE
—g‘o

FATOT Ry 7 ADNE . FROFIECER L& X LR U HETRELET,

GE)

Fv KT TA—TFnoA TPz N BT 5103, BChHEIRT A2 %2 ) v LET,

[f#7F (Save) 127 V v 7 L %7, Security Cloud Control |X, ZEH DOHEELZIFTHTNA ZAEFoRLET,
[f#58 (Confirm) 1227 Vw27 LT, A7V NeZOEBREZITDHT A ANDELZHELET,
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asax v ko—s o —T0EE I

ASA 1y b T—9 JIL—TDiRE

FIE

ATy
ATw T2

ATv7T3
ATvT4

ATy TH

A

IE

i

77 7 R4 ft#! Firewall Management Center 237 2 MIT 704 STV DHEHE -

CiscoASA, FDM, BELXOFID Ry bV =7 AT V=7 "RTIN—TITMATZERIL, Wi
% 7 Z v Rig{M Firewall Management Center £ UV —27 47 V=7 MR N —FIT KRS

NET, 51, [BEMREF DT /314 A (Devices with Pending Changes) 13— I21%, [ v
NO—2 47 V=7 hofH LB (Discover & Manage Network Objects) ] 23 H 722> T
% A7 L I A Management Center = S 12T MU MMERESNET, 2O N B EEE
BINL, ZNHDOLFT V= B H D A7 1L I A Management Center ([ZEB T £,

WTNDDN—=UNERy NT =0 X7 V=7 bEIFITNV—T%HIRT D L. WiD~—Y
MHEDF TV =7 FEIZTNV—TIFHIBRESNET,

ERORL o TCHITOz Y &IV 7 LET,
FTV 2 N7 4 e [fFE (Search) | 74—V REMHLT, fETLIRy NU—7 7V —T % RD
FET

*yk?—&ﬁ»~7%%ﬁb@7ﬁvayfmmmy]ﬁ4yfﬁ$74n>*f%79y7bi¢0
Fy T =7 TN —FIZTTICBEBMENTWAEIE TV 27 FEFRITIRY VT — 0 TN—TF 2B E T L5
. WMOFNEEZFEITLET,

1.

2.

I N ETER Y T — 0 FA—TF ORI E RSN RET a2y C 2s Vs LT, #
NHEEFELET,

Frxvr~—2%27Y) v 7 LTEENEZRIFLET,

G¥)

HIBRT A 2227 ) v 7 LT, Xy NT—=I T NA—TnOEEHIRTEET,

Xy M= TN—TIZH LRy NI =0 FT V=) bEIEFR Yy NT—7 Z—T2BNT 28561,
WOFNEZ FATT HMERH Y F7,

1.

[fE (Values) 17 4 —/ FiZ, B LWEEZIZEGFEO Ry NUV—2 4T V=7 FO&4RTZ AN LET,
ANZBIET DL, ANNT—HT 247V =2 M4 £ 7213 ED Security Cloud Control [ & > TRR S 41
F9, BRINTWAETFOLT V=7 O 1 DEFINT 500, AT LTARTE T ITEIZE SN TH
LWA TV =7 FEAERLTEET,

Security Cloud Control T—E2M i SN 7eE ., BEfFOA 7 V=7 M ERIRT 512X, B (Add) ]
IV LTC, Xy b= ATVl vVEREFXRY NI IN—TEH LRy hT—7 J)L—
FIBEMLET,

3 MHELMRWMEXIZA T V=7 P2 AN LTIESGEIE. ROWTNEFITTEET,
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B security Cloud Control 18514 B3t 2 v F7—5 FL—TADBMOIEDENM

[ZOAFTDOFH LNAT V= b & LTEM (Add as New Object With This Name) 1 %27 U v 27 L
T, ZOLHOFLNAT V=7 FEAERLES, B2 AL, F=vr~—2%7 ) v 7 LT
RAFLETS

c[HLWAT =7 bOiBEM (AddasNewObject) %27 U 7 LT, HrLWAT V=7 MEAERL
FT, ATV M EEIERLTTY, 4FiEANL, Ty r/~v—2 %7 Vv LTRIFELE
ﬁqo

cEDIEM (AddValue) (227 V) v 27 LT, A7V =2 FEEREPITA T4 VEZERLET,
AL, Fevrs~—2%70 w7 LTIRELET,

EATTIHFEL TV TS, HILWAT V=7 MIELTE 3, ThoDAT7 V=7 MIERZMAT
RFTEET,

ATFv 6 [f-fF (Save) 127 VU 27 L%7, Security Cloud Control IZEHEDEEEZ T LR Y —RNERENET,
ATFw T [MER (Confim) 227 Vw7 LT, A7Vl M FDOEBERZITHTNA A~DERZHEE L ET,
ATYT8 TRTOT N, ADFELEEDOT L E = — & EH,

Security Cloud Control [ZE (75 E£EF R Y hT—9 F)IL—T~ADEBIMDIEDEM

BT DN TNDTXTOT A, AAHET 2Ry VU= V=T DL, 1577+
Jb MBS EMEEIVE T, Security Cloud Control 3% & xRy hU—2 71— 1B
ofE) ZEmL, ToHkGxry U —2 Z—FZBEAT BTN D —EOT A RZE
NHOEZEFIY Y THZ LN TEET, Security Cloud Control 237 /SA AZEHL AT 5 &
X2, WEBIESIL. 7740 M PRy NV —27 70— ICEMT BT 5
FTRTOT A AT vy va s, NENOME] PEESNIZT A AZDOHT v 2 SHVE
R

7o ZIE, AT 4DDAD AA P —N"=NRH V| TRTOPWRNLT 7 AT HMEN
LTV A EZEZTCHET, ZORUT, TXTORATHEMT S TActive-Directory| &\
VBEDA TV 2 T N—TEER LE LT, 22T, 770 FFT7 4 AD 1223 HIT2
DD AD —N—ZBMLET, TNEITHITIE, A7 V=2 7 /L—7 [Active-Directory]
T, T FAT7 o RAZEAOBIMEE LCEERABMLEST, Zb2 208 —"—%, &+
7= & [Active-Directory] M—E L TW50, F3A ST 0OHWNZIXEE S L
FHA, LTERST, 42D AD AA ==X T XTOWRNGT 7 EATEETN, 7
ToTFET 4 A QOoDBEMY—N=01HDH) L2250 AD h——& 4 DD AD A A P—
NR—|ZT IV EATXET,

N

GE) —EBMoRWHARYy hU—I =T 0NB5EEIE. BMOEZFEHLTEASE 1 HDdt
Xy NU—T 7 N—FIZREETEET, e 0 Tix, MREAAT7 V=7 FOREEE
PRI 5] 2L TLLIEEN,
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ATy T
ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy T17

Security Cloud Control =354 3t H v k7—4 ¥ L—T~nEmoEnien [

EE 7 7 v R Firewall Management Center 237 2 MIT 70 A STV LA -

CiscoASA, FDM, BXOFID Ry NV =7 AT V=7 RV V—TFICMATERIE, &I
% 277 7 R{EfA Firewall Management Center % NV —27 A7 V=7 MOV — TR S

nNET, 51T, [EEMREFT DT /34 A (Devices with Pending Changes) |~— 2L, [ v~
NT =2 A7 V=7 FOfHEER (Discover & Manage Network Objects) | 23 HZT 72> T
% A2 7L I A Management Center Z & IZ= 2 MU BMERNSNET, 2O N MhHETE
BIRL, TNHDOAT V=7 Niddh D 427 L I A Management Center (2R T £,

WTNINDR—=VINbRy NI =0 F T V=) NEIIIITN—TZ2HRT 5 L. mlFO~—Y
MHEDF TV =7 MEIXTN—TITHIBRES N ET,

FERMORL o TCATSz ) M %27 Vw7 LET,
FTV =2 NTA4NEERET 4=V FEEA LT, WETLAERY NV—=I T N—T 2RO £,

[7 2733 (Actions) |54 b biiET A2 € %20 vr LET,

o [T/3A A (Devices) ] 7 4 —/V RiZiX, IHER Y NT—T T N—TBFEET DT A ARFERIN
£

o [ (Usage) 17 4 —/v RiZix, A xy MU= Z A —FCBEMT DRz v— vt v B ER
SNET,

[TTANMEI T 4=V RIE, TIANVIORY NU—IF TV b ATV b OIERIF
WHREIN, ARy NU—I =TI oA T V27 MEPRSNET, 2O
T 4=V FOREIC, ZOFT 7 3V MEEGTT N AN EREN, 7V v T D ELARIETA
ARFA T HFRTEET, ZOMBICHEM TNV —LEY hbRIRINET,

EMDME (Additional Values) ] 7 « —/V RIZ, HEEIZL4RIZATILET, ANEBRBTAHE, AT
—HT AT V= N FETZITMED Security Cloud Control 12 X > THEREINET,
RREINTWLEBFOA TV 27 O 1 D%ERINT 50, AJLTEARTE L IEICESWTH LA 7
V=V MefERTEET,

Security Cloud Control C—H3M g N7 Hd. BEFOA 7V =7 M 28R 5121X, BN (Add) 1%
7V 7 LT, Xy NIV—=IF TV xl NETIFRY NV—0 T V—TEZHLW\WRy NU—T T —F
B L £,

FELRVMEE 234 TV =7 V2 AN LIESHAIE, ROWTNAEFITTEET,

[ZDLFIOF LA T V=7 b E L TEM (Addas New Object With ThisName) (%27 U v 7 LT,
ZOHRDOF LA TV =7 NEERLET, BEANIL, T I~—2% 27U v 7 LTRFL
£7
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B security Cloud Control 18514 B3t 2 v F7—5 FL—TDEMOEDHE

ATvT8

ATv7T9
ATv 710

ATy I N
AT 712

cFHLWA T Y7 FoiEN (AddasNewObject) %27 Vw27 LT, HrLWAT V=7 MEERL E
T, ATV ML EEIZFRICTY, ARiEANL, Ty ~v—2% 7Y v 7 LTIRIFLET,

cMEDEM (AddValue) 1227 VU v 27 LT, A7V =7 hEFHETICA T4 AMEEER L ET,
BMEANL, Favl~—20%270 v LTRIELFE T,

AT TIHFELTHWTS, LA T V=7 MIERTE LT, ThboDAT7 V=7 MIEEZMA
THRAFTE X,

[7 /34 A (Devices) 15T, HLBMESNT=AT V=7 MIBEEM TR TWDELEZ U w7 L,
[F /34 ZADIEM (Add Devices) | %7V v 27 L£7,

IR T NA A &R, [OK] 227 Y v 7 LET,

[fR7F (Save) 1% 727 VU w2 LE9, Security Cloud Control I%, ZBEDEELZITHT A AeFRLE
R

[f38 (Confirm) 1227 U w7 LT, A7 V27 NEeZDEBEZTDHT NAA~DERERHEELET,
TRTOTNA ADFRELELDOT L E 22— & &,

Security Cloud Control IZE (T2 EF R Y hT—0 JIL—TOEMDIEDRE

FIE

A

FE

il

77 7 R4gft%! Firewall Management Center 737 72 MIT 704 STV DHEHH -

CiscoASA, FDM, BLOFID Ry V=0 4T V=7 T N—TITIMA T EETIX, RIS T
% 7 7 v Rig(tA Firewall Management Center % NV —27 47 V=7 hRV )L—T7 T E

NET, 5, [BEMRE T DT /314 A (Devices with Pending Changes) 13— I21%, [ v
NI =247V =7 O EER (Discover & Manage Network Objects) | 23 H W72 > T
% A7 I A Management Center Z & (2= MU BMERRSNET, 2O N MWbERL
BINL, ZNHDOFT V=7 "B HBD A7 1 I A Management Center ([ZEB T £,

WD R—=U Xy NT—I 3T 27 bERIIITNV—THEIRT A, Mo —T
MHEDOF TV FEFRIFINA—T1FHIRENET,

ATy TN EON_RAL o TAISzH 27V v LET,
ATYT2 ATV T4 NEERBET 4=V FEEAL T, WESEDOLT— =T FRHEHA TV =7 M &R,

DT ET,

x%vﬁ3D@w@w/mmmy]N4VK%5%%74:>~f%&Uy&Li¢o
ATV T8 F—NR—F 4 NEZEFELET,

MEEEET DT, WETA =227 ) v LET,
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Security Cloud Control D% v k7—4 47514 k& L—TolE [

o [T/34 A (Devices) [5IDENEZ 7Y v 7 LT, HILWT A ZZHI Y TES, 7 TICHEDLETH
NTWDET AN ZAERINL, [A—3—T 4 ROHIER (RemoveOverrides) (227 Vv 7 35&, 207
WA ADF—N"—F 4 REHIBRTE T,

*[7 74/ ME (Default Values) 10 ¥ KEIZ2 Y v 7§ 5&, Fxy bT—2 70 —7OBIMEIC
TxFEY, ARy NT—I T A —TIZHEMAT O TNDETRTOT /A AR, AEIRIZEIY 4T
bNET,

« [A—s3=TF A & (Override Values) | ® * KHIZ27 Vv 27 45&, ARy NUV—=I I N—TF DT
74 MEIZTE £,

Xy NI —=I T N=TInoF TV = FEHIRT D123, BUICHLHIRT A 222 ) v 7 LET,

ATvT5 [fRT7F (Save) 1% 727 U v LE 9, Security Cloud Control |X, BHEDEELZITLT A AERLET,
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