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ARV —=TFIAVFBLOATT 4 ~A Y ZEHT 272D ORHESEME (4 2—)

ARV =T FTIAFBILOT T T 4 ~AF T4 ZADEM, (4 X—)

o 77 7 FEEALH Firewall Management Center 1D ARV o —7F 7 A B I OA 7T 4~ A
P OFE (4 R—2)

« Security Cloud Control & ¥4t 4> 7" L I A Firewall Management Center D R Y > —7
FIATBLOE T T 4~V OFEME (58—)
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ARV =T FIAY LA TT 4~ A FICEHT DL HDERM (FAQ (16 X—)

) . —_— o > 0 — S e
R)o—TFS3ATELVOATT4IAHF[ZTDONT

JKEIR T 78 A 2 ha—/L R Y > —23% 5 Cisco Secure Firewall Threat Defense 7734 A, *fF
77 AT U —VOBITT R A TERSNIZARY >—I2iE, ZHOEELV—LVERIET Y
ROUNV—ABFEET D EERH D £3, RELIhTWRyvWLr—ty hE2Eh DXk 51z
PERENTERY —Id, T35 ARXE Y OBFIREE, L—/Or— ROEE, FMIRRFH OIE
Flzokm, X207 4R U—0mHNEDRIZRY, Xy NT—ZHERMITL, &
BN EL 25 AREEN H 0 £,

DX D IR KL B 7= 12, Security Cloud Control (21X AR Y o —TF 74 B L OA T
TAVAFPHABEINTOET, Ziux, EX=2 07 4RV —%0 L, BEEZBRHEL, K
Uy —Z kBt T 57 OICFETCELEEICHT MR FEHREZ R TS, A7V V= b
7T RYP—ERTHY, RELTT AT VA —NDONRT 3 —v ANM ELET, &
Vo —7F 74 PFBILOA 7T 4 ~A ¥ X, Security Cloud Control |IZ4 > R — REHTW5H 7
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2. BE. BLULKR—+

7 7 R4 Firewall Management Center & 4 > 7’ L X A Firewall Management Center O fifj /7
RY =% TEET, IbIT, ROZEEZFEITTEET,
c SHTOMESLEN v R T U MIESSK AR =DA% A Mol AU v—DEFEMHE
TE# A SR A b L E 7,
AV a— LV ENTHIRT, ERIISBEITSCTHRY =2 @O LET,

c —LDRE L— L OFEE, V—ANOA T FOFEE, BB OL— L7 Y)
R L £,

1: S OME

& Download Analysis Report
t Analyzed 100/15/2024, 21:11:06 | Policy Last Modified :09/15/2024, 13:2326

Summar y  Duplicaterules 6280  Expiredrules 414  Mergeablerules 154  Overlapping objects 714 Policy insights

acheive optimal performance
Total 8,562 anomalies, in 6,239 unhealthy rules

Shadowed rules Expired rules Full overlap objects

4,255 7 a97% 414 Aass 692 M81%
Redundant rules Mergeable rules Partial overlap objects
4,026 (31.8)% = 6,239 (49.2)% 2,408 (19.0)% 2,025, 7237.% Lisaznnasy 227 03%
Healthy ruies Unheaithy rules Disabled ruies
Rules usage history Hit rules & dead rules
\\\\\
im - 3m 0 Block
Rui
amoem G
e
6m -
\\\\\
> 1y
uuuuu
_—

BHF DM EDOT=HIZ, Security Cloud Control D [H—E A (Services) ]~X—, LD~ A >
DA% k (nsights) |>[RYS—FFS4FEATT4<4H (Policy Analyzer and
Optimizer) 1. BL U 7 7 7 N2 Firewall Management Center & 27" L I X Management
Center O [7 7 &7 AHilfl (Access Control) R U o —X—=T 05 KU =T F 74 FEBLOA
TTa~AY Z BB TEET,

o, BE. BELUVLKR—F

R =T FIAPEBLOATT 4~ 1L, o, BE. BEOLHR— O —E2EE(T
L/i—a—o

oKl

RV =T FITAFBLOATT 4 ~A P IL, AU —IZx LT 27 77 R Firewall
Management Center 33 . OV 4> 7' L I A Management Center 28— VU 7 L, KU o —TFF A
PBIOF T T A~ AP X=DWZRRLET, (R —TF 74P A7T 1 ~A % (Policy
Analyzer and Optimizer) ]-~*—%BA <1Zi%, DO~ A > C[EE (Adminigration) ]>[Firewall
Management Center] 22 U » 27 L., [Z 7 7 F{IEBIFMC (Cloud-Delivered FMC) | & 72 13/T:
B O #2711 A Management Center Z &R L, HHO~A TR =T F 74 A47
7 4 ~4 Y% (Policy Analyzer and Optimizer) ] #R L £7, F721%. Security Cloud Control ®
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o, gw. ssvvri—+ i

FEADRA T, [4 o4 & LiR— b (Insights& Reports) [>[/R) —F7FSAHEFT
T4 X4 Y (Policy Analyzer and Optimizer) | Zi8R L £, /& EEO [7—% Y — A (Data
Source) | Z 76, [7 7 7 REMHFMC (Cloud-Delivered FMC) | £72I13EED 4713
A Management Center & 3# L £,

MLnWT 2782 ary b — R =2 ER LIEGAE, EER) v—% A R — LTS
H. RV =T FITAFBLOFTTT 4~ FIZL o THRY =055 S5 F TITREREIN )
MO FET, @wisns e, RV —gEFEH TR A—TC&ET, UM LIZFETIND
HBEISH 222 b TEET, HMMRETTHE, RV —TFIAFBLOCAT T 1 <A
Fix, RV —NOL— L, KE(LTEHHRY v —DFIE, BLOL— LV OIEFHEOB
1 (Rule Health Summary) ], [/b—/LO&EFEAIRDL (Rule Last Usage) ], [Jb—/bE > b &
7 v K/L—/ L (Rule Hits and Dead Rules) |72 & D% & it 72232514 01 b &
L9,

() AccessControl Palicy Name Devices & TotalRules ¢ Observations Analysis Status & Last Modified Remediation Status Remediation Time

(O | Japan_Tokyo_Corp 1 161 59 ({i8% Optimizable) | Completed 06/26/2024, 13:30:25 !

O | Geo_Location_Base_Po 3 oSS Completed 05/16/2024, 15:28:38

\}

GE)  [#BIIN% (Observations) ] %0 [fi#{b F[RE (Optimizable) ] DEIA 1L, HELE X A EE 23
HAEn=HE81ckiEt T 2R Y U —HNOL— VEOBFEE T,

gE

R = OMEIZIE, X2V T 4R U—DOEFEWHIARENTEY, RN —IZ@EMd
BRYV =T FIATBLOFT T T 4 ~A T ICH o TRESNBEEZBRIN T 9, HilE
SNLHEEEER LT, BEEL—L, EETLIAT7 V=7 b HIRGINLO/L—v | B KON
DHFHBIONT oy VREN DL~ — VN — NV EBNMEETZITHIBRTE T, TNbDL—L
X1 2O —MZ~v—UTEET, by MU T —21F, [RKY ¥ —A %4 & (Policy
Insights) | % 7IZF RSN ET, [EE DA (Apply Remediation) ] ZiEIR$ 5 & R L7
BENRY o —ICEA S ET,

LR—

GHTESNR Y U—0FEL AR — bEFHTcEET, AU U—IBEENEHAIND L, BEL
A= FPFHAEEIC 2D £9, BELFR— ML, GELTWERY —0 8% L#H I
EEOHE Y A bz’»aiﬂm‘o@ PDF &L LTH Y — RTEXET,
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B & o751 98804757 215 2ERAT B OOMIREHS

R)O—TFFIAELVFTT4IAMHE2FEHAT ST
O DREIESFEH
« 471 X A Firewall Management Center |/3—3 2 > 7.2 LA T&H ¥ | Security Cloud Control

WAV HR— RENTWARERHY T, T8 —n0R b1 20731 R
BB O TWAZ E 2R LET,

» 77271 I A Firewall Management Center /X— " 3 > 7.6 LAF&IZ, Cisco Security Cloud & #%
BT HMENH Y 9, 427 L I A Firewall Management Center (%, Cisco Security Cloud
WA O—E E L GRI L 72 Security Cloud Control 77> MIA AR — KEhE T,

RS —TFFS5AFELVATTAIATS4AERAD
=i

R =T FIAFBIOATT 4~ AL, BMD T A & AIARETT, Security Cloud
Control FEAY 7T X7 U7 aro—fé LTRESNET,

7 59 FiZ{£ %! Firewall ManagementCenter B 7R ') o —
TTFo2AELVATT4 45 OEMHIE

RV =T FIAFBLOATT 4~ AP I1ET 7 +/0 b T2 70 R Firewall Management
Center (Zxf L THMNZR>TWET, ZHEHEHLT 27 7 U FEHH Firewall Management
Center D7 7 ¥ AR Y =% 59 512013, ROFIEZFIATLET,

FIE

ATy 1 ElOSA T, [EE (Adminisration) ] > [Firewall Management Center] #7 U v 7 L £,

AT 72 770 REMHA Firewall Management Center 737 7 4 /L TR S U7 REET [Hh—E R (Services) ] —
UM E T

AT9 T3 FUMORAL D[ AT A (System) | D FICHD [RY =T+ 74477 4 ~A+ (Policy Analyzer
and Optimizer) (%7 Vv 7 LET,
27 Z 7 K2R Firewall Management Center (27 7 F A 2y b —/L R U —RNERENET, Hrcts
DRY S —HBIRLTZ0 . DWERORY) o —DFMAER LY TEXET,
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Security Cloud Control E¥2xt% 74 > 7 L = X Firewall Management Center 0 K1) >— 7+ S5 A FELUA TT 4 74 ¥ DAL .

Security Cloud Control x5 4 > 7 L = X Firewall
Management Center D R O—7F 54 HELUVA T
TA4XAT OFEME

FIE

ATy T
ATy T2

ATvT3

ATy T4
ATy TH

ATvT6

74> 7L 2 A Firewall Management Center /X— 3" = > 7.2 DI A L T B A1, SecureX
L#A L, A7 L I A Management Center % Security Cloud Control (24> R — KL, [EE
(Administration) ]>[Firewall Management Center |2 @) L, 4> 7L I A Management Center
EEIRL, HOLA D[ AT L (System) | TRV =T F T4 +TT 4~
(Policy Analyzer and Optimizer) ] ZJER L E3, FEMIZOWVWTIEL, #2713 X Firewall
Management Center® 4 > R — K| Z#ZMRL T EE W,

47 L I A Management Center /3— 3 > 7.6 TR Y =T FI7AVFBIOAETT 4 ~A %
2T 55815 WOFIEZFEITLET,

471 I A Management Center C, [#f& (Integration) ]> [Cisco Security Cloud] (28 L %9,

47" I A Management Center % Cisco Security Cloud & #t& L CUW WA 1, [Cisco Security Cloud DA
0t (Enable Cisco Security Cloud) 1% 2V v 7 L, FIEIZEWE T, 7 77 Fia2&R T 51203, BEfF
@ Security Cloud Control 77> N & & IRT 520, FHLWTF o harueya=r358 777 Nk
A LI 4> 7 L 2 A Management Center 734 > R — K SuE 7,

747" L I A Management Center % Cisco Security Cloud & #t&5 L72 b, [RY o —TFI7A4 A7 T 4~
A DA%t (Enable Policy Analyzer and Optimizer) | = > 7 R v 7 A% 412 LT, [fR1F (Save) | %
7V w7 LET,

[/R1) &— (Policies) 1> [7 % & A& (AccessControl) ] ICBEIL £7,

AU —Z@INL, [RY —D%H (Analyze Policy) (%27 VU v 27 LE73, [#2% (Anomaly) ]5Z [T
1 (InProgress) | L RAREIL, BT T T2 &, BEOEE EELATREZRR Y O —DEIGNRR SN E
R

Blgx 7 Vv 7 35HE, 427 I A Management Center 735§k S 41TV % Security Cloud Control 77> k
DRV —TFT7A W& A7 7 ¢+ ~AY (Policy Analyzer and Optimizer) | ~— U FHAELE) SV E T,

K S — 5

7 7 7 RIEMA Firewall Management Center 2 7' 02 B2 a =2 735, A7 L I X Firewall
Management Center % Security Cloud Control 7 > MIA Vv HR— KL, RAY T —Z2{ER L7256,
RV =T FITAVBIOETT T4 ~vA T E2HERAL TR O—Oo 2 cx £9, FEMC
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. 9 577 F124£2! Firewall Management Center 7K 1) S — D74

DWW X, [Onboard an 427" L X A Firewall Management Center] 332 O [Enable 7 7 7 KN4
7% Firewall Management Center on Your Security Cloud Control tenant] ZZH L T 72 &0,

IITIEE, AV DS EIERNITHECOWTEHALET,

7 5 FiZ4£ % Firewall Management Center 7R ') & — D 24

Security Cloud Control 77> F T 7 7 7 F{ZHR Firewall Management Center 739 T2 7w &
Vazml T ENTWALEAE., T<ICRY =00 & BRiET& £9°, Security Cloud Control
T 7 7 7 R Firewall Management Center 7' 2 B2 5 =2 7§ 521X, [Enable 7 7 7
R#2{L7Y Firewall Management Center on Your Security Cloud Control] ZZ L T 7230y,

\)

GE)  HLWRIVV—2{EkT 5L, RV =T FI7AFBLOFT T T 4 ~AFRRY — D7 %
AL, [RYV—=TF 74477 1 ~A4H% (Policy Analyzer and Optimizer) ] ([ZFEKR S 4

LFETICRHEDBD D LHEENH 0 3, A LIS 5 88 () a2 w7 ) v LT,
N=VEFHTEHFRLTH LAY —2FRLET,

FIE

AT w71 Security Cloud Control DD FEF— a0 Ko, [EE (Administration) ] > [Firewall
Management Center\ZRBEN L £9, [7 T 7 FIRHIFMC (Cloud-Delivered FMC) ] 237 7 /L b TEER X
NTWa [P—E R (Services) ] X—VNERENFET,

RT9 T2 FUMOSRAL D[ AT A (System) | D FIZHD [RY =T FF7A4HF L4771 ~A4Y (Policy Analyzer
and Optimizer) | %2V v 7 LE7T,

FoiE, EORA T[4 o914 ELR—F (Insghts& Reports) [ >[R)—F7FSA4HEFT
T 14 X4 Y (Policy Analyzer and Optimizer) | Z&#IR L £7, /& LD [RY > —%FK R (Showing policy
for) | A7V a i, BRENTWDET AL ADORY U—RERINET, 7V v 7 LT, 777U Rt
il Firewall Management Center & {tio> 2> 7" L I X Firewall Management Center Y] 0 % x £7°,

ATY T3 GHEALARY —DAE, R =T+ I7A4FBLOATT 4 ~A P IiE, —L D% (TotalRules) ].
[BIHINZ (Observations) ], [Z0HT A7 —# A (Anaysis Status) |, 35 L O [T HEF (Last Modified) ]
& [T HEE (Last Analyzed) | DF A DAX TG OMENRFERSNET, KU — 23R
T5HE. HROSA AT HFFMBRRINET,
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# > 7L = X Firewall Management Center 7R 1) & — D 4347 .

Policy Analyzer and Optimizer

Observations ¢

1(33% Optimizable

0 24 117 (78% Optimizable
000 15 (1% Optimizable

o 236 27 (GEEIORIMEEES

] 0 12673 5562 (GEIOPURIESS Com 11512024, 132326

5 55% Optimizable 12:46:13

ATV T4 DOFEMERRT D0, ERIFHEINTLRY o—2RIRLET,

RIS —TFIAFBIOFT T 4 ~A Y TIE 24 BT ICTRTORY O—DNHBICOT SN 57~
W, TRTORY =TT ENTWT, FFMEMERTE 5 REMEITE VT,

ATV TS BOSHETFETHRY H—F2121%, [RY —DOF5H (Re-analyze Policy) 1% 7V v 27 LET,

#4 > 7L = X Firewall Management Center 7K ') & —®D 547

NV —=TFIA VBT T 4~ A ¥ 2 L T A7 L I X Firewall Management Center
W= 12LUEORY —% 503 121X, A A — FFikE LT [Cisco Security Cloud?»
5O HEMRH (Auto discover from Cisco Security Cloud) | E£721% [» 7 A U EHROMFEH (Use
Credentials) ]Zf# M L C, Security Cloud Control (2R U > —% AR — KT HMERH Y £,
747 L I A Firewall Management Center /X—37 =1 > 7.6 DA 1L, Cisco Security Cloud (ZHE &
THMLENRHY 3, HAhT 52 LT, 471 I X Firewall Management Center 7% Security
CloudControl 77~ MIA U R—FENEd, BT DAIIC, RO L ZMERL T ZEVY,

« 471 I R Firewall Management Center % 4> 7R — R, [E# (Administration) ]>
[Firewall Management Center | CAT— X AN [T 77 47 (Active) | THDZ L &HEd L
£

* [#4 (Integration) ]>[Cisco Security Cloud] (2% L T, Cisco Security Cloud & A L 7=
BTIRY =8 & ik = 2029 %  (Enable Policy Analysis & Optimization) ] % 7 >/
ZLET,

« 47" L I A Firewall Management Center % 4" > AR — R L7200 OA, 233 Tloa
ViR— RENTW5D 427 L 2 X Firewall Management Center CTHi LK U o —Z 1B E
723 A A= M LIEHAIE, RV =T F 74 FBIOA T T 4~ A FBRRY v — 2 EfG
TOETRHLET,

R —DHHNEIFE TR A —T&EET, Fo, AP a— v ENBEOITO—E L
L CHBMIZOTE £9,

RYS—TFFSAFEXTTARAFEFERLERY S—BEOAH. B, sL0EE ||



RYS—FFSAFEFTT4AIAFEFRALERY S —BEOHH. B, BEUBE |

B oxo—Lx—+

FIE

ATy T

ATy T2
ATvT3

ATvT4

Security Cloud Control D/EfllOF B/ — a > v 4> Runb, [EE (Administration) ] > [Firewall
Management Center |IZEBEI L £9°, [7 7 ¥ RIEIEIFMC (Cloud-Delivered FMC) |37 7 4 /L k TR <
NTW5 [—E R (Services) ] X—VMERINFET,

RV —%5HT 5 47 L I A Firewall Management Center % &R L £ 7,

FRONA D [ AT A (System) DO FIZHD [RV—TFT7 A& A77 ¢+ ~AH% (Policy Analyzer
and Optimizer) | %27 V v 7 LE7T,

Fo0E, EOSA T[4 o34 hELKR—F (Insghts& Reports) |>[R) o—F7F 545 &4 T
T4 X4 Y (Policy Analyzer and Optimizer) | Zi8R L £3, & ERBO RV > —% KR (Showing policy
for) | A7 a i, BREINTWDLT AL ZADRY —RNERRINET, 7V w27 LT, 77U Rk
i Firewall Management Center & ff1o> 7>~ 1 X X Firewall Management Center %) 0 £z &£ 7,

IHTERRY —DE, R =T FI7AFBIOATT 4~ A VI, PL—/r D% (Total Rules) ],
[BLHINZ (Observations) ]. [0#HT A7 —# A (Anaysis Status) ]. 3 KO [R5 HEF (Last Modified) ]
& [IAENT HEE (Last Analyzed) | DX A D AX T RGN OBMENRFERINET, KU —2 3R
THE, HROSA AT BN FREINE T,

R o—LkR—Fk

AU =B &, ¥R TEHE, [NV —TFI7A4 L4777 ¢+ ~AH% (Policy Analyzer
and Optimizer) ]-~X— D [Z3H7T AT — 4 A (Analysis Status) 725 [58 ' (Completed) 112729 |
[N (Observations) 1512, RY —NEFTH D), KELATRETH I 0NFEREINE

Policy Analyzer and Optimizer
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Ryv—nonz [

WY —ZBRL T, OATICET 232 LR OSA ANCRRLET, [0 ORR
(View Analysis Details) ], [/#HT LR — D Z 71— K (Download Analysis Report) ], 35 &
W [{EHEERE (Remediation History) | ##E /R T& 7,

R O—DHOBE
MEE (Summary) | % 712X, RON—NAERNT T T 7 L7 T 7 CERRINET,

L=V DOIEFEOREEE (Rule Health Summary) |: 1277 7 Z2H LT, 1EW, %), HIRY)
N, BIXORFEEZEGELL—VOBIZET LA A "RERENET, BT 70—k —
INEEDEDLE, L—LDOEELERTEET,

Overall summary

Review the cumulative summary to address issues, if any, and acheive optimal performance

12,673
Total rules
1 k
® 4,026 (31.8)% ® 6,239 (49.2)% 2,408 (19.0)%
Healthy rules Unhealthy rules Disabled rules -

| b

L— A ORI (Rule Last Usage) ] : ST /L— /L O RGBT 51 81 R A
ML & bIZFERENET,

Rule Last Usage
NEVEer
<1m
im-3m
3m=- 6m

6m=- 1y

4

(B M8 % /1—/L (Rules with Anomalies) ]: #7277 7 & LT, BENH DV —1LOHIT
B354 %A RERINET, N—IZh—INEEDLEDL L, BENRDDHL—NLOENE
RENET,

RYS—FFSAFEFTTAAFEFERALERY O —BEOHH. B, s&vE |



RYS—FFSAFEFTT4AIAFEFRALERY S —BEOHH. B, BEUBE |
B =5

Total 8,562 anomalies, in 6,239 unhealthy rules

Shadowed rules Expired rules Full overlap objects
4,255 7 49.7% 414 7 aB% 692 ~8.1%
Redundant rules Mergeable rules Partial overlap objects
2,025 ~M237% 1,154 ~135% 22 AM03%

V=it v h&F v K—/b (RuleHitsand DeadRules) ]: #Frl, 7' v v 7| B, [FfEeE
D=V Z A TIZONT, HIRGINWDONV =D v b7 > MIBET LA A FBRRREN

£7
Rule Hits & Dead Rules
Allow e 152
161 Block [ ] 7

Dead Rules Monitor

-—
-

Trust l 1

EHEIL—IL

[E#/L—/v (Duplicate Rules) ] ¥ 71Cix, BEOH D> ¥ RUL— L ETUEAL—LN—ER
IRSNET,

s [58423 % R L—/L (Fully Shadowed Rule) | X573 280N — Mzl > Ty R X
NHEDIT, Xy NIT—27 8T 7 4 v 7 ZFHE LARVL—LTT,

s [7E2TTE/NV— v (Fully Redundant Rule) ]i%, BlO LY K&7e—nro—HTbHY, 2D
N—NTIATTHRENSD N7 7 4 v 7 EHlE T TITHI DL — U > TFATS TV
L5720, ZONEA—LVEZHIFRL TRy NY—27 N7 7 4 v Z7IZITRELEE A,

TRTOREY Y FUNL—AREEIURNV— NV EHEMEETITHIRT 5 2 L 2R TE £T,

N

GE)  HBIIEZEBEL T, L ABRKENWEDICTTRICRS>TWAHL—LDO U A MR LET,
UAMNOENL—IE, —HOEMELE & IR RSINET, A LD [RE (Settings) ] HRZ
7V w7 LT, = L BICERRTHL—VRMEEZRIRL 7,

B RV —TFFS5AFEATTARAFEFERLERY S —REDOHH. B, BLUEBEE



RYS—TFFIAHEXTTARAFEFERLERY D —BEDOHH. B, SLUBEE

EHIHAT

sass+r70z0+

Fully Shadowed Rules (17)

shadowed rule is a rule that will never evaluate network traffic because the traffic matches the criteria of a preceding rule in the policy, and the preceding rule takes action before the shadowed rule can be matched. Leam More

Disable All Fully Shadowed Rules ] [ Delete All Fully Shadowed Rules

Observation - 1 1 rule is fully shadowed by rule
Observation - 2 2 rules are fully shadowed by rule
Observation - 3 1 rule is fully shadowed by rule
Observation - 4 1 rule is fully shadowed by rule
Observation - § 1 rule is fully shadowed by rule

Uy RUNV— B Ltk b, AEZEM T SANZ[DCICRET (Undo) [ZIBIRTE 7,
BTNA—NZHIRT 2 LERICHIRESND 12D, AN — LA b U TR 2 lE L, H
P22 L aHERL 7,

= VINMFLET D 7 T 7 REEA Firewall Management Center & 721X 47 L I A Firewall
Management Center ([CFFE) 325 Z & T, IR > TNDHL— L EZ VDO THHEDCTEET,

ok

[EET 54727 & (Overlapping Objects) | % 7I21%, 5ERICEMET S (IP 7 KL ANH
U, B2t 7ty hCHDH) A7 V=7 b, EIFTHZIICEET D IPT RLADO—ES
DH7Ey EREFELTVDN, 7 RLARERTIERY) A7V=7 bR -RERRESNET,

=& 2iE, =2 192.168.1.1 DA T =7 b & 192.168.1.024 DHIOA T =7 M3 EEN
TWDEE, 192168.1.1 47 V=7 MItOA TV =7 M EFERZHEBE L TWDHTEH, L—/b
BB D XA, [BRICEEL WD TRTOL T V=7 FZ2L—AnbLHIRT S (Remove
All Fully Overlapped Objects from Rules) | R ¥ %27 U v 7 TXET,

Fully Overlapped Objects (157) ™

Fully overlapped objects refers to objects which are subset of other objects in same rule, and can be removed to optimise the rule. Leam Mor

[ Remove All Fully Overlapped Objects from Rules

@ T 20 rules below have fully overlapped objects. We recommend that you remove all fully overlapped objects to increase efficiency.

Rule Name Overlapped Objects
3 Destination Netwark Fully Overlapped by
4 Source Network Fully Overlapped by

R EEOSGGIE, BAETHLEICIHMEL T, ZETE 20 E20n&HkiL, 702
MEMRE L TENOOLE 2 EHREET OLENDH Y £,

(@ The 28 rules below have partially overiapped objects. We recommend that you remove all partially overlapped objects to increase efficiency.

Rule Name Overlapped Objects

Partially Overlapped by

Public-DNS_1 PUBLIC-DNS
+1more...
Network Partially Overlapped by
Japan_Tokyo_Data JAPAN TOKYO
JAPAN_TOKYQ JAPAN_SERVER_SEGMENT
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B s=onor—n

HRTINDIL—IL

AR D /L—) v (Expired Rules) | # 71i%, KEEHEHAAHIROINIZ s To v — s —B kR
RENET, £ A= ADBNHIRUINICR A, By b AT b, e BRI, R
HPHZR EON—NAFEREHERTE ET,

[T_TOHREIN N — L &5l (Disable All Expired Rules) ] % 721% [T COHIBREIA L —
V% HIBR (Delete All Expired Rules) | Z &R T& £,

Expired Rules

Disable All Expired Rules } [ Delete All Expired Rules

Rule Name Expired on Hit Count Last Hit Time Time Range

<Y —URRELIL—IL

[¥—R[BEZ2/L—/L (Mergeable Rules) | # 7\Zi%, #FRIFRE & 7 v v ZEEENELIL T
T, 12DO— I~y =V TEHN— AR —HERRENET, BHINEZHAIY | [T3TO
N—NE~<— (MergeAllRules) (%7 V27 L T4 T HNV—NVNDOET V= Nae~v—
L. BT HL— VO EHETE £,

GE) 200 —NAhk~v—TF 3L O —LOOXL TEEN, IO — LN — I
WA L—LZERAENS 2D, ~— T &N/ —oaX o JEfEiL, &0/ —/LOREIC
e, oL — L D—FEou X FEEITTITEEXINET,

U2 (2
[RU T —A %A & (Policy Insights) ] #~7® [t ~> hAZ 7> & (HitCount) [ EZ 3 IZ
E. MU=l R —n ([—Ed ey FLTWRVWL—/L (NeverHitRules) ])
PRINZFTRSNES, by MUY MERIZ, AU —ZHV 4 THATVDETRTOTA
AZANPOEEINET, FEEZEELZY, fhot y MUy MEH BE6 » HRO [E v
F L TWevyvb— L (NotHitRules) ]<°, @R L7=HMO[e » N L7z/—/L (HitRules) |72
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®uso—er

E) #RARLEDTEET, A—, by MW, BROHIBICRESNTZT 7 v a V&M
LT, =& 7 VHABETE T,

[—EbHE v FLTWARWL—/L (NeverHitRules) ]: {EREENH—EH B v b LTV

JL—L,

s[> hL7/L—/b (HitRules) ]: ZRLAHMIce v M L7—1,

s[BE > FLTWRUVWL—/L (NotHitRules) ]: @R L7ZHMICE v LT e b—/L,
N E T ITHIBRT DL — L ZBIR L, L— /L Db (DisableRules) ] ¥ 721% [/L—/L DH
% (DeleteRules) 1% 27 U v 27 LEd, mHNNL—NLE2EH LT, ERMLOEEZHIE LT
MOHIRT 2 2 L Z2HEREL £,

o
)
F

noeoo g
2

o ~ 4
R o—BE
S OWEN S BEOH DNV — LV EHIRE 23BN T 288, R —TF 74 TBLIOA
TT A=A TEENLOETII T ICEA SN EFA, BEREERAT -V 7S,
& o H (Apply Remediation) %7 V v 7 LIzBEICOAHMEHA I ET,

MEE @M (Apply Remediation) 1427 V v 7325 &, [RIU LA — MIIEDSWEEIXHERE
HATEETA, HILORY O—RETHR) = FHEETL, LWL R—FEEHALT
WA EET HALERDH D T,

R —IEEDEA

IR BRI
MEEEEAT DN, TRTORY =Dy 7T v T HEHR LT 2S00,
cHHEINDEIICAT =V T ENTZWVWL ONORY) —EENRH D Z L EMERLET,
AT =D T ENTEERRWGE, EE DM (Apply Remediation) ] 748 % 13 E)IC
e ET,
f EMRIZH D [RY > —DREETH (Policy Last Modified) ], [V ¥ — D& HT H

(Policy Last Analyzed) (D HfF & XA LAAZ T BIXOMEENGE L Tvy—27 LT —

NOREMRTHZ LT, BEZEHATLIRY O —ON—Va VERBETEET,
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B« o—paLk—raznans

FIE

ATy T

ATvT2

ATvT3

ATy T4

w1

RV =T FFA4H &4 7T 1 ~AH% (Policy Analyzer and Optimizer) ] ~<—C, [{EEDEH (Apply
Remediation) 1 %227 U v 7 LET,

HHENL TN TOBEOERZZUHEARN y 77 v IR Z@E L, BELRWARY —EEAEM L
TWARNWZ & 2R LET,

@A (Apply) 1227V 27 LET,

GE)
EH (Apply) 1227 Uy 734 2&, MEENEMINTWET (Remediations are being applied) | < 78
Vo —3EEDTDIcu v 7 R TWET (Thepolicyis locked for remediation) | 72 EDR > 77 v 7 A v
—URFRRINET,

BEENEFICRET LS, Kby R — D& 7 v— K (Download OptimizationReport) 1% 27 U v 7 L
£

BENEHIND ER) —DNEEINDTD, FICEEIN—HORY —%2 o L TRl oo
OMEZ BT oH0ENHY £, TOWEZHEML T, KV ORY —DRFEZEETE £,

BELA— ML, @A TR TOBESLMEEREH SNV — L ORET — 2 BEENTVE
T (R —TFF7A4 Y% &4 77 4 ~A4H (Policy Analyzer and Optimizer) ]X—3 TR U > —% NI 5
L. AROSA N [EEERE (RemediationHistory) |33 /s SAVET, JEREICIZ, BEO AR, E1E %
Bllca—%— BIOMEERT—ZRIHET LT —2NEENTWET, £/o, ALKy 7T v 79 b
BELVRA—FEXyrn— R TEET,

TRCOBENTEESIN., BEORR, BEZ2FET LIZ2— =72 EOfFRE &b, [IEEEE (Remediation
History) ] IZERINET,

G¥)
ERERY —7 7a—RNEMI 72> T 5 427 L I X Firewall Management Center O35, R Y 2 —&E
NEMINDE, WY —27 7u—Foy EElSh, BERAT -V r7anEd, 2L Ty
P ETITERINTGEICOBENT/R Y £3, FHMIZ OV TIL,  [Cisco Secure Firewall Management
Center 7 RX =R hb—3 3 A R] @ [Change Management] Z#ZM L T 72 &0,

—BELER—KIEFENDIRE

R —EELFR— NI, BT LEBERSN T X TRESINTEBY, PDFELTH Y a—
FCxEd, ZorFA— ML, AU = LTEITLEBEIZESWHT, UTFTok'Z v
VINEENET, I a i, A FITESINTEET 7 a v, BLXOBEET S
a Ay MIBT ARSI SN TWET, e BEEAL—AEEEL TCWARVEA, L
A= MIUTEHL—VOBRIZEET 287 v a VB ENET A,

 EE OB
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/740/management-center-admin-74/system-config.html#Cisco_Concept.dita_9a108367-fab2-4c01-8801-01fb4ffa6d20

| RUL—FF54¥LFTTFARAYPEEALERY S—BEOHH. B, BLUEHE

R S—FFSAHFBLUA TFRAFDO RS Tva—T125 |

sty MU NDOEE
« HFREILL— L DB
s L —ILOEE

e v — UHA[RE/IL—ILDEIE

)

GE) HRI—DB RV —TFITAVTBIOFTT T 4~ ICL o TEEIN T DI DMHERT DI
X, [R'J>— (Policies) 1>[7 2 AR &— (AccessPolicies) [ ICBEI L, R Y o —% ik
LT [RY —x5 1% (Policy Editor) | T/A—ZFRLET, BV =R KU o—TF7F
AVFBLOATT 4w A FICELoTEREIND &, EifbShiol—micax s bpBnsh
F9, £, RV =T FIATFBLOA T T 4 v A F I Lo Tk sz X Tor—v
IRV =T FF7AVBIOAT T 4~ AL THEH) ZFEHLTTZ XA L, &
V=T F 74 FBIOFT T T 4w AFIL o TBEINEZTRTOL— L ERRTEET,

R)O—TFFI3AEXUVCATTA4IA DT TIL
a—TFq48

V%

FIE

ATy I
ATv T2

ATvT3

ATvT4

RV —TFIAVBIOF T T 4 ~A P ICETHMEE T TNV a—T 0 73523,
UTOHAEZZBL T IV,

—TFFIAFELFTT A RAFTRY S— DTSR

[RY > —D5Hr (Analyze Policy) 1% 27 U7 LTH RV —TF 74 FBLOATT 1~
AHF TRY =B ENR2WVEEIE, ROFIEZHAL T ZS0,

[E# (Administration) ] > [Firewall Management Center |28 L £ 9,

R = NFEITEN TV 427 L 2 A Management Center £ 7213 [ 7 7 REHRIFMC
(Cloud-Delivered FMC) &I L, HHODOXA > D[T7 7 > a > (Actions) | T[V—72 7 — (Workflows) ]
EIRL £7,

B OU—7 7a—@ [BIEOIREE (Current State) | 28 [=7 — (Error) | DAL, V—2 7o —%EH
L. [#THKHE (ENDSTATE) ]23[=7— (ERROR) | THARKEDT 7/ a v ETAZu— /L LET,

[#5 5% (RESULT) 151D FiZdh D [T —A* vE— (ErrorMessage) | %7V v 7 LTtz T — A v

TR T 5 [A¥ v FL—R (StackTrace) %27V v 7 LTC=T7 —DRK & 72 o 7o —HOBIS} %

MR LET,
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B 735190 T7 0 TRY - BB REL

ATV TS =T =%k HH, Cisco TAC IZHE#AE L THHR— F 22T T30,

R)O—=—FF A EFTT4IA P TR D—HEBFEINGEL

747" L I A Management Center D 7R U 3 —7% Security Cloud Control @ R Y v —7FZ A4 %5
FOFTT 4~ AP RXR=DIFR SN RV AR, ROTFIEZETLET,

FIE

RTwF1 427 L I A Management Center C, [#& (Integration) ]> [Cisco Security Cloud] (&) L £,

ATV T2 [RV—TF T4V 47T 4 ~AFDHZML (Enable Policy Analyzer and Optimizer) | F = v 7 R 7 A
MA N TND T EEERLET,

ATv 73 ({EE) Security Cloud Control 7> hDEMMDF S~ a0 RUT, [Y—ILEH—EXR (Tools
& Services) | > [Firewall Management Center] (Zf#) L, 4> 7 L I A Management Center 237 7 7 ( 7 T
BEAETHDLZ L AR LET,

RYO—TFFSAYEFTTATAFICATEELHDB
EfE (FAQ)

R —TFS5AEXUVA TTA AT EFERALTFEHTETT SR Y, CiscoAlAssistant
THRYS—ZFHDHMLTEBETEETN,

Cisco Al Assistant X ARV > —T FIAVFBLOA T T 1~A Y LEHE LT, BFOHDIRY
V—ERBEL, =Y —IZBmHBLEIN, ATHET VAZ L MIRY —% HEWIZ O L
TEETHZ LT A,

RI—TFFSAYELUVA TT 4 A F (X, PHFAHDRY) O—(CdT 2H-HEREERE
L. BLARYS—THHEZEEERITTETETH,

Wz, RI—TFI5A4FBIOFT T T4 ~AF 12, FETRI V-84, £720%
4 BN TR Va— SN R Y V=0 OFETRFICOHRRY —& o TEET,
HEBER)O—DIFGE. RV —TFFSA BV TTFA YA TIRIEALDTINA AR—ZD
LiR— ORI EShETH,

Wz, BY V=T FIAFBRIOATT 4 A FIL T 7 EARY S 7 —F T3S0
TOHRLFE— FERIELET,
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RUS—FFSAHEATT 44 FET &< H5EM Fa0) [

FhlX 4> 7L = X Firewall Management Center 1—— T3 M, R —FFSAFELUVA
TT 44 ZEAT BIZ(X. Security Cloud Control XS4 U X EHEATINEAHY E
ERAS

Wz, R =T F 7 A FBIOA 7T 4~ A P IL, Cisco Security Cloud DA I I BEAF F
7213 B 72 2B S 417z Security Cloud Control 77~ b D —#8 L L TRt £,

# > 7L = X Firewall Management Center % Cisco Security Cloud & #i& L 7= & & (Z Security Cloud
Control 75+ > hETRAEDI=ZVILELEN, RUS—TFFSAFELUVFTTTo3A4Y
LU4} I Security Cloud Control T;EFA T E AL END,

Z @ Security Cloud Control 7> b @D KRV =T F A VB L O T T 4 <A ¥ BEREO TG
& E£9, Security Cloud Control D OHERE % 3~ % 121X, Security Cloud Control JEA 7 A
TR EEZOMDT AL AFERDOTA B AZWAT HMENH D 7,

# > 7L = X Firewall Management Center TZEEET—- JO—NERIZH-TH Y., EK2
FLOEELNH LR O—HBEHEE. R)—TFSAFBLUVF TT4 74 FEZENED
RYS—ZBETEETH,

W, R —IHMERHERNTE Yy 7 SR TWVWAELEWNWHI T —NFHRIN., BEINETA,
R O—FFSAFBEUVATTAIAFRNIDORY) O—THINTEBIL—ILIZRREELH
UZFEdTh,

R RBOHIBIZH D FHA, RV =T FIATBLOTTT 4 ~A T 1. FBEOEORY
L=V EGHTTE LT, = AEREWR Y —D5E, OFTIC BN NY F
ﬂ—o

W—ILOENEEL—ILDOEIBROEZBNIMTT A, ELLARVNA T arTTH,

N—VEHIEET D &, TON—IUIT A ZAD AT Y pHEEICHIBRESNE T2, ERho Lz
Wh. V—IUIN Y I T o T E L TT AN, ADRAE VRS, T, AZEHENEY
/Vo

BOMICETLTWSRY O—DBENKB LGS, EERFRY O —TFI31FELUF T
TARAFICE>TEHPBMICIMYBESNET A,

WO, 2O LD A EERMLEELR- I RRRENET, LR— FEHAT, A%
BRMEEDORBEEZ T — N 2R L, BELZFEHTHRVHEL T, BELZRNNLOVET
ZEMTEET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



