kST a—FTa 8

Z ®FTIL, Security Cloud Control Firewall Management O & &£ &7 a > R—x v M &7
HEXIIRETDHHRIEOHDZT—% N T TNV a— FT B HEIZOWTELIEBALTW
*7,

» Security Cloud Control ® s 7 7 Vv a—TF 7 (1 ~X—)

« T AOERERRE (12 ~—2)

Security Cloud Control D 5 TV a—TFT 4 25

054 VDERBD STV a—T 424

IE L < AL Security Cloud Control ) —2 3 V(ZBB->TaOd A v LTWAESH, OS A VItk
54

)72 Security Cloud Control UV — 242027 4 LTWD Z EAMERL T ZE0Y,
https://sign-on.security.cisco.com |22 7 A > § 5L T 7 AT HY —Va VEBIRTEET,

PA LA THY—Ta i onTit, UV — a2 & d Security Cloud Control ~D A > A
v ESBLTIES N,

BITROOJAVEBOD S TN a—TFTa 0T
A—H—RBF=IF/NRT—FHAIE L ZLV=8. Security Cloud Control ~MD A4S A U [2KERT
5

fi#ikix Security Cloud Control (22 27 A > L L5 & LT, FloTWAHIELWZ—HF—4 L2
U= REMEHL TW2ICb0hbbT s KT 558, £ IRV —FaEh-
Bal # L CH AR/ RAY — RZ&EE TE 20 1E. #1 L Cisco Security Cloud Sign On
TH Y NEAERE TR J A BRI ATREMER B Y £, #T L Cisco Security Cloud Sign
OnT7HUY NMIHA LT v 7T HMENDHY ET,

figiRsx HH Cisco Security Cloud Sign On 7 5 7 o ks DAERL & Duo 2 EHRFBALDOFREE S L T
<TZEvy,

FSINYa—TFaT .
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B 7rexecamzorsinea—500

Cisco Security Cloud SignOn &y & 2 7/R— RAD B S A VIERETIT A%, Security Cloud Control
FERETER

figikix Security Cloud Control 77 k & (X572 % = —+# —4 T Cisco Security Cloud Sign On 7
10 FEAER L TWARIEEMED & U £77, Security Cloud Control & Cisco Secure Sign-On @ fii]
Ta—W—FRA LT 5 I21E, Cisco Technical Assistance Center (TAC) [(ZiHifE LT 72
Uy,

RELEIVvIR—VEFALEZATA VIZKKT S

Rk 7O UVIRES N WT vy s w—J EFERHLTr A LIS E LTV DENDL L
NE¥i, 7 v 7 ~—2 M https://cdo.onelogin.com &5 L TW D ATEEMEN H W £,

f#iRi% https:/sign-on.security.cisco.com (22 7 A > LE T,

« f#3R3% Cisco Secure Sign-On 7 # 7 > & EEER L T RWEAIL, 70> b &1ERk
L\i—g—o

« f#3R3% Cisco Secure Sign-On OF LT w7 > M EER LIcSA1X. 77> MBMER S V=
V— g NI D Z v v 2R — RO Security Cloud Control #Z A V& 27 U w7 LET,

« fi#iRi% Security Cloud Control APJ

o f2iR% Security Cloud Control A—A K U 7
« fi2ifi% Security Cloud Control EU

« f#iR:% Security Cloud Control 1 > N

« f#iR% Security Cloud Control K[

« fRiR3% https://sign-on.security.cisco.com Z{FT LI T v /v —27 ZHH L E T,

TOERRETHED FS TV a—T a5
FRIAVA—T) 2V MEHBRT—8 ADEER
Fig

AT TN EOSRAL L TEFIVTATNAREZ7 Vv 7 LET,

ARTFVT2 [TAR 2T %27 ) v LET,

ATV T3 WERTNARZATDETHT Y v 7 LET,

ATy T8 [HLWT 4> H—T7 VU h&EMH (New Fingerprint Detected) | A7 — 4% ADT /A A& RN L F 7,

ATy TS5 [HLWEBDHE SvE L7z (New Fingerprint Detected) ] XA > T[7 4 V' H—7 U v s OHER (Review
Fingerprint) | %7 VU v 7 LT,

RTVT6 740 =7V bR L THFATHL5 I RDLNTEL, UFOFIAEFETLET,
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| F3o0va—F104
Security and Analytics Logging 1 N> b EFRA L=y bT—OBBD STV a—TFT 45 .

1. [ —7V> XU a—FK (Download Fingerprint) | %7 U v 7 L CHEGRLE T,

2. T4 A=V MCRENRTFIUE[RFA] (Accept) 1227V v 7 LET, MERHILIHAIE. [Fv
> (Cancel) 1227V v 7 LET,

RT9T1T HLWT 4 o H =7V NORBEERI Uitk T34 AOHEFRIED [4 2T 4~ (Online) ] & FRS
M, HERA T — 2 A0 TIERIE (Not Synced) | F 721 HiAHH (Conflict Detected) | & FRIN D
ANBHY £, HROBEA DR (Resolve Configuration Conflicts) [5%E DA DRk % #esB L. Security
Cloud Control & 7 /31 A ORERL D725 2 fead L TR L 97,

SecurityandAnalyticsLogging4 N> FEZFEAL-R*y FT—VBBED S TNV a—T 4«
>y
T, ARV a—TEERAL TRy N ORI N T TN a—T 4 T B FETT
BIbDFEARNIR T L — T — 7 T,
ZOTFIVATIEH, Xy NIV EHF—LN, 2a—F—RRy NU—7 DY Y —RITT I
TATERNWEWVWIHEEZZITR 7= EBEL TCWET, MEEZOEFZ2HEL TN DE2—
P—IZHEANT, Fy NI—TJHEHATF—LIE, EOT77 AT U — RN 2—H =21V V—
ANDT 7B AEREE L THA03E L TWET,

)

CE)  ZovT VAT, *y NV—2 b I T4 vV B2 FHTHT7 74T 04—/ FDMIC L 5%
BT AL A T8 % Z & HHE LTV ET, Security Analytics and Logging 1%, 1T /3o 257 A
T S ERENELEEA,

FIE

AT T EO~AL o T[ARy QY (Events& Logs) | >[4 N> k (Events) | >[4 R kAFX2 S (Events
Logging) 1 %7 U > 27 L&,

ATwv 72 [JEFE (Historic) ] ¥ 7 %7V v7 LET,

AT 73 [HHEEPA (TimeRange) [WZ K24 X b7 4 VX EEABIMA L 3, 77 4/L T, B (Historical) ]
AT E 1R OA Ry MRFRENE T, TR IE LW CH 255813, BED B ff & R
Z [T (End) 1BZE LTADLET, ZNMNIE LW CTRWEEEIL, @85 SN = BE oK %2
GRS TR Z A LET,

ATw T4 [P —ID (SensorID) 17 4 —/V RIZ, 22—V —DT 7 RAEZHHL TNBEEXOND T 7AT V4 —
NDOIPT RLRAEANLET, 77 AT U —VREEOFRER S D 5E81L, MR AA—TCERMEED~
TEMFALTAR M2 T g VHMBLES, 220> b ZEK L, N HE2O0RAT— kA hThE
A LE9, #: sensorIp:192.168.10.2 OR SensorID:192.168.20.2,

ATYTE X T 4N HNR—=D [V —AIP (SourceIP) | 7 4 —/V RiIZ2—H—DIP T KL AEZ AN LET,

FSINYa—TFaT .
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ATYT6 2—HF =R V=R T IV EATERWEAIF, DU Y —ADIP T KL A% [585EIP (Destination IP) ]
74—V RIZANLET,

RT9TT1 FBRICFEREINDIARMERIAL, TOFMARRELE T, LTFTOFEMICERL T ZE,
« AC_RuleAction - L — /A3 R H—Siz b EIZE TSNz T 7 ay Gra, B, 7ay7r)
* FirewallPolicy - 1 X h& N U H— LI V— A BEFEET HRY v—,

» FirewallRule- 1 <> s & ~ U H— L7z /L—/L D4R, 7S Default Action DA, A X & b U T —
L7EDEFR) > —DFT 74V T 72 arThHO, R —NOL—1LD 1 OTIEHY XA,

eUserName- f =3 = —HZ D IP 7 KL A|IZBHESIFonz2—Y—, /== —XPT KL ATV —
AIPT RLALRERUTT,

ARTYT8 W—NDT a7 I7vAET vy 7 LTWDEAIL, [FirewallRule] 7  —/L K & [FirewallPolicy]
TA—NVREMHELT, 77E8RXA%270y 7 LTNWDLRY —D/L—LERELET,

SSLIESfAEZEDMED FS TN a—T14 27

EEEEZGNTSOY TIEHEEET 27 T TIEHEEE LG L \Web 1 FONIE (SSLEF-IXER
SERE=2Y)

A= h 7+ BLOEOMDOT NA ZAHO—EHOT 7Y r—a ¢l [SSL (F 72135785
) E=rr) LRI FEMEHSVET, SSLE = FETIE, D —N—iElE
DNy ailNT TV r—va CARONEICHEDIAENE T, TORE, 77V r—va R
PB4 STz REH] # % Firepower Threat Defense 7 /34 A B THLD & /v ¥ 2 FREEIZRIL
L. st sinEd,

Web¥ A FOT 7V r—va VEMHLTEDOYA MCERT L Z LN TERNITL b5
T, Web 7 7 U EHERT GG, Bl LT 7Y r—ra v EFER LT N A B
DT TP THEHTE D LV ONERIEIRTY, 72& 2L, Facebook 7 i0S % 7213 Android
TV r—va v EFERAT A BRI L 9728, Safari F 7213 Chrome T
https://www.facebook.com Z FEE T % & #Hfi T EI L £7,

SSL B = ZI3MFIc P IE LR A BT A - DI SN A 720, BERESEIZIH 0 T8 A, RO
WITNOORIRNEZFEHTILERH D £,
HHORT
A MR T T I TIIHERET DDIZRI LT NA A LT 7 r—3 a U TITHERE L 2 WiEE
I, I RIFHEEICSSLE = 7260 EE2ONET, 72720, FLLSARDILELRD D
ABlX, 77UV 0T A MINMA T, #iA X bEEHLTSSL =0 7 &t £,
TTV =Y avid RO 2ODIET/y ¥ a RGEDO KL D5 5B H D £,
« I NN—T1DT 7Y r—3 3 (Facebook 72 &) 1. ¥— 305 SH, CERT. SHD % v
T —UEZ TS LT ITSSLALERT A v — V% EELET, 77— ME, @, SSL
v'=22%7 [UnknownCA 48)] 77— FT9, 77—h AvE—TDHKIZTCP Y
Ty MREEINET, 40 FPOFEMIERTKRO L S RERPAONET,

B rsorva—F424



| F390va—F40%
BARODSA VEBO 5 ILva—T125 |

*SSL Ym— 777X ALERT SEEN AHENLET,
*SSL Zwu— 77 72X APP DATA C2S F7zl¥ APP_DATA S2C IHFENFEHA,

*SSL 7wu— Aw&—Ud, W@, CLIENT HELLO. SERVER HELLO, SERVER CERTIFICATE,
SERVER _KEY EXCHANGE, SERVER HELLO_DONE T,

c IN—T2D7 SV r— a3t (Dropbox 72 &) 1E7 7 — FEEELEHA, KDV,
NS RV A INETTEETHFS>TOHLTCP Yy hERELET, 42 hTKD
LY RIERB AN ET,

* SSL 7®m— 77 7I|JlX ALERT SEEN, APP DATA C2S F72|X APP DATA S2C IFHFENERA,

*5SL 7wu— Awt—UiX, #H. CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE,
SERVER_KEY EXCHANGE, SERVER HELLO DONE, CLIENT KEY EXCHANGE,
CLIENT CHANGE CIPHER SPEC. CLIENT_ FINISHED, SERVER CHANGE CIPHER SPEC,
SERVER FINISHED T,

BiTOoOIJAVRBO NS IV a—Ta 09
A—H—ZFIE/NNRT—FMNIEL LV =8H. Security Cloud Control ~D RS A U IZ5kEXT
%

fi2iks% Security Cloud Control (22 7' A > L X9 & LT, Ho TWHIEL W —HF—4 LR
V= REHEHLTW Db bbb T rr A AKRRT 256, £ (XA —REeEnT:
e L Tb AR/ A T — RZEE TER20WEETX, # L Cisco Security Cloud Sign On
THY s NEAERE T A ERBR T AR B W £9, HT LU Cisco Security Cloud Sign
On7 AUy MIHA LT v T T HNENRDHY ET,

fi#iRi% A Cisco Security Cloud Sign On 7 4 7 > h DEK & Duo B FEBFEDHKTEE SR L T
<IEEWY,
Cisco Security Cloud SignOn &' & 2 7/R— FAD O A UIEFINT S HY. Security Cloud Control
TERETEGL
fi#gikix Security Cloud Control 77} > k & (F 572 5 = —4 —44 T Cisco Security Cloud Sign On 7
1 FEER L TWARTEEMED S W £77, Security Cloud Control & Cisco Secure Sign-On @ fii]
Ta—W—{ER A (LT 5 I21E, Cisco Technical Assistance Center (TAC) [(ZHifE L TL 72 &
AN
RELEIvII—VZFEALEZATA VIZKERT S
fRiRE 77 UVIR FS NI WT v v — B L TrZ A LIS E LTV ENDL L
NE¥A, 7 v 7 ~—2 M https://cdo.onelogin.com %5 L TW D ATHEMEN H W £,
fi#iRi% https://sign-on.security.cisco.com |22 7 A > L E T,

o fi#iRki% Cisco Secure Sign-On 7 4 7 > &2 /B L T RWIEAIL, 70 > b &Rk

Liﬁ‘o

« fi#iRi% Cisco Secure Sign-On OFHLT 10 > M &R LTc A%, 77> MMERR S vz
V=3 KT 54 v & =2 AR — R Security Cloud Control # A V%27 U v 7 LET,

FSINYa—TFaT .
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7J_7- R

« fi#iRi% Security Cloud Control APJ

o f2Ri% Security Cloud Control A—A K U 7
* fi2ifi% Security Cloud Control EU

« f#iR:% Security Cloud Control 1 > N

« f#iR% Security Cloud Control K[

o B3k https://sign-on.security.cisco.com Z{FT LI T v /v —7 ZHH L E T,

T MDRSTL a—TF4 05

EEATO Y FOREEDRER

ATy T
ATy T2
ATvT3

ATvT4

ATy TH
ATvT6

FEAT Vs Nl E, AT A A RIS D, ARNTRLRZPMEIZXFRCTHD 2oL ED
A7V s NTT, W, BEELIEAT VS MIRo TERS, RUEMZE-ZL, &F
SERRY =l oTHERHENET, EEA T V=2 FNORBEZMR L7=%. Security Cloud
Control [X, FESINTA TV =7 NMITxHT D, BEEZZTLTXTCOF TV 27 NBREE
BFLET,

HEAT7 V=7 FOREZERT DI FOFIRZEITLET,

FIE

FEAUDRA T (A7 ¥ =7 b (Objects) 127 Vv 7 LT, A7 a Z@RLET,
WIZ, ATV M7 4NVFRBLT, EET LA T V=7 FOMEEZ RO ET,

FEROPEMNS 1D BIRLET, 7 V27 FOFEM ARV, ST 2EHEOKZ R [EE
(DUPLICATE) ] 7 4 —/V RRFRENET,

[d DUPLICATE Resolve | Ignore

[fi#R (Resolve) 1% 7 U v 27 L%, Security Cloud Control |3, THEA 7 V=7 Mk TE 5 L HICE
RLET,
T 247V Fae 2 0BRLET,
LFoA7varind £,
ATVl NON1DOENOA TV 2/ MIEESHZ D5E1F, /REFETLH47 V27 FTHEEIR (Pick) ]
7 U w7 L. [f#K (Resolve) ]%:7 Vol LTHEBEZTDHTNNARAERY NTU—T R V—%ff

L, ARIZHEN 2T UL [#F8 (Confirm) 1% 7 U w27 L'EJ, Security Cloud Control (%, &R L
ATV MIEESHZTHREEL, EEAHIRLET,

cUANMIHLA TV =7 NGS5, [ (Ignore) 1227V v/ LET, A7 V=7 Nl
#8925 & . Security Cloud Control 75@%TT5E%§%‘7°‘7:7 DU R RPOHIBRSIVET,
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| F3o0va—F104
sEArIv s romEn: ]

ATVl NERETOLOO, EEAT Y =7 O T Security Cloud Control (237~ L TIEL <
RWNEAE, [TRTEM (gnore All) 1227V v 7 LET,

AT Tl EEAT V27 FOMBENRIE LTS, ToT-EEE245T L Ea2— L TRERRT ., HHLTHOEE
DOEFZ BB LET,

RKERA TV FOEDRFR

KA T D=7 ML, FAL ZERICEET 2500, BIOAT =2~ T7ERAY X
F. NAT L= Lo TERETWRNA T V=7 FTT,

REEER -
e FNRAARALY—ERADY X DT T AR— K

» Security Cloud Control ~D 7 /A A —FEFHE#E
KERAA TV FORBEORRR

FIE

AT EORA T, (A7 =2 b (Objects) 1227 Vw27 LT, A7 araRRLET,
ATV T2 RIZ, AT V=7 b7 VXML T, REMAAT7 V=7 hOREEZ RO ET,
ATV T3 1 OULOKREAOAT V=2 PEBIRL ET,
ATV T4 UTOF T arBmboEd,
cBMET 4 RUTHIER (Remove) 8% 27 U > 27 LT, REHADA T Y =7 k% Security Cloud Control
MHHIBRLET,

o [MRE (Issues) 1341 T, [#H (Ignore) 127 Vw27 LET, A7 V=7 MEHEHET S5 & Security
Cloud Control | IRMHD ATV =7 FOFERIZEDAT V27 FaRR LR T,

ATFYTS RMEHOAT 27 FEUIBRLIEEEIE. [ToT722 824537t R_RTCDOT A, ZADORELED T L E2—
R, L CHhOoEBOETE A —EICER L ET,

G¥)
KEMDOA TV =7 FOMEZ —FETHRT2120%, A7 V=7 FoREE —FETHRIRT S 22U
TLIZEVY,

FSINYa—TFaT .
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B cerro0:0 ro—EaR

KEAA T bO—EHIBR

FIE

AT EMORAL T, [A7Y=2 b (Objects) 1227 Vw7 LT, A7 v ara@RLET,
AT9 T2 R, AT V=7 "7 4 VZME LT, REHA TV =7 FOMBEE Lo £9,
ATV T3 HIRTHEREAOA 7V =7 NEBIRL ET,
e N—=V DT RTOAT V=7 NEBIRT DI, A7V N T —TNDONy XTIl DT =
IRy I A% ) v LET,

ATV NT =T NTRERHOF 7V =7 FEEBNTERIR L £,

ATy T4 HMO [T 7> a3 (Actions) 1341 > C[HIEE (Remove) ]® 2~ VY w2 L, Security Cloud Control i3
WUTEREHOA TV =7 VT XRTHIBRLET, 9HOAT Y x7 MERFFCHIFRTE £5,

ATFwT5 [OK] 227 Vw7 LT, REHOAT =7 FEHIRTHZ & 2R LET,

ATYT6 INHOEHEDERIZIE, 2ED 250 KERHY F97,
ATOTERZL5T L E2—LTEMT 2, fFEL T EROETEZ —EICEHALET,
cEFAUTATNARR=VEHE, BEORELZZ T T AZFELET, EEORELZT

HFTRTCOT A AL, [EH (Management) |31 > C[TXTHEB (DeployAll) 12527 VU v
7 LET, BEEHAHA, @URT 7 a2 FTLET,

FEEA IOV FOBMEZRRT S

Z:%/El\j‘7:/3: 7k B INCONSISTENT (2 Resalve | Ignore L ) ’DL)U:@?/\4
2 FICHD, LANIFEICEMEIZR 24TV 27 T, a—V—N0NRR58Ro ¢, [
CLA4HIENBEDA TVl NeERTHZENBY ET, ZNHDAT V=7 FOENEER D
FBIBIZ O THAIZR R DEIZR D | FEEGDECET,
FOARBEA TV NOMEE —FETHRT 512X, A7 V=2 FNOREE 5 TR
5] BT I,
FREEFT V27 M LTRDZ EE2FETTEET,

* [#E47 (Ignore) ] : Security Cloud Control (X, 47 V=7 MNEDOAREELZEHL, T LD

BERFELES, 20472 ME, NEGITIVICRRmINRL D ET,

s [¥— (Merge) ] : Security Cloud Control {X, BIRSNTWVWAHTRXRTOAT V=T FEZ
D% 1 DDFT V=7 NI A—TITREE LET,

s [AHTOZFE (Rename) ] : Security Cloud Control T, R¥EEGAF TV =7 hD 1 DDOA4HIE
EHEL, HLWARZEMT S 2 EBRTEES,
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FEaAIvry romEEREATS |

[ FEERY NT =T F TVl FOF— =T A R~DZEHL (Convert Shared Network Objects

A

to Overrides) ] : Security Cloud Control T, R#EEDHLILEAT V=7 b o (F—1—F
A ROFWZHDLT) | A—N"—F7 A4 NOHLIE DAL T V=7 MIfEATEE
To NEGFT V=V MO —MRNRT 740 MER, BLERINLIAT V=7 K
DT 7NV FELTRESNET,

GE)

A

HEBDT 7 v MEBEE D D581, £DIHLO—DNT 7+
NMRELTEBRENET, BYVDOT 74V MEEA—1"—=F A
EiX, 204 T V=7 bOF—_"—=F 4 FLLTRESNET,

B/ Ry NU—T T N—TDBIMOE~DZEHL (Convert Shared Network Group to Additional

Values) ] : Security Cloud Control T, REGDHLILFG Xy T —27 T N—T% BIOD
BWOHLE—DHEHER Y NI =7 TN —FITHEATEET, ZOMREDYEL, [T
NARELER Yy NT—7 7 V—Z, RIUEEFFODR Eb120EA 7TV =27 bR
VETHD] VI HDOTT, ZOEE—KTHTXCOT 740 MERT 7 4V M
W2, RO DOFTV=r ME, FILIIBREND Ry NU—27 TV —TOBEMOfEE L
TED S THERET,

2T AEEOH L2 OOERYy NIV =0 T N—TRboELET, 1 DHOX Y
NU—2 7 /—7" [shared network group| 1. [lobject 1] (192.0.2.x) & [lobject 2]
(192.02.y) TSN TWET, F£7o, BIMOfE lobject 3] (192.02.a) HEHFFEIL TV
F9, 22HDOFR Y hU—2 7 )L—7 Tshared network group) 1. [lobject 1] (192.0.2.x)
EBINOME Tobject 4] (192.02.b) TEEESNET, HHX Y NT—27 T A—T%BMO
EICEHT DL, HTLLIEREID 7 V—7 [shared network group) (Zi%, 7 7 # /L MHE
& LT lobject 11 (192.02.x) & Tlobject 21 (192.02.y) &£, BIOEE LT
lobject 3] (192.0.2.a) & Tobject 4] (192.02.b) NEENET,

GE)

LRy NT—7 A7V NEfERKT % & Security Cloud
Control i%, ZDEZ R CAFIOBAADIAE Ry NV =0 A7V =
J hDF—=R"—=F 4 & LTHBRIZED Y TET, L,
H LT 3o 273 Security Cloud Control (24 > R — KRS 5 545
WZHETEED £,

HENEIY LTk, ROFERRMZSINTWLGEICORFEELET,

1
2.

3.

LRy NT—=2 4T V=7 RIRT AL ZZE DB TONLIREN DY £,

Ty MO, BCARTE 2 A TOREAT V7 MR 1 DIETFET HHERDH Y £
—3‘0

IHEAT V=7 ML, TTECA—"=T A FREENTVDOIRERDH Y £,

AEEAT V=7 POREEZRT 51213, ROFIEEZIATLET,

FSINYa—TFaT .
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FIE

AT 1 MO Security Cloud Control 7 47— 5 > 3—"T, [#7 =27 b (Objects) (227 Vv 27 LT, A7+ =
CEIEIRLET,

ATV T2 R, ATV "NeT7 4 VAU LT, RESGETT V27 hOMEE RO ET,

ATV T3 REAEAT V27 FEBIRLET, A7 V=7 O AT, 4T 547V 27 hOERT [
A (INCONSISTENT) ] 7 4 —/V RRFERENFET,

L)

ATy T4 [ (Resolve) 1 %27V v 27 LE7, Security Cloud Control |, RIEAGA TV =7 MEiTE b kI
FRLET,

AT TS UFOATvarib £,
o [TRTEMH (gnoreAll) ]:

1. #RENAZAT V=7 FEHBL, WTFh04A 7Y FTHEEHR (gnore) 1227 Y v 7 LE
T, FE, TRTOAT V=7 bEBET L2012, [T TEMR (gnore All) 1227V v 7 L
i‘g—c

2. [OK]%7 VU v7 LCHRLET,

[TV bET—D L THIR (Resolve by merging objects) | :
1L X504 7 V=7 ha~<— L TR (Resolve by Merging X Objects) %227 U w7 L7,
2. [fs8 (Confirm) 1% 27V v LET,

« [BRRINZERE (Rename) ] :

1. [AATOZEHE (Rename) | %7V v 7 LET,

2. BUTHERY U= RY —BLOF AL A~OEEERF L, [#R (Confirm) %27 Y v 7
L\iﬁ—o

s [A—=N—F A4 FADZEH (ConverttoOverrides) | (FREEDHIHEAF TPV FDBE) : itF
FTV ) Ned— =T A REWiT 5856, ARV, [FEED®H SE (Inconsistent
Values) ] 7 4 —/V RDOT 7 )V MEDOBNFERENET,

1 [A—/"—F A4 F~DZH# (Convertto Overrides) | #7 Vv 7 LET, T _XCOREEALT V=7
NI, A—=NR—=F 4 RO —DEAT V=7 MBI E T,

2. [#E#R (Confirm) 127V v 7 LET, AL 7Y =7 bOfEE (EditSharedObject) 1227V v 7
THE, HLLKERINTEA TV =7 FOFEMPERINET, EmERATE TR & RETZ M
LT, 774N Ned—n"—=F4 FOMTHEBET 52N TEET,

c[EMDE~DZEH: (Convert to Additional Values) | (FBEDH By hT—0 5 IL—TDIHFE)

B rsorva—F424


manage-aws-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_46

| F3o0va—F104

+Ivzy romEe—EimrTs [

GEINOfE~DZEHE (Convert to Additional Values) %7 U v 7 LET, T X TORESLT TV
MI, BNOEEFFOSH—OIEF T V=7 MIEBINET,

FMT LRy NI R —BILOT A A~OEFZRIFEL, [HER (Confirm) 127 U v 7o
%=

ATYT6 RESGEMRLIZS, [ToEEELT L a— L TRT 25, FEL TOHOEBOEE L —EITR
BALET,

77019 bOREE—EIZBRRT S

KR, BEHE, NMEAAT V=7 NORBEZRRTH @ —) OMEOH LA TV =
N fERT D HED 1O, ENHEERTLIZETT, A7Vl NCEBEOMERD 55
BTH, BROAT Vs MEBRLCERECTE £, e, A7 V=7 Mo—Bhnk
<, SHICRHEHOESE, —EICEETE HEL A 7131 2720 T,
|

BR #%CTATTV IOBOMESY A FICBEEMT ONTGAE S FITLEEAT 7 a Uik &
OFFIGERIN L7ZBEICOAEELET, 20X BEHEL WD A T V=7 M2 EE
L. BTCHFEOF TVl "RRBEE L TCY—V NS, FOF TV W2 EELST
TxJ FPELTERLTH, AEGOA TVl FELTERINIDITTIIH D FHA,

B A —fE CEAET 51213, LFTOFIEIIHE- T E W,
FIIg
ATy T

ATvT2
ATvT3

FEMDNA T A7 V=2 bk (Objects) 227V vy 27 LT, A7y ar2BRLET,
R ARV IAT DI, A7V =7 FORMBEZ 7 A VA B TE £,

ATVl b T=TNT, BEHT LA T V2 b TR £, BB T, XA 728
ATV = MR T =TS ET,

Issues
th Duplicate

| Inconsistent
Unused

ATy T4 [ (Ignore) 127V v LT, MEEXATZLICEELET, FMEE XY A7 2L ICERT ZM0EN
HYET,

ATFYTE [OK]ZZ Vw7 LT, FRoDAT V=7 "AEHTHZ L 2R LET,
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rFSILYa—F108 |
B =1 xommnre
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TN A DERTIKEE

Security Cloud Control 77> MIA VAR — RENT2T A ADOHEFEREZ R R TEET, 2D
My 71, SFEIEREEROIREZ BT 5 DI B £ 97, [Security Devices] =X— D

[Connectivity] 771 7 A2, T3 ZAOEHKEN R RS ET,

TNA ADEERGRIED [T A ) DFE T3 ZAOERNA 272> TV, Security
Cloud Control IZ¥fi SN TWDH I L ZER L E 9, U TORIZFEH STV DHZDOMDIRKE

X, B, SESERBHTT AN RACMEPBE LSRR T, ZOREF, 208D
7RRBEDGIRIET 5 HiEE R L TWET, BEEEORK & 7o T2 MENES® 2 WTRENE
N0 F9, FEERERAD L Security Cloud Control 1%, F#i5i 2 FITd HE1IC,. £ Ih
OOMEE T XTHRT D L5 IkdET,

TINA R DIEKIKEE EZZONBHRRA G E

#>54 > (Online) TN ZADERB A>T | NA
T, Security Cloud Control |Z#
MENTHET,

F7 T4

T ZAOBFEHBEIN TN D
D, Ay MU — 7 B RD

FRAARET TA I D
MR LET,

Insufficient licenses

TNA AT AR
NHY EHEA,

FTARVARED N T TV
va—h (13X—=)

T VT Uy VINERTH D

Security Cloud Control 237 /3A
AN T AT OIEHT 5
=P =4 L RAT — RO
HEDENRELL HY £
o

M a 7 A ANERO T T
N a—F 47 (14 ~<—
D)

FowR—=T 4T

FRA ADKF L R—F 4 T
DBMRSNE LA, 52T L
TWEHA,

TR ADEE R L. T
WA ZADRERZE T SHTL
72 &0,

RBH  (Unknown)

FNRALADF L R—F 47
W2 L. Security Cloud
Control (X7 /31 A DHEfEIk g
EESFCTEERA,

EXAVTATNAR A=
TT A AR, HO
~A 75 [Check for
Changes] #i&IR LT, D7
ISA R B FOHT DR E D AT
il ET,
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TINA R DIEKIKEE ZEZbNb5REA IR E
New Certificate Detected ZOFNA ADIFAENEE | FHREAEOMEO K5 T

SNFELE, TAAPRAEL |[va—k (14 3—)
BAGEELZFEH L VDY
By THUTT A ADERE
BHEALZZDIZE LT
REMERH D £,

FoAR—=T 4T T — Security Cloud Control 234> |4V HR—F 4 /=7 —D k
R—=TFT A TRHCT A RE | T TN a—h (243—)
Dt > TR REENR H Y
E3pe

FAEVRAREDRZ TV a—hk

ATy T
ATvT2
ATvT3

ATy T4

ATy TH

ATvT6

TINA ADFERRAT — X AN [TA B ABARE L TWET (Insufficient License) | & FR S 4L
L5EE. LTOFIEEZIATLET,

T NRAANTA VL AERETHETCLIELLFHET, @H . Cisco Smart Software
Manager 2387 LT A 2 2 A% T3 AT T 2 IERE A 0000 F97,

o TORA ADAT — X ANEDL B IRWEETE, Security Cloud Control 22544 > 7 w7 K LT
MNOEEY A A 9% Z & T Security Cloud Control R—4% /L ZFH LT, 74 A
P N— L F NS AL DOBDOF Y h U — 7 BIEOTFEAZMR L ET,

R I NEFHLTHET N ADAT —Z ANERINRWGEET, ROFIEZFEITLE
R

FIE

Cisco Smart Software Manager 2> 58T LW b—727 U &ApK L, 28— LE7, dFMlcONTIE, A~v—1+7
A ADERICET AT A2 TEL EE N,

FRONRAL T oFaAVTATNAREI Vw7 LET,

[THRA R X T %7V w7 LET,

WY T NAAZAL T DR T )y I L, AT—FAN[TA BV ARARRELTWET (Insufficient
License) ] D7 /3A A& B L E T,

[T /34 ADFEHM (Device Details) XA > T, [TA BV ARRELTCWET (Insufficient License) ] 125
IREND[TA B ADEH (ManageLicenses) (%7 U w7 LET, [TA4 2 ADOEE (Manage Licenses) ]
T4y RUNEKRRINET,

[7 277 471t (Activate) 17 4 —/V T, HLW =27 &0 1T T[T 34 AD %Gk (Register Device) ]
27V w7 LET,

FSINYa—TFaT .
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B =vsor omsorsinya—540y

=2 UNTSA REFIZHEA SN D & HEFEIRIED [4 2 7 4~ (Online) JIZZEDY 7,

|PLEOTAVEROD S TN 2a—T a9

ATvT1
ATy T2
ATvT3

ATvT4

ATvT5
ATvT6
ATy 71
ATvT8

o iem 7 A MERIZE DT A A ZADGIW 2 R T 51213, ROFIEEZFEITLET,

FIE

FERONRA L TRoFaAVTFATNAREZT YV w7 LET,

[TARA R 2T %7V w7 LET,

WO T A ABA T DR T ol Uy T L, AT —H A0 [#h/en 7 A AE# (Invalid Credentials) ] @
TN R RIRLET,

[T /34 ZD7fM (Device Details) | XA > C, [#2h72m 7 A 1 (Invalid Credentials) ] 12z~ S 405
[FF#%%¢ (Reconnect) | %7 U 2~ L%, Security Cloud Control {X, T /31 A L OFEG A2~ E T,
TNAADFH LN —HF =4 L XA T— RO AN EZRDHNTZ 5,

[%¢fT (Continue) 1 %27 VU v 27 LET,

TNAANF T A 0270 FEHTEDLREL 2720, [FALD (Close) 127 V7 LET,
Security Cloud Control 237 /3 ZA~DHEFEIZRR S T ffiE o Tom 7 A EREAMEHA L LD & Lz, 734
A~DIFEREIZ Security Cloud Control 23MEHA T2 2 —H —4 L XA U — ROMALEDEDR, T4 A ETH
BEBINIZAREERDH Y £3, T RE [F T4 0] TTR, BRAT—X AL AR S E
L7z (Conflict Detected) | TH D Z &R £, [MRDOES DfER (Resolve Configuration Conflicts) ]
ZfEH LT, Security Cloud Control & 7 /A AR O D7 F 2 fed8 U TR L 97, SXEDBEA ORIk

MFRAEDORED ST a— bk

Security Cloud Control DEFRAEDEA

Security Cloud Control (%, 7 /3 RIZHHT 5 & ZIGEHEOAIMELZ T = v 7 LET, BIK
AIIZIZ. Security Cloud Control |3k D Z & #HE R L £,

1. FRAATTLS A=V 3 10UUEREHAL WD,

2. TAARCE VIR INDAEIENEDRANTHY . BHEBEORFTHD (T2
bbb, TTITEDZR->TEY ., BAIKEAMEIND LA F P a—/LEZN TR |

3. FEMAEIX. SHA-256 iEHETH S Z &, SHA-1 iEAEIIZ T AN LN EE A,
4. WOWTNPNRENTHZ L,

« TNAA ATHCOEAMAELFEA L, ZOfAEITER TSN/ —F—IC LV EHES
NIZRFOEHEL R L TH 5.
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o TNA A, EHETEBAFGER (CA) BEA LI-iEAERZMEAL, szl —7
FEFAENGB#E CAIICY 7 LTWAIEHEF = — 2B L TV 5,

B, 77 UYL IR 722 % Security Cloud Control MFERAE O H 515 Td,

« HOBAGEAEDOS A Security Cloud Control 1X, T /3A ADA L R—F 4 > 7 £ 7213 H
BEiRFlZ, RAA AT =y 7 2N LT, RV IC, ZOEHENKRL—F —IC
YoTEHEENFGEIHELEZSI—BTA2¢52F v 7 LET,

« Security Cloud Control (%, E7ZHH CA ¥4 — F L TWEHA, BIFERTIE, WNE CA
WL TEASNZEAEELZT = v 7 T2 HEEIH Y THA,

ASA TNA ADGNETF = v 7 %, TNAARAT LN THZENTEET, ASAD
AERE % Security Cloud Control MEFH T X 7eWGE . EDT A ZADGEHET = v 7 &
T HA T a B ET, 71 ADOFEHET = v 7 O ERATHEKIRE L
TTNAREF U HR— RTERWEEIX, 7R LTHEELLEIP T FLABLIWY
A= IRIELL BRODEIEREE TRV AR SV 3, iETF v 727 — L
\ZHEGNCT 5 15, E3 P AR— FENTWAIEAELZHHST A, ZDFAEF = v 7 &
N5 H7ETH 0 T/ A, FHEASA T AL ZAOFEHEF = v 7 2T D HEIEH
D EH A,

TRA ADFEAET = v 7 2 L TH, Security Cloud Control 1%, 5| #tx TLS Zf#
AL TT A AR L ET 0, ORI SN DFEHELRAEL E¥ A, OF
0. RNy UTHHEBEREF I TEGA T CEEEALN, 777 4 7T HRBEE L, Tk
AIEBAE % Security Cloud Control [Z#2(:9°2% = 10 L - T, #ia 2T 2 RN H Y £
7

SEAEDREBEDRFE

WL D OF T Security Cloud Control 737 /3NA A& A AR — RTERWEADRH Y £7, Ul
\Z [Security Cloud Control /%, #&/~ SAUZFEFEAEH L TF 31 RIZEHETE £H A (CDO
cannot connect to the device using the certificate presented) | &9 A v B —UNRRINDGE
X, GEEICHEER SV £9, ZORX vE—UR ULICERSINRWEEIEL, RSO
(T NAA AZEFETERWV) E2FTZOMOR Yy FT—27 =T — (TR LTV 5 aTaEMED & <
mYET,

Security Cloud Control 2357 DRER & #6532 FLH 2 fllr§~ 5121, SDC A A b, £

T NA RNZEFETEX HP]DOFRANT, openssl A~ KT A4 Y — V&R LET, kKOa~
VREMHEALT, TS RCE o TIRARSINZEAEEL RT 7 7 A VEERLET,

openssl s_client -showcerts -connect <host>:<port> &> <filename>.txt

ZOa=wy FTE, faEft v v a VBRSNS 720, FRRIC Corl+C F—Z2 M L TR T
TOBENRDY £,

RO E DI N G777 A VIMERENE T,

depth=2 C = US, O = GeoTrust Inc., CN = GeoTrust Global CA
verify return:1

depth=1 C = US, O = Google Inc, CN = Google Internet Authority G2
verify return:1

FSINYa—TFaT .
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depth=0 C = US, ST = California, L = Mountain View, O = Google Inc, CN = *.google.com
verify return:1 CONNECTED (00000003)
Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgIIUOMEH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAJgSMAOGCSgGSIb3DQEBCWUAMEIXCZAJBgNVBAYTALIVT
....lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCZzAJBgNVBAYTALIVT
....lots of base64...
b8ravHNjkOR/ez41iyz0H7V84dJzjA1BOoa+Y 7mHyhD8S

Server certificate

subject=/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

No client certificate CA names sent

Peer signing digest: SHAS512

Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 4575 bytes and written 434 bytes
New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSvl1.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 48F046F3360225D51BE3362B50CE4FE8DB6D6B80B871C2A6DD5461850C4CF5AB
Session-ID-ctx:
Master-Key:
9A9CCBAA4AF5A25B95C37EF7C6870F8C5DD3755A9A7TBACCE4535190B793DEFF53F94203AB0A62F9F70B9099FBFEBABIB6G

Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..AGf>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 £fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3(
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f £2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.

0070 - 23 35 6d £7 7d 85 39 lc-ad cd 49 fl1 fd dd 15 de #5m.}.9...I.....
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0080 - £6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ..."E.|.k.x.I..E
0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$.E.A....J.6.cC
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)

ZOHIITE, OIS, BEEYAZ—2 (verifyreturn) 23— KRS TV D& OITICER
LCLEE, GEHEICET 2MENFIET 256, 20 #—ra— REErlbciz b,
TT—DOMANERINET,

COFAEIS—aI—FOURMZRHALT, —BRHGIS—EZDEBEAREZREELTSE
LY,

0X509_V_OK : #AERRII L £ L7z,

2X509 V_ERR_UNABLE TO GET ISSUER _CERT : {E#H C& 72 W \iEHEDO I THFEHEN A
OMY EFHATLT,

3 X509 V_ERR_UNABLE TO GET CRL : ZEHi#E®D CRL R RL5730 £HATLI,

4X509 V_ERR_UNABLE TO DECRYPT CERT SIGNATURE : iFHHEDEL #1H 5 CT& 4
ATCLT, Thiud, EBEOBLMER, WFHEE —B Lo Tldkl, HlTEhaloZ &
ZEWLET, 2L, RSA F—IZOoWTOAEKREZFLET,

5X509 V_ERR UNABLE TO DECRYPT CRL SIGNATURE : CRL ®E4 #H 5 C& £HAT
L7z, Zhud, EEOBAMN, HIFHEE —H Lo Tidel, HBITE Rl E 52 RE
L ET, KA,

6 X509 V_ERR_UNABLE_TO DECODE_ISSUER PUBLIC KEY : ZEH# SubjectPublicKeyInfo
DRBF— %A EFATLT,

7 X509 V_ERR_CERT SIGNATURE FAILURE : iEPHEOE4 N TY,
8 X509 V_ERR_CRL_SIGNATURE FAILURE : iEMHED B4 NI T,

9 X509_V_ERR_CERT NOT_YET VALID : GEFENLIZHETIEH Y £E A (notBefore ? H
MRBHERZ LV % TT) o SOV TR, Zo%o HERY) #—ra—F 9 GEHFER
ETEAMTIEHY £HA) | 2L TSN,

10X509 V_ERR _CERT HAS EXPIRED : iEHEDHZHIRA I TWE T (notAfter D H {1743
BUERFZ LV ETTY) o FFC VW TR, 2% HERY #—ra— K10 GEHZEDOAR)
RPN TNET) J Z2ZRLTIES 0,

11 X509 V_ERR_CRL NOT YET VALID : CRL N 724 TlEdH Y 8 A,
12 X509 V_ERR_CRL HAS EXPIRED : CRL DA AR TN TV ET,

13 X509 V_ERR_ERROR_IN_CERT NOT BEFORE_FIELD : ZEH]E® notBefore 7 4 —/L F|Z
NI AN TG ENTWVET,

14X509 V_ERR_ERROR_IN CERT NOT AFTER_FIELD : 7B notAfter 7 4 —/L FIZHEL)
REEHINE EN TONET,

15 X509 V_ERR_ERROR_IN CRL LAST UPDATE FIELD : CRL ® lastUpdate 7 4 —/b |24
NIREEA NG E TV ET,

FSINYa—TFaT .
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16 X509 V_ERR_ERROR_IN _CRL NEXT UPDATE FIELD : CRL ® nextUpdate 7 4 —/L KT
NIRREZ NG EFNTWET,

17 X509 V_ERR OUT OF MEM : AEV ZFV Y TEH> L LTI —0RELELLE, 2
TR L CTRAE LW T oORETT,

18 X509 V_ERR DEPTH ZERO SELF SIGNED CERT : J S 7-ZFEILH B4 KA Th
D, EECTEHEDO Y X MZE CGEHENR L2 /A,

19 X509 V_ERR _SELF SIGNED CERT IN CHAIN : {3 C& 2\ GEEZ M H L CREHE
T —UEERTEELLED, = IR =NV TROSMD EHATLE,

20X509 V_ERR_UNABLE TO GET ISSUER CERT LOCALLY : B —H /LTl v I T v 7 Eh
T-3FAEORITEIEFHEN RO FHEAT L, 23Ut @, EETX3IFHAED Y X b
MERTIIRNWZ L EZERLET,

21 X509 V_ERR_UNABLE TO VERIFY LEAF SIGNATURE : F = — UIZFEHIEN 1 D LE
FNTELT, ZNRECELFEATRVWED, BAZMGECTEEHATLE, FMlcONT
X, 2% THERY #—ra—F 21 RPOOEAFLZHAETE EEA) | 2ZRLTE
EV, FEHIZOWTIX, 2% THRY ¥ —ra— K21 (RYIOFEHELRGEETE 4
A) ) EBRLTLIEIN,

22 X509 V_ERR_CERT _CHAIN _TOO_LONG : ffEF = —r OE I N, BE I NIk KIEE
EEZCOET, KM,

23 X509 V_ERR CERT REVOKED : GEHAERLZI L TWVET,
24X509_V_ERR_INVALID_CA : CAGEMIED LN T, CA TRV T OILBREDY, 2
SR E —E L TWEEA,

25X509 V_ERR PATH LENGTH_EXCEEDED : basicConstraints @ pathlength /X7 A — ¥ % 2.
TWET,

26 X509 V_ERR_INVALID PURPOSE : f#fit S 7-GF#EL, EESNZHMICHEH T EH
/l/o

27 X509 V_ERR_CERT UNTRUSTED : /b— ks CA 23, fEESNT-HMICHL TEEHTES D
DELTY—7 SN TWVEREA,

28 X509 V_ERR _CERT REJECTED : /b— k CA 3, fEESNT-HWEHEST L L HIc~—7
SINTNVET,

29 X509 V_ERR_SUBJECT ISSUER_MISMATCH : {4 M EILEDREHEDIRITHE 4 & —F L7z
W2, BITEDBAFRATEGEENES S4LE L7z, -issuer_checks 47 3 3 U % E ST
LHANCDHBFRINET,

30 X509_V_ERR_AKID_SKID MISMATCH : {4 % —#5ll 12 AE L. BUEDREHEDORIER
F—l o L =B Lo, BUEDBMRITETEEFESEG Sk L7z, -issuer_checks 77
VaUPERESNTVDOIHRARIZOHRFRINET,

31X509 V_ERR_AKID ISSUER_SERIAL MISMATCH : %17&4 & v U 7B SN FEL, H
TEDFEAFEOFRIE R F —ikB] 7 & —B Lienied | BUEOBEMBITEMEAENES I E L
72, -issuer checks 7' 3 UNRE SN TN DILEICOAFRINET,
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32 X509 V_ERR KEYUSAGE NO CERTSIGN : keyUsage $LiEREIR S GEI E D B4 277 L C
W BUEDBERRITEIEAEN M ES SN E LT,

50 X509 V_ERR_APPLICATION VERIFICATION : 77U r—> 3 VEBEOT T —T3, £l
%O

[New Certificate Detected ] * vt—

H

CBLIHELZEOT NS RAET v 77— KL, Ty 77 Lb— RavR%ITH LWEE

B E R S L7 35A . Security Cloud Control T, [%E (Configuration) | A7 —# R & [t

(Connectivity) | A7 —Z ZADfliF & LT, DI LWVIEHER M S E L7z (New Certificate
Detected) | & WI A v E—URERINDZENHV ET, TOT /A A% 5| XX Security
Cloud Control 7~ 5 HF %1213, Z OB Z FE) CHEGE L TR T2 0 ERH Y £, FEHF
DRI SN T, T3 ZADORENEF I/ o72b, ZOT N, AZEHRTEET,

\}

=)

B OB T /A A % Security Cloud Control (Z[RIFRFIZ—FEF #4635 & Security Cloud
Control I%, 773 2 O LWGEEZ BEIAVICHER L T AL, 2L h & OFEE % i

ITLETS

B LWEEF 2 i3 21203, ROFIEZER L £,
1 EMOSAL o THEFRaAVTATNAREZ7 ) v 7 LET,

2. TANEEERLT, EiAT —Z AETLRHEAT — X A B LWOGEHES R SH
F L7z (New Certificate Detected) | TH BT /NA AEFKRL, MBERTNA ZAZEIRLE
j—o

3. BEY 4> RUT, [FEHEOMHGR (Review Certificate) (%27 U 27 L'EF, Security Cloud
Control TiX, fERO=OIZIEAEEL X Vo r—RL, HTLWVGEAEEZZITAND Z LR T
TET,

4. [7 A A[F# (DeviceSync) 17 1> RO TIER (Accept) 1%227 U v 7T 20, [7/34
A~DEPEE (Reconnecting to Device) |17 4 > K7 C [#ifT (Continue) %27 U v 7 LF
D

Security Cloud Control (%, 7 /3 ZAZFH LWHCEAGEHE L BBMICEMLET, HE
WX T, FAMIENTT A, RERRT LDV ETFECHEHFTHALERDH Y F
ﬁ—o

AREIS—a—F

BYA—>2a—K:0 (OK) (=1L, SecurityCloudControl (FFEBRETS—%ERLEY)
Security Cloud Control %, FEHIEFHZ A9 % &, Thttps:/<device_ip>:<port>] ~0 GET =1—/L
EFEATTHILIZLY, T3 AOURL~OHE A i A E T, ZDHERE L7254, Security
Cloud Control |FFEFAE T T — %2R Rm LE T, iEAENALTH S (openssl 200F Y OK %K
LET) Zeddbholzlé, Bl Lo L LTWHAR— R THOF—EARY v 2 LT
LAREMERH Y £3, %G, ROa~vy Rl TE£7,

FSINYa—TFaT .
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curl -k -u <username>:<password>
https://<device_ id>:<device_port>/admin/exec/show%20version

TAUTEKY ., DI DT, ASA LTEFEIZEE L TWAMNE SRR T 52 &N TE, HTTPS
P—R—=PNASA DIELWHR—FTEEL TCWANE I N TF 2y /752 TEET,

# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00019098 LISTEN 192.168.1.5:443 0.0.0.0:~*
SSL 00029e18 LISTEN 192.168.2.5:443 0.0.0.0:~*
TCP 00032208 LISTEN 192.168.1.5:22 0.0.0.0:~*

BUE—ra—F 9 GIASENFEAMTREHY FEA)

ZoxT—F, RESHIFEAEDORITHRRRO AN TH LD, 7 74T bR Thzeh
MRbDE L TRDRNWZ LEABRLES, 2L, SEIEFEOARTERZRIERRD K TH 5 rl6E
PRHY EF, £/o, HOBLAMEWHEDOLEGIL, FBEAFERIED T /A 2 DL 73 [HE > T
2 ENRRTH D TREMEDR H Y £,

T Z—\|Z1, EFFHE® notBefore D ARG ENTITHRH Y £,

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet wvalid
notBefore=0Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=0Oct 21 19:43:15 2016 GMT

ZOxET=0b, AEHEPVOEMTL DL TE £,
(234

FEBE D notBefore D AfHITiEED A TH 2 ME D B W £7°, notBefore D A4 L Y FUWH
L CGREAFEZH/RITCEET, ZOMEIX. 77472 FERITRITT A 20T hn
TIRAPELSRESNH TORWEEICORET D ARENRH Y 7,
#RY 2 —2a3—F 10 GERAZEOFEDHRISTINTLEY)

o7 —iF, BEINTFEHEOD RS LI ODHEM TS Z A ERLET, =
Z—IZi%. FEAED notBefore D HE W& ENTITHH Y £9°,

error 10 at 0 depth lookup:certificate has expired

ZOAEDMRIL, FEHFEORIZEENTVET,
1&1E
AEED AL IR DA ME—DEE A, BIOGEHEZRIGT 2 2 L T, GEE
OHZHIRIFEED B TH D DI, openssl NHIRUINTH 5 & EIETH5A1L, a2 Ba—
ZORAMERLEZT =y 7 LTLEE, T2 20X, GEBED 2020 FIZHIREILIC /2 5 &5
WICRESNTWAEDIZ, arBa—XO M 2021 FFIZ/ > TWAEGEE, TOa s Ba—H
TREFZ MR & L TRV ET,

A —ra—F 21 (RYDIAEEZRIIETESEEA)
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ZOxTT =X, GEHET = —ICHERH DL L & TS R Ko TR SN AEHEZ(E
FCTEXDHZ L Zopenssl SRGETCE RN L2 RLTCWET, 22T, LioploOfEHET = —
VEPFART, GEHET =D ED LI ITHERET H DO E R TAHAEL X 9,

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJgA59gdbalO/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAjJgSMAOGCSgGSIb3DQEBCWUAME IXCZAJBgNVBAYTALVT
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJgA59gdbaO/BE

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/0OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCzAJBgNVBAYTALVT
....lots of base64...
b8ravHNIkOR/ez41yz0H7V84dJzjA1BOoa+Y7mHyhD8S

FEAEF = — &id, ==l Lo TRRSNDERAFED Y A FTT, DU X ME, ¥—
N—HEOFERENLIED . £V — —OFEAEFE LR O f LA OFERFITRE O
o, BB L0 EALOPREEAEN G ENET, FAEAFICIE, £oMH ((Is) THRED
1) LxoRTE (il THEDT) OURAMPNRESNTHET,

B2, FEREBIC L > TR SN2 =T 47 4 T, 2T, e nagEncky., &
Bk o CUFEEDRITET T 4 T 4 DOIEL B EENE T,

FITENL, GEAEERIT LT 47 4T, 23Ut 7 s — v FEEFENTEY,
Bk oCi3ma b aEn £,

P N—F, B TE DRBRERIC & » TEHEIIT SNIZRENE 2> T D56, fEEF =—
NMOFEHEFEZ GO L MENH Y FH A, RO X H 721 SDOFERAERFIRSNET,

-—-- Certificate chain 0 s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*.example.com
i:/C=US/O=Trusted Authority/CN=Trusted Authority

MITHODCCBrigAwIBAgIIUOMEH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

Z OREHEZRMET D & openssl I%, *.example.com @ ExampleCo FIEFAFE 23, openssl ODFHAx

IABGHEA N TICHIET DEH CE 2GR O EICL s TIELLBAINTWD Z L 2K
FELET, FOMIEDKIZ, openssl 1L, T /31 RZEFITERH LET,

FSINYa—TFaT .
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L AREAEDT— =2k, FHETESCAICL > THEBL SNIEAERH Y £
oo RDVIT, BAIOFD X DT, F— N—DFEAFIL1 DL EOHREEAFIZ L > TEL S
NTHEY, K EMOPHEGEREN, BETEX5 CAILLs TEA SNIEHELZ L E T,
OpenSSL i%, T 7 4/L F Tlid, B OHH CA Z{FHEET, FHHTE 2% CA TRbL %R
FEET = — U D RE SN TV A GRICOHR, ENOERIETE £,

HERAERIC £ » TBA SN E A FF O — =0, G TE 5 CAICHK O btz
NTOFEAE (TRXTOPRRGEEAELET) 2R 5 2 ENEFICEETT, Z0F=—r
RN SRS, openssl 7B DHNTKRD L D72 b DI/ £97,

depth=0 OU = Example Unit, CN = example.com
verify error:num=20:unable to get local issuer certificate
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=27:certificate not trusted
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

Server certificate

subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB32414B
Session-ID-ctx:

Master-Key:
21BAF9D2E1525A5B935BF107DA3CAF691C1E499286CBEAI8TFO4AESF603AAF8E65999BD21B06B116FES968FB7C62EEFTC

Key-Arg : None

Krb5 Principal: None
PSK identity: None

PSK identity hint: None
Start Time: 1476711760
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New Certificate Detected] * v t— .

Timeout : 300 (sec)
Verify return code: 21 (unable to verify the first certificate)

ZOHAE ﬁ%ﬂ%ﬁlowm%i®é%%&bfﬁb\%ﬁéﬂkﬁ%%ﬁ%ﬁéﬂk
w~hm£%1i@<¢ﬁmu WCE-oTEBLEINTWEZ EEZRLTWET, ZoOHIIC
W, FEtERRGET T — %Téﬂfwi?o

gE

ZOMBEIE, T ALK o TR SNTCAEHEORENHE > TWAHTEDITHAELET, 2
D ZAETE L T Security Cloud Control £ 72 1XE DD 7 1 7T LNT S A AT EEITHEHE T
X5 LT HME—DHFIEL, ELWGEAEF = — 27 A A2 — RFL T, #ilLTn5
I AT v MGERRIENET = — v 2frT 562 & TT,

¢HCA%b7XBT4/b TEDDHITIE. ROWTID (CSR 23 ASA TERENTZ02E D
M LCT) OV 7 HBICRRE SN TWHDFIEICRES TLTEE N,

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc13

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc15

[New Certificate Detected] * vt—

HOBAGEAELFFOT NS ZAET v 77 L— KL T, 7Ty 77 L— Rt A%ICH LWGE
BIEN AR S V723554, Security Cloud Control C, [3%7E (Configuration) | A7 —# A & [#ift
(Connectivity) | AT —X AL LT, [HLWIEAZES B S E Lz (New Certificate
Detected) | &9 A ‘)’!Z**f)ﬁ§$ﬁiéﬁ”bé ZENRBVET, ZOT A RE5| XX Security
Cloud Control 7> HEF T 2121, ZOMEZ FEy CHER L TR T 20 ERNH D £7°, EHE
NEHENT, 7A41®h ENEHICIR o126, ZOT A, AEEHTEET,

\}

GE) T4 20— EFEERICL Y . BEOEBLSRT /S A A% Security Cloud Control (Z [F]FF (2 F5-#2
%t 5 &, Security Cloud Control (%, T /3A A LD LW GEAE L HBIICHER L T2 AdL,
o OB AT LET,

B LWEEFE 2 iR 2123, ROFIEZER L £,
FIE

ATV T EORL L TCHEFaYTATNAREZ7 ) v 7 LET,

RTYT2 [THAR BT E7 Vw7 LET,

ATV T3 WUIRT A REATDET %) v LET,

RT9T8 T4 NVEEHBER LT, BAT —Z AETATREAT —F AP FH LVGEAESHRE SN E L7z (New
Certificate Detected) | THHT A A KR L, LBeT NA A2 HEINLET,

FSINYa—TFaT .
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AT TS BET 2 RO T, [EHZEOMEE (Review Certificate) 122 V v 7 L %7, Security Cloud Control TiZ,
RO DIZFEAEFEL XV or— L, FILWIEHEELZITAND ZENTEET,
ATYT6 [T AR (Device Sync) 17 4 > R T[HAFE (Accept) 1% 7 UV v 7T D0, [T /3 A~DHHERE
(Reconnecting to Device) |7 « > K7 T [#ifT (Continue) 1 %2727 U v LEJ,

Security Cloud Control [Z, 7 /3 2 &8 LW H B4RV H & BEINICFRHI L ET, HEIC
XoTE, R ENTT A AR RTHEDICN—V 2 FEICHEHFTLHILERDH Y £7°,

TOoR—T 4TS5 —DFZTILa—F
FAAADIUR—F 4 LS E T lE, & & E R CRAT S R D ) £,
WOBRMEEFAT T £,

FIE

AT T EOSRAL L TEFAVTFATNAREI Vv 7 LET,
RTYT2 WORTNAAZAT DL T2 Y v L, ZT=NREELTNDT A ZAZBRLET, BEICE-T
i AT —ORARETRSNE T, ISR SN TV DRERT 7 v a v &I TLET,

Ep 8

AT w73 SecurityCloud Control 2357 /3 AA VAKX U AZHIBRL, TAA ADF Y R—FT 4 v 72 FHRITLET,

BERHAT—2 ADMER

Security Cloud Control ZfEf 45 &, 74 7734 A Z LICHAMHE AN E 213 LT
T ET, BAMRHE BZHEhITA > TV T, Security Cloud Control Z i 327 /34 ZADFREIC
BEPMAONTSGE. T3 ADREAT — X AL A (Conflict Detected) ] & Ko
ShET,

[t (Conflict Detected) | AT — & A &4 5121%, IROFIEIZHENE T,
FiE

RTYT1 FEFr—va =T EFa)TATNAR &7 ) v 7 LET,

GE)
77 L I A Firewall Management Center D3551%, [ (Administration) ] >[##& (Integrations) ]>
[Firewall Management Center] 2 U v 2 LT, [K[FH (Not Synced) ]4KEED FMC ZiEIR L, X7 v 7
5B HITLET,
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xRz 7r—2 208 |

AT9FT2 [T314 A (Devices) | X7 %27 V7 LT, T34 ZA&ERADFFET,
ATV T3 WERTNAAXAT DR TRV w7 LET,
ATV T8 FEERELTVDHT AL ZAZRINL, HROFEMASA > T [HiA O (Review Conflict) | #7 U v 7

L/i‘g—o
ATY TS [7T/34 ZAD[AH (Device Syne) ] X—U T, HPHFR SN TV OMEREZMERL T, 2 DOREZ LKL L
3

o RBICERH S N7 /31 A% E (Last Known Device Configuration) | &9 7LD = %)L
I%. Security Cloud Control |ZfRfF AL TV DT /31 AR ETT,

o [T /31 AT (Found on Device) ] &9 7L DA/ SR UE, ASA DFEITA LT 4 F 2 b—
Va RFSNTWDORETT,
ATV Tl WOWTNNERIRL T, BAEMRLET,
« [T ADET % TKGR (Accept Device changes) ] : i€ &, Security Cloud Control [ZfRAF 41TV 5 Ik
HMEOEFNT AL ADFETAL 7 4 X¥al—2 g TrhEEXIRET,
GE)
Security Cloud Control (I~ N T A 2 A 2 —T = A AL TD Cisco I0S 7 /3A A~DEF D&

Bi% 30— b LTV RV 20, BEA A AR 5 BE0 Cisco 10S 7754 A O — DRI [L & 2 —72
L CH&GR (Accept Without Review) ] T,

[T ZADEHEZIEAR  (Reject Device Changes) | : 7 /31 AIZLRAF S LTV HEE % Security Cloud
Control |IZIRFENTWHRETEEXLET,

(6=
EEEITER SN TN TORELE L, £ n ZICiKHESET,

REEAR T—F ADER

WOFIEZEH LT, TREAH ORERAT —F ADT A ZEfRRLET,

FIE

RARTYT1 FEFr—va =T EFa)TATNAR &7 ) v 7 LET,

GE)
74 7L X A Firewall Management Center ®¥5513, [E# (Administration) 1> [#& (Integrations) | >

[Firewall Management Center] 2 U v 2 LT, [K[FH (Not Synced) ]HKEED FMC ZiEIR L, X7 v 7
5MBHITLET,

FSINYa—TFaT .
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ATV T2 [T/34 A (Devices) | X7 %7 Vw7 LTCT A RAERDF 50, [T 7 L— 1k (Templates) | ¥ 7 %7
Vw27 LTETAT N, A& RO ET,

RTYT3 WORT A AZAT DT a2 Y v LET,
ATy 4 REWERESNIZT A AZBNLET,
RATv TS LA REM (Notsynced) ] /3% /LT, IOWTINZRINL £,
s [t a— L THERM.. (Preview and Deploy..) | : #XEDZH % Security Cloud Control 2> 57 734 A (Z
Ty aTHGEE, AT AERE T L Ea— L TRHT LN, ffo Thb—EICEKOET % &
BLET,
« [EEOfEHEE (Discard Changes) ] : i EDZ ¥ % Security Cloud Control 2> 57 /3A A2 Fw a2 LA
Y36, F 7213 Security Cloud Control TBRAE L7eREDEH 2 [TTICRT ) Hh. TOF T a Ui,
Security Cloud Control IZfRAFE N T W AR EZE, 7 /3 AMRFS N TN DL FE TR C EEX LET,

FETREOERRKEDO LS T a—+

TNA AL, SESERHBT MBERGE) (RN H Y £9,
FIE

ATV T EORL > THEFX2UTATNNAREZ7 ) v 7 LET,
ATF9 T2 [T34 A (Devices) |7 %27 V7 LT, T3 A& AT £,
ARTY T3 WYRTNAAZAT DR T %Y v L, [BlEARFE (Unreachable) 1HREEDT A 2 238N L 7,
2Ty T8 ¥ [EHEE (Reconnect) 157 VU v/ LET,
AT AHICERENDI A v E—JICESNT, IROWTNIHDOT 7 ar2FETLET,
1. IPT RLAET RS AT A U NEREFBF L CFEDMIC K 2EH 531 A2 4 R— RLESHA, &
DAY=V NRERINET,

[ZDOFTNA ZTIBETEEHA, IPT FLALER— 2R L TLEIWN] Z0H%, Avt—v
Ry 7 AT N, ADF LWIPT RUAE3H LR — ME#HRA A S LE 9, Security Cloud Control
WEHRIPT RUVAIZER L LD E LTm7ad, T4 ADIPT RUANT /N, A L CTHEHEEE I
AREMEDN B D F 9,

GE)

TN, ANFHEB S, MICREFROEENIRWIGE . T3 REA T A CHEFIRIBICRE D £,
EFNUEDT 7 v a U EMEH Y FH A,

TNRA AL [FH T A2 TTR, ERAT —Z A [BE M EivE L7z (Conflict Detected) ] C

HDHZENDLNY FT, RO ORI (Resolve Configuration Conflicts) 5% E O i & O ik % fi
LT, Security Cloud Control & 7 /A A RO D ER 2R L 7,
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2. BEERN—2Z VFEFIIVUTAEZBEEMEHLTCEDMIC L AEE 34 2% 4 R— L TWAHES
WDRA =V NRRIINLET,

[Z DT /34 A CiscoCloud N HHIBRSILE Lz, WEHEZFA (RMA) Ve A0—fE & LTHIBRS L
REEMER H VY FT] . Z1UE. RMA F—AIZIEGSNEEEOH BT /34 A3, RMA 72t A0
—¥B & LT Cisco Cloud S IR SN2 L2 EWL £9,

Z OfER, Security Cloud Control TD 7 /34 A Dt A 7 — 2 A3 [ AHE (Unreachable) ] & 72> T
l/ A i ‘a—o

* RMA 77— A D54, Security Cloud Control TR D FNEZFATT 2L E R H Y 7,

1. FAL ZAREFICA L R— FENTBAIE, T, 2R E T 7 L— b & L TRIET 203
R ET, [FDM 7o 7L — F@E&“ﬁﬂ EZHL TSN,

Security Cloud Control 7> 57 /3A A A L A X L Z%HIBRL E7,
2. RMA F—2n5Z T H- 728 LW T /A ZADEP % A, Security Cloud Control (24

VIR—RLET,

[FNRAADV ) TNESZEHET LIZFDMEBNRT A ADF U R—FT 4 7)) 5L
TLE&E W,
FE
THHAT ASA 2D ) TILEBBITRZRDAREENE W=D, FILWLWT AL AL LTAHYAR—F
TAHVLERDY 7,

TNART (A T4 ) TTR, MRAT—Z A [HEPME S E L2 (Conflict
Detected) | Th 5D Z &N £,

3. [ERROBEA OfiER  (Resolve Configuration Conflicts) 5% iE DFE A Ok 2 L C. Security
Cloud Control & 7°/3A AR OIERK DR ZHER L £

PN LT v 7L — 2 LWT AL ZZ@EH LEYT, [FEDM T 7L — h O |
SR L TLTIEE0,

« TNA ZAERH LTSS, 12037 A A0 ETHEETICT T2 FOANBOR O 22— —|Z
FIEMELZREIE LTI, 7 ADOFTEETIER RV ET, ZOo=F—%, BAERT /A X
DAA—VHFERLIZE EZITHAELET, 751 ADFTH - TEL R I TRB ST
LT, T AERET T L— e LTIRIEL, EOETT N, AA A K X% Security
Cloud Control 7> HHIFRCTX 97,
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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