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bé‘o

AT 9 FT5 AWSVPC ~DERIMEATE2H LW[T 7 B AF— (AccessKey) & [ —2 Ly b7 7 A% — (Secret
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[VPN k> /L (VPN Tunnels) ]-3—31Z1%, Security Cloud Control 77> MZ X » TEHINDSTTO
Fy bU—=7 b RNVOHERAT —Z ZAPFIRENE T, VPN b RVDEHRAT —Z AL, 77T 47
F7ETA FATT,

VPC Z IR L Th b, [T 7 a2 (Actions) | T [#f DR (Check Connectivity) [% 27V v 7 LE T,

)
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(19 ]
T

Name *

VPN 1

VPN 1

WHITFR RSN ERE A,

. od

Lastactive =

Q | Se: y tunnel name, device name, or IP Displaying 50 of 74 results

Status ¥ Peer 1 Name = Peer1IP = Peer 2Name = PeerZIP =

abc-g1w2e3r4t5y6u’?is def-09p0s1a2f3g4h5j6

Idle 209.165.200.230 209.165.201.31 4/8/22 7:12 AM

Active abc-gq1w2e3r4t5y6u7is 209.165.202.148 def-09p0s1d2f3g4h5j6 209.165.201.31 5/10/22 2:32 PM

B4 FEVPN F O RILZEERRERLTI7 4 IILZNIET 5

FIE

TN EHA e U RBRET L R E MBS PECHA LT, VBN ko 3 ARICR S
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ATV 1 [EF2T7HES (SecureConnections) ] >[+ v F7—2## (Network Connections) 1> [t/ ~EIVPN
(Siteto Site VPN) | DNEIZER L F 9,
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& [_/gzj‘o

[ bRV DORIE (Tunnel Issues) ]: b2 RADEKY A RTREMRH I ZNE Y e rRmLET, 72
2, THRARCEHET A H—T 2 AA A, ETIPT RVA, 77XV X IRRFELTND
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TWh, EIFXEFREy v a VRHELISIL, A LT 7 Mo TWeWgh, [T77 47
(Active) | A7 —H AL, MU RADRBEL THY, BEffTonTnsZ a2 R LET,
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D
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ATV T8 BBRAZNITNAA AL EITIP T FLAZ AN LT, 7AWV SNIZREREREBETH L HTEE
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AWSVPC U RJLICIMZA bNT-ZEEDERZRTIT S

AWS VPC o RN Z BN EROREREF T 21203, ROFNEICHENE T,
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RATw T2 [£EFal (Changelog) ]"X—Y T, ZA4NETA a7 Vv 7 L, [TXAATT %Y 27 (Filter
by device) ] % 7&K LT, [AWSVPC] &2 U v 27 L7,

ATv T3 BREEZHERTSH AWS VPC IR LT, [OK] %27 VU v 7 LET,

B EE R
Security Cloud Control TOZH 17 7 D4 B
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<G L AWSVPC NDORIDE X2 U F 4 7 —F L DR CRERELEZETEX X2 7 4
T—"7,

«IPv4 £721XIPv6 7 RL AL D TEZETEHEX 2V T 4 7 —7

AWS X = UV 7 ¢ 7 )v—"7"% G Te Security Cloud Control T/L—/LEAERKT 2% & &1X, RO
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e AUNRT LY RRNT T 4w 7 EHATEHL—LOEE . EELIE. R AWS VPC HD 1
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N

G HiLwnexa VT4 70— N— N EERT DB, 1B LIz —NEtXa )T 4 71— Z
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2ODR— AN S 1 DD T R ¥F2 VT 4 IN—TFF T2 h~D T T 407
BT DA N R— )L EVERT D854 . Security Cloud Control (X241 % 2 SO D
= VZEBLET, | DIIRYIOR— PO EX 2V T 4 INV—T~D T T 4 v I %
AL, Y12 F20FR— MNP EX 2 Y T 4 T N—T~D T T 4 v 7 EZFHFALE
7

X2 VT 4 T NAN—T N — LV EAERRT DIZIE, ROTFIEEZFETLET,

FIE

ATV X2 UTATNARERRLET,
ATFvF2 [T FVL—b (Template) | X7 %27 U7 LET,

B Aws 731 20%E


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
manage-aws-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_66
manage-aws-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_66

| AWS 731 2D%%E

ATvT3

RATv74

ATy TH

ATvT6

ATy 71

ATvT8

ATvT9
ATv 710

t%2U745n—Tn—nots [

[AWS| 4 7% 27 Vw7 L, T/®A arbta—)L R r—%RETS AWSVPC T34 AT 7 L— |k
B ET,
[&# (Management) | XA > T, [ARVU— (Policy) | Z#=IRLET,

8

N—NZ BT otx2U T4 TNV—TORICHLBENTTARS %27 v 7 LET,

[ >3 K (Inbound) | £721X [TV k37 K (Outbound) 1 %7 U w27 LET,

[ 372 R (Inbound) |/V—/b : BEEITER Y MU —27IZ1F, 1 DFITEED IPvA 7 KL A IPv6 7
RLVA, FH37T7 0 R ex2 )74 INV—TFT7 V2 VaEDHRI ENTEET, sikery hU—
70, B0 770 82X a T4 IINV—T 47V b LTERTIDENHY FT,

[7 7 hXY R (Outbound) J/b—/b : EEILHR Y NU—21F =07 70 FEXa VT4 T —7
FTV e hE L TERETOIBENHY ET, 8k y NT—27I12E, | DEITERD IPvE 7 R L
A IPV6 T RV A, Fl2idvXa )T 4 IN—T FT7 07 hegbbl tnTtasEd,

N—NZ B ANDLET, BT, A=, BIXOBEXTOTT A, UL R, T, A 7%
HATEET,
WDE TN R EAEEICHAEDLE T, F 774 v 7 —BHELTERLET,
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[#fiJC (Destination) ] : [##iSt (Destination) | ¥ 7 %227 Vw7 LT, *v hI—7 (Fxy hU—J &
Kz Ede) £l xy NI—2 T 7 4 v 7B ER—FEZBEBMELFHIBRLET, T 740 MEE,
[{E& (Any) ] T,

GE)
Fw NI =7 ATVl RRERIN TV WS AWS 22V —/LTliL, IPv4 (0.0.0.0/0) & IPv6
(::0/0) D2 OO —ZEHINE T,

[f&77 (Save) 1227V w7 LET,
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FE
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