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SDC Z{EMA L =T/ 4 XD CDO ~D¥fx

SDC #4r L TT /34 A% CDO \ZHEfi T D356, CDO TEHT D7 /31 Xk, A"— b 443 (F
7T A AEHAICGRE LR — ) TORERA VAT RT 7R AZHATLHHLEND
DEF. ZOFAIE. BET VR AFEA— L AEFER L CREINET,

F72. SDCHE STV OAE~ v 3, FEHRT NS ADEHA L F—T = ATy
=78 SN TNWD Z & g T 20 ENH Y £7,

CDO D VM 1 » — % (& L 1= Secure Device Connector 0 E R

T ZAD1 T A AMNEREMA LT CDO %7 A AHHRT 256, CDO &7 /3 Aol
FEREHTH=0OIZ, v FU—7IZ Secure Device Connector (SDC) & > — KL T/
D ENRRANT T 7T 4 ZATY, BH. Z0bDOT A, ZIIEFERX—2THY | 7
Uy Z IPT RUVAREERZRWD, IBA 2 —7 = A AP NTZAR— F &> TWET,
WYX= T 477547 A (ASA) . Firepower Threat Defense 7 /34 A (FTD) .
Firepower Management Center (FMC) . Secure Firewall Cloud Native 7 /XA A, SSH 3 X TV 10S
TA AFTF T, SDC Z ] LT CDO IZEAKE(f TE £,

SDC i, BHIRT NA RATEITTILE RS D a~v 2 FE | BEHMRT A AEET D54
FENHDHA =IO T, CDO ZEM L ET, SDCIE. CDOICfb-oTCZDa~vy N

. Cisco Defense Orchestrator % {5 L 7= AWS ) & IE
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I Cisco Defense Orchestrator ()& A&
CDO D VM o # — % (& L 1= Secure Device Connector O &R .

EITL, BEHAIRT AL 2> TCDO A v E—VZEEL, BEHAGRT AL ZANLD
IS % CDO IR LE T,

1 D SDC WEHTE LT /A AL, ZNHDT /N ANTEEISN TV DHHERE & . MRk
T7ANDYA XL > TR ET, 2720, BEGEOBRZE LT, 120 SDC THKI 500
BOTNRA AP R— b TELZEEBELTOVET, FEMICHONTIX, H—0 CDO 75
CHEED SDC 2425 (20 2—) 2BRL T &V,

ZOFIETIEH, CDODVM A A=V EEAL TRy hU—ZIZSDC & A A h—/v 955
WCOWTEALES, Zid, SDCEMERTA7-DICHEEIN D, KLEHE CTEHE T 5 ik
T9, fER L7 VM Z i LT SDC Z1ERT B MENRH 55681E. BH D VM _ETO Secure
Device Connector DRERE (11 ~2—°) OFNEIZHEVE T,

1R BHHIIZ

SDC % EBBI9 2 RNZ. IRORIHRSMZHER L T2 &0,

«CDO 1L, WERFEAETF = v 7 2MEL L, SDC &A1 ¥ —F v OO Web/=2 27 >
VFuXiaErYAR— L TWERTA, XY —R—%H L TWAEEIL, SDC
L CDODRID N T 7 4 v 7 OREEZENZLET,

+SDC IZ1E, TCP AR— b 443 F7213T7 A ZAFHAICHRE LR —FTOAL X —F v b
SNDFERIRT T MR RT 7 2ANRKETT, T/ AN CDO L > TEEIN T
DFE. TOR—=MEDA N R NI T 4 v 7 BFFR[THLERNH Y F9,

cWHIZe Ry NU— I T 72 A &SRS B2,  [Cisco Defense Orchestrator & B 45
WA ASOEHE] L TLIIEIN,

« CDO (. vSphere Web 77 7 A 7 > N £ 721X ESXi Web 7 7 4 7> M &M L7 SDC VM
OVF f A=V DA VA h—)LEHHR—FLTWVET,

«CDO (X, vSphere 7 A7 b 77 A4 7 MM L7z SDC VM OVF A A —Y DA A
F— &P R—F L THEEA,

« ESXi 5.1 /A /= 31 W,
+CentOS 7 7 AN ARV —F 4 T VAT A,
« BB CDO T SDC AT —H% AINT 7T 4 TITI2 B 720
» VMware ESXi /R A MZiL 2 2D vCPU BMETT,
» VMware ESXi /R A MZIZ2GB LLED A E Y BMLFE T,
s VMwareESXi Tld, 7rE Y a =7 0RRNIIJSC T, K~ 2 R— 357
WHIZ 64 GB DT 4 A7 KRENLETT,

e DockerIP /X, SDC D IP#FEB L UT A ZADIPHFH L IR/ AV TRy MIH A M
NH Y F9,

o f VA M=)V EBIET DEINC., IROBWMAIE L ET,
¢ SDCIZEHTHEFHIIP 7 R L &,

Cisco Defense Orchestrator % {£f L = AWS D EIE .
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o A VA M= AT AFUVERT D root T —HF—L cdo Z—HF—D/AT— K,
« ML CH T 5 DNS h— =D P 7 KL A,

*SDC 7 RLAWFIETDHF Y NT—7 D~ U =A IPT KL A,

« XA LY —/R—DFQDN ¥£721Z 1P 7 FL %,

s SDCRABR~ T L, BEX =2 U T 4 X TFEEHAINCA VA M= NLTELICHEESINTE
D, ZNEITHIZEE. F—HF80DT T N REBHISMLENHY £7°,

ATvF1  SDC #ER$ % CDO T F v hMerZA v LET,
AT T2 [2—%— (User) | A==2—%227 V7 L, [EX¥=T 2x27 % (Secure Connectors) ] Zi®IR L FJ,

tenant name
user name

& e-

No devices of Services have boen onboarded

Cisco Defense Orchestrator

ATv T3 [BX=T7 237 # (Secure Connectors) |X— T, FWTTARZ %27 U7 L, [Secure Device
Connector] &R L F 7,

% 0 < tenant name _

user name

c K3

Secure Device Connector@
Secure Event Connector
11/18/2020, 4:47:08 PM

11/18/2020, 4:41:08 PM

ATy T4  FJE1 T[SDCVMA A—T DX 7 v—F (Download the SDC VM image) 127 U v 27 L¥d, +5¢&
BD B TPNERSIVET,

. Cisco Defense Orchestrator % {5 L 7= AWS ) & IE
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CDO O VM « * — % & L 1= Secure Device Connector O & .

Deploy an On-Premises Secure Device Connector p ¢

Step 1
Download the SDC VM Image;

and follow the documentation to deploy the SDC VM on vSphere.

Step 2 |

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere. s

CDO Bootstrap Data

QBRPXI1RPSBVOPSJleUpoYkdjal9pSINVekkxTmlJcOluljViQek2SWtwWFZDSjkuZX1Kc2FXNXJav1
JVWleclaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT JFZbk5qY215d2RHbHZ 1bk1pT2xzaVNWUKVM
VUpoYzJVaUxDSm91Vep5YVARAE1 pNHdJaXdpYm1kbWRSSmRMQBoxY z WeVgyNWhiV1VpT21KamIyWm
x)bkpsY2tCamFYTmpieTVqY jIwaUxDSmhiWELlpT21KellXMXNJaXdpY285c1pYTWLPbHNpVINSSTVIW
OUJSRTFKVG1KZExDSnBIM@1pT21KcGRHUNIMOQBpqYKkhiWemRHVN1TVIFpT21JeElpd21jSEpwY 1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw |
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaUek2V31KMGNuVnpk(81zSWSKbF1XUN1MOE
k1TLIRSbUBYSTRNQZFpWIW1NNUxUUTNPRGNEWW1 Zek 1DMW1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNthDBa
UBpkTENKcFpDSTZ JamN3T1dRMYpHSXpMVFpoTmpZdESEVTBZUZABTIRCHUxXUXhNelJr TURZeESEWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEYNzhoNUNSZDNPRUUSHUDXT2VRd j04aHpkSIhtR3BhUmtSYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek 5XNBdKajRyTTlyVzM3IRXdRdFOzeWh5azVkTOVITVIrMlcwR1 JRcXhLompoU1JLUT pKNXQBeGxuN1
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j
dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN
BKcHM5a24 tNGBwZWtxcB1BTXoSUVZOMXZ1S) ZWNmSNdBgyV3JicDRZMTY 1MC1yeDBpblhWNFdzQSIK
QBRPXORPTUFJT 181d3d3LmR1ZmVuc2VvemNoZXNBcmFBb3IuY29tIgpDREITVEVOQUSUPS. jaXN] by

ATFY TS Zip 7 7 ANDLTRCOT 7 A NEHHLET, ZhbiE, KOL IR LD TY,
« CDO-SDC-VM-ddd50fa.ovf

* CDO-SDC-VM-ddd50fa.mf
¢ CDO-SDC-VM-ddd50fa-disk1.vmdk

ATw 6 vSphere Web 7 74 7> haEMHAL T, BHE L LT VMware ——lcu 74 LET,
GE)  ESXiWeb 7 5472 MIBEHALALANTLFEN,

ATy 1 Tur7 M- T, OVE 77 L— k)5 Secure Device Connector AR~ 3 v & BB L £7,
ATYvT8 kY Ty TNRETLIEL, SDC VM OERA AILET,

RTFvT9  HLWSDCVM D=2y —LEH&E ET,

ATF9T10 =2—H—FcdoTrI7 A LET, 774/ hDO/RAT— KT adml23 T,

ATy 7N Fvr7 T, sudosdc-onboard setup & AL ET,

[cdo@localhost ~]1$ sudo sdc-onboard setup

ATYT12 RAUV—FKROT a7 g RENzS, adml123 E A LET,

ATY 13 Fur 7P M-S T, root 2—HF—DFH LWASRAT— REERMR LET, root =2—HF—D 2T — & A
HLET,

Cisco Defense Orchestrator £ L /- AWS D& .
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. CDO @ VM A #* — % {# [ L = Secure Device Connector 0 &R

ATy T8 Tar T M- T, cdox—HF—DFH LW A T — RE2EKRLET, cdox—F—D AT — K& AS
Lij‘o

RAT9 T8 [HiT HCDO KA A &R L TL 7Z&E W (Please choose the CDO domain you connect to) ] &9 7'
7 M RFIRE NI B, Cisco Defense Orchestrator O K A A U EHZ AT L ET,

ATYT16 TrrT ERERINTZE, SDCVM DIRD KA A AF#REATILET,
a) IP 7 KLl %/CIDR
by Y—hv=A
c) DNS #—r3—
d) NTP #—/3—%72/% FQDN
e) Docker 7'V v

F721%. Docker 7'V v UM S eV AT Enter ¥ — & L E T,

AT [ZROHOMEIZIELWTT 2?2 (1R z)  (Are these values correct? (y/n) [&WV D 7'r v F R
SNeH, I ZAN LT MY 2R L ET,

ATV T8 ATNEEHELET,

ATYF19 [5FT<SDCEHELET 20?2 (1TWV/nz)  (Would you like to setup the SDC now? (y/n)] &5 7
T ERRFEREINTZD, ] Z AT LET,

ATFYT20 VM arY—nAhrbBEBNICr 77T FLET,

ATYyT2 SDC~D SSH HfaFil LET, cdo & LT AL, NAV—=FE AN LET,

ATwF22 7wvr7 KT, sudosdc-onboard bootstrap & AJj L E7,

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

RATwTF23 [sudo] SAT—RKOANZRDLNTZH, AT v 7 14 TER L7 cdo SAT—READLET,

RTvT2 [CDODEFaT ARy Z_X—=U b7 —hA NI v 7 TF—2%a— LT ZEW (Please copy the
bootstrap data form the Secure Connector Page of CDO) | &9 Z'u 7 hRFRI N6, IROPNEIZHE
l/\i‘dAO

1. CDOcmr 74 v LET,
2. 2P —RA=a—0b, [BX2T7 2a2%27 % (Secure Connectors) | =R L F7,

3. [T/ varv] AT, [F7 I ADSecure Device Connector® B (Deploy an On-Premises Secure
Device Connector) 1 %7 U v 7 LET,

4 FATRITRY T ADAT v 72 T[T — A NT v T —%% 2t — (Copy the bootstrap data) | %
7V w27 L, SSHY 4 v RUIZEEY (T £7,

. Cisco Defense Orchestrator % {5 L 7= AWS ) & IE
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ATv T2

AT v T 26

B 5O VM £ T® Secure Device Connector ) & .

Deploy an On-Premises Secure Device Connector P

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDOQ Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjaU9pSINVekkxTmlJcOluUjVjQak2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVWlc1aGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1luTjFZbk5qY21sd2RHbHZibk1pT2xzaVNWUKVMH
VUpoYzJVaUxDSm91Vap5YVdRdE1pNHdJaXdpYm1kbWR5SmRMQBox Yz JWeVgyNWhiV1VpT21KamIyWm
xjbkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pYTWIPbHNpVWSSTV.IW
OUJSRTFKVG1KZExDSnBjM81pT21KcGRHUWIMOBpqYkhWemRHVN1TV1FpT21JeElpd21jSEpwY1dGeW
VWUmx1bUZ1ZENJNmJuVNNiQ3dpYzNWaWF tvmpkR1I1Y8dVal9pSjFjM1Z5SW13aWMzQkpaQBk2SWto
RVR5SXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmY1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2SW
prMUSHWXpZamd3TFdKaV16a3RORGMATnkxaVpgTXdMV1poWW10bFptRXpPRAUWWMLIcO1tTnNhY 121
ZEY5cFpDSTZJbUZ3YVMxamJHbGxib1FpTENKelkyOXdaUBk2V31KMGNUVNpkQa1zSWSKbF1XUW1MQB
k1T1RSbUBvSTRNOZFoWWI1NNUXUUTNPRGNGWW1 Zek 1DMW1ZVBpaWldaaE16aGhOR1 10 TENKM2NtbDBa
QBRPXBRPTUFJT j81d3d3LmR1ZmVuc2VvcemNoZ XNBecmFBb3TuY29t IgpDREIFVEVOQUSUPSJjaXNjby
ThbWFsbG1lvIgpDREGTQkIPVFNUUKFQX1VSTDO1iaHRAcHMELY93d3cuZGVmZNS5ZzZWOyY2h1le3RyYXRy
ci5jb26vc2RjL2Jvb3RzdHJIheC9 jaXNjby1hbWFsbGlvLZNpc2ZNvLWFtYWxsaW8tUBRDIgo=

£ Copy bootstrap data

[ZhHD
VT RMFORENTZL, ] EASILET,

[Secure Device Connector] “X— 2R Y £9°, HLWSDC DAT—X AN [T 7T 47 (Active) JIZEH
SNDHET, BEEEZERLET,

WEEFFLETHN? (T z) (Do you want to update these setting? (y/n)) ] &9 7'

REEER
» Secure Device Connector ® kT 7 /L = — K (149 ~<X—)

s TNRA AL SDC DEERICEAT D VT TNy a—T 47 (151 =)

B 5 VM £ T Secure Device Connector M E B

THRAADT T A ANEREMA L TCDO &7 /A ATHHE T 2958, CDO L7 /31 2Dl
FEEHRT HI-HOIZ, > U —27IZ Secure Device Connector (SDC) # % 7 > m— KL Tl
B2 EBRRANT T 7T 4 ATY, @, ZNHOT S AFIER—2ATHY | T
Uo7 IPT RLAZRTZ7200, INA o Z—T = A RIZHDPNIZAR— F 2R > ThET,
WIS X2 U7 77747 A (ASA) . Firepower Threat Defense 7 /3 A (FTD) .
Firepower Management Center (FMC) . Secure Firewall Cloud Native 7 /34 A X9 _CT, T /34
2D 7 A AMNERAEHH LT CDO ICE A TE £,

SDC i, BHXRT NA A TERITTHMENHDa~vr R, BHMNRT A AEETDHH
BERHDH A v E—TIZONT, CDO ZEEMH L FET, SDCIX, CDOIXfb-TZdha~vwyr K%
FATL, BEXIGRT A 22> TCDOIZ A v =V EEE L, BHEMRT NA ANLD
%A CDO IR L £,

1 20D SDC WEHTE LT /3 ADEIL, ZTNEDT A ATREIN T DHHERE L. K
Tr7ANDY A XL TRV ET, 2720, BEEIBEOEZE LT, 120 SDC TH 500
BOTNA A% PR—FTEHZEEBELTOET, FEMICOWTIE, H—0 CDO 77 v
N CHEEO SDC #2425 (20 23—Y) 28R LTLIEE,

Cisco Defense Orchestrator £ L /- AWS D& .
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B & ® VM L T Secure Device Connector O FERf

ZOFRIETHEH, MEOEE~ A A—VEFHALTRY NU—712SDC A A h—/L
HHFECOWTHBALET,

\}

GE)  SDCHA A M—NTHDICHREIND, KbHEHECEHETE 5 H1kIE,. CDO @ SDCOVA
A A=VHEF T a—RLTA VA =T 5Z LTI, FIEIDONTIE, CDOOVMA A —
> Zx i U7 Secure Device Connector DJERH (6 X—<) ZHZMM L T &0,

4R HHEIIZ

+CDO (F, WERAEAET = v 7 20EL L, SDC LA v ¥ —F v hOFD Web/2 2T
vruaFx eV AR—hFLTWERA,

e SDCIZIZTCP AR— K 443 TOA v H—F > "ADFEEIRT 7 MXT L KT 7 ANNE
<9,

e X NIT—=TDHA KT A 2DV TIL, [Cisco Defense Orchestrator & B 45 /3 A
ANDEEE) 2R L TLTEEND,

svCenter Web 7 74 7 FE7-1FrESXiWeb 7 A4 7 b E2EHLTA VA h—vE T
VMware ESXi /8 A |,

N

GE)  vSphere 7 A2V by T FA4 T v MM LIA VA F—EH
R—=HFLTWEHEA,

« ESXi 5.1 /A 7= 31
+CentOS7 7 AN ARV —F 4 T VAT A,
« BB CDO T SDC AT —H% AINT 7T 4 TITI2 B 720
« VMware ESXi 78 A MZiE 2 2D CPU ST T,
» VMware ESXi /R A MZIZ2GB UL ED A E U BMLFE T,

s VMware ESXi Tid, R EYVa =7 O@ERIZISUT, I~ &2 R— 572
WIZI0GB DT 4 A7 BRENMETYT, iU, LEIILLCTT 4 A7 KA YEET
X519, N—TFT 4 a rTHIERY 2— 28 (LVM) Z2HEA LTS Z L5248
E LT,

cVMODOCPU L AEYZEHLIZL, VMOERE AN, [EF =27 2127 F (Secure
Connectors) | X—IZSDC A [T 277 47 IRETHDHZ LN RENTND Z & ZfER
]\/\i—g—o

ZOFNEEFITT B —P—L, Linnx BEOBIEIZHLATEY  viE Y27 VT 4
EFEALCT7 7 ANVERELTVARLERSY £7,

. Cisco Defense Orchestrator % {5 L 7= AWS ) & IE
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ATy
ATvT2

ATv7T3

ATvT4
ATvT5

B 5O VM £ T® Secure Device Connector ) & .

e F 7L I ADSDC & CentOS IR~ NZA VA M=) T B8581F, Yumtx =V 7 ¢

Ny FHEMNCA VA=V T DL E2BEIOLET, YumDOEH 2 BGFT 572D DK
BT T, A—h 443720 TR<A—=Fr80 THLT WV MY U KT 72 A% LB
HLGENHY T, o, FHEAT Y 22—/ F 572D yum-cron £ 721 crontab 7%
ETHLERDYET, EX2 VT4 EBHTF—LEHEEL T, YumOEHRLZEUGT 57290
WEX a2 VT AR —2BRTTHLENLLNE D EHE LES,

GE)  R&ODHIZ : FENOa~< R, a¥—LTREKEY 4 > RO AT 20 TidZe< AJ1d
HEICLTLEEY, —#na<r NZEENS A yv=) X, Ay b7 F—=X |
DTAEAT Im&Zy =] ELTHEHAINDGERHY, a~vy RBRRRTHRREE 72D F
K

SDC #{ER$ % CDO 7> Momr 74 LET,
[—H— (User) | A=a—%27YvZ L, [E¥x=27 27 ¥ (Secure Connectors) | ZEIN L £,

tenant name
user name

& e~

No devices of Services have boen onboarded

Cisco Defense Orchestrator

[E¥ =27 237 % (Secure Connectors) | X— T, HFWT T ARFZ %27 U w7 L. [Secure Device
Connector] Z1BIR L F7,

@ ~ tenant name

user name

c K3

Secure Device Connector@
Secure Event Connector
1171872020, 4:47:08 PM

11/18/2020, 4:41:08 PM

VA RUDFIHE2 DT — AT v T T =S 2 AERICAE—LET,

D7 EHIRO RAM & T 4 A7 FHIRA SDCIZEID B{THNLTWVWD CentOS 7RIS V& A A h—
LLET,

*+8GB ® RAM

¢« 10GB DF 4 A Y AR— R

Cisco Defense Orchestrator £ L /- AWS D& .
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. B 5 ® VM L T® Secure Device Connector O &Rl

ATvT6

ATy T17

ATvT8

ATvT9

ATv 710

ATvIN

ATvT12

ATy 713

ATv 714

ATvT15

ATv 716

ATy I

AVAR—=LTehH, SDCOIPT RV A, BT Xy b~RA7 F—=F U= DIRERE, Ry FT—7
DR EEAITVET,

DNS (FAA =LY ——) ZRELET,

NTP (v hU—2 Z AL Fua hail) h—_"—2RELET,

SDC @ CLI & ffiHIZR0 B TX 5 X 512, CentOS |2 SSH —"—% A A h—L LET,

Yum O A 4T L. open-vm-tools, nettools, 35 X OFbind-utils /Xy 7 —2% A A h— LET,

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

AWSCLI N> r—U % A A h—/L L E7, https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux.htmlZ ZH L T 7230,

GE)  -user 77 JIHMEHLZWVWTLS &,

Docker CE /X 77— % A A h—/L L %79, https://docs.docker.com/install/linux/docker-ce/centos/
#install-docker-ceZ ZH L T 72 &0,

GE) TR P EER LA A M=) HiEzefMMALET,

Docker h—E R &ZBltG L., IEIRFICBIMECTE D L Ol LET,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

fedo) & Tsde) D2 OoD=2—V—%ER L FET, cdox—V—iL, BEHEELFITT LI A
THL—H—TF (DFEVroot 22— —ZEEFHITILEZTHY FHA) , sdc=—HF—|L, SDCdocker
a T EETTH—YF—TT,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

cdo 21— —DIRAT — REZZHELET,

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

cdo = —%—% [wheel] ZV—71ZBML., BIE (sudo) HERZFTS LET,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker 31 A h—/vEZb &, 22— —7 L —TMERELE T, CentOS/Docker D /3—3 = T
U C. [ldocker] F721% Tdockerroot] &MEXALE T, fetc/group 7 7 A /VTED T N—TBERK S 720>
EHER LD, sdce 22— —%2ZD 7 NV—7I1TBMLET,
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ATy 718

ATv 719

ATy T2
ATy T2AN

ATvT22

ATvT23

ATvT24

B 5O VM £ T® Secure Device Connector ) & .

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

Jetc/docker/daemon.json 7 7 A LV IMFLE LIRWIGAIIIER L, STOWNEE AT LET, ERLEES.
docker 7 —E A HREI L 7,

GE) Tgroup] F—IZ AN LT7zZ V—TZMN, BIOFINEAD letc/group 7 7 A W THOF =7 N—T &
—HLTWDZEZMHERLTIIEEN,

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"
}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

BIfE vSphere = > YV — /by v a VEBHLTWDEAIEL, SSHIZEIW B2 T, [ledo) =—H¥—Tr o
A LET, rA LS, Tsde) 2—HF—IZUIVEZET, NAT—FROANEZRD N6,
fedo) —W—D/AT—KEANLET,

[cdo@sdc-vm ~]S$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]1$

7 4 L7 U % Jusr/local/cdo (228 L £,

bootstrapdata &\ 9 #H LW 7 7 A L Z1ERK L. [4 > 7 L 2 A DSecure Device Connector® R (Deploy

an On-Premises Secure Device Connector) | 7V 4 ¥ — RO RN O T — A NTF v T F—X%& D774
VIZRED AT £94, [BR1FE Save) 1227V v 7 LTCT7 7 A NVERIELET, [vi] £7203 [nano] ZEH L

T7Z 7 ANVEFRTE ET,

T — R ANT v T —HIbase6d T a— RSN TWET DT, KEfEHiL L T extractedbootstrapdata
EWVWH T AMIET AR—MLET,

[sdc@sdc-vm ~]$ base64 -d /usr/local/cdo/bootstrapdata > /usr/local/cdo/extractedbootstrapdata
[sdc@sdc-vm ~]1$

cataI< REFEITL T EMTIL LT —#%2F R LET, a~vr FBIUORSMEHL LZT — 2 I3k
@J: j Lfcﬁ@i‘a—o

[sdc@sdc-vm ~]$ cat /usr/local/cdo/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

UTDa~vy REFATLT, e L7 — NA N T v 7T — 2 O—8 2 BREARIC= 7 AR — L
£

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]1$

CDOMBT— A NT IR RV EFA T a—RLET,
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[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO_TOKEN" "$CDO_BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 --:==:=-= —=—:=-=:-—- —-—-:——:—— 10654
[sdc@sdc-vm ~]$ 1ls -1 /usr/local/cdo/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/cdo/tenant-name-SDC

AT w725 SDC tarball Z 2B L. bootstrap.sh 7 7 A L& FEITLTSDC RNy 7r—T% A A =L LET,

[sdc@sdc-vm ~]$ tar xzvf /usr/local/cdo/tenant-name-SDC

<snipped - extracted files>

[sdc@sdc-vm ~]$

[sdc@sdc-vm ~]$ /usr/local/cdo/bootstrap/bootstrap.sh

[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally

sha256:d98£17101db10e66db5b5d6afdalc95c29ea0004d9e4315508£d305790275458: Pulling
from

ciscodefenseorchestrator/sdc_prod

08d48e6flcff: Pull complete

ebbdl0b629b1l: Pull complete

d14d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped - downloads>

no crontab for sdc

$TA5E,. CDOTSDC [ T7 5 47 EERRENBITTTT,

RDERY
« [TFAARLF—ERDOEAKE] IZBE LT, CDO TEHT D7 /3 X 2B A L
i‘g“o

Secure Device Connector O Ell iR

"
5 B

ZOFIEIZ XV, Secure Device Connector (SDC) MHIFREINF T, ORI TICEREEH
loo ZOBEERATST2RIZ, HILWSDC A VA F—/L LTCT NS 2R\ T HE T, £
D SDC IZHERE SN TNWDT NA REFEHTE D £F, 71 R &HERT DI1C1L, H
PRSI T NA R LIEBE a 7 A NERETBANTTLUERNH DL5E60H 0 77,

7> b6 SDC ZHIBRT 5121, ROFINEEZFETLET,

AT YT HIBRT 2 SDCICHHRE STV DT A AT X CHIBR L ET, ZOBEEEX, RDO2ODFIETETTEE
R

o« —ERDTNA ZZBD SDC IZBENIT 50y, SDC ORI VEEL £4, FERICOWWTIE, ROk
Vo7 ESRL T TEEN,

* AWS VPC 5t 1 7' A UEHROTHT (99 ~—2)
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« HIERT 2 SDC IZEEH SN TWNWDTRTHOT /A A% CDO »HHIBRELF T,

1. SDC T ESND TR TDHOT NS ZAERET 512iE,  [E— SDC % L7= CDO (8% 4 59
RTCODTFNRA AZRRDIT D] 2R L TLZEV, [A— SDC #{# ] L7z CDO (#5454
DT INA ZAERBOF5 (20 2—)

2. [T/rAAARLF—ER]N=VT, LT XTOT A ZAZ@IRLET,

3. [T/A AT 7= (Device Actions) |V 4> RUTIHIFRIZ 27V >y 27 L, [OK]Z2Z VU7 L
THEIEZREELET,

ATFY T2 2—HF—RA=a—0b, [BEXxaT a2 x27# (Secure Connectors) | &R L £,

{é:! o < tenant name

user name

c &3

Secure Device Connector@
Secure Event Connector
1171872020, 4:41:08 PM

11/18/2020, 4:41:08 PM

ATY T3 [EF=2T7 ax7 % (Secure Connectors) | 7—7 /LT, HIFRd 5 SDC #FIR L £4, ZNT, T34 2%
FERIZR > TWAHIETTT,

ATYT8 [T 7 var]exf T, MR 227V vy 7 LET, ROEERERENET,

=& <sdc_name> ZHIFRL X H & L TWET, Secure Device Connector (SDC) DHIFRIFTICEE &
lo SDCZEHIBRT D & T /351 A& AW £ 72 I3 E AR 2811, H LWSDC A 1ER L T
HAEHTOIMLENDY 9,

HEEANERE A DT NA ARH DT, SDC #HIRT2I121E. T bDT A A& e L, #HrLw
SDC #FHE LI u 7 A4 VNEREFEANTLHILENDH Y £,

TERRBESFER D D5 E1E. [Fryoe] a2 U v 7 LT, CDO AR — MIBRWEHELZS
Y,

AT DITIE. FOTHFA MR v 7 AT <sde_name> 2 A LT, [OK] %227 U7 LET,

AT TS HATTHHEF, BEXA v —VICGE#H SN TV D SDCOLARIEHERA A T a7 Ry 7 A A LET,
ATvT6 [OK]Z27 U 27 LT, SDC DHIRZHEE L £,
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B 5% s0ch 50 s0c~m AsA DEH

& % SDC 1 5 Al SDC ~ 0 ASA DFZES

CDO Ti%, H—® CDO 77> b THH®D SDC M+ %, WOFIRZMHT LT, EHxI%
ASA %, &% SDC 1 BJIO SDC BB TE £,

ATY TN FEF =2 g 3—=T, [T ALH—E R (Devices & Services) |27 U v 7 LET,
ATV T2 [T/34 A (Device) | #7% 271Uy 7 LThb, [ASA| ¥ 7% 270 7 LET,

AT 73 B SDCIZBEIT S 1 LI LD ASA Z3EIRL £,

ATV T8 [THAAARAT 72 a1, T, [BEEHROEH (Update Credentials) 1 %227V v 7 LET,
AT w75 [Secure Device Connector] R %7 U w7 L, T/3 AOBENIE SDC ##INL 7,

RAT9T6 CDONT A AT A T 51D T2EREDL—P—Z L AT —READ L, [FEH (Update) ]
7V LET, BRI TWRWIRD | FEEEO—H—4 L2 T — RiE, ASA OB A 26 H
LicaZ A4 AEREFLTT, ZROHOEREEZT A RZEMT20ETH D HA,

GE) T RTOASARFEULr A AEREHERA L TWBEE. 85D ASA %, H 25 SDC 255D SDC
WC—FECTREICEET, HEDASADa 7 A NERP R/ D55, £ ASA = H 5 SDC B HID
SDCIZ 12T OBETALERH Y 7,

Firepower DOV A4 IEHMOEH

Meraki & > ¥ = A8 — R B LW APL X — % 4T 554515, CDO THfinr 7 1 U EH %z T
FTH20ERHY T, HrLnF—2AERT 502DV TiE, Meraki API 3 — DAk & Bufs
EZRL TSV, CDO T, 731 AR in 7 4 NEREEHT 5 L3 TxF
T, BEIZGET T, Meraki # v ¥ 2R — RTAPIF—%2 FETHEHF CTEEJ, n s A 1HH
ZWoH L ClIE & N9 5121, CDOUI TAPI % —% FEICHEHFTIMLENRH Y £9°,

)

GE)  CDOWT /A ADRUNTKLI LT-5E. CDO O AT — & A [#Rh7s v 7' A E#H  (Invalid
Credentials) | &R REINDHZENHY £7, TOHEIT, APIF—ZEH L L5 & Lzwmgtk
Nd 0 £, FIR L7Z Meraki MX @D API F—NIE LW Z & 2R L £,

WO TFNEZMH LT, Meraki MX /34 201 7 A AEREFH L ET,

ATV Tl FEF—=2 a0 =T, [T/ AL P —EZ (Devices & Services) ] %7 U v 7 LET,
RATFYT2 [FARARA|ZT %7V w7 LTnD, [Merakil| # 7% 27V v 7 LET,

RT3 Hifin VA NERE EH T D Meraki MX &8I L 7,

ARTYT8 [THRART 72 a XA 2T, [R7 A4 AFROTEH (Update Credentials) | %727 UV v 7 LET,
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RTYTE CDORT N a7 A T 50T % AP F—Z AN L, [EH (Update) 122 YU v LET,
ZDOAPIF—T, BEINTWARWEY | Meraki MX OEAEICHER L0 LR Le 74 ERTT,
INODOEREEZTNA AZERTIVNEETHD A,

Secure Device Connector D& R L&

AT T [2—W— (User) | A=a—Mnb, [EF =T 227 % (Secure Connectors) ] Z R L F7,
RTYv T2 XHiTELEETSH SDC &N E7,

ATy T3 FflA T, SDC DAHIOMIZH DMRET A2 & 22 ) v 7 LET,

ATv T4 SDC DAHIEETELET,

ZOH LWL, [T 73 A &P —E A] 2 > D Secure Device Connector 7 /L% 72 £, CDO
A Z—=T =2 AND SDCAHNFRSNDGINIFIRENET,

Secure Device Connector ) 5 T

ZOFIEE, TN a—T 47 Y= LTHEALTLEE, @EF., SDC I HE
WCEHSNDT-0, ZOFIEZHEHTISETHY FHA, 7277 L. VMOBEZERENE L
726, SDC X AWS ~OHEfi A fENL L CHFTIZZE T EHAN, ZOFIHIZLY, SDC
OFHF M S, FFAIRSOMBEIZ X 5 =7 =Bk E T,

RATw 1 SDCITHERE LEJ, SSHZMAH L Tk 9 572>, VMware Hypervisor 21> Y — /L E 2 — % i T& 7,
ATwF2 cdoz—H—LLTSDCIZRZ A LET,
RATw T3 SDC 2—H—(ZY) Y F 2T, SDCDocker 2> 7 F % FH LE 7,

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]1$

ATv T4 SDCY—LF%y  &T v 77 L —RLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~]$

AFv TS5 SDCE7 v 7/ L —RLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]$
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B =007+ rciEsosoe AT 5

BE—mCDO T+ ~THEH®DSDC ZEHT S

T2 MZBEED SDC Z BT L. XT3 —~  ABETERLZ LML, L% DT
NAREBEHTEET, 1ODSDCHEFHTE LT3 AL, TN DHDT /A R ZHEEX
NTWAHEEEL . R 7 7 A NVDV A R -> TR £,

TF MIA VA =L TE S SDC DEUZHIRIZH Y £ A, % SDCIE1 2Dy FU—7
B A NEEHTEET, INHDOSDCIX, ZTNHDORy NT—27 87 A FHNOT /A
A% [A—D CDO 7> MI# LET, #HEDSDC R eWiGE, Rlfshi-xry NV —2+&
T A NNDT A, A% B CDO TF > b CTEHTILENRH Y 3,

2% H LD SDC % JBA¥ 2 FlEIZ, HAID SDC Z &BHT 5 FIEEL R U TJ, CDO D VM A
A — % il L7z Secure Device Connector DB, HH ® VM _ET? Secure Device Connector
DEAZENTEET, 772 hOKRYIO SDC IZIX, TF > FOARTEFER | BAAER
TWET, BINOF SDCIZIE, EFICESHFIT 6 ET,

Fl— SDC ZfEA L= CDO [T DI N TDTNA RZERDITS

AT T1
ATvT2
ATvT3
ATv74

ATy TH
ATvT6

ATy 71
ATvT8

A U SDC 2 L C CDO 28T DT X TDOT /A AZiB4 5I12i%, IROFNEIZHEVE
7,

FEF = a =T, [A X &7V 7 LET,

[TARARZTH7 Vw7 LTT A AZ RO ET,

WERT NAARLZATOR T Vw7 LET,

T A VA BEEEN T TCICHRE SN TV DOHEEIE, A VXU NV T =T D EEICHD [Z VT RE %
7V w27 LT, CDO TEHLTWLITRTOT NS R —EREZRKRLET,

74»&%&V7'%7Uy7bﬁ[74wm%:1%%%%biﬁo74»&(&&%%

7 4 /L4 @ [Secure Device Connector] 7 + 2 > C, MERSDCOA4ARIZA N LET, A1 X M) T—
T, 74 VB2 TH I L2 SDC Z ] LT CDO IZHzE L T\ DT /3 ADH PR R IIET,

(A7 ay) REFEEZSILICKRVIATLIZIE, 74NV A=a—TCBNO7 4 V2 EF AT LET,
(A7vary) BETLEL, AV_XU NI T—=TADOERICHLH[ 7 VTR Z %227 v 7 LT, CDOT
B CWAT_RTOFAL R —E R EFRLET,

Secure Device Connector F — Y —RXAE LUV —KNN\—F 1454 €
VRAEMH

*amqplib *
amgplib copyright (c) 2013, 2014

Michael Bridgen <mikeb@squaremabius.net>
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This package, "amgplib™, is licensed under the MIT License. A copy maybe found in the file
LICENSE-MIT in this directory, or downloaded from

http://opensource.org/licenses/MIT

*async *
Copyright (c) 2010-2016 Caolan McMahon

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* bluebird *

The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* cheerio *

Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>
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Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software"), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or
sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* command-line-args *
The MIT License (MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the 'Software") , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* Ip *
This software is licensed under the MIT License.
Copyright Fedor Indutny, 2012.

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

. Cisco Defense Orchestrator % {5 L 7= AWS ) & IE



I Cisco Defense Orchestrator ()& A&
Secure Device Connector F — 7>V —XA B LU —FN—TFT 1S4V REH .

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* json-buffer *
Copyright (c) 2013 Dominic Tarr

Permission is hereby granted, free of charge,to any person obtaining a copy of this software
andassociated documentation files (the **Software™), todeal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify,merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whomthe Software is furnished to do
so,subject to the following conditions:

The above copyright notice and this permission noticeshall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT.IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FORANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER INAN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THESOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stable-stringify *
This software is released under the MIT license:

Permission is hereby granted, free of charge, to any person obtaining a copy ofthis software and
associated documentation files (the *Software"), to deal inthe Software without restriction, including
without limitation the rights touse, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies ofthe Software, and to permit persons to whom the Software is furnished to do so,subject to
the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESSFOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS ORCOPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHERIN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR INCONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stringify-safe *
The ISC License

Cisco Defense Orchestrator Z{&FH L 7= AWS (D& 1E .



Cisco Defense Orchestrator M £ K |
. Secure Device Connector A — TV Y —RA B L UVH— KI\—F 4 SA U REM

Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS 1S AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT, NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

* lodash *

Copyright JS Foundation and other contributors <https://js.foundation/>

Based on Underscore.js, copyright Jeremy Ashkenas,

DocumentCloud and Investigative Reporters & Editors<http://underscorejs.org/>

This software consists of voluntary contributions made by manyindividuals. For exact contribution
history, see the revision historyavailable at https://github.com/lodash/lodash

The following license applies to all parts of this software except as

documented below:

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
s0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright and related rights for sample code are waived via CC0. Samplecode is defined as all
source code displayed within the prose of thedocumentation.

CCO: http://creativecommons.org/publicdomain/zero/1.0/
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Files located in the node_modules and vendor directories are externallymaintained libraries used
by this software which have their ownlicenses; we recommend you read them, as their terms may
differ from theterms above.

* log4js *
Copyright 2015 Gareth Jones (with contributions from many other people)

Licensed under the Apache License, Version 2.0 (the ""License'); you may not use this file except
in compliance with the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License
is distributed on an ""AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied. See the License for the specific language governing permissions
andlimitations under the License.

* mkdirp *
Copyright 2010 James Halliday (mail@substack.net)
This project is free software released under the MIT/X11 license:

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* node-forge *

New BSD License (3-clause)

Copyright (c) 2010, Digital Bazaar, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyrightnotice, this list of conditions and
the following disclaimer.
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* Redistributions in binary form must reproduce the above copyrightnotice, this list of conditions
and the following disclaimer in thedocumentation and/or other materials provided with the
distribution.

* Neither the name of Digital Bazaar, Inc. nor thenames of its contributors may be used to endorse
or promote productsderived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS I1S" ANDANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIEDWARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AREDISCLAIMED. IN NO EVENT SHALL DIGITAL BAZAAR BE
LIABLE FOR ANYDIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES;LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER
INCONTRACT, STRICT LIABILITY, OR TORT(INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THISSOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

* request *

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined
by Sections 1 through 9 of this document.

"Licensor' shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

""Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
"control™ means (i) the power, direct or indirect, to cause the direction or management of such
entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your™) shall mean an individual or Legal Entity exercising permissions granted by this
License.

""Source" form shall mean the preferred form for making modifications, including but not limited
to software source code, documentation source, and configuration files.

""Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work'" shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work (an
example is provided in the Appendix below).
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"Derivative Works' shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.

""Contribution" shall mean any work of authorship, including the original version of the Work and
any modifications or additions to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition,
"submitted" means any form of electronic, verbal, or written communication sent to the Licensor
or its representatives, including but not limited to communication on electronic mailing lists, source
code control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor
for the purpose of discussing and improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by the copyright owner as ""Not a
Contribution."

""Contributor' shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made, use, offer to sell, sell, import,
and otherwise transfer the Work, where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination
of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute
patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging
that the Work or a Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License for that Work shall
terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof
in any medium, with or without modifications, and in Source or Object form, provided that You
meet the following conditions:

You must give any other recipients of the Work or Derivative Works a copy of this License; and

You must cause any modified files to carry prominent notices stating that You changed the files;
and

You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those
notices that do not pertain to any part of the Derivative Works; and

If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works
that You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at
least one of the following places: within a NOTICE text file distributed as part of the Derivative
Works; within the Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such third-party notices
normally appear. The contents of the NOTICE file are for informational purposes only and do not
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modify the License. You may add Your own attribution notices within Derivative Works that You
distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such
additional attribution notices cannot be construed as modifying the License. You may add Your
own copyright statement to Your modifications and may provide additional or different license
terms and conditions for use, reproduction, or distribution of Your modifications, or for any such
Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions
of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an ""AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including,
without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible
for determining the appropriateness of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including
any direct, indirect, special, incidental, or consequential damages of any character arising as a result
of this License or out of the use or inability to use the Work (including but not limited to damages
for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial
damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of
any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
harmless for any liability incurred by, or claims asserted against, such Contributor by reason of
your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

* rimraf *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.
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THE SOFTWARE IS PROVIDED "AS I1S"™ AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT, NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

*yuid *
Copyright (c) 2010-2012 Robert Kieffer

MIT License - http://opensource.org/licenses/mit-license.php

* validator *
Copyright (c) 2016 Chris O'Hara <cohara87@gmail.com>

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and

associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

*when *

Open Source Initiative OSI - The MIT License
http://www.opensource.org/licenses/mit-license.php
Copyright (c) 2011 Brian Cavalier

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
s0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.
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THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE
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CDO VL, DT T UHFDEH/N—Ta v EHFR—KLTWET,

* Google Chrome

* Mozilla Firefox

T REHE

Cisco Defense Orchestrator (Defense Orchestrator) Z={FH 3% &, [RE]X—YTT7F > B &
WMlx Da—YF—=7H 0 NOREDMEEZ I AL~ A ATEEY, 2—HP—A=a2—%H
&, [RE (Settings) 127 U > 27 LT, [&iE& (Settings) | X—VIZT7 7 EALET,

CDO Tenant

0~ user@example.com

& Settings @

= Secure Device Connectors

& Switch Account

= Sign Out
REEIER
o BIRERE (36 X—)
o —WEHL
« X T DRE

o ENREE (39 N—Y)
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CDO Tenant

9 user@example.com

& Settings @

= Secure Device Connectors

& Switch Account
= Sign Out

—%B072 CDO BREIWCEET 2D M v 7 2B L T E W,

« T—PBE (36 )

Cisco Defense Orchestrator DA |

e ~vA h—2 > (MyTokens) (Z2OWTIX, APl h—7 > (44 X—V) BB LTLLES

Wy,

[TFY RRENCOWTIE, UTEZZRLTIEEN,
BHEY I T ALND T xRSO (36 2—)
e VAP R—PMNIEDHTFT LV FOFRRDIHIE

o« 7 7 )V hOFEREEE 37 N—)

s Web 7081 (38 X—72)
e T L RID (39 X—2)

TV M (39 —Y)

A—H—8&E
CDOUI CERT D EBLE/IN L £7,
TO

<A =D

AN OWTIE, TAPI h—72 2] 2L TSN,

T rEE

EREYIVIRMD SR TDEME

(37 =—3)

1T2a—Y—lZOREELE

BEYVIJZZA NI X ZTOEMEIZ. TF 0 FOTRTOa2—PF—|ZZEBL2RKIFLET,

TRV AN NI vX o 2T 5121, RO FIE!

ATFY T a—P—RX=a—n5, [[%E (Settings) ] ZiBIR L £,
7% E (General Settings) 1227 Vv 27 LET,

AT T2 2= —RA=a2—T, [

=
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v2ayR— & B7+ rorzoHLE [

ATy T3 BHEY 7T AN T vF 27 (Change Request Tracking) | D FOATA X&) v 7 LET,

WedB358 745 & Defense Orchestrator f > % —7 = A ADEFMEE ., [EFa /1O [EEY 7oA R K
Ny FHT A2l [BHEY AN Y= A N—RNEREINET,

SRAAYR—MIKBDTF Y FORTRDIFLL

VAAPR= NI, ==& TFr MCBEEMT T, YR Ty PERR LY . K
DEFEC BT HREZ BB E LY LET, 272l REIZSLT, TV MERE
EEELC, YAAYR—RIBT T MIT7EALBRVWESICTHZ ENTEET, Zhi
TH120F, [ AP R— IR ZOTF 2 FERRTERNEHIZT S (Prevent Cisco support

from viewing this tenant) ] D FIZHHRE L E AT A LT, MaOF = v 7 ~v—7 R L

£

Cisco ' AR— MIT T v FEFIRSERWVE D IZT 2ITE, ROFIAITHENET,

ATy Tl a—W—RA=a =26, [EE (Settings) | ZHRINL E7,
RATw T2 [T (General Settings) 1 %7 U v 27 LET,

RTY T3 [VAIVR—= R ZOTF > hERRTERNEHIZT D (Prevent Cisco support from viewing this tenant) ]
DTFEDATA Xz Y v 7 LET,

TNARADEREHHERT ST T a v 0FEME

TR ZADEFEO HEEKGREZ AN 5 &, Defense Orchestrator |17 /XA A CHEATHINT-Z
HAHEBMEKRTEET, 2047 a 28 NOFEFEITT N, B TENT IHGEIE.
EEEART DHNCET N ADOME MR T HILELH D 7,

TNA ADEFEO BEAREGINZT HIiE, WOFIEIZHENET,

ATV Tl 2—HF—RX=a—n5 [T (Settings) ] ZHRL FT,
AT 9 T2 [ E (General Settings) | %7V v 7 LET,
ATVT3 [THAARAOEEEZABERT LA T a ORI DO TICHDLATA X% v 7 LET,

T4 FDOFRERBER
Z OB T, CDO NEANYEfT NSA ADETEZR—V 7T AHENMREY £, ZDiEIR
. ZOTF U FTEHENDITRTOT AL ATHEL, WOTHLERETXET,

)

GE) ZoBJUL, 1 DFEITEHOT A ZAZEIR LT, [T 3 AL —ER] =B
TXD WA A7 v a v a2 N LTA—R"—=F 14 R T T,
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B coEmexsoa—nearToaveammta

IOFTvara2REL, BEEREOH LOHRZERT 5123, ROFIEICKENET,

ATY T 2=V —RX=a—nD [XE (Settings) | ZiBIRNL £,

AT T2 [&f%%E (General Settings) |27V v 7 LET,

ATY T3 [T741 FOEAHEHER (Default Conflict DetectionInterval) D Ky FHA U A=a—%27 U v 7 L,
IRFfA D2 I L £ 97,

BEBRFAZRA 71— T5F T avEFNTS

HENEREAE AV 2a— 13547 a e/ b, #EDIVERFICR DR Z A7
Va—nNTEET, ANCTHE, —HBEY ELITRVELOBBERE Ay 2 — L TEE
T, HBIRBEZ AV 2— 32512, THEEBOAZa—) 22 LTIEI0,

7 /3A A D Defense Orchestrator T/THOI AL, 734 A AR S8 IR T OEFERNH 555
By T RAZHBIZE SN SIZER LTSN, T3 2N [HEatRH (Conflict
Detected) ] E 72X [FERMA] 72 &, [[FH (Synced) [IREETRWGA. A7V a—L Sz &R
LR SER A [P TSI, AP a— L SRR LA v 25 2 AN
—ERRINET,

[HBEHEZ AP 2a— VT 54T a v 2ANCT D24 T7I2T5E, ATV a—LrEn-
TRCTORERBNHIBREINET,

|

EE DefenseOrchestrator Ul L T, A7 ¥V a— /L SRR ZT /34 2% L CHEEERT 2
e, FLVERICK > TEEFORBN LEE SNET, APIZEH L TT NS ADAF YV a—
VSN REEEBAER T 256815, FTILWEME A Va2 — 3 502, BEfFO R % HIbk
THMERDY T,

HEIEBRAZ AT Y 2—NT547 v a 2Rt 5121, IROFIEIZTENET,

ATY T a—P—RX=a—n5, [(XE (Settings) | 28R L £,
AT v T2 [&%F%E (General Settings) | %27V v/ LE7,
ATV T3 [HBRHEEZ A V2 —NT545 7 a  ZHNCT DI DFTDOATA X %Es ) v 7 LET,

Web 547
Web GATIZE D, _R—=Y Dt v MIUZES BEAORMMERABEHRN A aicfitsnEd, &
WX, BR L= XU TESCLENRE, 7700~V gr @ R—Vg 0
FTNAADKRA MR EREENE T, ZOFRIZ. A I PEREOM FLIRDL 2 — o & e
L., ®MzadET 20 EINEST, TXTOMRRT —ZIZEL T, By T4 75—
2T ENE A,

. Cisco Defense Orchestrator % {5 L 7= AWS ) & IE



I Cisco Defense Orchestrator ()& A&
s+t [

Web 0HT1ET 7 4/ b THEZ /72> TWET, Web D2 BN L720, ZORIZENT
HI0%,. WOFINEEFATLE T,

ATV Tl 22— —RX=a—n5, [T (Settings) ] ZHRL FT,
RATY T2 [T (General Settings) 1 %7 U v 27 LET,
AT v T3 [Web 3T (Web Analytics) 1D FIZHDATA X E7 Vw7 LET,

T+ kID
T FIDIZEoTTF o MBI ESNET, ZDOF#HRIL. Cisco Technical Assistance Center
(TAC) (T H2MENDH D & EITHENLHET,
T

FTFUNAIE. T RBEBILET, Ty FAITHERL TIERWZ SICEER L TLEE
VY, ZOIEEIL, Cisco Technical Assistance Center (TAC) ST AMENDH D L X 12&EVH
F7,

”
i)
Mg
gl

TF 2 MCBEEMT ONTZT AL ATHRHEDT 7 ¥ a UInRETH7-TNT, CDOMLEF A —
VR ESZ IS K OISR TE T, TNLOEAIET v MCEEMT b TR ToT
NA A EINETR, TRXTOT NS AXA THREHARERT X TOA T v a v ER—
FLTWADITTIEHY FHA, 7o, UTIZY A RS TV % CDO AN A Hiv- 285
L. U7 VE A LA CTHEIMICES SN, BEZMLEEL LW LIZER LTI,

CDOMBDBETA—IVEHITIZ, TV arDEA S EEBESZTAT AL ANRTREINET,
TNA ADBEDIREEL T 7 > a OWNKEDOFEMIZOWTIE, CDO e /A v L, L%
FATNAADEFE T EFHRDEZ E2RBEIO LET,

a—P—RAoa—EBE BEEZ Y v LT, [RE]SN—VIT 7 EALET,

CDO Tenant

0~ user@example.com

& Settings @

= Secure Device Connectors

& Switch Account
= Sign Out

FINART—4270—DT7 55— FDZEE
Y

GE)  INOLORELXERT L0, FETHEMEZEEKT D10, #y FI—VEBE2—Y—n—
PLETT, FEMICOVWTIE, T2—Fo&E] 22U T30,
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B aaxe

WHNKERTRTOTNA ATV —7 70— T VA2 0THEEL T EEN, ROWTh
DT 7 a il oONWT, [T23%M AU—27 71— (DeviceWorkflow) |% FEI TR L E T,

«[7 v 77 L —FK (Upgrades) ]: ZDOT 7 v 3 E. ASAB L OFTD T /31 A 2D
SNnET,

[Ny 7T w7 (Backups) |: ZDT 7 a L FID 734 A2 WHEINET,
« [BB3 (Deployments) ]1: DT 7 = 2k, SSH £721XI0S T3 ADFEE AV AH
ZFEENEE A,
TNARARY CDT 55— bDZEE

)

CE)  ZHhOLOREEXLETET L0, FEITEMEZEHKTDI2T, ry bI—VEBE2—V—n—1
PLETT, FEMICOVWTIE, Ta2—Fo&E]] 22U TIE3n,

BEIRUERTRTOT AN, A T =7 70— T U ELTHRL T EIN, ROWTH
MDT 7 a oW T, [T/3 AA X & (Device Events) | 2 FEI TR L £,

[T TA D (Wentoffline) |1: DT 7 v a ik, 72 MIEEMIT LA TS
FTRTOTNAA RTHH S ET,

s [FrTA KD (Backonline) 1: ZDOT 7 a ik, Ty MOEEMSIT SR TWD
TRTOTFNAA A ENET,

« A (Conflictdetected) |1: 2T 7 a i, T v MIEEMN T LA THE T
TOT A AZHEH SN ET,

HITRYS41N

[7F— M &ZET D728 (Subscribe to receive alerts) ] b 7‘/1/%%3] LT, 7 b

a7 A R T O E S A=V EEMY A MOGBMLET, A—TF—U A RpHA—L

ZHIERT 211X, M VOBIREMERL T/ L—RRIZLET,

BEDaZ—YF—m—/UL, ZORESX—VOVT AT VT a7 7y ar~O7 7 ZADi

|3E'<5§2FL“C1/‘%> ZEICHEELTLEZSY, 2y b=V EEBE—YP—n— LA oo —H—
EFANNZ MY EZBEMELRHIRTEET, BN —F—F I3 DE

A — VB SE Z B kg A — =D U A MBI 21213, .%7 Uy 7 LTEFA—NE
FETADLET,

A

H
=

i

2—WF—% FETEMNT L2551, ELWETFA—LT RLAZ AT LT ZE, CDOE,
Ty MEEMT LN TWAEEMO 22— —DE A A—NLT FLAZF v 7 LERA,
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cooaams—exgmanant [

CDO BRI DR

©
WET A 3 a U LT, T NCRELEEFOT 79— FaFRrLEd, CDO
Ul OEIE, 30 HZWZ@mm ) A b oo HiBRSnET,

)

GE)  [7T7— FOEERS (Send Alerts When) &7 3 2 > TOERIL, CDO UIIZHE RS 5 #%

DA A TR LF9,

H—ER#FE

A=V T TV TERV 2T 7y 728N L, 77U F vy ai— RN THEEECDO #
HMEZELET, CDOTZDA T v a rEANITHITE, BRLET TV TEE V=T 7y
JHFETHFAIL, V=777 URL ZHGT H20E R H Y £, FEMIC OV TIX, TCDO
WY —EZHEOFEME] 2R LTITEEIN,

CDO EXNAY—ERHEEDEIEL

PF—EZMEEANCLT, FHESNIA v =0 T F Y r—2a v —E 2 %4
LTCCDO#EMAEHE LET, BMMEZETDHICUE, AvEe—V 7 77V r—varhhb
Webhook URL Z £k L, CDO @ [{@A1F%E (Notification Settings) ] X— " C% @ Webhook %
CDO IZHRET D MENH Y £77,

CDO %, —E2#A L LT Cisco Webex & Slack 4 A T 4 7Y HR—FLTWET, Zh
LDV —BERIZEEFEEIND A vE—iE, FryxrEHER Yy NHICEINIC 74—~y &R
TWET,

\)

(GE)  [@AEXE (Notification Settings) | ~X— Y TR L7-i@EE, AvE—V 7 77V r—va

SNTHESN DA R FTT,

Webex F—LDBFEIZT TV

ATy T
ATy T2

5RO BRI

CDOMANE, FEESNTZY =7 AN—RIZFKRSNL, HER Y P& LTTIAN—F Ay
T —ICERENE T, Webex Teams 237 =7 7 v 7 ZALET 2 FIEOFERIZ OV T,
['Webex for Developers] # &M LT 72 &0,

WDOFENEZEH L T, Webex Teams DER T =7 7 v 7 ZHF LET,

Webex Teams 7 7'V 7r— a3 U EBE £,
T4V RUDETEIZHD [TV (Apps) 17 A a7V vy 7 LEd, ZOT 7 ailkv, HlE
7T W OH LZ 7T Cisco Webex App Hub 230 & £ 97,
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Cisco Defense Orchestrator DA |
B seckmoiEyzI7v2

AT T3 MBAN—ZHEHLC, [EEY7=77>7 (Incoming Webhooks) ] Z# L £7,

ATy T4 [BE 2R ET, 2077 a2k b, OAuth KRN N, 77V r—ra BB Lng 7
FRIND LT F7,
ATY TS5 [FFA (Accept) | ZBIRLET, ¥ 7 MHBEMNZT 7V r—2a b ORES—VICV XA LY FEnE
ﬁ—o
ATv7T6 WERELET,
[T 7 v 74 (Webhookname) |: ZDT7 7V /r— g  illo TSN D A v =T %35
THDOAFIEREELET,
o [AX—ZADBEIN (Selectaspace) |: KRy T X7 A=a—%fH L T[A~X—2Z (Space) ] %
WLFET, AL—RZL Webex Teams (ZEEIZTFAE L TWAMENDH D F9, AX—ANTFELE LRV

AlE. Webex Teams TH LWAR—RE{ERCTEE9, 77V r—a VORER—TVEEHTH
EHLWNWANR—ANRFIRINET,

RAT9 7T B (Add) ] &L EF, BR L7 Webex AX—RIZ, 77U r—ya VHABIME T &9 @A
MIEE S NET,

ATYy7T8 U=T7T7vZ URLZaE—LET,

ATvFT9 CDOCnr/ A LET,

AT9T10 AEMOZ—YP—2=a—%&, [ZE (Settings) ] ZEINL £,

ATy TN RO EHMmEE (Notifications Settings) | ¥ 7 # R L £,

ATw 12 [Y—E R (Service Notifications) | £ TAZ n—/L LE7,

RFY T3 FOaOTITARL L H 7Y v LET,

RTv 7 AR AN LES, ZOARNL, REShEP—EAfA L LTCDOIFRENET, RESN/H—
AL SN DA N MIFFERENEE A,

ATFYyT15 Ry XA A=ma—%EHL, —E XX A4 7L LT Webex ZEIR L E7,
AT T16 J—2ZANBAEK LT =277 v 7 URL ZAL0 i £,
ATvF1 [OK] %227V v 7 L%ET,

Slack HDEEV T T 79

CDO L, FEESINIZT ¥ XNMZERREND ), BER Y hE LTTITARX—F A v E—
VICRRENET, SlackiZEDEEY =77 v 7 ORILHIEDFEAMIZ OV TIL,  Slack Apps)
LTI EEN,

WOTFIAZEA LT, Slack DEE Y =T 7 v 7 2] LET,

AT9T1 Slack 7 AU MIr I A LET,
AT T2 EMORFLT, —HFETAZo—LLT[7 7V OENM (Add Apps) ] IR L £,

ATv T3 [ElEV=77>7 (IncomingWebhooks) |7 7V /r—rar s 4L 7 M) ERREL, 77V & ROl
E9, BN (Add) | ZRIRLET,

. Cisco Defense Orchestrator % {5 L 7= AWS ) & IE


https://api.slack.com/tutorials/slack-apps-hello-world

I Cisco Defense Orchestrator ()& A&

ATvT4

ATy TH

ATvT6

ATy FT17

ATvT8
ATv79
ATv 710
ATv7IN
ATy 12
ATvT13

ATvT14
ATvT15
ATv 716

hzasgmeRoEEyI7vs ]

Slack UV — 7 A= ZOEFHE TI WS, MOEHEIC) 72X 2R E L, 77U BEGOT A
T NMIBMENDDEFHFOLENRH D 3, [REDYU 7= A b (Request Configuration) ] Z &R L &
T, A7 arDAve—TEANL, [VZ A MO%E (Submit Request) ] &R L F7,

D= ANR—ATERT 2T 7 v I T TV BREN o120, Slack DFFEN—TVEZHH L, [HLy =
TT I kT — 7 A—Z (2B (Add New Webhook to Workspace) ] &R L 97,

Fay 77X A=a—%H LT, CDOMEMZFRK/RT 5 Slack F v RV Z IR L, [7KF (Authorize) |
EBERLET, VIZ/ZAMREDNIRDDERF>TVDLHIZZOXR=Vn6BE) L2881, Slackizm
A4 LT, EEBIZHDT =7 AN—AZERIRLET, Fuy 7l F o A=oa—nh [V —7 A—
ADI AL <A X (Customize Workspace) | ZIEIR L, [7 7 U OFKE (Configure Apps) ] ZIEIRL 7,

[ (Manage) ]>[h R % L#E (Custom Integrations) [\ ZEENL £9, [FEV =77 >7 (Incoming
Webhooks) | ZER L CT 7V DT LT 4 7=V EBE, X700 [RE]ZERLET, 2077
UNRHEI o TNDT =7 AR—=ANDOTRTOa2—YP =R —ERrIhET, 2—F 37 Hrv v
FOBREDEREREDHTEET, V—7 AN—RL RN L TRELWE L., WRICELET,

Slack DI EN—V 06, TFYORESX—VIZV XA VL7 FENET, V=T 77 URL & 7LD T
avr—LET,

CDOcn 7 A4 v LET,

FEEBOaZ—W—RX = —%BX, [BXE (Settings) | IR L 7,

RO @R E  (Notifications Settings) | ¥ 7 # R L £,

[h— B X% (Service Notifications) ] £ TAZ m—/LLET,

FODODTTARL ) v LFET,

AETE AT LET, ZO4RNL, RESNTLHT—EAHEAEE LTCDOIRRINET, REINTZT—
B RITHRE SN DA X MRS EE A,

Ky 7FHXoA=ma—%EBAL, —EAZ A 7L LT [Slack] Zi&R L £7,

= ANGER LY =77 v 7 URL 2050 fFHiF £,

OK] %227 Uv 7 LET,

HRE LFERDEEYZTIvY

ATvT1
ATvT2
ATvT73
ATv74

1R BHIIZ

CODE, DAXLFEERIIA v -V 74—~y bLEFTA, DAZX LY —ERAEIETT
TV lr—a rOREEERLIESEA. CDOIZISON A vt —U 2R ELET,
EBETVT T EAENILTY =77 v 7 URL 24T 5 HEICHO>WTE, —ERAD~
ZaTVEBRLTLEEN, =277y 7 URLZEE LS, UTOFEALFEHLTY =
TT7 v EAEDNLUET,

BIRUIZHAZ AP —CREET IV r—varnbry =77y 27 URLZARLTa—LET,
CDOCr A LET,

HEBO2—F— A= —% &, KE] ZBRLET,

FEAR D [N E  (Notifications Settings) ] % 7 &R L £,
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B osvons

ATy TH
ATvT6
ATy 71

ATvT8

AFvT9
ATv 710

AxXy

Cisco Defense Orchestrator DA |

[t— B Zi@%1 (Service Notifications) ] £ TAZ m—/L LET,
HODTTARL ) v 7 LET,
%ﬁ%lﬁLiT ’®%ﬁ I, RESNT—EAFHAEE LTCDOICERENET, HEINZY—
[CHRE SN DA Ry MMiFERENEE A,
A=A Sy v—ﬂ-‘_‘%—f@ﬁfﬁ L., [—ERAZ A7 (Service Type) ] & LT[ AKX L (Custom) | %
RLET,
P—EANBER LY =77 v 7 URL 2850 £,
[OK] %27 U > 27 LET,
7 DERXTE

HBHOAR baX o Z7OHIRE ., HIRAV Yy hENDSETORY BEZFRLET, BEF
SN X 7L, CiscoCloud BNZAE LI EMENTZA Ry vTF—2 %2R T LicEgE LT
7ZEW,

[fEHIEEDF R~ (View Historical Usage) 147 U » 27 LC, & 12 » ARZT > M T%/F
SNl _XTounX 7 E2FRRLET,

BMOA ML =% 72 A ROl TEL Y 7650 £7,

SAML > >4 )L A A > & Cisco Defense Orchestrator D#E S

Cisco Defense Orchestrator (CDO) %, Cisco Secure Sign-On % SAML > > 7 )V %A L F 2 7 A
TUT AT 4 T X =L UL, Z2EEZGE (MFA) 12 Duo Security 2 L £7,
ZAuE, CDO THERE SN DRFESIETT,

7277 L. BARPIE O SAML > 7 A v F v 1dP VY =2 —3 3 & CDO 24 Lz
A, IdP A SAML20 B L ONID 7 A X—NBtsT AV —27 7ua—%PR—r L THBIR
D, ZNHAHETT,

MBE O SAML Y U a—3 3y ERET DHEE1L. TAC THAR—FF 7 v FEBIL S TEEN,

APl k—2

BA%EE X, CDOREST API MFOMH L #1779 & X2 CDOAPI h—7 V&L ET, FFOHL
ZRRIhEE5HIT1E. API b—72 % REST API #8GE~ v & —ICHAT D LR H Y £9, API
h—2 %, BHARDO W TR 778 A =27 TTH, Bz, RMVELE
D CTEET,

CDO N/ 5 APL b—7 U EBARTEET, ARSI b—2 3, ARERIC, [—RRE
(General Settings) ] AHVﬁ)F‘;ﬁU\Tb\Z)Fﬁ@%Li%Téﬂi?O CDO ’CEU@/\H\‘/%F‘;@D\’C#

O [—MEXE (General Settings) | X—VIZRD &, =7 UBRITINIZZ LT LN TT
B, h—2EFRREINRLRDET,
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apl b—y oo L—o |

il %2 D—F—1%, FFEOTF > ML THMAED h—7 v 2ERTE T, HH2—P—N»
MoOx—Y—=1tfbo T h—2 &AMt A2 LT TEERA, b= T NETF
VEORTIZEAETHY, thoa—Y =TI FOMAEDLEIZIIMEATE T AL

APl F—O oK ET L—LA

APl h—2 X JSONWeb F—7 > (JWT) T9, JWT b—7 L EXOFEMIZOWTIE,
Mntroduction to JSON Web Tokens] ZZ&M L T 72& 0,

CDO API h—7 > iE, RO—HED Y L—LE4RHk L F7,
cid : Z—H—/7 /A R uid
e parentld : 77> | uid
ever : AF—DN—Ta v (W N— 3 030, i : cdo_jwt_sig_pub_key.0)
s subscriptions : SSE 7 27 U 7' g v ((EE)
« client_id : Tapi-client]

jti: F—2>id

f—o L NDEE

APl k—% VDA

ATV Tl a—P—RA=a =26 [E (Settings) | ZHRINL E7,
AT9F2 [vA4 h—2> (MyTokens) | C, [API h—72 > D4 K (Generate API Token) 1 %7 U v 7 LE7,
AT9T3 WET — XM T 2O DREDRANT T 7T 4 A>T, b—0 VB RERGINRF LET,

APl k—7 U DHER

API b—7 VIZEAEDERIZH D THAN, 22—V —F, b—=7 UL LS. BESINh
WE. TRt )T A A RT A4 VCHILES Y 53546, API b— 7 O H 4 3R
T&EET,

ATY T a—P—RX=a—nn, [(E (Settings) | 23BN L £,

AT9 T2 [v4 b—2> (MyTokens) | C. [E#H (Renew) ] %2 U v 27 LEF, Defense Orchestrator {Z L > TH L
Wh—27 UBREREINET,

RAT9T3 WET — XM T 27O DREDODRANT T 7T 4 ATH ST, FH LW b—27 VB ZRRIGINRGF L
£
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B v oomusL

APl k—Y VDERYIEL

ATV Tl 2a—HP =R == [T (Settings) 1ZERLET,
AT9 T2 [¥v4 h—2> (MyTokens) | C, [HRVHL (Revoke) 1 %727 VU v 27 L%7, Defense Orchestrator (Z L ¥
M= UBBRVIEINET,

TATOTA4T4 TAINAE—THho> k& DefenseOrchestrator 1 —
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artributes & Claims

T Uplosd metadata file ) Chesge single sign-on mode 55 Test this spsiication B Gl Fumclnack?

givenname UEr Givan name

Burnams AT SUFRA e

amaladdnizss AT T

Fang LT SR i N

SamiGourceldplsnsar Ttpaystswind ows net Ted2 1488 6253~ -a021. 03 300
{dac?6f~

SamiaDLEerEaupids W Groups

Linigue Lisar Ddanti R Rl e T ER

SAML Signing Certdficate

Statuz At
Thum jng ATECETR AT I3RS N6EER TR TAFTOGDIEET 16R0
Expiraticn 11/9/2028 B:1151 PM

Matification Emal

App Federation Metadata U

Certilicate (Rasefd) Dramibcaad
Certificate (Raw) [orwmiboag
Fedaratioe Matadata Xl Terambound

Zet up secunex-stage

W'D i e configisne B applation ta Bnk with Azunk AD

Lagie URL | ttped Ao nmicrosofanine cam e8 14686625, |
J | Ity et windows.ney Teda 148862 5a-aff1-2021 . [y
Lagout LINL | Inttpez loginmicrosoftonine comy ed3 1466625, |

Azum &0 e

| ipseginmicrasataning cam 104314886254,

e ste - by-sbep instructions

1 —+H—& I Active Directory 2/ JL— J DB/

ATvF1 CDOWCn A LET,

ATFYT2 2—P—RA=a—2b, [RE] ZBRLET,

ATY T3 [2—P—FH (User Management) |27V v 7 LET,
ATy T84 T—T N0 EEHIZH D [Active Directory 7 /L—7] Z &R L £,

£ Edit

& Edit
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21— — &I Active Directory &' )L— T DiRE .

ATYTE HBHED AD ZL—F RN WEEIE, [ADZ V=70 %E227 ) v 7 LET, BFEOT M) RDHEE

X BN AEEI Y v LET,

ATYT6 ROWEHREATILET,

[(IN—T 4] —EOAFTIEANLET, ZO4HNL, ADOINL—TH/E—H L TWHREITH Y £
HA, CDOIEX, ZD7 4 —/L RTHRHRLFEZ IR —FLTWERA,

[/ V—TID]: AD DT N—TID #FETASNLET, Zhid, ADT7 7V r—3 3 BN T
(A7 V=2 FID) LW RTINS ERH Y £7,

« [ADFAITHE] : AD B D AD BITHEDEZ FEICAN LET,

*[R—=]: ZOAD =T ICEHEENDLTATOAZ—PF—Dr — L3R ED £, FEHICOV T,
[2—H—n—L] ZZRLTIZEN,

e (AFvay) [ER]: ZOAD VA —FICHEA SN A ERABINLET,

ATy TT [OK] Z#IR L 9,

1 —+H—&HF Active Directory 7' JL— T DiRE

AT 71
ATvT2
ATvT3
ATv74
ATvTH
ATvT6

1R BHEIIZ

CDO TAD /' N—7Da—HW—EFHEHFET H551L. CDO 2 AD 7 )V—T % HI[R T 5 Hik
FIA2EFETXA2LICEELTLIEEN, CDO TAD ZJLV—7HIKEZRET L LT T
FHA, ADINV—THNOZ—V—D U X N EHET DHIZIE. ADZEATLILNERNHD £,

CDOICmr 7 A LET,

2P A= o= b, [RE] ZRIRL ET,

[—Y—4 P (User Management) | %7 U v 7 LET,
T—T7 O EERIZ & B [Active Directory 7 /L— 7] &8I L £ 7,
WET D AD ZV—TZREE L, [faE] 74 2 2@ ET,
ROMBEEELET,

[(IN—T] —EOARIEATILET, CDOIX, ZO7 4 —)b RTRHRLFZ AR — ML THnEHE
Aoe

[/ NV—T7ID] : AD DT N—TID ZFEHTANLET, Zhid, ADT 7V r—2 3 B80T
(F7Y=7 FID] &)L THEEINDGERH Y £7,

« [ADFATHE] : AD 25D AD BITH DA FEITAI LET,

c[B—]: ZDOAD FA—TICEENDZ TR COZ—F -0 —Ln3REY £4, FEHIZOVTIL,
[2—HF—m—L] 2L TIEEN,

Cisco Defense Orchestrator % { i L = AWS D E & .



. 21— —& A Active Directory 7' )L— T D HI

o [EFL] : 2O AD VN —FTHEA SN A EREZBIML 9,

1 —+H—& I Active Directory /' JL— T D BIlf&

AT T1
ATvT72
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1

CDO ([Zm 7 A LET,
a—P—RX=a—nb, [HE (Settings) | ZiBIRN L E7,
[——%& B (User Management) | %27V v 27 LE7,
T—7 VD FIZ&H % [Active Directory 7 /L— 7] &38RI L £ 7,
HIBRS 2 AD 7V — 7 % HE L E7,

[FIEE (Delete) 171 2 &R L FT,

[OK]%Z27 Vw27 LT, ADZN—T7%HIRT 252 L 2R LET,

Cisco Defense Orchestrator DA |

#TFR CDO0 1 —H —DERL

WD 2ODH AL, FHLWCDO 22— —ZEMT B2 DICHNE T, EFICEITTHHE
EH Y EFHE A

o Pl — —Th)F Cisco Secure Sign-On 7 5 7 > ks DERL
+ CDO = —H#'—4"T?D CDO = —H— L 22— RDOIERK

INHDEAINRFETTHE, 22— —IF Bkl —H—23 Cisco Secure Sign-On ¥ v 3 = R —
R7225 CDO B 2 &M TEE T,

## 11— —[ (+ Cisco Secure Sign-On 7 h o > FDYERL

ClscoSecure81gnon77?'7/I\O)ﬁfﬁii BFLNaZ—PF—=NHHTNOTHITI ZENTEE
T, FOYETHNDLT T FOAHTZHE L TR LEITH D XA,

CDO ~DBT A UIZDINT

Cisco Defense Orchestrator (CDO) (%, Cisco Secure Sign-On 27 A 727 47 4 T HR/NA KX —
ELTHML, Z2HERAE (MFA) IZDuo M LES, CDOIZAY A T HI2F, FF
Cisco Secure Sign-On T7hH > FZ&EMK L. Duo 2FEHL TMFA 2RETIHELHY F
ER

CDO 21X MFA N METYT, MFA X, 2=V —T AT T 4T 4 2R#ETH-ODEF 2V
T4 &b LET, MFA O—FfCTh 25 “HEHERFETIX, CDOIZR VA T 52— —DID
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R |

BHEERT D20, 2003 R—R 0 FERITEZERN/MLETT, HYOERITa—V—4 &
INAT— RT, 2BHOERIIA T~ RTEMRIND T H A L/SAT—FK (OTP) T,

| o

EE 20019F10F14B&XYRINZCDOTF ¥ FNEELTUL=HEIE. ZOEHEDRDHYIZ [Cisco
Secure Sign-On ID 7' H /A X —~DHAT 32-°—V) | Zr /A UFIHE LTHEALTE
é l/\O

a5 4 >3 BHilC

DUOtEFalT4DA R =)L, DuoSecurity 7 7'V r—3 3 & HERERIC
AVAP=NTHZEEBEIO LET, Duo DA VA b—LIZOWTZERMNH DHEE1E.
[Duo Guide to Two Factor Authentication : Enrollment Guidel] ZZ&M L T 7Z &0,

BEZ DR, EAANT AL ZEFH LTI Z A LNAT— REARKRLET, OTP IXHHH

R—ATHAED, TRAZADIZ Oy I WY TALEALERBLTNWAZ ERTEETE, I

AAZAD7 vy 7 BNEEMIC, FRIETFETELWEINGRESN TWAZ L 2R LET,
#1#8 Cisco Secure Sign-On 7 710 > F DIER & Duo LERBIIDRTE

BEOIOY A v AT —r 7a—34BEOT ot A TY, 4 BETRTEETTALERDY
9,

AT w71 #HLL Cisco Secure Sign-On 7 ho > YA V7 v TT 3
1. https://sign-on.security.cisco.com {Z7 7 EA LE T,
2. [ 1A (Signln) |EED FEIZHD [T 7 (Signup) 1227V v LET,

Cisco Defense Orchestrator % { i L = AWS D E & .
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Cisco Defense Orchestrator DA |

. #7138 Cisco Secure Sign-On 7 70 > FDERLE Duo EERZDIIDHRTE

3. [T A vy bDOIER (Create Account) | Z A 7 a7 D7 4—L RIZAS L, Bk (Register) &2 7 U v
7 LET,
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#7138 Cisco Secure Sign-On 7170 > ~DYERLE Duo EERDIDEHTE .

WIZWL DD v FERLET,
* [EA—/V (Email) ]: CDO ~D 1 7 A NI T 28 A— LT FLAZ AT LET,
* [#A#% (Organization) |: 2ftZRITLFIZEBML £,
4, [B4% (Register) 1227 ) w7358, LT RLAICHRA—LNEESNET, EFA L%
flx, [T Ty hoBAE (Activate Account) |27 U v 27 LET,
ATv7T2 Do 2FEALTEERDMZ LY F TV TT D
ZHEREE Y N T v 7 T5LET, ERXANAT AL AEEAT L L 2BEIDLET,

1. [ZERFIEOHRE (Set up multi-factor authentication) | i T, [EFHE DO E (Configure factor) ] % 7
Uy 27 LET,

2. [By b7y 7 OB (Startsetup) 227 Vw7 L, TR T MIES TENSA LT AL ZAEERL T,
ZDENRANTNAALET H T NOXT Y T hR LET,

FEMIZ DWW T, [Duo Guide to Two Factor Authentication : Enrollment Guidel] Z#ZM L T &, T
NARZDuo 77V —2a BT TILA VA M= LSNNTWAEGEEIX, ZOT AU NOT 7T 4
NR—ygra— RFREEENET, DwlEl BEOTF AL ZATEROT I a2V R—FLET,

3. U4V —FDEHKT, [m7A v %%it177 % (Continue to Login) ] %7 Vv 7 LET,
4, T HEFFBFEAEM LT Cisco Secure Sign-On (21 74 > L ¥ 7,

ATv7T3 (FE) BMOF—trT4H5—2ELTGoogle A—t T4 7—2%/RELET,

1. GoogleA—t> T 4 7r—H2EXT VL TFTHENANTNA REERL, [k~ (Next) 127 Vv L
\iﬁqo

2. By R T v U4 —FROT T MIEST, Google A—t T 4 r—F%&ty N7 v 7 LET,

AT T4 CiscoSecure Sign-On 7HD Y bDFTHhIU M) ANYDA TS a3V EERET S
1. SMSEZMHLTCT AV ba2U Yy FEL0DTiOEFE SRR L T,
2. BEX 2V T4 A A—TVERRLET,

3. [¥A T vy bOVER (Create My Account) 1% 27 U w7 LEJ, ZIL T, Cisco Security Sign-On 4 -
VaR—=RIZCDOT 7V r—va DI ANNERSNET, MOT7 7V r—ar ZA NV HFIRE
NAGERHD 7,
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&
iy

. #7138 Cisco Secure Sign-On 7 7 > FDERL & Duo BEFRERED
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#7138 Cisco Secure Sign-On 7170 > ~DYERLE Duo EERDIDEHTE .

By alm—RETHIANE RT v 7 LTCHENERTZY, ZFTEERLTEA NV E T V=TI LT

Cisco Defense Orchestrator Z{&FH L 7= AWS (D& 1E .
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B coox—v—%co0a——La— ko

CDO0 L —H—LZ THCD0 L—H—L a— FDOERL

(%> bU— 27 &8¥E (Super Admin) | HEFR %75 CDO +—H#—DH A CDO L+ —H —L a—
REERTEET, Xy hUY—7EHEIT. FLOCDO A —H—RDERFZ 27 THRE L
HLOLREILEFA—ILT RLATa—Y—L a— REERTHIHNENDH Y £,

ROFIEEFER LT, @Y Rr—Y—o— a2 ffoa—HF—La— REERLET,

ATy 71 CDOICu /A v LET,
ATy T2 a—HP—RX=a—7T [HE (Settings) %27V >v7 LET,
AT9 T3 [2—H—EFH (User Management) | %7 U v 7 LE T,
ATvT4 %bﬁ"?%ﬁ&‘/ #7 Vv 7 LT, HiLbhwa—H—%7 - MIBEMLET,
ATy TS 2= —DOBEFA—NVT KLAZATILET,
G 2=V —OFEBFA—NT R AL, Cisco Secure Log-On 7 7 7 > N DFE A —/L7 KL AIZH I
LTWAOUERHY 7,
ATYT6 Fry A Ama—nba—F—Da—FOEEZRINL T,
ATy 71T [OK] &7V v 7 LET,

1 —H —H\ Cisco Secure Sign-On %y & 1 7R— KA S CDO Zfi <

AT w71 Cisco Secure Sign-on % v ¥ = 7R — R Cit)72 [CDO] XA V&7 Y v 7 LEd, [CDO] XA NVET U v
% & https://defenseorchestrator.com ([ZFE) L, [CDO (EU) (¥ A /%2 U v 79 % & https://defenseorchestrator.eu
WZBELET,

RT9T2 WO — T4 r—2%RELTWDEAIE, A—krT 4 r—%0u=a%2 1 v 7 LT [DuoSecurity]
7> [Google Authenticator] Z 38R L %9,

cBFOT TV MZT TIla—P—La— s 5581k, £OT7 T hMouZ7 A LET,
DR =L NN TIZa— =L a— FRH LT, T AR —F LV EBINTE £,
T TIZEEOT T Mea—F—La— KRS580, #Heo CDO 77> M &RIRTE £,

cBEFEOT T MZa—H—La— RRRWGEIE. CDODFEMAZMERT 22, E7IX T4 T AT D
Vo M EERTEET,

1|

[R—% /L (Portals) | B2 —I%, BEOTF v LA SNIFEREZESG L TERLET, FMicoOW
TiE., [AFFF o FR—ZLOER| 2B L TIFEFX,
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1—sogs |

[7F >k (Tenant) | E=—{liE, 2—HF =L a—RKBH5—OTF > FBREREINET,

i
CISCO

Cisco Defense Orchestrator

Choose an account

Portals Tenants
US East Coast Boston Office
US West Coast MNew York Office

Los Angeles Office

Sign Out

A—HD%RE

Cisco Defense Orchestrator (CDO) (21X, meAH 0 A, mEHH, EEAHEMH, 8%, *v b
U—JEBEREY, SFSEha—Y—u—nARnb0 FT, 2=V —u—iF, £TFbD
AP —TLICRESNE T, | ADCDO L—HF =N DOT > MZT 78 ATE 545,

2—H—IDFFLCTH, 7T T EICa—ARNRBRIGEANRHY £, 22—V =T, H5D
T v hCHARY e — L E DL, BlOT T hTxy N7 BHE 0 — LV E OGS
NHOVET, f v F—T oA RAFERIT~v= a2 T A THEARY HEHZ—F— FHE—P—,

F v NI =7 EHEL—YP—IZONTERINTWDIEHEE, FEDTF v MBI ZED2—
P— DR L~ ST ET,

gAY EARAO—IL

A FH e —ANE Y B THN2—P =2, TRTOR=VITROFNANTFT—RRR
SNET,

[Read Only User. You cannot make configuration changes.
AW HEHr— L Zffoa—F—3, WO LzFTTEET,

«CDO DIEEDOR_R—VF - IIRELTERT 5,
MEEOR—=VDaAr T UV ERBBLO T A NVE Y o TT D,
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B sezm0-0

e TN AREEH L, BEn /2 F£RL, VPN~ v B 7 2RI D,
NEEDONR—VOREEIIA T2 MIEHT AT R TOEE LT RT B,

cMMBEDAPI h—7 U EAKT D, BHTH, WMOET, AR EH—F—%, BO0
h—27 U EBVETE, FERTERVWI SICEELTLEE Y,

A F =T A RPDHYR—MIERE L, BT 2T AR— T2,

B HEHA—F =T, RO L EZFEITTEEREA,
AEBON—T TR, B BOE, EITHIRT D,
« TNA A HAYEN T D,

cF TVl FRRY =R EDIERUTMEEIRZ AT DAT v T AN—TTEDLNPRIFTT
EREAN

« CDO 2 —H—L a— R&E{EHKT 5,
e —YP—o— LB EHFT L,
T I EBAN—NERY I —IZTEZFELIITE vFT 5,

wmEFEAO—IL
REHEHo — LA a2 ——L, kOBEEFEITTEET,

e F T2 v, A=, =y s A H =T A A, VPNREEZETHN NI
FRIE S IRNT A AERR Z e L OMRTT 5,

HREDOEARMY T 7 a ko TTIThhW Al OLEEL2Fa+ 5,
EHY TR NEHT Vg U EFIAT S,

EHH 22—V —1%, ROBRELZFATTEERA,
1 DEIFEROT N RATEREERT S,
« ARSI E S E 7212 O0B I Lo TR SN e AR AT 5,
 AnyConnect /N 7 — %7 v 7 a— KT 5, 232N OREEHEKT D,
T NAADA A=V T T T L—REeRTYa—NVT 5, £LEFFHTHIGT 5,

X2 VT ST ER—ADT v T T = R AV a— AT 5, I3 FEH TR
50

eSnort2 & Snort3 D/N— g VA FEITHI YKL 5,
T L— MEERLET,
« W7D OOB AR OBREEELT D,
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mpzmn—L

VAT NEHRERRET D,
FONA A A5,
FRY 2 EHIET 5,

VPNt v varFhida——t vy a  2HIRT 5,
+CDO —W—L a— N&{EKRT 5,
e 21— W — L EEHET D,

REBEAD—IL

B n— L2 ffoa—W—i3, ROBIELZFITTIET,

BePERI R B 2 — DT A AK T EE O T A ZITEBT 5,

« ASA T A ZDRFEAER ZIJLIZRT 0, Bird 5,
e TNRAADA A=V T v T T L= RERAr Y 2— /L& ET D0, FEICHIGT D,
X2 VT 4T —ER—ADT v T T — REAT TV a—)ViRET D0, TEI TS

%)O

BEY VA NEBET Vg U EEAT S,

B —Y—3, ROBIELFITTEFEFEA,

Snort2 /N— 3 b Snort 3 N—V 3 U ETFEITYID X S,
T T L— MEERLET,

A7 D OOB BEHDZREHEEET 5,

VAT LEPRRE R RET Do

T R EBNENT D,

T AEHIRT D,

VPNt vy v avrEizida—F—tya v ZHlkRT 5,
EEOR—U TR, B, RE. £EHIRT 5,
TN A E B AT D,

ATV x s FRRY VTR EOVERICNTE I X AT DAT v T AN —[LTE D BRIFILT

ERAAN

*CDO = —HW—L a— R&{EfRT 5,
ca—PF—n— L EEET D,
T I EAN—NERI L —IZTEFERITITZ v FT 5,
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B vwntevoavcr—srn—n

VPNEvarvvex—ovO—)L

VPNt v ar~x—Yyua—ld, ¥4 MEVPNE#H CTld7e<, VE— 77 A VPN#
i A9 DB BT ICERFF ST E T,

VPNt arvx—Iya— i rHoa—F—3, ROZLERNTXET,
« CDO DAEEDN— Y E TR E L BT 5,
fEREORN—=TDAT UV ERRBI T AN 2 T D,
T NAARERIE L, BEr 72K /RKL, RAVPN ¥ v E 2 7 2R T 5,
EEOR—VOBREEIIAT V=7 MIET LT R TOELEEZRRT S,

HEDAPI h—7 U EART D, EHTH, RVIET, VPNEy v arvRx—VyDar—
P—iF, BODO =7 ZROHETE, BERTERVWI LIZEELTIIEEN,

s B =T 2 ANLYR—MIEK L, EEe 2T AR — T35,
*BFFORAVPN By v a v #TT 5,

VPNt grv3—YyDa—HF—3, ROZLIITEERA,
ALEOR—UTOER, BH, RE. FITHIBR,
cTFNAADF U R—F (T,

T TVl ORI EOVERITNIL /2 B AT DAT v T AN—LTE B0NEAEILT
X720,

« CDO . —H— 1 23— ROIERL,
c —HF—nm—LDOEHE,

WY —~DT T BANL—IDT B FEIIFTE v F,

Admin O —)L
BHE 2= =L, CDO DHHPLHMEICTERIZT 7 EATEET, FHEL—F—1TRD
ZEmTEET,
- CDO DIEEOFT V=7 M ARk, HARD ., BH, HIRL, REETI.

o« TN A DAY,

« CDO DIEEDOR—V ETIMEROBREE X RT D,

AEEOR=T DAL T UV ERRBI O T AT ) T D,

T NAARFERLKR L, BRr 7 E2RR L, VPN~ v B 7 ZERT 5,
AEBOR—VOBREELIIA TV =7 MIET TR TCOEEEFRRT D,
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wyro—vgEEo—L |}

cHBDAPI h—2 U EAKRTH, BHTH, WOHET, b—27 BB EINHAIR,

AVHE =T 2 A RENLTHR—MNIEK L, BFERT 2T AR—FTEET,
BHE LY —IRO L EEFTEEEA.

¢+ CDO —W—L a— F&EKT 5,

e 2—P—n—LEEETD,

*y hI—UEBBEO-I

Sy MU EBHE 2~ —F, CDODH LW AAIEIZHERIZT 7 8ATEET, 2y hU—
JEEIIRD N TEET,

s 2—HF—a— L EEETH,
c a—HF—La— FE/ERT 5,

)

CE) vy FU—Z7EFHFILICDO 2 —HF—L a— FEERTEETN, Toa—F—La— R 7T
TlEa—H—n7Fr Mu A T 5IEAR+5TT, 7T RAMERTHID 7 m 31 & —
DT AY Y ORI T, BEROBEIIMBEDL 7Y A A ID T rssAf F—
DIRWNRY | ID 7’1 /3o X —[X Cisco Secure Sign-on ¢J°, ——| Cisco Secure Sign-On 7~
AUy MIHERET 2 Z LR TEET, FMICOVTIE, B CDO 77 b~ r 7

A2 GBI ~=Y) ZZRL TSV,

+CDO DIEBDAT Vw7 N oA, BEHBY . B, HRL, BELT.

e

TN ADF L R—=T 4 7.
«CDO DIEEDOR—FHIIHRTELHRT S,

AEEOR—TDaArT UV ERBEIOT A NVE ) L TT D,

TN, AFREEE L, BHEr 7 2FK R L, VPN~ v T 2HERT D,
FBEONR—VOREETIIA T 27 MIET AT R COEELZFRT B,

cMBEDAPI h—7 VEAKT D, HHTH, BVET, N—2 VBRI EENESGA TR
WD ENTEET,

s H =T 2 ANLYR—MNIEK L, BEEe 227 AFR— T 5,

A—H—A—)LOLa—KFKDZLEE
a—P—La— RN, BERES N TV a—F—oa— /LT, TF 2 MIBE#EMNT N T

VB —ZFHRB I LICE Y Far— P E O — LA LTH B R L a— RiC
Lo THII TR ET, 2—P—n—LEEETHL, a—F—La— FRLEHINET, 2—
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. A—¥—O0—)LO1—¥—La— FOEHH

W

P—pa—F, 22— T — T L TOr— LS TENEINFET, SEHIZHOVTIE,
[—EH] 22 L TEEN,

=P =L a—RELEETLHIE, Xy NV—VEFHETHLINENROY £, 7T MZ

Xy P =7 EHEPORWEEIE, TACTHAR— 7y P2 ETBMWEDLELZS
Wy,

O—)LOa1—H—La— FOERL

CDO =—H—(%, IESNTCDO 7T MIT 7 EATES L D12, CDO b =— K LR

THIP 7 A7 MPMETT, ZOFNETIE, Cisco Secure Sign-On DL —HF—7 H 7> T
372 <, =2—HF—D CDO =—HW—L a— FE/Ef L EF, =—%—3 Cisco Secure Sign-On (Z
TH T NEES TWRWEA ., https:/sign-on.security.cisco.com (IZFEEI L, YA A HEEHD
THEIZ®H D [PA 7 > 7 (Signup) 127 Uy 7 LT, HEBEKTEET,

\}

GE) ZoFARIEFE(TTHITIE, CDO TRy NV —7EFBHE D — LD — L RKLIETT,

A—H—La— FOER

ROFIEZFER LT, @R r—Y—o— a2 ffoa—HF—La— REERLET,

ATy F1 CDO s A LET,
ATY T2 2a—H—RX=2—7T, [T (Settings) |27V v7 LET,
AT9 T3 [2—H—EFH (User Management) | %27 U v 7 LEJ,

ATy T4 %31/\7°?7\7ﬁ§‘/ 7w 7 LT, FLna—Y—%275F o MIBMLET,
ATYTE 22—V —DFEFA—LT KLAEZATTLET,

GE)

2—HP—OFEF A —/LT KL AL, Cisco Secure Log-On 77 7> hDEL A —/VT L A THHG
LTWHMERHD £7,

ATYT6 Foy7Hd o A=ma—nba—F—0Da—FORE ZEINL £,
ATy T V&7V 7 LET,
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vl osn1——oks ]

GH vy hU—J7EHEILICDO— —La— REERTEETN, 20— —La— KT TlE
a—WF—NTF Mr A T HIEARTSTYT, 77 EBAERAT LD T o, X —D7 7
UU R LML £, BREEOBEIMA DY U I A LA ID T a s, X =R OR
V. ID 7'm /31 & —|Z Cisco Secure Sign-on TJ, = —H%—|% Cisco Secure Sign-On 7 # 7 > ~Z
HOBERT 2 Z LN TEET, FMcOWTIE, FH CDO 77> b ~Df)EIr 71 > (31 ~—
V) B TLIEEN,

APl D#H D 1L —H—DVER

ATvT1
ATy T2
ATvT3

ATy T4
ATy TH
ATvT6

ATvT1
ATvT8
ATvT9
ATv 710

CDOzr 7 A LET,
2—HP—RA=a2—7T, [RE]EZZ7V v LET,
[—H—%& B (User Management) | %7 U v 7 LET,

%b\j’ﬁxm‘&‘/ 7 Vw7 LT, HiLna—F—%7F > MBEMLET,
[APIOHD—F—] F = v 7Ry 7 A%RINL ET,
[—V—H] 74— Rica—F—HE AL, [OK]Z27 VU v 27 LET,

BEE oV —HICEA-AT FLRAEFEMALEZY, (@) XFE2EH5LILITTEERA,
[@yourtenant] %7 4 v 7 AN —WF —LIZHEIZBNS D729 TT,

Fay 7By Ama—nba—F—Da—FOREZRINLET,
[OK] %27 U > 7 LET,
(2B 5 7% Y v LET.

HLWAPIOBD2—H—D [ h—27 5T, [APIN—2 D4k %27 U v 27 LTAPI h—7 > %1
B/LET,

A—H—O—)LD1—H—La— FDIRE

DAY EFATTHITIE, Xy NI —7FEREFOa — LV RNETY, v/ 4 LTW5HCDO
2—HF—Dua—NExy NU—VFHENERT H5EG, TOoa—LARnELZInNb L, £0
a—HF—ldtvrarpoHBMICe ST U hEnhET, 2= —RHEe A T 5L,
a—HF—IFH L e — L EHNET,

)

G ZoFARIEFE(TTHITIE, CDO TRy NV —7EHE D — LD — L RKIETT,
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A

FE o—Y—la—Foe—i2EET5HL, 22—V —La— RZEEMTLNZAPL F—27 N
bAHGAITFENEIRENE T, a—PF—m—ANEEINES, 2—PF—TH LWAPL F—

7 BT ONERDY T,

A—H—0O—)LDiHE

ATy
ATy T2
ATvT73
ATvT4
ATvTH

ATvT6

ATy 17
ATvTS8

\}

GE) CDO=z—H—nas/ A LTWTC, Ry NI EHERFOO—LVEEFLEEA, BE

EHNCT DI, £0a—Y—un 7 FLTHERZ A T 0ERHY £7,

a—HPF—1L a— FCEEIN T — L ERET AT, WOFIEIZENET,

cDo e A v LET,

a—fm A==, [RE R Y v LET,

[——% B (User Management) | %7 U 27 LET,
A—Y—DITIZHD [WE] T A 2% 2 ) v 7 LET,

[E—/ (Rple)] Ku vy T H T Ama—nba—F—0H L [m—/ (Rple) |2 —FDHEE (65—
V) EIERLET,

a—HF—La— R, 2—PF—IZBEMTONTAPL h—2 V03 5 Z EDRIN TV DAL, 2 —H—
Dr—/LEERL, #iRE LTAPL b—2 U EEIRT 52 &2 MRT 2 UERHY £7, |

NP VAN

CDOMAPI h—7 VZHIBRLIZGE, 22— —IZHEEKE L, FTLWAPI h—7 U EERTE A Z L 2MbH
F9,

A—H¥—0—)Lpa—H¥—La— FDHIRR

CDO Da—H—La— R&HlRT 5L, 2—H#F—L a— Fd Cisco Secure Sign-On 7 77 7 & k
Lo~y B rNER, BEMST O —F =3 CDO Ir VA o TERL LD £, 22—
P—lba—FalllRdoL, Zoa—F—La— FZBEEMT 5 TWS APL F—27 > bk
ShET (FIETH%A) o CDO O —H%—L a— R&ZHIFRLTH, Cisco Secure Sign-On
2—PF—D 1P T AH U v MIHIBRE N EE A,

)

GCE) ZOXRIEFITTHIZIE, CDO TRy N —7EHED — LD — VPN KLETT,
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a—#—La—rouk [

A—H4—La— Fd)ﬁ'lfﬁ

ce oL o— RICERSR TS — LA BIRT BIciE. ROFIEE T LET,

ATFvF1 CDOWCu /A LET,

ATy T2 a—HP—RX=a—T, [HE (Settings) %27V 7 LET,

AT9 T3 [2—H—EFH (User Management) | %727 U v 7 LEJ,

ATy T8 HET 52— —DITOZHET A2 a7 ) v 7 LET,
RTvTS [OK| %7V v 7 LET,

AT T6 [OK] 27 Vw7 LT, 7Fr b7 hvy "EHIbRT D2 &2t LET,

TINAREY—ERDEE

Cisco Defense Orchestrator (CDO) (%, VR —hF SN TWNWHT A AL —E R EFTow, FH,
TANEZY T BXOGHET 28ELZ R LT, [ X P ]R_—=UnD, ROEBIEER
FITTEET,

«CDO BHLHDT RA A P —E A Z B AU L £9,
EHXBDT N ALY —ERADBEIIE L HEREAF S LET,

CHAEF LT NS AL T T L= N 2RO T L CERLET, (1
FU]R—DBEROET (80 <—3) | ZBHLT S,

MEHADTNARL Y= REFHEIL, T2 v a v EETLET,
c TNA ALY —ERTEADOHERE TR L, MBEEZHRLET,

Bl AA T IPT RLVA, BT AL, YU TAERSERIITIVT, TAAL AEIET
VL= ERBELET, RBETIEIRLTLE/NLFERRINENEE A, BEROMBSMTE
ANTHE, D7l L H1OOFRMIC—KT DT A AL —EARFRENET, T
T o®4R—) | EBREL TSN,

TNRARZAL T N—=RyxT VT 72T ONR—=V 3 Snort X—T 3, ®IEA
T—X A R, BAHMH . Secure Device Connector, B L NT LT, TN, AFET-
X7 7= D7 4 VB ERVIARET, [T 4] BB L TIEIN,

COODTNAADIPF7 FLREEET B

IP 7 FL A% L CF /31 &% Cisco Defense Orchestrator (CDO) (2 A ¥4 5 & . CDO
TIEZFDIP T RUVART —H X=X RFESI, TN R EOBEIEAESNET, T34
ZDIPT RUANREREINTHEIL, CDOIRFESNTVWDIP T FLAZFFH LT, HLwn
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T RVAZESELIENRTEET, CDOTTNANAADIP T FLAZEELTYH, 731
ADRERITEE SN EE A,

CDO TT /XA AL DBEICHEATAIP T FLAZEFETAHI21E, kOFEEZETLET,

ATFY TN FEF =2 g =T, [T/ ALH—E R (Devices & Services) | %7 U v 7 L7,
AT T2 [T/3 A (Devices) | X7 %27V v 7 LTTNAAERDITET,
ATV T3 WURTNAAZAT DR T %I w7 LET,

TANG ERREMA LT, BERTASAZAZ/OTHIENTEET,

AT T8 IPT RLAZEFET LT 3 AZRIRLFT,
ATY TS [T ADFFEM] A D ET, TRRALZADIPT RVADKICH DIRERZ &7 ) v 7 LET,

Nashua Building 1
o us 2,
ATYT6 74—V FIZHLWIPT FLAE AL, HQOF =y 7R RZ %27 v 7 LET,

TNA ARRIZEFE SN2 =D, T3 AD [XE AT —H A (Configuration Status) ] (21X, 7l &
[FF 4] & RSN ET,

BEhE FR
« TNAZDINEY o (76 X—)

* CDO ~DT A A—FEHBHG (79 X—2)

COO DT /NA RADEZHZEET B

TRTOTNAA A, TN, 707 b—b, BLOV—EZ|ZiE, CDO TOE AU £ 7=
WIERRFRICA RN T O E T, T ARKROREEELFTETIC, TOLREEETDH &
NTEFET,

AT TN FEF =2 g =T, [TA AL —ER]EI7 V7 LET,

RTFYT2 [THRARET %7 w7 LTT A A RO ET,

RT9 T3 ARIEEET LT A AEBRLET,

RTYT8 [T ADFEM] XA D LT, TAAL ALORBRICHDMERZ %7 ) v LET,

Nashua Building 1 7y

ATYTS 74—V RIZHLWARIZEANL, FOOTF 2w I RE 270 v 7 LET,
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FR4ze9—EzOY R koo 2t—+ [

FTNA ZABRITIEEERNINZ BN, T3 AD [REAT —X A (Configuration Status) ]1Z1E5| &
fex [ A] RSN ET,

TFINAREH—EXRDYA DI REKR—F

&
ATvT2

ATvT3

ATy T4

ATy TH
ATvT6

IOFRHETIE, TS REY—EZRDY XA 2ar~KUVE (csv) 77 AT T AR—
B HFEZOWTHALET, ZoBRUT L5, Microsoft Excel 78 ED A7 Ly K — b
TV = a s Ty ANERNT, UAMNOEAZWASEZTZD, 70 V20 LT
TEET,

T ABR— R RE UL, FAALRETF T L— T TRATEET, BIRLET AL 22 A
THRTT, TNAAADFMET I AR— T5Z b TEET,
TNAREF—EADY R N AR— T DRI, TA4NEXAL 0 E2RT, =7 AKR—Fh
LTEWVESERBA > R_X B T =T NCFEREINTNDEINE I D EHRLET, T XTO7 1 b
27 VT LTCTRTOEHMBT NA ALY —EREERRT L0, [HWRET7 1 VHLE LT
TRTOTNA ALY —ERAO—HEHRRLET, =7 AKR— MEREIZ, 1> NV T—7
JVICRRTCELANREZZ 7 AR— M LET,

CDOFES = a v N"—T, AU E27 Vv LET,

[(TNA R ZT %2 7 LT A, A /DF 50, [T T V=R ET7% 70 w7 LTET AT AL
A& RO ET,

WER T NAARATH Tl ) w7 LT, TDOXT DT A ZADiEMlE =7 AR— 8950, [T30) ]
7V w7 LTTRTOT AL ADLEMET 7 AR—MLET,
TANEBRLOBRBEEREEZFEH LT, RERT A RAEZRDIT LI ENTEET,

[CSVICU R RNZZZ AR—=FN %227V v 7 LET,

[ Export st o CoV ® 0
e &) + Create Template + Onbaard

W

Ta T RRERRENTZDL, osv T A INVERIFELET,

ATy Ry—=F 77U =2 a0 Tesv 7 7 A NVERWT, fREZWAKFEZTD 7 4 V2B LTZ0
HIZEWTEET,

TINAAEEDITY AR— b

—HIZT I AR—FTEXLTFNAAL ZAREITI DT T, ROFIEEZHEH LT, T34 20D
EZHISON 7 7 A Mz AR—hk LET,
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ATYT1 TS~ a0 =T, [T/ AL P —E A (Devices & Services) ] &7 U v 7 LFET,

AT T2 [T34 A (Devices) | X757 Vw7 LTCTNNARAERDTF 50, [T 7 L—1k (Templates) | ¥ 7% 7
Uo7 LTET AT N, A% BHOITET,

ATV T3 WHRTANARZALSTDET 2T Y v LET,
TANEBLORBEELGHL T, NERT AN, REROTAHZ ENTEET,
ATV T VHERTANAREERL T, BT R LET,

ARTFYTS [T ar] AT, [REDTZ AR— b (Export Configuration) ] 2R L 9,
ATv 6 [HER (Confirm) ] AR LT, EX ISON 77 A L& LTRIFLET,

TINA ZADHNERY) 2D

PERY = ASDNA 8=V 7 BB L, CDO TEHLT 57 /31 ZCBEAf 1T D Z 8T
TXFET, TOEEEEALT, WITNDOOT A, 2D =D~ R—T x ~OF|72 ) 7 %
B CE £ ( ZOMREZHEHLT, MR D0, RFa A M) Y —Z, B¥Wiki, %
TR L7 Z DD URL ~D VY > 7 ZERTE 9, RBEREOINTY 0 2T /314 AT
BEfT 52 &N TEET, ALY 7 ZRKCEROT A ZCBEEMT 2 TEE
7T

External Links

& Search

Add External Links @

ERR L7 ) 71X E IS THEFETEETH, BEOEF 2V T 4 BEfFHIEDY £¥ A, 2L
X, WEEA T VI AT, ELREFVPNERZ N L TREDURLICT 7 EATHZ LICL-
THE¥EFR Y N =7 ICHT D ER S L 56, ZOEMBITHEFR S E T, BENFFED URL
7Ry 7 LTWAEE, TRHOURLIZSIEHE T vy 7 SLET, RS TV URL
Il EEHIRESNET A,

location Z&%X

URL IZHAZAATe Z & AT E 2 {location} ZEDMERL SN E LTz, ZOEHIZIL, T/ AD TP
T RUABRATIESNET, &2,

https://{location}

EsPEAE
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Friq z2psonsy v ok ]

cTNAR ) — b aE B0R—)

e TFNRAREP—EZRDY R MDD ZAR—F (752—2)

TINA AN DHNERY > DIERK

&R
ATy T2

ATvT3

RTv74

ATy T5
ATvT6
ATy 17

ATvT8

TS =T a N, [T AREY—E R %7 ) v 7 LET,

[TARA AR ZTHI VI LTCTNRNARERDT D0, [T V—R8NET7%27 V)07 LTETIAT A
A& RO ET,

WYRT NAAXATDOE TRV w7 LET,

TNA AETNTET NV ERIRLET,

TUNEERBEFA LT, BBERT A RERDTDHZENTEET,

FROFERIASA D, [INBY 7187 a s icBE L £,
V7 O&4FIEANTLET,

[URL] 7 4 —/V FIZU 27 D URL # AN LET, 588272 URL ZHEETDHDLENDHY £, 7L TR
2 OA . http://www.cisco.com & AT LET,

[HZ227V vy 7 LT, Voo T "gAEMEMTET,

~DHERY D DYERR

ATy T
ATy T2

ATvT3
ATvT4
ATy T5
ATvT6

ATy T17

ATvT8

% CDO 75 E 2B < A7 Tk 2 RITR LET,

TS =g =T, [T ALY —E X (Devices & Services) | &7 V v 7 LET,

[7 /34 A (Devices) | #7 %7 Vv 7 LTT A AERHDT LD, [T 7 b— 1 (Templates) | ¥ 7 % 7
Uy 27 LTETNATNA ZAEROTET,

WEIRT N_AABATOR T2 v LET,
TANEERBEFEH LT, BBERTRAAERDITDLZENRTEET,

TNARAETNTETNVERIRLET,

EDOFEMARA D, [FME8Y 2 (External Links) |27 v a s icBEhLE7,

BmEDY 7 DAFTIEATLET,

https://{location} % [URL] 7 4 —/L FIZ A LE T, {location} ZE¥ITIE, /34 ADIP 7 RLABAS &
ET,

[HARy 7 2% v LET,
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BT INAZADHERY) U DIER

RTYT1 FEF—2a v =T, [TA ALY —ER] &7 Vv LET,

RTYT2 [THRAR ZT %IV I LCT A RERDT L0, [Ty T =R ET% 707 LTETIAT A
A& RO ET,

ATV T3 WYIRTNNAARZATOET 27V v LET,

TANG RN LT, BERT AL A/ ENTEET,

ATV T4 FHOTNA ZAETNTET VEBINLET,
AT s HAUOFESA Un, MY 717 va v icBEILET,
AT T6 Vo o4EiE AN LET,
AT T KOWTNHOFHEEFHALT, 778AT5URLZASLET,
« RO LFH % [URL] 7 4 —/L RIZASH LET,
https://{location}
{location} B¥iZlX, TXA ADIPT RLVARATSNET, ANk, 731 AD ASDM ~D HE)
Uo7 e S ET,

*[URL] 7 4 —/V NIZU 27D URL Z AN LET, EERR URL Z45ET DM ERNHY £7, 72L& 21T
YA adE, http://www.cisco.com & AJT L E T,

ATYT8 [H %27V w7 LT, Voo T 2 £4,

SERY 2O DIREF =IXHIER

ATY Tl =g =T, [T/ AL P —E R (Devices & Services) ] %7 VU v 7 L7,

RFY T2 (74 A (Devices) | ¥ 7 %2 0 w7 LTF AL AERAT B0, 7T L— | (Templates) 14 7% 7
Uy 7 LTEFAT AL ZE RO ET,

ATV T3 WURTANAALZATDETH 7Y v 7 LET,
TANEERBEFEA LT, DBRTNAAEROTHZENTEET,
ATV T8 TAALAELFETVERRLET,
AT TS FRIOFEMASA 06, OB Y > 2 (External Links) 1 &7 v a icBEI L £9,
AT9T6 Vo740 I —YNVEES L WETA 2 LHIRT A a v RERINET,
RT9T1 4T T7A4avm2 ) v L, MY 7 BREEITHIRL T, 727y a v alRALET,
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BRDTINA A~DHNER) 2D DREF=IXHIBR

ATYT1 TS~ a0 =T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LET,

AT T2 [T34 A (Devices) | X757 Vw7 LTCT A RAERDTF 50, [T 7 L—1F (Templates) | ¥ 7% 7
Vo7 LTET AT NA A& RO ET,

ATYT3 WERTNARZATDET w2 Y v 7 LET,
TANGERREEA LT, BT A RAEROF L ENTEET,

ATV T4 FHOTNA ZAETNTET VEBINLET,

AT Y5 HUOFEMASA b, 4 7 (External Links) &7 ¥ a VICBEI L7,

ATV T6 VIO —YNVEELS & RETA 2 LHIRT A arBRERINET,

ATV FNTDHTAavw27 )7 L, ) v 7 BREZTIIHIBRLC, 77 a vz aLEd,

T /N4 XD CDO ~D FH i

1 :

CDO ~D T /34 A —{E Bt

CDO %95 &, HELEITHEBOEEX ST /N A% CDO I[Z[RIRHC FFki 2 A b Z &2
TEXET, CDOBNEHT LT/, AN [BERGE] L~v—27 SNTWHEE, CDO T st
WROEFEEZRHE LD, T ZAEFEH LY TEXRL< R0 E4, Uiz TiE, SF&
ERFRPEZZONET, T AOFER 2R LD Z L1, CDOILL DT A ADEH%E
BT DD ORI FEN D AT v 7 TF,

)

CE)  HLWREAEFEZRST A 22T 256, CDO L, 7314 A LO#H LWEEAE 2 A8
FICHER L TR AN, END EOFERERT LET, 2L, BT 27 3 201
I o%E, CDOE, £l OFERZHAITS 572012, EAHELZ FE THEGE L TR AR
5T EERDET,

ATy TN FEF =3 =T, [T/ AL —E R (Devices & Services) | %7V v 7 LET,
ARTYT2[THAR] ZT% 7Y v 7 LT, THAA AERDTET,
ATV T3 WURT A REATDET 5T v 7 LET,

TANZ B LT, AT —F AN [EERRE] THLT A ZAZ A2 TS,
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AT T8 74 VHMEORERNS, FEHRZRRDT N AERINLET,
AT TS [ (Reconnect) 1% %#7 U w7 LEF, CDO T, BIRLIZTRTCOF AL ACHEATEXAT 7 V=
YDARY RREZ DRSNS T LITHER L T ZEN,
AT T6 [l (notifications) | ¥ 7 CT—E7 A ZAFEHET 7 > a v OEITTRIWA MR LET, 7 1 AFEE
FraZ7OT Iy arBNEOL T ELITRR LI oW TOREMARERANLERGA T, F60
[LE=2— (Review) V> Z7 %27 U w7 LCT[¥Va~7 Jobs) ] — (139X—2) IZBBEILET,
Evh TARAALARAOEHAEE LI 7 A4 UERPEE SN DICHERICKRIRLEEEIR. Zns0T
ANA AN LT, Friune 7o EFRAEEM L, H LWIEAEEZZ T AN LE N H
DEF,

TINNAR/)—FZEEL

LFOFIET, TAALAFICH DT L —2TFTFA D) — N7 7 A VEERLET,

RATYT1 FEHF =2 a =T, [FAREF—E R E227 Y v LET,

ATV T2 [THRAR LT %7V I LTCT AL RAERDT D, [T 7TV —NMNET%27 ) w7 LTETAT A
A& ROTET,

ATY T3 WYRTNAAZATDET o) v LET,

RT9T8 )= alERT 52T A AETITET NV ERIRL £,

AT9FTS AUO[EHE] AT, [/ =M E 7V 7 LET, B Noes,

AT 76 AlO=T 4 ZRZ L H 7V v LT, T74NVMOTFARNTT ¥, Vim, £721% Emacs 7 ¥ A b=
T4 A EBRRLET,

RT9TT1 [/ =M R_X—VERELET,
ATv T8 [RT%E (Save) 127V v 7 LET,
J— NI TR RS NE T,

-~ NS 0 = —
[41 A R)]IR=DIFHORT

[ 2R R U=, TR TOYIRR L OBEAYEG T S A R L EAYEFT N1 A
MOAERENTZT T L— FBRERENET, (X MV R=UTIE, 71 RLT
L— b RENENDZ A TIZESNTHF S, &T A RAE A TEHEHOXGT 5 2 712FK R
SNFET, MBEMWREAEHT 20, 742 E2FEHL T, BIRLIET A AXA T DL THND
THNARERDTHZENTEET,
[ Ry R _=D2E, ROFEMIERPERINET,

o [TRA A X 7I21E, CDO ICEAEEfF SN TWDTRTDT A TT A ARERINE
R
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stz ranz [

[T U= BRI, TATT AL AN, F2IECDO A VAR — h INTHER T 7 A
NINBERENT-TRTOT T L— T AL ARFRENET,

FRN)ILET 4 )L NIE

TG YL, TR AFFNTIAT 27 e —{b T 5701 EIN T, BAMERE
TIEAEFEZONDOTYH, 1 DU LEDOT AL ATV EBEHTEET, 7-ULE 4T V=
7 MZEHT DI, FTTNVEERLET, XA AEREFAT V=7 MTT VA
L7ieb, ZOT_NWNT LT NRA AT =T NERIIA TV T —TNVONEE T 4 VH Y
VITEET,

N

GE)

V=7 MTEM SN T VUE, ZOEEA T V=7 MRS L EE A,

T AP ENTZ T VR, ZOEA TV 27 MRS ET A, £, AT

T YL T N—T1E, IROWESL Tgroupname:label | ZfH L CIERATE £9°, 72 & 21X, Region:East
F 72X Region:West 22 ETH, ZHHD2 2D T~V EAERT 556, 7 /V—7 7 LI Region
2720 . 2D 7 —T7D Bast £721% West 2> BN TX E 7,

ATy I

ATy T2

ATvT3
ATvT4
ATvTH
ATvT6

TNA ATz 5120, LTOFIEZFEITLET,

TN ATV EBINT 5121, ElloFesr—rar v RUT[TARAAL A=A 27U v 7
LET, A7V MZTVZENT DI, ElloFesr—r a4 RUT[H 7V MNE7
Vv 27 LET,

[THRAREZT %I VI LTCT A RERDT L0, [T V—RNET7%27 )y 7 LTETAT A
A& RO ET,

WEIRT A ZAZALTDOE T ) v LET,

AREINTRKTIOULEOT NA ZAFIITET VERIRLET,

FRD [TN—TL T ULDBMN] 74—V R T, T3, ADT UL ERELET,

FEDO[H TA2vE7 ) v 7 LET,

AWSVPC DS RILER YT

AWS VPC % CDO |23 A#Ef4 % & CDO IL7XTPD AWS VPC ¥ 7 R ED—i & LTt
B ET, 2EVINHDZ T, AWS vDH I E—Ei, CDO OF — X _X— A ITIRIFE
FT, ZNHDOF ZIECDO T~ E LTERIN, MDOT A RAZA T DT~ L[ERRIZ [T N
A ALY —ER]R=VUTERENET, CDO THEDT NV EHIRLIZVH LWT L% E
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L7z A. ZNHOEHEILAWS VPC IZFEMi s EHA, AWS 220 Y — L&A LT, [H
CAEEZTFEHTITOMLENH Y £, AWS VPC 238 A SN7-1%12 AWS =22 Y — )L TFE
FRETITEE SH7Z VPC # Z1E, CDO DERED 2 B —|{TRFESNT, T hA TR ROZE
BELTHREESNEEA,

[N RY] R=P e AT V2 N AN=VOSESERT A FEZHEMLT, LT
DT NAABLOAT V27 FeROF 5 ERTEET,

T A NVERERT 520X, [T/ A LY —E A (Devices and Services) | Z 7, [R U —
(Policies) 1 %47, BLO[AT V= N ETOEMODSA L TY 2270 v 7 LET,

AV RN T AAE T, FALRAEAL T A= R =F VT R 2T OA—T 5
Snort N— 3 v, BREAT —HX A, BERUIRIE, BiE&M . Secure Device Connector, ¥ LN
NV TT7 4NV TEET, 74V ZEEMA LT, BIRLIET AL RZ A TDETHDOT N
ARBERDTHZENTEET, 74NV EEZHERALT, BRLET A RAZATDETNOT
NARERDTHZENTEET,

FT 2 VT NEBEEHT DL TR, AT A A TV b BT O
BRWAT T2l b BEROAT V2l NEA T TT 4 AFRETE LT, RISV AT AT
Vxl MEEOLNEIDERINTEE T, MB7 4 — LV REMEH LT, FEDOAFI, IPT R
VA, FTEAR— MNEZEZEL 7 A NVIERANOLT T V2V N THZ b TEET,

THAREFT V=0 b a7 4 VAT 256, MEEEMAGDE T, BET /#Rz A
DT BT DN DIPDOAE IR 2 BT 5 Z B TEET,

woFITiE, THE EHIRTWD, 723, RES) 3’boA 77 b, o, B0
EEESIFEAT =7 b, o, BEDEA T (Xy NU—7 £213, —YR) O
Vx I M THDIEOIRA T2l NEBRRT DT A AENEHENET,
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Fl— SDC £{EM L 1= CD0 1T 35 ~To7F 11 25282145 |

Filter by Device

Show System-Defined Objects

a Unused
Duplicate
a Inconsistent

LY

Default Values
Owverride Values
3 Additional Values

Unassociated

Metwork
Protocol

a Service

ICMP

lime Kange

URL

Application Filter

Securitv 7one

R—SDCE{FRA LI-CDOIZHEHRT DI RTHOT/IN\M1 R %
BOt 3

[[ U SDC Z{#i i LT CDO IZH:t T 2T _RTOT A ZAZ#03 2121%. IROFNEICHEWVE
7,

ATV Tl FEF—va =T, [ &7V 7 LET,
ATV T2 [THRAR X T %) 7 LTT A AERDTET,
ATV T3 WHRTANARIATDETHI Y v 7 LET,
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ATV T8 74 NVENHIEERT TR ESNTVESEAIE, A XU NI T—T VO EICHD (7 VTR %
7Y w27 LT, CDO TEBLTNDITRTOT NS ALY —ERAEFRLET,

RF9TE TANERI Y C 2o Uy s LT, [FAAH] Ama—BEHLET, 7445 (824—)

AT v FT6 7 4 /LHD[Secure Device Connector] 77 ¥ 3 > C, %E/2SDC DL ZA N LET, A X b T—
TZIE, T A4 HF TH U LTZ SDC 2 H L C CDO IZ#5E L TWDT A ADZNERINE T,

RT9T1 (AT7vay) RBEEIDITKRVIALIZIE, 7ANVFA=a—TBENOZ A VEEF AT LET,

ATFwT8 (FFvay) BTLEL, AvR_RUMNIT—TNDOEHICHLH[Z7 IV T|RE %2 Y v 27 LT, CDOT
BEHLTWATRTOT NN, ALY —b2E2ERLET,

FEA

CDO X, TA A, AT V27 b, BEXOT 7 v A I N —TRHEICHRE T 2572 MR
HREAIRME L EJ, [T ALV —E A (Devices & Service) ] A~S— A Tl, MR/ N—IZA
NEBRGGT 2720 T, BRI BT 2T A ABRRREINET, 731 ADLARTO—H,
IP7 RUVA, E3WET AL ZADL Y TNEGEANT LT, T 2R /OF 5 LnTE
£

FRRIC, [T V=2 P ANR—=ZAORBA—ZEH LT, A7V =7 PAO—H8, £7I3 1P
T RUVA, R—=F, ARifF&ET FLA, 7B halto—H 2 AL TEH T V=7 MERRTE
iﬁqo

ATYT1 A F =T A 2D EEELICH DB A—ICBEN L £7,
AT T2 MBA—IIRBSMEZANT D & ST HRERENFRINET,

— AT R SIAM M3 —T 4R

CDO T, ax F I A2 =T =X (CLD) AL T T NA RALEHTEET,
awy N B—O7F S 2CEETH 286, B CHEEOEROT A ZTFEFHIEE T
L BLAERETY, ZOHA T, CLLawy FEBBOT /A AT —EIZEET 5 FIEIZO0
THHLET,

BE R

* CiscoIOSCLID R = A > MZOWTIL, BFEWDIOS /S— 3 D [Networking Software

(IOS & NX-08) | #ZH L T 72 &V, https://www.cisco.com/c/en/us/support/
i0s-nx-os-software/index.html
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I Cisco Defense Orchestrator ()& A&
—gFosra—7z42 ]

—fFwCUAM23—Dx(4R

< Bulk CLI

(O] 2 S My List ) xecutan €

» show run | grep user 3

1

1217, 1:06:54 PN
show run | grep user

Y

GE) wo2-o0ORMT ISETLELE (Donel) | EWVWH Ay E—IUNCDO ICETSNET,
e vV R T —7 L CIEFICEIT I N,

e A7 FORTREFERNME o2 GE, 22X, FEORTEZ N 2RETD
FEHREHZE show 2~ RERITLIZE LET, ZOFERBHROLMICEETIHRE
T MNUNRhoEE,. CDOX IETLELF (Done!) | #iKLET,

fr—2 58

1 Ay REHESA 2R LTI 27720 321203, REhT 1 =2
270y 7 LET,

2 o<y RERE, a~<r REEETDHE. CDOIXZZDERESAS iZavwr R’
ERLERTAHDT, a<wr Rah ) —EERL, FEERITTEET,

3 av L R A Y, ZONRAL D Tar S MNMiavwy REAHLET,

Cisco Defense Orchestrator £ L /- AWS D& .
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Bl

JEENRA v, CDO I, A=y RIZHT 27 A ZADJEE L CDO A vt —
CERRLET, HEOT A ZADISENR U o726, IREA 1T
[X T A ADIRE % #x L CUWE T (Showing Responses for X devices) |
EWVWI Ay —UNFRENET, [XT /N1 A (XDevices) |27V v 7
THE, Ay P LTRUSEZR LIZT X TOT /31 A3 CDOICHE
IRSNVET,

GE) WoO2oO0RMT ISETLELE (Donel) | EWVWH X oE—
N CDO IZFREINET,

e v RBRZT—72 L CIEFIZFEITINT=%,

e AV RORTREFERMIG o726, 728 21E, §F
EOHRET Y N 2B HIEREKHIEZETe show 2~ N
EFATLICELET, ZOEBRRBOFMEICEET 2R ET
YRR o A, CDOE ISET LEL (Done!) |

ZRLET,

[FA VAR ZTINE, (A _X R U] T=TANBEBR LT A A3
FREINET, _0)517“?\ Ay RERET LT A A B D20 RS
L7EDTHZENTEET,

(6]

EORTHEAFT RIN TS [5E1T (Bxecution) | ¥ 71Zik, ERENA T
BRENTND A~y FORRT AL ARKRINET, ZofITIE, &
JiE~A T show run | grep user =~ > RVER I 4, [T (Execution) | %
702, 10.82.109.160, 10.82.109.181, 337X 10.82.10.9.187 IZ3kf5 Sz =
ERFIRINET,

USR] (ByResponse) | #7457 U w7 35HE, avy RZLoTERS
NTISBEDY A SBRRSNET, F—DISEIX 1T —TbEhE
T RERN # 7 TITERIRT 5 L. CDOIXZED 2~ RADISEZIGE
NANZRRLET,

[7 /31 28] (By Device) 1 #7427 U v 745 &, &F /54 Zm b5
DINEMFRRENET, VA MNOWTNDDOT N, R%E 7V v 7T 5 &
BEDTNRAL ANSDa~vwy RADIEEEFRTEET,

av Y RO—iEEIE

AT T1 FEHF— 3 —T,

[TARA ALY =R E27 ) v 7 LET,

ARTYT2 [THRAR] X T %7V w7 LT, TAAERDTET,
ATy T3 BHIRTANARAZATDETH0 Y v 7 LET,
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—ga<> rEEconE [

ATY T8 CLIZMEALTEHEHT AT NS AZRFEL T, ZTNHERTIRLET,

ATY TS FEMASA T, > [a~v2 R TIA A H—T A A (Command Line Interface) 1 %7 V v 7 LE7,

ATYT6 avr RS jZa~vr RE AN LT, [#E Send) 1227V v 7 LET, a~vr RHAPIGESA 1
ForENET, avr FIEEn 7S, CDO X2~ & [~HECLI (BulkCLID) ] 71> FKud
[ (History) ]34 IZFEskLE7,

GE)  BIRLZET A ADPEEAETRBISNL TV D ZE 2R L T EEN,

—EaY Y FBRETOEME

—ECLla~y FEEETHE,. CDOIFFDa~vy RE—FECLIA v ¥ —T7 = A AX—D
JERESA NGRS L E T, BIEASA SRS ca~vy RiL, B3795628b, av o R
T 7 L—hE LT TEET, BESAOavr RiE, ERbNRFTIN
TeTCDT A ZZEEA T AL TWET,

ATV Tl FEF—2 g =T, [T34 ALY —E A (Devices & Services) | #27 Y v 7 LE T,
RTFYT2 [THRAR] T %27V v7 LT, 7L A&ERDTET,

AT T3 WYRTNRAAZATOE TRV w7 L, RETDHT A AERIRLET,

ATy T4 [~ K TA A% —7=xAA (Command Line Interface) 1227V v 7 LE7,

RATv 5 [JBFE (History) |4V CEEEIIHEETIa~vy FERIRLET, BIRLIZa~y RIZEFEEDT A
A RIBEEMA T LN TEY, BRHOAT v 7 TEIRLELD LIFRL RN LIEELTLESN,
ATYTE [FAVARZTHRAT, RELLILELTWDawy RBRIEOT AL RCEEEND Z L 2R LE

—éqo
AT9 T av s RS Tavr FeREL, [XE Send) 127V v 7 LET, CDO I, &S vicavr R
DFERER R LET,

GE)  BRLET AL Z2OWTNPRFEI SN TORWES, RO =2 RORPFFASIET : show,

ping., traceroute, vpn-sessiondb, changeto, dir, write, copy

—EaAT U R4 IIL 2 TOEIME

—§E CLI 2~ R&FETH, IR (By Response) | 7 A /L4 & [F/3A A5 (By Device) ]
TANEEHERH LT, T ADBREERITTEET,

ISER 7 14 ILAR

—fEa~r ROEFTH,. CDO X AR (ByResponse) | # 712, 2~y RERE LT A
AMBIRISNTISED Y A N AT LET, RUNEDOT A A ITICELEDBNET, [k
B (ByResponse) | Z 7 DATa T Uy 7T D& JEESA NIT SA ADDDINENRRR S

Cisco Defense Orchestrator % { i L = AWS D E & .
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ATy
ATFvT2

ATvT3
ATvT4

Cisco Defense Orchestrator DA |

NET, WWERA NNEEDT A, ZADIGENRRIND GG, [XT AL ADIGEZFRRL
TWE T (Showing Responses for X devices) | &V ) A v E—URERENET, [XT /34 &
(XDevices) |27 Vw27 35L, a<wr RIZHLTRUREZELIZTXTOT A AN

By Response By Device

: devices &;_

1 Devices

1 Devices

CDO IZFERENFET,

g~ NREICEEM T ONTT AL ZD Y R MZa~y REEET I ROFNEIZTEN
iﬁ—o

DR (By Response) | % 7 DiTIiCdhHa~y KRN E7 Uy 7 LET,

av U RS Tavry RemEd L, [#E (Send) 127V v 7 LCa~vy REHEET L0, [Z7V 7]
7 Vw7 L TCavwry KA a7 )7L, FiLna<wr REANLTT AL RZEELTOLL, [BE
(Send) 1227V v 7 LET,

a2 RO ZT RSB E R L ET,

BIRLIET NS ADFE[Tar 74 X2 b—var Ty A VCEERRBR SN TWD Z LR EERGA L.
av Y KXo 2 Tdeploymemory] &AL, [%E (Send) 15227V v 7 LET, ZOEEIZEID, FEIT

RN AL — RN T v 7 ar7 4 Xab—ra RFESNET,

TINA RBI T4 ILE

ATvT1
ATvT2
ATvT73
ATv74

ATy TH

—fEa~r ROETH,. CDO X [FE1T (Execution) ] # 7 & [T /34 AB| (By Device) ] % 7
W2, a2 REERELET AN ADIV A M2 ATILET, [7731 A8 (ByDevice) |4 7 DT
BV ITHE BT NAL ADISENFREINET,

FIUT A AV A RTa~wy REFEITTHITE,. ROFIEIENE T,

[7 734 AHBI| (By Device) 1| Z7 %27 Vv 7 LET,

[> ZINHDOT /A A Ta~ R&FIT (> Execute a command on these devices) | %7 U v 27 LET,

(Z U7 %7 V7 LTCavy R4 22707 L, HiLhwavwr REANLET,

[¥A UARNXA T, VA NADE L DT NA AZFRIE LITRIYFR L T, 2~ RERET LT
AADY A MEFELET,

[6/5 Send) 1227 Vv 7 LET, <y RADIREDISESA ANIRRINET, IWESA STHEERD
TR ADIGENFRENDIHE, X T AL ADRE %R L CWET (Showing Responses for X
devices) | LW A v E—UNRERRINET, XT3 X (XDevices) |27 Vv 7 3T5L, avr RNZ
KL CRCIGEZR L2 _XRTDOT A AN CDO IZERENET,
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FrqzngzAcu<so |

ATYT6 BIRULT-T A ZAOFATHER T 7 A WICEF NI LTV D Z EDRMEERIGAIE, <~ RXA i
[deploy memory] & AJjL., [ (Send) 127 VU v 7 LET,

FINA ADEEFA CLI 74 O

CLI=7 i, ¥ <IFHTE %2R ERDCLI 2~ R, FRITFTHICER T 5 CLI
AvY ROT T L= TY, $TOY7aid, 12U LD T3 ATRFHIFEITTE &
7,

T L— M ZCLI~ 7 a2l LT, HEOT A ATHRLa~y RERIFICEITLE
T CLI®Z riL, 7 ZAORELERO—EMZREL T, Z2RBEROCLIvZ v %
FEHLT, 734 AT HHEREBGLET, T4 ATTCITEHATE LS EIE7CLI
~r7uandbv EJ,

BB FATTAX AT ZEMT A7 CLI~ Y 2 2B TX 9, FEHIcOWTIE,  [HH
a<w L KL D CLL w7 u D] 2B LT &,

CLIw7Zuif, VAT AERELIF2—V—EXTT, VATLAEFZEYZ HILZCDOIZL-T
LI, WMEDHIRDL TEEHA, 22—V —EF~ 7 2T —V—2MER L, e 72 13H]
BT ET,

N\

CE) TS AR CDOICEAY SNT-BICOI, TAALADO~ 7 a2 EETEXET,

il LTASAZMBHT S L, WD ASA THRED 22— —2 BT HHAIE. kDa~
v REFITTEET,

show running-config | grep username

Toavwy REFETTAE, BRRELTWAZ—HF—Da2—HF —4 M ysername IZEBE XD Y F
T, Zoa~vry b7 aZ B+ 512i%, FUa<wy K2R LT, username Z HHEINT
BH A E T,

> show running-config | grep EUECGELEES]

NI A= IMEBEOLRIE T DN TE, ZONRTA—FLZTRIL~Z 0 2ERT 5 2
Ly TEET,

b1 T TR T T R R T Rty i X M [ {108 { {username_of_local _user_stored_on_asa}}

INT A= BLITHIANRATNCTE, TRF L THREMHT 2LERHY £T, Zohe, =
YU RV Uy 7 AFROE DR £,

show running-config | grep

avw Y RO—E LT, a~vy ROEELXOT A RZE LIZCLIV V¥ v 7 A%FEHT D4
ERdH Y 9,
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B s5-~ rroocu<snoks

FHEaTEFASDCU YT ODER

ATYvT1 CLI~ZuaZERTHENCCDO DA~y R Iy f =Tz A ATa<vw &7 A LT, avy
ROBECNELL, GEHTEXOMENEIND Z 2R LET

GE)
ATy T2 FEHF—Ta =T, [FTRAREY—ER] &7 v LET,
ATYT3 [THRARETH27 Y7 LTT A AZERDITET,
AT T4 WURT AL AZALTOE T ) v L, A T4 TRHIENTNDT A ZERIRL 77,
ARTFYTE > avr RIS A E—TxzA R &7 ) v 7 LET,
AFYT6 CLIRZuDBIUAYVDRZ—W %2 v 7 LT, TTICHET D~/ n il LET,

ATy 71 7°’7‘;<n“i&f‘/%7vyﬁbi*h

ATV T8 ~I/ull—BO4MERELET, REIISUT, CLINZ a0t A2 A LET,

ATY T [avr R 74— Riimekha~vry RE A LET,

AT9TI0 a~vy ROFEFHRHIER Lo a~y Rofsrd, FHEINCHENT T A —2 4 Ic@E iz £,

ATy TN [{ERk (Create) 127V v 7 LET, fEkL7c~Z 0L, RUNIHE LT A AT TR, TDXA
TFOFTRTOT AL ZATHATE ET,

awr REETTHICE,. [CLI~27rnFET] 223B LT &0,

CUERFE-IIEFENCU Y- OMN LM CL - ODER

ZOFNETIE, TTICETLIZza~y R, Jloa—F—EFx~rn, TRV ATLAER~Y
anba—F—EFZ~ s v Bk L £,

AT Tl FEHF = a3 R—=T, [T ALV —E A (Devices & Services) |27 U v 27 LET,

GE) CLIEERML2—Y—EZ/~7 v 2B T 25613, 2~ REFEITLET A AE SRR LE
T, CLI~Z7aif, MUT7ThH Uy hOT A AMTHHFEINETN, CLIERITIEFE I EY
/1/0

ATvT2 [TARET5RI7V 7 LET,
RTYT3 WURTANARZATDETHI Vv L, AT PSRN TNLT A ZAERIRLET,

ATv T4 [> avrRKIA4 A ¥ —TxAA (> Command Line Interface) 1 %727 U 7 LE7,
ATYT5 CLIvZrZERTLHa~y RERSTTRIRLET, ROWTHLDOFEEHEH LTI ZEN,

2y @Q%r )97 LT, ZOFAL ATEF LA~y RERRLET, 7 nlcfifitsa
vV REBIRT DL, avy RS cFDavy FRERSET,
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ATvT6

ATvT1
ATvT8
ATvT79
RATv 710

METEDEE |

cCLI®Z BDOBRICANDAZ—K E2 7Y v 7 LT, T CICHET DI~/ u bl LEd, £FET
Ha—YP—ERZELITTATLAERZDOCLIZ aZBIR L E T, a~vr R a<wy R U2 FKR
EhET,

av Y RRavw s RS VZRRESNTZIREET, CLIFZ v D&t 2 Vv LET, TO
a< 2 KA, HLWCLI~7 v ORI 77,

vl —EOL4RERELET, LEIDLUT, CLIZ a0l AEE2 AN LET,

[~ Rl 74—V ROa~vy RefR L, LBEREELZNZ £,

av U ROETRICER LW a~sy RO S Z, PHEINCHENT-ART A - KITEES B T,
[ERk (Create) 1227 Vw27 LET, fERkLIc~2 vlid, BN E LT A AT TR, 20X A
TOFTXTOT A ZATHEHATEET,

awy REEITTHICE, CLIZ 2DETESRL T E N,

CLIT/ OMNELT

AT T1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

FEF =g R—T, [T/ ALY —E R (Devices & Services) ] =7 Vv 7 LET,
[THAAR 2T %20 w7 LET,
WE) 2T SA RABATDET a7 Y7 L, 1 DU EDOT A AEFRLET,
[> a~r R I4> A4 ¥—7 x4 A (> Command Line Interface) | %27 U v 27 LET,
AT RRIALT, AX— W EI Y v LET,
Ay RAFAMND CLI w7 n 2R IR L E T,
WOWTNNDHIETY 7 mx2FTLET,
CEFETLONTA—EN 7 B IZEHENTORWEEX, [XE Send) 1227V v 27 LET, avr
RADIREBINENA SCERENET, TR TETTY,
eI BIZRTA—EANEENTVDEHA (FO Configure DNS v 27 172 Y) | [> NI A—HDFRKR
(> View Parameters) | %7V v 27 LET,

* Configure DNS

> dns domain-lookup m
dns server-group DefaultDNS
name-server IP_ADDR

[/3F A —4 (Parameters) ]34 > T, /XT7 A —X D% [/37 A—4 (Parameters) ] D% 7 4 —/v FiZ
ATTLET,
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| EZETY -

Parameters X

IF_NAME
dns domain-lookup outside

outside dns server-group DefaultDNS

e name-server 208.67.220.220
IP_ADDR -~

208.67.220.220

ATFwT9 [EE (Send) 1227V w27 LET, CDONIEFEICI~VY REFEL, T/ ADWRZFHTD &
MDone!| LWIHI Ry E—IUNRRINET,

AFYTIN o~ FEEELEERT, oo~y FRFETERICERZMZZ/EENHY £4) E0nH Ay
B—UN2O0DT T EEBIZERINDIERHYD FT,

£ Some commands may have made changes to the running config Write to Disk  Dismiss

([T A4 AT ~OEFRAS (Writeto Disk) 1227V v 7T DL, Z0avy FIZko> TNX bNER
&L FATRERR D Z DMMDEF IR T SA ZAD AL — b T v TRERICIRIES L E T,

<[V iHd (Dismiss) 1227 Vv 7 425L, AvE—URRVESHET,

CLl ¥/~ OMDiRLE

=P —TERDCLI v 2 ImETEIETN, VAT AEEDO~YZ B ImETETETA, CLI
v/ aEfETLE, TRTOTNAA AT 7 aRNEREINET, 7 2 i3EEDT A A [H
FOLOTIEH Y £H A,

ATV Tl FEF—T g =T, [T ALY —E A (Devices & Services) | &#27 YV v 7 LET,
RTVT2 [THAR 2 TEHIY v 7 LET,

ATV T3 WURTNAARZATDORTHI Y v 7 LET,

AT T8 TR AR ET,

ATF9 TS [a~ R TIA (X —7xAA (Command Line Interface) 1 %727 U v 27 LE7,
ATV T6 WETLHZ—P—ER~ I AR £,

ATYT1 v/ I XVORET A 2w ) v 7 LET,

ATy T8 [v7udifff (EditMacro) | ¥ A7 07Ky 7 ATCLI~7 raffifE LET,
ATv T [RT%E (Save) 127V v 7 LET,
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cuvsooui i

CLI =7 u DE[THIEIZHOWTIE, [CLI~ 7 adET) 28R LT IFE0N,

CLI ¥4 O D#Ik

=P —TEFD CLI~7 2 FTHIFRTE TN, VAT AERDO~Z 2 FHIBrTE ¥ A, CLI
~ 7 nEHIETLE, TRTOT A, AT aNHIBRISNET, 7 2lidfFEDT /31 A[H
HDOHLDTIEHY £H A,

ATy Tl FEF—2 a0 =T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LT,
RTYT2 [THAR BT E7 Vw7 LET,

ATV T3 WURT A REATDET 57 v 7 LET,

ATV T8 TN AEBRLET,

AT TS [~ T A H—TxAA (Command Line Interface) | %7 U v 7 LET,
ATy T6 HIBRT 22— —ERCLI v ma@RLET,

ATYT1 CLI~/uINVOAIF{TAarex7 )y 7 LET,

RAT9T8 CLI~7 v zHlRdT 52 LR LET,
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=9=
=% =R

TNNAREY—ERXDEAER

FGATFNRA ZAEETNT A ZDOMW ST %2 CDO K L TEAERHTEET, ET AT NA X
7y — RESnflk 7 7 AL THY, CDO Z#fiH L CHERS LI OwRETE £,

EEAEDT A TT R ZAB LY —E AT, Secure Device Connector 73 CDO %7 /XA A F
FIE—E R R TE D Lo, A—T7 U 7 HTTPS S5 B L 72 ) 97,

SDC & & D AT —Z ZADFEMIZ-OVTIX, Secure Device Connector (SDC) (3 <X—3) %
ZL TS,

ZOBEX, ROEBY T a TR S TTWE T,

« AWS VPC O A#Eff (95 ~—)
¢« CDO 6 DF A ZDHIE (97 =—3)

AWS VPC & A #fig

AWS VPC % CDO Zxf L CH AT 51T, LFOFIRIZIENET,

1R BHEIIZ

N

G¥) CDOIF., 7V V7 ENmAWSVPCE YV HR— L TCWEHA, T VPCTEEIN-EF =
V54 IN—T%8T5, 7Y 783N VPCEEARERLEL Y L4258, BARERFS
o R 3R L ET,

Amazon Web Service (AWS) AR Z A4 _X— 27 7 N (VPC) % CDO (Zxf L C&E A4
HENZ, LT ORMHRSGEZHER L T EI0,

+ CDO % AWS VPC {2869 D 7= DI Bk v b U — 27 B % Cisco Defense Orchestrator
DEBNGET NA A~OHE (5 X—) THRLET,

« AWS VPC # B AMEfHT 512X, AWSVPC DT 7 EAF—L 3 —T Ly N T 7B A% —
NULETT, ZNHIETIWTNST ATy T 4T 4T 7 BAER (IAM) oV Y —)Laf#
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B awsvec oA

ATy
ATv T2

ATvT3
ATvT4

ATy TH
ATvT6

ATy 17
ATvT8

ATvT9

ALTAERINET, FEICONTIEL, TEX2 YT 0 n 7 A AAFROBAE L B
(https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html) %R L T 72 &0,

«CDO 73 AWS VPC LilfE T& 5 X 9 ITHERARE L 7, i, [IAM 2—HF—DkE
FRDOZET | (https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users
change-permissions.html) % &M L CT< 72 SWMERMERIZOWTIL, BLTFOflZZ2R LT

<TZEWN,
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:UpdateSecurityGroupRuleDescriptionsEgress",
"ec2:DescribelInstances",
"ec2:DescribeVpnConnections",
"ec2:DescribeRegions",
"ec2:DescribeSecurityGroups",
"ec2:UpdateSecurityGroupRuleDescriptionsIngress",
"ec2:RevokeSecurityGroupIngress",
"ec2:DescribeVpcs",
"ec2:RevokeSecurityGroupEgress",
"sts:GetCallerIdentity",
"ec2:DescribeSubnets",
"ec2:DescribeVpnGateways"

] 4

"Resource": "*"

CDO DB =2 g =T, [TA ALY —ER] &7V vr LET,
HFWTTARE L H7 Y v 7 LT, T ZAOEAREFZ B L E7,

[AWSVPC| %27 V27 LET,

AWS 7 h 7 v NMIHT 512007 78 A% —ID &y —2 Ly T 78 AF—Du /A NERE AT
LET, ASNTZARIOY A MX, v 27 A AAFHE AT L7z AWS VPC b B S ET,

[##c (Connect) | &2 27V v 7 LET,

Ry 77Xy Ama—nL [V —Va ] Z2BRLET, VPCOR—INLVTHDE ) —Ta s BRINT D
VENH D F7,

[ER (Select) 1227 Vv 7 LET,

Fay 7 X Ama—%FHL T, ELWAWSAZEIRLFET, AREINE4EIOU 2 MME, oA
NERE AT LT AWS VPC 0BG SN E T, Rry XA T A=a—0n5 BRI AWS VPC 2 3&4R
LEJ, AWSVPCID OLENT—EBTHY, 22 EDA L AZ U ANRELCID 28> Z LT EH
Ao

[ (Select) 1227 Vv 7 LET,
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| TR 1RES—ERDEALER
coo » 50734 20k [

ATv 710 CDOUI TERTHL4AEATLET,
ATv TN [FAT (Continue) 127 VU v 7 LET,

ATYT12 (F7Fvay) TRALADTE AT LET, AWSVPCD T~V EAERRT 286, T—7 3T /3
ZIZHEMICEB SN EE AL, AWS2 2 Y —)L T, TULEZ 7 L L CFBI CHAER T A2 LENRH Y F
T, FEHIZHOWTIL, AWSVPC DT ~L & Z 7 (81 _X—) #HRBL T &V,

ATv 13 [#ifT (Continue) ] &7V v LET,
ATV [THAA ALY —ER|N—=VWIZREDET, T, AREFICEAREFIND &, BERAT —F AR [FAH
BA] . BFREN [ T4 ] EFRRINET,
REERR
« AWS VPC #f5i 1t 7 A UMERDOTEHT (99 _X—)
« AWS VPC R 2— (103 =—2)
«cAWSVPC & CDO DX =T 4 F—F

« AWS & FOMDEBNRT NS, A TAH T V=7 badF4 5

CDO M 5 DT /N4 R DHIR

CDO 7567 A ZAZHIBRT 5121E, IROFIEZEEH L £,

ATFwT1 CDOICu /A LET,

ATV T2 (AR M _R—=VICBELET,

RT3 HIRT DT A AERDTF, TOT A ADITTT NN, A% T =7 LTRIRLET,
ATFYTE FUICHD [TAA AT 72 a ] 23R T, [HIE] 28R £,

ATV TS Trr T IRFRENTEH, [OK] 2RI L T, BRLET A ZAOHIBRZHRLET, [Fro L] 5
RLT, TS AN LI EEICLET,

Cisco Defense Orchestrator % { i L = AWS D E & .



FRAREY—EROBAERE |
B coorzo7 a0 zomig
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AWS T /N4 ADEXTE

TOEFT, OBV a rTHEREINTHET,

« AWS VPC #fii 0 7' A NFROEHT (99 ~—2)

 AWS Transit Gateway # i/l L CT AWS VPC k> 3L ZEMT 5 (100 <—)
e A RME VPN b R DfRERE 7 ¢ V2 (101 ~—)

« AWS VPC b VTN z b= EHOEREAR T 5 (102 <X—)
et X2 VT 4 RNY—EFH (103 3—)

AT T A _R— b Fy b U= OFEE (107 X—)
 BHEOFARY |, HHE, Fxv 7, BLOEMR (115X—)

« TRTOT AL AFEDHAIY (117 ~—2)

s T RTCOT N, ZAOHRETEOT Lo —LERH (118 X—)

c BHDF A ZA~DRER (119 =*—2)

o TNNA AREO—FERERE (120 X—)

s AV a— I HBERR (121 X—)

EELOfMERE (123 ~—)

EHOMHE (124 X—)
FRAADT 7 MA TR REF (125 2—)

Defense Orchestrator & 7 /3NA A O E LRI 25 (125 *—)
ol (126 *X—)

TNA AINHDT U NAT AN REEOBERZ T AR (127 X—)
« RIEDHA OfFR (128 ~—)

c TR ABEEDR—=Y T DAY 2a— (130 2—)

AWS VPC ##c0J 1 1RO EH

AWS VPC IZHEfii T 272D DH L WT 7 B AF—L v —2 Ly N T 7B AX—2ENT 556
IX. CDO THfim 7 A MNERZEH T HLERHY £, AWS 2 Y —LTr 7 A iR %
HH L, WOTFIEZMEHLTCDO 2> Y —nbu A AFREFHLET, s> T
IZ. [Managing Access Keys for IAM Usersl]
(https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html) & 721%
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AWS 731 20%E |
B Aws Transit Gateway %/ LT AWS VPC U RILEERT B

['Creating, Disabling, and Deleting Access Keys for Your AWS Account Root User
(https://docs.aws.amazon.com/general/latest/gr/managing-aws-access-keys.html) ZZM L T 72X
AN

CDOMNBT IV BAF—F770F>— I Ly NPTV B AF—2LEHETHZLI3TEEFA, 20
Biger 74 AERIT. AWS 22 Y — L E 721X AWS CLI =2 > Y — L b FE) CEF4 5 LB
HFEI,

)

GE)  #%D AWS VPC % CDO 77 MIEAHER L TV AEEIX, —EIZ 1 2OT A, 20/
A NERELFTLHLERHY 97,

ATYT1 TS~ a0 =T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LET,
ATV T2 [THRARZT %7 w7 LThb, [AWSVPC] 227 VU v 7 LET,
AT T3 Hifgin /A UERAE TR T D AWS VPC ZBR L £ 7,

TANG R LT, BERT AL AZ/DOT L ENTEET,

ATV T8 [TA AT 273 (Device Action) |34 T, [B 7 A AEHROEH (Update Credentials) %227 VU v 7
LET,

ATYTE AWS VPC ~OHEH AT 2H LWTIERF—L =Ly b T7HOERF—2 AL ET,
ATw 76 [E#H (Update) 127U v 7 LT,

GE)  CDO BT /3A ZADRFNCHKE LIZHE. CDO Ok AT — & A2 [#ERh7pn 7' A EH  (Invalid
Credentials) | ERRINDZ ENHY £T, ZOHEIL, Blea—P—4 L2 T — KO
EbEEHERA LIRSV T, a4 U ERO T T A 2—F (164 3%—V) %
L TLZEWN

B EE R
+ AWS VPC OE AN (95 —2)

AWS Transit Gateway % {3/ L T AWSVPC + > )L % B
HI B

AWS Transit Gateway 1%, i b= 7 U o 7GR E ARRICT D RANAT 2N L T X —
7T A AVPC & AWS VPC ([ZH5fid 027 77 FA—2 L L THREL £,

CDO M9 % &, AWS Transit Gateway Z i ] L THA R — K S 72 AWS VPC Dt A 7 —
A AR TEET,
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| AWS 731 2D%%E
44 FRIVPN FororiE T LznE [

A\

() AWS Transit Gateway % ] L CE;fl9- % T, CDO IZ Secure Firewall Cloud Native (SFCN)
VPC A4 R—RT2H24FIHY FHA, AWSVPC DAL HR—F 4 TIZONTIL, AWS
VPC OHE A (95 =2—) 2B TIEEN,

ATYT1 CDO A==2—"—7T, [VPNEEBA 3 Xk (VPNandZero Trust) ]>[H4 FREIVPN (Site-to-Site VPN) ]
IR L E9,

AT w72 [VPN k> 3/ (VPN Tunnels) ] X—I21E, CDO 7F > Mk TEEHINDI TR TOFRy hU—7 |k
VRN DEHRAT —H ANERINET, VPN b VO AT — X AX, A ME VPN ko fLd
R L 7 4 L H AT,

ATV T3 [7T7ar (Actions) 131 D [k DOHER (Check Connectivity) |V > 7 %27V w7 LT, FYFRILIZ
RTDVTNEA DO T = 7% ) T—1L, M FANBEYA FEIVPN h U RILDORBE L 7 4L
ZIHENEHNCTCEET, AT~ FERT =7 V7% 270 v 7 LRVRY, §XTOAVER—F
TNA AT T X TDO M RATOF = v 7B 105 T EIZETEINET,

G¥) VPN b RN A T35, CDOLIBMAERSINET, =720, V7™ EIHLE
Ba, mmra s MIFREnNEE A,

9] Te 1
VPN Tunnels a &o- &5 O LSJQZE;MMJ

aying 50 of 74 results = @ o

@D
T Q arc unnel name, d: name, or IP Displ

Name = Status ¢ Peer 1 Name % Peer1IP 2 Peer 2Name % Peer2IP % Last active

abc-q1w2e3drdtsy6u’ig def-09p0s1a2f3g4hsj6

VPN T Idle 209.165.200.230 209.165.201.31 4/8/22 7:12 AM

VPN 1 abc-q1w2e3rdt5y6u7i® 209 165.202.148 def-09p0s1d2394h56 509 165.201.31 /1022 2:32 PM

Active

R E R
* AWS VPC DE AYEfF (95 *—2)

A4 FEIVPN FORILDEERE T 4 LR ULIE

TANETA RNR=T ZRBET 4 — IV REMAEDETHEH LT, VPN F VIR E
TW5 VPN F U RV DB ER D IABE T,

ATV TN AL DFEF =2 3 3—=T, [VPN]> [V A FREIVPN] IZE#EAHFE T,

ATFVT2 TA4NETAaLr V27 ) v 7 LTT4NENSL U HREET,
ATYT3 INHDOT7 4 NZEHH L TREEKRDIALRET,
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AWS 731 20%E |
B awsvee FoxnicmzohZEOBEERTT S

[TARARZEDTANE [TAAARCEDTANE 2T )T L, [TAAAXA TN EXTEREINL, 71
IVERERZ L > THRET DTN, A A A LET,

[TAAADRE] : PRV DOEYA RTOMERBOEE, MEOH LT A A0fFE LTiE, BEET S
AV B —Tx2A AR, ETIPT RLVA, 72037 27A Y X FOKRE, IKEVl 72 B—FLOR—E END
DETHR, INHIKRESNETA (FrRVOREOKBEIX., AWS VPC VPN b U R TIEEREFHTE
FHA) .

[TAA AP R TS ADEA THNCT 4 LS B E T,
S[AF—HR]: NURADRAT—ERE, TIT 4 TERETA By £,

A TIT 4Ty a BN Ry NU—2 %y R23VPN bR LA L TWA, EIRIE
Wit v a VLS, A LT U MR TWRWEES, 77747 THHZ &1, FrraAn
TITF 47T TCHELTWSZ A RLET,

[T A KA CDO DU D b R VHDE v v a VRPN TN D Z L2 RIBTE 20 Rl
AENTWARW, F203 M VICER H D555
s EAUEGEFE 2] 0 T3 AT, CDOIZ K> CTEHEINDIGA L, CDOIZL > TEHINZ2WEA (EFHXS
gL B F9,
S[TAARLA T B RADEY A RREROT AL 2 BEESNIT A R) VBT TS A0,

ATV T8 BBRAZNITNAA AL EITIP T FLAZ AN LT, 7AWV SNIZFHEREREBETH LB TEE
o BRR TIERICF LN CFIIXB S E A,

AWSVPC U RILICIMZA bNT-ZEEDERZRTIT S

AWS VPC R U RIVIIMZ OGN EROBREEZFRT 51205 :

RATYT1 CDO A==2—/3—T, [BZDEHE (Change Log) ] #iERL E7,

ATY T2 [T DOEHE (Changelog) |"—V T, 74 NETA %7 Vv L, [T ABNOT 4 V20 (Filter
by device) ] ¥ 7 Z#EIRL T, [AWSVPC] %27 U v 7 LET,

ATv T3 EBREAMEZRT D [AWS VPC] ZiZIR L, [OK] %27 VU v/ LET,

BE IR

cEFEr s (131 X—3)
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txaysqsmys—gE [

tXxal)T4KR)—FE

AWS VPC 7R1) 2 —

ﬁ#l)?4f)7%ﬁ HINDSES D N T 7 4 v 7 AT 20, X 2V 7 1 B
ESINTGARICN T 74wl Ruy 52 LR ERELE LT, Xy NUY—F T
74/7%@Ebi¢oam%ﬁmbf\éiéi&@ﬁ@7A42Tﬁ%:)74TJ/~
ERETEET,

« AWSVPC AU v— (103 ~<—Y)

Cisco Defense Orchestrator (CDO) (%, Amazon Web Services (AWS) 7 4 7 > MZBESEfFT 5
N AWS AR 7 A4 _X— 127 J 0 K (VPC) 2K TEX =2V T 4R —D—EMEMRT
LHie s L —H—IZIRft LET, CDO Z#EHA LT, #HDOT A AZ A TRHTHT V=7 b
EEAETLZZLLTEET, SOV, RO FE Y Z7E2ZRLTLLEEN,

AWSVPC & CDO DEFa )T JIL—T

AWSVPC ¥ ) T4 JIL—TIL—IL

AWS X =2 U T 4 Z—F, X2 U T 4 70— ZEHEMT 5T D3 TD AWS
ECQ2QA VAR ABLOEOMD T T 4T 4 ~DA NN RELXORT U MY ROR Yy
NO—0 "I T4 v 0 BERTHL—LOaL T g T,

Amazon Web Services (AWS) =Y —/L L [FEIFE, CDO CTiI& /L — 3 lBlicErEnET,
SDC A X —Fy MITZ7EBATEXBRY, WOBRED AWS (KT F A4 X— 7T T K
(VPC) N— L ZERB L OEBETE £7,

« B L AWSVPC NDORIDE X2 F 4 7 —F L DR CRERELEZETEX X2 T 4
T—"7,

¢ IPv4 £7213IPv6 7 FL AL DRI CTEZETE DXV T4 70—

AWSEX =2 VT 4 T N—T%2ETeCDO TL— V& ERT S & X3, ROFIRICERE LT
éb\o

e AUNRT LY RRNT T 4w 7 EHATEL—LOEE . EELIE. FLU AWS VPCHD 1 5
Utoexa2VT7 4 IV—FFT7Px7 b, IPvd £721XIPVv6 CIDR 7 2 v 7 . H B WX
H—0D IPv4 £72ILIPv6 7 RLAIZTE LT, A T F—)LZiE, sikeE LTI D
DX VT4 IN—T F T2l PORRETEET,

T RNANT LU RRNT T 4w 7 BHFRTHL—AOEA. 5E5EIE. FLT AWS VPC HD 1 5
PEoeXa VT IN—TFT7Vxr b, V7 427 A A KNID, IPv4 E721XIPv6
CIDR 7 u v/, H—DIPv4 £/21XIPv6 7 RL AIZTEE T, 77 DU RL—1iZ
. BETLELT1IO0EX2 T 4 IN—TFTVx2) hORRETEET,
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AWS 731 20%E |
. XY TF4TN—TIL—ILDERK

+CDO 1L, BEDOR— "V TRy Nl BEOZ T 4T 4 &I —VE, AWS
VPC \ZEBH T 2 B fEB D /— WA EH L F 5,

 L—VEBMEFITHIRT D &L X2 T 4 7 —TICEEMT ENTWAETTO
AWS =T 4 T 4 ICEFENEEMICEA S E T,

1 ODAWS EFX 2 VT 4 VL —TTHEANTEDLDIE, K60 DA X7 K—L &
60 DT 7 kXY R )UIZHIR S TWET, Z ORI, IPv4 /L—/L & IPv6 L— /L
WAEBNCIE A & vE 7, CDO TIERR S 7=iBMd L — ik, — L OREBIcEENnET,
SF V., CDO ~DEAYEKIZ L - T 60 DL—LOEIREZHEZ 52 LIFTXEE AL

i
o

PO —VERET DL, RELILV—DHIR S, FTLWESE®RA SR L TEH LW
— L RER ENE T, FOD, FOL—IIEET A NF 7 4 v 7B, T LUVL— L ME

RENHFEFTCOILB N Fay7EnEz T, Fo<HLWA—LEERK LTSS,

=i
TIIHELEE A,

AWS a2 — LN BB TE B— DX A T OFFME RN LI RG AT, AWS EF =2 U

TAITN—T F TV FEZRLTEZN, AWSVPC | %@Hfé_kﬂf%éﬁ7
Tl FOFEMIZIOWNWTIE, AWS X2 U T 4 IN—T L0 70 REeX2 T 40 T A—TD
FTV 2l NESRLTIIESN,

SR
et X2 VT 4 T NA—TN—DER (104 =2—)
et X2 T 4 I N—F— L OE (106 ~<2—)

e X2 UTF 4 VN —T L — DY (106 2—3)

XA YTF4TIL—TIL—ILDER

5 7 4Lk TiX. Amazon Web Services (AWS) @ Virtual Private Cloud (VPC) X9 _XTDHO X v
NT—0 "7 4% 7Ty LET, 2FEV., VT T4 v REATH L OICHEIMIC
N—ANRESNET, ZOT7 7 v a iImETEEEA,

A\

GB) #HLwnbexa V70 N —T N — VBB D8, 1B LT — Va2 Xa )T 4 7 —TI2
BEATHT AN H Y £,

AWS 2 Y — Lk, BEORE s G — L E Y R— LT ERA, OF0, &
BOZoT 4T 42 G0HR—O®X2 U T 4 I N—T— L ERHTSH L, CDOIZZFD/L—
NWERBI DN — VR L TH AWS VPCIZT 7' A LET, & xiX, 2 208K — M
MBE1ODI TR X2 YT 4 IN—T F T2 b~D T T 47 BFFATHA N
7 R— a2 EkT 5 & CDOIZFENERD 2 OO — VBB LES, (1) FID
A= NN EX 2V T 4 IN—T~D N F7 7 4 v 72 LET, () 2FEHOFR— Ml
ENSEX2 T A IN—TF~D TG T 4 v 7 A LET,
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| AWS 731 2D%%E
t%2U745n—Tn—nots [

X2 VT 4 TN—T N — LV EAERT DIZIE, ROTFIREZFETLET,

ATYT1 FEHF—= a4 RUT, [T AL P —E R (Devices & Services) 1 %# 27V v 7 LE7,
RATw T2  [Template] ¥ 7% 27V v 7 LET,

AT T3 [AWS| ¥ T %7 Vv s L, 77®Aaryre—LR) vr—%FEETDHAWSVPC T /31 277 L— |
FIRIRLE T,

ATv T4 HWOER NA T [RY =] Z2BRLET,

ATYTE  N—AEEBNTEZEX2 T4 TN —TORICHDLENT T ARL 27 ) v 7 LET,
AT T6 [ 2372 K (Inbound) 1 £721X[7 7 F37 2 K (Outbound) 1227V v 7 LET,

e [1 "7 R (Inbound) ]/b—/ b FERy FT—27120F, 1| DEIFERKD IPvE 7 LA
IPv6 7 KL A, 737 70 R EXa VT4 IN—T ATV "egdG0bZENTEET, %
Texy NU—21F3, B—DI T REeXa VT 4 IN—TFT7 V=27 hELTEERT I BRELAHY
E3 8

«[7U b7 K (Outbound) J/v— b FEIR Y NU—21F, B—DZ7 70 R kx=2UT 4 7

N—T"FT Tz hELTERTIDENHY ET, sry NUV—2121%, 1 DFEITEEK D IPv4
TRLVA,IPV6 7T RV A, F7idt X274 IN—T 437027 bEEOHHLILENTEET,

ATV T N—AAEANLET, BT, AN—R, BIXOROBKRLFEEHTEET + +._-

RAT9T8 WOZTHNOBEATEICHARDLDET, N7 74 v —BHEEEERLET,
« [41E7C (Source) ]: [¥fZ7C (Source) 147 %7 Vw7 LT, *v hU—7 (Fv hU—7 &K
EETe) HEMELIFHIRLET, A— FEER— MIHZEETE LTERTH LI TEE
A,
o [BEf5 e (Destination) ] : [B#cic (Destination) | # 7 %227 Vw7 LT, *v hU—7 (Fy FhTU—
7 ERBEEET) E03RY NU—2 T T 4 v 7 EGBR— MNEBIELIFHIBRLES, 7741
MEIX, [EE (Any) 1 TY,

- CB)

Iy NT—=IF T2 PMNERIN TV RWEGE, AWS 22 Y —/LCiL, IPv4 (0.0.0.0/0)
L IPv6 (::0/0) D2 oD )L— LB EINE T,

ATwT9 [fRTE (Save) 1227V v 27 LT,
ATYTN [ToETEZLTSTRXTOT N, AOHRELO T L E2— BN, fAEL T bBEEOET %2 —
IR L ET,
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. tXAYTFATN—TIL—ILDiRE

IE JEBIZRIT % &, CDO 1L AWS VPC ODIRREZ BB 2 A D RTOREIZEZ > L LET, Zh
T TRA P T 4 — ] X=X TITbNET, AWSIE NIREE] ZHEEF LWz, Zoe—b
Ny 7 OFATIXRT 2R H D £9, ZOHE, AWSY RV A L hary—iza s A
> L. AWS VPC Z#LIRTDOFREICTFE TR L T CDO ICAEHEDOFH ALY | i, F=v 7, BX
ODERLERSHY 1,

XY TF4TIL—TIL—ILDRE

ATy
ATvT2

ATvT3
ATvT4
ATy T5

ATvT6
ATy T17

ZOFNEEFEHA LT, CDO ZfH LT AWS VPC O 7 7 & AH#lIN— L 2 HRE L E 3,

[T ALY —ER] =V & ET,

[7/3 A (Devices) | #7527 Vw7 LTT A RAERDIFLH0, [T 7 L— b (Templates) | % 7 % 7
Vo7 LTETNATNA AR E7,

[AWS] Z# 7% 27 Vv 27 L, T7k®Aarybo—L R —%ZiFHEET S AWS VPC 23R L £7°,

ARl & (Management) ] %A »C, @R Y 2 — (Policy) ] 23R L F7,

BEfFOEX 2 VT 4 TV —T N — VEFET DI, V= ZERL, [T727 a3 (Actions] <A > D
LT A arexr )y 7 LET, (BMRREZ, WEET— NCBITETICA T4 TETTLILED
AHETY, ) A= DHIR EFIFMZONTIX, TAWSVPC X =2 VT 4 ZL—T—)b] 5L TL
72 &0,

[fR7E (Save) 127 U7 LET,

Tl BERELETSTRTOT A, ADEREROT L E o — L BN, FiL T EROETE 2 —
B L E 9,

EE JEBAICRIT 5 &, CDO 1% AWS VPC DIRAEZ B 2R A DRI OIREICRE S L LET, Tk
[RR P75 — b R=ATITbILET, AWSIE NIREE] ZHEFRF L7272, Zou—n 3y
7 OFATIIRT 2 MR H D £, ZOHE, AWSYRU A haryy—ica 7 (L,
AWS VPC % IR OZEICFEH TR L, AWS VPC T /31 A& E & CDO DR E DM O E % R —
V7T B0ERHY 7,

txaYTF4 T IL—TFIL—ILDHEIR

ATy
ATvT2

ATvT3
ATvT4
ATy TE

[TAA ALY —ER]R=V & T,

[FAL R ETHIY 97 LTFAL ZE RO 0, [T FL—MNETE27Y v 7 LTEFAT AL
2% R £

[AWS| Z 7% 27 Vw7 L, T7®x arbu—1L R —%mET S AWS VPC 28R L £7,

FHRlD EHE] <A T, ORI =] Z&RLET,

RBEIZIRoToEX 2 VT 4 70— V= L ZHIRT 2121, v— v ZBIRL, [T 72 a ] <A THIBR
TAarvaxzs )y LET,
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REISA~—try k7—v0EE [}

ATYT6 [TolLEEELT L Ea—LTRERT AN, H#ROLEL —FEICHFoTRBLET, T XTOF A 2
DREREFED 7 L Ea— LRI (118 2—)

AE BRI 5 & CDO IZ AWS VPC OfREEE BB 2R A D RIORREICREZE 5 L LET, Tz
[(RZ2 T3 — ] R=2ATITbNET, AWSIT NRRE] 2 LA nED, Zoa—iL Ry
T OFITIIRT 2[R H Y £9, TOHA, AWSEFHa Y —)Lin /1 L. AWSVPC

Z LIRTORERRIZ FE TR L, AWS VPC 7 /31 Xk & CDO Ok & DBOEFE #R—1 73
DHVENDH D £7,

O m— >
REITSAR—Frxy b D—ONDEHE
Ne=F XV T T4 X=Xy NU—2 (VPN) Hld, A > ¥ —Fy Ml T7 Y v 7 Ry
NT—7 % LTy RARA » NEDORER N RVEMSLLET,

oI aiNt, TRAADYE— T 7BABLOY A MEVPNICEASNEST, /-,
TVPNEREMEL, VE—FTT 7B AT 572D 5 SSLEEEIZ SV T HEH L E
@—O

CDO LA F D & A 70 VPN #2ki & K — k LE T,
e A NIRRT T A N— bRy kT —7

YA FERBISAR—bRy bT—2

P A MHE VPN b v, HBERICR R 25Mch oy NV —2 28 LET, A MNH
k> Vi, Internet Protocol Security (IPsec) 7 ® ha VA —hE A X —F v b F—x7
AFxz oV N—=T a2 (IKEV2) ZfEH L THEEINET, VPNERPHELSND L, 7—
HNTF—= T 2 A DEBIZHDHEAMIEF2TRVPN bzt LT, UE—F 7 — |
VA DHRIZHDEA NIRRT HENTEET,

REETER -
s AWS A NIRRT T A R— bRy NT—TDE=H Y T

AWS A FERE TSAR— bRy D= DE=ZR) VY

CDO M % &, HAWESG AWS 7314 A TREFOH A i VPN RELZEH TS £, ¥
A MHORELZEEEITHIRT L2 LIFTEEE A,

B4 FEVPN b RILDEGEORESR

[BEe DORERR  (Check Connectivity) R ¥ U ZFEH LT, M RIk$ 5 U T A LAOHEH:
WeBa U A—L, bRV OBEDORRE (777 4 7E7037 A4 FV) 2GR LET, A
M VPN b RVDORRER E 7 4 L ZRLBE (101 =X—) [F T~ Rk (on-demand
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connectivitycheck) |"RZ %27 U v 7 L TWRWES, BAMERF I TNDHTXTOT /A A
THIHFREZR T T h o RUTKT D EF808 1 REIC —FEEIT S E T

\}

GE) «CDO X, RV RABRT VT 4 TNT A RADEHWT 57212, ASA I L OFTD THRD
Bl a~y FE2ETLET,

show vpn-sessiondb 121 sort ipaddress

¢ ASA ETNT NA AR FIVIHEIZ[TA K (dle) | EFRINET,

[VPN] _—=2 b b pA R 2 iRl 21213, ROFIEEZIATL £,

RTYT1 AL DOF e —2 32 3—=T, [VPN]>[H}A RMEVPN] 227 U v LET,

ATY T2 VA FEVPN b 2D R R2NADY A &Y A FE VPN b RVDRERE 7 4 VAL T, IR L
iﬁ—o

RT9T3 fHD [T 7 a4 T, [BEOMER (Check Connectivity) 147 U v 27 LET,

VPN ORI E D E

CDO /Z. ASA T34 AB L NFTD 7734 A TO VPN ORJEZEE X FT (Z OREIT.
AWSVPCH A VPN h o RN TITEZRHATEEHA) , ZORFETIIRDOZ EEFTFL
ij_o

« BT MR LTINS VPN b % DT 5

s Wb —OfMERH D VPN BT Z JolF %

o UMK L TERINIEAERR, FTITESTEHEDOT 7 BAY A M2 RHSIT S
o FFRVEREDOMBE A BT D

R VR E DO RIE ORI (110 ~<—3)

BT RRELTWD VPN b2 vZE RO 5

[Missing IP Peer| JIRHEIX, FTD 7 /354 A XV & ASA 7 /351 A THAT L AREMENRE 2D &
-é‘o

RF9F1 CDOFE#F— a0 KT, [VPN]>[H4 FREIVPN (Site-to-Site VPN) ]% 2 U v~ LT VPN ~2—
VEREET,

ATw T2 [7T—7/LE=2— (Table View) | &R L £,
ATFYT3 TUNETAary T a7 v LT, Z4NMERFVEREET,
ATy T4 B SN-REE#EZEL £,
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EE L E—OmMELHZWNETERD1TE [

ATv 75 MEEBRE L TWDIET AL ZAAZRIRL, AR [ET (Peers) | XA VAR LET, 1 DOETAN

UARENET, CDO L, Mo T4 % [[Missingpeer IP]] & L CTHAELET,

Bk —DMERH D VPN ET Z /RO %

ATv T
ATvT2
ATvT3
ATy 74

ATy T5
ATv7T6
ATy 17

ZoT7a—FEHEHLT, LTOXS RISt —0ORENH S VPN BT & o0 F 7,
« IKEvl F72I13 IKEV2 F—2 %), RELTWHDEn, —FH LN

o UM EH L o TNDE D, BB L L UL AMEW

CDO F B4/ —3 3 /3—"T, [VPN]>[¥A FEVPN] 227 UV v 7 L TCVPN X—U A& ET, >
[T—7 b a—] @R ET,
TUNET A2 YUy 7 LT, 7ANERXFNVEREET,

FIEZHRE L TWDET A 2 a 28U, HAAO[ET]~A 2B LET, ETHERICE, mhor
TINFITRENET,

WETNDDTNRA ZAD BT OERZ7 ) v 7 LET,
AT 77 A 2—7T, WMEERELTWDLT A REXTNLT Y v 7 LET,

THED [ b RNVDFERE] AN T [ =M 227 Vv 7 LET, MFOT N, AEFRL T, £ZTH—
DREZZW T £,

Mo RZMZH L TCEBESINTEARTZER, FRITRBEREDT 78 A ) A N2 RDIT5

AT T1
ATvT2
ATv73
ATvT4

ATy TH
ATvT6
ATy 71

(72722 ) 2 SPARFEREITIEL SRE SN TWRY REBIZ. ASAT /A A TOHI/AE
THRREMERDH Y £,

CDO J &4 —3 3 /83—, [VPN]>[¥A FEVPN] 227 U v 27 LC VPN X—TU2B& 9, >
[7—7 /L& =— (Table View) | Z&IN L £,
TANET Ay YV es )y 7 LT, 7A4NMENRIVEREET,

FEEZ#RSE L TWVWDET N, RAZEIRL, A0 [T (Peers) | A &R LET, ET7HERITIE.
WEDOET NRRINTHET,

WTNDDT NA AD [ET DFER (View Peers) 1 &#27 U v 7 LET,

HAT T T AE2—T, MEERELTCWDIT AL REX TN v 7 LET,

THEO [N X NVOFEM] SRV T[ M RAVOFEM 27 ) v 7 LET, Ry U= R Y v— RER
(Network Policy: Incomplete) | W9 A vE—URERINET,

b RNVBGEDREEZ BT %

o RNVBREDT T —IE, ROV F VA TFID T /3 A TEATDHAREMENRH Y £,
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A REIVPNA L Z—T 2 A ADIP T RLANEREN- L&D, [ETIPT KL AfH
DA ILE L= (Peer IP Address Value has changed) | .

¢« VPN b > /D IKE ERD VPN h o2& —E L7aE4 . TIKEER—H LA
(IKE value Mismatch) | &WH XA v E—IURFRINET,

ATvF1 CDOF S —v 3 /"—T, [VPN]>[HA REVPN1 %22 U v 27 L TCVPNX—VZBEET, >

RTY T2 [7—T7/E2— (Table View) ] &R L E,

ARTFYTI T4NETAar Y270y LT, 740 FVEREET,

ATy T8 [ MR VORE (Tunnellssues) | C. MR 72T (DetectedIssues) %7 U 27 LT, =7 —%&#Hfk
LTV VPNREZFRLET, MEZHRE L TVD (A) REZRRTEET,

ATy 5 MEZHELTWD VPN REZBEIR L E4,

RTv 76 AUOET (Peers) 1934 2, BBEOHLETIZAT A AV RERINET, AT 2T H—Y L%
Aot s s, MBEEMIRPERSNET,

WDAT 70 2 RIVERTE D R D R,

> VR RE O [ RE O gk
ZOFIATIE, KD b RVERE DR Rk 2 B £ 7,
A REVPNA L E—T oA ADIPT RLARNEERENT- L&D, [ETIPT N AfH
DEF XN FE L7z (Peer IP Address Value has changed) | .

« VPN h > %O IKE EAMO VPN R b —F LanEs . TKEEN KL A
(IKE value Mismatch) | &WH XA v E—IURNFRINET,

FRNZHOWTIE, Th R BREDOHEEZ RO 5] 2L T ZEN,

ATFYT1 CDODFEHF — g =T, [T/ ALY —E X (Devices & Services) |27 UV v 7 LET,

RTYT2 [THAR X T %7V w7 LET,

RTY T3 WORT ANARAZAT DL TR ) v 7 L, BEERE LTS VPNREICEEMT 5TV 27 /31 2
BERLET,

AT T4 [HAEME (Conflict Detected) ] AT — & A DR,

AT9 75 CDOFESF—var v 4 RUT, [VPN]>[H4 FEIVPN1Z 2 U v 7 L C VPN X—V%B& £,

AT T6 ZOMEEZHREL TS VPNREZER L ET,

ATV [TI7va ] AT, mEITAa2v%22 0 v LET,

AT9T8 HFIHETKRN %227V v 7 LT, BZEICFIHS4 TEET (Fnish) [ RZ %2270 v LET,

ATYTY TRTDOFAAL ZDWREFEO T L Ea—LEBH (118 <—)
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gEngsveN E7ouAERE ]

EEXRI VPN ET7 DE AR

BT D1 ONEAEEFIILDLE, CDO YA ME VPN horx a2 LET, 2FBOET
NCDOIZ L > TEHINTWAWESIZ, VPN ho XL A N2 T4 NEZ Y 7L T, &
BENTWARWT AL ZZ B CTEARERTLIZENTEET,

ARTY TN AA v F =23 3—7T, [VPN]>[HA FREIVPN]Z 2R L T VPN X— V&2 & £,
ATw T2 [7T—7/LE2— (Table View) | &R L £,

ATFTYT3 V27007 LTI NERFVEREET,

ATy 74 [EEASS (Unmanaged) 12T = v 7 ZANET,

RT9 TS FERNOEENGI DT N AR F T,

ATvT6 AR [ET (Peers) ] %A T, [T3 ADE A (Onboard Device) %7 U w27 L., B OfERIZ
PEVWVET,

BEEIFER
o TNA R LW —EXDOEAUEfF (95 N—)

« AWS VPC D3 A#Eff (95 ~—)

B4 FEIVPN FURILDERE T 1 IR 0E

T4 NEY A RAN—=T BRRET 4 —/V R EMBEDOETHEHA LT, VPN F > RVEIZR S
TW% VPN F U RV DRBER D IABET,

ATV TN AL DOF S —2 33—, [VPN]>[¥A MEIVPN] IZiEH F T,

RTYT2 T4NETAar X277 LTI AT, U EREET,

RTYT3 ZNHDOT7 A NZEHH L TRBER D IABLET,
T AL RZEDTANE [T RZEDT AN EN T VT L, [THAARZAT|ZTE2FTINL, 7 4
NERBRIZ L > TRBET DT A A2 F I LET,

[TAA ADRE] . PRV OEY A RTOMERBOFE, MEOH LT A A0fFE LT, BEETS
A B —TxA A, ETIPT RLA, FET7 78R Y X NOKE, IKEvl 70 R —HFILOAR—F7: END
DETHN, INHITRESHEEA (FrrVOREOKEILE. AWS VPC VPN b R TITELEFEHTE
FHA) .

[T AP =R TR ADEA THNC T 4 VAR L £,
[ART—=F R FURNAVDAT =B A, 77T 47T ELIITA BT £,

(TIT 4Ty a BN, Ry U7 %y RIVPN bRV EEIE L TWD, EIEIE
Wy a VNS, FA DT T MIRoTWHWRWEES, 77747 THhbdZ L%, Frrxan
TIOT 47 THEELTNAZLERLET,
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«[7A4 K]: CDO BFEUD F XNV ADE v > a VISP TWD Z EZRIHTE 20, b RNl
AERn Wi, E2id b rrclER & 256,

s CEAENE ]« 735 AL, CDOIC Lo TEEHENDIGE L, CDOIL L - TEHINZRWGA (BFHEE
N mHv ET,

TR AZA T FURADFEYA RBEBEOT S, A (R SNTZT A R) DET T S, A,

ATV T8 BT NA AL EIZIP T FLAEAN LT, 7ANVHRBSNIHERERBTH L HTEE
o MR TIIRILF LTI s EE A,

AWS DH A FEIVPN kU RILERTT B

AWS %4 FE VPN L, IIET 7 A X— 27 F 7 K (VPC) X a7z LTz
VAT TA R Xy U=\ LT,

TRTOYA M VPNREIL, AWSEH o Y —/LTiThbvEd, VPC ZE AU HFT 5 &
CDO X AWS VPC |2 X » THEFF ST\ D %1 M VPN #fi 2 For L, b % [VPN kv
2V (VPNTunnels) |"_X—UIZRRT D720, TOMTXTOH A MiEL L blcEn b %
BEHTELHLICLET, Xy NU—27 75 VPC ~D% VPN ##giL, 2 203D VPN k>
FIVTHERR SNV TVET,

CDO @ [VPN k> %/ (VPN Tunnels) ]3—3ClE, %A hiE VPN b 3 UEROFER LT
D, %A FE VPN RV OREBEE 7 4 VAR L2 TEET, Fo, BRI VPN v
T OEANREHTEET,

CDO X103 T LICAWS BEH o Y — Vv ER—D 7 LT, ¥ A M VPN R T DL F 2 Hedd
LET, BERH-T-Z2LE2CDO BT S E, TORENOEFEZR—V 7L, BE%
T HR—=ARFELET, CDO FHFE X, CDO TH LWHELERTEET,

Amazon Web Services (AWS) SEZ& %l

AWSIRIRT' 7 A _X—hRry FT—=27 D RKF =2 A2 b

Y4 FEVPN FORIILDIKEA T2y FOFEHMORT

BIRLE PRV DETIFNRAL ATHRESNTWDIKEA TV =7 FOFMEF T ET,
FTNHOFEMIT, IKERY —347 V=7 FOBEEIEMMIZIESW B DY U —RfEiEIc KRR &
nEJ,

Y

CE) T ARTIXy FTFAAL AT, KEAT V=7 FOFHIRFRENEE A,

ATv 1 O CDO F 4 —3 5 23—, [VPN]>[?4 hEIVPN] 227 U v 7 LET,
AFw 72 [VPN k> /L (VPN Tunnels) | X—C, E7 2895 VPN F RV DOL4HTE 27 U v 7 LET,
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F4 FEVPN bR LABRICER RIS NBEERTS ]

AT9 T3 A [BFE] T, FEERRTOA T V= FERELET,

Y4 FEIVPN F O RILARBRICEREICEILINI-BEZRTT D

RATY 1 A FE VPN b o AR ORR,
AT9T2 [FRVOFEM) SA 27 ) v 7 LET,
ARTY T3 [T 7T 4 7HEZBH (Last Seen Active) 1 7 4 —/V R&FE R LE T,

44 FRIVPN k2 RIVIEHRDORT

B A FE VPN 7—7 VB 2 —%, CDO IZE A ST X TOT AN, A THEM AR T
TOYA M VPN R U RV DERIRY A NTT, hrxd, ZOY A MI1DFEIFHFIEL
F79, RICVAMSNTWD R xAVE2T v I 358 HAOY A RAN—ZHT T a URE
REI, FURAVOETICHEERE) L CGEIICRE CTE £,

CDO 73 b VDOl 2 FE L TV 720 E1E, EAYE(RT /34 X (Onboard Device) | % 7
Vw7 LT, MBI OET ZEAMEFT DA A OEAHEFL—V 2 N TEE
T, EPIRIGAN VPN B 7 OB A (111 2—3°) CDO 28 b v ROl & & B+ 5 554,
[E72 (Peer2) 1FNTITEERIGT NA ADLRINEENET, 7272L, AWS VPC D4
[E72 (Peer2) 1FNTIZEVPN S — R A DIP T RUAREENTWET,

T =7 N2 —THA M VPN it 2 ZR 4 5121E, ROFIEZETLET,

RTYT1 AL DOF el —2 3 3—=T, [VPN]>[HA MEVPN] 227 U v o LET,

ATV T2 [T—TI N Ea—|RE %70 w7 LET,

RATY T3 T4 MEVPN h RV ORHBE 7 4 LV HAEE ) AL TRED F v RvE RO 50, 7 a—3r
Ea—DT 7747 &R LT, BLTWD VPN F— DA LZOET ZROTET,
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YA M VPN O 7 o — 3 LFRKR

ZhiE, Zu— L Ea—ofl T, 2o T, [FTD BGL 972] (2 FTD BGL 973 5/
A AL L OFTD BGL 974 7 /34 AL DA M AH D £9,

FTD_BGL_973

FTD_BGL_972

FTD_BGL_974

ATV TN AL OF S — 3 0 3—T, [VPN]>[HA hEVPN] 227 U v LET,
AT9 T2 [/ u— LEa2— (Globalview) | R¥Z %27V w7 LET,
ATv T3 [P A FE VPN b RILOBRE 7 ANV ZH L TRHED F o rvE BT 50, Za—)L
Ea—0r 774y 7 %WERLT, ELTWA VPN — R U =A EZOET ZHEDTFTET,
RTY T8 77— L2 —[ZFRENTVHETOWNTILNEERIRLET,
ATy 75 [FEHOERT (ViewDetails) 1227V v 7 LT,
RATYFT6 VPN bR D b9 —hHDbE 7 Uy 735 E, CDO L, TOEHD b 2V OFEH, NAT [, B X
OF —HERE RS LET,
s [N RIVDFEM] : R RV DOLRT EBERIERDERINET, [EFN T A2 &2 Vv s THE b
VI OHERE MBI ERT S ET,
o [AWSEEREE A O b > RV OFEM (Tunnel Details specific to AWS connections) ] : AWS ¥ D
N RV OFEMIT, MO OS A & B TERD 9, AWS VPC 725 VPN 7 — b U = A ~DHzfkt =
LT, AWS (X2 2D VPN b RV EERLET, Zhud, "M T_XA T8V T 4 2FEBT57-0T
7
s NURIVDATNX, VPN 7 — b U = A B STV D VPC DA4RTARLET, b xLD4
ANCEENTHWDIP T RLAE, VPN — b7 =A B VPC & LR LTWAIPT RLAT
R
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PPN

wmo@ﬁwh:ﬁkaij%é'Awsb/zwwh EiX Upl) T9 ., CDO D IRREMN
lnactive] DS . AWS b R/LOAREEIL [Down] T,

« [INATIE# (NAT Information) ] : fEf &N TWD NAT L—L DX A 7 TDO7r v hOFHR, BILO

TS NT2r y FOBFEWBIERREN, TD F R /LD NAT LV—/VETERTE 5 NAT 7— 7 /L~D
VBNt EnET (AWS VPC B R VPN Tl 7ZRHATE FHA)

c[F—AZH] : PRV SN TV O SF—& | F—ZHMOMENRFRSNET (AWSVPC ¥ A1

[N V2 V%

\

K#E VPN TIZEZFIHTEEEA) &

[ F> /b (Tunnels) ]34 2%, FFED VPN 7 — F U = A IZBHEA T 5 TWDTXTO
Mo xADY A RNPRRRINET, VPNT— F T = A & AWS VPC D1 K] VPN £ D5
Ay [Frxv (Tunnels) %A 21X, VPN 7 — KF 7 = A 225 VPC ~DTXTOD b FILRN
FRENFET, VPN —Fv A L AWS VPC DH A ME VPN B I2IZZznFh2 >0 kv
FNANH DT, DT NA A THEFERRIND 20D o RVNRFRINET,

VPN 7 — b = 1 DFH

VPN 7 — h 7 = A IZHFR SN TV HETHE, VPN — U= A DIPT RLANRERINE
9, ZAUE, [VPN k> /L (VPN Tunnels) | _X—IZOHAFRSNET,

[E7 (Peers) 1 XA >

B A REH VPN BT OXTEZRINT DL, XT VT INT2O0DT A ADY A NB[ET
(Peers) 1731 VNZEREN, WTENDDOT NRA ATIETOFRR %227 ) v 7 T&EET, [ET
DFr (ViewPeers]| 7 U w7325 L ZOT /34 ANBEAMT S5 TWAHOY A REHET
MFRENET, ZHUT, T— T A a—L a0 — "L a—CEKRINET,

ZTHEHDFAY ., BHE, Fz v, J:aJZUEEﬁ

TNA RAEEHT H720I12, CDO VL, T/ ADFRED AL —%ME DT — X X— AR TF
#éﬂ%ﬁ%@iﬁ‘CDO@ﬁﬁﬁ%TA4xﬂ% REX Al D ] &, CDO LT/ A

REODAE—%ER L, TNERTFLET, CDO BERYNIT NA ADRED 2 & —% Ft
E&off%ﬁ?‘éﬁbi TNA APNEAREfF SN L 2 TT, UTOERREOLIIZ, S EIF
RHMICIG U CRREE AR 97,

« [EHEOMEE (Discard Changes) |1, 7 /3 ADFREAT —X AN [REW | OLEITHE
AT ET, REMORETIE, 741 AOBREITKT HEEH CDO THRE I f;of
WET, ZOFTar AT LE REFOTARTOLEELZRVET I ENTEE
T RETOETIIHIBRS AL, CDO IXRED I E—%2 T NA AMRGFESNTWVDHRED
apr—ChkEXLET,
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« [ZEFEOMeFR (Check for Changes) ], ZD7T 7 v a id, T3 ADREAT —HF AWHE
S HOGEIMER TEE T, [EHEOMER (Checking for Changes) 1227V v 7§ 5 &,
CDO I, T A ADRED AL =%, T/ ARIFSN TV DRED =2 B — & s
HEICHRLET, EBOBH DS, CDO LT A ARFESNTND A —TZD
TNAADHRED A —%FT I EEXLET,

s LA OMERR (Review Conflict) | & [L B = —72 L CTH&GFE (Accept Without Review) ], .7
INA AT [BEARIE] Z AT D &, CDO LT /N ATMA BN EDEEZ 10453 2
LlZF v 7 LET, https://docs.defenseorchestrator.com/Welcome _to Cisco Defense
Orchestrator/Basics_of Cisco_Defense Orchestrator/Synchronizing Configurations Between
Defense Orchestrator_and Device/0010_Conflict DetectionT /XA A ZARIF S LTV DERED
AE—PEESNIEE. CDO I THENRIENE L] LWIRERAT —F ALK
ARLTHEALET,

o [Bie OfERE (Review Conflict) ], [BiH Offeit (Review Conflict) 127 U v 735 &
TNA ZATHETONTEER AR L, TNUOEZ T ANDIDESRT 50 2RI TE
E3 RN

s [LE=2—72 L CHARE (Accept Without Review) |, Z D7 7 = L, T34 ADFK
EDOCDOD 2 —%, T3 ARGFINTWAHIRED AL —T LEEXLET, CDO
%, EEEXT 7 a2 FETT LRI, RED2O2OAL—DEWEHERT 5L I
ROFEHA,

[T _TREAIY  (Read All) [1FE—FEHMETT, EEOREDOERDT NA Z2RNL, [T
Tt (ReadAll) 127 Y v 27 LT, CDOIMRIEENTNDTXTDOT A ZADRE %,
TNARRGF SN TVAHET EEETHIENTEET,

EEDERE

FNA ADRECERBZMZ D &, CDO T, MAEEENME O v —IRFENET,
INODEEZ, TAAL REREAENDLETCDO T MEE] SNTWET, TNAL ZADHRE
WEENHY . FNRTF AL ZCTEBENTWRWES ., 731 2 TRFEHRAIREICZ2 Y £
j—o

REFORELEFIT, T AZBBETDLFY NT—7 T 7 4 o 7 T BLEEA, £H
%, CDO BT /A AZIEB L2 RICOBRERELEZ KT L ET, CDO BT A ADREIZEL %
BT L, BEINTEREDEROALN EEXINET, 7351 RRGFE STV DK
TrANERE FEXTDHZLEHD EHA, BIZ. 1 DOT A AR L THMET L Z &
b, HEEOT A AR L CRRRICBBT 2 2 T ET,

[T_CTHEEE X, [V E=— L TERM... (PreviewandDeploy..) %7 U v 7 L7z 2O A fEH
TELA Ty ar Ty, [FLbEa—L TR (Previewand Deploy) 127 U v 2745 &,
CDO THREFOEEDO T L E2—NCDOICERINET, [TRTHKIE| 227V v rT5L,
REPOTXTOEFEN CDO NHHIBREIL, BIRLET A RIS ET A, bk
WD [EHOMHE (Discard Changes) | & 1X 8720 RETOETEHIFRT 5 EEAIENK T LE
T
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FTRTDT /A REFEDZHEATY .

ITARTDTINA REBREDERAEY

AT T1
ATvT2
ATvT3
ATvT4

ATy TH

ATv 76
ATy 17

Cisco Defense Orchestrator (CDO) DAERIZ 8 DT /XA ADERTENERE INT=5A. CDO IZ£%
FEENTVWATF RS, ADHRE L, YT A AOREDO T — /)L a ' — IR U TiEe 2 %
T, 2L DHEE. CDOICHDHTNA ZADHRED AL —% T A, ZNAEENTWHRET L
FBELT, REZHVFEILCICLIEWEB X ET, [TXTHARD (Read All) 1V 7 ZfEH
LT, ZL DT NRAATIDOH AY ZRFICETTEET,

CDOIIZLDTNA ARED 2 DD 2 B—DFEHFIEOFMIZOWTIE, [EEOFALARD
W, Fov 7, BIOERN] 22 LTI,

[TRCTHARY (ReadAll) (%27 VY v 7 LTEEAIZ, CDOIIZH DT /A ADRHED 2 E—N
TNRAADHEED AL —TEEZIND 3 OOREAT — X ABRITRLET,

« [BEAHH (ConflictDetected) ] : Bt A N> TV B HE. CDOL, BREICIMZ
ODNIZEEIZONT, BHTLIT AL A& 1057 LI1CKR—V 7 LEd, CDO X, T/

/I’?W) RENEEINTZZ L 2MmM LSS, 735 2D [FEAMMH (Conflict Detected) ]
REAT —HAZRRTLET,

[[F3#] (Synced) 1: 7 /34 AW [[AH (Synced) JIRFEEDLAIZ, [TXTatAAHY  (Read
Am]%7UV7L¢5&\amﬁ??ﬁ?ﬂ4x%?:/7bf\ﬁi MR L
ZHNTNDENEINERWLET, [TXTHARY (ReadAll) 1227 Vv 735 L,
CDO T NAADHED AL —% FEXTHZ L 2R L, EEXEZEITLET,

[FERIIA] © 734 203 [FERWI IREEDHZ AT, [T TR (ReadAll) (%27 UV v 7
ﬁét\am%ﬁ%bk?ﬂ42®mm_ﬁﬁéﬁw¢®ﬁﬁﬁ%é:k\%;UH*Q
THEAMY  (Read All) | #AEZHATT D LIRETFOLEENHIFRENTHH, CDOIZH D
HEDAL—NTNA R EORETEEZINDZENEEINET, 20O [TXTHA
By (Read All) 1%, [ZHEOMEE (Discard Changes) | & RIERICHERE L £7°, ZH O
(124 ~—7)

FEF =T a =T, [T/ ALHP—E R (Devices & Services) |27V v 7 LET,

[TNHA R 2T %27 v LET,

WU RT N AL TDET 7Y v LET,

(ER) ZEr I TCZO—ET 7y a VORREMRICGEITEL o1, BHEY 7 X MEBEZIER L
£9

CDO ZR1FT DREDT A AZTEIR L ET, CDO Tlt, BIR LT R TOT A AZHHTE LT 7
arpavy RRZ ORI ND Z EITHER LTI EEN,

[T _CatAHY (ReadAll) 127 VU v LET,

BIRL 72T NA ZADNT N DONT, CDO TRELAENAT =T 7 EN T 554, CDO I3EE %
TR, WREDO—FEFAMD T 7 > a L E&FITT 20 E D hEmRoivEd, [TTHAIRY  (ReadAll)
7V w7 LTEITLET,

]
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B <coFrxomuzEnTLEL—LRE

ATV T8 BED[TRTHAHY (Read All) [EAEDOHEITIRDUZ DWW TIL, [V a7 (Jobs) | X— T CHERLET,
—EEEOE 2 DT 7 v a ORI E IR T 23 2 R A 551, FRO[LE a2 — (Review) ]
Vo 2%V rdne, [Vad]|X—VICBHLET, [Va7 (Jobs) [X— (139 —7)

AT9T9 BFEYV T AT UVEERLTT 77 4 7L LTSGR, OB EEE 2R > T OA X MRS}
FnE i, BRTICT~LEZ VT LT IEEN,

BE 1E %R
« BHOFARY | HE, Ty, BLOEHN
« IS ORREE

o BT O

TRTDTNRA AOEREED FLE 21— & R

FFU N EOTFAL RHEREEEZMZT- OO0, FOEEEFFEBE L TWWRWESIZ,
CDO IZEBBRT A a A LoD Ry haE R LTl LET,

)

INDDOEEDOREEZT DT A AR, [TAA ALY —E R _—=DIZ BERBII O AT —
ZAPFIRSNET, [BHZ27 ) v 7358, RETOLEERHLT A ALHR L., Th
DTN ATER ZRETEET,

ZORBGEZ, YR- PSR TSI RTOT A ATHATE £,

CORAGIELEH LT, H—OMIRARZRAT LI L, L THEOLE 2 —EI2R
PTHZEbTEET,

FIEDHE

1. WO EET R 74 o B 20 v s LET

2. BETOEERHDT AAAEZRIRLET, 734 AZHOEO ZAOEE~— 7 BT
WHDEA, TOT AL RIEREZRERT 5 Z I3 TE LA, BHADODZMAOEE~—7IC
YURAEEDLELE, FOT AL RAEREREATE R VHEBZERTEET,

3. TAAREBRLIES, ARDOASRAVTT AN, 22 iR L, BARNRER 27 1L Ea—T
xET,

4. (A7vay) RETOERICET2EMEREFZ LT 25503, ERARETE o 7 2%
RV o7& 7Yy 7 LT, TOEHEICEEMIT N EEn V7 Z2R& 3, B 71
av&%7 Vv LT, [REFTOEERS LT A A X—=VICRY £,

5. (A7 ar) URRETOEEND LT A A N=V NI, BEZBYTHEHEY
J A NEELET,

6. 5T<EMZZV v 7 LT, BRLET SRS TSEEEZREALET, [VaT] b
VAD[T T 4737 a T A O —2 TR AR R ENET,
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7 A7vav) BENZETLEL, CDOFTEY—va v =D [VaTl 270y LE
T BBADORRZRTHEID IEEDORM] ¥ a 7RFRSNE T,

8 LEHVITRANIFIUVEMER L., TAUTEEIT DR AR N RWGAIL. Tnxd 2 VT
LET,

F IR D8

25y T EEOA LT IER] 72 B 220 v s LET

AT9FT2 BETAIEENDH DT NA AZRIRLET, 734 RATHEHADO ZAOERE~— 7 BT aEE, 20
TR ACERERERT 52 LT ETA, BAOZADET Y —2ICv T AEEbEDH L, ZOTA
A ACEFEZRATERAVEBZMRTE £,

RT9T3 TARARAERIRLIZD, HAUORSRFNVTTNA AR L, BRI ER %27 L Ea—T&ET,

RTvT84 (A7vay) RETOELICET I5MERZZRT 2553, LR 7 2FKR V7% 7Dy
7 LT, TOEFICEEMITION-ERT 72l E9, B 7/ 2v%227 0 v 7 LT, REFTOER
W DT NAA]R—=VIZREY £,

ATy TE (AT vay) REVPOEENRD DT A A=V N TIC, EREZBUTL2LEHY 7 =2 NEEL
7,

AT9T6 [T <EMEZ7Y v 7 LT, BRLET NS RAIATSEREZRBBELET, [Va Tl NeAD[T 7T 4
T a T A vV — TR N E R SN E T,

ATy Tl (FAFvayv) EBREANBETLEL, CDOTEF =Y ar"—=D[Ya &7 v 7 LET, BEHOMEE
RTRGED EEORER] ~a 7RRRINET,

ATYT8 BHY A NTULEMER L, TIUCBTEM T DA E RN WAL, Thia 2 VT LET,

RDZERY
o« Al a— )L AN BENER

EEDTINA A~NDERM

ATYT1 CDO AL CT A ADREXEL L THRGFT D L. ZOEHILT A ZADFED CDO A » AH A
RSN ET,

AT T2 TS~ a0 R_—T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LET,

ATYT3 [THA R ZT %7 v LET,

ATV T8 G RT A RZAT DR T 7Y v LET, BEREMXIZT S, ZADOFEAT —X A0 [FERIY] & &
RENET,

ATV TS KOWTIIhOFEEFERAL T, ZRZREBELET,
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« TOA AEFR L, AR [FERB SA T E=2— L THER (Preview and Deploy) 127 U v 7
LET, [REFTOZERE (Pending Changes) | EE T, ZRAMHELE T, (REPTON—T 9 SICHE
DT, (47 <E (DeployNow) 1#7 VU v 7 LET, BENEFICEMINL, £Hn S
ERALT, BEOKREZMRTEET,

by .
CEEA O R T A2y B8 220 o LEF, SHCOVTIE, TR_TOF AL ZOMREFED
Tl a—LEE (118 <—) #BBLT S0,

ZEHEXVYUEILT S

CDO INBTNA ACETZRBATHLEEIC[(FY B2 7Y v 358, (ToEFILT
NARCEBENETHA, 7oA I Y EBAESNET, To7ZEITE7 CDO THREH
ThO ., BRI FTD BT 2RNIRELZMZ D ENTEET,

EEDHEFE

BT Ea2a—LTNDEXIZ[TRTHE| 27 Vv 7T, BOMIoT=EHLE, o
D2—PF =TT DODT A ZZJEH Lo -2 DO EREIR S £, CDO It
LR O E . BREPNITONDANIRZICH A SN E B SN MR L E
j—o

TINA REXTED— IR ER

HIHEAT V=22 M T 27 E LTHEEOT A, RCER MR T YE, L% T 5T
TOTNAA RZENDLDOER 2z —[ZITHPTE E7,

ATV TN FEF—=2 a4 RUT, [T AL P —E X (Devices & Services) | %7V v 27 LET,

ATV T2 [TRA R LT %7V w7 LET,

ATV T3 WYIRTNAAZATOE TRV v LET,

ATY T84 CDOTHRELZEL LT, TXRTOT A AZRIRLET, ZhHOT 1 A, REM] AT —% AR
FRENTVDIETTT,

ATYTE RONWTNNLOFIEEZER LT, BEAZERMLET,

CHEEA RO BB RS S 20U 0 LEF, THICED . BIR LT AL A EORE T OLE
BB B ICHEERT 5 - L A TR T, EE AR50, [4F EB (Deploy Now) 147 U
7 Lij—o

GE) [RETOEEND DT /A R HEHEH TT S ZAORICHEADEE =AENERENTNWSE
B EDTNAAL RAIEFEEZRATHZ LI TEEYA, TOT A RAZETEZREATEX 20
BHA2MERT 5T, BE=AKDO LIt~ A — Y V2 EXET,
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25oa—nant-anEn |

FEHIASA TR (DeployAll) 2227V v 7 LET, T RXRTOELELZHEZREL, [OK]Z27 Y v

7 LET, —HERMAIL, £ELHRETICTCICRBLET,

Z?vjs(&ﬁ)TEE*VEVN—®ﬁkﬁﬂT4ZVII%WUyﬁbf\*%@%@%i%%%biﬁo

AT Va—)ILEnt-BEIER

CDO ZfEHT 5 &, CDO BWEET D 1 DL EDOT A ADOHRAELET L, HEDLWHF A
VI TENSDTNA RAELZRBHTHEIICA T V2 — LT ET,

[RE]) =YD [TF FRE]| X7 T HBRHEAS Y 2a— VT 547 a r2HMNCT D
(38 —) HLEBADOH, BEEZATZVa— L TExEd, 204 Tva v aHNNCTS

L. BEAS Y 2 —VEER., RE, HIRTEEd, BAZr Y 2—/12 k- T, CDO 2
FENTETRTCORT =DV TELOERER, ZELZARFICERINET, [Va T3~
no, BEAZ Y 2a— NV E2RTRBLIOHIBRTSZ &b TEFET,

CDOIZEFE D AHHY | FE, = v 7, BLOREREENT A AZEBMZ bNZ5E,
FOBANRIENDET, BEAY V2 —WIAF vy FENET, [Va T]—TIiE, *
Y a— VENTRBENER LA v AZ AN EFORENE T, [HBEREZ AV a—
NTHLETaEBNIT D2 7ICTDHE, ATV a— /L INTXTORMPHEIERS

nEJ,
A
TR BEOT A AOH LWERAEA TV a—L L, TNLDT /S, ADO—IIZRENEEIC A7

)

Va— L ENTWAES., BFEOEAY 2 —NANH LWEBAY Va— LT EEXINTE
7,

GE)

BEHAZ Y a—VEERTDHE. A7V a—IET AL ZADF A LY — 2 TiEre < B <

RS ET, BBAA T Va—lid, b~—4 A1 DZHEDETHEBMICHES W EE A,

BEIRFEDA T a—I

JBRBAA Y a—nid, DA N FELIFTRV R ULITONDA R MIT LI LRTEE
T, VIR ULIThN D BERHIT, 0V IRULITONDEREZ A T 2HMICEbEL 0
DEMZ2 TETY, ROFNUHE- T, H—DT A 2T LTIHEIRY £7213#k 0 ik L1TH
NOREMZ A 7Y 22—V LET,
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B 7o ranrrroms

AT 71
ATvT2
ATvT3
ATv74
ATvTH

ATvT6

ATvT1

\)

GE)  BHFEORBBEANAT Y 2—LENTWNET NN, ZA~DEREATZ2a—L35HE, HLI AT
Va— LV ENTERICE > THEFORBEN EEE SN ET,

T =g =T, [TA ALY —E X (Devices & Services) | %7V v 27 LET,
[THAA R BT 2 v 7 LET,

WYRT NAAXATDOETHT ) w7 LET,

1 DU LEDTNA 22BN £,

[T /3 ZADFEHM] A T, [AT YV 2—/ S ER (Scheduled Deployments) | % 7% B2 T, [AY7
Y a—/ (Schedule) %7V v/ LET,

BB Z WOFATT D2 IR L £,

« 1[EIR Y ORBEOEAEIX, [1EIERY (Onceon) 147 v arawzr Uy LT, AL F—nbBEMER
A aBR L ET,

MRV UEHT A25AIE. [EH Bvery) A7 vara 27Uy 27 LET, HIZLEEBEIZEOWT
NODOREAZERINTE Ed, BZFEITT S (MH (Day) ] & [FF4] (Time) | 28 IRL £9°,

[fR7F (Save) |27 U w7 LET,

Aa—)lESn-REDRE

AT T1
ATvT2
ATvT3
ATv74
ATvTH

ATvT6
ATy 71
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AT a— )V ENTRBEREST HI2E, ROFIRIHENET,

FEH =g RN—T, [T/ ALY —E R (Devices & Services) 127 U v 7 LET,
[TNAREZT %7V w7 LET,

WERT NAAZATDET 2TV w7 LET,

1 DLLEDT A ZZ@IR L £,

[T 34 ADFEM]) <A T, [AF ¥V 2— /L E 7 &R (Scheduled Deployments) |4 7 % RO T, [fat]
Vw7 LET,

P

Al a— )V ENTEBOBE LR, B, ERIINAEREL ET,
[fRTF (Save) 1227 U w7 LET,
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2rva—nant-ERosE ]

Ao a— )L Enf-EBHEODEIK
AV a— )V ENTERZHIBRT 121X, RO FIEIZENET,
A\

GCE) BEOT A ADREREZATZ Y 2=V LThb, —8DOT A ZADAF Y a—NVEEBETIX
IR L7A1T. Y OF AL ZADITED A Y a— L SN REMESR SN E T,

ATV FEF—2a =T, [TA RS —ER]ET7 V7 LET,
ATV T2 [THRAR X T %7V w7 LET,

RT3 WYRTANAAZATOE TRV w7 LET,

ATV T8 1 DU EDOT A AR ET,

RTYTE [T ADFEM] XA T, [AF Y a—/L ST JEB (Scheduled Deployments) ] % 7% H-oF T, [HIBR
(Delete) (& 227 Vv o7 LET,

RDERY
s BEDFHAIY . W, Ty 7, BILOERN
s TRTDTINA AREDFEHELY (117 =X—2)

e T RTDOFNANA ADKEREFEDO L E=2— LR (118 2—)

\3

BRTEREDHERR

[ZH OHesR (Check for Changes) %7 U w7 LT, T3 ADRENT /NA A L CHEHBEAT
ENTWDED, CDOICHRFEENTWVARED AL =L B> TNENE I AR LET,
ZOF T aviE, T AN [EY (Synced) 1IRRED & X (ZFRENET,

KH 2RI 2I121E, ROFIHZEITLET,

ATV TN FEF =3 =T, [T3Af ALHP—E R (Devices & Services) | %7 Vv 7 LET,
RTVT2 [THARETHIY v 7 LET,

ATV T3 WURTNAREATDET %) v LET,

RTYT8 BENT A AL CTEHBEER SN ARERSHT A AR FT,

RATv 5 LMo [FIH (Synced) ] %A > T [EH DM (Check for Changes) %7 U v 7 LET,
ATYT6 WOBMEL, 71310 A Ko TETRRY £,

c AWS T A ZADYE, T ADREBICEE R H o126, IO A v E—VRERRINET,
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Reading the policy from the device. If there are active deployments on the device, reading will

start after they are finished.

s[OK] %27V w7 LT, ~tERFT, T34 ZADOFHE T, CDO |[ZHRFEINTWVHRREN LEX
SNFET,

cBEE XY AT DT, [Ty EZ Y v LET,
« TN ADLE

TRINTZ2ODOFREEE LET, [FfT (Continue) |27 Vv 7 LET, RRICBHIN-T/\1(
AE&TE (Last Known Device Configuration) &9 7L DWW EIL, CDO ITRAF SN TV DHER
ETT, T/NA ATHE (Found on Device) &9 T LD W2 EIX, ASA IZBRIF STV H%
ETT,

RONT NNz BRI L £,

1. [EE (Reject) 1: 70 AT N RERAEAR LT, HREZISGRHRSINTZT A ARE (Last
Known Device Configuration) | Z#EFFL £,

2. K& (Accept) 1: 7V MA TN REFEZEGE L T, CDOIZRIFEIILTNDT N, ADREE
TNAATHRON TR ETEEXLET,

[#t1T (Continue) | %7 VY v 27 LET,

EREDOWE

CDO Z Ml L TT /3 A ADMERIZINZ 7o, B S TORWERREE OF T4 [DLiZRd )
AL, [EEOMIE (DiscardChanges) [# 7 U v 7 LET, [EHOMFE (Discard Changes) |
/) /73“%59: CDO X, 7/ ARIF SN TV DR TT /S ADRERLD 7 — A /L =
-zl EEXLET,

[ZEHOkFE (Discard Changes) (%7 U v 735 & T3 ZADHEREA 7 — & 21X [FERIEA] K
RBIC7e 0 E9, BEEZMWHETDH L, CDO LOHEROaE—1E, 734 A LOREROa e — L&
R TCIZ72 0, CDO Ol AT — & 2% [[FIHIFE ] IR £,

TNA ZDRE SN TOVRVERRER DT R TEEET S (DFV TR T ) ) I2E ko
FMEZFAT LT

ATV TN FEF =2 a9 =T, [T ALH—E R (Devices & Services) %7 U v 7 LET,
RTFYT2 [THRARET %7 ) w7 LET,

ATY T3 WYRTNAAZATDET o) v LET,

RTY T8 WERERZFEITHOTNA AR L ET,

AT w75 RO [FERM] A > T[EFEOMHE (Discard Changes) 127 U v 7 LE7,
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* FID 7 /N1 2ADA 1L, [Pending changes on CDO will be discarded and the CDO configuration for this
device will be replaced with the configuration currently running on the device (CDO _E DB H D2 5 |3k 2
S, ZOT A AT D CDOMERUE, T /51 A EOBIEEITROMRICES A bNET) | &
WOEER v —URERRINET, ReAT]1 27V v LTEHRLZMEEL £,

* Meraki 7 /34 205613, BEPT ITHIBRS W ET,

¢« AWS T34 ZDGEAIE, HIFELE S L LT AdbonForasnEzd, [[AET S (Accept) | F721E
[Frxortr] a2 vr LET,

TINARADT O A TN FEE

T NET AN REFLIEL, CDO AT FITT A X ECHEE TN ERZELET,
T AT N RERT, SSHER AN LTT A ADAT Y RIA Y A VX —T o Af A%
FEFLC, E721E. ASA OIA 1% Adaptive Security Device Manager (ASDM) . FTD O34 1%
FDM 72 EDOR =N~ R =T Y 2L TTH 2L TEEd, 7V hAT AV FEAFEICK
D, CDO IZHRIFENTND T A ADBRIE LT A ZHRICRF STV D RIE & DR THE
BVFEAELET,

FINARTDT I bATNY FEEDRE

ASA. FTD. F721% CiscolOS T34 R Tk L TCEABEBNERNC /> TV B354, CDO X 10
DBTEILT A AT =7 L, CDO DAERTT S, ADREIZHEBEMZ SN Hii- 7228 %
EHRRLET,

CDO I%. CDO IZRIFENTNRNT N, ZADREIK T HEE LM LTS E, TDT A
AD [REAT —H A (Configuration Status) | % [BiA ! (Conflict Detected) |{RAEIZZEH L
£

Defense Orchestrator 3 & Z#faH L723HE&. IRO 2 DORENEZ HILET,
« CDO DT —F N—=RRAF SN TV RWRIELE LN, 73 RZEHEMZ 5 THETS,
« FTD 04, B I TW W TEREH ) OREEENH D AREENRH D £,

Defense Orchestrator & 7/ AEDZRTEZREAT 5

BREDHAIZDONT

[THAA ALY —ER]R=VT, TS RAFBF Y —ERADOAT —Z A0 [[EBFEZ]. [RIFEH
(Not Synced) ]. F£721% A S4UE L7z (Conflict Detected) 12725 TWAH Z &b

D \‘i‘g—c
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o T, AN R A] DA, Cisco Defense Orchestrator (CDO) DF%E L., T /34 AT
72— VRIEEN TV D EREIXIF U TT,

o TA AR [RFEW (NotSynced) ]1DHA . CDOIERTF SN ENEE I, T /34 A
(e —IVRIFEN TV AR E L 1TR > TWET, CDO 56T /3 A AT % R
THLE, CDO D=V a3 N T DT A AORENELINET,

« CDO DAMBTT A ATIMA DN ETIL, TR ITNRY FOERLMEINET, 7
WA ADBEERHBP AN > TWDGHE, 7V AT AR ROEENMTbILL E, T
AADAT —Z AN [HEPRHSVE L7z (ConflictDetected) 1122200 £9, 77 hA
TRy ROEEEZZITAND L CDO OFRENT NA ADFEEE —HTDHLIICEES
IWET,

AN E 72> TV B A, CiscoDefense Orchestrator (CDO) 135 7 /v k DREIE CTT
NA A%R—1 7 LT, CDODITT A ZADORERNEE SN E ) a2 ¥k L ES,
BEREPITONIZZ EE2RIET D L. CDOET A ZADWMAT —# A% HaPRiShE L
TICEELET, CDODHHTT NA AZMALNTZER X, [T AT RN OFR
EMEEIET,

DX T arEAMNITLE, TAAL AT LITHAEZIT00B A FE AT AHEE AT
TEXET, EMCOVWTIR, TAAEEOR—Y T DOAr Y a—L (1303—2) 25
LTL7Z&EW,

mAEREDOAERE

ATy
ATvT2
ATvT3
ATvT4
ATvT5h

AW Z AT B & Defense Orchestrator DANERTT /34 ZZE BNz HNT-HAITE
EnFrRINnNET,

FEHF = a =T, [T/ AL P —E X (Devices & Services) | %27V v 7 LE7,

[T A R 2 T7% 70y LET,

WY 72T A ABATDETEREIRLET,
BOMHEEAENCT D 1 BERITEROT A A2 RIRLET,

TNA AT =T NVOFMNCH D [FEAERH]I ARy 7 AT, UARNS [F%) (Enabled) ] Z3IRL 7,

®

@ Disabled

&

Enabled

Enabled ~

+ Auto-Accept Changes
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FRAZDE0TY kA TRy FzEnaBnLE AL [

TFINAADNSDT 9 A TN FEEOBEMAESZITA
n

EHROHBM2Z T ANEANCTHI ET, BEHNRT A RZEENZ OGN ET 2 HE)
HIZ52 17 AL D X 9 1T Cisco Defense Orchestrator (CDO) #ZETX £9°, CDO #{#H 4T
TONA RACEBEMZ ONEEE L, T AT AR REFLMNINETST, 7V RF TR KD
EFIZEY, CDOIZRIFEINTWDET NA ZADRE LT A A RIS TV DRIE &
ORI THAENEAELET,

25 O BEZ T ATVEREIL. AT O OMLEEE T, T4 A TEFEOBEIZIT AN
EHINZLTODEA, CDOIZ10 0y Z AT 2T =7 LT, TN ADREICH L TT
T RNA TN FOEEPTONTZNE I DEHRRLET, REDNELE SN TWEE, CDO
., 7T RNEFRRTDHILERL, THRAAORED R —H N "= 3 U HEIIZER L
i‘j‘o

CDO TITONIE W NP OB ELENT A ZUTELRA SN TOWRWES, CDO [T EZL
FAEHBMICZFTANRE A, BEEOT a7 NIftsT, ROT 7 a v B LET,
EROHBZTANEEHT DI, BANS, TF 2 b3 [T ALY —ER] =T D [
AR A =2 —THBIZTANA TV a Y 2FRTEL LI LET, KIS, Ax DT A
ATOEROHEZ T ANEFILET,

CDO TT7 U NETNRU ROEREZRETHLOD, BREEZFETCZITANLVESR LY T
DA T a rEBEBIRTAGAE. ROVICEHEAHRE (126 3—2) ZHMILET,

BEIAREEDHRTE

ATy Tl FEEEIIR Y MU= EBEMNEREZROT AU bAEHALTCDO Icn 74 v LE T,
ATV T2 a—P =R ==L [RE) 227V v 7 LT, [RE]X=VICTZ7EALET,

CDO Tenant

9 user@example.com

& Settings @

= Secure Device Connectors

& Switch Account
= Sign Out

ATV T3 [TV MEE] VT T, [T AOERZHBEKRT 247> a Ol O NIV E 7Y v 7 LE
To INELY | [FAA ALY ER] R VO AR A =2 T KO ABKR] A =2 —FT
VarnRRINDHE T T,

AT T8 [THAAALEY—ER|R=UEHE, TV NET N ROEREZHEART DT 3 A28 L ET,

RT9TE AR A==2—T, Fay 7 ¥ oo 2=ma—no [EREOHEER] 28R LET,

Cisco Defense Orchestrator % {£f L = AWS D EIE .



AWS 731 20%E |
B 7 rtov<coFqraoanRREEO®MN L

@® ct Detecti Enabled ~

@ Disabled
@ Enabled
+ Auto-Accept Changes

TF FJ:O)?'&T@?/\’{ Z@ﬁ@]ﬁmﬁﬁw,m j]'“:

ATy TN EREELIIA—R—FHEEREFOT AU ML TCDO I /A v LET,

ATYT2 22—V —R=a—05[REE27V v 7 LT, [RE]RX—JIT7EALET,

ATV T3 [TF 2 FREEE T, NMAEEIZATA RLTRADODXEFE R L, [T/3M AOEE 2 BEKRT 54
7 arEAMTT S (Enable the option to auto-accept device changes) | Z#ME&hic LE4, itk v, ¥
ERHA =2 —D [ELEORBAR] A7V a YRR/, TF 2 R EOTRTOT A AT OKRE
N0 FF,

GE)  [BEVEGE (Auto-Accept) | ZHEZNZ L7284, CDO CTHGRT DRI, KT /3 ADBE Z MRS
LZRENRH Y T, ZhE TEEO B EIRRS Tfézhfb\tT/w’X%xT%! W27 £,

0)%% 0)ﬁ¢é&

TR v arTE, T ATERAT LHREDBRA ORIZET HERZRME L E T,

IREIHA] R T—32 ADMER

WOFNEZFEH LT, TREW OREAT —H ADT /S, AEfRRLET,

Dllll

ATy Tl TS~ a0 =T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LET,

AT T2 [T34 A (Devices) | #7570V w7 LTCTNRARAERDTF D), [T 7 L—1F (Templates) | ¥ 7% 7
Vo7 LTET AT AL A& RO ET,

RAT9 T3 T A ARZATDOET %7 ) v LET,

AT Y T84 REM L EE ST A, AEERLET,

RATv 5 A0 [FRFEH (Notsynced) /3L T, IROWTNMNETIRL E7,
«[7LEa2—LTRERM.. (Preview and Deploy..) ] : RIEDEH % CDO NHTNA AT v a2 D
Bl AT EL T XTOT A ADERELD T L B a— LR, fFoThb—EITEED
AW B L E T,
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| AWS 731 2D%%E
[3&1HH (ConflictDetected) 1 2 7—42 202 [

« [ZEHOfEFE (Discard Changes) |: i¥EDZEHZ CDO M BT AL AT v o Lz BULMEE . £7-
(T CDO TR LeREDLEE Z2 [TEIZRT | Hh, ZOA T a vid, CDOIRFSH TV DHERE
. T RRIEEESN TV D EITHORET EEX LET,

[B2 &+ H (Conflict Detected) ] X T—4& X DARR

CDO ZHHT D E, FATT AL AT LICHAREEAENMEE B TEET, BiaWm
(126 =) WA > TWT, CDO 2EHETICT A ADORTICEENIMZ B
7256, T3 ADFRTEAT — X A [BEA M (Conflict Detected) | & F# RSN ET,

[BiAHH (Conflict Detected) | A7 — X A &3 51213, RO FIEIZHENE T,

ATy Tl FEF—2 a0 R_R—T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LET,

RT9T2 [THRAR] ZT7% 27V 7 LT, TAAERDITET,

ATV T3 WYIRTNAAZATOE T2V v LET,

ATV T4 FEERELTVDLT A ZAEENL, HROFEM~A > T [HiA ORER (Review Conflict) [ %27 VU v 7

L/i‘j—o
ATV 5 [T34 ZAD[EM (Device Sync) ] X—T T, AT RSN TV DHFHEAZHIE LT, 2 DOREL IR L
\iﬁqo

o TRBICERFE S =T /31 A5%E  (Last Known Device Configuration) | &9 Z LD =301
(X, CDO IZIRAFSIL TN DT /A ARE T,

o [F34 2THiH (Found on Device) | &9 FUL DTN 2% 1T, ASA D EITRERRICIRE S
TWHRETT,
RATYT6 RONWTINERINL T, BAEMIRELET,

o [T ADLEFE & KR (Accept Device changes) ] : #%/E & CDOIZRIF SN TWAIRE FOEENT
NA ADEITHER C EEXINET,

GE) CDOFa~vy R IA4 Yy A F—T A ALSTO Cisco 10S T /31 A~DZETE O R %
A= h L TWRWNWD, BB 2T 5B Cisco I0S T/3A ZADOME— DRI [L B 2 —
72 L CHAGR (Accept Without Review) ] T,

o [TA ADEFT A (Reject Device Changes) ] : 7 73 AZRAF STV D ERIE % CDO TR AF S 4
TVWHHRETEEXLET,

GE)  HRFELIIAR ST AN TORELET, B o ZIZigkshET,

Cisco Defense Orchestrator % { i L = AWS D E & .



B = zxzEok—us0rrCa—0

—

RATvT1
ATvT2
ATvT3
ATvT4
ATvTH

AWS 731 20%E |

TINAREEDR—) D ITDRTa—)L

ot (126 X—2) ZHDMILTWDHEE. ETE[RE]X—V T[T (M ADOEHEZH
AR TL2A4T a L OREMEI ATV a Y EAHIZLTWDYA. CDOIET 7 4+ /b0 kDR
TTNA RER—V 7 LT, CDO DHHTT WA ADREICEEBDMZ LT E D g
FIBTLET, CDOWCEDERDOR—Y ZHIRIL. T/A AT LI AZ~A X TEET,

A=V THROERIZ, EEOT A RTEHTEET,

TNA AT ORI SN TWARWEER, MR (77> hoTF 740 b ICTEEIMIC
BEINFET,

\}

GE)  [T/AREF—ER]XN=TUTT NS R LDMRENAS~A XTH L [EEEE (General

Settings) | X—Y D [T 7 4V N OFA MR (Default Conflict Detection Interval) 177 7 4 /L
FoBa AN Q7 X—Y) TERLIER—-U CIRRES EFEEINET,

[T /34 A LY —E R (Conflict Detection) ] X— T [BAHBH] 25T D0, [EE] 21—
T[T, ADEELEAEERT 4T a v OFME] AT a v 2ARIC Li=b, kOF
JEIZHEW CDO I K DT NA ZADKR—Y » VRE A7 ¥ 2a— NV LET,

T =g =T, [TA ALY —E X (Devices & Services) | %7V v LET,
[7/31 A (Devices) | # 7 %27V w7 LT, T4 A&ERSTET,

WY 7T NAABA TDE TRV w7 LET,

BAMREZANNCT D 1 BERITEREOT A AR ET,

[BiAHH] &R CMEE T, [F= v 7 (Checkevery) | RKuy 77X A=a—%27) vy 7 L, BHY
DOR—=V TR EER L ET,

g Conflict Detection | @ Enabled -

Check every: lenant default (24 hours) -

Tenant default (24 hours)
10 minutes

1 hour

6 hours

24 hours

. Cisco Defense Orchestrator % {5 L 7= AWS ) & IE



4.
=% =R

TE-AY)TELEKR—F

CDO DM B L O LR — MEREIZ, MMEORY L —DEBLZOR L L TELLEX2Y
TARRBNIET AEERA VA M ELTEH LET,

ZOEX, WOET T a TSN TWET,

cAEHEr s (131 X—)

cBHn 7 DESDOERR (133 —)

cBHO T H CSV 77 ANMIZT AR— T3 (134 2—)
e BHY 7 A MER (135 X—)

«[¥a 7 (Jobs) 1<— (139 X—)

o [V—2 71— (Workflows) ]~— (141 ~X—2)

£EOYT

EEOSIZDUNT

EHE o 71X, CDO TITOhN R ELE MGy 7Ty LET, TOHE DO 2—|ZiF,
PHR—=FEINTVDETRTDOT N, ALY —ERCOEAIZEEREGENET T, BHE T OHEE
DO—EpAERITTTLET,

o TN ARERUTINZ B AV T2 28 B O KRR LR,

c T RTCOEFEr /T N ORGRIGED T )L,
o T8 ZADH AU & HIFRO LIk,

« CDO DA THAET 2K U v —EHOFE O,

AT U NOWEETII N T TN 2 =T 0 7RI, GED, WA WOIZET DRI
[F125 AT RE,

c SERRER O S EIIT I DOAHRE CSV T 7 AE LTHE T a— RA[HE,

Cisco Defense Orchestrator % { i L = AWS D E & .



. EEOY

Ez4YVTELKR=F |

EHEOTDE=E
CDO X, ZF a7 OiEHA 1 ML 4, 1 ELL ERToFRITEIBRENE T,
CDO NT —H RXR—RAMRGFTHEEa TERE, BEn ST/ AR— LT L X TERE

NABRIITZENN DY £, FFMICHOWNWTIZ, ZE2 7% CSV 7 7 A V2T AR— T
5 (134 =) ZBRLTILEIN,

[ZEEQS|R—COEEOSTIURNY

ERa 7y VI, BTN ZABRE~DEER, THAAL ATEITENTLZT 7V ar, %
7213 CDO DAL TT /3 A ATMA BT ZEE R E N E T,

REOEEEZGLAT w72y N OBRE ATOLEEOSHT 27 Y v 7 L TEAEZRT
EESE

AL LTRIHSWIZCDO DIMBTITONTZT U b AT Ay REROEA, YA TLL—
Y—lIxEO2—F—L LTHRESNET,

CDO EDOTNA ZADRENT A A EORE L RS- th, 72037 /354 223 CDO
OHIBRE - & X2, CDOIFEH e /7= MY AT T, &REIX. 734 205 CDO
WCREL [HiAE-T-) $RIZ, £7201XCDO O T A ACHEEZREHTHZ2 12k -T
IS ET,

CDO X, MEfFo=> MU ZAUZEHZICHLWEEn 7= b 21ER L ET, B0
REETIL, AW TWAETFn 7/ M ICEMENE T,

TNA ANZKET D5 Y . BE., BLOHIRT 7 a A Xy MRFERENET, 2
NoOT7 73T, TRALADEEa ZBNHALGNET,

CDO M (HEAEY FIZRBEICE-»T) TS AORELRMEINDE &, £721E CDO A3
TNAREE L 25 L, BEREu 7 3ALONET,

« CDO DAMEBTT /3 ATEEBMA b E . et (Conflict Detected) ]2 |k
UNEREr JIZEZRAENET,

FOT4TBLUVETLEEEOS IV R

EEa 72X, PITATERLEFRTOAT—XARHY £3, CDO Z#fHH L TT /31 AD
REEEFTDHE, BEREITHITaTREEe /oy M) IZiRESnEd, 75 205 CDO
~OFEEDHAILY | CDO DT S A A~OEEDRER, CDO 726 DT /34 ZADHIBRNBET
THM, FIRITEITHR T 7 ANV EEHTHCLIa~ Y REFEITTHE, T/ T 4 7REED
TINGET L, FROEEDZDITH L 7 BMER S ET,

EEOSTOIV L) DBER

EEaTAX MIRRBRBLORTZ 4 N2 ) 7 TEET, MREA—ZHFHL T, F—TY—FIZ
—HT DA NERBLET, 74X T EEHLTC, BELETRTOLS £
VMUV ERBLET, £ BERTE T4 LEZ VT L, BRE] 74—V RIZF—TU— %
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| E=4UvFeLkR—

zEnsozs0xE |

BIMLT, BMEEHAEDED LT, 74N Z ) T INEHBRENOT Y N 2RBETXE
7,

N / —
FEOTDESDRK
BRI ZbrHO0 [y Diff) (V2270 v 7358, T/ ZAOFEITHERT 7 A4V

NOEERGRTRREND 2D, BREAKELTEET, 220013 —Va VOEWVRDLNY F
B

WO T, [JLOFXE (Original Configuration) ] 1XZH 2% ASA ITH A F 41 5 Rl D FEITHERK
T77ANLTHY | [EEINTHE (Modified Configuration) | FITAENEXAENHBDOHE
ITHERR 7 7 A VR L TCOVET, ZOHEA, [JtOi%E (Original Configuration) 1¥1%, FEEIZ
IEE SN TORWETHER T 7 A L OIT 2 MmHE R LETH, [BE SN2 E (Modified
Configuration) (FIOSMEE L7720 3, LD AHDINZMM)-> THET=E D L, HR network
A7/ hoiENE ., Tengineering] v bV —2 D7 KL A THR network| K> kU —
JDOT RVAIZREST D Z L &BIET DT 7 AL— L a2 fERTE £3, [Ai~ (Previous) ]
BEIORANARZ LA LT, 77 ANVNOEHEZf R L ET,

Comparing Files x
Panious  Hext ~ 173

T
5 ! o nameLl
57  interface GigabitEthernetd/7 € o secority-level
56 61 o ip sddress
59 &

81 interface Managesentd/d
& sanngemnt-only

75 object network email_outside T8
76 host 209.185.1.5 4

78 nbl(c( netwark ¢

80 Becess-list test-allow extended permit 1p any any | = @
1l t engimesring_access extended permit ip cbject engineering object Lest-network o
8 LSt angieearing_access eatended pormit ip aey any 85

biect engimeering object test-network
Nesring_access oxtended perEi ip any any

90 no asdm hist

91 arp tiseocut 14468

|Nm\w<|,nnwn-
sip-invite B:23:88 sip-
suth :05:08 sbsolute

Ciose

ESPEREYS
cH I (131 X—3)

Cisco Defense Orchestrator % {£f L = AWS D EIE .



EzayvTELE—+ |
. EEOSECSVI7AIICTYRKR—+T B

ZEOTECSNVN I 7AILIZTZORKR—FT 5

CDOAEa 7 OFT_RCEIT e ar~XKYVE (csv) 77 A MW7 AR—FLT, &
BIOS U THERE 7 A VA BEB IO~ 52N TExET,

BEO Tk csv 7 7 AINMIT T AR— T 520E, IROFNEEZEITLET,

ATyl FeF—v a4 RUT, [BEa %270y 7 LET,

ATYT2 RONTNNLOT 7 v a w7 LT, T/ AR— T HEELROTET,
e T UNE X T 4 — LV RERB T 4 — IV REFEHALT, =7 AR— "IREPERICESTET, 722
X, TRARATTI AL LT, BIR LT 1 SFHITEROT AL ADEEOLEFRELET,

BEO DT RTCOT A NVEBIOMBRSENZ2 7 VT LET, Uk, BRI/ 2fKE T AR—
SER= 3

GE) CDO X I FEMOEFEa JT — X 2 RFETHZEICHEEL T &N, KB 1 ERSOETE R
TEEEA = RT550 8, BHEOTONEE T 4 VAL, TORE csv 77 AV
LLTHF U a—RTEFNLIWEENRNDHY £7,

x%v73Eﬁnﬁmﬁin%éﬁé@iyxﬁ~bﬁ&y@a%7Uy&biﬁo
ATV T csv 7 7 ANMTONYRTWARTZMNIT, 77 A4V E20—hDVT7 7 ANV AT MURGFELET,

COONEEOTDFv/N\OT 4TV AR—FLEZEEOQOTDH A X
DER

CDO ODEFa ' X—V b7 AR — M 5EHIL, CDO NT — X X— R RFTHEE o
THER TR 3,

TRTCOEF 7IZHONT, CDOET A ZADRED 2 SO abt—%2fFELET, 7 u—X
ENTELEa 7 OGEIT TBth) REE KT REOWTILMLERD A—T v REHa s
DA ThHE FELRVET, ZhICKY, CDOIFREDENET R CTERTEET,

I BT, CDO I, BHEE Tolca—W =4 BEMTONATRZ, BIXOZOMOFEME &
HiZ, TRTORAT v 7D [EHA X b 2B L TRIFLET,

2L, B¥u Ty AR— T 554, 7 AKR— MUIRED2ODOZEL IV —(1E
FNFERFAL, I ETFA RN OABEENDTD, T AKR— 77 A NVIFETE R
Z'CDO A M7 X0 HITBEMNNEL Y 4,

CDO IR RIFHOER o ZiFRERAF L, ZOBHRIITHED2>Oa—NEENET,
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| E=42UFELR—F
zaysz2 ez ]

ZHYUVIRX EE

EEY 7T ARMNEHIZIY, =K X—FT s DOF v b AT ATHMIMNEEE) 72X M &
ZOEVFALOEYSEE, BHEa 7 OA Xy MIBE#EMNTD 2N TEET, EHY 7R
MEHZMHH LT, CDO TEHEY 7= A MEAER L, ERLLTZZEREY 7 =X b & —E D4R
Tl L, Z2HROFAZAIIL T, BRIV VA NEETEa A4 Xy MNIBEEMITET, % T
BRI A N EEED 7 TRETEET,

\}

() CDODPEFEVIVTAKRIT XU IT~OBMEFRINDIGENRHY ET, BEIV 7R |
NI oXx T EERY 7oA MNMEHIL, RUHERELZSRLET,

ZFEHIYIV IR NEEOERE

BE)IJTANNT XU TOEPIL, TT 2 FOTRTCO2—P —|ZEBLKIFLET,
BEY 7 TANNT X 72T HIT0E, WOFIRIZENET,

ATY T a—P—RX=a—nD, [(E (Settings) | 28R L £,
ATFY T2 2—H—RX=2—T, [K&RTE (General Settings) ] %7V v 7 LET,
ATy T3 [EHEY 7T AT %7 (Change Request Tracking) | TOATA X%V w7 LET,

WERBN52 T3 % & Defense Orchestrator f > % —7 = A AL FHE, [EHae /| [EFE) 7T AR K
By THET A a—C, [ERY VAN Y= A N—=RNERRINET,

ZBRVIIXFDER

ATV T AEEDOCDO =0 D, X—=VOETHIZHAETY VAN —NAN—DFED [+ RA %7 ) v
LET,

ATy T2 BEY 7R MILETEMNT, iHEZANLET, BEY 7R I, MENEETLIETY 72X b
ID #xKstEd, A7 — AV REHFEHLT, EEOAMZTRLET,

GE)  fERLIZZEE Y 7R NOLRNTIEETEEH A,

ATvT3 BRIV IR MERAFLET,

Cisco Defense Orchestrator % { i L = AWS D E & .



Ez4YVTELKR=F |
B z=vozxrezmnra~ roBENT

GE) CDOEFVI/ZRAMEREFEL, TOEFT IV VA NEBHICT 20, BEIV /A NV —)L
N—DERY XA MNMEREZ VT TEHET, TXTOHFLWEEELZOEEY 7 =X MIZH
AT ET,

EHYIVIANEEEAT AR ~OBEER T

ART9T1 Fesr—rar v RUT, [E¥r” (Changelog) 147 Vv 7 LET,

RTwT2 EREa 7 %ERLT, £RIV 7 TA MIBE#EMT LA X hEFoRLET,

RT9T3 [EHVIZARNIT, AXRVEIENDRR Yy TPH T Ama—% 7 )7 LET, RHFOEEY 72 W)
EEYV 7T A NI AMO—F EIIFREIND ZLIZHEBELTIZEN,

RTv T4 BRIV A NOARTIZZ Vw27 L, B (Select) 1227V 7 LET,

EEVIIRAHIEEOT AN FDRE

AT FeF—ra s RuT, [BEr %2270 v 7 LET,

ATw 72 [£¥ErZ (ChangeLog) MR 4 —/L NIZ, £HY 7 =X NOIEfERARTIZAT LT, TOEE) 7=
A MIBEHEMTONEEr /A X FERBELET, CDOF, BRI T HEEr /A X N EiEH
FoRLET,

ZHI)IDIXAMDBE

ATFYT1 BHY T AN =N AR—DEFIV IV A M A==2—% 27U v 7 LET,
ATV T2 MBETHEFRY) 72 A M ELEFF—U—FOANEZRBLES, 4017 4 —V KERPT 4 —/L Kl
TOWH—BORERERN, BEYV /A MDY XA MIERINDLITHRD T,

PEOIZEE IR Kk S
TANZ B AIZIE, BEa A X NORRBIHEATELETV VAR T 4 VEBHY E
7,

AT [BEa | X—=VOEMICH D7 4 VH LA T, [EEY 7 AL (ChangeRequests) [fEIKZ L £7,
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| E=42UFELR—F
zEY sz ky—Lri—0s U7 |

AT T2 74 VFEERL, [ (search) | 7 4 —/V RIZEE Y 7 =2 NOLRID AN ZBELET, [RR
(Search) 1 7 4 —/V RO FIT, f—BRRRISNIEDE T,

AT T3 BEIV I A MEERL, IGTHF v IRy 7 A4t bE, [(BFEe 7| T—7MI—H L=
HLONFERINET, CDO L, BEII—ETIHEFE /A X Mgl LET,

EHYJIRARMNY—ILIN—DI )T

EREVIZARNY— N R—% 7 UVTT5HL, BEEa T A NRBEFEOEFEY 7= A MNZHE)
RICEEAM T oD Z 2o EmMTE £,

ATYT1 BRIV VANV — N AR—DEFY VT A MA =2 —Z@IRL 7,
AT9F2 [Z7V7 (Clear) 1#27 Vw7 LET, BEV I TZAMNA=a—RN [ L]ICEDY £7,

EEOTARNY FEBERMTONEEEYIIRDI)T

ATy FEF—varvar RuT, (EEaZ &7 ) v LET,

ATF9 T2 BEFEa YKk LC, BEY 7 A MEOBEMT MRS HA 0 hEaRRLET,
ATV T3 [EFYV I ARNIIT, AXUVMO Ry T Ama—%7 )7 LET,
ATy T4 [7V7T (Clear) 1227V v7 LET,

ZE') VTR +OHIBR

BRIV 722 FEHIRT L LT, BEEr I 7nbTiER, ZRY 722 ) X RbHEIRL
£7,

ATV BRIV I ZARNY—VNR—DEFY VT A MEA=a—%27 ) v 7 LET,

AT T2 BRIV I AN E 7Y v 7 LET,

ATV T3 2070 [HIER (delete) 17 A 2227V v 7 LET,

ATV T8 O F vy r~—2%7 0y 7 LT, BRIV ZAMEHIBRTLZ 2B LET,

ZBRV I X EEOEMIL

EHEY 7 A NMEHEMNICTEE, THTY NOTRTO2—F—|ZHEBLF4, £FHY Y
TR NEBAMZT BT, ROFNEIZHENE T,

Cisco Defense Orchestrator % { i L = AWS D E & .



Tz TELR—F |
B &=

ATV Tl 22— —ZDA=a—n5, [RE] ZBRLET,
ARTY T2 [EEV 7 TAMD KT »¥>2 7 (Change Request Tracking) ] D FIZHDHRZ v H AT A KL T, JREBDOX
ERALET,

{5 R

INHD—Rr—A 1L, EROTFNEIHE - TERV 72 A MNEBEEZFTID> THICLTWD
ZlEEHRE LTWVET,

NEBORTLTHEBEINTWEF Y FEBRT DOITTHONIZ I 7ATIO+—ILDEE%
BT S
IDA—RT—ATH, 2—HF—RT7 7 AT U+ IVOERE[T->T, IMNBU AT A THEFFS
NTWLTFry bk LET, 22—V —X, 7747 U+ —VOERIZERTHIERa /A
Ry NEEFEY 7oA MIEEMT 2N EEZTOET, ROFIEIE> TEEY J A M &
ERR L., BEr 7 A Xy N &REEAHT £,

1. BHEY A MOERR (135 %—) , BHERYUZ T A RDLHRETE LT, BV AT LAND
DFry MAERFEFEEALET, 7 0 — AL FE2FEHL T, E2EOHHBEZ O
O EER A BN L ET,

2. HILWERY 72 A MPEREY 72 A RNY =V A_A—ZFRRSNTWD Z EaME LET,
3. IrAT VA NEEELET,

4, FEHF—Tar U4 RUTIEEa 27 Vw7 L, BILWEED 7= A MNMIBEHER T
ENTWAREEr Z A X haROTET,

5. 2T LEL. BEYIZARNY—LAA—DZ UT (137 2—) 2ETLET,

T7AT7 0= LDEENTON-R, BAOEEQTARU FEFHTEHT S

ZDa—R— AT, 2= =RNT 7 AT T+ —VOEEE{To> TINES AT ATHERF S 1
TWAF 7y Nk LE LN, BEY 7o 2 MEFHEZHEH L TEEY 722 h &2 LR
a7 A Xy MCBE#MT 202 ENTWE Lz, 2—F =%, BFEaJIZ@Z->T, F7 v bE
BTERa /AR MEFEHLIENWEEZTOWET, BRI VX NE2EREr 7 A2 MCHE
BT 2121E, ROFNRCHENE T,

1. BRY 77X FOERKR (1353—2) , BRIV I =X NOLAFTE LT, M AT LD
DFry "AERITBESEHEALET, 7 — L FEREH LT, ZEOHALZ O
OBREEHAZBM L F9,

2. FTESF—Tarua s RUTEREe S 27y I L, 7747 U4 —/VOERIZEESS
TONTWAREFEa /A X bR LET,

3. BHEYVIZoANEETF T A2 hOREMT (136 2—2)

. Cisco Defense Orchestrator % {5 L 7= AWS ) & IE



| E=4UvFeLkR—

(37 Wobs) 15— [

4. ETLES, BV VAN —AN"—=%2 7 VT LET,

ZEYIV IR MEERTONEEEOT AR FERERT D

ZDI—RF—ATIE, 22—V —F, B AT LATHREINTWDET 7y MERIRT D729
\_ﬁZb?foJ’F%@F%c‘: LT, EOERa A Xy "pRERa ZIZRESNT=nEm) T2 E

BEZTCWET, BEY 72X MIBEEHTONTWAEREr A X R ERBET DI, KO
FNEIZHENE T,

1. F¥F—v a4 RUT, [BEn7 %270y 7 LET,

2. WOWTIhLOHEZHML T, £AHY 7 =2 MIBE#EMT O ETn 7 A~ k&R
?‘I’g Li@—o

[EHEr TRET 4 —L RIZ ﬁEJﬂIXB®E%@%m%AﬁLT %@ﬁﬁ)
7 = A MZBEM T Sz f%mﬁ%mxh%@ L¥7, CDOIZ, WZ—#%7 5
EEO T AR NaemfE R LET,

e T ANEEFTY 72 A (136 %—) ZFITLTEFe /AR MEREBELET,

3. HAEFn R RLT, METIEFY VA MR RTilAR RSN ET a7 A X b
ROTET,

[ 37 (Jobs) ]’\— o

[V a 7 —2i2iE, —EBEO R T — 2 AT A ERNFE RSN ET, —FERIECL, #
ﬁ®7A42@ﬁ ﬁ BEDT SA ZANEDOREDFGHIY . BEDT ™A ZAD[ERET >~ 7
TL—RRENHVET, Va7 T—TNO00TF SN, R EITRB LI Ex DT
JvarviEnrLET,

KO UTIE, 1RIO—FEHRELZELZLET, ZO1RIO—FEHREL, & 23 2080731 X
T DB TE ST RN S Y £3, [Va TRV OTERRERT L L —FEREOE
BI85 T A AOFRRPFTRSNET,

Reconnect Devices *0 01 ©19 sser] @example.com 192017, 8:12:04 AM /N7, 81210 AM [ng

[¥a 7] R_=VICiE, KO3 ODHETT 7 EATEET,

cBEHIZ 7T, BWHITOMERIV 2% 7 Vv 7 LET, [YVaTd] =TI FA L7 b
. EOWMFNIKIET DRFEDY a TINRRINET,

Cisco Defense Orchestrator % {£f L = AWS D EIE .
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B o shrvorssasicami-—EREomEE

View Jobs The notifications tab displays status information
about the job. This example shows the bulk
( Reconnecting... «— action (Reconnect), the number of actions In the
job (20), actions being processed (13), number
of actlons falled (1), number of warnings (0), and
number of actions succeeded (6).

@20 213 @1 @6 F

) 1 Active Jobs

o [1@%1 (Notifications) 1 ¥ 7 D EfficdH b [V a 7 &ZFKrx (Viewjobs) [V 27 %7 U w7
THE, [VaT] = VICBEILET,

«CDO DA ==a—nb, [EZH—1 2% (Monitoring) 1>[P3J]12BIRLET, 2ok
121X, CDO THETEN D —HEHAEOTERLR U X R RENET,

TA4ILB YT ERE

[V a7 —T T, BEX A7, BEEFIT LI —— BLXOBERAT—Z R2X 5T
T AN B L OB EEITTEET,

WFNHIADT YIS a Ik L-—EREDER

TaTOR=TVEMER LT, —FEEETIOUEDOT 7 g TR LT ER Do T2 A
X, BEREEEZITo BRI —FFEEEFIITTEET, CDOX., KR L=T 7 v a Dk
TYa7EFHIETLET, —HEREEZFEETT 210, ROFIRIZENET,

ATFYTN T arORBERTYa T _R—=0 72 8RR L ET,

ATFvFT2 HECTAarxz s Vv LET,

—EREDT YUt

DT NAACTIEITLIET VT 4 77— FEe v vV TEX DX E L, =&
I, ABOEIXNGT NA AR L L 9 & LT, 3BDT A ANIEFICHHE L7253,
4 BBDOT A ZTHEEFIORI BRI LT nE LET,

—fEEEL Ty AT DI, ROFIEEZFEITLET,

ATFYF1 CDOFEF—varA=a2—T, [YVaT%227V)vr LET,
ARTY T2 FREFTHOFERIEEZ AOT T, Ya 7OT0oRMICH S [Frov] V27270 v 7 LET,

—FEREOWNT DB L2856, T o OBEII IR SN EYA, £EEITHO
BRI TR TFy oL ENET,

. Cisco Defense Orchestrator % {5 L 7= AWS ) & IE



| E=4vryeLf—+
[7—% 70— Workilows) 1<—= [l

~

[D—% 28— (Workflows) | R—

[V—2 71— (Workflows) ]~—Tl&, 7734 A, Secure Device Connector (SDC) ., F7=
I% Secure Event Connector (SEC) LifF 925 L&, BIXONL— Ity hOETET SA R |TiH
4% L XIT, CDONFEITTHTRTOT b AEZEHTEET, CDOIE, FAT v T DT —
7 7u—7—=7 I M) EER L. EORRE ZOR—VIFRLET, =2 b UITE,
CDO L L THEITENDT 7 v a VIZOWVWTDEROANEENTEY, CDO BT —F %X
DY LTWATF AL ZZONWTOBERITEENEE A,

CDO VL, TXA ATOX AT DFITICRRT HE=T—52WELET, [VT—2 T7r—
(Workflows) | X—VIZBEI LT, =7 —BRBELILAT v 7 LT —OifMa R T
7

ZONR—VITIVEALT, ZT7—&ERHELTCI I TN a—T 07 LY, TACIZERSX
NifERE TAC EHAF LD T52 08 TEET,

[V—2 7r— (Workflows) | X—UICBENT HIZIL, [T AL —ER]X—=U T, [T
AR B2 T%7 Vw7 LET, WURTNAAREALTETHT Y v 7 LTT A AZFRE L,
BT S 22BN E3, AROSA DT /A AL T 7 3 (Devicesand Actions) ]
T, [V—27 7uv— (Workflows) 1227 Vv 27 LET, ROKXIL, [V—2 7a— (Workflows) ]
F—=T DT MU NRERENTZ [V—27 71— (Workflows) ] <—ZRLTWET,

EEsULT

J— 70— EHROFHA—FK

SERIRT— 7 7 —1EREISON 7 7 A WX U m— KL T, TAC T — L0572 00
WERDOONTEZICRMETEET, ZoFEREXY Vv — RT D521, T3 AZRIRL T
ZD[V—27wr— (Workflows) ]| <X—IIZBEIL, A EMICERSND T AR—FRZ

O xrV v LET,
ARy FL—RADERK

RIRTE VW T —NHI5E. TACHPHLAX v 7 hL—ADab—EROLINLDGENRH Y
FT, =T —DAX v 7 FL—REETHITIE, [AF¥ 27 FL—R (Stack Trace) |V 7

Cisco Defense Orchestrator % {£f L = AWS D EIE .



Ez4YVTELKR=F |
B 7570 Workilows) 1x—

Vw7 L, [A¥ v 7 FlL—ADat— (Copy Stacktrace) | &7 U » 7 LT, HHIZFE R
ENDHAY 7Yy T R—=Kav—LET,

. Cisco Defense Orchestrator % {5 L 7= AWS ) & IE



B,
=% =R

CDO & SecureX Z#i8 9 5

¢ SecureX & CDO (143 ~—73)

SecureX & CDO

CiscoSecureX 77 v N 7 4 — AL, A2 A a0t 2 VT 4 R— b7+ VA LB
ROA LT TARNT 0 F x0T, —HULEEBEMAZRLE LI, ZIS XD oIk
BF—4, HEMERFER L, xy hUV—2 = KRS, 727U R, BXOT 7Y r—
Var o TeXa VT o nMbENET, HMET T v M T 4 — A TOEEINIZE Y,
SecureX [ LME FTRER TR, LE LVEKER, HEOLRWF—LAfOa IR L — g &2 FE
BLLET, SecureX DE L Z DT T v b7 4 — AT HHEREDFEMIZ OV TIL,  [SecureX
[ZONWT) 2L TIIZSN,

SecureX IZCDO 7 F v h~DT 7 v A&EFHATH L, TAL ZADEHEK, =F7—DOH BTN
A, BBDHDLT A A, BUIERIB L TWRWTF AL 20O Y, T3, AL X2 hOREE
DERINET, A X FOMEIZIE, BEEH SN TWDEIRY —Zno6DRY > —IZB
HTONTWAAF T V=7 hOEHERT2EHO YV 4 FUBERRINET, AU —iX
TFTNRARAZA TIZL S TEREIN, ATV MNIFT V=7 AL T L > TSN E
E

CDO &Y =2 —/V%& SecureX % v ¥ =R — RIZIBMNT 5120k, BEOFIENLE T, FEMIC
DN TIE. [CDO ® SecureX ~DEA ] ZZH L T &V,

A

2% DOTHUrbhESecureX THU Y haEE~—Y L TWARWEA, EAHER I =TT
DTN ADA R hEFRTERNIENH Y 7, SecureX T CDO £ = —/LE2ERT
DENS, THAY Ne~vw—UT 52 EER@BEO LET, dFfico N TiE, ICDO 7Y
VRESecureX T AT FDOw— ) AL T EN,

Cisco Defense Orchestrator % { i L = AWS D E & .


https://visibility.amp.cisco.com/iroh/iroh-auth/login?redirect_after_login=https://securex.us.security.cisco.com/help/about-securex
https://visibility.amp.cisco.com/iroh/iroh-auth/login?redirect_after_login=https://securex.us.security.cisco.com/help/about-securex

B coo7ny e secuex 7YY ke —2

CDO7HhoY

CDO & SecureX 2455 % |

SecureX D ') K>
SecureX ® Y AR 1%, SecureX 7 H 7> b EAERT B0 E D b 5T, CDO TEM T

¥ B Casebook

FT, R=UDFEIZH D SecureX ¥ 7
Rz BBELET,

) T/%@Hﬂﬂ”é X, SecureX 7 AUV M ERIETALENH Y £9°, SecureX ~DT 7 &
@"i)ﬁf%’)@}:ﬂbwwﬁﬂﬁ/f/%ﬁﬁﬁ‘?”é &%3§< k@]@bijﬂ )T/ﬁ)wuniéﬂé
9: . CDO 725 H# SecureX BEREZFIH TX 2 K 910 £,

SEAZOWTIL, SecureX VARV D R¥ a2 A FEBR LT &N,

7 Uy LT,V

Secure XD S I a—TF 4y

ZOTI AR AL 2 OOREAER L E T, AT HAREMOH LRBEORE, f#
o ERIERIWE DRI D [SecureX D NI TNy a—T 47 (176 X—2) | 5
LTLIEEN,

BEEIER
e SecureX (2O T

«CDOT7H U hE SecureX T T hD<w—
« CDO @ SecureX DHEfe (145 ~2—)

« CDO @ SecureX DY (146 ~<—)

+ CDO @ SecureX ~D BN

eSecureX D N T TN a—F 7 (176 =2—7)

k& SecureX 7 A FDT—2

SecureX & 721d Cisco Threat Response (CTR) 7 # ¥ & T TIZBRLOGA, T/3 A%
SecureX |28 &k T 521X, CDO T 7> k& SecureX/CTR 7 #17 b %V_VTézgﬁ%‘b 0
9, THT Y ME. SecureX  R—F MZ~w—TTxF£9, CDOEY =2 —/LEEKT DRI
T Nae~—UFTHZ L EBCHRELES, THV MR —VENDHET, T34 AD
A X N % SecureX THE/RLZY | oD SecureX HEREAFIH L7120 925 Z LT TE EHA,

FNEIZ 2T, SecureX D [T hH 7 bDO~— ] LT ZE N,

\)

CE)  HHOHIEs 77 RZRRL2T7 0 MRdL5E1E, #Hillky 70 RTLI@ERICT Y2 b

=TT O0ERDY ET,

REE IR -
* SecureX & CDO

. Cisco Defense Orchestrator % {5 L 7= AWS ) & IE
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https://admin.sse.itd.cisco.com/assets/static/online-help/index.html#!t_merge-your-cdo-and-securex-accounts.html

| CDO & SecureX #5395
CDO O SecureX ~MiEMN .

« CDO @ SecureX ~D3E

eSecureX D T TN a—T 4 VT

CDO O SecureX ~M:EHN

SecureX N BERF AT NA AT V7 BATEALLHICL, CDOEY 22—V % SecureX ¥ v ¥ =
A= RIZEMLT, EF¥ 2T A R— 7+ UFNOMD L R aT Ty hT7+—LE L HITT
NRAZARY — AT VOWMELZERLUET,

[F L& BHIIC

CDO T SecureX &t 3 AN, ROT 7 v a VIHEZMRT 52 L& BEIHLET,
*SecureX 7 AV FOEHEULTHLLENH Y £7,
« CDO 77 > b ® SuperAdmin = —H#—11— /L Z A L TVDLLERH Y £7,

T N OWBEERBITT DH729HIT, Security Service Exchange (SSE) T7 v b7 A ¥
Y hE—ULET, IOV TIE, [CDOT Ty hE SecureX 7DV hD~—
V) #BRLTIEEN,

FEv—T LT eWEE X, Cisco Secure Sign-On % SAML v > 7 /LA A4 ID 7’1
R Z— (IdP) & L CE%E L. DuoSecurity # % KR (MFA) HICEEL £, CDO
& SecureX Tld, WaEHRNE L THHERAFIENEH S ET, FHEMIZOVTIE, [SAML
v TN A A & Cisco Defense Orchestrator Dt A1 2L T 7230,

)

CE) X . 8B8HOT U "R HIEEIL, SecureX TT o hZ LI 1 DOEY 22— V&2 VERT DI
ERHYFET, £T7F 2 MIE, FKRBHDO—ED APl b—7 VRS TT,

CDO 0) SecureX M EHE

SecureX 7D hECDOT H Uy ha~—U L, 220077y 7 3 —ARBIOBELER
A L. CDO &Y 2 —/L SecureX % v o = R— RIBIMEND X ICFE THMNCT HLE
NV FET, CDOUI Z41 LT SecureX ([Z#EHt L. 731 ADRY v—, A X N XAT F
Tzl " EOMEE, ¥X 2 )T 4 R— b7V ACEENAIMDOL AT Ty N T —
LEEBITERRLET,

Y

() SecureX ¥ v ¥ =2R— R TCDOEY 22— /VRNT TIZHESINTWDLEA, [77 2 b % SecureX
\ZH%#%t (Connect Tenant to SecureX) | 47> 3 2LV, E#HE L7 CDO £V 2 — /L MER S
nET, ZOMERRELEHAIEX. [SecureX D T TNy a—T 47 GEMESELT
<TEEN,

Cisco Defense Orchestrator % { i L = AWS D E & .



B coo o securex o

AT T1
ATvT2
ATvT3
ATvT4

ATy TH

CDO & SecureX 2455 % |

WOTFNEZMHEH L T, CDO »H API h—7 & H4E L, CDO £ 2 —/L% SecureX (ZiBHI L
\iﬁqo

CDO v /A4 LET,

HEBOZ—F— X =a—00b, [EE] ZiBRLET,

U4y RUDEMIZEH D [EEEE (General Settings) | % 7 Z &R L £ 9,

[7F v FREIEZ v a & RDO1F T, [SecureX Ot (ConnectSecureX) %27 Vv 7 LET, 77 UH
V42 RUNSecureX DT A X=X A L7 hLET, CDO 7T MIBHEfHT H/fkD v 7 A
NERAE A LT SecureX (I2m 7' » LET,

SecureX ICIEFICR 7 A > F 5L, 77 UHXHBMIZCDOICY XA Lo MLET, [ E (General
Settings) | X— @ [ —H —4F B (User Management) | % 712, SecureX ~D 1 7' A ZfHH L7k D
%f’r%ﬁ@%ﬁbb‘l_ﬁ: MEREINET, ZO2—F—(FFHAIY HFH T, SecureX IZ7 —F ZEET
HIeDIZOBEHSNET,

CDO O SecureX O LT

AT T1
ATvT2
ATvT73
ATvT4

CDO & SecureX Mk DOMIDBEEY 7 = A M 2O+ 52 ENTEET, TDOA T 3 T,
SecureX DFHFRITHIFR I N FEH AL, CDO DB EeAHAE Y A API = —H—HIER &1, SecureX
FRRICBEEM T ST EET U PR A R R UAR— FOBEEEELET,

¥, THIZED, CDO @ SecureX VAR NHT T b3 T U MLED U R EY)
WZRHZ b ERTAL, VAR a s T Y AT, SupportCaseManager“C/f A %
BIWCU R o s A4 0 2FHTY ey NTOMERHVET, 2OV I7ZARMNIEY, TF
VERUARUMN ST MLET,

CDOIZmr 7 A LET,
FHEBOZ— =X =a—00, [EE] ZBRLET,
74 RUDEMNZH S 2% E (General Settings) | ¥ 7 23R L £,

[TF v P&l B2 v a &/ o T, [SecureXDYIWr (Disconnect SecureX) ] %7 U v 7 LEd, [
AR IE (General Settings) ] X— D [—H —4&H (User Management) | % 7 C. SecureX (27 — % & %53
DO ERR S LTt A0 o — P — 2 HIR S E T,

CDO Z 1 )L SecureX ~MNiEM

CDO & ¥ = — /L &HFZ LIz, CDO % A L% SecureX ¥ v = R— RIZIBMTx 9,
FOEY 2—LIE, CDO b D AT —4# AHITT 7= A L, BIRATHER 2 2D X A L&
LTH vy vaR—RcF—2 @G LET,

WOFNEZEH L T, CDO # A /L% SecureX ¥ v ¥ = h— RIZBIMLET,

. Cisco Defense Orchestrator % {5 L 7= AWS ) & IE
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| cpo & secureX £#EET %
c00 % 1 Lo SecureX ~:&m [

ATv T 1 SecureX D[# v 2R — K (Dashboard) ] % 7 SN [%)TLI/\&“/
v 27— K (NewDashboard) %7 U v 27 LET, SecureX ¥ v ¥ =R — RIZHIHTT 7 AT HEAIL
[Z#ANVDEM (AddTiles) 1227 Vv 7352 b TEXET,

ATvT2 (FEE) FyviaR—RFRO4RIZERLET,
Evh BEOTTUIRHIGEIT. TOARIERAL T T a o EFEH LT, CDO ¥ A W EHEMT 51
TWABT o MEiBLE9,

AT T3 MEMAEE/ZRZ A /v (AvailableTiles) ] U A R/ 6 CDO ZEIR L, A7 = &R L CEA AR Z A
NERRLET, Fydaf—RICEG0L4 ANV XTHRRLET,

« [CDOT /A ZDHEZE (CDO Device Summary) |: 2D % A /LiZiZ, CDO T F > MMIHEE AR S
TNBTRTOF AL AL ZDRATF—F AD—ERETRSNET,

« [CDOA 7 ¥ =7 k &AR Y 2 — (CDO Objects and Policies) ]: Z DX A MIiE, T3 AZHEwEH S
NTVBETRTORY =L, ZNEORY —ICHEMT LN TWDEAT V27 hO—ERFERS
nET,

GX)  CDO O—ERFRINNES . SecureX 21X CDO 2B DAEZ7: APL h— 27 U MELE S LT
FH A, FEMIZOWTIE, CDO Z A L®D SecureX ~DBIMZ LIZET A v 7 Z2MLTLE
éb\o

ATy T4 [IR7F (Save) 1227 U v 27 LET,

BEEIER -
cCDOT7 e SecureX T H T hD<w—

eSecureX D b T TN a—T 4 T

Cisco Defense Orchestrator % {£f L = AWS D EIE .



CDO & SecureX ##iA 3 % I
. CDO % 1 JL® SecureX ~MD3EHN
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¢,
kST a—FTa 8

TOEFT, OBV a rTHEREINTHET,

» Secure Device Connector D f 7 7 /L3 = — K (149 ~X—)
cCDOD T TNV a—T 47 (153 3—=)

o TNA ZADERHEIRRE (162 ~—2)

e SecureX D T TN a—T 4T (176 <X—)

Secure Device Connector D kS5 J )L a— bk

A7 L X AP Secure Device Connector (SDC) O T 7V a— ME{T2121E. AT RE >
T HEBRLTLIEE N,

INHDOTF I FAONTNICHEY TIEESLRWEAIE., TAC THR—=FF4 v &L,

SDC [ZE[EAEE

CDO 7»H M 2[\D/~— b B— M ELRITERE L TUSE L > 72356, SDC OHRE&IE [B#E 5
(Unreachable) ]11Z7¢ ¥ £, SDCIZELEANRERGA. 72 ME. BAMER LIZ DT A
ZEHBETEEREA,

CDO X, RDFETSDCIZEFEARRETHLZ L EZRLET,

« [—#8® Secure Device Connector (SDC) |ZEIFETX A, %M T 5 SDC IZEHETT &
NT2T 3 A L 13@fE T& £¥ A (Some Secure Device Connectors (SDC) are unreachable.
You will not be able to communicate with devices associated with these SDCs) | £ 9 A vt —
I CDO DA —L_R—JIZEFRENET,

s[E¥ =27 ax7 % (Secure Connectors) ] ~~—370 SDC D AT — & AN [EEARE
(Unreachable) 112720 £,

ZOMBEAMRIT A%, £T°SDC £ T F v FOFHEEREZRITL T EE N,

Cisco Defense Orchestrator % { i L = AWS D E & .



rFSILYa—F108 |
B =eicoo tsoe 27— 52575 F 4 TIsHB AN

1. SDC A~ o NEITH T, Mo CDOIP 7 RL AIZRETE D Z L 2R L7,
[Cisco Defense Orchestrator DE R T /NA ZA~DEHE (5X—) | 2R LT
él(\o
2. N—hE—hrETFHETERLT, CDO & SDC OF#H#i#iIT L £J, SDC 28— &'—
FESRICINET D E, [T27T 47 (Active) | AT —H AZEY £, "—hE—F&2F
B CERT BI12E. ROFNEIZHENE T,
1. 2=V —R=a—»5, [EF¥=2T7 23%27 ¥ (Secure Connectors) | ZER L £,

2. FIEARBERSDCEZ7 U v 7 LET,

3. [BfE (Actions) ]V 4 > KU T, [/>— hE— FDER (Request heartbeat) ] %227 U v
7 L/jzj—o

4. [FHEk¢ (Reconnect) 1 &2 U v 7 LET,

3. SDCH#FENTT T MIFERILESELTH, SDCH [T 2T 147 (Active) | A7 —H
IR B WESIE. TEBI% CDO CTSDC AT —& ANT 77 4 71272 57wy (150 20—
V) ] OFERICIES TL &,

FEF#% CDO TSDC R T—2 AN T U T4 TIZHE B

BELTHI097->THSDC BT I T 4 712 o7-2 L % CDO RS A2WEA1Z. SDC D
BBARFIZAER L7z cdo 2—F—RB LR T — RNk V., SSH #f#H LT SDC VM (2855 L
ij‘o

ATY 71 /opt/cdo/configure.log PR LET, Z2I121F. ASIL7ZSDC OfERRE L. TN IERICHEA I
ENEIDPREINET, By NT v 7 7oA T2 —BRELTCWAEAERITENELS A SN
TWRWEEA L, sde-onboard setup % FFEEEIT L £ 77,

a) [cdo@localhost cdo]$ ~'1a 7" F T, sudo sdc-onboard setup EATILET,

b) cdo 22—V —DONRXRT—REANLET,

) IRy MIHEWET, By E Ty TR VT MOERIIWEST, By T v T U4 =R Tfio7z
TARTCOREFIELMREL, ANNLIEEERTHZENTEET,

ATV T2 v V%R L, sudo sde-onboard setup ¥ FATLTH, SDCHT I T« Tl o722 &% CDODI/RE 720
A%, Cisco Defense Orchestrator H7A8— bk ~O3E#%,

SDCOEFELIP7 FLAMNCDO IZRERENTELY

SDCOIP T KL AZEE L7254, GMT OFHI3RFLIE £ CAEFILCDO I KM S LEH A,

. Cisco Defense Orchestrator % {5 L 7= AWS ) & IE



| F3o0va—F104
FIARE SDCOEFIZETE L5 TLva—F125 [

TNARESDCDEHEICET A ST a—TFT420T

ZDOY—)LZ&HEH LT, Secure Device Connector (SDC) %41 L7z CDO 735 F /34 A~D K
BT ARNLET, T APNEAMERICK L2 5E ., I8 AEH ORITIZ CDO 287 /3 A
ANZEZETE DN E I BT 2581, Z0O8RE2T AN T2 ENTEET,

AT TN [THUY b (Account) | A==2—%27 Vw7 L, [EF=T ax27 % (SecureConnectors) | % HEER L £7,

Example-Tenant
admin@example.com =

# Settings

= Secure Connectors

& Switch Account
= Sign Out

ATwv T2 SDC ##INL F7,
AT9 T3 HUMO[NT TNy a—F 47 (Troubleshooting) |1 LT, [T /34 ADHE#E (Device Connectivity) ]
Vv LET,
ARTYT8 NTTN Y a—T Ay TEREFEHRLEY ELTWAET NS ZAOFRN/RIPT KL AE/ZIXFQDN &R — K
FmaE AL, [F4T (Go) 1227V v LET, CDOITIROMKREE FEITLET,
a) [DNSfi#& (DNSResolution) ]: 1P 7 KL ZADRIDOVIZFQDN ZF5ET 5 &, SDC S R A A 44 % figtih
TE,IPT7 RLAZRMBGTELZ L 2R LET,
b) [#Et7 A b (Connection Test) ]: 7 /31 ANEER[FETH H Z & Z iR L E T,
¢) [TLSHY7AR— K (TLSsupport) ]: T /3A A& SDC Oli 5N AR — 32 TLS N— 3 > LR FZ2 M
LET,

e [ — h STV WS (Unsupported Cipher) | : 7 /31 A & SDC Ol f7 THAR— K 4T
% TLS N— 3 U372 WA . CDO X, SDC Tix7e< 734 A THAR— F & TW5 TLS 73—
TarEFRITONWTHET A M LET,
d) SSLAFHHE : NI 7Ny a—T 4 7Tk, iFAZER RIS E T,

ATV TS TS ZADE AN F 72137 3 A~OBEGE D REDMEN L72\WEA1E. Cisco Defense Orchestrator 78—
kA~

Secure Device Connector [CE2E 4% 52 50T HHHEFHB DM M
cisco-sa-20190215-runc

Cisco Product Security Incident Response Team (PSIRT) (%, Docker ™ B K D @ O EEHHE Iz DV
THHATDEX =2V T 47 R85 H U cisco-sa-20190215-runc # /AR L& L7z, Megatkosese
BRI DONTIL, PSIRT F— LD 7 R AL B U BRE BHA TEI 0,

ZONEFIEX. TRTO CDO o —HW—|THE L £9,

Cisco Defense Orchestrator % { i L = AWS D E & .


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190215-runc

rFSILYa—F108 |

B cooizeo sochz FoEH

«CDO ® 7 T v KRB &N 7= Secure Device Connector (SDC) Zffif L T\ 5 BEEEIL.
CDOEHT— AL > TT TIBEEFIERFEITINTWDHED, M T H0ETHY F
A,

e F LU IATRREENT-SDC ZfFH L TWAHEBEMEIL, &ETD Docker S— 3 > & fif
HATDEIICSDCARA N ET v 7L —RTH20ERNHYET, Ty 77 L —RKT5IZ
. WOFNEEFEHLET,

« CDO E#ED SDC R A FOEH (152 ~=2—7)
e HAHX LASDCHAMEEHHTDH (153 X—)

N NT X (153 X—2)

CDO 2% SDC /KRR D EH

ATv T
ATy T2

ATvT3

ATvT4

ATy TH

CDO D VM A A —Z{#i ] L 7= Secure Device Connector D JERH L7=85&1X. IROFINEEZLH L
9,

SSH 7213 A = AHFaV— L& HH L TSDC AR MR LET,
WD a< RuFEFTL T, Docker ' —EADNR—T g U AR L £,

docker version

BATOFE~ > (VM) OWTINEFEITL TV LG, ROX S RIEhnFERIhET,

> docker version
Client:
Version: 18.06.1-ce
API version: 1.38
Go version: gol.10.3
Git commit: e68fc7a
Built: Tue Aug 21 17:23:03 2018
0S/Arch: linux/amd64
Experimental: false

ZITHEWA=Y g URFREINDAREMENH Y 7,
WD a~ RE5EITL T Docker # gL, r— Y RAEFEEELFET,

> sudo yum update docker-ce
> sudo service docker restart

G¥) Docker —E ADHEALE T, CDO & T /3 AW O DN E RS U E 9,

docker version 2~ REHFEEITLET, ROEINEREINET,

> docker version
Client:
Version: 18.09.2
API version: 1.39
Go version: gol.10.6
Git commit: 6247962
Built: Sun Feb XX 04:13:27 2019
0S/Arch: linux/amd64
Experimental: false
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nZELSDCHR F2EHTS

ATYT6 ZHNTEMSIE L, Ny FREHINZE#H/N—Y 3 > Docker IZ7 v 77 L— REnFE L,

NRAZLSDCHRRA FZEHT D

AME 0 SDC AR A k&AL L TV 5 3541%, Docker DA & A h— L HIEIZ ISz BT FRIAIC

PEDWENEH Y £9, CentOS, yum, Docker-ce (T ==7 () ZHEHL7=HEX. ARO
FHNETEMEL £

Docker-ee (=2 % —7" 74 XJR) %A A M=) LIzG6, £21300 5 EZ M L T Docker
A A M= LTEEATEL, Docker DIEIEN—Y a VR DEAERH Y £F, ELWVA R
h—/38— 3 1, Docker ®X—<’ (Docker Security Update and Container Security Best

Practices) THER TE £,

NTrSvx2y
VAT, ZOMEFEE S XX e L, BIERNFIHAREIC /Y LIEVW, 7 KA H Y
EEHLET, T IS TV ICEEE~v—F 0 7 INE%13. SO TIZROBIE Cisco
Bug #ZM L T 72 &0,

CSCv033929-CVE-2019-5736 : runC 2> 7 F D7 L—7 7 7 k
COOD SN a—TFT4a42)

OJA4A2DRBD STV a—TFTa29
ELLAEWLCDO =23 2[CRoTATA LTSRS, BTA VIZKRET S
W72 CDO Y —Va a4 LTnAZ EEHRLTLIIES N,
https://sign-on.security.cisco.com (B2 7 A »F 5L T/ EATHY —Va VEBRTEET,

[CDO] # A /v% 7V v 7 LT defenseorchestrator.com {27 7 Z A 57, [CDO (EU)] %7 U v
27 LT defenseorchestrator.eu (27 7 A LET,

BITROOTAVRBO STV a—TFa0y
A—HF—BFEIIRT—FAEL G =8, CDOANDAYT A VIZKET B
fBRE CDOWKnZ A LEH2ELT, ElWwa—F—£Z L R2TU—RKE&EHALTWHWAIZH N
DhLTa A ATKRNT H5E. 20T [(R2AT—REERESEE] 2R L THAED R/
U — R&[EE TERWIEAIL, # L Cisco Secure Sign-On 70 7 o b & {ERE 31w 7o
R AHENED B W £, HH Cisco Secure Sign-On 7 77 7 > ks OAERL & Duo 26 EFHFHAED
BRE (59 —) OFNEIZHE> T, H LU Cisco Secure Sign-On 74 7 > MIHA T v 7
THLENDY E£7,

Cisco Secure Sign-On &y ¥ a/R— FAD DY A VI A, CDO ZEEITEAL
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B 7rexecamzorsinea—500

fRikik CDO 7 v v bk Lid#7e % 2 —H—4 T Cisco Secure Sign-On 7 7 7 > h Z{ERk LT
HA[EEMENH Y £9°, CDO & Cisco Secure Sign-On O ] T — W —{EH 2 U3 B 121,
Cisco Technical Assistance Center (TAC) (ZH#& L T< 72 &\, http://edo.support@cisco.com

RELEITvIR—DZERALEOT A VIZKEKT B

@Rk 77U SRR W T v =T AL Tr A LEH LT Db L
NE¥hi, 7 v 7 ~—2 M https://cdo.onelogin.com %5 L TW D ATHEMENR H W £,

fi#iRi% https:/sign-on.security.cisco.com {27 7 A > L7,

« fi#iRi% Cisco Secure Sign-On 7 4 7 > h & F7EAERL L TRV GA L, #i#l Cisco Secure
Sign-On 7 7 7 > b OfEk & Duo ZEFEFFEOHRTE L7,

cHERE FHLWT DU M EEM L TWDEEIL, ¥ v = — KT Cisco Defense Orchestrator
(CK[E) . Cisco Defense Orchestrator (BKM) . F 7213 Cisco Defense Orchestrator (77
R HA/E) IR TH5CDO XA NVET ) v LET,

« fR3R3%  https://sign-on.security.cisco.com ZfF T LI T v I/~ —T EHHF L ET,

TOERRAESBHED FS TN a—TFa2T
T 4 U H—T U D FEREIREDAER

AT T1
ATvT2
ATvT3
ATv74
ATvTH
ATv7T6

ATy 717

FES =2 a U N—T, [TAAAREY—E R %7 ) v 7 LET,

[FARA R 4T %7V v LET,

WY T NA AR TDETH ) w7 LET,

BrLnT 4 =7V FEREIREEDOT SA AZRIRL F7,

(L7 4 v =TV hERE) A T[4 =TV b OER 27 ) v 7 LET,
T4 =TV MR L TKRBT L LTk b, UTOFIEEZFEITLETS,

1. [Fa4v =7V bopFvra—R %2270 v 7 LTHRLET,

2. 74 A=V MIHEN 2T AR 227 ) v 7 LET, WMERISLIEAIE. [FrrbBL] %
707 LET,

B LT 4 o H—T ) > FORBEERR L2k, 731 AOEFIRIER (42 T4 ] LFR &, Mk
T — 5 AR BEFM] 7213 AR L FRENDEARH Y £ T, EROBEE OMIR] 28 L, CDO
LTS ARIOHER O AR A TR LT LE T, BEOBAOMT: (128 <—3)
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Security and Analytics Logging 1 N> b EFRA L=y bT—OBBD STV a—TFT 45 .

SecurityandAnalyticsLogging4 N> FEZFEALzR*Yy FT—VBED S TNV a—TFT 4«
g
ZHE, AR P E2—TEFEHL TRy NV—7 ORMEEZ N T TV a— b5 ORR
7R 7 L—AU—27 TY,

ZOVFIVATIE, Fy NI—ZEHF—L20, 22— =Xy NU—27 LDV VY —R|ZT 7
TATERNVEWVWIREEZZ TR EMEL TCWEY, BEEZOEFZHREL VD2 —
P—IZEESNWT, Xy NV —ZEHTF—AIX, EOT77 AT U r—AB2—HF—2LDH) V—
ANDT 72 AEHH L TODENEHHE L TV ET,

\)

CE)  Fh, ZOVFIATE, Ry bVI—2 I T4 vV aERT D7 74T U4 —/VIRFID 7
NAATHD EMEE L TWET, Security Analytics and Logging (%, DT /A XX A v |
FUUBEREINE LA,

AT FEF—2a s U RuT, [EZFV DT> bAXUHE2 7Y v LET,

ATy T2 B\ 47 %270 w7 LET,

AT 73 [EEH L DA X bOT7 o VHUEZBG L E T, T 740 T, B 7ICidiiEE 1 R o
AR MIRFREINET, TNNIELWEMFEHE TH L 5E1T. BEO A &A% K TIRZ & LTA
SLET, ZRNELWERMEPE CRWEEIL, W S M-EOREM 2 5 TP aaRef & & TR 2 A7)
LET,

ATY T4 [BErP—ID] 74—V RIZ, 2=V —DT 7 ERZHIFHAL TNDEEXLND 77 AT U4 —/LDIPT R
VAZANNTLET, 774 T U+ —APEEOFREEND DGE1T, MBA—CBEEOST Z2HEH LT
AR DT A NZRBLET, 200 MY EERL, ENHEZORAT— AV M THRELET,
f5: SensorID:192.168.10.2 OR SensorID:192.168.20.2,
ATFYTE AR T4 NEZR—=D [EETIP] 74— RIZa—HF—DIPT FLAZ AN LET,
ATYT6 2=V =N V=R T IV BATERWEARIE, DU Y—ADIPT KL A% [##H5IP] 7 4 —/L RIZA
HLET,
ATV T FRICERENDIAR MEEAL, ZOFMEMRALET, U NCERENDIFMO—H 4R LET,
« AC_RuleAction : v —/L3 MU T—Sic L ZZFEITSNLT 7> ay FFA, B, 7ry )
« FirewallPolicy : X h% h U H— L7 V—ABHEET LR >—,

« FirewallRule : - X & h U H— L 7=/ — /L D4, fE Default Action D&, A X2 ~& MU T —
L7=DER) o—DF 74NV T 7arThY, R —HNOL—1LD 1 DOTEHY A,

sUserName : f =3 = —HXDIP 7 L AIZE#ES T bNZ2—Y—, /= =—%IPT KL A ILEE
JTIP 7 RL A LR TT,

ATV T8 N—NDT 7 a7 7EAEGITF T DHEA1L, [FirewallRule] 7  —/L K & [FirewallPolicy] 7 1 —/V
REHERLT, 778242780y 7 LTWAERY —HNOL—LERHELET,
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B ssiesmsomEo s T a—F 0y

SSLIESMZEDHEED FS TV a—T4 0T

EEEEZGNTSOY TIIHEEET 207 T TIEHEEE LG L Web S 1 FONIE (SSLEF-IXER
SERBE=2Y)

A= 7+ UV BIOEOMDTNA ZAHO—EOT 7Y r—a ¢k ISSL (F 7213705
) E=v 7] EREIN D FENMER SN E T, SSLE = FETIR, wD Y — N —GEFE
DOy aDNT TV r—a  ARORNEICHDIAENE T, TORE, 77V r—a2n
PB4 STz REH] # % Firepower Threat Defense 7 /34 A B THLD & /v ¥ 2 FREEIZRL
L., #rmfrainnx,

WebW A DT TV r—a U EEALTCEDY A MIEHRT D ZENTERNNI LD
T, Web 7 7 U EHERT GG, BRI LT 7Y r—ra U EER LT N A B
DT TUFTHHRTE D LV OB ERIERTT, 72 & %X, Facebook @ iOS F 7= 1% Android
TV —va 2T S ISR L £33, Safari % 721% Chrome T
https://www.facebook.com ZFEE T % & #Hfi (I L £7,

SSL B'= 3 Z 3 MR I P B SR 2 M 2 72 DI &N 5720, EREERIIH 0 8 A, RO
WITNOORINEZFEHTHILERH D £,
HHORT
A MR T T T TIIHERET DDIZFRI LT NA A LT 7 r—3 a U TIIERE L W&
W, IRFHEEICSSLE = JiIck bt EZxbnE T, 720, FLSHRZLEND D
BlX, 79 UYOT A MIMAZ T, #HA X FE2EHALTSSL =0 7 a2t £,
TV = alE, RO 2 ODFIET/N Y ¥ 2 FRGED RBUZKHLT 556036 0 7,
« I NN—T 10T 7Y r—3 3 (Facebook 72 &) 1. — 375 SH, CERT. SHD % v
v —UEZIFE S LT ITSSLALERT A v — V% EELET, 77— ME, @4, SSL
v’ =27 %77 [UnknownCA (48)] 77— hT%, 77—k A vE—TDH%ICZTCP U
Ty MRERFEINET, A FOFEMEHR TRO L O RIERN S E T,
*SSL 7wu— 7FZIZIX ALERT SEEN A& EhET,

*SSL 7m— 77 7|ZIX APP DATA C2S F7zif APP DATA S2C & ENFEFHA,

*SSL 7m— Awt—UL, #%, CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE,
SERVER KEY EXCHANGE, SERVER HELLO DONE T,

« IN—T2DT 7Y r— a3 (Dropbox 72 E) X7 7 — b EEFELERA, KDV,
NS R 2 A TMETTDHETHELS>TOLLTCP Uy FEEELET, 41X FTKRD
LORIERP RO NET,

*SSL 7wu— 777X ALERT SEEN, APP DATA C2S F7zld APP DATA S2C IHENFEEA,

*SSL 7r— Ay&—Uk, #@%, CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE,
SERVER KEY EXCHANGE, SERVER HELLO DONE, CLIENT KEY EXCHANGE,
CLIENT CHANGE CIPHER SPEC, CLIENT FINISHED, SERVER CHANGE CIPHER SPEC,
SERVER_FINISHED T,
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— / N — N\ ~ — AN

BIT#ODTA VRBD S IV a—TFTa 09
A—H—BFEFIIRT—FAELLCLEWN=8H, CDOADAT A VIZKET B
fRRE CDOICr /A LEHELT, ELVn—F AL AT —REZHHLTHDIZHD
POLTE A ATKRIRT 25E . EE (AR T — ReERTEES] 2R L THLERR/SA
U — R&[EE TE WA 1E, # LU Cisco Secure Sign-On 74 7 ks BERET I 7 A >
BRATZARENED N B W £, HH Cisco Secure Sign-On 7 51 7 o ks OAERL & Duo 26 EFHEFHAED
RIE (59 =) OFNAEIZHE> T, #H LU Cisco Secure Sign-On 77 7 > MIH A T v 7
THLERDY 9,
Cisco Secure Sign-On & L a/Kk— FADB T A VMY 54, CDO EEHTELLY
f@ikik CDO 7 H v v bk &id#7e % = —H—4 T Cisco Secure Sign-On 7 7 7 > h Z{ERk LT\

HA[EEMENH Y £9°, CDO & Cisco Secure Sign-On O ] T — W —{EH AU 3 51213,
Cisco Technical Assistance Center (TAC) [ZH#& L T < 72 &V, http://edo.support@cisco.com

RELEITvIR—DVZERALEODT A VIZKEKT B

iRk 77U SRR W T v =T AL Tr A LEH LT Db L
NE¥hi, 7 v 7 ~—2 M https://cdo.onelogin.com %5 L TW D ATHEMEN H W £,

fi#iRi% https://sign-on.security.cisco.com (22 7 A > L E T,

« fi#iRi% Cisco Secure Sign-On 7 4 7 > h & F7E/ERL L TORWGATEL, #i#l Cisco Secure
Sign-On 7 7 7 > N OERL & Duo ZHEFEFRAEORE L E T,

cHERE FHLWT DU M EEMR L TWDEEAIL, ¥ v = — KT Cisco Defense Orchestrator
CKME) . Cisco Defense Orchestrator (ERJN) . = 7213 Cisco Defense Orchestrator (7737
K HA/RE) IZRET 5 CDO XA NVET ) v LET,

« fR3R3%  https://sign-on.security.cisco.com Zf§ T LI T v I/~ —T ZHHF L ET,

ATz DS TV a—TFTa 5

BEEAF IOV FORBEDERR

HEA T Vo7 NaE X, RUTAA A RICH D, ARNERRDPMEERCTH D2 oL ED
F7Vxr T, WE, BEELIEAT V=7 NI TEMRSHh, RICAMEZREZL, &F
JERRYV—IZLoTEHESNET, EEAT V=7 FOREEZRR L7-%. CDO X, ¥
BeZTo53_XRCOA7V=7 MBREBRSNIAT V=7 M TEHLET,

HEAT V=7 FORMEZERT DI TOFIRZFEITLET,

ARTVTN [AT7Vx7 NR=VERE, A7V a7 VAR LT, BEEA T V= FOMEE RS ET,

AT9 T2 FEROFNL 1 OEBRLE T, A7V =7 O AT, ST 2 EHEOEE /RT [EH] 74—V
RIRFRENET,
[d DUPLICATE Resolve | Ignare
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AT9 T3 [k (Resolve) 127V w7 LEd, CDOIX, BEEA TV =7 haltift TcE b L oICE R LET,
ATy TE T HF T A2 OBINLE T,
ATV TS LFOATarndbh £,

ATVl bO1IOEJDOAT V2 PTEESBZ 25813, RFTL47 V=7 F TR 227 Y v
7L, MR %7 ) v LCEBEZ T LT A RERy NI =R v—%ffggd L, ZRICHBER
RINE R Z 27 ) v 7 LET, CDOL, BIRLIAT V=7 MIESHATRIFL, BEEZHIFR
Liﬁ‘o

CVANCHDAT V=7 MRS 5. B 227 ) v LES, A7 V=27 bE2ERTD L
CDO NERTLHEEAT V=7 DU A M rbHIBRSNET,

ATVl FahRFFT OO0, BEEAT V=7 PO T CDO BNENEZHBELR2NE IITT DI
. [TTER) A2 Y v 7 LET,

ATV T6 EEA TV FOMBENRIR LT, ToT-EEE2E5T T RTOT A, ZAOREEO S L E 22—
D, L T BB L —EICER L £,

RKERA TPV FORBBEDRRR

RERAT V7 b, T ZAERICFEETHH0D, WA TV s b, 7278RY
A R, NAT L— LI Lo TEREINLTWRWA T V=7 T,

BEEIER -
e TNA ALY —ERDOY R DO AR— K (75 2—)

* CDO ~DT ™A A—fEFPHE (79 X—)
KREAAT TV FORIBEDORER

AFYTN Ama—N—THAT V=7 NEI VI L, AT V=7 b7V ARBLT, REAOAT V=7 b
DREE ROF £,

ATy T2 1 DL EORMFHOA TV 27 FEEIRLE T,

ATV T3 UTOFT>arnbyET,
cBIEV 4 RUTIHIBRI8Z 27 ) v 7 LT, RMEHOAT Y =2 F%& CDO »HHIBRLET,
[ RA T [EBR) 27V v/ LET, A7 V=7 FEERET DL, CDOEREROF TV =
FOWRIZFDOF TV 27 FEERLRL R £9,

ATy Td RMERHOFT 27 FEUIBR LSS, (ToT22 82457 CTR_RTOT A, ZAOWREED T L B a—
R (118 X—) 2, L T OERBOEFE A~ —FEIZER L1,
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sEAtr 7oz ro—Eak

G REMOAT V=7 FORMEZ ETHRRTDI12E, 7Y FOMEEZ —EITRRT 5]
ZZRLTIESN,

KEAA T bO—EHIRR

RATFYTN ATV M R—VERE, A7 V=7 M7 4V HZRBL T, KEMA7 V=2 FoOREEZ ST F
R

ATvT2 HIRTORMEHOAT V27 FERIRL E7,

e R—=T DT RTCOAT V=V FEERT I, 7027 b T —TNDNy XTI HDF =y
IRy I A&7V w7 LET,

ATV NT =T NTREHOF TV =7 FEEBNTERIR L £,

AT T3 FAUO [T 7y a A TlHIBRle%E 27 U » 27 LT, CDO TR LIZREROA TV =7 b3 < THI
BRLET, 9MEOA 7Y bEFRFHCHIBRTE £,

ATY T4 [OK]%227 Vw7 LT, REHOAT =7 FEHIRTHZ & 2R LET,
ATV TE ZNLOEFEORBIZIE., DD 250 HENRDH Y £9,

AT TERHELSTSTRTOT NN, ADOEREEDO T L E 2— LB, L T OEROER %
—BEICERE L ET,

[TAA ALY —ER]N—=VEAE, BROHEBLZ T 2T A AERELET, BEHEOEELZIT
HENTOF N, ZAEBEIRL, [FH] A > T[T _TERN (DeployAll) 2%227 UV v 7 LEd, i
EiL., WEIRT Vi a v EETLET,

BATOU FOREIEZRIRT S

Z:%/El\j_7:/3: 7k B INCONSISTENT 2 Resalve | Ignore L [ ) Ouj:@i‘—‘/\/]’

FZhHD, BENIFA CEMETRE R ATV P T, 22— =R ko T, [FH
CARTENEDF TV =7 NaelET 22 8RBV E£7T, ZNbDFT V=7 FOENKRRH D
PRI O CTH AR DEIC/RY | AREDAETET,

T ABEAT Vs FOMEE - FETHERT DI, A7V FORMEEZ IR
51 #BRLTIESN,

ANEGFTT V=7 ML TIROZ EZFETTEET,

«[#EMH] : CDOIE, A7 V=7 NEOARBEEZEE L, TNOLDEERFLET, 2047
TV MI. REEITIVICEREINZRL D FT,

quV(Mﬁa](mOi BIRINTWDLTRTOLT V27 FEZDfEE 1 DDA
T NN —FITHEAE LET,
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s [4RTDZH (Rename) |: CDO T, NEAAFT V=2 bO—DODARIZEL L, HLW
AiETHZEMTEET,

[ FEERY NI F TVl FOF— =T 4 R~DZHL (Convert Shared Network Objects
to Overrides) ]: CDO T, REGOHHLIEAT V=27 b (A—"—F A ROFEII)
PoLT) | A== T A ROHLIHE—DIFEAT V7 MIFEETEET, NEAST
Tl bORS RNRT 7 A0 MEDB, LB SND AT V=7 FOT T 4V bk
LTRHESNET,

N

GE) BT 74V MENEEHDGEE. TDOHIHLO—2ORT 7 &
JIRELTRBIRENET, BOOT 74V MEEF—R—F A |
X, FOA T2V bOFA—NR—F 4 RELTRESNET,

c[FEERY NT—7 T N—TOBIMOME~DZH (Convert Shared Network Group to Additional
Values) ]: CDO T, RELGOHLIEGR Yy NT—I T NV—T % BINOEOH 5 H—D
ARy NT—I TN—TITREETEET, ZOMREOEEL, BRI TESER Y
N =27 T N—712, FUEZFFODR L b1 O0EF TV =7 NRMLETHL] &
WO HLDTY, ZOREIET LT XTOT 740 MERT 7 4 /L MEIZRY | 70D D
TV Mt HLLKERENDI XY NT—2 T —TOBEMOMEE LTE Y L THR
*7,

T 21X AEEOH DL 2OOAERYy NIV =0 T N—TRbbELET, 1 DHOX Y
NU—2 7 /—7" [shared network group| 1. [lobject 1) (192.0.2.x) & Tlobject 2]
(192.0.2.y) TEEIANLTWET, £/, BIMOME lobject 31 (192.0.2.2) HEFEINL T

£9, 22HDOFR Y NU—2 7 )L—"7 [shared network group| 1%, Tobject 1] (192.0.2.x)

EBINOME Tobject 4] (192.02.b) TEESNET, HHEX Y NT—27 T A—T%BMO

EICEHT DL, FTLLIEREID ZV—7 [shared network group) (Zi%, 7 7 #/ ME

& LT lobject 1) (192.02x) & Tobject 2] (192.02.y) W& E£h., BIMOfEE LT
lobject 3] (192.0.2.a) & Tlobject 4] (192.02b) BEENET,

N

GE) #HLWky hU—2F 7 V=7 FEERTDH L. CDOIE. ZDfH
ZREICARIOBEGFO®RE Ry NI =T 4TV b~ A —s3—
FA RELTHIMIZEID Y CTET, ZHE, FHTLWLT A AN
CDO IZE A SN HLGEICH Y TIEED £7°,

HENRID 4TI, ROFEDWHIZIN TV DEHEITORIELET,
1L LRy hUV—=20F TVl RRTAA ZZEHD B TONDILERH Y 7,

2. FFY M, FUANIE S A FOREFT Vw2 b8 | SEFIHET 2 BENRSD Y £
ﬁ—o

3. EEAT V= MUK, TTIA—AA=T A FREFENRTVDIRERDH Y 7,
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REEAT7 V=7 POREEZMRT 21213, ROFMZFATLET,

AT [ATV27 N R=VZERE, A7 V=7 N7 o VAU LT, AEAAFT V=7 FOMEEZ RO F
@—o

ART9 T2 REEGAT V2l bEBIRLET, 7V MO ARV, B4 TIHA4T7 V=7 NOKERT [
A (INCONSISTENT) ] 7 4 —/L RRF/RENET,

L
AT9 T3 [k Resolve) 127V v 7 LET, CDOIL, REAA T V27 MEEETEDEIICERLET,
ATV T84 UTFOFTarib £,
o [T RTES] (lgnore All) ]:

1. #RENAHAIFT V27 FEHEEL, W04 T Y27 N THERIZZ ) v 7 LET, 7203
TRTCOAT V27 bEERT DD, [TTER (Ignore All) 1227V v 27 LET,

2. OK]1Z27 Vw27 LCHERLET,

[ATPxH bET—U L THEIR (Resolve by merging objects) ] :
1. X2oDFAT V=l ha~—2 LY (Resolve by Merging X Objects) | %2V v 27 LET,
2. [#EFE (Confirm) %227 VU v 7 LET,

*[RATDZEE (Rename) ] :
1. [&BIDOZHE (Rename) %27V v 7 LET,
2. HUTDHRY PR —BILOT N, A~OEFE AL, [HER (Confim) 127 U v 7
LET,

o [A—"—F A4 E~ADZEH: (Convertto Overrides) | (REEDHHIEFEA TV +DIFE) A
FTV ) e d—N—=T A REHRT 56, SR VE, [REAEDH S (Inconsistent
Values) 1 7 4 —/V KDOT 7 3/ MEOHZRBERENFET,

1. [A——=F A R~DZ%H: (Convertto Overrides) 127 Vw7 LET, T _XTCOREELFT V=V
NI, A—N"—=F 4 RO —DHGA TV =y MIEBINET,

2. [ (Confim) 1227V v 7 LET, A4 TV =7 bO#E (EditShared Object) %227 U v 7
ToHE LR SNTZAT V=7 NOFFMPFRRINET, EmEKREIE T K%
LT, 774N heAd—n"—F 4 FOMTEEZBETHZ ENTEET,

« GEMDE~DZEH: (Convert to Additional Values) | (FBEDHZD 1Y bT—9 5 IL—TDI5SE)

1. [EMOfE~DZH (Convertto Additional Values) (%7 U v 27 LET, TXTOREELT V=
ME, BNMOEEZFFOHE—OFEAT Vs MIERESNET,

2. BAETLHRY PU—IRY —BROT A ZA~OEFEZRAF L, (MR (Confirm) 1227V v 7
Liﬁ‘o
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ATYTES REGEMRLIZG, ToERELT ST RTOT AN, ADERELEDOT L E 2 — L RN, FfL T
MOBROEF 2 — IR LET,

7019 bOMEE—EIZBRRT S

RERA 7Y =7 SORMBEOER, BEAT Y =7 NOMBEORE, FEEGF 7Y =7 FOR
AT 5 (159 X—) OMEOH ATV NEfRRTHIED 120X, 2 b &5
WEHZLTT, A7 V=7 MIEBEOMERHLHETH, H#EBOAT7 V=7 FaBIRL T
BHETEET, LT AT V=7 MI-BMDRR, SOICRERDOEE, —EICEHET
EHMEZA 711 D2 TY,

|

BE ®TAT V=7 FBMOMEY A ZICEEMT ONTSE S, EITLEERT 7 a i3 £
DORHTER LIZIEIC OB L E T, e xid, BEEL TWEEDIZA T V=7 M ER
L. BCEDAT V=l "IIREELE L Ty—Y SNTHE, 20X TV =7 Ve BEEAT
V7 FELTEGRELTH, AMEGOAT7 V27 FELTEREINIDITTEHY £ A,

2 —$ECHEAT 21213, BLTOFIRICHE> TS Z S0y,

ATV TN [TV NNV EHEET, REEZKRVIADLTEDIC, 7 V7 NORMEE 7 4 VA LBETE ET,
RTVT2 A7V T —T7NT, BT LT RTORYT LA T Vs NEBIRLET, B8 Tk, 3
BATTLWH TVl BT N—FeSET,
Issues
(& Duplicate lgnare (4)

®) Inconsistent gnore (2)
Unused lgnore (1)

AT9T3 [ERIZ2 ) v 7 LT, MEEZ A THICERLES, MEY A7 2L @B RT20ERHY £,
RTYT4 0K %7V v 7 LT, TNOLDOFT V=l MBI L2 L 2R LET,

TN A DIERIRRE

CDO 77 MIEANEHINT=T A AOERIKEBEZR R TEET, ZOM Y7, &F
SFE BRI PR T 2 DI L E T, [T AL —ERN—T O [He (Connectivity) |
N7 BT, TS ADEERRENR R R SIVET,

TS ZADEEFERREDN [H T A ) OGS T3 AOERNA 17> TWT, CDO T
P SN TWAZ EABERLET, LTORICEHEHB SN TWDHZOMOIRIEX, HF, ZFZ
FEREHTT AN, RZHEPEE LTS EIZRD 3, ZORE, 20895 28N HEET
L HEERLTCWET, FEREEDFIKE 72> TWDMBENER D 2 TN H Y £9, i
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fea kx5 &, CDO X, F#Efia FTT 20N, £TINOORMBEEL T X THRILT 5L 912

*bbiﬁ—o
TN R D HERTIREE EALbNBRE FRRE
Z 74 >~ (Online) T ZDOBEFMN A>T | NA

T, CDO [ZEfHi s T\ E
ﬁ‘o

F7 T4

T ZAOBFENEINTND
D, Ay MU — 7 B KD

FRAARET TA N D
MR LET,

Insufficient licenses

TNA AT A 'R
NHY EHEA,

FABARED KT T
va—bh (163 2—2)

TVT Uy VINERTH D

CDO N F /31 ATHEe T 5 7=
WITHEHT D2 —P—4 &%
AT — ROMBEOENEL
<HYFEHA,

M a 7 A ANERO T T
Nya—h (164 =—)

New Certificate Detected

T DTN, ADFEHE NS E
INE LR, TS ABED
BAGEAEZEH L TV 535
Gy ZHUIT A ZADERE
FHRA L7272 A LA
RS £,

FHRGEHEORED b7 7L
va—b (1652—2)

A R—T 4 T T —

CDO 238 AE(HIRFIZT /34 A
L DG & Ko T T TREMEN B
D gzj—o

FAR—=TFT 4T T—D
FZITNa—h (1743—)

FAtL U ALRRD T T a—F
TNA ADEHGRAT —H AN [TA B APARE L TWET (Insufficient License) ] & FR S
%613, LTOFIEEZFATLET,

T NRAANTA VL AZTETHETCLIELLHFHE T, @H . Cisco Smart Software
Manager 2387 LN T A £ A& T34 AT 2 IZEREE 2 0000 97,

« TNAADAT —ZANREDLIRNGHIE, CDONHHA T U ML ThLEHEYA
AT HZETCDOR—=ZNLEHTHLT, T4 BV A= N"=LT N A 2LDHDF
N — 27 BEDOREE AR L ET,

cIR—=HNEFHRF L THTNA ADAT —HANEREINZWIGEST, ROFIEEZFEITLE

R
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AT F1 Cisco Smart Software Manager 2> 58 LW b—27 V24K L, ab—LET, Ml VW TiE, A~—+7
A B ADERICEAT L ET A2 ZBH IV,

AT T2 CDODFTEF =2 a /=T, [T ALY —ER]|_X=V% 7Y v 7 LET,

RTFYTI [THAR 2T %7 ) w7 LET,

RTY T8 WYRTNAAZATOE TRV w7 L, AT—HAN[TABVANPAZELTWET (Insufficient
License) | DT /34 A& L £,

AT YTS [THA ADFHEM A T, [TA B ADBRELTCWET (Insufficient License) [IZFEREIND [T 1
ADEE (Manage Licenses) |27 U v 7 LET, [T ADEPE (Manage Licenses) |V « > N RFE

IRENET,

AT T6 [777T 471t (Activate) 17 4 —/L KT, FH LW b—7 &Y 1T T[T 734 AD% 4Gk (Register Device) ]
Vw7 LET,
=2 VT NA R WCHEH NS &, BREN [ T4 V] ICEDY 7,

\|HLEOTAERO S TILa—F

BN iem 7 A AMERICE DT A ZADYIMW 2 R T 5121, ROFIEEZFETLET,

AT [T ALY —ER| =V EHEET,

ATV T2 [TRA R 2T %7 w7 LET,

AT T3 WYIRTNAAZATORT %IV w7 L, AT —HAN[BRh7ra 74 NER] OFT A A% RINLE
R

ATV T4 [THA ZAOFEM] <A T, e m 7 A UER]ICFRIND [k #27 U v 7 LET, CDORT A
A AL DOFHEREZRITLET,

ATV TS THRAZADOHF L2 —P—Z ENRNRAT— ROAT RO BNT6,

ATvT6 [ffT (Continue) 127V v 7 LET,

ARTYTD TARALARE T A N0 FEHTEDREICR-720, [ALD122 ) v7 LET,

AT v T8 CDO MWT A A~DERIZ Wkotm74/%ﬁ%ﬁmbiakbttw T ASDOHEHGZ CDO 23
AT 22— LR T— ROMAEDENR, TA A LTHEHBEATINZAREERHY £5, T2
ARE THTA ] TR, AT —F AT FHEPRHINE L] THDLZ R0 3, [k
DA OFRR] Z#EH LT, CDO &7 /34 AR ORER D 722 2 % feid U TR L E 77, 5% E Dbt DR
(128 *X—)
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MFREAEDORED ST a— bk

CDO TOERAENEA

CDO (X, T/3A AT D & EITiEHEOFIEZ T = v 7 LE T, BARMIZIE,. CDO I
WD LEERLET,

1. TNRNAATTLS N—V a3 10 LIEEMEHL TS,

2. TAALRZK VIR ENDFEAEREDIMBENTH Y, A BEORMNTHS (T4
bbb, TTIZEMIR>TEY ., BAIKAMEEIND LAV a—/LEZN TR

3. FEMIFEIE. SHA-256 GEHI#E TH 5 Z &, SHA-1GEEITZ T AN LI EYE A,
4. WOWTINDLNELET DL,

c TS XTACEAERAF LML, TOEHFTR TSN a—F—IZ LV EHS
NI EFTDFEAE LRI L TH 5.,

« TRA A, B TXLGER (CA) B»ELA Lt EAFEH L, fErndhizl —7
EERHENSEIE CAIZY 7 L TWAIEHEF = — 2R L TV 5,

bk, T UYL IRELR D CDO OIFEEOM )T 1E T,

« AOBAGEHEDOL A, CDO X, 73 A DB AN E /I TFHEHRFIC, FAL 4
Fxy 72BN T, RbViZ, TOMHAEINEKRL—Y —ICL > TEESWRERE
ERBIL—ETHZLETF v LET,

«CDOIX. EFNECAZTR—FLTWERA, BFETIZ. NECAICL - TELEN
FFAEAEEZ F = v 7 T 5 ETH 0 A,

ASA T HRA ADFEHETF = v 7 %, TNAA AT LT H LM TEET, ASAD
AEAEZ CDOBEF TE WS, TOT AL ZADGIAET = v 7 2+ 547 v a
VBN FET, TN ZAOIHETF = v 7 OEGL AR L THIERE LTTF A R EEA
W CEX RV, T AL THRELLEIP 7 RLABIOR— FAELL 2N
DEIEFRECITARWARENER SV £7, FEET = v 7 27 0 — LT 5 51k,
FFVAR— P SN TWDIAEHEEZR ST A AOFEHET = v 7 2802325 HikixdH
D EHA, HEASAT A ZAOFMAET = v 7 # 8N T 2 HETH Y THA,

TR, ZADFEHEF = v 7 2L TH, CDO X, 5l&#HiE TLS #H L CTF /34 A
B LE 908, SR ORI SN AFEHEEBIEL A, 2F 0, Ny T
FWBEZ I A I CE AN, 777 ¢ 7 HEBCERE X, B 7R5EHEAL CDO 12
Rt 22 LI ko T, #RA T SRR H Y £,

SEAEDREEDRE

WL ONDEH T CDO 237 /3 A2 BAR({TE WEE"H Y £4°, ULIZ TCDO cannot
connect to the device using the certificate presented| &9 A vt —VNERRINHGEIL, FEH]
FICMERH Y £, ZOA vy E—UNULICRRINBRWIEGEE, MEREROME (5
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A AZBFETE W) FREtoMmoxy hU—7 2T —ZBEL TWAAREMNE L 20 £
TO

CDO D EDREAEAZIEG T A EHE 2 HWr 521X, SDC AR b, FITEET A X 2EH|
FETEDHOARART, openssl 2~ R A4 Y —LEFHLET, KOa~> REHHL
T, TARA R L o TR ENTFZEHEEZ R T 7 7 AV EER L ET,

openssl s client -showcerts -connect <host>:<port> &> <filename>.txt

Doy RTH, ®EFHE Y v a ORI EIND T, BREZIZ Cul+C F—%F ML TR T
THMLENDY £,

WO XS M N %G 7 7 A NVDPERINET,

depth=2 C = US, O = GeoTrust Inc., CN = GeoTrust Global CA
verify return:1
depth=1 C = US, O = Google Inc, CN = Google Internet Authority G2
verify return:1
depth=0 C = US, ST = California, L = Mountain View, O = Google Inc, CN = *.google.com
verify return:1 CONNECTED(00000003)
Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base6b4...
tzw9TylimhJpZcldgihFVTgFM7 rMU2VHuUlpJgA59gdba0/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAGIDAjgSMAOGCSqGSIb3DQEBCWUAMEIXCZAJBGNVBAYTALVT
....lots of baseb4...
tzw9TylimhJpZcldgihFVTgFM7 rMU2VHUlpJgA59gdba0/BE

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCzAJBgNVBAYTALVT
....lots of base6t4...
b8ravHNjkOR/ez41iyz0H7V84dJzjA1BOoa+Y7mHyhD8S

Server certificate

subject=/C=US/ST=California/L=Mountain View/0O=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

No client certificate CA names sent

Peer signing digest: SHAS512

Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 4575 bytes and written 434 bytes
New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSvl.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
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Session-ID: 48F046F3360225D51BE3362B50CE4FE8DB6D6B80B871C2A6DD5461850C4CF5AB

Session-ID-ctx:

Master-Key:
9A9CCBAA4F5A25BI5C37EFT7C6870F8C5DD3755A9A7BACCE4535190B793DEFFS53F94203AB0A62F9F70B9099FBFEBABIB6

Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[.
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..AGf>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3(
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f £2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.
0070 - 23 35 6d £7 7d 85 39 1lc-ad cd 49 f1 fd dd 15 de #5m.}.9...I.....
0080 - £6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ..."E.|.k.x.I..E

0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$.E.A....J.6.C
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)

ZOHIITIE, OIS, R R —2 (verify return) O— FAVREN TV D% DITICER
LCLEE, GEAEICET 2MENFIET 256, 20 #—ra— REErlibcizb
TT7—OFPANRERINET,

COFAEIS—aI—FDOJURMZRHALT, —BRHLGIS—EZDEBEAREZREIELTSE
LY,

0X509_V_OK : #AERRII L E L7,

2X509 V_ERR_UNABLE TO GET ISSUER _CERT : {E#H C& 72V \iEHEDO I THFEHEN A
OMY EFHATLT,

3 X509 V_ERR_UNABLE TO GET CRL : ZEHi#E®D CRL R L5730 £HATLI,

4X509 V_ERR_UNABLE TO DECRYPT CERT SIGNATURE : iFHHE D B4, & I BfifHi ¢ &
FEATLE, Zhid, EEOZBLAEN., BIFHMELE —H L2 TIEZRLS, HIlTE ol
TLEEBEWLET, ZHUL RSAF—IZOWVWTOAERERLET,

5X509 V_ERR_UNABLE TO DECRYPT CRL _SIGNATURE : CRL D&% & 5t C& 4
AT LT, ThiuE, EEOBAMEN, MIFFEE —B Lo Tldk, HilT&Rholol &
ZEWLET, REMH,

6 X509 V_ERR_UNABLE_TO_ DECODE_ISSUER PUBLIC KEY : ZEH# SubjectPublicKeyInfo
DABF — % AN EFATL,

7X509 V_ERR_CERT SIGNATURE FAILURE : iEPHEOE4 NEL TY,
8 X509 V_ERR_CRL_SIGNATURE FAILURE : iEMHED B4 NI T,

9 X509_V_ERR_CERT NOT_YET VALID : GEFENEIZHETIEH Y £E A (notBefore D H
MRBERZ LV % TT) o SOV TR, Zo%O HERYY ¥ —ra—F: 9 GEHFER
ELEAMTIEHY £HA) | 2L TSN,
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10X509 V_ERR_CERT HAS EXPIRED : iEED A ZHIEA I TV E T (notAfter D H {173
BUERZI LV ATTY) o, FEMICOVWTIEL, Z0%D THRY #—ra—F 10 GEHEFEOAL)
HIRAEINTWET) J 2R TSN,

11 X509 V_ERR_CRL NOT YET VALID : CRL N E7ZHTIiEdH Y £H A,
12 X509 V_ERR_CRL HAS EXPIRED : CRL OA AR TN TV E T,

13 X509 V_ERR_ERROR_IN_CERT NOT BEFORE_FIELD : B ® notBefore 7 1 —/L KIZ
BN Z N EENTWVET,

14X509 V_ERR_ERROR_IN CERT NOT AFTER FIELD : FEBHZE D notAfter 7 « —/L F{Z L)
RBEHINE ENTOET,

15 X509 V_ERR_ERROR_IN CRL _LAST UPDATE FIELD : CRL ® lastUpdate 7 4 —/b |24
NIREEA NG E TV ET,

16 X509 V_ERR_ERROR IN CRL NEXT UPDATE FIELD : CRL ® nextUpdate 7 -f — /L F|Z4E
NIRREZINE ENTHET,

17 X509 V_ERR OUT OF MEM : AEV AZFV Y TELH> L L T=T—0RELELLE, 2
WL TRAE L2 WIEToORE T,

18 X509 V_ERR DEPTH _ZERO SELF SIGNED CERT : JE XN 7-FEAEIH OBEABEATH
D, EEHTEZ2MHED Y X MFE CFEHEN 21D £H A,

19 X509 V_ERR_SELF SIGNED CERT IN CHAIN : {G#{CX 72\ GEE A H L CRElE
Fx—EBETXELEN, b — "R —B NV TROPD EHEATLE,

20X509 V_ERR UNABLE TO GET ISSUER CERT LOCALLY : B—Hh /LTl w7 T v 7 Eh
TREEORITE A EN RO FHATLE, Ziuk, @, BETE2iHEOY 2 L
MEETIEIRNWZ EE2ERLET,

21 X509 V_ERR_UNABLE TO VERIFY LEAF SIGNATURE : F = — UIZFEAEN 1 D LE
EFNTELT., TNURHOEBRAEATRWZD, BAZRIETEEHEATLE, FHIZONT
X, 2% THERY ¥ —ra—F 21 (RPIOEAFLZHRAETE EEA) | 2ZRLTE
EV, FEHIZOWTIX, 2% THERY ¥ —ra— K 21 (RPIOFEAELSREETE 4
A) ) EBRLTLIEIN,

22 X509 V_ERR _CERT CHAIN TOO LONG : if1ETF = —r ORI N, HE I NI RKIEE
EHEZCOET, KEH,

23 X509 V_ERR_CERT REVOKED : GEBIENR KL TWET,

24X509_V_ERR_INVALID CA : CAGEHENERTI, CA TIERW, £ OILRMEEDS, 72
fLENTHE—H L TWEEA,

25X509 V_ERR PATH LENGTH EXCEEDED : basicConstraints ¢ pathlength /X7 A — ¥ %t %
TWET,

26 X509 V_ERR_INVALID PURPOSE : f&fit S 7-GEEL, EESN - HMICHEH T EH
Aos

27 X509 V_ERR_CERT UNTRUSTED : /b— ks CA 23, fEESNT-HMICHL TEEHTE S
DELTY—7 SN TWVEHEA,
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28 X509 V_ERR_CERT REJECTED : /b— k CA W, RESNT-HWZERTH LY Ic~—7
SHTWVWET,

29 X509 V_ERR _SUBJECT ISSUER MISMATCH : {:4 MEBIEDREFEDIRITH 4 & —F L 72
W2, BIEOBEAFRITETEHENETS SHUvE Lz, -issuer_checks 47 Y 3 U MR E ST
DAL DIRERENET,

30 X509_V_ERR_AKID_SKID MISMATCH : {:44 % —#l 2 ME(E L. BUEDGEN E O FEFESR
X —ilkpl 7 & —B Lo o), BUEDOBEMFITEREENES SivE L7z, -issuer_checks 47
VaUPRREINTVDOIHHEICOARRRINET,

31X509 V_ERR AKID ISSUER SERIAL MISMATCH : %17#& 4 & v U 7 AEFSNFEL, Bl
TEDFERFOEFERF —iil 1 & —B LW, BUEOBEMBITEEHE M ETSNEL
72, -issuer_checks 7' a VIR E SNV TV AL HICOATRRINET,

32 X509 V_ERR KEYUSAGE NO CERTSIGN : keyUsage $LiEREIRSFENI E D B4 2 7F 7] LT
WiRWeh | BUEDBRRITEIEAEN M EG SN E LT,

50 X509 V_ERR_APPLICATION VERIFICATION : 77U r—> 3 VEBFEOT T —T3, £l
}EHO

[New Certificate Detected | * v t—

HOBAHAELROT A A% T v 77— LT, 7Ty 77 b— K7t 2%ICH LWGE
BENER S NT-HE. CDO T, [#E (Configuration) | A7 —# A L [###i (Connectivity) ]
ATF—=Z 2D FE LT, BHLWVGEHERMH S E L7z (New Certificate Detected) | &\
IAYE—=URERINDZENRHY ET, ZOT A A&F|EHEE CDOMNLEET 5T,
ZOMEE FEITHER L TR T OXLERSH D £9, GEENFRBISN T, 73 ZADREEN
EFWIZRoTeb, ZOT A AEZEFERTEET,

)

GE) HEEOEHST N A% CDO IZFIFFZCDO ~DF A 2—§EF#HiT 5 & . CDO I,

NA A LEOFT LWGEE L BEIICHERE L T AN, £0b &L Ok A /iIT LET,

N,

HLUWVGEAE MR 5121%,. WOFIEEZHEHL £,
1. [T A &P —E A (Device & Services) ] X—IZBHEHL £,

2. TANEEHERLT, EiiAT —Z AETLRHEAT — X A H LWOGEHES R Sh
F L7z (New Certificate Detected) | TH DT /A AEFK/RL, MBERTNA AR L E
ﬁ—o

3. [T ar]A T, EHEOMHR (Review Certificate) | %27 U v 2 LE£$, CDO T

X, HERDOT-OIGEHFEZ YV n— FL, HILWVIEAELZZITAND Z N TEET,

4. [7 A A[FH (DeviceSync) 17 1> RO TIER (Accept) 1%227 U v /T2, [7/34

A~DEPEE (Reconnecting to Device) |V 4 > RUT[flr] =27 Vv LET,
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CDO X, T A AZH LVECEAEHEL BEICAEM L ET, RSN ZT /1 2
ZFRRTDHINE, [TAA ALY —E A X—=VE2FEHTEHTILNENLIEENH Y £
ﬂ—o

FERAETS—a—F

MR A —>a—F:0 (OK) (fzfZL. CDO [FEEAZEIS—%RLEFY)

CDO (%, FEAEZEFST D L. Ihttps:/<device ip>:<port>] ~0 GET 22— L& F{74+ 5 Z &
\ZED ., T3 A0 URL ~DO#f il A £ T, ZH0HERE L 726, CDO IFFEHEE T —
EFRANLET, EHAENEZITHD (openssl B02F Y OK KL FT) Z &l bhoizt
B EHRLEDELTWAER—FTHIOY—EARBT v AL LTWAAEERH D £, 20
BE. koa~xy REEHTEET,

curl -k -u <username>:<password>
https://<device_ id>:<device_port>/admin/exec/show%20version

T, DI DT, ASA LFEFEIZEE L TWAMNE I kRIS 2 &N TE, HTTPS
P—R—=PNASADIELWHR—FTEEL TCWANE I N2 F 2w /752 TEET,

# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00019098 LISTEN 192.168.1.5:443 0.0.0.0:~*
SSL 00029e18 LISTEN 192.168.2.5:443 0.0.0.0:~*
TCP 00032208 LISTEN 192.168.1.5:22 0.0.0.0:~*

BUE—ra—F 9 GIASENFEAYMTEHY FEA)

o7 =L, BEESNTEFEREORITANERO A TH L7720, 7747 IR ENEH
NebDE L THORNZ EEZERLET, UL, iEAZEORTERRERNRK TH 25 e
MRS ET, £io. BOBELEAEOLAT, SEAEEKIFOT /A 2 ORZI D& - T
72 ENFRERTH D AREMERH D 57,

= Z—\|Zi%, EFFHE® notBefore D ARG ENTITHRH Y £,

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet wvalid
notBefore=0Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=0Oct 21 19:43:15 2016 GMT

ZOET=0b, AEHEPVOEMT LD LT £,
(234

FEFAE D notBefore @ HAHIMMED BAF TH D ME N H Y F9°, notBefore D A% LW BV A
fHZ U CEEAEAZBRITTE ST, ZOMBIX. 7747 MERIIRITT A A0 T
THFZIDIE L BE SN TWRWEAIZHRAET HRREERH D £97,

)2 —ra—F 10 GEAZOEMHARNMINTLEY)
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smanzonEn t5Irva—+ i

oI —iF, #ESINTAERHEODRLS EL1OOHBEAUIN THE ZEEZERLET, =
Z—IZiX. FEBAE® notBefore D B NG £N7-1T03H 0 £97,

error 10 at O depth lookup:certificate has expired
ZOAMWIRIE, GEHEOARICEENTWET,
(234

RERAENAR Y IZHIREIN O%GA . ME—DEEFIEIL, BOMEREZIGT 5 Z & TF, iEE
DOAHZNREIFERD B TH B DT, openssl SHIRGINTH D & EiET25A1L, 2 Ba—
ZOAMERLAETF =7 LTSN, 728 20E, FEIED 2020 S IR/ 5 X9
CHRESNTVDDIZ, I Ea—ZORMD 2021 FIZR>THLHHE, £DarBa—H
ITREEZ WIREI & L TRV ET,

RS —ra—F 21 (RYDAAEERIAETEELEA)

ZOTT =X, AFHEF - ICERH DL L. TS AL o TR ENTZFEHERE
FCTE D2 &openssl MRFECE RN EE2/RLTWET, 22T, LiloflofEHET = —
VEREART, GEAET =B EDO LI ITHEEET A O E R THEEL X D,

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/0O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJdgA59gdba0/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwWIBAGIDAjgSMAOGCSGGSIb3DQEBCWUAMEIXCZAJBgNVBAYTALVT
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJdgAS59gdba0/BE

2 s5:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/0OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAGIDErvmMAOGCSgGSIb3DQEBBQUAMEAxCzAJBGNVBAYTALIVT
....lots of base64...
b8ravHNjkOR/ez4iyz0H7V84dJzjA1BOoa+Y7mHyhD8S

AEAETF == &id, ==l Lo THRRSNDERAFED Y A FTT, ZDU X ME, ¥—
N—HEOFEHRENGIME D . £ DOV — "—OFEAEZFGER O i LA OFEREITH O
5. BFERNC LY B oOPREEHEN S ENET, FREAFIL. £os ((Ts) THRED
1) LxoRTE (i) THEDLT) OUARPNRESNTHNET,

0%, FEREIC L TSN D20 T 4T 4 T, ZHIZiE, g rnagEncky., 5
B o TTUTFEHEORI TR v T 4 T o OIBLA b EENE T,
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BITHEIL, AEAEERIT LT 47 4T, ZHUZiE, k7 s — LV REEENTEY,
LAl idEsA b EENE T,

PR —%, BT 25GERIC X » THEBERITINZEHEL > TV DA, fEHET = —
VICHOFERAEE SO DM ERH Y A, ROX D72 1 DOFEHENRT RSN E T,

--- Certificate chain 0 s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*_ example.com
i:/C=US/O=Trusted Authority/CN=Trusted Authority

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJdgA59gdbalO/BE

ZOREHEERMET D & openssl i%, *.example.com @ ExampleCo FIEFAE2Y, openssl ODFHA
IAFMETEA N TIAFET DEHETE DGR DOFEHEIC Lo TIELS BA SN TND Z & &k
AELET, TOMAEDKRIZ, openssl I, T /34 AZIEF ITHE L E7,

2L, FEAEDY— =2, BETELCAICL-THEEBL SNZEHERH Y &
o RDVIT, BAIOED X 512, H— "—DFFAEIZ 1 DL EOPREFEAEIC L » TEL S
NTEY, EMOFMEEAEN, FHTE5 CAILL > TEA SN REHEZRFLE T,
OpenSSL (X, 7 # /L FTiX, ZHHOHH CA 25T T, [ TE 5 CA TRb DR
FEET = — U RREIN TV AHEICOR, TNOLERIETEET,

HRIFRAERIC & » TEL SN EHE ROV — =0 G TE 5 CAITEOMHT =7
RTOFEAE (TRCOPMGEAELETe) 24T 2 ENEFICHEETT, Z0F=—
ERPRIE SN2 NEEE L openssl D DHINTRD L 972 DI £97,

depth=0 OU = Example Unit, CN = example.com
verify error:num=20:unable to get local issuer certificate
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=27:certificate not trusted
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

Server certificate

subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent
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gLomREsgtshEL: ]

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB32414B
Session-ID-ctx:

Master-Key:
21BAF9D2E1525A5B935BF107DA3CAF691C1E499286CBEA987TF64AESF603AAF8E65999BD21B06B116FE9968FB7C62EFT7C

Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1476711760

Timeout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)

ZOHAIE, V== 1 ODFEHEBEOARERME L TV, RSN FEHENEE SN
Jb— FERFER CIE 7 < FRRRFERIIC Lo TEBA SN TWVWDH Z AR LTWVET, ZOHNI
M. FERGE T — bR ENTVET,

30

ZOREIE, TS AL o TR SN AEAZEOREDRME > TWAT-OIZAELET, =
OMEABEIELTCDO £-13F DM 7 0 75 ARTF AL RCRBIHEGETEXA5L 91T 5
Me—DHEIZ, FLWIEAERF = — 2 2 F A 2 2a— RLT, #fEL WAL IF4 T MT
EARIHEF - — U RIERT A & T,

I CA%Z FT A RKRA 2 MTEDDITIE, ROWTIUD (CSR A ASA THEREINZNE D
MIELT) OV 7 RBICEHFH I TW D FIEITHE - TL &,

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc13

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc15

FLOGERAZEARE S hFELE

HOBAGEAEELFFOT NS AT v 77 L— KL T, 7Ty 77 L— 7t A %ICH LWGE
ENAER SN2 5E. CDO X, [#& (Configuration) | AT — & A% KON [#5ki
(Connectivity) (DM DAT—F XL LT, THLWIEHEN K S4vE L7z (New Certificate
Detected) | A v EB—TEHART DGENHY T, ZDOT A X% CDO M HEHT DI,
ZOFMEE FEICHERR L TR T 20BN H Y £3, EAENFEH ST, T35 ADREN
EFIZIRoleh, TOT AL AEERTEET,
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rFSILYa—F108 |
B rx—Fv5-0r5700a—+

\)

GE)  BEOBEHIET ANA AR CDO ~DF NA ZA—fEFEET 5 L. CDOIXT A A ED
FLWGERAZ A2 BEIICHER LTI AL, Z0b EOFEREHITLET,

B LWEEAFZ R 21203, ROFIEEZEH L ET,

ATYT1 TS~ a 0 R_—T, [T/ AL P —E A (Devices & Services) ] &7 U v 7 LET,

ATYT2 [THRA R ZT%7) v LET,

ATV T3 WYUIRTNNAARZATOET 27V v LET,

AT T8 TANVEEHERA LT, BAT —F AEIIHERAT —F AP B LVGEAESHRE &N E L7z (New
Certificate Detected) | THHT NA AZ KR L, LBRT NA AZHINLET,

AT TS [T a3 T, [EHEOHR (Review Certificate) 1 %27 U v 27 LE$, CDO TIiL, RO
WREREZ Y 7 on— L, ILWIEAEEZZ T AND Z N TEET,

ATYT6 [T AR (Device Sync) 17 4 > R T[HAFE (Accept) 127 UV v 7T D0, [T 35 A~DHHERE

(Reconnecting to Device) 1 7 4~ RU T [HifT] 227 Vv 7 LET,

CDO &, T/ Az LWHCEBAGEHE L AEMICRBI L ES, REEShT A 2 %e%k
REDINE, [THAAREY— BRI R=VE2FHTEHT OLERHLHENH Y £7,

ToiR—T4TITS5—D ST a—Fh
7S ADEAERT T, &% S E AN CRAT D MRS D £ T,
ROBEEEGTE 2T,

ATYT1 [A VR R=VU T[T, R EZT%27 )7 LET,
AT T2 WURTNAAZATDE T2 Vw7 L, TT—NBRELTNDET A AEBEIRLET, HEIZE-T
F, AN T —OFANRRINET, IR HIN TWAMERT 7 a 2 ETLET,

Eyl e

ATY T3 CDOMWBLTNA AL AKX ARFIBRL, T35 208 A F 2 FRITLET,

[B5 &+ H (Conflict Detected) ] R T+—4 R DfER

CDO ZHHT D E, TATT AL AT LICHAREEANMEE B TEET, BiaWm
(126 =) WA > TWT, CDO 2EHETITT A ADORTEICEENZIMZ B
7256, T3 ADOREAT — X A [BEA M (Conflict Detected) | & #RSINET,

[FiA#H (Conflict Detected) | A7 — X A &3 51215, RO FIEIZHENE T,
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ATwT1
ATvT2
ATvT3
RTv74

ATy T5

ATvT6

[RE]

remm) 27— 2ok

FES =g R—T, [T/ AL P —E X (Devices & Services) 127 U v 7 LET,
[TRAR] T %707 LT, T RA&EHROFET,
WY T A AR TDETH7 Y v LET,

BMAEWME L TCNDT A AR, AHOFEMAAA > T A O (Review Conflict) (%7 U v 7
LET,

[T /34 ZAD[EH (Device Sync) | ~X— T, HPFAERIN TV DHERZME L T, 2 DOFREZ LI L
i‘j‘o

=AY,

o TERIRICERIR SN2 T /31 AF%E  (Last Known Device Configuration) | &9 7LDz 01
X, CDO IZIRTEESNTWDT /A ARETT,

o [F4 2T (Found on Device) | &9 T-ULDfFW 2 3R Vi3, ASA OFEITHERICSRT SN
TWOHRETT,
WOWT AN L T, A EMELET,

o [T ADEEZ G (Accept Device changes) ] : #%/E &, CDOIZMRAF S AL TV HIREHOEER T
A ZADFITHER T EES SNET,

GE) CDOEFa~vy KR IA4y A F—T A ALUINTO Cisco 10S T 734 A~DZEF D & %
A— R LTV, BEEEfRT 2B Cisco I0S 7 /34 ADME— DB T [L B = —
7L£ L T (Accept Without Review) ] T3,

« [TAA ADEH A (Reject Device Changes) ] : 7 73 ATRAFE STV D ERIE % CDO IR AF S 4L
TWVWHRETEHEELET,

GE)  EEEIIAREINEETNTORELLIL, A0 ZIliEshE T,

Bl AT—32 ADfER

WOFIEEZFEFA LT, REW] ORERAT—H ZADTNA A EMRLET,

ATFY Tl FEF =g =T, [T/ AL P —E % (Devices & Services) |27V v 7 LET,
AT T2 [T34 A (Devices) | X757 Vw7 LTT A RAERDTF D), [T 7 L— 1k (Templates) | ¥ 7% 7

ATvT3

Vo2 LTEFATFANAAL A5 RO ET,

WU T NAAEALTDETH ) v 7 LET,

ATy T8 RAMEREINTT AL AZRIRLET,
RATv 5 Ao REH (Notsynced) |73/ T, IKOWTNMNETIRL ET,
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[V Ea2—LTERM.. (Previewand Deploy..) | : iXEDPEF% CDO NLTNA AT v a5
BlE. AT EEE T XTOT A, ADOHEMEEO T L B 2 — LRI, FFo THhHhH—EITEBD
LR L ET,

 [EEOMF (Discard Changes) ]: RENDEEZ CDO 1 HT /8 AT v v a Lz BWGE, £z
I3 CDO TPA L 7= E DAL Z [IZRT ] Hifr, TOAT ¥ a v id, CDOIRIF SN TV DHETE
. T ARGFEESN TV D EITHORET EEX LET,

Secure XD ST a—TF 4

SecureX EFAEDLHETCDOZEHAL LY LT25L, =7 —SBERE RSN, BENRN
RAELTZVTHHEE7H Y F9, SecureX Ul IZFKR 415 BEIZOW T, SecureX D~ ==
TNEZRTHLENH Y £7, FFMIZ- OV TIEL, SecureX @ Support ZZ M L T 7230,

CDO WD SecureX U AR HRE., £7-1d SecureX VAR ~DTF o v 727 YT 2 IZ8T 5
r— 2 % B < 1Z1%. Cisco Defense Orchestrator V78— b ~DiEif% 2B L T 728V, TF
MNID DATTEROLNDGERH Y 7,

SecureXUID ST a—F 404
SecureX & a2 R—FIZEHEL-CDO ELa—/ILAKRTEINS

SecureX Tix, H—HHLOEMDOEY 2 — VA FETHETEET, & 2L, #HED CDO
T MRBLEE, 7T RIEIZ I DD CDO EY 2 — VEERTEET, EEE Y 2—
ME, AL CDOTF > R bD 2 ODHENRSL APL b —27 U355 2 L2 ERLES, 2O
EtElcko, REDBAEL, ¥y vaR— RBEHEICR D RS Y 57,

SecureX T CDO €V = —/L % FEITRE L, CDO @ [—#%i%E (General Settings) ] ~X— T
[SecureX(Z#%#t (Connect SecureX) | IR L7256, 1 DOFT T2 bW SecureX [ZHEEDE
Va—VEROREND D T,

[E58E5 & LT, SecureX 75D CDO EY = — L&Y L. B 1LY 2 —/LTCDO DI
T —< L ADEREGITAZ LB LET, 20T 2—E, LY EET, SecureX
YR EHRBMEDH S, L 0EHR APL h—2 &2 L TAER S ET,

COOUID +STNa—Ta 0y

SecureX N CDO &Y = — WVIZB T 57— A 2B < GA . FEMIC DV TIE, SecureX @ Terms,

Privacy, Support ® [HR— k] 7 v a 2SR TIEIN,

OAuth TS5 —

Ao—y [2—P—FNE TR TORA =T LT DR EZ R > TRk 5 TF
(The user does not seem to have all the required scopes or sufficient privile) | 23F /RS C, oAuth

T =RETIHERHY £, ZOMEREELSGEIE, ROWREMEZHET L TES
Wy,
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Secure XD FS TN a—TF 4 Y .

T AT BT 7T 4 TAEE TRV ATREM:, https://visibility.test.iroh.site/ Z MR L, %
LT A—IT RLRAZMEHLT, 7THU IR T 77 4 TALEN TV D MR L E£9,
T BT 7T 4 TS TWR WSS, CDO 751 7 > M SecureX &~ — Y &4
IRVATREMED B VW £, T OREZ MR T 51213, CiscoTACIZEAE T 2 LB H D £,
FEMIIZ DU TIE, Cisco Defense Orchestrator 7R — h ~D3HfE 25 L T 7E &0,

HBOREST=-05 4 VIFHRT SecureX [IZ2AS A4 2~ LTS

[—f&%E (General Settings) |X— D [T F > h&E] &7 ¥ 3 > T [SecureX(ZH4f¢ (Connect
SecureX) | A7 a v &ZMH L TCDO A X2 k% SecureX I[IZiE(FT 5 2 & BN L7ZA, [#]
Boltu A UIEFHREMEH L TSecureX 122 7' A U LTIHE, BiEST=2T T2 " b DA R
F 23 SecureX # v v aR— RIZERINDZ EBHY 7,

[FIBER & LT, CDO @ [—#%5%E (General Settings) ] <—3 T [SecureXD I (Disconnect
SecureX) &7 U v 7 LET, SecureX flffk, ©DF VY SecureX ¥ v v =i — N & DIFROES
BICHEHINDHAMY FH APL 2 —F =2 T LET,

WIZ, [T 7F v b %ZSecureX{ZH%¢ (Connect Tenant to SecureX) | = FEHZNC L, SecureX ~D
ny A4 EROLNES, ELWHEROn 7 A U EREFEHTILERS Y £,

FE->=7hYorvbTYRVIZATA LTS

BRERTIE, o7 oy MERCTU R a4 o358, VARV Hur T R T
Fth, VRO A 2FETY £y b3 25I21E, Support Case Manager T/ — A A <
VERH Y ET,

SecureX YR #HENTE ALY

WE)R A A—F T 7B ATEROAREM NSV £3, = ORIEE R4 5121%, Cisco TAC
AT A2ENH Y 9, FEMIZ DV TIX, Cisco Defense Orchestrator Y78 — ~ ~DEif& %
ZLTLIEEN,

SecureX U R OENMEDZEMIC DUV TIX, SecureX ribbon documentation Z S LT 72 &0,
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ZOFEF, WO THMEINTHET,

» Cisco Defense Orchestrator (179 ~<—73")

+ 731 A (Devices) (180 ~X—7)

ctEX2 VT 0 (181 X—)

s "I TNVa—T 4T (183 °—)
cn—ZyFFubeva=r NSO MFEELER (183 =)
« R =0k (184 ~—2)

o Bttt (184 *X—2)

» Cisco Defense Orchestrator "78x— h ~DHEHKE (185 *—)

Cisco Defense Orchestrator

Cisco Defense Orchestrator [Z2DULYT

Cisco Defense Orchestrator (CDO) (%, Ry N —7EHENRIESE R X2V T 4T /314 R
BMT—BLtx2 7 4R U—2 kB L O CTE A7 70 RR—ZAD<)LF T34 R
R e Gu G I

CDO ZfiH LT, LFDTF A 2B HTEET,
* Cisco Secure Firewall ASA
* Cisco Secure Firewall Threat Defense
» Cisco Secure Firewall Cloud Native
* Cisco Umbrella
* Meraki
* Cisco I0S 7 /31 A
« Amazon Web Services (AWS) A A& /X

« SSH #&ft i L CTEBLS N DT /31 A
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. F 734 X (Devices)

CDO BHEIL., TNHTRTDOT N, RAZ A TEE DA L H—T = A ATERE X ORST
T&EY,

T /314 X (Devices)

BEELX1YTATITFAT7R (ASA) EFATT b,

CiscoASA IZ, BMEY 2 — L EDFEAF—ERIIME, SERAT— NIV T 7 AT 07—
MBI VPN ot b L—FHfER | DDTF A ZATHRM L E4, ASA L, B0 F=
V74 arTxAN (B 7 7 A7 04— MZER) . 772XV T BEOT7 7 AT 74—
NE1DODT7AT I+—IVIHKE) « hTFUvAXT Lk (LA4Y2) 7747 74+—/LE
7 —7v K (bLA¥3) Z7AT U=V AR—vay, GERS VAT gy
Py, IPsec VPN, SSLVPN, 2 74 7> h LA SSLVPN ¥ R— hp & LD EE LS
EHET, ASAIL, E~Y U EFFY AR SN TWAEN— R =TI/ VA F—/LTXE
7T

ASA ETILEXRITY A,

ASATT/VIE, CDOIZE A XIL72 ASA T /S ZADFITHER 7 7 A VD a b —T73, ASA
ETNEMEATLE, T ZAEEREEAERETIZASA T ADOREEDNTHZ &N
T&EFET,

TINAZRD TRAEH] THHIDIE. EDKSBIFBETTH,
CDO DEEE ., T A A —INVIBRFS N TV DLRENF LI/ > TN L& TT,

TINA ZAD TIEEH (NotSynced) | THADIE, EDKSIHIHZETT M,

CDO IZBRFEESN TV ARENEE I, T3 R — D MRESN TV ARE L Bip o
TWhH EXTT,

TINA A T3 EHRHE (Conflict Detected) | KKETHLIDIE. ED K I HEIFETTH,

FTNA ZADFHEN CDO DHES (T 7 "A TR R) TEEEIN., CDOICHRESINTWARE
LR STNDEXTT,

TINAETNY REBRERFFMTT A,

CDO DANHTT A RAZEENMZbNDZ ETT, ZOEHE, CLI 2~ REHEHT5
. ASDMRCFDM 72 EDF A A ED~F—V ¥ 2H LT, T34 AL THEB I TbIZ b
DT, TUMTTN REENTOND L, T AN [HBEEHE (Conflict Detected) | 4R
HeTdH 5 & CDO VlE L £,

EEZTNARIZERATHEIF. ESVSEKRTT D,

TINA A% CDO IEAMERT D E, CDOIZEFDRED I —%RFFLE3, CDOIZEF %
Mz % &, CDO X, THAAAZADHRED A —ICEELX MR T, TOLEELEZT A AT TR
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x5+ [l

Bl 75&, CDO X, MATERTZT NA AORED AL —|IZat—LET, KOy
ZZRLTIEEN,

e T RTDOTFNA ZADKEREFDO S L E=—LERE (118 %—)

WE. EOASA T FRYR—FENTLETH,

TRTCOa~vy R TY, ASACLIZHEHATAIZIE, [TAA AT 7 a | o[avry RIA4v
A% —7=xA A (Command Line Interface) %27V v 7 LT &V,

TINA ZADEBICEHL THREOHIKIZHY 9 H.
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