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Devices] X— Y T 7 —n\F
IRENET,

T ZAPBIRENTND T
F> kT [Hedlth] ~— V% i
#3%I121%. Security Cloud
Control 77 > N7 4 — AT
[Security Devices] ~—lz =
A LET, T RO
TNA R EFRL, HRO K
U —7)>5[Device Actions] >
[Monitoring] > [Health[\Z & &)
LET,
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MSSP R—Z )L TOEEMEA M) YID RS TN a—Ta 2y
WIZ, [Healthoverview] % v v o R — RIZT —# NERRINZ2NWTF I AO—E R LET,

«fRE : v aR— KD [Heathoverview] 29 S a VICEEMEA R v I T—2HRRRS
hEEA,
[E1#5E : [Settings] M > [General Settings] T Cisco ASA D~V AE=F U 7 ZH8T L
T, Cisco ASA T 3A ZA&F=F—LET, FFMIZ OV TIL, MSSP /R— 4 )L C?D Cisco
ASA ~VAE=H ) T O ETITEG L Q7 =) BB L T &N,

« RE . A R— K& hf- CiscoASA F/NA ADBHY FH A

[E]## 3K : Security Cloud Control 77 » k7 4 — A C [Security Devices] (Zf#) L T, Cisco
Secure Firewall ASA 7 /31 2% A R—FT 4 7 LET, =4V V&M T DA,
TNA ARBEYNCA Y R—T 4 T EINTWNDZ EEHERL T E S, Bz 2T
X, ASANLRAE=Z U I OAEIMEAESRL T &0,

- [ERE . TN ANEETRRETT,

BB - T, AR AR L, THAANT L TA o ThDH I L EMERLET,
OREZEMER L, N7 72— h35I21%, Security Cloud Control 77 v k7 4 — A0
[Security Devices)| X—lZr 7 A LET, 7T b EOT /A ZEFIRL, A0 Ne
7 —7» 5 [Device Actions] > [Monitoring] > [Health|\Z &) L £ 97,

1Y T 4 TN ROEM

FEAU DA T [Security Devices] #27 V v 735 &, RO K 7 % &t [Security Devices] ~<—
URERRINET,

B 77 te1i—v—0EE
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R2:EFXF1UTATNARR—=DE TDEA

wxay74 711200 ||

2 T4

Bl

FINA R

R—=Z BN ENT=T F v MeA v R—F
BBROTRTOT AL ARFRINET,

CFALAEI Y v ITHE T AD
B, T LORM, BLOTIY 3
UNFRENET,

[Actions] @ F ?d[Manage Deviceon Tenant]
27V w7422 & T, Security Cloud
Control TZ DT NA AEEHTXET,
EDOTF DT AT NaeRoTEY,
FFURNER—ZANRELY — g VN
ZHDHEEIT, 2OV I RERINE
T, T2 MIT 7B AT BHERMR RN
%A%, [Manage Deviceon Tenant] U >
JIIRRSINERF A HERIZOWTIE,
FfkDOR > MU — 7 EHEIZBRVWED
HLIEEIN,

[Filters) 227 U » 27 LT,
[Device/Services]. [Configuration Status],
[Connectivity State], [SoftwareVersion],
[Tenant], 7213 [Conflict Detection] T7
INA A% T 4 VHBR L ET,

259 K4 —E R (Cloud Services)

R—=HNVNDTF o MZA L R— R T
HITRTCOY T RYP—EREFERLET,

IV TURY—EREZ VT HLE, T
NAZADFM, TH2 bOFEH., BLU
T I UNFIRSNET,

« [Filters] 27 U » 7 LT, [Services].
[Configuration Status]. [Connectivity
State]. [Tenant]. [Conflict Detection] T
TR RAE 7 4 VAR LET,
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2T% SRER
FoITL—Fk R—=HNVNDTF o MTAR— T

H5TRTOF L — 2R RLUET,

T UTL— bRV DL TN,
ADFHM, THU FOE#R. BEUOTY
DaAVRFERENET,

« [Filters] 27 U v 7 LT, [Template
Type]. [Configuration Status], [Software
Version], F7-i% [Tenant] T7 /34 A%
777 R —ERNE L ET,

T7ATVH—INIHR—T ¥ R—=ENVHNDOTF v MIA A= FRFIhTwn
LINTDT 7 AT U —A~vF =V X &R
ALET,

c T AT Ik — N~ —V¥E T v
LT, T/ ADEM. TF > FOE.
BIOTF7I9LavaEaRRLET,

o [Filters] #27 Y » 27 LT, [Device
Managers]. [Connectivity State], [Tenant]
F 7213 [SoftwareVersion] T2 7 7 K¥—
EAET VA E L E T,

A D K VE (esv) 77 A NI AR—F LT, OB LOar 7547
AVR—=MIELTHIENTEET, 7—F 27 AR— T 572N, Security Cloud
Control TIZHT L .osv 7 7 A ADBMERRENE T, ZO7 7 A MIE, 1ERF A L AK
T ER=ZNVOPUH—EOBHN T 7 7 A NVAITEENTHNET,

ey B—%2MH LT, T—TMIERRT DTN, AT NT 4 ZRINE1T7 )T TX
£, T—7NDL EMICHLWET A 2 (®) %227V v 7 L, [Table Settings] % it
LET,

T—TNENAF~ARXTDHE, REVA A LTz E &, BIRLZNED Security Cloud
Control THREFS LTV E T, [Security Devices] X— T & FKpr LET,

MSSP R—A JLIZTF > ~Z3EM

Ty b= EBEHREFFOL—V—1T, OV —T 3 2z o> TMSSPAR—H Wiz T
FUNEBINTEET, & 2E, I—a o\ bkEIZT T FEBMTAZ 8, F0i
FITHZ EHTEET,

B 77 te1i—v—0EE
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&

ATvT2
ATvT3

ATvT4

ATy TH
ATvT6

mssp &—4ui=7+ > rxEm [

EE 7V MCAPIEHEHO—HF—%Z/E L. Security Cloud Control ~MDF8AEHIZ APl h—2 %

BT 22 2B LET,

GE)  HN—=2NMEEOT T b EBNTA2HERIE. &7 T M APL b —7 U EARL, TF A
F7 7 ANMCREY T ET, Zick D, BEoOT T FER—Z VBB TE 7,

F—=2 AR DO ERT T YD EZ DML EITH Y T A,

FIE

DAL A T[T F > b (Tenants) 1227 U w7 LET,
R=YDOf EMIZH D TAarEs V7 LET,
FLWTF o FEBEINT 212, R~ (Next) 1227V v LET,

GE)
1. BEfFOTF v Mo v R— 9 5I1Z1%, [Would you like to import existing tenant?] = v 7 7R v 7 A % 4
ST LET,

2. Security Cloud Control 2> HEETF DT 2 R Z1BMF 2 121%, D APL h—7 > % 71~ CRY) - THE
DA ET,

3. [ A—1 (Import) 127V v7 LET,

[Tenant Details] T, [Display Name] & [Tenant Name] 2 AJJ L E 7,

E: SOFZRLTT T beBi LG a1E, 30 HEOMEERE 74 7T AREES L ET,
[Next| 227 U w7 LET,

[FrbEYa =27 (Provisioning) ] T,

* [Enable cdFMC] K 7V EZHENZ LT, TF 2 hD 7 F 7 REEA Firewall Management Center 2 7 1 £
va=yr7LET,

* [Enable Multicloud Defense] k7 /L& BN LT, 77> b ® Multicloud Defense & 70 & a =7 L
i ‘é—c

sNext| #27 U v 27 LET,
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@ Tenant Details provisioning

Provision additional resources
o Provisioning
Cloud-delivered Firewall Management Center

@D enable caFmc

Mulitcloud Defense €@
Enable Multicloud Defense

o (=) C

AT w F1 [Define Users] T, B A—NT FLAZAN L THEEZRBRL, 2—F—% 1 AT OFTEHTEMNT D0,
CSVT 7 L—hadvru—RNL, BERFMEAN LT 7ANVET v 7 r—FLET,

BMEnza—%—iL, [Userlist] 7 > a VTR RENET,
AT9 78 [7F 2 FOER (Create Tenant) |27 U v 27 LET,
TFUROERMPET LE L, Tabya = Z3nrnd5and o £,

MSSP R—&2 Lo DT+ > FDHEIBR
FIE

AT TN ERDOSA T[T F > b (Tenants) 1 %27 U 27 LET,
AT T2 AROXIGETHHIERT A 2% 27 U v 7 LT, 757> bEHIBRLET,
ATw 73 [HIFE (Remove) 1227V v LET,

ZoLE, BT ONIET AL R R—ZANHHIBRSNET,

ARXR—b 54200 Fyah— FOBE

MSSP R—X/LVDAI— bk SA4 VA F v a7R— F T, Secure Firewall ASA, L7 Z
v REELA Firewall Management Center & #E %} 52 Cisco Secure Firewall Threat Defense 7 /34 A D
TA R AFERRRE 2 T ITA T ARAT—Z ZAD AN RS E T,

AYX—b S4By aim—FDAY vy b

s TA I RDBEMGARMNE : TA B ADKIEILOA~Y— R NT U NEARET
NEMERTEZ D7D, T4 B AY—Z20ORMAR N L —YE Y T o 3Bt E4,

LB SA U REHEDEN  MWE L TWATA L AEE, FTFA B RAEZA T DA
e, BRI, BEXOWIRE & & bR TEET,
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cAVTSATURENIRRDE=ZR YT  BETA B AD AL T T AT o AUERLIRIE
MR TE B0, Y7 b= THABKOFRBENTORRZHEREL, 207747 0 A
KOMEEBRETHZ ENTEET,

\}

GE) e A= IABLVAFAY— T I FEFEHLTEEINET, A= T HT
MIIIEEDONRR—F Y VT h 7 b EERkTEEd, A~— T HU v bOFTAEEZ. =
NWHOIRBT T FNEITIA B A EBEITE£9,

c ZDX v aR— NIZiE, BEOT T MIOBBEEMTONTWATRTORA~Y— KT
B b BT AT, BEXOTA B ADOFMNERINET,

A=k S4By aR—RFORT
MSSP R—H /LD AR—hk SAEUR By aR— R IZiE, T4 2 AT 531G H
FREINFET, Fyvarh—Rid, #LAT—% 2 (FEH, FEER, F7203ARH) . FHEA
BEHITA B 28, BLXOBEERTOT A2 2N, T2 NNOFEDRTA o 2L
EHIERENET, T, AV AR—T 4 T ENTT A RCEEMTONTZT A AD
247 (B, RIAM VR, 2T kKN . BIOKHIM T A 2 200 A S HIRA
LERREINET,

FIE

AT w71 [Insghts& Reports] > [Reports & Analytics] > [Smart Licensing Dashboard] Z 3K L £,
RDOFIZ, R=VICEKRINDEROFEME R L E T,

5|4 Description

FAALY A —RNT T NDRAAL A,

AVTSATURIZERLIEN—FOILTAIU R | ZDRA~— TH I N RAL VDO FIZH D, YL
LTWABNR—=F % LT v O,

FEHWLTWOEWWNN—FFILTHIV b+ CDAS—R T HTU FNRAL VD FICHD, YL
LCW2WR—F % LT o hDOKK,
EENRTFTU R TORw— NTH L NIBEEAMAT SR TWA D

T NOEEXRT T DL HI,

ATv 72 [Domain FID FIZHDA~Y— T H T N RAAL 57 Vv 3THE, ZOMSSPTF > hDFT, =
DN—=F X )LT7 J1 7 MIBEEMT O TV D TR TOFENSRT T FRFRINET,
GE)
Koy 7 Z o U2 M, AIAMERTXTO RAL TR, 77 MROT AL AT v 7 &h
TWAIARASY—=ITH T N NAAL L DBENEENET,
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WDFIT, R—=VICERINDHEROFEME R L E T,

F%

Description

N=FXYILTHI 4

AT v D4R,

AVISATURRT—ER

NR—=F ¥ VT H v FNOUERAT —Z A,

FFUk

ZORART o MZBEEMT S TWnWBA Z 0T
NENOL:E: P E Sy e T AT

G¥)

N=F LT BT MBI bR T EROTF o M T £,

[Smartaccountdomain] Kw > 7# 7 U A Minh, tOAS— T AT b RAL U EBRRTDHRAL
LEBIRLET, RBEZ7 4 —VREFEHLT, X—=F XY AT IV N, AV TITAT UVART—H A

EET T M TEHAEZMET DL L TEET,

ATVT3 N=FXxNT AV %7 ) v 7 LCGEIZR R LET,
RDFIZ, R=VICERSINDHEROFFEME R LET,

L UE Description

SAE R4 A<w—KNT A ADLTHI,

Type T MR FENTT A AR T 5
NTWBETA L ADX AT HRFGE, XTI/t
DR ERIT KA,

BEA WAL AY— T4 B ADHK,

fEAP(In use) BEFHPTOA~— T4 B 20%,

ZDTFYEA BT P CHEAESRTWVWARAY— T4 &
ADE,

IS x4 |y BEFEHARERA~— T4 B 2ADH,

B { BRI X T 42 ZADOEH & HEhHIE,

AVTSATURRAT—A R UEPL 2 77— & 2 ZEPL, JEHERL. F7-13 AEA,

TFk TDAV— N IA B RICEEMIT O TWAZD
T FOEBENET 2 b DL

TONR—TCORBT 4 —IVEREMFHALT, S4BV AL, ATF—F A, FFXA T TT 4 VFNFTX

£,

AT T4 CSV 77 ANCT—T)NET T AR— T 5IT1E.
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MSSP R—R)LTOIILNFTFURTNRARDT v TITL—FIZDT

MSSP R—# /L& LT, ASA ¥ XU Cisco Secure Firewall Threat Defense 7 /XA A%, 7 7
U R T 7 A T = VEHEE U — (cdFMC) IZX > CTERESh D EHOT > Mob
o C—HE7 v 77 L— K T& %9, [Upgrades] ~— % [Operations] % v 3 = 78— K T
LT, %D ASA 3 L 8 Cisco Secure Firewall Threat Defense 7 /N1 A%, 7 7 7 Rl
Firewall Management Center (cdFMC) (25> TEHEBLE#1DH MSSP AR —Z /L C#IR L, 7 v 77
L— REFITTEET,

RVFTFHFURTFNARDT v T L—FOFIR
c KB —87 v 77 b — & FTT 510D E S v ¥ 2R — RO,

T T — RT AN g VERETADITESDSDT v T L— Ry —TD Y &k
O Al A,

MSSP  R—BRIILTHDVILFTFURTNARDIILT v FT5 L— KFDOEE

INT w7 T L— RERMBTIEEIE. Xuyr—UaERL, BRLET NS AT v T a—
FL., #ERNTF =y 72 EBLT, 7Ty 77— R a2 2 HEFIcm T T A05ERH
D E9,

FRT v 7T = PR T 5123, ROFIEZETLET,

FIRDOEE

1. [#4F (Operations) |>[7 v 74 L— K (Upgrades) ] DIEIZEIN L £,

2. [Ty 77 L — RO (BeginanUpgrade) |27 Vv 27 L, Fuy 7 Xy U X Npb
[FTDOT v 7% L— K (FTD Upgrade) | %7213 [Cisco ASADT » 77 L— K (ASA
Upgrade) ] Z#IR L £7,

3. [VadITyT T L—RKD4HTD (Job/Update name) |27 v 77 L— ROL4HRTZ AT L,

T T T = RTLHT N, ZA@RL T, [k~ (Next) 1227 U v 27 LET,

4, BRENDHHAATa Ry 7 AT [Fullupgrade]l R¥ > %271V w27 L, [Next] 27 U v 7
LET,

5. CiscoASAT7 v 77— FRKDOEGEIL, Y7 bho=T "=V arZRIRLET, BKET7 1 —
NWREFEHLT, Y7 Uo7 "=V a3y TT N, AZRBETEET, [ASDMAA—T 3
DI (Select ASDM version) |27 U v 7 LET,

6. ASAT v 77 L— ROYgE, BRLIZT /N, AT VA =T 25 ASDM AN—V a U %
HIRT D0, [ASDMNN—T 3> T v 77 L— K& A% v 7 (Skip ASDM version upgrade) |
Frv IRy 7 AR CBIEDASDM A= g VERFEL, Y7 U =T "=V g
DHET T —FRKLET, ZOFIEL, FIDOT v 77 L — RIZBFAETHLZ LI
HEELTLEEN,

7. [Back toUpgrades] #7 U » 27 LC, [Upgrades] ~X— IZREY £,

7rvtea—s—ozzE i



Fryrea—v—oER |
B vsspk—s1covLFFFo b FACROTILT v T L— OBt

F IR D
FIE

ATv 1 [ (Operations) |>[7 v FF L—FK (Upgrades) | ®IEIZER L E7,
RT9 T2 [Ty 77— RO (BeginanUpgrade) 1| %27 U v 7 L, Kry 7 XU URNME [FIDOT v 77
L— R (FTD Upgrade) ] 721 [Cisco ASADT » 727 L— K (ASA Upgrade) ] # iR L £,

Upgrades
[ Q Search upgrade runs ] [ Status v ] = Filters Displaying 30 of 38 results =+ Begin an upgrade ~
Upgrade name Upgrade type Status User FTD Upgrade

ASA Upgrade

PM I

3/25/2026, 8:10:36 ¢
PM I

3/25/2026, 7:23:03
PM I

3/25/2026, 7:19:06  {
PM I

3/25/2026, 7:16:44
PM I

3/25/2026, 5:54:59
PM I

3/25/2026, 4:14:56  {
PM I

Rows per page 1-30 of 38 2 D

AT T3 [VaTd/T v 77— RDO4H] (Job/Update name) (27 v 77 L— ROL4RTIZAND L, Ty 77 L— R
DT NAAZFRL T, R~ (Next) 1227 U v 7 LET,
[Device Upgrades] ~<— > ® L 5 [Model] 7213 [Tenant] ke vy 7H o 2 REFHLT, T34
AT A NVHIRLET, ASAT A ZADEE, V7 b =T "=V gy TT A NVANUETLI L TE
£,

GE)
BEDN—FU =7 ET VBT ORRO0BDT N, ZAEKT T MIHLTT vy 7 7L —RTEET,

AT T4 FREINDHDFA TRy 7 2AT[Fullupgrade]l "% %27V v 7 L, [Next| 27 U7 LET,

AT TR 4 RUSMNIH DT NA ATINLNT v 77 Lb— R&EITT 5HI2iE, [Ignore maintenance
window and proceed with upgrade] #2 U » 7 LT b6, [Next) 227 U v 27 LES, AT F Ay 1R
IHTT v ST — REFATT L2 LTI TOWET A, BROBEIZORFETL TN,

ASAT v 77 L— ROGE, [BMFOBRMNT » 77 L— R%& E3EE 95 (Overwrite existing staged upgrades) ]
Frxv IRy 7 AEFIRL T, BIRULIZT NS ZOBEFOBMENT » 77— K (FET556) % L&
% I_/ihd‘o
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ATvTH

ATvT6

ATvT1

MSSP 7R—

MSSP H— S L TOTLF T2 F71( ZADBBNT v 75 L— 85T 5 [

Perform staged upgrade or full upgrade?

(O staged upgrade

This allows you to select packages, upload them to the selected devices, and perform
readiness checks to verify that the upgrade can be successfully performed. When you are
ready to perform a full upgrade, return to the Device Upgrade page to start the process.

® Full upgrade
This enables you to perform the complete upgrade process on the selected devices - from

selecting and uploading packages, performing readiness checks, and completing the
upgrade

A One or more selected devices are outside their maintenance window. Full
upgrade will fail unless you choose to ignore the maintenance window.

Ignore maintenance window and proceed with upgrade

@ Some of the selected devices might already have a staged upgrade. You can choose
to overwrite the existing staged upgrade.

Overwrite existing staged upgrades

CiscoASAT v 77 L—ROEPARIE, Y7 b7 "=V a v ABRLET, MR 74— RE2HH LT,
VI RT 2T N—=V a3 TT N, AERBATEXET, [ASDM/N— 3 DRI (Select ASDM version) | %
77Uy LET,

FID 7 v 77 L— RO, BIR L7 T /31 AT [{£ 4 A[#E72 Threat Defense/~ > 77— (Threat Defense
packagesavailable) (DU XA ML 7 v 77 L— RNy r—U @R T, [7 v 77 L— ROFLT (Perform
upgrade) | %7 U7 LET, TXTOT AL ANRTRTONy r—2 L REERH DD Tlid/enz &
WCHEBELTLEEN,

ASAT v 77 L— ROE, BIRLTZT /N AT VA F—/LF 25 ASDM N—2 5 U ZRIT 5 H,
[ASDM/N—2 5 > 7 v 77 L— R%& A% v 7 (Skip ASDM versionupgrade) ] F = v 7 R 7 A& RN L T
BEDOASDM AN— a Y ERFEL, Y7 Ny =T "=V a v OhsT v 77— RLET, ZOFIEIL
FID D7 v 77 L — RIZIFARETH L Z LICERB LTS,

[Back toUpgrades] %27 Y v~ LT, [Upgrades] ~— 2R Y £7,

T T T — RN TT5HE, [Upgrades ~=— d [Status] 510> FiZ, [Upgradecompleted] &9 A vt —
URFERINET, Ty T T L= FRRRT DL RMOBA TR A v —URERINE T,

BILTOILFTFTY MTNA RDEBENMT v T L— F&RBT %

BBEI2T v 77 L— R 25813, Ny r—VEBIRL CGEBRLET S 227 v 7
o— L, RN TF =y 7 2FEZTLET, ZhoDF 2y 273 B TY v 77 L— REER
WCFITTED LR LET,
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B wssp—sLcoRLFFF TS ROBBT v TT L— FEBET S

Evk RF—UUIT T T L—REFEALT, AVTF VAT 4V RUDHNCT v 7 L— KDY
fHEATO ZEMTEET, ZNICKY, EBEOT v ST VL—RU 4V RUTILNT v T L—
KNz X oRHIzs2 T X FT,

BRI T v 77 L— REBBT 51213, ROFIEZFETLET,

FIRDEE

1. [#84F (Operations) |>[7 v 745 L—F (Upgrades) | DIEIZEIR L E9,

2. [Ty 77 L— ROB (BeginanUpgrade) 1|27 Vv 27 L, Fay 7 XU X Mpb
[FTD®O 7 » 77 L— K (FTD Upgrade) ] £721% [Cisco ASADT v 77 L— R (ASA
Upgrade) | ZR L £7,

3. TSI L—FRDARTIEANL, Ty 77 L—RTE5F34 2% LT, [Next] %27 U v
7 LET,

4, EBRENDEAAT TRy 7 AT [Staged upgrade] RZ > %27 U w27 L, [Next] %27 U v
7 LET, CiscoASA T v 77 L— ROGE, [BEFOERWNT v 77 L — & LEET 5

(Overwrite existing staged upgrades) | = v 7R v 7 AZEEIR LT, BR LT A 2D
BEfF DB T » 7 7 L— K ((FHET558) # hEELET,

5. CiscoASA T v 77 L —ROGEIF, Y7 o277 "=V a @ RULET, BT 1 —
WREFEHLT, Y7 RO T "=V a3y TT N, AZRBETEET, [ASDMAA—T 3
DR (Select ASDM version) (%27 U v 7 LET,

6. ASAT v U L—ROYE, BIRLIZT SA R VA b=/ F 2% ASDM N—V 3 %
BRI 50, [ASDMAA—T g 7 v 77 L— K& A% v 7 (Skip ASDM version upgrade) ]
F xRy 7 AN CBIEOASDM AN—V 3 VERFFL, Y7 b7 "=V a v
DOHHET v T 7L —RLET, ZOFIEIX, FID7 v 77 L— RIZIIRETHDH Z LITE
BELTEEN,

7 [Ny —YD7 v 7 u—FK (Uploadpackages) 127V v 7 LET, T XTHOT /A AN
TRTCONRY =T L EHMERH 50T TN SICER LT EEN,

8. Ty m—FREIRVIHETIZIX, [Exit] 227V v 7 LET,

9. [T (Bxit) 1227V v LET,

F IR D FH
FIE

ATv 1 [ (Operations) |>[7 v FF L—FK (Upgrades) | ®IEIZIER L E 7,
ATV T2 [Ty 77— RO (BeginanUpgrade) | %27 Vw7 L, Kry 7 XU U NME [FIDOT v 77
L— R (FTD Upgrade) ] %721 [Cisco ASADT » 727 L— K (ASA Upgrade) ] # R L £,
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Upgrades
[ Q Search upgrade runs ] [ Status v ] = Filters Displaying 30 of 38 results
Upgrade name Upgrade type Status User FTD Upgrade

ASA Upgrade

.

- 3/25/2026, 8:10:36
PM I

- 3/25/2026, 7:23:03
PM I

. 3/25/2026, 7:19:06 ¢
PM I

. 3/25/2026, 7:16:44
PM I

. 3/25/2026, 5:54:59

PM I

3/25/2026, 4:14:56  {
PM I

Rows per page 1-30o0f 38 2 >

ARTYTI ToT T VL—ROL4RIEANIT L, Ty T T L —RTH5T734 ZA%8R LT, [Next] 27 U v 7 LET,

[Device Upgrades] ~<— > ® L& 5 [Model] 7213 [Tenant] ke vy 7F o 2 REFHLT, T34
AT 4 VHIER LT,

GE)
KEDN— R 2T ETNMIBTIRKOEDTNA RAEET T M LTT vy 7L —RT&ET,

ATV T8 BRENDFA TRy 7 AT [Staged upgrade] R %27 U v 27 L, [Next] #7 U >~ 27 L7, Cisco
ASAT v 77 L— ROSE, [BFOBRMNT v 77 L— K& E#EZ3 2% (Overwrite existing staged upgrades) |
Ty IRy 7 2R T, BIRLIET A ZAOBFOBRERT » 77 L— K (FET258) % bF
% bij—o

Perform staged upgrade or full upgrade?

(® Staged upgrade

This allows you to select packages, upload them to the selected devices, and perform
readiness checks to verify that the upgrade can be successfully performed. When you are
ready to perform a full upgrade, return to the Device Upgrade page to start the process.

O Full upgrade
This enables you to perform the complete upgrade process on the selected devices - from

selecting and uploading packages, performing readiness checks, and completing the
upgrade.

@ Some of the selected devices might already have a staged upgrade. You can choose
to overwrite the existing staged upgrade.

Overwrite existing staged upgrades
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CERBERH DD TR EIZER LT EEN,

Ty 7ua—RERYETICE, [Exit] 227 Y v 7 LET,

Roylr—YINT7 v 7Fu—REn5 L, [Upgrades] =—2 o [Status] 51D FiZ 7y FHL— Ky —
N7y TO—REh, RF—=UUFENEL] LW Ave—UnRERINET,
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2. Ty T L= RTLT AL REBRL, A& 5 [Actions] T [Upgradedevice] 2 27 Vv
7 LET,
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EHXATAT Ry 7 ATERINLUT, [k~ (Next) 127 U v 7 LET,
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Ty T T = RTDHT A AERIRL, AHIIZH D [Actions] T [Upgradedevice] #7 U 7 LET,
IR L 727 /31 A7) [Device Upgrades] X—2i2Y A L7 hEnuEd,
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RIBREDEHE

Security Cloud Control TlE, FREX—TMSSP R—Z )L LANL—HF =T H 7 FDRFED
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IR L £,
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7Yy 7 LTAEMILET,
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ATV T3 BRENAFAT IRy 7 ATUI (Yes) 1227V v 7§25 E, CiscoASA~LVAE=H U > THEREN
TN 7,
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b) API F—7 U EEH T HI2IL, [Token] 1D F D [Refresh) 27 V v 7 LET, FEAICOWTIX, API
=2 v OFH 223—) ZBRLTIIZEN,
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72 &\, Security Cloud Control = —% —|, F&FEZ 41T Security Cloud Control 7} > MZ7 7
TATELEOIC, Va—REMIETLHIdP 7 H Y > FSBETT,

FEIE O 1dP 372 R Y | Cisco Secure Sign-On |7 "CT ® Security Cloud Control 77> k ®
ID e A X =L ) T, ZOFRFOEKY O, ID 7 r/3A #—& LT Cisco Secure
Sign-On ZfEH L TW\2D Z L ZRiHEE LTWET,

Ty MCEEMT LN TWA TR TCOa—F— L a— NE, 2—Y—EBEH CHR T X
To YH— Ty MR B DI HICT A > BB B s R 3
V=T HRG e £,

B 77 te1i—v—0EE


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html#anchor662
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html#anchor662

| 79> bea—v—nwm
Frotory tr—sgazoeE |

TFHo DRy I EEEDEE

TFU IRy N =T EREORERIRTHZ 58, XA TI7T 4 AL L TEBEOLE
To Xy MU=V EREHRE RO —F—ZWRE L, [2— VP —EH (User Management) ]
AR LT, Moa—YF—nfEx FEE) ICEFELET,

T+ MZBEERRITFONTLS APl 2A——L3— FDXRT
FiE

DO~ A 2T [EE (Adminigtration) ]>[API1—H—% (APl User Management) | %27 U v 7 L&
D

31— —EIE® Active Directory 7 J)L— 7

LD 2 —F =PRI ANED LT T bO%E, il % O =2—H% —% Security Cloud Control
W24 %8 v 12, Security Cloud Control % Active Directory (AD) Z/V—7IlZ~v v 7 L
T, a—¥—JRa—PF—m—nZLYHRICEHETEET, HFrLna—3— @JEDD'?D%
FOL—F—DHIFRE Vo 7o —P— DT |L9 T, ActiveDirectory THRITTE 5 L )

Y . Security Cloud Control TFATT 2 ME N2 720 £,

[ —H —FH (User Management) ] ~—7>bH Active Directory 27 /L — 7% B, k. E7-
IFHIBR T 221X, [ hU—27 EHE (SuperAdmin) ] 2—H—o— LN KLETY, FEMICD
WTiE, Ta—%—m—] ZBRLTIZIN,

DA T [f%E (Settings) ]>[=—F—EH (UserManagement) | DJEIZIER L FE T,

Active Directory &' )L— 7

« EMIDOSA T, [[EE (Adminigration) ]>[APIA—H—& (APl User Management) ]]
> [Active Directory 7 /L'—=7" (Active Directory Groups) | %27 U v 7 LE7,

Z DOR—ZIE, Active Directory ¥ % — ¥ ¥ CTHI Y 24T 5172 Active Directory 7 /b—7"0D
02—V RERINET,

* Active Directory 2 /L —71ZF £ T 5 —H—|L, [Active DirectoryZ /L —7" (Active
Directory Groups) | ¥ 7 £ 721 [2— % — (Users) ] 5’ TIABNCR R ENET A

BExny

Security Cloud Control @ [B5#5 12 77 (Audit Logs) ] Ci%, = — W —BEB L O AT AL~
DOT 7 varpiigkInET, EAr7 (AuditLogs) | ICX > THy 7 F v ShdE7RA X
Y MIRDEBY T,

7rvtea—s—ozzE i



FrybEa—v—oEE |
. 21— —&EHED Active Directory ' )L— 7

cA—H—0ObFAY 2—PF—FIAHOTRTOA VAR ARTEELET,

* TFT U COBEERIT EBEEMITEERR - 72 b & O —F— OB T E 72X B
Bra BB L £9,

e A—H—O—)LDEE : 2— P —u— LOER LR LET,
« ActiveDirectory 7 JL— 7 : AD 7L —7NOEN, HIBR, BIOe— L OEFE 2L E
R
FIg -

1. RO~ A T [EE (Adminigtration) ]>[APIA—H—%# (APl User Management) ]
7 Vw7 LET,

2. [E#&n 7 (AuditLogs) 1# 7 %7 Vv 7 LEd, BlER /A DT F o hDA XU e
TITFAET 4D XA NBFEREINET,

3. RFEDA—F—0Dn VKR HITiE, [ (Search) 17 F A ARy 7 ZZEHLET,

4 TANZTAarkz7 ) v LT, REMREKY A, FFEDA XY b ERRLET,
[ #EPH (TimeRange) ] & [f N> F 7 27 2 3> (BEventAction) |IZRSW\WTrZ %27 ¢
VAL X E T,

5. [TZ AR—1 (Bxport) %7 VU 27 LT, itz CSVEXRTHF Y n—FLET,

B1:EEDS

User Management
Displaying audit logs

Users Active Directory Groups Audit Logs
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B 71 te1i—v—ogE



| 7rvrea—v—ngm

Active Directory 4 JL— 7 % Security Cloud Control IZ:BINY % 1= DRIREH .

TIILFO—)L1—HF—

Security Cloud Control ® IAM A$REDNEIR &L, = —HF =B O — L 2O LN TE 5 &
27D F LT,

Z—H— (| Active Directory DEED 7 N —T1TB L TWDHIEAERH Y . TN H D7 V—TF 1,
Security Cloud Control (233N C#72 % Security Cloud Control 7 —/L CEF CTX £§, = —H%—
Na 7 A VRIS T D R e HER 1T, D —H—23E LT\ %, Security Cloud Control
TEFRIN TS T XTO Active Directory 7 /L —7 D — /L O AEDOETT, =& 21X,

2 —H =732 DD Active Directory 7 /L —F 1B L CEBY | WG DT N—TRN2 508510 —
NV (MREFHA LT 7 a A BH2 YY) T Security Cloud Control [ZIBMENTW A A, —%—
IRERH LT oA EHOMFOMREZFFHES, 2L, LEOKD 7 V—T Lo —LC
WHSET,

Active Directory 7' /L —7" D~ ¥ 7 % Security Cloud Control CEFT DML ENH 5D DI 1 (]
PFThY, 2= =07 7 A LHEROERIT, TD%k, Rigd /7 V—THTa—¥—%iB
. HIER, E3BEIT 5 Z £12 L > T Active Directory THEfEAIZ T TE £7,

\}

GE)

BhshEd,

2—HF =0, HAZ—F—=THY, 2 OE LT T kD Active Directory 7 /b — 712 & L TV
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Rk D U > 7 T, Cisco DevNet Web A FD%HET 57 v a B TEE9,
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Raquired claim
Claim name Valug

Unigue User Identifier {WMame 10 user.userprincipalname [mameid-for.. ***

Additional claims

Clairm name Value

hittpe/fschemas xmiscap.ongfws/ 200505 identity/claims/emailaddress user.mail

hittp/fschemas xmiscap.ongws/ 200505 identity/claims/givenname user.givenname

hittp/fschemas xmiscapuong s/ 200505 identity/claims/name user.userprincipalname

hittp/fschemas xmisocap.ong s/ 200505 identity/claims/surname UsSELSUMamea e
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