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o« LARHZ (Reponder) : kv a s LARUVEMNMEHTLHR—MFEZITICMP 2— K, 365008 —
hOfEIX, A X2 b DFEM D ResponderPort DAEIZ kb L E 3

* NetFlow : ASA NetFlow A X2 M, syslog A~ b &ITEZ2 0 £9, NetFlow 7 ¢ /L Z (%, NSEL
T — R/ > 729~ T D NetFlow 4 > b ID 2B LET, 25D [NetFlow 1~ b IDJ I,
Cisco ASA NetFlow F24E77 1A R 3] TER SN TWVE T,

ATvT6 (EE) [FEr (View) [ X 70MEZ V7 LT, ZANEENAR LT 4 VH ELTIRIFLET,
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managing-asa-with-cisco-defense-orchestrator_chapter13.pdf#nameddest=unique_568
https://www.cisco.com/c/en/us/td/docs/security/asa/special/netflow/guide/asa_netflow.html#pgfId-1331672
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NetFlow 1 x> k037 4 Loz [

NetFlow 1 R FDAH T 4 )L Z L8

ZDOFIETIL. ASA NetFlow A XY NOLEHRB L FE T,
FIE

AT TN EDOA=a—0b[4 Ry QY (Events& Logs) >[4 X2 k (Events) |>[4 R bOX>4 (Events
Logging) ] Z&IRL £,

AFYT2 TA4NETAay TV 2707 LT, BWRIREETTZ 4L EZEZE L EHLET,
AT w73 [Netflow] ASA £ X b7 4 VEZEA NI LET,
ATV T4 OFTXTDASA AR b T 4N HEFTIZLET,

[f X2 Fhr¥>7 (BEventLogging) |7 —7/VIZIE, ASA NetFlow 1 X2 hOHBERRENET,

ASA F1-(EFDM[Z KB EE T/INA ADSyslog A N> +EZT 4 LA Y)
259 5M, ASANetFlow 1 R ~ET 4 ILA ) 25T LEL

ZOFNATIE, syslog 4 X NDOBERBELET,
Fg

ATV TN EMOR_AL T, [y &OY (Events& Logs) >[4 X2 kb (Events) |>[41 > bOX>4 (Events
Logging) ] Z#BER L £,

ARTYT2 T4NEZT7A4ay ¥V 270y 7 LT, BWRIREETTZ 4 V22 B LET,

ATY T3 [7 4% (Filter) 1734 > D—F FETAZ r—/L L, [NetFlow1 <> h%&H 25 (IncludeNetFlow Events) ]
TANENF Do TND D LR LET,

ATw T8 [ASA1 X (ASAEvents) | 7 4 /W& Y U —FTAZa—/LLTKEY, [NetFlow] R v 7 ANRF Z|T/e->
TWDHZ EZMERLET,

AT Y T5 ASA E7ILFID 7 4 VX SRAFOFKD 28I L £,

T4V IERDIES

AR NDOT 4B Y 7V E, BH . Security Cloud Control DFEAET ¢ L& Y o 7 )L— )UIZHE
WET, T4 NF V773 VIE [ (AND) | A, A7 3V NOfEE TE£7=
iX (OR) | NEHENET, 74V Z2a—P—IMHOKRBREMFEMAGDOEDL L TE
FT, L, AR N T A NVEDOEHIE, THAAALRXU N7 VRIS TEE) 23
EhET, HEZIE T4 NE TROMBPIBRE N TS ELET,
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T4 IV BERDEE

T Q. ResponderPort:443

FTD Events o

Connection
File
Intrusion

Malware
A Events i
AAL

2 BotNet
Failover
Firewall Denied
Firewall Traffic
IPSec VPN
NAT
SSL VPN
NetFlow
8 Time Range
Start
05/07/2020 09:40:17 PM
End

05/07/2020 11:43:24 PM

D7 4 VE TS L Security Cloud Control T, Firewall Threat Defense7 /XA A D
foe A~ FEFIXASA D BotNet X FERET 7 AT VA=V bTT 4 w7 A2 |
M OIFHEIFN D 2 SORE ORI H A LTz A <> &, H D ResponderPort443 & & e A <2 b
NFREINET, BHEHNOBRA X N CTTZ 4V H ) I TEET, T4 T A h3—
CITIFH NI OA X b RERRENET,

BEDREL : EXT DRR

RBE7 4 — NV RICA X NEEEEEATITHZET, T4 TAXRY MRWEDA RV N ER
RCEET, ZNEITORLMHELFTIET, A X alTF—T7 LT, METHIEEEZZ Y v
74 % Z &%, Security Cloud Control |2 & > CTZDBBMENKE T 4 —/L FIZADENE T,
IV oI TEDLARY NI, vURADA—Y NV EGDED EFAICRD ET, RICHZRLE
D
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T4 LB BEROFEE

Event Logging

[ Historical | Live ] | InitiatorlP: "10.10.11.117" AND EventType: "3" |

After 05/03/2023 07:23:40 PM &

Views View 1
Date/Time Device Type Event Type Sensor D/ Hostname Initiator
May 3, 2023, 7:23:40 PM ASA 3
Action IngressACLID

ConnectorlD Ingressinterface

InitiatorlP
DeviceType InitiatorPort
Egressinterface 4 LastPacketSecond
EventType 3 MappedInitiatorlP
FirewallExtendedEvent 1001 MappedinitiatorPort
ICMPCode 0 MappedResponderlP
ICMPType 0

ZOBITIE, A == —% IP (Initiator]P) DETH S5 10.10.11.11 [T~V ZADH— Y LV EED
WTr7 Vw7322 LI250, BBERHABEINTWET,  [nitiatorlP| & & OEI IR LFF
WBMESNTWET, RIZ, ANV M A TOETHLIICYTADTT— Y VINGHINTY
Vw7 S, MBEXFINEMENTWET, ZD& X, Security Cloud Control (Z & > T AND
DEMSNTWET, 207D, ZTORBOERIL, 10101111 0 60E SN, o) A
R RNFIALTNVIDARFDY R MR F9,

Foflc, EIDOHEICHDHIREICHER LTLEE, ZOHREIC T ADI— Y VEEb
., AND, OR, ANDNOT, ORNOT {#H& 7 & 3R L T, MBIZEMT L E L HITHET D
e TEET,

ROFTIL TOR) DBERENTWET, ZOMBOMEIL, 10101111 BB, [F
720X AN N EATIR106023 DA X FDOY A MIRY ET, BT = RBNZED L X
T —TNVOEEA TV v 7 LIGEE, tofER2niz, L4k (NOT) | LaMfER T
N2 EICERE LTS EE N,
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B - szxons

Event Logging

[ Historical | Live ] | InitiatorlP: "10.10.11.117" AND EventType: "3" (i)

After 05/03/2023 07:23:40 PM &

Views View 1
Date/Time Device Type Event Type Sensor D/ Hostname Initiator IP
May 3, 2023, 7:23:40 PM ASA 3
AND
Action IngressACLID
ConnectorlD OR Ingressinterface
InitiatorlP

DeviceType NOT InitiatorPort
Egressinterface 4 : LastPacketSecond
EventType 3 AND NOT MappedinitiatorlP
FirewallExtendedEvent 1001 MappedinitiatorPort
ICMPCode o] OR NOT MappedResponderlP
ICMPType 0

YUADH =Y NGRS L HFOTHERHER SNDMEIE, MEXTINBMTE £,

AND. OR. NOT. ANDNOT. ORNOT 7 4 /L2 EEF

MEXTHITHEHEND TAND) . [ORJ . NOTJ) . TANDNOTJ . 38X TORNOT]
OEMEIZRD & Y T,

AND

TRTCOBRBMEE G AN NEBRBET DL, 74 VZLFHTAND HEFEZFHALET,
AND JEE 1%, BB UFEINOLECIIEH T A,

7o & ZE, WOBRBILFTHITIE, TCP 7 a havuwgGA, o) A =v=—HXTPT KL
2 (InitiatorIP) 10.10.10.43 2>BBAth X7z, 7o) A == —%KR— b (InitiatorPort) 59614
MBEEINTEARNY PR ENE T, AND AT — M A2 FEBINT D720, FEHEAi
2T A NOEN DR b Z ERTHIEINET,

Protocol: "tcp" AND InitiatorIP: "10.10.10.43" AND InitiatorPort: "59614"

OR
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T4 BROHES

WO RMEEET A X M EBRRT A, T ANV EXFSHTORBEAFEZHEA L £,
OR HE 71X, MBEILFTHNOLEBETIIMEH T EE A,

=& 20E, ROMBILFHITIE, TCP 7a Falraill, £ A== —ZIP7 R
L A (InitiatorIP) 10.10.10.43 GRS N=. TF721%) A =>x=—%R— I (InitiatorPort)
59614 MO EEINFEARY PRARY FEa2a—TIZERINET, OR AT — AV M58
M 57N, EUEARZT A X FOBNEL R ENTFHENET,

Protocol: "tcp" OR InitiatorIP: "10.10.10.43" OR InitiatorPort: "59614"

NOT

FFEDRMERF A X2 M ERNAT DT, MBELFHNOFETOHR, ZhEEALET, =
L 2 IE. OB CFFHITIX. InitiatorIP 23 192.168.25.3 DA X K BFERE LSRN SN E T,
NOT InitiatorIP: "192.168.25.3"

AND NOT

FrEDORMEE G A Xy N ERAT DR, 7 4 VX CFFT AND NOT JHHE -2 H L &
9, AND NOT {#H 113, MBLFHNOLECIIHHATE EEA,

& 21X, MOT 4 VELFH|TIE, A == —FIP7 R A (InitiatorIP) 7% 192.168.25.3 ®

AR IRERENFETHE, TNHDHI L, LAKRUCZIPT KA (ResponderlP) 73 10.10.10.1
DHDIFRRENEHE A,

InitiatorIP: "192.168.25.3" AND NOT ResponderIP: "10.10.10.1"

NOT & AND NOT ZAHAE DR T, BROBMEALMIINT 2L b TEET, L AT RO
7 4 VHLFH|TIE, InitiatorIP 3 192.168.25.3 D X k & ResponderIP 75 10.10.10.1 D1 X
Y MRERIF S ET

NOT InitiatorIP: "192.168.25.3" AND NOT ResponderIP: "10.10.10.1"

OR NOT

FrEDERZ BRI DB R E B D DITIE, 7 4 /L Z LFFTORNOT A F &2 L E
. ORNOT HE 1%, MBI FHNOLHTIIHLHATE LA,

7= & 21F. ROMBELFHITIL, 71 h 2 (Protocol) 75 TCP DA X2 ~, [F7-1%]
InitiatorIP 7% 10.10.10.43 O A~ k. [F£721%] InitiatorPort 7% 59614 TIL/R2 WA X kAR
SNFET,

Protocol: "tcp" OR InitiatorIP: "10.10.10.43" OR NOT InitiatorPort: "59614"

Z i, (Protocol: "tep") OR (InitiatorIP: "10.10.10.43") OR (NOT InitiatorPort: "59614") DR & %
AHTEHLTEET,

JA4ILKh—FgE

TAZY A (%) & gtk i) XTHREDO M) 74—V RTUA NV RI—RELTHEM
LT, AV FNOFERZRBETDHZENTEET, &2, kDT 4 VZTFH|TIL,

URL: *feedback*

JEtE 7 4 —/L A TURL] DA X2 hOXFFINRHBR I, [feedback] &9 UFEHINE F
NLTWNWDA R PRERENET,
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B o~ roxs s (Bentslogging 1 X—SEBRALEA R FOBRE

BEIHER
AR IRF T R=T DT LADOFRRE LOIERR

* Security Analytics and Logging D > @

[41 R kOX >4 (EventsLogging) 1 R—DFFERALI-A R FD&
&

0 7RSS NI T R TOA R FERBE L THRERERE RO 512, [A X haF
7" (Event Logging) | X— Y DOMEHIEL LA — MEREAZMHEH LET, BEA X2 MIET 5
VIR—= DR EERTE D Z LITER LTS,

FIE

RATFYT1 FEF—2 a0 R"—T, [AR>+&OY (Events& Logs) >[4 X2 k (Events) |>[41 > taOXxUY
(EventsLogging) | ZiE#RL 7,

ATw T2 [JBFE (Historical) ]| ¥ 7 E£71x[7 47 (Live) 1 %7 %27V v 7 LET,

RTYT3 RBA—ITHRBZ =V E AL, [#FE (Search) 1527 UV v 7 LTHRBEEZFEITLET,
FE MERY I A% Vw7 LT[ V7 4% (Sample Filters) | DU A BB L, A R
F2TIER<MBLET, Yo TN T4V EEFA LT, MBEA—IHREZ =) 23R AN L, BE
D=—RZELETEELES, Y77 v ZOEMICEATL5FMICONWTIL, Y77 vy %z
HEHLIEARY FOKBE 21 =) 2R LTIIESN,

RFYTE (AT ay) RES—UPLEENTWAMICNY 7 7T RCRZEFATL, LER— AT 510
X, ROFNEZEFATLET,

a) MBI/ VEAIL, ¥ (Search) | K v 7 XU U X RNpE [LR— FDAF Y a2 — /L% iE
(Schedule Report) | # R L £,
b) [Generate Report] #27 U v 27 LET,

RIFFF 2 — I ANDIL, ETTDHEBRHMEINET, Nv 7T T700 RTEEORBEEZETTETET,
LAR— DA Va2 — VEEDFEMIZOWNTIE, Ny 7 7770 RTHRBLFA— NEAEKRT D200
AT a—)b (22 X—V) EHRL TN
AT TSs (AT vay) MRALVAR—FE2ERBIXOEERT 55, [LA—bF (Reports) 227 Vw7 LET, =
DE=z2—nb, ROBIEEZFEITTEET,
s [LAR—T1 (Reports) | =T Tlk, MBLAHR—ME2FER, Fyro— K, FREFHIBRTEET,

cAEIRY DLVAR— MEERT 20, EFMILAR— 2RV 2a—A&ET DT, [VAR— DAV a—
JVEZTE (Schedule aReport) J[#27 U v LET,
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FoILTsns AL~ oz ]

c W EA R ETITIER T HITIE, [BARKEDFR R (View Notification Settings) |42 U v 7 LT
[BZNFE (Notification Preferences) ] -~X—IZH#E L £,

RDEZRY

EMBRFEDSLEARBENT, EBO1EIRY O LK — P LR — DRSS 2 — AT
XETF, FICOVTIE, Sy 27T 70 FORELH— b EERT BEDO R Y a—
(22 =) ZBBLT S,

BTN ITAIILEAEZFERALIZARY FOBRE
Yo TINT AN AT A E, e ) B AT TICEmoOBRE T =) 2310 < ERKR
TEFET, 74NV HEBERL, BEO=—XZELETI I NRTA—FEEF LET,

FIE

AT w71 [EventLogging] X— T, MFNN—%27 1V v 7 LET, [SampleFilters) DU 2 k3, BRFEN—D FIZHER

SNnET,

ATYT2 Fry X YA RNL, 74V Z @8R LET, MBA—IIKIET 2% 7 =) BRABINICATI S
i‘j‘o

AT9T3 FHIERSINIZZ =V OEEZETE L TREBEERKVIALET,
1

« BEED Web A MIBHT 54 X2 FERHET5I2IE, [Wildcard URL] Z3IR L 97, BB/ —IC
URL : "*.sharepoint.com" & #/R S 4L E 7, sharepoint.com Z A ROMD KA A NIEHLTE E
j‘o

c FEEDT NA AR T DA R M ERET HITIE, [SpecificHost] Z88R L £9°, B/ N—IC
Initiator|P : "192.168.55.55" OR Responder|P : "192.1685555" & #F kS E T, 192.168.55.55 %
SH =T HTNAADIP T RLAZERLET,

ATY T4 [#8F (Search) | %27V v 7 LET,

NYITSHOURTORBARNY FORBRE

Security Cloud Control TiX, BRI EZEFR L., TOMBRIFITESNTA X b r T EHHK
T&EEJ, [LA— (Reports) [BEREIZ LD, N7 7T 00 RTARY b u JE % FAT
L. VIR—hEAERTLZLENTEET,

BE LT @R EICIESNWT, LiR— FOARMNET Lz & X IT@Mma2 i £9°,

[LAR—TF (Reports) ]—Tb, LAR— FEFR, Fvrn— R Z3HBRTEES, &
HIZ. 1TEIRY D UR— FEITEH LR — FOWTHNDEREA T 2—NTHIEHT
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B o5 roRRLE— FEERT BEHORT U2 -

X F9, [EMEE (Notification Settings) | X—VICBEILC, y 7RI VT a7z
VERNELIIELELET,

NI TS5 FTRRLR— FEERT H-ODR 71—

Ny 2 7T FTIEIRY DA X b TR ETIAT Y 2 —VEHLDA N2 b ua TR
ERITL, UR—FEAEKRT HITE, [ hrFX 7 (Event Logging) ] X—Y D [LAR—
I (Report) JHEREZREM L EJ, A7V a— L ENELR— MIVWOTHLEF £ ITF v
BATEET, Fo, 1ERY ORFE 7 =) 20 IR URRICEET L2 L TEET,

)

GE) e BIEA XY MIHETALR— FOAERDOIRE A V2 — L TEXET,
BRMA, FET. FRITKR LA LVA— NMIET AT I — FERSTHZ L2 R/INTE ET,

MBEE A 2= L TCUR— MEERTDHITIE, ROFIEEZFETLET,
FE

ATV TN FEF—=2 a0 R3—=T, [AR>+&OY (Events& Logs) [>[41 RV k (Events) >[4 Rv kOx2 sy
(EventsLogging) ] IR L £,

AT 72 [JEFE (Historical) | ¥ 7 %7 Vw7 LTEREARY bEaFRLET,

ATV T3 RBEATHBE 7 =) AT LET,

RATv T4 [FFE (Search) | Fuvy 7 X% 7 Uy L, [LAR—MDAF Y a—)Li%E (Schedule Report) ] % iR
LET,

ATF9TE (ATvay) VAR=MEBINT L2004 REANTLET,

ATYT6 T74NVETIE, [T < UR— 24 (Generatereportnow) | F = v 7 R v 7 AIA 278> TWET,
AT D & RIFRHC LR — N oA BRG SNE T,

AT T VIR LAY Y 2—/LO%E (Setup recurring schedule) | F = v 7R v 7 A% AN L T, ROBEELT
WET,

o [v 7 OfRFRMIM (Search Logs for the Last) ] : #l> CTHRHZET 22 E L ET,

« [BFE (Frequency) ]: A7 ¥ a— /L SNIMBEEZFIATTHMEL, FATTHRMZREL 7,

ARTYT8 VAU FUDTHT, A7V a—VENERERMEMERLET, A7 Y 2— B LUE T AR (Schedule
and GenerateNow) |47 UV v 7 LET, MBELZTICHGET 52 L E2BIRL 2o 258X, [VA— D
ALY 2 —)Vi%E (Schedule Report) | %7 U v 7 LET,

RDEZRY

AV a— )V ST TR L AR — M &, Security Cloud Control (2 K - T HEBIFJIZHIBR S 4D F T,
KT HBEERRTEET,
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grLt—rogyon—r [

BRELKR—bDEYO—F

MRFBFER L A V2 —)L 7 = U X, Security Cloud Control (Z &> THEWIIZHIBRES LD ETT
HFRGFEESNET, MELR—bOat—% CSVERNTH vV n—RTEET,

FIE

ATFY T FEF—2 a0 R3—T, [4R>+&OY (Events& Logs) [>[41 X2k (Events) >[4/ Rv kOx2sy
(EventsLogging) ] =R L £,

ATv T2 [LAR—F Reports) 1227V v 7 LET,

AT w73 [Actiong 4T, LAR— FOREZH D [Download] 7 Y v 27 LT, LiR—h&a& v ra—KLET, CSV
BROMBLAR— ML, m—IV KT T DT 7 4/L bORFGFNICHBINICY 7 or— FINET,
ATvT8 (AT7vay) REI/ZVEFRLTLAR—baZvra— RT3, ROFIEZETLET,
a) [Queries) # 7 %27V v 7 LET,
b) LHE—FEZEHLT, B T OFMERRLET,
) BARLTHUYyr—FRT5LAR— NOMIZHD [ViewReports] 27 U v 7 LET,
d) [Download] 27 Vv 7 LET,

Security Analytics and Logging D1 N> B4

ARV FEMEDEHA

Security Cloud Control |2 &> TEM &5 A X M@, Firepower Device Manager
(FDM) ¥ & UF Adaptive Security Device Manager (ASDM) (2 X > CTHE S5 b D & IR
LT,
Y X2 VT 4T T TAT A (ASA) A R PEMEOFENC OV TIE,  [Cisco ASA
v —X Syslog A vtE— ] #BBLTLIIEEN,

—HBD ASA syslog £ > M TRkt v, ZofMicix, BHEEST7ZEH LT X he
TT—=TNVONKE 7 4 NVE) T 5L EEHTELEMOBERH D £7°, syslog £~
Y hDOZEDMOEERBIECONTIE, ROBMIE Y 7 223RLTI7Z3V,

« f#HT 7= ASA Syslog 1 X2 b

s —¥ D Syslog A v & —® EventGroup 3 & O' EventGroupDefinition J&
* Syslog 1 X2 b DA X2 N EME

o IRFH] 8 14
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managing-asa-with-cisco-defense-orchestrator_chapter13.pdf#nameddest=unique_586
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. —EB®D Syslog A = 2— < M EventGroup # & U' EventGroupDefinition B 1%

—ER D Syslog # v £— < M EventGroup & & U EventGroupDefinition J§
T4
—H D syslog A X ML, BMOJEME [EventGroup) 35 XY [EventGroupDefinition| 73& ¥
T, BYEEORT CT 4 VEETHZ LICL), 2RO OBMNEEEFEH L T2k
T—T N T A NEBL, A X RNERDTDLZENTEET, e, A hr¥Fy

T =7 ND[M#E (search) 17 4 —/ NI lapruzais=] EADNLT, 77V r—var 7y
AT IF—IV AR N7 4 )VH TEET,

sydog A v E—CDI S RELUVEEMITOENATWS Ay E—D IDEE

EventGroup EventGroupDefinition Syslog A vt—T IDES (&
#D 3 #1)
aaa/auth o —FERE 109, 113
acl/session T AY A Na—HF—t - 106
vay
apfw TV r—vary 747|415
7 —Jb
T oY KV AXT L N 7747 (110, 220
7+ —)b
ca PKI =i BB 717
citrix Citrix 7 747 b 723
clst JIGABY T 747
cmgr 71— RE B 323
config A R AV E—T AR 111, 112, 208, 308
csd X2 T RTFRAT by 724
cts Cisco TrustSec 776
dap HAFIv 7 TIrRARY |734
‘:/;_.
eap. eapoudp Fy hI—27 7RI vz 333, 334
oy ha—/LHOEAP £7-1%
EAPoUDP
eigrp EIGRP V—F ¢ v 336
email ETFA—L FTaFxy 719
ipaa/envmon T2 YT 735
ha 7z — )L A —/N— 101, 102, 103, 104, 105,
210, 311, 709
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—E&R 0D Syslog * v £ — < @ EventGroup 3 & Uf EventGroupDefinition & 14 .

EventGroup EventGroupDefinition Syslog * vt—C ID B (B
D 3 HT)
idfw Identity-Based 7 7 A 7 7 4 — | 746
V%
ids BABRM S AT A 733
ids/ips BRI S AT L2 ARG | 400
AT A
ikev2 IKEv2 Y —/L% v K 750, 751, 752
ip IPAK 7 209, 215, 313, 317, 408
ipaa IP7 RLADE Y YT 735
ips 2B S AT 2 401, 420
ipv6 IPv6 325
14tm Tuay s YA FFAIUR 338
F ZL—U Xk
lic Tk T 444
mdm-proxy MDM & %3 802
nac Xy hU—2 T RIvva |31, 732
ay he—b
vpn/nap IKE & IPsec /v U —27 7 |713
JEARA B
np Xy U= Tuat v 319
ospf OSPF Vv —F 4 7 318, 409, 503, 613
passwd INAT — ROk AL 742
pp Phone Proxy 337
rip RIP V—7 4 107, 312
rm Resource Manager 321
sch Smart Call Home 120
session a—HF tEyg 108, 201, 202, 204, 302,
303, 304, 314, 405, 406,
407, 500, 502, 607, 608,
609, 616, 620, 703, 710
session/natpat a—Y—tF v g /NATE L |305
N PAT
snmp SNMP 212
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. Syslog 4 X > ~® EventName &%

EventGroup EventGroupDefinition Syslog * vt—C ID ES (B
#D 3 H1)

ssafe ScanSafe 775

ssl/np ssl SSL A %+ 77 /NP SSL 725

sve SSLVPN 7 7 A 7 > |k 722

sys AT A 199, 211, 214, 216, 306,

307, 315, 414, 604, 605,
606, 610, 612, 614, 615,
701, 711, 741

tre KT Y7 g — x| 780
DV
ucime UC-IME 339
tag-switching Y—bERHXT AL vFr T |79
td B OB 733
vm VLAN = v B 7 730
vpdn PPTP 35 L N L2TP & v &3 & | 213, 403, 603
vpn IKE 3 X U IPsec 316, 320, 402, 404, 501,
602, 702, 713, 714, 715
vpne VPN 7 A4 7 k 611
vpnfo VPN 7 = — /LA —/\— 720
vpnlb VPN B— R NZ v 718
vxlan VXLAN 778
webfo WebVPN 7 = —/LA—/8—  |721
webvpn WebVPN 5 £ OF AnyConnect 27 | 716
TAT b
session/natpat a—HP—Ff v a /NATE L |[305
N PAT

Syslog 4 X > kD EventName E1%

—HBD syslog A X MZiX, BMOENM: [EventName] 23&H 0 3, BYEAEDOT T7 4 X
B2 Z L2V, EventName BHEZHHA L CA X b T —T V&7 4V HMB L, A X2
FeRDOTFHZENTEET, L xIE, [F1 X hrX> 7 (BventLogging) |7 — 7 /DR
7 4 —/L N2 [EventName: " Denied |P Packet" | & AJj9% Z & T, [Denied IP packet] @
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Sydog A R R ID EARY FEDT—T )L
« AAA Syslog £ X b ID & A X2 14
« Ry bR I Syslog £ X RN ID & A X M
o 7 x—)LA—s3—Syslog 1 X2 M ID & ARV M4
« 77 AT U4 —/LHA Syslog £ X2 R ID & A X2 R4
« 77 AT U A=V 8T 7 47 Syslog A X2 NID & A X R4
cTATUT AT 4 RXR—=RA T 7 AT Ux—)Syslog A KD LA R4
s IPSec Syslog -/ X M ID & A X2 M4
« NAT Syslog 1 X h ID & A XV 14

« SSL VPN Syslog 1 X N ID & A X b4

AAA Syslog 1 R M ID EA4 R R4

EventID EventName

109001 AAA Begin

109002 AAA Failed

109003 AAA Server Failed

109005 Authentication Success

109006 FRRIEIZ KRR

109007 Authorization Success

109008 [FFRIZ B LE L7- (Authorization
Failed) |

109010 AAA Pending

109011 AAA Session Started

109012 AAA Session Ended

109013 AAA

109014 AAA Failed

109016 AAA ACL not found

109017 AAA Limit Reach

109018 AAA ACL Empty

109019 AAA ACL error
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EventID EventName

109020 AAA ACL error

109021 AAA error

109022 AAA HTTP limit reached

109023 AAA auth required

109024 [FFAMlc Bt UE L7~ (Authorization
Failed) |

109025 [FFAMZ 2B UF L7~ (Authorization
Failed) |

109026 AAA error

109027 AAA Server error

109028 AAA Bypassed

109029 AAA ACL error

109030 AAA ACL error

109031 RORIEIZ R

109032 AAA ACL error

109033 FORIEIZ R

109034 I 2L

109035 AAA Limit Reach

113001 AAA Session limit reach

113003 AAA overridden

113004 AAA Successful

113005 Authorization Rejected

113006 AAA user locked

113007 AAA User unlocked

113008 AAA successful

113009 AAA retrieved

113010 AAA Challenge received

113011 AAA retrieved
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EventID EventName

113012 PRI

113013 AAA error

113014 AAA error

113015 PREZ AT

113016 AAA Rejected

113017 AAA Rejected

113018 AAA ACL error

113019 AAA Disconnected
113020 AAA error

113021 AAA Logging Fail
113022 AAA Failed

113023 AAA reactivated
113024 AAA Client certification
113025 AAA Authentication fail
113026 AAA error

113027 AAA error

Ry by b Sysdog AR M ID EARY MR

EventlD EventName

338001 Botnet Source Block List
338002 Botnet Destination Block List
338003 Botnet Source Block List
338004 Botnet Destination Block List
338101 Botnet Source Allow List
338102 Botnet destination Allow List
338202 Botnet destination Grey
338203 Botnet Source Grey

338204 Botnet Destination Grey
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EventID EventName

338301 Botnet DNS Intercepted
338302 Botnet DNS

338303 Botnet DNS

338304 Botnet Download successful
338305 Botnet Download failed
338306 Botnet Authentication failed
338307 Botnet Decrypt failed
338308 Botnet Client

338309 Botnet Client

338310 Botnet dyn filter failed

Tx—)IA—/N\—Sydog A RV L IDEARU A

EventID EventName

101001 Failover Cable OK

101002 Failover Cable BAD

101003 Failover Cable not connected
101004 Failover Cable not connected
101005 Failover Cable reading error
102001 Failover Power failure

103001 No response from failover mate
103002 Failover mate interface OK
103003 Failover mate interface BAD
103004 Failover mate reports failure
103005 Failover mate reports self failure
103006 Failover version incompatible
103007 Failover version difference
104001 Failover role switch

104002 Failover role switch
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EventID EventName

104003 Failover unit failed

104004 Failover unit OK

106100 Permit/Denied by ACL
210001 Stateful Failover error

210002 Stateful Failover error

210003 Stateful Failover error

210005 Stateful Failover error

210006 Stateful Failover error

210007 Stateful Failover error

210008 Stateful Failover error

210010 Stateful Failover error

210020 Stateful Failover error

210021 Stateful Failover error

210022 Stateful Failover error

311001 Stateful Failover update
311002 Stateful Failover update
311003 Stateful Failover update
311004 Stateful Failover update
418001 Denied Packet to Management
709001 Failover replication error
709002 Failover replication error
709003 Failover replication start
709004 Failover replication complete
709005 Failover receive replication start
709006 Failover receive replication complete
709007 Failover replication failure
710003 Denied access to Device
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T7A4T7 94— ILEER Sydog A R R IDEARV LE

EventID EventName

106001 Denied by Security Policy

106002 Outbound Deny

106006 Denied by Security Policy

106007 Denied Inbound UDP

106008 Denied by Security Policy

106010 Denied by Security Policy

106011 Denied Inbound

106012 Denied due to Bad IP option

106013 Dropped Ping to PAT IP

106014 Denied Inbound ICMP

106015 Denied by Security Policy

106016 Denied IP Spoof

106017 Denied due to Land Attack

106018 Denied outbound ICMP

106020 Denied IP Packet

106021 Denied TCP

106022 Denied Spoof packet

106023 Denied IP Packet

106025 Dropped Packet failed to Detect context
106026 Dropped Packet failed to Detect context
106027 Dropped Packet failed to Detect context
106100 Permit/Denied by ACL

418001 Denied Packet to Management

710003 Denied access to Device

T7AT 24— b3 T 499 SydogA R MIDEARY LE

EventID EventName

108001 Inspect SMTP
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EventID EventName

108002 Inspect SMTP

108003 Inspect ESMTP Dropped
108004 Inspect ESMTP

108005 Inspect ESMTP

108006 Inspect ESMTP Violation
108007 Inspect ESMTP

110002 No Router found

110003 Failed to Find Next hop
209003 Fragment Limit Reach
209004 Fragment invalid Length
209005 Fragment IP discard
302003 H245 Connection Start
302004 H323 Connection start
302009 Restart TCP

302010 Connection USAGE
302012 H225 CALL SIGNAL CONN
302013 Built TCP

302014 Teardown TCP

302015 Built UDP

302016 Teardown UDP

302017 Built GRE

302018 Teardown GRE

302019 H323 Failed

302020 Built ICMP

302021 Teardown ICMP

302022 Built TCP Stub

302023 Teardown TCP Stub
302024 Built UDP Stub
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EventID EventName

302025 Teardown UDP Stub

302026 Built ICMP Stub

302027 Teardown ICMP Stub
302033 Connection H323

302034 H323 Connection Failed
302035 Built SCTP

302036 Teardown SCTP

303002 FTP file download/upload
303003 Inspect FTP Dropped
303004 Inspect FTP Dropped
303005 Inspect FTP reset

313001 ICMP Denied

313004 ICMP Drop

313005 ICMP Error Msg Drop
313008 ICMP ipv6 Denied

324000 GTP Pkt Drop

324001 GTP Pkt Error

324002 AEY =T—

324003 GTP Pkt Drop

324004 GTP Version Not Supported
324005 GTP Tunnel Failed

324006 GTP Tunnel Failed

324007 GTP Tunnel Failed

337001 Phone Proxy SRTP Failed
337002 Phone Proxy SRTP Failed
337003 Phone Proxy SRTP Auth Fail
337004 Phone Proxy SRTP Auth Fail
337005 Phone Proxy SRTP no Media Session
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EventID EventName

337006 Phone Proxy TFTP Unable to Create File
337007 Phone Proxy TFTP Unable to Find File
337008 Phone Proxy Call Failed

337009 Phone Proxy Unable to Create Phone Entry
400000 IPS IP options-Bad Option List

400001 IPS IP options-Record Packet Route
400002 IPS IP options-Timestamp

400003 IPS IP options-Security

400004 IPS IP options-Loose Source Route
400005 IPS IP options-SATNET ID

400006 IPS IP options-Strict Source Route
400007 IPS IP Fragment Attack

400008 IPS IP Impossible Packet

400009 IPS IP Fragments Overlap

400010 IPS ICMP Echo Reply

400011 IPS ICMP Host Unreachable

400012 IPS ICMP Source Quench

400013 IPS ICMP Redirect

400014 IPS ICMP Echo Request

400015 IPS ICMP Time Exceeded for a Datagram
400017 IPS ICMP Timestamp Request

400018 IPS ICMP Timestamp Reply

400019 IPS ICMP Information Request

400020 IPS ICMP Information Reply

400021 IPS ICMP Address Mask Request
400022 IPS ICMP Address Mask Reply

400023 IPS Fragmented ICMP Traffic

400024 IPS Large ICMP Traffic
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EventID EventName

400025 IPS Ping of Death Attack

400026 IPS TCP NULL flags

400027 IPS TCP SYN+FIN flags

400028 IPS TCP FIN only flags

400029 IPS FTP Improper Address Specified
400030 IPS FTP Improper Port Specified
400031 IPS UDP Bomb attack

400032 IPS UDP Snork attack

400033 IPS UDP Chargen DoS attack
400034 IPS DNS HINFO Request

400035 IPS DNS Zone Transfer

400036 IPS DNS Zone Transfer from High Port
400037 IPS DNS Request for All Records
400038 IPS RPC Port Registration

400039 IPS RPC Port Unregistration

400040 IPS RPC Dump

400041 IPS Proxied RPC Request

400042 IPS YP server Portmap Request
400043 IPS YP bind Portmap Request
400044 IPS YP password Portmap Request
400045 IPS YP update Portmap Request
400046 IPS YP transfer Portmap Request
400047 IPS Mount Portmap Request

400048 IPS Remote execution Portmap Request
400049 IPS Remote execution Attempt
400050 IPS Statd Buffer Overflow

406001 Inspect FTP Dropped

406002 Inspect FTP Dropped
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EventID EventName

407001 Host Limit Reach

407002 Embryonic limit Reached
407003 Established limit Reached
415001 Inspect Http Header Field Count
415002 Inspect Http Header Field Length
415003 Inspect Http body Length
415004 Inspect Http content-type
415005 Inspect Http URL length
415006 Inspect Http URL Match
415007 Inspect Http Body Match
415008 Inspect Http Header match
415009 Inspect Http Method match
415010 Inspect transfer encode match
415011 Inspect Http Protocol Violation
415012 Inspect Http Content-type
415013 Inspect Http Malformed
415014 Inspect Http Mime-Type
415015 Inspect Http Transfer-encoding
415016 Inspect Http Unanswered
415017 Inspect Http Argument match
415018 Inspect Http Header length
415019 Inspect Http status Matched
415020 Inspect Http non-ASCII
416001 Inspect SNMP dropped

419001 Dropped packet

419002 Duplicate TCP SYN

419003 Packet modified

424001 Denied Packet
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EventID EventName

424002 Dropped Packet

431001 Dropped RTP

431002 Dropped RTCP

500001 Inspect ActiveX

500002 Inspect Java

500003 Inspect TCP Header
500004 Inspect TCP Header
500005 Inspect Connection Terminated
508001 Inspect DCERPC Dropped
508002 Inspect DCERPC Dropped
509001 Prevented No Forward Cmd
607001 Inspect SIP

607002 Inspect SIP

607003 Inspect SIP

608001 Inspect Skinny

608002 Inspect Skinny dropped
608003 Inspect Skinny dropped
608004 Inspect Skinny dropped
608005 Inspect Skinny dropped
609001 Built Local-Host

609002 Teardown Local Host
703001 H225 Unsupported Version
703002 H225 Connection

726001 Inspect Instant Message

FATUOTA T4 N—R F7A4T7 04— SydogA N FID EA RNV LA

EventID EventName

746001 Import started
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EventID EventName

746002 Import complete

746003 Import failed

746004 Exceed user group limit
746005 AD Agent down

746006 AD Agent out of sync
746007 Netbios response failed
746008 Netbios started

746009 Netbios stopped

746010 Import user failed

746011 Exceed user limit

746012 User IP add

746013 User IP delete

746014 FQDN Obsolete

746015 FQDN resolved

746016 DNS lookup failed

746017 Import user issued

746018 Import user done

746019 Update AD Agent failed
IPSecSydog f RV R ID EA RV L4

EventID EventName

402114 Invalid SPI received

402115 Unexpected protocol received
402116 Packet doesn't match identity
402117 Non-IPSEC packet received
402118 Invalid fragment offset
402119 Anti-Replay check failure
402120 Authentication failure (GRFESHL)
402121 Packet dropped

426101 cLACP Port Bundle
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EventID EventName

426102 cLACP Port Standby

426103 cLACP Port Moved To Bundle From Standby
426104 cLACP Port Unbundled

602103 Path MTU updated

602104 Path MTU exceeded

602303 New SA created

602304 SA deleted

702305 SA expiration - Sequence rollover
702307 SA expiration - Data rollover

NAT Sysdog A RV L ID EA RV 4

EventID EventName

201002 Max connection Exceeded for host
201003 Embryonic limit exceed

201004 UDP connection limit exceed
201005 FTP connection failed

201006 RCMD connection failed

201008 New connection Disallowed

201009 Connection Limit exceed

201010 Embryonic Connection limit exceeded
201011 Bt (R #418

201012 Per-client embryonic connection limit exceeded
201013 Per-client connection limit exceeded
202001 Global NAT exhausted

202005 Embryonic connection error

202011 Connection limit exceeded

305005 No NAT group found

305006 Translation failed

305007 Connection dropped

305008 NAT allocation issue

305009 NAT Created

305010 NAT teardown
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EventID EventName

305011 PAT created

305012 PAT teardown

305013 Connection denied
SSL VPN Sydog A R L ID EA RV 4

EventiD EventName

716001 WebVPN Session Started
716002 WebVPN Session Terminated
716003 WebVPN User URL access
716004 WebVPN User URL access denied
716005 WebVPN ACL error

716006 WebVPN User Disabled
716007 WebVPN Unable to Create
716008 WebVPN Debug

716009 WebVPN ACL error

716010 WebVPN User access network
716011 WebVPN User access

716012 WebVPN User Directory access
716013 WebVPN User file access
716014 WebVPN User file access
716015 WebVPN User file access
716016 WebVPN User file access
716017 WebVPN User file access
716018 WebVPN User file access
716019 WebVPN User file access
716020 WebVPN User file access
716021 WebVPN user access file denied
716022 WebVPN Unable to connect proxy
716023 WebVPN session limit reached
716024 WebVPN User access error
716025 WebVPN User access error
716026 WebVPN User access error
716027 WebVPN User access error
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EventID EventName

716028 WebVPN User access error
716029 WebVPN User access error
716030 WebVPN User access error
716031 WebVPN User access error
716032 WebVPN User access error
716033 WebVPN User access error
716034 WebVPN User access error
716035 WebVPN User access error
716036 WebVPN User login successful
716037 WebVPN User login failed
716038 WebVPN User Authentication Successful
716039 WebVPN User Authentication Rejected
716040 WebVPN User logging denied
716041 WebVPN ACL hit count
716042 WebVPN ACL hit

716043 WebVPN Port forwarding
716044 WebVPN Bad Parameter
716045 WebVPN Invalid Parameter
716046 WebVPN connection terminated
716047 WebVPN ACL usage

716048 WebVPN memory issue

716049 WebVPN Empty SVC ACL
716050 WebVPN ACL error

716051 WebVPN ACL error

716052 WebVPN Session Terminated
716053 WebVPN SSO Server added
716054 WebVPN SSO Server deleted
716055 WebVPN Authentication Successful
716056 WebVPN Authentication Failed
716057 WebVPN Session terminated
716058 WebVPN Session lost

716059 WebVPN Session resumed
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EventID EventName

716060 WebVPN Session Terminated
722001 WebVPN SVC Connect request error
722002 WebVPN SVC Connect request error
722003 WebVPN SVC Connect request error
722004 WebVPN SVC Connect request error
722005 WebVPN SVC Connect update issue
722006 WebVPN SVC Invalid address
722007 WebVPN SVC Message

722008 WebVPN SVC Message

722009 WebVPN SVC Message

722010 WebVPN SVC Message

722011 WebVPN SVC Message

722012 WebVPN SVC Message

722013 WebVPN SVC Message

722014 WebVPN SVC Message

722015 WebVPN SVC invalid frame

722016 WebVPN SVC invalid frame

722017 WebVPN SVC invalid frame

722018 WebVPN SVC invalid frame

722019 WebVPN SVC Not Enough Data
722020 WebVPN SVC no address

722021 WebVPN Memory issue

722022 WebVPN SVC connection established
722023 WebVPN SVC connection terminated
722024 WebVPN Compression Enabled
722025 WebVPN Compression Disabled
722026 WebVPN Compression reset

722027 WebVPN Decompression reset
722028 WebVPN Connection Closed

722029 WebVPN SVC Session terminated
722030 WebVPN SVC Session terminated
722031 WebVPN SVC Session terminated
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EventID EventName

722032 WebVPN SVC connection Replacement
722033 WebVPN SVC Connection established
722034 WebVPN SVC New connection
722035 WebVPN Received Large packet
722036 WebVPN transmitting Large packet
722037 WebVPN SVC connection closed
722038 WebVPN SVC session terminated
722039 WebVPN SVC invalid ACL
722040 WebVPN SVC invalid ACL
722041 WebVPN SVC IPv6 not available
722042 WebVPN invalid protocol

722043 WebVPN DTLS disabled

722044 WebVPN unable to request address
722045 WebVPN Connection terminated
722046 WebVPN Session terminated
722047 WebVPN Tunnel terminated
722048 WebVPN Tunnel terminated
722049 WebVPN Session terminated
722050 WebVPN Session terminated
722051 WebVPN address assigned

722053 WebVPN Unknown client

723001 WebVPN Citrix connection Up
723002 WebVPN Citrix connection Down
723003 WebVPN Citrix no memory issue
723004 WebVPN Citrix bad flow control
723005 WebVPN Citrix no channel

723006 WebVPN Citrix SOCKS error
723007 WebVPN Citrix connection list broken
723008 WebVPN Citrix invalid SOCKS
723009 WebVPN Citrix invalid connection
723010 WebVPN Citrix invalid connection
723011 WebVPN citrix Bad SOCKS

. Security Cloud Control Firewall Management f X > kD&~



| Security Cloud Control Firewall Management 1 X > kD F&T
Syslog 1 N> ~DEREEME .

EventID EventName

723012 WebVPN Citrix Bad SOCKS
723013 WebVPN Citrix invalid connection
723014 WebVPN Citrix connected to Server
724001 WebVPN Session not allowed
724002 WebVPN Session terminated
724003 WebVPN CSD

724004 WebVPN CSD

725001 SSL handshake Started

725002 SSL Handshake completed
725003 SSL Client session resume
725004 SSL Client request Authentication
725005 SSL Server request authentication
725006 SSL Handshake failed

725007 SSL Session terminated

725008 SSL Client Cipher

725009 SSL Server Cipher

725010 SSL Cipher

725011 SSL Device choose Cipher
725012 SSL Device choose Cipher
725013 SSL Server choose cipher

725014 SSL LIB error

725015 SSL client certificate failed

Syslog 1 N> ~DBEEEM

[f X2 kX7 (BEventLogging) | " X—YDIFEIXERYALAZ L TOHMEHFET S
L BELOHHLANRN T A NE ) T L TRDTHDITENELE T,
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Live
Initistoe FRusponder
o Date/Time Event Type Sensor I " w Port Protocol  Action Policy
Aug 20, 2019 10:44:14 AM  Malware 192.166.20.53 80 tep Cloud Lookup Timeowt  BlockOfficel WFUpload._ Othar
Application HTTP FileSize 68 SensorlD 192.168.20.53
CllentApplication Wab browser FilaType EICAR SHA_Disposition Unavailable
EventSecond 1566312254 FirstPacketSecond Aug 20, 2019 10:44:08 AM Sy detection nat
EventType MabwareEvent performed on file
FileAction Cloud Lockup Timeout Initiatorl® ThreatName Unknown
FileDirection Downlosd InitiatorPort 65386 timestamp Aug 20, 2019 10:44:14 AM
FiloName shomcom o LastPacketSecond Aug 20, 2019 10:44:14 AM
FilePolicy BlockOficeDocumentsPDFL st feicar.com
pload _BlockMalwareCthers Protocal tep UserName No Authenrtication Required
FileSHA256 275a021bbfb6489054d471 ResponderlP
B95(7dbId 1 663cE5ecie ResponderPort B8O
2a2c45383abl6511d0f
Date/Time Dovice Type  Event Type Sensor D Initiator 1 Responder IP Fort Protocol  Action Policy
Jun 12, 2020, 7:27:02 AM ASA 202013 admin 192.168.25.4 192.168.0.68 443 TCcP Built
Action Built EventType 302013 Pratocol TCP
Connection) 1158020 ResponderiP 192.168.0.68
DeviceType ASA InitiatorlP 192.168.25.4 ResponderPart el
Direction inbound InitistorPort 36540 SensoriD achnkt
Egressinterface identity MappedinitiatorlP 192.1668.25.4 Severity Infarmational
EventGroup session MappedinitiatorPort 36540 G SyslogTimestamp 2020-06-12 11:15:26 +
EventGroupDefinition User Session MappedResponderlP 192.168.0.68 0000 UTC
EventName Built TCP MappedResponderPort 243 timestamp Jun 12, 2020, 7:27:02 A
M
Message ASA-6-302013: Built inbound TCP connection 1169028 for management: 192.168.25.4/36540 (192.168.25.4/36540) to identity: 192.168.0.68/443 (192.168.0.68/443)
Date(Time Dovice Typs  Event Typo Sensor ID Inatiatos IP Resporder P Port Protocol  Action Palicy
Jun 12, 2020, 7:27:13 AM ASA 5 192.168.0.169 192.168.25.4 192.168.0.169 443 TCP Update
Action Update InitiatorBytes o Protocol TCP
ConnectionlD 482168 InitiatoriP 192.168.25.4 ResponderBytes 3581
DeviceType ASA InitiatorPackets o ResponderlP 192.168.0.169
Egressinterface 65535 InitiatorPort 38068 ResponderPackets k&
EventType 5 LastPacketSecond Jun 12, 2020, 7:27:07 A ResponderPort 443
FirewallExtendedEvent 2034 M SensorlD 192.168.0.169
FirstPacketSecond Jun 12, 2020, 7:27:07 A MappedinitiatorP 192.168.25.4 Severity Informational
M MappedinitiatorPort 38068 timestamp Jun 12, 2020, 7:27:13 A
ICMPCode 1] MappedResponderlP 192.168.0.169 M
ICMPType 0 MappedResponderPort 443
Ingressinterface a o NetFlowTimestamg 1591961232
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H iy

Secure Event Connector (SEC)
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