Cisco Secure Cloud Analytics 7R— % JL & {&#
A9 %

Z DETIL, Cisco Secure Cloud Analytics AN — & /WIZ DWW TEA L 97,

« Cisco Secure Cloud Analytics R—# /LD 7 rEY g =7 (13—)

» Cisco Secure Cloud Analytics Tt > —@DIEFME & Security Cloud Control 5 A7 — & A
Difsd 3 ~—)
cHEMGRY FIT—I0HBLUTLR—T 1 2T D=8 ® Cisco Secure Cloud Analytics 2
vH—DRE 4 ~—)

» Security Cloud Control “C Cisco Secure Cloud Analytics 77— h & F/Rk$ 25 (5 X—)

* Cisco Secure Cloud Analytics & ¥ A X v 7 =T 474 ET VT (63—)

T AT VA=A MNIIESLST T— oM 8 =—)

T 7 — FNOBRIRMAZEHE TS (16 X—)

Cisco Secure Cloud Analytics R—# /)LD OEY a3 =>4y

WELS At X : Logging Analyticsand Detection & 721X Total Network Analytics and
Monitoring

Logging AnaJyticsand Detection 7 1 & > A & 7213 Total Network Analyticsand Monitoring 7 1
T AZWEA LT25A . Secure Event Connector (SEC) % JifH L Ta% & L72#%. Secure Cloud
Analytics 78— % /L % Security Cloud Control 8 — % /UZ B# {15 T, Secure Cloud Analytics 7 7 —
NaERTHLENRHY T, T4 AZBATDH L, BEAFD Secure Cloud Analytics 18— %
NE DAL, Secure Cloud Analytics 78— 4 /L4 & 8 L C, 9 <IZ Security Cloud Control
N—Z AZBESTT D 2 E M TEET,

ZNLAN DA X, Security Cloud Control UT 7> 537 LV Secure Cloud Analytics A8 — 4 /L% U 7
T A N TXEF, Secure Cloud Analytics 77— MIFIDTT 7 EATHE, AT AT Secure
Cloud Analytics IR —Z NV EZFRT HX—VUNERRINET, TOR—FNEERT H2—P—
i, R—=Z NV OEHEERPT 5 SN E T,

Cisco Secure Cloud Analytics R— 2 JLEEHT 5 .



Cisco Secure Cloud Analytics R—%2 )LZHEAT 3 |
. Cisco Secure Cloud Analytics R—2 )LD TRES 3 =)

FIE

ATy TN ERDO~LA T, [9# (Analytics) ] > [Cisco Secure Cloud Analytics] 27 U v 27 L, #HrLWY 4> KU T
Cisco Secure Cloud Analytics @ UI Z B & £,
ATy T2 [k T A T V&L (Start Free Trial) ] %72 U » 27 L C, Secure Cloud Analytics " —4% /L% 7 n Y=
=7 L. Security Cloud Control 78— & /L{Z BEE {1 F£ 57,
GE)
R—=BNVEER LT, 7rEYa = ZIZHERDP L5803 50 £7,

WOFNEICHELENC, R—=F AN T oV a = 78N TWAZ EE2HERLTIEE N,

1. ERIDOSA T[98 (Analytics) ]>[Cisco SecureCloud Analytics]| 227 U v 7 L. #L
VN7 ¢ > K7 T Cisco Secure Cloud Analytics @ Ul % B & ¥ 9,

2. ROBRERH 7,

» Secure Cloud Analytics R —H# VEZERLIZbDD, FEHR—FLOTuya=7
PTHDZENVAT HIFRINTODLHEIE, LIELfFoTinb, BT 77—
DT 7 AZFATL T EE W,

» Secure Cloud Analytics R—X VN TR E TV a = THELOLGEIL, [2—F—4
(Username) ] & [/XA U — K (Password) |# AJSJL., [P+ (Signin) ] %7
Uv 27 LET,

\}

G¥) EHEF = —Y—IL, Secure Cloud Analytis IR — ¥ LINTT B 7> M EAEKRT D X 9 Il = —
P—ZHEHFTEET, FHMIC OV TIE, Security Cloud Control C Cisco Secure Cloud Analytics 7
T—=heRRTLH =) EZRLTIES,

RDEZRY

- LoggingAnalyticsand Detection 7 1 = > ZA &M A L7356, REIFET L TWET, Secure
Cloud Analytics A8 — 4 /L Ul 2> & Security Cloud Control it & D AT — & A0t o —DIEH
MWD AT —H A %K T D8E1%.  [Cisco Secure Cloud Analytics TO & —DEFMEE
Security Cloud Control #5527 — & ADffE (3 ~—) | Tz L T EE0,
Secure Cloud Analytics " —# /L TT7 7 — M & #ET 545415, [Security Cloud Control T
Cisco Secure Cloud Analytics 7 7 — h & &R 3 2% (5~—) | BXLV [Firepower Threat
Defense £ X MIHEDSL T 7 —hOfEH] 22 LT EIN,

« Total Network Analyticsand Monitoring 7 A = > A ZBEA L72841%, 1 280 LD Secure
Cloud Analytics > ¥ —%2NE x>y NV —ZIZEBHLT, Xy NIV—VT7un—F—4 %7
FURNZELET, 77U RN—2ADXy NUV—2 7n—7 =2 28T 25813, 7

. Cisco Secure Cloud Analytics n— % JLEZERT S



| Cisco Secure Cloud Analytics K—% L £ERT %
Cisco Secure Cloud Analytics TDt > Y —®DIEE M & Security Cloud Control #i& X 7—4% A DR .

1 —7 — % % Secure Cloud Analytics ([ZHET L D127 77 RR—2XOEAZHELET, #f
AZOWVWTIX, BEMNZRR Y N =7 0B XNV AR —T 4 7 D7D Cisco Secure
Cloud Analytics > —DER (4 X—) Z2ZRL T EEN,

Cisco Secure Cloud Analytics Tt Y —NDIEEMH &
Security Cloud Control #f & X 7— 3 X DEEE

Sensor Status

WEM T4+ X : Logging Analytics and Detection & 7213 Total Network Analyticsand
Monitoring

Cisco Secure Cloud Analytics Web Ul Ti&, [E > —U A k (Sensor List) ] ~X—3 T Security
Cloud Control #t & A7 — & A L EW o —% i TE £, Security Cloud Control #EH
X, FEAEY OB A X b —T7, StelathwatchCloud D A A > 2 =2 —|ZI1X, &
= DORRI IR EFEEN RS NE T,

cFKEADEDT A 2 () T XTDOE P —& Security Cloud Control (BXE AL TW 5
BE) L ORI SN TVET

cHBDOEOT A ar (E)  —#O® P — F£72iE Security Cloud Control (¢ E S 41T
WDGE) L OHRPHSLSNATEY , 1 DU EOE L P—RNELIRESNTHEEA

cHREDEDTA 2y B) FEINTWVDHTXTOE LY —& Security Cloud Control (3%
EESNTWDHEE) Lol kbh TWEY

% —F 7213 Security Cloud Control $t& Z &2, #kEDT A 2 ANIEEHEDFEL SN TND Z
LHRL, REOT A a IR KD TND Z L AR LET,

FIR

ZXFw F1 1. Cisco Secure Cloud Analytics 75— 4 /L Ul G, [#27& (Settings) ] (%) >[t ¥ — (Sensors) ] %R L
7

RATv T2 [BEr¥—U AL (SensorList) ] Z&RLET,

Cisco Secure Cloud Analytics R— 2 JLEEHT 5 .



Cisco Secure Cloud Analytics R— % L& HERT 5 |
. BEMLERY FT—O 9B LKV LER—T 1 2T D18 ® Cisco Secure Cloud Analytics + >+ —D ERH

BEBHLERY FIT—IU MBIV LIR—TFT 1207 D=8
@ Cisco Secure Cloud Analytics t ‘/'U'—O)Eﬁﬁ

Secure Cloud Analytics & >4 — D E L ERH
WELR S At 2R : Total Network Analytics and Monitoring
Total Network Analyticsand Monitoring 7 1 & > 2 ZBf5% L TV A 8413, Secure Cloud Analytics
R—HNETuabeya=r 7 LEgIC, ROZERTEET,
e A7 LI ARy U —27 HIZ Secure Cloud Analytics & o —% R L, *v hU—27 7
0= —Z DOl T Y NIZETXIICRELET,

. 7 0 —F — X %53 D 72 912 Secure Cloud Analytics (23 X 9127 77 R_R— 2D R %
WELET,

Xy NT—=UHRDOT 7 AT T —NADBNER Y b T—2 LAy RU—7 DBID T 7 4 v
BT B A2 INEET % — 5T, Secure Cloud Analytics & > —ZNEx >~ T —27 WD k
T4y 7ICHETHERENELET,

)

(GX)  FDM IZ X A& HCisco Secure Firewall Threat Defense 5 /3 A%, NetFlow 7 — % ZJE4 L 5T
RETEET, B —%2RBHT D & XX, 42 MEHE Security Cloud Control (273 L 9
IZRRE 23TV 5 FDM 12 & % & Cisco Secure Firewall Threat Defense 7 /31 A 5> 5 @D NetFlow
T—HEET LB —ERELRNTIEIN,

T o — DR TIA & HELTFEIEIZ OV TIE, Secure Cloud Analytics &> % —DA > A h—/LH
A REZRLTIEEN,

770 RR— 2RO E FIA & HELEFIHIZ OV TIL, Secure Cloud Analytics /X7 U v 7 7 5
URE=ZV T HA REZRLTIEEN,

N

(GE)  Secure Cloud Analytics "—# /L Ul TRIAZ MR L T, B h—L 7 77 FX—2EHZH
ETHIEHLTEET,

Secure Cloud Analytics D FEAIZ-DUNTidk, Secure Cloud Analytics fEEFRH T A K& L TL<
ZEWY,

RDFIR

« Security Cloud Control C Cisco Secure Cloud Analytics 7 7 — &£/ T 5 (5—) I
R ET,

. Cisco Secure Cloud Analytics n— % JLEZERT S


https://ebooks.cisco.com/story/swc-sensor-install/
https://ebooks.cisco.com/story/swc-sensor-install/
https://www.cisco.com/c/en/us/support/security/stealthwatch-cloud/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch-cloud/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch-cloud/products-installation-guides-list.html

| Cisco Secure Cloud Analytics K—% L £ERT %

Security Cloud Control T Cisco Secure Cloud Analytics 7 5 — k # &R J % .

Security Cloud Control T Cisco Secure Cloud Analytics 7 7 —
FERTT D

WELS A/t X : Logging Analyticsand Detection & 7213 Total Network Analytics and
M onitoring

[~ br*x>7 (BventLogging) |"—Y TT7 7 A7 U4 —IbA X NEMRTXETN,
Security Cloud Control 7~— 4 /L UI 2> & Cisco Secure Cloud Analytics 7 7 — b &35 Z LI
TEFERHA, [EX =Y T 1208 (Security Analytics) | A == —A 7> a > & f LT Security
Cloud Control 7> % Secure Cloud Analytics N —# V&= AERE L, 77 A4 T 74—/ A X2 |
7 —4 (¥ X O [Total Network Analytics and Monitoring] #8202 L TW AL EIER Y RU—7
Tu—7—8) NHERENIET 77— MR RTEET, [EX=2 U7 1498 (Security
Analytics) | A== —F 7T a3 ZiX, 1O EOT—27 70 —RA7 —Z ZARANTWVDIGAE,
BV T WA T —27 7ra—RA7—H AD Secure Cloud Analytics 7 7 — b D& R~T /3y UBRER
SNET,

Security Analytics and Logging 7 A & > X Zffi § L C Secure Cloud Analytics 77— ~ & ZER L |
#1 LU Secure Cloud Analytics IR —# /L& 7' m B g =2 7 L7=A 1L, Security Cloud Control
lZa 74> LTH 6, Cisco Security Cloud Sign On % {8 ] L "C Secure Cloud Analytics % #H A
L FJ, URL 24 L T Secure Cloud Analytics IN— % JV|ZEEET 7 B A$THZ L T&
R

FEAMIZOWTCIE,  [Cisco Security Cloud Sign On| ZZ&M L TL X0,

Cisco Secure Cloud Analytics R— R ILANIZEMT S K 51— —%18F

ERS

FIE

Cisco Secure Cloud Analytics R—X# /1O ya=r7%1) 7 A N DO T—H—|Z
I%. Cisco Secure Cloud Analytics " — # /L DEBEHERR B D £3, £Oa2—H—|%, fllo=2—
P—% B A=V THHEL TR—ZMIBMEEDL N T Ed, ARSIz —V—11,
Cisco Security Cloud Sign On @ 12 7' A EW A FfF > TV WS, HFFA—LD Y > 7 2
L CIERRC& £9, =—¥—i%, Security Cloud Control 7> Cisco Secure Cloud Analytics ~® 2/
7 AFLEHIZ, Cisco Security Cloud Sign On O 1 7' A UEHREZFH L T /A o T& £,

A A — /L CflLod . —H —% Cisco Secure Cloud Analytics 78— % /WIZHRFFT H1iE,. RO FIA
EFEITLET,

AT w71 Cisco Secure Cloud Analytics IR — X /VIZEHE L LT A LET,
ATw 72 [RE (Settings) |>[7H > FEE (Account Management) | >[1—H—&H (User Management) | %
BN LE9,

Cisco Secure Cloud Analytics R— 2 JLEEHT 5 .


https://www.cisco.com/c/en/us/products/security/secure-sign-on/index.html

Cisco Secure Cloud Analytics R—%2 )LZHEAT 3 |
. Security Cloud Control /' Cisco Secure Cloud Analytics 8 H2E19 %

AT T3 [EFA—/V (Email) |7 RLAZADLET,
ATy 74 [ (nvite) 1227V v 7 LET,

Security Cloud Control 5 5 Cisco Secure Cloud Analytics Z 8 E 2 &9 %

Security Cloud Control 726D X 2 U7 4 77— MR AT HITITLLTEEITLET,

FIE

AT w71 Security Cloud Control R—#/Liza 74 LET,
ATy T2 EROSA T, [498 (Analytics) ] > [Cisco Secure Cloud Analytics] Z %R L £,
AT w73 Secure Cloud Analytics 1 > % —7 = A AT [Efl (Monitor) ]>[Alerts (77— k) J&&RLEF, >

Cisco Secure Cloud Analytics E 314 X Y9 T VT 4T+«
ETVVY

HELS At : Logging Analytics and Detection % 7= (3 Total Network Analytics and
M onitoring

Secure Cloud Analytics |Z, A 7L IABIRNI T U RR—=2D xRy NV —V JRBHAZE=4%—
9% Software as a Service (SaaS) Y U =2—3a > To, 774 T T+ —A_X hERy b
J—r7ua—7—4%Eh, Xy NI—2 877 4 v 7 T HEREEEFCHONETDHZ
L& T, FT 74 v 7 ICHETDBRINANER S, bT T4 v 7 RE =TSN T
Xy NI—=0 2T 47 4 Or—)L) BEIZEN] S E 7, Cisco Secure Cloud Analytics (3,
ZOHREMOEEA TV VxR (Talos 72 E) DY —ALAEDLETHHALTT 7 —
AR LET, 20T 77— MI, REMICERDOH L AREMEN & 5EIEOFEE T~ T 85 %
R L E£ 7, Cisco Secure Cloud Analytics 1, ZO7 7 —h & & HiZ, Fy FU—7BILUH
APORRMEL | R LTz T X MERERELET, Zoar7F2 MERIZEY, 7
T— AL TEEOH 2MEDRK AR ET 57200 XV ENTIERGONET,

BAFIVY IToTA4T4 ETIVY

HAFIv I 2T 4T 4 FT VT, 774 T 95— ARXVbERYy NU—F 70—
T2 OENEGIZFETTHZLICED . Ry U= OIRBEZBEF L £7, Secure Cloud

Analytics D2 T F A MIEBWT, =T 47 4 &L1E, Xy hT—27 EOKRA Ry RARA
Y hEWolz AIENORIFIGEBHR TEXSHDTYT, ¥4 FIv s 2T 474 TV
ZiE. Ay MU=V THEEIND T T4 v 7 EFATENDT VT 4 BT 4 I2HESNT, =
T 4T AT AIEMAUUE L £9, LoggingAnalyticsand Detection 7 A &> A LA Sz
Secure Cloud Analytics |Z, =7 4 7 4 WBHEET DN T 74 v 7 DZA T HHRIT 520D

. Cisco Secure Cloud Analytics n— % JLEZERT S



| Cisco Secure Cloud Analytics K—% L £ERT %
Cisco Secure Cloud Analytics L ¥4+ 3 v ToT4 T4 ETIVVY .

2y Z7AT T — AN SREOMD N T 7 4 v ZIERNPOEIEHT N TEET,
Total Network Analyticsand Monitoring 7 A &> 2 & A9 % &, Secure Cloud Analytics 13,
TUTATANTT 4w DET MU NetFlow B LI OEDMD b T 7 ¢ v I IEREEGD D
EHLTEET, BT AT A OERFOET NVEMRT 5729, Secure Cloud Analytics Tl
TUTATANE T 74 v 7 BFE LT, BEICLoTIRRD NI 74 v 7 2R ET D
MR D D72, ZNODETAERLAICEHLET, ZOMFE®RN S, Secure Cloud Analytics
WELL R Zadknl L £,
CTUT AT ADR—I L ZHUR, BT AT A BIEHEATD T L ORI TT, T2l 2
TUT AT AN, —RITEFA A== ZEE T 5D N T T 4 v I ERET DY
A Secure Cloud Analytics I, ZDTT 4T 4 IZE T A— P —_—m— L& YT
F9, ZUT AT AFEROn -V EFITTLIHEARS LI, n— e T 4T 4D
BfRIZIZ 5 1 ThH AR H Y £7,

s TUT 4T A OBBING : ZhIE, Ry hU—2 ETOZUT 4T 4 OBEICET 5 HEE
FMBIP 7 R LR & D/N— hE— MERE, O T 4T 4 EOR TSN £ —
NT 7 RBA® Y a2 E) TT, Security Cloud Control EEET D E, 77 AT VA —
AR RGN GOFEEZRGTX £7, Total Network Analyticsand Monitoring 7
A B ALATDE, VAT LI NetFlow NS FEEFGL, 77 A4 T U4 —/bA X
K & NetFlow Oifi 5 LBIRINAEZ LK+ 2 2 b T4, BHINAEZLEKIL. Th
ONRTHLODOHEEZBZ-EREZRFLEETA, AR BERIL. MTHOBHNE L
DEDOT T — N EEOFEENDH Y £T,

75—k ESH

o—/L, BHINE. BLIOZFOMOBEA T V) ¥ = AOMBEEIZ IS T Secure Cloud
Analytics NERT 27 7 — M, IENREEOH 28FL2 VAT MM Lo TRl sz b o
ELTERTHEANZREE T, 1207 7— MIEEOBRINAE R THERHH 2 LICHER
LTLIEE, 7 AT U+ —VisREI U L =0T 7 1 ICBE T @B OBk~ &
0 EET DA, T T — R 1 DTSR D REMENH D £,

ERROBITE 2T, B LOWWNET A ZOBHAINATZ T TlE, IBENREEO b 2B EIIERK
SNFEHA, L, FHOREE EHIT, T AT ADBRASyarybte—J7L—5T%
NI 4w EFEETOIHE. VAT ATIIEDZ U T AT AL RASf Y Ay b —F a—
AREID B THONES, ZD%, O T 47 4D, LARNZEER &L L TV 720N —
N ~DG ML L, BE R — N2 L TRKEOT X 2Hnikd 5 & VAT A, [#
LW KH RS (4E8)  (New Large Connection (External)) ] BLHINZ & [#il4 KA A = B
n—7 (Exceptional Domain Controller) | BLHINAZ v 7 I\Z5eek L E 3, F O — S—N2
Talos 7 4 v F U A MIREKRSN TV D D LAl SNTZHE, ZNOTRTOREROMAE
HHEIZ XY Secure Cloud Analytics 1T Z D=7 7 4 OEWEICEET 57 7 — b2k L, EE
DI HENFAFIAE L THHILT D XML ET,

Secure Cloud Analytics ® Web AR—# /L UL T7 7 — F &< &, VAT LN T 77— MaER L
TIRE E 22> TOW D BLHINE AR CTE £, ZNODOBHINAENG, BEET LT 07 «
BT BMDar7xF AN (ENOREELIE T T4 v 7 SNBEBA TV VA

FIHFRERGE) 72E) bR TEET, £/o. =07 47 4 BERMEZ R > TV 722 DAt

Cisco Secure Cloud Analytics R— 2 JLEEHT 5 .



Cisco Secure Cloud Analytics R—%2 )LZHEAT 3 |
B o7 79— R bS5 75— Fomm

DOBHINERLT 77— 2R L7720 . Z OBMENMULOBENEZ O H 5 BEISHE O T
LZEIDEHMT A b TEET,

Secure Cloud Analytics T7 7 — h & &/~ L TH L5354, Secure Cloud Analytics UL 725 D~ F
T4 EHFANELEIT ey TERVWIEICER LK EZN, TARET VT 47 E—
RTR LSS, 7747 U= T 78R arbha—Lb—&, 57 4w 7%
FEF Ty I THLEDICHEHTOMNERDHY, T AT U — DNy T E— R TR
NTWEERIE, 77A T UF— AT 7Ry ba—Lb—LEZEHTH5ENDY £,

T7AT0F—IARY MIEDILTS— FOFEA

WES A/t X : Logging Analytics and Detection & 7213 Total Network Analytics and
M onitoring

ToI—rDT—- 70—

TI7—bsDU—7T7ua—X, FEORT—HRIIESWTEREVET, VAT AZELSTT I7—
FBRERSNDGE, ZDOT 74/ N AT —F A X [A—7> (Open) | THY, 2—H—
FOYTONERAL, 77— bW~ —%KRZTHE, 7740 T, YHEERED LI
TRCOA—T 2 77— IRFRINET,

E: Total Network Analyticsand Monitoring 7 1 &> 2 &> T\ B354, 77— bid. NetFlow
MOAERSNTBIRFER, 77 AT U4 — A X2 EPOARINIZBIFER., E3m 50
T =5 V=ZAnbOBMFERICE SN TAEKRTEET,

77— DOV~ —%ERTLHEEE, IR T =L LT, T MIAT—Z A%&EID Y
T, XT7FHTF L, BT EMTEET, 7oV FEREEMBIEEELHEHL T, FFEDT
T—bhERBLIZY, SEIERAT—HADOT T7— b eFR L0, SESERXT7ED
YCHREHEM TV TEENTEET, 79— FDRAT—HF X[L[AX—X (Snoozed) ]
WCRETEET, ZOHA, TOT7 77— MNIAX—XHMPRBTHETH—T T I—F D
A MIERENERFA, 77— b5 [AX—RX (Snoozed) | AT —#% AZHIBEL T, HW
F =TT T—=hE LTRRIND LT HZEHTEET, 77—%%%u?5%i e

NoDT7 7 — b atDa—%— EE’&K;‘&/ZTAV\W)%'J@:L—# TEID Y THZENTE
E9, a—P—iF, Booa—H—4i @éf%h'@\%ﬂ”\“(@?7*]\%*ﬁ+“(%i
D

TI— bV —nb, TI—bFDHEMRN—VE2RRTEET, ZORX—=IUTHE, 207

T — MEARSE, BT ERIBUAFICET2EMD 2 TFA N, 207 77— MZ

BT T 4T I T2BMOa L THA FEHRTEET, ZOFBMHRIZ. *y hU—
7 EORMEZ I BHICHE L TERO L 2 EMEZBENICHR T 2 7 DICEBEOMEZ FFET 5
o AVACY: S

Security Cloud Control @ Secure Cloud Analytics Web 78— % /L UL Nk > b U — 2 E Tl L C
WHEXIZ, BALERNEZRAT 23 A a7 77— MIETZENTEEd, Zhud,
KRBT E DMEDRLIRAIER T D DITRILHET,

. Cisco Secure Cloud Analytics n— % JLEZERT S



| Cisco Secure Cloud Analytics K—% L £ERT %

+—7v75—toru7—o |

IIMTET LT, AT —H A% [Z7a—X (Closed) JICEHTEET, ZHI2LV, 774
NVETEA—T T 7= e LTERINRL Y ET, 2R, RN EDbSTGEIE, 7
=T 7= NDAT—HRAEB|EF—TNCTHZELEHTEET,

ZITIE BEDT T — M ERET L HEICET 5 RN A RTA  EHEEIRZ R L E
9. Secure Cloud Analytics |7 7 — M Z v ZITREEkT 2 & ZITBMO a7 F A M &Eikd 5
7D, Z0arFXAMEZRLBDOMELZED DL ENTEET,

INHOFIAZ, RENEZITAFEN THL I LZEK LT DTS Y A, ZALITHE
(27 7 — FORHEZHIAT D72 O— RV 2 1RIET 5720 D b D TT,

—fRIZ, ROFIETT 7— MR TEET,

1
2.

o a A

F—=TrT T ORI T =T (9—Y)

BTHMT D70IZT 7= e AX—XF2% (10 X—)
HMRREDTZODT T — FOFEH (10 X—)

77— hOMREFEDORM (11 <—)

TUT AT 4 b= (133-)

Secure Cloud Analytics Zffi [l L CRIBEZ R 5 (14 ~<—)
77— hOEH LI E—X (155—Y)

F—TUTI— D RYT—D

¥

WCHEBORMENLERGEIE, =77 7—=rD M) 7=V %ITWVET,

« Security Cloud Control 7> % Secure Cloud Analytics ~DFH A L#) & 7 7 — MR ROFEHIIZ D
WTIE,  Monitoring Secure Cloud Analytics Alerts Generated from FTD Events] Z#ZM L T
<TZEW,

ROBERNEZ TS TZS Y,

DT T — KN EATEELEEOE DL LTHRELE LD
 WHE T HY T Xy MIEWEBMEAZRE LE L,
s TORFREETR Y MU~ EOFH LW U T 4T 4IZEDHEDTT DN,

CIUT AT A DEEOR—MIATEY, T, ZOT T— FOBEREOr—LZED
O ITlA LT,

« 2L, ZOTUT 4T 4 OEHOBIED D OFIS R TT D,

e 2— P —NE L TWAEE, ZiEa——0OFREIN28ETT N, e U
TREMETT D,

RSN — W T — S BREEZT B Y A 5B 0 £,
C COBIEOMBETFTT B L. F v b U —7 ~OREIE L ORI Y E1 1,

Cisco Secure Cloud Analytics R— 2 JLEEHT 5 .



B scomssr-075— 1223233

Cisco Secure Cloud Analytics R—%2 )LZHEAT 3 |

N T 4T 4 EDOBENRDDIEGE., TNOLOZ T 4T 4B EICRY NU—T ED
o= T 07 4 L OBREMSL LE LD,

ZOUNREERNBRLOENT 7 — b THLHEE, RHEZED LRI, A =Ry bz
T AT 4 2R 570 WEEL AWV E XIS UINTTS Z L2 mE LTS EE 0,

BTHWMIBEHIZTI—FEAX—XT B

FIE

o7 T — kL U TEEENMIWEXIZ, T7—FE2AX—XLET, &2, M
B A= N — =% FTPH— =& LTHAHT 256, B0 77 A7 77— MR
ENFET (T AT ADOBED NT 7 4 v 70, LENIE B L =8E7T e 7 7 A1
E—ETHZLERLET) ., ZHITHRESNDIEMETH LD, ZOTTF7—FEAX—XL
T, AR CEET, AX—XEN7T T7— ML, A= T7I7—rE—HcFRINE
Hho, TNOEDARXR—=AEINTT T7— MR T 21203, Flli7 4 V2 ) o 73 2080 &
nET,

— FEAX—XF 5

AT [7TF7—1 &EHL% (CloseAlert) 1227 U 27 LET,
RT9T2 [ZDOTT7— K& AX—X (Snoozethisalert) ]“XA > T, Ka vy 7 X7 nbAX— XM 2RI £7,
ATy T3 [RTF (Save) 1227V v 27 LET,

RDEZRY

ARX—=RXLT2T T7— MR T DN TE 26, 77— FDAX—X&fRTEET, TN
W&, AT —=Z AN [F =7 (Open) |IIi&KE SN, MOAF—F T F7—hEEBIZT T—

FRFIRSNET,

ARX—=ALTET F— FDARX—XEfRET 5 -

CAX—ALTET T— b, [77— hOAX—XfEER (UnsnoozeAlert) (%7 U 27 LE
j—O

HHGRED-OHDT 57— FOEH

FIE

77— b OFEMER 2 MR L £,

ATy 1 [E=4— (Monitor) 1>[75— bk (Alerts) | 23R L £,

. Cisco Secure Cloud Analytics n— % JLEZERT S



| Cisco Secure Cloud Analytics K—% L £ERT %

75— trorzcazanm: |

ARTVT2 77— AT HEI Y v LET,

RDBERY
W R 7 — 2 LSRR TICEE ST, T — b ERID YT, ¥ T EMNTET,

1 [fH%3 (Assignee) | R v Ao rnba—P—%2@8IRLTCT 77— baEI0 Y TET,
XY, =P —RREEERBTEL LI T,

2. [#7 (Tags) 1 Fmy T Z T inb 1 DULDOFZ ZZ2EIRL T, 77— MIH 7 &BNT
52 LR, FRROBHNDT-OIZT 7 — b2 LV EEICHELIEY . 7T — FORBRY
IRINE = DML B D Z N TEET,

3. MESLT, SOF7I—FZETHAAREANL, [2A (Comment) 227V >
7T HIEICLY, BAOFE/BRZERT 572003 X hEFEL, 77— MIEIDY
ToONEYELETET LI ENTEET, 77— ME, VATL2haxrr hea—P—a
AV NOW L EBHLET,

7 o— hOWEZR LAEDRERE

FIEDEE

FIED

B3]

FIE

B YBToneT T7— MR T 2568, 77— MO AR LT, Stealthwatch Cloud 73
TI— bEARLZHEBEZHEL T ESV, BT ERDIBIINEZMHEZR L, b OB
WENY —AZT 4T IR L TR OB A HiE L £,

TI—=b BT 7 AT U= AR MIESWTERSINTZSGE, 7747 U4 —/LOREEEN
:0)7:7‘*‘ }\0)7**7\“(3?)%): &52}:‘.‘/;(5;-5 k—nuﬁéﬂi’&/u

ZDV—=ATLT 4T 4 D—IRKRENWERC AN Z — B BT 72010, AR— STV L8
HNEZTXTERRL, ZOT 7T A ETADEVRN LY RO—ETH L rlRethEn & 5 0
EDEMERLET,

1. 77— FOFEMT, BHZ A TOMHLRENT A2 (©) 227y 7 LT, ZOXA
TOREREINTZ TR TOBHNEEZE R LE T,

2. [*v FT—7 DOFTXTOBHNE (All Observations for Network) ] OFEIZH 5 RKEIT A =
Y (©) 7V v LT, ZOTT— R DY —AZUT 4T 4 Ditfk SN BHINEZ
RTRRLET,

AT TN 77— FOFMT, BRX A TORICHLRAIT A2y (©) 27V v 7 LT, ZOXA 7TOiEEINT-
TRCOBHINEEZFRLET,
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B 7> romzrazomns

AT T2 [Fy hT—=7 OFTXTOFMNE (All Observations for Network) |DOFEIZH D REIT A 2 (©) =7 U v
JLT, ZOT7T—h DY =AU T 4T 4 DRtgk SNTBRNEZ T X TRRLET,

BIHINE I L GEMO ST 2 7T 58581, UR— SN TWABHINE 2 o< XY
77 ANVTH T a—RRLET,

« 77— hOFEMD [YR— F SN TV DHBIHINE  (Supporting Observations) ] <A T,
[CSV] %2 YU v 7 LET,

BRINENS, V=AU T 4T 4 DEENEEOH 2EMEZRLTCWENHBLET, V—
AZT 4T A BEROINBT T 4 T 4 L OB AL L TV O EAIE, ThbDx T o
T A DML OREMEZFFONE I (S DOT X TONEE O MBI EE R E > T\ D
M, ENHEDIPT RVANRE LY TRy LD HEDTHLN e E) R LET,

V—RAZUT AT ADIPT RUVRAEITIERR MWL, V=AU T 47 4 \ZBET 5800
arFF AN (5L TWARREMERSH DM T T — NPBIINE ., T340 2 BRICET 51
W, FEL Wby a s b I T4 v I DEATRE) EFRRILET,

T AT AICEHET AT R TCDOT T — FEERT AN, IPT FLAFRITIRA RLOD
Ky 7 Zorns 77— (Alerts) | IR LFT,

s TUT 4T A BEET ST RTCOBNNEEERTDHITE, IPT RLAEIEHRA 44D
Ra 720G [BHINA (Observations) ] &R L £,

« TS ATHT B ERTT HITIE, IPT RLAZIARA MO Ray FH 720
[T /34 & (Device) | IR L F7,

DT AT ATty a T T 4 v P ERRTDITIE, IPT FLAERR
RANLDO Ry T Z b [Eyya 77 47 (Session Traffic) | 23R L
R

s IPT7 FLAFLIIFRA MM EZE—T2Z0F, IPT RLRAEZITIHRA MO R v 74
Trmnb [ — (Copy) | ZBINL 4,

StealthwatchCloud D Y — AT T 4 T A IXFIZR Yy NU—T ONEIZH D Z EICEE LT
SV, ZORE, G LT 4T 4 ER L, Ry MUY OWNEEZIIINBICH D
TREMEN DD, T7 AT T+ —NAR_R hDOA =2 —Z [P LU T EEN,

BLNNE S, oSBT 4 7 4 ICBET 2 ME T~ E T, HBMIEEFREHEL, W
OB ENEF T — Z £721X Umbrella 7 — X IZ L > TEEOH DTV T 4T 4 BFFE S
NEMEIDEHRLET, INOLDOT T AT AL TERSINTE N T T4 v 7 BRI L
%9, Talos. AbuseIPDB. F721% Google (CZNHDTT 4T 4 IZBTHIERNHDHNE D
NEBERLET, BEOBICOEDIP T RLRAEZRSTC, M= T4 T 4B % Y FU—
I DT 4T 4 EWMESL LT D 7 A T O A MR L E T, HEITIE U T, EH OWES
TUT 4T 4 RO, BEELITER LAWEWEDOGHLA H 520> 8 5 A Hl L9,

VAT T 4T A A S LT AN = T AT A DIPT RV AETIIHRA LD
TXANEMERLET,
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I T4 T4LA—Y—DHE .

DT AT ADRED N T T 4y VHEREFRRT DL, IPT RUAERIEIHRA M
DRy THZTNG[IPNT 7 47 (IP Traffic) | Z8IRLET,

CIDTUTATADREDE Yy a L N T T 4y VEREFRRT HITE, IPT RLAE
IFRA MO Ry FEZ T ohb [ty ar b7 4 w2 (SessionTraffic) | %% L £
j‘o

*» AbuseIPDB ® Web A s ECZ DT 47 4 IS HEHMEFRT DI IPT R
AFETNIERA MO K w7 X7 )36 [AbuselPDB | 23R L £,

* CiscoUmbrella ® Web %1 h ECZD=2T7 47 4 IZETAERERRTHIZE, IPT K
VAFZEARA MO Ka v 7 %7 )5 [Cisco Umbrella] % 38R L 9,

*Google TZDIP 7 KL AZMRHBT DL, IPT FLAEIFFA NGO Ry Xy
25 [Googleffi5Z (Google Search) ] IR L £7,

* Talos ® Web - b LT ZOEMICET DM EZ 2R 51203, IPT FLAEZFAA b
24D Ry 7 H G [Talos Intelligence] 2 38R L %97,

DT AT AT T A YT URAMIEMTHITIE, IPT FLAXLZEIARRA MO Ry
THE NG [IPE T+ v T U A MBI (AddIP to watchlist) ] 23R L E 7,

CHIADZDTZUT 4T ADIT T 4 v 7 ZRRTHITIE, IPT FVAEZEIAR DR
0y SET G [ H OIPEZ R (Find IP on multiple days) ] 28R L £ 9,

e IP7 RLVRAFLIIHARAMEIE =352, IPT7 FRLAEHITIHRA MO K v 75
Tmb [ — (Copy) | ZEINL £,

Stealthwatch Cloud Dt = > 7 4 7 4 1%, HFIZHX Yy NI =7 OHNFIZH D Z EITHER LT
SV, TORE, BEHRERIONME LT 4T 4B L, Xy MU—7 ONERE I3RS
HARFEMEND D, T7AT U —IARXFDOLVARUCAIP L L T 7ZE N,

PEMRICEAT A FaKLET,

o [7T7— FOFEM (alert detail) 1T, [ZD7T 77— MIBAT 252 A (Comment on this
alert) ] AL, [ A2 (Comment) |27V 27 LET,

ITATAEI—Y—DREE

Stealthwatch Cloud " —# /L Ul T7 7 — F &R L7=%, Y —ATZ T 474, TDOT 77— h
R L CWAAREMOH A —Y—, BIOFOMOEET T 7 126 LT, BINOA
BEErEEFITTXET,

. V—X::V%%*?% NExy NT—7 Eo Lz MENERITZ 9T FE) 0 ERTE

VHEBET 2R ALET, 20T 4T 40l T A NNEROITET, TRANER Y b
U 7 EOMBE T 4T 4 THIHEARE, T RIT 7B A LT ZEREMHRL
ZOMEDRIKR L 725 TVDH DI %ﬁé%%#%é#@bﬁ%ﬁ%bi#o%hﬁﬁﬁ
TUTATATHIGEEITZ 77 RIBRESNTWAIGAIL, »ZIlT7 7 8ALT,
IO T AT AWEET LI NI AR LET, AERB T A 2 KB I THZRN
RELFR T MOV T, B/ 2lE L E1,
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T UT AT A ERAELET, AT ELIZZCT 0T 4 BIRICH AMETNE AR HE T X
BINE I BRI L TLIZE, T8 ZAOWHRRET GHRIC X > TEBENRL TV
WUSB AT 4 w7 728) 80, MLNDEEOHIEENRHST2E I DEHRLE
—a_o

e Xy NU—7 bOa—Y—Fdxy NI HO2—F—IC L5851 H o720 50
FHERLET, AR THIL, M2 L TWzohEa—P—|ZFNRTLEE, 22— —
IZ:|NRDZENTERWVEARE., 02—V —NT7 7 v AMEEFF>TWEEEZ LD
ErmE . ZOBEARTIRIL (R S - EEB BT 2N — =17 7 A
NET v Ta—RT570E) BRERELENE I DEHRLET,

AR RT3 A FEELET,

o [77— FOFEM (alert detail) 1T, [ZD7 77— MIBF %= A (Comment on this
alert) ]2 AL, [ A2 (Comment) |27 VU 2 LET,

Secure Cloud Analytics Z{#F L THRIBEZfERT 5

EREOHLIMECL > TT 7= bRAELIEEAE. BEOOHL2HELELEL £, RICHZ
/j——\‘]\/iﬁ—o

CEEOLDIZUT AT A ERIEF YRRy NI DS D 0 T A ERRTGE
X, 77A T U —NN— T 7 AT UF—NHEREEHF LT, TNOLDT T 4T 4
FF 2= =Ry N =T 7 ATERNIOICLET,

CTUTATAMAREFFIFEEDHD RAAL NIT 78 AZRAT-GAIT. BEBEZITD
TUT AT A EHRNT, VU2 THFERNEI DR LET, BEEDHD DNS U F
AVI7 MRHHIGEIE. Xy NU—2 LMD T 47 4 DEEELZ T TWDHNE D
N, FRERY bRy O THLZNEINEHWLET, Znnz—V—IZ L HEX
THLIGEIEL, 77 AT VA —ABEEDT A M & | EXRIEEANRHLH0E D a kL
FT, I AT VA= NN T AT T A VR EEH LT, AL ~DZLL
o7 v 2 E2BIELET,

c T UT AT A MBBMEDOT T 4T 4 BT INOEE L B DENEA TR L TV AT, BifE
DEENBER SN bONE I pEHELET, BRI bOTRWESIE, AHROR
ERFy NU—2 EOKGBEINT2—F—ZHDINE I DERIET, Fv hT—7 Dk
HIZHDZ T AT ADPBERLTWDIEAIX, 77 AT U4 — =T 7 AT Ut —
JAERL 2 T L CR @B L L £,

MasstE £ 721X/ A7 a A NERE LTSI, BEBEZ T T4 7T 428 LE
. ZNBICNy F a2 L THSEELHIRT 52>, 7747 74— /W Z B L TR
E77BAZBIELES, Xy NU—27 LoD T 47 4 BRERICHEZ ST 5 FlHE
WRHLNE I NEHEL, TP T 4T AR UEFELITI Ny TF2@HLFE
T, BRI CHEstE 7213 =7 A7 a1 M2 EET L FENRLRWEEIR, 4T 56
F—lZHfE L, ZNHEEHLTIEI0,

N T ERFELIEGAR, DT 4T 4R L A= T RHIBRLEST, 77 A
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75— tomEgtsn—x ||

TADERIZELINTWENEIMNEHW L, =T 47 4 ZREBIOEH LT, =
DN 2T NENDZ EEHIELET, 2O~V 2T £ Z20~ Ly =T OEKFE
ol T 4 T AT AERICE S TEXF 2 VT A EREEHFLTLLESY, 774
T —NADT I EAHEB IR 7 AN ES LT 2T A—LERH LT, 5% DL
T T NRy NI =7 RTHOEFEET, HEIL L TR —T@MmLTLEE
AN

CEBOHLIBEIC Lo TT =B LI HEIE, FFrlsh Ty —XZEE Shie

T2 OWEZMRLET, NERT —ZIRRICHET 2 OHEICHE > TIEI W,
T AT VAR EEHL T, 2OV —RZLDE5%OT —2IRRORAZEE
B

75— bOELHEH A—X

ARG RIS\ TH 7 28NT %,

FIE

AT 71 Secure Cloud Analytics R —4 /L Ul C, [ (Monitor) ]>[7 77—k (Alerts) ] Z&#IRLEF, >
RTYT2 FryTHUrnG 1 DUEORTE2RIRLET,

AR & ST SNIEEFIRZ BT DRk 2 A > b2 IBINT %,

T 7 —FOFMT, SOFTI—MIETEHIAAEATL, [2AY F (Comment) |%

70w LET,

TI—haeru—XLT, AHESTRE I E~—0F 2D,

1
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T I — FOEMNG, [TTF— 22 a—X (CloseAlert) %27V w7 LEd,

77— b BAERESTEGEIEITY (Yes) 12, 77— FBAEHTRISIZHAEE VWA
(No) 1Z@BIRLET, ZIT 7— FREBEOH 2EEICERT 208 50 TlidZe<,
BIZT 7= FPMRICE o TARTH T2 ED EBE%RLET,

[fR7F (Save) |27 U w7 LET,

RDZARY
Y90—RALE=T75—+EF—TT %

I m—A LT 77— MCHEET SBIMER B L2 hme, £3207 7 — MEE 5 =
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« I/ —ALTeT T — FOFHMING,

[77— b&EHEA—7> (ReopenAlert) |27 Vw7 L
\‘i‘a—o

75— FOEBEXRIBELZEET S

WES At 2R : Logging Analytics and Detection % 7= 1% Total Network Analyticsand
Monitoring

T TN EATIUET 7 AN SOBRNEMBAFEESNLTWET, Ziux, Z0XA7TD7 77—
NS D AT AOBBEMICRELET, 77— FOEBEIRMIL, A3 TV
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SNET, Xy M=V BEREIZESNT, BMLOOHLFEDT 7 — M@l T o720z, 7

T— b IATOERINBN ZEE T ENTEET, 77— A TOERIEMIT, [
(low) 1. [#@% (normal) ], F7=IE [ (high) 1 IZERETE £,

«[E=%— (Monitor) 1>[7 35—t (Alerts) ] &N L £,

cHREORFuy Xy TAay (©) 27 Vvy 7L, [77— b DOXAT EEENANT (Alert
Types and Priorities) ] Z 3R L 7,

T T —NEA T ORI DHmEDT A2 (&) 27Uy 27 L, (& (ow) 1. [
(medium) ], E72IL[F (high) | ZE&IR L TEEIAM ZZE L ET,
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