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€4 Copy CDO Bootstrap Data

Gep 2 \

Read the instructions about deploying the Secure Event Connector on vSphere.
Copy the bootstrap data below and paste it when prompted for " SEC bootstrap Data".

& The SEC bootstrap data is valid until 10/13/2021, 10:44:14 AM

UTNFXBRFVK1DRV9JRDOiZTBhZTJkNmMtMDdhYy0BY2JKLWEZNWQtOGYZzZDJkMia1ZmU3IapTUBVFRE
UBVFTT1RQPSI5Y2IzNTI4ZWZ1MzgB0TQ2NjViMDFKZmEYY jUyMGUXNSIKVEVOQUSUXB5BTUU9IKNET

9jaXNjby1hbWFsbGlvIg==
2] Copy SEC Bootstrap Data  «——

\_ J

Step 3
Verify the connection status of the new SEC by exiting this dialog and checking the " Last

Heartbeat" information.
Cancel

—IFNT 4 FUEBE, SDCIZ ledo] 22— —b L TurI A LET,
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[cdo@sdc-vm ~]$ sudo su sdc
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Please copy the bootstrap data from Setup Secure Event Connector page of Security Cloud Control:
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Deploy an On-Premises Secure Event Connector b4

€) SEC will be deployed on a new VM

d the CDO Connector VM Bind follow the documentation to deploy the COO VM on
ou will be prompted for * CDO Boatstrap Data® . Copy the data below and paste It into
the CDO Bootstrap Data input field in vSphere.

GO0 Boorstrap Data

QBRFXTRPSAYOPSJ LeUpoYkdjal9pEliVekkaTmLdcBluljVOBKZEWtWWFZDS | kuZ K1Kc2FXNXJaV 1
JyWlctaGlulnpdanBiNENIaNRTVNL. amepTUNJcALUT JFZ0KS0Y2 1 Sd2RHDHT Lk 1 pT2xzaViUk VM

zZip 77 ANPHTRTOT7 7 A Ve LES, Zhbid, ROLSL2bDTY,
* Security Cloud Control-SDC-VM-ddd50fa.ovf
* Security Cloud Control-SDC-VM-ddd50fa.mf
* Security Cloud Control-SDC-VM-ddd50fa-disk1.vmdk

vSphere Web 7 74 7 M LT, HEE L LT VMware ——Zr 74 LET,

Gx)
VM vSphere 7 A7 sy 77 T4 T MIEH LZRNTLZI 0,
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[cdo@localhost ~]1$ sudo sdc-onboard setup
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Ty Mo T, root —HF—DH LVWIAY — RE{ER L £7,
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Security Cloud Control 227 Z VM A VA h—LENTWAHRy NI—I DT — s =A 1P 7 KL A
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Security Cloud Control =k 7 # ® NTP % —/3—D7 KL A £72/Z FQDN # A) L £,

7n 7 b, Docker 7V v VO RAEANTT D70, BE LRWEAIFEAOEEIZLT, Enter ¥ —%
FLET,

ATNEZHME LT,

['Would you like to setup the SDC now?] &9 7m 7 R T, nZ ANLET,

Security Cloud Control =.—+#—& LCr 7' > L, Security Cloud Control = 7 4~ SSH #fit & 1ERk
l./ \i TO
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ATFwFS23 77 T, sudo sdc-onboard bootstrap & AJJ L E T,

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

RATFwv 728 Fuvur 7 KT, Security Cloud Control L—H#—D/RAT— K& A LET,

ATwT28 77 T, Security Cloud Control IZFEY | Security Cloud Control 7 — h A b T v 75— & ab— L
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3. A v AR— R%&B4hH L7z Secure Event Connector 28R L £9°, A7 —% A% [Onboarding] & FKx X
nET,

4. [7 733y (Actions) |34 T, [ 7L I ADSecure Event Connector® B  (Deploy an On-Premises
Secure Event Connector) | %27 U v 7 LE7,
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Deploy an On-Premises Secure Event Connector D

0 SEC will be deployed on a new VM

Step 1

Download the CDO Connector VM and follow the documentation to deploy the CDO VM on
vSphere. You will be prompted for " CDO Bootstrap Data" . Copy the data below and paste it into
the CDO Bootstrap Data input field in vSphere.

CDO Bootstrap Data

QBRPXTRPS@VOPSJleUpoYkdjaU9pS1NVekkxTmlJcB1luUjVjQek2SWtwWFZDSjkuZX1KM1pYSW1PauU
13SW13aWMyTnZ jR1VpT2xzaWRIS]FjM1FpTENKeVpXRmtJaXdpZDNKcGRHVWIMQBpoTTJVMVKyVTBa
aTAzTWpGaBxUUmhaVFVBT1dNdBe5DMH10VGRpT1R0aE1qZzFPR1VpWFN3aV1XMX1Jam9pYzJGdGJDSX
NJbkp2YkdWek1qcGJJbEpQVEVWZ1UxVIFSVkpmUVVSTINVNG1YU3dpYVhOeklgb21hWFJrSW13aVky
eDFjM1JsY2tsa®lgb21NUB1zSW1saBlgb21labVF3T@dReVpHVXRNM1ZpT1MwMFpEYZzRMVOkwW1dNdF
pUWXhOVBUyWmp jNFkyUmlJaXdpYzNWaWF tVmpkR1I1Y@dVaU9pSjFjM1Z5SW13aWFuUnBJam9pTURB
VacmIBYVFLSjFTdnJ5RjVFZ2FqajZFZkNVaERNMUE3Q3¢c1Q8p1Sn1JMnFZbGpNUzBXeVg3Nm9KeTQ2
ZX1MTB9qcjRicENBUNhYaEVNMUFzV19qQW1PNXM3TmB2Sn1rMXR1QTFsYmE3VkxNOUp4bk9RS1pgaW
1rdDNsYnNRRbDNrTHMxeWduaXdVU1RuWkQxMBc5T2FJWExXCQB93T3NESGANeH16UU13ZWJVNUAGT2RS
NFN6c2ZBb1VXRDNwZ2V2V@gzUzBNT2ciCkNETT19ET@1BSU49InNOYWdpbmcuZGV2LmxvY2toYXJBLm
1vIgpDRE9fVEVOQU5SUPSJDRE9ITY21zY28tYW1hbGxpbyIKQBRPXOJPT1RTVFJBUF9VUkw9ImhadHBz
0i8vc3RhZ21uZy5kZXYubG9ja2hhcnQuaW8vc2RjL2Jvb3RzdHJhcCIDREITY21zY28tYW1hbGxpby
IKTB5MWVIFVKVOVELIORZz@OidHJ1ZSIK

€] Copy CDO Bootstrap Data  «f——

Cancel
KR

AT 726 [Would you like to update these settings?] &\ 9 77 F T, nZ A LET,

AT w721 Security Cloud Control ® [4 27" L 2 A DSecure Event Connector® Ji£(f (Deploy an On-Premises Secure Event
Connector) | # A 7R ZIZRY, [OK]Z27 U2 LET, [BEF =27 a2x2 ¥ (Secure Connectors) |<—
¢, Secure Event Connector N AN A L R— RIRRETH S Z L AR T £ 7,

RDERY
Security Cloud Control = % 7 % VM ~® Secure Event Connector DA > A h—/L (11 ~X—)
(A FE T,

. Secure Firewall ASA f RV FDE=ZA Y LY



| SecureFirewall ASA f "> FDE=S 1 Y

Security Cloud Control 2%~ 2 VM ~ () Secure Event Connector D1 > X k—)L .

Security Cloud Control 31 r 2 2 VM ~ () Secure Event Connector D1 > X b—)L

ATy I
ATy T2
ATFvT3
RTvT4
ATy S5

ATvT6
ATy 71

ATvT8

ATvT9

4a& SRS

Security Cloud Control VM A A — < Z{#i H] L T Secure Event Connector & %R — 572D
Security Cloud Control =227 X DA > A h—)b (6 X—) (ZRHEHAH D X 51T, Security
Cloud Control =7 % VM 3 A V' A h— L ZNTVWDHLENH Y £77,

FIE

Security Cloud Control (27 74 > L £77,

o~ A T, [BEE (Administration) [>[EFa 73942 (SecureConnectors) | 38R L £,
kLR TA AR —TF ¢ 7 L7z Security Cloud Control 2% 7 X RN L ET, EF =27 axs 47 —7 /LT
I, it FaT AN baxs 2 LT, FrR—T 4T AT ADEETHLILEND
D ET,

FHMo [7 27 ar (Actions) | XA T, [F 7 1L I ADSecure Event Connector® &R (Deploy an
On-Premises Secure Event Connector) | %7 U v 27 LET,

T AP —=FRORTY T 2T, [SECT—hA LT v T F—XDat— (Copy SEC bootstrap data) 1DV > 7
7V v LET,

Security Cloud Control = 27 % ~0 SSH #fii # F L. coo 2—H#F—& L Tr s A v LET,

o7 A LES, sde—YP =2V EEZ £, NAT—=ROANZRD S5, [Security Cloud Control |
2—HPF—DNRRAT—RFEZANLET, ZhbDavy ROFIEZRIZRLET,

[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$
Iy KT, seesh®By N7 v T A7 VT MEFATLET,

[sdc@sdc-vm ~]$ /usr/local/cdo/toolkit/sec.sh setup

I NOR#BIZ, FlE4Tat— L7 — AN v 7T =2 2D 17T, Enter F—2 ML ET,
Please copy the bootstrap data from Setup Secure Event Connector page of CDO:
KJHYFuYTFuIGhiJK1KnJHvVHfgxTewrtwE
RtyFUiyIOHKNkJbKhvhgyRStwterTyufGUihoJpojP9UOoiUY8VHHGFXREWRtygfhVjhkOuihIuyftyXtfcghvijbkhB=
SEC N4V AR—F 4 7 &b L, secshix, SECONVAEF =y 7T HAZ )T NEFITLET, T
RTCONNVAF =y 7B TIEF] OFE, ~ANAF 2y 7T TN R beA Xy hrJIZEELE
T, ZOV T ARy ME, Tsec-health-check] WO ARIORY 2 —¢& LTA XY hrTIZERIN
\i—g—o

Secure Firewall ASA A X~ rDE=421) >4 ||



Secure Firewall ASA { > FDE=2 >4 |
. Ubuntu {R#8< 3 > ~® Secure Event Connector O E

SEC Events Plugin is
SEC UDP sysleg server is:
SEC TCP sysleg server is:

SEC send sample even

BERIZRM LT Z ERSECOA VAR —T 4 U ZIZRMLTZZ L 2R T A v —V a2 56813, K
EZMLTLLEE, SECAVR—T 4V ITRKD VT TNy a—T 47

R A v —TEZ T > 725A1E. Security Cloud Control (2R Y . [A v 7L A®FaT A2 hax
7 % OEEBR (Deploy an ON-Premise Secure Event Connector) | Z A 7 2 7R > 27 ATC[5& T (Done) ] %7
Uy 7 LET,

RDZBRY
ASA TNNA AR m X 2 75307 (SaaS) ZEAT L (45 =) TR TLEEW,
BE R

» Secure Device Connector O k7 7 /L3 = — h

« Secure Event Connector ® k7 7 )V 2 —F 4 7

*SEC AV R—TFT 4V ITRMD N TG TNy a—T 47

Ubuntu (X388 < < >~ @ Secure Event Connector O & Fl

458 HHEIIZ

Secure Device Connector 36 & UY Secure Event Connector & 174 572D VM D JEBIOFHBAIC
fit > T, Ubuntu VM (Z Secure Device Connector #-f > A b —/L L TR MLERH VY 77,

FIE

AT w71 Security Cloud Control {27 74> LE7,

RTw T2 DO~ A T, [BE (Adminigtration) ] >[EF273+%9 4 (SecureConnectors) | %7 VU v 7 L%
hd‘O

ATvT3 TA=a2r%27 Y v L, [Secure Event Connector] %7 U v 7 LET,
ARTYT4 T4 RUDFIE2DSEC 7 — FA N T v 7T —HE AERIZat —LET,
ATy s ROa~vr ReEEITLET,

[sdc@vm] : ~$sudo su sdc

[l SecureFirewall ASA f RV FDE=SR Y Y


managing-asa-with-cisco-defense-orchestrator_chapter19.pdf#nameddest=unique_532
managing-asa-with-cisco-defense-orchestrator_chapter19.pdf#nameddest=unique_534
managing-asa-with-cisco-defense-orchestrator_chapter19.pdf#nameddest=unique_535
managing-asa-with-cisco-defense-orchestrator_chapter19.pdf#nameddest=unique_532
managing-asa-with-cisco-defense-orchestrator_chapter5.pdf#nameddest=unique_8

| SecureFirewall ASA f "> FDE=S 1 Y

W oA 2 —SEgRLESEc DS >R b—L [

sdc@vm: /home/user$ cd /usr/local/cdo/toolkit
Tu T IRERRENTESL, A —L7ZSEC T — A NI v T T =X E AT LET,

sdc@vm:~/toolkit$ ./sec.sh setup
Please input the bootstrap data from Setup Secure Event Connector page of CDO:
Successfully on-boarded SEC

Security Cloud Control “C Secure Event Connector 28 [7 7 7 4 7 (Active) [IZ72 2 £ TIZH DN DGERH

nET,

VM A A—DZFRLEZSECDA VX —)L

Secure Event Connector (SEC) (%, Cisco ASA & FTD 225 DA X k% Cisco Cloud (Z#51%5 L
Security Cloud Control @ [Event Logging] “X— Y CHERTE 5 L2 LET,

7 ) v MZHEED Secure Event Connector (SEC) %A A h—/L L, £ VA =)L LIALED
SEC |Z ASA 35 L UVFDM FHHLKRT NA A A Ry M & EETE ET, #HH0 SEC # M
THE, SESERY—T 3T SECHA A M—/L L., CiscoCloud IZA X M & EET D
F¥EZ ST EET,

MEDOVMA A=V 2 L7283D SEC DA A h—/UiE, 300165 T at AT

To ROFFIEZFATTOMERDH Y £,

1

\)

VM A A= %A H LT SEC & %A — b3 %7295 ® Security Cloud Control =7 # DA >
Z h—L (14 <—2)

TERR L72 VM IZA A h—/L E 1172 SDC 3 &L OF Security Cloud Control =2 % 7 % O3B NG E
(18 ~—2)

Secure Event Connector D1 > A k—/L

=)

Security Cloud Control = 5 27 % |Z Security Cloud Control VM A A — & i 9% J1k1%. Security
CloudControl @R 7 Z %A ' A h—/L T 5 b CIEMRHERIND FIETT, 205 iEL
3 286 1%,. Security Cloud Control 4 A —Y Z{#iH L72 SEC DA > A h—/L (5§ 4—)
EZRIBLTLSEEN,

RICITIHEE
VM A A—T %M LT SEC ¥R — h 75729 D Security Cloud Control =27 % DA 1 A
b= (14 ~—=2) (B FE T,

Secure Firewall ASA A X~ rDE=421) >4 ||



Secure Firewall ASA 1 > FDE=2 U >4 |
B v x—oz@Em LT SEC £#4K— ~F 51200 Security Cloud Control 375 2D A YR k—JL

VM A A—T %R L TSEC =Y 7R— 9 % 71=6 D Security Cloud Control A~ 2 DA >
A k=L

Security Cloud Control =2 % 27 % VM %, SEC %A > A h—/L¢ B~ > T4, Security Cloud
Control = 7 % OME— D HHJIX, Cisco Security Analytics and Logging (SaaS) D ISEARAITIZ
SEC 2% R— 4252 LTT,

Z Ui, Secure Event Connector (SEC) A VA F— /L L TRETATDIZETTALEND
53O0 FED1FEHTT, ZOFIEDE, &@%lﬂ%%ﬁféz%ﬁ% nE9,
o B L72 VM IZA > &2 b —/L &7z SDC 5 X O Security Cloud Control = % 7 & OB IER

o

EO(18 —)

« Secure Event Connector D1 > A h—/L

1R8O BRI

» Security and Analytics Logging (SaaS) #7 A7 UV 7y a7 I ZA LTS, ¥
TR YTy ar 7T OFMIZOWTIL,  [Security Cloud Control Firewall Management
Ordering Guide] ZZM L T 7E &0,

Security Analytics and Logging ® ~ 7 A 7 /VlAE U 7 =X M F 58513, Security Cloud
ControliZm 74 L, AA T ES—2a =T[4 h& D7 (Events& Logs) ]>
[1 X2k (Events) |>[4 X2 hBF>S (EventsLogging) | Z&INL, [FT7A4 T LD
Y27 Ak (RequestTrial) 127 U v 7 LET,

» Security Cloud Control I%, E#HRFEAET = v 7 M 8 L L, Security Cloud Control =2 % 7
BlAfoB—Fy NEDO Web 7 rF a7y rud iR — L THERA,

« Security Cloud Control A9 ZIX TCPR— k 443 TS, VA —y hADTLIET 2 b
DY REREELT OIVENHYET,

o R TRy MU — 7 ¥ A ST 5121, [Secure Device Connector Z {7 L
7= Security Cloud Control ~D#zfi] ZZM L T 7Z2E W, Security Cloud Control

s vCenter Web 7 74 7 > FETZIIrESXiWeb 7 A 7 b EEH L TA VA b=V ENT=
VMware ESXi 8 A |k,

~

GE)  vSphere TAY by T TAT U NEMHEH LA VA M= Y
AR—=HFLTWEHA,

* ESXi 5.1 /A 7X3—31
 Ubuntu 22.04 ¥ X OF Ubuntu 24.04,

« Security Cloud Control =k 7 # & SEC DA% R A M T 5 VM DY AT LEARILL T D & 8
nTY,

« CPU : SEC HiZ 4 >® CPU #%|9 4Tk,

[l SecureFirewall ASA f RV FDE=SR Y Y


https://www.cisco.com/c/en/us/products/collateral/security/security-cloud-control/security-cloud-control-firewall-management-og.html
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managing-asa-with-cisco-defense-orchestrator_chapter5.pdf#nameddest=unique_217
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| SecureFirewall ASA f "> FDE=S 1 Y

ATy I
ATvT2

ATvT73
ATvT4

ATy TH
ATvT6

ATy 717
ATvT8

VM A A —S %R LT SEC 4 7K— k¥ %180 Security Cloud Control 2%5 204 > 2 k—L [

¢« AEY :SEC HIZ8GB D AEY ZHEID Y TET,
« 7 AV GEB : 64 GB
s ZOFNEEFEITT D2 —F—I, Linx BEOBYEE Vi E¥ 2T VT 4 ZIZXL D7 74
IVOFFEIZIEN TN DRENH Y 5,
« A VA NN ERGET DRI, ROBHREZIEL ET,
« Security Cloud Control =% 7 Z |2 T HFJIP 7 KL A,

o A VA =T at AHICHERT S root = —4— & Security Cloud Control ==—#—
DINAT — R,

MR T2 DNS 4 —R—D P 7 KL &,

« Security Cloud Control 27 # 7 RUANFIET DAY NTV—7 D7 — b U A IPT
FL A,

o XA 5P —/R—@ FQDN £ 72X 1P 7 KL X,

« Security Cloud Control Connector {(RAE~ > 1%, X2 VT 4 /Xy FH2EHIMIZA A b—
NTDHEICHESNTEY, TNETIICE. A—K80 DT U b3y v RERH < 32
WY ET,

IROH BRI : FIENO 2~ Rk, 2 €—LTmEY 4 > FUIZHEO T 20 TiEa< A
HTBHEICLTLEEN, —#oa~vr FZEEnsd & yya) id, Ay b7V R
NR=A DTV AT ImF vz ELTHEHASNDIHEARHY, a3~ FRELKT S
JRIR & 720 F9,

FIE

Security Cloud Control (27 74> L £ 9,

FERO~RA T, [BE (Adminigtration) 1>[EFa273R4Y 4 (SecureConnectors) | 7 U v 7 L&
ﬁ—o

TA a2 YU w7 L, [Secure Event Connector] %7 U v 7 L%,

FrREINTZV 7 AL T, [F2 7L I ADSecure Event Connector D JERH  (Deploy an On-Premises Secure
Event Connector) |V 4> RUDFNE2 TSEC 7 — hA N T v F—FEabt—LE7,

A A F—/ L7256, Security Cloud Control 227 % OIP T RLVA, T Xy h~R7 F—hyxA
DIFERE, Xy MU —7 ORERREELITVET,

DNS (KA A v Rx—Lt——) ZFELET,

NTP (% RU—2 Z A4 L 7 hajn) h—_—%FELET,

Security Cloud Control = ¢ 7 Z @ CLI & fliHIZLPV Y TE 5 K 91T, SSH I —"—% A A h—/L L
iﬁ‘o

Secure Firewall ASA A X~ rDE=421) >4 ||



Secure Firewall ASA 1 > FDE=2 U >4 |

B v x—oz@Em LT SEC £#4K— ~F 51200 Security Cloud Control 375 2D A YR k—JL

ATvT9

ATy 710

ATy I N

ATy 12

ATv 713

ATv7T14

ATy 715

ATv 716

ATvT11

AWSCLI I\yr—T% A4 A h—/L LET (https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux.html % &) |

GE)
——user 7 7 ZIIEH L72NTL ZE W,

Docker CE/N\wH—T% A A h—/L LET (https://docs.docker.com/install/linux/docker-ce/centos/
#install-docker-ce &2 ) |

(GE)
VAR N EFERH LA VA =) FikEfERLET,

Docker h—¥E 2 &G L, EEIRHCBAETE A L HICLET,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker
Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

Security Cloud Control & sdc ® 2 2D —H%—%{ERk L 7, Security Cloud Control = —¥ —(%, &HLHE
BEFETTL7eoicn /A T5a—Y—TF (DFEV/— ha—F—ZEZEEHNTLILEIH Y £
A) o sde —H—(%, Security Cloud Control = %27 % @ docker = > 7 F % FATT D2 —H—T7,

[root@sdc-vm ~]# useraddSecurity Cloud Control
[root@sdc-vm ~]# useradd sdc -d /usr/local/Security Cloud Control

crontab Z 45 L H 1T sde 21—V —%FRELF7,

[root@sdc-vm ~]# touch /etc/cron.allow
[root@sdc-vm ~]# echo "sdc" >> /etc/cron.allow

Security Cloud Control = —H—D/XA T — RZZRE L T,

[root@sdc-vm ~]# passwd Security Cloud Control
Changing password for user Security Cloud Control.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

Security Cloud Control == —#%—% [wheel] 7 /L —7 2B L, EHHE (sudo) HERZFTH L ET,

[root@sdc-vm ~]# usermod -aG wheelSecurity Cloud Control
[root@sdc-vm ~]#

Docker 34 VA h—3Ld &, 2 —HF =7 N —TPER S LE T, CentOS/Docker D/3— = Tk
U, [ldocker] F721% ldockerroot] &PFEIEAIVET, Jetc/group 7 7 A /LT ED V) — T BERR S #L72 0
AR LIS, sde 2—F—2Z D7 L—FITBML £,

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

/etc/docker/daemon.json 7 7 A JVIMFIE LR WIGHEIIER L., LFORNEFEANLET, ER LD,
docker 7 —F v A HEZEI L E9,

[l SecureFirewall ASA f RV FDE=SR Y Y


https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html
https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html
https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce
https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce

| SecureFirewall ASA f "> FDE=S 1 Y

ATv 718

ATv 719
ATy T2

ATy IT2n

ATv T2

ATv7T23

VM o A — % LT SEC Z47K— k¥ %728 Security Cloud Control 374 20 f > % b—1L [

Gx)
lgroup] F—IZ AN LTI2 T N—T273, Jetc/group 7 7 A )V CTROTTZ I N—T L —H L TWDH Z &L %
LT IEaN,

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{

"live-restore": true,

"group": "docker"

}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

BifE vSphere 2> Y —/LbEy va UEMBH L TV AEEIL, SSHIZEIY & % T, Security Cloud Control
a—WF—TrrA L LET, B/ A LIzh, sdex—VF— 2OV BLXET, NAU—FRDODATZRD L
7= 5. Security Cloud Control = —#'—D /82U — R&EASHLET,

[Security Cloud Control@sdc-vm ~]$ sudo su sdc

[sudo] password for Security Cloud Control: <type password for Security Cloud Control user >
[sdc@sdc-vm ~]1$

7 4 L7 bV % [usr/local/Security Cloud Control |2 L 9,

bootstrapdata & WO LW T 7 A L EERL L, BT 4 F— ROFIEI OT— A NF v FTF—2 %
ZOT7 7 A MMV T ET, [BR1F (Save) 1227V v 7 LTT7 7 A NVERIFELET, [vi] £721% [nano]
EHALCTZ 7 AV EERTEET,

T—FANT v 7T —HLbase64 T a— RINTWVWETDT, H5 LT extractedbootstrapdata &
WO 77 AT AR—FLET,

[sdc@sdc-vm ~]$ base64 -d /usr/local/Security Cloud Control/bootstrapdata > /usr/local/Security
Cloud Control/extractedbootstrapdata
[sdc@sdc-vm ~]$

cat AV FEFATLTHE LT =2 &FRLET, a~vr FBEIOEE LT =2 3RO L H1272Y
ij‘o

[sdc@sdc-vm ~]$ cat /usr/local/Security Cloud Control/extractedbootstrapdata

Security Cloud Control TOKEN="<token string>"

Security Cloud Control DOMAIN="www.defenseorchestrator.com"

Security Cloud Control TENANT="<tenant-name>"

<Security Cloud Control URL>/sdc/bootstrap/Security Cloud

Control acm="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"
ONLY EVENTING="true"

UTFDa~vr FEFATLT, B L7 = AT v 7T =2 O—Ha AR 7 AR—FLET,

[sdc@sdc-vm ~]$ sed -e 's/"/export /g' extractedbootstrapdata > secenv && source secenv
[sdc@sdc-vm ~1$

Security Cloud Control 2257 — FA NZ v N KLraHyra— RKLET,

[sdc@sdc-vm ~]$ curl -H "Authorization: Bearer $Security Cloud Control TOKEN" "$Security Cloud
Control BOOTSTRAP URL" -o $Security Cloud Control TENANT.tar.gz

100 10314 100 10314 0 0 10656 0 --:=-—:—-= ——:——:-—— ——:——:—- 10654
[sdc@sdc-vm ~]$ 1s -1 /usr/local/Security Cloud Control/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/Security Cloud Control/Security Cloud

Control <tenant name>

Secure Firewall ASA A X~ rDE=421) >4 ||



Secure Firewall ASA 1 > FDE=2 U >4 |

. ERLTI=VM 24 >R b—)L &1tz SDC & & U Security Cloud Control 21 & 2 MEMEEE

ATy T2

Security Cloud Control = 5 7 # tarball & JEBH L. bootstrap sec only.sh 77 7 - /L % 5Z{T L T Security Cloud
Control IRV XN r—V %k A VA M=)V LET,

[sdc@sdc-vm ~]$ tar xzvf /usr/local/Security Cloud Control/tenant-name-SDC

<snipped - extracted files>

[sdc@sdc-vm ~]$

[sdc@sdc-vm ~]$ /usr/local/Security Cloud Control/bootstrap/bootstrap_sec_only.sh
[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh

common. sh

es _toolkit.sh

sec.sh

healthcheck.sh

troubleshoot.sh

no crontab for sdc

-bash-4.2$ crontab -1

*/5 * x % * /usr/local/Security Cloud Control/toolkit/es toolkit.sh upgradeEventing 2>&1 >>

/usr/local/Security Cloud Control/toolkit/toolkit.log

0 2 * * * sleep 30 && /usr/local/Security Cloud Control/toolkit/es toolkit.sh es maintenance 2>&l1
>> /usr/local/Security Cloud Control/toolkit/toolkit.log

You have new mail in /var/spool/mail/sdc

RDBERY

TERL L72 VMIZA > A b —/L & 72 SDC 1 L 8 Security Cloud Control =2 % 7 Z OB MR E (18
R—=) [ZERET,

ERLLT=VMIZA > X k—JL &1 7= SDC & & U Security Cloud Control 3% 2 MEMER

Security Cloud Control = % 7 # Z i H ® CentOS 7 AR~ T N2 A VA b=V LT2GEE, A4
¥ A SECIZEETE 5 L 518, RO EFIEOWT N ZFATLET,
* CentOS 7 VM O firewalld —E A DHEN(L : Zhuid, v X a4 2% SDC VM D
E—ELET,

o firewalld V' —E2ADETEHFA L, 77 AT VA —b—L&EBIMLT, AXbFFT
T4 BSECIZRIETEXAL2ICLET, (U9—)  ZTHLHIE, A"
ARV NI T4 v P EBFATIHEDD LM T S a—F T3,

iE

e

1R BRI :

ZHUE, SECEZA VAR VL TRHETDEDICETTHLERDDH 3 OOFIEO 2FEH T
To EEToTORWERIT. THHDOREELZATIANT., VMA A—T 2 L TSECE
AR — h %729 D Security Cloud Control T3 27 X DA A h—/L (14 X—V) Z5ET LT
7EEWN,

I TCTHBHENTWAEMORELETEDOWT NN E5ET L7256, Secure Event Connector MDA >/
A= EBFIATLET,

[l SecureFirewall ASA f RV FDE=SR Y Y



| SecureFirewall ASA f "> FDE=S 1 Y
Security Cloud Control 21 -~ > & {R#8< < >~ ® Secure Event Connector D1 > X k—JL .

Cent0S 7 VM T firewalld ¥— E X D &1L
1. SDC VM @ CLI {Z [Security Cloud Control | =—#—L, L Tr 71 LET,

2. firewalld V¥ —EAZEIE LT 5, i VM OFEBIRHCESOE EIThoTWDH L%
B LE9d, Yur 7 MRSz 5, Searity Cloud Control ==—4— 0 /R 2T — K%
AN LET,

[Security Cloud Control@SDC-VM ~]$ sudo systemctl stop firewalld
Security Cloud Control@SDC-VM ~]$ sudo systemctl disable firewalld

3. Docker—bE R ZFHLHE) L T, Docker[EHD T M 20— T 7 AT U4 —/LIZEH
ALET,

[Security Cloud Control@SDC-VM ~]$ sudo systemctl restart docker

4. Secure Event Connector DA A b — L |ZHEFF 7,

firewalldl U —EXDEITEHAIL, 774 T4+ —LIL—ILEFEMLT, ARV Tay
OMSECICRIZETEDLLSICLET,

1. SDC VM ® CLI {Z [Security Cloud Control] =—H%—¢ L Tr 7oA LET,

2. u—AN T rAT U F—V b= EZIBIIL T, &E L7 TCP, UDP, F72i% NSEL R—

K35 SEC ~DHEE T 7 4 v 7 ZFFRILET, SEC THEMESN DR — MIHOWTIE,
[Cisco Security Analytics and Logging (Zffi ] & 412 7734 A @ TCP, UDP, # LU NSEL

R—FOBF] 2R LTSN, Fur7 MRFERENTZ 5, Security Cloud Control
A=Y —DNRNRAT =2 AN LET, a~vr FOFZRIRLES, HOR— MEDHE
DRBNZRDGENBH Y 7,
[Security Cloud Control@SDC-VM ~]$ sudo firewall-cmd --zone=public --permanent
--add-port=10125/tcp
Security Cloud Control@SDC-VM ~]$ sudo firewall-cmd --zone=public --permanent
--add-port=10025/udp

[Security Cloud Control@SDC-VM ~]$ sudo firewall-cmd --zone=public --permanent
--add-port=10425/udp

3. firewalldV—ERAEZFEZEI LT, LW =WV T 7 AT UF—L)V—)LET I T 4T
ORI 7 b DI LET,

[Security Cloud Control@SDC-VM ~]$ sudo systemctl restart firewalld

4. Secure Event Connector DA > A h—/ LIZH#ELF 9,

Security Cloud Control 3> 2 {8~ < >~ ® Secure Event Connector D1 > X k—)L

1R BHHIIZ

Z X, Secure Event Connector (SEC) # A A h— /L L CRETAHA-OICTETTHLEND
H3O0OFEDIFBETT, FLEET LTWARWEAIL, ZOFMEEEITT DRI, RO HX A
I HET LTLIEEN,

VM A A= %M L C SEC & A" — k3 % 728 ? Security Cloud Control =27 Z DA
A= (143—=2)

Secure Firewall ASA A X~ rDE=421) >4 ||
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. Security Cloud Control 21 -~ > & {R#8< < >~ ® Secure Event Connector D1 > X k—JL

AERL72 VM IZA A h—/L & #1172 SDC 35 L U Security Cloud Control =R 7 & DB /NE%

o

E (18 —)

FIE

AT 71 Security Cloud Control (22 7' > L £,
ATy T2 ERORA L TIEE (Administration) 1>[EFa2F7a3RrY 42 (SecureConnectors) 1% 27 U v 7 LET,

AT 73 EROFHRSFHEOTFIEZEH L TA > A h—/ L L7z Security Cloud Control = %7 ¥ Zi®IR L7, [EF=
7 a7 % (Secure Connectors) |7 —7 /L Clt. [Secure Event Connector] & FK/RIILET,

ATy T4 FUO [TV a3 (Actions) |1 T, [F 7 L I ADSecure Event Connector® R  (Deploy an
On-Premises Secure Event Connector) | %7 U v 7 L9,

RT9TE U4 —RORTFY T 2T, [SECT—F AT v 7T —HFDat— (Copy SEC bootstrap data) ] DU > 7
Deploy an On-Premises Secure Event Connector X

dRaU9pSmhNM1UxWTJVMFppMDNNakZ rTFRSaFpUVXRPVEO13TkMweU5UZG1OVESoTWpnMU9SHVWIMQBPq
YkdsbGJuUmZhV1FpT21KaGNHa3RZMnhwWlc1ME1IuMC5tTzh@bTZMZ1N6c jI4b1ZGZERQY j UNRzVQUE
ZmYTZQYzVsRjRITT1teVVEVzh2Qk5FWW44c3VBZ3NTQUoBTH15NBxzVGsydEx4NB5nbS@BSTB6SMZ6
aWdQTKRi1V1RsRW1tcjI5SSkFVZ2NBWEhySkdzck tMREszUnJUMBhZU3JkZ21Hd1dGb3FwWUdZNk JHRU
VacmIBYVFLSjFTdnJ5RjVFZ2FqajZFZkNVaERNMUE3Q3c1Q08p1Sn1JMnFZbGpNUzBXeVg3Nm9KeTQ2
ZX1MTB9qcjRicENBUNhYaEVNMUFzV19qQW1PNXM3TmO2Sn1rMXR1QTFsYmE3VkxNOUp4bk9RS1pqgaW
1rdDNsYnRRbDNrTHMxeWduaXdVU1RuWkQxMOcS5T2F JWExCQO93T3NESGdNeH16UU13ZWJVNUAGT2RS
NFN6c2ZBb1VXRDNwZ2V2V@gzUzBNT2ciCKNET19ETOT1BSU49InN@YWdpbmcuZGV2LmxvY2toYXJBLm
1vIgpDRE9TVEVOQUSUPSJDRESTY21zY28tYW1hbGxpbyIKQORPX8JPTT1RTVFJBUFSVUkwIImh@dHBz
0i8vc3RhZ21uZy5kZXYubG9ja2hhcnQuawW8vc2RjL2Jvb3RzdHJhcCIDREIFY212Y28tYW1hbGxpby
IKT@SMWVOFVkKVOVELORzO1idHJ1ZSIK

2 Copy CDO Bootstrap Data

Gep 2 \

Read the instructions about deploying the Secure Event Connector on vSphere.
Copy the bootstrap data below and paste it when prompted for " SEC bootstrap Data".

& The SEC bootstrap data is valid until 10/13/2021, 10:44:14 AM

UTNFXBRFVK1DRV9JRDOiZTBhZTJKNmMtMDdhYy0BY2JKLWEZNWQtOGYZzZDJkMia1ZmU3IapTUBVFRE
UBVFTT1RQPSI5Y2IzNTI4ZWZ1MzgB0TQ2NjViMDFKZmEYY jUyMGUXNSIKVEVOQUSUXB5BTUU9IKNET

9jaXNjby1hbWFsbGlvIg==
2] Copy SEC Bootstrap Data <=————

\_ J

Step 3

Verify the connection status of the new SEC by exiting this dialog and checking the " Last
Heartbeat" information.

Cancel OK
5000 LET, ok

. Secure Firewall ASA f RV FDE=ZA Y LY
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ATvT6
ATy 17

ATvT8

ATvT9

Security Cloud Control 21 -~ > & {R#8< < >~ ® Secure Event Connector D1 > X k—JL .

SSH 2 L CtF o7 ax7 XiZHi L, Security Cloud Control = —#%—L L Tur /A v LET,
nr Ay Lieh, dex—HPF—ZHVEZET, NAT—=ROATZRDHATZH,  [Security Cloud Control |
=P —DNRXRT—=FE AN LET, ZhbDa~vy ROFERIRLET,

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

a7 T, seesh®y N7 727V F NE2FETLET,

[sdc@sdc-vm ~]$ /usr/local/cdo/toolkit/sec.sh setup

T NORBIZ, FIE4Ta—1LET— A N T v T =X B0 AHT T, Enter F—2 L ET,

Please copy the bootstrap data from Setup Secure Event Connector page of CDO:
KJHYFuYTFuIGhiJK1KnJHvHfgxTewrtwE
RtyFUiyIOHKNkJbKhvhgyRStwterTyufGUihoJpojP9UO0iUY8VHHGFXREWRtygfhVijhkOuihIuyftyXtfcghvjbkhB=

SEC NA Vv AR—F 4 7E&Nn5b L, secshid, SECONNAEF v 7T HA7 YT M2FTLET,
RCONNVAF =73 TIEF] OBE, ~NATF 2w 3TN R oA X ba IR G LE
T, OV T NA N2 ME,  Tsec-health-check] & WHEFIDORY —E LTARY ha JIZEREN

Running SEC health eck for tenant

SEC cloud URL

SEC Events Plugin is:
SEC UDP sysleg server I
SEC TCP sysleg server is:

=7,

BEIZRIG LT Z ERSEC DAV AR —T 4 L TR LT 2 & &mT A v — V2T R a1,
[Secure Event Connector 2 R—FT 4 VT D RNT TNV a—T 4 7] ZHRLTLIEIN,

I A v — D&% 25AE, [4 27 L 2 2D Secure Event Connector 2B (Deploy an ON-Premise
Secure Event Connector) | %A 7R 27 ARy 27 AT[5ET (Done) %7 Vv 7 LET, VM A XA —~D SEC
DA VA N—=/MTFET T,

RDBERY

ZDOFNEITRK > T, SALSaaS DEIEAZFHAT LU ET : ASAT /A R X 7558 (SaaS)
FEMAT L (45 =)

BEE IR
» Secure Device Connector @ f 7 7 /L3 2 — h
» Secure Event Connector ® k7 7 /vy o—7 4
*SECH Y R—=T AV ITRMD T TN a=T 47

¢ SEC Bk D T TNy a—TFT 4 T

Secure Firewall ASA A X~ rDE=421) >4 ||
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Secure Firewall ASA 1 > FDE=2 U >4 |
. Terraform £ 1 — )L % L 7= AWS VPC L T® Secure Event Connector D1 > X k—)L

Terraform €< 21— )L % {E A L 1= AWSVPC _£ T Secure Event Connector
DAABR—)L

156D HHIIC
« ZDH AT ZFEITT HITIL, Security Cloud Control 77> kT SAL G2 T 2 LE N H
DET, ZOkB7var T SALTA BV ARSH DL EEFHRE LTWET, 20GES
IZ. Cisco Security and Analytics Logging ® Logging and Troubleshooting 7 1 &z > A Z A L
£

cHLWSEC A VA P—LENTWSZ E&2MRLET, # LW SEC 2Bk 512,
SDC {48~ 3 > ~® Secure Event Connector DA > A h—/L 2 ~X—) 2B LT
v,

*SEC #A A h—/L3 % & XX, Security Cloud Control 7— h A k7 » 75 —% L SEC
T=MANT T T=H LT AELTIIESNY,

FIE

ATwF1  Terraform L' A kU @ [Secure Event Connector Terraform Module] (ZF®) L, TNEIZHE - T SEC Terraform

E Y 2 —/L% Terraform = — RIZBM L £ 97, https:/registry.terraform.io/modules/CiscoDevNet/cdo-sec/aws/
latest

ATwF2 Terraform = — RZ@#H L £7,
ATV T3 instance id BEWsec fqan DT, BOFIETULEIC/R D20, LTHI LTI EE N,
GE)
SEC D T Ty a—T 4 7 %47 912X, AWS Systems Manager Session Manager (SSM) % i L C
SEC A VY RAX v A T HMENDH Y £, SSM & Lo A v AHX U A~DOEHEOFEMIZ DN T
IZ. T[AWS Systems Manager Session Manager | K¥ = A2 hEZZH L T 70,

SSHZMEH L TSDC A » A& v AT 27O DR — ME, BX=2U7 4 LOBEBIZL Y ARIE
NIV

ATV T4  ASA/PD SEC~D 17 DREFEEAT 5121, 1F L7 SEC DFEAETF = — 2L, AT v
3O EHFEN L TROa~y REET LT —7iEHELZHIBRL £,
rm -f /tmp/cert chain.pem && openssl s _client -showcerts -verify 5 -connect <FQDN>:10125 < /dev/null

| awk '/BEGIN CERTIFICATE/,/END CERTIFICATE/{ if (/BEGIN CERTIFICATE/) {a++};
out="/tmp/cert chain.pem"; if(a > 1) print >>out}'

ATy TS5 /tmp/cert _chain.pem ONEZEV7 ) v IFR—Klzavr—LET,
ATvTFT6 ROavwr REHEHLT, SECOIPTY RLAEZAELET,

nslookup <FQDN>

ATw 71  Security Cloud Control IR 7 A > L, HILWETARMRA L N ATV =2 bOBMEBMLET, M
IZ2W Tk, TAdding a Trusted CA Certificate Object] Z#ZM L T 7Z&Wy, [BM (Add) 27V v T

[l SecureFirewall ASA f RV FDE=SR Y Y


https://registry.terraform.io/modules/CiscoDevNet/cdo-sec/aws/latest
https://registry.terraform.io/modules/CiscoDevNet/cdo-sec/aws/latest
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-asa-with-cdo/managing-asa-with-cisco-defense-orchestrator/basics-of-cisco-defense-orchestrator.html#Cisco_Task.dita_73e2654b-b66c-4574-bd10-7482958ed082

| SecureFirewall ASA f "> FDE=S 1 Y

ATvT8

ATvT9
ATy 710

Secure Event Connector 0 HllB& .

BHENZ, [FOMDA T a > (Other Options) | D [FEAHKIDILIETCAT T 7 A% T % (Enable
CA flag in basic constraints extension) | F = v 7R v 7 A% F7|IZLTL I,

[EM (Add) 1%272 Y v 2 L. Security Cloud Control |Z X » CTAR &7z CLI 2~ K& [REBHED A »
A k—/U (Install Certificate) ] X—IZa =L T, [Fr > &/ (Cancel) |27V v 7 LET,

enrollment terminal D FIZ, TX A7 U w7 HR— KD no ca-check ZBIML E 7,

ASA T /34 AT SSH ##5t 3 5 7>, Security Cloud Control TASACLI A 7' v a VAL T, ko<
REFEATLET,

DataCenterFW-1> en

Password: R R R 3

DataCenterFW-1# conf t

DataCenterFW-1 (config) # <paste your modified ASA CLIs here and press Enter>
DataCenterFW-1 (config)# wr mem

Building configuration...

Cryptochecksum: 6634f35f 4c5137f1 abOc5cdc 9784bdb6

RDERY
SEC 2" AWSSSM Zfifi LT /37w hEZELTWVENE I D EMERTE £,
WOX DI TINFRINET,

time="2023-05-10T17:13:46.135018214Z" level=info
msg="[1p-10-100-5-19.ec2.internal] [util.go:67 plugin.createTickers:funcl] Events -
Processed - 6/s, Dropped - 0/s, Queue size - 0"

Secure Event Connector O gl R

24L& . ZOFEIZE Y, Secure Event Connector 7% Secure Device Connector 7> 5 HIFR S U E 37,
ZNEA1TH &, Secure Logging Analytics (SaaS) #fEH T2 9, ZOEIEITTIZKE
TERA, BHERCBSFEERHILEAIE. 20T 7 v a w3779 SR Security Cloud Control
PAR—=FETBMNEDEIZEN,

Secure Device Connector 7> 5 Secure Event Connector & HIEd A 121X, kDO 2EBOTatv 2%
FITLE T,

1. Security Cloud Control 2> SEC ZHIFR L %9,
2. SDC 725 SEC 7 7 A V& HIBR L £97,

RIZ1T 5 ¥E% : Security Cloud Control 7> & @ SEC DOHIFRA KT L £ 3

Security Cloud Control 5 5 @ SEC O Hllf&

1R BHEIIZ
Secure Event Connector DHIERE (23 ~X—3) #SH L T E &V,

Secure Firewall ASA A X~ rDE=421) >4 ||


managing-asa-with-cisco-defense-orchestrator_chapter20.pdf#nameddest=unique_31
managing-asa-with-cisco-defense-orchestrator_chapter20.pdf#nameddest=unique_31

Secure Firewall ASA  X> rDE=2 Y5 |
. Secure Device Connector VM % 5 0D Secure Event Connector O i f&

FIE

AT 71 Security Cloud Control (22 7' > L £,
ATw T2 EORA T [EE (Adminigtration) ]>[EF¥a 73R4I 2 (SecureConnectors) | RN L £,
ATY T3 T3 AHZA T ) [Secure Event Connector] DT Z 3R L 97,

o=

=R

Secure Device Connector 2 3& R L2V K 9 ICHEE LT 7230,

ATy T4 [77 3 ar (Actions) 131 T, [HIEE (Remove) 127 VU v 7 LET,
ATY T8 [OK]Z27 Vv 7 LTHERLET,

RDBERY

Secure Device Connector VM 7> 5 @ Secure Event Connector O HIE (24 _X—) (TR E T,

Secure Device Connector VM H i5 @) Secure Event Connector 0 HI|f&

ZOIEA X, SDC 75 Secure Event Connector ZHIBRT 2 2 DDOER4S B FIED 2 FHH D
¥4y T4, BALAT B HIIZ [Secure Event Connector DHIR (23 2—30) | ML T &V,

FIE

ATV TN B~ DA R=RA T HE, SDCOar Y —)tyia 2B LET,
ATY 702 [cdo@sdc]$ sudo su sdc A ¥ ]‘%fﬁﬁﬁ L T SDC :L“—"j'“‘&zﬁjbfékf_ij—o
RATw T3 SDC A~ D SEC ZHIFRT 5121, kOoWT o a~y RE#ERLET,

T U N LI EERERTAEES (FIZVMIZT T2 R 1 DU WES) 1. WO FRIEA T
LET,

[sdc@tenant toolkit]$ sdc eventing delete

« A2 RHIETT T FREERET 2H6IE. ROLHICLET,

[sdc@tenant toolkit]$ sdc eventing delete CDO {tenant-name}

ATy T4 SEC7 7 A LOHIGEHEELET,

[l SecureFirewall ASA f RV FDE=SR Y Y
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Secure Logging Analytics (SaaS) [ZfER SN 5T /34 XD TCP, UDP. & & U NSEL R— ~Di&ER .

Secure Logging Analytics (SaaS) IZ{HER I L T/N\1 XD
TCP. UDP. & & U NSEL R— FDIRE

FIIE

Secure Logging Analytics (SaaS) Z#fEfH3 25 &, ZHEMHD ASA £721X FDM I KX A EELT /A
A5, Secure Event Connector (SEC) FO¥:E® UDP, TCP. F721% NSEL AA— M A X
MeEETEET, FOHK%, SECIFENG DA X k% Cisco Cloud {ZHxt L 7,

EEEH SN TORNR— FDEE, SECIZZENLDR— 2L TA N FE2ZETED
£ 9212 L FF, SecureLogging Analytics (SaaS) D~==T7 /L TiL, HWELZHTT D & XITHh—
M35 Z ERHERINTOET,

« TCP : 10125
« UDP : 10025

* NSEL : 10425

TTIEA SN TWBAR— DAL, Secure Logging Analytics (SaaS) %X ET DHEIIZ. SEC
TNA ZADFEMET T, A }\@ BIZHEBRICHEH L AR — FERFE L ET,

SEC MEM T 2R — FESZ RO 2123, ROFIHEZFTLET,

AT9 T oA T[EE (Administration) ]>[#4& (Integrations) ]>[Firewall Management Center] 27 U
L. [E¥=272x27 % (Secure Connectors) | ¥ 7 %27 U w7 LET,

RATY T2 [BEX 2T ax27 4% (Secure Connectors) | ~X— T, A X2 h&EETH SEC Zi&IR L E7,
AT w73 [FEM (Details) ]31 12, A2 hOXE[FI & 72D TCP, UDP, LU NetFlow (NSEL) AR— R 3FoR

SNET,
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. Security Cloud Control 0 Security Analytics and Logging (SaaS) [ZDWL\T

Boston-SEC
Details v
ID 54b039f6-8944-46a4-ac07
Tenant ID Oa2cdcb4-5e63-4491-9fda
Version 202004270848
IP Address 192.168.25.4
TCP Port 10125
UDP Port 10025
NetFlow Port 10425

Security Cloud Control ¢ Security Analytics and Logging

(SaaS) [

2ULVT

FEEICRET %:F © 2O R¥ = A M Tl Cisco Security Analytics and Logging (Software as a

Service (SaaS) #fh) 23, EX 2 U T 4 A X FDE=F Y 7 D7=¥I|Z Security Cloud Control

THHA SN TWDEE. Z DA Cisco Security Analytics and Logging (SaaS) % 721% SAL
(SaaS) EFRIIMTWVET,

Cisco Security Analyticsand Logging (SAL) #fEM T2 &, 3 _XTDOT 7 A4 T U4 —/LT /A A
MOV R—RFEINTNWDLEATDEF2Y T 4 A MaF v 7F+ L, Security Cloud Control
DINFTERTEET, A ME X2V T omMBLORX U 77 50 RITRES
L. [Event Logging] ~— /b FE/RTE £9, [Event Logging]l ~— < Tid, EF=2VU7F 1A
Ny N TF=Z BB, TANVFUE, BLIOOH LT, Xy FY—=ZNTHRIT—ENTND
X2 VT A=V EERETE £,

Security Cloud Control DA X2 k2 4 T

Secure Logging Analytics (SaaS) IZ X o> TRtk SN7ctx 2 VT 4 A X b &7 4 L 2P
%Y. Security Cloud Control 237" — 9% ASA, FID, 8L R DA X FF AT DU A |
MBI TE £9, Security Cloud Control A == —5 ., [44T (Analytics) >[4/ XY hAF
>4 (EventLogging) [IZBEI L, 74N ET A ar %70 v 7 LTA_Y MERIRLET,
INHDA R NE AT, syslogID DT NV—T%FK LET, ROEZ, EOA X "E AT
IZED syslog ID RN EEND D AR L TWET, FFED syslog ID DFEMIZOVWTIL,  [Cisco
ASA Series Syslog Messages| £ 721% [Cisco Secure Firewall Threat Defense Syslog Messages] THa
KTEET,

[l SecureFirewall ASA f RV FDE=SR Y Y


https://www.cisco.com/c/en/us/td/docs/security/asa/syslog/b_syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/syslog/b_syslog.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Syslogs/b_fptd_syslog_guide.html
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Security Cloud Control DA N> k& A & .

—H D syslog 4 X2 MZiX, BINOENE [EventName] 2360 £9, BIEAEOST TT7 414
WS 5 Z 12k Y., EventName @A L CA R T —T VBT 0 VZMB L, A XV
FeRloTFDZ ENTEET, [Syslog A X2 FDOAXRY ML EN] 2L T EE0,

—HRD syslog A X ML, BINOJEME [EventGroup) 35 X OV [EventGroupDefinition| 7238 ¥
7. BUEAEOST T4 NFWUET L LICEY, ZhboBMBEEEZEH L TA <2k
T=TNETANGLIL, A X NERDTFHIENTEET, D Syslog A v E&—
@ EventGroup 35 X O' EventGroupDefinition JEME | 2SR L T 72 &0y,

NetFlow 1 X2 M&, syslog A4 X b &1L Y £9°, NetFlow 7 /L%, NSEL L 21— R|Z
2o =T _RTD NetFlow £ X FIDEZHBERELFET, 25D NetFlow 1 X FID %, [Cisco
ASA NetFlow E¥#EH A K] TERINTHET,

IRDOFEIT, Security Cloud Control 23R — N5 A4 X "MEZ AT L A X NEATITHINT
% syslog £ 721% NetFlow 1 X2 NEFEZRLET,

7 14 )L32 % (Filter Name) EnBA ¥ it9 % Syslog 1 N> L FE =
[ NetFlow £ X2

AAA AL, AAA DRI X 4T | 109001-109035
WAGEID, BEE. A, F 113001-113027
ity hU—2HND U J—
AR LA E
L TR U723 T £ 7213 %)
BREATORRAELZEZITVA
TEABERTHA N T

7

BotNet TRBEDA Y RME. v |338001-338310
T TG LT A R
(v bRy FOFREME D
V) =ELEMEOH HEE
DHDHFy NI —JZ2—
P—NT7r7EALLIE L
X, FRIIFATFTIvT
T4NEZ Ty AN
BRAALVERIFIPT RLR
EOMTRVERY Ed T
T4 T ERVAT AN L
lxicu ZicigksnE
7
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Secure Firewall ASA 1 > FDE=2 U >4 |
. Security Cloud Control DA X2 52 4 T

2 14 JL52 % (Filter Name) HL:L ®isd 5 Syslog 1 N> FE =
[ NetFlow 1 X2

7z —)LF—/— INHDA X2 ME, A7 [101001-101005, 102001,

AP AT— R T B LA 103001-103007,

7T — VAR T =—)LA—,3—104001-104004, 105001-105048
W C= T — 2 L7 210001-210022

By FRE T A — N
ML L & ic &y 311001311004
T AT F—)L 2= kT |[709001-709007
T =R LIEGAICR Y
IZREER S L E T

Firewall Denied INHDA Ry ME, SEE 106001, 106007, 106012,
FREETT 747 7+ —/b [106013, 106015, 106016,
VAT LBy NT—T N 106017, 106020, 106021,
Ty RO NT T 4 w7 A (106022, 106023, 106025,
L7z & xcEREnEd, = 106027

OHATE, EX=2UT 4R
=k Ly b Re y
Tnb, Xy hU—7 ~DI
BEBWRT2AREMERD D,
6 CIXE T IP 565 IP & Ffo
Ry NV AT ANZEL
Zlicks ey rETX
FIETY,

Firewall Denied 1 X &
NetFlow (25 £ TV D IEED
HY . syslogID 721} T7 <
NetFlow A X2 ~ ID & 324
HEINHLGELH FT,
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Security Cloud Control DA N> k& A & .

74 )L% % (Filter Name) EHEA * 9 % Syslog 1 N> E T
& NetFlow £ N>
Firewall Traffic ZhBIE, Fy FU—27TD |106001-106100,
SFEIE AT, 2— 108001-108007, 110002-110003

P—=TAToTA4T 4. #A
LAZ T RT Ltk
Ta v llZs L Tu ZIlE
b A FTT, 302002-302304,
302022-302027,
303002-303005,
313001-313008,
317001-317006,
324000-324301, 337001-337009

201002-201013,
209003-209005, 215001

Firewall Traffic - X2 M&
NetFlow (25 £ TV D IGEN
HY . syslogID 721} T <
NetFlow - ~X> b ID & L2

HENDGEELHD £,
400001-400050,

401001-401005,
406001-406003,
407001-407003,
408001-408003,
415001-415020, 416001,
418001-418002,
419001-419003,
424001-424002,
431001-431002, 450001

500001-500005, 508001-508002

607001-607003,
608001-608005,
609001-609002, 616001

703001-703003, 726001

[Psec VPN TNHDA R X, IPsecz |402001-402148,

X2 UT 4 7Y —3 3 (602102-602305, 702304-702307
TAR—ENRELEZSGA, £
721X AT AD3%AE L7- IPsec
Ny NCZ T —ZR L
HAIZ, IPsec VPN ERE S
77747 U+ — VIR S
ET,
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Secure Firewall ASA 1 > FDE=2 U >4 |

7 4 JL2 % (Filter Name)

B

®isd 5 Syslog 1 N> FE =
(& NetFlow £ X k

NAT

INHDOA R ML, NAT =
v N U BMERCE T2 ITHIBR S
&, BIONAT 77— LN
DFTRTOT RLUADBMEH S
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RTCOT—HNERICHIFRENET,

REHEMFE, REHHENSEO LX) T4 AMEOX LI HTRI YT avEBAL
A, T2 IS5 FERMIRTRESNET N,

TREFIRIL, & n 7 2 RF T oM 2 ER LE T, /MRS 1 EOSE. KHO1E0on 7
T=HDHEALEORERTHHTEET, LT —#BEsnd & 1FE2Bxicn s T —
R EEEFEITHRSET, SFEOWIMIZ., TOMMOT — &2 BHY A EikeT £,
REHIRII e 77— ARICEH SN D Z L2 B%R L ET,
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ASA ) Security Analytics and Logging (SAL SaaS) [ZDUL\T .

ASA O Security Analytics and Logging (SAL SaaS) [ZD0»Y
<

Security Analytics and Logging (SaaS) Zflifl4 % &, 3 TdD syslog 1~ k & NetFlow Secure
Event Logging (NSEL) % ASA 2°5 % ¥ 7'F + L. Security Cloud Control ® 1 % T TR TX
\i ﬁqo

A X M Cisco Cloud {Zf&1F & 41, Security Cloud Control @ [f «X> b a ¥ 7 (Event
Logging) | X—UVMBLERTEET, A XU T4 VZ Y7 LTHEREL, Y hT—27 T
MY H—ZNTWDEX2 )T 4 — L EBMICEE X E9, TN OKEEIX,. Loggingand
Troubleshooting /3> 7 — Y Cieflt E v E 7,
Aoy
OV a—arERETDHITINE, WOT U e T4 ABUETT,

» Security Cloud Control : Security Cloud Control 77> h BME T,

* Secure Device Connector : Secure Device Connector H DEBID T A & AdH D £H A,

* Secure Event Connector : Secure Event Connector FHHOEBID Z A & R idZH Y /A,

« SecureLogging Analytics (SaaS) : tXx= U7 4 ofrénX o7 7420 (36 ~X—
V) EZBLTIIESN,

cFWIGE XA TF o TTSATUR (ASA)  EAT A AL E,

RORT YT
TASA 734 A ® Secure Logging Analytics (SaaS) D34 | [ZBEHL £,

ASA 4 X > ~ % Security Cloud Control IZR <9 5%

ZDOEIX, ASA T /31 A7 syslog 3 L TUYNSEL A XY k% Security Cloud Control & A3 %%
BEERLTWET,
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. ASA 1 R > k% Security Cloud Control (ZXR =9 %A%

1: Cisco Security Cloud Control T® Cisco ASA { N> kDRTH %

O—— @&

Security
Secure Event Connector (SEC) Services Exchange

®

o o

)

Cisco Security Analytics and Logging

O @
m Event viewer Query
@ " Event data

SOC analyst Security Cloud
Control
ATv7 BTLL]
1 ASA ZFXE LT, syslog 38 LUINSEL A X % syslog ——ThH 5

D L 9 IZAEE D Secure Event Connectors [ZHzE L, T34 A TOR X
TEHNZLET,

Syslog x> h & NSEL A XY bk, X2 7 ASA THHZ /2> T
T, Xy NI —=2 5T 74 v 7T 7 ZAHEIN— L ORYEC BT 5 &
TR ESNET, ASA T /31 AL, syslog & NSEL A X k& 5% 7E 15 A
@ Secure Event Connector (ZH516 L £ 97,

2 Secure Event Connector |E syslog - <X | % Security Services Exchange ~i#iz
ELET,
3 Security Services Exchange (X, §XT® ASA T /34 AnHA Ry hF—4

FEHL, ISONERICEH L T, A ML—VHICEX 2 T oo e
XU ITEELET,
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ASA /34 RIZREBOFL TN (Saas) 28AT 3 [

ATv7 BL)]

4 X2 VT oot m X 7%, éiéifﬁ"ﬂ‘ﬂbﬂ%ﬁfﬁbf/@\/l\
T— X ¥R L OWE{L L, Security Cloud Control T TX 5 Xk 9
i‘a—o

5 Cisco Security Cloud Control [X, 7 7V RT—H A NTIZA XV hT—H %
rf7 L E 7, Security Cloud Control I%, SOC 77 U & Z Bl % $efit
THEDIZ, RfF ST —2 %7 LET,

ASA T/\f RIZREFEAX T 94 (SaaS) ZE AT S

(& C&H BRI
« TASA T NA 2D X 7541 (SaaS) ] TELFIZOWTHEGE L TS EE W,

» Cisco Cloud ~MD A1 <>k OE(E Fik
VN a—vallilEFENLT T r—vay
c MER T AR
s WEEIR T — R T T

e TTILvR—Y R —E R Fu/ o ¥ —F 7% Security Cloud Control &—/L A (T

RV A 4o C Security Cloud Control 7> h Z{Emk L & L7z,

« Secure Device Connector |2 DU T Zfigid L T < 72 &, SDC Z {8 L T Security Cloud Control
EASAICHSRT D22 813 [NANT T 7T 42 LEZONETN, LHATEIHY 8
}\/o

*Fv hU—27TSDC ZEMT 56, ROGEZHMLTA A =L TEET,

« Secure Device Connector 3 & T Secure Event Connector % 52179 272D VM D JERH %
fERLE9,

e T LU MI1DLLEDSECIAA v A R—LENTEBY, fFED ASA NS, TFH v MMaA
VIR—F 4 T ENTAEE D SECITA Ry N EEETEET,

Cisco Security Analytics and Logging (SaaS) D E[f & Secure Event Connector % 47 L 7= Cisco Cloud
ADARY MEEDT—Y 70—

1. Eo NILODSHENC] 2L, BEAEYICHER SN TS Z L 2R L TIZEVY,
2. =W —4 L RRT—REHEH L7 ASA 7 /31 A D Security Cloud Control & A #Efj

3. ASA Syslog 1 -~ k% Cisco Cloud 2253 L £ 77,

>

Security Cloud Control ¥ 7 v Zfi [l L T ASA 7 /34 A® NSEL #i%E L £,
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Secure Firewall ASA 1 > FDE=2 U >4 |
. Security Cloud Control ¥4 0O % & L 1= Cisco Cloud ~® Cisco ASA Syslog 1 N> FDX(E

5. Security Cloud Control {ZA X MR ERARINTWHZ 2R LET, T/ —T 3 03—
MH AR REAY (Events& Logs) >[4 RV b (Events) | >[4 A kAFY
(EventsLogging) | #EIRLET, 74 7 A X FERRTHIZE, [F47 (Live) 1 ¥
TE7V 7 LET,

Secure Event Connector [ZEd D ST a—TF 4 5

AT — R AR E 0 X TEROINEIZOWTIL, RO RN T TN a—F 4 T Ny 7 Zff
HALTLSEI,

* Secure Event Connector 4> R—F 4 VT D NT TNy a—T 47
AR XU TDRNT TN a—TF S a s Ty A

* Secure Event Connector OYRFEZHUWR T D 72D D~V ATF = v 7 OffiH

7—270—

[Security and Analytics Logging /X &R L7z N7 7 /v a—TF 4 7] TIiL, Cisco
Security Analytics and Logging 20 HAEK SizA Xy FEFEH LT, 22—V =20 %y hU—27 U
Y= RZT 7R ATE R IRRZRET 2 HIECHOVTHHAL THET,

[Firepower Threat Defense 1 X MZEESL< 77— FOfEH] SR LTI 7EE W,

Security Cloud Control ¥4 O % {# 3 L 7= Cisco Cloud ~®
Cisco ASA Syslog 1 N> FDE(E

la<vy R I 47 —T x4 A%HH L7 Cisco Cloud ~® Cisco ASA Syslog A X2 kD
EEF] CERASIN TV TRXToOa~r Ra 3% Security Cloud Control = 7 & 2 {ERL L |
LNy FOFRTDCiscoASA TED~ 7 naFATT 5 L&V, $3TD CiscoASA &
FXE L CA X k% Cisco Cloud [Zi5(5 L £,

Security Cloud Control D~ 27 0> —LZffif]4 25 &, CLI 2~ RO Y X ML, 23+
Ry v By ADBEHE/NT A—=FIEH L THE, 3~ FOY X M ZRFE LT, EEEIE
MATELLIICTEET, vk, —EIEROT A ATETTLHZ L L TEET,

EAEFH DO~ 7 a2l T 5 L. T AROBRED —AMENMeEtESh, a~> FT71 2 A
VE—T 2 A ZADMHRHCHAET DA RO DL v F v 7 AT =R SET,

SElCHETeRIZ,  TSecurity Cloud Control B EH A K| T/ nZzfid L. v~ 7 aOFEHAFEE
R LTSSV, ZORFTIE, HBEOR~ 7 nDIERICOWTOLREI L ET,

ASAtXa T4 OX>2Y (SaaS) ¥/ OZERT S

IKDOFEINETIE, CiscoASACLI 2~ R =7 ulgXo 2 BEOIAZ{FHHA TXE4, Cisco
ASA CLI =~ RiZ, Cisco ASA ORESCERFIEICHE D L O ICRIBREI N TWET, CLI DFEMIC
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ATy T

ATy T2

ATvT3

ASA b1 T 4 pHEORLY (Saas) v OufkiT s [

ONWTIX, [a~vwr R A0 F—T oA ADMH] 2L T &V, Security Cloud
Control

BRtET RN, v~ 7 uZfElkLenba~vy ROMAEZHRL I ENTEL L1, My
7 ¢ [Cisco Cloud ~@ ASA Syslog £ X D5 ZE., ZOFIEEIFITL Tiedd LD
WL TL7IZENy,

\}

GE)  Cisco ASA |21 ¥ ZFGENT TITAFET 2%, Security Cloud Control 225~ 7 1 & F4T L
ThH, RUNBEFORF U TRENT XTI VTSN TEHY £HA, TORDY
Security Cloud Control ¥ 7 1 TEFR SN/ iElL, BEFOREIC~Y—Y SNET,

FIE

TL—VT XA NET 4 X EHRE, UTFOFIREEAST v a ANIESNWT, w7 vllElTba~v2 Fo
U A NZ&AVER L £, Security Cloud Control [£, ¥ 7 BICFLik ESNNEF Ca~y REFEITLET, —
D~ RIZiX, {{parameters}} (CEMT DN G ENET, ZHX, v rOFATRRICATTHZ &I
Y ET,

SEC 23 syslog 4 —/"—=TH DD L 91T, SECIZA vt —V%EET DL I IZCiscoASA ZRE L £,
logginghost =~ > R&fEH LT, A v tE—UKEED syslog h——&L LTSEC #f5ELET., 77
VMY R—=F 4 7 LT SEC DWTIRNIA R FEEETEET,

logging host =~ > Nik, A4 X2 MEEHD TCP £721F UDP A — F &2 EELE T, EOR— ME2FEHT
a9 512X, TCisco Security Analytics and Logging (Zf# f & 415 7 734 2D TCP, UDP, B LW
NSEL "R— F D3R Z2ZML TS,

logging hostinterface_ nameSEC _|P_address{tcp/port | udp/port }

syslog £ X b % SECICIHET H7-OIfEHAT 571 ha/LZJS LT, Z0avry Fa2 5085~
7aDONTANCERLET,

logging host {{interface name}} {{SEC ip address}} tcp/{{port number}}
logging host {{interface name}} {{SEC ip address}} udp/{{port) number} }

(EE) TCP ZfEHT 2856, kDa~vy Re~vr/uda~vy RY A MIBINMTEET, T A=
VEE LERTA,

logging per mit-hostdown

syslog H—/NTEET B sydog A v E—UEHRELFET

loggingtrap =~ RZfEMH LT, syslog 1 —/3—IZiF(ET 5 syslog A v E—VZEELET,
logging trap { severity_level | message list}

SECIZERBENDARV N2V ETT 4 (ERKE) VXL TEERTILGAIX, a~vy RERO~7 alZ
WL ET,

logging trap {{severity level}}
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Secure Firewall ASA 1 > FDE=2 U >4 |

B asaexauFontenxs s (Sas) T/ 0EERT S

ATvT4

ATy T5

Ay =Y R RNO—THDHA N FOIA SECIZEETHIRAIE., a~vr FERO~ 7 o[ I8 L
\iﬁ—o

logging trap {{message list name} }

AiO AT » 7"C logging trap message list =~ > RE&RIR L7 51%, A v &— U X RN T syslog % /&
BTOHOLEPRHVET, v~/ 2R LR ba~vy ]“O)nﬁﬁﬂ%;ﬁﬁ\_ ENTEDLEDIT, THARHZ A
AR MY R NOER ZBHWTEREEET, kOa~vr RTHBELET,

logging listname{ levellevel [ classmessage class] | messagestart_id[-end_id] }
WIZ, THERONY) =2 9 A EILET,

logging list {{message list name}} level {{security level}}

logging list {{message list name}} level {{security level}} class {{message class}}

logging list {{message list name}} message {{syslog range or number}}

=AY,

BHEDONY =—2 3 U TlX, A v EB—U /37 A —H {{syslog range or number}} (X, H—® syslog ID

(106023) FE7-iFHP (302013-302018) & LTANTEET, Avt—I U X PR T5121F, 12
FFEEOa v PN 2=y g VEAEEOITE A LE S, H—D~v 27 v T, RCARTOT R
TONRIFA—=FT, ANULERIUEMEH SIS Z LIZER L TLZ SV, Security Cloud Control 1%, 2%
DINFGA—=BEGe~ 7 akFITLEEA,

BE
~ 7 1L, logginglist =< > KiXloggingtrap =~ > KORNZE S LENRH Y £, HOIZY A F&2E
#9 5L, loggingtrap 2~ RCTZENEMHEHATEET, TOV I~ rmz2BB L T EI,

({EE) sydog timestamp % B/ L £, Cisco ASA @ syslog A vE—VNHLAEUTEA vE—VICHS
R BN 5861, Zoav s REBMLET, ¥4 LAX T OfEi SydogTimestamp 7 o —
NRIZERRENET, Z0avr Rea<vr ROUYANMIBNMLET, T A—FEFHEL LERA,
logging timestamp

GE)

N— 32 9.10(1) LA, Cisco ASA 1Z1E, A X2 b D syslog T RFC 5424 (2o TH A DAX VT 5
N HA T = /ﬁNmﬁéﬂ“(b\i‘ﬁ“o ZOF T arERMITHE, Syslog A v E—TDFTRT
DA LAY TN, REC 5424 TERUTHE » TRAIDSFR SNET, KRIZ, RFC 5424 B0 H 6 &
~LET,

<166>2018-06-27T12:17:467Z asa : $ASA-6-110002: Failed to locate egress interface for protocol
from src interface :src IP/src port to dest IP/dest port

o

(&) EEMBLEM XD syslog * v —LIZTNRA RIDEEOHET, v/ u i ERlLARba~
ROFHZF T Z LN TEXH X512, [3EEMBLEM JEXD syslog A »~—~DF /31 A 1D OFfiA |
ERWTBEET, WiE, v 70O —2L725 CLIa~vy RTT,

logging device-id { cluster-id | context-name| hosthame| ipaddress interface_name [system] | stringtext}

WIZ, ZNERONY) =— 3 B LET,

logging device-id cluster-id

logging device-id context-name
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ASA b1 T 4 pHEORLY (Saas) v OufkiT s [

logging device-id hosthame
logging device-id ipaddress {{interface name}} system

logging device-id string {{text 16 char or less}}

ATvT6 AFXFVTEEMILFET, KOa~v U FE2ZOFEY/nITBIMLET, T A =X EHV EHA,
logging enable

AT T <7 vaORKITIC witememory ZBAMLEWTL ZE LY, 8V IZ, show running-config logging =~
YREZBMLT, AhLlceXrrasy FOFREERL ThH, m¥ 73~ R Cisco ASA D
A= Ty T ar7 s Fal—alaly hLET,
show running-config logging

ATV T8 BWEOEEMTONI-Z L E2MR LIS, writememory 2~ > RHIZHIO~ 7 v BT 57>, Security

Cloud Control—ffa~> R I v A F—T oA AREREFEH LT, BRELE-T X TOTF A R |IZ~v Y
n&EFHLCa~vy RERTTE £,

write memory

ATvT9 (&) 7V/ERa2bO—JLIL—)L T[] ARV FOAXUTEHMELET, ASA Syslog 1 <
k% CiscoCloud IZEETAFIETHHENTWVWAE ZDORT v 7L, ZO~7alliIgEFnTWER A,
R4V 1T Security Cloud Control GUI THEIT &N E T,

ATYT0 <7 iz fFLET,

51
1 oD~ 7 allfEEENs5a~r FOU A MOV TAZRISRLUET,

logging host {{interface name}} {{SEC_ip address}} {{tcpioriudp}}/{{portinumber}}
logging permit-hostdown
logging list {{message list name}} level {{security level}}
logging list {{message list name}} message {{syslog range or number 1}}
logging list {{message list name}} message {{syslog range or number 2}}
}}

logging trap {{message list name
logging device-id cluster-id
logging enable

show running-config logging

)

GE)  FrED S F ZE72 syslog ID F 72 1T#iFH 2 BN 5 729D D logging list 7~ > K3 < D
Md 0 FE7, {{syslog range or number X}} /X7 A —&Z (X, BUEE 721LF DAt 2]
EERPBKETT, £ LRpneE, v 7B Al 2T X TOMERE LT
VET, Flz. TRTONRT A—=ZEREE I THWRWEE . Security Cloud Control
=7 rZ2FT LRV 7 nil3FE T3~ FOBFHTIZE, T3
TDsyslogID R U U A MIEHLNENRH DT80, event list name (34517 TH L F
FTI,
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B =< r54>425—7 x4 X% LI Cisco Cloud ~0> ASA Syslog R >  Di%{E

RDRARY

< BDEIT

Cisco ASA Security Analytics and Logging ¥ 7 B Z{ERK L TIRFF L 72 B, ~ 7 7 &34 T L T Cisco
ASA syslog A X2 k% Cisco Cloud (255 L £ 7,

AT RSA A3 —T 24 X% FHL f=CiscoCloud
~® ASA Syslog 1 N> FD1E(E

ZOFNETIE, ASA @ syslog 1 ~X> | % Secure Event Connector (SEC) |ZHEEL THvH, B ¥
YT EFINCT D HECOWTEHA LES, L FOFIETIE, V—2 70 —0% TICHERE
OB ZHIH LET, ASA TrFXF U T ZRETE 5T X TOHEDIRFLRFHINT OV T,

FASDM1: Cisco ASA Series General Operations ASDM Configuration Guidel & 721% [CLI Book 1:
Cisco ASA Series General Operations CLI Configuration Guide] ®OW I ioE=% 1 > 7 |ZB7
HEEZRLTILEIN,

ASA 07> FDHHR— hHIR
Security Cloud Control Tid, R® syslog 2~ REZIFA vE—YORRITELZFR— S
TWEH A,

« syslog ® EMBLEM &

* Secure Syslog

Cisco ASA O Security Cloud Control A > K 54> A2 —TJ x4 R

ZOFEIZEEND Z A7 13T T, Security Cloud Control ® Cisco ASA HHOa~> K J14 >
A E =Tz A ATHEELET, avr R I A 0¥ =T = AOX—V TR, &K
DFNEZFEITLET,

FIE

AT T EloF s —2a =T, [Fa) T4 T/N4 R (Security Devices) 1 %27V v 7 LET,

ARTYT2 [TAR B TH7 Vw7 LET,

ATV T3 WUIRT A RIATDET 5T ) v L, aX T EFHITT 5 Cisco ASA IR L £,

RATv T84 FRO[T A AT 73 (DeviceActions) 1A ' C, [> a2~ KF7A (X —T x4 A (> Command
Line Interface) 1 %7 U v 7 LET,

ATFY TS [a~ RTIA A H—T A A (Command Line Interface) | ¥ 7 %27 Vv 27 LEd, 7B FTUTF
WA 2 a~ 0 Fe AT 58 HATE £ L,
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ASA Syslog f X > k@ Secure Event Connector ~ M #5:% .

TRTCOavy REAN LG, [#F (Send) 1227 Y v 27 LET, Security Cloud Control ™ CLI A > % —
7 = A AlX Cisco ASA ICHEHE SN D2, a~ U RIT NS ADFETa 7 4 Fa b— 3 VICRIE
ICEZIAENFET, CiscoASA DAX— L T v 7 ar7 4 Xal—ya  IEREESALRIE, S5
write memory A~V REFITTHLENHY £,

ASA Syslog 1 X > k@ Secure Event Connector ~ 0 #51%

2> 7" — R L7z Secure Event Connector (SEC) @ 1 -2IZ Cisco ASA syslog - X2 &5k L,
BX T EAEMNCTHIIE, WOFIETUTOX AT BT TH50LERHY 7,

FIE

AT v F1 SEC A syslog V—S—=THDEND LI, SECIZA vE—TZHE(ETSH L DT Cisco ASA ZRE L £,

ATV T2 I_RTCoOuIs7OLETT 0 (ERKE) L-b, E£721ESECIZEET 5 syslog 4 X FDY A M &RELE
7T

ATY T3 aXo 74 F—T NI LET,

ATV T8 CiscoASADAF— KT w7 a7 4F¥alb—ya EFRRFELET,

CLI Z{# A L 7= Cisco Cloud ~ @ Cisco ASA Syslog f N> FDE(E
I

AT v F1 SEC M syslog h—"—=THDHNDLHIZ, SECIZA v E—TEEET DL DT CiscoASA ZRELET,

Cisco ASA 7% Cisco Cloud Z syslog 1 > M & EET 256, = —F—(1% SEC 238MBD syslog H—/3—
THHMND X HIZ SEC IZ#EE L., SEC 1T A vt —% Cisco Cloud {ZH&6 L £,

syslog A v —% SEC IZXET 5121d, ROFIEZETLET,

1. TCP 721X UDP ZfEH L T, SEC 23syslog V—/"—TH LD X 52, SECIZA vE—VEXEEFET D
£ 912 Cisco ASA AR E LE T, SECIL, IPv4 7 RLRAFEIXIPv6 7 RL A& TE 9, TCP
=k &L UDP R — b DOWFINNITA N b 2R fF LET, EDOR— b 2T 202 k4 51213,
[Cisco Security Analytics and Logging (Zffi ] S41 %7 /34 Z® TCP, UDP, LT NSEL R— bk Dff
F EBZRLTIIESN,
logginghost =~ > R % v 7 ZADE 2RISR LET,
logging host interface name SEC_|IP_address [ [ tcp/port ] | [ udp/port 1]

il
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. CLI %&£/ L 7= Cisco Cloud ~® Cisco ASA Syslog 1 N> FDX(E

> logging host mgmt 192.168.1.5 tcp/10125
> logging host mgmt 192.168.1.5 udp/10025
> logging host mgmt 2002::1:1 tcp/10125
> logging host mgmt 2002::1:1 udp/10025
s interface name3|#%iZ. syslog ¥ — 3—~DRX v —TDE[ETLTH S CiscoASA A > F—T = A
AZfEELET, SDC & DMBEICT TR SN TNDHD L[FE L Cisco ASA A ' F—T = A R%
LT, syslog A v&—T% SDCICIEET HDMW [RANT T 7T 4 A TT,

« SEC_IP_address 5|%%i2i%, SECHA L AR —/LENTWVDE VM DIP T RLAREGEEN TS
ERH D F9,

o ¥—U— R &B15D7 teplport E7=1X udp/port 1X, TCP 7’1t h /)L BT 54— b, F72iX
UDP 7’1 k2L L BET 5 R— FOWTNNEMEH LT, syslog A vE—UREEIND LI
FBELET, UDP 721X TCP OWWT Nz H L T syslog 4r— =27 —F2 &% EETH L HIT
ASAZRETHZ LTI TEETN, MFEZEMNTOEIICHRETHZ LT TEELA, Fr b=
WERELRWES, T 74/ o7 1 k=13 UDP T,

TCP Z#5iET 5 &, ASA (L syslog Vr—"—DEELHRH L, BX=2U 7 R L LT ASA #&ih
DOF LWz 7 1 v 7 LET, TCP syslog —/N—~OHEHLIRIEIZ AR 72 < B LW B 2 5 Al
THIIE, AT v T b ESZBLTL &, UDP 2$5ET D & syslog — N—NE{EIRREIZBY
£272 <. Cisco ASA VIHT LW ke 2 7F ol Ll £ 47, A&7 R— MA

GE)
Cisco ASA A v &—T% 2 B DRID syslog h— N—IZEEFT HGA1E. © 9 —J7D syslog h—/3—
DY A B —T 2 A A IPT RLVA, Za bhal, BEOFR—Ra#H LT, 2%H? logging
host 2~ REZFETTEET,

2. ({E&) TCP#&H T SECIZA XY hEEEFELTWT, SECBF T LTS, CiscoASA Dr 7
F =BV XVOLE, FTLWERITT 0y 7 SIET, B LRI, syslog —/3—233y 7
Ty TEN, BT Fa—RN0 o[ EN TR RS TRICHETF AT SVE T, TCP syslog —/3—~DH%
FEOARABIZBILR 72 BT LW 2 7P a3 5121%, kD=~ R&fEH LT, TCP#5i S 4172 syslog #—
N=NET LT T LW E 7 1y 7§ D2 oo UL,
logging per mit-hostdown
il

> logging permit-hostdown

ATy T2 ROATY FEFEALT, sydogH—/N\—I23%EFT S sydog » v E—CEELET .
logging trap { severity level | message list }
i

> logging trap 3
> logging trap asa syslogs_to_cloud

BREELLT,MH 01~7) ELEAMMERECTEET, REATERELIITHRET DL, ASA L, &
KEMN3, 2, BEIR1 Dsyslog A vE—TEEEFELET,
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ATvT3

ATvT4

ATy T5

ATvT6

CLI %&£/ L 7= Cisco Cloud ~® Cisco ASA Syslog 1 N> FDiX(E .

message_list 51 80E, WAZLAX N R NEERRLTZGE, 20U A NOARNZEZS I bILET,
AL BAXR YA NOREICLERBEIL, 2D Y 2 MIH 5 syslog A vt — % Secure Event Connector
WCEET 22 L7203, ERof] Tk, asa syslogs to cloud 234 X2 h U A NDOALRTTT,

message list # i 95 & . CiscoCloud (ZiX(5 3 % syslog A v E—VZPFEICIEE TE 5720, BEHZHN
TEET,

message_list Z{EpkT 211X, [ AZ LA R U R MO 22T IEE0, FEMIZOWTIE,
X2 VT Ao enXr 7 48R B63—Y) EZBRLTIEIN,

(FFay) sydog B A4 LRE 2 TDEM

logging timestamp =~ > K& {#i fJ L C, Cisco ASA TP syslog A v&—TDIRIFEHIEE A vE—TITBIL
£, XA LAX T DfEIE SydogTimestamp 7 1 —/L RIZE RSN ET,

51 -

> logging timestamp

GE)
N—3 3 2 9.10(1) LAFE, Cisco ASA I1Z1F, A X2 k@ syslog T RFC 5424 (2> TH A LAK VT HHR)
T4 7 aryBHBESNTVWETS, ZOF 7 a2HNCT5 L, Syslog A vE—VDFT_RTDH
A LAB L TIZIE, RFC 5424 TR UTHE > THRRAID R R S E T, RIZ, RFC 5424 TEA D % 7R L &
D

<166>2018-06-27T12:17:46Z asa : %ASA-6-110002: Failed to locate egress interface for protocol from
src interface :src IP/src port to dest IP/dest port.

(F7>a>) IFEMBLEM KD Sydog A v 2—PICTNA R ID &85

T3 AIDIE, syslog A v B—UIZHIATE 25001+ T. FFED Cisco ASA 7 HIE(E 41727 T D syslog
Ay —VEMBICKANTE LT, FEMICONTIE,  [9F EMBLEM JERD Syslog A v E—IZ7 /34 X
IDzEH5] 2ZRLTIZE,

(AT ay) FOHEREEIL—I THA] AR rOAXFUTOEME

TR ARENL— LS TU ) —=A~DT 7B ARETIND L, A XV MR HBIMICe ZIZiE&HE SR
3, 77 BARHEAL— LTI VY —ZR~DT 7B ARHF SN EEIERENTZAR by s
WRLERT 2580, T B AL O X T A AL T, YETT 4 (EKRE) XA T ERET
HENRHY ET, Hx DXy NT—I T 7RG —LOR X T a2 A AT HHEICONTIE, e
TN—NT I T A ET 4] BBRLTIIEIN,

GE)

T AHEHL— TR A R b TOuX o S EAEMCTHE BALEZT =277 0340 bD
BHOERY IABLRICESN TS, T—HOEEENRLE T,

axX 4y naMEe

a~vy R7ry7 R T, [loggingenable] & AJJLE T, Cisco ASA Tik, fllx D/L—LTiEied | T
A ZBRITH L TR F T BAIMRD 7,

i

> logging enable
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B r=xs04x0ryz ok

GE)

B 15 ClE. Security Cloud Control [ZE¥F =27 B ¥ 7 OHMEAE VR —F LTV EREA,

ATFYT] RE— b7y T a0 I74Fa2L—2a30~ADEEDRE

avy R7a 7 hC, Twrittmemory] & AJJLEJ, CiscoASA TlE, fHlx D/L—/TlERl, T34
AERITKIL T X I REITRD FT,

1

> write memory

REEIER -
» SDC A< o > ~® Secure Event Connector DA > A h—/L (2 X—)

e T MI2FEBHLUKED SEC A A h—/LT 5

WAL AR YR MDER

FIE

Cisco ASA syslog 1 X2 | % Cisco Cloud [Zi5fE T2 & 2, ROWTINDOFHELER L Th
AL IBANR MY A NEAERRLET,

c AR RN TA A F =T 2 A A& LTz Cisco Cloud ~0 ASA Syslog A~ kD%
13
« Security Cloud Control = 7 & Zf#i i L 7= Cisco Cloud ~@ Cisco ASA Syslog f X k D%E(F
WD 3 DOFEAEZIESUN T, message list & HIFEND A X b U A MEERTE £,
e ARV KNITTRA
« HRE
e A vtE— 1D

FRED B X 7 D565 (syslog H—73—=° Secure Event Connector 72 &) (ZiE(FT D H AKX LA
Ry MY A NEERRT DL, ROTFIEEZFEITLET,

RATv T EloFesr—y a0 nN—7T, [EF2) T4 T/8 X (Security Devices) | #7 U » 7 LET,
RTYT2 [TARET %7V w7 LET,
ATy T3 @iy 7% 70 v LT, syslog AvbE—T%DAX LA FY A RMIEDD Cisco ASA IR L F

B
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ATvT4

ATy TH

nzsan1~vkyz ok [

[F/34 27 73 3 (DeviceActions) 7514 > T, [> a2~ K7 (% —7 A A (> CommandLine
Interface) | %7V v 7 LET,

WDa<wy Ry vy 7 2AzFH LT, logging list =~ > K% Cisco ASA (21T L £,

logging list name { level level [ class message class ] | message start_id [ -end id ] }

name 521X, U A FNOARIZIRELET, ¥F—UV—FE51 50O T leve level (250, v EF7T7 1 (E
KEE) PRESNET, F—U— FEGEDT classmessage classiZ LV, FFED A v E—T 7 T A4S
EESNET, F—TU— L35 D~T messagestart_id[-end id] (X V. % D syslog A vE— %G E=
IS OHRENIRE SN ET,

GE)
BREOLHIE syslog A v E—2 URXAMDOARTE LTHEHLZWT 23, HHZEEOARTNTIL,
emergencies, alert, critical, error, warning, notification, informational, 3 J O'debugging 3 & £ E T, [F
BRIC, A2 R U R M DOITAIZ 2D OHEFEORAO 3 LHIHEH LT IEE W, 728 23F Ter)
TUHEDA N DU A RAITHH LTSN,

cVEST4 (BEKE) [CEDWTARY MY R KMIsydog A v t—CFBMLET, 728 2 ITEKE
Z3TERETDHE. ASA R, HREN3, 2, BEU1 D syslog A v =T KELET,

i
> logging list asa syslogs_to cloud level 3
cMDEEIZE DT sydog A v E—PFA RV YR MMIEMLES,

FIEIOFIECHEALZbD LR L a~ry FEAN L, BEFEOA vtv—2 U A FOL4RT & BNEEZ
FELET, VAMIBMTIEET LI, FTLa~xr FEANLET, & x01E. VA MOBEmE
LD syslog A v E—TVOHENEL LT, ROKELFFETEET,

< ID 7% 302013 ~ 302018 DHIFAD syslog A v —3,

s BT ¢ (FEKE) 78 critical LL I (emergency, alert, %7213 critical) D3 XTO syslog A >
-,

« VBT T ¢ (EKEE) 2% warning LA b (emergency, alert, critical, error, F721% warning) DF X
TDOHA 7 F R syslog A vE&—1,

1)

> logging list asa_syslogs_to cloud message 302013-302018
> logging list asa_syslogs_to cloud level critical
> logging list asa syslogs_to cloud level warning class ha

GE)
syslog A v E—1F, IO OREOWT AT TIHAICr ZIZiEkSvE T, syslog A »
=Y PEBORMERT-THRA, TORA v =V~ ER e JlisIhE T,

ATFYT6 REA— b7y T a0 I74FXaL—2a30~ADEEDORE

a<y F7r 7 T, Twritememory) AL LET,
]
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B eMBLEM B2t syslog # v £E—DISF A R ID BB

> write memory

JE EMBLEM 2 D syslog * v 2—VIZT/NA A ID EE8H D

ATy I
ATy T2

ATvT3

JE EMBLEM JEZD syslog A v —ICF 34 ZID 258 % & 912 Cisco ASA R ETE £
T syslog A v E—=VICK L THRETE DT A RAIDDOX A FIE1 DT T, ZOFIEIE,
WOFIEIZ L > TERENET,

AV R IA L A B —T A A% L7z Cisco Cloud ~0 ASA Syslog £ X kD%

&

» Security Cloud Control = 2 & % f#i ] L 7= Cisco Cloud ~@ Cisco ASA Syslog -/ <> k D[

ZOTNAAIDIL, [A X hr¥2 7 (BventLogging) ] ~—IIZHRKRSZALD syslog A X
k@ SensorID 7 4 —/L RIZKBE S L E T,

FIRr

TRA AID #EI Y T2 syslog A vE— 2@ T Cisco ASA ZiINL F7,

[F/34 27 273 a3 (DeviceActions) |75A > T, [> A~ RFA A% —7=A A (> CommandLine
Interface) |27 U v 7 LET,

ROa<xy Ry Hy 7 AR LT, 7734 ZIZ logging device-id =~ > REH{TLE T,

logging device-id { cluster-id | context-name| hostname| ipaddressinterface_name[system] | stringtext}

B

> logging device-id hostname

> logging device-id context-name

> logging device-id string Cambridge

context-name*—U — NiX, BHED 2T XA FOAFIZEEID & LTHEMTL2Z 2R LES (AT
aArTFXANE-RIEFEHESNET) . vATF arTXFA T ROFEHaLTHANTT /NS R

DOBRX T2 F—=TMIT DL, TOVAT DFTAR—ATEREND A v =V BV RATLOT
NAAD AL, HHaTHRAPTERSNDIA v E—VIFEHI T XX FOARTZT /A A ID

ELTHEALET,

GE)
CiscoASA 7 Z A X TiZ, BIRLTcA v F—T =2 A ZADT T4~V 2=y bOIP T FLARFIMEH S
iﬁqo

Clugter-id¥—7— RiZ. A ZXIDE LT, ZITAZOAMDASA == NDO T — FNEEIZL—EDL4H]
ZRELET,
hosthname®— V7V — Ki%, ASA DK A M ET A AID & LTHEATA LY ICHREELET,

ipaddressinterface_name % — 7 — N5 D<7 1%, interface name & L THRESINTZA v F—T = A ADIP
T RUVAZTANAAIDE LTHEHTAZ EAEELET, ipaddress¥—U— R&fiHT 25 & syslog A >
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ASA 7 /%A X[+ NetFlow Secure Event Logging (NSEL) .

VDR ETRERDA L E =T oA RZERIRL, EDOT A X IDITHEE SN ASA DA U F—T =
AAIPT RLALERDET, 7T AXRETHE, system F—TU — RiL, XA ZAIDNA X —T = A A
DYATEIPT RLAERDZEEZRELET, ZOF—U—RIZED, TAAANBEFEINDHT T
D syslog A v E—VIZH—DO—E LT A AID ZHRETEET,

gringtext ¥ — U — REIEOXTIX, 7F A MLFHNEZTANAZAID ELTHATLZ EE2EELET, X
FHIDOR SIE, KT 16 XFTT,

ZERAN—RAE NN . ROLFEMBEH LD T2 LIETEEE A,
& (TR R)
o' (—HEFIHF)
" (ZHESIUHF)
«< UNRVFH)
«> (K72 FH)

<7 (BERITF)

RT9T4 RE— b7y T a0 T74F2L—2 a3 0~DERDORE
a~w> R7a 7 T, Twritememory] & AJILET,
i -

> write memory

ASA T /34 X [F] T NetFlow Secure Event Logging (NSEL)

Cisco ASA 7> D FEA 72 Syslog A 2 —1Z1%, Cisco ASA (2 X » THE S =/ X b
Bk L TS0y E D Dy Cisco Security Analytics 35 J2 OY Logging 23| W9~ 2 72 D12 B 72
T — X INAIE L TUWET, Netflow Secure Event Logging (NSEL) (X, % ® 7 —# % Cisco Security
Analytics 33 £ OF Logging (Z#2ft L £ 7,

[Ta—i%, Xy NU—I T N_A R%&EETH, W O0OIET 037 1 2RO — RO
ry M= AL LTERSNET, ZhHOESNTET7r—X, INET A A ThD
NetFlow 2 L7 Z—|ZT 7 AR — SN ET, *y NI —27 7a—33FF It TnE
T, ImExE, 7r—La—RIZIEXIPT RLVA, Ty MEEASS NI XA LDAE T
BATHTH—EA (ToS) . 77V r—varvikR—b, AMHA X —T =— A7 EOFEM
NEEnET, | !

Cisco ASA Ti, NetFlow X— 3 > 9 $—ERABYHR—FINTHET, ASA @ NSEL % 5E
KT H2LT, Tu—NORERAXV MNerT La— REFEZ I AR— b5, A7 —h
TNIRIP 70 —D T vX o 7 HFNRARE RV EST, AT — 7V 70— " T o F LT T
X, Bf SN 7 e —d—#HORAT — NOEF Z@Eim L7,
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B security Cloud Control 7% 0 %458 L 7= ASA /34 20 NSEL DEE

Z D K¥F = A2 bTiE, Security Cloud Control =7 v % fi f L "C ASA IZ NetFlow Z 5% E T 5 7=
OOFEIRT 7 —FIZOW T LEJ, [Cisco ASA NetFlow Implementation Guide] (213,
ASA (T NetFlow # R ET 5 Z L ICBT 2 FICHEMARRM AT S h TR, Zoar7ry
WCABET 2 EERY V=R Lo TVET,

ROE%E

['Security Cloud Control =7 v Z{# ] L72 ASA 7 /34 AD NSEL ORE| 2R LTS
AN
BERE

« Security Cloud Control ¥ 7 = Zfi ] L 72 ASA 7 /34 A D NSEL DX E
« ASA 75 NetFlow Secure Event Logging (NSEL) % Hlf&9 2%

¢« ASA 7 — LR ) — DA ERIRET D

1. ( [Cisco Systems NetFlow Services Export Version 9] - > % —% v MEFFHIEE S, £ v
NI =2 U= J—7 a3k MR 3954, 2004 4 10 . B. Claise fitt.
https://www.ietf.org/rfc/rfc3954.txt)

Security Cloud Control ¥~ O % (& L 1= ASA T/ X ® NSEL D% 5E

ASA . NetFlow Secure Event Logging (NSEL) % U CiffiZesifi A N hF — & & LR —

FLET, ZOEfA Ny T =% (W57 v —i#Et & G Te) 12 Cisco Secure Cloud Analytics
ZEMTEET, ZOFIATIE, ASAT /A A TNSELZHREL, NSELA X F &7 n—=a
L7 ZIZEETDHECOWTHHLEY, 207 —ATiE, 7r—3 b7 Z|d Secure Event
Connector (SEC) T,

ZOFNETIE, ConfigureNSEL ~7 2 2&H L F7,

flow-export destination {{interface}} {{SEC _IPv4 address}} {{SEC_NetFlow port}}
flow-export template timeout-rate {{timeout rate in mins}}
flow-export delay flow-create {{delay flow create rate in secs}}
flow-export active refresh-interval {{refresh interval in mins}}
class-map {{flow_export class name}}
match {{add this traffic to class map}}
policy-map {{global policy map name}}
class {{flow_export class name}}
flow-export event-type {{event type}} destination {{SEC_IPv4 address}}
service-policy {{global policy map name}} global
logging flow-export-syslogs disable
show run flow-export
show run policy-map {{global policy map name}}
show run class-map {{flow_export class name}}

U ATy T O, T a—r VR —lBENTE Y T Ay TR E | TRTDOT 7+
Jb MBS AT &7z Configure NSEL ~ 7 = ORISR LE T, ZNODOFIEZTETT D&,
~ 7 B IIRO L DI EFT,

flow-export destination {{interface}} {{SEC IPv4 address}} {{SEC NetFlow port}}
flow-export template timeout-rate 60

flow-export delay flow-create 55

flow-export active refresh-interval 1
class-map flow_export class_map
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Security Cloud Control %~ 0 %{&FA L 1= ASA 7731 2 NSELDEE [}

match any
policy-map global policy

class flow_export class_map

flow-export event-type all destination {{SEC_IPv4 address}}

logging flow-export-syslogs disable
show run flow-export
show run policy-map global policy
show run class-map flow_export class map

XL &H B
ROEHRZHELET,

« ZAVE TIZ Security Cloud Control D~ 7 1 Al L7z Z & 2372 W 5513, Security Cloud
Control D7 4 Falb—ary A RTwZ il oWV THERL TSN,

s ASA BT —H &% TELD SEC D IPv4 7 KL &
¢ SECIZT —HEZEETHASADA U H—T = A A

« NetFlow A X h D#z&(ZfH 4% UDP AR — %5 [Secure Logging Analytics (SaaS)
i 45T /34 AD TCP, UDP, B L UNSEL AR— ROk (25 <—2) | ZBRL
TLEEN,

¢ ASA ' — LR Y — DA FIOWRE (67 =2—2)

7 —4% 70— (Workflow)

Security Cloud Control ¥ 7 7 % i ] L T ASA 7 /34 AD NSEL % E T HIZiL, ROT—7 7
B—IZEWET, FFIECHED BERH Y 5,

1. [NSELDO#E (Configuring NSEL) | ~7 n &< (60 2—) |
2. NSEL X vtE—V D565 L SEC ICEE SN LMo ER (60 <—)

SEC IZIEE SN D NSEL A X "NEEFKT H7 T A~ v TOER (61 X—)

A W

NSEL A X» hDORY v —< v TDEHE (62 —V) ,
5. JULE 72 Syslog A v E—Y 0L (63 =—) ,

6. /7Dl bta—EiERE (652—) ,
ROEZE

[NSELOFZE (Configuring NSEL) |~ 7 v #Bi< (60 X—) [ZBE)L T, Ao v—7 7
n—zBin L ET,
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Secure Firewall ASA 1 > FDE=2 U >4 |
B (nseLozzE (Configuring NSEL) 174 DEBIC

[NSELDE%E (Configuring NSEL) 1<~ O %R <

4a & SRS

ZHIEFRWY —7 70 —DRYIOEH7S T, BT ST Security Cloud Control ~ 27 11 i [
L72 ASA 7 /314 AD NSEL OFE (58 X—V) ZZMML TS EIW,

FIE

RAT9 T [EF2) T4 T/NA4 R (Security Devices) | X— T[T /34 A (Devices) | #7527 Vv 7 LET,

ATy T2 WHRTFARAAZATDE TR 7Y w27 L, NetFlowtF 274X hax 7/ (NSEL) ZHET D ASA
FERLUET,

ATFvT3 [7‘\\/*\/1)177“/5 > (Device Actions) | XA T, [2~ RTA A Z—7 A A (Command Line
Interface) 1 #27 Vv 7 LET,

RFwFE wsazy— W S a7 B DY R N EERELET,
ATy TE =7udl A oD, [NSELOE (Configuring NSEL) ] 23R L £,
ATYT6 [vZ7 1 (Macro) | Ry 7 AT, [/XT7 A—=XDFm (View Parameters) |27 U v 27 LET,

RDRERY
NSEL * vE&— %65 & SEC IZHE SN LMD ESR (60 ~—) 1L FT,

NSEL A v t&—> D35k & SEC [TEE SN SFRDER

NSEL A vk —J%, 7F v MZAVER—=FT 4 7 L7ZSECOWVWTNMNIEEFETEET, UT
DOFETIZ., O aro~vrzar2BBLTWWET,

flow-export destination {{interface}} {{SEC IPv4 address}} {{SEC NetFlow port}}
flow-export template timeout-rate {{timeout rate in _mins}}
flow-export delay flow-create {{delay flow create rate in secs}}

flow-export active refresh-interval {{refresh interval in mins}}

1R BHEIIZ

ZOFREE, LV KRERT—I T7a—0O—ETT, 4D HHiIIZSecurity Cloud Control ~ 7 2 %
i L7= ASA 7 /34 AD NSEL OFE (58 X—) ZZHL T EE N,

FIE

AT w71 flow-export destination =~ > RiX, NetFlow /X7 v NOXELEOa L7 X2 ERLLET, ZOHA, SEC
WWEELET, RONRNTA—=FDT 4 —/L RIZATILET,
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SECCE{ESNBNSELA R F£EET 59523 v TR [

« {{interface}} : NetFlow £ X2 hDEFILTHDH ASA DA L F—T = A A% EANTTLET,

« {{SEC_IPv4 _address}} : SEC D IPv4 7 L A& AJJLET, SECIZ7r—=ab s & & LTHREL X
R

« {{SEC_NetFlow_port}} : NetFlow /37 >~ k2335 S 4172 SEC @ UDP AR— FEHEZ A LET,

AT v 72 flow-export templatetimeout-rate =~ > Rix, 7> 7L — h L a— FRTXTORE SN2 HIIEICEE
ShoMRERELET,
« {{timeout_rate in_mins}} : 77 L — FRFHIEEINDETORBEAEATILET, 60 75 DfEE T
L2 LaBEIOLET, SECIET 7L — b2 LERA, BFEKRELTDH L, SEC~D T
T4y TR LET,

AT w73 flow-export delay flow-create =~ > R, flow-create f N> N DEEEEELZDEREOEET, 20|
X HRENDT VT4 T HA LT U ML —E L, ASANDT I AR—FINDT7a—A X NOKE
W LET, ZOEE. NSEL A X2 k23 #IIZ Security Cloud Control [IZFR/R E 405 DI, #EGORK THEE
TEITEEE DVERR N &SSP LN DO W RN 72D EZEZ TSN, Zoa~y RBRE STV
WAL, BIEITA2 <, flow-create 1 XV MI 7 o —RNERENZEE T 7 AR — &N E T,

« {{delay_flow_create rate in_secs}} : flow-create -f X2 h DE(FHOBEED A AN LET, 55 DOHE
EHEATHEEBEIDLET,

AT 74 flow-export activerefresh-interval =~ > Rid, £ 7 0 —D AT —X AOFHIN ASA /1 HEE SN D4
ErErEFRLET, A%72MIZ1 ~605TY, [7u—FHME (Flow Update Interval) ] 7 4 —/L K G,
flow-export activerefresh-interval % flow-export delay flow-createinterval X 0 $,/07:< & 4 S P ELSEHET
% & flow-update A ~X > kA3 flow-creation A X2 FDREIZE RS N7 720 £,

« {{refresh_interval_in_mins}} : flEZ 1 2T 52 L5 H#FOLET, A% MIZ 1 ~ 6073 TT,

RDRARY
SEC IZHE ENAH NSEL A RV M2 TEFTH7 7 A~y TOER (61 *—) (TR FET,

SECICEESNANSELANY FEEET DI TAITY TDER

~ 7 uNORD A~y R, 77 ANDOTXTONSELA XV v a7 v—T L, 2OV T A
% Secure Event Connector (SEC) 2=/ AFR—KrLET, UTFTOFIETIZ, 20kt a0D
~ 7L TWET,

class-map {{flow_export class name}}

match {{add_this_traffic to class map}}

4O HREIIC

ZOFIEL, LV RERY—I 7 —0O—EHTY, 4D HHTICSecurity Cloud Control ¥ 7 7 %
L7z ASA 7734 AD NSEL DR E (58 ~—2) #ZML TSI L&,
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B nseLc < roky <y ToRE

FIE

AT w71 dassmap 2~ NiL, SECIZTZ AR —FENDHNSEL N7 7 4 v 7 AT 57 7 A~ v S 4%
JET

« {{flow-export-classname}} : 7 7 A~ v 7 OL4RTE AT LET, AETOE S 1THEK 40 LFTT, 4Hi

lclass-default] & . [_internal] FE721% [_default] TIEEDAANITRTTFRINTHET, T-T

DEAT DT A~y F TR CARIZERPAMEN SND 2D, BlOZATDr T A~y 7T TN
SNTVWDOLARNIFEFEH T EEA,

ART9 T2 77 A~yTICEEMTOND (—ET D) T 74 v E#LE 9, {{add_this traffic to_class map}}
DIEL LT, ROWTNNDF T a L ZRIRLET,

» {{add_this traffic to class map}} 7 4+ —/V KiZany E AJJLEF, NSEL T 7 4 v 7 DT XTD k
T4 FATRERSNET, B lany] 2EHATLHIZLEZHBOLET,

« {{add_this traffic_to_class map}} 7 -t —/L FIZ access-list name-of-access-list & AL £3, 1E&L7-
T EAY A MIEEMTONIZTXTO T 7 1w 7 BEEA T B ES, FEMIZ OV T, Cisco
ASA NetFlow 524577 A R [5555] @ [Configure Flow-Export Actions Through Modular Policy Framework |
ZZRLTLLEEN,

RDRARY
NSEL A X» bR —= v 7T DEFK (62X—) IZEHRET,

NSELAARY FDR)O—IT Vv TDESE

TDHRAT T, BIDOZ AT THER LT=27 Z AT NetFlow =27 AR— 7 7 2 a &0 Y
T, TR T AEHFH LWRY v—< o FIZEY B TET, UTFTOFIETIE, 2ok aD
~ /s L TWET,

policy-map {{global policy map name}}
class {{flow export class name}}

flow-export event-type {{event type}} destination {{SEC_IPv4 address}}

1R BRI

ZOFIEX, LV RERTY—I7 70 —0O—HTT, 4h® 5HIIZSecurity Cloud Control ~ 7 1 %
M L7z ASA 7 /31 AD NSEL OF%E (58 X—) ML T EEN,
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| SecureFirewall ASA f "> FDE=S 1 Y
& Syslog » v e—onmmit [

FIE

RATw 71 policy-map =2~ KL, R —~v T EERLET, ROX AT TE, ZOKR) —~vv T %7 a—nN
VIR Y —BEA T E 5,
* {{global_policy_map_name}} : KU > —~ v T DL4FIEZATILET, 7747 VA — VOGOV 1 —
PR Y =3B LGEE. TOA4RIEERNT L 2BEOLET, Fr— VKR Y =0T 7 %
/v b4 iE global_policy T3, TASA 7 — LR U & —OARIOWE] 2L TIES0, HLn
RY—~ v 7%HEM L, [Cisco ASA NetFlow 32X A F] @ £ 2T R v— 7L —ATU—7
ZAEH L7 flow-export 7 7 & a VDR E] Iito T/ a— ULIZHEHT 5 &, B0 OBRERY o —I%
T T4 TENET,

RATw T2 cdass 2~ RTIE, SECIZHEE 84D NSEL A XV hNEEFKT D7 7 A~ v TOMER (61 <—) TIE
W LTer T A~y TOLTPHASIVET,

AT w73 flow-export event-type { {event-type}} destination {{IPv4 address}} =~ FiX, 7u—alL 7 X— (ZD¥;
HIL SEC) IZEETOMENDH DA RN NIA TEELRZLET,

« {{event-type}} : event type ¥— T — R, 74 NVZ VT EINDHPR—FEINTNDLHA X FNOLRTT
T, Ml Talll ZEHT 5L 2BEDOLET,

« {{SEC_IPv4 address}} : Z#UEL SEC @D IPv4 7 KL A T9, ZDfflE, NSEL A vt — D5 & SEC
WCEESINDHREOER (60 X—) TAJLIENGHAINET,

RDZRY
JUR 72 Syslog A vt —V DEE (63 X—) [THERET,

TLR 7% Syslog A v tE—U DEIE
LTFOFIETIE, Zokr7varo~vruzZBLTWET, avr FEEET20ETHY
EFHEA,
logging flow-export-syslogs disable

NetFlow T7 0 —{f#iZ =/ AR —FTEHXHICT DL, RORIZFEH I N TV D syslog
AvE—UMTEICRYET, N7+ —~< 2 ZADOM EO=HIZIE, 7 UIEHA NetFlow %38 L
T AR—bhENDH7D, JLER syslog A vEe—Va8NET 52 L2580 LET,

\)

(F)  NSEL 2 v&— L syslog A v =V DMl HNA F—TZENTWDIEHEA, 200X 7
Z A THIDBRERFINAIZ 72 DRFEILH D EH A
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B =55 sysio0 5 v e—Commie

syslog A v t—o ERBA NSELA X2 ~ID NSEL #5841 ~ > ~ ID
106100 TR ba— |1 7 —RNERS |0 ACL 37 vn—%FF
JL—L (ACL) W34 |F L= (ACL2A 7 u— |7l L2388,
AN A > = R = AN
jé?‘;@a\—iﬁkéﬂi %Hq:ﬂ‘l/f_%lﬂ) o 1001 . ]\jj ACL &:
° 3: 7a—BEGTEN | Lo T7n—Ef S
L7 (ACLA7m— | NE L7,
~ S AN
ERELTEE) o 1002 : {77 ACL IZ
LoT7u—ELE
nFE L7,
106015 BAID/y FSSYN |3 0 7 o —MER S AL (1004 : D7 b
Ry NI oo | F LT, 73 TCP SYN /X4 v b
728, TCP 7 1 —73MH Tl o, 7
HEINFE L, o—2MEGTEINEL
7=,
106023 access-group 2~ K |3 : 7r—MES 4 (1001 : AJ) ACL (2
ko TA v EZ—T=|F LT, LoT7ue—0ELE
A ANZHEHE S 4172 ACL WE L7,
- — T~
gi;;im MR 1002 : i3 ACL 1=
=7 FoT7u—nERS
FE L=,
302013, 302015, TCP. UDP. GRE. |1 : 7o —»{EmSi |0 EH L F5,
302017, 302020 S OVICMP Bt D1E | E LT,
JEEO
302014, 302016, TCP. UDP. GRE. |2 : 7u—»llRsh |0 EHL £,
302018, 302021 iggyP@m®74 F L7, 2000 : 7 11— AR
7o SNELE,
313001 TR ZASDICMP /8|3 1 7 —2MEE &3 | 1003 : To-the-box 77
Iy RRHEGRINEL|F L O —NEREDT-DIZHE
77 HEINFE L,
313008 TINA A~DICMP V6 |3 1 7 2 —HMEA &40 [1003 : To-the-box 7
Ny MRS ESNE | F L, 0 —NERIEDT= DI
L7, HENE LT,
710003 FRAAA L HZ—T = |3 : 7a—0NEHR S 1003 : To-the-box 7
A ADEEGROBITN | F L, T —NFREDT- DI
HEENE Lo, HENE L,

TLE 72 syslog A v 2 — U BT L7a WA,

SET
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vsoorea—eiE |

logging flow-export-syslogs disable
#%1Z NetFlow B D Syslog A v &— Y DEEGL & HADLOFIRALETT HZ & T, D
syslog A v E—VZ AL ETZITED L TE T,

RUBDLEa—&%EE

4RO SRS

ZOFNEX, LV RERY—7 70 —0—HTY, tEHDHHENI,  [Security Cloud Control ¥ 7
B2 U712 ASA 734 ZAD NSEL OfE (58 ~—) | 2ZMLTIZE0,

FIE

ATV Tl =707 44—/ RIZAD LIS, [HE#E (Review) 27V v 7 LT, a3~ & ASA ~DEEANTHER
L/iﬁ—o

ATY T2 a~y RAOIEICEN 2T E, B35 Send) 127V v LET,
ATV T3 av U REEEFELEZT, [—foavr RRETay 74 Xab—ra VIZERZ M- /EEERH
FT) LWVIRAvE=UNR2O0V 7 EEBIZERENDIERHY FT,
A Some commands may have made changes to the running config Write to Disk  Dismiss
[T AT ~DEFEEZIAL (WritetoDisk) 1227 Vv 7 35&, Z0avy FIZLosTMRABNTZER
L FETar 74X ab—varDFEDOMOERENT N, ADAL — 8T v TRERICRT SNVET,
[V i{Hd (Dismiss) |27 Vw2735, AvE—URRVEINET,

Security Cloud Control ¥ 7 = Zffi ] L 72 ASA 7 /314 A D NSEL OF%E (58 X—) Tl &
NTNnsY—r7u—nET LELE,

ASA 515 NetFlow Secure Event Logging (NSEL) ZHIfR9 5

ZDFNATIE. Secure Event Connector (SEC) Z NSEL 7m—=L 7 & & L THRETSH ASA T
NetFlow Secure Event Logging (NSEL) DR Z HIFRT 2 HIECOWTEHB LES, ZOFIET
I%. [Security Cloud Control ¥ 7 & Zfffl L 72 ASA 7 /314 AD NSEL O E] T ST
L7 uill R LET,

ZOFETIE, LT X5~ 2 DELETENSEL &L CTW\WE9,

policy-map {{flow_export policy name}}

no class {{flow export class name}}

no class-map {{flow export class name}}

no flow-export destination {{interface}} {{IPv4 _address}} {{NetFlow port}}
no flow-export template timeout-rate {{timeout rate in mins}}

no flow-export delay flow-create {{delay flow create rate in secs}}

no flow-export active refresh-interval {{refresh interval in mins}}
logging flow-export-syslogs enable
show run flow-export
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B oecerenseL v o mERAC

show run policy-map {{flow export policy name}}
show run class-map {{flow_export class name}}

DELETE-NSEL ¥ - O % <
FIE

ATV [EF2 )T 4T84 R (Security Devices) | X—Y T[T /314 A (Devices) | ¥ 7 %27V v 7 LET,

AT T2 @WURT A AKA T DX T %2 Y v L, NetFlow Secure Event Logging (NSEL) D% % HlF&3 2 Cisco
ASA ZERL £,

AT T3 [T/ AT 27 3 (Device Actions) ] XA > T, [~ KT A A H—7 x4 A (Command Line
Interface) |7 VU v 7 LET,

RFyTh v sazs— K 220 v LT, MARHER~ 7 80U 2 kN FR LET
RATw T8 w7 @dY AT, [DELETE-NSEL] Z#{R L £ 7,
ATYT6 [vZ7 1 (Macro) | Ry 7 AT, [/3T7 A—=ZDF 1~ (View Parameters) | %27 U v 27 LET,

TH/OCEEZEAADLTNoOTRY FETRRESES

Cisco ASACLI Tlx, =2~ F®D lno) EXEFEHLCEDa~v FEEIBELEST, v7 oD
74—V RIZANLT, a~r FD (o) BREEREEET,

FIE

AT 71 policy-map {{flow_export_policy name}}
« {{flow_export_policy_name}} : policy-map % D% A S L £,

AT 72 noclass {{flow _export class name}}

« {{flow_export_class name}} : class-map % DfEZ AT L FE 7,

AT w73 noclass-map {{flow export class name}}

« {{flow_export_class name}} : class-map 4 DfEIX, FFEEOFNASHFA S VE T,

5w 74 no flow-export destination { {interface}} {{IPv4 address}} {{NetFlow port}}
« {{interface}} : NetFlow £ X2 F DE(EILTH D Cisco ASA DA LV F—T = A A H AT LET,
« {{IPv4_address}} : SEC ® IPvd 7 KL A& AJJLE7, SECIEZ7r—=alb 72 & LTHIEL X7,
« {{NetFlow_port}} : NetFlow /37 > M 325{E S4172 SEC @ UDP AR — R &5 &2 AT LE T,
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asa 7 a—iuky o—ngsnrz [

AT w75 no flow-export template timeout-rate { {timeout rate in_mins}}

« {{timeout_rate in_mins}} : flow-export template D ¥ A L7 7 kL — & AL ET,

AT w76 no flow-export delay flow-create {{delay flow create rate in secs}}

* {{delay_flow_create rate in_secs}} : flow-export delay flow-create ® L — k& AS) L E£77,

AT 71 no flow-export active refresh-interval {{refresh_interval in_mins}}

« {{refresh_interval_in_mins}} : flow-export active refresh-interval DfIfFE% A1 L E 7,

ASA  O—/\)LRY —DRBRIDIRTE

ASA O 7 a— LR Y —D&FTERET HI2iE. WROFNEZENET,

FIE

ATFYFT1 [+ (nventory) J[E¥ = U7 17 /314 X (Security Devices) ]X— T, 7 m— VLR & —0D
BHTERRT DT A AEFIRL £,
AT9 T2 [TA AT 27 3 (Device Actions) | XA T, [> Command Reference] % 4R L £ 7,
ATYT3 avv RIA UV A F—T=A A T4 RUDTrUT M T, ROLIICATLET,
show running-config service-policy
LT oBIoH 1T, global policy 17 72—/ LR U o —DA4HITTY,
i
> show running-config service-policy

service-policy global_policy global

NSELT—4#20—D STV a—Fa 09

Netflow Secure Event Logging (NSEL) Z#&E L7=H., IO FINAZMHEH LT, NSEL A X2 A3
ASA 75 Cisco Cloud 12355 SN TWVWB Z &, BEL W CiscoCloud BRZENH DA X b EZE L
TWAZ L EMRLET,

NSEL A ~X> | % Secure Event Connector (SEC) [Z3%{5 L TH5 Cisco Cloud IZEFE T2 L 91T
ASA ZRETDHE, T—X T ICEmNAN T EICHEE L T2 &, ASA T NSEL Bii#
DRI T 4w I PERSINTND EARET D & WAHIDONSEL/ T v b BREIFET 5H F TITESY
IMINDZENDY T,
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B nseL R eatsEC TR C L ERRT

A\

() Zov—2r7uv—ik, [flow-export counters| =~ K& lcapture] =2~ RZ2HMIZMHEH L
TNSELF—4% 7nu—% b 7Ny a—T 4 V5 KE2RLTVWET, 2hbnavwr R
OERIEOFEIZOWTIZ, CLIZ v 27 1 :CiscoASA > U —ACLI 2> 7 4 Fal— 3
AR ()72 8E) [2€5E] 3 L O Cisco ASA NetFlow 45 K [#£5E] @ [Monitoring
NSEL] #ZM LT 7Z230,

WDHR AT HFEZITLET,
* NetFlow /37 > R 3 SEC IZIEE SN TWDH Z & 2l 5
* NetFlow #¥% ~ k3 Cisco Cloud &8 S#LTCW5 Z & 2R+ 5

NSEL A X2 hMWSECISEESN=C L &HEET D
WD2OD A~y ROWTNZEMEH LT, NSEL 37 v F23SEC IZEE SN TV 5 2 & 2 fk
RLET,
* flow-export counters

* capture

lflow-export counters] < > Flk, FEEHOD flow-export /347y F&E NSEL TS5—%F v

D9 BEHITERALET,
* NSEL 1 X % SECIZi¥ET 2 £ 912 Cisco ASA NRES N TN D Z L &g L T< 72
SV, [Security Cloud Control ¥ 7 1 Zffi l{ L 7= Cisco ASA 7 /3A A® NSEL D% E] %

ZHRLTL &,

«SECIP 7 RL A, NSELA Xy hOT7a—aL 72T RLATYE, TF2 MIBEKRD
SEC 2 F v AR—RFLTWAEASIE, ELWIP T RLAZFEHLTWAZ L A2fERLTL

fiéb\o

* NetFlow A 2 b ORI T 5 UDP AR — FEFSZHEZE L £J,  [Cisco Security Analytics
and Logging |2l S5 7 /51 A®D TCP, UDP, X UNNSEL R— h O] 258 L

TLTIE&EW,
« CiscoASA /NS NSEL A X B EETHO0OHR A v Z—T o 4 ATEHEA L4 —T =
A RATEN, BHEVNOAL L F—T =2 RTRBBAEENHY T3,

Security Cloud Control D2~ K 74 > 4 4 —7 = A A% LT, NSEL HIZ®RE L=
Cisco ASA lZZN b D~y REREFELET,

FIE

ATV Fesr—rar vy RUT, [EF2)T4T/84 R (Security Devices) |22 Vv 7 LET,
RTYT2 [THRARET %7 ) w7 LET,
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| SecureFirewall ASA A R¥ hDE=H 1) VY
NSEL f A kASSEC [CitfEshi-C L x#RT 5 |

AT T3 J#@YR [T A A (Device) |DX 7 %27 Vw27 L, NSELA X k% SECIZE(ET 5 K 9 (TR L 7= Cisco
ASA Z#EIRL 7,

AT T4 RO [T/ AT 7 a3 (Device Actions) ]34 T, [2~2 RT7A A X —7 A A (Command
Line Interface) | %7 U v 7 LE7,

AT Y5 clear flow-export counters 1V REAFEITL T, 7r—x2JAR—bhvr 22V Ey FLET, Th
LD, 27 AR= R 70 =R 2R V7 SNTERIZRD72D, B LA N2 N OFEAEZ I
HTEMTEET,

il
> clear flow-export counters
Done !

AT w76 show flow-export counters =~ > %517 LT, NSEL X7 v hDsise, EEINTZ7y Fofk, BLO
TT—ZhER L ET,
fi
>show flow-export counters
destination: management 209.165.200.225 10425
Statistics:
packets sent 25000
=7 —:
block allocation errors 0
invalid interface 0
template send failure 0
no route to collector 0

source port allocation 0

FRROH T TIE, 5854T1E. NSEL A X2 hDE(FIED Cisco ASA DA V' H—T A4 A SECDIP T KL
A, SEC DAR— k10425 R L TWET, F£7-. 25000 D37y MR EEENTZZE R LTHNET,

TT =7 Ty EBREFEINTWDLEEIE, LA F® [NetFlow 237w k723 Cisco Cloud |2 & - T5(5
SNTWDLZ EEMHERT D] ITAF Yy T LTSN,

T —DHM

[Ty 7E Y YK TxT— (blockallocationerrors) |: 72 v 7 E DB TET—%5 -
785, Cisco ASA [T7 n—x 7 AR—HZ —(ZAE U RNEHI Y TEEA,

o [HI{E /L : Cisco Technical Assistance Center (TAC) (ZHifG L T 72 &0y,
o [ 70 A ¥ —7 = A A (invalidinterface) ] : NSEL A X h % SECIZEEL LD & LT

WETN, 7a—J AR—FMHICEB LAV Z—T oA AREFNEITI L IHICHRES
NTWRNWZ EEZRLET,
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B rcoptre; avL REERLT, ASA S S SECITEIES NI NSEL/SS Y FEF Y TF AT B

o [AI{E4LE : NSEL OB ERHBIN LA v X —T oA AL MR LET, EHA X —
Tx—AEHHTH 2RO LET, BEVDOAS L F—T =2 —ABRRRDIGEN
&)Di‘é—o

o [T 7 L— FEE LA (template send failure) ]: NSEL #9572 DT 7 L— kN
ELIfrEnEHATLE,
o [A]E L& : Security Cloud Control D H 7R — MIHEHE L T 72 S0,
[TV T HZA~DA— B2 (no route to collector) ] : Cisco ASA 225 SEC ~DFR > U —
I N— KRR L ERLET,
o [EI{RALE
*NSEL Zi%/E L7 & ZIZSECICHHALIZIP 7 RLARELNWZ L 2R L TL
720,
*SECOART—ZANT 7T 47T, RiiO/N—FE— IR EEIR TS L%
R LET, SDCIZERERREEZSML T EIW,
» Secure Device Connector D AT —X AINT 77 4 7T, D/ N— hE— hRiE
fEENTWVDZ LR LET,

s EEITCA— FDEIV 4T (source portallocation) ] : Cisco ASAIZAR— MR D3 H 5 FIRENE
ZRLTWET,

lcapture] <> FEEAL T, ASAD 5SECITIEE SNFZNSEL/NTy b EF v TF v
EK)

* NSEL A X b % SECIZIXET D X H T Cisco ASA RRESNTND Z L &R LT 72
S\, [Security Cloud Control 7 & Zf ] L 7= Cisco ASA 7 /3A A NSEL D% /E| %
ZHL TR,

eSECIP 7 L A%, NSELA XV hDpT7u—alL 727 RLATY, T MIBEHKD
SECE2F v A—FRLTWAEAIZ, ELWIPT FLAZFHLTWAZ 2R LTL
f\_él/\o

* NetFlow A X s OHEEIZEHT 5 UDP AR — M EHSZM¥E L EJ, [CiscoSecurity Analytics
and Logging |2l 241 % 7 /31 A TCP, UDP, B XL NSEL A — F DR 2L
TLIEEY,

* CiscoASA 75 NSEL A X b & EETHODOHEES X —T o4 AFEH AV F—T =
AATENR, BEWDOAL L E—T x4 ATBRLBEDHY T,

Security Cloud Control D2~ > K 74 > A & —7 = A A% LT, NSEL HIZERE LT-
Cisco ASA LN bDa~vy REFFELET,
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managing-asa-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_27
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ATy T
ATy T2
ATvT3

RTvT4

ATy TH

ATvT6

ATy 17

leapture] 1< > KZEEA LT, ASAD D SEC[SE{E SNt NSEL/Ar v b EX v TF v T2 I

FIE

FEF—var s RUT, [BF2U T4 T/8NM R (Security Devices) | #7 U v 7 LET,
[(THAA R 2T %27 ) w7 LET,

W72 [7 /31 A% A7 (Device Type) | # 7% 27 Vw2 L, NSEL A X h% SECIZEET D L HITRHE
L 7= Cisco ASA 3R L F 7,

HRD [T /314 AT 7 2 a > (Device Actions) ]34 > T, [2~> K I A% —7 x4 A (Command
Line Interface) | %7 U v 7 LE7,

a<vr R4 RUT, LFDO[F%7F+ (capture) | 2~ REEITLET,
>capturecapture_nameinter faceinterface_name match udp any host IP_of SECegNetFlow_port
S DT
- capture name X, /X7 v b ¥ ¥ I F ¥ DAFTTT,
« interface_name /&, Cisco ASA 725 NSEL /"7 > EREEINDA v F—T = A4 ADLA4HTTT,
«IP_of SECIZ, SECVM D IP 7 KL AT9,
* NetFlow_port (%, NSEL - X hB3E(E &b R — K TY,

ZHZEY ., Xy R T Ty BnBsELET,

XX VT v ENT ATy b EFRRTHITIE, show capture 2~ > REFEITLET,

> show capturecapture_name

Z Z°C, capture_name ¥, RIOFIETER L7NT > b ¥ 7 F v ODLARHITT,

X v 7 Fx ORL, X7y hOFETLOIPT RLA, IPT RLA, BLOT v hOREFLEA— M ERT

HADOHEZRIRLET, Z OB TiE, 192.1682541XSECDIP 7 KL ATHY | "— k 10425 X NSEL
A Xy NEZ(ETH SEC LOR— FTF,

6 X7y "Xy IFrINELL

1: 14:23:51.706308 192.168.0.169.16431 > 192.168.25.4.10425: udp 476

2: 14:23:53.923017 192.168.0.169.16431 > 192.168.25.4.10425: udp 248

3: 14:24:07.411904 192.168.0.169.16431 > 192.168.25.4.10425: udp 1436

4: 14:24:07.411920 192.168.0.169.16431 > 192.168.25.4.10425: udp 1276

5: 14:24:21.021208 192.168.0.169.16431 > 192.168.25.4.10425: udp 112

6: 14:24:27.444755 192.168.0.169.16431 > 192.168.25.4.10425: udp 196
Ny by 7 F v & FEICEIET 5I121E, capturestop 2~ > R&EEITLET,
> capture capture_namestop

Z Z°C, capture_namel¥, RIOFIETER L7/ NT >y b ¥ 7 F ¥ ODAHITT,
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Secure Firewall ASA  X> rDE=2 Y5 |
737y hY Cisco Cloud RIEESN TS & &2HRT S

NetFlow /X4 v ~ ' Cisco Cloud Z{ESN TS Z L 2HERT S

[Z L& BRI
Cisco ASA 725 NSEL A XV FMERFEEINTWAZ 2R LET,

4 T NSEL 1 N> FDFERR

ATy

ATvT2
ATvT3
ATvT4
ATvTH

ATvT6

FGATANR N EBREA X NOF S R L ET,

ZOFIETIE, BWE 1 ERRILINIC Cisco Cloud 73518 L7- NSEL A X &7 ¢ )L Z LR L %
7,

FIE

FERODONRA T, [4ARY REAY (BEvents& Logs) |>[1 X2 kb (Events) |>[41 N> kAF Y (Events
Logging) ] Z#1ZR L £,

[FA47 (Live) 127 %2727 LET,

AR RN T 4 VB ERWTIREETE VB LET,

[Cisco ASAA X b (ASA Events) |27 3 2 T, [NetFlow] N4 27> TWAH Z L 2R L £ 7,
[ —ID (SensorID) |7 4 —/L K C, NSEL A X h & (5T D72 DIZF%E L7z Cisco ASA DIP 7 K
LAEANILET,

7 4 H D—F T D [NetFlowA1 X b & &5 (Include NetFlow Events) ] 234 272> T\ A I & &R
L/ij—o

NSEL DA N> +FEREDHER

&

ATy T2
ATvT3
ATy T4
ATvT5

ZOFIETIE. FBE LZEERIFNIC Cisco Cloud 2332 {E L7= NSEL A X "2 T 4 NVEZ Y T
L/i‘g—o

FIE

FERORA T [4RY EQY (Events& Logs) >[4 N> k (Events) >[4 X2 bAX S (Events
Logging) ] Zi#R L £

& (Historic) | # 7 %7 Vv 7 LET,
AR N T A NZEHOTREETCE VRO LET,
[Cisco ASAA Xk (ASA Events) |22 3 2 T, [NetFlow] 234 27> TWAH Z L 2R L 9,

Security Cloud Control 723 NSEL A XY M &5 L7c Z 03D DR T H7-012, KM Z+21Ic & DiE -
C [BHAAFEZ] (Start Time) ] Z#a% & L £,
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