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« VT N =T /N—

Tar 9.6 LiEE
FITLTCWB A
7L I AD ASA
JEBA

A~ k% Cisco
Cloud |Z{ET 7=
D 1 2Lk D SEC
D B,

*v hT—2 7
T4 T DT H—
T—HE7 TR
T T2 D7
<EHL1DD
Cisco Secure Cloud
Analytics & > h—
N— g 41 L
RO, F7z
L. ry hU—72
NTT 4T DT
n—7—X%
Cisco Secure Cloud
Analytics [ZJEJ 72
DT T R_—
R LA Sz
Cisco Secure Cloud
Analytics O 5,

Gy N = R |
SN SE-Y (" V2N
EIFBEFED
Cisco Secure Cloud
Analytics R —#
I,

T—=RT5Y

Cisco Cloud 2374 > 7R — R &7z ASA O MERZITIMD A N MIEMBR LT =277 v %
AT 2MENDH Y £, Zhid THRIRVIALR] LTI ES, Logging Volume Estimator
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ASA 734 RIZREHOELI54 (Saas) 28ATS [

V= EMHL T, ARV IARRZHEE TS, RPRLT 2L, 747 T 2HHTEE
j—o

T—=2 7703 1GBOHRAY 2 —LHALT, 14, 34, FESEOHM TR TE £
T T—H T T OFEIZ OV TIL, Secure Logging Analytics (SaaS) FiEH A K [HFE] 25
LT 7ZEY,

\}

(GF)  Security Analytics and Logging 7 4 B> A LT —X 7 Z U N D856, TORITHO T A & A
ZPFT LT THA NOT =277 2 BT 20EITHY F¥A, XY FU—F KT
74 v DANV=T"y "PEALLTZGEIE, BOT =277 o 2 BGT 57200 THZ, Blo
Security Analytics and Logging 7 A £ > A& TG T2 LTS Y T A,

0 BMEDER FSATIL

Security Cloud Control (Z 2 7' > L, [A N> k&BY (Events& Logs) [>[41 XY b (Events) ]
ZTICBEILT, 30 HHDOYV A2 7Y —=D " IFA TNV EYV JZAMTEET, 30 HHD F 7
AT VDFET L7z 5, Secure Logging Analytics (SaaS) FIEN A K [Z3E] O FNEIZHE> T, Cisco
Commerce Workspace (CCW) 76— R &Mk T 5 72 OB A X T —F R Y 2—
LEFLTEET,

RDRATY T

[ASA T34 2Tl 0 75581 (SaaS) /AT 5] (CBEIL £,

ASA T/\A RZEREHFAOAX VT 594 (SaaS) ZEAT S

I L& BHIIC

« TASA @ Security Analytics and Logging (SAL SaaS) 22\ TJ TLAFIZOWTHER L T
<TZ&EVY,

« Cisco Cloud ~D A < b DR(E 1%
eV a—valilEENAET SV r—va v
s MBI T A LA
CMERT =TT
« TTILvR—Y R —E R Fa/,o ¥ —F 7% Security Cloud Control -&—/L A 3|2
RV A7 T Security Cloud Control 7> &2 {ER L ¥ L7,

« Secure Device Connector & fif58 L C < 72 &\, SDC % i il L T Security Cloud Control & ASA
ZHERET D 2 L id IRA LT T 7T 4 A EEZDNETR, LHATEDY £ A,
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B ssa 7 s RcR2BOXLTHH (Saas) EHATS

« Xy U= TSDC ZRIAT 256, WOWTNPOHEELHEMLTA YA h—LTE
\i ‘g—O
« [Security Cloud Control ® VM A A — % ffi l{ L 7= Secure Device Connector @ [ |

ZEH LT, Security Cloud Control D ¥fj & 4172 VM A A — U ZfEH L TSDC & 1
AR—=NLET, THPHELREIN i HEZe SDC DR ITIETT,

o [E®D VM A A —%{# ] L T Secure Device Connector # JEBH4 5] #FEHL £
TO

« Secure Event Connector % > A h—/L 35 fEED ASA 0D, TF v MoF v R—F 4
VI SIIAEED SECIZA Xy b ERFETEET,

TAV Y PO —P—AFIC = EHERRE L RE L E LT,

Cisco Security Analytics and Logging (SaaS) O FERH & Secure Event Connector % 4} L 7= Cisco Cloud
DA R FEENOT—Y 70—

1
2.

3
4,

o NICHLHAENC] 22U, BRESEUICHEE SN TS 2 L2 LTI ZEN,
Z—P—Z L RRT— REH L7z ASA 7 /34 A Security Cloud Control -~ & A ¥
avY RIA4 A F—7 A A% L7z Cisco Cloud ~@ ASA Syslog 1 > k D4fF
Security Cloud Control v 7 2 Zf#i [f] L 72 ASA 7 /3A A D NSEL DX E

Security Cloud Control {ZA X FRRRENTWD Z MR LET, TES—a 03—
Mo ARy kDY (Events& Logs) | >[4 N2 bk (Events) | #EIRLET, 741474
Ry M EEFTHICE. (947 (Live) 1#7% 20 v LET,

[Firewall Analytics and Monitoring] 7 -f & > A X> [Total Network Analytics and Monitoring] 7
YU ANRHDLEAIL. kDE 7 3 [Cisco Secure Cloud Analytics 2R L1=4 N> k
DA R ET,

Cisco Secure Cloud Analytics Z{ER L17=4 N> FDHHT

[Firewall Analytics and Monitoring] 7 -f -z > A X> [Total Network Analytics and Monitoring] 7 - &
YARBHDGEIE FATTDAT v FITMAT, ROFIEELFETLET,

1

2.

Cisco Secure Cloud Analytics IR—X /L7t ya =7 (723—=) ,

[Total Network Analytics and Monitoring] 7 A &> A Z A L7255 1%, 1 DLLEOD Secure
Cloud Analytics o % —ZWNiHixy hU—ZIZE L ET, HENRRy NU—27 50
BLORVR—F 1 7 D72 D Cisco Secure Cloud Analytics 7 > % — DR (74 X—) |
EZMRL T Z3N,

Cisco Single Sign-On 7 7' 1 U EHRIZBE A} 1T % Secure Cloud Analytics =—H#—7 5 7 > K
UERRT 2 K )l —V—(2#d E 9, [Security Cloud Control C Cisco Secure Cloud Analytics
TI7—beFRTD (153=V) | ZBRLTIEEN,
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Security Cloud Control ¥4 0 % {&F L 7= Cisco Cloud ~® Cisco ASA Syslog 1 N\ > ~DiXfS .

4. Security Cloud Control 7> % Secure Cloud Analytics Z fH A FCE) L, FTD A X2 h B AR &
#1% Secure Cloud Analytics 77— h&ZE=4%—L %7, [Security Cloud Control C Cisco
Secure Cloud Analytics 77— b2 &R T 5 (75 X—) | ZZRLTIE30,

Security Cloud Control 5 5> DFBE#2E)(Z & 5 Cisco Secure Cloud Analytics 7 5 — ~ DR

Firewall Analyticsand Monitoring 7 A & >~ X £ 72 (% Total Network Analyticsand Monitoring 7
A 22XV Security Cloud Control 7*% Secure Cloud Analytics 2 fH AL #E) L T, FTD A -
Y ERMBAERSNDGT T— hEeE=H—T&EET,

FEICOWTIE, ROHAZZML TS ZS 0,
o ~DH A A Security Cloud Control
» Security Cloud Control C Cisco Secure Cloud Analytics 77— h &£~ T 25 (75 *—)
* Cisco Secure Cloud Analytics & ¥ A 7 X v/ =747 4 EFT VT

e T AT T F—N AR MIHESL T T — FOfFEH

Secure Event Connector [ZE89 2D S TN a—TFT a5

AT —H ZIERE 0 X T IERONEIZONTIE, RO N T TNy a—T 47 My 7 &4l
HLTLZE,

» Secure Event Connector 4" "R—F 4 T D ST TNy a—T 4 7
ARV AKX LT DT TN a—T 4T al Ty AL

» Secure Event Connector DIRFEZHURET H 72D D~V AT = v 7 Offi

J—7 70—

[Security and Analytics Logging A X F&fEH L7 F T 7V 2—F ¢ 7] Tid, Cisco
Security Analytics and Logging 7> H AL S iz A X hEEH LT, =2—F—Rxy hU—2 1
V=T 7R ATE RS TRREZRFET 2 HEICOW TR L THET,

[T 7 AT T4 —NAX MIEILTIT—=1OFEH] bR TN,

Security Cloud Control ¥4 O %{#FH L 7= Cisco Cloud ~®
Cisco ASA Syslog £ N> FMiE1E

(a~> RIA4 2 A48 —7xA A% L7z CiscoCloud ~® ASA Syslog 1 <> k D5 |

TH SN TWNDETRTOa~r Raeff3 % Security Cloud Control v 7 2 Z1ERk L, A U

Ny FDFT_XTD Cisco ASA TEDO< 7 v 2 FITTHZ L2k, T3TD Cisco ASA Z 7% E
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Security Cloud Control D~ 27 1> —/LZfEif+25 & CLIa~v> RO U X F&ERL, 2~
R By 7 ADBEHR & /NT A — &’W@LT%Q axy RDOU A MEREL T, B
HATELEOICTEET, v/ rid, —HEIEEOT A ATETTLZLHTEET,

FREE A O~ 7wl T 5 L. TAAL AMOREO—EMEMEESN, a v R I A
YH=T A ADMAFFCRET D ARMEOH D F v 7 AT =R SnET,

TR, LTFTO My 7 2B LT, ~70dEfAFEZIERLTIESN, Z0%F
TiE, &M~ 7 aDIERIZOWTOHRFRB L ET,

s TNA AEEHO CLI~ 7 1
« CLI = 7 1 OERL
« CLI ¥~ 7 1 DFELT
« CLI v 7 7 Ofwte

« CLI ¥ 7 1 OHI%

ASAtXa T4 QXY (SaaS) ¥V OZERT S

WO FNETIL, Cisco ASACLI o~ Ré~<7 X0 2 @EOEE2FEHTE £9, Cisco
ASA CLI =~ > R, Cisco ASA DR LEFIEIZHED Lo Itk ENTWET, v 7 2 DFEFL
BEIZOWTIE, [CLI~727 v dfERk] THB S TWET,

BtET 2R, v~ 7 a2 Bl Laanba~vy RO EZHRLZ N TEH L9118, Bl R
UC Taxr o4 408 —T A A% LTz Cisco Cloud ~® ASA Syslog A X~ D
HfE] ZFE. ZOFIHELWATLTHODL LI LTI S,

\ )

(GE)  Cisco ASA TR F U VBRENT TITFAET H8H . Security Cloud Control 22H~ 7 1 % FAT L
TH, RPN OR X U IRENT XTI V7 ENLDTTIEHY £HA, TORDY
Security Cloud Control ¥ 7 & TEFR SNT-iXElX. MHFOREIC~—YINET,

FIE

RATYT1 TL—rTXA T4 2 EE UFOFIEEA TS g AHESNWT, v/ rIlEfiT 53~ Fo
YA M&ER LE T, Security Cloud Control 1%, ~ 7 mIZFik SNZNHFCa~vy REETLET, —i
D=y N2, {{parameters}} (AT HENFENE T, ZhiX, v v OFATRRICATNTHZ &I
Y ET,

ATwF2 SECHsyslogh—/3—THDH0D LI, SECIZA vE—T%EET DL IITCiscoASA Zi%E L £,
logginghost =~ & R&MEHI LT, A v =T EHD syslog h—/3—& L TSEC Z45ELET, 77
v MZH Y R—F 4 7 LIz SEC DV A Xy hEEFETEET,
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ATvT3

ASAt¥1 1T aHEOFLY (Saas) v nzkRTS

logging host =~ > RiZ, A X2 F¥ED TCP £721X UDP A — b2 fELE T, EOFR— F &5
D& fWr9 512X, [Secure Logging Analytics (SaaS) 2 457 /31 AdD TCP, UDP, BL W
NSEL AR — h DR S L T 7ES VY,

logging hostinterface_ nameSEC _|P_address{tcp/port | udp/port }

syslog £ X b % SEC ITEETH71-0IHT 7 r ha/lZs LT, Zoa~y RE 2500825~
7 BDOWTNNIER L ET,

logging host {{interface name}} {{SEC ip address}} tcp/{{port number}}
logging host {{interface name}} {{SEC ip address}} udp/{{port) number} }

(f£E) TCP T 284, kDa~vy Fe~vz7una<wy R Z MIBINMTE £, T A —% X
MEBEL L EH A,

logging per mit-hostdown

sysdog Y —/\THEET B sydog A vE—TDEEELET,

loggingtrap =~ RZfEMH LT, syslog h—/"—IZiX(FT % syslog A vE—VHFEELET,

logging trap { severity_level | message list}

SECIZEfEESN DA N b &Y ETT 4 (ERE) VYULVTERTLIHAE, 2~vr Felko~ 7 aic
L ET,

logging trap {{severity level}}

A=Y A RO THHIANRNY FDORHE SECICEET LA, a~r FERO~ 7 a|lZ8#H L
i‘aAo

logging trap {{message list name}}

HiO AT » 7T logging trap message_list =~ > R&A@RIRL7GA1E, A v & —2 U 2 NN T syslog &7
BITDHVENRHY ET, ~ 70 ZBRLARba~ry FOBMAZHLIENTESL91C, [HRZ L
ARk URNOER] ZBWCEREET, koa~vr RCHIHLET,

logging listname{ levellevel [ classmessage class] | messagestart_id[-end_id] }
KIZ, ZNERON) 2= a HEILET,

logging list { {message list name}} level {{security level}}

logging list { {message list name}} level {{security level}} class {{message class}}
logging list { {message list name}} message {{syslog range or number}}

BHEDON) =—2 3 U TClE, A vy EB—U/37 A —# {{syslog range or number}} (X, H-—® syslog ID
(106023) F 7134 (302013-302018) & LTANTEEY, AvE—V YR M2fERT 51213, 12

FIFEED A~ RN 2= g VEAEBEOITHTHEALE S, B—0~27 e Tid, RICARTIOT R

TONRTA—=ZT, ANLERUERER SN D Z LR L TL &V, Security Cloud Control 1%, %2

DRI A—=Zugte~v s akFETLEE A,

BE

~ 7 m ik, logginglist =~ > Rixloggingtrap =~ > RORNIE L LERH Y T, BN 2 R & FE

#95&. loggingtrap 2~ > RCENAEMEHTEET, TOH LT~ 7m2ZHL TSN,
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ATvT4

ATy TH

ATvT6

ATvT1

ATvT8

ATvT9

ATy 710

({EE) sydog timestamp % BN L £9, Cisco ASA @ syslog A vE—UnBLAEUTA vEB—VICHN
LR ZBINT 2561, Zoavr REBMLET, # A4 LA% 7 OfEiE SydogTimestamp 7 1 —
N %Téﬂifo_@27/]%27VF®UX%KEMLi¢ON?%%?ﬁ%%tbiﬁho

logging timestamp

GE)

R— 7 2 9.10(1) LAFE, Cisco ASA 11X, A X2 h® syslog TRFC 5424 (> CH A LAX T oA
T AT arPHEISNTOWET, 2047 a v EHNITDHE, Syslog A vE—YDFRT
DEA DAL TIE, REC 5424 TR UTHE - THRAIDFIR SNV E T, RIZ, RFC 5424 oo 1) %
ALET,

<166>2018-06-27T12:17:46Z asa : $ASA-6-110002: Failed to locate egress interface for protocol
from src interface :src IP/src port to dest IP/dest port

o

(FE) EEMBLEM XD sydog * v E—IZF NS R IDEEDHET ., v~ 7 2B LR ba~w
FOFAEFTLZ N TEDH L1, [FEEMBLEM JEXD syslog A v —VI2T 3 AID &0 5 |
ERRWTEBEET, RIL, v/ rDOR—RL72% CLI2v Y RTT,
logging device-id { cluster-id | context-name| hosthame| ipaddress interface_name [system] | stringtext}
WIZ, ZhERONY) =—2 9 AZ3EILET,
logging device-id cluster-id
logging device-id context-name
logging device-id hosthame
logging device-id ipaddress {{interface name}} system

logging device-id string {{text 16 char or less}}

AXUTEAMLET, ROAVY FEZOEFEI BITBMLET, RTA-X[EHY A,
logging enable
~ 7 1 DRAEATIZ writememory ZEMLEWT S, VI, show running-config logging = <

VREEBMLT, ANLlaX o ravy FORREHBEL ThD, ve¥ 7 a<w R% Cisco ASA D
AR — KT ary74¥a2l—ya a3y FLET,

show running-config logging
REOETEMTbNIZZ L 2R LIZ 5, writememory 2~ RFIZHIO~ 7 o 2/E% LT, £720%

Security Cloud Control ®D—#§a~> R T4 4 V¥ —T = A AEEEFHA LT, ZELIZTXTOTA
AR~ r AL Ca~vy FERITTEET,

write memory
(EE) FO/ERaA FA—LIL—)L THR ] AR +OAFXFVTE#FEMIELET, 2~ N T7A A

VB —T = A A%EM L7z CiscoCloud ~0 ASA Syslog f X2 kDX FIRTHA I TNDZDRAT
I, 2O~ 7 vllTEENTWERY A, 1V IZ Security Cloud Control GUI THAT AL E T,

<7 uEREFELET,
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IYU K 542 4L 8—T 14 A% L1 Cisco Cloud ~ ASA Syslog 1 ~ > ki I}

il
1 OO~ 7 vllfaanda~vy ROV A MOV T aRIRLET,

logging host {{interface name}} {{SEC ip address}} {{tcp or udp}}/{{port number}}
logging permit-hostdown

logging list {{message list name}} level {{security level}}

logging list {{message list name}} message {{syslog range or number 1}}

logging list {{message list name}} message {{syslog range or number 2}}
}}

logging trap {{message list name
logging device-id cluster-id
logging enable

show running-config logging

N

GE)  FFED I F ZFE 7 syslog ID F 721 T&GHH A BT 5 729D D logging list =+ > RN D
M ET, {{syslog range or number X}} /XT A —Z|ZiX, HUE E 721LF DOfthd 25
{LERBMLETT, £HLaneE, v ZaBnAhani s EICT X COMBECIZ2
DET, 72, TRTONRT A—=ZIEBPEE SN TWRWEE . Security Cloud Control
I~ 7 mZ23TLRWeD | v/ rllidd T35 a~vr FOAEHTIEIN, T
TD syslogID #[RI U U A MIEHDLVENH DHT-8, event list name (F51T TR U F
FTY,

RDZBRY

T AMET

Cisco ASA Security Analytics and Logging ¥ 7 = Z{ER L TIRAF L 72 B, v 7 =& 3T L T Cisco
ASA syslog  ~X> k% Cisco Cloud |Zi%(5 L £,

AT RSA A4 23— 24 X %FHL f=CiscoCloud
~@ ASA Syslog 1 N> FDiE(E

ZDOFNETIE,. ASA @ syslog { ~X> b % Secure Event Connector (SEC) (ZHREL T 6, B X
YT EAMNCT HIAECOVWTHALET, UTOFETIE, V—27 78 —0%TICKLERH
WMOHEHALES, ASA T XU 7 2BETE 2T N TOHEDIKFLAHPIT OV T,

[ASDMI: Cisco ASA Series General Operations ASDM Configuration Guide] F7-i% [CLI Book 1:
Cisco ASA Series General Operations CLI Configuration Guide] W ui0E=4 Y > 72T
LEZZRLTIESN,

ASA 27 FDHR— IR

Security Cloud Control TlZ, ¥K®D syslog 2~ RERITA vE—VORAITEEIF— S
TWEHA,
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. Cisco ASA O Security Cloud Control AX > K SA >V A V8 —TJ AR

« syslog ® EMBLEM &

* Secure Syslog

Cisco ASA O Security Cloud Control A% > K 54> A2 —TJ A4 R

COFEIZEEND Z A7 13T XT, Security Cloud Control ® Cisco ASA HHOa~> K J 14>
A E =Tz A ATHEELET, avr R I A0 ¥ =T = ZOX—=V TR, &K
DFNEZFEITLET,

FIE

ATy T EloF s —2a =T, [Fa) T4 T/N4 R (Security Devices) 1 %27V v 7 LET,
ATFTYT2 [THRA R ZT%2 7Y v 7 LET,
ARTY T3 W@URTNNAARATDORT 27 ) v 7 L, X 724805 Cisco ASA ZiEIR L £,

AT T4 FUD[T /A AT 7> a3 (DeviceActions) ]34 > C, [> A~ RTIA A Z—7xA A (> Command
Line Interface) |27 U v 7 LET,

ATF9 TS [a~ RIA A H—T A A (Command Line Interface) | ¥ 7 %27 Vv 7 LEd, 7227 N TUTF
WA o a~ 0 R AT 58 HATE £ L,

TRCOavy FxEANLTEH, [#F (Send) 1227 Y v 7 LET, Security Cloud Control ™ CLI A > & —
7 = A A% Cisco ASA ICEERERi SN D20, a~ 2 RIET NS ADFEITar 7 4 Fa b—3 3 VICHE
ICEZIAENET, Cisco ASA DAF— KT v 7 a7 4 Falb—ra VIERZEZALIE, S5
write memory IV REFHITTIHLENDHY £7°,

ASA Syslog 1 X > @ Secure Event Connector ~ D E&xiE

7> 7R— K L7z Secure Event Connector (SEC) @ 1 -2(Z Cisco ASA syslog A X2k Z#aik L,
BX T ERENT DL, WOFIETUTOZ AT Z5E T3 20ERH D £5,

FIE

AT v T 1 SEC 28 syslog 4 —"—THLH0D X HIZ, SECIZA vt—T%FEET D X 9IZ Cisco ASA % ELET,

AT T2 F_RCou 70T T4 (ERKE) L-UL, F72IXSECIZEET D syslog A X hD U A RERELE
R

AT T3 aX o T4 32— NI LET,

ATY T8 CiscoOASA DAX—F T w7 a7 4¥alb—3a AIEBBERELET,
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CLI Z{$ A L 1= Cisco Cloud ~® Cisco ASA Syslog 1 X > F D]

FIE

CLI Z{&F L 7= Cisco Cloud ~® Cisco ASA Syslog 1 N\ > kDiXfS .

i

AT w T 1 SEC 28 syslog 4 —"—THLH0D X HIZ, SECIZA vt —T%FEET D X 9 IZ Cisco ASA % ELET,

Cisco ASA 75 Cisco Cloud {Z syslog f X M ZXET D56, = — P —I13 SEC DM D syslog H—/3—
TH2DH0D X HIZ SEC 12515 L, SEC (X A vt — % Cisco Cloud (2515 L £ 7,

syslog A v — % SEC IZXET DITIE, ROFIEEZFETLET,

1.

TCP £ 721X UDP Zffi H{ L T, SEC 23 syslog #—/X—T&H L0 DX 512, SECIZA v E—VEE[ET S
X 91T Cisco ASA #F%E L E£d, SECIX, IPvd 7 RLAE 721X IPv6 7 KL A& CT& £9, TCP
A=K EUDP A= FONTNNIA R MEEELET, EOR— T 202§ 5120,
[Secure Logging Analytics (SaaS) (ZfEH 4157 /34 A TCP, UDP, 3 X TUNNSEL " — h D% ]
EZRMLTLL I,

logginghost =~ Ry > % v 7 ADEI RIS LET,
logging host interface name SEC _|IP_address [ [ tcp/port ] | [ udp/port 1]
il

> logging host mgmt 192.168.1.5 tcp/10125
> logging host mgmt 192.168.1.5 udp/10025
> logging host mgmt 2002::1:1 tcp/10125
> logging host mgmt 2002::1:1 udp/10025
s interface name5|#%iL., syslog ¥ — 3—~D R v —TVDE[EITLTH 2 CiscoASA A ' H—T = A
ZxfEELEY, SDC L DWBREICT TITHEMA SN TNDHD LR L Cisco ASA A H—7 =4 A%
LT, syslog A v E—T% SDCIZEET 20N [RA NS F 7T 1 X TT,

« SEC_IP_address 5|%%i2i%, SECHA L AR —LENTWEVMDIP T RLARGEENR TN D
ERHY ET,

o ¥—U— R E55DLT teplport F7=1% udp/port 1X, TCP 7'mr h /)L BT 58— b, F72iX
UDP 7' h 2L EEET R — FOWTHNZHEH LT, syslog A v E—IVRXESIND L DT
FEELEJ, UDP £721X TCP O W TNz LT syslog 4r— =27 =X 2 EETH L HIZ
ASAZRRETHZ LT TEETN, MAHFZHEHTLILIICRET L LILITEERA, Ir b=
NERRELRWGA, 7740 o7 7 kv UDP T,

TCP Z#5ET 5 &, ASA (L syslog br—"—DEELMRH L, BX=2 U7 R L LT ASA #&H
OF LWt a7 v v 7 L'ET, TCP syslog W —/N—~DOEEHAREEIZ BIFR 7 < B LWVl & 3 7l
THIZE, AT v 7T b ESMLTLLIEEV, UDP 24RET 5 & syslog — S—2@{EIRREIZES
£R72 < Cisco ASA VFHT LW &7 v Lt 3, 7R — ME

GE)
CiscoASA A v & —T % 2 BDRID syslog h—N—IZEET 25E1E. & 9 —F D syslog h—s3—
DI A B —T A A, IPT RV A, 7'a hal, BIUOKR— FEEH LT, 2% H D logging
host A~ REFITTEET,
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B cu %6 L1 Cisco Cloud ~ 0> Cisco ASA Syslog £ X > F Di%fE

ATy T2

ATvT3

ATvT4

2. (fEE) TCP#HTSECIZA Ny F&FEFELTWT, SECBZ T LTWADA, Cisco ASA D7
X o= XWVDOEAE, T LWERITZ T 7y 7 SIET, Hr LWL, syslog h— =033y 7
7 ‘)7032}% 27 Fa—RNN o [ZWNTRL RS RICHEFF T SALE T, TCP syslog H—/3—~DHz
FEDIRBEIZ IR 72 < BT LW AFF AT 5121, IR a~ > REfEH LT, TCPHEHt S 4172 syslog Hr—
N=RBET L Z T LW EERE 7 vy 7 oM B LET,

logging permit-hostdown
fil

> logging permit-hostdown

ROATY REFALT, sydogH—/"—[ZEET S sydog A vt—CFEELET,
loggingtrap { severity level | message list }

il

> logging trap 3
> logging trap asa syslogs_to_cloud

HREELT, B 1~7) FRIFAMERETEET, LEATERELZ3ICHRETDH L. ASA L, ®H

KEMN3, 2, BEIR1 Dsyslog A vE—VEEEFELET,

message_list 512503, 7‘]25’.&4’/\/ U A REERLTZSA. DOV A MOLARNCEEHBZ ONET, B
AHB DA NY R NOFREICHEREBIEX. £D YU R MIH 5 syslog A & — % Secure Event Connector
WCIEETHZ &7 TY, Lol T, asa syslogs to cloud 284 X2 F U 2 NOARTTT,

message list {75 &, CiscoCloud |Zi%{5 T % syslog A v — VA HEICIREE TZ 5720, EHEZHN
TEET,

message_list Z/ERT DI2IE, BAX L A X F VA MOEREZESRLTLESN, T—X DIV iAH L
ARL=VDAaXFOFMMIHONTIE, [F—=FA ML=V 7 T 22RL TSN,

(FFay) sydog B4 LRZ 2 TDEM

logging timestamp =~ > K&l L T, Cisco ASA T®D syslog A v — Y DF[E HEEAE A vE—UIZEBML
FT, XA LAX T DfEIL SydogTimestamp 7 1 —/L RIZERRINET,

51 :

> logging timestamp

GE)
N— = 2 9.10(1) BAKE, Cisco ASA 121X, A X2 b ® syslog T RFC 5424 [ZH> THA DAX VT H A%
T A7y arPHESNNTWET, Z0OF 7 a 24T HE, Syslog A vE—VDFTRTOHF
A LAF L TIZIE, REC 5424 oA USHE > THRAIDAZR SN E T, RIZ, RFC 5424 TR Ao Hil 27" L&
R

<166>2018-06-27T12:17:46Z asa : $ASA-6-110002: Failed to locate egress interface for protocol from
src interface :src IP/src port to dest IP/dest port.

(FF3>) IEEMBLEM B D Sydlog A vt —PIZTNA R IDEEH D

T3 ZID X, syslog A v E— AT E 55057 C. FFED Cisco ASA 7> B EE 72T D syslog
Ay —UEBBEICKANTEET, FEMICONTIE,  [9F EMBLEM ZRO syslog A v —IIZ7 /3 A A
IDEEDHLH] ZBRLTIIZIN,
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n2an 4~k Yz Lok |

ATy TS (FTay) FORREGEIL—IL THA] AR bOAXTOEE

7B AL —IZ K ST Y —=2A~DT 7 BAREGIND &, A MR HBIMICE ZIZ5Ek S
F9, T BAFHENA—NMICE S TY V—A~DT 7B AN STz & & IERSNIEZARVy by
WCREET DG/, T/ eAGEA— L OR X T AL T, Y ETT 4 (EKRKE) XA TEHRET
HUENHY T, fHx DOy NT—7 T 7w AFHL—LOR X T A T DB, e
TN—NTITT4ET 4] 2L TIEIN,

G¥)
TR AHEN— R[] A RN TOuX U T EENITDHE A LT —H 77034 D
BHOEYIABLRIZE SN TS, T—XOMEEENEKL F T,

ATy 76 AXUT0EME
a<> R7a 7 M T, llogging enable] & AJJLFE T, Cisco ASA TiL, fHlx DL —1TlE7e<, T2
A ABRIZKT LT X IR0 £,

il

> logging enable

G¥)

Bl 5 ClE. Security Cloud Control 13 ¥ = 7 0 ¥ VOBt A A — F L TWEH A,
AT9 71 RA— b7 T a0 74F2L—2a 0 ~ADEEDORE

a~wy R7r 7 R T, lTwrittmemory] & AJJLE 9, CiscoASA TiL, flx D/L—LTix7el, 7314
AR L TRF I REMCRY T,

il

> write memory

ESPEAE: 4R

» SDC A= o > ~® Secure Event Connector DA > A h—/L (47 ~_—7)

» Security Cloud Control f A — Y %l L7= SEC A > A h—/L

ARABL AN YR SDIERK

Cisco ASA syslog A X | % Cisco Cloud [Zi55 T2 & 2, ROWTNNDOHEEEHR L TH
A BA N NY A NEERLET,

caAv Y R IA L A B —T A A% L7z Cisco Cloud ~® ASA Syslog £ X kD%
.

« Security Cloud Control ¥ 7 & Z{#i H L 7= Cisco Cloud ~® Cisco ASA Syslog £ X2 s DiE(F

I

lll

KD 3 DOFEHEIZFE ST, message list & HIFHINDHA X MU XA REERTE £7,
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B x50 1~0ruzronm

FIE

ATy I
ATy T2
ATFvT3

ATvT4

ATy TH

AN TTA
« ERE

e XAyt —T1ID

FEED B X 7 D55 (syslog H—/3—=° Secure Event Connector 72 &) (ZiEET DI AKX LA
Ry YR NEERT HICE, ROFIEEZFATLET,

EMOFer— a0 3—T, [EFa T4 T/8f R (Security Devices) 1 %7 U v/ LET,
[(TNA R 2T %2 v LET,
W72 # 7% 270 v LT, syslog A vE—V%B AR LAR Y A MIEDD Cisco ASA 23R L+
ED
[T /34 A7 273 (DeviceActions) XA T, [> a~v» K74 A H#—7xAA (> CommandLine
Interface) =27 Vv 7 LET,
WDa<r Ry Xy 7 Z2EH LT, logginglist =~ K% Cisco ASA [Z31TL £,
logging list name { level level [ class message class ] | message start_id [ -end_id ] }
name 51 42ix, VA FOAHTZRELET, F—TU— FLFIEDOT levellevel 1LV, 2T 71 (E
KEE) DRESNET, F¥—TU— F L3I D~L7 classmessage classiZ L V. BFED A v —T 7 T AN
EENET, F—U—F L3157 messagestart id[-end id] (2L V. flHl % D syslog # v E—VFK S E7-
IIFE S OHFENFRE SN ET,

GE)
HREDL % syslog A vE—Y URAROARTE LTHERLARWT 230, EHAZELEOAFITIE,
emergencies, alert, critical, error, warning, notification, informational, 35 J:U\debugging 238 FE T, [A
BRIZ, AN B U R MADSEIIZ 2N O OHGEO RO 3 LFIHEA LN TSN, 728 x0E e
THEDLAN MY AR LR2NTSZE N,

cVEST 4 (BEXE) ICEDVTARY M)A MIsydog A v E—SFEBMLET, 728 2 IFEKNE
ZIIWCRETHE, ASAIL, EREN3, 2. BL1 D syslog A vE—TVEEELET,
i

> logging list asa syslogs_to cloud level 3
cADEEZEDINT sydog A vtE—CFARU MY R MIEMLETS,

AIEIOFIETHEA LIZbD LRI Ca~vy FRE AL, BEFEO A v E—2 U X FOARHT & BINEHEL 5
FLET, URAMGENTARELIZ, FriLnva~y REASNLET, 2L 21F. U A MBS
N5 syslog A vE—VORAEL LT, WOEELIRETXET,

« ID 7% 302013 ~ 302018 DOFiF D syslog A v &—7,

s BT T ¢ (FEKEE) 7298 critical LA L (emergency, alert, F 7213 critical) D3 XTD syslog A >
-,
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ATvT6

3F EMBLEM 22t ) syslog * v £— D= 731 2D 28055 [

s BT 7 4 (EKE) 7 warning LA I (emergency. alert, critical, error, 721X warning) D7 X
TOHA 7 7 A syslog A vE—,
il

> logging list asa syslogs_ to cloud message 302013-302018
> logging list asa syslogs_to cloud level critical
> logging list asa syslogs to cloud level warning class ha

GF)
syslog A v E—U1F, ZHHDOFREOWT AT TIHAICr ZIZiEk S vE T, syslog A ¥
U PEBOEM AT HRA, TOA v -V ER e SIS ET,

AA—Fr7y T A0 I74F2L—2a3 0~ NDEBEDRE
a<wy R7ar7 T, lTwritememory) &AL ET,
i

> write memory

JE EMBLEM F2X D syslog A v —DIZT/NNA R ID E&E86H S

FIE

ATy T
ATvT2

ATvT3

3E EMBLEM R0 syslog A v E— 2T /34 2 ID 258 % X 912 Cisco ASA #i%XETE F
T syslog A v E—VICH L THRETE LT NA AID DX A FX1 D120 T, ZOFIHEIZ
KROFIEIZL > TEBRENET,
e AU R IA L A B —T A A% L7z Cisco Cloud ~0 ASA Syslog 1 > k Dk
5

» Security Cloud Control = 7 & Z{#i il L 7= Cisco Cloud ~® Cisco ASA Syslog -/ "Xk DikfE

ZOF AL AIDIE, [ b XY (Event Logging) ] ~4— VICERE NS syslog A X
K@ SensorID 7 4 —/L RIZKBES L E T,

FNA AID ZE|D) 2T 5 syslog A v — W& T Cisco ASA ZEIR L £,

[T /34 A7 73 (DeviceActions) XA T, [> a~v>» K74 A H#—7x4A (> CommandLine
Interface) =27 Vv 7 LET,

DA<y Ry 7 Z%&FH LT, 7731 &2 logging device-id =~ > R&EFITL X7,

logging device-id { cluster-id | context-name| hostname| ipaddressinterface_name[system] | stringtext}

fi

> logging device-id hostname
> logging device-id context-name
> logging device-id string Cambridge
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B s eMBLEM T2t syslog # v £—DISF A R ID £BSD S

context-name¥— 7 — KX, BITEO T HF A NOA4RTZHEEID E LTHEATHIZLEZRLET (T
AUTHFANE—RCETEAINET) . AT 2V TFARNET—ROFHI L TXANTT A R
IDOOXL ThARX—TIWNZT DHE, ZOVAT AETAR—ATERIND A v E—VIIVRTLOT
NAAZADZEHAL, BHa TR NTERINDIA v E—VITERI LTI X NOAFTET 3 X 1D
ELTHEHLET,

GE)
CiscoASA 7 Z A X TiZ, BIRLTcA v F—T =2 A ZADT T4~V 2=y FOIP T FLARFIHEH S
£

Cluster-id¥—"7— Kit, 34 XID & LT, ZFAXDERBDASA 2= hDT— FREIC—BE DL
ZRELET,
hostnames— " — Ki{%, ASA DK A N ET XA AID L LTHEATD L HICHRELET,

ipaddressinterface name ¥ — U — R3[5O 7 1%, interface name & L CIRESNIZA VX —T = A ADIP
T RVAETNRAAIDE LTHAT S EE2BELET, ipaddress¥—T— R&EHAT 2 L&, syslog A
VDR ETRERDA L E =T oA RZERIRL, EOT A ZIDIIEE SN ASA DA L F—T =
AAIPT RLALERDET, 7T AXRETH, system F¥—TU— L, XA ZAID VA U F—T = A A
DYATAIPT RLALRDLZZEEBELE T, ZOF—U—FRZLV, TAAADLEEENDLT T
D syslog A v E—VIZH—DO—E LT A AID Z#HRETEET,

gringtext ¥ — U — RBIEOXTIX, 7F A MLFHNEZTANAZAID ELTHATLZEAEELET, X
FHIDOR SIE, KT 16 XFTT,

ZERAN—RAE NN . ROXLFEMBH LD T2 LIXTEEE A,
& (TP R)
o' (—HE5IHF)
" (ZEGIHF)
«< UMY FEEE)
«> (K72 vies)
<2 (BERITF)

ATYT84 A= 7y T A0 T4F2L—2 3 VADEEDORE
a~> K77 T, Twritememory] & AFILET,
B

> write memory
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ASA 7 /31 R [E T NetFlow Secure Event Logging (NSEL) .

ASA T /\4 X[+ NetFlow Secure Event Logging (NSEL)

ASA D DFEARM) 7 Syslog A v —U\ZiE, ASAIC K » THESINTZA XV M AR L
TV E 9 22% Cisco Secure Cloud Analytics 23§~ 5 72 OIZME R T — X DA R LTV E
7", Netflow Secure Event Logging (NSEL) (%, & ®7 —# % Secure Cloud Analytics (ZH2{l: L
@—O

[Ta—i%, Xy NU—I T A R&E\TH, W O0OIET 037 1 ZFFO— RO/
Ty h— U AL LTEREINET, IRODONESNTZT7a—L, T A A THD

NetFlow 2 L7 # —|Z= 7 AR—FENET, v V=7 7 —33EFICMobtIhTnE
T, e xiE, 7r—La—RITEIP T RL A, X7y eSS N XA LDAZ T,

BATHTH—=EA (ToS) . 77V r—variR—h, AMHA v Z—T7 =— A7 EOFEM
NEEnET, | !

Cisco ASA T3, NetFlow N"— 3 > 9 —EARNYR—F XN TWET, ASA O NSEL #5E
WD LT, 7r—HNOEBERA XY MRy La— NEF &= AR—- b5, 27—k
TP 780 —D b7 v XV HFANRAREERDVET, AT— 7NV 70— FTFTvFH T T
X, B SN 7 e —d—# O AT — FOEF 2 EE LT,

ZDO RF = AL FTIL, Security Cloud Control ~ 7 1 Z{# L T ASA |Z NetFlow &% €3 5 7=
DOHIeT 7o —FIZONWTHB LEJ, [Cisco ASA NetFlow Implementation Guidel (213,
ASAIZ NetFlow Z 7% ET 5 Z LB 2 W ISREMAARA AT S L TRy, ZoarT Y
AT 2 EERY YV —RALRoTHET,

ROEX

[Security Cloud Control ~ 7 & Zffi f L 72 ASA 7 /XA 2D NSEL OF%E] 2L TS
A

MERLE

« Security Cloud Control ¥ 7 = Zffi ] L 72 ASA 7734 A D NSEL DX E
+ ASA 75 NetFlow Secure Event Logging (NSEL) % HIBRT 5
« ASA 70— LR Y U — DA RTOWRTE
1. ( [Cisco Systems NetFlow Services Export Version 9J] 1 > % — % v MNMEAFFHIEES, £

NI —2 U—F2 7 JN—7" a A FEXR: 3954, 2004 4 10 A, B. Claise ffk.
https://www.ietf.org/rfc/rfc3954.txt)

Security Cloud Control ¥~ O % (& L 1= ASA T/ X ® NSEL D% 5E

ASA (. NetFlow Secure Event Logging (NSEL) %/ U CiffliZediii A N hF — & & LR —
FLET, ZOHA Ny T —% (WM 7 v —fEat & Te) 12 Cisco Secure Cloud Analytics
AWM TEET, ZOFIETIE. ASAT /A ATNSELZ##&E L, NSELA N b &7 rn—a
VI RIZERTHHECOWTHBHLET, 2O —ATiL, 7u—a L7 Z[X Secure Event
Connector (SEC) T,
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B security Cloud Control <& 0% (M L - ASA 7731 2D NSEL D5

ZOFJETIX, ConfigureNSEL ~7 na2&M L 7,

flow-export destination {{interface}} {{SEC IPv4 address}} {{SEC_NetFlow port}}
flow-export template timeout-rate {{timeout rate in mins}}
flow-export delay flow-create {{delay flow create rate in secs}}
flow-export active refresh-interval {{refresh interval in mins}}
class-map {{flow_export class name}}
match {{add this traffic to class map}}
policy-map {{global policy map name}}
class {{flow_export class name}}
flow-export event-type {{event type}} destination {{SEC_IPv4 address}}
service-policy {{global policy map name}} global
logging flow-export-syslogs disable
show run flow-export
show run policy-map {{global policy map name}}
show run class-map {{flow_export class name}}
7 IRy T O, Ta—rSVRY —ZBMESNe Y T AR TRl TRTOT T+
Jb MBS AT S 37z Configure NSEL ~ 7 = ORISR LE T, ZNODOFIEZTETT L&,
~ 7RO L HITR T,
flow-export destination {{interface}} {{SEC_IPv4 address}} {{SEC_NetFlow port}}
flow-export template timeout-rate 60
flow-export delay flow-create 55
flow-export active refresh-interval 1
class-map flow_export class_map
match any
policy-map global_ policy
class flow_export class_map
flow-export event-type all destination {{SEC IPv4 address}}
logging flow-export-syslogs disable
show run flow-export
show run policy-map global_ policy
show run class-map flow_export class_map

(=D Y- 1 b
wOERENELET,
» Security Cloud Control ¥ 7 2 Z ) THHT 25E81X, RO MY v 7 ZBaA 720,
cav RN IA U A HF—T A A~
« CLI ¥ 7 v Offtk

« CLI v 7 u DFEFT

s ASA BT —X %% IFHED SEC D IPv4 7 KL A
*SECIZT—HEXETDHASADA X —T = A A

* NetFlow A XV s O#Rk&|H 9% UDP AR— %5 [Secure Logging Analytics (SaaS) (2
i &A% T /31 AD TCP, UDP, HBLUNSEL AR — bR (144 5—2) | BB L
TSN,

¢ ASA 11— LR Y — DA FTORE (38 ~2—3)
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INSELZEE (Configuring NSEL) 17~ 0 %8< [

J—% 20— (Workflow)

Security Cloud Control ~ 7 2 Z{ ] L T ASA 7 /34 AD NSEL ##HET DI, ROT—2 7
B—IZEWET, FFIECHED BERH Y 5,

1. [NSELO#E (Configuring NSEL) | ~7 v &< (31 3—) ,

2. NSEL 2 vE&—V®%E% & SEC IZEF SN s lFEOER 323—) |

3. SECIZHfEEN D NSEL A N2 M EHRT D7 T A~y TOMER (33 2—Y)
4, NSELA XV bhDORY —~vTOEE 343—) ,

5. JUE72 Syslog A v E—V DL (35 2—)

6. v /uEDLEa—ELEE B6—) .

ROEE

[NSELOFXE (ConfiguringNSEL) | v 7 m (< (31 <—Y) IIBEL T, AoV —2 7
r—%BELET,

[NSELDE%E (Configuring NSEL) 1< O %R <

1R BHHIIZ

ZHUEREWT — 27 7 a—0DRYIOHs T, Bta7T SRS Security Cloud Control v 7 7 % i
L7 ASA 7734 AD NSEL DR E (29 ~—2) ZZMRMLTIZEW,

FIE

ATy T [EX2)T«4T/N14 R (Security Devices) | X—Y T[T /31 A (Devices) | ¥ 7 &7V v 7 LET,
RATFY T2 WURTNRAZAEZATDETEH 7Y w27 L, NetFlowtF 274X haX¥o 2/ (NSEL) ZiRET 5 ASA
PR L FET,

AT T3 [T/314 AT 27 3 (Device Actions) ] XA > T, [~ KT A A H—7 x4 A (Command Line
Interface) | &7 Vv 7 LET,

RFuTh wsmrs— W VS gy LT AR~ RO ) R R EERLET,
ATY 7S 7Dy A )5, [NSELOFEE (Configuring NSEL) | 23R L £,
ATYT6 [vZ7 1 (Macro) | Ry 7 AT, /3T A—=ZDFx (View Parameters) | %27 U v 27 LET,

RDBERY
NSEL A vE&—T D% & SECICEE SN DHRIBOEFR (32 %—) ICHEAET,
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B onseL s v t—vomk e sEc st E s MROES

NSEL * vt —2 D35 & SECIZEE SN HRRDER
NSEL A v & —UiE, 7F v MZAVAR—T 4 7 LIESECOWNTInICHETEET, MUTF
DFIETIE, 2Ok IZvaro~vr/uzsBLT0ET,
flow-export destination {{interface}} {{SEC IPv4 address}} {{SEC NetFlow port}}
flow-export template timeout-rate {{timeout rate in _mins}}
flow-export delay flow-create {{delay flow create rate in secs}}

flow-export active refresh-interval {{refresh interval in mins}}

1R BRI

ZOFEL LV RERY—I7 7o —0O—ETY, 4D HHITICSecurity Cloud Control ¥ 7 & %
M L72 ASA 7 /34 AD NSEL OFRE (29 *—¥) #ZMLTI L&Y,

FIE

AT w71 flow-export destination =2~ > K&, NetFlow /X7 > hDREFLDa L7 ¥ 2ERLET, ZOHA, SEC
WEELET, RONRTA—=EDT7 4 —)L RIZATILET,

« {{interface}} : NetFlow £ X2 FDFEEILTHDH ASA DA U F—T A AL EANTTLET,

« {{SEC_IPv4 address}} : SEC D IPvd 7 KL AZ AJJLET, SECIZF7mn—aL 7 X L L THELE
ﬁ‘o

« {{SEC_NetFlow_port}} : NetFlow /X7 F7316{5 S 4172 SEC @ UDP AR— h &S A2 A LE T,

AT w72 flow-export templatetimeout-rate =~ > KX, 7> 7L — kL a— FRTRTOHRE SN HIEICEE
ShoMREEEL X7,

« {{timeout_rate in_mins}} : 77 L — ERFHIEEINDETOREAEATI LET, 60 55 DEEEHT
LZLEBEOLET, SECIIT V7L — 2B LEHA, HTFERELTDHE, SEC~D T
74w 7 B L ET

AT w73 flow-export delay flow-create =~ > Rix, flow-create £ X FDOEFEZEE LEDEEOEE T, 20
X, HEESNDT 2T 4T EALT DU MEE—E L, ASADDL I AR—bhandb7u—A X FO%E
WS LET, ZOHAE. NSEL A X2 kA I Security Cloud Control (2378 &35 DI, HEE DK THE £
ToAFBEREDIER D B SSHPUNDNT NN RN L 725 LB X TSN, ZOavy RPRESN TR
WIEEITEL EBEEIE R < flow-create 1 X MIT7 v —MER S NIRRT 7 AR — h S E T,

- {{delay_flow_create rate in_secs}} : flow-create - ~X> kN DE(FRH OBIEREE AT LET, 55 DOHE
EHEATH L EBEIDLET,

AT 74 flow-export activerefresh-interval =~ > Ri, ERFH 7 7 —D AT —X ZAOFHN ASA 7> HIE(E LD
EERERLET, AORMEIT 1 ~6045TY, [7 v —REHE (Flow Update Interval) ] 7 ¢ —/L KT,
flow-export activerefresh-interval % flow-export delay flow-createinterval £ 0 $072< & 4 S ESEET
% & flow-update £ ~X > k23 flow-creation 1 X2 N DFNZF /R I N7 720 £,
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SECIZESN B NSELA A2 b EEHT 52527y TokR I}

« {{refresh_interval_in_mins}} : fEZ 1 3T 52L& HEOLET, AR MHEIZ1 ~ 6045 T,

RDERY
SECIZEESNDNSEL A XV N2 TEHRT DLV T Ay TOIER 33 X—) [TERFET,

SECICIEIESNBENSELARY FEFERT DU TAT Y TOERK

<7 BaHNORDaA< Rix, 77 ANOTXTONSELA X a7 —7{kL, £DJ TR
% Secure Event Connector (SEC) 2=/ AFR— KL EY, UTFTOFIETIZ, 20kt a00
~ 7 uEZBLTVET,

class-map {{flow_export class name}}

match {{add this_traffic_to class map}}

1R BRI

ZOFIEIL, KV RERU—27 T7a—0—H#TT, 4 SHE1IZSecurity Cloud Control ¥ 7 1 %
L7z ASA 7 /34 AD NSEL O E (29 ~—¥) Z2ZMRLTIZ S0,

FIE

AT 971 cdassmap =2~ KiE, SECIZ=Z AR —MINAHNSEL b7 7 1 v 7 %#BT 57 7 A~ v T4 HIT &)
JET,

« {{flow-export-classname}} : 7 7 A~ v T DRI EZ AT LET, AAIDOR SITHEK 40 LFTT, 4l

lclass-default] &, [ internal] F£721% [ default] THREDAFNLIT R THFRINLTWET, TT

DIAT DT A=y Z TR CARZERMEN SND O, BIOZATDr T A<y 7T T
SNTWOLARNIHEMHTE EEA,

AT9 T2 77 A=y TICBEMTOND (—8T D) T 7 4 v E#HAILET, {{add_this traffic_ to_class map}}
DEE LT, ROWTINOFT v a a2 RIRLET,

« {{add_this traffic to _class map}} 7 1 —/V RiZany E AJJLET, NSEL 77 4 » 7 DT XTD k
T4 ZATRERSNET, B lTanyl 2FEHAT LI LEZHBOHLET,

« {{add_this traffic_to_class map}} 7 -t —/\ FZ access-list name-of-access-list & A ) LE4, 1ERkL7-
TR AY A MIBEEMNT ONTETRTO T T 4 v 7 BEEMT S ET, FEMIZ OV T, Cisco
ASA NetFlow 477 4 R [5555] @ [Configure Flow-Export Actions Through Modular Policy Framework |
ZMRL TN,
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RDERY
NSEL A Ry FOEY v—< v 7OEHE (342—) (THERET,

NSELA R FDRYS—T v TDESE

TDHF AT T, BIDOZ AT THERL LT= 7 T AT NetFlow T2 AR— 7 7 g v &2E DY
T, TR T AEHF LWRY v—< o FIZEY B TET, UTOFIETIH, 2ok aD
~ /s L TWET,

policy-map {{global policy map name}}
class {{flow_export class name}}

flow-export event-type {{event type}} destination {{SEC IPv4 address}}

1R BRI

ZOFNEX, LV RERTY—T7 70 —0O—FHTT, 4 SHIIZSecurity Cloud Control ~ 7 1 %
i/l L7= ASA 7734 ZAD NSEL D% E (29 ~—¥) ZZRLTIZE0,

FIE

ATw 71 policy-map =~ KL, KU —v T EERLET, ROXRAI T, ZOR) —~vv T %7 m—nN
VAR Y L — I ZBEEA T £,
« {{global_policy map_name}} : RNV > —~ v 7OL4FIEANLET, 7747 U4+ —NVOBEFD 7 v —
SVRY =R B EAIE, EOAMEWERT S LEBEBOLET, So— LK) Y —0F 7+
Jv b4 iE global_policy T3, ASA 7' a2 — LR U o —OAFIORERF LWR Y >—~ v T ZERR L,
[Cisco ASA NetFlow E¥EH A K] @ £V 2T KU v— 7 Lb—AU—7 ZfH L7 flow-export 7 7
Ta Y ORE] IS T e —WZEHAT D &L B OBRAERY —I3IET 7T 4 TSN ET,

ATFw T2 cdass a2~ RTIL, SECIZIEEENSD NSEL A X "EZEFKTHZ T A~y 7TOMER (33 2—) TIF
L= T A~y TOLEINPHEKENET,

AT w73 flow-export event-type { {event-type}} destination {{IPv4 address}} =~ KX, 7uo—alL 7% — (ZDH
AL SEC) ITKETDOIMENR DDA N NA T HEZLET,

« {{event-type}} : event type ¥—T — RiX, 74 VX VT INHFR—FEINTNDEA X FNOALRTT
o Ml Tall] T2 L 2BEID L ET,

« {{SEC_IPv4 address}} : 2L SEC D IPv4 7 KL A T¥, ZODfIL. NSEL # v & — D554 L SEC
WCEESNAHRIBOER (B23—) TANLIEN LA I NET,

RDERY
JUR 72 Syslog A v E—Y DY 35 ~—) TR LT,
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&7 Syslog * v t—oomiit ]

TR Syslog A v t—T DEME
UTFOFIETIE, Zokrvaro~vr/nzZRLTWEY, a~vr FE2EET20ETH Y
FH A,
logging flow-export-syslogs disable

NetFlow T7 02—z =7 AR — FTE5HLHI1CTDH L, ROFRIZFHHH I TS syslog
At —UNTREICRYET, T4 —~v ADM EOT= 2L, 6 UFEHA NetFlow %38 L
T AR—bhEIND70, JLEMRsyslog A v —V BT 52 L a0 LET,

\}

(GE)  NSEL A »vE—U kL syslog A v =YD EFRA R—T/MZSHTWDEGEE, 2 50RF 7
H A TIRRERFNAIC 72 D ORFET H D F /A,

syslog A v t—o ERBA NSEL1 X2 ~ID NSEL #5841 ~ > ~ ID
106100 FrEAAY hR—A |1 7 a—3ER SR |0 ACL 87 m—%FF
Jb—v (ACL) »34 | £ L7z (ACLN 7 m— | "] L2356
AN v = RS AN
jé?‘;@a\—iﬁkéﬂi %Hq:ﬂ‘l/f_%lj) o 1001 . ]\jj ACL &:
° 3: 77— EREN | Lo T7 =0 RS
L7 (ACLA7m— | NE L7,
ALY P FEA
EIRE LSS 1002 : 177 ACL i
LoT7u—0ELE
FE L7,
106015 B3 RASYN |3 0 7o — AR S A (1004 HGID37 > b
Ry NI oo | F LT, M TCP SYN /¥4 > |
728, TCP 7 v —n{E TlE o=, 7
HINFE L, o—NESINEL
7=,
106023 access-group =~ KN |3 : 7 —3 A4 Sk [1001 : AJ) ACL IZ
ko TA v —T=|F LT, LoT7ue—0ELE
A ANZHEE S 4172 ACL nFE L7,
- AN
gi;;im PR 1002 : Hi/7 ACL 1=
=7 kot —nEARX
FE Lo,
302013, 302015, TCP. UDP. GRE. B|1: 7u—2MEfk I |0 BEL £,
302017, 302020 FWVICMP ##:DE | £ L7,
JEEO
302014, 302016, TCP. UDP, GRE. B|2: 7u—2HlpIi [0 EBELET,
302018, 302021 ig};}\AP@;ﬁm@74 EJ 52000 : 71— Rl
7o SHELE,
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B

NSELA ~> ~ID

NSEL #i3k 4 ~ > ~ ID

FINA Z~D ICMP /%
Ty MBEGRIREL
7=,

3: 7u—RELRIN
F L7

1003 : To-the-box 7
0—NFREDT-OITHE
Ha3nFE L,

F A Z~D ICMP v6
Ny RMERENE
L7,

3: 77— EEIN
* L7,

1003 : To-the-box 7
O —RNEEDT-OIZHE
HanE L,

syslog A v t—o
313001
313008
710003

FTNRAAAL VH—T =
A ASOEERGOFATH
HEEINE L,

3: 7u—0ESSH
F L7

1003 : To-the-box 7
2= EDT-OITHE
Ha3nE L,

LR 7esyslog A v =V ZHN L2 WAL, 2O~ 7 nZifL LT, ROTOHRZHIFRT

EET

logging flow-export-syslogs disable

#%1Z NetFlow BJHL D Syslog A v &—Y DL & FADLOFIREZETT HZ & T, ERID
syslog A v b=V 2 AL EITEDNLTE £,

THONLE1—¢#%E

1R BHHEIIZ

COFEZX., LW RERU—I To—0—ETT, B SR,
7 Z{#f L7= ASA /34 2D NSEL D& T

FIE

ATy T
L/\i‘a_(]
ATy T2

RTY T3 avr FEERFLEET,

T v RAOIEIC R 2T, %45

(Send) 1227V 27 LET,
[—EDa~y RNFETa L T 4 Fal—a BB E AR H Y

FT) EWVIRAYE—UNR2ODY 7 ELEBITERRINDIENDHY £T,

A Some commands may have made changes to the running config

Write to Disk

Dismiss

['Security Cloud Control ~ 7
29 ~—=v) ] ZZRLTILEEW,

~/maD7 4=V RICALTeh, [#EiE (Review) 127 U w27 LT, a~v 2 R%& ASA ~DE(EATIHER

S[F 4 AT ~OEEAR (WiitetoDisk) 127U v/ T5L, Z0awy FICko>TNZ bR AE
LEFaL T4 XL —2a L DEDMDEENT AL ZAD AL — T v TR E S VE T,

[V iHd (Dismiss) 27 V7 45L, AyvE—URRVHESNET,

Security Cloud Control ¥ 7 1 Zffl{ L 7= ASA 7 /34 A ® NSEL ®

NTNWAHERY—r7 7a—RN%ETLE LT,
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ASA H* 5> NetFlow Secure Event Logging (NSEL) #HlIB&3 % .

ASA H* 5 NetFlow Secure Event Logging (NSEL) ZHIf&d 5

ZOFNETIX, Secure Event Connector (SEC) # NSEL 7 —=a L7 % L L CTHRET 5 ASA T
NetFlow Secure Event Logging (NSEL) DRk A HIBRT 2 HIEIZOW TR LES, ZOFIAT
I%. [Security Cloud Control ¥ 7 & Zfiffl L 7= ASA 7 /314 AD NSEL O E] TS T
L7 nuzuIlRLET,

ZOFIETIEH, ATFTDOX I~ 27 1 DELETENSEL #ZH L TWET,

policy-map {{flow export policy name}}

no class {{flow export class name}}

no class-map {{flow export class name}}

no flow-export destination {{interface}} {{IPv4 address}} {{NetFlow port}}
no flow-export template timeout-rate {{timeout rate in mins}}

no flow-export delay flow-create {{delay flow create rate in secs}}

no flow-export active refresh-interval {{refresh interval in mins}}

logging flow-export-syslogs enable

show run flow-export

show run policy-map {{flow export policy name}}
show run class-map {{flow export class name}}

DELETE-NSEL ¥~ O % B <

FIE

ATV T [EF2UT4T/81 R (Security Devices) | X—Y T[T /314 A (Devices) | ¥ 7 %27 Vw7 LET,
RTY T2 @WYIRTNAAZA T DX T %27 V7 L, NetFlow Secure Event Logging (NSEL) D% 7E % HIB%9 5 Cisco

ASA ZERL £,

ATY T3 [T/34 AT 272> (Device Actions) | 3A > T, [~ KT A A% —7 x4 A (Command Line

Interface) =27 Vv 7 LET,

2Ty e wsazs— W 220 v s LT, AR~ n0U 2 N2 #RLET,
ATy TS5 ~w/ndl AT, [DELETE-NSEL] Z# &R L £7°,
ATY 76 [v7 1 (Macro) | Ry 7 AT, [/3T A—HDFER (View Parameters) | %7 V v 7 LET,

YVAICEZAALTNe IR FZRASED

FIE

Cisco ASACLI TiZ, 2= K®D Tno) BAZFEH L CEDa~r REHIBRLET, v 72D
T4 =L RIZANLT, a<r KD lhol BREEREEET,

AT w71 policy-map {{flow export policy name}}

« {{flow_export_policy_name}} : policy-map 4 DLz A S L £,
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B ssavo—ukys—osmonrs

AT w72 noclass {{flow export class name}}

« {{flow_export_class name}} : class-map £ DfEix AT L £7,

AT w73 noclass-map {{flow export class name}}

« {{flow_export_class name}} : class-map 42 Dffiix, RO FNED DRk S vE T,

5w 74 no flow-export destination { {interface}} {{IPv4 address}} {{NetFlow port}}
« {{interface}} : NetFlow £ > h DEEILTH D Cisco ASA DA U F—T = A A% H AT LET,
« {{IPv4_address}} : SEC D IPv4 7 RL A& AN LET, SECIEZ7u—alL 7 ¥ E L THIEL £,
« {{NetFlow_port}} : NetFlow /37 > F72325{5 S 4172 SEC ® UDP A" — &5 &2 AT L £ T,

AT v 75 no flow-export template timeout-rate { {timeout rate in mins}}

« {{timeout_rate in_mins}} : flow-export template D Z 1A L7 7 L — s & AT LE T,

AT 76 no flow-export delay flow-create {{delay flow create rate in secs}}

- {{delay_flow_create rate in_secs}} : flow-export delay flow-create ® L' — M & AN L E T,

AT w71 no flow-export active refresh-interval { {refresh_interval in mins}}

« {{refresh_interval_in_mins}} : flow-export active refresh-interval D[ffEE A1 L £,

ASA 5 O—/\N)LR) S—DRAHIDIRTE

ASA D7 =V R Y = DAFTZIRET DI11E, ROFMAIZHENET,
FIE

ATV T [ bV (Inventory) |[EF = U T 17 /34 A (Security Devices) |X— T, 7 a— VLK) L —D
BRIERBT DT A AZTIR L F T,
ATF9 T2 [TA4 AT 73 (Device Actions) |3 T, [> Command Reference] % 4R L £,
RTYT3 a~v R I A =T =2 A T4 FUDOTRUT T ROLIICATLET,
show running-config service-policy
LT OBIOH 1T, global policy i£27 72— LR U & —DA4RTTT,
fi

> show running-config service-policy

. Cisco Security Analytics and Logging



| Cisco Security Analytics and Logging
NSELF—270—0 k5TLva—F1o5 [

service-policy global_policy global

NSEL T—42 J7A—®D S TILa—F4 25

Security Cloud Control ~ 7 7 Z{# [l L 7= ASA 7 /34 A®D NSEL D% E L7z b, RO FNEZE
LT, NSEL A X> 25 ASA 725 Cisco Cloud IZ2EE &N T WA Z & 3 L W Cisco Cloud 23 %
NHEDARUMEZELTWAZ LR LET,

NSEL A X~ k % Secure Event Connector (SEC) Z25{8 L T/ 5 Cisco Cloud I35 L 91
ASA ZRET D & T2 IR N Z LIZER LTS Z &V, ASA T NSEL B
DITT 4w BERIINTWD EIRGET D &, AIDONSEL/NT > FREIFET L E TIZE
ININDZENBY T,

N

() Zov—2r7v—i, [flow-export counters| =~ K& lcapture] =~ RZHMIIMHEH L
CNSELT—#7u—% b I TI Ny a—T 4 7T 55EEZRLTVWET, ZhbDavwr R
OEFEOFHAZOWTIE, CLI 7~ 7 1: CiscoASA ¥ —XCLI 27 4 Fal—Ta
HA R (R EE) [P55E] 3 X O Cisco ASA NetFlow 2455 A K [#3E8] @ [Monitoring
NSEL] Z#ZML T 7230,

WDR AT ZFZITLET,
* NetFlow /X7 R 723 SEC IZIEE ENTWD Z & 2 ERT 5
* NetFlow #¥% ~ k23 Cisco Cloud Z{8 S CW5 Z L 2R+ 5

NSEL A X2 M SECICEESNI-C &L Z#HERT S
w@zo@:vyk@wfmm%ﬁﬁbf\N%Lﬂ&ybﬁﬁcmiﬁéhfwézt%%
H‘LA Ljﬁ‘j‘

« flow-export counters
* capture
lflow-export counters] A< > Ri&, FEEFD flow-export /87y F&ENSEL T5—%F T v
T BEHIZFERALET,

¢ NSEL £ X F % SECIZEET 5 X ST Cisco ASA DR ESNTWDH Z L 2R L TL T
SV, [Security Cloud Control ¥ 7 v Zffi [l L 72 ASA 7 /34 AD NSEL O E| %S L
TLTIEEWY,

eSECIP 7 RL Z|Z. NSELA X hD7a—alL 727 RLATY, FFr MIEKED
SECZA4 v R—=FLTWBHEAE, ELWIPT R vx%ﬁ%bfwé_k%ﬁwa<
f;éb\o
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B nvseL o~ RaRSECITRES N L ERRT S

FIE

ATvT1
ATy T2
ATvT3
ATv74

ATvT5

ATvT6

* NetFlow 1 X2 b DAL T2 UDP AR — &S 2% LE 7, [Secure Logging Analytics
(SaaS) (M & DT /34 ADTCP, UDP, B LUNSELR— bt #RL L
722N,
* CiscoASA NS NSEL A Xy hZEET L OOHR A v 2 —T 24 ZTEHEHA L X —T =
A ATTN, BHENOA X —T = ZTRRDEENH Y £7°,

Security Cloud Control D <> K F A > A ¥ —T =4 A%fH LT, NSEL FIZEE LT
Cisco ASA I HDa~vy REREFLET,

TS —vary s RUT, [BF2UT 4T84 R (Security Devices) | #7 U v 27 LET,
[(TrA R 2 T% 70y LET,

W72 [T 34 A (Device) (DX 7% 27 U v 7 L, NSELA X k% SEC 295 & 9 IZ7%E L 7= Cisco
ASA Z#EIRL 7,

FHRD [T /314 AT 7 2 a > (Device Actions) XA > T, [2~<v> KT A A X —T A A (Command
Line Interface) | %7 U v 7 LE7,

clear flow-export counters 2V ¥ RZEITL T, 7R—ZJ AR— Iy 22V kY FLET, Th
W&V, 27 AR=bT7a—=R o237 V7 STERIZRD 2D, LA X2 hORAEE BRI
B ERTEET,

il

> clear flow-export counters

Done!

show flow-export counters =1~ > K% 3{T LT, NSEL /37 v hDspdt, HBEINT/ 7y o, BLW
TR LET,

fi

>show flow-export counters

destination: management 209.165.200.225 10425

Statistics:

packets sent 25000

=7 —:

block allocation errors 0

invalid interface 0

template send failure 0

no route to collector 0

source port allocation 0
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NSEL f A hASSEC [ctfEshi-c L xR T 5 |

FROHTITIE, 5851T1E. NSEL A X2 hDE(FIED Cisco ASA DA V' H—T A4 A SECDIP T KL
A, SEC OAR— bk 10425 Zr LTWET, E£72. 25000 D% "R EEENEZZERLTWET,

TN, Xy PBREEINTWAEAIL. LLTF® INetFlow 23/~ k23 Cisco Cloud 518 41T\
HILEHMERT D] ICAF T LTLEENY,

=7 — O

[Ty 7E DY TxTF— (blockallocationerrors) |: 72 v 7 E DY TET—%5 -
7e¥tr. Cisco ASA X7 B —= 7 AR—F =T AE U NED Y TEEA,

o [ /L& : Cisco Technical Assistance Center (TAC) (ZHfG L T 72 &0y,
o [BE5h7p A ¥ —7 A A (invalidinterface) ]: NSEL A <> F & SECIZXEL L H L LT

WETN, 7a—J AR—FMHICEB LA VX —T oA AREFNEITI L IHICHRES
NTWRNWZ EEZRLET,

o [AfEALE : NSEL O ERICEIR LT-A v ¥ — T oA A5 MR LET, A L 27—
Tx—RAEFATL L E2BEBOLET, BHEWDOAS UF—T 2 — ANRRDIEEN
HFEI,

o [T L— FEERIL (template send failure) ]: NSEL #E#HT 572D 7T 7 L— kR
ELIfErESNEFATLE,
o [AIfEALE : Security Cloud Control D 78— MZHEHE L T 72 &0,
s [V Z~D— FH720 (no route to collector) ] : Cisco ASA 725 SEC ~D K h U —
I N— RINRNZ L AR LET,
o [EEALE

eNSEL ZRE L E ZIZSECIZHERALIZIP 7T RLANELWZ & 2R L TL
720N,

¢*SECDOAT—HANT VT 47T, HEO/NN—FE— FREFEINTNDHI L%
MR LET, SDCICBEEAEELZZH LTIV,

« Secure Device Connector D AT —H ANT 7T 7 T, HiTDO/N— K E— k3%
EENTVWDZ LE2FERLET,

s E(EIEA— hDEIY 24T (sourceportallocation) ] : Cisco ASA (2R — M ARENH 5 Al HEME
R LTVET,
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. lcapture] I< > FZEFEALT. ASAM S SEC [TEESNT=NSEL/XT v hEXF Y TF T3

lcapture] O~ > FZEFERAL T, ASAMSSECIZIEIESNI-NSEL/NSy hEX ¥ TF ¥
95
* NSEL 1 X h % SECIZiEET 2 L S IZ Cisco ASA DR ESINTWDH Z L 2R L TL 72

SV, [Security Cloud Control v 7 = Zffi ] L7= ASA 7 /34 ZAD NSEL DR E] =S L
TLIEENY,

eSECIP 7 L A%, NSELA XV rDpT7r—a L 727 RLATY, T MIBEHKRD
SECHF v AR—RFLTWAEAIE, ELWIP T RLAZFEHLTWAZ L a2fERLTL
72 &N,

* NetFlow 1 X2 kDL 2 UDP AR — &S 2K LE 7, [Secure Logging Analytics
(SaaS) (ZHEM S4L5 7 /34 ADTCP, UDP, XL UNSELA— hDO#HK] 2L TS
TEEVN,

* CiscoOASA 7 5 NSEL A Xy h B EETDOOHEAN L X —T 2 4 ZTEHA L —T =
AATTN, BHEVDOA X —T = AIBRRDGENH Y £9,

Security Cloud Control D~ > R T4 o A 2 —7 = A 2% LT, NSEL HIZERE L7
Cisco ASA IZZNbDa~y REREFELET,

FIE

ATY TN FeF—ra v RuT, [Fa )T 4T/84 R (Security Devices) 1 %7V v 7 L%,

ATV T2 [TRAR LT 27V w7 LET,

RTY T3 @Y [T 3 AX AT (DeviceType) 1 ¥ 7 %27 Vv 7 L, NSEL A X2 k% SECIZEET D K H TR TE
L 7= Cisco ASA Zi&IR L E 4,

ATy T4 HRD [T 3A4 AT 733 (Device Actions) | 3A > C, [2~> K I A H—7 A A (Command
Line Interface) | %7 U v 7 LE7,

ATy TS avwr Ry 4V RUT, LFO[F¥ 7 F v (capture) | 2~ REFETLET,
>capturecapture_nameinter faceinterface_name match udp any host IP_of SECegNetFlow_port

S DA
« capture_name /L, /N7 v FF ¥ T F ¥ DAHTTT,
- interface_ name 1%, Cisco ASA 75 NSEL /37 v R RIEEENDHA VX —T = A4 ADAHTTT,
«IP_of SECIZ, SECVM D IP 7 RKL A TY,

* NetFlow_port (%, NSEL - X hR%E(E &b R — K TY,

WL, Xy bR Ty R EINET,

ATV T6 ¥ T F v 3Ny hEFRRTHITIE, showcapture 2~ > REFEITLET,
> show captur ecapture_name
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NetFlow /3% 1 Cisco Cloud ZIEESh TS Z & &2HERT 2 .

Z Z°C, capture_name ¥, RIOFIETER LTy ¥ 7 F v DARITT,

Xyx IF YOG, X7y hOREETOIPT FLA, IPT LA, BEXUONr vy hOREERFR— FERT
HAODOHEZRIRLET, Z OB TiE, 192.1682541XSECDIP 7 KL ATHY | "R— k 10425 1 NSEL
AR N EBZET D SEC EOR— hTT,

6 X7y MRxFYy T FrEInELE

1: 14:23:51.706308 192.168.0.169.16431 > 192.168.25.4.10425: udp 476

2: 14:23:53.923017 192.168.0.169.16431 > 192.168.25.4.10425: udp 248

3: 14:24:07.411904 192.168.0.169.16431 > 192.168.25.4.10425: udp 1436

4: 14:24:07.411920 192.168.0.169.16431 > 192.168.25.4.10425: udp 1276

5: 14:24:21.021208 192.168.0.169.16431 > 192.168.25.4.10425: udp 112

6: 14:24:27.444755 192.168.0.169.16431 > 192.168.25.4.10425: udp 196
AT 1 Ny b Xx T F v 2T TEIET HI21X, capturestop 2~ REFEITLET,

> capture capture_namestop

Z Z°C, capture_name ¥, RIOFIETER L7y bFX ¥ 7 F v DARITT,

NetFlow /X4 v A\ Cisco Cloud Z{ESh TS &2 HERT S

[ZC®H BRI
Cisco ASA 725 NSEL A Xy FMMEFEENTWD Z EA2MERLET,

Z4 T NSEL 1 N> FDFERR
TATA Y R LIBEEA SV FOF S ERERLET,

ZOFNETIE, EFE 1 EELINIC Cisco Cloud 28518 L7 NSEL A X & 7 4 LA LB L %
h@‘o

FIE

AT TN EMORS T, [y &Y (Events& Logs) >[4 X2 b (Events) | ##IR L £,
ATYT2 [7A47 (Live) 1#7 %2707 LET,

ATVT3 ARV T 4N ZEHWTREETE VD LET,

AT 74 [Cisco ASAA Xk (ASA Events) | &7 2 5 T, [NetFlow] N4 NI/ >TWD Z 2R L ET,

AT9 75 [P —ID (SensorID) ] 7 4 —/b KT, NSEL A X & EET 572 DIZERE L7z Cisco ASA D IP 7 R
VAZATTLET,
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B vstoq~o rBEORSR

ATYT6 74 NHD—FTFOD [NetFlow1 X h&E& 5 (Include NetFlow Events) ] 234 (272> TV D Z L& & HEsd
L/\i‘a_o

NSEL DA N> BN

ZOFNETIX, FB5E L-EEFEAIZ Cisco Cloud 28 L7 NSEL A X b2 7 4 L& U 7
L/i—a—o

FIE

AT T EHORSL T, [y heQY (Events& Logs) >[4 X2+ (Events) | #84R L £,

RTw T2 [JBFE (Historic) | ¥ 7 %27 Vv LET,

RTYT3 AR N7y N EERVIRETE VRO LET,

AT T4 [Cisco ASAA{ X | (ASAEvents) | &7 2 5 T, [NetFlow] A NI/ »>TWD Z & &R L ET,

AT w75 Security Cloud Control 2ANSEL A XV s & Z(E L7122 ERH DR T D702, Fifll &2+ S0 olE -
T [BHAAFFZ] (Start Time) ] Za% & L £ 7,

ATvT6 [ZrH¥—ID (SensorID) ] 7 4 —/v KT, NSEL A X hZE[ET D7 DIZFHE LT= Cisco ASA D IP 7 K
LAZATILET,

ATV TT1 74 NVHD—FFD [NetFlow1 X h&E& 5 (Include NetFlow Events) | 7234 1272 > TN D Z & ZHER
LET,

fEHr St f- ASA Syslog 1 N> k

FENTH 7D syslog 4 X2 ME, LD syslog A N> F LY HLE DAV NEEEEATEY,
FeTE DN T+ 7 4 — /v RORRE A ATREIC LE T, SEC 1T, fEL72T X TD ASA A X b
% Cisco Cloud |ZHEDE L £, T SND DIFXLL FDOERD syslog A v B—VDHRTT, T
TORRMT I D Syslog A X2 M, i3 L9700 & 912 EventType 23FHA TRIR SN E T,

syslog DFER7RFLAAIZ DWW TIX,  [Cisco ASA Series Syslog Messagesl]] &M L T 72 &0y,

Syslog ID syslog 7731 syslog * v —DEHB
106015 Firewall JNSE TCP DIERZ LR L E T,
106023 Firewall EEED IP /347~ FH ACL 12

FoTESRENELE, 20D
Aw—UL, ACLIZX LT
log4 7 a vk Ax—7 NI
LTWRWEAETHRREN
e
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gt s hi- AsASyslog 1 <>+ |

Syslog ID syslog 7731 syslog * v —DEHB

106100 T AU A MNa—Y—ty |y MIACLIZ X > THAl
DS FlRIFEGINE L,

113019 Z— W —FIEE (User 7 U7 4 J1/v7 AnyConnect

Authentication)

302013, 302015, 302017,
302020

=Py

TCP, UDP, GRE, BX W
ICMP #f6t/ERR O H25e B A
syslog & ##5if& T syslog,

302014,302016,302018, 302021

a—HFEyiar

TCP, UDP, GRE, BX W
ICMP #&6e/ERR D HEfoe B A
syslog & Z#if& T syslog.

302020 ~ 302021

—HF -ty

ICMP & v > a O & fif
R,

305006 a—H—F% v g V/NAT B & | NAT #5502/
TR PAT
305011 ~ 305014 a—P—+t v g /NATE L | NAT e N7 B

N PAT

313001, 313008

IP A% 7

RNy 7 ASOERE N IELR S
2 EERLET,

414004

AT 2 (System)

7 U7 4 J1/v 7 AnyConnect

609001 ~ 609002

Firewall

Fv NT—7REa TS
I, =T S oA A
I ip-address A2 TR Z/Hl]
BRiE AT LT,

710002, 710004, 710005

a—HFryg

BN SN T SIVE

710003

—HFtyiar

Ry 7 A~OERHNER I
- ERLET,

746012, 746013

a—F v g

7 U7 4 J1/v 7 AnyConnect

EsPEAE R

e AV R T A HF—T = A A%HH L7z Cisco Cloud ~? ASA Syslog 1 > h Dk

I

.

palll

e AR XTI R TODAR NOBRET 4 NZ Y T
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Secure Event Connector

Secure Event Connector (SEC) X, Security Analytics and Logging SaaS Y J = —3 a3 > D2
R—=F > b TH, ASARFDMIZ L EHT A A A~ &5 L, CiscoCloud (ZHriik
L ¥£9, Security Cloud Control X [f X k7 ¥ > 7 (BEvent Logging) | ~<— A X h &%
R, BHIFEILE ZC, F£7213 Cisco Secure Cloud Analytics L CA X h &g T F
R

SEC 1%, * v U —Z7IZREB &7z Secure Device Connector, F 721Xy hU—ZIZEH S
724 H @ Security Cloud Control =% 7 Z A~ > HHWLAWS BT T A RX— 7 T
K (VPC) 1A > A b= L %7,

Secure Event Connector ID

Cisco Technical Assistance Center (TAC) 72 £ @ Security Cloud Control %78 — L EHEET BG4

SEC ® ID S EIZ/R AEENRH Y £9°, T D ID L, Security Cloud Control @ [EZF = 7 2 3
277 % (Secure Connectors) ] ~¥— Y CHERTE £9, SECID 2R T 5121, ROFNEE FELT
LET,

1. 7@ Security Cloud Control A == —7>5 [HE (Administration) | >[EFa27aR9 42
(Secure Connectors) | Z3&IR L F9,

2. W ITHSECEZ7 Uy 7 LET,
3. SECID i, [/l (Details) XA > @ [7F > RID (TenantID) | D EIZERK RIS TS
ID T7,
ESPEALE R
« ASA @ Security Analytics and Logging (SAL SaaS) (22T
* SDC {FAH~ 3 ~® Secure Event Connector DA A h—/L (47 _—7)
s VM A A=V ZEH L7 SEC DA A h—/b
* VM A A=V %fEM L7z SEC DA A h—L

e Terraform &3 = — /L2 H L 7= AWS VPC I T® Secure Event Connector D1 A h—/L
(68 ~—)

» Secure Event Connector @ Fll[5

« Cisco Security Analytics and Logging (SaaS) % 7'm &Y 3 =2 JfEER7T %

Secure Event Connector 1 VX b—JILT 5

Secure Event Connector (SEC) (%. SDC DFE I 1b LT, T MIA VA —LT&E
7,
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SDC {x#8< < >~ Secure Event Connector D1 > X k—)L .

SEC I Secure Device Connector (#HiUiE) R UAR~T VIZA VA R—LTBH2EH, Xy
b U — 27 W CHERFEEL L TV 5 H @ Security Cloud Control =2 % 7 Z A~ 3 N2 A A h—
NTHZELTEET,

FZA VA=AV —=ZZOWVWTHHALTWHWAKRD Y 7 2B LT ZE N,
VM A A= %M L7 SEC DA A b—L (58 X—2)
» Security Cloud Control 4 A — %] L7= SEC DA A h—/L (50 ~<—7)

e Terraform € ¥ = —/ V& {# fl L 72 AWS VPC | T Secure Event Connector D1 > A b —/L
(68 ~—)

SDC {2 < < >~ Secure Event Connector D1 >~ X b—)L

Secure Event Connector (SEC) (%, ASA X°FDM |[Z X DEHT NA AMDHA X M EZ 5L,
Cisco Cloud (Z#531% L ¥ 9°, Security Cloud Control X [/ X k2 ¥ > 7" (Event Logging) ] %—
NZA Ry M EFERL, FRFEITZE Z T, E£721 Cisco Secure Cloud Analytics % {# L CTA X
Y hESITTEET,

SEC I Secure Device Connector (#HiUiX) SR UAER~ VIZA VA R—LT52¢H, Xy
kU — 27 N CHEFEFEEE L TV 5 H @ Security Cloud Control =2 % 7 Z i~ 3 N2 A A b —
NTHZELTEET,

DOFEFETIX, SDC &R U~ VT SEC A A =T 5 HIKIZOWTHBA L E T,
ﬂﬁ t SEC & A > A h—/vF 554 1%, Security Cloud Control f A — Y Z{#i [ L7z SEC DA >
A= (50 X—2) FLEFEVMA A=V EMEH LT SEC DA A h—/Lb (58 X—2)
LTS EEN,

1R BHHIIZ

« Cisco Security and Analytics Logging ¢ Logging and Troubleshooting 7 1 &> A Z A L &
9, FE72IE. Cisco Security and Analytics & f#IZF T %G 1%, Security Cloud Control |2 =
TA L, AT ES =2 a =T[4 RX>r&OY (Events& Logs) |>[1 RV k

(Events) | BN L, [N TFATADU 7 =X (RequestTrial) %27 V27 LET, £
72, Logging Analytics and Detection ¥ J. U Total Network Analyticsand Monitoring 7 1 &
U AZNEA LT, Secure Cloud Analytics % N> MIEHTHZ L HTEET,

. SDC NDAVAF—=ILENTNWDZ EEZMERLET, SDCEA LA M—LTIHLENRDHD
B, OWT O FNEICHEVE T,

« Security Cloud Control ® VM A A — % Afi H L 7= Secure Device Connector ™ Ji& 5
« JEH O VM Zf#H L T Secure Device Connector % Ji2BH 9%
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. SDC {x#8 < < >~ Secure Event Connector D > X k—)L

A

G AU 7L IADOSDC EZMED VM IZA A b=V LIeBEIE,
AR IPRREETEDL LT DDITER LI VM IZA A
h— L & 4172 SDC 35 X O Security Cloud Control = 27 % DB ING%
ENETT,

« SDC 7% Security Cloud Control &#fE L TWA Z & AR L ET,

1. MO A o TIEE (Administration) ]>[F 2173324 (SecureConnectors) ]
Vw7 LET,

2. SEC%A VA FM—/LTBHHEINZ, SDCOIHKFED N N—FE— B I00LUNTH-72Z &,
BLOSDCDAT—HANT VT 4T THDHIEHMHERL T IEEN,
o AT LEE  SDC ZFEITL TV AR~ TBIMO CPU & AE Y ZE 0 Y TEJ,

« CPU : SEC TP 4 5D CPU ZE| Y 4T, CPUDEHMN6ERDIHICLE
T,

« AU : SEC HIZEMD §GB D AE Y #E|Y BTT, AEVDEFNI0GB 725
XolcLE9,

SECIZHIGETHEIICVM D CPU &£ AE Y AHFHLIZH, VM OEREZ AN, [T
¥ o7 a7 # (Secure Connectors) |“X— 2 SDCS 7277 47 RETHDZ
EVDIRENTWDZ L EERLET,

FIE

AT w71 Security Cloud Control {22 74 > L ¥,
AT9 T2 EMOXA > CTIEE (Adminigration) |>[EF127a3+%9 4% (SecureConnectors) |27 Vv 27 LET,

ATv73 T A ar%7 Y w7 L, [Secure Event Connector] #7 U v 7 LE7,
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ATvT4

ATy TH
ATvT6

ATy 717

ATvT8

SDC {R#8< < >~ Secure Event Connector D1 > X b—)L .

AP —RDORAT v T 12 AF YT LT, AT v 7210 HBFET, V4 —KORAT v 72T, [SECT—
FA KT v 7T —%Dat— (Copy SEC bootstrap data) | DV 7 &7 U v o LET,

Deploy an On-Premises Secure Event Connector X

dRaU9pSmhNM1UxWTJVMFppMDNNakZ rTFRSaFpUVXRPVB13TkMweU5SUZG1OVES0TWpnMUSHVW1IMQBpg
YkdsbGJuUmZhV1FpT21KaGNHa3RZMnhwWlc1MELIUMC5tTzh@bTZMZ1N6C jI4b1ZGZERqY j UNRZVQUE
ZmYTZQYzVsRjRITT1teVVEVzh2Qk5FWW44c3VBZ3NTQUoATH15NBxzVGsydEx4NB5nbSBBSTB6SMZ6
aWdQTkRiV1RsRW1tcjI5SkFVZ2NBWEhySkdzck tMREszUnJUMBhZU3JkZ21Hd1dGb3FwWUdZNk JHRU
VacmIBYVFLSjFTdnJ5RjVFZ2FqajZFZkNVaERNMUE3Q3¢c1Q0p1Sn1JMnFZbGpNUzBXeVg3Nm9KeTQ2
ZX1MTB9qcjRicENBUNhYaEVNMUFzV19qQW1PNXM3TmB2Sn1rMXR1QTFsYmE3VkxNOUp4bk9RS1pgaW
1rdDNSYNRRbDNrTHMxeWduaXdVU1RuWkQxMBc5T2FJWEXCQO93T3NESGANeH16UU13ZWJIVNUAGT2RS
NFN6c2ZBb1VXRDNwZ2V2VBgzUzBNT2ciCkNETT19ETB1BSU49InNBYWdpbmcuZGV2LmxvY2toYXJBLm
1vIgpDRE9TVEVOQUSUPSJDREITY21zY28tYW1hbGxpbyIKQORPXOJPT1RTVFJBUF9VUkw9Imh@dHBz
0i8vc3RhZ21uZy5kZXYubG9jazhhcnQuaW8vc2RjL2Jvb3RzdHJhcCIDREITY21zY28tYW1hbGxpby
IKTO5MWVOFVkVOVELORzBidHJ1ZSIK

€4 Copy CDO Bootstrap Data

Gep 2 \

Read the instructions about deploying the Secure Event Connector on vSphere.
Copy the bootstrap data below and paste it when prompted for " SEC bootstrap Data".

& The SEC bootstrap data is valid until 10/13/2021, 10:44:14 AM

UTNFXBRFVK1DRV9JRDOiZTBhZTJkNmMtMDdhYy0BY2JKLWEZNWQtOGYZzZDJkMia1ZmU3IapTUBVFRE
UBVFTT1RQPSI5Y2IzNTI4ZWZ1MzgB0TQ2NjViMDFKZmEYY jUyMGUXNSIKVEVOQUSUXB5BTUU9IKNET

9jaXNjby1hbWFsbGlvIg==
2] Copy SEC Bootstrap Data  «——

\_ J

Step 3
Verify the connection status of the new SEC by exiting this dialog and checking the " Last

Heartbeat" information.
Cancel

—IFNT 4 FUEBE, SDCIZ lfedo] =2—WF—bLTurI A LET,
a7 ALz, Isde) 22— — {28V EZFI, XRAU—-FOADEZRDOLNZS, Tedo) —H—
DRAT—=FREANLET, 2hbna<y FOFZRIRLET,

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~1$

a7 hT, secshsetup A2 U7 R EFETLET,
[sdc@sdc-vm ~]$ /usr/local/cdo/toolkit/sec.sh setup

TIa 7 FOR%IC, FE4Tat— L7 — A vy I T =2 2050 (1T, Enter F—Z2M L £7,

Please copy the bootstrap data from Setup Secure Event Connector page of Security Cloud Control:
KJHYFuYTFuIGhiJK1KnJHvHfgxTewrtwE
RtyFUiyIOHKNkJbKhvhgyRStwterTyufGUihoJpojP9UO0iUY8VHHGFXREWRtygfhVijhkOuihIuyftyXtfcghvjbkhB=
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. Security Cloud Control f A —Z %R L SECDA VX b—JL

SECHF L R—F 47 En5BE, secshlt. SECONNMAETF 2w 7T AH5A7 Y NEETLET, T
RCONNVAF =73 TIEH ] OBFAE. ~NAF 2o 73V TN AR e A Ry ba B EGLE
I, OV T IA N2 ME,  Tsec-health-check] & WIHLFIDORY —& LTARY ha JIZEREN
ij—o

Events Plugin is:
UDP syslog server is:
TCP syslog server is:

BERIZRIM LT Z ER°SEC DA VAR —F 4 U 7R LT Z L 2R T A v — Va2 TR 2561,
[Secure Event Connector A R—FT 4 VT D KNT TNV a—T 4 7] ZHRLTIEIN,

AFv 79 SDC & SEC BNETENT WD VM ITIBINORERS RS LELNE 5wk L3,

« SDC ZMH DR~ A VA b=V LTEAIE, B LT VM IIZA A h—/L &7z SDC 5 &
U Security Cloud Control = % 7 Z DIEMEE (64 ~—) ZHeiTLET,

* Security Cloud Control f A —Y%#fH LT SDC %4 > A h— /L LA, TRIAT O 1EE) TR
i‘é—c

RDZRY
ASA TS, AZLZ T X 75347 (SaaS) AT D (15 X—Y) IRV £,
BE R
* Secure Device Connector @ k7 7 /L3 = — K
* Secure Event Connector O N 7 7 )V a—F 4
*SECHAYR—=T 4 Y TRBMD N T TNy a—=T 47

» Secure Event Connector DB G D 8T TNy a—F 4 7

Security Cloud Control f A — Z{HEAL=SECDA VX F—)L

Secure Event Connector (SEC) 1. ASA & FTD /2B DA X k% Cisco Cloud IZHEIET B 7=,
TARATEL T, [4 X burFX 7 (EventLogging) |7— Y CA X2 h%&F/RL, Cisco
Secure Cloud Analytics THRA TX 97,
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Security Cloud Control VM « * — % {# Fi L T Secure Event Connector %+ 7R— k95 f=6H® Security Cloud Control A~ 2 DA VX k—)L .

T F v M D Secure Event Connector (SEC) ZA v A h—b L, £ VA =)L LTZfEED

SEC |Z ASA 5 X O'FDM B R T NA AN BH A Xy M &2 EETE £, #H50 SEC 2 H

T5HE, SESEREATICSEC ZA > A h—/L L., Cisco Cloud |24 X M & EETH1EEA

SERcEET,

SEC DA VA b —JUX, 2 0DE NS5 at AT,

1. Security Cloud Control VM A A — % {fi FJ L T Secure Event Connector %R — ~h§- 572
® Security Cloud Control 27 Z DA A h—/b (51 X—¥) A A M—/L$ 2% SEC T

& 12 1 2@ Security Cloud Control = 5% 7 Z 234 %1C 9, Security Cloud Control =% 7 # %
Secure Device Connector (SDC) & TE7e Y £,

2. Security Cloud Control = 3 77 Z {lif8~ . ~® Secure Event Connector DA > A h—/L (66
~=)

GE) A ® VM Z{ERK L T Security Cloud Control = % 7 # ZAEpk 3 25418, MEK L7 VM IZA
VA h—L &1 72 SDC ¥ L O Security Cloud Control = %7 X DBIERE] 22 LTLEE
AN

RICITIEE
Security Cloud Control VM A A — < Z{#i H{ L T Secure Event Connector & 7R — ~ 3572 D
Security Cloud Control 217 Z DA > A h—/b (51 X—) [Z#EHRET,

Security Cloud Control VM « A — < %{# /A L T Secure Event Connector =4 7:R— k9§ 57
@ Security Cloud Control A X X2 DA X b—JL

48 HHEIIZ

« Cisco Security and Analytics Logging & Logging and Troubleshooting 7 f & > A2z T,
Logging Analyticsand Detection & Total Network Analyticsand Monitoring 7 f & > 2 % i
AT B L. A~ MZ Secure Cloud Analytics %1l T £7°,

Security Analytics and Logging ® ~ 7 A 7 /VlAZ U 7 = X M § 58513, Security Cloud
Control iz /A4 > L, AL FEF—va =T[4y +&OY (Events& Logs) |>
[ Rk (Bvents) |Z&IRNL, [FT7A4T7LDY 7= A K (RequestTrial) ][22 U w7 L
i‘a‘o

» Security Cloud Control I%, B 72sEAET = v 7 243 & L. Security Cloud Control = % 27
BB —Fy hOMO Web/lar 7y 7ad iRz AR— L THWERFA, 70
X — =% L W B4A1E. Security Cloud Control =2 % 77 # & Security Cloud Control
DD T 7 4 v 7 OREE TN LET,

« ZNDTOERTA VR F—JLEN B Security Cloud Control 23R4 2 [Z1E TCP 7R— ~ 443
TDA VA=Y FADTEELRT D MNND U RTICRABBETT,
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ATy I
ATy T2

ATvT3
ATvT4
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Security Cloud Control VM «f * — > % {# F L T Secure Event Connector %+ 7R— k9~ 5 f=&H ® Security Cloud Control A~ 9 2 DA > X b—)L

» Security Cloud Control = 7 # Ciigl 721 » MU — 7 $&ft 2 i 5121, [Secure Device
Connector % fii i L 7= Security Cloud Control ~D#ki] Z#ZM L T 7E S0,

« Security Cloud Control %, vSphere Web 27 7 A4 7 > N E72IL ESXiWeb 7 7 A 7 s & fli /]
L 7= Security Cloud Control =27 # VM OVF A A —Y DA VA h—)L& PR — K L TNE
j—O

» Security Cloud Control i, VM vSphere 7 A2 kv 727 54 7k Zf#H L 7= Security Cloud
Control @7 % VM OVF A4 A —Y DA A h—/LZ&HHR—hLTHERA,

« ESXi 5.1 /A 7X3—/31

« Security Cloud Control @r 7 % & SEC DHAZHRA T HZ L ZHME LIZVM DY AT A
FURILLF O B0 T,

« VMware ESXi 78 A MZIE 4 20 vCPU BLETT,
» VMware ESXi 78 A MZIL 8 GB LL LD A E U R EETT,
s VMware ESXi Tld, 7rbE Y a =0 7ORRIG LT, i~ a2t R— 57
BHIZ 64GB DT 4 A7 FEPMETT,
o 4 VA M= NVEBET DRI, ROEREIEL T,
» Security Cloud Control = %7 % VM I[ZfEHT 2§09 1P 7 F L A,

o f VA b= T at APITERT S root o —#%— & Security Cloud Control =— 4 —®
RAT— R,

AR CE T D DNS —/3—D IP 7 KL A,

*SDC 7 RVADMHET DAy NV =2 DF—hU=AIPT RLA,

« #A 5P —/3—=D FQDN F721L 1P 7 F L X,

« Security Cloud Control Connector 8~ > 1%, ©F =2 U T 4 Xy FE2EHIA A b—
NTDHEIICHESNTEY, INETIITE. K—K80 DTV b3y KA #4032
NV ET,

Security Cloud Control = % 7 # % {Efk 9 % Security Cloud Control 77> hZr 74 L%,
FEAD~A T [EE (Administration) | >[€F 173+ 4% (SecureConnectors) | %7 U v 7 L&
j—o

7/1’ 2% 27 U w2 L, [Secure Event Connector] 7 U v 7 LET,

AT 71T, [Security Cloud Control= % 7 ¥ VMA A — O X 7> u— K (Download the Security Cloud
Control Connector VM image) 1 &% w9 LEY ., Ziud, SEC A v A b— AT 2l A A =T
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Security Cloud Control VM « * — % {# Fi L T Secure Event Connector %+ 7R— k95 f=6H® Security Cloud Control A~ 2 DA VX k—)L .

ATy TH

ATvT6

ATy T17

ATvT8
ATv79
ATv 710
ATvIN

AT T12
ATv 713
RATvT14
ATy 715
AT 716
AT 11

ATy 718
ATv 719

ATy T2
ATy T2A

To DA A=V ZMEIHEMNT D701,
LTLEENY,

#1Z Security Cloud Control 2% 27 % VM Z X 7 v a— R

Deploy an On-Premises Secure Event Connector b4

€) SEC will be deployed on a new VM

Co ctor WM find follow the documentation to deploy the CDO VM on
u will be prompted for “CDO Boatstrap Data® . Copy the data below and paste it into
Bootstrap Data input field in vSphere.

GO0 Bootstrap Data

QBRFXTRPSAYOPSJ LeUpoYkdjal9pEliVekkaTmLdcBluljVOBKZEWtWWFZDS | kuZ K1Kc2FXNXJaV 1
JVWlciaGJulnpdanB iNFNZaWRTVNL. amepTUNJIcALUT JFZDkS0YZ 1 8d2RHDHT Lbi 1 pT2xZaVLK VM

Zip 77 ANNO TR TOT7 7 A VEfIHLET, Zhbld, ROL I 2D TT,
* Security Cloud Control-SDC-VM-ddd50fa.ovf
* Security Cloud Control-SDC-VM-ddd50fa.mf
* Security Cloud Control-SDC-VM-ddd50fa-disk1.vmdk

vSphere Web 7 74 7 M &M LT, HHHF L LT VMware r——iZrn 74 LET,

GE)
VM vSphere 7 A7 h> 77 T4 T MIER LZRNTLZI0,

a7 NMIfEST, OVF 77 L— b A > 7 L I AD Security Cloud Control =2 % 7 Z i~ >
ZEMALEYS (T 7 b—F2RMT2IE, ovf, mf, BLY vdk 7 7 A LBRETT)

Ty N7y TWRET LIZs, VM OEREZ ANET,

#1 L\ Security Cloud Control 2% 27 % VM O =22V — )L &R & 97,

Security Cloud Control = —%—L L Tr 7 A LET, T 74/ FDO/NAT— KX adn123 T,
7’17 N T, sudo sdc-onboard setup & AJJLET,

[cdo@localhost ~]$ sudo sdc-onboard setup

7'v 7 T, Security Cloud Control —%—0DF 7 3 /L hD/XAT — K (adm123) Z AN LET,
a7 ML T, root 22— —DH LWWIR T — REMER L ET,

7'v 7 MIfE- T, Security Cloud Control =—#—®DH LW WA T — RE{ERR L £7,

7'v 7 MIE- T, Security Cloud Control R A A L f&E#HAE AT LET,

Security Cloud Control @27 # VM IZfEH T 2889 IP 7 RLAZ A LET,

Security Cloud Control = %27 % VM B A V' A b — L ENTWEFy NT—I DX —h 7 =AIPT7 KL A
ANSTLET,
Security Cloud Control =Rk 7 # D NTP H—/3—D7 KL A F72|Z FQDN # A ) L £,
7' 7 T, Docker 7 U v VONEREATIT H, EE LARWESITEADEEIC LT, Enter ¥ —%
L ET,
ATAEZHEE L ET,

['Would you like to setup the SDC now?] EWH 7r > 7 M T, nEZ AN LET,
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. Security Cloud Control VM «f * — > % {# F L T Secure Event Connector %+ 7R— k9~ 5 f=&H ® Security Cloud Control A~ 9 2 DA > X b—)L

AT w722 Security Cloud Control =t —#"—& LCr 7 > LT, Security Cloud Control =2 % 7 % ~® SSH #fit & 1Ek
LET,

RAFwT23 77 T, sudo sdc-onboard bootstrap & AJJLFE T,
[cdo@localhost ~]1$ sudo sdc-onboard bootstrap
ATFwvF2 o7 T, Security Cloud Control L—H—D/RAT— K& AL ET,

RARTwTF25 Jnrr7 LT, Security Cloud Control IZFEY | Security Cloud Control 7 — h A b T v 7' F—H Za—L
T, SSHYE v a Y 17 £9, Security Cloud Control 7 — b A b7 v 75— X % a & —4 5|21,
RDOFNEEFEITLET,

1. Security Cloud Control (27 7' A > L ¥ 7,

2. Mo~ A T EE (Adminigtration) 1> [EF273%%9 42 (SecureConnectors) 157 U v 7 L

EJr AN
3. A v AR— R%&B4k L7z Secure Event Connector 38R L £9°, A7 —4% A% [Onboarding] & /R &
IET,

4. [T27 v ayv (Actions) [73A T, [A 7L I ADSecure Event Connector®JERH (Deploy an On-Premises
Secure Event Connector) | %7 U v 27 LET,
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Security Cloud Control VM 1 * — % {§ ff L T Secure Event Connector %4 7R— k3 % 1= ® Security Cloud Control A~ 2 DA VX k—)L .

5, XAT7wuJRy 7 ADAT v 7 1T, Security Cloud Control 7— h A N7 v 75 —4 % abt— L%

Deploy an On-Premises Secure Event Connector D

0 SEC will be deployed on a new VM

Step 1

Download the CDO Connector VM and follow the documentation to deploy the CDO VM on
vSphere. You will be prompted for " CDO Bootstrap Data" . Copy the data below and paste it into
the CDO Bootstrap Data input field in vSphere.

CDO Bootstrap Data

QBRPXTRPS@VOPSJleUpoYkdjaU9pS1NVekkxTmlJcB1luUjVjQek2SWtwWFZDSjkuZX1KM1pYSW1PauU
13SW13aWMyTnZ jR1VpT2xzaWRIS]FjM1FpTENKeVpXRmtJaXdpZDNKcGRHVWIMQBpoTTJVMVKyVTBa
aTAzTWpGaBxUUmhaVFVBT1dNdBe5DMH10VGRpT1R0aE1qZzFPR1VpWFN3aV1XMX1Jam9pYzJGdGJDSX
NJbkp2YkdWek1qcGJJbEpQVEVWZ1UxVIFSVkpmUVVSTINVNG1YU3dpYVhOeklgb21hWFJrSW13aVky
eDFjM1JsY2tsa®lgb21NUB1zSW1saBlgb21labVF3T@dReVpHVXRNM1ZpT1MwMFpEYZzRMVOkwW1dNdF
pUWXhOVBUyWmp jNFkyUmlJaXdpYzNWaWF tVmpkR1I1Y@dVaU9pSjFjM1Z5SW13aWFuUnBJam9pTURB
VacmIBYVFLSjFTdnJ5RjVFZ2FqajZFZkNVaERNMUE3Q3¢c1Q8p1Sn1JMnFZbGpNUzBXeVg3Nm9KeTQ2
ZX1MTB9qcjRicENBUNhYaEVNMUFzV19qQW1PNXM3TmB2Sn1rMXR1QTFsYmE3VkxNOUp4bk9RS1pgaW
1rdDNsYnNRRbDNrTHMxeWduaXdVU1RuWkQxMBc5T2FJWExXCQB93T3NESGANeH16UU13ZWJVNUAGT2RS
NFN6c2ZBb1VXRDNwZ2V2V@gzUzBNT2ciCkNETT19ET@1BSU49InNOYWdpbmcuZGV2LmxvY2toYXJBLm
1vIgpDRE9fVEVOQU5SUPSJDRE9ITY21zY28tYW1hbGxpbyIKQBRPXOJPT1RTVFJBUF9VUkw9ImhadHBz
0i8vc3RhZ21uZy5kZXYubG9ja2hhcnQuaW8vc2RjL2Jvb3RzdHJhcCIDREITY21zY28tYW1hbGxpby
IKTB5MWVIFVKVOVELIORZz@OidHJ1ZSIK

€] Copy CDO Bootstrap Data  «f——

Cancel
KR

AT 726 [Would you like to update these settings?] &\ 9 77 h T, nZ A LET,

AT w721 Security Cloud Control ® [4 > 7" L 2 A MDSecure Event Connector® Ji£(f (Deploy an On-Premises Secure Event
Connector) | # A 7R ZIZRY, [OK]Z27 U2 LET, [EF =27 22 ¥ (Secure Connectors) |<—
¢, Secure Event Connector N AN A L R— RIRBETH S Z L AR T £ 7,

RDERY
Security Cloud Control = % 7 % VM ~® Secure Event Connector DA > A h—/L (56 ~X—)
(A FE T,
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. Security Cloud Control 3% 2 VM ~ @ Secure Event Connector D1 > X k—JL

Security Cloud Control 1 r 2 2 VM ~ () Secure Event Connector D1 > X b—)L

4a & SRS

Security Cloud Control VM A A — < Z{fi ] L T Secure Event Connector & %R — 3 572D
Security Cloud Control =R 7 Z DA > A h—/L (51 _—7) (ZFLHinid 5 L 912, Security
Cloud Control =27 # VM A VA h— /L ETWDHHENRH Y £,

FIE

AT w F1 Security Cloud Control (21 7' > L £,
ATw T2 EfO_A T, [BE (Administration) ]>[EF¥a2 73R4I 32 (SecureConnectors) | Z&IRN L £9°,

ATw T3 L TAHUR—F 47 L7z Security Cloud Control =217 X #BR L EJ, EX a7 axs/ 47 —7 /LT
I, it FaT AN baxs 2 LT, FrR—T 4T AT ADEETHLILEND
VET,

ATy T84 HRO[T 27 3 (Actions) |1 T, [4 27 L I ADSecure Event Connector® JEERH (Deploy an
On-Premises Secure Event Connector) | %7 U v 27 LET,

ATY TS V4P —KORTFYFT2C, [SECT—hA LT v 7 F—HDat— (Copy SEC bootstrap data) ] DU 7
Vv LET,

Deploy an On-Premises Secure Event Connector x

VEXrWYRBEK LSMENJOW T SWDYaVDTUKOFR TEOWKOY DERYVIIFUZ AWWEK ) NEXKS THSVHTUW LR L2 DXH]
JaamHOWTJSallpd2 1hb 1JwSWpvall1ESXpNVFEWTKdVdFpgWmhNGz AwT 1 RZMkkXETFZak 18 TURNMVDE
VXdnelkwWipaaEluMCSYh1 hr RNVKOVEANGE feGlseFFINAppSOMZ Y ThANKEWCWNERENVe KFNOUIDZN
Z2WWZPeC14anFSZGhveHdPRETZCUNIXZZGYVpLLYFpbmF JWVIUTTRTaYREDUTEAG2YI 10dnAITINT
VMFWWGT jbAxOUSTUUUJHTG JNNITTGEY JdDh x U2 oRMBRGMNVUMXAHZ 251 ¥WxJd jVTZFRK SDdann Y451
JGHWZ v INANTIyE0h¥RzZRQWL s Z2prZEhPaZptaGNS58pFbmhal jVELFUBSNEBERGTIDKNNY 1h2YjUz
bmSKYUSFOTNNONI0SHI 63 pMek gZbHVATWRDTASUV KAYDXCWMFUARIBAUNZ 1d17 1cxhul XewSUFueF
EWcFRpc@Vadmphe lIB2ZWhYdk SkUTVEWHZ TeUY zbmt hbGS60KZVZUNQUDEWYT FMUGAOcWZHUKVRYTLX
SZAPeVELCKNET19ETA1RSU4ITNNAYWdphmeu Z6YZ LaxvYZToYAJ6Lal v IgpDREITVENOOQUSUPS.Ihbm
REbWFsbE1vLWNpcZNvIapDRES T QkOPVFNUUKFQX1VETDAiaHRE cHM6L y 3zdGEnaWEnlmR 1di55b2Nr
aGFydC3pbyIzZGMVYIG Y dHNACMPWL2FUZHI TYWe SaNBLYZ 12Y28vYWSkeW 1 hbGxpby 1 1aXn by 1ITRE
MiCkBOTFLIRVZFTIRJThe9InRydWUiCo==

£ Copy CDO Bootstrap Data

Step 2
Follow the documentation to install the Secure Event Connector.
Copy the data below and paste it when prompted for " SEC bootstrap Data".

SEC Bootstrap Data £ vslid until 11/24/2020. 3:34:51 PM

UINFXBRFVK1DRVSIRDA10GZhM] ImMzethmAi Y SBAYROSLWIhZ Te tHDNNY mYwYzJjOTY 11gp TUBVIRE
VWSUNFXB5BTULGTINDSUBQREVNSUNFIQp TUBY TRLFET JA103RNZ2 1uTy 1202 Y2 12YBUY29C10pT
UeVFT1RQPSIAMjg2YzIwNzA4M ] gxMDM2YmA J0TUZHZEXOWG2YWIzY 1 IKVEVOQUSUXBSBTULIImF uZH
1TYWx2aWBTY212YZ81

I £¥] Copy SEC Bootstrap Data I e

AT v 76 Security Cloud Control =% 7 % ~® SSH #fst & {EfL L. Security Cloud Control L—#—& LTr 2/ f » L&
D

ATvTT1 vrA4rLich, dea—F =iz ES, "AU—RFDOANERDHIIZE, [Security Cloud Control )
A—HF—DRT—F2 AN LET, ZhbDawy FOflZRITRLET,

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$
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ATvT8

ATy

Ubuntu {38 < & >~ Secure Event Connector 0 & .

77 T, secsh®y NPT 727U T ME2FETLET,

[sdc@sdc-vm ~]$ /usr/local/cdo/toolkit/sec.sh setup

Ta L NORE%IZ, FIE4Tat—1L1ET = AN T v T —=H EA0HT T, Enter F—% L E 9,

Please copy the bootstrap data from Setup Secure Event Connector page of CDO:
KJHYFuYTFuIGhiJK1KnJHVHfgxTewrtwE
RtyFUiyIOHKNkJbKhvhgyRStwterTyufGUihoJpojP9UO0iUY8VHHGFXREWRtygfhVjhkOuihIuyftyXtfcghvjbkhB=

SECHF v AR—F 4 7&NnbHE, secshid. SECONAEZF 2w 7T HAI Y NE2FETLET, T
NRTCONNVAF =y 7N [IEF] OBE, ~MATF 2y 73 I AX b a4 Xy ba 70k ELE
T, OV T NA X M, [sec-health-check] EWIOLAFTDORY —L LTARY haJiZ&zrEh
7,

Running SEC healt heck for tenant

SEC cloud URL

SEC Events Plugin is
SEC UDP sysleg serve
SEC TCP sysleg server i

BEIZIIM LT Z ERSEC DA VAR —T 4 U ZIWZRIR LT L 2R T A v — V52T WMo 25681, K
EHLTLKIEEY, SECAVR—T 4V TRIMD N TNy a—T 47

R A v — U EZ T - 7235A 1%, Security Cloud Control [ZRY | [AY 7TV IAEHF 2T AR hax
27 2 DR (Deploy an ON-Premise Secure Event Connector) | %A 7 12 7 7R 7 AT [5 T (Done) | %7
Uy 7 LET,

RDERY
ASA TNA AKX V30T (SaaS) AT S (153—) IRV £,
B E#R -

» Secure Device Connector O k7 7 /L3 = — h

» Secure Event Connector O b 7 7 )V 2 —TF 4 7

SEC AV R—T 4V ITRMD N T TNy a—T 47

Ubuntu (X388 < < >~ @ Secure Event Connector O [E Fl

18 HHIIZ

Ubuntu {8~ 3 > T® Secure Device Connector & Secure Event Connector O B D FiBHIZHE -
“C. Ubuntu VM |Z Secure Device Connector %A A h—/L L TEBL MLERZH Y F9,
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B wox—szgmLrsecnrozr—n

FIE

AT w71 Security Cloud Control {27 74> LE7,
RTv T2 EAlDO~A T, [BE (Adminigtration) | >[EF273+%9 4 (SecureConnectors) | %7 U v 7 L%
—g‘o

ATv7T3 TAar%27 Y v L, [Secure Event Connector] #7 U v 7 LET,
ART9T4 T4 RUDFIE2DSEC 7 — FA T v 7T —HE AERIZa —LET,
ATy TS RDOavy REEITLET,

[sdc@vm] :~$sudo su sdc

sdc@vm: /home/user$ cd /usr/local/cdo/toolkit

FuL T RRERENSED, A= LI SEC 7— kA kT v FF— 2 AN LET,

sdc@vm:~/toolkit$ ./sec.sh setup
Please input the bootstrap data from Setup Secure Event Connector page of CDO:
Successfully on-boarded SEC

Security Cloud Control C Secure Event Connector 73 [T 7 7 4 7 (Active) 12722 £ TIZE D5 G601 &
nET,

VM A A—DZFERALIZSECDA VX =)L

Secure Event Connector (SEC) 1. ASA & FTD /2B DA X k % Cisco Cloud IZHEIET B 72,
TARALT T, [4 X hurFX 7 (EventLogging) ]-X—Y TA X2 h%&F/RL, Cisco
Secure Cloud Analytics THRAE T 77,

T F > MZ#EED Secure Event Connector (SEC) #A A b—)L L, £ VA =L LTAEED
SEC IZ ASA B X O'FDM FHL R T RA AMH AR Mk T& %4, #5590 SEC #{#
T5HL, SFIERYV -V 3 T SEC A A F—/LL, CiscoCloud |21 X M &EET D
fE¥£% T EET,

MEDOVMA A=A LB D SECOA VA h—LE, 300N R57atE AT
T, WL FINEEFEITTIHILERSY £7,

1. VM A A=V 2R LT SEC Z % AR — 7 %728 Security Cloud Control =R 2 Z DA

A R—L (59 =)

2. {ERL72 VMIZA A F—/L S {172 SDC 3 L U Security Cloud Control =2 R 7 # DB E
(64 ~—)

3. Security Cloud Control =% 77 Z {4~ > > ~® Secure Event Connector DA > A K —/L
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VM A A —
A k=L

\)

VM o A — SRR LT SEC £ 47K — k3 57-6b® Security Cloud Control 7% 5 204 > 2 k—L [

(F)  Security Cloud Control = 7 % |Z Security Cloud Control VM A A — 2 Zfii 19~ 5 FikiL, Security
CloudControl & %7 Z & A > A b —/L ¢ L bl CIEMERHELR SN D 5T, TOHkE%E
3 2846 1%. Security Cloud Control 4 A — Y Z{#iH L72SEC DA > A h—/L (50 —)
%§%L1<téwo

RICITIHEE

VM A A— %M LT SEC Z %R — h 7 5729 D Security Cloud Control =27 % DA 1 A
R (59 _—2) TR ET,

T EFEAL TSEC Y 7R— k9 %71=8 D Security Cloud Control A5 2 DA >

Security Cloud Control = %2 # VM (X, SEC &A1 > A h—/LJ B4~ > TJ, Security Cloud
Control =7 #Z OMeg—dD HEYIL, Cisco Security Analytics and Logging (SaaS) DI &EEM T2
SEC ¥ R— 3452 & T,

Z i, Secure Event Connector (SEC) Z#A A F— /L L TCRETAT-OIZE T TIHLERDH

%)

3ODFIED 1 FHTY, ZOFIHDRE, /k@%llﬁ%%ﬁ@“ézﬁﬁlﬁ DET,

o fER L72 VM IZA > &2 b —/L &7z SDC 5 X O Security Cloud Control = % 7 & OB ER
E (64 —)

» Security Cloud Control = ¢ 7 # {8~ 3> ~® Secure Event Connector D > A h— /b

1R8O BRI

« Cisco Security and Analytics Logging & Logging and Troubleshooting 7 & > A2/ % T,
Logging Analyticsand Detection & Total Network Analyticsand Monitoring 7 1 & > 2 % i
AT D&, A~ bIT Secure Cloud Analytics % CT& £97,

Security Analytics and Logging ® b 4 7/VhR%E U 7 = A v 9 561X, Security Cloud
Control iz /A4 L, AA L FEF—va R "—T[4ARv DY (Events& Logs) |>
[ Rk (BEvents) |Z&INL, [FZ7A4T7LDY 7= A K (RequestTrial) (%7 U w7 L
\i‘g—(}

» Security Cloud Control |%, B RFEAET = v 7 Z##8 L L, Security Cloud Control =2 % 7
Ao H—Fy MO Web 7 mrF a7y rudv iR — L THEEA,

« Security Cloud Control AR ZIETCPR— k443 TA VB2 —Fy bADELET 7 b
D FEREHILT ADENHY FT,

c AT AT Ry VT — 7 i 2RSS 5121, [Secure Device Connector Z i H L
7z Cisco Security Cloud Control ~D#&ft| &ML T 72 &V, Security Cloud Control

s vCenter Web 7 74 7 > FFETZIIrESXiWeb 7 7 A4 7 b EEH L TA VA b=V ENT=
VMware ESXi 8 A |k,
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. VM A A—T%{EA L T SEC &4 7R— k9 5 f=6H® Security Cloud Control I~ 0 2D A VR k—)L

A

GE)  vSphere 7 AV by T TAT v MEER LA VA b= LiEH
AR—=FLTWEHEA,

« ESXi 5.1 /A 73— 31 W,
¢ CentOST 7 AN ANV —F 4 T VAT A,
» Security Cloud Control 27 # & SEC D&% KA KT 5 VM DY AT LAEHILL T D &5
D TP,
« CPU : SEC HIZ 4 >® CPU #E|V 4 TE7,
« AEY :SEC HIZ8GB D AEY ZEID Y TET,
« T 4 AJGEHIK : 64 GB
« ZOFNEE FEFITT D —F—I, Linx BEOBIELE Vi BV 2T VTT 4 XIZXLH7 74
JVOFREITEIL TWARENRH Y 77,

* Security Cloud Control =k 7 % % CentOS i~ 2 /A VA b =T 5581E, Yum &
X2 T ANy TFEENCA A=A T D2 LB/ LET, Yum OEF 2 BGT
HIOOREITIN LT, A— 443 721 TR<FA—hr8O THLT ¥ }‘/\‘7/ K7 7R %
B MERNHLIGENRH Y £, £/, EFHEAT YV a—/LT 52O yum-cron F 721%
crontab biXET HMENH Y £3, EF = U?%@%?%Akﬁﬁ?%b“(\ Yum O ¥ &
BT 57DIZEX a2 VT 4R =2 EBRTLMNENDLNE I DEHMILET,

o f VA M= NEBMT DN, IROEREZIEL T,
* Security Cloud Control = % 7 Z | 2809 IP 7 KL X,
o A VA M= AT EE ZAPICHERT S root - —H— & Security Cloud Control = —#—
DI/NAYT — R,
KL CHEH T2 DNS = "—D IP 7 KL A,

* Security Cloud Control @7 # 7 RUABNFIET DAY NTV—7 DT — T =AIPT
]\\‘[/Xo

o XA LY —/S—D FQDN £7213IP 7 RL A,

» Security Cloud Control Connector fRA8~ %, X 2 V7 4 Xy FEEHINIA > A F—
NTLHEITRESNTEY, ZNEITIITUT. A—HF80 DT 7 b7 R L3
N ET,

HROHBEIZ : FIENO 2~ Rk, a€—LTHEREY 4 > VI T 20 TiER< A

HNTHEIICLTLEEN, —foa<wy RiEgEnd &y =) i, Iy h7U K
NR—=Z2 P DOTEEAT ImFvyra] ELTHEHAINDGENRHY, a~<v2 RRKRIRT S
FIR & 720 9,
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FIE

ATy
ATvT2

ATvT3
ATy T4

ATy TH
ATvT6
ATy 71
ATvT8
ATvT9

ATy 710

ATvIN

ATvT12

ATV 713

ATy 714

VM o A — SRR LT SEC £ 47K — k3 57-6b® Security Cloud Control 7% 5 204 > 2 k—L [

Security Cloud Control (27 7 4> L £79,

KO~ A T, [EE (Administration) | >[EF 27394 (SecureConnectors) | 227 Vv 7 L&
_é‘o

7/( 2% 27 U w2 L, [Secure Event Connector] %7 U v 7 LET,

TREINTZV 7 &BEA LT, 4271 I ADSecure Event Connector® BB (Deploy an On-Premises Secure
Event Connector) ]V 4> RUDFINE2 TSEC 7 — A N T v FF—FEar—L £,

Dip &b ZOFIROHHRRMHICHEH SN TND AEY | CPU, BLUT 4 A7 F &L A7 CentOS 7
A8~ 2> (http://isoredirect.centos.org/centos/7/isos/x86 64/CentOS-7-x86 64-Minimal-1804.is0) % A1 > A
M= LET,

A A M=/ L7, Security Cloud Control @227 % O IPT RLA, 7Ry h~RA7  F—Fy=A
DIFERLE, Ry V=7 OEAREZITVET,

DNS (FAA R—bH—_—) ZHRELET,

NTP (Rpy hU—27 ZA LT bhan) —"—%FELET,

Security Cloud Control =2 % ¢ CLI & flEIZRCD Y TE 5 K 512, CentOS IZ SSH $—3—% A /R
F—LET,

Yum OEH A ST L, open-vm-tools, nettools, 5 &N bind-utils /X 7 —Y% A A M=V LET,

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

AWSCLI 1Ny r—T % A4 A b—/L LET (https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux.html % Z M)

G¥)
-—user 7 7 ZIEMH LAgn T E N,

Docker CE/Nw o —T % A A h—/L LET (https://docs.docker.com/install/linux/docker-ce/centos/
#install-docker-ce 2 ) |

6=
TR PV LA VA b—v] HFEZERLET,

Docker —¥E A& B4E L, EEIRHIBAETE A L H I LET,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker
Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

Security Cloud Control & sdc @ 2 2D —H—%Ep L £7, Security Cloud Control = — ¥ —{%, &%
BExFETTHdicn /A T52—Y—CF (DFEVNV— ba—F—ZHEEFHTLILELH £
A) o sde —H—(%, Security Cloud Control = %27 % @ docker = > 7 F % FAT4 52— % —T7,
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B v —#@ER LT SEC 4K~ 1T B 1280 Security Cloud Control I 55 2D A YR b—JL

ATy 715

ATv 716

ATy I

ATv 718

ATv 719

ATy 720

ATvIT2N
AT T 22

[root@sdc-vm ~]# useraddSecurity Cloud Control
[root@sdc-vm ~]# useradd sdc -d /usr/local/Security Cloud Control

crontab AT 5 L 51 sdc 21—V —Z2FRTELFT,

[root@sdc-vm ~]# touch /etc/cron.allow
[root@sdc-vm ~]# echo "sdec" >> /etc/cron.allow

Security Cloud Control —H#—@D /XA T — R&FHE L £7,

[root@sdc-vm ~]# passwd Security Cloud Control
Changing password for user Security Cloud Control.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

Security Cloud Control == —#%—% [wheel] 7 /L —71Z:BM L, EH#E (sudo) HERZFFH L ET,

[root@sdc-vm ~]# usermod -aG wheelSecurity Cloud Control
[root@sdc-vm ~]#

Docker 31 A h—/vE3 N5 &, 22— =7 L—TRERELE T, CentOS/Docker D/3— = T
U, [ldocker] F721% Tdockerroot] &WEFALET, fetc/group 7 7 A VT ED T N—THMERK S 720>
EHER LTS, sde 2—W—2 £ D7 N —TITBEMLET,

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

/etc/docker/daemon.json 7 7 A JVINFAE L7 WIGEIIIER L, L FORNEBEEZ AN LET, 1ERLZD
docker 7 —E > Z FlLE) L £ 7,

GE)
lgroup] F—ICAN LI N—TH3, A7 v 7 18E—HMLTWVWDHZ LAMER LTI ZIW,

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{

"live-restore": true,

"group": "docker"

}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

BIFE vSphere 2>V — /by v a U EHH L TWAEA1X, SSHIZHIY B x T, Security Cloud Control
a—HF—Trs A LET, AL, dea—F—ICUVELXET, SAU—FDOANERDS
7= 5. Security Cloud Control = —#—D /32U — K& AN LET,

[Security Cloud Control@sdc-vm ~]$ sudo su sdc

[sudo] password for Security Cloud Control: <type password for Security Cloud Control user >
[sdc@sdc-vm ~1$

7 4 L7 bV % [usr/local/Security Cloud Control [ZZ&F L £ 77,

bootstrapdata & WO LWT 7 A L EERL L, BT 4 F— FOFIEI OT— " A NF v I TF—2 %
D7 7 AMIEEO T ET, [R1E (Save) 1227V v 7 LTT 7 A VERIFELET, [vi] £ 721 [nano]
ZHERAL T 7 A NV EERTE £7,

. Cisco Security Analytics and Logging



| Cisco Security Analytics and Logging

ATvT23

ATvT24

VM A A —C%{FER L T SEC 24 7R— k3 % =6 Security Cloud Control A7 2 DA VR k—JL .

Deploy an On-Premises Secure Event Connector X

0 SEC will be deployed on a new VM

Step 1

Download the CDO Connector VM and follow the documentation to deploy the CDO VM on
vSphere. You will be prompted for " CDO Bootstrap Data" . Copy the data below and paste it into
the CDO Bootstrap Data input field in vSphere.

CDO Bootstrap Data

QBRPXTRPSOVOPSJleUpoYkdjaU9pS1NVekkxTmldcOluUjVjQek2SWtwWFZDSjkuZX1KM1pYSW1PaU
13SW13aWMyTnZjR1VpT2xzaWRIS]FjM1FpTENKeVpXRmtJaXdpZDNKcGRHVWIMQBpoTTJVMVKkyVTBa
aTAzTWpGaBxUUmhaVFVBT1dNdB@5DMH10VGRpT1R0aE1qZzFPR1VpWFN3aV1XMX1Jam9pYzJGAGJDSX
NJbkp2YkdWek1qcGJJbEpQVEVWZ1UxVIFSVkpmUVVSTINVNG1YU3dpYVhOeklgb21hWFJrSwl3avky
eDFjM1JsY2tsaBlgb21NUB1zSW1sa@lgb21abVF3TBdReVpHVXRNM1ZpT1MwMFpEYZzRMVBkwW1dNdF
pUWXhOVBUyWmp jNFkyUmlJaXdpYzNWaWFtVmpkR1I1Y0dVaU9pSjFjM1Z5SW13aWFuUnBJam9pTURB
VacmI@YVFLSjFTdnJ5RjVFZ2FqajZFZkNVaERNMUE3Q3¢c1Q8p1Sn1JMNFZbGpNUzBXeVg3Nm9KeTQ2
ZX1MT@9¢qcjRicENBUNhYaEVNMUFzV19gQW1PNXM3TmB2Sn1rMXR1QTFsYmE3VkxNOUp4bk9RS1pqgaW
1rdDNsYnRRbDNrTHMxeWduaXdVU1RuWkQxMBc5T2FJWExCQB93T3NESGdNeH16UUT3ZWJVNUAGT2RS
NFN6c2ZBb1VXRDNwZ2V2V0gzUzBNT2ciCkNET19ETO1BSU49InN@YWdpbmcuZGV2LmxvY2toYXJOLm
1vIgpDRE9fVEVOQUSUPSJDRESTY21zY28tYW1hbGxpbyIKQBRPX8JPT1RTVFJBUF9VUkwITImhedHBz
018vc3RhZ21uZy5kZXYubG9ja2hhcnQuaW8vc2RjL2Jvb3RzdHJhcCODREOTY21zY28tYW1hbGxpby
IKTO5MWVIFVKVOVE1ORzB1idHJ1ZSIK

€21 Copy CDO Bootstrap Datd  «—

Cancel

T—hARNT v T —HFldbase6d T a— RSP TWET DT, 85 L T extractedbootstrapdata &
WO 77 AMIT T AR—FLET,
[sdc@sdc-vm ~]$ base64 -d /usr/local/Security Cloud Control/bootstrapdata > /usr/local/Security

Cloud Control/extractedbootstrapdata
[sdc@sdc-vm ~]$

cat vy REFATLTES LT — 2 2R R LET, a~vr FBIWES LT — 23RO & 512720
£7,

[sdc@sdc-vm ~]$ cat /usr/local/Security Cloud Control/extractedbootstrapdata
Security Cloud Control TOKEN="<token string>"

Security Cloud Control DOMAIN="www.defenseorchestrator.com"

Security Cloud Control TENANT="<tenant-name>"

<Security Cloud Control URL>/sdc/bootstrap/Security Cloud

Control acm="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"
ONLY EVENTING="true"

UTDavr FEFTLT, B L7 — AT v 7T =2 O—HaREARIC 7 AR—FLET,

[sdc@sdc-vm ~]$ sed -e 's/"/export /g' extractedbootstrapdata > secenv && source secenv
[sdc@sdc-vm ~]1$

Cisco Security Analytics and Logging .
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B =L WMio = b= &t SDC & & U Security Cloud Control = 2% & DEMEE

ATv T2

AT w726

Security Cloud Control 7357 — hA R Z v NN KLraLyra— RKLET,

[sdc@sdc-vm ~]$ curl -H "Authorization: Bearer $Security Cloud Control TOKEN" "$Security Cloud
Control BOOTSTRAP URL" -o $Security Cloud Control TENANT.tar.gz

100 10314 100 10314 0 0 10656 0 -—:—-—:—= ——:——:—— ——:——:—— 10654
[sdc@sdc-vm ~]$ 1ls -1 /usr/local/Security Cloud Control/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/Security Cloud Control/Security Cloud

Control <tenant name>

Security Cloud Control = & 77 % tarball % JEBH L. bootstrap sec_only.sh 77 7 - /L % 34T L T Security Cloud
Control ZRT ANy r —V %k A VA =L LET,

[sdc@sdc-vm ~]$ tar xzvf /usr/local/Security Cloud Control/tenant-name-SDC

<snipped - extracted files>

[sdc@sdc-vm ~]1$

[sdc@sdc-vm ~]$ /usr/local/Security Cloud Control/bootstrap/bootstrap_sec_only.sh
[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh

common. sh

es_toolkit.sh

sec.sh

healthcheck.sh

troubleshoot.sh

no crontab for sdc

-bash-4.2$ crontab -1

*/5 * * * x /usr/local/Security Cloud Control/toolkit/es toolkit.sh upgradeEventing 2>&1 >>

/usr/local/Security Cloud Control/toolkit/toolkit.log

0 2 * * * sleep 30 && /usr/local/Security Cloud Control/toolkit/es toolkit.sh es maintenance 2>&l
>> /usr/local/Security Cloud Control/toolkit/toolkit.log

You have new mail in /var/spool/mail/sdc

RDBERY

PER L72 VMIZA v A R —/L &7z SDC ¥ L U Security Cloud Control = 1 7 % OBAIFEE (64
N=) ITERET,

ERLT=VMIZA >R F—JL &N 7= SDC § & U Security Cloud Control O % 2 M ENNER

Security Cloud Control = & 7 % Z 4 H @ CentOS 7 A~ > N2 A A b —/L L72E1F, A X
¥ EMSECIZEIFETE D L 212, ROMMIZRFHETFIEONT N EFEITLET,

* CentOS 7 VM T firewalld —E A DOIHE : 2, A =apiEftd 5 SDC VM Dk
EE—ELET,

* firewalld _]j__ lf‘X@%??%§$ﬁf L/‘ 77/{7]7j—~/1//1/_/1/%55jjub—(\ /]//\v:/ ]‘ 1\5
T4y ZINSECICEETE A L9 LET, (655—Y) bk, AT R
AR NTT 4y EFFAT A0 LM T T n—F T,

1R BHHIIC -

ZHiZ, SECEZA VA=AV LTCRETAEDIZETTHLERHD 3 ODOFED 2 KH T
T FEATH> TWRWGEEIR, TNOORELEZITORNI, VMA A—T%FEH L CSEC%
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YRR L 1= VM 24 & k—JL&HLf= SDC 5 & U Security Cloud Control 2% # &z [

PR — R~ 4% 72D Security Cloud Control =R 7 Z DA A h—/b (59 X—) ZFET LT
<TZEvy,

TSN TV DIEMDOHREEREDONTNNETE T L2 b, Security Cloud Control =2 5 27
H AR~ 3 v ~® Secure Event Connector DA > A h— L& FITLET,

Cent0S 7 VM T firewalld —E X D EXH 1t
1. SDC VM @ CLI (Z [Security Cloud Control] t—#—&¢ L CTrZ 4 LET,

2. firewalld ¥ —E A &{EIE LT D, i< VM OFREIFHCEDO E I/ TWNDHZ L%
R LET, 7rr 7 MRF RSN 5, Security Cloud Control = — 4 — D /X2 U — K%
ABLET,

[Security Cloud Control@SDC-VM ~]$ sudo systemctl stop firewalld
Security Cloud Control@SDC-VM ~]$ sudo systemctl disable firewalld

3. Docker—EZ2ZHE®L T, Docker[ HEDT L ") 2o —h LT 7 AT 74—/ VIZHH
ALFET,

[Security Cloud Control@SDC-VM ~]$ sudo systemctl restart docker

4. Security Cloud Control = 7 # i/~ > > ~® Secure Event Connector DA > A k— /LT
HET,

firewalld f —EZXDERTEHAL. T7A 704 —ILL—ILEBMLT, AXVEFST1y
JMSECICEETESLSICLET,

1. SDC VM ® CLI {Z [Security Cloud Control] = —¥%—¢ L Tr 7oA LET,

2. m—AN T AT Ur—/L b=/ ZBIL T, &E L TCP, UDP, %7213 NSEL " —
K235 SEC ~DHEE N T 7 ¢ v 7 ZFFA LET, SEC THA I DK — MZOWTIE,
['Secure Logging Analytics (SaaS) |ZffH S4L 57 /314 AD TCP, UDP, 35 J UNNSEL A —
FNOWFE] 22 LTSN, a7 MRFREn7- 6, Security Cloud Control == —
P—=DNRZAT—=RE AN LET, a~vr FOFZRITRLET, BIOR— MEDHEN &
B DHERHY £,

[Security Cloud Control@SDC-VM ~]$ sudo firewall-cmd --zone=public --permanent
--add-port=10125/tcp
Security Cloud Control@SDC-VM ~]$ sudo firewall-cmd --zone=public --permanent
--add-port=10025/udp

[Security Cloud Control@SDC-VM ~]$ sudo firewall-cmd --zone=public --permanent
--add-port=10425/udp

3. firewalld V" —EAZHEEH LT, FiLW\a—HL 77 AT T4 —)L)L—)LET 7T 47N
DEHGEHIR B DI L ET,

[Security Cloud Control@SDC-VM ~]$ sudo systemctl restart firewalld

4. Security Cloud Control = 7 # i~ > > ~® Secure Event Connector DA > A k— /LT
HET,
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. Security Cloud Control 1% 2 {x#8< < >~ ® Secure Event Connector D1 > X k—JL

Security Cloud Control 2% % {x#8< < > ~® Secure Event Connector D1 > X k—JL

4a & SRS

Z . Secure Event Connector (SEC) ZA v A h— /L L THETHDIZE TTHLEND
H3ODFEDOIFE T, FEETLTWAWESIT. ZOFIEEFATTAEIC. ROZ A
THEFZETLTLIEEN,
* VM A A= %M LT SEC Z A" — k3 % 728 ? Security Cloud Control =127 Z DA
A k= (59 =)

s ERL L7 VM IZA > A b —/L & 3172 SDC 3 K T Security Cloud Control = % 7 % O3B INEY
E (64 —)

FIE

AT 71 Security Cloud Control (22 7' > L £,
AT9 T2 EORA 2 CIEE (Adminigration) |>[EF 2 7a+%9 4% (SecureConnectors) |27 UV v 7 LET,

RATY T3 EROFHESRFEOFIEZEH L CTA > A h—/L L7z Security Cloud Control 217 # &R L E ¥, [EF =
7 2227 % (Secure Connectors) ] 7 —7 /L CiX, [Secure Event Connector| &K/ RIILFET,

ATy T4 FO [T 7 a3y (Actions) ]34 T, [4 27 L I ADSecure Event Connector® &R (Deploy an
On-Premises Secure Event Connector) | %7 U v 27 LE7,
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ATy TH

ATvT6
ATvIT1

ATvT8

ATvT9

Security Cloud Control 2 % 2 {R48~< < > ~® Secure Event Connector D1 > X k—JL .

T4 —RKORFyF2C, [SECT—FALF v TTF—ZDat’— (Copy SEC bootstrap data) ] DV > 7
Deploy an On-Premises Secure Event Connector X

dRaU9pSmhNM1UxWTJVMFppMDNNakZ rTFRSaFpUVXRPV813TkMweUSUZG1OVES0TWpnMUSHVW1IMQBpg
YkdsbGJuUmZhV1FpT21KaGNHa3RZMnhwW1lc1MELIUMC5tTzh@bTZMZ1N6C jI4b1ZGZERqY jJNRZVQUE
ZmYTZQYzVsRjRITT1teVVEVzh2Qk5FWW44c3VBZ3NTQUoATH15NBxzVGsydEx4NB5nbS@BSTB6SMZ6
aWdQTkRiV1RsRW1tcjI5SkFVZ2NBWEhySkdzck tMREszUnJUMBhZU3JkZ21Hd1dGb3FwWUdZNk JHRU
VacmIBYVFLSjFTdnJ5RjVFZ2FqajZFZkNVaERNMUE3Q3¢c1Q0p1Sn1JMnFZbGpNUzBXeVg3Nm9KeTQ2
ZX1MTB89qcjRicENBUNhYaEVNMUFzV19gQW1PNXM3TmB2Sn1rMXR1QTFsYmE3VkxNOUp4bk9RS1pgaW
1rdDNSYNRRbDNrTHMxeWduaXdVU1RuWkQxMBc5T2FJJWEXCQO93T3NESGANeH16UU13ZWJIVNUAGT2RS
NFN6c2ZBb1VXRDNwZ2V2V@gzUzBNT2ciCKNET19ETO1BSU49InN@YWdpbmcuZGV2LmxvY2toYXJBLm
1vIgpDRE9TVEVOQU5SUPSJDREITY21zY28tYW1hbGxpbyIKQORPXBJPT1RTVFJBUF9VUkw9Imh@dHBz
0i8vc3RhZ21uZy5kZXYubG9jazhhcnQuaW8vec2RjL2Jvb3RzdHJhcCIDREITY21zY28tYW1hbGxpby
IKTO5MWVOFVKVOVELORzBidHJ1ZSIK

€4 Copy CDO Bootstrap Data

Gep 2 \

Read the instructions about deploying the Secure Event Connector on vSphere.
Copy the bootstrap data below and paste it when prompted for " SEC bootstrap Data".

& The SEC bootstrap data is valid until 10/13/2021, 10:44:14 AM

UTNFXBRFVK1DRV9JRDOiZTBhZTJkNmMtMDdhYy08Y2JKLWEZNWQtOGYZzZDJkMia1ZmU3IapTUBVFRE
UBVFTT1RQPSI5SY2IzNTI4ZWZ1Mzg@0TQ2NjViMDFKZmEYY jUyMGUXNSIKVEVOQUSUXB5BTUU9IKNET

9jaXNjby1hbWFsbGlvIg==
] Copy SEC Bootstrap Data  <———

- J

Step 3

Verify the connection status of the new SEC by exiting this dialog and checking the " Last
Heartbeat" information.

Cancel OK
500 LS, ok

SSH #fiH L CTEX =7 a7 ¥k L, Security Cloud Control =—#%—&, L Tr 7 A LET,

nyA4y Lz, deax—HF =tV EXET, SAV—ROATNERD LD, [Security Cloud Control
=P —DNRAT—F 2 ANLET, ThbDaxy ROFlZRIRLET,

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]1$

a7 KT, seeshy N7 w7 A7 VTS NE2FLTLET,
[sdc@sdc-vm ~]$ /usr/local/cdo/toolkit/sec.sh setup

T FORBIZ, FIE4Ta—1L1ET— A N T v T —H B0 AHT T, Enter F—2 L ET,

Please copy the bootstrap data from Setup Secure Event Connector page of CDO:
KJHYFuYTFuIGhiJK1KnJHvHfgxTewrtwE
RtyFUiyIOHKNkJbKhvhgyRStwterTyufGUihoJpojP9UO0iUY8VHHGFXREWRtygfhVijhkOuihIuyftyXtfcghvjbkhB=
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Cisco Security Analytics and Logging |
. Terraform £ 21— )L % {& f L 7= AWS VPC £ T® Secure Event Connector D > X k—JL

SECHF L R—F 47 En5BE, secshlt. SECONNMAETF 2w 7T AH5A7 Y NEETLET, T
RCONNVAF =73 TIEH ] OBFAE. ~NAF 2o 73V TN AR e A Ry ba B EGLE
T, 2OV T A Xy ME,  Tsec-health-check] EWIHLFIORY o —& L TARY haIcFHREN

Running SEC healt tenant

SEC Events Plugin
SEC UDP sysleg serve
SEC TCP sysleg server i

SEC send sample even

£7,

BEIZRKR LT Z LR SEC DAY R —T 4 U WK LT L2 A v —V %2 R- 725613,
[Secure Event Connector 4> R —F 4 V' T D KNTFT TN a—T 407 ] LTI TEEN,

I A v —T %2 TR - 25A1E. [ 7 L 2 2D Secure Event Connector D &R (Deploy an ON-Premise
Secure Event Connector) | # A 727 ARy 7 A T[T (Done) %27 Vw7 LET, VM A A—T~D SEC
DA VA M—=VTFET TTS

RDBERY

ZDOFNEICE > T, SALSaaS DEREZFHAT L ET : ASAT /A R X 758 (SaaS)
ZEATD (154—Y)

BEE#R -
» Secure Device Connector @ k7 7 /L3 = — h
» Secure Event Connector ® N 7 7 /vy a—F 4 7
*SECHVR—=T AV ITRMD T TN a—=T 47

o SEC B D T TN a—TFT 4 T

Terraform > 21— JLZ{E A L = AWSVPC _E T Secure Event Connector
DA A =)L

1R BHHIIZ

s ZDH AT HIFATT HITIX, Security Cloud Control 77> kT SAL A NZT HLE N &H
DET, ZOEI v a v THE, SALTA BV ARG D Z LEFHRE LTHET, RVGEA
IZ. Cisco Security and Analytics Logging ® Logging and Troubleshooting 7 1 &> A &AL
£75

cHLWSEC A VA =L ENTWSZ EaMRLET, #H LV SEC 2Bk 512,
SDC {48~ 3 > ~® Secure Event Connector DA > A h—/)L (47 ~—) &L TLT?
W,
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FIE

&

ATy T2
ATvT3

ATy T4

ATy T5
ATv7T6

ATy T17

ATy T8

ATvT9
ATv 710

Terraform £ 21— )L % & L 7= AWS VPC L T Secure Event Connector D1 > X b—)L .

«SEC %A v A h—/L 3% & &%, Security Cloud Control 7— h A k7 v 75— % & SEC
T—=bPALNT T T =R T AEL TSN,

Terraform L 2 A k U @ [Secure Event Connector Terraform Module] (2588 L, FNEIZHE > T SEC Terraform
E Y 2 —/V% Terraform =— RIZBM L £ 7, https:/registry.terraform.io/modules/CiscoDevNet/cdo-sec/aws/
latest
Terraform 2 — RZ#H L 97,
instance id B L W sec fqan DT, BOTFIHTHLEIC/RS720, LTHAILTIEEN,

GE)
SEC D T 7NV a—T 4 > 7 %17 HIZIL, AWS Systems Manager Session Manager (SSM) Z £ L T
SEC A VA LV AIZHGET D MENH Y 97, SSM 2 LicA VA X U A~DEERE ORI DT
1Z. TAWS Systems Manager Session Manager | K& = X > hES LT EXV,

SSHZMEM L TSDCA » AZ  AZH T D72 ODR— M, EF =2V T4 LOBEBIZIVRFASHE
NEVS

ASA D SEC~Du 7 OFFEEEINTT HIT1E, Ek L7 SEC DFifHETF = — ZRE L, A7 v 73
OHNEFH L TROa~y REFEITLTY —7iEEZHIBRL 7,

rm -f /tmp/cert chain.pem && openssl s_client -showcerts -verify 5 -connect <FQDN>:10125 < /dev/null
| awk '/BEGIN CERTIFICATE/,/END CERTIFICATE/{ if (/BEGIN CERTIFICATE/) {a++};
out:"/tmp/cert_chain.pem"; if(a > 1) print >>out}'

/mmejMMpm@Wﬁ%ﬁUVfﬁ_Fﬂﬂf_LiTo
WoDa<wy REFEHALT, SECOIPT RLAZAELET,

nslookup <FQDN>

Security Cloud Control iZ2 7 > L, HILWETARNKRA > N 7 V=7 NOBMERLGLET, FEH
IZ2WTCIE,  [Addinga Trusted CA Certificate Object] ZZH L T 723, EM (Add) 127V v 27§
HHENZ, [Z DDA 72 = > (Other Options) | D [FEARFIFKIDOILEETCAT 7 72 AT 2% (Enable
CA flag in basic constraints extension) | F = v 7R v 7 A% A 7IZLTLTEIN,

LEAN (Add) 122 U v 2 L. Security Cloud Control | & » TA SN 7= CLI 2~ F& [FEHED A
A ;—/b (Install Certificate) ] X—TIZa b —L 7T, [+ &/ (Cancel) 127V v LET,

enrollment terminal D FIZ, THFA KT U v 7R — KD no ca-check Z1BM L E 9,

ASA 7 /34 A2 SSH ##i 3 5 7>, Security Cloud Control TASACLI A7 v a v #H LT, koa~vr
REFITLET,

DataCenterFW-1> en

PaSSWOrd: R R R R R R s

DataCenterFW-1# conf t

DataCenterFW-1 (config) # <paste your modified ASA CLIs here and press Enter>
DataCenterFW-1 (config) # wr mem
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. Cisco Security Analytics and Logging (SaaS) #RnEC 3=/ #kRT %

Building configuration...
Cryptochecksum: 6634£f35f 4c5137f1 abOc5cdc 9784bdb6

RDERY
SEC 2" AWSSSM Z i L T/ w hEZELTWVENE I D EHERTE £,
WD XD u S RFRENET,

time="2023-05-10T17:13:46.135018214Z" level=info
msg="[1p-10-100-5-19.ec2.internal] [util.go:67 plugin.createTickers:funcl] Events -
Processed - 6/s, Dropped - 0/s, Queue size - 0"

~ O

Cisco Security Analytics and Logging (SaaS) # 0O E < 3
—UVRRT S
Cisco Security Analytics and Logging (SaaS) D EF7 A & ZADAMMIRBGINT-54E. 90 H

FOWTHH B HY £, ZOMTHRPICAR T A 228l LIZGAIE, b—EARf
Wrs i E8 A,

FEHEFIC90 HHOMTHIRIARET 5 &, BEKOT —XITT X THEESNET, [
Fr ¥ 2 (EventLogging) ] X—Y71HASARFIDA XNV hAKRRTHZEH, XA Iy
I X T 4T 4 BT VT OEEGHTE ASA £TRIEXFID A XV b, BI PRy hT—2 7
0—F—XICHATHZ LB TERI AR £77,

Secure Event Connector O Hll &

24 . ZOFEICE Y. Secure Event Connector 7% Secure Device Connector 7> 5 HIFR S U E 37,
ZN&1T 9 & Secure Logging Analytics (SaaS) ZfEH TR 220 7, ZOEAEITTIZE
HTEHA, BB SFELDIHEX. 20T 7 v a & FEITT SR Security Cloud Control
PAR— b ETBHWEDbEL SN,

Secure Device Connector 7> 5 Secure Event Connector & HIFE9 521X, (RO 2 EEO T o+ 2%
FITLET,

1. Security Cloud Control 7> % @ SEC DHI|Fx,

2. SDC 75D SEC 7 7 A /L DHIER,

RIZET 5 Y% : Security Cloud Control 25 @ SEC OHIFR%Z AT L £3
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Security Cloud Control /5 @ SEC D&% .

Security Cloud Control 5 5 @ SEC O Allf&

1R BRI

Secure Event Connector DHIER (70 X—) &ML T 7Z 3V,

FIE

AT w71 Security Cloud Control {21 7' > L9,
RATv T2 EAOSA > TEE (Adminigration) [>[EFa2 73394 (SecureConnectors) | &R L E7,
ATY T3 T3, AHZ A7) [Secure Event Connector] DT Z B4R L 97,

2L

Secure Device Connector Z IR L7 K HITHEBE L TL &Y,

ATw T8 [77 a3 (Actions) 154 T, [HIBR (Remove) 127 Vv 7 LET,
ATy 75 [OK] %7V v 7 LCHERRLET,

RDERY
SDC /25D SEC 7 7 A /VDHIER (71 X—) IZERET,

SDC m 5 M SEC 7 7 1 JLDHIER

ZOIEA X, SDC 75 Secure Event Connector ZHIBRT 2 2 DDER 1B FINED 2 FHH D
B4y 9, BAtET S RIIC [Secure Event Connector OHIER (702—) | 2R LTI &V,

FIE

AT T B~ DA =N FEFE, SDC O Y — by va rZRIELET,
ATvF2 SDC 2 —H—civ BFEx E7,
[cdo@tenant toolkit]$sudo su sdc
ATYT3 Trr 7T ROWTANDOa~vy RE AN LET,
MBDOT S POHBEERL TWDLHE
[sdc@tenant toolkit]$ /usr/local/cdo/toolkit/sec.sh remove

cHEHOT U NEEETIHAIE. 7Y M OSEEAIC Security Cloud Control 2B L TL 72& WY,
WIZH 2R L ET,

[sdc@tenant toolkit]$ /usr/local/cdo/toolkit/sec.sh remove CDO_|[tenant name]
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. Cisco Secure Cloud Analytics R—% )LD TREY 3 =>4

ATy T84 SECT7 7 A NVOHIGREHEELET,

Cisco Secure Cloud Analytics R—%2 )LD TOEL 3 =>4

WES At 2R : Logging Analytics and Detection % 721 Total Network Analyticsand
Monitoring

Logging Analyticsand Detection 7 1 & - X F 7213 Total Network Analyticsand Monitoring 7 -
T AW L7284 . Secure Event Connector (SEC) % JEBH L TE%iE L7-1%. Secure Cloud
Analytics 78— 4 /L % Security Cloud Control 78— # /UIZ B# {1 T, Secure Cloud Analytics 7 7 —
FNeRRTOHMERDY ET, T4 RAZMAT D L. BEfFD Secure Cloud Analytics A8 — %
DB DHYE 1, Secure Cloud Analytics AR — % /L4 25 7E LT, 9 <IT Security Cloud Control
R—=FAZFEMT D ENTEET,

ZNLAN DA X, Security Cloud Control UI 7> 537 L\ Secure Cloud Analytics I8 — 4 /L% U 7
T A M TEET, Secure Cloud Analytics 77— MIFIDTT 7 BAFT5H &, A7 LT Secure
Cloud Analytics IR —Z NV EFRT HX—VUNERINET, TOR—FNVEERTH2—H—
WZIE, R—F VOEHERHERDF 5 INET,

FIE

AT9 T EMORA T, [9% (Analytics) ]>[Cisco Secure Cloud Analytics) #7 VU v 27 L, #HiLWT 4> KU T
Cisco Secure Cloud Analytics ® Ul #Bi & £,

RATw T2 [k T A T VEBLh (Start Free Trial) ] %2 U » 27 LC, Secure Cloud Analytics " —% /L% 7 n b=
=7 L. Security Cloud Control 78— & /L{ZBEE#fHF F£ 5,

GE)
=B NEHR L, TR a = TICERRID DD GE603H 0 77,

KOFMEICHETETIC, R—F LR TrEYa =0 7S8R TSI EEHRL T EEN,

1. Efo~A T, 4% (Analytics) ]>[CiscoSecureCloud Analytics] #27 U v 27 L, L
VN7 ¢ > K7 C Cisco Secure Cloud Analytics @ Ul % B & 9,

2. WROBERBEDRHY £,

» Secure Cloud Analytics 78— 4 /L % B3Rk L?LJB OO, FER—EZNDTavrya=r
HTHDLIENVATAIIRRINTNDIEEIE., LI HFoThb, BT 77—
bm@77ﬁx%nﬁ??bf<ﬁ_éb\o

« Secure Cloud Analytics " —Z /LN 7 B EY 3 = FEALOLEIX, [2—F—4
(Username) ] & [/XA U — K (Password) | &# AJJL., [+ > (Signin) ] %7
Vv 7 LET,
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Cisco Secure Cloud Analytics TOD+t Y —®DIEE M & Security Cloud Control #i& X 7T—4% A DFER

\)

(¥  EHEFo—Y—IL. Secure Cloud Analytis IN— X LINTT B 7> b EAERKRT D X 9 Il = —
P—%PHFTEET, FHMIZ OV TIE, Security Cloud Control C Cisco Secure Cloud Analytics 7
T— b eFRTD (153—0) 2B2RLTIESN,

RDBARY

« LoggingAnalyticsand Detection 7 1 £ A ZMEA L7256, BREIZTE T LTWET, Secure
Cloud Analytics A8 — % /L Ul 2> & Security Cloud Control 55 D AT — & 20k U — D IEH
YD AT — 2 A% KT D8E1L.  [Cisco Secure Cloud Analytics TO & > — D EFMEE
Security Cloud Control fi 5 A 7 —# ZADHfEgs (73 X—) | TiEMESRL T 7E S0,
Secure Cloud Analytics " —# /L CT7 7 — M & #ET 555G 1%, [Security Cloud Control T
Cisco Secure Cloud Analytics 7 7 — h & RKR-T 25 (153—2) | BIR 774 T 74—
WA Ry MNZHESLST 77— b 22 LTI EEW,

Total Network Analyticsand Monitoring 7 1 &> A& L7241, 1 DL ED Secure
Cloud Analytics >V —%2NE x>y NIV —ZIZEHALT, Xy NV — T7u—T—4% %7
FURNIELET, 77U RN—ZADXy NU—27 7n—7 =2 ZBHT 55813, 7
1 —7 — & % Secure Cloud Analytics [IZJT K 5127 707 RR—2OBEMZHELET, i
HZDOWTIE, ARy N =7 B LNV ER—T 4 > 7 DTz ® Cisco Secure
Cloud Analytics &> % — DR (74 X—) 2R LT ZI0,

Cisco Secure Cloud Analytics TOt VY —NDIEEH &
Security Cloud Control & X 7— % X DHEEE

Sensor Status

WERS At 2R : Logging Analytics and Detection = 7= 13 Total Network Analytics and
Monitoring

Cisco Secure Cloud Analytics Web Ul Ti&, [ —U &k (Sensor List) ] ~X—3 T Security
Cloud Control #tf5 A7 —# A LREW H & Y —ZEd T& £9, Security Cloud Control #65
1T, BEAEY OB A X b —TF, StelathwatchCloud D A A > A =2 —|Z1X, &
Y —DORERHRIEFES RS ET,

cFREDEDT A 2 () : TXTDOE L H—& Security Cloud Control (FXE STV 5
Bty) & OB SN TWET

cWEDEDT A 2 ()  —H oY — F72iE Security Cloud Control (FXE S 41T
WHGE) L OERPHL SN TR, 12U Lo P —RNELIHEKEINTWVETA

cFREDEDOT A2y @) FHESNTNDTRXTOE P — & Security Cloud Control (3%
EINTWDHER) L oAb THWET
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. BEWLERY FT—I DB IBELR—T 1« 2 DT8O Cisco Secure Cloud Analytics 2 > H— D R

> —F 721 Security Cloud Control #2582 & 12, fkEDT A 2 XD HEL SN TND T
EERL, REDOT A 2 3N KON TS Z 2R LET,

FIE

ZX 7w F1 1. Cisco Secure Cloud Analytics 75— % /L UI G, [FZE (Settings) ] (%) >[t o — (Sensors) ] ZJEI L
£7

ATv T2 [Br¥—U AL (SensorList) ] Zi&RLET,

BERLERY FIT—O0HBEUVLKR—T1 07D
@ Cisco Secure Cloud Analytics tz > —®D ERH

Secure Cloud Analytics & >4 — D E L ERH
WETE T4 X : Total Network Analyticsand Monitoring

Total Network Analyticsand Monitoring 7 A = > 2 & Bf& L T 5358013, Secure Cloud Analytics
R—HNVETaeya=r 7 Lk, ROZENRTEET,

AT VIARY T — 7Ij\ﬂl Secure Cloud Analytics £ > —ZEBH L, *v NUV—27 7
0—F = Z &GO HIr T U RIZETIIICRELET,

-7 n — T =X E T O 72912 Secure Cloud Analytics [ZJET L D127 T 7 RR_—ZADERH %
Fl /:E L/iﬁ‘o

Fy NI=IBRDT 7 AT U5 —/VISNEAR v MU =7 ARy NU =7 DRID N7 7 4 >
BT D IEMAUNEET S — 5T, Secure Cloud Analytics & > —1INE % >~ FU—27ND k
74y 7 IZETOERENELET,

)

GE)  FDM I Lk 2 %& P Cisco Secure Firewall Threat Defense /3 A A%, NetFlow 7 — & #JE+ X 9 I
WETEET, B —Z2EHT L& XX, A2 MEWA Security Cloud Control (23 & 9

- L

IR TE S LTV 5 FDM 12 & A& FiCisco Secure Firewall Threat Defense 7 /31 A 7> & D NetFlow
TR EET I I —ERE LRV TLIEEN,

T o —OREMATFIE & HELEFIEIZ DUV Cid, Secure Cloud Analytics Z>%—D A A b —/L A
A4 FZZRL T Z3N,

7 70 RR— R RO E FIE & HELEFIHIZ DU Ci, Secure Cloud Analytics X7V » 7 7 5
TRE=HFV T TA REZRLTIEIN,
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Security Cloud Control T Cisco Secure Cloud Analytics 7 5 — b #&RTR9 % .
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(F)  Secure Cloud Analytics " —# /L Ul CFRIEZ#GRL T, B h—& 7 77 F—REH A%
ETHILEHLTEET,

Secure Cloud Analytics DFEMIIZ DU Tld, Secure Cloud Analytics TEEFFH H A4 RE2SH LT
ZE,

RDFIE

+ [Security Cloud Control C Cisco Secure Cloud Analytics 77— & FR_T 25 (753—) |
(A ET,

Security Cloud Control T Cisco Secure Cloud Analytics 7 7 —
FERTT D

WHERS At R : Logging Analytics and Detection = 7- (3 Total Network Analytics and
M onitoring

[ X2 hrF 7 (BventLogging) | X—Y TV 7 AT U4 —/bA X NEMHERTEETH,
Security Cloud Control 78— %4 /L UI /> & Cisco Secure Cloud Analytics 7 7 — F Z #7895 Z &1
TEFEHA, [BEX=UT 10 (Security Analytics) ] A ==—47"3 3 > & L T Security
Cloud Control 7> Secure Cloud Analytics " —# V& ARE L, 77 A4 T 74—/ A X2 |
7 —# ($ X O [Total Network Analytics and Monitoring] Z 40 L CWAHAIEEX Y hU—7
Ta—7—%) POERSNET T — NERRTEET, [BX =2V T 408 (Security
Analytics) | A =2 —F 7T a ZiE, 12U EOY—7 70 =27 —=Z ZARFHNTWDGE,
AW TWD T —27 7 a—R7—H& AD Secure Cloud Analytics 7 7 — b DA RT /S URRR
SINET,

Security Analytics and Logging 7 -/ -z > 2 Zf# f§ L C Secure Cloud Analytics 77— M &£k L |
#1 L\ Secure Cloud Analytics IN—# L& 70 By g =27 L7=¥A1E. Security Cloud Control
\lZa 7 A > LTHh B, Cisco Security Cloud Sign On % f#i ] L C Secure Cloud Analytics % FH A2
F) L FJ, URL ZfH L T Secure Cloud Analytics IN— % JV|ZEEET 7 B AT HZ L T& &
7

FEHEIZ DWW TCTIX,  [Cisco Security Cloud Sign On| #ZM L T 72 &E 0,

Cisco Secure Cloud Analytics R— 2 ILANIZEMNT B & 51— —%BHF

EEC

Cisco Secure Cloud Analytics R—H# /D7 rEa =7 %1 7 T RX N BRPOT—HF—|Z
I%. Cisco Secure Cloud Analytics 78— Z /L DEFEHER B Y £5, £oO2—H—|%, fo21—
P—%EF A=V THEL TR —ZNVIZNIE LN TEET, ARSI ——i%,
Cisco Security Cloud Sign On D 1 7 A A £ > TWRWEE, HfFEA—LD Y 7 24/
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L CIERRCT& £9, =—¥—i%, Security Cloud Control 7>% Cisco Secure Cloud Analytics ~® 2/
o AFLEFIZ, Cisco Security Cloud Sign On D12 7/ A UEHREZHEH L T /A o T&E £,

B A —/LChLd = — % —% Cisco Secure Cloud Analytics 78— # /VIZHFFT 5121, RO TFIE
BIATLET,

FIE

AT w71 Cisco Secure Cloud Analytics IR— X /VIZEHE L LT s A LET,

ATv T2 [RE (Settings) |>[7H > FEE (Account Management) | >[1—H—&H (User Management) | %
WINLFET,

AT T3 [ETA—/V (Email) |7 KLAZADLET,
ATy 74 [ (nvite) 1227V v 7 LET,

Security Cloud Control 5> 5 Cisco Secure Cloud Analytics ZHHHE L E#T 5

Security Cloud Control 225 D8 X 2 U7 4 77— e RAT HITIFUL FEEITLET,

FIE

AT w71 Security Cloud Control R—#/Lizu 74 LET,
RAT9 T2 EMORA T, 924 (Analytics) ] > [Cisco Secure Cloud Analytics] % 3#R L %9,
AT w73 Secure Cloud Analytics 1 > % —7 = A AT [EAfl (Monitor) ]>[Alerts (77— k) JZ&RLEF, >

Cisco Secure Cloud Analytics E 34 X Vv O T oT 4T«
ETIVVY

WES At 2R : Logging Analytics and Detection % 721 Total Network Analyticsand
Monitoring

Secure Cloud Analytics [Z, A 7L IABIRNI T U RR—=2Dxy NV —V JRHEE=4%—
9% Software as a Service (SaaS) Y J=2—aTd, 77 AT T4 =LA MRy B
U= 70—F7—=2%&%ED, Xy NI—7 NI 74 v 71T OEREEECHOINET S Z
LITE-T, FI77 4 v 7 BT ABRNEMER S I, T 7 4 v 7 RE = HESNT
Ty NU—=J T 47 4 DOu—)LHBEIRIZER] S4LE$, Cisco Secure Cloud Analytics (3,
ZOEREMOEBA TV VxR (Talos 2 E) OY—RALMAGDOETHALTT 7—
AR LET, 20T 77— MI, RENICERDOH D FREMEN & SEIEOFEL ~ T EE5 %
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Cisco Secure Cloud Analytics £ 54 7399 ToT4 T4 ETUY .

R L $£ 7, Cisco Secure Cloud Analytics 1Z, ZO7 7 —h & & BT, Fy FT—7BIOR
A2 ROFEMEL WE L3 TH 2 MEREZRMIELET, Zoar 72 MERIZEY, 7
T AL TEEDOH 2MEDHEKN A RET 57200 LV ENTEERGONET,

FAFTIVI IUT4T4 ETIVYT

AT IvI 2T 474 BTV TR, 77 AT V4= NAXRS Ry NU—7 Tr—
T2 DOEESHT Z#FATTHZ LIcE D, xRy NU—7 OWREZEH L £9, Secure Cloud
Analytics D27 HF A MZEBWT, =27 47 4 L%, *y NU—7 EOFRA M= RARA
Y hEWoT ATHLPORKFINEM CE 5 DT, ¥4 T Iv I 2T 474 TV
ZE, Xy NU—F TRERFREIND DT T4 v 7 EFATENDT 7T 4 BT 4 IZHESNT, =
T AT 4T HIEREZINEE L £, LoggingAnalyticsand Detection 7 A > A LA Sz
Secure Cloud Analytics |Z, =27 4 7 A WBHEEET DL NT 74 v 7 DZA T HHRIT 572D
W2, 77 AT 04— AR MRZEOMD N T 7 4w 7 FERNLEISHT LN TEET,
Total Network Analyticsand Monitoring 7 1 &> A Zl§ A7 % & . Secure Cloud Analytics (3.
LT AT A N T T 4T DETIMEICNetFlow B L OEDOMD v T 7 ¢ v 7 1EREED D Z
EHLTEET, FT T AT A DEFTDOET NVEHEFFT 572D, Secure Cloud Analytics Tl
TUTATANIT 74w 7 BFELHT. GBI EoTIRRD N T 7 4 v 7 2RET D
RN L7, ZHODET A EZRAICERLET, ZOEHRI 5. Secure Cloud Analytics
WZBAF 235 L £ 9,

CTUT AT 4DV ZHIE, T 4T 4 BNREAT O 2 EORR T, & xE
TUT AT AN, —RICEF AN —AN=CEHEMTOND N T T 4 v I EREET DY
4. Secure Cloud Analytics (X, DT LT 4T 4 IZE A — /L — "—m—)L&2E Y 4T
FT. TUT AT AIFEROn N EFTTIHEND LD, n— VT 4T 4D
BIfRIZZ 3 1 THH RN H D £37,

s VT AT A DBEINE - ZHUX, Xy hV—2 ETOZUT 4T 4 OBEMEICET 5 EHE
GMBIP 7 RL AL D/N— hE— MERE, WO T 407 4 L ORI TR SN ) £ —
N7 A®R Y a7 ) TY, Security Cloud Control &35 &, 7747 U4 —
AR B ZNGOFEFELZIEGTE £7, Total Network Analyticsand Monitoring 7
A B ALEATHE, VAT LI NetFlow WO FEEZTEG L, 77 AT U —/bA XY
k& NetFlow Ot Fn BBRINAEZ AR T 52 &b T 9, BINAZARIZ, £h
ORRTHOOHEELZBAT-EREHELEEA, RN BERIL. T HOBHNE &
DT T — N ERORREMENH Y £1,

TI—hESH

7—/b, BHINE, BEXOZOMOERA TV ¥ = ADOMBA HHEIZHEE-S T Secure Cloud
Analytics N ERKT 27 7 — NI, IBIENREBROSH 2EEZ AT AL > Tilkpl S izt o
ELTRTFEANRERTT, 1 207 7— MPIEBOBMNE AR ITHERH L Z LICHEE
LTS, 77 AT U —NANRECHERE =T 47 4 ([CBET 2B O A~ b
0N CERET AHE. T — MR 1 OETICR B ARESENH Y 17,

FROBITE 2, B LOWNET S ZAOBRINET T Tid, IBENZREZ O H 5 EiEIIERK
INFEFTA, 72770, BEORBEEBIC, 2T A TAVBRAAS v aryia—T& T3
N T4 0 BEETLIES. VAT ATIIFDOZ T AT A RAAL Yy ay be—F o—
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B o7 79r—narsrizgs<T5—rER

ANRED Y TOENET, £D%, £OTT 4T 4 D, LARNCHEERE 2 fEAL L TV RV —

N~ DB AL L, BERR— 2L CREDOT —F 2k T5 L, VAT A, [H
LW KA EERE (U446)  (New Large Connection (External)) ] BHINA & B4k KA A 2 b
1 —% (Exceptional Domain Controller) | #lHINAZ v ZIZitdk LE T, T OANEH— —N
Talos 7+ v F U A MIEFRISNTWD O LB SNHE, 26T X TOFROMAE
HHIZ LY Secure Cloud Analytics 1XZ D7 7 4 OEAEICET 57 7 — a4k L, BEE
DI HENFA A L THHILT 5 LI LET,

Secure Cloud Analytics ® Web AR—# /L UL T7 7 — F &< & VAT LN T 7 — M &AL
f_ﬁlilkiiofb\é%ﬁ{ﬁﬂﬁﬁ%ﬁé ICEET, ZNODOBRINENG, B#ET LT 17 4
BT 2BMOayT7X AN (ZNOREELTE N T 74 v 7, INBEBA TV VA
FIFHFIREZRGA) 72 L) bHERTEXET, £/, =T 47 4 BERMEEFF > T =2 0fih
DBRINERT 7 — MR L7z b . ZOBERMUOBIENICERE O & 2 BTSN Tn

LHMEIDEHIMTH L TEET,

Secure Cloud Analytics T7 7 — F &3/~ L TP U %354, Secure Cloud Analytics Ul 2> 5 D k7
T4y I EFAERIEIT ey 7 TERNWIEICERLTEZN, TS RET 7T 47—
RTEBBELESEA, 77 AT U+—L T 78R aryha——I& +F7 4 v &iFm
FFIT ey 7T LEICHEHTOMERDY, 77 AT U4 — NNy TE— RTRERS
NTWEHEEE, 77 AT V4=V T 78R3y ha— L b—LEETHFTILERHY 7,

TJ7ATI94A—INARY MNMZEDILCT7TS— DER

WELS Mt X : Logging Analyticsand Detection & 7213 Total Network Analytics and
Monitoring

To5—rDT—- 70—

TI—hrDU— ﬁ7m X, ZORAT—FRZESWTERVET, VAT AICL->TT 77—
FBRERSNDEE, £DT 74V N AT —X A X [A—T (Open) | THY, —H—
%Déf%hiﬁ5077—F®#7) ERRTDHE, T 74N NTIEH, YEHEEDSLE
TRCOA—T 2 77— IRFRINET,

E: Total Network Analyticsand Monitoring 7 1 &> 2 &> T\ 554, 77— bid. NetFlow
MDOAERSNTBIFER, 77 AT U4 — A X2 PO ARINIZBHIFER, E3m 50
T =5 V—=AnbOBMFERICE SN TEKRTEET,

77— OV~ —ZERTLHEEE, I NU T =L LT, 7T — MIAT— X A%&EID Y
T, 27T L, BTN TEET, 74V File L mBERELMLEHL T, FFEDT
T—bFERBLED, SEIERAT—HADT T—rEFERLTED, SEIERhFITREY
W CkI G % BT ff_@?‘é’ EMTEEYS, 79— bDRAT—HF A|L[AX—A (Snoozed) ]
ICRETEET, ZOHA, TOT7 77— MNIAX =AW BT HETH—T T I7— D
U AR i@ﬂ“éﬂ’biﬁ}uo 77*]\75‘%[X5< X (Snoozed) | A7 —# A%HIFRL T, W
F—=T T T LTERREINDLIICTTHZEHTEET, 77 b AR DRI, &

NHOT7 77— et Da—%— Eﬁ’iti/XTAP“J@%IJ@:L*—*)‘ TEID B THZENTE
£79, 2—H%—iT. BHO—F -4 @é’(%h’(b\éﬂ”’\f@77—l\%‘f1‘ﬁ+féi
To
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TIT—= DV —=0b, TI— FOFEMR—VERRTEEST, ZOX—TUTIE, 207
T— FERAERSE, BT ERLBINEICET 2 EBMOa L TF A e 20T 77— MZ
BEHT DT 4 T AT HEMOa T A MR TEET, ZOFRIT, *y hT—
7 LOMEE & HIZHAE L CREDH 2 BEAIBTERICRIR T 5 72 DIC KB OME A FrE T 5
&S ET,

Security Cloud Control @ Secure Cloud Analytics Web 78— % /L UL IN° A% v 8T — 7 E Tl L T
WHEEIZ, BRLIEABRZHIATL2a A 2T I —MUETZ e TEEd, Zud, %
RSHTE DMAEDOTLER AT DT H E T,

SMMET LIZb, AT —H A% [Z7 1 —X (Closed) JWCHEHTEEI, 22k, T7 %
VTR A=T T 7= e LTERSNRLS DY ET, Bk KRB LD T2 5813, 7
H—=X 77— DAT—=FAEHEF =T NTHILLTETET,

ZITE FEDT T — b EWRAET 5 HEICET R TA RT A v EHERFHEZ R L E
7", Secure Cloud Analytics |37 7 — &2 v 725087 5 L ZIZEMD = 7% 2 RIS
2, ZoarFXEANESZRLLANOMELED L LR TEET,

INHOFNET, BEMELFIABENTHLZLEZBEMLIEbOTIEIHY A, ZHHITH
27 7 — FOREEFMGT 272D O el A 2 BT 5720 D b DT,

—HIS, WOTFNETT 7— M &R T £,

1. =77 I7—brDRIT— (79 3—2)

2. BTHMTDHEDICT 77— e ARX—XF2% (80 <—7)
3. FEMARREDTDDOT 7 — OEH (81 ~—)

4. 77— FOWMER EMEDRLM 81 N—)

T 4T 4 b a—Y—OFE (83 —)

o

6. Secure Cloud Analytics Z ] L CRIBEZ R T 25 (84 ~—2)

7. TI9—bOEHFLEIn—X (85X—)

F—FoFS5— D YT—
BB ORENRLELRGET, A—7 > T77— DN T—U%B{TWVET,

» Security Cloud Control 7> Secure Cloud Analytics ~OFH A EL#E) & 7 7 — R FRROFEHIIZ D
Wi, TSecurity Cloud Control C Cisco Secure Cloud Analytics 77— F & &9 5] 2%
LTS 7ZENY,

WOBERNZEZ T TEE W,
DT T— K EATEBREOEH NSO L LTHRELE L2h,
WBELEZ T DY TRy MIEWEEMEZRE LE L7eh,
« ZORFEREIETRY U= EOFH LW T 4T 4IZRDbDTT
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HFHTRHED-ODT 77— FOEH

77— N OFEME R A R LT,
FIE
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75— OB L REDRE
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NoHOBRINEN Y — AT T 4T 412k L CROBERZBR L 9,

TIT—= BT 7 AT T A R MIFESWTERINZSE, 774 T U+ —/LOREEN
TDTT—E DY —=ATHDHI LIV AT AIEHEINET A,
ZDI)—=RTUT 4T 4 D—FRGZENESC N Z — L BHRT D702, PR— SR TWHHE

HNEEZTRTERL, ZOT 7T 4T ANLOVEWR LY RO TH D ATREMENH 5
EOMEMERLET,

FIRDEE

1. 77— hOFMT, BIZ A TOMHLRET A2 (©) 227V v 7 LT, ZOXA
TORBINTZTRTCOBNNEER T LET,

2. [y NT—=T7OFTXTOHERPANE (All Observations for Network) ] DHEIZH D RKHIT A =
Y (®) Uy I LT, ZOTT—b DY —ATUT 4T 4 Dtk SNTBHNE A9
NTERLET,

Cisco Security Analytics and Logging .



Cisco Security Analytics and Logging |

B - rorzcmsoms

F IR D

ATYT1 77— FOFEMT, BUIZ A TORICHDRANT A2 (©) 27V v/ LT, ZDOXA T DS
TRTCOBRNEZ R R LET,

ATY T2 [Fy NT—7 DT RTOEMNE (All Observations for Network) | DREIZH D KENT A 2 (©) 27 U v
LT, ZOT 7= DY —=ALUT 4T f Dtk SNIZBIHINAE 2T~ TERRLET,

BRINBEIZX L CEBIMO ST 2 FZIT73T 55680F, VAR — SN TWABNINEZ 2~ X80
E77AVTHE D a—RLET,

« 77— hOFEMOD [ — F SN TV HEIHING  (Supporting Observations) ] <A T,
[CSV] &7 U > o LET,

BUINENS, VY —AZT 4T 4 DEENEZEOH ZEEZRL T D0 LES, vV —
AL UT 4T A DEBONRT T 4T 4 L OBHR AL L TWAHEIE, Tz 2T 4
T4 DM SO REMEZ RO E D (FR S OT TP OB EIEREFF-> TV 5
N, ZNHEDIPT RUAREI LY TRy LD EDTHDLNRE) R LET,

V=AU T AT ADIPT FUAEFIIRA MWD, V=AU T 47 4 [CBET 5B
AT (BELTWAAREMRS 50T T — FROBIRINE. T34 ZBKRICET 516
W, EELTWDEYy g NI T4 I DEATRE) 2R LET,

s T AT AICHET AT RTOT I — FEERRTHIZIE, IPT RVRAERITERA NLD
Kay7HZo G [77—8 (Alerts) | 3R L ET,

s 2T 4T AIIBEET AT R TOBRUANEZERRTHITIE, IPT FUVAELIIARA 4D
Ka w7 Z o mn [BHINE (Observations) | Z#INL £97,

c T AT B RERFT HIE, PT KL AR MO Fu Y TH T i
[T/34 2 (Device) | #EIRL 7,

CZDELT AT ATy ar VT T 4 v I ERRTDITIE, IPT RLAEIE
RARNGD Ry TXETonb [y a7 7 47 (Session Traffic) ] 2R L F
‘j‘o

cIPT7 FLAELIEFIFRA MEIE =TI, IPT RVAFEZIEIEA MO Ru vy 74
Tmb [ — (Copy) | BN L £,

Cisco Secure Cloud Analytics D Y — AT T 4T 41 LHIZF Yy MU= ORNEIZHY £9, =
DR, BB LTc T 4T 4 &L, Ry MU—27 ONERE 2IIAMBITH 2 v RetEns
b, TTAT I NAR DA = m—H P LI LTI,

BUINEN S, OB T 47 4 IZET 2 HRER N E T, HEEFREFEEL, W
N OHPNEEHRT — % 7213 Umbrella 7 — X I L > THEEDOOH DT 47 4 DFFE S
NOEMEIMEHRLET, ZNODOTZ T AT IR TERSNTZ N T 7 4 v 7 HRRL
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IVTAT4EA—F—DORE .

F 9, Talos. AbuselPDB., F721% Google IZZNHDTZT 4T 4 IZETAIERRHE0ED
NEHERLET, HEOBICDIEDIP T RLAEZRSTC, M= T4 T4 B3 %y RU—
I DT 4T 4 EWENL LT Z A T OR A R L E T, KBS U T, ZRHOWNE
TUT 4T 4 RO, BEELITER LAWEWEDIHLA H 50> 8 5 & Hl L9,

VAL T 4T A PG ESL LT AN T 4T A DIP T RLRAERIIARR M=
TXANEMRLET,
CIDIZUT AT ADRKIITD N T 7 4 v VIEREFRTHIZIE, IPT RLAEIIARA M
DRry XTGP T 7 427 (IP Traffic) ] ##IRLE7,
DT AT ADREDE Yy a L N T T 4 v ZIEREFRRTHITIE, IPT R RAER
IR A D Ry T Z T inb [ty ar b7 7 47 (SessionTraffic) ] %N L E
R

* AbuseIPDB ® Web A s b CZ D=7 47 4 IZHET 2 WM AR T DHIIE, IPT R
AFETNIHRA NGO Ry 7 X005 [AbuselPDB | #3R L £,

* Cisco Umbrella ® Web V1 F ETCZ DT 4 7 41T A ERE L RT DL, IPT K
VAEZIIARA RO Ka v 7 &7 75 [Cisco Umbrella] %38 L £ 9,

«Google TZDIP T RLAZMBETAHIZIE, IPT RLAELIFEA MO RKay 72y
M5 [GooglefZZ (Google Search) ] Z&3&IN L £7,

* Talos ® Web A ~ ETZOHHICEHT OEREZ ST HI21E, IPT FLAELFIARA b
4D Ry 7 X7 [Talos Intelligence] % E8R L £ 97,

DT AT AT F T U RANMIBMTHIZIE, IPT RLVAEIIHEA RO Fa v
THETUE [IPET 4T U A MIEM (AddIP to watchlist) | Z 3R L £,

CHIHOZDZ T 4T ADNT T4y 7 HRETHITIE, IPT RUAEIIIARA MO R
a2y TN (A OIPE R (Find IP on multiple days) ] Z3®R L £ 7,

s IP7 FLAFLIIARA MM EIE—T2120F, IPT RLRAEEITHRA MO R v 74
Trnb [ — (Copy) | ZBINL 9,

Cisco Secure Cloud Analytics Dt =27 4 7 41X, Wy NU—=7 DHHBICHY £, Z
DR, BERISE LI T 4T &R L, Xy NU—7 ONEE I2IZHANBIZH 5 Al
WRDD, 77AT VA= NAXRMDLVARCZIP EHIEL T EEW,

BRI T a3 A FEELET,

«[77— FOFERM (alertdetail) 1T, [ZD7 77— MIBAT 5= Ak (Comment on this
alert) ]2 AL, [2 A (Comment) %27 Vw7 LET,

IVTAT4EI—F—DORE
Cisco Secure Cloud Analytics " —# /LUl T7 7 — M &R LTEDL, V=AU T 474, D

TI7—=HMIBEBRLTWAHREREOH D2 —— BIXOZFOMOEE T 7 1k LT,
BMOREZEEFETTEET,
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. Secure Cloud Analytics Z %/ L TRIEZ#FRT 5

o V= AZUT AT ANy NI EDOEZ BN EZIEI T T FLE) ZHE0ERE
L. BETZ7EALET, 2O T 474007 774 VERDITET, TRNRR Y b
T—7 EOYBRT T 4T 4 THIHEEX. T AT 7 AL T 7 IEREHR L.
ZOBMEDJRK L 72> TWA S DIZHET HIERDBH L0 E ) D EHRLET, ZAE
TUTATATHIGEETIZZ 70 RIBRESNTWAEAIL, »7IlT7 7 8ALT,
ZOZT AT AIEET A= NI AR LET, RERB T A 2 KB I TV
REELT 2 1T 2O T, 7 ZRELE T,

CIUTATAERELET, AT T ELII T 4T 4 BIRICh At A e T
BNEI MBI L TLIEEN, T/ ZAOWPHIRETE GRS L - TEREN TV A
WUSB AT 4 w772 E) #&D, ML0DOEEDHLIEEND T2 E > EHERLE
7,

e Xy NI —7 Foa—Y—Fdxy NI —I 4D — = L 5B ERNHST=00E 97
PHERLET, ARETHNL, ME L W ohZa—F—Zahn T FEn, a—%F—
WZE:NRDZENTERWEEIL, T2~ —NRNT 7 2R EEF-> Wz tE2 b,
Eomb . ZOEMEEZRITRN (R SN EEB 0BT 2 aiZsNB T — " —I2 7 7 A
NET v Ta—RT578) PRELTENE I DEHERLET,

PERRICEAT 23 A FEELET,

«[77— bOFEAM (alertdetail) 1T, [ZD7 77— MIBT 5= Ak (Comment on this
alert) J#AJJL, [ A~ (Comment) |22V >27 LET,

Secure Cloud Analytics Z#{#F L THRIBEZERT 5

BEOHLLIEMMECL - TT 7= FBREELLEAIE, BEOHLIEIMEZEELET, RICHlz
RLET,

CEEOHLDLITZLUT AT AFE R =By VU= DEDOR T A RIS
X, 7794 T 0NN — VT AT U —NREREZEF LT, NSO T 4T 4
Frlda—YV =Ny U= T 78 A TERVWE I LET,

CTUT AT ADPREELRIFEEDOSHD AL NCT 7 B AR TZGEX, WEEZT D
TUT AT A ERRNT, VT2 T RRRNE I EHRLET, BEDOH S DNS UL
AV WRBDIGET, *y NI—7 Lot T 4T 4 BDEEEZITTNDENED
N, FRERY bRy O THLIZNEINEHWLET, Znnz—F—IZLHEX
THLIGEIE, 77 AT U4 NABREDT A M, ELRBEANHLNE I AL
FT, T AT A=V T AT U R EEEH LT, RAAL o ~DZNL
toT B2 EBBIELET,

TUT AT AMBEOT T 4T 4 BT INVOEEE BRI DEEEZ R L TV DA, BIE
OEFENRBERINIZbONE I &l LET, BEREINTZ O TRV, EHOH
ERxy NU—7 EOERINTZ2—F—IZHDNEIDERNET, *y NT—7 D4
HIZHDT T AT ADPBERLTVWDGERIE, 77 AT U4 — =T 7 AT Ut —
AR Z BOET L CREKEREMEIC L L E 7,
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75— toEgtsn—2 ||

s Mgt E o iT= s AT v A NERELIZGEIT, BEEZ T T 4T B EE LT
. ZNBICNy FEEH L THRIGEZHIRT 52>, 7747 74— VIR Z EH L TR
E77BAZIELET, Xy NU—27 Lo T ¢ 7 ¢ BRERICHEEZ %0 5 FlHE
WRHLNE I DEHWIL, ZN6DT T 4T AW CRIUEFHEIT Ny T 2wHLF
T, BRI CHETIMEE /I =7 A7 a A N EEIET 5 FEN WAL, 48T 5
H—ITEHE L, ZNOEEML T I,

N 2T HBRELEGEIX. =T 4T 4 EREEL Ce Ay =T EHIBRLET, VA
T NVT7ANBIRNAN T 2T AR FEHRL TRy NU—7 Lotz 7 4
TAPBERIZELINTWDENE IR L, =0T 47 4 2REBSIOEHRLT, =
DNV T 2T NIENLZEEBIELET, ZOA T 2T FHRITIO~LY =7 OFRRK L
Rl T 4T 4T ABERICL > TEXF a2 VT4 IFRAEFLTLEI N, 774
TIA—NDT I EAEEHB LR 7 AN~ LT 2T A— L EFH LT, %I D~IL
VT BRy NI =T IERT 505 FE T, HBEL D TRV —|[ZBAMLTLEE
A

cEEDOHLIEMEIC L > TT =2 NIRM LIEGE 1, Fr 3TN Y —RICEE S
T—2OWEEMERLET, RERT—XIRRIZET HHMBOREITE - T EW,

T AT T4 —NMEEETFHL T, 2OV —RAZLD5%OT —HIRRORRZ X F
7T

75— hOEHFEI/IOD—-X

FERERICHE SN TE I E2BIT 5,
F|i§

AT w71 Secure Cloud Analytics 78— % /LD Ul C, [Ef7 (Monitor) 1>[7 77— bk (Alerts) | Z&R L F9, >
RATvT2 Fay7Houint 1 2L EORT 8RR L ET,

AR R & AT SNTEIEEFIRA AT 2 &&a 2 v &R 5,
« T T7—RFOFEMT, TOFT—MZBETEarA 2 AL, [2A2 b (Comment) ]%
70 w7 LET,
T7I7—heru—XLT, GHESTENEI he~—2T 5,
1. 77— bOFEMMNS, [TT7—F2 270 —X (CloseAlert) 15227 U v 7 L%,

2. 77— FPAREST25AE 03 (Yes) 12, 77— FRAEATRPST2HEIX [V L
(No) 1Z@EIRLET, ZET 7— FREEOH 2WEICERT L8 5 02 TidZe <,
BIZT7 7= bR > TARTH AT ED e BERLET,

3. [#R1F (Save) 1227 U v 7 LET,
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B o-rorrEnzzET 3

RDERY
90—XL=75—+rEF—TF 5
Jua—X L7 7 — MIEET 2EMEREZ R LGE,. 232507 7 — MIBEHE Té o

xyk%ﬁm¢éﬁAi\%@77—k%ﬁfﬁwTXT ﬁX%M¢7//®WM]
FCTEXET, 20O%, LEISLTTI—bE2EE L, BINFAENE T Lf:%ﬁ&fﬁgjb?iﬁ“o

I —ALeT I— et —7rT5%

e I/ —A LT 7 — bOFEMING, [7T7— NaefA—7 (ReopenAlert) 1227V v 7 L
7,

75— bDBEIBENZEET S

WELS At X : Logging Analytics and Detection & 7213 Total Network Analytics and
Monitoring

T T —hNEATNNET 7 AN FOBERIEMARESNTWET, 2L, 20X TDOT F7—
NS D VAT AOBEMICRELET, 77— MOERIEMIX, YA TV
VABLOEDOMOERIZIESNT, K (low) ] E£721E [1@EF (normal) 1127 7 4/ MERE
SNFET, Xy NT—VREICESWT, BLOHLIFFEDT 7— haiild 272012, 7
T— A TOBRIENZEETLENTEET, 77— A TOERIEMIL, [
(low) 1. [#% (normal) ]. £721Z [ (high) JICHETE £,

«[E=%— (Monitor) 1>[75— bk (Alerts) | Z@&IRL £7°,

HEO RayrFxyrrA4ay (@) 27y 7L, [7T7— b OXA T EEEIRA (Alert
Types and Priorities) | Z 3R L £,

T T—NEAT DRI HDMRMEDT A2 (@) 27V v L, 1K (ow) 1. [
(medium) ], FE72IE[F (high) | 28R L CTEEIEN 22 E L ET,

FATARY MERTT D

[Z4 7 (Live) 14X bX—=E, AJILTaA R PR X T R=TUTOA X ORI
&74»5)/& \C—ET 5, B S00 DA Ry MRFREINET, [TA4 7 (Live) ]3—

IR KELTH D500 DA X hRERINTEY, SHIZERINDAXV FB3BEMEND
k‘ Security Cloud Control (3T D7 A 7 A X2 h&aRRL, ;b iEWIT A 74 X % [JERE
MMmmD]4NVb&—” TEEELET, ZHITED, TA4 T A2 b ORI 500 (ZHE
FanEd, ZoimFCE, NInEELET, 740 % 0 U THEEEZBIMLZWEGESIR, A
Ny M ERETH LD _&ﬁém_/v—/w o TAERESNIZERHT D500 DT A 7 A X b3
FTRTRRINET,

AR NDEALAZ LTI UTC THEREINET,
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FIE

5474~ roms—wEr |

FTATARY SPFERFN—FHEL TN, T4 NZ ) o T HEERZETT 5L, A
Ny MEEAZ VT S, WET v AREHSNET,

Security Cloud Control f X2 hE 2 —7 TT7 A 7 A X M &R RTHITIE, ROFIEEZFATL
iTO

ATY TN EMO_AS T, [y &OY (Events& Logs) 1 >[4 X2 b (Events) | ##IR L £,
AT T2 [FA47 (Live) | ¥ 7 %27V v LET,

RDERY
ROBFHEFRESR LT, ANV M FAEABLIO—REILT 5 HELHR L ET,
BEEIER

« TATARY NOFA/FREIE (87 RX—)

« JBEEA X2 FOER (88 X—)

e AR 2a—DHAX~A X (89 X—2)

DBAE/—FHFIE

TATARPORRY =7 TaE] Y Fg T-mgik) " c& g9, 7174
N2 M THAEH ] DA, Security Cloud Control (%, A XY hE 2 —7 TIREINTT 1V
AR =T A4 N MEZEIHIIR R LET, A XV PR —FEILSNTZSGE, 791474
Ry hOHAEBEBT 5 £ T, Security Cloud Control [X7 A 7 A X b =T 2 HH L EH A,

AR NOFAZET S &, Security Cloud Control 1%, X2 b DOFAZFHRH LIZFEND
FTATR=DIAN FOAN 2B LET, RELIEA N bRl THAESND Z 1ETH
D EHA

FTATAXRYFDARN) =X VT FAEIE—RFHEIE LT E 2 20 57, Security
Cloud Control 23%52{5 L7=$ _XTOA X & FRART 51X, [JBE (Historical) ]| # 7% 27 VU v
7 LET,

SA4TARNY FOBEH—HEL

A X2 N &K S s L CE s L=, Security Cloud Control [X, 7 A 7 A X2 DA KV —
VT E—RHEIE LIS E LTS 2B ELET, TORKRT, V2% 7Yy 27 LTI
ATARFDARNY) = T a I BITSoMGET 20, AN = 7 &FIET 5T &0
TEXET, MENTEEL, FATARXV DA NI = U7 2HBETEET,
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B ==z~ rozx

AR L ORIELHE

Secure Event Connector (SEC) 734 XY h%&5{5 LT/ 5 . Security Cloud Control 737 A 7 A X
VREa—TIAR MNEBRRTHETIZ, bTIDICENNELLGABH0 ET, T747
RV TREEHERTEXET, A XU MDHALRAZ T E, SECHA XY N EZ(E LEREZ
<7,

Events

T Q

Historical Live

Date/Time Event Type

%+ Waiting for matching events after(1:38:40 PM,
May 31, 2019(1:33:35 PM Connection

May 31, 2019 1:33:36 PM Connection

May 31, 2019 1:33:44 PM Connection

BEANY FORTR

[Z47 (Live) 1A Xy bX=J(2iE, ANLIEARY FuaX o /=Y TOA X hOHHR
ETANE Y I BT D, BHILS00 DA Ry R FRESNE T, HITO 500 X 0 Ao
A2 ML, [JERE (Historical) [ A XY b7 —7/WZHRE SN E T, ZOEEXIZIX, W1 0%
HLFET, TO®%, REFELETRTOARY F 2T 4 VZ YT LT, JELTWDHA XY b &
AOTJ5Z EMTEET,

JBIEA R P EFRRT DT, ROFIEEZFEITLET,
FIE

ATV T FESF—va v RUT[ARY RS (Events& Logs) [ >[4 X2k (Events) | ZiIR L £,

ATwv 72 [JBFE (Historic) 1 ¥ 7 %7V v 7 LEd, 7744 Tk, [JBFE (Historic) ] A X2 b7 —7 V%<
L. T IR E L FBUNICIRE SN A XU M ERRTDHEIICHEESNLTWET,

A X hDEMIL, Firepower Device Manager (FDM) & 7213 Adaptive Security Device Manager (ASDM) (2
Lo THEEND HD LIZEF L TY,

« Firepower Threat Defense 1 X2 N @D FERZ2FIIZ DU TiX,  [Cisco Firepower Threat Defense Syslog
Avt—U] ZBZRLTIZIN,

« ASA A X2 NEMEDOFEMIIZ DWW TIE,  [Cisco ASA Series Syslog Messages)] # 2B L T 72 &0,

. Cisco Security Analytics and Logging
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1A

4xvirea—onzav4Z |

RUVMELZ—DHAREIARX

[f X2 hr¥> 7 (BventLogging) | X—TICMAOLNTZETIX, ZOX—ULBEIL TK
TRoIZLEIHATHIMIRFSNET,

\}

GE)  FATANVDPERBEAN PE2—OREFFALETT, /XU FEa—%2VRAEIA AT

L BRI TA T a— LB a—DmFIZEASNET,

S DRRIFRT
FTATARY N EREA R FPOBGTDAR P E2a—2BR LT, HERQE2—IZ#EH S
w7

DI~y X —DHEGZHH ZENTEET, JNOHUZH LT 4 NFT A7
7 L. RN A @R CE TR U<, [#H (Apply) 127V v 7 LE,

1: 5D RTRAERT

U

Customize Table

[a

Device Type*

Event Type*

Sensor ID / Hostname*
Initiator IP*
Responder IP*
Responder Port*
Protocol*

Action®

Paolicy*

—

10 selected m

T ALY AT DHOIFIE, F7 A0 B TA Y R F—TARICEENET S, LT HHEIER
TEET.
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B zevo <o ro—n renBOREMST

F DR &80

TN MU ANMIEENTORNINESLITHRBEL, 74 74X FEREA XV MO
DAR P 2= BIMTEET, 7—TNETAFA ALTELL DIEEBEMTDHE, R
T A=< AMMEFTHAREMENR S HOTHEE LT EE, T —¥ OB % @it d 578
W, AT AFNOHITO T LI LT IESN,

FlFX, ARV DNORICHD [H T A2 %27V v LTERL, ERTROFIZRRLET,
ARV NERELEEZICERENDA XU N7 40—/ RO, XIS T 2504 L1382 5
LR OBANS D ZLIEELTLEEY, ARV FE2RELIZEEICEREND A X
74—V RExHGT 284 I BEA T 1t TEEPGE A <2 b7 ¢ —L K L4 o RE
i 22 LTSN,

B DAAEZ

AR N T =T NI EW_REZDZENTEET, FOHANZH DI T A NEZT A 3
7 Uv s L, BRULIEFIOY A NERRLET, KRIZ, Pl KT v 7T RRaey P LTH
LY BIEFIC N2 ET, oy AT A=a—0D) A DO—FECHDHIIN, A0 b
T—TNOERDFIE L TRREINET,

BEEER
AR PEF TR TDOAR NORRET 4V E Y T

» Security Analytics and Logging ™A > k@

BRI A N2 b4 —IL K EFZDBEESR T

Security Cloud Control [-f X2 h © ¥ 7" (BEventLogging) | X— T, {EEDA XV E2T U v
7 LCEMARBE L, BET 3T TOANRY M T 4 — L REFRTEXET, — DAk
74—V ROARNL, T HDT 4 —/L FOENFR IS Security Cloud Control A X2 &

Ea—T DF~y X —D4HTE B DGENHH 2 LIZER L TLES N, ROKRIZ, FI4 MR
7o D BRI D A R b7 4 — VK& BBICKT A A X h T 4 — L R EZ
NENDOING O Z R L E T,

R 1:EZBF#HARY b7 4 —IL KEXET % Security Cloud Control 51| %

Security Cloud Control 5|4 FIDARVETs—ILF
Date/Time Timestamp
[Detection Type] ClientAppDetector

Bk Sz a7 ¢ > —7VY > b (Encrypted Visibility EVE_Fingerprint
Fingerprint) ]

K55k S L7z I 7" 72 24, (Encrypted Visibility Process EVE_Process
Name) ]
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ARYFOXVTR—SOH 5 LORTELUERT |

Security Cloud Control 51| FIDARVET4—ILF

[ b Szt 7 o2 AD(EHE A 27 (Encrypted Visibility | EVE_ProcessConfidencePct
Process Confidence Score) ]

[ b S ALz AR B OIS FHEE (Encrypted Visibility Threat EVE_ThreatConfidencelndex
Confidence) ]

(K BAL 7= AAMEZ B OIEHE A =27 (Encrypted Visibility Threat | EVE_ThreatConfidencePct

Confidence Score) ]

MITRE MitreAttackGroups
NAT 2575 1P (NAT Source IP) NAT _InitiatorIP
NAT %f5 768 — ~  (NAT Source Port) NAT InitiatorPort
JL—)L T —F SnortRuleGroup

AR FAFXFUIR=DDH I LORTELVIERT

[ hr¥ 7 (EventLogging) ]~X— Ui, MR ASA B L OFDM (2 L 2 & HT N
A AH 5 Cisco Cloud (255 S 4172 ASA 35 L UVFTD Syslog £ X h & ASA NetFlow & % =
TAX hr¥ 7 (NSEL) A Xy hBRFERINET,

T NVTRRIERRV 4V oy FEFEH LT, [ X hr¥ 7 (EventLogging) ] S—
DINZRR LTV IFFRRIZ L2 TEET,

FIE

ATY TN EMORXSL T, [y &Y (Events& Logs) >[4 X2 kb (Events) | #84R L £,
ATFYT2 T—TNOFEETCAIZa— VL, T4 NETAar2%0) v 7 LET,
AT T3 FRTDHINOF 2w IRy 7 Atz L, ERICTIINOF = v 7Ry 7 A4 712 LET,

FIMFAOERREINDDIEFRRICSINDE T, BRTDHEICER LSBT o d A
LCWAD2—F— b FrREINET,

PITORIL, T4 FDF A~y X —ZOWTEHB L TWET,
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HSL~AyS

B

Date/Time

TN APA R M EAER LM, 77
WETIE, AR INEALDRE T e —T
WEA LY = TCERRSINET, AXVFD
B A LAE TR UTC TRAT DHITIE, A
VREADARBZ LT DEA DY = DIEF
(96 X—) ML T ZENY,

T, A X A7 (Device Type)

ASA (B X2 VT 4T T T4 7 L R)
FTD (Firepower Threat Defense)
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ARYFOXVTR—SOH 5 LORTELUERT |

ASL~AyE A

LR N HAT
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HSL~AyS

B

ZOBEEINZIE, UTFTOWTnEED D
EINTEET,

*FIDARY L24A4T

o #5%¢ (Connection) : 7 Z k&A= bk
0 — /L)L — LG DA N N &
FrRLET,

« 77 A/ (File) : 77&®A=ah
O — = DT7 7 AR —I|T
FoTHEEINTZARV MERRL
£

e Z A (Intrusion) : 727k Ax=z k
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THEESNTA R MEFETRLET,
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v hE— A A— DT =T R
el oTHESINTARNU M
FrRLET,

« ASAA X~ & A7 (ASA Event
Types) : THHDA XU NF AT,
syslog % 721 NetFlow A X kD 71—
THFLET, syslog ID F7-1% NetFlow
ID REENTND T —T OFEMIZ DU
Tt TASAA R bEAT] 25U
TLIEENY,

o fifMT ST A X (Parsed
Events) : fEHT S 17z syslog 1~ b
WZix, fthod syslog A X R LD H %
DAY MRHENEGEENTEY,
Security Cloud Control |Z %41 & D Jg& 1
WZHESWTREZEE R A L0 fulicix
TENTEET, TS A N
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Types) | FNZAHA TR RINET,
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+ % —1ID (Sensor ID)

TP —ID X, A~ ;% Secure Event
Connector [ZiEETHIP T RLATYT, Zh
I Li8% . Firepower Threat Defense ¥ 7213 ASA
DEBA L H—T A AT,

[ =3 =—% IP (Initiator IP) ]
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10.10.10.100 72 EOHE—D7 RL A F721%
10.10.10.0/24 72 £ @ CIDR it TR I NT-
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EventGroup EventGroupDefinition Syslog * vt—2 IDES (&
D 3 1)
aaa/auth o—EEE 109. 113
acl/session T8 AY A Na—P—+ | 106
va
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7 g
T Y N7 AT L h 77 AT (110, 220
7 g
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citrix Citrix 7 74 7> k 723
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EventGroup EventGroupDefinition Syslog * vt—C ID ES (B
D 3 #7)
ips RABE S 2T L 401, 420
ipvo IPv6 325
14tm Tuys YA R, FAUA 338
b, ZL—UZ ]
lic TS 444
mdm-proxy MDM & %3 802
nac Py hU—27 T RIvar|731, 732
oy ka—b
vpn/nap IKE & IPsec/* > hU—2 7 |713
TEARAL B
p %y hU—y Futyy |319
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passwd RAT — ROt 742
pp Phone Proxy 337
rip RIP V—T 4 v 107, 312
rm Resource Manager 321
sch Smart Call Home 120
session a—F vy ig 108, 201, 202, 204, 302,
303, 304, 314, 405, 406,
407, 500, 502, 607, 608,
609, 616, 620, 703, 710
session/natpat a—W—+t v g /NATFE X |305
N PAT
snmp SNMP 212
ssafe ScanSafe 775
ssl/np ssl SSL A %+ 77 /NP SSL 725
sve SSLVPN 7 A 7 | 722
sys VAT A 199, 211, 214, 216, 306,
307, 315, 414, 604, 605,
606, 610, 612, 614, 615,
701, 711, 741
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EventGroup EventGroupDefinition Syslog * vt—C ID B (B
#D 3 #1)
ucime UC-IME 339
tag-switching =R KT AL v F T |T79
td BB 733
vm VLAN = > B> 7 730
vpdn PPTP 5 L OVL2TP & v 273 27| 213, 403, 603
vpn IKE ¥ L M IPsec 316, 320, 402, 404. 501,
602, 702, 713, 714, 715
vpne VPN 7 A4 7 >k 611
vpnfo VPN 7 = — )L F— 3 — 720
vpnlb VPN 2— K NRNZ 7 718
vxlan VXLAN 778
webfo WebVPN 7 = — /L4 —s3— | 721
webvpn WebVPN %5 L U8 AnyConnect 7 | 716
747 b
session/natpat Z—H—t v 3 /NATE L |305
N PAT

Syslog 1 ~ > 0 EventName &%

—H D syslog £ X MZiX, BINOEM: [EventName| 23% 0 £7, BIEAEO T T7 414
WERS 25 Z L2 LY | EventName JBMEZEH L TA XU b T —TNE T 4 VAMBLL, AR
FNEROTFHZENTEET, 22X, [ X haXx 7 (BEventLogging) |7 — 7 VDR
&7 4 —/L NIZ TEventName:" Denied IP Packet" | & AJj9° % Z & C, [Denied IP packet] @
ARV NETANE) T TEET,

SYydog AR R ID EARY FEDT—T L
« AAA Syslog /X2 N ID & A X+ 4

ARy hxv bk Syslog A X FID &4 X2

o 7 = — LA —/3=Syslog £ X D & AR M4

« 77 AT 74—/ Syslog £ X2 R ID & AR b4

T 7 AT TA = T T 47 Syslog A X FMID &AM

cTATUT AT 4 N=AT7 AT U —/LSyslog £ X D &AM

« IPSec Syslog £ X R ID & A X b4
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« NAT Syslog A X> h ID & A X b4

« SSL VPN Syslog 1 X2 h ID & A X b4

AAA Sysog f R R ID EA R R4
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EventID EventName

109001 AAA Begin

109002 AAA Failed

109003 AAA Server Failed

109005 Authentication Success

109006 ARRIELT P

109007 Authorization Success

109008 [FFAIZ 9B U £ L7= (Authorization
Failed) |

109010 AAA Pending

109011 AAA Session Started

109012 AAA Session Ended

109013 AAA

109014 AAA Failed

109016 AAA ACL not found

109017 AAA Limit Reach

109018 AAA ACL Empty

109019 AAA ACL error

109020 AAA ACL error

109021 AAA error

109022 AAA HTTP limit reached

109023 AAA auth required

109024 ez efr L E L7z (Authorization
Failed) |

109025 [FFaMlcdeBr LU E L7~ (Authorization
Failed) |
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Syslog ¥ X2 kO EventName 1t .

EventID EventName

109026 AAA error

109027 AAA Server error
109028 AAA Bypassed
109029 AAA ACL error
109030 AAA ACL error
109031 FRRIEIZ A RL

109032 AAA ACL error
109033 FRREI SRR

109034 ARREIZ R

109035 AAA Limit Reach
113001 AAA Session limit reach
113003 AAA overridden
113004 AAA Successful
113005 Authorization Rejected
113006 AAA user locked
113007 AAA User unlocked
113008 AAA successful
113009 AAA retrieved

113010 AAA Challenge received
113011 AAA retrieved

113012 SRR )

113013 AAA error

113014 AAA error

113015 WA EHT

113016 AAA Rejected

113017 AAA Rejected

113018 AAA ACL error
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EventID EventName

113019 AAA Disconnected
113020 AAA error

113021 AAA Logging Fail
113022 AAA Failed

113023 AAA reactivated

113024 AAA Client certification
113025 AAA Authentication fail
113026 AAA error

113027 AAA error

Ry bRy b SysdogA R M ID EARY M4

EventiD EventName

338001 Botnet Source Block List
338002 Botnet Destination Block List
338003 Botnet Source Block List
338004 Botnet Destination Block List
338101 Botnet Source Allow List
338102 Botnet destination Allow List
338202 Botnet destination Grey
338203 Botnet Source Grey

338204 Botnet Destination Grey
338301 Botnet DNS Intercepted
338302 Botnet DNS

338303 Botnet DNS

338304 Botnet Download successful
338305 Botnet Download failed
338306 Botnet Authentication failed
338307 Botnet Decrypt failed
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Syslog ¥ X2 kO EventName 1t .

EventID EventName

338308 Botnet Client

338309 Botnet Client

338310 Botnet dyn filter failed
TJx—I)LA—/N\—Sydog A/ RV L IDEARY 4

EventID EventName

101001 Failover Cable OK

101002 Failover Cable BAD

101003 Failover Cable not connected
101004 Failover Cable not connected
101005 Failover Cable reading error
102001 Failover Power failure
103001 No response from failover mate
103002 Failover mate interface OK
103003 Failover mate interface BAD
103004 Failover mate reports failure
103005 Failover mate reports self failure
103006 Failover version incompatible
103007 Failover version difference
104001 Failover role switch

104002 Failover role switch

104003 Failover unit failed

104004 Failover unit OK

106100 Permit/Denied by ACL
210001 Stateful Failover error
210002 Stateful Failover error

210003 Stateful Failover error
210005 Stateful Failover error
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EventID EventName

210006 Stateful Failover error

210007 Stateful Failover error

210008 Stateful Failover error

210010 Stateful Failover error

210020 Stateful Failover error

210021 Stateful Failover error

210022 Stateful Failover error

311001 Stateful Failover update
311002 Stateful Failover update
311003 Stateful Failover update
311004 Stateful Failover update
418001 Denied Packet to Management
709001 Failover replication error
709002 Failover replication error
709003 Failover replication start
709004 Failover replication complete
709005 Failover receive replication start
709006 Failover receive replication complete
709007 Failover replication failure
710003 Denied access to Device
T7AT 74— ILEB SydogA N MID EA RV B

EventID EventName

106001 Denied by Security Policy
106002 Outbound Deny

106006 Denied by Security Policy
106007 Denied Inbound UDP

106008 Denied by Security Policy
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Syslog ¥ X2 kO EventName 1t .

EventID EventName

106010 Denied by Security Policy

106011 Denied Inbound

106012 Denied due to Bad IP option

106013 Dropped Ping to PAT IP

106014 Denied Inbound ICMP

106015 Denied by Security Policy

106016 Denied IP Spoof

106017 Denied due to Land Attack

106018 Denied outbound ICMP

106020 Denied IP Packet

106021 Denied TCP

106022 Denied Spoof packet

106023 Denied IP Packet

106025 Dropped Packet failed to Detect context
106026 Dropped Packet failed to Detect context
106027 Dropped Packet failed to Detect context
106100 Permit/Denied by ACL

418001 Denied Packet to Management

710003 Denied access to Device
T7AT724—IL 53T 499 SydogA XU MIDEARU LA

EventlD EventName

108001 Inspect SMTP

108002 Inspect SMTP

108003 Inspect ESMTP Dropped

108004 Inspect ESMTP

108005 Inspect ESMTP

108006 Inspect ESMTP Violation
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EventID EventName

108007 Inspect ESMTP

110002 No Router found

110003 Failed to Find Next hop
209003 Fragment Limit Reach
209004 Fragment invalid Length
209005 Fragment IP discard
302003 H245 Connection Start
302004 H323 Connection start
302009 Restart TCP

302010 Connection USAGE
302012 H225 CALL SIGNAL CONN
302013 Built TCP

302014 Teardown TCP

302015 Built UDP

302016 Teardown UDP

302017 Built GRE

302018 Teardown GRE

302019 H323 Failed

302020 Built ICMP

302021 Teardown ICMP
302022 Built TCP Stub

302023 Teardown TCP Stub
302024 Built UDP Stub

302025 Teardown UDP Stub
302026 Built ICMP Stub
302027 Teardown ICMP Stub
302033 Connection H323
302034 H323 Connection Failed
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Syslog ¥ X2 kO EventName 1t .

EventID EventName

302035 Built SCTP

302036 Teardown SCTP

303002 FTP file download/upload

303003 Inspect FTP Dropped

303004 Inspect FTP Dropped

303005 Inspect FTP reset

313001 ICMP Denied

313004 ICMP Drop

313005 ICMP Error Msg Drop

313008 ICMP ipv6 Denied

324000 GTP Pkt Drop

324001 GTP Pkt Error

324002 A =T7—

324003 GTP Pkt Drop

324004 GTP Version Not Supported

324005 GTP Tunnel Failed

324006 GTP Tunnel Failed

324007 GTP Tunnel Failed

337001 Phone Proxy SRTP Failed

337002 Phone Proxy SRTP Failed

337003 Phone Proxy SRTP Auth Fail

337004 Phone Proxy SRTP Auth Fail

337005 Phone Proxy SRTP no Media Session
337006 Phone Proxy TFTP Unable to Create File
337007 Phone Proxy TFTP Unable to Find File
337008 Phone Proxy Call Failed

337009 Phone Proxy Unable to Create Phone Entry
400000 IPS IP options-Bad Option List
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EventID EventName

400001 IPS IP options-Record Packet Route
400002 IPS IP options-Timestamp

400003 IPS IP options-Security

400004 IPS IP options-Loose Source Route
400005 IPS IP options-SATNET ID

400006 IPS IP options-Strict Source Route
400007 IPS IP Fragment Attack

400008 IPS IP Impossible Packet

400009 IPS IP Fragments Overlap

400010 IPS ICMP Echo Reply

400011 IPS ICMP Host Unreachable
400012 IPS ICMP Source Quench

400013 IPS ICMP Redirect

400014 IPS ICMP Echo Request

400015 IPS ICMP Time Exceeded for a Datagram
400017 IPS ICMP Timestamp Request
400018 IPS ICMP Timestamp Reply
400019 IPS ICMP Information Request
400020 IPS ICMP Information Reply
400021 IPS ICMP Address Mask Request
400022 IPS ICMP Address Mask Reply
400023 IPS Fragmented ICMP Traffic
400024 IPS Large ICMP Traffic

400025 IPS Ping of Death Attack

400026 IPS TCP NULL flags

400027 IPS TCP SYN+FIN flags

400028 IPS TCP FIN only flags

400029 IPS FTP Improper Address Specified
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Syslog ¥ X2 kO EventName 1t .

EventID EventName

400030 IPS FTP Improper Port Specified
400031 IPS UDP Bomb attack

400032 IPS UDP Snork attack

400033 IPS UDP Chargen DoS attack
400034 IPS DNS HINFO Request

400035 IPS DNS Zone Transfer

400036 IPS DNS Zone Transfer from High Port
400037 IPS DNS Request for All Records
400038 IPS RPC Port Registration

400039 IPS RPC Port Unregistration
400040 IPS RPC Dump

400041 IPS Proxied RPC Request

400042 IPS YP server Portmap Request
400043 IPS YP bind Portmap Request
400044 IPS YP password Portmap Request
400045 IPS YP update Portmap Request
400046 IPS YP transfer Portmap Request
400047 IPS Mount Portmap Request
400048 IPS Remote execution Portmap Request
400049 IPS Remote execution Attempt
400050 IPS Statd Buffer Overflow

406001 Inspect FTP Dropped

406002 Inspect FTP Dropped

407001 Host Limit Reach

407002 Embryonic limit Reached

407003 Established limit Reached

415001 Inspect Http Header Field Count
415002 Inspect Http Header Field Length
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EventID EventName

415003 Inspect Http body Length
415004 Inspect Http content-type
415005 Inspect Http URL length
4150006 Inspect Http URL Match
415007 Inspect Http Body Match
415008 Inspect Http Header match
415009 Inspect Http Method match
415010 Inspect transfer encode match
415011 Inspect Http Protocol Violation
415012 Inspect Http Content-type
415013 Inspect Http Malformed
415014 Inspect Http Mime-Type
415015 Inspect Http Transfer-encoding
415016 Inspect Http Unanswered
415017 Inspect Http Argument match
415018 Inspect Http Header length
415019 Inspect Http status Matched
415020 Inspect Http non-ASCII
416001 Inspect SNMP dropped
419001 Dropped packet

419002 Duplicate TCP SYN

419003 Packet modified

424001 Denied Packet

424002 Dropped Packet

431001 Dropped RTP

431002 Dropped RTCP

500001 Inspect ActiveX

500002 Inspect Java

. Cisco Security Analytics and Logging



| Cisco Security Analytics and Logging

Syslog ¥ X2 kO EventName 1t .

EventID EventName

500003 Inspect TCP Header

500004 Inspect TCP Header

500005 Inspect Connection Terminated
508001 Inspect DCERPC Dropped
508002 Inspect DCERPC Dropped
509001 Prevented No Forward Cmd
607001 Inspect SIP

607002 Inspect SIP

607003 Inspect SIP

608001 Inspect Skinny

608002 Inspect Skinny dropped
608003 Inspect Skinny dropped
608004 Inspect Skinny dropped
608005 Inspect Skinny dropped
609001 Built Local-Host

609002 Teardown Local Host
703001 H225 Unsupported Version
703002 H225 Connection

726001 Inspect Instant Message
TATUTATA R=RIT7AT I+ =)L Sydog A R b ID EA RV L4
EventlD EventName

746001 Import started

746002 Import complete

746003 Import failed

746004 Exceed user group limit
746005 AD Agent down

746006 AD Agent out of sync
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EventID EventName

746007 Netbios response failed
746008 Netbios started

746009 Netbios stopped

746010 Import user failed

746011 Exceed user limit

746012 User IP add

746013 User IP delete

746014 FQDN Obsolete

746015 FQDN resolved

746016 DNS lookup failed

746017 Import user issued

746018 Import user done

746019 Update AD Agent failed
IPSec Syslog f R M ID EA RV L4

EventID EventName

402114 Invalid SPI received

402115 Unexpected protocol received
402116 Packet doesn't match identity
402117 Non-IPSEC packet received
402118 Invalid fragment offset
402119 Anti-Replay check failure
402120 Authentication failure (FERIEHRHL)
402121 Packet dropped

426101 cLACP Port Bundle

426102 cLACP Port Standby

426103 cLACP Port Moved To Bundle From Standby
426104 cLACP Port Unbundled
602103 Path MTU updated

602104 Path MTU exceeded
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EventID EventName

602303 New SA created

602304 SA deleted

702305 SA expiration - Sequence rollover
702307 SA expiration - Data rollover

NAT Syslog A RV M ID EA RNV 4

EventID EventName

201002 Max connection Exceeded for host
201003 Embryonic limit exceed

201004 UDP connection limit exceed
201005 FTP connection failed

201006 RCMD connection failed

201008 New connection Disallowed

201009 Connection Limit exceed

201010 Embryonic Connection limit exceeded
201011 Pt il FR oDk 1

201012 Per-client embryonic connection limit exceeded
201013 Per-client connection limit exceeded
202001 Global NAT exhausted

202005 Embryonic connection error

202011 Connection limit exceeded

305005 No NAT group found

305006 Translation failed

305007 Connection dropped

305008 NAT allocation issue

305009 NAT Created

305010 NAT teardown

305011 PAT created

305012 PAT teardown

305013 Connection denied

SSL VPN Syslogf AU R ID &4 Ry b4
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EventID EventName

716001 WebVPN Session Started
716002 WebVPN Session Terminated
716003 WebVPN User URL access
716004 WebVPN User URL access denied
716005 WebVPN ACL error

716006 WebVPN User Disabled
716007 WebVPN Unable to Create
716008 WebVPN Debug

716009 WebVPN ACL error

716010 WebVPN User access network
716011 WebVPN User access

716012 WebVPN User Directory access
716013 WebVPN User file access
716014 WebVPN User file access
716015 WebVPN User file access
716016 WebVPN User file access
716017 WebVPN User file access
716018 WebVPN User file access
716019 WebVPN User file access
716020 WebVPN User file access
716021 WebVPN user access file denied
716022 WebVPN Unable to connect proxy
716023 WebVPN session limit reached
716024 WebVPN User access error
716025 WebVPN User access error
716026 WebVPN User access error
716027 WebVPN User access error
716028 WebVPN User access error
716029 WebVPN User access error
716030 WebVPN User access error
716031 WebVPN User access error
716032 WebVPN User access error
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Syslog ¥ X2 kO EventName 1t .

EventID EventName

716033 WebVPN User access error

716034 WebVPN User access error

716035 WebVPN User access error

716036 WebVPN User login successful
716037 WebVPN User login failed

716038 WebVPN User Authentication Successful
716039 WebVPN User Authentication Rejected
716040 WebVPN User logging denied
716041 WebVPN ACL hit count

716042 WebVPN ACL hit

716043 WebVPN Port forwarding

716044 WebVPN Bad Parameter

716045 WebVPN Invalid Parameter

716046 WebVPN connection terminated
716047 WebVPN ACL usage

716048 WebVPN memory issue

716049 WebVPN Empty SVC ACL

716050 WebVPN ACL error

716051 WebVPN ACL error

716052 WebVPN Session Terminated
716053 WebVPN SSO Server added

716054 WebVPN SSO Server deleted
716055 WebVPN Authentication Successful
716056 WebVPN Authentication Failed
716057 WebVPN Session terminated

716058 WebVPN Session lost

716059 WebVPN Session resumed

716060 WebVPN Session Terminated
722001 WebVPN SVC Connect request error
722002 WebVPN SVC Connect request error
722003 WebVPN SVC Connect request error
722004 WebVPN SVC Connect request error
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EventID EventName

722005 WebVPN SVC Connect update issue
722006 WebVPN SVC Invalid address
722007 WebVPN SVC Message

722008 WebVPN SVC Message

722009 WebVPN SVC Message

722010 WebVPN SVC Message

722011 WebVPN SVC Message

722012 WebVPN SVC Message

722013 WebVPN SVC Message

722014 WebVPN SVC Message

722015 WebVPN SVC invalid frame

722016 WebVPN SVC invalid frame

722017 WebVPN SVC invalid frame

722018 WebVPN SVC invalid frame

722019 WebVPN SVC Not Enough Data
722020 WebVPN SVC no address

722021 WebVPN Memory issue

722022 WebVPN SVC connection established
722023 WebVPN SVC connection terminated
722024 WebVPN Compression Enabled
722025 WebVPN Compression Disabled
722026 WebVPN Compression reset

722027 WebVPN Decompression reset
722028 WebVPN Connection Closed

722029 WebVPN SVC Session terminated
722030 WebVPN SVC Session terminated
722031 WebVPN SVC Session terminated
722032 WebVPN SVC connection Replacement
722033 WebVPN SVC Connection established
722034 WebVPN SVC New connection
722035 WebVPN Received Large packet
722036 WebVPN transmitting Large packet
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Syslog ¥ X2 kO EventName 1t .

EventID EventName

722037 WebVPN SVC connection closed
722038 WebVPN SVC session terminated
722039 WebVPN SVC invalid ACL
722040 WebVPN SVC invalid ACL
722041 WebVPN SVC IPv6 not available
722042 WebVPN invalid protocol

722043 WebVPN DTLS disabled

722044 WebVPN unable to request address
722045 WebVPN Connection terminated
722046 WebVPN Session terminated
722047 WebVPN Tunnel terminated
722048 WebVPN Tunnel terminated
722049 WebVPN Session terminated
722050 WebVPN Session terminated
722051 WebVPN address assigned

722053 WebVPN Unknown client

723001 WebVPN Citrix connection Up
723002 WebVPN Citrix connection Down
723003 WebVPN Citrix no memory issue
723004 WebVPN Citrix bad flow control
723005 WebVPN Citrix no channel
723006 WebVPN Citrix SOCKS error
723007 WebVPN Citrix connection list broken
723008 WebVPN Citrix invalid SOCKS
723009 WebVPN Citrix invalid connection
723010 WebVPN Citrix invalid connection
723011 WebVPN citrix Bad SOCKS
723012 WebVPN Citrix Bad SOCKS
723013 WebVPN Citrix invalid connection
723014 WebVPN Citrix connected to Server
724001 WebVPN Session not allowed
724002 WebVPN Session terminated
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B svsioo <> rommEE

EventID EventName

724003 WebVPN CSD

724004 WebVPN CSD

725001 SSL handshake Started

725002 SSL Handshake completed
725003 SSL Client session resume
725004 SSL Client request Authentication
725005 SSL Server request authentication
725006 SSL Handshake failed

725007 SSL Session terminated

725008 SSL Client Cipher

725009 SSL Server Cipher

725010 SSL Cipher

725011 SSL Device choose Cipher
725012 SSL Device choose Cipher
725013 SSL Server choose cipher

725014 SSL LIB error

725015 SSL client certificate failed

Syslog 1 N> FDBEEEM

[1 X hra¥> 7 (BventLogging) | X—YDIEIERFA LAX T OHOZERT S
&L BELDOHEAN N ETANE ) T LTRDTDDICKILLET,

Application FileSize 68 SensorlD

ClientApplication FilaType EICAR SHA_Disposition
o EventSecond FirstPacketSecond Aug 20, 2019 10;44:08 AM SperaDisposition

EventType
FileAction Initiatorl ThreatName
FilaDirection InitiatorPort 65386 e timestamp
Filohame o LastPacketSecond Aug 20, 2019 10:44:14 AM
FilePolicy w

Protocal tep UserName
FileSHA2S6 ResponderlP

ResponderPort B8O
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Date(Time

Jun 12, 2020, 7:27:02 AM

Action

ConnectionlD
DeviceType
Direction
Egressinterface
EventGroup
EventGroupDefinition
EventName

Message

Date(Time

Jun 12, 2020, 7:27:13 AM

Action

ConnectionlD
DeviceType
Egressinterface
EventType
FirewallExtendedEvent
FirstPacketSecond

ICMPCode
ICMPType
Ingressinterface

Dovice Type  Event Type

ASA 202013

Built
1169028
ASA

inbound
identity
session

User Session
Built TCP

Sensor D Initiator
admin 192.168.25.4
EventType
Ingressinterface
InitiatorlP
InitistorPort

MappedinitiatorlP
MappedinitiatorPort
MappedResponderiP
MappedResponderPort

Responder IP Port
192.168.0.68 443
302013

management
192.168.25.4
36540
192.168.25.4
36540
192.168.0.68
443

systog 1 x> roesmEl [

Protocol Action Policy
TCP Built
Protocol TCP
ResponderlP 192.168.0.68
ResponderPort 423
SensorlD admin
Severity Informational
o SyslogTimestamp 2020-06-12 11:15:26 +
0000 UTC
timestamp Jun 12, 2020, 7:27:02 A
M

ASA-6-302013: Built inbound TCP connection 1169028 for management: 192.168.25.4/36540 (192.168.25.4/36540) to identity: 192.168.0.68/443 (192.168.0.68/443)

Device Type  Event Type

ASA 5

Update
482168
ASA
65535
5

2034
Jun 12, 2020, 7:27:07 A
M

0

0

8

Sensor ID Initiator IP

192.168.0.169 192.168.25.4
InitiatorBytes

InitiatoriP
InitiatorPackets
InitiatorPort
LastPacketSecond

MappedinitiatorP
MappedinitistorPort
MappedResponderlP
MappedResponderPort
o NetFlowTimestamp

Responder [P Port
192.168.0.169 443

o

192.168.25.4

o

38068

Jun 12, 2020, 7:27:07 A
M

192.168.25.4

38068

192.168.0.169

443

1591961232

Protocol  Action Palicy
TCP Update
Protocol TCP
ResponderBytes 3581
ResponderlP 192.168.0.169
ResponderPackets 33
ResponderPort 443
SensorlD 192.168.0.169
Severity Infesmational
timestamp Jun 12, 2020, 7:2703 A

M

T—A

I~

Bl

H iy

Secure Event Connector (SEC)
DA R B VER L 72 KR,

ZhiE, 77 AT U4 —LT
TDONT T4y BREIN
T2 & A Ui niggan
HBNET, A LAZ T L
I CAIE,

EventSecond

LastPacketSecond & [F] U T,

FirstPacketSecond

EF TN hRY AWl =7 ]
BT, 7747 73—
Ty hERELET,

FirstPacketSecond DfE X,
LastPacketSecond 7> &
ConnectionDuration % 7% L 5]\
THEINET,

Pt OBALAIRFIC v 7 IZ ek S
DA X DA
FirstPacketSecond,
LastPacketSecond, 3 X °
EventSecond Dfii 39X T[H U
(2720 £,
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. Cisco Secure Cloud Analytics £ 44 73X w9 ToT4 T4 ETUVY

7= AL BL)]

4 LastPacketSecond Bas N U 7= B, R D i
BITFLER S N D B X |
D56, LastPacketSecond &
EventSecond (3% L < 720 %
R

5 timestamp Secure Event Connector (SEC)
A R Z AP LT REZ
I, 77 A T V=T
TDONT T4 w7 BPBREIN
ToREZ) & [6 U TIE e WiEan
HY £, [HEF (Date/Time) ]
& [A U,

6 syslog # A4 LAZ (X T HADAE T
MEH STV DA, syslog
ORI 2R LE T, syslog
2 DIEWN 72 W GE . SEC

WA R B H AR LIRS
S E T,

7 NetflowTimeStamp ASA T, NetFlow /X7 v &
T T7a—al s X IZEE
THEDIC e T7a—La—
R/A X S OIENRKET LT
(SN

Cisco Secure Cloud Analytics E 314 X9 ToT4 T4 ETIVYT

WELS A4t X : Logging Analyticsand Detection & 7213 Total Network Analytics and
Monitoring

Secure Cloud Analytics [, A 7L IABINI T RR—=2Dxy NV —7 JRHEE=H%—
9% Software as a Service (SaaS) Y U =2— a3 TY, 77 AT 7+ =LA hERY b
U=y 7a—F—2EED, Xy U= b T 7 4 v 7 BT DIEREMEITNOLINET S Z
LIZE-T, FTF 74 w7 IZEATLBMNENER S, N7 7 4 7 RE =TSN T
Z\ v NU—J T 47 4 Ou—/L)HEIIZHEA] S 4L E T, Cisco Secure Cloud Analytics (3,
DEREMOERA TV VA (Talos 72 L) OV —ALIAGOETHEHLTT 7—
%Eﬁkbiﬁ"o ZO7 T — MI, AENITEREO D L WREMENH 2EEOF R L~ 85 %
% L E 9, Cisco Secure Cloud Analytics X, 27 7 —h & & BT, Xy NT—F7BIOR
APOAHEL WELZaYTF 2 MERERELES, Zoar T2 MERICED, 7
T— a2 E L TEEOH L2EEDIRN A5 ET 27200 LV ENTZ BN HB LN ET,
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Cisco Secure Cloud Analytics £ 54 7399 ToT4 T4 ETUY .

BAFIVY) IOTA4T4ETIULY

AT Iv I 2T 474 BT VTR, 77 AT V4= NMAXRS MRy N =7 Tn—
T X OENESHT A FITTHI LK, vy T —7 OREEZBHR L £9, Secure Cloud
Analytics D2 T F A MIBWT, =T 47 4 L1F, Xy M —2 EOKRA R RARA
Y hEWoTln ATHPOREEHIEM CE L DT, ¥4 FIv I 2T 474 TV
71X, Xy NU—V TEEEND N T T4 v 7 EFATEINDT VT 4 BT 4I2HSNT, =
T AT AT HEREZINEEL £, LoggingAnalyticsand Detection 7 A > A LA Sz
Secure Cloud Analytics I, =27 4 7 4 WBEFEEETH N T 74 v 7 DX A TEHHT HT20
W2, Z77AT U4 =N AR MRZOMD 8T 7 4 v VRN OB EHTZENTEET,
Total Network Analyticsand Monitoring 7 1 &> 2 Z 8§ A9 % & . Secure Cloud Analytics (.
TUT AT A NTT 47 DETILICNetFlow B L RZDMD N7 7 ¢ v 7 iE#REEGDDH Z
EHLTEET, EUT AT A DRFOET NVEMFT 5729, Secure Cloud Analytics Tl
TUTATANI T 74w 7 2RELHT, BAECIoTUIRRD N T T4 v 7 2k 5T 257
RMENRH L7, ZHODET NV EZRAICERLET, ZOFEHRA 5. Secure Cloud Analytics
[ESDN N 91| AU

CTUT 4T 4D —)b ZHUL, T AT A DEEATO 2 DI TY, T E xR
TUT AT AN, —RITE T A=A — N —ZEE T OND N T T 0 v I BRET DY
A Secure Cloud Analytics IX, DT 7T 47 A IZETFA— P —"—o—L2E) YT
T, TUT AT AIFEEOe -V EFEITTAHARNS LD, =L e T 4T 4D
BfRIZZxH 1 THHAREMERH Y 57,

s T 4T 4 DBHINE : ZhUE, Xy hI—2 ETOZUT 0T 4 OEEICBET D FEHE
GMBIP 7 RL R LD v— F e — MNgEfE, B0 T 47 ¢ L ORI TSN ) E—
N7 AR Y372 E) T9, Security Cloud Control &35 &, 7747 U4 —
AR IS ZNHDOFEFELGTE £7, Total Network Analyticsand Monitoring 7
A B ABEATDE, VAT LI NetFlow NS FEEEZRGL, 774 T 74 —/bA X
k& NetFlow Ot Fn BBIMNAEZ AR T 52 &b a7, BINAZARIZ, £
ODRETHLOOFELBAT-EREZRDLEYA, —BRORBERIL. MTHOBHNE &
DT T — N ERORREMENH Y £,

TI—hERH

72—/ BHINE., BEOZOMOERA 7V ¥ = ADMAA HHIZEE-S T Secure Cloud
Analytics NAERKT 57 7 — ME, IBENREEOH 28FEZ L AT DI Lo TERAl S 7z b o
ELTRTFEHANRERTY, 1 207 7 — MPIEBEOBIHMNE AR ITHERNH D Z LICEER
LTLEIN, Z7AT7 U4 —ANBRUCERE =T 47 4 \ZBEET 2 OA <~ &
0 RS T A A, T T — b 1 DTSR RN H D £9,

FREOFITE X, B LONET S ZOBIINAE TS T T, IBTENZRER O H 5 BEITMERK
SNFEHA, L, BEHORBEEHIZ, T 4T AWM RAAf v aryba—FL—HT5
N7 4w BFEETLIHE. VAT ATIZEDZ U T AT AL RAS Y Ay b —F a—
ARED Y ToNET, ZOH%, TOTUT 07 4, LAANIEERE 2L L T2 0N —
N ~DEEG L L, B 7eR— F2EH L TCRKEDT — X 2inkd 5 &, VAT A, [#H
LW RIS (#8%5)  (New Large Connection (External)) J#lHINE & [FI4 KA A 22 b
72— (Exceptional Domain Controller) | BlHINA%Z v 7&K L E T, O — —N
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B o7 79r—narsrizgs<T5—rER

Talos U+ v F U A MIBEFHKINTND b O LRI SNTZGE. 2O T X TOFEROMEAE
HHEIZ XY Secure Cloud Analytics T2 D=7 7 4 OEWEICEET 57 7 — b2k L, BEE
D& LEELTHE L THLT DL XML ET,

Secure Cloud Analytics ® Web R —# /L UL T7 7 — b &I &, VAT LANT 77— NEAERL
t)?lkf&ofb\ééﬁfﬁﬂﬂﬂﬁ%ﬁ% ICTEXET, INHOBAINENS, BET LI =T 4T ¢
WCET2EMDaTF AN (ENOLRRELE N T 74 v 7, HEEBRA LT VP = A
FIHFATREZRIGE) 70 &) bERTEE T, £o. =o T 47 4 BEMRMEZFF > TV =2 D1
DBRINERLT 7 — M &R LZY . ZOEENMOELERNICEERE O & 2 EEICHRE O T

BHE I M %#ULﬁﬁ“é_&%T%iﬁ”o

Secure Cloud Analytics 7 7 — F & &/~ LTI U %35A . Secure Cloud Analytics UL 225D k7
T4y A ERIIT Ry 7 TERVWILIZERELTLESWY, TARET VT 4 7T E—
RCRE LSS, 77 AT U+— A TR arba—L b—L%, +JF7 474
FEIT ey VT DEICEHTOMLERDY, 77 AT T4 — ARy TE— RTRERS
NTWAEAIEL, 77 AT U+— ATV ERAar ha—A L —LEZEHTHLERHD F3,

TJ7AT 94— ILARY MZEDLLT7S5— FDOEH

WES At X : Logging Analyticsand Detection & 721X Total Network Analytics and
Monitoring

To3—rDT—- 70—

TI5—FrDT—rT7u—%, FOAT—HRAZHESWTELYFT, VAT LICL-TTT—
FRERSINDEGAE, TOT 74V N AT =X A F [A—7 (Open) | THY, =—H—
HYToNERA, TI7— "0V~ —2ERRTHE, 7740 MTlE, YEEED LI
TRCOA—T > TI7— FBRERINET,

E: Total Network Analyticsand Monitoring 7 1 &> 2 &> T\ 554, 77— hid. NetFlow
MOAERIINIBIIFER., 77 AT U+ — A X RO ARINBIIGER, £330
T8 V—=2ZAnEOBRFERIESWTAERTE T,

77— OV~ —ZERTLHEEE, I NI T —UE LT, T MIAT—XA%&ED Y
T, 7T L, T 52N TEET, 74 VFHERELREBEEELZEN LT, FHEDOT
T—hERBLED, SESERAT—HADT T—Fa2FR LY, SESEh¥7LE D
BCRHBREHEMT 0T ENTEET, 77— FDAT—F A[L[AX—A (Snoozed) ]
WCRETEET, ZOBE. TOT7 77— MIAX—APEBRRETHETEH—T T T7—FD
UAMIERENEFAL, TT7— 5B [AX—X (Snoozed) | A7 —X A%HIBEL T, HFO
F—=T T I LTERREINDLIICTHZEHTEET, 77 b AT DRI, &
nNoo7 77— et D2 —HF— Eﬁ’iti/XTbl"T@ﬁ'J@i—’ﬁ‘ IZED Y THZ ENTE
F9, 2—F—F, BHAO2—F—AICHV Y THENATNDLITRTOT F— MERBETEE
7

TI— DY =U—nn, TI7—FOFMR—VERRTEET, ZOX—U T, 207
T— M EERIE T, BT ERDBUINEICET2EBNMOaTF A NE, ZOT T7—hZ
BT 52T 4T 4ICBTHBINOayTHFA NEfERTEET, ZOBRIT. *y FU—
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+—7v75—toru7—o |

7 EoOREZ & HIZHE L TEZ O H 2R ZIEERNICHRHR T 5 72 DI ZBRORBE 2 K E T 5
ETHRIEBET,

Security Cloud Control @ Secure Cloud Analytics Web ;n— % /L UT NS R v b U —727 ECHRAEL T
WHEXIZ, BALEAEZUHAT 23X b 42T 77— MIETZENTEET, Ziud, F
KBHTE DMEDOTLER AT D12 DITHLH £,

AMNSET Lieh, AT —4 A% [Z7a—2X (Closed) JICHEHFTEXET, ZHUEV, F7+
WVETEA=T VT 7= hE LTERRESNRLARD ET, Bk RADPEDSTZHEL, 7
B—X T T FDAT =Y ALFEA =T AT B L b TEET,

TR BEOT 7 — FaMET L EICET O KR TA RT A v LA R L E
9, Secure Cloud Analytics (37 7 — hZ 1 ZIZRiEkT 5 & SIZEMOa 7% 2 N E#RIT %
e, ZOarTxXANERLRNORELZED DL LN TEET,

INHOFEIL, BMENELITOHEHNTHLIZ EZ2BER L0 TIEIHY A, ZIUHITHE
W7 T — FOREZBMET D200 R RBSEA R T 5720 D L D TT,

—MIZ, WOFINETT 77— MR TcEET,

1. A= T7I7—=brDRIT—Y (79 3—=)

2. BTHWNTHEDIZT 77— FaeAX—XF2% (80 ~—)
SR E DT ODT 7 — b OEH (81 X—)

>

77— FOWREMEDORME (81 X—)

5, ZUT 4T q4La—HF—DfE 83 X—)

6. Secure Cloud Analytics ] L CHIBEZfiFRT 5 (84 —2)
7. TI—ROEFHEIr—RX (85—

F—ToTS— D RYT—
FRICEBOREDN LB RG AR, A—7 77— DO RN T —V%TVET,

« Security Cloud Control 7> Secure Cloud Analytics ~DFH A L#) & 7 7 — R FRROFEHIIZ D
Wi, TSecurity Cloud Control C Cisco Secure Cloud Analytics 77— N & &/~ 9 5] 2%
RLTI7ZENY,

WOBERIZEZ T TEE W,
s DT T— K EATEBEEOE NSO L LTHRELE LIzh,
B EZT LT T Ry MIEWEEMEAZRE L E Lok,
« ZORFEREIETRY U= EOFH LW T 4T 4IZRDbDTT

CTUT AT 4 DEHE DO =TT, Flo, ZOTT— FOEBMEXZEDOR— LI ED
LT E L ET D,

« ZHIE. ZOTUT 4T 4 OIEF OBEN S OB T D,
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BRTHWMTBEDIZTI—FEXX—XT S

c —PF=NEELTWDIHE, ZUFI2—F—DOTHRINDIEETT . £ e LAY
IRENETS D

REEINTT OB T — A NMREEEZITHY A BB £,

s TOEMEDHEE AR TH L. Xy NT— 7 ~OEE T EORBREEINI Y F30,
N T AT 4 EOBENHDILGE. TNOEOZ T 4T XREICRXY NT—7 ED
oz T 0T 4 L OB EMESL LE LT2D,

COBERNEALO@mNT 7 — b ThH LA, HEZEDHANC, A=y bipbx
T AT 4 Z2REET 570 WREEL 2V & X IIBR AU Z L AR L TS EE 0,

BRTOMIBEHITTS—F2AX—XT 5

FIE

DT T — b EHE L TEHLENMENE X, 79— b2 AX—XALFET, =& 20T, N
B A— N — =% FTPH— =& LTHAHT 256, B0 77 A0 T7 77— MR
ENFET (2T 4T A DBIED VT 7 4 v 73, UENZIFE—H Lo m8E7 e 7 7 AL
E—ETHZLERLET)  ZHUTHEESNIENETH DD, ZOT7 7 — FEAX—XL
T, BHFBRHCEET, AX—XSINTETT7— ML, A—TF 77— hE—HIcERINE
HFh, TNHDAX—XINTZT 7 — NafERT HI121E, FNCT7 4V E2 ) o 7T H0ERS
nET,

TI7— b EAX—AT 5

RTYT1 [T77— %HLD5 (CloseAlert) 1527 Vv LET,
ATV T2 [ZDOT 77— % AX—X (Snoozethisalert) ]34 > C, Ry 7 H b AX— XM ERIRLET,
ATY T3 [IRTFE (Save) 122V v/ LET,

RDEARY

ARX—=ALTT T — N R T AN TEDL, 79— FDAX— A& EETEET, 2N
W2k, AT7T—F AN [A—7> (Open) JIZHESI, OA—T 2T T7—RrEEHIZTT—
FAREREINET,

ARXR—=RLTET 77— FDAX— R %&HERT5 -

¢ AX—ALTET T— b, [77— hOAX—XfEER (UnsnoozeAlert) (%7 U 27 LE
j—O

HMGRED-ODT 53— FOES

77— NOFEME R R L T,
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FIE

75— troknenzoms

RATv 71 [E=4— (Monitor) [>[7Z5— bk (Alerts) | ##RL F9,
RT9T2 TI— AT RHEI ) v LET,

75—~

FIRDEE

RDZRY
W R U7 — 2 LESEIARA T IS ST, T I — b ERID YT, X 72T ET,

1 [fHY3 (Assignee) | R Yy Ao nba—HF—2RIRLTCT 77— b2EID Y TET,
kY, =P —RREERBTEL LI T,

2. [#7 (Tags) | Ry XU inG 1 DU EOX Z2ER LT, 77— MIZ 7 &EBINT
HZLIZED, FEROBMDTZDIZT 7 — e X0 EUNCHE LY, T 7 — FOEHIK
RN — DWESL BB D 2 ENTEET,

3. MEISUT, SOF75— MBI EarAV b2 AL, [2 A2 b (Comment) 27 U v
7Bk BHORERREENT 5002 bEEL, 7T — MCEID Y
TONTHYFLIET D LN TEET, 77— ME, VAT LaA Mea—F—a
A NOWEBEB L £,

REFRAEBEDRHE
BB THNTET 77— MR T LB, 77— FOFEMTE R % M L T Cisco Secure Cloud
Analytics 237 77— M E2AR L7-BHAZEMFE L T EEW, BT ER2BHNREHRL, =
NoHOBRINEN Y — AT T 4T 412k L CROBERZ B L 9,
TIT—= BT 7 AT T = AR MIESWTERINTZHE, 774 T U+ —/LOREEN
IDTT7—FDY—ATHDI LRIV AT AT HBEINEE A,
DY —=RATT 4T 4 D—RRENEC NS — BT D702, AR — S TW58]
HNEEZTRTERL, ZOT 7T 4T ANLOVEWR LY RO TH D ATREMENH 5 H
O EMRLET,

1. 77— bOFMT, BIZA TOMHLRET A2 (©) 227V v 7 LT, ZOXA
TORBINTZTRTCOBENNEER T LET,

2. [y hT—7 DT XTOHRINE (All Observations for Network) | DREIZ & D RE1T A 2
v (®) Uy I LT, ZOTT—bDY—ATUT 4T 4 Dtk SNBRNE %29
NTERLET,
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B - rorzcmsoms

F IR D

ATYT1 77— FOFEMT, BUIZ A TORICHDRANT A2 (©) 27V v/ LT, ZDOXA T DS
TRTCOBRNEZ R R LET,

ATY T2 [Fy NT—7 DT RTOEMNE (All Observations for Network) | DREIZH D KENT A 2 (©) 27 U v
LT, ZOT 7= DY —=ALUT 4T f Dtk SNIZBIHINAE 2T~ TERRLET,

BRINBEIZX L CEBIMO ST 2 FZIT73T 55680F, VAR — SN TWABNINEZ 2~ X80
E77AVTHE D a—RLET,

« 77— hOFEMOD [ — F SN TV HEIHING  (Supporting Observations) ] <A T,
[CSV] &7 U > o LET,

BUINENS, VY —AZT 4T 4 DEENEZEOH ZEEZRL T D0 LES, vV —
AL UT 4T A DEBONRT T 4T 4 L OBHR AL L TWAHEIE, Tz 2T 4
T4 DM SO REMEZ RO E D (FR S OT TP OB EIEREFF-> TV 5
N, ZNHEDIPT RUAREI LY TRy LD EDTHDLNRE) R LET,

V=AU T AT ADIPT FUAEFIIRA MWD, V=AU T 47 4 [CBET 5B
AT (BELTWAAREMRS 50T T — FROBIRINE. T34 ZBKRICET 516
W, EELTWDEYy g NI T4 I DEATRE) 2R LET,

s T AT AICHET AT RTOT I — FEERRTHIZIE, IPT RVRAERITERA NLD
Kay7HZo G [77—8 (Alerts) | 3R L ET,

s 2T 4T AIIBEET AT R TOBRUANEZERRTHITIE, IPT FUVAELIIARA 4D
Ka w7 Z o mn [BHINE (Observations) | Z#INL £97,

c T AT B RERFT HIE, PT KL AR MO Fu Y TH T i
[T/34 2 (Device) | #EIRL 7,

CZDELT AT ATy ar VT T 4 v I ERRTDITIE, IPT RLAEIE
RARNGD Ry TXETonb [y a7 7 47 (Session Traffic) ] 2R L F
‘j‘o

cIPT7 FLAELIEFIFRA MEIE =TI, IPT RVAFEZIEIEA MO Ru vy 74
Tmb [ — (Copy) | BN L £,

Cisco Secure Cloud Analytics D Y — AT T 4T 41 LHIZF Yy MU= ORNEIZHY £9, =
DR, BB LTc T 4T 4 &L, Ry MU—27 ONERE 2IIAMBITH 2 v RetEns
b, TTAT I NAR DA = m—H P LI LTI,

BUINEN S, OB T 47 4 IZET 2 HRER N E T, HEEFREFEEL, W
N OHPNEEHRT — % 7213 Umbrella 7 — X I L > THEEDOOH DT 47 4 DFFE S
NOEMEIMEHRLET, ZNODOTZ T AT IR TERSNTZ N T 7 4 v 7 HRRL
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IVTAT4EA—F—DORE .

F 9, Talos. AbuselPDB., F721% Google IZZNHDTZT 4T 4 IZETAIERRHE0ED
NEHERLET, HEOBICDIEDIP T RLAEZRSTC, M= T4 T4 B3 %y RU—
I DT 4T 4 EWENL LT Z A T OR A R L E T, KBS U T, ZRHOWNE
TUT 4T 4 RO, BEELITER LAWEWEDIHLA H 50> 8 5 & Hl L9,

VAL T 4T A PG ESL LT AN T 4T A DIP T RLRAERIIARR M=
TXANEMRLET,
CIDIZUT AT ADRKIITD N T 7 4 v VIEREFRTHIZIE, IPT RLAEIIARA M
DRry XTGP T 7 427 (IP Traffic) ] ##IRLE7,
DT AT ADREDE Yy a L N T T 4 v ZIEREFRRTHITIE, IPT R RAER
IR A D Ry T Z T inb [ty ar b7 7 47 (SessionTraffic) ] %N L E
R

* AbuseIPDB ® Web A s b CZ D=7 47 4 IZHET 2 WM AR T DHIIE, IPT R
AFETNIHRA NGO Ry 7 X005 [AbuselPDB | #3R L £,

* Cisco Umbrella ® Web V1 F ETCZ DT 4 7 41T A ERE L RT DL, IPT K
VAEZIIARA RO Ka v 7 &7 75 [Cisco Umbrella] %38 L £ 9,

«Google TZDIP T RLAZMBETAHIZIE, IPT RLAELIFEA MO RKay 72y
M5 [GooglefZZ (Google Search) ] Z&3&IN L £7,

* Talos ® Web A ~ ETZOHHICEHT OEREZ ST HI21E, IPT FLAELFIARA b
4D Ry 7 X7 [Talos Intelligence] % E8R L £ 97,

DT AT AT F T U RANMIBMTHIZIE, IPT RLVAEIIHEA RO Fa v
THETUE [IPET 4T U A MIEM (AddIP to watchlist) | Z 3R L £,

CHIHOZDZ T 4T ADNT T4y 7 HRETHITIE, IPT RUAEIIIARA MO R
a2y TN (A OIPE R (Find IP on multiple days) ] Z3®R L £ 7,

s IP7 FLAFLIIARA MM EIE—T2120F, IPT RLRAEEITHRA MO R v 74
Trnb [ — (Copy) | ZBINL 9,

Cisco Secure Cloud Analytics Dt =27 4 7 41X, Wy NU—=7 DHHBICHY £, Z
DR, BERISE LI T 4T &R L, Xy NU—7 ONEE I2IZHANBIZH 5 Al
WRDD, 77AT VA= NAXRMDLVARCZIP EHIEL T EEW,

BRI T a3 A FEELET,

«[77— FOFERM (alertdetail) 1T, [ZD7 77— MIBAT 5= Ak (Comment on this
alert) ]2 AL, [2 A (Comment) %27 Vw7 LET,

IVT4T4EI—Y—DRE
Cisco Secure Cloud Analytics "—# /L Ul CT7 7 — hafgd L7cb, Y —AZ T 474, 2D
77— MIBBL WD AEEDH 52—V — BIOZOMOBEET T ¢ 7 21Tk LT,
BINOREZ BE#FIITTEET,
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VAT T AT ANF Y FU—7 EDOEZ WEINEZIZZ T U FL) D 0ERE

L. BETZ7EALET, 2O T 474007 774 VERDITET, TRNRR Y b
T—7 EOYBRT T 4T 4 THIHEEX. T AT 7 AL T 7 IEREHR L.
ZOBMEDIRK L 72> TWA S DIZHETHIERP O L0 E 5 AR LET, MR
TUTATATHIGEETIZZ 70 RIBRESNTWAEAIL, »7IlT7 7 8ALT,
ZOZT AT AIEET A= NI AR LET, RERB T A 2 KB I TV
REELT 2 1T 2O T, 7 ZRELE T,

CIUTATAERELET, AT T ELII T 4T 4 BIRICh At A e T

BNEI MBI L TLIEEN, T/ ZAOWPHIRETE GRS L - TEREN TV A
WUSB AT 4 w772 E) #&D, ML0DOEEDHLIEEND T2 E > EHERLE
7,

3y NT—7 EDa—H—FZHy NV =IO 2—F =L DGR ST E 5

EREELET, AIRETHIUL, fTE2 LW oot a—P—lZahn T, 2—F—
IZHNRD LM TERVWERIL, ZO2—Y—RNT 7 ¥ AMEFF> T\ LBEZ LN DD
Eomé. ZOBEERTRIL (R S - EERNBET DN — =27 7 A
NET v T7a—RT50E) PRELENE I Daid LET,

PERRICEAT 23 A FEELET,

«[77— bOFEAM (alertdetail) 1T, [ZD7 77— MIBT 5= Ak (Comment on this

alert) J#AJJL, [ A~ (Comment) |22V >27 LET,

75— bDEHEIO—X
FAREIIESNT X Z A8 5,

FIE

AT w71 Secure Cloud Analytics R—# /LD Ul C, [ (Monitor) ]>[7 77—k (Alerts) ] Z&#IRLFE¥, >
ATwT2 Fry7ZUrnG 1 DU EORTERIRL £,

AR & FAT SNIEEFIHEBAT DRk 2 A > b2 IBINT 5,

« 77— hDFMT, COFTF—KIBEIHaAREATL, [ZAF (Comment) |%
7V w7 LET,

T7I—bEI7u—ALT, HEsTemE I Ine~—0F 5,

1.

TI—NOFEMNS, [T — &2 a—X (CloseAlert) | %7 U v 7 LET,

2. 77— AERESTEGAEIZITY (Yes) 152, 77— MRAHTRISTZGEIZ VWX

(No) 1ZEIRLET, ZNET7T 77— bREEOHZEMEICKKT 0 E 9 it
HIZT 7— PRI E - THERTh T2 EI N EERLET,
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75— roBxELEZET S [

3. [f&1F (Save) |27 U 27 LET,

RDZRY
9A—XL75—bEF—TF B
s —ALT 77— MIEEST L EMEREZRIE L2GE, 3207 7 — MNIE#ET 5 =
xyb%ﬁm¢5%Ai\%@77-%%@#%VTXT X A% [A—7 (Open) ]IZZ
BTEET, TO%, LEIILLTTY 7—MZEEL, BIRENET LEOHEMLET,
s —ALT T — et —T7T%
e/ —A LT 7 — FOREMNG, [7T7— N @A —7 (ReopenAlert) %27V v 7 L
\i—a—(}

77— FOBEIEHNZEET S

WELS At X : Logging Analyticsand Detection & 7213 Total Network Analytics and
M onitoring

T T =N EATNET 7 A bOERIBMARHRESNTHWET, UL, ZOXATDOT F—
MR T DY AT AOMBEMEIZEEBLET, 77— FOBELIENIL, /7\:10)4’ N A VS
VABLOEDOMOERIZIESNT, K (low) | £7/2I1E [[@EF (normal) 1127 7 4 /v %Eﬁﬁ
ShET, Ry MU= BEICESHNT, BLOBLREDT 77— M iEiiT 572901
T— A TOBENENZEETDHZENTEET, 77— M A TOEINEN I
(low) 1. [#% (normal) ]. £721Z [ (high) JICHETE £,

«[E=%— (Monitor) 1>[75— bk (Alerts) | Z&IRL £7°,

cRED Ry FHEZITAay (@) 27Uy 7 L, [TT7—bDXA T LERIEA (Alert
Types and Priorities) | Z 38R L £,

T IT— AT DRI HLMEDT A2 () 27Uy L, K (ow) 1. [T
(medium) 1. F721E [ (high) | 23R L TEEIAMZEFE LET,

AR FAFXF IR —TODARFDBREET A ILA

2o

FEDA N FDIREA N b T =T N TATAXRY T =T NVOMERE 7 4V Z L

Security Cloud Control THLOEHRZMRE L TT7 4 VX UBT HGAE L ABRICHE L 3, 7«
VB A BN 5 & Security Cloud Control (% [ X2 k=¥~ (Event Logging) ] ~<—
WICERRENDONEZRIR LD ET, BRBET 4 — /N FITHRRFMEEZ A LT, FEDEZ RO
AR NERBTDHIELTEET, 7ANZ VT ERBOA DAL EWALEDED &,
RERIIA R bDT 4 NE ) o TRHRICERSNOMBEROF D, AN LTEEROT Lo &L
7,

AN M T OBREFATTH4 T a ATRD LY TH,
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B s ozreRE AL roT L s0E

s[4 hrF Y (Bvents Logging) | ~— Y TDA N2 MOME (139 ~—)

Ny 7 7T T RTOREA N PO (139 X—2)
TATAR DT 4 VEZ ) TIE, BEANY FOBELRICEIITHELETH, 747
AR MIFFRTT 4V HZ D o T TERVEANRERY £7,
RDOT 4 NEZ Y 7 FEIZOW TR LET,

« TATERITBREA R bOT 4 L FLEE (132 X—)

* NetFlow A X2 b DA 7 ¢ )L X HLEE (134 ~X—)

* ASA E72IXFDM IZ K B H 7 /34 AD Syslog A N> ha 7 4 Z U 735705, ASA
NetFlow A X MIZ 40X ) 7 L7avy (134 _—2)

« TANVFEFRORE (135 =)

T4 TELIEFBEBAARNY FDT 4 LZ 0

ZOFETE, AR TANEZY) T EMEHLT, [ hrx2 7 (Event Logging) |

RV TAR MOV Ty EFRTDHECOWTHALET, FEDT 4 L& 5%
DVIRULERT 256813, WAZ~A X LT T ANV ZZER L TIRAETEE T, FHMIICONT

X, [HAREA XHRERA R N T 4 H ] ZZRLTLIEZND,

FIE

RT9T1 FEF—Ta =T, [AR>+&OY (Events& Logs) | >[4 N>k (Events) | ZRINL £,
ATw T2 [JERE (Historical) 1 ¥ 7 £721X[7 47 (Live) 1 ¥ 7 %27V v 7 LET,

RARTYT3 TANERZ L T 2T Vw7 LET, BT A4arl 270y 7 LT, [Z4/4% (Filter) |31 > %[
WEIREE T LD L ET,
AT T8 RIFEINTND T 4 VHERNp\W [For (View) (X7 %2270 v 7 LET,

Views  View1 X View2 X View3 X

ATYTS TUNE Y TTHAR FOFEMEERLET,
“FTD ARk
o 2%t (Connection) : 77 BAay ha—L)L—LbOEERiA X hE2RRALET,

e 757 A (File) : 7 7FAaL ha—L)L—LD T 7AILRY I —IZLoTHREINT-A2 |
EFRRLET,

« 2 A (Intrusion) : 727 A2y ha—Al—LDEARY —IlkoTHEINTA RV 2T
7.|——\‘ Li‘g—o
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S4T%RBEAY roTnsmE |

e w7 (Malware) : 77 tEAar ba—LL—LDO<NTxT R —ZXoTHESINT
AR NERRLET,

¢ ASAA{ X2 | (ASA Events) : ZIHDA X2 AT, syslog F721% NetFlow 1 X kD 71—
TERLET,

AR FOFERIZ OV T, [Security Cloud Control DA X v % A 7] ZHML T EEW,

o fEHT Zdu7=A X2 N (Parsed Events) : fif#lT S 4172 ASA Syslog £ X2 MZIL, Lo syslog A <
FEVHE L DAY NEMEDRE ENTEY ., Security Cloud Control {ZZ 41 5 D JBEIZIFE- SV TR
iR Z L OMRICIRT Z N TEET, TSN AXC NIT7 N2 ) 7T 30 TiEd
DEEAR, T ST A X MIDIE, [A X 8 Z A7 (BventTypes) |FNITRHATER RS E
T RATERRSNTWRNA XY M IDEF Sh T EE A,

o WRA4PH (Time Range) : [BR#AWZ] (Starttime) | F 721 [# 7TH%| (Endtime) ] 74—V K& 27 U v
7 LT, T 5B OB E & TRZZRIRLET, YA LAZX T, avBa—X0r—
HVIRERCERRSINET,

« 727 ay (Action) :NV—NMIXoTERIN X2V T 477 varvzEELET, ANIT5
HIZ, MBEHREREBII BT HLEND Y TT0N, KXF/NLFIFERSY FHA, KA M E
A7 #Ei, 77 A0, BRA, w7 =T, syslog, 35X NetFlow) ([ZER25EZ AT LET,

« oA X2 N E A T DA 7 4 1L AC_RuleAction BT ARBE L £, O OMHEIL,
Allow, Block, Trust O R[HEMED S V) £ 7,

« T FANANRY NEATDOEE. 7 4V Z L FileAction BiET—EHZHMKE L ET, T O OMHEIL,
Allow, Block, Trust ®R[REMENNSH W £97,

RAA N N EA T DEA,. 7 4V 1T InLineResult B T—HAEBRBE L £, T 5 OfEIL,
Allowed. Blocked. Trusted D RJFEMENH Y F 9,

e N 2T AR NI A TDOEE. 7 4 /VZ T FileAction BT —HE2BALET, FNHDOHE
X, V9O RNV I T T ZALT U NTHDLAREENRHD 9,

« syslog 3 X WY NetFlow A X N Z A T D5 7 4 V2 1L Action JBMET—EAMRBR L ET,
« % —ID (SensorID) : &L ¥ —IDIE, A X F7° Secure Event Connector (Zi58 SNAHEBIP T
KL 2T,

FDMIZ LB T4 Z0OBAE, BV —IDIL@EE. T35 ADEHA X —T =2 ZADIPT KL
A TT,

*IP7KFLZR

o f = x—% (Initiator) : x> FT—7 :T 7 4 v 7 DERFTXTDIPT FLATYT, f =V T—#
T RVRA 74—V ROEIX. A2 b OFEIO InitiatorlP 7 4 —/L KOEIZ S L £, 10.10.10.100
RMEOE—DOT7 R A, F£721310.10.10.024 72 X D CIDR RiL CEZSINT=F vy hU—T 2 AT)
TEFET,
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B netfow x> r0s T LamE

o« VARV A (Responder) : /37 v hOSEHEIPT RLVATY, 568587 NLVAT 0 — /)L ROEIX, A
N2 N DOFEHID ResponderlP 7  — L ROMEIZKIE LE T, 10.10.10.100 72 EDOH—~D T KL A
F£721310.10.10.0/24 72 & @ CIDR Rt TER IRy NIV —2 AN TEET,

« R—F

o f =y —% (Initiator) : By ar A=V —FNEHATLHHR— FEIXICMP ¥ A 7, £E
JTEAR— FOfEIZ. A X2 b OEEHO InitiatorPort DI UE-9 (BEPHOIBIN : BELER— b L&
THR—=bE, A=v2—H L VARV EOREIEIH T DO AR—R)

o LARYUHZ (Reponder) :EvialVARSEPERATEAR—FEZIXICMP 2— K, S840 —
s OEIL, A X2 b DOFEHID ResponderPort OEIZ K I L E T

* NetFlow : ASA 7 /XA A [A]lF NetFlow Secure Event Logging (NSEL) - X1 M, syslog £ > k &%
#7720 FF, NetFlow 7 4 /L ZE, NSEL L =1 — RiZ7/2 5723 _T? NetFlow £ X ID #fa#% L F
9, ZHBHD [NetFlow A X2 FIDJ %, Cisco ASA NetFlow 7 A R [#FE] TEHESN TV ET,

ATvT6 (EE) [FEr (View) [ X70MEZ Vv 7 LT, ZA4NEENAZ LT 4 VHELTIRIFLET,

NetFlow f N> FDH T 4 JL 2 ALIE

ZDFNETIL. ASA NetFlow £ X DL EMHBRTE L ET,

FIE

AT TN EOA=a—nb 4Ry DY (Events& Logs) >[4 X2k (Events) | #ER L E 5,
ART9T2 74N ET7A4ar T a0 o7 LT, BWZIRETTZ7 A V22 ECEHDLET,

AT w73 [Netflow] ASA £ X b7 4 VZEH N LET,

ATy T84 DOFTRTDOASA AR T gV EEFTIZLET,

[f X2 hr¥>7 (BEventLogging) |7 —7/WIZiE, ASA NetFlow 1 x> hOHABERENET,

ASA E1-IXFDMIZ KB EBEE T/INA ADSyslog /1 XV +rEZ T4 J)LAY)
259 Bh. ASANetFlow £ R MET 4B YT LEL

ZOFNAETHE, syslog A X2 hOBRERELET,
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FIE

T4 ILEERDIEE

AT TN EORSL T, [y eQY (Events& Logs) | >[4 X2k (Events) | #84R L £,

ATy T2
ATvT3

ATy T4

ATy TH

T4V IERDIEE

ARV INDT 4 NEY T,

TANETAar Ver7 )y 7 LT, WERETTZ7 A V220 B LET,

[7 4% (Filter) 1A v D—F FETAZ m—/L L, [NetFlowA <> h%&E&H 5 (Include NetFlow Events) ]
TANEPRE DI TNDZ L R LET,

[ASA1 X2 b (ASAEvents) | 7 4 /VZ Y —F5TAZa—/LLTREY, [NetFlow] Ry 7 ZANRF T2/
TWHZ EafEi LET,

ASA F72I1LXFTD 7 4 VX 05D 238N L £97,

%, Security Cloud Control DFEHET ¢ L& Y > 7 L— )LIZHE

WET, T4 B V773 VICE > (AND) | BNEHSh, A7 3V RO TE£7=
iX (OR) | WEHENET, 7V Z2a—P—IMHORBREMEEMAGDOEDL L TE
FT, L, AR N T ANV EDOEHIX, THAAAALRXU R T o VZ2ICS TEE 23
ENFET, HEXIE. T4 NE TROMEPEIREN TS ELET,

T Q. ResponderPort:443

FTD Events o

a Connection
File
Intrusion

Malware

AAA
BotNet
Failover
Firewall Denied
Firewall Traffic
IPSec VPN
NAT
SSL VPN
NetFlow
M Time Range
Start
05/07/2020 09:40:17 PM
End
05/07/2020 11:43:24 PM

D7 4 NVHEFEHT S L Security Cloud Control Tl ZBUIKIT 25T S A 2 OHEGEA

Ny FEIFZASA D BotNet £ N> " ERIET7 7 AT U=V T T 47 Ak, D
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IR DH N D 2 S ORF ORI 342 L7z A X b, H D ResponderPort443 & & de A N b3 FE
RENFET, HHHIHANORBEA X RN TIZANZ YT TEET, T4 TA R b=V
THIHRHOA R hRERRENET,

BEDREE : EXT DRR

MR T 4 — L RIZA X MRS EE AN THZE T, T4 T AR bR EDA XV MR
KTEET, INETOIRBBHRFIEL AU a7 =TV T, RETLIEEEZ Y »
74 % Z &%, Security Cloud Control |2 & » CZDBMENKGE T 4 —/L RIZADENE T,
IV TEHLAR ME, ~TADOHI—Y)VEELEDL EFAICRY 9, RICPIZRLF
D

Event Logging

[ Historical | Live ] | InitiatorlP: "10.10.11.117" AND EventType: "3" (i)
After 05/03/2023 07:23:40 PM &
Views View 1

Date/Time Device Type Event Type Sensor D/ Hostname Initiator IP

May 3, 2023, 7:23:40 PM ASA 3
Action Deny IngressACLID
ConnectorlD 08c0aBBB-b619-4f1a-a655-d4 Ingressinterface

hd005ddEcs, InitiatorlP

DeviceType ASA InitiatorPort
Egressinterface 4 LastPacketSecond
EventType 3 MappedInitiatorlP
FirewallExtendedEvent 1001 MappedinitiatorPort
ICMPCode 0 MappedResponderlP
ICMPType 0

ZOFITIE, A == —% 1P (InitiatorIP) DL TH D 10.10.11.11 ([T~ ADH— Y VEEHD
BTI Vw7 3T5ZLICEY, MEDPBBINTWNET, [nitiatorlP)] & & DL ZE SCTF
WZBIMENTHWET, RIZ, ANV MNEATDETHDL3CYTADH—I AR EDINTY
U w7 S, MEBEXTFINGEMSNTWET, Zd& X, Security Cloud Control |2 & > T AND
PIBIENTWET, £O7H, ZORBOFRRIL, 101011110 6B SN, D) A
RN TMNIDAR MDY A M2 FT,
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T1 LI ERDES

FoBIT, E3IORICH D HIREEICIER LTLZEV, ZOHRIBEIC~TRAOI—Y L EE/D
. AND., OR, ANDNOT, ORNOTHREF %8R L T, MBITEMNTAHHEE & HITHEET D
TEHLTEET,

ROFITIE TOR) NIBRINTWET, ZOBRKBOMEIZ, 10.10.11.11 2026z, [F
T2 AN B EATIR106023 DA XY DY A MMIRY ET, BRBT 40— RO L X
T —TNOEEEZ Y v 7 Lieaid, thofEnsavizd, TLS (NOT) | LavEA T
RNZ EICERELTLSEEN,

[ Historical | Live ] I InitiatorlP: "10.10.11.11" AND EventType: "3" I

After 05/03/2023 07:23:40PM &

Views View 1
Date/Time Device Type Event Type Sensor |D | Hostname Initiator
May 3, 2023, 7:23:40 PM ASA 3
AND
Action IngressACLID
ConnectorlD OR Ingressinterface
InitiatorlP

DeviceType NOT InitiatorPort
Egressinterface 4 : LastPacketSecond
EventType 3 AND NOT MappedinitiatorlP
FirewallExtendedEvent a0t MappedInitiatorPort
ICMPCode 0 OR NOT MappedResponderlP
ICMPType 0

YUADH—Y NG bED L EOTHERER SNLDMEIT, BEXTINTBEMTE £,

AND. OR. NOT. AND NOT. ORNOT 7 1 L2 EEF

BRI T SIS TAND) . TORJ) . [NOT|) . TANDNOT) . 33X O TORNOT]
OEEIZRD & Y T,

AND

TRTORMEEGIA N b ERBETHITIE. 7 4 VZ LFH]T AND R 2 L £,
AND JHE 1T, MR CFHOLETIIHH T A,

Cisco Security Analytics and Logging .
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7ol 21X, WORBILTHITIE, TCP 7 a harz &G, [ho) A =v=—X1PT KL
A (InitiatorIP) 10.10.1043 SRR ENT=. [hv>) £ = =—% KR — |} (InitiatorPort) 59614
IMHEEINTA N FPRBEINET, AND A7 — A FEIBINT 570N, AEUEA
T AX FNOEND R b Z ERTHIESNET,

Protocol: "tcp" AND InitiatorIP: "10.10.10.43" AND InitiatorPort: "59614"

OR

WD BMEEEGTeA X FERBET AT, T4V E IFYTORBEE FZEH L £,
OR HE T 1L, MBI FHOLEETIIMEH T EE A,

72 & ZIE, WOBRBLFHITIE, TCP 7'u harzgaAls, Tkt f=v=—X%IPT R
L A (InitiatorIP) 10.10.1043 226 STz, [E7201%) A = =—% 7 — b (InitiatorPort)
59614 HEESNTEANRY IBAXRY N a—TIEREINET, ORAT— AL M5B
M D7, FEEERETZTA X hOBENEL b 2 R TPHIanE T,

Protocol: "tcp" OR InitiatorIP: "10.10.10.43" OR InitiatorPort: "59614"

NOT

FrE DJEMEZFFOA N P Z2BRAT DITIE, MBELTFHIDOLETOR, ThefHLES, 7
& ZIE, ROBFPE LT HITIL, InitiatorIP 23 192.168.25.3 DA X2 h B FERN SR S E T,
NOT InitiatorIP: "192.168.25.3"

AND NOT

BEDBIEE ST A X NEBRINT HITIE. 7 4V F FEH|T ANDNOT ME T2 H L E
9, AND NOT & 71d, BB LTHNOLEETIIMMEH T EHA,

72l 21X, ROT 4 VEXFHTIE, A =32 —HIPT7 KL A (InitiatorIP) 73 192.168.25.3 ™

AR IPRERENETE, TAHDHI B, LAKRSZIPT KA (ResponderlP) 73 10.10.10.1
DHDIFFRTENEE A,

InitiatorIP: "192.168.25.3" AND NOT ResponderIP: "10.10.10.1"
NOT & AND NOT ZAHAE DR T, BROBMEAZINT 2L b TEET, L AT RO

7 4V Z CFHTIL, InitiatorIP 23 192.168.25.3 A X | & ResponderIP 2% 10.10.10.1 DA
v RSN S NE T,

NOT InitiatorIP: "192.168.25.3" AND NOT ResponderIP: "10.10.10.1"
OR NOT

BEOERLIRNT IBMBREREZEODHITE. 74 V2 XFEHTORNOT ERF2FH L E
9, ORNOT {HH 11X, MBELTFHIOLETIIEHATE EHA,

7= & 20E, ROMBILTHITIL, 71 b3 (Protocol) 73 TCP DA X b, [FE7-13]
InitiatorIP 73 10.10.10.43 @A X b, [F721%]) InitiatorPort 2% 59614 TiL72\ A X F B
SET,

Protocol: "tcp" OR InitiatorIP: "10.10.10.43" OR NOT InitiatorPort: "59614"

ZhiE. (Protocol: "tcp") OR (InitiatorIP: "10.10.10.43") OR (NOT InitiatorPort: "59614") DFEZE & &
ZBHTEHLTEET,
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NV

>

Rys5590 FeoBES~y ror%k ||

JAIL KFh— K&

TAZYAY (*) & gkl _X7HED MfE] 74—V FTUA NV FI—RE LT
LT, Ay PRORERERFT D5 Z B TEET, 2&xiF RO T 4 VFTFHITI,

URL: *feedback*

BT 4 — FA TURL] DA Xy bOXFHINPHBR I, (feedback] &9 UFHINE F
NTNBEA R EREREINET,

REEER -
e AR NEF T R—=T DT T ADERE LR

» Security Analytics and Logging D X2 @

VR TORBERBRANY FORE

Security Cloud Control TiX, MBEFRMFEEFR L., ERSNICMBRIIITESNWTA X hrr
EMRCTEET, N7 7700 FREREEZENTL2L, Ny 770 RTA Xy ba )
DIRREFATL T, Ny 7 7T 00 FREBEPTET LICRICRREMRER R T LI L HTEE
R

W LT T 27 VT a7 77— e —EXMAITESINT, Ny 7 7T 7 FBENTE
TIHLmmEshET,

[Ny 27 7T vy R (Background Searches) | X— 06, UICHRBHEREFR R, LU
n— R, EFHIBRT 22 ENTEET, 1ERV DAY MK LTy 7 7T 0 FRER
EFERITTHEIICAT V2= L), BOIRLAZ YV 2a—VERELILVTHZLEHTEE
9, [EFEXE (Notification Settings) | ~—VIZBEIL T, Y7227 Vv a s A7 a %
FRETIIEFELET,

[41R> +OX>% (Events Logging) ] R—CTDARY FDRE

FIE

BRENy 7 7T 0 FREBEEEAMEA L T, v 7T SN T XTOAL XY M a [
Fr ¥ 2 (Event Logging) | X—VIZRKRLET, Ny 7 7T 00 NREIE, BEA X B
WKL TOAEITTEDLZ LIZHERLTLLIESN,

ATy Tl FES—va =T [41R r&OY (Events& Logs) | >[4 N>k (Events) | &R L £,
ATv T2 [JERE (Historical) ] ¥ 7 £/ [7 47 (Live) 127 %27V v 7 LET,

ATV T3 BMBA—IIBEI L TR E AT L, [ (Search) |AR ¥ o THMiRZFAT L7, [HoeFrE#iPH (Absolute
Time Range) | & 7213 [FExRFf]HiPH (Relative Time Range) | Z#fEH LT, MBEAKVIAATLVIEELTZD

TEET.
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. [1 > OX>% (Events Logging) | R—THA R FOREK

ATy T4

F2lE, R (Search) | Ky 7FX U URRnG, [Ny 7 777 R THHE (Search in Background) ]
BBIRT D L. MBRX—U DL TN TH RNy 7 VT 00 RTRBEZEITTEET, MBEROMEHEN
Tl L ECEmEINET,

Event Logging

[Historical I Live] [ Search by event fields and values Background Searches [3
Clear ~ TimeRange After 03/22/2023 02:36:14 PM & Search in Background

Views View1 X  View2 x

Date/Time Device Type Event Type Sensor ID / Hostnam Initiator IP Responder IP Port Protocol Action Policy

(K58 (Search) |RZ %7V v §DL, ZOMBNANY MT =T NVCEEF RS NE T, BIRA R
KRBT D L MBERMEDPRBA—ICEREN, fBEICERTEET,

WMRE NNy 7 7T 9 FTEITT LI EE2BRLIEGE, BMRBIEEF 2 —ICANLI, MBRPZETTD
LiEHMENET, Ny I T IV FTHBOBRR =) 2 FTTEET,

[Ny 7 7F 0 Mgk (BackgroundSearch) [AR¥ &7 U w27 LT, [Ny 72777 R (Background

Searches) | \— V&R X ET,

Background Searches X
Start a Background Search View Notification Settings
Search Name File Size User Status Run Time Actions
C leted Started Mar 21, 2023, 3:48:03 PM :
Search 1679428080471 3.74KB admin@example.com Gicompletedi arted Mar View Download
(Expires in 5 days) Completed in 2 seconds
C leted Started Mar 21, 2023, 3:47:27 PM
Search 1679428045727 3.74 KB admin@example.com BiComplett ki k View Download
(Expires in 5 days) Completed in 2 seconds
C leted Started Mar 21, 2023, 3:46:35 PM
Search 1679427993327 2.25 KB admin@example.com SiCompleE Bt View Download
(Expires in 5 days) Completed in 2 seconds
Search_ 167942230313 662 Bytes | admin@example.com SCampleed. Stanted Mat 21,2028, 68-00PM! | e it
(Expires in 5 days) Completed in 3 seconds
C leted Started Mar 21, 2023, 10:13:44 AM
Search 1679408015574 662 Bytes | admin@example.com @ Complete Arlec a0 View Download
(Expires in 5 days) Completed in 3 seconds

[Nw 7 7T v Ffsk (Background Searches) ]N—UI2id, MBEFROY X MRRRSINET, MBHER
L, R, ¥Uurua— R, EREHIBRTEET, [EAE (Notification Settings) ] ~—IZBEIL T, W
TRV ary a2 RRELITERTHI L TEET, ZOX—UNOREBELHGT DI
I, X7 7T 0 RRZEOBLE (Start a Background Search) | AR ¥ &R L ET,

RDBRY

MUK L7 = NREREARIT. NI T T RRBEAF D a—)VENT RN I T T
FRBICEECTEET, SOV TIE, ARV FEa2a—T TONRY I T T2 RREBD A7
Va—LiRE (141 =) ZBRLTLLTEE N,
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ARYFE2—TTORY 555 FrRORT S1—LEE |

ARV EEA=TTONY I TV FREDRAT D1 —IVEE

AR M 2—=TR=UT, XTI NCHROVBELIZVEArVa—LV1LET, A7
Va— b INTRBITWOTHEHEEL T Y oA TEET, £, BEFOI7 =Y 240K
LMRBICEETHZ L TEET,

\)

6= cJBIEA R MK LTCOHBNRY I T T FRREATY 2— 1 T&E T,
«PHEA. SET. FRITRBUIEMRICET AT 7 — b2 BT Z L2 BIRTE £,

ATV a—= VSN T 7T Ty FRFEEEKT D121E, ROFIEEZEH L £,

FIE

RATYT1 FEF—2a =T, [4R>+&OY (Events& Logs) | >[4 N> k (Events) ] ZRINL £,

AT 72 [JBE (Historical) | ¥ 7 %7 V7 LTRBEARY MeFRLET,

RT9T3 MBI, MRTOMBREZ AN LES, RF (Search) | Fuy FX R RE %22 w7 L, [Ny
7 777 RTHi% (Search in Background) ] Z iR L £,

ATy T4 (EE) BREOHREZEELET,

RTYFE T7 4N T, [5FT<HFE (Searchnow) [T = v 7Ry 7 A T4 T TnET, AT dE, R
FERCRBE DB SNNE T, A 7T DL, Ny 77T RV IIAEH%ROME L LTORFEITINE

7
ATYT6 VKL AT Y 2—/LO%E (Setup recurring schedule) [#: VKL A7 Y 2 — L aMB L, IROBRTEELT
b\iﬁ‘o

o (7 7 OfmIEHM  (Search Logs for the Last) | : il > T3 2 AR,
« [BEE (Frequency) |: A7 Y 2 — /L ENTMETR & EITT D4,
ATV T U4 RUDTEHT, A7Ya—VINTERBEFHFEHRALET, [A7 Y 2a—LBLOET HEE (Schedule

and SearchNow) [ %7 VU v 7 LET, MEBELZTICHIGET 52 L 2BIRL 2o 5E1X, [REBEOR T
¥ =—/1 (Schedule Search) ]%#7 Vv 7 LET,

RDZRY

AV a—)VENT Ny 7 T T RREBOFERIX, Security Cloud Control 7% H Eh1IZ I FRd
LFETHRRT AHMHERTEET,

NI DTS FREDEDvO—F

MBRER L A7 Y 2 —/L 7 = U [, Security Cloud Control (2 &> CTHBIMICHIBRS D £ T7
AR ESNET, Ny 277700 FREDat—% CSVIERNTH v rm—RLET,
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AT TN EMORXAL T[4 Ry QY (Events& Logs) | >[4 X2+ (Events) | IZBEIL 7,

AT9 T2 [IN\v9 5592 KHEFE (Background Searches) 1>[7 42 3 > (Actions) |>[# ™~ > H—F (Download) ]
Vw7 LET,

ATV T3 BOORBEHELET, AFrYa—EnimBiE, [Z7=Y (Queries) | ¥ 7 IRGFEINET,

ATy 74 [¥Urm—R (Download) |22 Uy 27 LET, .CSVERD Ny 7 7T 00 RRET 7 A /WIiE, v—HL
RIAT DT 7 4V EORGFGINCHBMNICY Vo — RERET,

T—3AML—YTSY

F AR — R &7z Cisco ASA 3 XL NFTD 7 /31 A )25 Cisco Cloud 25 1 HIZZITHH A~ b
DEIHIET DT —H A ML=V T T ZEATOLLERHY EF, ZORY 2—2H1F 1 H
DI IABFEMEINE T, 7 —F 77 TEHEDOGB/H T, 1, 3, SERMTHHT
TET, WV IALRZ YT 5 b RAVRTIET. BEAT AT Secure Logging Analytics

(SaaS) DR TA TARUIBMT HZ LT, ZOMTATAMIZED . A FEEEMIC
RELLZENTEET,

TN NTIE, WABOu—) o F—H AN —UEZTRY £, ZORY —Ti,
WSz, B 90 HEID A X2 k23 Cisco Cloud IZfRfE SN, Zn L HWF—Z2 13l En
9,

BEOY T 27 ) F g v ~OREEFICL T, A X2 MEEBIM AT 7 44 S 90 HIH
JOLEL Ty 77 L—RLEY, HEMIORY 2—24 (GB/H) ZHERCT A7 3 b b
T, TNOHOT v T T L— ROMEEFERIL, V727V 7y a VI OE Y oIz oNT
AEEIR S NET,

T—H 7T DOFFHINI OV TIL,  [Secure Logging Analytics (SaaS) FiEH A RNl 25 LT
<TZEvy,

)

GE)

Security Analytics and Logging © 7 A £ A LT —4 77 3 28615, B0 Security Analytics
and Logging 7 14 BV A& RUGT 5700 T, 7= 7702 EHT 508 IH Y /A, Ak
2 Xy NIT—=2 8T 7 4 v 7 DANV—"T"y "R LIZGEEIE, BT =277 2B+
57203 72D T, BD Security Analytics and Logging 7 A & A Z 53 2 LB IXH D £H A,

BYSTITHLTEDT—EN AU FENFETH?

Secure Event Connector [Zi5{5 S 4172 A X2 MME 9 X T, Secure Logging Analytics (SaaS) 7 7
U RICERMS, TXEDY T LTIy hIRET,
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LRY R FL—VHHOEESLUA Ay kR FL—oagoEm [

ARV R 2—TICERINDIARE 7 4 VX2 IBLL TH ., Secure Logging Analytics (SaaS)
70 RIBRIESINDA X PO A, 41X FE2—TIZEREINDA X bD
B H1200TT,

APL—PDEYHTEZT CITEVNREZLTLEVNET, ESTAIEXNTL & 55V
Z ORI BT Fa—F 3k D 2 5T,

e JVEZELS DAL=V H U IR T B,

e ARV NERFTHNL—NDOEEHLT I EEEZD, SSLRY v——b, k¥l
FTUA LTIz A N—)b, TIZEZRHEHL—L, BFARY>—, 774 LBLV~
NT2TIRY = EDA R hea 7l TEEd, BEn RSN TVEIREA
EHERL T, TOEONL—NLEBIORY v—nbA X Mea JI\ZekdT DR H 50
EyaEHEr L ET,

ARV A ML—VHBIOERERELIVA R PR FL—OREDENM

Security Analytics and Logging DHERZ UG T 521X, IROWT DT A B AZEALE
7
« Cisco Defense Orchestrator 7/8 R SA VA TR Y T3y (EFIROXV S
E) ZDOTABUAIL Cisco7 7 A T U —/VT A A&EHT 5 728D Cisco Defense
Orchestrator EFL T A B A & HEHIBDOA X haX o 7 alladbd-b0 Ty, 20
TAVVADT 74V T, A ML —U% 90 HERFFCX E9, BIMOT — X {RFFE
RIARAZWMATHZ LT, n 7OREHHZ 1 4£, 248, FLIE3FIERTEE
7

« Cisco Logging and Troubleshooting 54 VR TR Y Toay : 2074 AL,

1BV 1GBORY a—2b0uFX a2 R—FL, AML—T%90 HRERFFCX F
T, BT = RFHER T A AZMAT D2 LT, v 7 OREHIMZ 14, 24,
FIL3FIERE TEET,

ZEHZHOWNWTIE. TCDO T4 B A2HWT] 2R LTLFE X0,
B—Y T AR N ARNV—VEJERET DD, ARSI T T RA RN —VOEEHESCT I

T, ROFIEEZFATLET,

FIE

2T w1 CiscoCommerce DT H 7y ~Miua /A LET,
AT w 72 Security Cloud Control PID % #4R L £ 9,
RT9T3 Tar 7 N> T, ANL—VREBOEIELIIRELT v 7 7L —RKLET,
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https://apps.cisco.com/Commerce/
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. Security Analytics and Logging 7 —%4 75 U O ERKRD R

N L7-2 2 M, BEED T A & 2050 ORI HESW TR ShEd, B2 FIEICOW T,
[Cisco Defense Orchestrator Bl DB FHIZBITAH A RTA4 2] #BRLTL &V,

Security Analytics and Logging 7—74% 75  DFERKRED R T

BAOB X 7HIR, EHLZA L=V, WOBHMFAAE eI By b SN0 EFRR
THITIE, ROFIMEZFEITLET,

FIE

ATy EloF s —r g 3=n5 [E8 (Adminigration) |>[AJE%E (LogSettings) [DIAEIZZ Y v 7 L
i‘é‘o

ATy T2 [EHERDOF R (View Historical Usage) |27 UV v 7 LT, @@E1R21LADA ML —IEHRREFRRT D
b TEET,

Secure Logging Analytics (SaaS) IZERHNET/\1 XD
TCP. UDP., B KU NSELR— FDER

Secure Logging Analytics (SaaS) M35 &, ZHEMHD ASA £721X FDM IZ L 58 HT A
A/, Secure Event Connector (SEC) ED#FE® UDP, TCP., F 721X NSEL AR— MIA X
FERETEET, TDOH%., SECIFZENH DA X k% Cisco Cloud (2515 L £,

EEEH SN TR = FDOBE, SECIFENLDR— 2L TA N FE2%[ETED
X 912U FF, SecureLogging Analytics (SaaS) D~ == T /L TiX, HELZRTET D & X ITH—
FNEERT 5 Z E RIS THET,

* TCP : 10125
« UDP : 10025

* NSEL : 10425

FTCIHEH SN TWAHAR— FDOYA X, Secure Logging Analytics (SaaS) #FXET HHIIZ, SEC
TN ADFEMET ST, AN FPOZEICEBRIEH L TWLIR— haRELET,

SEC WMEHT 2N — b EGZ ROT DT, ROTFIHEZFTLET,
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Secure Logging Analytics (SaaS) [CfER SN 5T/ 4 XD TCP, UDP. £ & U NSEL R— ~DiEHR .

FIE

ATY T EO_A 2 CT[EE (Administration) ]>[Firewall Management Center] 227 UV v 27 L, [E¥ =27 a7
4 (Secure Connectors) | # 7% 7 U > 7 LET,

ATY T2 [BEF =27 ax7 % (Secure Connectors) ] X— T, A X & %[ET 5 SEC BN L £,
AT w73 [FEM (Details) ] 31 12, A2 hOXEF & 72D TCP, UDP, £ LU NetFlow (NSEL) &R— k3 FoR

SNET,
|
Boston-SEC
Details ~
ID 54b039f6-8944-46a4-ac07
Tenant ID Oa2cdcb4-5e63-4491-9fda
Version 202004270848
IP Address 192.168.25.4
TCP Port 10125
UDP Port 10025
NetFlow Port 10425
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. Secure Logging Analytics (SaaS) [CfERSN 5T/ 4 XD TCP, UDP. & & U NSEL R— DiEHR
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



