Security Cloud Control ) £ 7K

Security Cloud Control 1%, B CiR2A L X4 — T 2 A A& B L THY O —%2EFHT 57200
MEOE 2 —%#ft L F 9, Security Cloud Control % 4] Tl 3~ % 4 D FEAM 72 FHHFIZ S
WTLLRTHRY BIF £,

» Security Cloud Control 77> F DfERL (2 ~<X—2)

» Security Cloud Control ~DH A > A > (4 X—)

« Cisco Security Cloud Sign OnID 7' 2 /34 X —~D#4T (6 2—)

« Security Cloud Control 77> F DiE£#EH) (8 *—)

e TFU hDFRy NU— I EHFOEH (9 X—)

« Security Cloud Control 2% — ~7 > 7 JjA4 K (9 ~—2)

» Security Cloud Control 7 A &> A2\ T (10 =X—7)

« Secure Device Connector (12 ~<—3)

» Security Cloud Control CTHHR—hSINHT /A A, VYT hUx=T  N—Ru=T (48—
V)

» Security Cloud Control THHR— h &I 57 7 U (51 <—)

« Security Cloud Control 75y b 74+ —LDA VT FURRAZ D a—)L (52 3—)

o 77 7 FE2ALH Firewall Management Center A > 7 7> A AT a—)b (52 _X—)

» Security Cloud Control 77> hOEH (53 ~X—7)

« Security Cloud Control COD—H —DEFH (78 _X—7)

o 22— W —4F D Active Directory 7 /L —7 (79 ~—)

» Security Cloud Control D Hil = — ¥ —DIERL (86 ~—)

» Security Cloud Control ® . —#'—m—/L (92 ~_—)

« Security Cloud Control ~®D=—%—7 717> kDEN (97 <X—)

s 2—F—m—Da—F—La— FOfFE (98 X—)

e 2—H—m—LOa—F—La— FOHIEE (99 <—)

» Security Cloud Control @ [h—E A (Services) ]¢— (100 ~—7)

« Security Cloud Control 7 /34 R & H#—EZXDEH (104 <X—)

» Security Cloud Control f > h UfF#H (113 =X—)

» Security Cloud Control 7-~/L & 7 ¢ L X AL (113 ~_X—3)

» Security Cloud Control DfRZEFEEEDM A (116 =*—)

Security Cloud Control D% ]



Security Cloud Control D £ K |
. Security Cloud Control 773 > t D{ERL

A7V b (120 3—2)

Security Cloud Control 77 > D {ERL

¥t L\ Security Cloud Control 7+ > b2 7 rbE Y a= 7 LT, T, Ae2A v R—T 47
BIOEHCTXEI, 427 L I X Firewall Management Center /N—37 5 > 7.2 LI Z I LT
VT, Cisco Security Cloud & #A T 2% 51%, MGV —2 7r—0—f & LT Security Cloud
Control 7> F 2B T2 Z L b TE £

Fg

1. https://manage.security.cisco.com/provisiontZ 7 & 9,

2. SecurityCloudControl 77> b &7 R E Y a =795 —Va VERRLT, [T >
7 (SignUp) 127 Vv 7 LET,

3. [Security Cloud Sign On] ~X— T, B 7 A UIEHREASLET,

4. Security CloudSignOn 7 7 7 > " & HBFHL TR, fERT 256X, [T <A T v
(Signupnow) 1% 27V v 7 LET,

1. 7Hhoy belfld 27200 He A LET,

[l Security Cloud Control DA


https://manage.security.cisco.com/provision

I Security Cloud Control D E A&
Security Cloud Control 75> k D1ERL .

Account Sign Up

Provide following information to create enterprise account.

Back to login page

Email *

| l

First name *

| l

Last name *

| |

Country *

Please select * b

Password *

| l

Confirm Password *

| !

[ 1agree to the End User License Agreement and Privacy Statement.

Cancel

Wiz Sy hERLET,

o [ET A—/v (Email) ] : Security Cloud Control ~®D & 7' A NI KA T 5 %E
FA—=NT FLRAEATLET,

e [/NAU— R (Password) ]: WAV —REZASNLET,
2. [ A (Signup) 127 U7 LET, TO%, BELLET FLAITHERA —/L
MEEINET,
3. EA—/WEME, EA—/& [Security Cloud A 4> (Security Cloud Sign On) ] ~<—
POWMG T[T AT bOT 7T 471k (Activate account) 1 &7 U > 7 LET,

4. fEEOT/NA AT Duo ZfEH L TELELRIEZHEL, [Duo T 7 A > (Login with
Duo) ] & [# 7T (Finish) 1227 Vw27 L9,

A

() DuoSecurity 7 7V r—3 3 VEEREIEICA VA M= VT D2 EEBEID LET, Duo DA
VA R=ZOWTIERN D DA%, [Duo Guide to Two Factor Authentication : Enrollment
Guide] #ZM LT ZE0,

Security Cloud Control D% ]


https://guide.duo.com/enrollment
https://guide.duo.com/enrollment

Security Cloud Control D E &K |
. Security Cloud Control ~DH 4 > 41 >

5. THY MOARIEAD L, [HiLWT 7 hOERK (Create new account) %27 U w7 L
£
6. N L7=VU— 3 IZH L Security Cloud Control 7> M MER S E T, T/, 1EKL
H1? Security Cloud Control 77 MIBT 3N S N/TeEF A —ADBEEET, T
TIZHEEL D Security Cloud Control 772 MIBEAfHT HLTWDILGAEIEL. [T FOER
(Chooseatenant) |~—C, fER LT F > FEBIRLCTur /A LET, #H LV Security
Cloud Control 7F > &I TERL LIZ &1, £ DT F v MIE#ERr 7 AV LET,

#]8 C Security Cloud Control 77> MMZ v 74 >3 % HIEIZOWTIEL, T Security Cloud
Control 77 b ~OHIEIE 7' A ] BT ES0,

Security Cloud Control 7> hOEH L I F I FE 2T F v MREICOVWTL, [T7F 2k
W) #ZRLTIEEN,

Security Cloud Control 77> FDFEEN— 3 0ADT Yy T L—FK

HERL N T A T /N— 3 @ Security Cloud Control 2 L CTWA5451%, [CDODIEEL k<
4 7V (You are in a free Trial of Security Cloud Control) ] /37 —M2RFRRm I, ~T A 7 IVHA
MoKy BENRSNET, N 74 7 AWMFITN-D>TH, Security Cloud Control 772 k%
FERN=Va L NIT v T T L= R TCEET, VA0V AEYEFEFIFT AL AR
ZE#E LT 2SS, REETHRIEL, SOFZEWGLET,

SOFEFZEZRE LIS, NF—0 [5882/N\—2 3 T v 77 L— K (Upgrade to full version) ]
Vw7 L, EXESEANLTHEE/N— 3 O Security Cloud Control Offi 2Btk L %
D

Security Cloud Control ® + 5 4 7 LR ERE D E K

NI AT NR—= g O A 30 AT 25 581E, BEROZEK (Request foran extension) ]
27y LET,

Security Cloud Control ~DY 1 >4 >

Security Cloud Control (27 7' A >3 521X, SAML2OYERDT AT T 4T 4 TN, X —
(IdP) . ZEHERFET 134 X —_ 3 L U Security Cloud Control T —HF —DEHZ RO
D NIRLETT,
IdP 757 v MiFa—W—on 74 AFHRPEENTEY, P ZZ O R 7 A AAFHRICES
WCa—F—EBIELET, SEERIAETH, TA TV T 47 4 €F2 VT 1 O LA
YL E T, Security Cloud Control = —— L 22— R(ZiE, EiZa—W—4%, 2—HF—
DBEEAFIT 5415 Security Cloud Control 7> b, —¥—oOu—ARNEENET, =—HF—
nua 7 A 35 &, Security Cloud Control (% IdP ¢ =—+— ID % Security Cloud Control ®7 7}
Y hOBEff——La—RiZvy 7 LET, Security Cloud Control 28 —%9 5 L 22— K
ERADTTEGAIL, ST 52— 3207 b~ s A v EFAINET,

BEROBEIIMBDOLY TNV A o F L TAT T 4T 4 TN, E =R RY | 7 A
T UT 4T 4 7 v 3 X —|Z Security Cloud Sign On T3, Security Cloud Sign On |X, ZE#HER

[l Security Cloud Control DA


https://docs.defenseorchestrator.com/#!c-tenant-management.html
https://docs.defenseorchestrator.com/#!c-tenant-management.html
https://www.cisco.com/c/en/us/buy.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/buy.html?dtid=osscdc000283

I Security Cloud Control D E A&
%43 Security Cloud Control 5> F~0#ED S 1> [

\ZDuo ZfEH LE 3, BERIL, LEIZI U TSAML & > 7 LA 4 & Security Cloud
Control DFMETEET,

Security Cloud Control |Z & 7' 4 >3 521X, %7 Cisco Security Cloud Sign On T7 4 v > k& {E
i% L. Duo Security Zfli ] L T EHFAE (MFA) %€ L., 7+ FOFR vy U —JEHHE
IZ Security Cloud Control L = — NOERZ KT D LN H D £,

20194F 10 A 14 H, Security Cloud Control 1%, BEFOTXTOTF > h&, ID 7 u\fF—L
L T Cisco Security Cloud Sign On %/ L, MFA |Z Duo #fEH 7T 5 L HIEH L £ L7z,

)

(GE) MBEDOY TN A A ID T r A Z—ZAffi ] LT Security Cloud Control {ZHA & A
VI 5EA. 2O Cisco Security Cloud Sign On ~DBATIZHE L ¥ A, WMEDOY A A
VYV a—varEplEEEEATEET,

» Security Cloud Control O fEEIE AP THIUE, ZOBITOEEITIH Y £,

Security Cloud Control 77> k73 2019 4 10 H 14 HUFRIZ/ERL S Ve 561, HiHil Security
Cloud Control 77> b~ fjlElm 74 > (5 X—) ZZRLTIIZENY,

2019410 H 14 H X Y AifiZ Security Cloud Control 77> h 23F/E L TW /=334 1%. Cisco Security
Cloud Sign On ID ' w /XA X —~DBAT (6 X—V) ZZRMLTIZE,

#1385 Security Cloud Control 75> bADQYIEIOST A >
X L& BHIN

Duo Security DA > X k—JL, DuoSecurity 7 7'V 77— a3 » & EREZFICA A
=B LE2BEIHLET, Duo DA A F—LIZOWTITEMBH A84E1%. [Duo
Guide to Two Factor Authentication : Enrollment Guidel] ZZMB L T 7ZF &V,

BZIORIH, EXANATAAL AZFEA LTI Z A LN AT— REAER LET, OTP IFHE
R—=ATHHID, TRAADIZay IRV TAEZALLERALTNEZ EREETT, T2
A Z2Dr7ay 7 BEHBIIC, FERIEFRTELWVEZIICEEISNTWAZ L 2R LET,

Security Cloud Control %, Cisco Security Cloud Sign On % ID 7' v /34 X — & LT L. Duo
%% HWHEBFE (MFA) (2 L ¥ 9, . Cisco Security Cloud Sign On 7 4 7 > k7254
https://manage.security.cisco.com/provision % ff} L "C#7 L\ Security Cloud Control 77> k Z{E
T HE, rEYa=r77r—(ZlE, Security Cloud Sign On 74 7 > k DYERKS° Duo %
i L7z MFA ORER E, SESERFIENLIEICRY 7,

MFA X, 2=V =T AT T4 7T 1 2 RETDH-DDOEF 2T ¢ iRk LET, MFA D—
FECoH D " HEHFBAETIL, Security Cloud Control |27 7 A > 52— —D ID Z M3 572
W2, 22003y R—R 0 NELFERNB/LETT, RYIOBERFL—VF -4 LR T— T,
2HEHOHERIIA VT~ RTERSNDT FZ A L/SAT—F (OTP) T,

Security Cloud Control D% ]


https://guide.duo.com/enrollment
https://guide.duo.com/enrollment
https://manage.security.cisco.com/provision

Security Cloud Control D £ K |
. 1)—< 3 > Z & Security Cloud Control ~DH A >4 >

| o

EE 2019 £ 10 A 14 B & Y #III< Security Cloud Control 73 > FAFEE L TWV=HAX. ZDHEH
D4 Y 1ZCisco Security Cloud Sign On ID 7' 2 /3A X —~DREIT (6 X—V) #ua s/ A F
JlEE LTHERHL TSN,

RDFE

HH Cisco Security Cloud Sign On 7 51 7 > s OFERL & Duo ZEHRFFIEDOKE (87 <—) 1T
EAET, ZHITABEMOT oA TY, 4T XCTEETTHLERDHY £,

1) —< 3 > Z & D Security Cloud Control ~DH A > A >

ZH 5%, Security Cloud Control ~DH A A ANMEHTH AWS Y —2 5 -2 & D URL T
jAO

%= 1:)—2 3 > Z LD Security Cloud Control URL

Hh st Security Cloud Control URL

TIOTRKEFEB I OHA (AP)) https://apj.manage.security.cisco.com
F—Z U7 (AUS) https://au.manage.security.cisco.com
I—um X, ., 77U 5 (EMEA) https://eu.manage.security.cisco.com
4> K (IN) https://in.manage.security.cisco.com
7 AU HARE (US) https://us.manage.security.cisco.com

OJA4 2 DEBD STV a—TFTa25
IE L < %Ly Security Cloud Control ) —< 3 vIZEB->TAS A Y LTWAT=86H, OF A vtk
5 B3

Y72 Security Cloud Control U — 2 > 42u 74 ' LTS Z L 2R L T ZE0,
https://sign-on.security.cisco.com (02 7 A »F 5L T/ EATHY —Va VEBRTEET,

PA AT HY—Ta i onTit, UV — a2 T & @ Security Cloud Control ~D A > A
v (6~—) EZRLTIIZSV,

Cisco Security Cloud SignOnID 7 O /\ A4 & —~D#1T

2019 4 10 A 14 HIEACT, Security Cloud Control TlX, T XTDOTF > EMBID 7' m /34 X —
& L T Cisco Security Cloud Sign On [ZE#A S TRV | ZLEFEGRFE (MFA) (21X Duo ZfEH L

[l Security Cloud Control DA


https://apj.manage.security.cisco.com
https://au.manage.security.cisco.com
https://eu.manage.security.cisco.com
https://in.manage.security.cisco.com
https://us.manage.security.cisco.com
https://security.cisco.com/

I Security Cloud Control D E A&
BARODSA VEBO 5 ILva—T125 |

TV &9, Security Cloud Control (B4 A >4 %121, F 9 Cisco Secure Sign-On T7Hh ™ >
4797474 L. Duo #ERALTMFA ZRET HILELNHY FT,

Security Cloud Control (21X MFA 2342 C9, MFA 1%, =—W—T7 AT T 47 1 ZiRi#T D
71&')0)'125\': V7 4 Zifb LET, MFA O—FfiCToh 5 " HFEFHAETIE, Security Cloud Control

R 7 AT a—F—0ID ZMRTHDIT, 2503 R—R P EITEREPLET
T RADBEHRIFTA—PF - L NRNRAT— T, 2FHAOERITA VT~ FTERINDT
S A LXAT— K (OTP) T,

N

G¥) < ME D //7/1/4j‘/f VA ID Fr A Z—%fF ] LT Security Cloud Control (ZH A > A
VLY Z ® Cisco Security Cloud Sign On 3 X X Duo ~DOBATIZHE L £ A, A
DY A ‘/ZL// Ja—varagl&fmEfificesd,

« Security Cloud Control DEE} k7 14 7 AHIRIH ChIIX, ZOBITHAEHINET,

+ 2019 4F 10 A 14 B LAB#IZ Security Cloud Control 77 > FBMER S KTV HEX. Z 0
HH O 0 IZHTH Security Cloud Control 77> h~Ofjlaln 74 > (5 —Y) %n
A FEELTHEALTIZIN,

XL B
BATT DN, WOTNEEZFEITTHZ L2 BEIDLET,

. Duo Security 4 > R k—JL, Duo Security 7 7" U 7 —3 3 » A A EREIC A »
A R—=NTHZELEERBEHDOLET, Duo DA VA M= LZOWTZEMNH 2BE1
[Duo Guide to Two Factor Authentication : Enrollment Guide] #Z&M L T 72 &\,

cHBZDRBIE, EARNANTNRAABFERALTCT U Z A LAY — REAER LET, OTP LM
BR—2ATHDHED, TXAAOI7a v IR )TIAEALERBILTWAZENERET
T, TNNAAD 7 Oy 7 BRI, FEFHCTIELWERAICEREIINLTWND Z & 26
BLET,

« H1 L\ Cisco Secure Sign-On 7 7 o M & Ep L, Duo ZERRFEAHE LT, Tk
4BFEO T ATY, 4BEBET_XTEETTLO2MLERDHY £7°,

— -~ — \ ~ — »
BiTkoDIJAVRBO NS TN 2a—T1 29

A—H—ZFIE/NNRT— FMIEL < HULV=8. Security Cloud Control ~ND RS A U IZ5kEXT
%)

fi#ikix Security Cloud Control IZ 2 7’4 L L H & LT, ELWa2—H—4 L 20— F&fEH
LTWRIEb b b u s A ACRIT 2856, 3 AV —-RFaeEhGE) 2L
THHERNSAY — FZRE TE WAL, B L Cisco Security Cloud Sign On 7 4 &7 |k
AR TICr 7 A R BT AR BV E 3, T Cisco Security Cloud Sign On 74 7 >/

Security Cloud Control D% ]


https://guide.duo.com/enrollment

Security Cloud Control D E &K |
. Security Cloud Control 77 > ~ MDi#2E}

FDYERL L Duo ZEFRREDORE (87 <—) OFMEAIHE> T, # L\ Cisco Security Cloud
SignOn 7 H 7 MY A T v 7T HMENRHY £5,

Cisco Security Cloud SignOn &y ¥ a7/R— RA® B 5 A VIXRETIT 5 H%. Security Cloud Control
FERETERE

figikix Security Cloud Control 77 k & [X572 % = —+#—4 T Cisco Security Cloud Sign On 7
10 FEAER L TWADAIEEMED S U £, Security Cloud Control & Cisco Secure Sign-On @ i
Ta—W—{FH A =N 9 5 I21E, Cisco Technical Assistance Center (TAC) (ZHfE L TL 72 &
U,

RELEITvIT—V&FERALEZOT A VIZKKT B

iRk 77 UVIREINITh W T v v AL Tr A LIS L LTV DA NB L
NE¥i, 7 v 7 ~—2 M https://cdo.onelogin.com &5 L TW D ATEEMEN H W £,

fiRi% https:/sign-on.security.cisco.com (22 7 A > LE T,

« f#iRi% Cisco Secure Sign-On 7 # 7 > b & E7EAER L TWRWEETX, #i#l Cisco Security
Cloud Sign On 7 1 7 . s DFERK & Duo ZERFFEDOKE L E T,

« f#iRi% Cisco Secure Sign-On OF LT 1w > M EAER LTcHA 1. 777> MBMERR S v
V— g IR DX v v 2R — RO Security Cloud Control % A V& 27 U w7 LET,

« f#3Rs% Cisco Security Cloud Control APJ

* fiRi% Cisco Security Cloud Control 2 —A FZ U 7
* f2ifi% Cisco Security Cloud Control EU

« f#iR:% Cisco Security Cloud Control f > K

* fi#iRs% Cisco Security Cloud Control #[E

« f23R5% https://sign-on.security.cisco.com Zf§ T LI T v I/~ —F EHH L ET,

Security Cloud Control 77 > ~ D#Z &N

FIE

AT 71 Cisco Security Cloud Sign On % v > 28— RC, #%%43 % U — a2 ' ® Security Cloud Control N % > % 7
Uy LET,

ATV T2 WO —trT 4 r—2%HELTWDEHIF, A—krT 4 r—F%0uaa%27 1 v LT [DuoSecurity]
7> [Google Authenticator] Z 38R L ¥ 9,

CBEFEOT Sy MO TR —F— L a— FRH A, 0T T Mor 74 v LET,
CEBOR— ST TIC2—F — L a— FRH DA, T 5 R— 2 L RBIRTE £,

[l Security Cloud Control DA


http://cdo.support@cisco.com
https://cdo.onelogin.com/
https://sign-on.security.cisco.com/
https://sign-on.security.cisco.com/

I Security Cloud Control D E A&
Frotory tr—sgazoeE |

« TTILEE DT F v Mla—H—La— b D5E1F, Bl Security Cloud Control 77 k%
BIRTEFET,

HEFOTF U M —Y— L a— RRRWIEAETL, Security Cloud Control DFEMI &2 R T 50>, £721%
NTZATNT o hEERTEET,

[R—%/L (Portals) ] B =—{X, DT F v b OGS NIEREZEIG L TERRLET, FEMICON
T, AT T Ty RAR—ZVOEH (73 X—V) 2L TIEIN,

|

[77F > b (Tenant) ] € =—(Zi%, 2—HF—La—RRbor—HOT v MRERINET,

i
CISCO

Cisco Defense Orchestrator

Choose an account

Portals Tenants

US East Coast Boston Office
US West Coast

MNew York Office

Los Angeles Office

Sign Out

THFUORDRY FO—OEHBEDOEHE
TFU IRy N = EREORERIRTHZ %8, XA NI TI7T 4R LTBEBOLE

To Ay MU —VEREMHEREZFF O — —%WRE L, Security Cloud Control T —H—D
B AR L C, hoax—F—okE s MEFRE) AT LET,

Security Cloud Control R 2 —+7 v 7 4 K

AR — 7w FHA KSecurityCloud ControliZ . 7 7 A 7 U 4 —/LEZWRHZE Y T v 7L
TRETHHDHX AT PRI NDEEN A X —T = ATT,

Security Cloud Control {Z% 1 > > L, EIZHDHA=2—T () 7y LET,
« (A7 L I AEH (On-premises Management) |-~— 21X, BLF~D U 70360 £,

Security Cloud Control D% ]



Security Cloud Control D E &K |
. Security Cloud Control 5 1 £ > X [ZDUVT

« Security Cloud Control Z M L T, &I 5 731 2% A 7L I X
Management Center |24 > /R— K L £ 7,

« #4271 I A Management Center (Z KX > TEH I LTV D GBUIXTT 2858 7 /31 A
% 77 v g4 Firewall Management Center (21T L £ 7,

T NA AT T L— LT, 77U R Firewall Management Center ~0
D Threat Defense 7 /3 AD— 457 o ya =72 FETLET,

e ARV —%SpHL, BEZHRHL, ¥al—ar INEEOHRFHEAZITRY
£7,

[T AT U A—I/LOEEE (ManageFirewalls) | X—21X, ATF~D U 7 R3H 0 £,

« BB BB, Cisco Secure Firewall ASA . Cisco Meraki MX 7 7 A 7 7 +—/V %
FUR—FLTEELET,

« %A hE VPN #i 2 L £ 7,

* Cisco Al Assistant #{EH LT, LBIZINLUTTZ 7 AT U4 —NVRU —¢T7 7 A8
WO RS2 A FEEHLET,

o —HREYZRRTEDFEE R SIS 58 2 25T D720 R L £7,

o [7 T U REFEDIR#E (Protect Cloud Assets) | ~X—1ZiE, AF~D U 7 B3H Y F7,

« MulticloudDefense Z# i L7z —B L7 FXF 2 U T 4R A2 HHL T F 27 T 7 REg
BREROT =2 LTIV r—va b R#ETHILT, 77U REEERH#ELET,

Security Cloud Control 51 £ XIZDULVT

Security Cloud Control TlX, 7 FERDODERF T A7 ) T g b T AEEHT S
TEDDTINA AT A APMETT, MERT T MUIZHSWT 1 DL EO Security Cloud
Control ZEAY T A7V Foa v zlEAL, T AETNE S LHEIZESNHNTT NS T
AR AEZBATEET, 2FV, HAYTR7 Y S a & EAT 5 & Security Cloud Control
T N3MF B AL, Security Cloud Control 2 L TEHLT 5 Z L 2RI LT /31 AT LT,
TEBIDT INA AT A ARMBEICR £,

JEBH % G2 72912, 45 Security Cloud Control 77~ b I Secure Device Connector (SDC) %
L THIS00 B DT NA A%EBTE, Cloud Connector Z i L TIEE DD T /A A % EH
TEXLZLICEELTLEEY, >\ TIL,  Secure Device Connector (SDC) | %2
LTL7EEN,

Security Cloud Control 2> 57 /N A% A AR— KL TEET 1L, HBHT L7 /31 ATHES
WT, EAFT 2RIV T2 a v & T A AEFOHEN—=ADY T 27 Y T a AT D
WERH Y ET,

[l Security Cloud Control DA


https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-asa-with-cdo/managing-asa-with-cisco-defense-orchestrator/basics-of-cisco-defense-orchestrator.html#Cisco_Concept.dita_e19faf6e-4e1b-4bb3-ad82-48a080430e8c

I Security Cloud Control D E A&
49 59 FZ4tEY Firewall Management Center 35 & U Threat Defense 5 1 > X .

YIRY YT 3y
Cisco Security Cloud Control %7 A7 U 7> g 3~ — A CTF,

cEHK 14, 3, BIOSHEOY T A Y 7 a a2 LT, Security Cloud Control 7
FrMIT7BAL, WUNCTA B RAINIET ANA AT &K ZRIEL £,

cTNARSAEVR BT L2 L 2RINLIZY R — MRGT S 22250 T, 14, 3
B, BIXOSHFEOY TR ) Fra it UET, 72L& 21X, Cisco Firepower 1010 7 /3
AADIEDY 7 "2 T BT AT VT a w2 LSA. Security Cloud Control %
i/l L C Cisco Firepower 1010 7 /34 A% 3 FMEHT L L 2B TXE T,

Security Cloud Control 239 /R— b2 Zadt X2 U T 4 F /34 ZADFEMMZHOWTIL,
[Security Cloud Control THAR—FENDHY 7 hU =T bn—FRo =7 ] 2ZRLTIZEV,

| o

EE  Security Cloud Control & A FAPET /S A AT ZEHT 572012, 2 ODEBIOT A AT A+
VARIMESH Y FH A, CiscoSecure Firewall ASA (ASA) O el M7 23% 5854 . Security
Cloud Control Tl Al MET /R4 ADNT % 1 ODT A AL BT, 1 DD ASA T /A
ATA B AEEAT HIZT THHTT,

N

(G¥)  Cisco Smart Licensing 7~ — # /L7 &5 Security Cloud Control 7 4 & A ZEH T 5 Z LI T
Ao

VI L9z T7 TR YT avnyR—F

Security Cloud Control ZEARY 7 27 U 7' g id, 7 A7 V7 a VHBIRAER R Y 7 &
V7 BTR7 VT var BRI REENTEY, Y7 MU =T Ty 7T —h AVr—
7 w77 L— K. $ KW Cisco Technical Assistance Center (TAC) ~D7 7 2 A Z Bk 7 L
TRELET, Y7 b7 FR— BT 740 P TERINWTWETE, BHEIZESWT
Security Cloud Control ¥ U = —3 g R — v E2IEATHZ L TEET,

Security Cloud Control ZFES 14 > X

SecureX 7 717 > k725 30 H[H] D Security Cloud Control 7 A 7 V& U 7 = A N TEE¥, 3
DWW TIX,  Request a Security Cloud Control Tenant| [#£5E] Z# & L T 72 &0,

47 59 KR4 E! Firewall Management Center & & U Threat Defense 5
TR
Security Cloud Control ¢ 7 7 7 R#£{l51! Firewall Management Center % 13~ % 7= D12 B D 7 A

TURAEWAT HHLEITH Y £ A, Security Cloud Control 7> h DAY TR 7 ) 73
NZiE, 7 7 U R Firewall Management Center OB & £ TV E T,

Security Cloud Control D% ]


https://docs.defenseorchestrator.com/#!c-software-and-hardware-supported-by-cdo.html
https://docs.defenseorchestrator.com/#!c-provision-cdo-tenant-securex.html

Security Cloud Control D E &K |

. Secure Device Connector

42 519 FiR#: 2 Firewall Management Center SHHi S5 1 + > X
7 Z 7 FEEH Firewall Management Center 213 90 HREIOFHMLIZ A B AN T rE Y a =7
SNTHEY., ZO®RIT BRI T L F—e 2N T ey 7 SNET,

Security Cloud Control 77> kT u b ya=r7 3z 77 7 R Firewall Management
Center % BUf5 95 FIEIZ DWW TIL,  TRequesta 7 7 7 K42t Firewall Management Center for
your Security Cloud Control Tenant] Z#Z M L T 72X\,

)

GE)
DFTALAFHK (SLR) ZHHR—HFLTWEREA,

7 7 v REg(A Firewall Management Center |[X, =7 ¥ ¥ v 7' Ry NU—27 NDT /A ZADFFIE

4 57 FiR#LE! Firewall Management Center 0 Threat Defense 5 1 2 X

77 v REfA Firewall Management Center (2 & > TEBE S 1% Cisco Secure Firewall Threat
Defense 7 /3A A Z ENH B D T A £ o ARMBETT, FEMICOWTIE,  [Managing Firewall
Threat Defense with Cloud-Delivered Firewall Management Center in Cisco Security Cloud Control |
[Z5E] @ [Licensing] Z#ZM L T 7E &Y,

7 7 7 Rt Firewall Management Center (Zf1T S 72T /S A 2D T A & > R % Security Cloud
Control 23MLEREF 2 F1EIZ DWW TIL,  [Migrate Threat Defense from Management Center to Cloud |
EZML T TEE0,

Secure Device Connector

Secure Device Connector (SDC) %, A =7 /3 Z7)3 Security Cloud Control &5 T& 5 XL 9
T 2407V V= X T, A4 —%y MR THEEREECTERWT A, 22T
A AZADu T A AEHZMHH LT Security Cloud Control (24> R —F 4 7T 5815, v
FT—2712SDC #EBI LT, 731 A & Security Cloud Control DDl % 7% T& £
9, F2lE, BEIZE T T, 7234 AD Security Cloud Control 735 DAL A o X —T = A A%
MU CHBEBEFEEZZETEDLLHICTHIENTEET, #INA X2V T 4T TIA4T A

(ASA) . Meraki MX, Cisco Secure Firewall Threat Defense 7 /3 A, Firepower Management
Center 7 /34 A, LH SSHEB L ONOS 7731 A X9 T, SDC #ffi ] L T Security Cloud Control
WX L CTEAREFTE 7,

SDCI%, BEEXIGT NA A CTITTHMENDH D A~y & FELRT A REET D4
FRNd D A v E—Z DT, Security Cloud Control % B4 L 9", SDC I, Security Cloud
Control IZfk > TZDa~vy REFATL, FEXIGT A X2 I T Security Cloud Control
WA Y=V %EE L, BHEIRT NA A6 ORE % Security Cloud Control (23R L FE 5,

SDC /%, AES-128-GCMover HTTPS (TLS1.3) #ffiH L TEA B LUK 5t SN2 L 270 i8lE
A v—U%HH LT, Security Cloud Control &3#i{5 L £9, HAWER I N-T A AL H—
EADTRTOu T A U NERIT, 7T 7Y D SDCICHEHER SL SN D721 Tl
AES-128-GCM Z il L TIRIFFRFIC B IF B{L I E T, SDC IET BT A ADa 7 A ERIC
77 ATEET, Mo Security Cloud Control H—E A 7' A UEFRICT 7 A TEEH
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EEXRT/\1M XD Security Cloud Control M 1E#5: .

A SDC & Security Cloud Control [l Di8(E % §F A1 92 FIEIZ DWW TIL, BEXRT N4 2D
Security Cloud Control D%t (13 X—) 2L T E X0,

SDC (%, f£E® Ubuntu A V' AX L AZA VA h—LT&ET, HE L, SDCCLIXAT Y A
A b= ENT-, EENTZ Ubuntu22 A A X 2 AHO OVA 242 L CT\WE 4, CLI 21ff
HA+5L, VMAEREL, RERTRTDOVAT LRy r—V% A4 A R—L L, SDC %
Docker 227+ L LTHRAMIT— MR NI v CTExFET, F7203. ME D Ubuntu A > A X
VA (R=T g 2024 DBET A NENTWET) Zue—L L, CLIZERICH 7 a—
[ B R S G = S

% Security Cloud Control 77> M, #EHIROE D SDC ZFH>Z LN TEET, ZNHDSDC
W7 METEEEIRT, 1907 F 2 FEATY, 1250 SDCREETE 57 /351 2D
E. ENODT N, RNTEASNTMREE . RET 7 A NVDH A XL > TERRVET, 7272
L. EBHZFIET 572512, 120 SDCBIS00 EDT /NA A R— 52 LE2HBELT
CTEEWY,

T MBSO SDC ZIEBT 5 &, ROFIELH D £,

e NI =< U AL FEEDH Z L 72< ., Security Cloud Control 7> h TL VD %L DTN
A AEEHTEET,

Xy NT—7NOREHES =%y NT—2787 A MISDC #EB L, TDEZ A2k
WD T 734 A % [A] U Security Cloud Control 77> h Tl &f & FH TX 9, #%® SDC
NIRWEGA, ZRHDREESNT =%y NI =T8T A FNOT A 2% $72 % Security
Cloud Control 77 N CEHTLMENRH Y £7°,

H—0DARA FTHEED SDC 2 FATTEEd, FTT 5% SDCHOT— F A T v FFIRICHE -
TLEZEW, TF 2 FOBRAID SDCIZIX, 7 FOATHTEFE S 1| BHEAIAENTEY |
Security Cloud Control @ [#—E A (Services) ] X— D [EF 27 a2 & (Secure Connectors) |
A TVERENET, BINOK SDC 1L, JEFRICE ST b ET,

FEMIZ DU TIE, Security Cloud Control @ VM A A — % f# fi] L 7= Secure Device Connector 7
JEBH (16 ~—) BELUHEH D VM LT Secure Device Connector DJER] (20 X—) &%
LT EEN,

REE IR -
« BWHLE S5 3 A A~ Security Cloud Control D #4f5¢
» Secure Device Connector D FHH (37 _X—)

* Secure Device Connector DHIIfE (34 ~_—)

BEIEFR T /N1 XA Security Cloud Control D 3E#:

Security Cloud Control [X, 7 7 7 K27 # %721 Secure Device Connector (SDC) %41 L T
BXISRT N A AR L E T,

Security Cloud Control D% ]



Security Cloud Control D E &K |
B ==5%7 /31 2~ Security Cloud Control (%%

AVE—=Fy MINDTRA AZHEHET VB ATEDEAIE, 777 Raxs 2 &AL TTA
A AT DMBERHY £, TAA RAERETETL5HEE. 777 R — 3 >0 Security
Cloud Control IP 7 KL ANE DR — k 443 TOA Ry RT7 7 22 L £,

A LB =Ry FILT AL AT V7 EATERWERIE, Xy P =224 7 LI ADSDC
% P LT, Security Cloud Control 37 /NA A LBETEH L HICTHIENTEET,

AN— 1443 (E11FT A RAEHHICRE LR — ) OF AL 2T %y MNP DTERRA
VNG RT VR RAEFA[THEIICT A AEFRELET,

FrR—RT52E, Fy hT—=2124 7 L2 AD SDC NLETT,
« VT RMBET I BEATERVASA T3 A,
MDOFTRTOTNA R —ERITIE, A7V A SDCIEINESH Y £/ A, Security Cloud

Control 1Z7 50 Fax 7 2 ZFERLTERELET, A0 K7 7B ADFFA ML [P
T RLRIZOWTIE, ROEZ S a v E28RLTLITEEN,

Cloud Connector %4\ L /=7 /X4 X M Security Cloud Control ~ D #%#5i

7 Z 7 Kaxs ¥ %4 LT Security Cloud Control 27 /31 A ZEBEERIT 58546, EMEA, kK
EH., F7IFAPTHUBO I FIFERIP T KL AL, R— b 443 (72135734 2AEHBICRTE
L7zAR—bF) TOALA NG RT 7B REHFATILENDHY F9°,

T -KEF-BKRK (APJ) HUROISEELD https://apj.manage.security.cisco.com “C Security
Cloud Control (IZHEfst T~ 255 1E, IRDIPT RLAMNLDA L NT L RT 72 A% LET,

* 54.199.195.111

*52.199.243.0
A—XbZ 17 (AUS) HulE D% £ htps://au.manage.security.cisco.com T Security Cloud
Control IZBEET DAL, RO IPT RLANSLDA VT RT 72 AZFAILET,

* 13.55.73.159

* 13.238.226.118
A—0w/\, FE, FEF77UH (EMEA) HIOBEEL T, hitps:/eu.manage.security.cisco.com

T Security Cloud Control (Z#2f5E L TWA5EIE. IRDIPT RLRINLDA NN KT 78R
IR LET,

* 35.157.12.126

*35.157.12.15
4 2 K (IN) ko 384573 https://in.manage.security.cisco.com C Security Cloud Control {Z#%#¢
TLOHEIE KDOIPT RLRANHDA RN BT 78 A LET,

* 35.154.115.175

* 13.201.213.99
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I Security Cloud Control D E A&
EEXRT/\1M XD Security Cloud Control M 1E#5: .

KE (US) Ik EAED https://us.manage.security.cisco.com T Security Cloud Control (Z %5t
TLHENE, RDOIPT FLANLDA N\ RT 7 AEFA LET,

* 52.34.234.2
* 52.36.70.147

SDC ~ ) Security Cloud Control O 5

SDC %41 LT Secunty Cloud Control %7 /NA AZHHE T 5354 . Security Cloud Control T4 B
FTDT A AN, R— 1443 (F7203T7 A AEHBAICHE LA — ) OSDCHEA RNHD

BIRA NG F‘Ti’zx EEFAITAMLENRDY £9, ZOFMIL, BHEHT 7 & AHIEL—
ﬂ/’i’@iﬁﬁ LCREINET,

F7-. SDCHAEHEINTWAIIE~ Y U, BHGRT AN, ZADOEHA VX —T 2 A ATH Y
=8 SN TWD Z & BHRT HMLERDH Y £,

ASA % SDC [#fi 9 DR DR 0B EEIR

BARHNZIR RS & ASA & O#EgEIZ, SDC IX ASDM T &5 D & [F ULERRBET ¥ %
NEFEHLET,

B ASA b AnyConnect VPN 7 7 4 7 > MERi 22T AND KO ICERE SN TV DA

X, ASDM HTTP % —/3—7R— h & 1024 LA LOEICEE T H20E R H Y £5, ZOR— M
B1%. Security Cloud Control ™~ ASA 7 /8N ADF VR —F 4 V' TIMERA SN DR — hEF L

FLCbHDIZD Z LIZEELTIEIN,

ASA < > FD]

ROFITIZ, ASAINIA o Z—7 = A4 AD4 D Toutside] T Y. ASA T AnyConnect 7 7
ATV ERRESNTND72D, ASDMHTTP $—/S—3R— | 8443 CTU v A LTV 5 &
BELTWET,

GNERA B —T 2 A ZE AT DHITIE, ROa~vr REATTLET,
T YT RN H AR

« http 54.199.195.111 255.255.255.255 outside

« http 52.199.243.0 255.255.255.255 outside

A=A+ 7 U7 HiulE
* http 13.55.73.159 255.255.255.255 outside
* http 13.238.226.118 255.255.255.255 outside

EMEA Hitssk
« http 35.157.12.126 255.255.255.255 outside
« http 35.157.12.15 255.255.255.255 outside

A v Nk
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* http 35.154.115.175 255.255.255.255 outside
* http 13.201.213.99 255.255.255.255 outside

K[ Hh duk
 http 52.34.234.2 255.255.255.255 outside
« http 52.36.70.147 255.255.255.255 outside

AnyConnect VPN 27 7 A4 7 b MEH STV 254512 ASDM HTTP H—/N—AR— F 2 F2hIC
THICE, koa~vy REANLET,

http server enable 8443

Security Cloud Control O VM 1 * — < % {# i L 7= Secure Device Connector

D &

TNA AD T A N A L C Security Cloud Control & 7 /3 A A Z#fe 3284, Security
Cloud Control &7 /31 AMDIBELZEH S H720DIZ, *y FT—ZIZSDCEX TV m— L
TRERETDHIENRA NS T 7T 4 AT, @, ZNHOT A AFIERERI—ZATHY |
RTY w7 IPT RUAZRZROD, SMEA v 2 —T = A ACBPNIZR— FEFi> T g
T, WX VT 0T 7T AT A (ASA) . FDM IZ L5 EHT /31 A Firepower
Management Center (FMC) | SSH 35 X TNIOS 7 /34 R 1E3 T, SDC %M L T Security Cloud
Control I[ZHAYEFTE £,

SDC %, HHXNLRT A ZATEITTHMERH LA~ & BHIRT A RTEEFET D4
ERNdDH A v E—Z OV, Security Cloud Control % B4 L %9, SDC i, Security Cloud
Control IZfb>TZ D~ FEFATL, BHEXGRT N1 227> T Security Cloud Control
WA v B—U%EGE L, BEMNGT A A0 5 OIR% % Security Cloud Control (2K L F 7,

1 D SDC WEHTE DT /A AL, ZNHDT A ANTEEISN T DHHERE & MRk
T7ANDYA R TR EF, 72720, EBREGEOEZE LT, 120 SDC THK 500
BOTNA AP R—FTELZLEHELTOET, FHMIZ OV TIEL, B— Security Cloud
Control 77> N TH¥ D SDC ZFEHT25 (B8 X—) MWL TIEIW,

ZOFNETIE, Security Cloud Control ® VM A A —T % L CHx > hU—271ZSDC %A > A
b= VT B FEICOWTH L ET, Zhid, SDCEERT -0 snN D, KkLHT
FEHETELHETT, B L2 VM ZEH L TSDCEERT 2 HERH H551L, AFDOVM
= C® Secure Device Connector D ERH (20 ~—7) OFNAIZHEVE T,

186 I
SDC Z BB 2R, ROAHRFMFZMHER L T EE0y,

« Security Cloud Control 1%, #i#% 72REETF = » 7 Z#03 & L, Secure Device Connector (SDC)
LAV =Ry FOMD Web/a T oy Fax iz hR— L THWERFA, ¥
Y= R—%fEH L TV AEAIE. SDC & Security Cloud Control DD b7 7 « w7 Dk
AL ET,

[l Security Cloud Control DA
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Security Cloud Control ® VM « * — > % {# 3 L 7= Secure Device Connector & .

« SDC (ZiE, TCP R— b 443 £72137 A ZEHAICRE LToAR— R TOA 2 —F >y b
NDOFERIRT T SR RT 72 ANRMETT, Security Cloud Control {2 & » TEE XL
TWDLT A AL, ZOR=FINEDANT R ET7 4y 7 bFAITLMERHY £
—a_o

W2y NT— I T VB AEMRT DD, EBRSRT /S A A~0 Security Cloud
Control D#&fE] #ZML T 723V,

» Security Cloud Control /%, vSphere Web 77 71 7> N £721X ESXi Web 7 7 A 7 > k% ffi ff]
L72SDCVMOVF £ A=Y DA VA h—/L&EH K=K LTHET,

« Security Cloud Control I%, vSphere 7 A2 kv 77 Z 47 ~Affifl L7 SDC VM OVF A
A=Y DA A M= )LEYFR—=FLTHERA,

e ESXi 5.1 /A 78— XA
e CentOS7T 7 AN XV —F 4 L F VRT A,
« SDC % 1 D721 FF> VMWare ESXi 78 A kD A7 AEA{f,
» VMware ESXi /8 A MMZiE 2 5D vCPU MB4LE T,
* VMware ESXi 78 2 MZIX2GB LA ED A E U BMLETT,
* VMware ESXi CTld, 7rEY 3 =7 OBHRISC T, R~ 2R — T 57
WIZ 64 GB DT 4 A7 KRENLETT,

« 7+ M SDC & B—? Secure Event Connector (SEC) %1 272 VM D 2 A7 LB
(SEC X Cisco Security Analytics and Logging T &b a v R—x> )

VMware ESXi R A2 MZIBMT 54 SEC ITiZ., 4 DDEHN CPU & 8§ GB DB A E U 3k
g‘(ﬁ—o

L7235 T, ZHHiE 120 SDC & 1250 SEC % ££2 VMware ESXi A8 A b OEE{: T,
* VMware ESXi 785 2 NMZIX 6 20D vCPU BLE T,
* VMware ESXi A8 2 MZiZ 10 GB A ED A E U BB E T,
* VMware ESXi Cid, 7R EY a3 =7 OBRUIE LT, i~y a2 di—ho7
DIZ 64 GB DT 4 AV FEPMLETT,
* Docker IP (X, SDC @ IP #ifHE K VT /A 2D 1P i L IXRe D07 %> MId H0NE
B ET,
« A VA= AEBET ORI, ROEREIEL 7,
* SDC (T 28HIIP 7 K LA,
o f VA M= AT g APIVERT D root =W —& cdo Z—F—D/XAT— K,
 FHAECHEFHT 2 DNS —S—D P 7 KL A,
*SDC T RLANFET DXy NU—0 D= U =A 1P T LA,
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« A4 AP —S—D FQDN £7/-1LIP 7 KL %,

. SDC{}ifﬂvyy W, BF 2V T4 N FEEPICA VA M= THEITREINTE
L INEITOITE, A—F80DT 7 RN RERKLERNH Y 7,

FIE

ATw7F1  SDC %{ERK7 % Security Cloud Control 77> hzu 74> L&,

AFvFT2  EROSA 2 TIEE (Administration) ]>[E¥ 2173494 (Secure Connectors) |27 U v/ L&
‘a‘o

ATv 73 [P—ER (Services) | X—TD[EF 2T 27 H (Secure Connectors) | ¥ 7 T, BT T AR U %
7Y w7 L. [Secure Device Connector] & i8R L £ 7,

ATy 74  FJA1 T[SDCVMA A=Y DX 7 m—F (Download the SDC VMimage) %7 U v 27 LEd, +5¢&
BOXTINFRINET,

r -

Deploy an On-Premises Secure Device Connector p ¢

Step 1
Download the SDC VM Imagedand follow the documentation to deploy the SDC VM on vSphere.

Step 2

When deploying the VM into vSphere, you will be prompted for ‘CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere. s

CDO Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjalU9pSINVekkxTmlJcBluljViQBk2SWLwWFZDS JkuZX1Kc2FXNXJaV1
JVWlciaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT jFZbk5qY215d2RHbHZ 1bk 1pT2xzaVNWUKVH
YUpoYzJVaUxDSm91VepSYVdRAE1pNHdJaXdpYm1kbWR5SmRMQBox Yz WeVgyNWhiV1VpT21KamIyWm
%x1bkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pY TWIPDHNpVWSSTVIW
OUJSRTFKVG1KZEXDSnBMB1pT21KcGRHUW1MOBpGYKhWemRHVN1TV1FpT21JeE1pd21jSEpwY1dGel
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaU8k2V31KMGNuVnpk(Q812zSWSKbF 1XUN1MO8
k1T1RSbUBySTRNQzFpWW1NNUXUUTNPRGNEWN1 Zek 1DMN1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNtbDBa
UBpkTENKcFpDSTZ JamN3T 1dRMVpHSXpMVFpoTmpZdESEVTBZUZABTIRCbUXXUXhNelJr TURZeESGWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEyNzhoNUNSZDNPRUUSHUDXT2VRd 104aHpkShtR3BhUmt SYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek5XNBdKajRyTT1yVzM3RXdRdF9zeWh5azVkTOVITVIrMlcwR1 JRcXhiempoU1JLUTpKNXQBeGxuN1
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j
dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN
BKcHM5a24 tNGBwZWtxcB1BTXoSUVZBMXZ1S] ZWNmSNdBgyV3J1cDRZMTY 1MC1yeDBpblhWNFd2QSIK
GBRPXQRPTUFJY]81&3d3LmRIZmVuc2vamNoZXNchFHb31uv29t1ngRE9fVEVDﬂUSUPSJJaXNbe

ATYTE  Zip 77 ANIPLTRTOT 7 A VEHHLET, Zhbid, KOXIREDTT,
+ CDO-SDC-VM-ddd50fa.ovf

* CDO-SDC-VM-ddd50fa.mf
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ATvT6

ATvT1
ATvT8
ATvT9
ATv 710
ATvIN

ATvT12
ATy 713

ATy 714

ATy 715

ATv 716

ATvT11

ATy 718
ATv 719

ATy T2

ATvIT2N
ATy T2

ATvT23

Security Cloud Control ® VM « * — > % {# 3 L 7= Secure Device Connector & .

* CDO-SDC-VM-ddd50fa-disk1.vimdk

vSphere Web 7 7 A 7 b2 LT, EELE & LT VMware —_—(Zm 74 LET,

G¥)
ESXiWeb 7 7 A 7 > MIFEH LRNTIZS W,

71 7 MIHE- T, OVF 7> 7 L — 225 Secure Device Connector {RAE~ S 2B L £,
Ty N7y TIRET LI, SDC VM O&EJZ ALET,
HFHLWSDCVM Oz Y — L a Bl & £,

a—H¥—4 ICDOJ TrZ A LET, 774/ FO/AAT— FiEadml23 T,

717 R T, sudo sdc-onboard setup & AJILET,

[cdo@localhost ~]$ sudo sdc-onboard setup

IRAT—ROTar7 FRFERENTZDH, adn1z2z EATTLET,
Fa 7 M5 T, root T—PF—DF LW ZAT — RE{EKR LET, root =2—HF—D 2T — K& A
SILET,

77 MIHE-> T, Security Cloud Control L—H—DH LWWRA T — RE{ER L9, =2—F—D/i2
UV—FRE AN LET

[#%#i 7 % Security Cloud Control K A A > Z @8R L T 723> (Please choose the CDO domain you connect
to) ] EWH a7 MRFIRINTZ G, Security Cloud Control D K A A U 1E#HAE AT LET,

Tar 7 MRFFRENTZS, SDCVM DIRD KA A AFREATILET,

a) IP 7 KLl Z/CIDR

b) Y—hU=A

¢) DNS #—s3—

d) NTP ¥—/S—F 7213 FQDN

e) Docker 7'V v

F721%, Docker 7'V v U3 S W AL Enter ¥ — & L E T,

[ZODEIFIELWTT N2 (1ZVW W z)  (Are these values correct? (y/n)) 1 &V 9H 7 v 7 FRER
SNEH, W EZANLTZ U N 2ERLET,

ANTNEEREELET,

[543 <SDCEHRELET 22 (FV/R)
T EIMERINTS, M EANLET,

VM =Y — b AEIZ e 770 LET,
SDC ~? SSH #fi & E L £3, CDO L LTrZ AL, N"AT—KEANLET,
787 N T, sudo sdc-onboard bootstrap & AJTLET,

(Would you like to setup the SDC now? (y/n)] &9 71 >

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

[sudo] SAU— KD AN ZRDLNIZEH, AT v 7 14 TER LI RXAT—=REASLET,

Security Cloud Control D% ]
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ATy T2

ATv T2

AT 726

Security Cloud Control D E &K

[Security Cloud Control D& ¥ 27 AR 7 X _X—=U NS T — AN T v T —HE2ab— LT a0

5, WOFNMEICHENET,

1.

2.

(Please copy the bootstrap data form the Secure Connector Page of CDO) ] &9 7' v v 7 M BER ST

Security Cloud Control (21 74 > L ¥ 7,
[7 7 v ar (Actions) ]34 > C, [A > 7L I AP Secure Device Connector ®FERI (Deploy an
On-Premises Secure Device Connector) | %27 U v 7 LE 7,
AT Ry I ADAT S 2 TC[T— A NI I TF—F%av—]%7 Uy 7L, SSHY 1
RO T £,

Deploy an On-Premises Secure Device Connector X

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data’. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDO Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjaUdpSIiNVekkxTmlJcBluUjVjQBk2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVWlclaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcBluTjFZbk5qY21sd2RHbHZibk1pT2xzaVNWUKVH
VUpoYzJVaUxDSm91Vap5YVdRdE1pNHdJaXdpYm1kbWR5SmRMQBox Yz JWeVgyNWhiV1VpT21KamIyWm
xjbkpsY2tCamFYTmpieTVqY jIwaUxDSmhiWE1pT21KellXMXNJaXdpY285c1pYTW1PbHNpVWs5TV.IW
OUJSRTFKVG1KZExDSnBjM@1pT21KcGRHUWIMOBpgYkhWemRHVN1TV1FpT21JeElpd21jSEpwY1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1YBdValU9pSjF jM1Z5SW13aWMzQkpaQBk2SWto
RVR5SXNJbUYxZEdodmNtbDBhY1Z6SWpwYk1sS1BURYZmV1ZOR1VpSmRMQBp3WVhKbGJulkpaQak2SW
prMUSHWXpZamd3TFdKaV16a3RORGMATnkxaVpqTXdMV1poWW10bFptRXpPRAUWWM1JcB1ltTnNRV1Z1
ZEY5cFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelky0XdaUBk2V31KMGNUYNpkQB1zSW5KbF1XUW1MQO
k1T1RSbUBVSTRNOZFDWWTNNUxUUTNPRGNOWW1Zek 1DMW1ZVBpaWldaaE16aGhOR1 1o TENKM2NtbDBa
QORPXBRPTUFJTj0id3d3LmR1ZmVuc2VvemNoZXNBemFOb3TuY29tIgpDREIFVEVOQUSUPSIjaXNiby
ThbWFsbG1lvIgpDRESTQkIPVFNUUKFQX1VSTDA1aHRACHMELY93d3cuZGVmZNSZZWIyY2h1c3RyYXRY

ci5jb26vc2RjL2Jvb3RzdHJhcC9jaXNjby1hbWFsbGlvL2Npc2ZNvLWFtYWxsaW8tUBRDIgo=

21 Copy bootstrap data

[CNOLOREZFHLETN? (X0 z) (Do you want to update these setting? (y/n)) ] &9 7'
YT IRERENTEL, ) EASLET,

[Secure Device Connector] <— 2R £9, HLWSDC DAT—FAN[T 7T 47 (Active) JIZER
SNDHET, HEEEHLET,

B 5@ VM L T Secure Device Connector O ERH

TNAADr T A @A #EH LT Security Cloud Control % 7 734 A ZHHE 9 5854, Security
Cloud Control & 7 /34 A OIEEZEHT 57202, % v b7 —7 T Secure Device Connector

(SDC) #X 7o ua—RLCRERBETAZLENRRRA NTFT VT 4 ATT, BF. 2HHDOF A
AFHERR—=2THY . "7V w7 IPT FLRERTZRVD, SNEA V2 —7 = A Z|B
PTeR— b EFfo TWET, W EX2 )T 4 77T A7 A (ASA) . FDMIC L5
PRT /34 A I L Firepower Management Center (FMC) 7 /34 A (LT XT, 7314 ZADu s
A EH A L T Security Cloud Control (Zxf L CTHE AT HZ LN TEET,

SDCIF, HHHART WA ATEITT2REN DDA~y F&, BHEHET A RTHET D44
ERH D A vE—Z DT, Security Cloud Control &4 L £9°, SDC %, Security Cloud

[l Security Cloud Control DA



I Security Cloud Control D E A&
B S5O VM £ T® Secure Device Connector 0 E .

Control (2> TZ D a~r FEFITL, BHEXGT N1 227> T Security Cloud Control
WA v E—U%EE L, BEMNGT A A0 5 OIG% % Security Cloud Control (23K L F 7,

1 50 SDC WEHTEX BT A ZADOHUE, TNEDT NA AZFEEIN TV HIKEE & . HERK
T7ANDYA R TR EF, 72720, BREGFEOEZE LT, 120 SDC THK 500
BOTNA AP R—FTELZELEHELTNET, FHMIZOWTIEL, H— Security Cloud
Control 7> b CTH%®D SDC #{FHT25 (B8 X—) &ML T 7ZEV,

ZOFIETIE, MEOFE~ A A=V EMHL TRy hU—=2I2SDC ZA A b—/LF
DITEIZOWTHBH L £,

)

GE)  SDCZA A M—ATHDIHRIND, KHEH TEMTE 5 HIEIE. Security Cloud
Control ® SDCOVA A A—T %X 70— RNLTCA VA M—LT5Z L TT, FEIZDONT

I%. Security Cloud Control ® VM A A — % {# ] L 7= Secure Device Connector DR (16 ~~—
V) EZRLTIEEN,

4R & HREIIC

+ Security Cloud Control (%, BEE7/2REAET = v 7 2MHE L L, SDC &4 ¥ —F v DM
DWeb/a 7Ty 7aFxs iy R—F L TWERA,

* SDC 73 Security Cloud Control & B9 5 729IZ1%, TCP AR — k443 TOA ' H—F v b~
DERIRT 7 "X RT 7 APRMETT,

* SDC %41 L T Security Cloud Control (ZE|ZEF %7 /31 AL, A— bk 443 TSDC nHDA
VRN RT IR R T HMERDH D £ T,

Xy FU—=IDHA FTANZONWTIE, TEHGRT /A 2~ Security Cloud Control
DYt ZBZRLTITIEEN,

s vCenter Web 7 74 7 > FETZIIrESXiWeb 7 A4 7 b EEH L TA VA =L ENT=
VMware ESXi 8 A |,
N

GE)  vSphere TAY by T TA T U NEMHEMA LA VA =T Y
AR—FLTWEEA,

e ESXi 5.1 /A 78— A
e CentOS7T 7 AN XV —F 4 F VAT A,
* SDC DA% FFD VM D> AT NEH:
» VMware ESXi 75 A2 MZIX 2 20 CPU BALE T,

* VMware ESXi R A MZIX 2 GB LA ED X E ) NLBE T,

Security Cloud Control D% ]



Security Cloud Control D E &K |
. B &0 VM £ TO Secure Device Connector ) E B

* VMware ESXi Tix, 7mrbEVa =07 0RFUISE T, i~ 2R R— 572
WIZ64GB DT 4 AV RENVLETT, Ziut, LEITSLTT 4 A7 @Ik ZILET
XAHLHIT, R—F 4 aryTHBARY 2 —2%88 (LVM) Z2HHLTWAZ & 54
EL7ZETT,

« 77 NH®SDC & BE—® Secure Event Connector (SEC) % i .72 VM D 3 A 7 N
(SEC I Cisco Security Analytics and Logging T S5 a R —% 2 1)

VMware ESXi 78 A MIBINT 545 SEC 121X, 4 DDEN CPU & 8 GB MBI A E Y i3
DI G

Lo T, 2B 120 SDC & 150 SEC > VMware ESXi 78 A2k O Ff: T4,
« VMware ESXi 8 A MZiX 6 2D vCPU BB T,
e VMware ESXi 7R A MZIX 10GB UL ED A Y BRYULEETT,

s VMware ESXi Cid, R EYVa =7 O@IRIL LU T, i~ 2R — 357
DIZ 64 GB DT 4 AV BENPVIETT,

*VM®DOCPU EAEYZEHLIZL, VM OERE AN, [BEX=7 2317 ¥ (Secure
Connectors) |"X—IZSDC W (777 4 7] SREETHD Z ED/RINTND T & ZHER
L\i—éﬂo

s ZOFNEEFITT D2 —P I, Linx REOEBEIZE LATEY, vit Y a7 bxTT ¢
EFERALTCT7 7 ANVERELTHARLERSY £7,

« 7L I ADSDC % CentOS AR~ & T A VA b =T 58581E, YumEF =2 U7«
Ny FEEMHINCA A=A TDHZLaBEOLET, YamOEFHEZEGT 5720 DK

EWE T T, A—h 443720 TR<A—=hr80 THLT WV "NV KT 72 A% LEM
3@5%/\75\ DET, £lo, BEHE ATV 2—/L7T 57291 yum-cron F 7213 crontab 7%
ETHLERDYET, EX 2V T4 EHF—LEHEEL T, YumOEHLZESET 57290
WEX 2 VT A R —2BETTHLERNLL0E S EHE LET,

\}

GE)  #ROHBEIZ : FENO 2~ Rit, a8 —=LTHARY 4 > RUICHE Y 20 TidR< A7
HEHICLTLIEEY, —FHoa~r RZEgFEND A yv=a) d, Iy hT 2 FR_—X |k
D7t AT mFyia] LLTHASNIGEERHYD, a~vr RBRRKTLIERERY F
—a‘o

FIE

ATvF1  SDC %#A{ERT 5 Security Cloud Control 7> hMZmr 74 LE7,
ATvFT2  EMoA o TIEE (Administration) 1> [EF 173 R4Y 4 (Secure Connectors) 12727 U v 7 L%
‘a‘o

[l Security Cloud Control DA
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I Security Cloud Control D E A&

ATvT3

RATv74
ATvT5

ATvT6

ATy 71
ATvT8
ATv79
RATv 710

ATy N

ATvT12

ATy 713

ATy 714

ATv 715

B 5O VM £ T® Secure Device Connector ) & .

[F—EZ (Services) | X—T D [EF 2T 27 % (Secure Connectors) | %7 T, FWITARL %
271 w7 L. [Secure Device Connector] Z %4 L £9°,

T4V RUDFEIE2 DT - AN T v T T—HEAERIZa—LFET,
D7 L HIRO RAM &5 4 A7 FEIRA SDCIZEI D B THNTWD CentOS 7 RS V%A A h—
L LET,

+ 8 GB ® RAM

c10GB DF 4 A Y AR— X

A VA=V LB, SDCOIPT RLA, 75y b~ R F—= T oA DIRERE, *v hU—7
DERFEEITVET,

DNS (KA A v R—Lt——) ZFELET,

NTP (v hU—Z XA AT a hal) h—N"—%BELET,

SDC @ CLI & fHEIZOV Y TX 5 X 51T, CentOS IZ SSH Y — "—% A > A h—/L LET,

Yum O 5% 5247 L. open-vm-tools, nettools, 35X O bind-utils /Xy 7 —2% A4 A M= LET,

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

AWS CLI Ny 7 — V% A A h—/L L£7, https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux.htmlZ S L T 72 &0,

GE)
-user 77 ZIEMEHA LW T EE N,

Docker CE /X r—% A A h—/L L £7, https://docs.docker.com/install/linux/docker-ce/centos/
#install-docker-cez ZHR L T 72& 0,

GE)
TR N EFERH LA A M=V FiESZERHLET,

Docker —tE Xz Bl L, EEFFICRRMTE DL T LET,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

[CDOJ & lsde) D2 >Ox—HF—Z{Ek L £, CDO =—H¥—(%, FHIELZEITTH-dlcue s
AT 52— —TF (DFVroot—W—ZEHEHHTL2MLEIHY THA) , sdex—H—(X, SDC
docker =@ T & FEITT H 2 —YP—TT,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

CDO A—H =D/ AV — RaiiE LEd,

[root@sdc-vm ~]# passwd cdo
Changing password for user cdo.

Security Cloud Control D% ]
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Security Cloud Control D E &K |

. B 5 ® VM L T® Secure Device Connector O &Rl

ATv 716

ATvT11

ATv 718

ATv719

ATy 720
ATvIT2N

ATv T2

New password: <type password>
Retype new password: <type password>
passwd: all authentication tokens updated successfully.

CDO = —¥'—% [wheel] Z/L—7ITBML., EHE (sudo) HERRAEAFH L £,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker 31 VA h—/vE&b b, 22— =T —TPER S E T, CentOS/Docker D/3— = TS
UC. [ldocker] F721% ldockerroot] &MEFALE T, fetc/group 7 7 A /VTED T N—THERK S 720>
EHEGR LD, sdc 2—Y—%2Z D7 N—T71TBMLET,

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

/etc/docker/daemon.json 7 7 A W BFAE L7eWIGEIEIERR L, I TORNEEZ AT LET, ER L6,
docker 7 —E B L E T,

GEx)
fgroup] F—IZAJI LTI N—"T403, BIOFIAD Jetc/group 7 7 A WV THROTF T V—7 L —FH 1L T
WAHZ EEHERLTLSIEIN,

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"

}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

BiTE vSphere 2> Y — /)bt v v a VAR L“Cl/"éiﬂ/\j: SSH(Z8IW %<, [CDOJ ==—¥#—7TH
JA LET, u A Lien, Tsde) 2—HF =YV EXET, SAT—RKOANZRDLNIZD,
[CDO| 22— —D/AU—KEAHLET,

[CDO@sdc-vm ~]1$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~1$

5 4 L2 ~ VU % Jusr/local/CDO I F L4,

bootstrapdata & WO H LT 7 A VEIEK L, [4 7 L 2 2D Secure Device Connector DR (Deploy
an On-Premises Secure Device Connector) |V 4 ¥ — KO FINR2 DT — A N T v T T —F% D774
VIZAEY T F9, [IRTF Save) 1227 Vw7 LTCT7 7 A NMERGFELET, [vi] £721% [nano] ZfEH L
TT7ANVEFERTE 7,

T—h A NT T T —HIbase64 T a— RXNTWET DT, 5 L T extractedbootstrapdata &
WO 7 AN AKR— R LET,

[sdc@sdc-vm ~]$ base64 -d /usr/local/ CDO/bootstrapdata > /usr/local/CDO/extractedbootstrapdata
[sdc@sdc-vm ~]$

cata v FEFATLTEG LT =2 2&RLET, 2~ FBIOMES LET —=ZI3RO L 5 I22Y
i‘a—o

[l Security Cloud Control DA
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ATv7T23

ATvT24

ATvT25

B 5O VM £ T® Secure Device Connector ) & .

[sdc@sdc-vm ~]$ cat /usr/local/ CDO/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP_URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

UTDa<r FeFTLT, B L7 — A M7 v 77 =4O faREERIcT 7 AR—FLET,

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]1$

Security Cloud Control 2257 — h A N7 v N KL X T rm— RLET,

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO_TOKEN" "$CDO_BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 --:--:=-= ——:-—-:—— —--:-—:-- 10654
[sdc@sdc-vm ~]1$ 1ls -1 /usr/local/ CDO/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/CDO/tenant-name-SDC

SDC tarball %@Bﬁ L/\ bootstrap.sh 77/(/1/%£ﬁi L T SDC /\O“/b_‘_‘f/\\%f/]) A ]\‘_‘/I/L/iﬁ_o

[sdc@sdc-vm ~]$ tar xzvf /usr/local/CDO/tenant-name-SDC

<snipped - extracted files>

[sdc@sdc-vm ~1$

[sdc@sdc-vm ~]$ /usr/local/ CDO/bootstrap/bootstrap.sh

[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally

sha256:d98£f17101db10e66db5b5d6afdalc95c29ea0004d9e4315508£d30579b275458: Pulling
from

ciscodefenseorchestrator/sdc prod

08d48e6flcff: Pull complete

ebbdl0b629bl: Pull complete

dl4d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped - downloads>

no crontab for sdc

4% & Security Cloud Control TSDC 23 [7 77 47| LFERENDITTTT,

RDERY

» Secure Event Connector % 1 > A h—/ L3 B3A1%, SDC AR~ 2 >~ Secure Event
Connector DA > A h—/LIZFR Y 97,

o 7 MZ 2 DLLE D Secure Event Connector % 1 > A b — /L3 551X, 7 M
BDSECZA A M—LT5] IR ET,

Security Cloud Control D% ]
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Security Cloud Control D E &K |

. Ubuntu {48 < < > T Secure Device Connector & Secure Event Connector 0 & B

Ubuntu{x2E2< < > T Secure Device Connector & Secure Event Connector

)L

TR AP T A NER A LT Security Cloud Control % 7 /3 A A ZHHEd 2854, Security
Cloud Control & 7 /34 A DI@E & EHT 57292, F v b7 —7 T Secure Device Connector
(SDC) #Xvra—RKLTEHTAZENRANT T T 4 AT, @%, ZNHDOT /A
AFHEFERR—=ZTHY, KTV w7 IPT RLAZEZROD, AA v 2 —T = A AT
PITZR— b affo TWET, BN EX 207477747 % (ASA) . FDMIZ K 5%
PT84 A L O Firepower Management Center (FMC) 7 /34 A (X3 _XC, T34 ADu s/
A EH & L T Security Cloud Control (Z%f L TE AT 5 Z LN TE T,

SDC (%, BWHXRT NA A TEITTDMENDD A~ NE | FEHRT A RTRET D4
ERH D A »E—Z 2T, Security Cloud Control B4 L £9°, SDC %, Security Cloud
Control IZfI> > TZ DA~ FEFEITL, HHXGRT /A 2> T Security Cloud Control
WA v E—U%EEFEL, BEXRT A A0 D DA % Security Cloud Control (23K L £,
Secure Event Connector (SEC) (X, ASA & FTD 2>5 DA X | % Cisco Cloud |Z#H515d 5 72,
TAEL ARG LT, [4 X hrF¥ 2 (BventLogging) |-X—3 TA X2 h&F/Rx L, Cisco
Secure Cloud Analytics THHA TX £ 77,

SDC % JEBH L7-141%, e #/FC SEC =27 F &M T& £, SEC #—E A%, Cisco
ASA. CiscolOS, FDM (Z L DB 7 /34 A5 syslog A v E— U %%f5 L. Cisco Cloud |2
BICFHETDHEIICEEFI SN TWET, ZHUT LY, Security Cloud Control Analytics <> Cisco
XDR 72 EDA Xy hh—EATRS A v 2=V EFHICRE, Mk, ST Ed,

CiscoDevNet ¥4 b [#53E] TRLENTWA 227 U 7 s % %47 L C. Linux Ubuntu 3 A7 A
SDC BLOSEC A VA h—/LT&E7,

15 H B HIIC
« Security Cloud Control I%, W RFEAET = v 7 202 L L, SDC & A & —F v MO
D Web/ar7 oy 7uaxszhR—KFLTWEYA,
*SDCIZIZ TCP R — h 443 TOA U H—F v hADERIRT U "N KT 72 ANRNE
*t:\—a—o

Ry NT—=IDHA RTANTHONTUIE, EESHSRT /31 A ~D Security Cloud Control
DEEfE) 2B LTI IZE 0,

s vCenter Web 7 7 A 7 N E72IXESXiWeb 7 7 A 7 v bR L TA v A b= &Nz
VMware ESXi A8 X |,

N

GE)  vSphere 7 AV by T TAT v MEER LA VA b—WiEY

R—FLTWERA,

« ESXi 5.1 /A 78— A

[l Security Cloud Control DA
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FIE

ATy T
ATvT2

ATvT3
ATv74
ATvTH
ATvT6
ATvT1
ATvT8

ATvT9

ATy 710

ATvIN

Ubuntu {&%8~< < > T® Secure Device Connector & Secure Event Connector 0 FE 5 .

R~ N Ubuntu AR —TF 4 V7 VAT A R—2 9 2004 GRS A VA F—L &
T3,

SDC :
CPU: 227

*RAM : 2GB LA 1=

SDC ¥ XY SEC :
*CPU: 427
«RAM : 8 GB ULk

* SDC % 31T L T\ % Ubuntu R4~ 2 121%, ASA I LT Cisco I0S T /34 ADE A
H—=T 2 f A~DFy NT—T T 7 ANLETT,

SDC % 1Ei%7 % Security Cloud Control 77> hMzwm 74> LET,

EMO~RA T [EE (Administration) 1> [EF 21723 %%9 4 (Secure Connectors) 127V v 7 L%
‘d‘o

[h—E A (Services) ] X— D [EF =7 227 % (Secure Connectors) | %7 T, 7 Vw7 L,
[Secure Device Connector] Z 3R L £ 7,

VA RUDFIR2 DT — AT v T T —HEAERICaL—LET,
CiscoDevNet % BAVNT SDC # BB L £ 7,

[Z—FK (Code) 17V vZ L, [HTTPS]# 7D URL =2t — L F7,
Ubuntu & A7 AT Ctul+Al+T 21 LT, kY« > Ry & £7,
SR T it E AL, FElF v — L7= HTTPS URL # 050 71 £4,

[sdc@vm] :~$ git https://github.com/CiscoDevNet/cdo-deploy-sdc.git
Resolving deltas: 100% (22/22). done.

lcdo-deploy-sdc) 7« L7 R UICBEI L £7,

[sdc@vm] :~$ cd cdo-deploy-sdc.

Is-laZ#FETLT, 77 AN ERT VT ERFLET,
« delete_sdc.sh : LLRIZ S AT AZA A h—/L&h7= SDC #HIBB L £,
« deploy_sdc.sh : & A7 A2 SDC # &R L £,

« install_docker.sh : #45E/X—<> 5 > ™ Docker &3 A7 AMIER L £,

27 )7 F&ELTLTDocker A VA F—LLET,

[sdc@vm] : ~/cdo-deploy-sdc$ ./install docker.sh

Security Cloud Control D% ]
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Security Cloud Control D E &K |
. Terraform % & FH L 1= vSphere ~ () Secure Device Connector 0 Efi

Remove docker docker.io docker-compose docker-compose-v2 docker-doc podmand-docker {y/n] n
Active: active (running) since date time UTC; 32s ago

Adding the current user to the docker permmissions group

Done!

ATYT12 SDCZERTLHAZ VT v 2RITLET,

Jdeploy_sdc.sh & AJj L. Security Cloud Control Ul "5 ' — L7227 — MR NT v 7T —% Z050 i) &
j—o

[sdc@vm] : ~/cdo-deploy-sdc$ ./deploy sdc.sh <bootstap data>.

If the docker container is up and running, the status of the SDC should go to 'Active' in the
Security Cloud Control Event Connectors panel.

Secure Device Connector 73 Security Cloud Control C[7 7 7 1 7 (Active) | & RRSNDHLENH D £,

RDBRY

» Ubuntu {fAH< o > ~® Secure Event Connector D F i (ZF8) L T, Secure Event Connector
A UA =V LET,

Terraform % {# /A L /= vSphere ~® Secure Device Connector M E A

1R BHHIIZ

Z OFNATIX, vSphere H Security Cloud Control SDC Terraform &3 = —/L % Security Cloud
Control Terraform 7 1 /34 & — LB EHW T LT, vSphere |Z SDC % J&FH 3 2 HIEIZD
WCHLLHALET, 20X A7 FIEEZFTT DN, ROFHEFMZHER L T 7Z3 VY,

* vSphere 7 — X L ¥ —/X— 3 7 DN LE T

s WEFATT HMEREFH ST — 2w o X —OFHET 7 FBSBETT,
« VM DFERL
« 7 3V E OIERL
ATV TAT T DR

AT UVTIATTUADT 7 AINDT v Fa— R

* Terraform O %155k

FIE

AT v 1 Security Cloud Control T APl D#A D —H—%ER L, APl h—2 v &2t —LET, APLOALD L —H—
DIEEFIEIZHDONWTIE, TAPLDH D2 —F—2AEk T 5] 2L TIIZEW,

[l Security Cloud Control DA
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https://github.com/CiscoDevNet/terraform-vsphere-cdo-sdc
https://github.com/ciscodevnet/terraform-provider-cdo
https://github.com/ciscodevnet/terraform-provider-cdo
https://docs.defenseorchestrator.com/c-secure-device-connector-sdc.html#!t-create-api-only-users.html
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ATy T2

ATvT3

ATvT4

Terraform % {§ f L = vSphere ~ @ Secure Device Connector O & .

['Security Cloud Control Terraform Provider] @ FNEIZHE > T, Terraform U 78 kU T Security Cloud Control
Terraform 7' 12 /34 Z—Z R L £ 77,

1 -
terraform ({
required providers {
cdo = {
source = "CiscoDevNet/cdo"
version = "0.7.0"

provider "cdo" {
base url = “<the CDO URL you use to access CDO>"
api_ token = “<the API Token generated in step 1>”

}

Security Cloud Control Terraform 7' = /S A % —Z i L T cdo_sdc Y Y — A ZAEAT 5 728 D Terraform = —
RZ&Fd LET, §EMIZ DUV TiE, Security Cloud Control-sdc U > — A ® Terraform L A h U &M 1L T
IZEW,

51

Resource “cdo_ sdc my-sdc” {
name = “my-sdc-in-vsphere”
}
ZDY Y —ADupootstrap data BIEIZIX, Security Cloud Control 77— k A kT v 75— X OEN AT S,
WD AT 7T cdo sdc Terraform £ = —/UZHE S L E T,

72N

Security Cloud Control_sdc Terraform <& ¥ = — /L%l L T, vSphere C SDC % {Ek 3 % 72 % @ Terraform
a— K& LET,

1 -

data "cdo tenant" "current" ({}

module "vsphere-cdo-sdc" {

source = "CiscoDevNet/cdo-sdc/vsphere"

version = "1.0.0"

vsphere username = "<replace-with-username-with-admin-privileges>"

vsphere password = "<super-secure-password>"

vsphere server = "<replace-with-address-of-vsphere-server>"

datacenter = "<replace-with-datacenter-name>"

resource pool = "<replace-with-resource-pool-name>"

cdo_tenant name = data.cdo_tenant.current.human readable name

datastore = "<replace-with-name-of-datastore-to-deploy-vm-in>"

network = "<replace-with-name-of-network-to-deploy-vm-in>"

host = "<replace-with-esxi-host-address>"

allow unverified ssl = <boolean; set to true if your vsphere server does not have a valid SSL
certificate>

ip_address = "<sdc-vm-ip-address; must be in the subnet of the assigned network for the
vM>"

gateway = "<replace-with-network-gateway-address>"

cdo_user password = "<replace-with-password-for-cdo-user-in-sdc-vm>"

root user password = "<replace-with-password-for-root-user-in-sdc-vm>"

cdo_bootstrap data = cdo_sdc.sdc-in-vsphere.bootstrap data
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https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs/resources/sdc
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/vsphere/latest
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. Terraform £ 1 —JL % {5 A L 7= AWS VPC £ T Secure Device Connector O E

TR SN2 VMIATIE 2 AD 2 —H— (root Z—HF—L cdo LWV ) 2—HW—) BHY, VMOIP T FL AT
ﬁ%éﬁizgﬁﬁ SNTWHZ & W—/E‘%z LTL7ZaY Y. cdo bootstrap data E‘I‘ii:ﬁi\ cdo_sdc Uy J—= @VEE‘ZH%E
WZAERL EHUT bootstrap data JBHEDENEE SIVET,

ATV 705 Jér%’ &io) ) v terraform plan & terraform apply %‘:’ﬁ'ﬁﬁzj L T Terraform %E%‘I’E%JZU\J@)EH Ljﬁ’&o

SERTRBNZ DUV TIE, CiscoDevNet @ [Security Cloud Control Automation Repository| [#:&] 22 L CTL 72
AN

SDC WAV R—=T 4 7IREDOEETHLGEIT. VE— bz Y —L&if] LT vSphere
VMIZESR: L, CDO 22— H—, L Tu /A LT, ROoa~vry REEITLET,

sudo su
/opt/cdo/configure.sh startup

\}

(GF)  Security Cloud Control Terraform & = — /L%, Apache2.0 74 B> AD FTAH—F LV —RY
Zhy=27ELTAREINTWET, v AR— MM ERSEIE, GitHub TRIEAZ#E TE
‘j‘o

TerraformE® < 21— /)L Z{E A L /= AWSVPC _E T?) SecureDevice Connector
D ER

3R H B IS

AWS VPC (Z SDC % JEBAT DRI, IROFHRARMZMERE L T ZE W,
* Security Cloud Control |%, B 7RFEHETF = v 7 208 L L, SDC &A »Z—x v FOM
D Web/ar 7oy 7axi iz R— L TWERA, 7RBX P —_—ZFHL T
WA A TX, Secure Device Connector (SDC) & Security Cloud Control DD N5 7 ¢ > 7
DIREZ B L ET,

WAy NI—0 T 7B ABMSRET D720, TEEHXRT /N4 20 Security Cloud
Control D] 2B LTI TZEWY,

CAWS TV b, A7l 1 DOV T xy M EFFD AWS VPC, 1 X TN AWS Route53
THRARNEIND Y — U DBDUNETT,

Security Cloud Control 7 — F 2 b7 v 77 —%  AWS VPCID, 3L OZDH 7 x> b ID
NETICHDLZ L EZHRLET,

SDC #RBEATAHTFFTA _X— TRy MINAT ' — N7 oA DS N TWA Z & 2l
ALET,

« T AT U —VEBHTIP A v F— 7 oA ARFTENTVAER—FT, 774 T T4 —
Ly NAT 77— b7 = A IZEEE SN7- Elastic IP ~D T 7 ¢ v 7 & £,
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https://github.com/CiscoDevNet/cdo-automation/tree/LH-70404-add-vsphere-as-an-optional-example/vsphere
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FIE

ATy T

ATvT2

JO0%S &EAT 571=5HD Secure Device Connector DX E .

Terraform 7 7 A JWIZIRD 22— R{TEBIMLE T, ZBEDOATNIFEHTAN LT EEN,

module "example-sdc" {
source = "git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"

env
instance name
instance_size
cdo_bootstrap data
vpc_id

subnet id

}
ANFIEH LD Y A2 MoV TiX,  [Secure Device Connector Terraform module] Z# &ML T 72 &0y,

"example-env-ci"
"example-instance—-name"
"r5a.xlarge"
"<replace-with-cdo-bootstrap-data>"
<replace-with-vpc-id>
<replace-with-private-subnet-id>

Terraform = — RO J) & U T instance id X8k L E£7,

output "example sdc instance id" {

value = module. example-sdc.instance id
}
instance id ZfHH LT SDC A A& A |ZHHt L. AWS Systems Manager Session Manager (SSM) % fifi
MUTRI TN a—=T 4 7 %4TH ZENTEET, AR IDOY X MZOWTIE,  [Secure
Device Connector Terraform module| @ [Outputs] Z#SM L T 720y,

RDBERY

SDC D s T TNy 2—T 47 Tidk, AWS SSM ZffH LT SDC A > A% » AT D
ENH O ET, A AF L ANOERGITEDOFEMIZ OV TIE,  TAWS Systems Manager Session
Manager| ZZM L T 7ZEW, SSHAZMH L TSDC A v AX L AZHHT D720 DKR— |k
3. X2 U7 0 EOBEBICI VARSI LICER LTS,

)

(GE)  Security Cloud Control Terraform & ¥ = —/L{%, Apache2.0 74 B ADFTH—F vV —R Y
Zhy=T7ELTARINTWET, VAR — MM EZRSEIE, GitHub CRIEAZRE T

—g_‘l)

JOX & FERT 5160 Secure Device Connector D EETE

TaX =R IT T INT RN TT 4 v T w7 4 VIR D ORE 2 R T
O, XY —R—FHTEI TRV T BRI NET, Ty NT—=TTFTRA X
WA Z =Ry MIE#HS L EINDLDOEE, WEOV A7 28 LET, TrF i h—r—
1. SDC 7% Security Cloud Control ~D3-XTDT v kN7 > Ki@{E T IZ Secure Device
Connector (SDC) &#MATEET, ZOFNETIL, A A FD Linux OS f%E Tt/ <, SDC I
5 O Docker = > 7 FTAERDEE 2D BIF £,
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https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=inputs
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=outputs
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
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. TO0xS EEAY B1-5HD Secure Device Connector DX E

FIE

ATy T

ATy T2
ATvT3

ATy T4

ATy TH

\)

GI)  Z5®%. SDC ® Docker = > 7 T2 OAME L 3, Linux H— S—2 B4 2 Mk rE e T4
P> T, AA P Linux Y AT AD7 0 F VEREEXITWVET,

1RO BRI
eLinux 23> R 74 A% —7xAZ (CLI) OFFEBLETT,
e configjson 7 7 A VW EMRET DRI NNy 7T v T AR T 5 Z L 2 HELE L 7,

SSHZ#EHALTSDCIZTZ7EAL, RODa<wy K& LT SDC 22— — 20z £4,

$ sudo su - sdc

/usr/local/cdo/data/<your sdc name>/data/config.json WZH DT 7 A NVICEEI L ET,

JSON & — E{ED T % config.json 7 7 A MTIHA L E7,

TuFd a7 uX Y —S—=0DIPT L AEZIIFQDNIZ, A—ha27rx i —"—=D) A= 7 R—
MZE R £,

"awsProxy":“https://proxy:port”

EHERAFL, SDCa T FE2HEHLEY, SDCa T+ Hld#h3 512X, Docker = > 7 Hik%

EEIT 22, SDCZKRA R LTWAEMBA~ Y U 2FHETILET,

a) Docker 27 FZHEERT HITIX, ETROa~ L REMEH L TSDC =27 i+ 25 E LE T,
[sdc@localhost cdo] $ docker ps

b) WOy K& LTI 7% FEs L ET,

[sdc@localhost cdo] $ docker restart <container id>

Z®& X, <container_id> |% SDC =2 7 F DilkhI 1 TI,

WKDa<wy REFALTAT—ZZAZMHR L, SDC 2T FRIEFICHEZEI L, BifEL T\WA 2 L 2R
LE9,

[sdc@localhost cdo] $ docker ps | grep sdc

WD a~<y REFEH LT, logs/larlog 7 7 A VD7 1 F VR EICHEWR RN & 2R L
e

[sdc@localhost cdo] $ less /usr/local/cdo/data/<your sdc name>/logs/lar.log

SDC if, 7uF v —N—2FEHAL CHETILICELLFTEINTWVET,
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Secure Device Connector D IP 7 KL XD EE .

Secure Device Connector D IP 7 FLADZEHE

1R BHHEIIZ
s ZDHF AT HEFITTHIZIE, BHETHLILENRDHD 77,
«SDC (21X, TCP AR— bk 443 72137 A AEHAICRE LA —FTOA  H—F v b
ANDEEIRT T MR KT I ANRMETT,

\}

(G¥) SDCOIPT RLAEZEE L=, T3 A% Security Cloud Control |ZFfE A R—F 4 7
THULEITIHY FH A,

FIE

AT9F1  SDC~® SSH #fi 2 Ek T 27, A~ D=z Y — %, Security Cloud Control —#—& L
TusA4 v LET,

ATwT2 IPT RLAREZEFETBRNISDCVM DRy "I —F A v H—T = A ARTEFREFERT DHITIL. ifconfig
o<y REHEHLET,

[cdo@localhost ~]1$ ifconfig

ATy T3 A H =T 2 A ADIPT KL AZEHETHIZIE, sudo sdc-onboard setup A ¥ KEATILET,
[cdo@localhost ~]$ sudo sdc-onboard setup
ATvF4 TurFIpnEoRrEnis, RAT—RKEASNLET,
[sudo] password for Security Cloud Control:
ATwF5  root /SAU— K& Security Cloud Control /XA U —KZ U+t h4+570 7 FCTna AN LET,
Would you like to reset the root and cdo passwords? (y/n):
AT9T6 Xy NIV—JEFRETHOOT T Ty EATTLET,
Would you like to re-configure the network? (y/n):
ATV FTT SDCICHIVYTHHLWIPT RLrE Fur 7 hRgEREiZ6 SDCVM Ofhod R A A A5H % A
HLET,
a) IP Address
by F—hrr=A
¢) DNS H— 31—
d) NTP ¥ — —%£ 7213 FQDN

F721E, NTP $— 3—F 721X FQDN 23 H &2 W i5451%, Enter ¥ — %2 L £,

e) Docker 7V v

Security Cloud Control D% ]
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. Secure Device Connector O &l|f&

F 7213, Docker 7' U v UHNEH S 72V A1 Enter ¥ — &2 L £,

ATY T8 HEBRELWZELEZRDLTa T IRERINZD, y TN ZREGRLET,
Are these values correct? (y/n):
Gx)

Zoa<wy RO, HWIP T L AA~D SSHEG N RDILDTZ0, v #AITTAFNMENRE LW & &
MR LT IEE,

RT9T9  SDCIZEIV Y TIHLWIP T RUAEMEM LT SSH#EmAERL, v/ 1 LET,
ATV TN AT —HADTAha~v s REETLT, SDCHABBHL TWDL I L a2l T ET,
[cdo@localhost ~]1$ sudo sdc-onboard status
TARTOF = v 7 BFAT[OK] ERREINTVDRERH Y 7,
GE)

VM D=2y Y= TZOFIREZFETLTWDLGE, ERELWZ EA2HERTLE, AT —F AT
A NPHBICEITIN, AT —Z ARFRINET,

AT w1 Security Cloud Control =L—#—A > % —7 = 4 Z%Jr LT SDC O 2R T 52 L b TE 7, MR
T 51Ti, Security Cloud Control 7 7'V 7r— a2 »ZB &, [B¥E (Administration) 1>[€Fa 73+
4 (Secure Connectors) | X—ICBENL 7,

ATYT12 R—Vh—EHEHL, IPT RLAZERLI-EXa T axs X ERRLET,

ATv 13 [#E (Actions) ] 31 > C, [/»— FhE— FDER (Request heartbeat) | %7 U v 7 LET,
N—FE—FBREEICEREINFLE VI A v E—URERIN, [KED/N— FE— b (LastHeartbeat) ]
WZBIFED BT ERFZIN R R I N DL TT,

BE
T2 1P 7 RUADOEE L, GMT OF-Hi 3 RLABRIZ O A SDC @ [FEffll (Details) ] A KM S L E
ﬁ—c

VM IZ SDC ZREHT 5 HEICHONTIX., THE D VM | To Secure Device Connector D JERH (20 ~2—
V) 1 EBRLTLLEE N,

Secure Device Connector D HI &

"
5 B>

ZOFIEIZ X Y, Secure Device Connector (SDC) MHIFREINFE T, ZOEREIITICEREEE
ho ZOFMEZRIT ST, FTLWSDC A VA =L L TCT A A2 EPERTHE T, £
D SDCITHERE SV T VDT NAA AL EFHTERL RV ¥, T/ A2 H{EHT 212, &
PR E R T NA AL IEHE 0 7 A EREFANTLOLERN D L5603 £7,

77> bvb SDC ZHIBRT 512i%, RO FNEZFEITL £,
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Secure Device Connector O &llf& .

FIE

ATv 1 HIBT 5 SDCICHEFH SN TWET AL AT RTHIBBELET, ZOHEL. kO2ODFIETETTEF
j"o

o« —ERDT A ZZBD SDC IZBEIT 57, SDC ORI VEEL 4, FEMICOWWTIE, ROk
By 7 ESRL T TEEN,

« HIER3 % SDC IZHEE STV DT X TDT 73 X% Security Cloud Control 7> HHIBR L £9,

1. SDC THEHENDTXTOT /A ZAEFEET HIIL, [A L SDC Zf£H 3% Security Cloud Control
TNA A%BRL TSN,

2. [V (Inventory) ] X— T, @Al L72T XTOT A ZAZHEINLET,

3. [T/NA AT 3 (Device Actions) | 7 4 > K7 T [HIFR (Remove) |7 VU v 27 L, [OK] %
27Uy LTHAEEZELET,

ATv T2 ERDO~NA L TIEE (Administration) ]>[tF 1 73aR4Y 4 (SecureConnectors) 1227 U v 7 LET,

ATv T3 [h—E A (Services) ] X—YD[EF 2T 274 (Secure Connectors) | ¥ 7 MBI SN/ IRFET, HW
T ARL L %E 27 Vw2 L, [Secure Device Connector] % %R L &£ 77,

ATv T [EX2T7 2% H (Secure Connectors) | 7 — 7 /LC, HIE9 % SDC #EIR L3, 2T, T8 2
X rll o TWAIET T,

AT9 TS5 [77 2 (Actions) ]3> C, [HIFE (Remove) |7 A 2@ &7 Vv 7 LET, ROBERFIRIN
£7

o=
= Q3

<sdc_name> ZHIFRL L5 & LTWET, SDC OHIBRIZTCIZEEEHA, SDC ZHIFRT DL, T34 2%
U R—T 4 T ERIEL AR =T 4 T BRI, BTLWSDCEERR L CH v R—F 4 7T BN
NhHET,

BAEF LV R—F 4 T EHR DTS, AN 5T, SDCEHIRT HIC1E. 2O DT A R & ffE L
FHLWSDC R EL-RICu /A VEREFBEANTLHILERNHY £,

*E’?Fﬂ%’Lr*A%IE#&béiEé\&i\ [FF+v > &/ (Cancel) 147 Y v LT, Security Cloud Control
IZBHWEDLE L7230,

cFATT DITIE. FTOTFA MRy 7 AT <sde_name> &2 A ) LT, [OK] %27 U7 LET,

ATYT6 HITTHHEET, BEX - IEH SN TWASDCOARIZMHRAA T Ry 7 AT AN LET,
ATy FT [OK]Z7 V27 LT, SDC DHIRZHEE L £,
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Security Cloud Control D £ K |
B 5% s0ch 50 s0c~m AsA DEH

& % SDC 1 5 Al SDC ~ 0 ASA DFZES

Security Cloud Control Cl%, ¢ Security Cloud Control 77> h TH#%t SDC Z {4 %,
IROFNAZEH LT, BHNG ASA 2, H 5 SDC 1Bl SDCITBE T £7,

FIE

ATy TN EORL o THEXa)FATNAREZ 7Y v 7 LET,
ATV T2 [ASA] # 7 %7V w7 LET,
ATw T3 PO SDCIZBENIT S 1 DLl ED ASA Z38IR L £,

ATY T8 [TNA AT 273 (Device Actions) |31 T, [EHIEMOFH (Update Credentials) 12727 U v 27 L
£,

ATV TS [BEX 2T T /34 A2 x4 (Secure Device Connector) |AR¥ %27 Vw7 L, T34 AOKEED SDC %
HIRL £,

AT w76 Security Cloud Control 237 /34 A2 7 A U F 57=DIEATLEHEDL—F -4 LAY — K& AT
L. [## (Update) 1227V w7 LET, ZESHNTWARWVIREY | FHEDL—F—4 L2 T— R,
ASADF VR —RIHER L 74 VEREFELCTT, ZROOEREZT AL ACERTLILETH Y £
HA,

GX)

FTRTOASAMFR LR 7 A ANEREEH L TOD5GE, HED ASA %, 7% SDC 225 5D SDC IZ—F5
TR TEE9d, HEDASADu T A NERNEIR DA, % ASA ZH % SDC 25530 SDC 12 153D
BEITOHLERNDY 5,

Secure Device Connector D& RIZLH
FIB

ATY T EMORAL o T[Y—ILEH—E R (Tools & Services) 1>[EFa7ar4 4% (SecureConnectors) ]% %R
L/ij‘O

ATw T2 AHiEEET S SDC ##INLET,
AT 9 T3 FEMASA T, SDC DARIORIZH DIRET A a2 & 270 v 7 LET,
ATw T4 SDC ODL4HIZEELFET,

ZOFH LWARTE, [ X F U (Inventory) ]XA4 > ® Secure Device Connector 7 A /L% 73
&', Security Cloud Control A > % —7 = A AN SDC 4N FR SNDOLGATICFERINET,
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—

FIE

ATy T
ATy T2
ATFvT3

Secure

FIE

&
ATy T2
ATy T3

ATy T4

ATy Th

T2 4 JL kD Secure Device Connector D5 E .

F 7 4 )L k@ Secure Device Connector N I5E

T RCTIEH Y AN, Security Cloud Control |2 X > TEHEIINDHE L DT /34 AL, SDC
%41 L C Security Cloud Control (Z#%f¢ L £9°, SDC %41 L T Security Cloud Control {Z#i 9~ 5
TIARF U R—=T 4 7T DL, FUR—=T 4 TRHCRRHCHRE LZ2WIRY . 7310 i
T hOF 7 4V kD SDCIZBIENM T HivE T,

[E% =7 22 % (Secure Connectors) ]“X— T, 7 74/ h TN I 15 SDC #FHE T
£7

Mo~ A T, [EE (Administration) 1> [EF¥a7 a4 A2 (Secure Connectors) | Z&IN L £,
T 74V MZT 5 SDC ZBIR L £7,

[#1F (Actions) 1V 4> RUT, [7 74/ MIT % (Make Default) | %7 U v 7 LET, [T 74V MC
T % (Make Default) | 77 > a U RERINBZWYE, £ SDC LT TIZT 7 44 h® SDC 12725 T
i‘ﬂ‘o

Device Connector 0) £

ZOFIEL, NN a—T 47 Y= LTHEALTLEE N, @E. SDC I HE
WCEHSNDT-0, ZOFIEZHEHTISETIHY FHA, 7277 L. VMOBEZERENE L
726, SDC X AWS ~OHEfi A L L CHFTIZZE T EHAN, ZOFIHIZLY, SDC
OFHF M Zh, FAIFRSOMBEIZ X 5 =7 =Bk E T,

SDC (ZH#kt L E§, SSH Zff L CHifid 57>, VMware Hypervisor ® 2> Y — /)L E = — &l CX £ 97,
cdox—H—&+LTSDCicue /A LET,
SDC =t —H%—|ZH] VY # %2 T, SDC Docker = > 7 F % HH L £9,

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~1$%

SDC Y —/vF% vy h&T7 v 77— RKLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~]$

SDC %7 v 77 L —FRLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]1$
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. E— @ Security Cloud Control 77> k TE#H® SDC ZFEAT 5

GE)
SDCRET L U THBESINAEMESLUA L TF R

VP MRRONERITE X2V 7 4 BL Oy FEBERY o —Zf- T, Ubuntu Linux TEIfET % SDC VM
PE=F—L, BEHrEALTLEIN, Xy NT—27BENTSDCVM Ot X o U T ¢ {R# & a7 i
FENHERF SN X9, B#ET A2 X2 ) 74 Xy T2 EHMICHER L CERT L2 BEO LE
j‘o

B — @ Security Cloud Control 77 > k T#E$® SDC #EHT 5

FTF v MIBEHD SDC BT L, N7+ —~v  ABIETEELZ LML, Z0ELDF
NAZABEHTEET, 1ODOSDCHREHTEX BT /3 AL, T DHDT A A TR
NTWAREREL . HERZ7 7 ANDOY A XL > THRRY F9,

T MIA A b=/ T&E % SDC OEUHIRITH Y £ A, 45 SDCIEL1 SOy FT—7
BT AV PEERTEET, ZhHDOSDCIE, ENEDRy MU =787 AL FHNDT A
Z % [l —® Security Cloud Control 77~ MZ#&fe L £ 4, #ED SDC 72V G5, FRBES 11
ToFxy NU—0% 7 A MNOT/SA A% $72 75 Security Cloud Control 7> F TEHLT %
VENH Y T,

2 FZHLUMD SDC % B4 % FMEIX, &A1 SDC %42 FIE L [/ U T3, Security Cloud
Control ™ VM A A — % {# ] L 7= Secure Device Connector D JEERA>, HEH D VM LT Secure
Device Connector DJER Z &N TXE9, 7572 hOEWMO SDCIZIL, TF > D4R &EF S
1 BRAAENTOET, BIIOK SDC 1L, IEFIZHFE ST O E T,

& C SDC % {# 9 5 Security Cloud Control 7/%1 X

FIE

AT T1
ATvT2
ATvT3
ATvT4

ATy T5
ATv 76

WO FNAIZHE> T, [A L SDC % f#iH L T Security Cloud Control |23 5 X TDT /3 A A
Zeaknll L £,

FERORAL o TEFa2)TATNARE7 Y v LET,

[T /34 A (Devices) | ¥ 7 %27 Vw7 LTT A AERDIFET,

WYV T NN, AL T DT ) v 7 LET,

TANAIEERT TIHRESNTOVWAEAIE, A X bV T—7 1D EicH 5 [2 V7 (Clear) |7R 4
%7 Vw7 LT, Security Cloud Control TEHEH L TWATRTOT A ALY —EREFXRLET,

TunsRsy Vs )y s LT, T4 Ama—mERLET,

7 4 V& @ [Secure Device Connector] 27 2 a > C, #4872 SDC D4RTZ 7 Vv 7 LET, A X MY
T—T WX, T4 Z TF =7 LIz SDC Z{#H LT Security Cloud Control (Z#%f5E L TN 5T /31 AD
HIPERINET,
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SOC DA —Foy—2E&UH—Ei—F51t 2 [}

AT9T1 (A7vay) MBEZIDICKRVIALIZIE, 7ANVFA=a—TBNOT7 A NVEEF =y 7 LET,
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* amgplib *
amgqplib copyright (c) 2013, 2014
Michael Bridgen <mikeb@squaremobius.net>

This package, "amgplib™, is licensed under the MIT License. A copy maybe found in the file
LICENSE-MIT in this directory, or downloaded from

http://opensource.org/licenses/MIT

*async *
Copyright (c) 2010-2016 Caolan McMahon

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "*Software') , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR APARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* bluebird *

The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the **Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:
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The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* cheerio *
Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software'), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or
sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* command-line-args *
The MIT License (MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software") , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.
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* Ip *
This software is licensed under the MIT License.
Copyright Fedor Indutny, 2012.

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* json-buffer *
Copyright (c) 2013 Dominic Tarr

Permission is hereby granted, free of charge,to any person obtaining a copy of this software
andassociated documentation files (the ""Software™), todeal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify,merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whomthe Software is furnished to do
so,subject to the following conditions:

The above copyright notice and this permission noticeshall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT.IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FORANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER INAN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THESOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stable-stringify *

This software is released under the MIT license:

Permission is hereby granted, free of charge, to any person obtaining a copy ofthis software and
associated documentation files (the **Software™), to deal inthe Software without restriction, including
without limitation the rights touse, copy, modify, merge, publish, distribute, sublicense, and/or sell

copies ofthe Software, and to permit persons to whom the Software is furnished to do so,subject to
the following conditions:
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The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESSFOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS ORCOPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHERIN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR INCONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stringify-safe *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS I1S" AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THEAUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT, NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

* lodash *

Copyright JS Foundation and other contributors <https://js.foundation/>

Based on Underscore.js, copyright Jeremy Ashkenas,

DocumentCloud and Investigative Reporters & Editors<http://underscorejs.org/>

This software consists of voluntary contributions made by manyindividuals. For exact contribution
history, see the revision historyavailable at https://github.com/lodash/lodash

The following license applies to all parts of this software except as

documented below:

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
s0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.
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THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright and related rights for sample code are waived via CC0. Samplecode is defined as all
source code displayed within the prose of thedocumentation.

CCO: http://creativecommons.org/publicdomain/zero/1.0/

Files located in the node_modules and vendor directories are externallymaintained libraries used
by this software which have their ownlicenses; we recommend you read them, as their terms may
differ from theterms above.

* log4js *
Copyright 2015 Gareth Jones (with contributions from many other people)

Licensed under the Apache License, Version 2.0 (the ""License'); you may not use this file except
in compliance with the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License
is distributed on an ""AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied. See the License for the specific language governing permissions
andlimitations under the License.

* mkdirp *
Copyright 2010 James Halliday (mail@substack.net)
This project is free software released under the MIT/X11 license:

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
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TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* node-forge *

New BSD License (3-clause)

Copyright (c) 2010, Digital Bazaar, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyrightnotice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyrightnotice, this list of conditions
and the following disclaimer in thedocumentation and/or other materials provided with the
distribution.

* Neither the name of Digital Bazaar, Inc. nor thenames of its contributors may be used to endorse
or promote productsderived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS ANDANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIEDWARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AREDISCLAIMED. IN NO EVENT SHALL DIGITAL BAZAAR BE
LIABLE FOR ANYDIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES;LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER
INCONTRACT, STRICT LIABILITY, OR TORT(INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THISSOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

* request *

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined
by Sections 1 through 9 of this document.

""Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
"control™ means (i) the power, direct or indirect, to cause the direction or management of such
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entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your™) shall mean an individual or Legal Entity exercising permissions granted by this
License.

""Source" form shall mean the preferred form for making modifications, including but not limited
to software source code, documentation source, and configuration files.

""Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work'" shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work (an
example is provided in the Appendix below).

"Derivative Works' shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.

"Contribution™ shall mean any work of authorship, including the original version of the Work and
any modifications or additions to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition,
"submitted" means any form of electronic, verbal, or written communication sent to the Licensor
or its representatives, including but not limited to communication on electronic mailing lists, source
code control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor
for the purpose of discussing and improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by the copyright owner as ""Not a
Contribution."

"Contributor™ shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made, use, offer to sell, sell, import,
and otherwise transfer the Work, where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination
of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute
patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging
that the Work or a Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License for that Work shall
terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof
in any medium, with or without modifications, and in Source or Object form, provided that You
meet the following conditions:
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You must give any other recipients of the Work or Derivative Works a copy of this License; and

You must cause any modified files to carry prominent notices stating that You changed the files;
and

You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those
notices that do not pertain to any part of the Derivative Works; and

If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works
that You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at
least one of the following places: within a NOTICE text file distributed as part of the Derivative
Works; within the Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such third-party notices
normally appear. The contents of the NOTICE file are for informational purposes only and do not
modify the License. You may add Your own attribution notices within Derivative Works that You
distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such
additional attribution notices cannot be construed as modifying the License. You may add Your
own copyright statement to Your modifications and may provide additional or different license
terms and conditions for use, reproduction, or distribution of Your modifications, or for any such
Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions
of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an ""AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including,
without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR APARTICULAR PURPOSE. You are solely responsible
for determining the appropriateness of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including
any direct, indirect, special, incidental, or consequential damages of any character arising as a result
of this License or out of the use or inability to use the Work (including but not limited to damages
for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial
damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of
any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
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harmless for any liability incurred by, or claims asserted against, such Contributor by reason of
your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

* rimraf *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER INANACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

*uuid *
Copyright (c) 2010-2012 Robert Kieffer

MIT License - http://opensource.org/licenses/mit-license.php

* validator *
Copyright (c) 2016 Chris O'Hara <cohara87@gmail.com>

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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*when *

Open Source Initiative OSI - The MIT License
http://www.opensource.org/licenses/mit-license.php
Copyright (c) 2011 Brian Cavalier

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and

associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE
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SRERH LT T oA EHOMFOMREZFFHES, 2L, LEORD 7 V—T Lo —LC
HHISNET,

Active Directory 7' /L —7" D~ ¥ 7 % Security Cloud Control CEFT D MLENH D DI 1 [a]
EIFThHY, a—F—D7 7R EHEROERIL, ZO%, B2D 7 V—THTa—W—%iE
N, HIBR, F7213BE 5 2 L2 X > T Active Directory CHEMIJIZ AT TE 97,

)

GE) Z—HF =N, AANL—F—=THY ., »2E LTTF > kD Active Directory 7 /L — 7128 JE LT
%60, A=Y —0D2—H% —n1—)L3 Active Directory 7 /L —7 D2 —HF—m— )L LY §
BlhshEd,
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. Active Directory %' )L— 7 % Security Cloud Control [Z:B/09 % 1=h DETIZ &M

Active Directory ' )L— 7R API T KR4 > b
Ty MU=V ERFIL, APl RARA v b EEHA L CROBIEEZFITTE £,
» Active Directory 7 /L — 7" D1ERL
* Active Directory 7" /L — 7" DHl| &
* Active Directory 7 /L — 7" D25 H
» Active Directory 7 /\— 7 O HUf5

* Active Directory 2 /L — 7 O If5

HIIRD U > 7 T, Cisco DevNet Web 1 DX d D87 v a NIBENTE 9,

Active Directory -’ )L— 7 % Security Cloud Control (23803 % =8 DRI

REM

a—F—FH O L L T Active Directory 7 /L—7"~ v £’ > 7' % Security Cloud Control {ZiE /I
95121, F 7 Security Cloud Sign On |Z#E 5% A D Active Directory 234 T4, Active Directory
ID 7" Af Z— (IdP) NEZHAEINTWRWEAIL,  [dentity provider integration guide
[Je3E] 2 LT, #H A X A Active Directory IdP A IR DIEFHR A A L E9,

« Security Cloud Control ®7 ) > 4 LY —T g
C HAZLN—TFT 4 T HEFZRTDH FAA L (f] : @cisco.com, @myenterprise.com)
« XML EROFEHEL 7 =T L—va v AT —4
Active Directory DA 235 T L7= 5, Active Directory [ZIR D 5 A X I SAML B3R ZB1 L %

9, Active Directory DHEA 2358 T L 72141 Security Cloud Control 77> NMIH A A T 5IZ
X, SAML ZR & BIHEAMETT, ZHD DE TIIRLF L /NCEDRRB S ET,

« SamlADUserGrouplds : Z D &M%, = — —7% Active Directory £ TFOT X TD 7 /L—
TOREMN T AR LET, eI ROAZ Y=gy MORT L IIZ, Azure T
[+7 N—7BRDIBM (+ Add groups claim) ] ZER L £,

[l Security Cloud Control DA


https://developer.cisco.com/docs/cisco-defense-orchestrator/create-active-directory-group-in-cdo-tenant/
https://developer.cisco.com/docs/cisco-defense-orchestrator/remove-active-directory-group-from-cdo-tenant/
https://developer.cisco.com/docs/cisco-defense-orchestrator/modify-active-directory-group/
https://developer.cisco.com/docs/cisco-defense-orchestrator/get-active-directory-groups/
https://developer.cisco.com/docs/cisco-defense-orchestrator/get-active-directory-group/
https://www.cisco.com/c/en/us/td/docs/security/cloud_control/sso-secure-cloud-control-app/integrating-identity-providers.html
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Active Directory 4 JL— 7 % Security Cloud Control IZ:BINY % 1= DRIREH .

3: Active Directory TEZSNT-H X LEXR

= Microsoft Azure £ Search resources, services,

Home * Cisco-COO0-Dey * Enterprise applications > securex-okta-ci > SAML-based Sign-on >

Attributes & Claims

=+ Add new claim  —+ Add a group cdaim =2 Columns

Raquired claim
Claim name

Unigue User Identifier {Mame 10

Additional claims
Clairm name
hittp/fschemas xmiscap.ongfws/ 200505 fidentity/claims/emailaddress
hittp/fschemas xmiscap.ongws/ 200505 identity/claims/givenname
hittp/fschemas xmiscapuongfws/ 200505 identity/claims/name

hittp/fschemas xmisocapuong s/ 200505 identity/claims/surname

[ SamlaDUserGrouplds |

I SamlScurceldplssuer I

57 Got feedback?

Valua

user.userprincipalname [mameid-for.. ***

Value

user.mail
user.givennams
user.userprincipalname
USErSUMamea
USELQroups

“hitps./fstswindows.net/1e491488-.,. **°

« SamlSourceldplssuer : Z D J@&MEiL, Active Directory f ' A ¥ VA% —EIZ#BI L9, 7=
EXIE RDOAZ Y —ray MOIRT XD, Azure T [+7/b—T7EROEM (+ Add
a group claim) ] ZJER L, A7 o —/L L T Azure Active Directory sl 1% 21T £ 77,

Security Cloud Control DEX ]
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. 21—+ —& 2 Active Directory 7' J)L— 7 DB

4: Azure Active Directory DR FE R DI+ 5%

= Microsoft fourne £ Zagerh rescurces, sendces, and docs (G+/

Home * Creo-CDO-Dew » Enterprise apalications

securex-stage | SAML-based Sign-on

Enterprise Application

RRCUTEE-FLR] 8

T Upload mesadats file

B Cherview

[ mepioyment Fian

Manage

1] Properies

& Jremess

4. FRoles and administrabors (Fresiea)
S2 Ukars and grangs

2 Single sgn-on

B Provisioning

! spplication prosy

S Sall-sersice

Security

% Conditional Acoess

‘) Chenge single sign-on made  £= Test this sppiication
EUTLIRTITRFLA R LAY
Reley Bpte Ol
Lagaout Ld s

artributes & Claims

A7 ol Fasdiack?

givenname UEr Givan name

Burnams AT SUFRA e

amaladdnizss AT T

Fang LT SR i N

SamiGourceldplsnsar Ttpaystswind ows net Ted2 1488 6253~ -a021. 03 300
{dac?6f~

SamiaDLEerEaupids W Groups

Linigue Lisar Ddanti R Rl e T ER

SAML Signing Certdficate

Statuz At
Thum jng ATECETR AT I3RS N6EER TR TAFTOGDIEET 16R0
Expiraticn 11/9/2028 B:1151 PM

Matification Emal

B App Federation Matadata Un | Fittpsdcginmicrosefanine cam 1pE3 1485 6254 ..
o Pemiirics Certificate (Rasefd) F——
B Token ancrypticn Certificate (Raw) [ormmiioad
Fedaratioe Matadata Xl Terambound
Arthity
B Signein logs L 4 ]

Zet up secunex-stage

S Usage B insights
Vo'l e 10 configune e appleation ta nk with Axume AD

Audit |
 ouditiogs Lesgie URL
W Peosioniog logs

IT AOOLSE MOVOWS

Azure A0 Igentifies

Lagout LIAL

|Hl.pb'.-'ﬂnginrril:ru:uﬂoninvmml'h@“ﬁﬁ-ﬁ?.‘h. E
|m‘h:s;f.-’!::smnumnw1m1dua-635a-ﬂﬁ1-m1.. By
|*nwnnginmuu:uhoninemrn.r1l:¢'§l1-133-l525a\... ]

e ste - by-sbep instructions

21—+ —& I Active Directory 2/ JL— JME/N
Active Directory 27 /L — 7 Z 38, fate. EIFHIRT 512, Ry MU — 27 FEE
(SuperAdmin) ] =—H—— L BRLETT,

FIE

AT 71 Security Cloud Control {22 74 > L ¥,
RATw T2 EflO~A T [EE (Administration) ]>[1—H—&# (User Management) 147 U v 27 LET,
AT w73 [Active Directory” /b'—= (Active Directory Groups) | ¥ 7 %7 U v 7 L%,

£ Edit

& Edit
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21— — &I Active Directory &' )L— T DiRE .

AT v 74 Active Directory 7 /L — 7 DB () NEHr )y LET,
ATy TS ROWEHEANTILET,
« [/ V—7"4% (Group Name) |: —EOD4HIZ AT LET, ZOLAHIIL, Active Directory D 7 /L — 74,

E—HT A0 EIEH Y A, Security Cloud Control [ X, Z D7 —/L RORH LT HHHR— LT
FHA,

« [Zv—7ID (Group Identifier) ] : Active Directory 725 7/ —7 1D % FEICAILE T, ZL—7ID
DL, WAZ DEREFZRD 7 NV—TID LR L THLIMLERHY £3, ZOHEIE, Z7V—TD—ED
ID (x5 T DAEEOME (my-favourite-group, 12345 72 L) 124252 LR TEE T,

« [AD#17# (AD Issuer) ] : Active Directory 7> & Active Directory D¥E{T#H DfiZ FE) TAS L E T,

s[m—/L (Role) ]: 22— —m—L&EBINLET, IO Active Directory 7 /L —7IZ&EENDHTXTD
a—PF—Dr—/LPREY T, FEMITOWTIEL,  Security Cloud Control D —H#—1—/ 1| Z %M
LTLIEENY,

o (7= ) [HFEEL (Notes) ]: Z @ Active Directory 7 /L — T S piER A2 BIML £,

ATv 76 [OK] ZE#IR L 9,

21—+ —&HF Active Directory 7' JL— T DiRE

158 BRI

Security Cloud Control C Active Directory 2 /L — 7" D= — W —EF LA {RET H 85513, Security
Cloud Control 7% Active Directory 7 /b — 7 Z IR D ITELE T A2 AR TE 5 Z LITER LT E
S\, Security Cloud Control T Active Directory 27 /L —7"Z D b D OFfFEILTE £/ A, Active
Directory 7 /L —7ND2—HW— 1 X F &fRET 21213, Active Directory Z /]9 2 LEED H Y
S

FIE

AT w71 Security Cloud Control {22 7' > L E 9,

RTw T2 O~ A T EE (Administration) 1> [1—H—&E (User Management) 1 %27 U v 27 LE7,
AT w73 [Active Directory 7 /L —= (Active Directory Groups) ] ¥ 7 %7V v 7 LE 7,

AT T4 TS Active Directory 7V — T ZHE L, WET A2 %7V v 7 LET,

ATYTS ROMEEEELET,

o [ Vv—74% (GroupName) |: —EO4HIEZ A LE T, Security Cloud Control i, ZD7 4 —/L KD
R SUT 2P AR— R LTOVERA,
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. 21— —& A Active Directory 7' )L— T D HI

« [Z /v —7ID (Group Identifier) ] : Active Directory 725 7 /L—7 1D ZF#TASHLET, //v—7ID
DL, B AZ LZEREFZRDO 7 NV—TID ERILTHLHVLERHY £, ZOfEHIEX, F—TD—FED
ID IZHRHS T BEEOME (my-favourite-group, 1234572 8) IZT B2 E N TEET,

[AD317# (AD Issuer) ] : Active Directory 7> Active Directory DRI TH OfEizx FEITASI LT,

s [m—/L (Role) ]: Z® ActiveDirectory 7 /L —7IZEENDHT X TOZ—YF—Dr— /LR RED T,
FHHZOWTE, T2—H—m—] 2BRLTIZEN,

o [1EFC (Notes) |: Z @ Active Directory 7 /b— 7|25 ] S A LA BN L £7,

RTFvT6 [OK] %27V v 7 LET,

21—+ — &I Active Directory % )L— T D HI&
FIE

AT 71 Security Cloud Control (22 7' > L £,

RATY T2 EONA T [EE (Administration) ]>[1—HY—&# (User Management) 1% 27 U v 7 LET,
AT 73 [Active Directory 7/ /L—=" (Active Directory Groups) | ¥ 7 %7 U v 7 L%,

ATy 74 HIEET 5 Active Directory 7 /L —7 ZfRE L £7,

RATv 75 [Delete] 7T A a>%27 1) v7 LET,

ATw 76 [OK] %27 U7 LT, Active Directory 7 /L —7 % HlR+ 2 Z &L 2R L £1,

Security Cloud Control DR 1 —H—D1ERK

Security Cloud Control = —#—DFHHUERL TIZ, KD 2 DD X A7 BNME T, ROIEFTH
TT20ETH D THA,

o Bl —H—mF Cisco Security Cloud Sign On 7 77 7 7 s DFERK

« Security Cloud Control == —%#—4 CH a2 —H— L a— FOERL

INBDHRIPFETTHE, 22— =L Bl — —77 Cisco Secure Sign-On % v ¥ = AR —
K7~ % Security Cloud Control ZBH< Z &N T&E T,

1 —Y —Mm[ + Cisco Security Cloud Sign On 7 Ao > ~DERL

Pl ——13, Y ThROTF > FaEMLR< TH, WO T Cisco Security Cloud Sign
On7 vy FalfElT&ET,
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Security Cloud Control ~D O 5 A 2 [ZDINT .

Security Cloud Control ~D O 45 A4 22DV T

Security Cloud Control (%, Cisco Secure Sign-On % 7 A T 7 4 7 4 a3 f X —L L THEH
L. Duo #Z#H#F8iE (MFA) (2 L %9, Security Cloud Control [CE% A > 9§ BIZ1E,
F 9" Cisco Security Cloud SignOn T7h > > b Z4ER L. Duo #EH L TMFA 2% E 9 %ib
ENHYET,

Security Cloud Control (Z1Z MFA N EETH, MFA IL, =2 —W—T AT T 47 1 ZIRi#ET 5

DXV T 4 &b LET, MFA O—FiTdh 5 HFHFEFETIL, Security Cloud Control
Zn 7 A4 35— —DID ZHAT D720, 22003 R —F Y M EIFEREBNLET

o BAIOBERITZ—YF—Z LAY —RNT, 2FBOERTA T RTEREND T
S A LXAT— R (OTP) T,

| &

EE 2019 £ 10 A 14 B & Y #IIZ Security Cloud Control 77 > FAEFEE L TWV=BAK. ZOHEH

A4 9 BHIIC

D3> Y IZCisco Security Cloud Sign On ID 7' &2 /34 X —~DF(T (6 X—) HZua /A F
JIlEE LTERAL T EEN,

Duo Security D1 > X b—)L

Duo Security 7 7"V 77— a3 U A HERERICA VA =L T2 L 2B LET, Duo DA
VAR —=UZOWT BRI B H8E 11X,  [Duo Guide to Two Factor Authentication : Enrollment
Guide] ZZ&M L T 7Z&E0,

r | D[R]

FNRANT N ZAER LTI H A DXRT— REARLET, OTPIFIIR—ZTH B
D, TARAADIZ Oy 7 RYTNAEALERBILTWSEZEREETYT, T ADTa v
DHBMIZ, FLEFFHTELWFAICHRESN TS Z 2 MR LET,

#1457 Cisco Security Cloud SignOn 7 17 > FDYER & Duo ZERIBIIDEEE

BHIOH A v F T —r 7a— T4 BEEO Tt AT, 4 BETRTEEZTTALERDHY
ji—g—o

AT v 71 #H LU Cisco Security Cloud SignOn 7 h™o > MZH A4 V7 v T LET,

1. https://sign-on.security.cisco.com % [ & ¥ 77,

Security Cloud Control D% ]


https://guide.duo.com/enrollment
https://guide.duo.com/enrollment
https://sign-on.security.cisco.com/
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. #7138 Cisco Security Cloud SignOn 7 15 > FD1ERL & Duo BRI DHRTE

2. YA UA VEEDOTEIZHD [5T <V A T v7 (Signupnow) 1227 Vw7 LET,

Security Cloud Sign On

Formerly known as SecureX Sign On

Email

Don’t have an account? Sign up now

Or

Other login options

3. TUH—TTAXT AU NEERT DL, ROEFEHREATILET,

[l security Cloud Control D74
88
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#7138 Cisco Security Cloud SignOn 7 h o > FD1ERL & Duo S ERBIIDHRTE .

Account Sign Up

Provide following information to create enterprise account.

Back to login page

Email *

First name *

Last name *

Country *
Please select * v

Password *

Confirm Password *

[] 1 agree to the End User License Agreement and Privacy Statement.

Cancel

WIZWL DD v FERLET,

o [E T A—/V (Email) ] : Security Cloud Control ~D 11 7' A NN H T DB A—/LT KL
A NJTLET,

o [/SATU— R (Password) ]: 8877/ AT— K& A LET,

4, [HA A (Signup) 1227V >y LET,

ED%, BELTET FLAIHERA —ADBEESNET, ETA—NEHE, [TV FOAME
(Activate account) &7 U v 7 LE7,

ATy 72 Duo AL TCEERDBIAEZEY rT7vTT 53
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. Security Cloud Control 1 —H—& TH1—H¥—La— FOER

SZEFEHEC Yy N7 v T T L &R FEANANAT AL AEMHT L L eBEID LET,

1. [ZEFEFFIAEOKE (Set up multi-factor authentication) | [ T, [EHRDXE (Configure factor) ] % 7
Uy Z7 LET,
2. [y hT7 v 7 OB (Startsetup) 1227 U7 L, 7027 MIES TENRA AT NA AZR LT,

FDENANTNARALT H T "OXRT Y T HMRLET,

ZEHNZ DWW TIL,  [Duo Guide to Two Factor Authentication : Enrollment Guidel] &R L T &, F
NAZIZ DU 77V —a U NTTIIA VA =L ENTWAEAIL, ZOT T DT 7T 4
NR—vgra— R KRREEINET, Dw Xl EOTNA ATEBDT h o v e R—FLET,

3. U4V —ROREKT, [mT A %&%KiT79 % (Continueto Login) [ %7 U v/ LET,
4, HEFEFRREZ A LT Cisco Security Cloud Sign On (272 74 > L £ 7,

ATv7T3 (FE) EBmMOA—trT1445—2ELTGoogle A —v T4 —2%BRELET,

1. Googledr—t> T 4 r—H XTIV TFTHENANTNA ZAZRINL, [~ (Next) 1227V v 7 L
i‘j‘o

2. By NT v TU4F—=RDOTa T MIES T, Google A —k T 4 r—F&ty N T v 7 LET,

AT w74 Cisco Security Cloud SignOn D7 H 2 Y ANYDATL a3V EBRET S
1. SMSZMHLTT AV b2ty MF L7200 TiiOEREFFEZERL £,
2. EX2 VT4 A A—TVERIRLET,
3. [¥AT AT FOVER (Create My Account) 1 %27 U v 27 LE9,

Security Cloud Control 1 —%—& TH1—H—L 31— FD1ER

(%> b U — 27 8% (Super Admin) | HEBRZ FF-D Security Cloud Control = —— D %73
Security Cloud Control = —#%— 1L 2 — R&{EkCcx£4, xRy hU—27FHE| 12, Lo
Security Cloud Control A—H—&DER X A7 THE LI LD LRI UETFA—/1LT FRLAT
A=Y=l a— FEERTO2HENRDH Y 7,

WROFIEZEFEH LT, @ Rr—Y—a— i ffoa—HF—La— REERLET,

FIE

AT w71 Security Cloud Control {22 7' A > L9,
AT9 T2 EMORA T, [%E (Settings) ]>[—H—H (User Management) | DIAIZER L £,

257973 B 220 s LT, BLva—F—mrd MoBMLET,

[l Security Cloud Control DA
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I Security Cloud Control D E A&
#1381 —H— A Cisco Secure Sign-On %'+ & 2. 78— K5 Security Cloud Control %[ < .

AT Tl 2=V —DFEFA—NLT KLAEZATTLET,

(6=3))
Z—HF—DFE - A —/LT KL AL, Cisco Secure Log-On 7 /1 7 > hDEF A —NLT KL AZHIG LTS
WERH Y ET,

AT9 75 [m—/L (Role) | Ku vy XX 7 U A Kb, —H%—dSecurity Cloud Control ¢ —4 — 11— L % B4R L
ij‘o
ATy 76 [OK]Z27 V7 LET,

8 1 —+H —H  Cisco Secure Sign-On % v < 2. 7R— K/H 5 Security Cloud
Control # B <

FIE

AT w F1 Cisco Secure Sign-on % v ¥ =R — KT, 7+ h®d U — 3 25 L7 [Security Cloud Control] % A /L% 7
Uy 7 LET,

ATV T2 WO —k T 4 r—2%HELTNWDERIF, A—krT 4 r—2%0ua% 21 v LT [DuoSecurity]
7 [Google Authenticator] % 3%#R L F 9,

cHEFEOTF U MITTTIa——La— R8T, TOTFr hMoa A LET,
DR —Z NN T TICa—F— L a— FRH LT, #T AR —F V2@ T £,

« TTIEEDOT v Mla—F—La— R 5551, ##i5ED Security Cloud Control 77> F %
BIRTEET,

DT F > MZa—P— L a— RBRWEAIEL, Security Cloud Control DFEM 2 2T D 2>, F 721
NoZATNVT T NEERTEET,

[R—2%/ (Portals) ] E'=—(I, BEDOT T Fbfta SNERELTG L TERLET, FEMICON
TiE. [RAFTF U bR—=2LOER] 2R LTI,

[77F > b (Tenant) ] B =—I2i%, 2—P—La—FRbH5—HOT v bRERENET,

Security Cloud Control D% ]
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. Security Cloud Control D 1 —+—0O—)L

i
CISCO

Cisco Defense Orchestrator

Choose an account

Portals Tenants

US East Coast Boston Office
US West Coast

New York Office

Los Angeles Office

Sign Out

Security Cloud Control ® 21— —0O—)L

Security Cloud Control (213, ®tAH Y HH], fEHM. REEN, F8E, Xy MU —7 8
Frl, SFESEFha—VF—u—nABbVES, 2—YP—m—iF, £7 57 hO2—¥—-T
LICRESNET, 1 AD Security Cloud Control —% =3 DTF v MIT 7 BATE S
BE, 2a—YP—IDDIFRLCTYH, 7T P LI —ARNRBRRLEENH Y £+, 2—F—i%,
LT T M TCHARYHEHe—L 2L, JOTF o F TRy N — 7 FREn— V&R
BENHVET, A F—T oA AERII~v=a T AT HHa—Y— g —
P—l Xy NI EFREL—F—IZONTERINTWDIIGE, FFEDOT T MIBITL %
Da—HP—DHER L~V SN TVWET,

FARYERDO—)L

FABWMYERA o —LRE ) B ToN2—F—I2E, TR TOR=JITROF VAT —0NER
ENFET,

AR EHr— LA RO —— X, RO LEFATTEET,
« Security Cloud Control DALE DN — T & 121354 E & T 5,
AEEOR=VOAarT UV ERBRBLI BT A Z ) T D,
TN ARERILK L, BEn 7 2FR L, VPN < v U7 2R T 5,
ALEDON—VOREENIA TV 27 MIBET TR TOEELRTT D,
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sesmo—L [}

cMEDAPI h—7 U EAKT D, FHTH, BVET, AR HEH—Y—F, BO0
h—27 v ZERVETE, BERTERWZ LICEELTLIEE N,

A E =T 2 A ANBYR— MIEKL, BEHEr 27 ZAR— 15,

AR EH—F =X, ROZ L E2FTTEEEA,
ALEDON—U TR, B8, RE. EITHIBRT 5,
cTNRAREFVR—FT 4 T D,

T TVl FRORY I EOVERRICMKE IR Z R T D AT » T A—TTE DL MEIETLT
SEEYAN

» Security Cloud Control = —#—L 22— R&E%T 5,
e —WP—n— L EEHETH,
TV RAN—NER) —ZT Xy FEIEFT Y v T T 5,

wmEFERO—IL

e n— L2 ffoa—W—i3, ROBIELZFITTEET,

e F TV b, R — —ty h, A F—Tx—RA VPNREEZEDLRINHIT
IRIE SR NT A AR E B L OMRFT 5,

cBRORAMY 77 v 2 Ko THUT OO EE 2§45,
cEHY I A NEBT 7 v a VEFIFT S,
WEHH 2 —V — 1%, ROBRELZFITTEERA,
o | DENTERDOT A RTERZRBAT 2,
o BeBE 70 A F 721X O0B IZ Lo TR SN AR AT 5,
« AnyConnect /Ny 77—V %7 v 7 u— R4 5, X INOOREZHBET D,
T NAADA A=V T T TV —REeRrYa—N$5, £LEFETHIET S,

cEX 2 VTS T IR ADT T T V= REAT V2 — VT 5, FITFETHET
%)O

*Snort2 & Snort3 D/N—V 3 U EFEI TV KX 5,
T UL — hEERLET,

« BEf70D OOB ZH DK ELXEET 5,

« VAT WEHRE ERET Do

cTNAREF L R—=T 4 T %,
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B =w=m0—0

« T AEHIRT D,

*VPN ty¥arElda—YF—tyar2HlRT 5,
» Security Cloud Control = —#—L 22— R&EKT 5,

e 2—W—n— L EEETD,

REZEHAO—II
BEGEHe — L EZFFoa—W—X, WOBIEEZFEITTEET,
« BEBE R E T A B — DT NA AL TIEEOT A AT 5,
* ASA TA ZDBEERF A TTITRT 7, 7T %,
T NAADA A=V T T TV —RERr Y a—NT5, ELETFECHIEBT 5,

X2 VT U TF—HR—ADT v ST — RERAF TV a— T 5, FITTFE RS
2o

c FHEREHT 7 v a v EMBHT S,

JEBS Ao —Y — 1%, KOBIEEZFATTEER A,
*Snort2 & Snort3 D/N— g VA& FEITYI VX 5,
T b— FERAERR L ET,

« BEfF D OOB B DR ELZLEHLT 5,

« VAT DEHBREEWET D,

s TNHRAREF L R—T 4 T T 5,

« TN AEHIRT D,

VPNt v ¥ avrEida—t—tya U a2HIRT 2,
ALEON— TR, B, RE. ETHIRT 5,
T NRAREFVR—T 4 TT 5,

cF TV FRORY =T EOVERRICNTE R X AT D AT v T AN—[XTE LPMRIELT
ERZYAN

» Security Cloud Control = —#— L 22— R&ERLT 5,
e a—PF—n— L EEET D,
T I RAN—NERY =T X FE£RIET Y v FT 5,
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wWNtyavzr—sra—i [

VPNEvarvvex—ovyO—)L

VPNt v arv3rx—Trr—i, A MEVPNEF TIEe<, VE— M7 7 X VPN
fr A B A A T ICREF STV ET,

VPNt vy ar~v3r—Iya—Lrbfoa—F— 3, kOZENTEXET,
« Security Cloud Control DfEE D~— % 72 TR E & MR T 5,
AEEON=TDar T YV EREBLI YT ANVZ Y T D,
c T ABRELHER L, BH 0 7 E2FKR L, RAVPN = v B 7 &l 5,
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* Secure Device Connector

* Secure Event Connector

Security Cloud Control 7/ 1/ R & H—EXDEE

Security Cloud Control Z{#H3 2% &, [/ X U (Inventory) | X— TH AR — FEHLD
TN A FoR, B, T VA, BRUGHETE £, [4 X kU (Inventory) ]
R=U b, ROBEEZFITTEET,

« Security Cloud Control HHEH DT /XA Z L —b 2 &2 A R— KL ET,
c BHRR DT NA ALY —EROFRERE L EHOREZ R R LET,

e FVHR—RLIETANARET T L— N &R X 713U TR LET,  [Security
Cloud Control A > FUfEHR (113 2—) | 2R LT IEE,

cfHE DT NA ALY —EREFHME L, T/ arE2FATLET,
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Security Cloud Control 7 /34 20 IP7 FLZOZE [

c TNA ALY —ERICEFOERER R L, MEERELET,
s RIZE > TEHE SN D EEAAT A ZADIEFWERT —F A% RRLET,
o 7 7 v REHA Firewall Management Center
« 471 I A Management Center
75 7 R Firewall Management Center |2 J2 > TR FL &N 5 BRI T A ZDBE
X, 2T AZRADTNAAD ) — RAT—H AL RRTEET,

cZHl, XATIPT RLVAR, BT NVL, VITABEEIETVT, T AEET

VTU— R ERBLET, REBTEHRLFE/NLTFRRBIENEFA, EEOMBSMN%
AT 5L, D7 EHIDOFRMFIZ—FTHT A AL —eARFREINET, [—
VLULORFE (116 2—) | R L TLIEEN,

cTFNRAABRAT N—FRUxT VT T2 TDONR—T3 Snort N—V 3, BEA
T—H A EEIREE. BA M. Secure Device Connector, 3B L IRNT LT, T34 Z£7-
X7 TV — R DT A NEERDIARET, 7405 2B LTLIEIN,

Security Cloud Control D T/A1f ADIP 7 KLADEE

IP 7 RLAZMH L TT /31 A% Security Cloud Control {4 >R — K3 % & Security Cloud
Control TIXZDIP 7 RLART —H R—=RMRIFEI, T3 A L OBEIHEH S ETS
TNAADIP T R APNERE =A%, Security Cloud Control [ZfR7F SV TWA IP 7 K
VAZFEHLT, LT LRI ESEDHZ N TEE9, Security Cloud Control TF /3
AADIPT RLAZELLTH, 71 ZAOHMITELE SN EH A,

Security Cloud Control T7 /34 X & DEFIMHEHTHIP T FLAZER T H121E, ROFIEE
FITLET,

FIE

ATV T EORL > THEF2UTATNAREZ7 ) v 7 LET,
ATFY T2 [T34 A (Devices) |47 %27 V7 LTTNA A& ROTET,
ATV T3 WYUIRTNAAZATOE TRV v LET,
TANE LR LUV ORBEEA LT, BDERAT AL AEROITB LN TExET,

ATYTG IPT RLVAZERET LT AL AEERLET,

ATY TS [T/34 ZADOFEM (Device Details) XA > D LT, T34 ZADIP T RLADKIIH HMRERT %0 U v
7 LET,

Nashua Building 1
o s @,

ATYT6 74—V RIZHLWIPT RLAZAAL, HOOF = I RZ %7 ) v 7 LET,
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FTAAL ZARITEFE SN NZD, T8 2D [REAT—H A (Configuration Status) ]I1Z1%, 7l & &
[[EHAZE A (Synced) ] &EFRmEINFET,

BEEIER
e T FNETOT A ZADBH) (112 2—)

« Security Cloud Control ~D7 /S 2 —fEfF#HE (111 _X—2)

Security Cloud Control TD T /N1 ADZRINEE

FI§
ATy
ATvT2

ATvT3
ATy T4

ATy TH

—

TRTCOTNA A, T/, 77—, BELXOY—ER|ZIL, Security Cloud Control ™~
R — REFEIIIEREHCARIN M ONE T, T4 AHEOHREEZE LTI, TD4
AiZEETHIENTEET,

FERORAL o TEFa)TFATNAREZ7 Y v 7 LET,

[7/3 A (Device) | #7 %27V v 7 LTTNA AERDTET,

AR EET DT A AEERIRLET,

[7 /31 ZD7EM (Device Details) 1A > D LT, T34 AL ORICH HMRERZ %7 ) v 7 LET,

Nashua Building 1 7y

TA—NRICH LWARETZ AN L, BEOF =y 7 REZ 22 v 7 LET,

THRA ARRITEE SN, T3 AD [REAT —H A (Configuration Status) ] 121X, 5l &
[FH#AFE A (Synced) | EFRmINFET,

TINAREH—ERDY A DI RAKR—F

ZOFHETIE, A ALY —ERADY A bE2ar~XKUVE (csv) 77 AT T AR—
M2 HECOWTHALET, Z0ERKIT LS. Microsoft Excel 78 ED AT Ly R/ — b
TV = aryTT77ANERWT, UANADOT AT LEBW~FEZXTD, 7 0 VA0 L
720 TExET,

T AF— FRE AL, FAALRETF LT L— "N T CHETEXET, BIRLIZT AL RAZ A
TRTT, TNNAADFEME T AR— M T5Z2 L6 TEFET,

TNARELY—ERADY A T/ AR— N T DHRIC, 74 NVEXL 2 E2RT, =7 AR — |
L7ZWERNA R N T =T NI EREINTWAENE I DEHRLET, T XTDT 4L
BT VT LTTRTCOEHENRT NA AL —EAEERT I, HFRE 7 L% L TTR
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FrqzgEozszk—+ ||

TOTNARLY—EADO e LET, =7 AR— MEREIX, (X M) T—7 i
RRENDONEET T AR—FLET,

FIE

ATYT1 EAORL o TEFaYTATNAREZ ) w7 LET,

AT T2 [T34 A (Devices) | #7570V w7 LTT A RAERDT D), [T 7 L—1 (Templates) | ¥ 7% 7
Vw27 LTETFATAAL ZAE RO ET,

ATY T3 WYRTNAAZATE T Vw7 LT, TOXT DT NA AQFME T AR— T 250, [T3C
(Al) 1227V v 7 LTTRTOT A ADLiEMET s AR—FLET,

TANEBILOR=V LV ORBEEEZMEH L T, BERTNARAERDITHZENTEET,
ATy T8 [CSVIZY A b=/ AKR—h (ExportlisttoCSV) %27 U v 7 LET,
E=IED ? 0

e &) + Create Template + Onbaard

W

AT Tur T IRERENTEH, csv I T ANVERFELET,
ATYT6 ALy Ry — T 7V r—arTesv 7 7 A NVERWT, fREWNEZTZD 7402 ) T LT120
THZLENTEET,

TINARBEDITY AR—k

—EIZZ I AR— N CEXATF AL ZAREITI DT T, ROFIEEZFHEH LT, T34 20K
EHISON 77 A M=y AR—FLET,

FIE

ATYT1 EAORL o TEFaYTATNAREZ2 ) w7 LET,

RT9 T2 [T/314A (Devices) | X7 %27V 7 LTCTNAAAERDIT L0, [T 7 L—1b (Templates) | % 7 % 7
Uo7 LTETATNA A% BHOITET,

ATV T3 WURTN_AALZATDRETH Y v LET,
TANGER=T LV ORBEMEH LT, BWERT AN AE/RDTDHZENTEET,

ARTY T84 VERT NA AL T, BRI LET,
ATFw s [T 733y (Actions) 131 > C, [REDTZ AKR— K (Export Configuration) ] 23R L £,
AT 76 [#ER (Confirm) | ZBRL T, BEZ JSON 77 A /L& LTHRIFLET,
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TINA ZADINERY >0

SEBY = A~DINA =1 7 ZERL L, Security Cloud Control TEELT %7 /34 A (2B
FF2ZENTEET, ZOBEEZEHALT, WTFRhOT A A0 —H )N~ F—T v ~D
BF) 22U > 7 ZERCTE £7 (FTD @ ASA Firepower Device Manager (FDM) O340, Z O
BREAEA LT, B vy, FRa X b)Y —2, ¥wiki, FLIEERLEZZOMD
URL~D U 7 ZAETE £, BERBDOINRY > 7 27 3 ZZBEMN T 5 2 L TE E
T WL Y 7 ZRRHIERDOT A ZHEMT 5 2L b TEET,

External Links

& Search

Add External Links @

ERRLIZY Y73 EZICTHRETE XTI, ROt Xa VT 4 BRI EDY £HA, &
ZIE, WAL T LI AT, FRIEVPNERAZ N L THRED URLICT 7B AT 52 LItk -
TRy MU —2 ICHERT D BER S HHE, OB S E T, R¥ENEED URL
E7uy s LTVAHA, TNLOURLIFSIEHE 7 n vy 7 kT, RS T2V URL
FBEFEEFIRS N EE A

locationZ= %4

URL (ZHLA AT Z &3 TE S {location} ZHATERL L E L1z, ZOEEIZIZ, T/ ZAD 1P
T RUVABRANESNET, WRICHIZRLET,

https://{location}
X ASA ® ASDM |2 L £,
BT

cTNA A — FEaES (1123—)

e TNRA ALY —EZDY X bDT Y ZAFR—F (106 =2—3)

TINA AW DIVERY >0 DR

FIE

AT TN OS> THoFaTATNAREZ7 )V v 7 LET,
ATV T2 [T34 A (Devices) | X757 Vw7 LTT A RAERDTF 50, [T 7 L—k (Templates) | ¥ 7% 7

Vo7 LTETAT NS, A% RBOTET,

ATV T3 WURT A RIATDET 5T v LET,
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asom ~oshas ) o ot [

ATV T FTARARAEIFTETLVEZERLET,
TUNEER—T L~V ORBEEAL T, BERTFAL AE BTN TExET,

AT TS FRIOFEMASA e, OB Y > 7 (External Links) 1 &7 v a cBE L E9,

ATF9T6 Vs oL4HEATILET,

ATYFT [URL] 74—/ RIZV 7D URL ZASLET, 5E272 URL Z4EETHLERH Y £, &z Ev A
a2 OEA . http://www.cisco.com & AJTLET,

ATYT8 [+ &7V w7 LT, Voo T A £4,

ASDM ~D 5V ER 1) 2 7 DYERK

ASA @ Adaptive Security Device Manager (ASDM) % Security Cloud Control 7> & [EL#2 5 < {8 ]
BRIEERISRLET,

FIE

ATV TN EORL L THEFaUTATNAREZ7 ) v 7 LET,

ATV T2 [T34 A (Devices) | X757V w7 LTT A RAERDTF 50, [T 7 L—k (Templates) | ¥ 7% 7
Uy 7 LTCET AT N, A% RO ET,

ATV T3 WURTNARAZATDETHI Y v 7 LET,

TANZERXR=D VDR EHH LT, BERT AL ZAZROT L5 ENTEET,

ATV T8 TAAAELFETVERRL 7,

AT W TS HMOFEMALA b, [SMEBY > 2 (External Links) 127 3 a ICBEI L £9°,

AT T6 ASDM 72 XDV > 7 O4RTEZ AT LET,

AT 71 https://{location} % [URL] 7 4 —/v RIZAJI L £ T, {location} BHIZIX, T /XA ADIP T RLANANE
nEJ,

ATYT8 [H Ry A&7 v 7 LET,

BTN ADHNERY) > DIYERK
FE

AT9 TN EAOSAL o TCEFaAVTATNAR %27 Y w7 LET,
ATV T2 [T34 A (Devices) | #7570V w7 LTCTNRARAERDTF 50, [T 7 L—1F (Templates) | ¥ 7 %7
Uo7 LTET AT NA A% BHOITET,

ATV T3 WERTNAREATDE TRV w7 LET,
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TANEER=D LV DORREMEH LT, RBERT AL AZREDIT LI ENTEET,
ATV T4 HEOT A AELFET VEERLET,
AT TS HRIOFEMASA 0, MY 7 (External Links) | &7 v a BB L E7,
ATFwT6 Vo rD4HiEANTLET,
RT9TT KOWTNHOFEEER LT, 77829725 URLZANLET,
« UIF#URL 7 4 —/V FIZATI LET,

https://{location}

URL 7  —/L RIZAJJLE T, {location} ZHUTIX, T35 ADIPT RLARAN ENET, ATk,
T8 20D ASDM ~DHB) U > 7 BERR SV E T,

*[URL] 7 4 —/V RIZY 7D URL Z# A/ LET, 5887 URL ZI5ET HLENH D £7, 72L& xiX
YA aDE . http://www.cisco.com & ATJ L ET,

ATYT8 [H &7V vy LT, Vo7 &T A AT ET,

SNERY) D DfREF - IZHIBR
FIE

ATV TN EORS o TEF2VTATNAR &2 ) v 7 LET,

ATFY T2 [T34 A (Devices) | X7 %27 Vw7 LTTNRNAAERDT DM, [T 7 L—1 (Templates) | ¥ 7 %7
Uo7 LTEFAT AL R % ROIFET,

ATV T3 WHRTANA RIS TDETHI Y v 7 LET,
TUYNEER=D LV ORBEMHEAL T, BBERTARAL AEZRDTHZENTEET,

ATV T4 TNRARAFITETVEBEIRL E7,

AT Y TS HRMOFEMASA D, [FMEBY > 7 (External Links) &7 > a »IcBE L7,

ATYT6 V7D ECH—INVEBI L, WETA L EHIRT A a0 RRRINET,

ATV B4 TDHTAavw27 )7 L, A v 7 2REZTIIHIBRLT, 77y arvaid L7,

BHDT N ZA~DHNERY) U DIREF IXHIBR
FIIg

ATYT1 EAORL o TEFaYTATNAREZ ) w7 LET,
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ATV T2 [T/34 A (Devices) | X7 %7 Vw7 LTCT A RAERDF 50, [T 7 L—k (Templates) | ¥ 7 %7
Vw27 LTETAT N, A& RO ET,

ATV T3 BUHIRTANAREZATDETH0 Y v LET,
TUYNHER—D LNV ORBEMHEAL T, BBERT AL RAERDOTHZENTEET,

ATy T8 EEOT A AEZITET VERIRLET,

AT Y TS FROFEMALA b, [SMEBY > 27 (External Links) 1 ® 27 3 a U IZBE L £9,

ARTYT6 Vo740 RCh—YNVEELS L RETA 2 EHIRT A a2 RERINET,

RT9TT1 FETETAavE2s Vv L, MR 7 BREETITHIRLC, 727 v a v alRLET,

Security Cloud Control ~D 7 /\f R — {5 B &

Security Cloud Control Z i[9~ 2 & | & HLE | THEEDOE PRI L T /31 A % Security Cloud Control
WZRIFFIC R 23l % 2 L 3T & £9, Security Cloud Control 23 EES 2% 7 /314 A3 [H5EE
RHE) &~—7 SN TWADHA . Security Cloud Control [ ZHIAMERDEE ZMBH LD, 7
NAAZEI L0 TE R 9, Yo T, SESERFRAEZONET, T
INA ADFEPE 2R A D Z L. Security Cloud Control (2 X 5T 34 ADEHEHE LT 5720
DIFEIRIRA)D AT > 7T,

\)

GE)  HLWGEMEEZ R OT NA A ZF{#6t T 584, Security Cloud Control I%, 7 /34 A LD L
WIEBIE A BEIRICHERR L T AL, £ D EOFER AR T LES, R L, BT 5
T, A1 D72 DA, Security Cloud Control (%, Zi & OB ZHITT D202, FE
HEAZFHTHRRALTZITANDLZ L E2RDET,

FIE

ATV T EORL > THEFaUTATNNAREZ7 ) v 7 LET,
AT T2 [T34 A (Devices) | #7527V w7 LT, T A&ROTET,
ATV T3 WYIRTNAAZATOE TRV v LET,
TANBEFER LT, B AT —2 A0 [BIERGE] THHIT A RAERDITFTIEI N,

RT9 T8 74 VHELOFER NG FHE RS D TN, A BRLET,

AT F5 [FHEG (Reconnect) 1% #2 U v 7 LEF, Security Cloud Control TlE, B4R L7=F_THOF /A AITiH
HAT&a7 7 varoavwy RRZVOREHEND Z EITEBE LTSN,

AT w76 [@% (notifications) | ¥ 7 C—H4ET /A AFPHGET 7 > a VORI AR L E T, 57 A A
e a7 o7 v arBNED K ITHIEITRIM LIEDITOWNTOFEMR GRS LERGEIL, HE0
[LE=— (Review) | U2 %27 U w2 LT Security Cloud Control TO Y a 7 DE=X 1 7 ([ZBE L F
7
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B 7+ rricosqzon

BV

TAA ZADFEHEFE 2T 0 7 A AERPEE SN2 DI R L7258 1E, £ 607 31 A2
ERNC AR L T, Frive 7o UG aBmL, #rLWREAEZZ T ANDBLERH D 77,

T+ FEITOTINA ADFEH

7 734 A % Security Cloud Control 77> MIBEA¥ERTH L, ZDT /A A1X, HID Security
CloudControl 7> MIBITTEEHA, TA AZH LT T MBI SE 28551,
WT T EMBTF AL ZAEHIBRL T, LT o MOEARER LETHLENDH D 77,

T\A RFERAZEDE N SR DR

TINA R/ —

"B PREFIA#1T Security Cloud Control 7> 5 FDM (2 L 2 &L 35 LUV ASA T3 A~DT 7 & A2
fEF S E 323, Security Cloud Control 2>5 ASA, FDM (Z L 2 HL, BLWFTD 7 /314 A (D
AR T 7 A4 _X— by b U — 27 BBREZ /9% |21 Cisco Secure Client (IHFf AnyConnect) 73
%‘g‘(“‘—é—o

Security Cloud Control I%., iV b DAEAEDHENIRAT =2 2 %27 77 4 TITE=F— L,
REFAEOHIR A T3 & MRS D L a—F—lc@mLET, Zhickv, fE
HEOHIREIIIC L 57 A ZAEAEO A FRECEx 5, ST 2iFEAEHL T, 20
MBI XL 2 B3 B D F5,

B EOHNHET = v 71X ASA B L O FDM & Hixt &7 /S A 21238 H 4. Secure Client
SEAEOF IR F =~ 71X ASA, FDMIC L 2EH, BLOFID T A AC#EHENET,

SEEAEDAMHRBR DR

F LB @ [1@% (Notifications) ] (E) TAarvEr7 )y LT, 7F2 NTRELEED
DT T—h, FET TV MIA VR — REROTNA AN BEE RIEFTT 77— beFoRLE
4, [HESCIERE @ & (HighPriority) 1& 7 ¥ 3 12id, iEAEOAZMIREM N E RSN ET,
I O@EE, FERAEOHIRA O 30 HAf, 14 HAT, X007 HRNCEE S, £ ORITFE
HENHIREINICR D0, ANRGEECES SN ECHRAEEINET, =2 —F—&E
NR— O [BEFE (Notification Settings) |7 v a T, INHLOBHE BT A —/VTRIE
TAHALICEEET AL L TXET, MOV TIE, [2—HF—BMOREARE #5R L
TLIEE,

FEEL<

UTFOFIET, AL AHICH—D S L —TFTFA D) — N7 7 A VEERR LET,
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FIE

ATy T
ATy T2

ATvT3
ATv74
ATvTH
ATvT6

ATy 717
ATvT8

Security Cloud Control f >R > 1) {54R .

ERORAL o THeFa2)TATNARE7 Vw7 LET,

[F34 2 (Devices) |27 %27V v 7 LTTFNRA ZAE DT 5D, [T 7 L—1b (Templates) | % 7 % 7
Uo7 LTETFAT AL R ROFTET,

WERT NAABAT DR TH IV w7 LET,
)= NEVER T BTN, AEIFETT VA EIR L E9,
FHlo [E# (Management) | XA > T, [/—F (Notes) %27 Vw7 LET, B Notes,

o= FT 4 Z—REZ 27 )7 LT, BEDT XA T 4% (Vim £721X Emacs 7% A h—5F ¢
X)) BERLET,

[/ — bk (Notes) | X—TZfmELET,

[PrfF (Save) 127 U v 7 LET,
J— MEIF TIRAFENET,

Security Cloud Control f >R > k1) &F#R

[f X2 RV (Inventory) ]X—JIZiX, TRTOYEHB I OMEREA AR — KT A R F
VIR— RTNA ANBIER SN2 T T — I RFRREINET, [ > U (Inventory) ]
NR=UTIEL, TARET T — EBRENENDZ A SIS THEI N, T3 AH
A TEHOMIET HZ TICERINET, N—TV LV ORI ZMEHT 20, 7402 %
WHLT, BIRLIET AN, AXATDOXTHNDOT N, A BROFDHZ ENTEET,

[f >+ U (Inventory) ] X—II2id, ROFEHERNFRENET,

« [T/314 A (Devices) | # 71Z1E, Security Cloud Control (4 > R — RENTWN5HTXTD
TATTNA AREKRINET,

s [T 7 L— b (Templates) 121X, 74 77 /34 A6, F721F Security Cloud Control (&
A UR— R ENTMERT 7 AN AERENTZFT RTOT v T L— b TS ARERER
i.ﬁ‘o

Security Cloud Control 5 X)L & 7 1 )L A 0LIE

TYUE, TARA AFRBZA T V= Vel =T 50l EnE T, FriR—F ¢
VIHRELEA AR =T 4 T HEDONDOTEH, 1 DU EDOT NS ATV E#EATE ST,
TN EFT V2 MEHAT I, ET TV EERLET, A AEEFAT V=7
MZTZ_VZEBEA LD, ZOTXVT LT A, AT =TI N ERIEZAT V=7 T =70
WEE 74 NVEZ ) T TEET,
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B 7 x990 MzSALERAT S

\)

GE  FAARCEBESNTZT VW, ZOBEA T 7 MATRSNEY A, £, F4T
Y7 MTEH SN T U, 2OBEA TV =7 MIERES L EE A,

TV N—T X, IROFESL Tgroupname:label] ZfH L CIERRTE £97, 7= & 21X, Region:East
F 72X Region:West 72 K TF, ZHHD 22D T~V EAERT D86, 7 /V—77 L1 Region
2720 FDTN—T7D Bast £721F West N HIBINTX F 9,

TINAREFXT T2 MISR)LEERT D

TR AT NV EERT 21203, UTFOFIEEZETLET,

FE

ATV TN EHORL L TEFaAUYTATNAREZ7 Vw7 LT, 7900 ET AL ATEIMLET,

ART9 T2 EMORAL L TAT =2 b (Objects) 1227 Vw7 LT, 70baFT V=7 MBMLET,

ATV T3 [T34 A (Devices) | #7570V w7 LTTNRARAERDT D), [T 7 L—F (Templates) | ¥ 7 %7
Uy 27 LTETNATNA ZAEROITET,

AT T8 W@URTNAARLZATDE T ) v 7 LET,

ATFY TS ARENIZRTI OULEOT AL ZEITETT L EZTIR L 7,

AT T6 ARO[ TNV—TLTLDEN (Add Groups and Labels) | 7 4 —/L KT, T4 AD T~V &2 FHE L E
j—O

AT Tl FOo+7 (a7 )y LET,

J14ILA

[ = U7 (754 2 (Scourity Deviees) | <—¥ & [47 Y= 7 | (Objects) ] <= P& %
SERTANIEHEMLT, ML TWDT A AR T V=7 PR TEET,

T A NEERT SIZIE, [BX¥ =2 YT 4T 34 A (SecurityDevices) % 7, [A Y T — (Policies) ]
27 BIO[AT7 V=27 kb (Objects) | ¥ 7 DEMONALTY %7 Y w7 LET,

X2 VT4 THNARTANETIE T-AAZA T N—=RU =T LV T R =T D/N—
Yar, Snort X—T g, REAT—H A, HEHIREE, BiE M. Secure Device Connector,
BLOTNVTT 4 VHBLTCEET, 74 V¥ ZEA LT, RLIETNNARAEATDET
WOTNAAERDTDHIENTEET, 74N FEFEHLT, @BRLIET NS RAZATDH
THNDOT A ZRERDOTHZENTEET,

FTT2I NI ANEEFERT DL TAA A MBS A T GAT V=2 b BEMTO
BTVl b BEROAT V2 NEATTT 4N ZUBTEET, FERICVAT LAT
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V7 he@honE ) nEEBRTEET, MR 4 — /L R LT, BEDO4RI, IPT K
VA, 3R —-FESE2ELT7 A NVIRERNOAT T V=7 bl T 528 b TEET,

F T NEAT T4 NEEEATDE, Xy NTV—I ATV b, Ry NT—27 T —
7. URLA 7Y =2 b, URLIZN—" $—ERF Tl b, $—ERITN—TREDH
AT ESTHAT V2V N7 g VHUBTEET, FEAT V=27 b7 4 VX2 2T
EL T IANMEELIFA—N—=T A NMEEFOF T V=7 N7 4 VHWUBRTE T,

THAREFT V=0 b a7 4 VAT 556, MRz MAGbE T, BET Rz R
DT BT DN DIPDOEAE IR RIS 21BN T 5 Z R TEET,

wkoOITIE, HE ERSLTWD, £703, AEE) BH547 V=7 b, o, BIO
BEFROIEEFT V=T N THLIEORAIT V=7 FEMBT L7V EBEHSNET,

-

Filter 1
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D Show System-Defined Objects
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s [HHAT =2 I (Shared Objects) ] : I DT /A A THA ZFLTVD Z & A Security
CloudControl IZ X » THH ENT2T_XITCDAF T V2V heFRTEET, T 740 MEF
I A —"=F 4 MEDI, HDLWIEDOWM S FFOMFEA TV 27 VKRR THI &%
BIRTEET,
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B oc-vronssmess

o« [BEAMT BN TWRWAZ Y= 7 b (Unassociated Objects) ] : b—/LE7-XR Y > —IC
BT 5N TV ARNT_RTOE TV 27 hERRTEET,

(ATl hH AT (ObjectType) 1: A7 V=7 bAATHBINLTC, 2y bI—2TF
T2 b, Xy NTI—2 N0 —7F URLAF 7 =2 ., URL ZV—7, —E 247
xl b, V—=ERITNV—T Y BRI TDOF T2 NOIRERRTEET,

FTT AN AL T 4RI, IR E S DI AL DICEA TE 5T 7 4L
SBBYET, TREOYT T ANLE, ATV NIAT Ry hT—s | F—E R T
o koL y) IZESHTVE T,

TDT 4 NHEN—TBBREINTZ T 4 NV IL, UTFOFRIIC—BT 24727 MEELET,

QODTNAADNT NN H DA TV =7 b ([T ATT 4 VXU (Filterby Device) |
IV LTCT A AZBELET) » BLOY

F—BHORNAT V=2 b, BLO
*RY RT—HFT V) bELFH—ERFT V=0 b, BEO
* ATV x NORMAHRNC TTL—T ) LV HEREEN TN HT V=2 b,

[ AT LA TP =7 bDOFER (Show System Objects) ] A NI > TV BT, FERIZIHY
ATALFTVx ) hea—P—ERA 77 NOWMBEREENET,

[VRTFLEEF TP FDORT (Show System-Defined Objects) ] 7 1 L&

—EROT A RZNE, e —EARICHFRIER SN T V=7 MOV ET, b
DYAT ATV =l MIBECER SN TEY, v— R Y o —THEHTE 250 THEHT
T, ATV 2V b T =T NI DV AT LF T 27 "G ENLIHEAEDRHY £, VA
TAF TVl MIWEEITHIBRTE EE A,

[VAT LEFA T V=2 hDFER (Show System-Defined Objects) 1%, 7 7 4 /L b TiEZA 212
o TWET, AT V=Y N T =TIV AT LA TV 27 N EERTDHITIE, T A NH R~
T[VAT LAERAT V=27 FOFE/R (Show System-Defined Objects) | & A2 LET, 47
Ve NT =T NTUVATLAF T V=) MaIHRRITTDHITE, T4 NVFNRN=T [V AT LA
7V =V N&Fx (Show System Objects) | A4 7D FEFIZLET,

VAT AFT V2l NEEERITDHE, FNULIIMBE IO 4 V2B ORERICE Fhu7e
KIRVET, VAT LA T V27 "aFrd b, TNHIFEAT V27 FORELE 7 4 L2 AL
HoOfERICEENE T,

FITDTV RTAIBERET D

FIE

&

T BRI THRELCTIANEZ Y T TEET, TA4NEZ )T T 073 RE0IE
. PHREINDAERIID R0 E5,

ERORA o T[A7 V=2 b (Objects) 1227V v 27 LET,

[l Security Cloud Control DA
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T4 na8EN TS 2EBNT 55 ]

2ATFwT2 R=UEFEHOTANETA L N2 )7 LT, ZANVERNFAVEREET, 7027 F2#E-T
A ENWEIIT, F=v IMNEDTANEZOF 2w 70BN LET, EBIZ, BRZ7 44—V FERT,
WMBR7 4 — IV RICATTENTZFREROH DT F A M EHIBRLET,

ATV T3 HRERBEDOT NAATRODSTELDOIZRE LTZWEGEE
1. [T/NARTT4)LZME (Filter By Device) 1227V v 27 LET,

2. TRTCOTFNAA, RERBTLEN, THRAREZT 27V w7 LTHEDOHEBEDOT NA ZADRHEE L
*9,

3. TANEREICEDDETNAAADF 2w IRy 7 Ak AL LET,
4. [OK] %27V v 7 LET,

ATY T8 BRFEERICVAT AT V27 bEDDHITE, [VAT LA T V=7 F%EFR (Show System Objects) ]
EANCLET, MBH-ERCTUAT LA T V2 NeBNTDHITE, [VAT LA T V27 2R (Show
System Objects) ] A 7IZL£7,

ATy F5 [ (ssues) | T, ZA4NVEZ VT $THLET V2l FOMBOF =y 7Ry 7 AL LET, H
DOMEE A ANZT D E, AN LTEWT DO T IV DA T V=7 NIRRT 4 M FERICEENET,

AT9T6  MERG TN EHEICL> TEHRIN-A T V27 bE2ERTDHEE. [ER (Ignored) ] ORTEA
?‘I ‘)7 ]\/ij—o

AT T 20U EDOT NS AMTHEEEINDG AT V=7 Ve T 4 NZ2 ) 7T 5550, F47 =2 + (Shared
Objects) | THEER T 4 VH ZF T LET,
[T 74V MHE (DefaultValues) |: 7 7 4 /v MEOARZFFOF TV =7 a7 4 V&) T LET,

o [A—"—=F A N (Override Values) |: A——J A RSN MEEZFFOFTT =T "NE2T 4V F T
Y7 LET,

s GEMOfE (Additional Values) | : IBMOEEZFFSF TV =7 274NV Z ) T LET,

ATYFT8 N—NFEEFR) =D —EHTIE WA T Vs b7 4 VZ ) 7355, [BEMIT2R L
(Unassociated) 1 &4 12 LET,

RTYFTY TUNFV U TTEH[AT Vs N2 AT (Object Types) | =4 N LET,

ATYTI0 47V =x7 b, IPT RLA, F3R— &% 47T =2 b (Objects) [T 1+ —/L RIZIBINL
T, ZA4NEY TSN ROFNORBRIFIC BT 247V =27 FaRHOT52 L6 TEET,

TAILFEENSTNA REBRNT BI5E

THNARET 4 NZ ) RGBT 5 L, $ERIET A R LA T V=7 MIERRSh
ETN, TNODOFT V=l NEMOT A AL ORRITFE RSN ETA, 72& 21X, ObjectA
23 ASAL & ASA2 DRI CHAEINTWAEGA, A7V MaT7 4 v& ) 7 LTASAL LD
WEAT 27 N EMRETDH L, ObjectAlXRoO70 £3728, [BIH% (Relationships) ]-3A 12
. A7 V=7 PN ASALICHD Z LT RFEREINET,

FT7 T2l NREET AT RTOT NS, REFRRT DT, MBESFMETT A AZEE LD
TLEESW, MDOFETTZ 42 7 L, HEITIE U TS A EM L £7, Security
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B 7oo:0 romaoms

Cloud Control 23#%5 3247 =27 M &BIR L, [Bf% (Relationships) |4 » ZFW~FE T,
FTOFT V= MIBHET 5T X TOT NS RALERY =R RRENET,

Iy FOERDER

KEEH, B, FMEGOAT V7 NIRRT HHEO 1O, ZNbEEHET 52 L TT,
ATV NBREH, B, FREIAEATHoTH, TOREITITIES BB R H D &4
WL, 7 7 hOMBEERMBROEFIZT L LEBRRT ILELHVET, fBROHD
KR T, TNODIEHEINTAT V27 MR T D52 ENRBIZRDGERHY £3, A7
Y7 FOMBEERFET D L &IT Security Cloud Control (XM SNz A T V=7 MEFR LA
Wi, BHINIAT V27 bOFAT V27 MY A NET 4 NEZ Y T L FERIZESNT
BIET D MERDH Y £77,

FIE

AT T EOSRAL T, [A7 V=2 b (Objects) 127V w7 LT, A7 ar ZERLET,
RT9T2 A7V N7 44,

AT9F3 [TV =7k (Object) 17—T/NTC, WREMRTHAT V= T XGRRLET, —EiZ1>0OF
TV NOBREMRERTE LT,

AT T4 FEASA T [ OMEER (Unignore) 1227 U v 7 LET,
ATy TS BREHALET, TNT, A7 V=7 MEMETTZ A NZ ) 735 L UENTERA I T\ AT V=
7 FBRONBIETTT,

ATy FOHIER

1 2OF TV NERITEROA TV 27 NEHIRTEET,

120472y FOHIBR
A\

FE 77U FEHYE Firewall Management Center 237 7> M7 70 A SILTWAHEE -

CiscoASA, FDM, BL O FID Ry NV =2 AT V=7 T N—TITMA T2 AETIX, *HST
% 7 7 v REgAA Firewall Management Center % NV —27 47 V=7 hRV)L—T7 &

NET, IBIE, [BEDRETOT N1 A (Devices with Pending Changes) ]X—1Z1%, [F v
NTD—2 477 O EER (Discover & Manage Network Objects) ] 23 ZhIZ 72> T
% A 7L I A Management Center Z & (=2 MU MERKENET, 2O NI pHEEE
BIRL, TNHDOAT V=7 Fivd D 47 L 2 A Management Center (2B CT& £3,

WINNDOR—= N Ry NI =0 4T V27 hERIEI T NV—TZHIRT 5 &, liFo—
NOFDOLF T2l FEFIITNA—TITHIBRESNET,
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FIE

ATy T
ATy T2
ATvT3

ATvT4
ATy TH
ATvT6

xEArICzy rosL—Tonk ]

MDA T[AT7 V=7 b (Objects) 1227V v 7 LET,

FTV2 I NTANBERKT 4=V REEALT, BIBRT 2472 MEROT, ZENEBRLET,
[B3£% (Relationships) 1A VMR LET, A7V MRRY o—F723 A7 V=7 M7 A—7THH
SNTWDIEHEE, ZORY U—F 37NV —00HIRTHETHT V=7 MEHIRTE EHA,
[77 3 a> (Actions) |34 > T, [HIBE (Remove) | 7A@ %27 Vw7 LET,

[OK] %2727 Vw7 LTAT V=7 bOHIBREZHKRL£T,

ToleBEZLE2— L TRATIN, HFELTHrOEROLE L —ZIZERLET,

FKERATO Y FOYIL—TDHIBR

FIE

&M

ATy T2

ATvT3
ATvT4

TRA A A R—=RFLTAT V=7 F ORI T L, 2 ORBHOAT =2
FRROMY £, —EICRKRSOEORMENA TV =7 FEHIBRTE X7,

[ (Issues) 1|7 AV HEMERA LT, READA TV b2ROTET, TXA AT 4 NEEFERT D
BRIZ [T /31 A2 L (NoDevice) [ R L, 731 RZBEEFMITF b TWeWA 7 V=7 MERETHZ
EHTEET, ATV NIRNETANZ I TTDHE, ATV NOF 2y IRy 7 ANRFKRS
ET,

T2 N T =T NNy X =D [TRTER (Selectall) | T =y IRy 7 A4 NI LT, 74 MHIC
Ko T ENAT7 V=7 FT—TNMIRRENHITRTOLAT V=7 NEBIRT 50, HIBRT 2% D
FTVx2 ) NOEADF =y IRy 7 R T LET,

[77 v 3> (Actions) ]-3A > T, [HIFk (Remove) | 7A@ %227 Uy LET,

[ToleBREL5T L E2— L TRERAT . FHEL TOLEROET L2 —EIZEALET,

2y NT—=0 AT H k

120y bT—9F Ty M2, FA M, XYy RU—ZIPT RLA, IPT RLAD

P, EREMi KA A 4 (FQDN) £721X CIDR #itDV 7%y hU—=7DOWFnl %
ANDHZENTEET, [y hU—27 71— (Networkgroups) ]id, *v hU—2 47V =
7 hE, TN—FITEMTHZDOMOEADT RLAEZIZV Ty hU—I DLy gy
T, XY NI AT V=7 bRy NU—T TAN—TL, TI7EBAL—V Xy hT—7
AU — BEONAT L— L TEH SLE T, Security Cloud Control ZfFH LT, *v k7 —
OF TV Ny NT—U TN —T %R, B, BXOHIBRTE 7,
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IR

TRTOTZ » 74— 20 Cisco Meraki =° Multicloud Defense 72 EDF v NV —7 AT V=
I REYR—FLTWEDITTERNWI LICEELTLIESWN, ¥4 FIv I ATVl b
A9 % & Security Cloud Control I, FFILD T T v b7+ —LFETNLT A A0 6 DY)
7eff# % . Security Cloud Control 23Mi#i i C & % —# O F FIREZ2 G IZ HEhAYICZS# L £ 77,

£a:Ry RI—H AT FTHASIBIE

TINA4 X %« |[IPv4/IPv6] UGN TR | T RFLRERE |SE2ER KA |CIDR RETEIC
~ (Device L& 1% £BH TRy
Type) k

ASA IPv4 & IPv6 | %f)is ESIIN ESIIN ESIIN
Multicloud IPv4 & IPv6 | %fiis e e e

Defense

K5V IO TIL—TTHATNIRE

TFTIARBAT IP {E& [*y kD=9 AT | Ry T TL—TF
(Device Type) x4 b (Network
Object) 1]
ASA PP PP PP
Multicloud Defense s Xt hta Xt hta

HBETORY FT—0AFTo) FOBEFA

7 7 v Rigf Firewall Management Center & 7 7> MZA VR —T 4 7S Tn5H 128 E
? # 7L I A Management Center % 7 12 Security Cloud Control 77> 3% 585515, kD
FIRAZFITLET,

» Cisco Secure Firewall Threat Defense. FDM (Z & 5 BB %9 2 B4, Cisco ASA, F7=
I CiscoMeraki * v NV —2 A7 V=7 NERIFIN—TE2ERTHE, Z2OFT Vs
rDaE—N, 7T U R Firewall Management Center D% EFRFIZHEH T3 [ 7V =
7k (Objects) | =Y DA77 A RMIbBMENET, TOHHLFREETT,

» Cisco Secure Firewall Threat Defense, FDM (Z &L 2 & BRE B39 851, £721L ASA * v

NI = F TVl NERBIN—THERT D&, [y NI—0FT7 V=7 PO
L& T (Discover & Manage Network Objects) |23 H 20272 - TV 544 7 L I A Firewall
Management Center @ [fREEH DL & 57 734 A (Devices with Pending Changes) ] —
NIz FUDBMER SNE T, ZOYV ARG, A7V 27 FEBIRLT, 2047V
7 NEFEHT B A7 I X Management Center (2B L, RERAT V=7 N EHFET
XFE9, . [EE (Administration) ]>[Firewall Management Center] (B8 L 4 7L
A Management Center Z &R L ¥ 9, [47 =2 F (Objects) |7 V27 L, A7
I A Firewall Management Center = —H#'—A ¥ —7 = f ATAT V=7 MR LT, &
U—IZHY HTET,
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2vro—s47vzo+ ||

WTNDPDON—=V DRy NI =T ATV = MR N—TITIMATEEIL, WGTDOR—Y DA
TVx) FERIZFITN—T A ALV AZEHENE T, 1 DOX=Y 64TV 27 b
R oL, TOAT V2l FOMIET 5 A= blON—U LIRS E T,

Bist

R CARIOR Yy NU—I7F 7V =7 8B TTIZ 7 7 7 R Firewall Management Center
WZAFET 286, # LU Cisco Secure Firewall Threat Defense, FDM (T L 2 48 B &2 %9
554, Cisco ASA, F 721X Cisco Meraki > NV —27 A7 =7 M, Security Cloud
Control ® [ 7Y =27 b (Objects) | X—TITiTERMEINEHA,

F 7L I A® Cisco Secure Firewall Management Center |Z X > TEIL I LD A AR — N
HEBNKET BB T ANA ADR Yy NI =0 AT V=27 hBIORT N—T7 13RI T,
7 Z 7 FEEAUH Firewall Management Center CEEH TX £H A,

7 7 U REEftA Firewall Management Center |2 #1T L 724 7" L I A D Cisco Secure Firewall
Management Center f & A% ' ZADGH, Ry NI —7 A7V k& 7 —7%, FID
TN, ZNEB SR Y > —TEH TV, Security Cloud Control 472 = 7 b
NR=VIEHMIND Z LITER L TLES N,

Security Cloud Control & 7 7 7 Rt Firewall Management Center D] DR~ ~ 7 — 7 7
TV FOHAE, FILOT SV FTIEABNICANIC R £58, BBFOT T T
FERTDRERHY ET, Xy NT—IFT V=2 bR 7T 0 N Firewall
Management Center & 345 STV R WAL, TAC IZEAE LT, 7 M THEZ AR
WLTHHWET,

Security Cloud Control & 4>~ L X A Management Center DD K > NU—27 47 V=7 K
DIEAIE, Security Cloud Control (Z5F L CHEAMEf S 17281 LU A4 > 7' L I X Management
Center @ Security Cloud Control TIXHENIZHNZ D A, Ry NU—I ATV
k2374 > 7 L I A Management Center & 45 SILTW R WA, [XE (Settings) ] TA
7L X A Management Center O [ NV —27 47 V=7 hORRH L EE (Discover &
Manage Network Objects) | b Z /LR Z U BWHEMZ /> TS T & AR T 57, TAC [T
HLTT T FCHREEZAZICLTHE LWV ET,

FYRIT—=0ATOLY FORTE

Security Cloud Control Z /] L TIERK T2 %y NV —0 AT V=l N FrHR—T 17 L
72T A ZADFKED B Security Cloud Control 23385321y NV —20 A7 V=7 NI, [T
=7 K (Objects) | N—VICERINET, ZNOHOFRy NU—I 4TV xr ML, £
ENDOAT V2V NEATOTUBITFOENTHET, Zhck, A7 V=7 hE AT T
TANBZY T LT, B{LTWDEA T V27 haTIERAOF 52 &N TEET,

[F7 =7 b (Objects) |"X—TVTHRy NT—IF T V=7 FNeBRTHE, 777 D
B2 [FEM (Detail) 1A R RINET, [BFR (Relationships) | ~A ZiE, 7V =7
FRRY —THEHAINTNDINE I D, BEIOA T V7 MRRESNTWNDT /N ANRFK
IRSNET,
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B asarybo—0A4T0c0 b BEURY FT—0 T L— TOERE:ARE

Xy NO—= I N—T% 0 ) w3 BL, FOITNLV—TONEREREINET, Xy hU—7
TN—TF1E, X NT—0F T2V Mo T NA—FITEZ Nt X TOEOELSET
ﬁ—o

ASAy D=4 T bELURY FT—=0 T NL—TOERFE-IEHE

ASAFRY FID—9A TPy MTIE, CIDREFLTRISNIEAA M, IPT FL A F720F
TRy ET RVREEODLIENTEET, ZY MIT—=0TIWL—TL, 77 EAL—)L,
Xy U= R)v— BIENAT V=LV THEHAINLI Ry NV—=0FT V=27 b, Ry b
T—7 7 N—7 BEIRIPT L ZADEEKRTT, Security Cloud Control ZfH LT, *v b
D=0 F 7Tz ey NT—T 7 NV—T7%ERk, B0, BH, BLOHIBRTE £,

R6:ASARY bD—9 AT b BLUVTIL—TTHASNSIE

TINA R & 4 |[IPv4]IPv6] DU T K| T RLREE | EEER F A | CIDR RETEIC
7 (Device LR A% KB TRy
Type) (PQDN) ~
ASA [IPv4 /IPV6] | xtiis KFIE KFIE KFIE
)
GE) 7 7 v R Firewall Management Center 237 > MIT 7 a4 SR TWAHEE -

FTD, FDM, F7213 CiscoASA X NI =0 AT V=7 bR N—T % [TV =7 k

(Objects) [ X—TTHERRTH &, A7 V=7 FOa—n 7 J v Rg{H Firewall Management
Center |Z HEVWITBMENE T, ZOHEFEERTT, I HIZ, [EEXIREFHDOT /N1 X (Devices
with Pending Changes) | ~—IZiX, [F*y NUV—27 A7V =7 MO & E B (Discover &
Manage Network Objects) | 3F N7 > T\ % A 7 L I A Management Center = &[22 b
UPMERSILET, ZOZ ML AT7 V7 NERIRL, ZNO6D0OF TV =7 ManBE L
95 A7 L I A Management Center (2R C& £,

IR

77 7 K4gft%! Firewall Management Center 237 72 MIT 704 STV DHEHH -

CiscoASA, FDM, BELXOFID Ry NI =7 AT V=7 "R IN—TITMATZERIL, KT
% 77 v Rig{A Firewall Management Center £ NV —27 47 V=7 MR N —FIT KRS
nNET, o1, [EEIRETOT /34 A (Devices with Pending Changes) |~— 2%, [ v~
NI =247V O EEE (Discover & Manage Network Objects) | 3 HZHZ 72> T
% A7 L 2 A Management Center = &2 MU MERRSNET, 2oz MU NSLEEE
BINL, ZNHDOLFT V=7 "B HBD A7 L I A Management Center ([ZEB T £,

WINDDR—=UMNERy NI =0 ATV NEFIIITNVN—TZHIBRT 5 &, MO R—
NOFOLF T2l FEFIITNN—TITHIBRESNE T,

[l Security Cloud Control DA
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asazy ko—s175z4 ok [

ASA Xy RT—9 ATy FDERK

FIE

AT v I

ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

120y bT—9F Ty ML, FA M, XYy RU—ZIPT RLVA, IPT RLAD
P, EREMi KA A 4 (FQDN) £721X CIDR ZitDV 7%y hU—=Z7DWFnl %
ANNDZERNTEET, Xy NI F TVl I, T7EBAL—, Ry FT—TRY

v—, BLONAT V— /L TEH S4vEF, Security Cloud Control ZfE/H L C, * > T —7 4
T2l MRy MU= T A—T % B, B, BIOHIBRTE 14,

)

GE) 7 7 U FEEEA Firewall Management Center 237 > MIT 7oA SILTWAHHE -

FTD, FDM, F721% Cisco ASA * v N —0 4T V=) NI N—T% [TV =7 b

(Objects) ] X—Y TIET DL, A7 V=7 hoav—n 7 7 v R Firewall Management
Center |[Z BBV BN SNVE T, ZOHBERRTT, 612, [EEDREHPOT /A A (Devices
with Pending Changes) | -X—JIZiE, [Fy NI —27 ATV =7 Fof &L EB (Discover &
Manage Network Objects) | WNHZNNZ/2 > T D A > 7 L I A Management Center Z & (22
UIMERENE T, 2O NI LA T V=7 MEBRRL, TNOLDOAFT V= N LEL
9% 7 7L I A Management Center [Z R T £,

FERORAL o TCHTOz Y b EI Vw7 LET,

%@@7"?27\15&‘/ Vw7 LT, A7V=7 bEERLET,

[ASA]> [y bT—% (Network) 127V v 7 LET,

F Tl NAEATILET,

(R NU—27 A7V =7 NOVERK (Create a network object) ] 3R L £,

BB A7V bOdHEZATILET,

Ml (Value) 1 &7 3T, ROWTNNDOHETIP T RLAEREBMLET,

sleq] BN L, H—DIP 7 RL A, CIDRERLEZHEHA LY 7 xy b7 R A EIXE0ER K A
A4 >4 (PQDN) Z AN L FET,

o [#iDH (range) 1 &3&IRL, IPT RLADOHAEZ AN LET, #HOBIMBT RLALKTT FLRA%EA
NR—=ZTCRU>TAALES, #:10.1.1.1 10.1.1.255 F 721X 2001:DBS8:1::1 2001:DBS8:1::3

GBI (Add) 1%227 Uy 27 LET,

BE

HIER SN Y NI = 4T V=2 ME, L= RRY =D TiIRnzd, WO ASAT
NA ZZHBEEMT SN TWERA, TNOEDOFT V=7 hERRTHINE, A7 V=27 V7 4 VXT[H
HAFF 72 U (Unassociated) | A7 V=7 73U Z@IRLET, FEHICOWVWTIE, A7V b7 g
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B asaxoro—5 s—Jokm

NZ | BZBRLUTESD, TS 20— LR Y O —ZHEMNT 5 TWRWnWAT V= s M7
HE, FOFT Tz MIZFOT A RCEEMIT G ET,

ASA Xy N T—4 TIL—TDHER

FIE

ATy T

ATvT2
ATvT3
ATv74
ATvTH
ATvT6
ATvT1

ATvT8

ATvT9

[ry hU—27 7 v—"7 (network group) ]IZi%, IP7 RV AfE, Ry NU—IF TV =7 b,
BIORY NU—I I N—T 2G5 LNTEET, LRy NU—7 7V —T7 2Bl
HEEIT, 4L IPT RVA IP T FLU RGP, £721XFQDN TBEFOA 7V =7 F &R
L. [y hU—2 7 )—7 (network group) | IZIBIITEET, A7 V=7 MRFIELRWE
BlE. FACA v 2 =T 2 A ATEDF TV =7 b IHER L, [Ry hT—2 T —T

(Network Group) JIZIBMITEE9, Fv hU—27 7 —7 (21X, IPv4 & IPv6 Dfi DT K
VAZEGEODHZENTEET,

A\

G¥) 7 7 v R Firewall Management Center 737 72 MMZT 70 A STV HEHE -

FTD, FDM, F721% Cisco ASA X v N =0 4T V=) NI N—T% [TV =V b

(Objects) ["—TTHERTH &, A7 V=7 FOat—n 7 J v R Firewall Management
Center |Z HENWIZIBMES N E T, TOHHEETT, 51T, [BEIMREF DT 314 A (Devices
with Pending Changes) | <—IZiX, [*y NUV—27 47 V=7 Ok & E B (Discover &
Manage Network Objects) | 23T/ > T 5 4 27 L I X Management Center = & |22 |
UBMERRSNET, 2O NINH ATV hERIRL, ZNODOA T V=7 NenEL
J % A2 7L I A Management Center (2B T £,

FEMOSL TCA Tz M %27V w7 LET,

%5@0)7"?xn”:‘5"/ 7V LT, A7 V=7 MEERLET,
[ASA] > [y FT—% (Network) 127V 7 LE7,
(A7 Y= b4 (Object Name) ] Z AT LET,
[y hT—2 7 —T7DOVER (Create a network group) ] 23R L 97,

UEE) A7 V=7 bOBAEZATILET,
[l (Values) 17 4 —/V RIZ, EE/IFAT V=7 NMEANLET, ANZRBET L E, ADC—ET
DA TV s M4 ETIIMED Security Cloud Control |2 K » CTRRENET,
RREINTWEBREFOF TV =7 FO 1 DHHEIRT 50, AT LA ELITEICE S TH LWA T
DVl FEERTEET,
Security Cloud Control T—E M SN i=Ha. BRFOA 7 V=7 F&EIRT 51213, BN (Add) ] %
7V LT, Xy NIV—=0FT7 V=7 NERIEIRY VU= TN —TZH LWy N —2 7 )—7F
WZEML £,

[l Security Cloud Control DA
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asazy ko—s175z4 rokk [

ATV T FELBRWMEEZIEA T V=7 FE AN LRSI, ROWTANEFEITTEET,

[ZDAHRIDFH LNAT V=2 & LTEM (Addas New Object With ThisName) %27 U v 7 LT,
ZOAFMDF LNAT V=7 NFLET, B2 AL, Fx=vr~—2%7 0 v 7 LTHRIFEL

ATy N

£7,

LA T Y =7 FoBEN (AddasNewObject) |27 UV v 27 LT, HiLnA7 V=2 FEERL £
T, A7 V=7 MAEEIEFRICTT, 4RIz AL, Ty r~—2%27 0 v 7 LTRIFLET,

«[MEDEM (AddValue) 1227 U v 27 LT, A7V =7 hEFEHEFICA T A AMEEER L ET,
HMEANL, Favl~—20%270 v LTRIELFET,

EATTITHFELTHWTS, FILWAT V=7 MIERTE LT, ThoDAT7 V=7 MIEREZMA
THRIFTE X,

GE)

WET A 2% )y 7 LT, dFlaLECEEY, HIBRAZ 22 v LThH, A7 V=27 FAK
FHIBRS T, ROV, Ry NI =2 7 =70 bHIBRSNET,

MR AT V=7 FEBMLIZL, B (Add) 127V v 7 LTHLWRY FU—27 Z0—TZ2AFR L

£

ATYT12 TRTCOTFAA, AORELEFEDO T L 2—L B,

ASA Yy bT—9 ATy bDIRE

FIE

A

TE

i

77 7 R4 ft%! Firewall Management Center 237 72 MIT 7' A SILTWDHEHA -

CiscoASA, FDM, BLXOFID Ry bV =7 AT V=7 "R N—TITMATZERIL, R
% 7 7 v Rig(A! Firewall Management Center % NV —27 47 V=7 hRV)L—T T X
nNE7T, o1, [EEIREFT DT /34 A (Devices with Pending Changes) |~—I2iE, [ v~
NI —2 A7 V=7 O EER (Discover & Manage Network Objects) | 23 HZHZ 72> T
% 7 7L 2 A Management Center = & (22 MU BNMERSNET, 2O MY MNLEHE
BINL, ZNOHOFT V=7 B HBD A7 1 I A Management Center ([ZEB T £,

WD R—In Xy NT—I T 27 bERIIITNV—TZEIRT A E, Mo —2
MHEDOF TV FERIFINA—T1FHIRENET,

ATy TN EON_RAL o TAISzH 27U w7 LET,
ATFTYT2 T2 T4 NEEBRBET 4 — IV FEEALC, WETHIA TV 27 FEROTET,

ZF9T3 Xy hT—I ATV =s NERIRL, [T7 23> (Actions) | A v ClET A2 ¢ 2r 0o LE

B
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Security Cloud Control D E &K |
B ssaxvro—vo—Jomse

ATYTE AT TRy 7 ADMEEZ, FRROFIETHER LIZL LR UAFETRHRELET,

G¥)
Xy NI =T TN—=ThoAT7 V=2 FeHIBRT 223, MICHLHIRT A 22270 v 7 LET,

ATvT5 [fRTF (Save) |&# 27 U v L% 9, Security Cloud Control |X, BHEDEELZITLT A AE£RLET,
ATvT6 [HEFR (Confirm) |27 Vw7 LT, AT V=V MeZDOEBEZTHTNAA~DEFREEHELET,

ASA Ry RT—0 T IL—TDiRE
A\
FE 7 7 U REEMUE Firewall Management Center 237 ) MIT 7 a4 SPLTWAHEE -

CiscoASA, FDM, BXOFID Ry NV =2 AT V=7 bRV N—TITMATERIE, K
% 277 7 RigfA Firewall Management Center % NV —7 47 V=7 MOV L— TR S

nNET, 51T, [EEMREFT DT /34 A (Devices with Pending Changes) |~—I2id, [ v~
NT =2 A7 V=7 FOfHEER (Discover & Manage Network Objects) | 23 HZNT 72> T
% A2 7L I A Management Center Z & IZ= 2 MU BMERNSNET, 2O N MhHET %
BIRL, TNHDOAT V=7 Niddh D 427 L I A Management Center (2R T £,

WTNINDR—=V bRy NI =0 F T V=7 NEIIIITN—TZ2HRT 5L, mlFo~—Y
MHEDF TV =7 MEIXTN—TITHIBRES N E T,

FIE

ATV EMOR_RAL L TAHITSz O %270 v LET,
ATYT2 A7V =27 hT7 4 Z L [Ffk (Search) | 74—V REFEH LT, WMETI IRy NUV—2 TV —T% [
x9S,
RFYT3 Ry hT— FA—TEBRL. [77 3> (Actions) |~A v Gl 42> £ %20 v LET,
ATYTE Xy NU—7 TN =T TIZBEMENTWAELE TV =7 bEFRIZR Yy NI =0 I N—T 52 EBETH55
X, ROFIEEFEITLET,
1. 7720 MAERIERY T =T TN —T ORI ERREINDARET A 2 4 7V LT, &
NHEEEELET,
2. Fxvr~—0%7Y v LTEENEZRIFLET,

GE)
HIBRT A 2% 2 Vw7 LT, Xy U= T A—ThbEEHIRTEET,

ATFYTE Xy NT—= TN —FIZH LRy NT—7F T V=7 NEFRITR Y NT—7 P —75BI0T 5855813,
WOFNEEFETTHHERH D £,

[l Security Cloud Control DA
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Security Cloud Control =354 3t H v k7—4 ¥ L—T~nEmoEnien [

1. [fE (Values) 17 14—V RIZ, HILWMEE B FOR Y NV =7 A7V =7 NOARTEATILET,
ANZERET D E . ANC—ET D547V =7 M ET2I13ED Security Cloud Control |2 & > THRR S 4
FT, FREINTVWDIRETFOFT V=7 bD 1 DEERT D0, AN LR E I2ITMEIZE SN THr
LWA TV xs FEERTEET,

2. Security Cloud Control T—E Mt S e, BHFOA 7V =7 P &2EINT 51213, 1B (Add) ]
7V LT, Xy NIT—I AT V=27 NERIIRY NI I N—TZH LRy NT—7 T L—
ZIBML £,

3 MHELMRWMEXIZAT V=7 P2 AN LIESGEIE. ROWTANEFITTEET,

[ZDAFIOFH LNAT Vs b E LTEM (Add as New Object With This Name) %727 U v 7 L
T, ZOZHOHLWAT V=7 bEAERLET, EANL, F2vr~—2%27 Vv 7 LT
RIFLET,

LA 7Yz FOiEN (AddasNewObject) %7 U7 LT, HiLWAT V=7 MEERL
7, ATV MEEIZFRICTT, ARiEANL, Ty ~v—2%2 Y v 7 LTRIFLE
ﬁqo

cEDIEM (AddValue) 1227V v 7 LT, A7V =2 FEERETICA T4 EZERLET,
EEANNIL, Fovrl~—2%7 Vv 7 LTIHRELET,

AT TIHEL TN TH, LA T V=7 MIMERTEET, TNODAT V=7 MIEEZMAT
REFCTEET,

ATv 76 [fR1F (Save) 127 V v 27 LEF, Security Cloud Control (ZZEH D EEZ T HR ) o —NERINET,
ATy TT [HER (Confirm) |27 Vw7 LT, A7V =27 beXZDHBEZTHTNA A~DETR #HELET,
ATV T8 TRTOF AL ZAORELEED T L = — & B,

Security Cloud Control [ZE (75 HE£EF R Y hT—9 FIL—T~ADEBIMDIEDEM

BHEAHT BN TNDTRTOT NS RMFET DAY NV =7 T V—TOfEIX, 177+
JV MBS EMEEIVE T, Security Cloud Control 3% &, ARy N —2 71— 1B
MofE] ZBML, Z0-ExRy T —27 ZN—TIZBHAT 5T —HOT A RZZ
NHOMEEFIY Y THZ LN TEET, Security Cloud Control ﬁ>7‘/\/1'7\ IEEEREETS &
T, WABRESH, [F74 0 ME] ARy U —27 70— 2B 5T g
FTRTOT A AT vy vash, NENOME] PEESNIZT A AZOHT v 2 SHVE
R

T 2, AUZ4 DD AD A A Y —"=0H 0 | T XTOWHRNLT 7B ATEDHLEN
HHVTVAEEBEZTHET, ZORWT, T XTOMRETHEAT S [Active-Directory] &>
VBEDA TV 2 T N—TEER LE LT, 22T, 770 FFT7 4 AD 12236122
DD AD —N"—ZBMLET, TNEITHITIE, A7 V=2 FZ/V—7 [Active-Directory]
T, T FA T RAZERAOBIMEE LTEEMABMLEST, Znb22o0%—"—%, 4
7= & [Active-Directory] M—BE L TW50, F3A ST E0OHWNIZIXRE S L
FHA, LTERST, 420D AD AA == 3T XTOWRNGT 7 EATEETN, 7
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Security Cloud Control D E &K |
B security Cloud Control 18514 B3t 2 v F7—5 FL—TADBMOIEDENM

FUTET 4 A QODEBMY—R—R35H25) L2200 AD H—/—L 4 DD AD A A Y —
N7 VB ATEET,

A\

GE) —EMoRWIEERY NU—T I —T 0B 5EEIE. BINOEEZFERLTENS A 1 oDdt
Hxy NU—7 T N—FTHEATEET, Mo\ Tik, REET TV 7 M OREE R
RT D] ZBERLTLLIEEN,

EE 7 7 v R Firewall Management Center 287 2 MZT 70 A STV LS -

CiscoASA, FDM, BXOFID Ry NV =2 AT V=7 MR N—TICMATERIT, T
% 277 7 R Firewall Management Center % NV —27 A7 V=7 MOV /L— 7Tk S

nNET, 51T, [EEDMREFT DT /34 A (Devices with Pending Changes) |~—I2I1E, [ v~
NO—2FT7Txr O L ER (Discover & Manage Network Objects) ] BAE NI 72> T
% A7 L I A Management Center = & (=2 MU BMERRENET, 2O NI NLEERL
BIRL, TNHDOAT V=7 Mindh D 427 L I A Management Center (2R T £,

WTNPDNX—=UInb Ry NI =47V =) NEIIITNV—TZHIRT 5 L. liFO~—
MHEDF TV =7 MEIXTN—TIFHIBRESNET,

FIR
ATYT1 EMOXALTAITDz I b 27 ) v LET,
RTvTFT2 ATV=T DT ANTERFET 4=V FEEH LT, T 2Ry NI =T TN—T 2RO ET,

ATv73 D@@@w/Mmm@]&4ym%éﬁ$74:y*“%7Uyﬁbi¢o
s [T/ A (Devices) 1 74—/ RIZiX, ARy NI =2 T N—TBIET D7 M ZARERI N

£7,
s [ (Usage) 17«4 —/v RiZi, 53y NU—27 7 —FZBEfHT Bz v— vt v FR3FEoR
ShET,

[TT7HNME 74—V RIE T7ANV DRy NT—=IFT V= Mo A7V b OVERR
WZHEESNT, ARy N2 7N —TICEEM T b A TV 2 MERRINET, ZD
74—V RORIZ, ZOT 74N MEZGLT NA ZADENRFEREI, 7V v 735 L4701ET R
ARZA THRRTEET, ZOMEICEEMTONTLV—LEYy PERRSNET,

RTv 74 [BMOE (Additional Values) 17 4 —/L FiZ, EE/3AME AN LET, ADZHBT DL AN
—H T DA TV =7 N4 FT2IIED Security Cloud Control 12 X » CTERENET,

ATYTE  RRENTOWDIMFOAT V=7 bD1DERIRT 57 AN LIEARTEITEICE ST LA
Va7 FafERTE £ T,
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ATvT6

ATy 17

ATvT8

ATv79
ATy 710

ATy 71N
ATvT12

Security Cloud Control IZ3 (12 £F v T —9 JIL—TDEMOIED RS .

Security Cloud Control C—H 3\t N7 HE . BEFOA 7 V=7 M 28R 25121, (B (Add) 1%
7V LT, Xy NIV—=IFT7 V=7 NETRIERY NV—=0 T N—TZH LWy NU—2 71—
B L ET,
FIELRVMEE2IZA T V=7 NEAD LIZGAEIE, ROWTANEFATTEET,
[ZDLARTIDOFH LNAT V=7 b & LTEM (Addas New Object With ThisName) 142 U v 27 LT,
ZOHFMDE L NAT V=7 NERLET, BEANL, Fxvr~—2%27 ) v 27 LTHRFEL
£

s[FHLWA 7 =7 FoiEI (AddasNewObject) %27 Vw27 LT, HrLWAT V=7 NEERRL F
T, ATVl ML EEIZRCTY, ARiEANL, Ty r~v—2% 27U v 7 LTRIFLET,

s MEDEM (Add Value) 1227 Vv 7 LT, A7V =7 FaHETIIA T4 AMEEZIER L ET,
Bz ANL, Fzvr~—2%227) v 7 LTRFLET,

ENTTICHFEEL TN TH, HILWAT V=7 MIERTEET, Thoot 7V MIETREZMA
TRIFCEET,

[7 /34 A (Devices) 15T, FHLIBMENTZAT V=7 MIBEEMTONTWEELEZZ U w7 L,
[F /34 ZDiEM (Add Devices) %27V v 27 LE7,

WHLIR T SA AL, [OK]Z 27 Y v 7 LET,

[R1F (Save) 1 &7 YV w27 L¥7, Security Cloud Control X, ZEHEDEELZITLHT A AeHK R LE
7

[f#% (Confirm) |27 Uy 7 LT, A7V NeZOEBEEZTHTNA A~DEREZfHEELET,
FTRTCOTNA ADFRELELEDOT L E 2— & &,

Security Cloud Control IZE (T2 XHF Ry kT —0 JIL—TOEMDEDHESE

FIE

A

FE 7 7 U REEME Firewall Management Center 237 ) MIT 7 a4 SNUTWAHEE -

CiscoASA, FDM, BXOFID Ry NV =7 AT V=7 MR V—TICMATERIT, i
5 7 Z v RigfM Firewall Management Center £ bV —27 47 V=7 T N —F T KBS

NET, I, [BEBRE T DT /314 A (Devices with Pending Changes) ]-X—I121%, [F v
NO—2 A7 r O EERE (Discover & Manage Network Objects) ] BAE NI 722> T
% A 7L I A Management Center Z & 1= MU MERENET, 2O ML EEE
BIRL, TNHDOAT V=7 Nindh D 427 L I A Management Center (2R T £,

WTNDPDRXR—=UNERy NT =0 3TV =7 bEIFIITNAV—THHIRT D L, WD ~—
MHEDF TV =7 MEIXTN—TIFHIBRES N ET,

ATV TN EORAL o THITDz O bR v 7 LET,
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Security Cloud Control D E &K |
. Security Cloud Control DRy kT —49 4Ty b &JIIL—TDHIBR

RTYT2 T2 NTANEERRT 4 — VW REHEA LT, MENROF— =T KRHHAT Vs M b
DIFET,
ATY T3 [7 73 ar (Actions) | A NI DHRET A 2 $ %rVvrLET,
ATV T8 A—N—F 4 NMEZEFELET,
MEEEETHITIE, WETA2%227 V7 LET,
o [T/34 A (Devices) [FIDENEZ 7Y v 7 LT, HILWT A ZAZHI VY TES, 7 TIZHDLYETH

NTWDET AN ZAERINL, [A—3—T 4 ROHIFR (RemoveOverrides) (227 Vv 73 5&, 207
NAADA—NN—F 4 REHIRTEET,

*[77#/V ME (Default Values) 10D ¥ KElz 2 Vv 7358, ARy bV —27 7 —7OENMEIC
TEET, ARy b= T N—=FIZHEMT 5N TN DT NTOT A 203, HBRIZEHED 4T
bILET,

o [A—/3—F A Ffl (Override Values) 1D * KH1Z 27V v o7 35L& {E XY NV—I T N—TDF
7 4V MEIZTEET,

XY NT=I TN=TNoAT Y27 bEHIRT IR, BUCHLHIRT A 227 ) v 7 LET,

ATvT5 [fRT7F (Save) |%# 727 U v L% 9, Security Cloud Control |X, BHEDEELZITLT A AERLET,
ATwT6 [ (Confim) 1227 Vw7 LT, A7V e ZDEBEZTDHT A A~DERZHE L ET,
ATV T TRTCOTNA AOREELEDT L B a— LR,

Security Cloud Control D4y kT —9 A4 T2 o FETIL—TDHIK
77 7 R42ftA! Firewall Management Center 237 7> MIT 7B A SILTWDHEE -

AT H ER_R—=UNo Xy NI 3TVl NERFITN—T5HRTD L, 7T 7 i
175 Firewall Management Center O & 7219 b X—U MWL EET LRy NI—IF T V=V
FEIZZN—TDHIBRENE T, EOWHEERTT,

FSRARRA DX TOY R

Security Cloud Control ZffiHH L C, 7 VX NLFEHEL N T A MRS U M A7V =7 & LTE
L. 1 OFERIFEHOEESRASAT N, ZIA VA =L T&ET, H—D FF 2 FRA
YENFATT 2T NI TAT T AT AT (TAT T 47 AW E L RITH D CA FEH]
) L TATUT AT AEHEOHR, 2L CAFEHEOLEZREFT 527+ TT,

ASAT A RIS DR T A RKRAL V FEBRETEET, ViR — N TWBIFHEERIX
PKCS12. PEM, DER 1,
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PKCS12 M LETAFo T4 F1HBBL IOz s r2EmT 2

PKCS12 2R L=-TA T T4 TAAEF T2V FEEMT S

FIE

ATv I

ATy T2
ATvT3

ATvT4
ATy TH

ATvT6

ATy FT17
ATv7S8

COFIETIE, FEAEZ 7 AN ET v 77— RFT50, BFEOEAETXA 2T FA MRy
7 ZZBE0 AT B 2 & T, NEREEAE ID £/21INER ID SEAEAER L Ed, HLERED ID
FAERAEA AR TE £,

PKCSRIFA T a— RSN T7 7 A NVET v a— RTExE3, PKCSI2IEL, CAY— 33—
ZEEAE, PREEE, MEX—0TRTE I ODOKE{LENT 7 7 A MRS LE T, PKCSHI2
T AN, ETEPFX 7 7 A ML, Y N—GEHE, PREGEAE, MEX—DNEENDH—
DOEFEAL 7 7 AV TT, HEDTZHD [73A 7 L—RX (Passphrase) | filiz AL £7,

FERORAL o TCHTOz Y b EI Vw7 LET,

7 Vw27 LT, [ASA]>[NTF A NARA > b (Trustpoints) | Z IR L F 5,

REAED[A 7Y =7 4 (ObjectName) &2 AN LET, ARiT, FERICA T V=7 M E L TORE
MASh, GEAEERICIIEERLER A,

[RERAEZ 1 7 (Certificate Type) ] A7 » 7T, [IDiEHFE (Identity Certificate) | Z 8RR L 77,

[ >R —F%A7 (Import Type) | A7 v 7T, [7v7ur—FK (Upload) | Z&IRL CiEAE T 7 A L%
7 D4 7OB — ]\\‘ L/i‘é‘o

[&&% (Enrollment) | A7 v 71X [#— I J /L (Terminal) | IZR%E I TWET,

[REFHEDNE (Certificate Contents) | A7 7 C, PKCS12 FEXDOFEMAE AT LET,

PKCS#127 7 A )b, FTIXPFX 7 7 A Wid, $r— "—FEBE, PHEGEHE, EX—NEENLH— 0K
BT 7 ANTY, HEDZOHD [/XA 7 L—X (Passphrase) |fHZ AL ET,

[%¢1T (Continue) 1 %27 VU v 27 LET,
[FEMiA4 7> a2 > (Advanced Options) | A7 v 7" Cld, LT &EMK T £,

[5%h (Revocation) | % 7 Tld, LTFOREEITI ZENTEET,

e [REBHELZNY A b (CRL) ®A%hE (Enable Certificate Revocation() Lists) ] : CRL DH#ERE & A 2029
AlZiEzA AT LET,

F 740 T, GEBHENS DK Y A MEAT URL & BS54 572912, [FEBAED S O CRL 4R A
~ FoOffEH (Use CRL distribution point from the certificate) ] 234 1272 > TUWVE T,

[ v v = EHHEER (47)  (Cache Refresh Time (in minutes)) ] : 5 v v 3 = O ¥ Hi W % 5y AL T
FELET, T 740 MI6045TT, FPFHIZ 1 ~ 1440 5> T3, CA 75 I[A U CRL 20 & 5% 1 B S W%
FEDORNEIIZ, ASA T, BB L7 CRLZa—H /L THRIETE LT, ZNECRLF vy v/
FEOYET, CRLF Y v Va2 DOFREIZT Ty N 74— AL TERRY, 7XTOa 7 F X MO
TREENET, HlCBS L7ZCRLAF v v 2T 2 LT, (REHIRAEZ L AREMEN B 58555
I, ASA T XV B2 e KV CRL 23HIBR S v, R AREZR S X RENHER INLET,
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B orxcsesERLEFAFoF T HBEA TS FEEMT B

« [Online Certificate Status Protocol (OCSP) ®F#h{t. (Enable Online Certificate Status Protocol) ] : OCSP
Fxy 7 ZHNMNT HIITA T LET,

[OCSP #— 3 URL (OCSP Server URL) ]: OCSP 5= v 7 ##HE L TCWDHHAIL, Kz TF v
95 OCSP #—/ 3D URL, Z® URL iZ, http:// THELZLERH Y £7,

[T APLERET % #%h{k. (Disable Nonce Extension) | : TDF = v 7Ry 7 A& AT 5H L, Bk
WCEOTERZIGEIIASAS R, VAT Ey 7 &EHLET, 207 v AT, EREIEE
EDOBITENENDO T  AYEEZRE L, WENFE—THLZ L Z2MBTHZLT, VLA TH Y
JEHSZENTEET, HHLTND OCSP Hh— "=, ZO—HT 257 RABETF 28 720
FANZAER LTS E 2 RMET 25613, [T AR % HL){t (Disable nonce extension) ] F = > 7
Ry 7 A% A 712 LTLEEN,

[ OMEESEEE  (Evaluation Priority) ] : CRL & 7213 OSCP THRANIFEAED KA T — & A %59 %
MEIMERELET,

o [REWERICEZE TE RWIGEITIEHELZHF 2 & R72 9 (Consider the certificate valid if revocation information
cannotbereached) | : KRZNMEFRICEIZETE R WGAICEAEEZ A REAEL R 23, Z0oF =y
TRy I A AN LET,

TINF = v 7 OFEZ WU, [ Cisco ASA Series General Operations ASDM Configuration, XYJ K
X A bD THERRE] 7Ty [FUOHVHE] OBFLZZR LTI TEEN,
[Z DM (Others) | ¥ 7 %27V w7 LET,

o [MRAEIZCA GEFAE A (Use CA Certificate for the Validation of) ]: Z ¢ CA 1T K » THFET& % 8t
DEATHELET,

«[IPSec” 74 7> k (IPSec Client) ]: U <E— k SSL H—/3—|Z X » TH/R S 7ZFEAE 2 WRGE L
Sz—é—o

«[SSLZ T A 7> b (SSL Client) ]: %13 SSL ##5¢1C L » CTH R SN IZiEAEEZMAEL £7°,
* [SSLH—,3— (SSL Server) ] : #&15 IPSec #elZ & > TR SN REEAMRAE L 57,

« IDFEAEDHEM  (Use Identity Certificate for) ] : BEkiE A ID sEEOHEH FIEEZHEE L £,
* [SSL & IPSec | : SSL & IPSec #£#i DFEFEIZAHEM L £ 97,

o [2— RE4FE (CodeSigner) ]: 22— FEAFFWAEIL, BEMIT O TV OIMET—NT VXL
B DOERICH N SN DR RFAEAE TS, 23— FOBAITHMN SN DFEAFIL CA ) HHUF S
., BALSNa— RZOLOPGEREDHAETTE R LET,

s FDMDA T ar

o [FEARBIFOTER CCAT T 7260k 5] 1 ZOFEHETHOFERECEL TEDLLIICTIHA
EZoFTvariEd AT LET, EAFRIOILRICE > T, GEHEOY 7Y =7 N BGRGER
(CA) MEI A ENET, ZOHE, iEEALMEH L THOGENEIZELTHZ LN TE
T3, CA 7771, ZOEO—ETT, fEHEICRIT S 205 DOHEE OFE

[Z DCADFAT LTZFEAEE T AXLD  (Accept certificates issued by this CA) ] : ¥5& L7z CA @
FEEZ ASA TRITAND LT DIEZ0F v IRy 7 REF T LET,
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BEBAFHTAToT4 T4 EBBA ISz ratemT 5

o [IPsec — DO R % MR (Ignore IPsec Key Usage) ]: IPsec U E— 7 T4 7 > FEFAED X —
O RIS ZOEE X — ORI 7 27 v a VOEERGE L2 WEAIL, o473
VEBIRLET, IPsec 7 74 7 > MEAEOX—OFHARNT = v 7 2T EHICTEE
T, TITANBNTIE, ZOFT ¥ a3 F—T Mo T E R A,

ATv79 BN (Add) 127V v7 LET,

BREREFATATUOTATAMAEFT TV FEERT S

FIE

ATy T

ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

ATy 717

ZOFMETIE, 74— NOEZRGEAET — 0V MEZ AT L2 LIk, HEEAEN
ExERT L FIHAZHW L3, HOBAREAFIILE R AR TE £,

HCBLEHTAT T AT AMAELTT V=7 PERAEKRT D121, ROFIEELFATLET,

FERORAL o TCHTOz Y b EI Vv 7 LET,

7 Vv 27 LT, [ASA]>[NTF A NARA > b (Trustpoints) | Z IR L F 7,

AEED (47 Y =7 b4 (ObjectName) |2 AL ET, 4l HERICAT V=7 M ELTORE
A&, GEAZEREICIIEENETA,

[REAEZ A 7" (Certificate Type) | A7 v 7" C, [T AT 7 47 4 ak#F (Identity Certificate) | Z i8R L
i‘g‘o

[f > AR—FZ A7 (Import Type) 1 A7 > 7T, [Hifl (New) ] ZiEIRL CGiEMET7 7 A V2T v 7 —
KL, [T (Continue) |27 U7 LET,

&%k (Enrollment) | A7 v 7 C, [HCOB4WHH (Self-Signed) ] %R L. [ffT (Continue) %7 U v 7
Li‘é—O

SRREDOABROAT v 7 NFERINET, [REAEZ T VIS < B O B4 A CSRAFIAZED A1k
BEHAOT, ERENTWSHOBAMTZFAFHED CNBLONSANS 2T Y 2HE L T 7E &V,

[REFE DS (Certificate Contents) ] DFINET, ROREZITWVET,
«[E (©) (Country(C)) ]: Rmwy7¥ U MU A MpbEz— RERIRLET,
o [HEFR (ST)  (State or Province (ST)) | : RIEFATEICE D 2 HPE IR & 72 131,
o (Ml E 72138 (L) (Locality or City (L)) ] : &4 RIZR E, GEBEIZE © 2 Hilik,
* [ (O) (Organization (0)) ] : sEFEIZE O Mk £ 71Xt L0 4R,

o [FHERHAL (BPFY)  (OU)  (Organizational Unit (Department) ) ] : sEBHEIZ G D DR EAL O4 BT G
P47 E)
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Security Cloud Control D E &K |

B cczerar s T BB IO L ERRT S

a)

o [3t#4 (CN)  (Common Name (CN)) | : fEBEICE © 5 X500 @4, Zhik, 7734 ADA4H,
Web %A b, FITMOLFINZTEET, TOBERIT, BFEITEFEREHOTZDOITHNETT, &
ZE VE—F 778X VPN THEHT 2HNEREAEIC CN 250 5L ERH Y £7,

s [EA—/T FL A (EA) (Email Address (EA)) |: 7 AT 7 4 7 4 sEBFICBEEMIT BTV D
BTA—NLT RL2A,

«[IP 7 KL A (IP Address) ]:4 0% Ky MIZ 10RO, Fv hT—27 EDO ASAIP 7 KL X,

* [7 /34 A FQDN (Device's FQDN) ] : DNS > U —BEEND / — RONLE 23T 582 EM B A A
%o

[TAALADVY T NEFSEEDD (Include Device's Serial Number) | : ASA D3 U 7 /L& 5 %GR E X
TA=ZITEMT DT, T2y IRy 7 AeF A LET,
[FF— Key) 1 #7%27 Vv 7 LET,
* RSA $721X ECDSA ¥—0D# A I Z IR L £97,

o [F—HA X (KeySize) |: F— T BDHEELRVEEIT, LERF—H A X (F%) 2y b T
EFELET, HREINDF—DV 1 XL, RSA TiX 1024, ECDSA Tl 348 T9, BEDOY A X
MDRELRDBIZE, F—DLEV XTIV ET, 2L, BEOV A ARKENF—IT L,
ARICRER A 220 5128y hE D REWEEIT1HULE) | T 5 & & OBz & R 0>
ANV S

s [#t1T (Continue) 1 %7 Vv 27 LET,

AT w78 [Ffi4 7L 3 (Advanced Options) ] A7 v 7 Clk, LT &R T& 9,
[5%h (Revocation) | % 7 Tld, LLFOREEITHI 2N TEET,

 [REBAELZN Y 2 & (CRL) O£ %Wt (Enable Certificate Revocation() Lists) ] : CRL DR E AN T
HliEA T LET,

T 740 T, GEENS DOKRZN Y A MidA URL 2 B3 5729012, [FEA#E 5 O CRL 53 R A
v FOfFEH (Use CRL distribution point from the certificate) ] 234 /1272 > TV E T,

[FF % v = EHMFRE (47)  (Cache Refresh Time (in minutes)) ] : & % v 3 = O F & & 40 HAAL T
FELET, T 740 I 604 TT, &PHIL 1 ~ 1440 29 T9, CA2>5H[E L CRL Z{i [ & 52 1T H 5 &%
EORWNE ST, ASA Tid, BUGL7Z CRL A — WL TIRFTEETd, ZHEZ CRLIFy v/
IEO'E T, CRLF Y vV a2DREITIT T v b7+ —AIZE->TRRY, XTHarT7F A MO
THREEEINET, HilCBfGLIZCRLEF ¥ v 2752 & T, RIFHIRA 2 5 AT B 256
I%. ASA T X0 B D B B ARV CRL 23 BR S dv, BER FTREZR 22 R EDHER S NVE T,

* [Online Certificate Status Protocol (OCSP) ® £ %h{t. (Enable Online Certificate Status Protocol) ] : OCSP
F =y 7 AT HITBFA AT LET,

[OCSP #—/3 URL (OCSP Server URL) ]: OCSP F = v 7 &ML LTV A EAIC, L8 F=v s
9% OCSP #—/ 3D URL, Z® URL (%, http:// THELIHLENRH D 7,

[ > AYEIE - % 1850k (Disable Nonce Extension) | : 2D F = v 7Ry 7 A4 N\IT5 L, ek
WL THEREREIINA L RL, VT AT Zy 72l LEY, 207 AT, ZEREGE
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HEEAFATATFoT1 T AREL IOz ratemT S |

EOMITENENDO T  APEREZRE L, WENFE—CTHLZI L E2MBTHET, VLA TH Yy
7HEBSZENRTEET, AL TND OCSP —3—inb | ZO—HTLHF v RLREF 25 E20
HANCAER LTS E R RET L6, [T R IEET 2 1%{k (Disable nonce extension) ] F = v 7
Ry 7 A% A 712 L TLIEEN,

[FEAf DS (Evaluation Priority) ] : CRL % 721X OSCP Tl WNZAEHED RN AT — X X &3 i+ 5
MEIMERELET,

o [RENMEBRICEE TE WA ITREAEAZAH 2 & R729 (Consider the certificate valid if revocation information
cannotbereached) | : RZNERICEIZE CTER2WIGAICEAELZ A RGERAEL R, Z0oF oy
TRy I A A A LFET,

KT = v 7 OFERMZ OV TIE, [ Cisco ASA Series General Operations ASDM Configuration, XYJ F
X2 AU RO BEARE] 7y 70 IFUXNGERE] OFRZZR LT EI0N,
[Z DM (Others) ¥ 7 %27V v LET,

o [MEEICCA FFIE 2 (Use CA Certificate for the Validation of) ]: 2 CA |2 X » THiZET& % Ht
DEATHIBELET,
«[IPSec” 74 7> b (IPSec Client) ]: U -E— k SSL H—/3—|Z X » TH/R S 7ZFEHE 2 BGE L
3

«[SSLZ 7 A 7> b (SSLClient) ]: %5 SSL ##5¢ 1 & » TH/R SN -GEHEEZHFEL £9,
* [SSLH—,3— (SSL Server) | : %15 IPSec ##t|Z & > TR SV E A FRGE L £,

« [IDFERAEDOMEH  (Use Identity Certificate for) ] : &k ID fEBAEOM H itz EE LT,
* [SSL & IPSec ] : SSL & IPSec #f5 DFSAEIfEH L F9-,

o [2— REAFHE (CodeSigner) |: = — FEAZFEEL, BEMT O T DLMET —NT VXL
B OIERUCHE SN DR R eREETY, a2 — FOBAITHEH SN HAEHEIL CA 22 HLHUSE &
. BLHENT-a— RZOLORGEAEORATLEZ R LET,

cZDMDF T a

o PEARFRIIEE CCAT 7 72 At T 5] ZOGEAETHOFEHFEICEL TE D L9 ICT 5854
FooFFvarE A AT LET, J;'.Ezixﬁ%mmf“a% LoT, FEAEOY TV 27 R
(CA) MEI iRl S ET, ZOHA, iEHELMHEH L CHOFEAFEICELTHZ LN TE
£9, CA 77 71F, ZOIEO—HTT, fEAEICKIT S 25 OEE OF(E

[Z DCANFIT LTZREHELEZ 1T AXLD  (Accept certificates issued by this CA) ] : ¥§7& L 7= CA @
AEAER ASA TRITF AN XTI ZOTF 2w IRy 7 ReF I LET,

[IPsec s — Dl R0 & 4R (Ignore IPsec Key Usage) ] : IPsec VE— h 27 T4 7 MEHED F—
O FRIE L OPLE S — O R 7 2T v a VOEZBRFE LR WAL, 204 7T a
VEBIRLET, IPsec 7 74 7 > MEHEO X —DOFE IR T = v 7 24T E I TE F
T, TIZHNITIEH, ZOF TV a I F—T IR o TV ERA,

3
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Security Cloud Control D E &K |
B avzsssx R A7 FUFFAHBEA TS FERNT S

ATy 79 B (Add) 15227V v 7 LET,

SEAEEZERER (CSR) A7ATUTATAAEA TV FEEMT S

FEFEEA TR (CSR) Z1ERLIZD ., FBESNTZCANDLT AT VT 47 i EEZ S L
720 T 57coITiE, FERERS (CA) — —{FHE BER AT A —F P TT, FREZARL
9 5IZ1%, Rivest-Shamir-Adleman (RSA) F72I3FEMdh#RT o # VEL T /LT Y X2 (ECDSA)
DOWT DS A T2 RIRTHMLERH Y 7,

FRBIE R AR L, A7 a T CADPGRE L CAGEHELZY v 7 — LT, FJ7 Xk
RNAV ATV FEAERLET,

FIE

ATv T EOXALTHIDz I M EI7 Y v LET,

ATvT2 7 Vw27 LT, [ASA]>[ T A FAKRA > & (Trustpoints) | =N L F 7,

ATv 73 GEHEO[AT V=7 4 (ObjectName) |2 AL ET, 4RiNd, RERICAT P27 M ELTOR
RS, GEEREICITEENEE A,

ATy T8 [GEHEHX A7 (Certificate Type) | A7 v 7T, [TAT T 47 «iE (Identity Certificate) ] % %R
LET,

ATYTE [ VR—=1+XA7 (ImportType) | A7 v 7T, [HH New) 2R CGGEHEZ 7 A LET v 70—
FL. [T (Continue) 1 %27 V7 LET,

ATw 76  [E#k (Enrollment) | A7 v 7 C, [F#) (Manual) ] Z3&RL ET,

ATvT1 (A7 ary) CAPBLEELZCAFEHAELZM VAT DN, Ty 7 u—RT&Ed, 207 41—V X
ZEOFEFFICHLTEET,

ATwv 78 [Continuel 27V w7 LET,

AEFAEONRDO AT v IRFRINET, [FERAE T VIS BE B4 B A CSR GEFAED A
Rl ZHAT, FRENTWAEXLTZFFHEDO CNBLNSANS 2 F Y 2B L T FFE W,

ATv7T9  [GEHEDONE (Certificate Contents) ] D FIET, ROBREEITVET,
«[E (C©) (Country(C)) 1: Rry XU N X bEa— FE2@RLET,
« [(HBEAFIL (ST)  (State or Province (ST)) | : REFIZEICE O HHBEF IR E 7213,
o (MU E 721388 (L) (Locality or City (L)) ]: #0472 £, REAEICE D D Hill,
* [#8#% (O) (Organization (0)) ] : FERHEIZE D HAEMk E 721X D4 A,

o [FEAREAT (E8F)  (OU)  (Organizational Unit (Department)) ] : fERAZEZ & 6 2 fHER AL O 4R GHF
&7 L)
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SMAEELER (CSR) A7A 77T (HRBA IOy reemds [

o (#8844 (CN)  (CommonName(CN)) ]: sEBAEIZE D 5 X500 @4, ZiUE, 7734 AD4HI,
Web ¥ b, £ OXFINCTE ET, ZOBEHRIT, B@FITEFRBEROTZOICKLETT, -
ExIX, VE—F T 278X VPN THHT HNEHIEAZICCN 2505 0ENH Y £,

s [E1A—NT FLA (EA) (Email Address (EA)) 1: 7 A7 7 4 7 4 sEBEICEEM T H0 T
DEFA—NT KL A,

«[IP 7 KL A (IP Address) ]: 4 3% K MMFE 10 #EEFLDO, Fv hU—27 LD ASAIP 7 KL A,

s [W7TxZ FDRI4 (SAN)  (Subject AlternativeName) |: Z D7 ¢ —/L KiE, [unstructuredName |
ELTCENEOY 7Y =27 DN O—EIZH 720 £97, AEESERO KA EIXIP T KA
WEHENGEIE, 207 4=V REEHTLHZ L2880 LET,

« [T/ ADKRA N4 %AER (Use Device Host Name) ] : 7 /34 ADAKRA M BMER SV ET,

s [IAH L. T34 AD FQDN (Custom: Device's FQDN) ]: DNS > U —[END / — KON E
R SERE N A A U4,

GE)
CN L H XA L FQDN THRETAHEIZFRI CICTd L2 B#O LET,

[TANAADY Y TNEFEEDH D (Include Device's Serial Number) | : ASA OV 7 L& B % REHE
ZEODITIE, T2y IRy 7 AeA A LET, CAlL, OV Y T AKGEHENL T, AElEZ
FRET 20, E2dd & THEHEZRFEDT NA AT ET, YV TAEFEZEZEZDLNED
WHWTCE WAL, Ty IR, EHTLEEN,

a) [F¥— (Key) 1Z7%27VUv7LET,

*«RSA £ 71X ECDSA ¥— D% A 7Z#BIR L £,

s [F—HPA X (KeySize) |: F— T BEFEELRVERIT, LEed—H A4 X (F¥) zEv v b
TEFLET, #HEINDIF—DY 1 XX, RSA TiX 1024, ECDSA TiE348 T4, R¥EDH A
AMKELRDIEE, F=RIV XTIV FET, 2L, BEOVA ANRKENF—F

&L ERICIREREIZ 20 5128y PR REWEEIT15UE) | T 5 & & DL HIF
233720 97,

o [%tfT (Continue) 1 %7V w27 LET,

ATy 10 [(EA 7> 2 (Advanced Options) | A7 v 7 Tld, LA F &K TE £,
[%h (Revocation) | % 7 Cld, ATFOREEITI ZENTEET,

s [REFHELZhY A b (CRL) ®A%hE (Enable Certificate Revocation() Lists) ] : CRL OREFRZ A 0T
BHIZIEA AT LET,

T 7 A0 F TR, REAENS DK Y A M URL Z U5 572012, [REAE S D CRL 77 R
A > Ol (Use CRL distribution point from the certificate) ] 234 272> TWET,

[F ¥ v = EHEEM (43)  (Cache Refresh Time (in minutes)) ] : ¥+ v 3 = O FHHE % 0 HAL T
BELET, 774/ ME60 5 TY, FPHIL 1~ 1440 9 TH, CA 2 HA U CRL Z i 5% 1T H
DUEDIRNE ST, ASA TIE, BfF L7 CRLA R — ULV TRAETE ET, i CRL ¥ v v
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B avzsssx R A7 FUFFAHBEA TS FERNT S

VT EMRET, CRLX Y YV aDOREITITT Y T4 —LILL-TERY, XCTHOarT7xXA
MZOWTEBENE T, HZICBBELIZCRLES v v 252 LT, WRIFEHIREZE 2 5 AREM:
N DHEAITE. ASAIC X VERABEEN R LKW CRLAEIBREN., FHAERZEX RENHEESNE
‘g—o

* [Online Certificate Status Protocol (OCSP) ™5 %h{t. (Enable Online Certificate Status Protocol) ] : OCSP
F v 2HINTT HITITA T LET,

[OCSP #— X URL (OCSP Server URL) ]: OCSP F = v 7 #WM/ZHE L TWAEAEIL, KhaF = v
745 OCSP #— 3D URL, Z® URL IX, http:// CHEAIMLERH Y 7,

[ APEIET- % #750{. (Disable Nonce Extension) | : 2DF = v 7Ry 7 A4l T5H L, e
BIZ X > THEREEEZICAA VR L, VAT Xy 7 &EMELES, 207 et AT, Eke
JISEEDHTENENDT U AERERE L, MERFE—-THL I EEMRTLHILT, VLA
TRy EESZENTEET, HEHLTVD OCSP r— =20, ZO—FT 5 A LET%
BERVERNCAER LTS EEZEET %A 1E, [T ALET % H2){t (Disable nonce extension) ]
Ty IRy I A%eF7IZLTLTEIN,

[FFAl O JEEE  (Evaluation Priority) ] : CRL %7213 OSCP CRANIGEMIED RN A T — ¥ 2 & Al
HIE S ERELET,

o [RERICRIETE WAL EAELZAFZ & B2 79 (Consider the certificate valid if revocation
information cannot be reached) | : JANfEHIZEE TE R WIGEICEE 2 AR5 E & e 3iC
I, 2OF v IRy 7 AEF T LET,

LW TF = v 7 OFEAMT OV TIL, [ Cisco ASA Series General Operations ASDM Configuration, XY ]
R¥a X b TEARE] 770 [FUFVGERAE] OFEZZRLTIEIN,
[ZDfth (Others) | ¥ 7 %7 U v/ LET,

o [BRFEIZCA FEWEZ ] (Use CA Certificate for the Validation of) ]: Z 0 CA |2 X » THFETE 58
OXA TERELET,

«[IPSec” 74 7> k (IPSec Client) ]: U E— k SSL $—/ 3—(Z L - THIR SN2 FFHE 2 HGE
L\iﬁ—o

«[SSLZ Z A 7> b (SSLClient) |: #f{F SSL 5l ko THUR SN 7ZFEHEEZMGEL £7,
* [SSL#—~3— (SSL Server) ] : #5157 IPSec #f5tlZ & o THI/R SAViEE A MEE L 57,

* IDFEIEDFEH (Use Identity Certificate for) ] : &k A ID GEBEOMEH FIEEZRE L £,
* [SSL & IPSec ] : SSL & IPSec ¥t DREFEICAEFH L £ 7,
«[7— RE4FE (CodeSigner) ]: 71— FELZTEVIEIL, BEM T N TWDOREX—NT U4
VB ORI SN DR RFEE T, a2 — FOBAIMEH S DREHEIL CA 22 H 1Y
BFIh, BAINIZa— REOHONGEHEORETLEZ R LET,

cFDMDA Ty

o [EARHKILHRE TCAT 7 7 2G0T 5]« ZOGEHECHOFEHFICEL TE LT 25
BIEIDOFT v arad AT LEd, EAHRIOIRIZE > T, GEHEOY 7V =27 vl
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I Security Cloud Control D E A&
EHET=5 CARHEF Ty rzEnT s ]

A (CA) MEIPRIEIEINET, 2085, EAELMEA L THOEREICELT D Z &R
T&FET, CA7T7701E, TOHEDO—ETY, EHEICBIT S 26 DIEF OIFEE

[Z DCADIRIT LTZFEAEZ 1T AN D (Accept certificates issued by this CA) ] : #§& L7z CA D
FEEZ ASA TZUT AND LT A IOT = IRy I AEF T LET,

[IPsec— D f# AR 2 4R (Ignore IPsec Key Usage) ] : IPsec U E— 2 74 7 MEBHED
F— ORI L OYERF — ORI =7 X7 v a U OEERGE L e WEEIE, 204
TvaraRRLET, Psec” 747 2 MEHEOXF—OMARUT = v 7 2170720 L5 I
TEXET, 774N RTIE, ZOF TV a3 NEA 3 —T Mo THnERA,

ATy 7N B (Add) 1227V v 27 LET,
Uk, T AMKRA U NEAES T V=7 PRERSIVET,

ERETESHCAIAEA TV bEEMT S

%nmmmﬁfw‘of%ﬁf% % CAGEHAEZTIST 20, HHEONE CA Z#H LT (OpenSSL
V= VEERT DY) CAFEHEZERLET, ROV KR—FEINTWHBEXROWNTNT
Ty a—RLETZFANET v — RTxEF,

« wenlFF o LRI (DER)

o T A NRU—FE{LE T A —/ (PEM)
FI§

ATy TN EON_RAL o TAISzH 27V w7 LET,

ATy T2 27V w27 LT, [ASA]>[hT A FARA > b (Trustpoints) | ZER L E 7,

ATY T3 FEAED[FT V2”7 b4 (ObjectName) | AN LET, 4llE, RERHIAT V=7 ML LTORE
MAEn, GEAFAERICIIEENEE A,

RATw T8 [GEHEHX AT (Certificate Type) | A7 v 7T, [[FHTEZ 5 CAGEME (Trusted CA Certificate) | 2% L
e

ATy T5 [GEHEDONE (Certificate Contents] A7~ 7T, iEHEONEZTF A MR v 7 RV T 505, 7«
P — FOBINHES> T CAGHET 7 AV ET v 70— F‘Li‘@“

AT 76 [ifT (Continue) 1227V v/ LET, Ua¥— ROFIAN 4 1ZHELET,
FEAEIL, ROTA RTA VNZEBELTWDRERH Y £,

GEAENOY— 2T, b= NOFEAMELIFIPT FLALE B L TWAIRERHY £4, 7-& 2
ai1P7hvxkbfunom%0%ﬁmbfwé® 2. FERAEEC ad.example.com % 3% & B
DRBLET,

FEAEIT PEM £ 721X DER JER D X509 FFFAETH L MLENH Y £,
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Security Cloud Control D E &K |
B ceEcszameEros rrEnT 5

o BV £11F 2 EEFAZE L. BEGIN CERTIFICATE & END CERTIFICATE D172 & A LENH Y £9, Ik
Wl E R LET,

MIIFgTCCA2mgAwIBAgIJANvdcLnabFGYMAOGCSGSIb3DQEBCWUAMEcxCzAJBgNV
BAYTA1VTMQOswCQYDVQQIDAJUWDEPMAOGALIUEBwWWGYXVzdGluMRQWEgGYDVQQKDASX
OTIuMTY4LjEuUMTEUMBIGALIUEAWWLMTkyLjE20C4xLjEwHhcNMTYxXMDI3MjIzNDE3
WhcNMTcxMDI3MjIzNDE3WIBXMOswCQYDVQQOGEWJVUZELMAKGALUECAWCVEgxDZAN
BgNVBACMBmMF1c3RpbjEUMBIGA1UECGWLMT kyLjE20C4xLjEXFDASBGNVBAMMCZES
Mi4xNjguMS4xMIICTIjANBgkghkiGIwOBAQEFAAOCAG8AMI ICCgKCAGEASNceYwtP
ES6Ve+S9z7TWLKGX5J1F58AVvH82GPkOQdrixn3FZeWLQapTpdZt /vgtAI2FZIK31lh
(...20 lines removed...)
hbr6HOgK1OwXbRvOdksTzTEzVUgbgxt5Lwupg3b2ebQhWJz4BZvMsZX9etveEXDh
PY184V3yeSeYjbSCF5rP71f0bGIIu6+ud4EfHp/NQvIs9dNSPME fXKieqpuN200jv
2b1lsfOydf4GMUKLBUMkhQnip6+3W

ATw 1[4 7> 3 (Advanced Options) ] A7 v 7 Cik, LT &R TE 9,
[%h (Revocation) ] # 7 Cix, U FOREZITI ZENTEET,

« [REBAELZhY 2 b (CRL) ®A%ME (Enable Certificate Revocation() Lists) ] : CRL DR % A 209
AlZiEA AT LET,

T 74V N T, GEED S DKL Y A MECAT URL Z BUSF3 272012, [REBED 5 0 CRL 438N A
v FoOfEH (Use CRL distribution point from the certificate) ] 234 1272 > TV E T,

[ v = BHEER (43)  (Cache Refresh Time (in minutes)) ] : 5 % v ¥ = O FF MR % /0 WAL T
ELET, T 740 ME60 45T, FPHIL 1~ 1440 43 TF, CA/HE U CRL 2 &5 1T B D 4
EDRWE ST, ASA TliE, BFL7ZCRL A2 —H /L TRIFTEET, ZNECRLF v v /L
IEO'E T, CRLF Y vV a2DREILT T v b7+ —LIZE->TRRY, XTHaLrTF A MO
TEBENET, H-lCBE LZCRLEF v v 2T LT, IREHIRAEZ 2 /TREMN B 556
I, ASA T XV FHBEEE 23 e B KV CRL 23R S dv, R FTREZR 2 X RENHER I NE T,

* [Online Certificate Status Protocol (OCSP) ® £ %h{t. (Enable Online Certificate Status Protocol) ] : OCSP
F 7 ZBENTDITIEA AT LET,

[OCSP #— X URL (OCSP Server URL) ]: OCSP F = v 7 #WMHE L TCWAEAIL, KhaF v
9% OCSP #—/ 3D URL, Z® URL (X, http:// CTHELIHLENRH D 7,

[T AYLsE 1 % M2k (Disable Nonce Extension) | : ZOF = v 7R v 7 A&EFNZT 5 &, HEEib
RO THEREZISEZAA N L, VAT Ey 7 ZERELES, 207 ot A TR, #EREIGE
LD TENEND T AYLREREG L, MEDNFE—TCHLZ 2R TLHZL T, VLA TH Y
P IENTEET, HHLTND OCSP ——inb, ZO—&,T 57 AR 25 E7220
FRICER LTISEZEET D5, [T A EET % #4){t. (Disable nonce extension) ] F = v 7/
Ry 7 AeA7IZLTLIEEN,

[ OMEESEEE  (Evaluation Priority) ] : CRL & 721X OSCP THRAHNIFEAED RN A T — X A %5 i+ %
MEIMDERELET,

o [RNERICBIZETERWEASIZIEAEEZ A2 L /23 (Consider the certificate valid if revocation information
cannotbereached) | : RZNHFHRICEIZECTE R WGAICIEAEEZ A RIEAEL R, Z0oF =y
IRy I AL A AT LET,
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MRED LT ovicES< aEBaEs cRiEBEOER |

KENT = v 7 OFEIZ OV TIEL, [ Cisco ASA Series General Operations ASDM Configuration, XYJ K
Xa A b [HEARE] 770 [TUXNGERE] ORZZ2R L TLIZEN,
[ZDf (Others) ¥ 7 %27V v LET,

o« [#RAEICCA FEFAE A H (Use CA Certificate for the Validation of) ]: Z ™ CA IZ L > THEET & 58kt
DEATERELET,

«[IPSec” 74 7>k (IPSec Client) ]: U E— bk SSL ¥— 3—|Z L o> TH/R S NTZFEAE 2 MRGE L
iﬁ‘o

«[SSLZ 7 A 7> bk (SSLClient) ]: %18 SSL #iiC L » THUR SNTZEAEZMBIEL £,
o [SSLY—,3— (SSL Server) ] : 415 IPSec #ft|Z & > THER SNV REE L MREEL £,

c ZDMDA T3
o JERFIFIOIER TCAT 7 7 % %295 (Enable CA flag in basic guests extension) ] : sEBHZE D
Tz NEARFRIOIEZEH L T CA THLIME I D ERIET 256X, o477 v a v
IR L F7,

o [ZDOCANFAT LIZREEZ I ANLD  (Accept certificates issued by this CA) | : f8&E L7 CA ®
AEAE A ASA TRITAND KT DI ZIDF =y IRy 7 A A I LET,

[ZDCA O TAL CA BFAIT LIFEEFE AT AiLD  (Accept certificates issued by this CA) ] : F{iZ
CA DFEEZ ASA TRITAND LT DIE DT =y IRy 7 AeA I LET,

[IPsec =% — D HlR Pt & 45 (Ignore IPsec Key Usage) | : IPsec U E— 27 T A 7 hiEIZED ¥ —
ORI L OYEES — DRI 7 AT v a VOEERIEL 2 WX, 2047 3
VEBIRLET, IPsec 7 74 7 2 MEHZEO X —OFHIRIT = v 7 24TV E 51 T&E %
T, TIHNBITIE, ZOFF g F3g4 x—T Mo TOER A,

ATy T8 B (Add) 1227V 27 LET,
XY, FTARKRAL U REAELS T 27 FBMER S IVE T,

REAZEQ VT UVIZE DK BEERAEH CSREAIAZE D AR

HOE4ZEHE L CSRIFHED CN & SANS ONKFZHMF-T 2 LENH Y £4, WA, 1F
FRRFIZHRE LT/ T A —ZZHAWNWTWET, AnyConnect 7 7 A 7 > MM ORISR & 72 %
VPN~ R RIZEERET DIIE, T A — X ZIERRICRET ALERNH Y £77,

OBV a TR, BEINTEATA—FIZESWTHCELIAE L CSR AFFAZEDONE
FHfCEHEOIC, SESFERA—AF—R LB ERLET,

1—R4S—X1: 2725 CN{EL FQDN {E
i
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HMAEI VT UVICEDCBEERKEH CSREIAEDER

« L4 (CN)

* FQDN : mysan.com

: mywebsite.com

x7:% . B72% CNfEL FODN B

Security Cloud Control D £ K |

HEL unstructuredName SANS
H O B4 mywebsite.com mysan.com mysan.com
CSR mywebsite.com mysan.com .
A—RX#47—ZX2:FADN 7« —)L K% [Z L (None) ]IZE&FE
il
« #3E4 (CN) : mywebsite.com
« FQDN : 72 L (None)
= 8:%l: FODN 7 « —)L K% [12 L (None) ]IZERFE
HE4 SANS
HCOE4 R A 4 (Host Name) .
CSR mywebsite.com .
A1—R4—A3:FADN %L (7 7+ /)L~ FADN)
i
« @4 (CN)  : mywebsite.com
= 9:4 : FADN 7L (7 7+ JL O FODN)
HEL unstructuredName SANS
HOEA mywebsite.com AA N4 (Host o
Name)
CSR mywebsite.com A A M4 (Host AA M4 (Host
Name) Name)

d1—X45—X4:FODNTIP7 RLRZIEET S

]

« fLE4 (CN)

[l Security Cloud Control DA
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« FQDN : 4.5.6.7

%= 10:4%5] : FADNTIP7 FLRAZEET

HRED TR S<anEaEs cRansoss [

HEL unstructuredName SANS
H B4 mywebsite.com 4.5.6.7 .
CSR mywebsite.com 4.5.6.7 4.5.6.7
A—R7—R5:IP7 FLRZEHEET S
B :
sIPT7 RL X :456.7
« #LiB4 (CN) : mywebsite.com
* FQDN : fqdn.com
R IPTRLRERET S
HE4 unstructuredAddress | unstructuredName | SANS
H 24 mywebsite.com 4.5.6.7 fqdn.com .
CSR mywebsite.com 4.5.6.7 fqdn.com fqdn.com
A—R7—R6: VUTLBEBSDF v IRy I ANT Y
B
e VU T EE  9AQXMWOKDT9
RK12:6: IPL)TILEBOF v IRy Y RAA Y
serialNumber SANS
B B4 9AQXMWOKDT9 .
CSR 9AQXMWOKDT9 fqdn.com

A—RH5—RT1: A—)L7 FLRZEET S

il

* EA : abc@xyz.com

Security Cloud Control D% ]
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RAVPN #+ J
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RI13:4: A—ILT FLRERET S

unstructredName emailAddress SANS

HCO B4 A N4 (Host abc@xyz.com A R4 (Host
Name) Name)

CSR AA % (Host abc@xyz.com .
Name)

vV bk

H—EX ATV bk

ASAH—ERXRATTzY b

ASA Y —ERFA T V=7 b, —ERTNV—T BIOR—K I A—71F, IP 71 FaL &
A —hDO—EREJRENTZT 0 baLERIR— SRRV R—% 2 FTT,
HP—bERAF Ty FNClE, B0 harEEE LT, Fo7a halEEETRE— k.
SidEAR— b, EITFETLAR— MR- PO FICEV Y THZENTEES, —E R
IN—FINFEL DY — 24T V=7 "G EN, BROMEEO 70 haLzgnb 2 En
TEET,

R—= b T N—71L, O ASAY—EAF Ty T, A— 7= 121, —E X
2 A7 (TCPRPUDP72 &) LMARDLEDLR— AT V27 b, BIOKR— FEEFEIEAR—
FNESORHPENREENE T, Z20%, N7 74 v 7 O—BHEELZERT LH7OICEF2 T4
RV o—CAT7 V7 b TEEd, HExE, ZhbaT778Aary br—LL—LT
R LT, FFEDOHPED TCP R — h~D N T 7 4 v 7 HFA[ TE £ T,

FEHNZOWTIL, TASA Y —ERAT V27 FOERRERE] 2R LT EEN,

JOobraiAFIiozy b

Tu bhart 7Y M, HREECKWT B ha L B —Ta harezgh - A
A7Vl hO—FTY, Yu bhartrvzs ME, 4ilE 78 b anE& Tl ko TRAIES
AUEJ, Security Cloud Control 1Z, ASA 3 X U Firepower (FDM (Z X 2% H 7 /3514 R) BRET
INGOF T2/ MEREL, INHITMADT7 4 E [T han] ZEHALET, £0
e, TNOOF TV =7 MEMBRICRDTLZENTEET,

ICMPA T2z k

Internet Control Message Protocol (ICMP) %47 2= 7 RMid, ICMP ¥ X OV IPV6-ICMP £ vt —
HAOYV—ERAT7 =7 bTY, Security Cloud Control £, ASA I X U'Firepower 234> 7R —
RENTZEEILT AL ADRETINSGDOAT V27 ML, 21 51T Security Cloud
Control AME D7 4 /L% [ICMP] ZEM LEY, £DD, TN6DOFT V=7 bz
ROFBZ ENTEET,

[l Security Cloud Control DA


https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

I Security Cloud Control D E A&
asag—ezA 7oz rormeme ]

Security Cloud Control Z i/ L C, ASARENDH ICMP A7 ¥ =7 NOARTEZEHL LTV |
ICMP A7 V=7 h&HIBR L7V T& %9, Security Cloud Control % {£ f} L C. Firepower 7% i&
D ICMP B L WNICMPV6 47 ¥ = 7 M &AERL, B8, BLOHIBRTE £7,

Y

GE)  ICMPv6 71 h a v OB AWS IFFFEDS I OBREZ VP HR— R LT EHEA, TITO
ICMPv6 A vt — V& THNL—LDOHRYR—hENET,

BEHL B
ATVl FOHIFR (130 <—)

ASAH—ERXF T2z FOERERE

P—bERF TVl FTIE. BT FargEELT, #0778 Fa L mBBETR—
SESEAR— b, FITEE AR — b SR — FOWFICE D B TEHRZENTEET,

FIE

AT EORL > TCH TSz b 527V v 7 LET,

ATy 72 [#T2 ¥y FOERK (Create Object) ]>[ASA]>[H—EX (Service) 1227V > 7 LET,

RT9T3 A7V VEEADLET,

RT9 T4 [h—E 24T =7 hOVERL (Create a service object) | Z &R L F9°,

ATY TS [h—EAXAT (Service Type) | R¥ %27 Vw7 L, A7 V=7 NeET 570 bzl LE
D

« TCP, UDP, XU TCP-UDPHY—ERAZ A TDIHFGE. £ELA— b, s6dedh— b, EIEH G OR—
cNEAJTLET,

cHEIXR—FID ZEMATDE HEDOEFEZOR—INOREINTZ N T T4 v 7 ZRETEE
T, FELAR—FIDT, HET (FLW, #HE, L/hEn, JVREW, EREFFELIRY)
ZER L, WY)RR— MESELITHHEZEE LT,

HESEAR—NIDEMFHTH L, FEDOFEOR—NMIEIETDH NI 7 4 v 7 2RETEET, 56k
R—RIDT, WET (ZELW, ., L0/hSn, IV REW, FEELL RN 2R L,
W AR — NEEE-ITEMEAEELET,

« TORINY—ERZATDIHE, 0~255 OfFADO T 7 b2 V& EE21L, ip. tep. udp, gre 72 &
DEEFI DA FZ AT LE T,

ATy 76 B (Add) 1227V v7 LET,

Bl
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B ssav—exo—Jonm

cEEFTP b7 7 4 v 7 BT 2 —EAF TP =7 M, TCPH—E XX A 7L 21 D
SadeR— Mz FfOA T V=7 FTY,

* #fZ DNSH L U'DNSover TCP + 7 7 o v 7 2@l § 2 ¥ — A4 7= 7 M, tep-udb
Y—ERAIAT L SBICELWVEELRR— RO T V27 b TY,

ASAH—ERTIL—TDER

P—ERITN—TL, 12U LT e harzRd 1 U EOYV—ERFT P/ M THERT
%i‘j‘o

FIE

AT TN EORL L THTOz o b 527V 7 LET,

RTw T2 [#TP Y DR (Create Object) ]>[ASA]>[H—EX (Service) 1%7 VU > 7 LET,
RTYTI A7V " EATLET,

ATy T4 [h—ERTN—TDER (Create a service group) ] Z R L £,

ATYTS A7V =7 FOENM (AddObject) 127V v 7 L, A7 V=7 F&&ERL T [EIR (Select) 1227V v 7
TEHZETCHEOA T2 FE2BMLET, COAXAT v 7 ZBOBLTCEBIIAT V=7 FE2BILE
7

ATw 76 HEZISU T, BMO@EYy—E 22 A4 7OEE Yy —E X7 L —12BM LT,
« TCP, UDP, XU TCP-UDPHY—ERAZ A TDIHFE. £ELA— b, s6dedh— b, EIEE S OR—
cNEAJTLET,
cEETAR—FID AT H L, BEDOEFOR—INOREESNEZ N T 74 v 7 HBAETEE
T, EEIA— FIDT, HET (LW, B, Lo/, I REW, F3%ELL )
IR L, WY dR— NESEIIHEARRELE T,

HEMEAR—NIDEMFHTH L, BEDOFEOR—MNIEIETDH NI 74 v 7 2RETEXET, 56k
R—RIDT, WET (EELv, P, Lo/hSn, TRV, FE5 LR 2R L,
W AR— FEEE-ITEMEAEELET,

« TORINY—ERZATDIHE, 0~255 OfFADOT 7 b2 V& EE-1L, ip. tep. udp, gre 72 &
DEEFRI DA FZ AT LE T,

RATY T IHIEBOR— MEZBINT 5121E, [BIOMZENM (Add Another Value) 1% 27V v 27 LT, AT v
6 ZMEDIKLET,

ATYT8 =R N—T~OHh—tRAFT Vs b EF—EAMEOBMNRET Lich, BN (Add) 227 Y v
LEJ,

[l Security Cloud Control DA
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ASAH—ERA T 1o rEfEt—Ex T —T0EE [

ASAH—ERA Tz bEEFY—ERTIL—TOHRE

FIE

ATV EOXAL o THITDz O bR Y v LET,

RTVT2 ATV "eT4NB VT UTRET DA T V2 N0, A7V NT—TNVTET V=7
bR L £,

ATy T3 A LT, [ BdiY) 1Y 22V v LET
2Ty T8 FOROFIMETER L0 LA UHET, A7 al Ry 7 AOEERE LT,
ATv TS5 [{RfE (Save) 1227 U7 LET,

AT 76 Security Cloud Control (%, BEDHELZIFHRY —%2F R LET, [MiZ (Confirm) 227V v 27 LT,
FTVx ) NeZOEBEZTHR) —~OERERHEELET,

ASA EfEIgEEA 7z b

FREEEA T2 FEK

RFfIRAPH A7 >~ = 7 ME, BIAARER], TR, BL O TV a v oy ik L= b Y THERK
SNAEEOHAZERZLET, TNoDOFT V=V ME, BEOKREE-IZT &y MR
R—ATT IV HVATDHEDICHRy NI R —THEHINET, =& 20X, BEREEFIz
DBIGFED Y —R—=~DT 7B RAEFA[THT 7 ¥ A )— )L EVERCT& 9, BrR#H 2 /Ek
LTHETNAANDT 7B AFHIBENEF A, ZNHOFT V=7 MIERE I DHREREIL,
TNAADOO—H NV TH D Z EITHER LT EEN,

ZOAT Y=y MTIiF, HER RS F 72 3R REIH 2 8T & £, AERR MR I,
FEMIRY 7R R HEPR & R S E T,

)

GE) 1 oOREEEFICHx (absolute) fiE & EH (periodic) EDWI T 2MEE STV DA, periodic
{1 % absolute DPIARKFANI B2 L 7282 (2 O Z5H i S 41U, absolute Of& T IFZIN B L 72 1% 135
i EH A,

ASA OBFEEBEA T2 U FDERK
ASA T3 ZOBERHIPHA 7 Y = 7 D EAERT BICIE, ROTFIEEZHEH L ET,

FIE

ATV I EORAL o THITDz O bR v LET,

Security Cloud Control D% ]
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B sshommEEs IO s b0k

ATy T2
ATvT3
ATvT4

ATy TH

> [Cisco ASA (ASA) ]> [FFfE1EEE (TimeRange) 127 U v 27 L&,
FTV = NAEANTTLET,
REEPH 2 B L9,

o [HExtFEIELDH  (Absolute Time Range) | : Ay 29 2 WeMIHEIH OBHAAR R & #& T2z A LET, 2o
FT7V=7 PEBS. B BR ., ETBEMNT TIITT L L aRIRTE £, e A
TV ME, MM EEH A 1 ORETEET A N TEET,

o [EMIN 72 FERI%EFE  (Recurring Time Ranges) ] : 7 Vv LT, il Ik s EMeREH
FPHZBEMLET, Ry XU A=a—n0b [HE (Frequency) |, WFIFIPHZ AT 25 [HEH

(Days) 1. [BHAARFRT (Start) ] & [ THRE (End) | 28R L 9, FEE#EEHA T V=7 ME, B
DEWHEHHAFFOZ LN TEET,

GE)

RFIEEPE A7 2 = 7 N OB & M THREIEA 7 v a T3, A7V =7 MR E ST
RS RIS ICEDNCR Y £, A7 V=7 MR TRBIZERE SN TWRWES, IR
PRITEEHIR (e = 9

BN (Add) 1227V v 7 LCAT V=7 FEEKRLET,

ASA DEREIEIEA Tz FDRE

FIE

&
ATy T2

ATv73
ATvT4
ATy TH

ATvT6

ASA TA ADWEMFFHAA 7 V=7 M ERET DL, ROFIEEZHEHLFT,

MO AT M52V w7 LET,
FTx2 NaeT A NE) T LUTCHRET DA TV = VRO, A7V = N T =T NTE TV =)
b ZEIR L £,

SIS T, E Edi) 1Y 22U v LET,

VEIZR U CEEZRE L. [fRIF (Save) 1227 U v LET,

TV =7 FBRBEAENTNOORY —THEAINTWABEA. Security Cloud Control I3 DA% 52 1
HARY —%FRLET, [#EZR (Confim) (#7 V v/ LT, A7Vl NeZOEEEZITHRY v—
~OERZMELET,

F T2l NIRT AL ADRY —THEHINTWAIHET, ToAE 25T <L Ea— L TREETS
M, FHEL T OEBOE T 2 — 2B LET,

BE R -
ATV FOHIER

[l Security Cloud Control DA
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ASA DEHIFEEA TP 1V bORE .

*ASA T /7 ERY A I
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B ssaomsmaEs oo romE
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



