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Welcome to your Al Assistant

Powered by generative artificial intelligence and natural language processing,
the Al Assistant serves as your virtual companion, dedicated to assisting you in
efficiently managing your Cisco Security products starting with Secure Firewall

Threat Defense (FTD).

Cancel m

AN—FNLT 4 RUT, [~ (Next) |27 U v 7 LT, NLHIRET VAX U N 3T —X %4
INEEMHRLET, NLHBET VAX L NN T =2 % ED X DI L, B OHERICE D
TWENEHRT L7201, ZhizilimT b2 2B LET,

ﬁ The Assistant does not share your personal data

The Al Assistant operates based on a large language
model (LLM) which is designed to provide responses
based on the questions it receives. It does this without
collecting or storing any of your personal (Pll) data. It
does, however, retain past conversations you have had
so you can easily reference them in the future.

o{la The Assistant strives for transparency

Where it can, the Al Assistant provides the sources of
information used to answer your question. All data
sources used in improving the Al Assistant are
documented and accessible via our FAQ's.

The Al Assistant is committed to your Privacy
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How can | help today?

Choose a suggestion or use the text field to ask a question. | have limitations
and won't always get it right, but your feedback will help me improve.

:
What is a shadow rule? What's the difference between an Admin and a

Super Admin?

What are the access policy hit counts? What rules have the most hit counts?

‘ Ask the Al Assistant a question

View User Guide to learn more.

N

GE) HNL—B IV ADOTRTCOmMEZBEITHET, NLAFET Y AZ 2 b 2{fHTx A,

e, NLHGET v AZ o N B L THEITTDEOMDT 7 v a3 NE T T, 22— —TF
72 MZEE T,

INHDOT I vaii, Ty hOMOBAFAEHE IR E LS 2 ¥,

[AI Assistant D#LF)] (Launch Al Assistant) |27 U v 7 +5 &, 7ua—T7 4 7257 4 RUT
ANLTHIBET S A X s SHEET, EZANLONT NI DIGELIBIRT D50, TFA IRy
I ANCHEM AN T D LN TEET,

Al Assistant Beta S OX
(im] —
What do you want to ask today?

Choose from a suggestion below or use the text field to ask a question.

Creating a Basic Security Policy for Understanding Shadow Rules in
FTD: Step-by-Step

How do | te a basi ity policy Firewall Management
F;);;V,; 0 | Create a basic security policy for What is a shadow rule?

Admin vs. Super Admin: Roles and
Differences Explained Disabled Access Control Rule

What's the difference between an Admin and What access control rules are disabled?
a Super Admin?

[ Ask the Al Assistant a question } ]

View our FAQs to learn more.
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T, BEORMWR D LERLET,
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V27 LET,
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What are the IP addresses and ports | Can you provide me with the —mEEgi o7k Tboth)
currently being blocked? (I~ |distinct IP addresses that are Gl B Tally (3

Oy ENTWAIPT RLA
CR—= P EHZTLLEEW)

currently blocked by our firewall

policies? (7 7 A 7 U 4 —/LR
Vo—lZloTHAETr Yy 7 &
NTOLMEBDOIPT R A%

HATIZEW)

O @YD EEZ IR
SEL7RWNGE . Assistant (3, TP
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1. ANTHIRET 28 2+ Ok
BEICEH L TVWET,

Tell me the firewall rules, who set
them, and all the changes made last

month. (7 7 A T U4 —/L/L—
V. ZDOBGEL . BIOSEHAT
NI _XRTCOEFEEZHZTL
7ZEvY)

I need both the names and
descriptions of all active firewall
rules. Please include both attributes

in the output. (727 7 ¢ 7729
NXTDT7 7 AT U4 —I/L)b—)b
DT & G O W7 A3 Wb 4T
T W OJEMEE R ED T
<TEEWY)

—mE ey h ZUEE
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v ET,
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1, ERkEnid X ToEkEr
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R

What are the firewall rules for IP
addresses X and Y, and how do |

update them? (IP 7 LA X 5
LRYDT 7 AT U —1)b—
NWEHZTLIIESW, £
CEPEHT L EEH A TLE
W)

Show me a list of all firewall rules
along with their corresponding

actions for the past week. (3T
D77 AT U —)Lb—)L &l
LVHEB OIS 2T 7> a v
DY A PERLTIZEVY)

—mEaE oy 7 T,
=)L & EH TR BT 5 B M
FHAEDOET-HLOT, 3T
FAMREAAEO R ML,
AFERF TIAIEME 2 ST 72
LuREMER BV £,

SRR TOV T~ ZhiE,
=V ZDOT 7 arnl A
NRBETH D Z & B YR
LTEY, NTHRET > AZ
M 2Rk & 72> T
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Give me everything but only the
names. (ZHTDOHEFR L T
WA TLLEEW)

WAIOHE M Initial Question:

What are the current firewall rules?
(BAED T 7 AT 0 4 —/LjL—

NEHZTLIEEWY)

7xu—7 v 7 DOEM: Canyou
also provide the actions associated
with these rules? (Z4L 6 D/L—
JACBEE T b T s T
VarbHPATILEEW

—@e oy I
BThv, Nj&hiex—TU—
K23, NTHIRET A X > MIZ
Ko THRRMNfER S D Tk
THH I TWEREA,

MR HE T TR T
o—FF, aT XA B4
T AHIDITAL D, & )
FIZ, EMCH s nE 4,

Tell me everything about the
policies on my account. ( H4r®
TATY FORY =TT D
TARTEHZTIIEIVY)

I want to understand my Edge ACP
access control policy, can you tell

me more about it? (Edge ACP (Z
OWTHR LW EBsTnE
T, ZTOFMEHZ TS
V)

—fEmETas b ZAuds
RELTETEY, FRARAL
LTCWET, NTHIRET v AHF
VR E, =P ME R A R
LTWARY o —ZET& %
REUR

SR TOVT A 2L
ANTHIGET > A K v I,
' —73 Edge ACP 7 7 & AR Y
O ELELE LTS Z
LR LET, NTHIET A
A2 N ORI, il
RCOFFMB G ENRE T,

10—

Show me ports, protocols, and rule
counts in Edge ACP policy, biggest

to smallest. (Edge ACP7RY o/—
DOR—K, o hai, BILY
=N REWHDONBHIE
WZHZTLTEEW)

In Edge ACP policy, what ports and
protocols are configured in the
rules? Include the counts of the
number of rules using it and sort
largest to smallest. (Edge ACP 7~
U —IZBWNT, —LTikE
SNTWLHR—FETm ban
EPZTLLTEEN, 2 aiH
LTCWHL— L O E&bh, K
TWVWHIZY— L TL7EEVY)

—gEmE7as b iU,
W72 da R 7a < B DOV HE R
TRPMAETDELNTEY
BARERARINLTWET, £
7oy TAEELH L THEIRT S
T BT DR ER O K N T
HEET7T v AZ L MZhHZ L%
AL LCWnET, 0o,
Z— W=D 2 B2
PRSI N D AT REME DS
HhET,
HRGEIOV T o7
0—F, T AN EHHE
T B0 L H ., Assistant (T
W72 en a5 2 7,
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EERADE T A FERMET L EY, =7y FaRoTl=, BMiEtomsy, A%
&% NLTHIRET A X b nBEA RN KiIEICm £ D £,

cBARGHAL I TXX bOREM: BRERREMEH L TR 7 baER L, NTHfET >~

AZ b PERE LY XLSHET D12 IELWT A 24, RY —470 Ea il
L/iﬁ‘o

BYJGHEXDER: NTHfET A% MIHERZBMETE 92, IIHETIOEMIZIELWY
MR L & WEORERH ELET,

« WEIGHADOBREL: IWEOIE (VA b, GBI, £l CHLTHRERH LG

I, ThEad LET,

MBESIUVT 4 —FNv D WERR LSO TRWGEIE, ROEMTT7 4 — Ky

ZRMET D0, R ERDL LN TEET,

EHiEWmAENK: [givemeonlythenames| (HHf7ZITEZHATIIZEV) LW ) 7 L—R&Af
HLUT, WETLITORZRT KOOI NLHGET AL MCRRLET, &z, 2—
V=BT 7 AT U4 — N VOXFETIIRY =D LE 2B MO LT Y 720
41X, [give me only the names of firewall rules] (7 7 A 7 U 4 —/LL— /LD LFTE T HZ T
LTSV LWH 7 L—=XZfH LT, WETHIDOLZRT X N THET > AZ 2k
IR TEET,

—EDI&E: lTunique] (—ED) EWVWIHIF—U—FEMFHLT, ATHETAZ 2 FIZ—
HOMEEERLET,

=L ETI YA VT AN IREERT D0, 22— WIS O 5 E T

ZRRE LT, BHiRA YA b EBRDLZENTEET, IR FEDY = ~DT
CREHT DT 7 AT T4 — W= U ZONTHD TmWGEIE, 77 v ay GFalEizix
7R L) CHETEFEY — R loBENEE AR CEET, AR iR ae AT
HZ LT, a—Y—E, EMREHICEDETOUSNEZIE L, RelElT 5 LA
A NEBAZLENTEES, ZOT77a—FI2k, NTHRETAZ L F b X0 EEd
DEWEHBRERE NG TE £,

EH LB HROAM» S 25513, T o2 B —OMIREMICE LD LD TIEARL,
fo7 4w —7 v 7EFEE LTIRRLT, Wi a 7 X MamEtb LET,

cARMGEHENHD Y T HEOEMEKkDDIGEIT,. Bothy (i) <> lall of the

following] (ROFTXT) LWL LET, ZNLAOEGEIL. NTHEET S AZ 2 b 2B, s
BT DEME T X DTERT LIRS 3, L&, 774 T U —— T
SWTZ V5546, BIECIX, v—%, S, 77 ay GETERIHEERE) |
BIETLIP 7 RL A, #EEIP 7 FL A, R— bk, 7o haLp EoRMNE £ 5 felk
N0 ET,

BEJEMD 7 =) a7 XA M TR, BEOREEIX T 03T 1 1T 18R % FIREC
PRTHZIEERKLET, 22X, 2=, 7747 U+ —— LD L
DORITEFNY IZWGER, Xy MU —2 T 7 4 v 7 DIRETCIP T R L& LBk R — RC
BMLnds560860 £7,
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Step 1

Al Assistant [, 7 7 7 R4t Firewall Management Center | J2 > T # X412 Cisco Secure Firewall
Threat Defense DR U 3 —/b—AE{ T 7 & A2 {54 U, JLFE 728007 1 A0 T 8ig o022k
/BRI A £, Cisco NTHIBET Y AZ Y b DTy 7 bAA REFHATLZLICLD,
EEHIL, BREREX 2 ) T o RAQEMICHY. L, Ry N =27 ORISR X2 T o
ZEMETOZLNTEET., Zhoo—ud, fElishd e, 7T hoR) v—k7 v a v
(C—RRRNSNET,

kL
EHHBROEREFZT 52 F ) FICONTHLET,

Rick Miles can access Facebook on his work computer only from the office. (Rick Miles i&. A7 4 AT
DI, fHHHH D= ¥ o — % T Facebook IZ7 7 B ATE5)

EHE PN —NVEAERT D120 T et RE, RO EEY T,

BTHHIL, ZOBERIZHETHH LWL — LV EERTHDNENRH Y £, T DEK%E Al Assistant IZFE78 L
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How can | help today?

Choose a suggestion or use the text field to ask a question. | have limitations
and won't always get it right, but your feedback will help me improve.

How do | create a basic security policy for FTD? What URL categories are being blocked?

What access control rules are disabled? How do | schedule a recurring backup?

Rick Miles can access Facebook on his work computer only from the office.\ >

View User Guide to learn more.

Step 2 Al Assistant 23, BFHEOEMNEZ L) LSBT E720D0EMEIT 12810, V=L EEKTH7004 7
va v OBREIEFRINLET,

You

Allow Rick Miles access to Facebook but only from office source zone

@ AlAssistant 11:05 am PST

We have gone through your query in detail and would need you to answer a few questions ta help us create the appropriate rule you need

Object

Did you mean ' ' to be an ?

N Application [z,._TJ @

The &l Assistant may display inaccurale information. Make sure 10 verify the respenses. Yiew our FAQS 10 learn more,

Step 3 Al Assistant 73, Facebook (2P 2 D &5 R A4S L, Facebook 37 7'V 7 —3 3 URL, £721L/—
YELTZHMEN TV D0 E ) e PECT 2 L ) ITEMAEICERLET,
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You

Allow Rick Miles access to Facebook but only from office source zone

@ Al Assistant 1105 am PST

We have gone through your query in detail and would need you to answer a few questions to help us create the appropriate rule you need.

Object

Did you mean ‘I ‘to be an i il ?

There are 3 applications by the name 'Facebook’. Please choose the correct one.

Facabook Apps | [ Facebaok Gaming |  Facebook ovent |

The: Al Assistant may dispiey inaccurate infarmation. Make Sure to verify the 1espo

5 10 learn mere.

Step 4 Al Assistant 23, /L—/L&BINT 2RV > —%I8RT 2D L5 ICFHHEICTER L £,

You

Allew Rick Miles access to Facebook but enly from office source zone

@ Al Assistant 11:05 am PST

We have gone through your query in detail and would need you to answer a few questions to help us create the appropriate rule you need.

© 2]

Object Policy name

This rule will be created in the following pelicy. You ean select another policy based on your requirement.

(o) €2

istant may display inaccurate Information. Make sure to verily the respo

Step 5 Al Assistant 23, [/b—nA 4] ZRELET, FHFHIL, DEOSCTINEZEETEET,
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Cisco Al Assistant

© | g X
You
Allow Rick Miles access to Facebook but anly from office source zone
@ AlAssistant 11:05 am PST

We have gone through your query in detail and would need you to answer a few guestions to help us create the appropriate rule you need.

@ © o

Object Policy name Rule name

Here is a recommendation for rule name. You can ehange the rule name based on your requirement.

Rule Name *

Rule_test_
e -

G

WY =T TIAHET D =4 ZEHEPRERT L. BILOWAHIOANZRD D27 =3 KRS

ET,

Step 6 Al Assistant 23, /L—/L @D [a—H—4 | b [HF7 TV | ZEINT 5 L ITEHEICERLET,

Cisco Al Assistant Bl 8 x

You

Allew Rick Miles access to Facebook but only from office source zone

O Al Assistant 11:05 am PST

We have gone through your query in detail and would need you to answer a few questions to help us create the appropriate rule you need.

@ © © © ©

Object Policy name Rule name user name Category

Please select the appropriate ‘category” in which you need te place this rule.

N Geo_Controls +
Gancel

Step 7 Al Assistant 73, L— /WAERMOMER ZER L, EHEOLEROMEZ L —MITHTDOIAT L L BITRRLE

vé—o
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Cisco Al Assistant
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You
Allow Rick Miles access 1o Facebook but only from office source zone
O Al Assistant 11:05 am PST

Here is your rule recommendation, This rule will be added in policy ‘“Test_1"in the category, 'Geo_Controls'.

Rule Name Action Source zone Destination zane

Rule_Test 1 Allow Office guest_zone

Would you like to create this rule?

o | e @D

@ Qg

GE)
BHFIX, [ (Bdi) 1227V v 7 LTOV—EREGELZD . [Fx &/ (CanceD) 1227V v 7 L
TA—MER TR E 2 %X ¥ o EATHI LN TEET,

Step 8 B [T (Yes) | ZBIRL CTA—VOEREHRT D & — AP ER S, EEEDIERLIZARY
VRS ET,

Cisco Al Assistant @ |~

(s
You
Allow Rick Miles access to Facebook but only from office source zone
€ Al Assistant 11505 am PST
Here is your rule recommendation, This rule will be added in palicy ‘Test_1"in the categary, ‘Geo_Controls'.
Rule Name Action Source zene Destination zone
Rule_Test1 Allaw Office quest_zone
O D g
>
@ AlAssistant @ 'Rule_Test 1’ is successfully created in policy Test 1" 11:08 am
CGongratulations, your rule named, ‘Rule_Test_1" is successfully created in policy ‘Test_1" . The rule is created in a disabled state as of now.
You can enable it from your Test_1' policy detail page.
Go to palicy detail page
O D 3

GE
KU & VBT E ARVBI AL, Cisco ATAIIET Y252 b 0 L< HELRBHH (FAQ) (17
ReV) EBRLTEEL,
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CHAPTER 4

Cisco Al Assistant @) FAQ

 Cisco N THIGET A% b DXL FELNDHEM (FAQ) , on page 17

Cisco ATHIGE 7 VR AV M DELKFEOLONBER
(FAQ)

Q. Cisco NTEIRET A& b LI T,

A. Cisco NT4nfie7 > A% > b IZ, Secure Firewall Threat Defense 5 /34 A2 B4 2 BEAF DX E
& . Firewall Management Center (FMC) 3 X 17 7 7 F#4% @ Firewall Management Center
TENOLDT AL A EHT L INECET 2EMICNET 277 r—va T,

Q. ANTHBET P AZ b PRa—P =2 HRT DRI OV THATIES Y,

A. « NLHIRET v A% > b If. Cisco Secure Firewall Threat Defense 7 /N4 A D% E 7RI A9

HHEMNIIGELET,

s NLHIRET v AX ML, T7 B AHEBLOZDMOEX2) T 4R Y o —Di%E T
BT 2B LET,

s NLHIRET v AZ b T2 L, Feifizih s, Y v——n% X0 digE)
ORGITHRTETET,

s NLHIRET VAZ Y MNiE, 77AT7 U+ — /VHEHEBORBEDZW & N T 7y =— MO
MHET,

Q. ANLHBET v AZ Y MIT Vv AT LIEEHZTIIES W,
A. NTLHIRET v AZ > k&, Cisco Defense Orchestrator Firewall Management Center 33 XY 7 5
7 R{EER Firewall Management Center & #i75 S CWET, NTHIRET v AZ L MZT 7 &
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B cisco ATHmET AL F 0K HEELNBER (FAD

>0 >0

> O

> O
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