Awyt—

602101

602103
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ZOEONKFIT., ROLEEY TT,

o« A vt—3602101 ~ 609002 (1 ~=—7)
« A v —3610001 ~ 622102 (16 ~X—<)

602101 ~ 609002

ZOIETIE, 602101 525 609002 £ TD A v tE—JIZHONTHHLET,

Is5— A ‘yt'—““) $ASA-6-602101: PMTU-D packet number bytes greater than effective mtu

number dest addr=dest address , src_addr=source address , prot=protocol
SREA ASA 28 ICMP SESEENERREA v E— V&2 RMEL, 777 AT —a VBRRETT,
HETH Ay T A RELSRESND 2 &L AR LET,

I5— * “J‘t’—:) %ASA-6-602103: IPSEC: Received an ICMP Destination Unreachable from
src_addr with suggested PMTU of rcvd mtu; PMTU updated for SA with peer peer addr, SPI

spi, tunnel name username, old PMTU old mtu, new PMTU new mtu.

EiBA SA O MTU WEE S E L7z, IPSec b R /VHD M » FEZETH L, kT 5 SA
DEFE S, ICMP 737 v b THERE S LTV D MTU IZESWTMTU A7 v 75— F & E
T HER SN MTU 230 X0 K& < 256 RiDTE. B MTU 1L 256 IZiE S nvEd, #E
BEENTZ MTU 8 0 DEE. B MTU 25 256 Z 31\ £ 7215256 D EH 5 0v K& VWEIC
RESNET, #LEXN7 MTU 28 256 K D REWIEA, Hidl MTU 13HESE S - fEICsR e &
ET,

e src_addr : PMTU £F IO IP 7 LA

«revd mtu : PMTU A v & — 2 T%A5 L7-HESE MTU

e peer_addr : [PSec 7D IP 7 KL A&
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espi : IPSec DEFXF 2 VT 4 NRIA—=F LT v T A

« username : IPSec b > R/UZRHESFIT HL TV D 2 — P4,

e old_mtu : IPSec F > R/VIZBHEANT T H 40TV 5 RITO MTU

«new_mtu : [PSec b > F/UZEHERT BTV % B MTU

RT3 RE,

I>5— A “J‘t’—:) $ASA-6-602104: IPSEC: Received an ICMP Destination Unreachable from
src_addr , PMTU is unchanged because suggested PMTU of rcvd mtu is equal to or greater
than the current PMTU of curr mtu , for SA with peer peer addr , SPI spi , tunnel name
username .
ERBAIPSec F U RV CIEE SN Ny R RAMTIU B 2722 & Z/RTICMP X vt —
VEZAG L, HREMTUABUTMTU LA EC L7z, MTUMEIZ T CIZETIESN TV 5D T, MTU
DI ITONEE A, 2L, SEIERFHAT — 3 U BHEHO PMTU A v E—Y
INZAZ A, BUED PMTU A v B — U RABE LD ATIC MTU 2R S 72358 I8 A L E
D

e src_addr : PMTU 2£FHIO IP 7 R L&

e revd_mtu : PMTU A v — Y TZAE L= #E5E MTU

e curr_mtu : [PSec b > R/VIZBEEAT T H VTV D EAT MTU

* peer_addr : [PSec 7 D IP 7 KL X

espi: [PSec DEFX a2 VT 4 NTGRA—H AT v IR

s username : 1IPSec b > F/VIZBEAT T BTV D 22— 4,

HREFTH O ay RE,

I5— A ‘yt—*‘) $ASA-6-602303: IPSEC: An direction tunnel type SA (SPI=spi ) between

local IP and remote IP (username ) has been created.

EREA B LW SA MMERRSILE LT,
s direction : SA D F M (GE(E F72I13%(E)
s tunnel type : SA DX A7 (UE— K 77 EAEILL2L)
sspi : IPSec DX =2 VT 4 NTA—H LT v R
elocal IP: ho D —H) = RiRA L hDIPT RL A
eremote IP: > FNLDVE—F T KRS FDIPT LA
e >username : IPSec ~ > FI/VIZEHEASTIT SN TV A 2 —HF4

RT3 RE,
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602304

602305

602306

603101

602304 ]

Io5— A ‘yt_:) $ASA-6-602304: IPSEC: An direction tunnel type SA (SPI=spi ) between

local IP and remote IP (username ) has been deleted.
FHBA SA MHIBRSALE LTz,

« direction : SA D5 (EIE £ 7213%(E)

« tunnel_type : SADX AT (VE—F 727 BAE/ILL2L)
espi : IPSec DEX =2 VT 4 RIA=F LT v T A

elocal IP: ho D —J) = RRA L FDIPT RLA
eremote IP: h> RNV DUVE—K = FKRA > hDIPT FL A
« >ysername : IPSec b > X /UZEHEAHT STV D 2—F4

RT3y RE,

15— * “J‘t'—:) $ASA-3-602305: IPSEC: SA creation error, source source address ,

destination destination address , reason error string
RBAIPSec tX 2 U T 4 7V vm—a VOERFICT T —NRELE L,

RT3 VEE, UL KR —RETT, ZOX vb—UNEGE L CRET Y
A1, Cisco TAC IZBRIWAbE L 7Z &,

IT5— AwHt— 2asA-3-602306: IPSEC: SA change peer IP error, SPI: IPsec SPI, (src
{original src IP address | original src port}, dest {original dest IP address| original
dest port} => src {new src IP address | new src port}, dest: {new dest IP address | new

dest port}), reason failure reason

A ENAVIKE O IPsec b RADET 7 RUAZTFPICTT =035, ©7 7 L
AERETEEEATLE,

HET7O O a v, ZUT—RReT —RKETT, 20X yb—U0ER L TRAET 5
A&, Cisco TAC IZBRWEHELZI N,

I5— A ‘y't'—*‘)‘ $ASA-6-603101: PPTP received out of seq or duplicate pkt, tnl id=number

, sess_id=number , seqg=number .
ERBA ASA IZRE S 7ZIEEZ D, EIXEBE LI PPTP N7y hEZELE LT,

WRT7I3Z0XI Ry "BBELSRET HHEIX. 7 OFEICHWADLET,
AT RDOPPTP 27 4 Xal—a U EHRLET,
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I5— Avt— 2a58-6-603102: PPP virtual interface interface name - user: user aaa

authentication started.
ERBA ASA 1T, AAA V— NTFEREEER A XE L E LTz,
RT3 RE,

I5— Av+t— 2a5a-6-603103: PPP virtual interface interface name - user: user aaa

authentication status
FRBA ASA X, AAA =" ORGEINE EZE LE LTz,
RT3 RE,

I5— Ayt — 2asn-6-603104: PPTP Tunnel created, tunnel id is number , remote peer ip
is remote address , ppp_virtual interface id is number , client dynamic ip is IP address

, username is user , MPPE key strength is string
S3EH PPTP ko R AMERL S UE LTz,
RT3y RE,

I5— A Y+t— 2Asa-6-603105: PPTP Tunnel deleted, tunnel id = number , remote peer ip=

remote address
A PPTP b R ADHIBRS v E LTz,
i3 8

I5— Ay t— $ASA-6-603106: L2TP Tunnel created, tunnel id is number , remote peer ip
is remote address , ppp_virtual interface id is number , client dynamic ip is IP address

, username is user

SBA L2TP b RANMERRSNVE Lz, 22—V A RENREASCANRGEE IR RENEEA
2. A2h72 854 F 7215 no logging hide username =~ > FORE SN TV A HAIIER RSN E
D

RT3 RE,
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603108

603109

603110

604101

603107 [Jj

I5— *Avt—2 2asa-6-603107: L2TP Tunnel deleted, tunnel id = number , remote peer ip

= remote address
SEA L2TP kSIS E LT,
WR7 Va3 RE

15— A ‘yt—°) $ASA-6-603108: Built PPTP Tunnel at interface name , tunnel-id = number
, remote-peer = IP address , virtual-interface = number , client-dynamic-ip = IP address

, username = user , MPPE-key-strength = number
55288 1 L\ PPPOE k> RILBMER S NE LTz,
RT3y RE,

Io5— A ‘yt—*‘) $ASA-6-603109: Teardown PPPOE Tunnel at interface name , tunnel-id =

number , remote-peer = IP address
EEEA BT LU PPPOE k> R DHIBR S UK LTz,
RT3y RE

15— A W) t—:/ $ASA-4-603110: Failed to establish L2TP session, tunnel id = tunnel id
, remote peer ip = peer ip , user = username .Multiple sessions per tunnel are not

supported
EBA2 DHOE v v a VOMNIEITPRHEBLOESR SN E Lz, A3 TiE, 120 k3
TN L THEED L2TP By v a Y E2EHT L Z L Eh R — LT ERA,

* tunnel id : L2TP k> /L 1D

speer ip: BT IPT RL &

s username : Bl S LTz — Y DL R

HREFTH O ay RE,

I5— A ‘yt—*‘) $ASA-6-604101: DHCP client interface interface name : Allocated ip =

IP address , mask = netmask , gw = gateway address

§%BH ASADHCP 7 7 A 7 > N3 DHCP — 3725 IP 7 R L A Z EFICHSG L E L7z, dhepe
v RZE-T, ASAIE, Ry hI—2 A F =T A ADIP T FLABLO*R v b
V=27 % A7 % DHCP b — " ORGTE, £27 740 b A= hERETEET, 774
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VR NV—=RXTIEH, = U2 T RUVABRT 74V R V—FOT FL AL LTHERINLE
j—o

HREFTH O ay RE,

I5— 4wyt —2 sasa-6-604102: DHCP client interface interface name : address released

SRBA ASADHCP 7 A4 7 v "A, B0 Y THNZIP T L R &Ml L T DHCP — 2R L
F L7,

WETH a0 RE,

I5— A w1 — 9ASA-6-604103: DHCP daemon interface interface name : address granted
MAC address (IP address )

538 ASADHCP — 2 k5T IPT7 RLABHER Y 54T v Mt SE LT,
WMEF7OL 3y RE,

I5— A W — $ASA-6-604104: DHCP daemon interface interface name : address released
build number (IP address )

B ANER S T AT v v, IP T R L A& LT ASADHCP — N2 &R L E L7z,
WR7H a3y RE,

Is— b “J‘t'—:) %$ASA-4-604105: DHCPD: Unable to send DHCP reply to client
hardware address on interface interface name .Reply exceeds options field size

(options field size ) by number of octets octets.

B FELE X, DHCPZ 7 A 7 > MK DHCP A 7Y 2 U 2 ETE £9, DHCPZ 74 7
YIBERT AT a S U T, AT 7 —ODHCP AT Y 2 U iF A v E— VORI OHIR
EBADEENH Y £T, DHCPA Y 7 —id, A v E—VOHIRNICINE b2z, &ET
TEE A,

s hardware_address : B3RTT 7 FA T hO/N—KU =7 7 KL A

s interface name : Y— 3 A v —VEEZFETHA X —T oA A

* options_field_size : A7 a2 7 4 —/V RORKEK, 774N MI32ATZT v FTHY,

KIRDT=DD AT I T v bEEHET,

« number_of octets : HIE L7247 T v MK

WEF7HL a3V BESNTWADHCP 7L a v O A ZFE-I13EERS LET,
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Io5— A 3/12——€} %ASA-6-604201: DHCPv6 PD client on interface <pd-client-iface> received
delegated prefix <prefix> from DHCPv6 PD server <server-address> with preferred lifetime

<in-seconds> seconds and valid lifetime <in-seconds> seconds.

FBADHCPV6PD 77 T A 7 > b XPD Y= NIn b4 U = A RO~ L LTHEET VT 4 v
I A% TMD L ZDsyslog NERENET, HEOT VLT 4 v 7 ARBDIGEIT. TV
7 4 w7 AT LT Syslog WFERSINET,

« pd-client-iface : DHCPV6 PD 77 7 A 7 "ISENTIR o TWDHA U H—T = A R4,

e prefix : DHCPv6 PD r— "B AfE LT LT 4 v 7 A,

» server-address : DHCPv6 PD #—/ "D 7 KL,

s in-seconds : BIELT=7 V7 4 v 7 AOBHEOEIL I TWBDELMIM (RDEALD) .

WRF7I a2 2L,

IS5— 4 3/{2__5} $ASA-6-604202: DHCPv6 PD client on interface <pd-client-iface> releasing
delegated prefix <prefix> received from DHCPv6 PD server <server-address>.
SRR BENFAT SR E XD, DHCPVOPD 7 74 7 2 bR PD =" H %5 LIRS
V7 4w AT HE. ZDsyslog DERRSNET, BEOT VT 4 v 7 ARH L5
X, V7 4 v 7 AT LT Syslog BERREINET,

« pd-client-iface : DHCPv6 PD 7 7 A4 7 RBAENIIR o> TNWDA »Z—T = A R4,

e prefix : DHCPv6 PD = "B LT LT 4 v 7 A,

« server-address : DHCPv6 PD h—/ XD 7 R L &,

WRF7I a2 2L,

Io5— A v t_:/ %$ASA-6-604203: DHCPv6 PD client on interface <pd-client-iface> renewed
delegated prefix <prefix> from DHCPv6 PD server <server-address> with preferred lifetime

<in-seconds> seconds and valid lifetime <in-seconds> seconds.
ZBA DHCPV6 PD 7 74 7 bW PD F— "B URNCEI D Y CTHONTZTALT LT 4 v 7 AD
T ZBMG LT D&, ZDsyslogBRRINET, BEOT VT 4 v 7 ARH D5E1.
TVT 4 w7 AT LI Syslog BERINET,

s pd-client-iface : DHCPV6 PD 77 5 A 7> R BANT > TWDA U H—T = A A4,

e prefix : DHCPv6 PD r— "B LTS LT 4 v 7 A,

« server-address : DHCPv6 PD h—/ XD 7 R LA,

s in-seconds : AL L1277 V7 4 v 7 AOEOESL STV D HEZMME FPEAD |

RT3V L,
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Io5— A 3’12__5} $ASA-6-604204: DHCPv6 delegated prefix <delegated prefix> got expired
on interface <pd-client-iface>, received from DHCPv6 PD server <server-address>.
$iBH DHCPV6 PD 7 7 A 7 & FAHIROEIN TWOEET VT 4 v 7 A% ZITWMD L, 2D
syslog NFRSINET,

« pd-client-iface : DHCPV6 PD 77 7 A 7 RISENZIe o TWDHA U H—T = A R4,

e prefix : DHCPv6 PD r— "B ZfE LT LT 4 v 7 A,

s delegated prefix : DHCPv6 PD 4 — "\ O E LERES V7 4 v T A,

HREFTO AV L,

I5— A wt— 2asA-6-604205: DHCPv6 client on interface <client-iface> allocated
address <ipv6-address> from DHCPv6 server <server-address> with preferred lifetime
<in-seconds> seconds and valid lifetime <in-seconds> seconds
%83 DHCPv6 —/3%25 DHCPv6 7 7 A 7> b 7 L AZYIM 4 ¥ = A ZZHDO—{ & LT
T, ZO7 RLABRAIEE, ZDsysloghERINET, 7 RUAREEOLEIT, =
FEL~ 727 R LA Z 2T syslog WFEREINET,

s client-iface : DHCPv6 7 5 A4 7> N 7 RVAREHII /2> TNBA X —T = A A4,

« ipv6-address : DHCPv6 — 3 55(5 L72 IPv6 7 K LA,

s server-address : DHCPv6 — X 7 R LA,

s in-seconds : 7 T A T N T RUAOMEOEL S NHHMME FPHEAD

HREFTO AV L,

I5— A “J‘t’—:) $ASA-6-604206: DHCPv6 client on interface <client-iface> releasing
address <ipv6-address> received from DHCPv6 server <server-address>.
§BA DHCPv6 7 74 7 >k 7 R ADRENRETE 72 & DHCPv6 7 A 7 MIXAE
L7229 AT7 Y N7 RVARZRKRLET, 7 RUABREEOLGAIL. 7 KL AT LT syslog
MERSNET,

s client-iface : DHCPv6 7 5 A4 7> b 7 RVAREHEII /2> TNDBA X —T = A A4,

s ipv6-address : DHCPv6 H— 326525 L72 IPv6 7 KL A,

s server-address : DHCPv6 % — 3 7 R LA,

HREFZO 3V L,
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I5o5— A 3/12_—i} $ASA-6-604207: DHCPv6 client on interface <client-iface> renewed address
<ipvé6-address> from DHCPv6 server <server-address> with preferred lifetime <in-seconds>

seconds and valid lifetime <in-seconds> seconds.

3B DHCPV6 7 7 A 7 1 3 DHCPv6 #— 3p L LLETICEI D B THRIZT N L AOHH £ B
T bHE, ZDsyslog PERSINET, 7 NUAREROLEIEX, L7 FLAZT LI
syslog NFRRSINET,

s client-iface : DHCPV6 7 5 A4 7> N 7 RUVANEH I /> TWBA X —T = A A4,

* ipv6-address : DHCPV6 — "2 555 L7 IPv6 7 R LA,

* server-address : DHCPv6 H—/X 7 R L &,

s in-seconds : 7 7 AT N T KU AOBEOE T S5 HIM (RYEAD

WRF7I a2 2L,

J:fi——A} 3/12——i} %$ASA-6-604208: DHCPv6 client address <ipvé6-address> got expired on
interface <client-iface>, received from DHCPv6 server <server-address>

FRBADHCPV6 7 7 A 7> "R OUINTNDT RLUAEZITED & 2 D syslog BHER I
ij‘o

s client-iface : DHCPv6 7 5 A4 7> b 7 RVAREHII /2> TNDBA X —T = A A4,

s ipv6-address : DHCPv6 HF— 32655 L7 IPv6 7 KL A,

* server-address : DHCPv6 %—/ 3 7 KL X,

RT3V L,

I5— A “J‘t’—:) %ASA-6-605004: Login denied from source-address/source-port to

interface:destination/service for user “username ”

BBAa—VRar YA LIS ETHE ROBADA v —VRFRINET,

Login denied from serial to console for user “username”

ASA~D#EST=a 7 A LV OFIT, El1En 7 A VORBPEELE L, XToa s A i
LT, By ardbioh) 3EOFEITHRFEIN, FERFITHIBITOND ., 2Dk Yy
Ta IR T LET, SSH /A v BE D Telnet 7 7' A » OBE. ZDOAvE®—1F, 3[HEA
DFATORBE ., £33 1 B EOFITORBZIZ TCP £y va U T LTz & Z1T, ARR
SNFET, MOZ A TOEHE vy a L OGRE, ZOA v —UFRITICRIT D 72N AR
INFET, 2—VFRITENLRGECARARGEITERINEEANR, AY5E £ no
logging hide username =~ > R2RE SN TV LA TR RSINET,

» source-address : @ 7 A VRATOEETLT FL A
s source-port : 17 A VRITOREITLAR— b
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s interface : SENEHA VX —T =4 A

s destination : %8¢ 1P 7 KL A

. service : SV —E A

s username : JLHEEA X —T = A A
WR7IaAY ZOAyE—VORTHEND RS, LEEFIAETT, ZOA vE—IR
BB REIND G, WBE2RT IRV ET, 2—FLBEEFELT, 2—¥4 LR
U— FafERd LET,

I5— * “J‘t’—:) $ASA-6-605005: Login permitted from source-address /source-port to

”

interface:destination /service for user “username

a—¥Rary—ical AL roTHE, WOBRDOA v —UNEREINET,

Login permitted from serial to console for user “username”
BB o —PIIRRAEICE I L, R v v g UBIRS IVE LT,

e source-address : @7 A VRAITOEEITLT RLA
s source-port : 07 A VRATOEEITLAR— F

s interface : SESEIRA X —T = A A

» destination : 85C 1P 7 R L A

. service : S —E A

s username : JLICEHA X —T = A A

HREFTHay RE,

I5— AY+t— 2a58-6-606001: ASDM session number number from IP address started
B EHA S IERICRRES LT, ASDM B v v a URIREUE LT,
WR7 V3 RE

Io5— * ‘yt—*‘) $ASA-6-606002: ASDM session number number from IP address ended
SBAASDM v a BT LE L,
HRET7V a2 RE,

Io5— A ‘y‘t'—’) $ASA-6-606003: ASDM logging session number id from IP address started

id session ID assigned
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BB ASDM 1 o VG U £ — MEELY T4 T2 Mo TRlA S E LT,
«IP_address : U E— NEHI T4 T FDOIPT RLA
RT3 RE,

I5— A “J‘t’—:) $ASA-6-606004: ASDM logging session number id from IP address ended
Bl ASDM 1 3¢ o Z e AN T Lk L7z,

cid : FV Y THRTWASEY 2 ID
«IP_address : U E— NEHI T4 T FOIPT RLA

WRF7HY a3y RE,

Is5— A “Jt—:) $ASA-6-607001: Pre-allocate SIP connection type secondary channel for

interface name:IP address/port to interface name:IP address from string message

SRBA SIP A v — T OMA%, fixupsip 2~ NIZ X > T SIP#HEAEID Y THEATL,
connection_type /X, KD LFHNDNT D TT,

* SIGNALLING UDP

* SIGNALLING TCP

» SUBSCRIBE UDP

» SUBSCRIBE TCP

 Via UDP

* Route

* RTP

* RTCP

HREFTH O ay RE,

I5— Avt— 2asa-4-607002: action class : action SIP req resp req resp info from
src_ifc :sip /sport to dest ifc :dip /dport ; further info
S SIP A w2 —ITH LT SIP A EM S A, FEEDEENRRHI-SNE LI, fRe L
T, BRESNTET 7 v a VIRETENET,
s action_class : 77 > a @27 7 A (SIP ® match =< > K D413 SIP Classification, /35
A—4 A< ROYE L SIP Parameter)

s action : FE{TZIH 7T 7 2 (Dropped. Dropped connection for, Reset connection for, &
72 1% Masked header flags for)

e req_resp : BRFETLITINE
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* req_resp_info : Z A 7'} Request T D5 1L SIP A Y » K4 (INVITE % 7213 CANCEL)
4 A 7 )3 Response Td DAL SIP & =— K (100, 183, 200) .

s src ifc  IEBTEA U H—T A AL

esip: K[EILIPT RL R

« sport : IKfETLAR— b

e dest ifc : JESEA L H—T 2 A A4

odip : 58 1P 7 FL A

s dport : 3ESEAR— b

s further _info : SIP ® match 2~ > K& SIP O/XT A —% a2 RZET H3EME®R (RO
Bz .

SIP ® match =2~ FDOFHE

matched Class id: class-name

RITH 2R L ET,

matched Class 1234: my class
SIP D/ A—% a~ v ROBHE
parameter-command: descriptive-message

I &R L ET,

strict-header-validation: Mandatory header field Via is missing
state-checking: Message CANCEL is not permitted to create a Dialog.

RT3y RE,

I5— Ayt — 2asa-6-607003: action class : Received SIP req resp req resp info from
src ifc :sip /sport to dest ifc :dip /dport ; further info
SiEA SIP A & — Tk LT SIP A il S, FEEDRKMEN - SE LT, TORR,
AZRTaryOry 77 v a yNFETENET,
s action_class : SIP @ match =~ > R DA 1% SIP Classification, /X7 A—% a2~ KO
1% SIP Parameter
« req resp : BRETITIGE
* req_resp_info : Z A 773 Request T D555 1L SIP A Y » 44 (INVITE £ 721X CANCEL) .
X A 7"} Response Td D41 SIP Jnd = — K (100, 183, 200) .
e sre_ifc  EETCA A —T = A A4
esip : IXEILIP T RL-R
« sport : EEITLAR— K
s dest ifc : oA LV H—T = A4 AL
e dip : FEHEIP T KL
* dport : ESEAR— b
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s further info : SIP @ match =< > K& SIP D/XF A —4% a-< RZBET 25EME®R ko
flzZ M)
SIP ® match =~ > FDOEFE

matched Class id: class-name

I 2R L ET,

matched Class 1234: my class
SIP D/RT A—% A< ROLGH
parameter-command: descriptive-message

RITH 2R L ET,

strict-header-validation: Mandatory header field Via is missing
state-checking: Message CANCEL is not permitted to create a Dialog.

RT3y RE,

Is— A “J‘t’—:) $ASA-4-607004: Phone Proxy: Dropping SIP message from src if:src ip
/src_port to dest if :dest ip /dest port with source MAC mac address due to secure phone

database mismatch.

BASIP A vE—UNOMACT RLRIZ, IPT RLREAL A —T oA AT TR, &
a7 T—_N—2 2 b LIBSNET, —BLARWGE, BEDA v E—UNRREES
nE7,

WET7H a0 R,

I5— A “J‘t’—:) $ASA-6-608001: Pre-allocate Skinny connection type secondary channel

for interface name:IP address to interface name:IP address from string message

$%BA Skinny A v — YDA, inspect skinny =1~ > KT X - C Skinny #5035 0 2 THE A
T L7z, connection_type (X, IRDOLFHDONTNNTT,

* SIGNALLING UDP

* SIGNALLING TCP

» SUBSCRIBE UDP

» SUBSCRIBE TCP

* Via UDP

* Route

* RTP

* RTCP

HREFTH o ay RE,
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Io5— Ay t— sasa-4-608002: Dropping Skinny message for in ifc :src ip /src port to
out ifc :dest ip /dest port , SCCP Prefix length value too small
ERBA B E R A D/ NE X VW SCCP 7' V7 ¢ v 7 AR & FFO Skinny (SSCP) A vtE—U%
ZIELE L,

sin_ife : ANhAVEZ—T AR

esrc_ip 2Ny ROEFEITLIP 7 RLA

e src_port : /N7y ROE[EITLAR— b

cout ifc: N4 F—T A X

sdest ip: X7y NDFEETIP T RLA

* dest_port : /3y N DZEFEAR— K

svalue : 7> FD SCCP L7 4 v 7 A
RT3 SCCP A v E—UREHTHDHELAIX, Skinny RV v — vy T EI AL~ A
ALT, SSCP 7' L7 4 v 7 ADF/NEDEEZREL LET,

Io5— Ay t—:/ $ASA-4-608003: Dropping Skinny message for in ifc :src ip /src port to
out ifc :dest ip /dest port , SCCP Prefix length value too large
SRBA R EHEHADERKRE LV EWVSCCP 7'V 7 4 v 7 AK%FFD Skinny (SSCP) A vtE—T%
ZELE LR,

sinifc: ANNA L EF—T AR

esre ip i N7y OFEEILIP T KA

e src_port : /Ny N DOEFILAR— b

sout ifc: WA L2 —T AR

sdest ip: /Ny FOFEEIP T RLA

e dest_port : /N7y N DFESEAR— b

svalue : /X7 @D SCCP 'L 7 4 w7 AR
RT3 SCCP A v E—URHHTHLHLAIL, Skinny R v — vy T E W AX~A
AXLT, SCCP 7L 7 4 v 7 AD{RREDEEREL LET,

I5— A v t—:/ $ASA-4-608004: Dropping Skinny message for in ifc :src ip /src port to

out ifc :dest ip /dest port , message id value not allowed
B 2 SCCP A v —V ID ITFHF A SILEH A,

sin ifc : AJJA 2 —T A X

esrc ip i NT OFEEILIP T KA

s src_port : /N7 NOEEITLA— b
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608005

609001

609002

603005 ]

sout ife: MNHAVF—T AR

sdest ip : 737 NOFEEIP 7 K LA

* dest_port : /37y N DFEFEAR— |k

value : 77 RO SCCP 'L 7 1 v 7 A
RT3 TOSCCP Ay v—TV AT 2M0END H551%, Skinny RY >— < v/
HEHAZ~<ARXALT, ZOSCCP AvE—T%FLET,

IS— Ay t—< sasa-4-608005: Dropping Skinny message for in ifc :src ip /src port to
out ifc :dest ip /dest port , message id value registration not complete
BB U RARA U P ARERESE T Lo 7ofoh, 20 SCCP A v — IDIEFF S EH
Moo

sin ifc: ANA v HZ—T = A A

esrc ip i /N7 NOFEEITLIP T KL A

e src_port @ /N7 ROE[EITLAR— b

cout_ifc : WA 2 =7 =4 X

sdest ip: N7y NOFEFEIP T RLA

s dest port : 737 v h DB — b

svalue : /X7 @D SCCP 'L 7 4 v 7 AR
WRT7H O3V FEEISNTND SCCP A v E—V R FRTh 5356 1E, Skinny R v— <
Ta AL~ A ALT, BEOMEIZT 1 =7 /M LET,

Io5— 4 wt—3 3ASA-7-609001: Built local-host zone-name/* :ip-address

BB Ry hU—7 AT — bk ar T, Y — 2 zone-name \ZHHGE S LTV D AR A | ip-address
HIZ PRSI TWE L7z, zone-name/* /X7 A —Z L, RA MIPMER SN A 2 —T =4
D= D—EHTHLHLGAEIHERINET, TAX VAT FTRXTCOAS ¥ —T oA ZA%RT
Bl TT, ZAUFRARA MR EDAS =T 24 RTHBLTORNZHTT,

WET7H a0 RE,

Io5— A “J‘t'—:) $ASA-7-609002: Teardown local-host zone-name/* :ip-address duration

time

B3 >~ — > zonme-name |ZHHE STV SR A K ip-address HO X v v T —2 AT — |k a7
FTHHIFRSAVE L7z, zone-name/* /3T A —H %, HRA RNIMER S NToA v F—T = A AN —
YO—H W THAIGRIMEHEINET, TAX VAT IZTTRTOAL L F—T =2 AR TRLET
T ZIUIHRAIREDAS L H—T 24 RZHB L TWDRWNWEZDTT,
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B~ t—2 6000 ~ 622102

HRFTH O ay RE,

A v t— 610001 ~ 622102

610001

610002

610101

ZOIETIX, 610001 225 622102 FTHO A v E—JIZHOWTHHALET,

15— A W) t—:/ $ASA-3-610001: NTP daemon interface interface name : Packet denied from
IP address

B R E SN NTP =0T e b —HLARWERX RS NIP Xy hEZIELEL
720 ASAIINTP 7 FA T v MZTEFEH A, ZA L P —RTEHBRODO T, NTP ERIZITILE
LEHAL

RT3y RE,

I5— Ayt — 2aSa-3-610002: NTP daemon interface interface name : Authentication
failed for packet from IP address

SREA SZ{E L7 NTP X7y FOFRGET = v 7 BRILFE L7,

#ET V23V ASA & NTP Y — ROl 3, SBREZ AT 5 KO ICRESNTEY , F—&
T EX—ERFACTHD Z L 2B LET,

I5— A “J‘t’—:) %ASA-6-610101: Authorization failed: Cmd: command Cmdtype:
command modifier
REBAEL-a~vy FCa~vy REAICKIELE L7, command_modifier | %, KD 3LF5|D
VWP,
e comd (ZOXFHNE, A~y RICEMFRRNZ EE2BEKRLET)
* clear
°no
* show

ASADBY A NENTmda~vr REATUNOEEZHRETS L, A v ¥E— "unknown command
type" NFER S NET,

WET7H a0 RE,
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611101

611102

611103

611104

611301

11101 [Jjj

I%— A ‘yt_:) $ASA-6-611101: User authentication succeeded: IP, IP address : Uname:

user

BB ASAICT 7 EAL TS &I —WRGEICHI LE Lz, = — PRI RGE0R
ARG A E RSN ERAN. 2072854 £ 7213 no logging hide username =~ > RN iRE &
NTWBAGEEIFFRRINET,

o IP address : +—VFRIEIZRKW LI FA T FDIP T KL &

s user : i@k L7 —H

HREFTH a0 RE,

I5— A ‘yt—*‘) $ASA-6-611102: User authentication failed: IP = IP address, Uname:

user

BBAASAILT 7EAL LS L &IC, 2 —VRGEICRIR L E Lo, = — 4137225
BRARHARGE TR RINETAD, A2172856 £ 721 no logging hide username =~ > 73
REINTNDLLAIFFRRINET,

o IP address : - —VRFEIC R LT A4 T FOIP T KL A

o user : BRFIE L7z —F

WET7H a0 RE,

Io5— A “J‘t'—:) $ASA-5-611103: User logged out: Uname: user
HEAfEE SN2 —FRue s Ty hLE L,
RT3y R,

I5— A “J‘t'—:) $ASA-5-611104: Serial console idle timeout exceeded

BB a— Y T I T A BT A MR DI, ASADT Y T 3 Y —LIZERESNZT A
KV 2 ALT T NEBLE L,

WET7H a0 R,

Io— A “Jt—:) SASA-6-611301: VPNClient: NAT configured for Client Mode with no split
tunneling: NAT address: mapped address
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A XY N hoRV TR LTI IAT U N E—RHADVPN 72 A4 T FBRY —n
AV APM=ILENFE LT,

RT3y RE,

Is5— * Y t—:/ %ASA-6-611302: VPNClient: NAT exemption configured for Network Extension
Mode with no split tunneling

SBAATY v b FrrY TR LTHRy NU—JHET—FHDVPN I AT R —
NA A=V ENE L,

HRETH O ay RE,

Io5— A vt—’) %ASA-6-611303: VPNClient: NAT configured for Client Mode with split
tunneling: NAT address: mapped address Split Tunnel Networks: IP address/netmask
IP address/netmask

SHEA ALY v N ho RV UG ETIIATU R E—RHADODVPN 7547 FRY —n
AR = ZINE LT,

#WRFTH o ay RE,

Io— Ay t—:/ $ASA-6-611304: VPNClient: NAT exemption configured for Network Extension
Mode with split tunneling: Split Tunnel Networks: IP address/netmask IP address/netmask

A AT v RN FRY U IFETRYy N —JHBEE— FHDOVPNZ SA T v hRY 3—
NA A= ENE LT,

WRF7HY a2 RE,

IS5— A ‘y‘t'—*‘) $ASA-6-611305: VPNClient: DHCP Policy installed: Primary DNS: IP address
Secondary DNS: IP address Primary WINS: IP address Secondary WINS: IP address

S8 DHCP FHO VPN 7 54 7o b U S —RA VR h—L SE LT,
HET7V a3y RE,

Io5— A “J‘t'—:) $ASA-6-611306: VPNClient: Perfect Forward Secrecy Policy installed
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611307

611308

611309

611310

611311

611307 [Jj

SHEAVPN 7 SA T M oo —RRY—D— b LT, EREEMBENRESNE L
77

RT3y RE,

I5— A v+t— 2asa-6-611307: VPNClient: Head end: IP address
BBEAVPN 7 747 2 b3, fREfi S e~y Ry RICHEE STV TS
i3 R

I5— Aw+t—3 sasa-6-611308: VPNClient: Split DNS Policy installed: List of domains:

string string

SHEAVPN 7S A 7 R FUra—RRY—D—E LT, 27U~ RDNSRY o —a34
VA= ENFEL,

WREF7HI 3y RE,

I5— A vt—*‘) $ASA-6-611309: VPNClient: Disconnecting from head end and uninstalling
previously downloaded policy: Head End: IP address

SHEAVPN 7 S5 A4 72 M, BICA VA M=V ENTERY L —Z2E LT oA A =L 1LT
b\\i‘é—o

HREFTH O ay RE,

I5— Ay t_:/ $ASA-6-611310: VNPClient: XAUTH Succeeded: Peer: IP address
EREBH VPN 7 7 4 7> b Xauth 28, fEfiShiz~y R= RTHIH L E L7z,
RT3 AE,

I5— Ayt — 2asa-6-611311: VNPClient: XAUTH Failed: Peer: IP address
FEA VPN 7 7 A 7> b Xauth 285, S e~y F=2 RTRMRLE LT,
WET7H a0 RE,
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611314

611315
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Io5— A ‘yt_:) $ASA-6-611312: VPNClient: Backup Server List: reason

£%B8 ASA I3 Easy VPN U s — k /34 AT 23, Easy VPN =B 7 7 o 7 H— DY
A MEASAILF Y m—RLELE, 2OV ANMIEST, B—=HVTREFHDNY I T v
T = NFTARTEEEXSNET, FUrr—RINic) XA MRZEOHRE, ASAIFANY 7T v
T —REFEHLETA, reason I, KOA v E—DOEL LT,

* A list of backup server IP addresses

* Received NULL list.Deleting current backup servers

HREFTH O ay RE,

Io5— A ‘yt—Q $ASA-3-611313: VPNClient: Backup Server List Error: reason

£BH ASA |X Easy VPN U E— K 7 /34 XA T, Easy VPN — B3R 77 w7 H— 3D J X |
ZASAIZHA D a—RLTWETN, UANMIEHRIPT RUAEIEIARA MREENT
WET, ASAIE, DNSIIHAR—FLEHA, L7ZA> T, name 2~ R&H L C4RI% IP
7 RVRIZFE Ty BT LRV RED . = "OFRRA MITHR—FShvEdA,

HEF7I a3V Easy VPN — N ET, = DIPT7 RLARIELWZ E&2MERLT, KA b
LTRSS IPT RUATH—RERELET, V= THR MEFEHTLLERND L5E
%, Easy VPN UE— K /34 Z Cname 2~ > RZHHLTIP 7 RLAZARII~Y vy BV 7
L/iﬁ‘o

I5— A “J‘t’—:) %ASA-6-611314: VPNClient: Load Balancing Cluster with Virtual IP:

IP address has redirected the to server IP address

FHBA ASA /X Easy VPN U E— ks T A XA TTN, B— R RT UL T JTRAZDT AL —
P — RSP RFEDOH —NIZHR T DL OICASAZ VXA LY M LE LT,

RT3y RE,

Io5— A “J‘t’_:) %$ASA-6-611315: VPNClient: Disconnecting from Load Balancing Cluster

member IP address

B ASA L Easy VPN UE— K T XA A TTN, B— KT 0T 7T A F—n)n5Y)
WraivE L7,

WRE7HI a3y RE,
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611316 [Jj

611316

I5— * ‘yt_:) $ASA-6-611316: VPNClient: Secure Unit Authentication Enabled

§%BA ASA 78 Basy VPN U E— F T3 ZDGE, ¥ U rn— REATZ VPN AR Y v —I2 k- T
SUA 3 X—T/ZS N E Lz,

HREFTH O ay RE,

611317

I5— A ‘yt—*‘) $ASA-6-611317: VPNClient: Secure Unit Authentication Disabled

EHBA ASA 28 Easy VPN U E— K T34 ZDG4HE ¥y — REN/C VPNARY =28 5T
SUART 42— NMz&nFE L,

WET7H a0 RE,

611318

15— A “J‘t'_:) $ASA-6-611318: VPNClient: User Authentication Enabled: Auth Server IP:

IP address Auth Server Port: port Idle Timeout: time

E%BH ASA 7% Easy VPN U E— k T34 ZDE, ¥ U rr— REN VPNARY —i2 & -
T, *y FT—=7WRID ASA D=2 —HZxf LT IUA 231 X —7 /M S E LT,

« IP_address : ASA/ HRBFEELRDNIEE SN DY — D IP T KL X
s port : ASAD BEBREERMN LG S D — DR — |k
etime : FREE7 LT Uy DT A KV ZA LT 7 ME

WET7V a0 RE,

611319

I5— Ay ‘t'_:) $ASA-6-611319: VPNClient: User Authentication Disabled

B3 ASA 28 Easy VPN U E— ks T34 ZDEAE, X ora— RENZVPNRY U—Iik o
T, Xy PU—=7 PRI ASA EO2—FITH L TCIUA BT 4 =7 V&N E LT,

RT3y RE,

611320

IT5— AwHt— 9ASA-6-611320: VPNClient: Device Pass Thru Enabled

LB ASA 238 Easy VPN U & — | T3 ZDHE | X7 — RSN VPN AR Y =il & >T
THA A RAAN=IT 4 B =T MIENFE LTz, T3 A SAAL—HREIC L > T, 383k
BEIITTERNWTNA A (IPEFER L) 1L, [UANA F—T7 NVOEE, NGRS,
Easy VPN — 32 K > T2 OERED A 1 — 7 /U2 STV 5854, ASA T vpnclient mac-exempt
a~wy REFEH LT, Bk IUA) 287257 A AZHETEET,
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HRFTH O ay RE,

Io5— A vt—’) $ASA-6-611321: VPNClient: Device Pass Thru Disabled
F%BA ASA 28 Easy VPN UV E— ks 731 205, ¥ 7 v — RSN VPNAR Y v —{Zk - T
FORAL A NRAA =T 4 B—T I ENE LT,

HREFTHay RE,

I5— A ‘yt—Q $ASA-6-611322: VPNClient: Extended XAUTH conversation initiated when
SUA disabled

ERBA ASA A Easy VPN UE— K TNXA X THY, XU ua— RSN VPNRY —{ZL-T
SUANRT 4 E—7 /M EN TV A4, Easy VPN H—/3(3 2 Z32/SecurlD/cryptocard «~— A
FRFEA 1 = XA LT, XAUTH 2 L T ASA Z#8GEL£7°,

HET Y 3 2 B /SecurlD/eryptocard N — A DFRFEA 7 = X L ZA# ] LT Easy VPN U £ —
kN TS ZAERFET DAL, =D SUA 24 F—T W LET,

Is— A “J‘t'_:) $ASA-6-611323: VPNClient: Duplicate split nw entry

EHBA ASA X Basy VPN U E— h 74 XA TTHR, ¥ 7 ua— RSN VPNA Y —ZEBL
ATy h Fy hU—7 U RUREERTCNE L, =MV, xy hU—2 T KL
ALy NT—2 w27 OWMFIC—HT 256, BELRARINET,

RT3 Basy VPN H— N EDO VPN R Y = DHEELIZAT Y v b Xy hU—7 =
Y MU EHIBRLET,

I5— A “J‘t’—:) %ASA-5-612001: Auto Update succeeded:filename , version:number

£iB8 Auto Update Server /25D 7 v 77— R ) L E L7z, filename Z%%(%, image. ASDM
file, ¥ 721X configuration T9~, versionnumber %X, 7 > 77— F D= 3 U FK S TT,

WRT7HY a3y RE,

15— A “Jt_:) $ASA-4-612002: Auto Update failed:filename , version:number ,

reason:reason

£BA Auto Update Server 2>H D7 » 75— M3 KRR L & L7z,

. Syslog # v z— < 602101 ~ 622102



| Syslog # v+—% 602101 ~ 622102

612003

612003 [Jj

o filename : 1 A— 77 A4/, ASDM 77 A /)b, /i3I 7 4 Fal—ar 774
I

enumber : 7 v T — hDONR—T g UFEE,
e reason : DK, IROWTNORREMNH Y £9°,
ST 2= V=RV a— VB A RN A Ny T 7 EBL I ENRTE o7,

-T2 V=R BV 2 VN A N — ANy T LT H EEZIAL I LR TX 2o
7o

ST 2= V= R—= E TV a— VR A N —A Ny T Ik L CHIBIEMEEIT D) 2 E R TE A
MHoTm,

-T2 VR BV 2= AN T Ty a Ty ANERS ZERTE ol
ST 2 VAR BV 2= VN T T v allT A EEXIAL L E N TE RN T,
-T2 V=N E V2= VOEWED X A LT T R,

ST xRN avw R U I RE T LTINS,

-7z VA== U= REFHTE RN,

- FHPIEE O MR e 7 = — LA — N—IRTE,

-7z V=N BV 2 — VN T 7 A VERET — Z DR A R LTz,

-T2 V= R—= T 7T ¢ TIREOEH,

-7 x—)LF—"— a~< 2 RO EXEC TR LT,

A X=X, BUEOV AT ATEETE 20,
PRI TN T 7 AL 2 AT,

HEET 2 2 3 > Auto Update Server DX EL MR L E T, AF A LEEREEIRETH D)
ED M E iR LE 7T, AutoUpdateServer NIE L S BXE ST D, AKX 31 HEE N EERAE
TRWEAIE, Cisco TAC IZBWEhE 12 &0,

Io5— A “J‘t'—:) %ASA-4-612003:Auto Update failed to contact:url , reason:reason

£288 Auto Update 7 —E > 2MEM SN2 URLurl IZ7 7 A TE EHATL, AL, Auto
Update Server ® URL, F 7213 Auto Update Server 5 I/~ 7 A /L —/SURL @ | DT
HLHHENRHY T, reason 7 1 —/L FIZIE, SRR LR SRS THET, Hx
BNDRIMDOIFR E LTE, =30 BDIRENR, FREDRIE, 72137 7 A A RHOD
SN LRFETENET,

HET U 2 3 > Auto Update Server DR E A i L £,
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613002

613003

613004

613005

613006
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Io5— A ‘yt_:) $ASA-6-613001: Checksum Failure in database in area string Link State

Id IP address 0ld Checksum number New Checksum number
BB AEVMHHOIZOIZ, OSPF R T —FR—ATF = v/ A =T —2MRHLE LT,
#WRF VL3V OSPF /et A& HEE LT,

I5— Avt— 2a58-6-613002: interface interface name has zero bandwidth
BB A S =T o AR Z Y e ERE L E LI

W73V FRINTNBREBVITAYyE—UE2 a3 — LT, CiscoTACIZHE L TL7Z
éb\o

Io5— A “J‘t'—:) $ASA-6-613003: IP address netmask changed from area string to area

string
Eﬁaﬂ OSPF @%&E@%Eéziof\ * b4 ]\ U*—ﬁ%ﬁ@:ﬁ U 7775\;%%%“? L/?L:.()
W73V FELWR Y b U— 2 #ilfiC OSPF 2 e L £,

Io— A “J‘t'—:) $ASA-3-613004: Internal error: memory allocation failure
MEAWNE Y 7 U7 =T FELE L,

WMEF7OOa3 FRENTNHLEBICZT— Ay —V%a b — LT, Cisco TAC I[ZH
LTLEENY,

Is— A “J‘t’—:) $ASA-3-613005: Flagged as being an ABR without a backbone area

EREA L—ZZiE, =V THRL—% (ABR) D7 TFI7RHEESINTNETN, Ny I R—r
T U TICHE L TV EE A,

#E 745,32 OSPF ut 2 & il LET,

I5— A “J‘t’—:) %ASA-3-613006: Reached unknown state in neighbor state machine
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613007 [Jj

B CONL—FONEHY T NI 2T =528 TR ARSI T R A N — L 7
IREEICZ2 D F LT,

WRET7HI VA TT— Avt—Y, BE, BLXOZOTTI =D E AR o72A X2 b OFE
Za B —L, Cisco TAC ([ZHEH L T 72 &0,

613007

Io5— A “Jt_:) %$ASA-3-613007: area string lsid IP_address mask netmask type number
EHBA OSPF 237 — X X— R IZREFD LSA ZiEML L9 & LTWET,

WEBEF7H a3 T T7— Aok — BT BLXOZOZT—DFRKE RS2 A4 X2 NOFFEM
a2t —1. Cisco TAC IZHEH L TL 72 &0y,

I5— AYt— 2asA-3-613008: if inside if state number
BB N T — M AE L E LTe,

WR7I a2 T— AvbE—V BE. BLOZOZT—DFKERSTA X hOFEH
bt —1. Cisco TAC IZHEH L TL 72 &0y,

613011

I5— A ‘yt—*‘) $ASA-3-613011: OSPF process number is changing router-id. Reconfigure

virtual link neighbors with our new router-id

EHBA OSPF Yut ANty hFT, HTILVWIL—FZIDEBIRLELS L LTWVWEST, 2772
Ta Lo TTRTOEARY 7 Ml LT, BOEMESE D121, T _XCoOFMY 7
FAN— LR IV REEEETHLERNDH Y £,

WRT7O IV TRTOWRBY 7 FAN—DRIBY 7 2T 4 Xal—a BEEL,
FHLVWL—Z ID S F 7,

613013

Is— A v t—:/ $ASA-3-613013: OSPF LSID IP address adv IP address type number gateway
IP_address metric number forwarding addr route IP_address/mask type number has no

corresponding LSA
SRBA OSPF C, # DT —HX—RA L [P V—T 4 7 T—T VIR BEE™I B S E L,

WR7I VAV 2T— AvE—V FE BLOZOZT—ORK L RoT-A X2 hOFEH
Zza b — L, Cisco TAC ([ZHEH L TS 72 &0y,
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613016
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Io5— A 3/12——5} %ASA-6-613014: Base topology enabled on interface string attached to

MTR compatible mode area string

5B MTR K> OSPF = U 7 IZHE ST D OSPF A v ¥ —7 = A AE, A M Ru %
£ F—=TNCT BUENS Y £,

WRE7I a2 2L,

I<s— A 3’{2_‘i} $ASA-4-613015: Process 1 flushes LSA ID IP address type-number adv-rtr

IP address in area mask

HMEANL—HII, ZTOTT— A=V THEINTZLSAZALSBREEZIET 7T v =21L T
b\ij‘o

WEFHaY ZOL—ERN Ry U=V LSA%2 7T v 2 LTWAHEAIE, L—FDW
oA 2—=T A ADIPT KL AL LSAID BNEZEL TWAH Xy hT—7 LSA Z/L—X
DZEFEL, 2y MU= OHBIZLSAZ 7 T v a2 L2 E2EW L ET, OSPFIE L < ##%
BT A7-012iF, TRy hU—2DIP T RLAR—ETHDZ ENNETT, HF2EL TV
HL—HF, ZOTT— Aob—VERELTWANL—FLIDAyE—UTadvrtr & LT
W SN2 OSPF L—4# ID o)L — & T3, ZDO/L—F N LSA ZHEE L TWAEAIL.
DON—ZNF Y NI =T DINBIZZDLSA %7 T v o L TWDAREMENREL 20 9,

ZDN—HF % WO THEZREZME L TSV, XA 7 2 LSA TOME %L, LSA ID OEBEMN
JFROFREMERH Y £3, AT 5LSADGE, ZOTT7— Ay b=V @RELTWNDHL—
B LB BRI SN T VWAL —F TIL—Z IDVEHL TWDAREERH Y £, REL
ERFy N —27 T, ZORA =132 OO 52O H T LSA WAL BRIEEN T
WAHZEEEELTWAGAELLVET, ZOXA 7D —RAEFHAET HI2IL, Cisco TAC 12
BWEDELEE,

Io— A “Jt_:) $ASA-3-613016: Area string router-LSA of length number bytes plus update

overhead bytes is too large to flood.

B L— XX, Huge VAT ANy 77 Y4 X FIZ[LOSPF 7' h 2/ KSR REL#
ADHN—F -LSA ZMFEL L O & LE L,

WRE7 I av G shiz b= R LSAY A X+A— 3=~y F) HHuge VAT L3y
T7 YA RERBATNTH, 65535 31 MR OHEIL (OSPF 71 b 2 L MEET LK

) \ Huge VAT ARy 77 YA AEWOT 2 ENTEET, ESINZ h—F LEDN 65535
FOREWGEIE, W SHZFEIKD OSPF A v ¥ —7 = A4 ADOEEHIT 2 LER H Y £

B
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613017

613018

613019

613021

613022

613017 [

I5— * ‘yt—‘“) $ASA-4-613017: Bad LSA mask: Type number, LSID IP address Mask mask

from IP_ address

SHEA L—Z X LSA ORETTORENRE > TW7-0HI0, BER LSA A7 L L HIZ LSA &
TRV ELE, ERELLT, ZOAL— R NINV—TFT 4 T T —TNMIA VA =L ENTNE
A,

WRT7IaY RERAZ EEBITLSARETLV—XEH L, TOLSADFXy hU—I7 D
REBERZEBELET, ELWLT Ny 2oV, Cisco TAC IZfIW A b T &,

IS— Ay ‘t'—:) $ASA-4-613018: Maximum number of non self-generated LSA has been exceeded
“OSPF number” - number LSAs

B FEA CERK LSA Ol KEZ B A £ L7,

WR7I232 Xy NT—THNONL—ZPREREDOER L LTRKED LSA 24K L TWE )
EomEfER L ET,

Is5— A “jt—:) $ASA-4-613019: Threshold for maximum number of non self-generated LSA

has been reached "OSPF number" - number LSAs

ERBA JEH CARK LSA DOFRRED L EVWVEIZEL TWET,

WRT7I232 2y NV HNONL—ZPRBREDOERLE LTRKED LSA 4L TWDE )
EODEMERLET,

I5— A “J‘t’—:) %ASA-4-613021: Packet not written to the output queue
EREA W= T —23 A L E LTz,

WR7HIVIVTTI— Aok —T FE, BLOZOTIT—DFKE L2712 kOFEAN
Zat— L. Cisco TAC IZTRH LT 7Z &y,

I5— AvYt— 2asp-4-613022: Doubly linked list linkage is NULL
SREA N7 — AL E LT,

HRF7O Ay 27— Avt—Y RE. BLOZOZT—DFRE o742 b OFEMM
Zab— L. Cisco TACIZH#H L TL &,
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613024

613025

613026

613027

613028
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Io5— A ‘yt_:) $ASA-4-613023: Doubly linked list prev linkage is NULL number
FRBA N =7 —3 AL E LT,

W7 a3y T7— Avb— RE, BXRZOZT—DFENE oo A X2 FOFEM
Zatr’™— 1L, CiscoTAC IZfEH L T 7Z& W,

e

Io5— A ‘yt—*‘) %ASA-4-613024: Unrecognized timer number in OSPF string
BB NI T — M JEAE L E LT,

ME7I9 30— Ayvb—, RE BEOZOZ T —DFEKR ER o724 X0 N O
Zabt—1. Cisco TAC IZHEH LT 72 &V,

Io— A “Jt_:) $ASA-4-613025: Invalid build flag number for LSA IP address, type number
EREA N =7 — 3 L E LTz,

RT3y 27— Avte—V BWE, BLOZOXT—DFRKE R o7 A X2 b OFEHM
Zat— L, Cisco TAC IZTEH LTS 7Z2& 0,

]

Is5— A “J‘t’—:) $ASA-4-613026: Can not allocate memory for area structure
B N =7 — AL E LT,

WR7I VAV 2T7— Avt—V FHE BLOZOZT—ORKERoTA X2 hOFEH
Zza b — L, Cisco TAC ([ZHEH L TS 72 &0y,

I5— A Yt— 2asn-6-613027: OSPF process number removed from interface interface_name
S8 OSPF 7't A%, IP VRE BRI TA ¥ —7 = A A DHIBREE LTz,
WMEFIav L,

I5— A yt—snsa-6-613028: Unrecognized virtual interface intetface_name.Treat it

as loopback stub route
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613029

613030

613031

613032

613033

613029 [Jj

BB A v 5 —7 = A A S A 773 OSPF U2 ko CRRME WA o T fath, M—T 78y 7 A
VE—T 2 ADART L— & LTHbLNET,

HREFZOaD L,

I5— A “J‘t’—:) $ASA-3-613029: Router-ID IP address is in use by ospf process number
B ASA RO T e A THEATOL—Z ID ZEDYTLIELELE,
HET7HV 3y TrtAD 1 DO —2 D ZRELET,

Io5— A “Jt_:) %ASA-4-613030: Router is currently an ASBR while having only one area
which is a stub area

ZiBA ASBR % AS External & 7213 NSSA LSA #1515 CT& DI EHE T A LERH Y 7,
HRT O a2 V—F O & e D fEI A NSSA F 72138 OElkic LE T,

Io5— A “Jt_:) $ASA-4-613031: No IP address for interface inside
BB A LA —T oA AFRA U MY —RA U FTIEHRL, BERH D THA,

WRT7IAVAVH—T oA AXALTHEET I, FlF3A 0 F—T A AZIPT R
AEFEELET,

Io5— A ‘yt_:)%ASA—3—6l3032: Init failed for interface inside, area is being deleted.Try

again.
BREA A =T = A ZDOHHUKIZKLE LTe, BRAONDHERITKRDO LB TT,

o A U H—T oA ADEG & 72 DEEDHIBR I N TTWET,
e B —H I N—EDIAN—F—E Ty 7 BERTEEHATL,

W7 AV A —T oA AR T A2 7 X2l —Yay avr RESIBLT,
HRITLET,

I5— * ‘yt—°) $ASA-3-613033: Interface inside is attached to more than one area

BB ALK —T oA AN, A X =T A ADY I HPSNOEE DA S —T A A T A
MI&EENTWET,
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613037

613038
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WRT7I a2 T7— Avb— BE, BXORZOZT—DFEKER-o72A X2 hOFEM
Zab— L. Cisco TACIZH#H L TL &,

IS5— Ay t_:) $ASA-3-613034: Neighbor IP address not configured
BB BRESNTNDIRAN=FT v a U TIEDH Y EH A,

#EEF Y a2 neighbor 2~ ROREAS T v a L MR L, TDOA T v arhh, £203x
AN=—ALB—=T 2 A ADFXy NI —2 I TLEIELET,

I5— Ayt — 2asa-3-613035: Could not allocate or find neighbor IP address
BB NI T =3 AL E LT,

WEF7IOa FRENTVHEBVICZT— Ay —V%a b — LT, Cisco TAC I[ZH
LTL7Z&EW,

Io— A ‘y‘t'—*‘) $ASA-4-613036: Can not use configured neighbor: cost and database-filter

options are allowed only for a point-to-multipoint network

ERBA R E ST R A N—1E, NBMA %y hU—7 THRHE &N, cost &7 v a 771
database-filter 77> a U NREINF L, TN DF T aid, RA Y MY —<IILFRA
VR EATDXRYy T =T ICORMERTE ET,

#AZT7 U 3 2 neighbor 2~ ROBREA T v a v EER L, TOFT T arin, £0Fx
AN=A U F=T A ADXy NI =7 I TH2EELET,

I5— A “J‘t’—:) %ASA-4-613037: Can not use configured neighbor: poll and priority

options are allowed only for a NBMA network

BB RE SN ARA N—E, RA DY =V FHRA U b Ry T =7 THRIEE L, poll A
TavE T priority A Y a UBRESNE LTI, TNHDOA T T a X, NBMA XA
DRy NT—=TIZORMERATEET,

#2279 32 neighbor 2~ ROREA TV a LV E2ER L, TOFT > arn, £720Ex
AN= A F =T 2 ADFy NI =27 A TEEELET,

IS5— Ay t—0 2AsA-4-613038: Can not use configured neighbor: cost or database-filter

option is required for point-to-multipoint broadcast network

. Syslog # v z— < 602101 ~ 622102



| Syslog # v+—% 602101 ~ 622102

613039

613040

613041

613042

613039 [Jj

BEARESNTODFIA NN, AV bY—vAFHEAS b Tr—FFxr Ak Xy hU—
7 E TR0 £ L7z, cost E721% database-filter 773 5 L OWTFNNERET DHLENH
D E£7,

#2327 32 neighbor 2~ ROREA TV a LV 2ER L, TOF T arn, 2%
ANR— A B—=T 2 A ADRXy NT—0 XA THEELET,

Io— A vt—’) %ASA-4-613039: Can not use configured neighbor: neighbor command is
allowed only on NBMA and point-to-multipoint networks

SEAREINTVWAERAN—=N, NBMATHRA v MY —</LF KA FTHRNKR Y b U —
7 ETRODH™Y FE L,

HREFTO AV L,

Io— Ay t—:/ $ASA-4-613040: OSPF-1 Area string: Router IP_address originating invalid
type number LSA, ID IP address, Metric number on Link ID IP address Link Type number

BB ZORX v E—VIOREINTZA—E DL A MY v 7 O LSA BEFEINTHWET, 2
NBNL—HISATHY, Vo7 AN v IRFudsd, Xy ho—7 Blav—5 407
N—T T T 4w THRENFETDERELRH Y 17,

WEB7HL 3y HEISNELSA L ELFL—XIC, BFHELSA XA TBIQOY v XA
WCEN2 A RY) v 7 BRELET,

Is5— A “J‘t’—:) $ASA-6-613041: OSPF-100 Areav string: LSA ID IP address, Type number,
Adv-rtr IP_address, LSA counter DoNotAge

BREANT =T —Z HEIRIZEIELE L, 207 — A v E—VICB#ET 28E~DZEITH
D EHEA

RT3V VAT LA ARV ZHRALET, AFUDBARLTWDLLAIE, ZODIlH
A~ =R A =PI SN EE AT L, AEYBFAFRIZZR /o &I, av s R
EHANLTCHLET, AEYNR+0bD5E1E, Cisco TAC IZE#HE L, show memory =< >
K. show processes =~ > N 35 U show tech-support ospf =~ > RO ML L T2 S
AN

Is>— A “Jt_:) %ASA-4-613042: OSPF process number lacks forwarding address for type
7 LSA IP address in NSSA string - P-bit cleared
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613104
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SRBANSSA = U FICE(THREARIZIE T FLANH D A, FRELT. PEY FE27 U T
HVENHY E9, NSSA F T AL —FIHX A TP TLSA XA 7 5LSAICEH L EHE A,
RFC 3101 #ZM L T &0,

WRT7HL a3y T RRFZALREINTIPT RLAT, e b1 o0, v X —T=A A%
NSSAIZHELET, 7 RANF A XA MITFAL LA Y 2 DIRREITIRAFE L2 Tad, v—"
Ny P HEBRBSELIICLTLLEZN,

IS5— AYt— 2asn-6-613043:
R ADT—HRX—ABWh T MR ELE LT,

WRETDV AV VAT LA RAEVERLET, AFUBRREL TV DLHAEIL, Z0dIcH
A v —R A —EEDIYIELENETA T L, AT YBNFIHAREICR T EiZ, a~<v R
EHANLTAHAET, AEYDR+05 5551, Cisco TAC ([ZH# L, show memory =~ >
K. show processes =~ > K. 35 X U'show tech-supportospf =~ > RO 2L T 72 &
AN

I5— A “J‘t'—:) $ASA-6-613101: Checksum Failure in database in area s Link State Id i
0ld Checksum #x New Checksum #x

B AE VAR DT-DIC, OSPEINTF —ZRXR—ZATF v/ H b =7 —%HmHLE L,
#EFH 3> OSPF F'ut A5 i) LEd,

I5— AwHt— 2aSA-6-613102: interface s has zero bandwidth
BB A v H—T oA ADOWIEENRE 1 LG STV ET,
WRT7I 3D RE

I5— Ayt— 2asn-6-613103: i m changed from area AREA ID STR to area AREA ID STR
B OSPF DRENEEIZ L 2T, K Y= H#HO=Y TREREINT LI,
i3 A D S

I5— A vyt— 2nsn-6-613104: Unrecognized virtual interface IF NAME .
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614001

614002

615001

615002

616001

614001 [Jj

BB (IS v F =T = A R ZA T D OSPEV3 I &> GBI S e o loiesd, V=T Ny s
AB =T 2 A ADAZT L— L LTHRDRET,

RT3y RE,

I5— A “J‘t’—:) $ASA-6-614001: Split DNS: request patched from server: IP address to

server: IP address

SRBA 27U » F DNSICL > T, DNS 7 = U =MD —"mEREDT T A < U DNS
Y=Y F A LT FENTWET,

HRETH O ay RE,

Io>— Ay t_:/ $ASA-6-614002: Split DNS: reply from server:IP address reverse patched
back to original server:IP address

SEA 27U v~ F DNS 12X > T, DNS 7= U =232 DNS Y — 305t D5a e — )2 Y
HA LY FPENTWET,

HREFTH O ay RE,

I5— A ‘yt—Q $ASA-6-615001: vlan number not available for firewall interface
FRBA AA v FIZ X 5T, VLAN 28 ASA D HIFR S E L7z,
RT3 AE,

I5— * ‘yt—*‘) $ASA-6-615002: vlan number available for firewall interface
FRBA AA v FITE 5T, VLAN 28 ASA lZBInSinE Lz,
RT3 AE,

I5— Ayt — 2asa-6-616001:Pre-allocate MGCP data channel connection for
inside interface :inside address to outside interface :outside address /port from

message type message

SRBA MGCP 5 — % F % V¢ (RTP £ 721X RTCP) 1TEHIV U THEALTL ., ZDRA vy E—
VITHA DML, BHEOFEREIVUMTCTEEH LA vV REINTWET,

RT3y RE,
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617004
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Io5— A ‘yt_:) $ASA-6-617001: GTPv version msg type from source interface

:source address /source port not accepted by source interface :dest address /dest port

SR EoRIIETIC XV ZITF AN OGNERATLE, ZHULES . Create PDP Context TR TF
NEINET,

#REFTH a0 RE,

Io— Ay t_:/ $ASA-6-617002: Removing vl PDP Context with TID tid from GGSN IP address
and SGSN IP address , Reason: reason or Removing vl primary |secondary PDP Context with
TID tid from GGSN IP address and SGSN IP address , Reason: reason

£%BA PDP =t o7 &% A N NHARYIANIZ 22 5 72728, Delete PDP Context Request/Response 73
ST, Fid— PR CLI 2 L TPDP 27 % 2 M & HIBR L7272, PDP
AT HRARNNRT = ER=ANLHEIRSNE LT,

RT3y RE,

I5— Ayt — 2asa-6-617003: GTP Tunnel created from source interface :source address

/source port to source interface :dest address /dest port

E5BR Hiok % 521 AAL7z Create PDP Context Response % 3215 L72f21Z., GTP k> FADBMERK S
F L7,

WET7H a0 R,

I5— A Y+t—2 3asa-6-617004: GTP connection created for response from source interface

:source address /0Oto source interface :dest address /dest port

£5BH Create PDP Context Request W SGSN > 7} U > 7 7 R L A £ 721X Create PDP Context
Response WO GGSN 77U 7 7 KL AN, ZOERFEFINEZFEL T D SGSN £7-
T GGSN & ft7p > Tk L7z,

RT3y RE,

I5— 4 vt— ASA-6-617100: Teardown num_conns connection(s) for user user_ip

£5B3 RADIUS accounting stop ¥ 7= (% RADIUS accounting start #3215 L7272, ZO2—F D
fEA Bl S 4uE L7z, RADIUS accounting stop & 72 /& RADIUS accounting start (21X, H& D 7=
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618001

620001

620002

618001 [Jj

OIZRY) = vy FICRESNEBUEREENTHET, Z0a—F = NI NFHET 55
B BMES, Zoa—F = P UITH LTRSS TV EMEE B LE-ATLE,
 num_conns : I 7 O XL
suser_ip : =—H D IP 7 KL A (Framed IP &)

HRFTH O ay RE,

I5— *vt— ASA-6-618001: Denied STUN packet <msg_type> from
<ingress_ifc>:<source addr>/<source port>to <egress ifc>:<destination addr>/<destination port> for
connection <conn_id>, <drop reason>
B Z @ syslog 1% 4313009 ZET/LICLTWET, ZOA Y=V 1LY 2517
L— PR STV ET,

» msg_type : STUN A »vt&— % A 7 DA

e ingress_ifc : /N7y RBREFE LA U F—T = A A

esource_addr : N7y FEFELIZAAFDOIPT FLR

e source_port : /37 M EFE LA A FOR— M5

s egress_ifc : /X7y RREHEINDA X —T = A A

« destination_addr : /X7 > hEZETDHHRARDIP T FLA

« destination_port : /X7 v N EZET HHRA FOR— M EE

« conn_id : [EA DO#HzfE ID

* drop_reason : STUN /X%~ R I3BEFE 7= B

HRETH O a Yy RE,

I5— Avt— %ASA-6-620001: Pre-allocate CTIQBE {RTP | RTCP} secondary channel for
interface_name :outside_address [/outside_port | to interface_name :inside_address [/inside_port | from
CTIQBE message name message

SBA ASA TlE. B SHNIZCTIQBE AT 4 7 N7 7 4 v 7 i A 7Y =7 MRNEI D Y4 TH
HTT, ZOAvE—I1F, 10T I EILFRENAZWVEIICHBRSATWET,

HREFTH O ay RE,

I5— A vt—Y %ASA-4-620002: Unsupported CTIQBE version: hex: from interface name
:IP_address /port to interface_ name :IP_address /port

B0 ASA 2. PR — h LTV AN—U 5 V&SRO CTIQBE A v e — V%L, <7y k
FHELE L, 20X yt—EF, I0RBICIE LR RINZRWNE DIIHIRES N TWET,
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WRFTI 3ol Aybt—VICBRDIAENTNDE A=Y 3 VESNPRELIZRKREWEES (10
XV REWES) . Xy hOBARER- TS, CTIQBE LIS D M v THh D, £
ASAZRIET HRNCHE SN TWA RSN H Y £7, X7y NOEFETLEHRIT L & &H
TLET, N—VarBFEEREEN/NSREME (10LLT) AL, Cisco TAC IZfWE b
BT, ZOCTIQBE N—V 5 U &AW R — M5O ASA A A —I N AFHEENE 5 0%
~NFET,

I5— AYt— s5asn-6-621001: Interface interface name does not support multicast, not enabled

B~ LF XY A REYAR—FLTWWARWAS X —T 24 A LOPIMAZA X—TMIZLED
ELFELE,

HET O S a Y BENER L22WEEA1E, Cisco TAC IZBRIVWAEHLEL &N,

I5— Avt— sasn-6-621002: Interface interface_name does not support multicast, not enabled

S~ ALFF Yy XA NEYR—RF LTRSS Z—T 2 A4 A LEDIGMPZA X —7 ML LD
CLFELE,

BT 3y MENRPR LR WERE 1T, Cisco TAC ITBRIVWE b L &0,

I5— A “J‘t’—:) %ASA-6-621003: The event queue size has exceeded number
BB ER ST A N N v 3=V B EESN A B A E LT,
HRET Y D3 BEPMER LA, Cisco TAC IZBBWEHE L 20,

I5— A vt— 2asn-6-621006: Mrib disconnected, (IP_address ,IP_address ) event cancelled

SRBA T — ZEREN A X N EEEIT ANy B EZE LT, MRIB~OEEGENZ 7 LTWE
L7, Iy L ENE LT,

BT a3y BENMER LRWEA1E, Cisco TAC IZBRIWShEL ZE0,

I5— A vt—2 2asa-6-621007: Bad register from interface name :IP_address to IP_address
for (IP_address , IP_address )
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622001

622101

622102

622001 [Jj

B ST — RA U P ELTHREIN TS, $IENAT TEESINTWA PIM L—X
DEIDO PIMIL—Z NS PIM LI AZ Xy baZELE Lz, 2Oy RO 7l
ST — 2 I38EE T,
RT3 EELV—FDPETSTRFCUND L UV AX ZXELTHET, HERDNL—F
TS L—RLET,

I5— Avt— sasn-6-622001: string tracked route network mask address , distance number , table
string , on interface interface-name

BB BRI — RV —T ¢ 7 T—=T MK L GEME RIS E Lis, Zhu,
BRI A 7T V=7 NOWRENRT v T ERIIE T b Ebolml EEERLET,

« string : Adding ¥ 72 1% Removing

s network : %> NU—2 7 KL A

smask: X NI —J <A

saddress : 77— hU A 7 KL X

s number : — T RI=ANL—TFT 47 T 4 AX LA

s string : N—T 4 T T—T V&

s interface-name : nameif 21~ R THEINT A V¥ —T7 = A A4
HET7V a3y RE,

I5— Avt— sasn-6-622101: Starting regex table compilation for match_command ; table entries
= regex_num entries

W FEHERBRa L A NNDONR Y I ST R T T4 T 4 T B RAFR T LET,

* match_command : \EFRELT — 7 VN BEEAHT 530 TV % match =2~ 2 R
s regex_num : A NA )V ENDLEREH T Y O

HREFTH o ay RE,

I5— Avt— 2asa-6-622102: Completed regex table compilation for match_command ; table
size = num bytes

BBA ERHEB A ANANDONRy 7 7T R T T 4 T T LERERRLET,

s match_command : ILFRRIL 7T — 7 )V BEREAS T 5T % match 2+ > R
cnum : AINANENTZT =T NDY A X (/34 FHATL)

HREFTH O a Yy RE,
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