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UF—4 kv N T—0 & r—F L CHHRELE T,

FIE

JIRAEGEY) 7 2y hU—7 BERAY FU—J BIOT—HF Xy NU—T B —T
N LET,
GE) JIGAFIZEBNMTDHE 2=y bERET DN, il &b, TI9T7 4777
FGALHNIEY T Ky NT—T BYLBETT,
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£1=y rTDI528 1v58—T 112 E—FoEE [

TyTARN)—LEHT T AN —AOMEHRET DMLENH Y 7, 72& %X, EtherChannel
Z 9 53HA 1%, EtherChannel D7 7 A b U —AL/Z 7 A b — MEER 2R E T D LEN
HYET,

BAZYFTDISREAVEA—T AR E—FDETE

FIE

&

ATy T2

75 AR TR T HENT, A3 R EtherChannel Z {5 X 9517747 7 +—/b
EEWMTANENHYET, 7I5AX Y ko THEATEX DA VX —7 = A AOFEMEI
[RENd720, Z0O7etvATiEE, EFEOREICHEBEDR2 WA 2 —T 24 ARHDHNE D
MEWRL, YR—FINTWRNA, U H—T oA AEZRETEXRNEIICLET,
1R BHHEIIZ

¢« B— ROFREIL., 7 T AXITEMNT 54 ASA THEBNIAT I LERH D F7,

EHEMA =T 2 A AFTNOTH, A F—T A A (HE) L TRETEE
T, BEHA LA —T A AF, HA X =T 2 A AL THZENTEET (FT AR
TLYyN T77AT U=V E—RDLETYH) ,

EHA LR —T oA ZAERIA B —T oA AL LTHRETDHE, BHA L X —T AR
WXL TCEAF I IN—T 4 o T oA X—T NI TEEY A, AZT 47 V— & fl
AT H20ENRHY 7,

HEMEDOR a7 4 X¥alb—ra & FKRL, BRI X —T7 24 AE—RIZLTHT
AT A F a2l =YgV EEETELLOICLET, Zoavy RTIEE— NIEFEESNEY
/\/o

cluster interface-mode spanned check-details

1 -

ciscoasa(config)# cluster interface-mode spanned check-details

IITAZN TR A =T 2 A FT— RERELET,
cluster interface-mode spanned force

&1

ciscoasa(config)# cluster interface-mode spanned force

FI7 NV EREEH Y THA, WRIICE— FE2BIRTOILERSH Y £9, E— FE2RELT
WRWEARIE, 7 T9AX VU T hAX—TNIZTEERE A,
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B #o1-vrcors—7zqz208%E

force 7L a v EREET L E, BHHEOR NI 7 4 Xa L— g COBREIXITOTICE—
RRELEINET, a7 4 FXab—rva  OfENPSLIHEIT, T— NEEE LIZRICFH)
TRPTHVERNDVET, AV FZ—T 2 A AT 4 Fal— g OEENTXLDIX
T— FOREZRIZBOENDDT, forced FaraHH+TA2ZL2HBELET, ZDLHIC
THIE, HIETH, BEOa L 74X a2 b—2a VORENOHBETEET, S &V
ANMBEIRGENT, T — REHE L7 T check-details 47> 2 VA HETLET,

forced 7 a ERELRVE, A2V a7 4 X2 b—2a U RH5EIF. v
TA4FXa2l—2arE 77 LTI — KT ROLNDEDT, 2y —/LR— MIHE
ML TEHET 7 ERAEHRETHILERDY ET, 27 4 Fab— a3 VZABREDOREN
WA (ENr—R) | T RPEEIN, a7 4 X b—ra RIS ET,
AT A4 X2l —varEIIVTLELSBRWEAIX. nZ AL TCavy REKTLET,

A B —T A X FB— REfERT 5121, nocluster interfacemode =~ > R&Z AN LE7,

HEL=Y FTODA VB —T T4 ADHKTE

I TAZN T EHENCT AR, BAEIP T RLARRESN TWDHAS VA —T = A%
TALZKIGCETTHMLERH Y £, oA o H—T 2 ATHONWTUX, FTAX) T %
ARX—=TNMITHRETLIF LB TRETEET, BT 4 X2 b—va VRHLWY
FGABAUNERAT AL OIC, TRTOA L F—T oA AEHFNIRETH I EE2HETLE
7

CTITE, VTR FN T HBE R DDA H—T oA AERET D IFIEICOWNTIBA L
F7,
EEA A—DT A RE@EMNA VA —T A RELTHRET S

MR A v B —T oA ATEEDONL—TFT v R A B —T 24 ZATHY . TNENRNEHDIP T
RLRZIPT RLA = AMBEGELET, AL ZVTAZIPT RLVRIE, FDJ T AKX
DIZHODEET RLATHY, HICHEDT 74~ 2=y MIBLET,

TEA =T oA AEERA LV F—T 2 A AL LTHETHI E2HERE L 4, [AREHEA
VH =T o R BHIE, MBG U TH =y MOEERER TX £33, A/ K EtherChannel
A H =T 2 A ATIE, BEDOT T4 <) 2=y b~DER LINTEEEA,

4R8O HREIIC

N TF AT XANE—ROLEIX, ZOFIEEZETHRANTHEITLES, £752
VTFXFAN T 4 F2b—r 3 = FICASTWRWEATL, changeto context name
av U Re AN LET,

e (ATFvav) AvH—T A AET /A A —N /L EtherChannel f ' X —7 = A A & L
TERETH, BIOYTA o F—T oA AERETHIEELMEID)S U TITUVWET,

« EtherChannel D34, Z @ EtherChannel I = MMZXfLTr—H/LTHH, AN
I EtherChannel TiZdH Y FH A,
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FIE

ATy

ATy T2

ATvT3

ATv74

EEALA— T REEBA V-T2 LTBETS

2—HVIP T RL A (IPv4 & IPv6 D—FE£721EMl ) OF—NVERELET, ZOT RLR
D1OW, ZOA L F =Tz A AFIK 7 TAX 2=y MZEID Y TORET,

(IPv4)

ip local pool poolname first-address — last-address [mask mask]

(IPv6)

ipv6 local pool poolname ipv6-address/prefix-length number_of_addresses

1 -

ciscoasa(config)# ip local pool ins 192.168.1.2-192.168.1.9
ciscoasa(config-if)# ipv6 local pool insipv6 2001:DB8:45:1002/64 8

KIETH, 7 7AZNO2=y MIERILEDOT RLAREGENDL L HICLTLEEN, 77
AR EPERT D TEOHZEIE, 7 RVAEHOLET, BUEOT 74~ 2=y NMNIFETH A
AL VFGARIPT RLAZ, ZOF—1LO—HTIEHY EFHA, 4T, FLxry hT—27 D
IP7 RLVAD 1 D&AA L 7T AXIPT RUARICHERL T EEW,

Fazmy MIEID Y THNLe—AL T RL A%, FANZIEMICRET D2 Z L IETEETA,
Ka=y FTHEHINTWDT RLAEZEKRT HITIE, showip[ve] local pool poolname =~ >
REAHLET, K7 TAZ AL, 7T AZIIBMUIZE XA ANID BEIYETH
NET, ZODDIZL->T, = bR ENSsa—/VIP BRELET,

A B —=TxAf A a7 4 F¥al—arET—R2RBLET,

interface interface id

1 -

ciscoasa(config)# interface management 1/1

A B =T 2 A AGEBREHE—RNIIEREL TN 7oy RBBLAVE S ICLET,
management-only

T4 NTIR, BEAATOA X —T o AFEBEHEHE L TRESNET, FT7 AR
TV RFE—FRTIE, Z0Oavy NIEBRXY A TDOA X2 —T7 oA A L TEIZA =TV
12720 F9,

AR —T A ZADLFTEIEELET,
nameif name
&1

ciscoasa(config-if)# nameif management
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B e 5oz 8@ 85— Tz ARELTRET S

ATy TH

ATvT6

ATy 17

name (3 K 48 LFDT ¥ A M FHITT, KXFE/ILFIEXMESNEFA, LBIEEFET
L%, Zoa<wr RTHLWMEZFHA LET,

A D TALDIPT FLAEZREL, 77 AZ T—NaEELET,
(IPv4)

ip addressip_address [mask] cluster-pool poolname
(IPv6)

ipv6 address ipv6-address/prefix-length cluster-pool poolname

1 -

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ciscoasa(config-if)# ipv6 address 2001:DB8:45:1002::99/64 cluster-pool insipvé6

COIPT RVAE, VF9AX 77—V T RLALREILRY NU—7 FIZFEEL TV DLER D
DETN, T—MIZEENTWTIEERD ERA, IPVAT KL AL IPv6 7 RLAD—FFE721%
W HFEHRETEET,

DHCP. PPPoE., BLX O IPv6 BEIFREIZV AR —FENFHA, IPT FL AZFHTHRET D
ERBHY F9,

tF2VT 4 LULERRELET, number 121%, 0 (BIK) ~ 100 () OB¥AIEELE
K

security-level number

51 :

ciscoasa(config-if)# security-level 100

A B =T oA A% A F—T M LET,

no shutdown

1

WOBITIE, A —%Fy M IBBLOA —H Xy b 1AL E—T = Z%T /A A
v — 77 )L EtherChannel & L CE%/E L T2 5., I @ EtherChannel Z{&ER]A > % —7 = A
AL LTHELET,

ip local pool mgmt 10.1.1.2-10.1.1.9

ipv6 local pool mgmtipvé 2001:DB8:45:1002/64 8

interface ethernet 1/3

channel-group 1 mode active

no shutdown

interface ethernet 1/4
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Z /%> K EtherChannel D% E .

channel-group 1 mode active
no shutdown

interface port-channel 1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt

ipvé address 2001:DB8:45:1002::99/64 cluster-pool mgmtipvé
security-level 100

management-only

Z 7% K EtherChannel D% 5E

A% R EtherChannel (%, 7 7 AZHNDTXTDASAIZIENR D HDTH Y . EtherChannel DE)
EO—EE L Tr—R RT3 7 HITH N TEET,

188 BRI
o AN K EtherChannel f > Z—7 = A A E— NIZTHALERH Y £77,

cINTF AT HRADN T— FOLAIE. ZOFIEE AT LFATAN—ATHIBLET,
EFEVAT A AT 4 Falb—Tay E— RIAS> T RWEETX, changeto system =
~V REANLET,

e T UART LU N E—FDOBEAEF, TV vV IN—TERELET,

« EtherChannel |Z 13 KEB LR/ D Y 7w HRE L7\ T< 723V, EtherChannel ™
KB L OERANDY > 78 DFEE (lacp max-bundle =< > R & port-channel min-bundle =
<V R) X, ASAL AL v FDELLIZBWTHITORNWI EAHERLET, b A8
MT2MERDH L5613, WORITEREL TSN,

*ASA ETRHREIND Y 7 OBRKEIX, 7T AXBIEOT 7T 47 R—sDEFE
TT, AA v F ETHRESINTZHEKRY 7 HOMENR, ASATOEEZBZ TV RN &
FHER LT &,

s ASA L TREINDIHR/NI 7T, R—FF ¥RV A X —T A A% EENT S
T=DDEMNT 7T 4 TR =g (2=v bH7=V) T, AA vF ETIE, &NV~
IEIT T T AZBERORNY B THhDHIED, TOfEIXASA TOfESIT—FH L E
A,

T FN OO —RNRT T T ALEERELIRNTL 7ZEW (port-channe
load-balance =~ > REZ &) . AA v FTlL, 743 Y XA source-dest-ip L7213
source-dest-ip-port (Cisco Nexus OS 35 & U Cisco I0S @ port-channel load-balance ==~ >
Na2) 2T 2B LET, 77 AZNDASA~D FT 7 1 v 7 HH5E
WM SNRKRDZENDH DD, n— Ty 7 7Y AT, vian F—
U— REHEHLZNTIES N,

* lacp port-priority =~ > K & lacp system-priority =~ > R, A/~ K EtherChannel (2%
RS EE A,
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FIE

ATy T1

ATvT2

ATvT3

ATvT4

. Secure

Secure Firewall 3100 D ASA ¥ 5 X 2 @) & FASecure Firewall 3100 D |

B

X JE

o Z/% R EtherChannel Z i i L CWAHE, 7T AX ) VT RERIZA F—T MR D E
T, R=FF ¥RV A Z—T oA AIEBLETA, ZOBELZLY, 7TRAEZDT Y
TATTEHRNZ=y NI NT T 4 v 7 BEBESND ORI ET,

F ¥ XN TN—TIGEMT DA v H—T oA AERELET,

interface physical_interface

&1

ciscoasa(config)# interface ethernet 1/1

physical_interface ID (21X, # A 7, ZAm v b, BLOKR— &5 (type slot/port) 255 £ E
T, FXYRNITN—TDZDRYDA X —T 2 AL H>T, ZI—THNOMDTXTDA
VH—=T 2 A ADHA T EHRENRE Y T,

EtherChannel IZZ DA VX — 7 = A A %&HE ) ¥ TET,

channel-group channel_id mode active [vss-id {1|2}]

&1

ciscoasa (config-if)# channel-group 1 mode active

channel_id (X1 ~48 T4, ZDF ¥ XNV ID DR—FF ¥ )b f L H—TxAf AN T 4
Xal—va VMCEEFELRVWESIT., HEMICBMESLET,

interface port-channel channel_id
active & — R721F 25 A X K EtherChannel (2%} L CHAR— FZE T,

VSS. VvPC. StackWise, 7213 StackWise Virtual ? 2 5D A A~ F|Z ASA Z 89 D A1,
DA E—=T oA A% EDAAL v FICHRT 202 BET 572Dl vssid ¥ — U — RERIE
LET (1 F£721%2) . £7/-. A7 v 7 6 T port-channel span-cluster vss-load-balance =~ >
RER—FF¥R A F—T oA AL THERTALERHY F9,
A —=T 2 A A% A F—TMILET,
no shutdown

(A 7> 3 ) EtherChannel IZE HIZA VX —T = A A& BT A%, L7 vt A&
DIRLET,

&1

ciscoasa(config)# interface ethernet 1/2
ciscoasa (config-if)# channel-group 1 mode active
ciscoasa(config-if)# no shutdown
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ATv 75

ATvT6

ATy T1

ATvT8

R8> K EtherChannel D% E .

2=y T LI DA X —T = A A EtherChannel 28 £ T\ 5 &, VSS, vPC,
StackWise, & 7-1% StackWise Virtual D A A v FIZE T 255 ICE LB ET, 7 74/ R T
X, VT AFDERANTERRKIMEADT 77 4T A H—T = AD B, AR
EtherChannel 2MEH T&E 2 DF AT TH A Z LICERBE L TL &Y, YDA v H—T =
A AT VI BEEROTZODAZ L NA T, HLVES DT I T 4T A B —T oA A%
BT HI2E (P LAZ A, A H—T oA ZATIE7<) | clacpstatic-port-priority =~
VREHERALTCEATFTIv I A= TP IAF VT4 5T =TI LET, XA FTIvT
R=KNTIAF VT 4T 4 8—TNZTDE, VITARAXRKRTRRREOT 7T 47 Vv
JEEHTEET, HEXIE 1I6BEDASANLERD 7 T A DAL, 4 ASA THRA2HO
A B =T 2 ARFEHTE, A% KN EtherChannel DEEFHI 32 A v F—T =24 AL F
7

R TF ¥RV A E—=T oA ZAEEELET,
interface port-channel channel_id

1 :

ciscoasa(config)# interface port-channel 1

DA VH =T =2 A AlF, FXRNVNITN—TNA v HZ—T A A%BM LT EEICHBIICE
BREN=HLDTY,

Z @ EtherChannel % A3~ R EtherChannel & L CEE L £,
port-channel span-cluster [vss-load-balance]

1 :

ciscoasa(config-if)# port-channel span-cluster

ASA % VSS., vPC. StackWise, F 7= StackWise Virtual ® 2 5D A A~ F|\ZHEHET D HA L.
vss-load-balance F— U — FZFEHA L TCVSS 0 — KNNF U 0 T oA 2—T M T H0NEND
DE9d, ZOMREAFHT D L. ASA & VSS (721X vPC, StackWise, StackWise VirtualvPC)
X7 L OMOWMIY I EROAMPHEEIIORSINET, n— KR F v T EA RX—T L
T DRNS, AL N— A H—T = A A% LT channel-group =~ > R vssid ¥ —7 —
REBRETHLENRHY T (AT v 7 2%25M)

(FFay) R=brFxRrNAh A B —T oA AZADA—H Ry N FaXF 4 2R ELET,
TOFREF., @A =T oA AWK LTHEREINTT e XT 0 L0 b ELEEINET,
INEDNRITA=ZFTTF ¥ RNV T N—TDFTRTDA L Z—T 2 AT—H L TWDELERD
B2, ZOFEZINSDNRT A= EHRETDHa— "0y MR £,

(47> 3 ) Z®EtherChannel FIZVLANY 7 A % —7 = A ZZERT 5 FEDOEEIL.
ZOFESETERLET,

1 -

ciscoasa(config)# interface port-channel 1.10
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ATvT9

ATy 710

ATvIN
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B

X JE

ciscoasa(config-if)# vlan 10

ZOFIRDEY OEFIE, BT A o F—T A RTEH S NET,

(FVFar7TFANE—F) aVTFXFANAUE—T oA AEFVYETET, TDHKT,
WRDOERBVIZANLET,

changeto context name
interface port-channel channel id

1 -

ciscoasa(config)# context admin
config)# allocate-interface port-channell
config)# changeto context admin

config-if)# interface port-channel 1

ciscoasa
ciscoasa

ciscoasa

N F arsTEARNET—ROESIF, AV F—T xR T 4 X2l — g 0N DE
MK TR NN TIThILET,

A B —T A ADALHIEEELET,

namef name

1 :

ciscoasa(config-if) # nameif inside

name |3 K 48 LF DT F A M XLFHITE, RLFL/PLFFEMSNETA, ARTEEET
DITiF, Zoa<wr FTHLWMEZHAD LET,

77 AT T AL ET— RIUEL T, ROWTINEFITLET,
=Ty RE—R:IPVAT RLRLIPV6 7 RLAD—FEIIFW a2 ELET,
(IPv4)
ip addressip_address [mask]
(IPv6)
ipv6 address ipv6-prefix/prefix-length
i

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if)# ipvé6 address 2001:DB8::1001/32

DHCP. PPPoE. B X UNIPv6 HEIRTEIZVR— FENFEH A, RA LV MY —iRA v MERE
DA, 31 By FOY T xy b ~wRA7 (255255.255.254) #IEETEET, ZOHA.
Ty NI =7 F137 0 —REY A KT RLAHDOIP 7 RLAIZFRHINETA,

e "NFTLUARTFT LU NE—R A B—T 22527 Y v TA—FI2E0 B TEL,

bridge-group number
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ATvT12

ATy 713

ATv 714

R /%> K EtherChannel D% E .

il

ciscoasa(config-if)# bridge-group 1

number X, 1~ 100 KT, 7V v FNA—TIImK A DA L X —T = A A%
BlVYCTHZENTEET, Al—A X —T A REEEDOT ) v 7 N—TF128) 4T
HZLIITEEEA, BVIDa L 74X 21— g P T FLAREEN TS Z
EIZHEBE LT &N,

X2 VT4 LV ERELET,

security-level number

1

ciscoasa(config-if)# security-level 50

number (Z1%. 0 (B FAL) ~ 100 (B EAfr) oK E2EELE T,
BIER 722 v b U — 7 ORGREZ [EEET 5 72912, A% K EtherChannel @ 7' 2 —/3 )L MAC
T RUVAEZRELET,

mac-address mac_address

1 -

ciscoasa(config-if)# mac-address 000C.F142.4CDE

MAC 7 R U AN FEEEE SN TV DA, %@ MAC 7 R L A XHEOHIE = NMIEE
DET, MACT RLAZFREL TWARWEEIZ, o=y "MIEEINTHGE. F LW
=y NMIA ¥ — 7:41_ﬁL%NMC7FVX%ﬁﬁbiTO:ﬂKiU\*ﬁ%ﬁ
Xy NT—7 OEIERBEAET D AHREMERH Y £,

YNF A THRARNE—RTE, 20 7TXFAMATA v —7 o4 22 EFT5551F. MAC
T RUVAOHBEREZADICL T, FEITMACT RLAZZRELRLS CTTr kol LE9,
A L —T oA 2B, ZOavwr FEEHLTMACT RL 22 FEITRET S
PENRHDHZ EICERELTLLEEN,

mac_addressiX, HHHEXTHRELEd, HIZ16 £y Fo 16 5T, =& 21X, MACT
FVX%@OHA@@DEm\MMWMLMDE&AﬁLifO

HEER S MAC 7 RV ABEHT 254, FEITED H¥T25 MAC 7 RLADEREFID 2
NA MZTZ A ZEHTE A,

MW= RE—FRK) A " NEZFRAZ V) TOHE. A4 FZ 224 NEEDMACT K
LZABIORIP T RLAZHRELET,

mac-address mac_address site-id number site-ip ip_address
11 -

ciscoasa(config-if)# mac-address aaaa.l1111.1234

Secure Firewall 3100 D ASA ¥ 5 X 2 DR .



Secure Firewall 3100 D ASA ¥ 5 X 2 @) & FASecure Firewall 3100 D |
B x50 7av7 xa—vavonm

ciscoasa(config-if)# mac-address aaaa.llll.aaaa site-id 1 site-ip 10.9.9.1
ciscoasa(config-if)# mac-address aaaa.l111l.bbbb site-id 2 site-ip 10.9.9.2
ciscoasa(config-if)# mac-address aaaa.llll.cccc site-id 3 site-ip 10.9.9.3
ciscoasa(config-if)# mac-address aaaa.l1111l.dddd site-id 4 site-ip 10.9.9.4

YA FEAEDOIPT FL AL, 77— L IPT RLVARALELCY 7 Xy b EIZHDZNERNH D F
T, 2=y hMEHTLIYA FEADOMACT FLABLIWRIPTY FL AL, o=y hOT—
A RT T ar 74 F¥al—2a B ELEYA FIDICL - THRZRY 17,

TJ— A FSw T a0 T74FX2L— 3 DER
T ITGAZNDE ) — RN T AZIIZEINTHITE, T—bA NI v TRENLETT,

FlE/ —FDOT—FrR 5y TOERE

I TABZNDE ) — KNI T AZIBMNT 52, 77— AN v TREDMLETT, —KH
Wi, 77 AZIZBINT DX ICRINCEHE L=/ — KB HIH ) — REeDEd, 7T7AKXY
VT AT LIK T, BEHMSRET D L. 7T AZORIE ) — RBERE I NLE

T, WANTT TAFNIZLIOD ) — RLnRni=d, 20— Rl ) — Rice v £4, 7
T ABIBINT 24660 /) — RiZ7T—4% / — Rz v £,

48 HHEIIZ

LT AKX al—varENRNy I T T LET, BT TRENLMIETAMNENREL
LEIHAT, a7 4 X2l —2ar2HTTERLIICLTELLZHTT,

e wNTF AT XA T ROLH, VAT LAFETAR—ATROFIEEZFATLET, =
VTXANPDLYAT KFATANR—=ZTHI D K X 5 I121F, changetosystem =~ > K& A )
LET,

P ITARRN T A X =T NEET 4 =TT AL, 3 —LR— NEERAT
HUENH Y F£4, Telnet £7-1X SSH 2452 LIXTEEH A,

BT Ds T AL — FEBNT 5 &, —RRIS, REMZRNT > b AR R ey 773
BETLIENHY T, ZHITEENOEETT,

« I T ALHY T DY A X H BN CHDRELTEEET, 77 AXHI#EY 7 OHA
7 (16 =—=v) ZBRLTIEZS N,

FIE

ATFY TN I IAZIBMT HENS, 7 7AZHHI 7 A =T = R A X—T NI LET,

BT ITRARN U A R—TNITHEXT, ZOA B —T oA A% FAREMEY)
ELTHERILET,
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s/ —roI— k2 r5yTonE |

FRURBDA B =T 2 A AR LGEX. BEROI TAZEIEHY) T A F—T A R
A LT 120 EtherChannel & 925 Z & #4352 $£9, Z D EtherChannel /% ASA 2% L T —
TN THY, AN K EtherChannel Tidd D £H A,

JIABHHY I A B =T 2 A AT 4 Falb—raid, #ilill) —RKhbT—4% ) —
RiZiFEREhERAN, Alar 7 Xal—va 28 ) — N TCHATILNERSH Y £
T 0T 4 Falb—ra L FERINRNZD, JTAZHEY oA B —T 2 A A
DRETA/ — FTEPNAT O BLERH Y £,

*VLIANY T A U F =T = A% 7 FAZHEY 7 & LTHMAT L2 LIFTEEEA,
B XXAVE =T A AE7 FAZHEY 7 ELTHERAT S ST TEEEA (B
7> EtherChannel 2220 59
Q) AV A —TxAf A7 4X¥al—rarT—REBLET,
interface interface id

1 -

ciscoasa(config)# interface ethernet 1/6

b) (f£&. EtherChannel ®#;4) EtherChannel |2 Z DMFLA X —7 = A A%EIY Y TEJ,
channel-group channel_id mode on

51 -

ciscoasa(config-if)# channel-group 1 mode on

channel_id (X 1 ~48 T, ZOF ¥ RV IDDR— R F ¥ R A U F—T = ARA Y
TA X2 b= a VICERFELRVE AR, BBNIGEMSET,

interface port-channel channel_id

I TAZEY 7 TCOREIR N T T 4w 7 BRI TE AL, 7 7AZHI#EY 70
AUNR—= A B =T 2 A A LTI OnET— REEAT L 2R LET, 7524
Y > 71X LACP N7 7 4 v DA —R—~y RELEL LEHA, ZIUIREES
2. BEL- Xy NU—7 THDHNHTT, iE: 7 —# EtherChannel % Active & — NIZi%

ETHZEaBEIDOLET,
) AVH—TxAfRE A X —TZLET,
no shutdown

VERHLDIFA B —T oA ADA F—T LT T, A ¥ —T A ADLRIRE
DIRTA—=H BB ELRNTL I,

d)  (EtherChannel ®34) EtherChannel BT 54 ¥ —T7 2 A AT LIV IRL ET,
i -

ciscoasa(config)# interface ethernet 1/7
ciscoasa(config-if)# channel-group 1 mode on
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ATvT2

ATvT3

ATvT4

ATvTh

ciscoasa(config-if)# no shutdown

TIALENEY A H—T o2 ADKRBE ) — FEHEELET, 7— XA X —T <A
AZDFARKMTU L0732 &8 100 351 FEVMEAIEELET,

mtu cluster bytes

1 -

ciscoasa(config)# mtu cluster 9198

MTU % 1400 ~ 9198 /XA hOMTHREL £, T 74/ hD MTUIL 1500 XA h T, 77
ALHEY > 7 ODMTU K, 7 7 AZGY 7 D NT 7 4 > 73T —# 37 > MR
ENEENDT-D, 7T AXHEY 13T — 23y SERIEOY A RNIINATIT T AX T
T4 I DF ==y RIZHRIET H2MERH Y 7,

72L& 2iE, MAMTUIX9198 31 R TH BT, T—HA X —T A ADHKMTU I3 9098
12720 7T AZEIEY 71X 9198 ICERETX E T,

IoawrREse— L ar7 4 ¥al—yay avy RCTR, J— RETER S
WT—hRA Ty T a7 4 F¥al—alO—HThbd0 E1,

I T ABZEHIEMNT, VTAF aT 4 Fal—vary BF—RILET,

cluster group name

51

ciscoasa(config) # cluster group podl

ZBINE 1~ 38 LFD ASCIL XFHNTHDHZ ENMETY, /—RILICRETEDLI T AL
TN—FX1 DT T, 7 T7AZDTXTOAANRE LA ZERT 2 0ER’HY £97,
7 TALDZDA L NDLFERELET,

local-unit unit_name

1 ~38 LFO—EDASCH XFHNEFEHLET, &/ — NIIT—BOLRBMNETT, 77
AZRNOMD ) — RER CARTZMT 22 3T EHA,

&1

ciscoasa(cfg-cluster)# local-unit nodel

7T AAEIEY v A H—T = A A (EtherChannel ZHt4E) ZIEE L £,

cluster-interface interface id ip ip_address mask

&1

ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.1 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel?2
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ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

s/ —roI— k2 r5yTonE |

BT B—T o f AEEHA X —T oA ZAFHFAIESNET A,

IP7 FLARIZIEIPVA T RLAZIELET, IPv6 I, ZDOA v Z—T A ATIIYHR— L&
NEFA, ZTOA L HF—T A A1, namef ZHRETAHLIITEEEA,

J—RZ&IZ, RLRY NU—27 FORRAP T FLAEZEELET,

YA NI TAZ ) T EERALTCWDEGE, 2O/ — KOV A4 FIDEREL, 4 NEF
DMACT RUARERHEIND L oI LET,

site-id number

1

ciscoasa(cfg-cluster)# site-id 1

number (21X, 1 ~ 8 OFIFANDIEEZ AT LET,
filf ) — ROBRRIZKT LD ) —ROTIFTAF VT 4 & ELET,
priority priority_number

1 -

ciscoasa(cfg-cluster)# priority 1

TIAFIVTA4IE1~100 THY, | D@D TI7A4 XYV T 4 TT,
(FFvary) 7722 7 ORIE ST 7 4 v 7 OFRGEF—ZFELE T,

key shared secret

1 :

ciscoasa(cfg-cluster)# key chuntheunavoidable

HHREIL, 1 ~ 63 3LFD ASCI XFHITT, LAMEIX, F—%2ERTHOIHEHIN
F9, ZOa<wr Rt T—HRANT T 4 w7 (EEIRET v 75— F@%ﬁéﬂéﬂﬁy
FA2E) I LEYA, T—FNNA T 7400 271%, BIZZUVT THFRALELTEES
nNET,

(A7 ay) LACPOEAFT Iy R—bNTI7A4F VT 42T 48— NI LET,
clacp static-port-priority

—EDAAL o FIFEAFI 0T K= TIT7A4F )T 4 2P ER—FLTWRW=D, ZDav
VRIFASL v FOHEHEMEEmDET, SHIZ, ZOavr Rt 9~32DT 7T 4T AR
K EtherChannel X > N— DY R —r oA X —7 NI LET, Z0avr REFERLRWE, W
R—=hINDDIXMMOT VT 47 AL NEREDAL L NA AU NROHRTY, 2DV

REaAR—=T M LTegE, AZ AL AN TEEE A, TRXTDAASBT 7T 4
7,

(72 ay) cLACPVATFAID BIRVATF LD FAF VT 4 2 FETHEELET,
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ATvIN

clacp system-mac {mac_address | auto} [system-priority number]

&1

ciscoasa(cfg-cluster)# clacp system-mac 000a.0000.aaaa

A3 K EtherChannel Zff 9% & &%, ASA L cLACP Z i L CTxA /N— AA v F & DR
CEtherChannel D % 2 =—3 3 VA&ITWET, cLACP R I T — g DEIZ, RILY 7 A

ZND ASA ITHWVEEET 5720, AL v FIZiE 150 () T4 2 THEHIND LI
RZXFET, cLACP XTI T— a3 DRITA—FD 1 DTHDHVATALIDIE, MACT Kb
ZAOHAXEEDFT, 7 TAXNOTRTOASANFE L AT AID ZEHLE3, il
W — RickosTHBEVERSH (F7408) | TXTO®LZY /— RIZEBIET,
HHNE, ZOavwr FIZHHHOEXATFHTHRET S 2 b TEET, HiIZl6EY D
16 #¥ <9, (=& z21E. MAC 7 KL % 00-0A-00-00-AA-AA [Z. 000A.0000.AAAA & AJJL
FT) . FTTNANTa—T 4 T OENT, T2k 2IE, BN ES e MAC T KL AT
E5X91C, FEITMACT RLAZRETHZ ENHY T3, X, BEERSNT
MAC?hvx%ﬁ%Liﬁo

VATATTAFY T 4 (1 ~65535) 1. EDJ— RKNN RAVDOIEELT I aihd bz
DIHFHENET, T4V FTIE, ASAIZTIA TV T 41 EmD7TIAF Y T 4) Zffi
HLET, ZOTI7A4F VT 41Z. AATFOTIAF )T 4 L0 HE N ENBMETT,

Zoawry Rt 7= MR TRED—ERTIHARL . BB — Kb TF—% ) — R
SNFET, 2L, FTRF VT A XTI LTI, ZOFEITIETRETEERA,

U IAZN T A X =TT LET,
enable [noconfirm]

51

ciscoasa(cfg-cluster)# enable
INFO: Clustering is not compatible with following commands:
policy-map global policy
class inspection default
inspect skinny
policy-map global policy
class inspection default
inspect sip
Would you like to remove these commands? [Y]es/[N]o:Y

INFO: Removing incompatible commands from running configuration...
Cryptochecksum (changed): fléb7fc2 a742727e e40bcOb0 cd169999
INFO: Done

enable 2~ RMWANEINDHE, ASAIFF T2 74 Fal—valr s AXxx LT, 77
22N IR L TR VESRED Ao~ FOFRELZFHET, T 74/ h a7 4
Fal—rvarilbdavry My, ZHCEYT LRV £T, AEORVWa~ L &
HIEgT 2 L oicRdonNET, ISEELTNoEZ AN LESEEE. 7T AX Y T3 A4 3x—7

cﬁbiﬁh TERAEEW L, HfatED2vwa< 2 K& HEIEIZHIRRT 5 121E. noconfirm
% J—RFEEHLET,
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7—8/—rnI—trz+r3v 705z |

RANZA R—=T M LT ) — RIZOWTIE, #ilffll, — F@EPRAELES, ZhE TITRMD
)= RNITAZDOHE—DA L N—=THLLBENDH D0, ZHANHIE S, — N2 £4, 2
OHIHHFIZa 7 4 X2 b—2a VEREZETLRNVTIEEN,

JIGARN T T 4 =TT BITIE, noenable <~ RE A LET,

G¥) JIABN T T 4 =T MILTEGER, TXTCOT—F A X —T A AN
Ty NEUUVEN, BHERA LV —T oA AT NT 7T 4 7220 £,

1

WOFITIL, BEHA L X —T oA RAEFHEL, 7 TAZHEY 7 HOT A A0 —
77V EtherChannel # 5% E L, £ D% T, [nodel] &EWIHIARID ASA DY T AKX
TheAFX—TMILET, TRV TAXIZEBMEIND /—RThDT20, il
) — RiZ7en £7,

ip local pool mgmt 10.1.1.2-10.1.1.9

ipv6 local pool mgmtipvé 2001:DB8::1002/32 8

interface management 1/1
nameif management
ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100
management-only
no shutdown

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

cluster group podl
local-unit nodel
cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1
key chuntheunavoidable
enable noconfirm

F—B)—FDT—FrR S Y TDEFE
Fe k)= RERET DI, ROTFINEICHENFE T,

1R8O HHEIIZ

VG ARY T A X —TINFEITT 4 E—T T AR, 2 Y — L AR— N
HMERHY £9, Telnet £F/-1LSSH #4452 LixTExFEHA,
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FIE

e AT 4 X2l —arENRNy I T T LET, BT TRENOMIETAMLENELK
LEIHAT, a7 4 X2l —2a a2 HTTERLIICLTELZHTT,

e NT AT HARNET—RTIE, VAT AFE[TAX—ATROFIEEZFEITLES, 2
THERARNNPLIAT LFATAR—AIZHI D FZ 121X, changetosystem =~ > K& A ) L
EJ AN

s AT A4 X2 b —TalrNIZ, VITARZ VU THELTERESIN TV WA U H—T oA
AMBHLBEE (R 21F, T74N0 a7 4 Xal—2 g OFRINA L E—T <
AR) |\ T—H ) —=RELTITZAXIBMEEDLZ ENTEET (BUEDOEE Tl
— NiZ7e b rREMEIZH D £HA) o

BT D s T AL — FEBINT 5 & RIS, RERIRNT > bHERE v > 778
%é?é_kﬂkbiﬁﬁ\;ﬂiﬁmﬁwﬁﬁfﬁo

ATy T HliH ) — RICHRELZLDERUCZ ZAXHIBE) 74 =T 24 AERELET,

&1

ciscoasa (config)# interface ethernet 1/6
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if)# no shutdown

ciscoasa (config)# interface ethernet 1/7
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if) # no shutdown

ATw T2 Hifl ) —RFICRELEZbD EE LT MTU 4 5E L £,

1 -

ciscoasa(config)# mtu cluster 9198

ATv T3 il —NZRELIELDLERILY 7 AXAERELET,

1 -

ciscoasa(config)# cluster group podl

RTFYTE 7F5AZDIDRA LN —EDOXFH CLEIEEE LET,

local-unit unit_name

1 :

ciscoasa(cfg-cluster)# local-unit node2

1 ~ 38 LFD ASCII LFEHNEHRE L ET,
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ATy TH

ATvT6

ATy FT17

ATvT8

ATvT9

7—8/—rnI—trz+r3v 705z |

%) — RIZIE—BDAFINMIETT, 77 AXNOMD /) — LR CLRIZ HTDZ T
FH A,

HlE ) — FICRELIZbDLRICZ T AZHIHY) 7 A o Z—=T = Af ABFEELETH, /) —
RZEIZRULRYy NTV—2 LORRDIPT FLAZRRELET,
cluster-interface interface idip ip_address mask

51

ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.2 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel2

IP7 RFLARIZIEZIPVA T RLAZRELET, IPv6 i, ZDOA v Z—T A ATIEYFR— L&
NEFA, ZTOA L F—T A A1, namef ZRTETAHILIITEEEA,

A NEIZTAZ) o TEFERHLTHNASE, 20O/ — KO A FIDEFEL, A NEE
DMACT RUARERHEND L oI LET,

site-id number

51

ciscoasa(cfg-cluster)# site-id 1

number (X 1~ 8 T,

Hlf ) — FORECHT DD/ —FOFITAF VT 4 ZRELET, . il — R &
DEVMEICLET,

priority priority_number

i :

ciscoasa(cfg-cluster)# priority 2

TIAFTVT 4% 1 ~100ICRELET, 1 BEREGDTTA AV T 4 TH,

HilAE ) — FIZRE L7 b D LR URGEF— 2R E L7,

i -

ciscoasa(cfg-cluster)# key chuntheunavoidable

U IAZN T A X =T M LET,

enable as-data-node

enableas-data-node =~ > R&HAT25 2 L2k - T, REICET T XTOI AR (FEIZ
FRITAZV L THICERESN TN RWA U H—T = ADF(E) ZEEETEES, Zoa
<V REFETTDHE, 7 TARAXIBMEEDT—F ) — KDNBEDREEITBWCHE ) — R &
R AREME RS T ENTEET, 74X/ —Foar74F¥ab—ra i, #lE — K
PHREHIENZary 7 4 X2l —ya il T EEEINET,
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JTGARY T BT =TT BITIE, noenable =~ KEATILET,

GE) VIARBN T T 4 =T NI LIESGRIE, TXTOT—=F A Z—T oA AR
Yy MO EN, BEHA UE =T A REZTNT 7T 4 700 FT,

451
WOFNZIE, T—F /— Fnode2 DRENGENTNOET,

interface ethernet 1/6

channel-group 1 mode on
no shutdown

interface ethernet 1/7

channel-group 1 mode on
no shutdown

cluster group podl

local-unit node2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable
enable as-data-node

DR THEDNRETAX

JITGARZY T VA E=FY T TCP i EOBEIE, 7o —0FEE Y 7 1, MORKE
b AE~ A A TEET,

HilfE# /) — FTROFNEZFAT L £,

ASA UV S RBADMDERING A —FDEERTE
il ) — R ED I FAFRELE NN AT~ A TEET,
1R B
e wNT AT HANE— T, #ilfll ) — FEDTRT AFITAR— X TROFIAEZE FAT

LET, 20T FRAINLUAT AET A=YV B 2 5121F, changetosystem =1~
Y REANLET,

FIE

ATV TN VT AXOREE— RERBLET,
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ATvT2

ATvT3

o~z x=syvossvanassont

cluster group name

(EE) 7—%/—F ol ) — R~0ar Yy —VEREGNTLET,
console-replicate
ZOFEREIZT 7 4V b TEINIBRE SN TV EY, ASAIT, FFEDERA N bRFEELZ L
T, Ave—URERay M LR, ar Y- HREACT S L, T4
= R, — Ricar Y= Ay E—UREEINLDT, E=FTIHLERHDLDIT
JZAEDAY Y —)R— k12T TT,
7 TAL YT AR MO/ R =R LV ERELET,
trace-level level
VENZIS U TR/ LV ERE L £ T,

ecritical : 7 U T 4 L A XUk (EKE=1)

ewarning : %5 (HEKXE =2)

- informational : A~ b (EKE =3)

edebug: TN 7 ARk (EKE=4)

DANILR EZRAY VT LUVEHBEREDERTE

FIE

ATy I

ATy T2

COFIETHE, /—REA LV F—T 2 AD~NNVAE=Z Y U T ERELET,

T X, WA =T oA A8 WAUSNDA VB —T 2 A ZADNVAE=Z Y Tk
FUE—TNMITEHENTEET, FEOR— K Fr /N ID, TEID, B—0Wi1

B —T A AID, BF=F—T&FET, ~NAEF=FY I VLANY T A o —T = A

A, FTZIX VNI RBVI R EORBA X —T oA ATIEEITEINE A, 7T AXFI#EY
IDEFE=HY) T FRETEEEAL, TOV U IITEICE=F SR TVET,

7 T AXDFEE— REBE L ET,
cluster group name

1 -

ciscoasa(config)# cluster group test
ciscoasa(cfg-cluster) #

JTAZ )= RDONNVAF = JEREE I AL~ A XL ET,
health-check [holdtime timeout] [vss-enabled]
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ATvT3

) — RO~V AZHERT D720, ASAD T T AKX ) — Ry 7 ZAZFY) 7 T 7 — Rz
N—hFE—=F A=V BEELET, /— FBPREERINICET J— Fh b —FE— )
AvE—=VEZELRVEA, TOET ) — RSB REEZITT v RIREEE RS ET,

« holdtimetimeout : / — KD/ N—FE— K AT —H A X v —ORBRBEIEEZFEE L E9,
HETELHMIX 3 ~45T, 774 ME3IWTT,

s vss-enabled : 7 F XA Z{IHI Y > 7 D4 T D EtherChannel > ¥ —7 = A AT/ — k&' —
MNAYE—=VET7T9T 407 LT, DR EBTHREDAL v TFRENEZ(ETEDH LD
(2L %9, EtherChannel & LCTZ 7 ALY > 7 23 E L (HEHE) | VSS, vPC,
StackWise, F 7213 vPC StackWise Virtual ~7 12854t L TV D34, vss-enabled 473 3
VEAFR—TNVCTHUERDLIGERHY FT, —HMOAL v F T, ILEVATAD
LoD/ = FRv vy MY ETITEET D L. £DAA v FITHHE S 47z EtherChannel
AUN—f U BE—=T 2 A AN ASAICK LTT v TIRETHLLOITARZETHS, Zhb
DA E =T 2 A AFIAA v FRD T 7 4 v 7 L TWEHE A, ASAholdtime timeout
EVME (0.8 72 L) ITRELTZHEA. ASA D> T7 7 AZ O HIBRE NS ATREM N
HY, ASAIF—TT I3, T AvE—T% 26D WT A D EtherChannel 1 > % — 7 =
A ATFERELET,

oD MR VER (2L 2IET =2 A o F—7 =4 ZAOBNM/HIEE, ASA., FRIEAAL v
FEOA 2 —T A4 ZADOFZN/AENL, VSS. vPC, StackWise., F 721 StackWise Virtual %
BT D AA v FDBMN) H1TH L&, ~NAF = v ZHEREEZ B L, Bk Li=1
H—=T A ADFT=H Y T HEHIZ L TL ZEV (nohealth-check monitor-interface) , b
R POEENRTET LT, REDEFENTXTO /) — NIZREENTZS, ~VAF = v 7 HEEE
EHERMICTEET,

51

ciscoasa(cfg-cluster)# health-check holdtime 5

AVE=—T 2 A ATA L E =T 2 A ANVAF 7 2BHELET,
no health-check monitor-interface interface id

AVE =T 2 A ADNNVAF 2y 73 I EEEZE=F—LET, FEOWmEA ¥ —T =
A AZADTXTOYHIR— S, $FED /) — F ETIHEENEAE LN, Bl — K EOR Ui
BALHE—T oA RATT I T 4 TR = RHDIGE, TO/—RiZ7 722 hoHIRSNE
To ASAMMA L N—%7 FZAXNLHIRT D ETORRNL, /1 VX —T A ADXA T L, *
D) — RBFESLIE A L N—TH D), T TAZIZBML LS ELTHENTEL - TR
RVET, TIHNVETIE, ~MMNAF 2y T RTOAL L H—T 2 ATA FX—T Mo
TWET, Zoa~vr FonEXE2EALTT =7 (&%) [T EnTEFET,
T 2, BEHA L —T oA AL WAUSNDA VB —T 2 A ZADNVAE=L Y Tk
TAE—TNITHIENTEET,

einterface id : AR— FF ¥ XL ID LR ID, £703HE—OYHA L ¥ —T7 2 AIDDE=
2V T RERNILET, ~NAFT=Z Y U TIEIVLAN S T A v X —T = A, £121T
VNI X° BVI 72 EDORAEA > X —T7 = A4 ATEHFETSNETFA, 7 TAZGY) > 7 OE
=XV TR ETEERA, 2OV U 7IEFICE=X—SNTWVET,
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ATy T4

ATy TH

o~z x=syvossvanassont

iBNPO MR VER (T2 21ET—F A F—7 A ZAOENHEIER, ASA, FZITAL v
FEDA B —T x4 2D/, VSS, VvPC, StackWise, F 7213 StackWise Virtual %
BT D AA v FDIEM) %179 & &I, ~NAF = v 7HREZ EZNIZ L (nohealth-check) |
ML LTeA X —T oA ADFE=Z VU7 HEHZLTLEE, PR YOEENRET L
T, REOEENRTRTO/— RIZRMENZE, ~V AT = v ZHEEEZHEANCTE E
7T

1 -

ciscoasa(cfg-cluster)# no health-check monitor-interface managementl/1

NVAF oy 7 RGO BEIFES 7 7 AIRECNAZI~A XA LET,

health-check {data-interface| cluster-interface| system} auto-rejoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation

e system : W=7 —KE D BB A OREEITWE T, NEOREIZIX, 77V r—v =
VEIIOZ A LT TN, FELET SV = ay RT—H R ERHY FT,
s unlimited : (cluster-interface @5 7 + /L ~) EEEORITEEZFHIRBL ¥ A,

« auto-rejoin-max : FfE S ORI T A 0 ~ 65535 OFPHOMICERE L £3, 0IXHEFHES
S L £4, data-interfacel system OF 7 /L b 3 T,

- auto_rejoin_interval : FfEARITOMMEE 2 ~ 60 OFPHO N HAL CTER LT, T 741
MEIXS 3 TT, 7 T AZ~OESMNE /) — RBFEATT DI RKEFHRREIL, R ORESR
ARG 14400 43 (10 H) ICHIBR S UE T,

- auto_rejoin_interval_variation : flfR& M ST 20 E 20 EER L ET, 1 ~3 O THE
ERELET (1: A8 L, 2: BaiofEO 265, 3: EATORRO 3 , =& 2I1E,
bR Z 5 ICRE L, B 2 ITHRE LIcHE . ROIOFITH 5 ok, 2 BIH ORITH
1053%% (2x5) . 3MEEHORITN 20 0% (2x10) L7220 E3, T 740 MEIX, 77 A
B AUHE =T 2 A ADLPHRITL, T—H A F—T 2 A ABLOVAT AOYEAIF2 T
R

1 -

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

ASANA U H =T 2 AZBENRELELTWBERRL, 772N —FRHIREND F
TOT Ry A EZRTELET,

health-check monitor-inter face debounce-time ms

1 -

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

T3 2 ZARERIIE 300 ~ 9000 ms OFPADMEAZHE L ET, T 74/ ME500ms TJ, EE
INELTHE, AV F—T 2 ADEEZ LD HHICHETE£T, T AR ZEL T
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ATvT6

Ll MRHOFEEENRELS R ZEICEELTLKEE N, /X —T o2 ADAT—H AH
FNFETDHE, ASAITA U H—T oA A%EEL L T~Y—2 L, 7 T7AXD/— R&EHIR
THETHREINZI U PEFEHE L E 9, EtherChannel BN % U L REES T v TIREIZEATT
DG (AL v FNY) o— RENT=, AA v F TEtherChannel NHE N2 -7/ ) | T17
VARNE D EL Y R—=bDONRU RUZBWTHIDZ T A% ) — RO NEHERR -0,
JITAR ) —=RTA L H—T 2 A ADEENFERINDIZ EE2GITL2 08B0 97,

{EE) b7 v 7 AMOE=2) v 7% ELET,
load-monitor [ frequency seconds] [ intervalsintervals]

s seconds: E=F VU 7 A v—UHOKEEZ, 10 ~360 O TRE L £9, frequency
T 7 4V X 20 BT,

« [flE (interval) : ASA 37 — & ZRFFT DR OEE 1 ~ 60 DFIFH THE L £,
intervals 5 7 # /v b % 30 T,

JTABRAUNNDNT T 4y VAR EE=X—T&E T, AT, At CPUL A€
VOFERHE, Ry 77 Fey7REREgEnNET, ABET 5546, EY 0/ — KBNAR
PUETEDHE1L, /—RKOZ FAXY T TFEITHEMIT D0, INBAAL v FOr— R
/\7///7%.:}%’“9“575 IR TEXFET, ZOKEEIX, 7 74/ F T RX—7 I ER T
F9, LT BT =3 00X 2 YT 4 E Y 2 — /LD S FL7C Firepower 9300 @
=M TAX N U TDOEE, Y= ND20oD X2 VT A FTT 2= VNI T AK K
%ﬂék\%@7¥ NIRIT DR CED N T 7 4 v 7 BFRY OF Y 2 — /VZEE S, HA

MICRD AR H Y £, FT 74 v OAMEEHNICE=F—TC&Ed, AMIPETE
éi‘a/\i J—=RTIIAX ) T TR TERIT LI EE2BRTEET,

~Z 7 4 v 7 AT EFRRT DL, show cluster info load-monitor =~ > R&HEH L 9,
1

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 a1l
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:
0 0 0 14 25
1 0 0 16 20
Average from last 25 interval:
0 0 0 12 28
1 0 0 13 27
!l

WOFITIE, ~NVAF =y ZIRERE A2 3IZEREL. VSSZARNC L, &R
ENBAA—YVFy MRAVE—T 2 A ADFT=X Y TEBHCL, T—F A X —
7 xA ADOHBEEESORITEEE 2 o5 HERE L CRIEIO RO 3 £ S8 53
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BEROBAMEs LU 524 TP EROEENEE [

AENIFRE L, 7 7 AZGEY 7 O BEEAEEORITREE 2 0B & OFF 6 [BIZE%
ELTWET,

ciscoasa(config) # cluster group test

ciscoasa(cfg-cluster)# health-check holdtime .3 vss-enabled
ciscoasa(cfg-cluster)# no health-check monitor-interface ethernetl/2
ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1

HEOBIMEEIVI S X 2 TCPEEDEEDRTE

FIE

ATvT1

ATy T2

ATvT3

B OWHSHMARETEET, FFMIOWTIE, LW TCP 5D 7 7 A Z KT O
(110 =) ML T LI,

TCP ##5t D 7 7 A ZBEMDBIEZ G LT, T4 VI XNy 7T v 7 7a—{EROBIEIC
XD MR AN T v —ZBET 5 TREREE] ZHRTEET, T4 LI XN I Ty
T —=PMERESNDENC , — RBRKT 25681%, To07n—%EETL5Z LIETEE
Hh, [FRRIC, 70 —Z2ET DRI N T 7 40 v 7 BRID 7 — RICHHEIN %6, vk
BT 52 LIETEERFA, TCP DT X MMEETNMET D 8T 7 4 v 7 O TCP OHEBDIE
EEFIME L2V E DT HILERH Y 7,

TCP #ft D 7 T A X HMOIRIE % FHMEL L E T,

cluster replication delay seconds { http | match tcp {host ip_address| ip_address mask | any | any4 |
any6} [{eq | It | gt} port] { host ip_address|ip_address mask | any | any4 | any6} [{eq | It | gt} port]}

&1

ciscoasa(config)# cluster replication delay 15 match tcp any any eq ftp
ciscoasa (config)# cluster replication delay 15 http

1~ 15 OFPH T AERE L E T, http FBIELT 7 4L ~ TS BBAMTARY 5,
~“NF ArTHFARNET-RT, aVTFAMNTIOREEITVET,

I IARDOFEET— NEHIGLET,

cluster group name

(A7 av) TCP N7 7 4 v OHROFH AL ET,

conn-rebalance [frequency seconds]

&1

ciscoasa(cfg-cluster)# conn-rebalance frequency 60

Toawy RE. TNV N TCTF 4 —T N TWET, BIMLINTWAE40E. ASA
ITAMEHZ TS L, 3 LWOERE O AR 2 @A DT A ANDIRAR DT /S A AT
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Y4 FREIEEEDRTE
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BEILET, AMIERE ST AREE. 1 ~360 BOFBEANTIHEELE T, 74/ MI5
wcd,

FA P AR T T LTI SR OB DM ERE LW TS ZEWN, RRLHY A FD7 T AF
AT A B TE 8 AL

YA MR TAZY 7O, TR L ZENZ®mO LTI, REZNAS~A A TETE
ﬁ—o

FaoLOPAEO—AYE—a3 2 DEME

FIE

ATy T

ATy T2

T=H L E =DV A N T TAZ) T DONRT < AEE LS, TR v TR
MEEMT DI, TA4L 7 Z4—a—h VB =g A X—T I TDHZENTEET,
BE. BLWERITREDOY A PO T T AR A N—ZL»>Tr— KT A&, Arf
ENTWET, LL, ASAIHMEEDY A FDA LU NR—IZTF 4 LI X a—L&2%E ) K TET,
TALVIE =R EB—Ta kY, fiEELFRLCY A bor—Av T oL s R EOY
A MCHIFERRER 70— LT 4 LI Z LW BINOT 4 L7 Z a— B8N0 £4,
FIEEET 4 VI EZNRE—YA NMIFET D E, N7 r—~ U AnRmMELET, £/, JLOHT
HENRB UGS, o= RT 0 L7 2R LY A R TH LWER OB H 23R L £
T, TR RNARTF 4 LI L, 7T AL A A=RRIOY A T SN AEEO Ay b
EZETIOIHAICHEAINET,

RO BRI
« T—RNANT O TRETI TAZ AL "—DHF A N D ZHELET,

RO RNFT T 4w BATT, a—H IV E—2 a3 E2YR—FLTWERTA : NATBXIW
PAT 77 4 v 7. SCTPHEENTZ N T 4w T, 797X T —arfigrx,

77 AL DFREE— FehllaLE 7,
cluster group name

B -

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

Fuolrrsru—hE—varEAFx—7 N LET,

director-localization

. Secure Firewall 3100 D ASA ¥ 5 X 2 D ER



I Secure Firewall 3100 @ ASA 7 5 X 42 () & FdSecure Firewall 3100 ®
g4 rnetoant [

b4 FTEREDEMIE
YA FOEENS 7o —5R#ET DD, YA FOTEMREFNCTEET, FEhi Ny o
Ty A== A —F =L R U A MIHDIGEE. A FOEENS 7o — 2 {Ri#ET 57
OIZ, BIMONRy 77 T F—F—NROV A FHBIRENLE T,
1R BHEIIZ
¢ T—MNANTOTERETITI TAHA AL NR—DY A D ZHRELET,

FIE

ATYTN VT RZDFREE— Nt LET,
cluster group name

1 :

ciscoasa (config)# cluster group clusterl
ciscoasa (cfg-cluster) #

ATvT2 A FOILEEEANILET,
site-redundancy

44 k Z & O Gratuitous ARP DEETE

ASA TIZ, Gratuitous ARP (GARP) X7 v hEAR L TCAAL v F T AV TTANT 7T+
BT OWBEIZR S X 912720 £ L7z, &Y A FOBRIENE RS EWA L ANTE -
T, Z7a— L MAC/AP 7 RLAD GARP T 7 ¢ v 7 BNEMBNCAERKR SN ET,

I ITAEANBLEEEINTZTA FTEDOMACEBLOIPT KL R L7y 33 HA B EADMAC
T RUVABEIRIP 7 RLREMEHT DI L, 7 7 AZTRE LAy ML, Z7r—2
LMMACT RLABIOIPT RLAZEHALES, T 7497 R — UL MACT KL &
MO EHINCAERENR WSS, 72—V MACT FLADAAL v FTMACT RLADH
ALT T NPREETHAREERSHDVET, ¥4 L7 7 MRIZZE— UL MAC T FLA~D K
TIADINAAL v F U T AT ITANT I FRIRIZDIZV 77T 407 &, Zhick
DRI = ABIONEX2 VT ¢ EORENRRETLIZENHY £,

%A% K EtherChannel D= hEB LY A N MACT RLAZEIZH A FID ZRKET D
L. GARP BT 7 4V N THNT/AR Y £9, GARP lgE I A X~ A X950, £7=15 GARP
PSS A LN TEET,

1R BHHEIIZ
¢« 7= MANTOTRETIT TAX AL N—DH A NID ZRELFET,
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eIl = RFHETIZ. A3 K EtherChannel D% A4 FZEDMACT RLAZHELF
@—0

ATV TN VT AXOREE— RERBLET,

cluster group name
£

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

ATv T2 GARP [BlgE I A X~ A A LET,

site-periodic-gar p interval seconds

» seconds : GARP £ D% 1 ~ 1000000 FPRIOFPHAL CRRE L ET, 7 7 4 /L ME 290
WTd,

GARP % #4529 521X, nosite-periodic-garp interval 2 A1 L £9°,

522 72— FEEYTFADETE

LISPO T 7 4 w7 HRELT, h—"—=0NVA NEEZBHT I To— )T 4528
N CTEFET,

LISP A L AXRT g DT

LISP {22\ T

LISP "7 7 4 v 7 ABETHILT, VA FNEOZ7o—DEE ) T4 24NN TEET,

VMware vMotion 72 E DT —Z B X — i~ v DEEV T 412> T, = NZ7 T4 7T
v h~OEHR MR S ERIFRC, Tt —REBEITEET, 2ok kT —F kY
Z—P—=NEEY T 4 &2V HR— T DI, = "OBEFC T — S~D AT — N & —
HNHEHTE DM NH Y 9, Cisco Locator/ID Separation Protocol (LISP) D7 —F7 7 F ¥
IZ. 551 Z ID. oi@Ifo4y%H)@m)%%®%ﬁ DEYVN—T 47 alr—
% (RLOC) 752 0DHENDF N o7 ANR—=RAHHEL, y—"OBIiT227 747~ b
WXL CEBIICLET, 72& 21X, =D LWGERICBEI L, 7 947 > b3 —IC
N7 74w BFEETDHE, VXTI LW NI 74 v 7BV XA L7 FLET,

LISP Ti%, LISP i/ b > /b b—% (ETR) . AJjh> v —% (ITR) . 77 —A b
Ry T n—4, <v 7 UL (MR) , BIO~y 7T H— (MS) EDOHDLH—EFEDHE—

WZBW T —% L —"PURBETT, b—"DRON—Z IR INTWDE I a2 —10
Ty —A LRy T IN—ENEHTDHE, FONL—ZIMOTRTON—F LF—F =2 %
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asausp oyt—

FHL, 77947 MCERESNTWAITIRD N 7 4 v 7 2RATZIELTH 7B L., ¥
LW —ROBPFATCEE TS oI LET,

ASA LISP O — k

ASA VX LISP HIAZFAT L EEAN, HBITOERIZEATHLISP N7 7 4 v 7 &AL, v —
LVAR 7 F 28 o TERIEOT-DICZ OIFREHEHTE E9, LISPOREEZITHORWIGA .
=R FH LY A MIBEITLE, NI 74y 2307 —F—F—0Rbviz, HLn
PA NTASA T TAHZ A R—=Z0ET, FILOASANENT A FDASAIZ T T 1
7 HERE LT2%, O ASA IR, P RIZBBET A0 N T T 4 v 7 EFH LY A MZEED
BEMERHVET., “ORF T4 w7 7u—3Emciind. [rarvfR—=22] £
~NTvE=07) EMEERET,

LISPHEAIZE D, ASA 7 T AH AU N—X HRHIOF v 7 )—4 & ETR £72F ITR [H TR
DELY SNABLISP 774 v 7 &BBEL, 7n—0FF&EEHT LA MIEFRTEET,

LISP DA R A

cASA VT AL A=, A DT 7 —A b Ky 7 )L—F L ITR £721Z ETR DI
TFELTWALERSHY £3, ASA 7V T AXBREIER T AL DT 7—A Fky
N—HIZTHILITTEEREA,

cSEEGBINTE T e —DRRYR—-EIhET, —ifbEnire— FoEEnhizr

o—, ¥3EcD—RIZBLTWS 7 e — 3B LA —F—IZIBE S NE A, F
S ENTZ 70 —IEISIPREDT TV r—a v NEENTEY, Bloo—LZFn4 X
TOF7ua—NEL ASAICL > THRAESHET,

I TAFELA Y IBLVADT O REEBBEE LT T, —BOT 7V r—y =
L P DS TR B 0 £ T,

SERF O 7 0 —F X E VR AR R TRV T B —0D54A, A—F—0BENIaH TR
WRBEMERH Y £9, A VAT v a v R V=R ET D EEIC, ZOMETYHR— b
SNDNT T4 I DEATERETEES, o, 7o —FEV T4 ZRAIRR T
T4 ZIZHIRT AMERH Y 1,

ASA LISP O FEkE

ZOHREIZIT. EEOMAICERT OIRENZTENTVET (ZNLIZONTITTRTIDE
T LEY) &

1. (EE) SAMERE—ANIPT FLRICESSBEMNSRED OFIR : 77 —A K Ky
T N—H1E, ASA 7 T AEA NG L TWRWKA MERITIXRy NU—Z |2 EID @& A
TV ERETOILENHVET, TS, 7 TAXHEET LY —EITR Y b
U= DIHIZEID ZHIRTEET, HE2E. 7 FAEZNR 2250 A NOAIZHEELTW
03, LISPIN3DDH A R TIEITEINTWDIEHAIEL, 7 T AXICEEG LTS 2504 A
MZxF L TOREID 2 FH L LENH D £,

2. LISP T 749 ALV AR 3 i ASAIL, 77 —A MRy 7 L—% L ITR £721%
ETR ORI TERE SN A EID B A v E—JI2B\WT, UDPAR— 4342 FO LISP 5
T4 v ERABELET, ASAlX. EID &4 b~ ID # T 5 EID 7— 7 VA2 REFLE
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B usprozxxsvaone

To el 2IE. BHUOR Yy T NV—FDOFEITLIP T R AL ITR £721X ETR O%E5%ET L
A&EHDOLISP b7 7 4 v 7 A HET DZUERDH Y ET, LISP M7 7 4 v 7T 4 LY
ANFDBTHNTEOT, LISP M7 7 4 v 7 ARIZZ 7 AZREOILHFIZSIM L7202
LICEE LT EEN,

3. MESHELI 74y TOT7R—F T4 ZAMTTHHF—EARY v— 1 EVF
AT UVT AN NT T 47 TT7a—F )T A ZHNITLHRERHY £3, &2
X, 7e— v VT 4%, HTTPS N7 7 4 v 7 DRIZHIR L2V | FFEDH—/ & DI
TRV SND RN T 74y 7 ORITHIBLIZY TE ET,

4. YA FID:ASAILZ, KV TFAHF ) —FKOV A FIDEHEALTCHLWWA—F—ZHELE
ﬁ—o

5, 7u— ¥t UTF4EANTEITAZLNVDRIE : 7V TFTAZ LYLTHL 71— EE
UF 4 AT HUERSY £, ZOF/F 70U RZ 2 MHT52 LT, BED
IIGADNT T 4w 7 EET TV r—a A L T7e—% ) T4 2fHICE £
VB3] A == s

LISPA VAT S g VORE
LISPO N7 4 v 7 #BBELT, ==V A " NHZBHT IRV e— VT 0 2FH
N CTEET,
1R BHIIZ
cfilfll ) — RDOT— MR T v TOHKE B322—) BIXORF—F%/)—FKD7—KhX b
Ty TOFRE BT_—) (- T, £V T7AX 2=y b &V A MIDIZEI D H4TET,

CLISPO T 74w IIET 7AN A ARI gy VT T 490 7T ATEENRNE
D, TOFIEO—FHELTLISPDO 77 4 v 7 HIZHIO Y 7 A%FET HHLENH Y F
9,

FIE

ATYT1 (EE) LISPA VAT v ary <~y T HRELT, IPT RLRZESHTHREFAD EID &
IR L, LISP DHEFFHEFF—Z2FZELET,
a) PEIE ACL Z1ERE L E 3, 5648 1P 7 R L ADLH EID $lAR T FL A LA ESNET,

accesslist eid_acl_name extended permit ip source_address mask destination_address mask

IPv4 ACL B L OVNIPVv6 ACL O 85 B2 b %G L TUWET, 5% 7 accesslist extended D1
TIZHOWNWTIE, a~wr R U 77 L RESRLTIEEND,

b) LISPA AT ary vy T alElL, NTA—=F FT—FIIBITLET,
policy-map typeinspect lisp inspect_map_name
parameters

c) TERL7- ACL Z#3I LT, Fr SN/ EID #E#RLET,
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ATy T2

usp 1 vz~ avonzE |

allowed-eid access-list eid_acl_name

Ty —ANKRy T )—FFEIIITRETR X, ASA 7 F A ZNBEHE L TWieWR A NER
Xy NU—ZIZEIDIBHIA vE— V2 EETLHIENHV ET, 20D, 77 RAFIC
BT 5 —N_"—F IRy NU—7 DAICEID IR T £, 72&xi1E, 7T AFN
2200% A FOHRZEELTWEM, LISP B3 2D A FTEITISNTWDHEIE, 77
AL LTWD 200 A MZXH L TOREID 2505 LB NH Y £,

d) REILUT, FRiEEAXT—Z AT LET,
validate-key key

&1

ciscoasa(config)# access-list TRACKED EID LISP extended permit ip any 10.10.10.0
255.255.255.0

ciscoasa(config)# policy-map type inspect lisp LISP_EID INSPECT

ciscoasa (config-pmap) # parameters

ciscoasa(config-pmap-p)# allowed-eid access-list TRACKED EID LISP

ciscoasa (config-pmap-p)# validate-key MadMaxShinyandChrome

Ty —A MKy T N—4LAR— k4342 O ITR £721Z ETR OO UDP ~F 7 ¢ v~ @ LISP
A VART g VDRTE,
a) MEACLAZHRELTCLISPD NI 7 4 v 7 2B ELET,

access list inspect_acl_name extended per mit udp source_address mask destination_address mask
eq 4342

UDP 7R — | 4342 ZHRET 2 BN H Y £3, IPv4 ACL B LTV IPv6 ACL D EH HIZ b
JE L TWET, B 72 accesslist extended DRI HOWTIE, av R U 77 L AeR
L T<zEan,

b) ACLDZ 7 A~y 7 a{EllLET,
class-map inspect_class name
match access-list inspect_acl_name

o) RV —=~v7 IJIATYTEBEL, AT arDLSPA L ANT vary <~y Tk
HBHLTA AT v arvaAb L, Y—EZA R —% A 2 —T oA AWML E
T FHTHD) |
policy-map policy_map_name
classinspect_class name
inspect lisp [inspect_map_name]
service-policy policy_map_name {global | interface ifc_name}
PO —E 2 R o—bo5a1E, BFOR) v— vy TREBELET, T 741
kT, ASAlZlZglobal_policy & FEHEN S 70— L R —RNEENTWAHIZD, Zo—
SNURY —DARTERELE T, R —%27 v — VU LaeWEAE, 1% —
TxA AT LTI OO —EARY —2AFlT 52 L b TEET, LISPA AR =
AAEL A N7 7 4 v 7 IZ#EAT 5720, EEILEmEDT DA 2 —7 =4 (T
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B
axX ;&

P —ER RN —ZEATAHALEIHVETA, VT T4 IBRBMBFRDT TR~
=BT 256, RVv—~v72@HTAHA L ZA—T =2 ACADERIIHFETDH T
T4 T DT RTNEELEZ T ET,

51 -

ciscoasa(config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eq 4342

ciscoasa(config)# class-map LISP_CLASS

ciscoasa (config-cmap) # match access-list LISP_ACL

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap) # class LISP CLASS

ciscoasa(config-pmap-c)# inspect lisp LISP_EID INSPECT

ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASAIX, 77 =AM ARy T N—% L ITR F7-IZETR O CTEEINAEID#EMAA vE—TD
LISP T 7 4 v 7 %#ELET, ASAlX. EID &% |~ ID Z B8 ST % EID 7 — 7 /L & {5
Li—a—o

NS 74wy 753 ADTa— FE YT 0 #HLLET,

a) LR ACL ZiXE LT, h—"—0NHA NEEFTH L X0, FEet A MIHEHIY YT
THECRR I VT A NIRRT T 4 v 7 BRELET,
access list flow_acl_name extended per mit udp source_address mask destination_address mask eq
port
IPv4 ACL B8 X UNIPV6 ACL D &5 HIZ & %fs LTV E T, B 72 access-list extended D
ZLIZHWTE, a~vr R 7722 RLTLESN, 7r— (U7 013, BV
XAT VT A AN T T4 v ZITH L TA X =TI TORERH Y £3, 72L& 213,
77— UT 4% HTTPS b7 7 4 v 7 DF, FRITHEDOY—R_R—~D T 7 4 v
DIFZHIRTE £,

b) ACLDZ 7 A~y 7 a2ELET,
class-map flow_map_name
match access-list flow_acl_name

¢) LISPA AT v a b LM LR =~y 7u—27F A~y TEHEL
T, 7r— U T ZHMLET,
policy-map policy_map_name
class flow_map_name

cluster flow-mobility lisp

51

ciscoasa(config)# access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0
255.255.255.0 eg https

ciscoasa(config)# class-map IMPORTANT-FLOWS-MAP

ciscoasa (config) # match access-list IMPORTANT-FLOWS

ciscoasa(config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap)# class IMPORTANT-FLOWS-MAP
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ATvT4

usp 1 vz~ avonzE |

ciscoasa(config-pmap-c)# cluster flow-mobility lisp

JITAB IN—TF ar 7 4 Falb—varE—RIBTL, 7 7AL4D70—DFEL )T 4
ZHIMELET,

cluster group name

flow-mobility lisp
ZOFUNFTOENKEZICEY, 7r— EE VT 4 OFMERENM L HRIATAE T,

151
I 2R L ET,
«EID % 10.10.10.0/24 %~ b U—2 LD EID IZHIBR L E T,

+ 192.168.50.89 (N#EE) (23 5 LISP /L—# & 192.168.10.8 (B ASA A H—T =
A A F) I2HDITR E/-IXZETR V—Z OO LISP 5 7 ¢ v 27 (UDP4342) %
WA LET,

« HTTPS %A LT 10.10.10.024 DY —X—|ZEEINDTRXTONIE T 7 4 v
JIZE LT a— U T 0 EEHEBME LET,

c VT ARIIK LTI R— FEYTF 4 A R —T NI LET,

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID INSPECT
parameters
allowed-eid access-list TRACKED EID LISP
validate-key MadMaxShinyandChrome
|
access-list LISP_ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eqg 4342
class-map LISP_CLASS
match access-list LISP ACL
policy-map INSIDE POLICY
class LISP_CLASS
inspect lisp LISP_EID INSPECT
service-policy INSIDE POLICY interface inside
|
access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eq https
class-map IMPORTANT-FLOWS-MAP
match access-list IMPORTANT-FLOWS
policy-map INSIDE POLICY
class IMPORTANT-FLOWS-MAP
cluster flow-mobility lisp
|
cluster group clusterl
flow-mobility lisp
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B 5z —roum

DS5REF/)—FDER
TSR EBEALTHZIZ, 274Xl —2 a3 EH L, 752K ) — REEHTxE
‘éﬁo

7O T4T/—FKIZHB
DIGABDIET IT 4 TIRAN=RDBIZNE, 7T7AZY T a7 4Falb—ra s iig
FEPN, FDO/)—FRETIIRAZ Y T BT 42— NI LET,

)

GE)  ASAN (FET, FHENAF vl 2T7—280) FET I/ T4 7R DE, TRTCOT—
BAUE—=T A ANy MU ENET, BEHEHA X —T oA ZADBN T T 4 v
THEEZETEET, NI 74w 70 —%5FEIEDIE, FTRX ) T EBHEOR, 32—
MZLET, Fhid, FO/—FEI7 TR LERICHIBRLET, BHA VX —T A R
X, FDO ) — KR TFAZIP F—IANDZ T2 IP 7 L2246 Lol & X ke
ERVET, L. Va—RLTHL/ = BRI IREZNTEET 7T 4 7 TiERWEES (7
TALY TP IRECREL R LTI A e E) | A V¥ —7 = A TN/
9, ThUBEOa 7 X ab—ra UMEEICEL, ary Y — AR — MR TOMNERDY
9,

4R8O HHEIIZ

s Y — ) AR— b EMHATAIMNERHDET, FTAXI) L TOA R—TNERRITT 1
=T N%, UE— b CLI#HE1bIT) T LI TEEHA,

cXNTF AT HRRAL T ROLAIE. TOFIEE AT DFETAR—ATETLET,
FEREVAT A AT 4 Falb—Tay ET— RIA>TWRWEEX, changeto system =
~ R ANSILET,

FIE

RTYT1 V7 AZOREE— RERHLET,
cluster group name
£l
ciscoasa(config)# cluster group podl

AFvT2 V5 ARY) T BT =T M LET,

no enable
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T — RRHIE ) — R ThoT-HA1E, FTLOEIE ) — FOBENEITEI N, DA L 3—
A — g7 £97,

JIGAR AT 4 X2l —a NIEENSDT, BT IRAZ Y I EFEA R—T LT
TEET,

J—FDFET7UT4T
R4 L LTS ) — RESD AL S EHT 77 4 T B, ROAT » T FATLE

FIE

B

\}

G¥)

ASADIET 7T 4 7l b e, TRTOT—H A F—T oA ANRT vy MUV INET,
BEHEAA VX —T 2 A ADBNNT T 4 v 7 B EZFTEET, VT 74y 7 7u—%FHH
THIE, 7 T7AZ VT EFHEGNILET, BHA X —T oA A X, TDO/— KRBT F
AHIP T —=NADOZIT ST IP T RUAZERH LU CHl &k Bk L e £3, 72720,
Je—RLTH/ —RRBI TRAINTELET 7T 4 7 TRHRWGE (VT AX ) TR
WEETREERIELIZGARE) | BHA VX —T7 oA ATEHT/R0 3, TnBEDa
T4 X2 —va MEEIE, 2 Y=V R— b EEHTOIMNERDL Y £,

1R BHHIIZ

YVF AT HRARNE—ROEEIE, ZOFIEEZ AT LFITAR—ATEITLET, £72
VAT A a7 4 X2 b— g E— RIZAS TWRWEAIL, changeto system =2~ K%
ATTLET,

T TGARING ) — REHIBRLET,

cluster remove unit node_name

T—h ATy T ar74FXalb—ra IEEINT, 6 — R REZICRIES -2
V74X 2Ll—va b EFOEETHLDT, 2T 4 FXalb—alEB2RpTIETED
J— REREBNcxEd, HlHl /) — FZHIBRT 7017 —4% /—RKTZoavwy KEAS
L7=25A0E, FriL0ll ), — R RESNET,

A UL e —BERKRT BITIL. custer removeunit ? & A5 A, show cluster info =<2 K
EATTLET,

1 -

ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:

asa?2
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ciscoasa(config)# cluster remove unit asaZ2
WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

DS REA~DESM

=K Z 2 MLHEIBRESNTEGE (e 21, BERRE LA VX —T =4 ZADGFA.
FFA VNN TFINCTHT I/ T 4 7 LTEEE) X, 77 AXCTFEHTHSNTALER S
D E9,

1R BRI

U GAR) T EEA XTI MITHITIE, Ay Y= B N EEATALERD Y
T, oA F—T 2 ATy NEDUENET,

e wNTF AT XA FT—ROBFHIE, ZOFIEE AT AETAR—ATETLET,
FRVAT A AT 4Falb—Tay E— RIA>TWaWGAEIEX, changeto system =
~ REANLET,

« 7T AZ~OBBMNEZRITT OIS, FEENFRSN TS Z L2l LET,
FIE

RTYT1 avV—NT, JIAX a7 4 FXal—rvar E—RefthLET,
cluster group name

1 :

ciscoasa (config)# cluster group podl

AT T2 V5REY T hRAF—T T LET,
enable

552805 DRLE

I T AENEERIIMETHITE, VTAX T— AT v T a7 4 ¥alb—v a2
ZHIBRT DM ERH Y £3, &%/ —ROBEOa > 7 4 FXal—vaid (TI/T7 47 2=y
rBREIENT) RIUTHDHED, ZJTAXZNLMIBTLHE, JTAXV U TRIOa LT 4
Xal—varviENR\y I Ty I NoEIETH, IPT NLRADOHEERT L2007 4 Fa
L—3a VEHELTHIOLLRYETZ &L MBEIZR D £,
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FIE

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

v5zams0mE [l

1R BHHIIZ

ayV—NAR— b eFEHTAILERHYET, 7TAXOIL T 4 Falb—a rEHIERTS
L EHA L H =T A AL T TABHIEY) 7 BELTRTOA L H =T 2 AN v v b
o SInNET, SHIiL, VTAZV L TOAR—TNERLIEFT 4 8—7 V%, UE— CLI
B b7 Z L IXTE ER AL

T4 )= RDGE, 7 TALY T ERO L DITEILLET,
cluster group cluster_name no enable

51

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

IGABRY TN TF—H ) — R ETA =TI TWARIE, 207 4 X2l — g U8
FAEITH Z EITTEERA,

JIGAR AT 4 X al—alrE 7 U T LET,

clear configure cluster

ASAIX, BHA L X —T 2 A AL TABZGIHY) 7 2 GHT XRTOA L H—T = AT ¥
rET U LET,

ISR A B —T 2 A AET—REF 4 E—TNICLET,

no cluster interface-mode

E—RNFar7sF¥ab—ra IR FESNRNED, FEIC) 2y NTH20ERHD
—éAo

Ny 7T o Fard s Xal—rarPDbdGEs, Efrar74Falb—aiinyrs7Ty
T arJ 4 ¥al—arkar—_LFE T,

copy backup_cfg running-config

&1

ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa (confiqg) #

AT 4 FXal—1arEAR—NT IR ELET,

write memory
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ATYT6 RNyl T v F a7 4 Xal—arBNR0EaE, BET7 782 2HRELET, -& %

. AV F—T 2 A AIPT RLVAZEHL, ELWKR MEETLET,

HlfE/ — FOEE

FIE

AR M — FEERTOERREOHFIEL, G, — FTr A2 Y 728 L, B Ll

=y FOBRREFGS>ThD, 7 ITRAZY VP 2BEANITHHETT, Hll — Rt 5
J— REBEIIRET A2HERNH L2551, ZOHOFEZFERLET, 720, PREpi
HREDG AL, ZOFIAZMEH L THIfE , — REHEZMEIT 25 & T _XToOERN Fae v 7S
DT, FLWHIE, — R ECERZBELTH20ERDH D £,

HilfH ) — F 22T 21203 WOFIEEZFEITLET,

18 BRI

YT aArTHRARNE—ROGEIEL, ZOFIEEZ AT LFATAR—ATEITLET, £72
VAT A AT 4 X2 lb—T gy E— RIIA- TWRWEAIL, changetosystem =2+ K%
ABLET,

LW —REflfl ) — FE L TRELET,
cluster control-node unitnode _name

1 :

ciscoasa(config)# cluster control-node unit asa2

AA L T TAFIP T RUANOEEGRNLEIZRD 7,

AU N—Z B FKRT HIZIE. cluster control-nodeunit ? (FRAED ) — RZEEL TR TOLRIN
FREND) EAST B, showcluster info=~> REASLET,

DA EARTOITY FOET

av RE7 FAZNOTRXTO )/ — RIZ, ERITFED /) — RIZEET A2, ROFIEZ
FATLET, show 2~ RETXTO/ — NIZERETH &, TXTOHABINE SV THALE
D) —Rparyy—Erasngd, Tofoa~r K, 2L 20F capture<° copy b, 7

FALBIKRTOFETEEM TEET,
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TRTO/—RiZavr REXEFELET, /— RAZEELELAIE, FFED / — RIZERFEL
i‘j‘o

cluster exec [unit node name] =~ > K

1 -

ciscoasa# cluster exec show xlate

J— & &EFRTDHIZIE, duster execunit ? (BAED /) — RERLS TRTOLRINRERIN
%) EANSTBHH, showcluster info i~ > RE AT L%,

1

FILXY T 77 ANE T TAFINDTRTD /) — KNSRI TETP — N2 =2
v—d4 2120, #lfl ) — R CTkoa~r REATLET,

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

BEDOPCAP 7 7 AV (% — RKoxH 129 D) BNTFTP H—Nica bt —3IhET,
DX XY 7T ¥ 7 7 A NVAIZIXEEMNIC ) — R4S 4L, capturel _asal.pcap,
capturel_asa2.pcap 72 & L 720 £9, ZOHITIX, asal & asa2 [T/ T AF /) — R4 T
j‘o

WOFEI T, cluster exec show port-channel summary =~ > ROMHHIZ, 77 AZD
4%/ — R ® EtherChannel {F# AR RSN TWET,

ciscoasa# cluster exec show port-channel summary

control node(LOCAL):***********************************************************
Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports

—————— e Ao
1 Pol LACP Yes Gi0/0(P)

2 Po2 LACP Yes Gi0/1(P)

Slave-******************************************************************

Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports
—————— e s
1 Pol LACP Yes  Gi0/0(P)
2 Po2 LACP Yes  Gi0/1(P)

ASA S RADMDE=AR)Y

7 TALDRREL B TS —BI O NI TN a—T 4 7 TEET,
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PSR RT—ERADE=Z) VY
7T AL DIREDE=F V) U 7IZHONWTIE, RDa~vy REZBL T &0,
« show cluster info [health [details]]

X —U— REEELRWT showduster info 2~ > REFETTHE, 753 2AZRNDOTT
DA UINDAT —H ANFRENET,

show cluster infohealth =< > Kif, A1 v #—T7 2 A, /—FKBLXWY 7 AZEKDH,
EOWRREERF R LT, details T —T— Fif, ~"—bhE— b A v —YDLBSEE2£R
Lij‘o

show cluster info 2~ > RIZOWTIHKRDOH N Z B L T ZE0,
ciscoasa# show cluster info

Cluster stbu: On
This is "C" in state DATA NODE

D : 0
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000025
CCL IP : 10.0.0.3
CCL MAC : 000b.fcf8.cl92

Last join : 17:08:59 UTC Sep 26 2011
Last leave: N/A
Other members in the cluster:
Unit "D" in state DATA NODE

ID : 1
Site ID : 1

Version 0 9.4(1)
Serial No.: P3000000001
CCL IP : 10.0.0.4
CCL MAC : 000b.fcf8.cl62

Last join : 19:13:11 UTC Sep 23 2011
Last leave: N/A
Unit "A" in state CONTROL_NODE

D : 2
Site ID : 2

Version : 9.4(1)
Serial No.: JAB0815R0JY
CCL IP : 10.0.0.1
CCL MAC : 000f.£775.541e

Last join : 19:13:20 UTC Sep 23 2011
Last leave: N/A
Unit "B" in state DATA NODE

D : 3
Site ID : 2

Version : 9.4(1)
Serial No.: P3000000191
CCL IP : 10.0.0.2
CCL MAC : 000b.fcf8.cble

Last join : 19:13:50 UTC Sep 23 2011
Last leave: 19:13:36 UTC Sep 23 2011

« show cluster info auto-join

FERLEBIERIC Y T A K ) — R ZAZIZHBNCHESIT D0 E 90, BLOEERE
(FABL ADFHERCY ¥ —V D~V AT =y ZVEERE) N7 VT ENTENE D nER
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LET, /— FBRKEMICEDIZ /> TV DA, £/ — BT TIZZ ZAXRNITH
DBE. ZOa<wy RTHHHEAINERINER A

show cluster info auto-join =~ > RIZOWTIIRDH T EZ B L T &0,

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Control node has application down that data node has up.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.

ciscoasa(cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.

Quit reason: Unit is kicked out from cluster because of Application health check
failure.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)
« show cluster info transport {asp |cp[detail]}
WD T ZAR— FEAEDOHEHERE R T LET,
casp 1 T—4 FL—2rD kT AR— MEEHER,
scp: v br—L T L= T AR— MG,

detail ¥ —V— RF2 AT 5L, 7 TR TEEEOEN T U AR—F 7r hau
OFERRMNERSN, Ny T77Rar ba— L7 L—rThsENNIRo b XIT
Ny b Ray 7ORBEERETE £9, show cluster infotransport cp detail =~ >
RIZOWTIFROH N EZHR L T ZE W,

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:
0 - unit-1-1 2 - unit-4-1 3 - unit-2-1

Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R - reliable messages
RE - reliable messages error
RDC - reliable message deliveries confirmed
RA - reliable ack packets received
RFR - reliable fast retransmits
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RTR - reliable timer-based retransmits

RDP - reliable message dropped

RDPR - reliable message drops reported

RI - reliable message with old sequence number

RO - reliable message with out of order sequence number
ROW - reliable message with out of window sequence number
ROB - out of order reliable messages buffered

RAS - reliable ack packets sent

This unit as a sender

all 0 2 3
U 123301 3867966 3230662 3850381
UE 0 0 0 0
SN 1656ad4ce acb2b6fe 5£839f76 7b680831
R 733840 1042168 852285 867311
RE 0 0 0 0
RDC 699789 934969 740874 756490
RA 385525 281198 204021 205384
RFR 27626 56397 0 0
RTR 34051 107199 111411 110821
RDP 0 0 0 0
RDPR O 0 0 0

This unit as a receiver of broadcast messages

0 2 3
U 111847 121862 120029
R 7503 665700 749288
ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291
RO 0 582 850
ROW 0 566 850
ROB 0 16 0
RAS 1571 123289 142256

This unit as a receiver of unicast messages

0 2 3
U 1 3308122 4370233
R 513846 879979 1009492
ESN 4458903a 6d841a84 TbdeT7fa’
RI 66024 108924 102114
RO 0 0 0
ROW 0 0 0
ROB 0 0 0
RAS 130258 218924 228303

Gated Tx Buffered Message Statistics

current sequence number: 0
total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
gate close ref count: 0
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num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%
Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 4153 73%
Route Cluster Client 419 7%
RRI Cluster Client 1105 19%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
VPN Clustering HA Client 1 100% 0 0 0

MRT Tx of unitcast messages (to member id:0)

Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%

Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]
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Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

« show cluster history

7T AZDEIE, BILOT T A2 ) — FRBINTE ol B, /—NIRs I A2 %
HEN B HRICB T 22T — A v —VURFERINE T,

DSRBEEDINTY DX TF¥

JSGARTONRI Y FOF % TFHIZHONWTIE, ROa<wy REBBLTLEEN,

cluster exec capture

JITAZERD NT TNy a—T 4 T AR — T 5ITIE, custer exec capture 2~ > K%
HEALCHIE ) — RETOITAZER N T 7 4 v 7 OF X 7F X2 /HLET, 2T,
7 FAZNDTRTOT—4F ) — FTHHBIICANIRY £,

DSREYIY—RADE=Z YT
JFALEN ) —=ADE=H Y T ONTIE, ROa<y RESR LTI EEN,
show cluster {cpu | memory | resource} [options]

7T AREROERNT — X 2R LUET, FEHFHREZ options (X7 — & DX A 12 K> T
nET,

D3R8 I 749v0DE=ZZYYY
JIGABENT T 47 DE=LZ) L TZONTE, RO a~<y RESRLTLEE N,
+ show conn [detail]. cluster exec show conn

showconn 2=~ RiZ, 7an—NRNT 4 VL7 H¥ RNl T v/, FHE7x+U0—FDED7
o —ThobHM%uExLET, cluster execshoweconn 2~ R&Z{EED /) — R THEHAT L L.
TRCOBERNREREINET, ZOa~vr ROFRRMLIE, 15070 —D 77 4 v/
NI FTAFNOSEIERASAICED L HICEET 20000 £3, 7T AXDAL—
Ty MI, B—= ATV TORE T 4 F 2= a ko TERYET, 2
Oa<wy RERHTBE, BAIEFRONT 74 v NI TRAENEED L D ITHID D0
BHICOMNY ET, 75, B— R ARG IR T a—DRT 4 —v L AL ED L 5 [
5.2 D0 EERET 2 DICESLH £,

F7-. showconndetail =~ > NiZ7 e — btV F s OHELZ I TET7u—%2EK R LET,
&Iz, showconndetail =~ > RO 12~ LET,

ciscoasa/ASA2/data node# show conn detail
12 in use, 13 most used
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Cluster stub connections: 0 in use, 46 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, b - TCP state-bypass or nailed,
C - CTIQBE media, c¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - LISP triggered flow owner mobility,
M - SMTP data, m - SIP media, n - GUP
O - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, g - SQL*Net data,
R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
7 - Scansafe redirection, z - forwarding stub flow
ESP outside: 10.1.227.1/53744 NP Identity Ifc: 10.1.226.1/30604, , flags c, idle Os,
uptime
Im21ls, timeout 30s, bytes 7544, cluster sent/rcvd bytes 0/0, owners (0,255) Traffic
received
at interface outside Locally received: 7544 (93 byte/s) Traffic received at interface
NP
Identity Ifc Locally received: 0 (0 byte/s) UDP outside: 10.1.227.1/500 NP Identity
Ifc:

10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2m0Os, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic
received at

interface outside Locally received: 864 (10 byte/s) Traffic received at interface
NP Identity

Ifc Locally received: 716 (8 byte/s)

Pt 7m— D NI TN a—T 4 T EATOITIE, ROINCTRTO ) — RO#ERix — Rk
RLET, R, F£ED / — K Tcluster execshoweconn =< > K&EZASLET, T4
L7a (Y) . RN T o7 (y) . BEOT7+U—F (2) D7 T 7 o7 —%81L
F4, WOBNTIZ, 3 25DFT_TD ASA TOH 172.18.124.187:22 75 192.168.103.131:44727
O SSHENF RSN TWET, ASALIZIZz 7 T 7 0™BHY ., ZOHERO 7+ U —X T
HHZLEEELTOVET, ASMBITIXY 77703 HY ., ZOHEGOT A VI X THDHI L
ERLTHET, ASA2 IR 7 T 713, 2R A—F—ThirZLrxERLTH
¥, TU MUY RGFETIE, ZOEEHRO/T > MIASA2OWNEA »#—7 = A AT
A A VB =T 2 A ADDHTWEE T, AT RHR TR, ZO8kRED /R

7y MIASAL BLOASAZ DANERA o Z—T = A AT A, 7T AZEIEY o7 %A L
T ASA2 |ZHEIE S 4L, RIZ ASA2 DNERA 2 —T = A4 APHHTnNE ET,

ciscoasa/ASAl/control node# cluster exec show conn
ASAl (LOCAL) :**********************************************************

18 in use, 22 most used

Cluster stub connections: 0 in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z

ASAZ.‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k**************************************

12 in use, 13 most used
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Cluster stub connections: 0 in use, 46 most used
TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO

ASA3-‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k***********************************************

10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes
0, flags Y

show cluster info [conn-distribution | packet-distribution | loadbalance | flow-mobility counter s]

show cluster info conn-distribution =~ > K & show cluster info packet-distribution =~ >~
FiZ, $_XTDIITAZ ) —=F~\D T T4 v I 5iEFRLET, ZhbDavs R
X, S — R AT oI L, T L DICRE DL E T,

show cluster info loadbalance =~ > FiZ., BEHGHE OB OMEHERE TR LET,

show cluster info flow-mobility counters ==~ > Fi&, EID 3 L7 1 —DOFTA & OEERH
Z#x L £9, show cluster info flow-mobility counters =~ > RiZOW TRk D H %%
LTS IEEN,

ciscoasa# show cluster info flow-mobility counters

EID movement notification received : 4
EID movement notification processed : 4
Flow owner moving requested HE

show cluster info load-monitor [details]

Z dshow cluster infoload-monitor =~ > R, BEORIRED I T AZ AL ARODNT T 4 v
JAME, RESINT-MRBOEHEK (F 74V TIE30) 2R LET, ZHEROKREIE
ZF T 5121, detailsF—U— R&2FHLET,

ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa(cfg-cluster)# show cluster info load-monitor details

ID Unit Name

Information from all units with 20 second interval
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Connection count captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Buffer drops captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Memory usage (%) captured over 30 intervals:
Unit ID O

25 25 30 30 30 35
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25 25
25 25
30 30
25 20
Unit ID 1
30 25
25 25
30 30
25 20
20 30
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35

30

30

30

35

35

35

30

35

CPU usage (%) captured over 30 intervals:

Unit ID O
25 25
25 25
25 25
30 30
25 20
Unit ID 1
30 25
25 25
30 30
25 20
20 30

* show cluster {access-list | conn | traffic | user-identity | xlate} [options]

30

35

30

30

30

35

35

35

30

35

30

25

25

30

25

25

30

25

30

30

30

25

25

30

25

25

30

25

30

30

25

25

30

30

30

30

25

30

30

30

25

25

30

30

30

30

25

30

30

35

25

30

30

35

30

30

35

35

30

35

25

30

30

35

30

30

35

7 T AREROERNT — X EFoR LET, FERHFEEZ options (X7 — ¥ DX A 72Xk ->T

Bip0F9,

show cluster accesslist =~ > RICOWTIZROHE D E B L T 70,

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B,
access-1list cached ACL log flows: total 0, denied O

300

access-1list 101; 122 elements; name hash:
access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eq www

(hitent=0, 0, 0, 0, 0)
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access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfedfd947

access-1list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-1list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitent=0, 0, 0, 0, 0) 0x5795c069

access-1list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) 0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0x1e68697c

access-1list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-1list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6f59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitent=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfead

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitent=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitent=0, 0, 0, 0, 0) 0x013fd5b8

access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

R OERD, T XTO /) — R TCORFHEERTTHITIE, ROEBVICATILET,

ciscoasa# show cluster conn count
Usage Summary In Cluster:~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k************************

200 in use (cluster-wide aggregated)
Cl2 (LOCAL) :***********************************************************

100 in use, 100 most used

Cll-******************************************************************

100 in use, 100 most used

show asp cluster counter

ZDawry RE, TEARAD N T TN a—T 4 U TIESL B ET,

DI3RAEDL—TA2IDE=R) YT
7 TAZDN—=T 4 TIZONTIE, ROA<Y FEZRLTIEE,
* show route cluster
- debug route cluster

I TALDN—T 4 T ERER I LET,

« show lisp eid
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EIDs & 91 b ID 2779 ASAEID 7 — 7 VEZERLET,
cluster execshow lispeid =2~ RHD, RO ITESRL T ZE0,

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k**~k~k~k**~k******~k************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
T,D ¢ %k ok ok K ok ok K ok ok kK ok kK ok kK ok kK ok ok K ok ok K ok ok kK ok ok ok kK ok kK ok ok ok ok Kk ok kK ok ok ok kK ok kK ok ok Kk kK K
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

» show asp table classify domain inspect-lisp

ToavwryRE, NI TIA Y a—TFT 4 L TITESL B E T,

HSRBA)TOOXVTDEKRTE
JIZARZN L TOuX s TOREIZODNTIE, kOa<wr FEERLTLIEEN,
logging device-id

77 ALZNDE ) — RiX, syslog A v &—ZEBINC AR L £, loggingdevice-id =~ > K%
BT 5 &, A—$7203 825751 2 ID & Tsyslog A v —V%ERT 5 ENRTE,
I TAZNDE—FTERRD ) — R bDA vy E—VDOL IR ELZ LN TEET,

DI3RAADAVE—T LA RDE=Z )Y
JITABDA VB =T 2 ADFE=Z Y U TZONTIE, ROa<y REBBLTLEEN,
* show cluster interface-mode
JITAL A E =T 2 ADF— 2R LET,
« show port-channel
K= R F v RAPR AR R LS PICBET 2R G ENET,
« show lacp cluster {system-mac | system-id}
cLACP Y A7 LD BT T4 AV T 4 2#FKRLET,
« debug lacp cluster [all | ccp | misc | protocol]
CLACP DT Ny V' A yb—Vh KRR LET,
* show interface

MAC T RL Az LT L 56, COEMRREFRRLET,

ciscoasa# show interface port-channell.3151
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Interface Port-channell.3151 "inside", is up, line protocol is up
Hardware is EtherChannel/LACP, BW 1000 Mbps, DLY 10 usec

VLAN identifier 3151

MAC address aaaa.1111.1234, MTU 1500

Site Specific MAC address aaaa.llll.aaaa

IP address 10.3.1.1, subnet mask 255.255.255.0

Traffic Statistics for "inside":

132269 packets input, 6483425 bytes

1062 packets output, 110448 bytes

98530 packets dropped

DIRBYDTDTINYYT
I FGAZN T DTNy ZIZONTIE, ROa~x FEZRLTIES,

« debug cluster [ccp | datapath | fsm | general | hc | license | rpc | transport]
JIABN T DTNy T Aye—VaRRLET,

» debug cluster flow-mobility
IAZN T Tun—F )T A BHEOA N FERRLET,

« debug lisp eid-notify-intercept
EID #HI A v & — U ATZERROA R 2R R LET,

» show cluster info trace

show cluster infotrace =2~ > RiZ, NI TN a—F 4 L T DT-DODOF Ny FIE#RE2FR7
L\iﬁ—o

show cluster infotrace =~ > RIZOWTIZROH I ESHB L T FE,

ciscoasa# show cluster info trace

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG KEEPALIVE from 80-1 at
CONTROL_NODE

ASA U S RAE 1) 2T DB

PDLFOBNZIE. — R38N T ASA DV 5 AZE#EOTRTOaA L7 4 Fab—3 3 R
HENET,

ASA BELURAYFDAY T4 XaL— 30040
WDary7 4 X2 b—alBilid, ASAE AL v TFROKRDA VX —T = A& LET,
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ASAL UAR—D A |RAYFARA—T A
R A

A —Hxv /2 GigabitEthernet 1/0/15

A —%xv k13 GigabitEthernet 1/0/16

A —Hxv k 1/4 GigabitEthernet 1/0/17

A —Hxv k1/5 GigabitEthernet 1/0/18

BA1ZW DA VB —T AR E—FK

cluster interface-mode spanned force

ASA1 HlfHlA=w FDT—FRA RSV T

interface Ethernetl/6
channel-group 1 mode
no shutdown

|

interface Ethernetl/7
channel-group 1 mode

no shutdown
|

on

on

interface Port-channell

description Clustering Interface

!
cluster group Moya
local-unit A

cluster-interface Port-channell ip 10.0.0.1 255.255.255.0

priority 10
key emphyriO
enable noconfirm

ASA2 F—HR A=y rDT— R SV THTE

interface Ethernetl/6
channel-group 1 mode
no shutdown

|

interface Ethernetl/7
channel-group 1 mode

no shutdown
|

on

on

interface Port-channell

description Clustering Interface

cluster group Moya
local-unit B

cluster-interface Port-channell ip 10.0.0.2 255.255.255.0
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priority 11
key emphyriO
enable as-data-node

HE1L=w FDA B —T M4 AKRTE

ip local pool mgmt-pool 10.53.195.231-10.53.195.232

interface Ethernetl/2
channel-group 10 mode active
no shutdown
|
interface Ethernetl/3
channel-group 10 mode active
no shutdown
|
interface Ethernetl/4
channel-group 11 mode active
no shutdown
|
interface Ethernetl/5
channel-group 11 mode active
no shutdown
|
interface Managementl/1
management-only
nameif management
ip address 10.53.195.230 cluster-pool mgmt-pool
security-level 100
no shutdown
|
interface Port-channellO
port-channel span-cluster
mac-address aaaa.bbbb.cccc
nameif inside
security-level 100
ip address 209.165.200.225 255.255.255.224
|
interface Port-channelll
port-channel span-cluster
mac-address aaaa.dddd.cccc
nameif outside
security-level O
ip address 209.165.201.1 255.255.255.224

Ciscol0S R/ v FDaAV I F¥alL—3ay

interface GigabitEthernetl/0/15
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

!

interface GigabitEthernetl/0/16
switchport access vlan 201
switchport mode access
spanning-tree portfast

channel-group 10 mode active
!
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interface GigabitEthernetl/0/17
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

|

interface GigabitEthernetl/0/18
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

interface Port-channellO
switchport access vlan 201
switchport mode access

interface Port-channelll

switchport access vlan 401
switchport mode access

ARTAVIEDT7A4T72+—IL

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64
(Pool: 8 IPs)

eth1/8
eth1/1
mgmt
eth1/8
eth1/1
mgmt

Cluster Control Link
192.168.1.1, .2, and .3

<I__ port-ch1 Spanned | s

port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64
MAC: 000C.F142.4CDE | |

port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64

MAC: 000C.F142.5CDE

|

——

g i)
I port-ch5
Switch o‘ VLAN 10, VLAN 20 Trunk
=
<
-
=
]
y
—
Client

. Secure Firewall 3100 ) ASA 7 5 X 2 D ERA




I Secure Firewall 3100 @ ASA 7 5 X 42 () & FdSecure Firewall 3100 ®
25499 tn774794—1 |}

BB Xa2 VT 4 RALUDODT—X NT77 4 v 712i%, #7225 VLAN BBEA T S
£9, 72& 2 IENE R Y b U — 27 I VLAN 10, MR~ hU—2Z7 121X VLAN20 & L E

T, K ASA FH—DOWER— BBV, AL v T ERFN—FIZERINET, T
XUTNA R =T M5 TWEDT, YELY 7 EOFTRTO/NT v F3802.1q 7 711k
ENET, ASA L., VLAN10 & VLAN20 DD 7 7 A 77 5 —/LT1,

A% R EtherChannel Z 325 & &%, XA v TFMTTRTCOT—Z VoI RNTA—FE
#LC1>® EtherChannel & 720 3, ASANFEHRARRIZR > T2HA13. A1 v FIIEYV o=
=y MEATrZ 74 v 7 /oM LET,

LBAZY DA VB —T AR E—FK

cluster interface-mode spanned force

A=y MEIEHIZY FODT—FR S5y TEE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asal

cluster-interface ethernetl/8 ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

AZY b2TF—22=Zy FDT—FR S Y TERE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa2

cluster-interface ethernetl/8 ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node

A=y r3T—5221=Y bDT— RSV TRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa3

cluster-interface ethernetl/8 ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable
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enable as-data-node

HE1L=w FDA B —T A4 AKRTE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipvé address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface ethernetl/1
channel-group 1 mode active
no shutdown

interface port-channel 1
port-channel span-cluster

interface port-channel 1.10

vlan 10

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface port-channel 1.20

vlan 20

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE
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L N |

ST 4w DREE

Cluster Control Link

pori-chi
192.168.1.1, 2, and .3
Node 1
YA /N ethi/6 L
gl | [ ] ethi/7 ﬁ?
A 2\ A Y eth1/8 (Y ctho/1 n
1 \g
-t w
© mgmt | 3
N =
=9 ‘
BN | 33 gJE elh1/p e 38 3
g1 ) o2 31T 8L 7T
I AW X 5-5—’"% NN o th?/1 %EE% §
T Opa ™ - e 2w o
o ngg? 5070 =y
- A=®5 mgmt 2% 8 =
=N = g o= =
- 58 2 Sg &
2 M\ O=_ B/ ethif6 e
ol ] o | [zl ] etz %
e NS £ | [ 2V ethi/8 >
V Y, Y, V
mgmt
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

Wty T —27 LRy hU—7 DT, b T 7 4 v 7 ZWIACoBECE 97,

FoIZRT L o1z, ERANZ—I7D A% K EtherChannel 238 V) . WA A ~ FITHEFm SN T
WET, MFITEHICH D MTAA v TR SN TWET, HETHIUEL, £ EtherChannel
FIZVLAN S 7 A v F—T = ZAEERTDH b TEET,

L1 rDA B —T AR E—FK

cluster interface-mode spanned force

A=y MEIEHIZY fDT—FR S Y TEHE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

Secure Firewall 3100 ) ASA 7 S5 X 2 D ER .



Secure Firewall 3100 D ASA ¥ 5 X 2 @) & FASecure Firewall 3100 D |
B 5o o0

cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

AZw br2TF—422A=y bDT—FR S Y THE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node

A=y b3T—5221=Y bDT— RSV TRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-data-node

HE1I=Z FDA B —T A AEKTE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
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security-level 100
management-only
no shutdown

interface ethernet 1/8
channel-group 2 mode active
no shutdown

interface port-channel 2
port-channel span-cluster

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface ethernet 2/1
channel-group 3 mode active
no shutdown

interface port-channel 3

port-channel span-cluster

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

A /\> K EtherChannel L/ Ny o7y T Y2y (REDSTHI T4 TBARRINA)

€3k D EtherChannel DT 7 7 4 7 AR— O KEIL. AA v TFTRNHLO SIZHIBEINET, 8
=y RIBEKD 7 T AX BB Y EtherChannel (2= +&H7=0 2 " — b &2 E ) Y T4
X, BRF1I6FR—FDIBHYR— M2 RZ LA T—NIZTHHERH D 9, ASAIL, ED
Vo0 %T 0T 4T EIZTAZNAZTDH0%E, LACP 2L CxraIv=— LT,
VSS. vPC. StackWise., F 721 StackWise Virtual Z{# f§ L T~ /L F A A » F EtherChannel % A
F—=T M LEHEIE, A v FHOIESEEZFERTEET, ASATIE, TXTOHHEKR—
DEROICA TR v hEFIE, RICA— FEFIEICENSNET, ROKTIE, FEO/NINKR—
h2s T AR— k&7 (7= & 2 X Ethernet 1/1) | 5 [F—% ] K— R &b ET (&
& 21X Ethernet1/2) , N— RV = TEHORN AL RGET A LERH Y 9, DFED, TT
DOHIEY X1 EDAL »TFHREIHEERD TRTOT =XV 73RO AL v F & L
ROoTWAHRENRHY £ (LEAA v F VAT ANMEHENTWDEHEA) » ROKIZ, 77
ABWZBINT D=y R Z T 7 OREBENLEE X, EOXHITRhE0ERLT
WET,
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Router or Router or Router or
Access Switch Access Switch Access Switch

Switch 1 Switch 2  Switch 1

i

Switch 2 Switch 1

Virtual Switch Link f Ei_

Switch 2
-
=

Virtual Switch Link Virtual Switch Link

1. Up to 4 nodes

Node 5
2. 5th node joined

Node 8
3. Maximum of 8 nodes

JFRIE LT, MIDICTF ¥ RANDOT 77 4 THR— MiERRKILL, 2D 2T, 777477
FIHAR—NET 2T 4 TRT—HR— b OEONRT A ELET, SEHO2Z=y N7 T
AZCBMULTIEEEIE, VT 74 v 7 BT RTO2=y MIEFITEINMEN RN D LITHER
LTLZENY,

Vo7 E3T A AOBEREAE L&, RUFATOUIESNET, TO/RE, v—F
RGN RBBIZIIR W2tV FET, ROMIE, 4=y DT T RE
ZRLTWET, Z0Oa=y rD1DT, BV JEENEELTWET,
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R\ K EtherChannel £ /Xy O 7T )y (EDSTHU T« TBREINA) .

Router or
Access Switch

Switch 1 Switch 2

Virtual Switch Link

=3
=2

v b U —27 NIZHE%L D EtherChannel 2 5% ET 25 Z £ b &2 b E T, IO TIL, EtherChannel
DNEBIZ 1D, FMBIZ 128D £7°, ASAIL. —F @ EtherChannel THlfHl & 7 — % Ol 5 D Y
VI REERIEIZ 2 S TG AT T AZNOHIBRSILE T, ZiUX, D ASA BT TIZHER
F v T =7 ~OERiE RS> TWDBIZEPDb LT, MRy NI—I b NT 7 4 v T %
BT20%<T2HTT,
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Router or
Access Switch

Inside

Router or
Access Switch

LAY DA VB —T AR E—FK

cluster interface-mode spanned force
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A=y MEIEHIZY fDT— R S5y TEE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

AZY b2TF—22=Zy FDT—FR S Y THRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node
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A=y R3F—EA=Y rDT— R RSy T

kg
it

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-data-node

A=Yy MAT—R2AZY bDT— PR SV THE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa4

cluster-interface port-channell ip 192.168.1.4 255.255.255.0
priority 4

key chuntheunavoidable

enable as-data-node
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HEI=y FDA 2V EF—T 14 RAKFE

ip local pool mgmt 10.1.1.2-10.1.1.9

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
security-level 100

management-only

interface ethernet 2/6
channel-group 3 mode active vss-id 1
no shutdown

interface ethernet 2/7
channel-group 3 mode active vss-id 2
no shutdown

interface port-channel 3

port-channel span-cluster vss-load-balance
nameif inside

ip address 10.10.10.5 255.255.255.0
mac-address 000C.F142.4CDE

interface ethernet 2/8
channel-group 4 mode active vss-id 1
no shutdown

interface ethernet 2/9
channel-group 4 mode active vss-id 2
no shutdown

interface port-channel 4

port-channel span-cluster vss-load-balance
nameif outside

ip address 209.165.201.1 255.255.255.224
mac-address 000C.F142.5CDE

W—Ty FEE—FHA L EISXE)TDO0TVERE

A3 K EtherChannel 2l L7=/L—7 v K E— RIZkTHH 4 NHZ T AX D T OREH)

IZ. OTV OB ELET=X Y L JI2k>TRZ2Y E3, OTV I, DCIEIZ 7y N
Rk 5 2 & T, EEAKEZRZLET, OTVIL, T — 7 /LICMACT R L A &84
HEXIZOH, DCIBFIZZ=F ¥ A b T v MEEEELET, MACT RL AN OTV 5k

T MIFE SN TWRWESE, 2=F ¥ A s Xy MIRey 7IinnEd,

0TV &2 DI

//Sample OTV config:

//3151 - Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC

feature ospf
feature otv

mac access-list ALL_MACs
10 permit any any
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mac access-list HSRP_VMAC
10 permit aaaa.1111.1234 0000.0000.0000 any
20 permit aaaa.2222.1234 0000.0000.0000 any
30 permit any aaaa.1111.1234 0000.0000.0000
40 permit any aaaa.2222.1234 0000.0000.0000
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL MACs
action forward
vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP VMAC ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood
vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC_DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC_DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC_DENY seq 30 permit 0000.0000.0000 0000.0000.0000
route-map stop-GMAC permit 10

match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown

interface Ethernet8/1
description uplink to OTV_cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3
description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown

otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
//0TV flood not required for ARP inspection:
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otv flood mac 0050.56A8.3D22 vlan 3151

YA FEEDOEHIZBRELZOIV I ILEADEER

YA "NET L LESEEIE, Ju— XV MACT RLRE2ZRU ET7Ta vy 7 L THE X D
2. 74 V2% OTV MBHIBRT AMLENRH Y £, HERWSODDBIMRENH D £,

BEEEL CWD YA FTOTV AA v F LD ASA 72— )L MAC 7 RLRIZRITHAXT 4 v
7 o N EEBMTALERSHY EI, 20 bIZk-T, KEHAO OTV 34—/ —1
A AV H—=T oA RAZINHEOZY M) ZBIMTEET, —1"E7 T 472 MZASA HO
ARP = MU BT TIZH 256 (ZHIBFOBROSETT) | ARP IFHXEE SRV
T, ZOFERLIIZRD FT, LER-T, OTVITEEET — 7 /LT ASA 7 72— 3L MAC
T R RAZEETHESITIHY FH A, OTVICITHEET —7 LRI 12— LMACT R L &
DR, OTV OFFZEIZOTV A — "N~ A f X —T 2 A A% N L TL=F % A kX
Ty NET Ty T 4 LRNDOT, =%y AL Xy NI — b0 7 e —30 MAC
T RLRIZ Ry 7, BFOBRITUIB S E T,

//OTV filter configs when one of the sites is down

mac-list GMAC A seq 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151

//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP Allow
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

oY A FBETXLIEEEE. 74V ZEHEBIMLT, OTV CIDAZ T 4 v Tk
PHIBRTAMLENHD T, Fa—ULMACT FLADA—R_R—L A = NV E 7 UTT5
Wi, BHFD OTV CHXAFIv I MACT RLR F—TN% 7 VT35 LRIEFICEET
KR

MAC7 RLR T—JLDI Y7

YA WMET L, =L MACT RLAADREZT v 7 2 MU OTV IZiBIENn
HIEAIT, D OTV A —R—L A f L H—T =2 AD T 11—,V MAC 7 KL R &8 T
XDHEVCTHMERDHY T, MOV A FREEBLEZL, 260 NI E7 YT T 540
ERHYFET, OTVOEET —TLICINbDTy FYRRNWT & 2HETH-DI1C. MAC
T RUVAT—=T N ELTHELTITEIN,

cluster-N7k6-0TV# show mac address-table
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Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— e e e et e
G - d867.d900.2e42 static - F F sup-ethl (R)

O 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3

OTVARP X v v aDE=ZY LY

OTVIZ. OTVA L H—T 2 A AR THFEEHLIZIP 7 FLRITHT S 712 % ARP ~D ARP
FyvrahbfERFELET,

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1wOd 00:00:31
cluster-N7k6-0TV#

YA EYSIRE ) T DB
ROPITIZ, YR—hSND7 TAZHEANZRLET,

Y4 FEEDOMACT7 FLABEXUIP 7 FLRZE{EALT=X/\> K EtherChannel JL—T v K E— KD

WOBITIE, FHA FOF—h T =g L= ENEF Y bT—7RICEESN (f—A |k
Uz A RNAN) 2007 —H B X —DENFIUI2DODT TAL AU N—RNhHGEERL
FT, VT TAZ AN =X, DCIERHI DT 7 ALY 71 Ko Tt S TWET, &
A NDTTAE A R—F, WEB L OSNE SO R v b U —27 2% LA, K EtherChannel
EERALTa—V AL v F I8k LE T, % EtherChannel (X, 7 7 AXNOTXTDOT ¥ —
NCANENET,

7 —4% VLAN (X, A——1L A FT7 2 AFK— Mdfb (OTV) (EEREEOH D) %A
LCHA MEIZHESNE T, T 74 v I NI TAXGETTHDIHEICNT 7 4 v 7 BDCI
i LTV A MIEEIN2VWEIIZT DI, 77—V MACT RLRA&ET vy
THTANEEBMTHLERDY ET, 1 DOV A "DV T AX ) — KPREIFEARREICR -7
e, NI 74 v BV A NDI TAE ) —RICEEEND LT 4 NV ZEHIBRT D4
ERHYFET, VaclZHEHL T, 78— DMACT RLADT 4 VE Y T TH0LERD
DET, F3 Y —XF 4 0 H— RBRHEHENTZ Nexus RED—FRD A A v FTlE, ZFm—n
JVMAC T RLVAINBD ARP XNy a7y 7T H120IZ ARP A VAT v a U H T
HMBMNHY £, ARP A VAT v a3 T, ASA THA FOMACT KL ALY A+
IP7 RUVADW G ZRET HLENHY ET, 1 FOMACT RLADAEZFRET HEHEIE
W ARP A VAT Vg VAL TL &N,

. Secure Firewall 3100 D ASA ¥ 5 X 2 D ER
88



I Secure Firewall 3100 @ ASA 7 5 X 42 () & FdSecure Firewall 3100 ®

H4 FEBEDOMACT KLRBEUIP 7 KLRAERA LR/ F EtherChannel L—7F v K E— kopl [

T IGARE, NER Yy NO—7 D7 — b= L THRELET, TXTOHIT T AX ) — K
THAHEIND 7 a— VL7 MAC X, N7y NEZETLHEDEFIERSVET, ¥E
Ny NI, A DC T TZAZNLOY A NEADOMACT RUAZEHLES, ZOKREICX
D, AA v TFN2ODORRDHR—NTHEOYA FBRITZ7 B— L MAC 7 R L A% FE
LTCLEIDEBHNTHET, MACTZ7 T v E L IRFEELZRNVWE S, 1 N MACT KL &
DHEFEHLUET,

ZOLGEOYFT IV FIFRO LB TT,

e VT AIMNLEEEINDTXTOHIINRNT Y M, V1 FOMACT FUAZFEHL,
F—HAE o —Ta—h T4 XAENFET,

« TG ARADTRTOAT Ny ME, Z7a— )L MACT FLARFEHLTEEINS
72, MEOY A MZHDIERD /) — R TRETEET, OTVO 7 4 VX IZX-T, T—
o Z—ND KT T 4w Rna—hT74 XAZNET,

B s

QOutside

Global MAC
(blocked by OTV between sites)

Data Center :
Interconnect

Site MAC 2

Data Center 1

Data Center 2
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B = < EEtherchannel £S5V RRF LU R E—F /=22 H4 FRIOH

Z/\> K EtherChannel FS U ARF7 LY E—F /—XY X 4 FEDH

WOBITIL, WL —4 LA — 2 DRI S Wiz (/) —2 %5 X4FAN) 2507 — 5+
VHE—DEFNFRIZ2OD T TAE A NR—NhHAREERLET, 7T AKX AL "—|L,
DCIRH D7 T AZEHY o 712 Lo TEEINTHWET, A FDT T AH A _—|T,
WIS KON D X2 N EtherChannels ZfEfH L Cr—H /L A1 v FICEfH LET, &
EtherChannel |%., 7 7 AZNDTRTDOY ¥ —UNZAN ENET,

KT —H v B =N —F LAERL—Z X OSPF 2 L., hT AT L b ASA %
Wil LET, MAC LIZELRY, —FDIPIZT XA TCONL—F T—ETY, DCLIZE A b

N— R EEINVYETHZ LKLY, FFEDOYA FTTRTDIT TAZ A NR—=RNE T LRWR
D, NI 74 v 73K T —FEUo X —NICHERI ST T, 7 T A X NIERTRE OB & fERFd
D72, ASA BT D= A FDo— NI, A FTRICT Y v ¥ FA—T7 28l %
VBENRHDET, 1DODFA FDOTRXTDT T AF A UN—IEENEE LTSS, N T 74w
JIIEN—2 05 DCIRERR TV A RD 7 T AH A N—|ZELIVET,

KA ROAL v TFOEREIZIX, ROLOEEHDL LN TEET,

o YA R VSS. vPC. StackWise, StackWise Virtual : Z D> F VA Tlix, 5—F ko ¥ —
LWZ1EBEDAAL v TFEHA A=V L, T—HEH=2IZHDAL v F &AL A F—)b
LET, 1 o004 Fvarv LT, T —Fv o X—DITFAL ) —RiZu—GNLAAf v
FEFICE R L, TEAAL T b I 7 4 v 7EEDCERKRALET, ZOHE, BEDITZE
N EDERFNIET — 2o X — 2 L Ca—AVICHEFF SN E T, DCIRRDR N T 7 4 v
7 BN TE DA, LWEIZEUT, %/ — FEDCIHRBE Tl F DAL v FICHRH T& £
T, ZOHAE. VT 74 v IFEEOT— 2t Xl E N5 T0, DClLEIEF I
HNZT B IO IR TY,

& A hor—7/L VSS, vPC, StackWise, StackWise Virtual : A4 > FDILEM% &9
HITIE, BYA M2ODRERDTNEAAL v F T2 A =L TEET, ZOHA.

7T AK ) — R, WFOa—NVAL v FIEFICHERINZT =2t X—1Dv % —
V. BIORENLOR—INAL vy FICH RSN T — X X —2D Y v — T AN
> K EtherChannel Z £/ L F 923, A3 K EtherChannel I3FEAMIC 758 LTWE

T, HEr—NNVITUEAA v FiL. A/ K EtherChannel %44 bk & —7% /L ® EtherChannel
ELTRBRLET,

. Secure Firewall 3100 D ASA ¥ 5 X 2 D ER



I Secure Firewall 3100 @ ASA 7 5 X 42 () & FdSecure Firewall 3100 ®
2% K EtherChannel k5 Y ZRFLY k E—K4—2 koz 2 k44 rE0H ]

f/-— -.‘\l
C mtemet )
Houle_z_r______...-----""" g TR - Router
—../ ) _‘.\'_'_“Hfgher cost route Spanned Higher cost route —.J/ | _q\"__"x
' EtherChannel 4 \._\
[ Outside———|

|
F,{'ﬁode 3
Data Center :
Interconnect :
= ¥
II

Spanned e
EtherChannel Rz

Cluster
Control

Higher cost route Higher cost route

Router

Router
Data Center 1 Data Center 2

ZX/\> K EtherChannel k5 VARTZLU N E—FA—XFO X b YA FREIDHI

WKOFTIE, FEIA FOF— 1 T = L—FE2O00NHFy NT—2 (TTVr—vay
Fy NU—27 L DB Xy hU—7) BIIZEESNTE ({—ARTU =R MEA) 22507 —%%&
VHE—DENENIZ2DODT TAE AUN=RNBLGEERLET, JTALX AN,
DCIREH D7 Z AZHHY) » 71T Lo TEHR SN TWET, A DT T AHZ X R—F,
Wil LMD T 7 r—ray Xy hU—27 L DB Ry NI —27 Ol FIZAN R
EtherChannels Z ] L Cr—H /L A4 v FIZHHE L £ T, 4 EtherChannel |X, 7 7 A X NOD
FTRTOY ¥ —UIZANSNET,

BV A FOF—F T = A L—H %, HSRP 72 ¥ O FHRP 2 L C, &% A b Tl U5t
BMACT RLA EIPT FLRAZRBIELET, MACT RLADOTHIERT 7 v v 7 2T
% 7-% ., mac-address-tablestaticoutside interfacemac_address=~ > R&ZH LT, ¥Y— U=
AN—FDEEDOMACT KL A% ASAMAC 7 KL AT —7 VIZERIIZBINT 5 Z & 2 RE)
HLET, 2D IRV E, A M IOF— U A B A F2DF— b T A&
WBETIHAIC, TONT 7 4y 7B ASA @i LT, WA > X —T oA AnbHHA b2

WCEEL LS & LT, BENRAETIAREENRSY £, 7 —4 VLAN (X, A——1L A |

Z v AR— MEABIE (OTV) (FREEEO L D) 2EHA LT A MEICIEESNE T, T
T4 INT— R U V—F5TTHLHGHEITNT 7 4 v 75 DCI Zidiwm L o1 |k

WCEREENR2WE T DI, 74V EZE2BMTHLERHY T, 1 2OYA FOF—h
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B /5x5uv08zan

V= =S PEERREIC R ST HE, NI T4 v VPOV A RO — by A IZHESH
HENCTANFEHIRT DLERDHY T,

l/_. " I \
(" Internet 1)
Gateway Router: - \_,h,_‘__,_‘ Gateway Router:

Virtual MACs and IPs

- Virtual MACs and IPs
(FHRP)

i (FHRP)

Spanned EtherChannel DB NW_

Spanned EtherChannel

;@_ o Cluster ;@— ;@—
S===== Node 1- “Fassss Node 2 Node 3 & Node 4 EESESE

Cluster
Control

20 Spanned EtherChannel I

B e

Spanned EtherChannel

Data Center
Interconnect

—
|

—
_— Swilch APPNW V~ ------- W App NW Switch

Data Center 1

Data Center 2

DIRZNVTDEEERN

ORIV a i, 7 TR Y T OBHEICET SRS E ENE T,

ASA DEMEBEE VS RA ) VY
ASA O—IOMEBEIZ ASA 7 T A F Y U 7 TIIYR— FERT, —EOMEEILHIE /) — K720
THHR— P ENET, EOMOBIEIC SV TILBEY RIS 5 BER D D5 A1 H Y £

B
DSRRN) DT THR— FENME LR
WORKEREIL, 7 7 AZ VPR EZITRETET, avr NFESSNET,
fTLS 7VuXx v afifTra="74 K aa=r— =z
« UE—F 77 A VPN (SSL VPN F X UF IPSec VPN)
AR R FAA o H—T A A (VTD)
CRDT TV Ir—vary A VAR g
« CTIQBE
* H323, H225. B L URAS
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e [Psec /N A A JL—
« MGCP

« MMP

« RTSP

+ SCCP (Skinny)

« WAAS

« WCCP

Ry bRy NTT 4T TN
* Auto Update Server

eDHCP 7 947 v b, —R_— BLOFraxy, DHCP VU L —[iVHR—FINTWE
@—O

* VPN B— R RT3y
« 7 o— )L — 3—
HHEN—T A TRBIOTY v

*FIPS €E— I

DIRZ) T DR REFRIEEE

WOMEREIL, Hl#l /) — FEZTTYR—bEnES, 7 I7RAZOHEELA =) 7 ahEd
/L/o

Y
GE) P ERARBSEED T 7 v i, 7T AZEIY O RRATA L N— ) — KBl /) — R
ICHRE SN E T,

BB T 25815, TRETRERED N7 7 4 v 7 Bp P RiEERE L L THBS
NDHNCH BTN T, fili#ll ) — RSO ) — RICEEENLD ZEnH D £9., Z0%E
I, N T T4 v 7D — FIZEVIRENET,

HRAE TR R I SO IR, il ) — R CREENRAET D LT _RTOHERN Fr vy 7SR5 D
T, LW — R ECTEREZHBELTILERNLY £,

cROT TV r—ary A VAT g
« DCERPC
« ESMTP
«IM
* NetBIOS
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« PPTP

« RADIUS
«RSH

« SNMP
« SQLNET
« SUNRPC
« TFTP

« XDMCP

A /AN Gl N =8| I/
c Xy NT—0 TR AL X OFFA], ThHU T 40 ZI3FEERRICF,

s T ANZ YT =R

« %A hH VPN

¢ IGMP /L FF ¥ A s 2 bta—/L FL—>r Fa fha) VL (F—& FL— gz i3y
TR BRI ENNET)

cPIM~¥/LFX¥ XA haria—iLFL—r Fua halil (F—% FL—dzikizrs o
AL RIS ET)

cHAF I IN—T (T

BacD/—FIZERIN S8
THOOMEREIX., 7T AR EITHIE ) — FTIER< . % ASA / — RIZBEHENET,

*QoS:QoSARY v —iF, ar74Xal—a EGHO—HELTY 7 AZLETHERY S
NEF, 7L, AU —3%&/ — NIfEBlicER SN E T, =& 2, AR LR
Vo 7 EBETDHHAIT, BWAL— FBLOEA/N— A MEIX, $ED ASA NHHT
T T 74 v ZICBHINET, 3/ —RDPokd7TAZNH., NT7 4 v 7 N
FIZHBLTWAEGE, e L — MIFERICZ IAZDOL— D 3fEIZ00 £,

BB BERIE S — R EIEBNTERE L E9, 7oL . BHGHERIZ — R
BATYT, 22T, A—FAF Y UBRHPEELZ2VDIX, A%y ET7 7 40 v 7B E
) —FRTCa—RRF LT EN, 1 OD ) — RTCTRTDORNT T 4 v 7 bR TXx,
WD T,

s U Y —REH v LFaLTHARNE—RTOY V—AFH T, o—hVERRICHES
W/ — FIZfEBNcER S E T,

LISP N5 7 47 :UDPAR— 4342 FOLISP FT 7 4 v 713, £2E/—RickoT
BEINETHN, T L7 ZTE0 Y TONETA, &/ — i, 772 4WTfFEn
B EID 7T—7MZIBMENETN, LISP v 77 4 v 7 BIKILZ 7 A ZIREOILF TSN
LEHFA,

. Secure Firewall 3100 D ASA ¥ 5 X 2 D ER



I Secure Firewall 3100 @ ASA 7 5 X 42 () & FdSecure Firewall 3100 ®
2y kD=5 7o uxAOMA L5285 |

FYRT—=0 FTORXEADAAEY SRR VYT

Ty NU—7 77 BZAHO AAA X, BEE, PRl THO T4 T D3 DDa s R— b
TR SN E T, FBAFEHFIL. 7 7 A X ) 7 ) — R Lo dhRlpghe b L 328k
NTEY, T—FHEENRY FAXT—4 ) — NIZERSET, 6l — FBR®RIRS =8
B HESIHE HOFRGEHE 22— —8 L O —F— TR T S §F AT 2 5] & foe & i 7 < 5
%ﬁét z%&fmfwkﬁ%ﬁbwﬁﬁ/~Pﬁ%ﬁbiion%% IEDT A KV
%i$%ﬁ54A77hm\ﬂﬁ/~Pﬁ%Eénkk%%ﬁﬁéﬂifo

THOT 4T, 7T AFZRNONERBEREL L CEEINWTCWET, THU T 70
T —HNTETENDTED, 70 —ICHTAET I T 4 VI RBRESNLTWELES., 0O
Tu—%ETDHITAX ) —RKINT T 4 TG EELED A v —T % AAA T —3—
WCEELET,

BREELEIIRZ YT

BEeHIIRIY, 7 7 A2 &AM E 9 (set connection conn-max, set connection
embryonic-conn-max, set connection per-client-embryonic-max 3 & TF set connection per-client-max
avy RRX—=U%ZR) | £/ — R, 78— R¥Xy A M A o=V 7 T AL LK
DA ZOHEMER DY £, 77 AR TERHIRERE L TH, 2hREELEBRL T,
BEEIZHIRCCEM SN2 WEERH Y £, £/ — R TIEL EEDOKRRTODY 7 AZ KD
710 BZAEDEKEH £ 72 3 Nl S D RN H Y £, L, m—RAZ T
SNz T AT, REEOREE & LICHERPIEFHTINET,

FIPEYSREYVYT

*FIPDF ¥ Ll ay ha— L F ¥ RxADT7a—RNENENNDT T AL X N"—T Lo
THEINTWDIEAIE, DF ¥ 3O 4—F—1ZEMHNCT A RV EAL LT TR T v
TF—hEar b= Fy RO F—F—(ZKE L, TA KV XA LT T Miw EH
LET, 27L, arybe—nrve—0F—F—nN)ue— &N T, 2 fr—/L 70—
DEBAT 4 7 SNHEAE, Blr7e—BHRITHER SN2 e E9, LRS- T,
aryha—7a—0TA KVEZALTY MIEFHFINEREA,

*FTP 7 7 B X2 AAA T 254, #lHTF v 2O 7 a—3H#H ) — NicEP S E
7,

ICMP £ VAR 3V EDSREY VY

7T AR Fi@im T 5 ICMP B8 X WVNICMP =7 —/37 » hdO 7 12 —[X, ICMP/ICMP =7 —A >
AR 2 a VINEINE D INT Ko TR £7, ICMPA VAT ¥ a Y EFEH LR WEE,
ICMP (Z—HHDO 70 —ThH, T4 L7 X 7a— IV R—brInEtA, ICMP A > A
VarEFEATLIHE, ICMP 7 a— (3R AR, TA VI XNy T vy T T7a—lLo
TRy I T v 7ENET, MEISNZICMP 7 2 —0EWND 1 D, SNy FO
TALZHAWBIIHYET, TALV7 2 Ny haT7 U —FITETRDYIZ, 7u—
Z—F—IZICMP =2 —5& 7y MEliRE L ET,

ILFXXYRNIL—TATEISRAY YT
YNTFXXRANN—T 4 TE, A E—T oA A FT— RIZL o TEMERERR Y £7,

Secure Firewall 3100 D ASA ¥ 5 X 2 DR .



Secure Firewall 3100 D ASA ¥ 5 X 2 @) & FASecure Firewall 3100 D |
B = < ¢ EtherChannel E— K TOTLF v R FL—F 1 Y

A /3> K EtherChannel E— KTOTILFX VYA MIL—F 425

Z /%> K EtherChannel B — RTlZ., 77 A MSREEEDRHESLINAFE T, =y P23+
TOVNVTF XY AN N—T (T Ry NeT—4)r v AL ET, B LI
THBIX, T —F 2=y MBI ATF XY AN T—H Ty NEEETEET,

BRIA B2 —T A A E—KTOIILFXNYAMIL—FTF o5

EBA B —T 2 RAE— RTiE, vV TFF¥ A MIBELTz=y FBAEBNCEIET D Z &iX
HOVFERFAL, T—HZBLONN—T 4 T Oy MITRTHIEl2 = b T I TRk S
NaEOT, Ny LT = a URERESET,

NAT &£ O SRA YT

NAT (%, 7 T AZDEENRAN—T"y MIHBELGEZ 52 03HVET, A DB
LT T I TY RONAT Ny M3, ENENT T AZHNDOR]D ASA IZIEESND T LR
HOFEST, a—FA_NTU T TR XLTIPT R R ER— MUEFEL TOETHRA,
NATMEH SND L XX, A RN T U RET T IR RET, Ry ROIPT RLARKR—
FNFEIR D35 T, NAT A—F—TIEARWASA ICEFE L= » M, 7 T AZHI#Y
JHENLTCH—F—CEREINDTZD, ZTAXEIEY) VI KRED T 7 4w IR ELE
T, NAT A—F =k, EX =2V 74 BLORY v—F = v 7 OFERITSE CTR7 v OB
YRR CEX RWATREMEN H D720, ZEM ) — NiE, A —F—~Diatk 7 o —Z B L2 2
LIZEBELTLIEEN,

FNTHI TAZY I TNAT 2EAT 25513, ROTA RTA4 0 E2BEBLTLIEIN,

eAR—h Tuvw ZEIDYTIZL S PAT : ZOHEICOWTIL, IROTA RT A4 v L
TLTEEW,

e RA MDD ORKHIRIL, 7 7 AZ2EROFIRTIERL, /— R EI@ 31250
SNET, LEB->T, FA MBIV ORKGFIRES1ICRESINTWASI /) — KI5
AL TIE, RAIDOLDNT T 47 N3DOD ) — RKI_XTUWZe— R KANZT T &
NTWBEE, 35070y 7 %% /) —KRIZ1DTOH VY THENTEET,

NI T T T—=Nino Xy 7T v ) — RTERENTZR— Ty 7id, RA R
B2 0 O KHIBOERARIIZZE SN EE A,

« PAT 7— )LNSERICH LW IP 7 K L AD#iPH T H S5 On-the-fly PAT /L—/L D
EHETIE, LT —ABNE R > TV THWEEEETD xlate N 7 7 v T HE
Kk 2 xlate N> 77 v TOERNPEBRLET, ZOMEEIR—FDO7Tm Y 7H
DY THREEICEA R b O TIE R, TR BEN ST T4 v I BT TAK ) — K
MTr— T 78N T AZEMTORRLLID K72 PAT 7 —/L D
M,

c JITAXTEMEL TV AEA, 7y 7EDYTHA REETTHI LI TEEY
lo FILWY A XT, 7 ITRAFNOETNA A% a— R LERICOBREINI/RY F
T BT XA AU v — ROLBEMZEHET B2, TXToO7T e v 7EY ST
= ZHIBRL, ZNH O/ —VZEET 53 X ThDxlate 7 V755 Z & &2 BHE)
WLET, TO%, Tav YA REELL, Ty ZED Y TOL— L EFERTE
E3 AN

. Secure Firewall 3100 D ASA ¥ 5 X 2 D ER



I Secure Firewall 3100 @ ASA 7 5 X 42 () & FdSecure Firewall 3100 ®
naTes 525005 |

« ¥4 F v PAT D NAT 7—/L7 RL ARG : PAT /—VERETHE, 7T AZIX
T—=NVADZIP T L AZR— T ry 7IZ5EILET, 774V T &7 vy
512K —=FTFR, A—br7 vy 7HOYETL—LERETLE, RbVICa—FDT
0y 7REMEFESNET, ZNHDTa v 7137 T AZND 7 — RIETHEIZO#HEN
L7, %/ — RIZIZPAT 77— VADIP 7 RLAZTLIZ 1 DL 0Ty 7 3d Y %
T Lo T, BEIND PAT BBk L THATHLLAITIE, 7 T AX D PAT
T EDHDHIP T R R % 1 DT 52 ENTEET, PAT 7 —/LD NAT /L—/b
TPREAR—=F 1 ~1023 2505591247 v a v aRELRVREREY, R—h7 vy
713 1024 ~ 65535 OAR— hFHZ D 3— L 7,

BE DNV —NNZET D PAT 7 — VO FFIA : HEDON—/V TR U PAT 7— NV EMHHT 5
WX, =BT LA F—T oA ADOBPRUZHERZHLOLERNHV £3, §3TO
IW—IVTHREEDA H—T 2 A AEFHT L, HDHWIETRTONL—LT UEED] 1
VHE—=T 2 A ABREAT B0, WTNPHZBINTAMLENRH Y £7, L—NE2RIZbhi-o
TRHEDA X —T A AL EE] DAV F—T oA AZRESEDHZEIETEEHE
o BESHDE, VAT INIV X =0 T T 497 7T AXNOWEY ) — Re—%
SHLZENTERLIBRDGENRDV £, V—/V T LIZEA D PAT 7— V2T 2
ZEE. BRLEEEOE VAT Y g T,

TS REEVR L PAT—LOT 7y Ruab i, V7I9RAZ ) TR —FEh
FHA,

WAEPAT 72 L : JEBE PAT 137 9 A Z U 7/ THR—FENFH A,

I ) — Rick o CTEHIND XA F I v 7 NAT xlate : Hlff]l / — N2 xlate 7— 7 /L % f
FFL, 77—/ —RIZERLET, ¥4 T IV I NAT 2B LT 58T —4 /— K
NZAF LT & &EIC, ZOxlate T — 7 VNIZI WA, 7 —4% / — RIZiil#l / — Rz xlate
FERLET, T—F ) — FORBEREFALET,

A xlates : B AT A & D xlate 74 RS EF INEHA, L7 ->T, 74 Kb

BN T A RVZ A LT 0 N &2 HATREMED NS D 97, refent30 T, 7 A R E A ~—
ERRESNTZZA LT T RLDRENGAIE, BAO xlate THDHZ EEZRLET,

per-session PAT B§RE : 7 7 A& U > JIZ[R YD EH A D3, per-session PAT #&HEIZ L - T PAT
OPERERT ELET, 7722V U T OBRAEIX, &7 —% 7 — RHVHE O PAT Bfit
FFCE9, WA, multi-session PAT #25e 1 Xl / — NICERET 2R H 0 | HilfE ) —
RRA—=TFT =L ET, 7730V FTIE, $XTHOTCP b7 7 (v 73 LT UDP DNS
N7 7 4 7 1% per-session PAT xlate Z{HH L E7, ZAUTK L, ICMP 8 L UMD §xT
D UDP k7 7 4 73 multi-session ZfH L EF, TCPIBLRUDP IZxf L 2 H DT
7 4V N EZERET D K 9 IT per-session NAT /L—/L &R E T& £973, ICMP (T per-session
PAT Zf%ET 5 Z LIXTEEH A, H323, SIP, F7i% Skinny 72 £ D multi-session PAT
DAYy FEEMTED N7 7 4 v 7 TiE, BEM T 5N TWD TCP AR— MMIxfL
per-session PAT # #EZ0Z CX £ (Z1 5D H323 B KX OVSIP @ UDP AR — MNET 7 4 /v
T4 TIZ multi-session (272> TWE ) , per-session PAT DFEMIZHOWTIX, 7747
VA —IVDORETA RS LTI,

CRDA AR a DAL T 4 v 7 PAT 13H Y £ A
- FTP

Secure Firewall 3100 D ASA ¥ 5 X 2 DR .



Secure Firewall 3100 D ASA ¥ 5 X 2 @) & FASecure Firewall 3100 D |
B s rsvo0—5vBs003528000

* PPTP
« RSH
« SQLNET
« TFTP
* XDMCP
« SIP
1 TEMBZDIFFIZE L O NAT V—L 3 58515, 7734 AD CLI T asp rule-engine
transactional-commit nat =~ > REEHL TR r7 v ay a3y b 7 VEAHIC

THRERDHY EF, AT LRVE, /= BT FAZIBIMTEROAREMENH Y %
j‘o

BAFIVIN—TAVITEXVITRE) VY
TITCE. UG RE YU TEATF I I N—TF 4 v T EERT B HEICOWTEA LET,

A /%> K EtherChannel E— KTODHEAF+ I v o IL—F 44

)

GE)  I1S-IS . A% K EtherChannel E— FCIIH R —FENTWEHA,

Z % K EtherChannel E— K : L—F 4 > 7 a2 LHI#H ) — RCOLFETINEST, L—
MIHIE ) — FE2 N LTCEBEN., T—% /) —FIERENET, V=T 4737 v ML
FT—H )= RNIZBETDH LR — NIV XA v FEnET,

. Secure Firewall 3100 D ASA ¥ 5 X 2 D ER



I Secure Firewall 3100 @ ASA 7 5 X 42 () & FdSecure Firewall 3100 ®
scres5250v5 |

1: R/X> K EtherChannel E— KTDHAF+ I v IL—FT4 24

Router A

Only control node uses OSPF
with neighboring routers.
Date nodes are invisible.

EtherChannel
*._ Load Balancing
 \

Cluster nodes

%N\

Router B
T—52 )= FRlE ) — R b— b T 5 L0 & — FBMEBNZEE O 2170 v &
7
OSPF LSA 7—# X—2[%, filffl / — Ko7 —4% /7 — RiCFElshvER A, §ilf — Koz
A v FFH—R=0ELTGAE, RA NNV —FPHESEZRHLET, A1 v TF A —— %
FHRMTIEH Y £ A, OSPF 7t ANIP T KL AD 1 D& /NL—Z 1D & L GERL £,
VZATIEH D FEAN, AT 4w 7 N—ZIDEEVYTHZLENTEET, 2T, FL
N—HIDINY T AZBRTHEHAIND LI £3, BIVIARZMRT 512X, OSPF / »
ANy THT—T 4 U ITHERESRL T EE,

SCTPEO SRRV
SCTP 7 Vixz—>auid, (m—FK RT3 072k 0) EED ) — FICERTE 9723,
<V IVFR—I VU TERITIRIC ) — FICEET A LERH D 3,

SIPA VARG aVEISREY VY

7o —3, (B=FRT 72 dy) RO — RITERTEEIH, 77 —47
—(3FE T — FICFET 2LERH Y £,

TLS 7' u F URET R — F SN THEEA,

Secure Firewall 3100 D ASA ¥ 5 X 2 DR .



Secure Firewall 3100 D ASA ¥ 5 X 2 @) & FASecure Firewall 3100 D |
B ssweeoszayy

SNMP £V S RXA2 VY

SNMP =— = MM, XD ASA %, D 2ZWiA X —T A ADa—H/VIPT KL A
WX o2TAR=VD VI LET, FTRAIDRET —HaeR—0 752 LITTEEREA,

SNMP AR— VU 72, AA Y 7TFAZIPT FLATIEIRL, BiZue—hL 7 RLA&HEH
LTLFEE, SNMP2—V 2 bRAAL T TAZIPT RLAZR—U T 55, 5
LWV, — RBBIRENA &, HTLWEHIE Y, — ROFR—Y > 73U E 7,

I T AR Y T TSNMPV3 ZER LT D56, BAID 7 7 AXTEREZEICH LWD A% ) —
R&ZBM$ 5L, SNMPV3 22— —T#H L\ — RicER S £ A, SNMPV3 —H—[%,
HilfE , — RIZFHBEMM LT, #HLw/ — RIZHEHIICERST 2 L0123 250, 7—% /— RIZAE
BEENT20ERHY 7,

STUNEYSREYLYT

EUR—NEREN D E X, STUNA VAR U g NI 72—V F—R"—F— LT FAH
EF—FTHR—FENET, 277L, FTU P73 DT/ — FRITEREINLEE A,
STUN ZERDZAEHIZ /) — RIZEEFENFAE L, BID /) — RO STUNISE 253215 L728A . STUN
ISE X Ray FEhET,

syslog & & U NetFlow &9 SR8 1) 5

*Syslog: 7 ZAZ DK — RIZHF D syslog A v E—VEEMRLET, X TEREL
T, %/ —FKDsyslog A v—Y ~y X — 7 4 —)L RTRUT /A ZAID & HT 50,
BIOID #EHTHNERETEET, L&, AR MNREILZ ZAXANOTTO
J—RiZEREhWTHEINET, RAMET A AID ELTHERT L ICrX
TaBRELTYG. TXTO ) — RTAERSND syslog A v E—U R 12D /) — R b/AE
RENTWEEIICRZET, VIAFT— b AT v TRETEH DY TONTa—H)L
)= KR %ETNAAID ELTHEHTLLIICuX 7 E2%E LICA. syslog A vE—
CEENENHND ) — R BAREIN TS L IICR A ET,

e NetFlow : 7 7 AZ D4 ) — RIZHH D NetFlow A b U —A %4 LEd, NetFlow =217
21X, 4 ASA S L7= NetFlow =27 AR—X L LTOHHH Z LN TEET,

Cisco TrustSec & 2V S X&) 24
W ) — RIZTg N2V T4 7 —74 27 (SGT) B#Haz2E LEd, 20k, #l#/ —F
MET =8 )= RIZSCT BWSNH 20, T—4 7 — Rik, £Fa )7 1KY v—ciS0
T SGT O—FK & HWrTx £,

VWNEYSREYDY
B MR VPN I, FREFREEE T, #iliE ) — RO&AN VPN ##iz A —hLET,

)

GE) VE— RN T727EBAVPNIZ, 7I7AX VT TIIYR—FENETA,

. Secure Firewall 3100 D ASA ¥ 5 X 2 D ER



I Secure Firewall 3100 @ ASA 7 5 X 42 () & FdSecure Firewall 3100 ®
RITF—I VAR RT— VTR .

VPN e CE 2013818l — K20 TH Y, 7 722 oEm el AMEEEITER S ES
Poo filE ) — RCREENRFEAE LICEGEIT. T X TORBEFD VPN 8 hs kb, VPN 2 —HI(C
Lo T —EvAOHEr L7 9, HLOEE, — RPBRE I & 212, VPNERLE ik
MNTHVENRHD 7,

VPN bk > R/L% A3 R EtherChannel 7 R L A (Z#ke % & . g B BRI HIE 2 — Ricls
wEnEJ,

VPN Bi# D F— LFEHER, 3 To /) — NIZER I ET,

INTHF—T R RT—1) U5 %%
BEO2=y N2y TAXIHEGTDE, MIHTEX DR T AX N T 3 —< U AL, KRG
FHANL—T"> FDOK 80%IZ/2 D £,

T2 & 2, BT UREMBE TR 10Gbps D 8T 7 4 v 7 BABETE HE, 8=y FD Y
TAB T, BRAEFHAL—7"> FNI80Gbps (8 == k x 10 Gbps) D#J 80% T 64 Gbps |Z
0 ET,

HEH/, — FOEE

TTAAD ) — KL, 77 AZHY) 7 2N L GRE LTI, — Fa2@ELEd, HER

wD LR TT,

1. J7—RIZHLTITAZN U TR A R—T NI LméE (F/701F, 7 T9AFY U TnA
=T NELDORETFD=y FE2POTEEILIZEX) I, 20/ — NIIBRTEK Y
3MHE T r—RE¥y X FLET,

2. TIAFT VT A DOEVMILD ) — RN ZOBEERIGELET, 7744V 7 0131~
100 OFEPFANTHE S, 1 BDIRED T TA AV T 4TI,

3. ASEBRBEBLTH, TI9A4FY T A DEVMLD ) — FNDDOIEEEZE L TWHRWEEIL.
FD /) — RRHEE S — R £97,

)

GE) JwEOTIAFTVT 452>/ — FPERHIGEE. 77 AKX ) — R4, RIZV ) TAES
ZEHLTHIE , — FARESINET,

4. BNH I TARAFIIBIMLIEZ ) —RKOTIAF VT A DOFREVRETH, £0/ — K23 H
BRNCHIE ) — NI Z & 13H 0 8 A, BEFOFME ) — RITFEICHIE, — Ko EET
T, 722l il — RBIREEEIET D L, TORFRTH LW, — RSB E SNV E
hd‘o

5 [RFV v b T LA ] VA TBICEEOEIE ) — RBFEET D56, EBRIEN
N bEW ) — FOHIE ) — ROZEEZER L, tho /) — RixTF—4% /) — FOZRENZRY
i‘j‘o

Secure Firewall 3100 D ASA ¥ 5 X 2 DR .



Secure Firewall 3100 D ASA ¥ 5 X 2 @) & FASecure Firewall 3100 D |
B /s5x5mong 7re5EU74

\)

GE) /= FZ2FECREINNHIE ) — FIZT2 2 LR TEET, TREPFTRERRICOWTIE, Hilf
J— REFEZBET D & T XTOEHN Fry 7InDD T, FrLWEIE, — F LT x i
WL T DN DY £,

DSRABARDINA FRAZSE) T4

IIABYNE, ) —REA U E—T oA ADIEEFEHEZET=F—L., /— N CEIES
RS A ZLIZXY, MT_A TV T 2FERLET,

J—RKANLREZAY DY

H/—NE, ZIRZHMHY 7 2 LTTr—RE ¥ Ak ~"—FE— [ Ty FEEHT
WCIEELET, BREFMERIA LT U MIKNICT —% /= b n— b= b RTy METZ
XZEDMD Ty NEZFELRWEE, il — N7 722867 —4% 7 — F&HIlRL £
o T—F ) — FBHHH — R b3y EZELRWEE, R0 O/ — R LWl
J— FBERSNET,

J— R CHEBIZEENRBE L2 TR, Xy NI =27 OEENRK T, /—RKR7 77X
ZHIEY 7 B UTHAICEE TE WSS, 77 AXIX TAF Yy b T LAy v F U A
WCBATT D RREMERH D £7°, 2o TV ATIE, DS 7—% /7 — RV A Ol —
RERIRLET, 72203, 22007 5 RZulr— g U ETL—ZICEEREAEL-EE.
o — a1 OTEORE ) — Rix, ar—a207—%)— K27 722 LHIBLE
T, —H., vr—va 2o/ —RE, MAOHIE ) — RZBRL, MADY 7 A X ZEk L
T4, ZOVFIATIEH, AT 7 4 v 7 BNKRTDAREMENRH D Z LICEE L TLEE
W, 7T RABEEY vy BETEND & KD ESEIAM O EmWEIE S — RSEIE 2 — N o&E|
EARFEL 97,

S OWTIE, Hli S — RoEE (101 X—) 2R LT 7ZE0,

AVB—T A RE=R) Y

%) — R, B OTRTORL SHEA— R 2T A v 2 —T 2 ADY 2 ) AF— 5 A
BE=H L, AT —H AEEEHIE ) — FIC@E LET,

« A% R EtherChannel : 7 7 A % Link Aggregation Control Protocol (cLACP) Z{# ] L &
T K/ —FiE VI AT —=FZABLOCLACP 70 haf Ayt —VaE=X LT,
N— R 2NE 72 EtherChannel C7 7 7 4 7 Th 2 E I naHlr LET, AT —F AN
J—FiZmESNET,

NVAE=S N T A F—T NS DL TRTOYWEA % —7 = A A (FZ7; EtherChannel
AV B =T oA AEEL) BT 74NV N TE=HINDTD, AT varTA o H—T A A
TRV T ET 4T NCTBEIERTEET, BASINTA L H—T =2 ADH
T —TEFET, 7=& 2L, 54 S 472 EtherChannel [ZFEE N FA L 7= & ¥ S5 MLEEN
HBEE. ©OF VU, EtherChannel DT X TD X U N—R— MIV T AZHIEE N H—F52
CIWCRIRTAMERH Y £T (/IR — b N R TEREICNLCT)

. Secure Firewall 3100 D ASA ¥ 5 X 2 D ER



I Secure Firewall 3100 @ ASA 7 5 X 42 () & FdSecure Firewall 3100 ®
wEEoz7—42 [

)= ROF=ZARNBDOA B2 —T 2 A ARKRILLTGE, 20— RidZ 7 A2 0 HHIRE N
FT, ASANA LU N—% T T AZNLHIBRT 5 TORIL, £D ) — RISFRSLIEHRA 73—
THAHNI FTAZIZBIMLE I E L TWANIE > TR 3, HEIHEEA A=A
B —T oA ZANE T MRIEDYEE . ASAIZED A A —Z 9 BICHIBR L3, ASAIX, / —
RN7 T AZ BT HHRMD0MITA v F—T7 = A ZAEEHLEEA, ZOMIIA o F—
T2 A ADAT—ZANENLTH, ASA LY T AXDLHIBRSIER A,

BEEEODAT—2 X
TIAFND ) — RCREENBAE L EXIZ, O/ — RTHRA SR TWAERIMO /) —
RIZo—ALLVRICBITENE T, VT 74 v 7 70—0OAT— MERIZ, Hli# ) —For T2
Y 7B LCRESRET,

HIH ) — R CREENREAE LGS, TDO7 TAZOMD A N"—D 55 BRIEN S &E &
TINRAN) DA LRI — R £

A N2 MISC T ASAITBEIMIZY 7 A X ~OEBIMNERAFE T,

)

GE)

ASAMNIET 7T 4 TN, 7 T AZ~OHBHESINCKKT DL, TXTOT—H A U F—
Tz A ANy b T EN, BHERAA VX —T 2 A ADBRNNT 7 4 v 7 ik [ETX
F9, BEHA LU H—T oA AL, TD) — KRBT TAZIP T—IVInHZ AT IP 7 KL A
AR L CHl SR RiE L 20 £4, 72770, Va—RT+23848, 79 RAZT/— R RRZE
T I T 4TIl TCnd e, BHA VI —T7 oA A TEHZHRD 5, SDICHEEEITO

Bald, 2y Y —niR— b AT OLERHY 7,

D SRE~DBESM
I TRAE )= RN TAZNBHIBRSN, 7T AZIZHBINT D700 )EE, HIRSh
TRERIC L > TR £97,
T ALXHIEY U OREE . (RAIOBNEE) 7 Z AXHIEY > 7 ORIEE R UT-1%.
oY —)LA— Kk Tcluster group name & A )L ThrbenableE A LT, 772K Y
THEFBOA X —TMITDHZLIZL-T, FEITY TAXITHBMT 2LERDHY 7,

« VTG ABIBINUT-BICEENBE LY T AZFHIEY 7 - ASALT. ERICS 5T LI
HEIWIZHESMERAE T, ZOEBEIIRERFETY,

T A H—T = A ADMEE  ASAITABINTHRANL S5 %, KIZ10 0k, KAEHIIC
20 5 BICHEHSINEZRLET, 20 50BICBIMTEXRWES., ASA XTI TARAZ Y VT 52T 4
BT MILET, FF A2 F =T = AOREEMRR LTefh, 20— H— b T
cluster group name L AJ L T/hrb enable L AJ LT, 7 T AZ Y 7 FETA Rr—7
T HDMERDH Y £, ZOBEIIBIERRETY,

« /)= FROEE : /)= PSSV AF =y 7RO T2O 7 7 A NBHEIRES N HE. 7T %
Z~OBESINIREOFEN L > TR 4, & xF, —FFRERES DS AT,
7T AZHY 7 BB L TNWT, 7T AZ Y TN enable i~ RTEREA R—T

Secure Firewall 3100 D ASA ¥ 5 X 2 DR .



Secure Firewall 3100 D ASA ¥ 5 X 2 @) & FASecure Firewall 3100 D |
B 7 <xpsreosn

NIl TWB 7RG, J— RIIHFERIFTHETTAXIZESZMTHZ E2EWRLET,
ASAIZ ST LI T AZ~DOBESMERLET,

N =T — : NEOEEICIL, 77U r—a RBAMOZA LTI N, FELET Y
r—vay AT —HARERHVFET, J— it 54, 1047, 20 4 DOENETHEIRIZ
JIAZIIESMLE Y E LET, ZOBEIIEREETT,

M) — ROT— b A RNT v 7ORE 323—=V) | 22RLTLITEEN,

F— & ISR B OB

EOERIZH, 1204 —F =B b 120y I 7 v T F—F—=0NI T ZAZN|T
HVFET, NI T v A—F =, BENMEL TLERESI ST EEA, RDVIC,

TCP/UDP O A7 — MEBREZRIF L E T, UL, BEERERIEEST LA —F—lc v —
AVARIBEIND LT HEOTT, Xo T vl A —F—3@ET AL 742 THHV F
R

N7 747 OFZIE, TCP £721FUDP LA VXV EORXRT— MERELE LT DL 0N
HVET, ZOBBEONT T4 v 7T EHITAZY TP R—FDOR[FIZONTIE, &
DEEZBRLTLIEEN,

R1: VSR LARTHERE SN HHEE

FST499 KEOYR—k [ F

T EA N K hix VAT LT T EA LB RN T vX T LET,
ARP 7—7 )L S —

MAC 7 RL 2 F—7 )L KFIE —

2= TAT T AT« Kt AAA V—/)V (uauth) BNEFENET,

AT IvI N—T 47 PSP —

SNMP =2 ID mL —
Firepower 4100/9300 D43 #%! | ki Ryl T Tyl arBDNT Iy s
VPN (¥4 R~ NI BE LWy I T Ty g R

RS E 9,

VSREWEREEET SAE

Bieh 7 S AZDBERD ) — Riza— RT3 7 TxET, #ioa—Lic Xy, @)
TEREE N TRA T T 4 RO OB FIENRE D 5,

. Secure Firewall 3100 D ASA ¥ 5 X 2 D ER



I Secure Firewall 3100 @ ASA 7 5 X 42 () & FdSecure Firewall 3100 ®
gmon—L ]

EHEOO—)L
B T L IcER SN RO — LA SR L T,

A =T — @, ROICHERERET D — N, A =T —id, TCPREZMRFFL, 7

FAKELLET, 1 DOERICH L TA—T—I3 1 DT T, DA —F—IZEENFE
EFTDHL LW — RGN ATy FeXE LT A LI ARENLD ) —
ROFLWA—F—ZRIRL£7,

e Ny T T A —F— . A—F =55 L7 TCP/UDP A7 — MEREMNT D/ — K,
BEENIAE LGS, LA —F— 0 — AL R TR AIEETXET, Nov T v
I —F =%, BEERARFCEREZ S ETA, A —BHHARATRRIC > T25E.
(B—=RNZ U TIZHEDSE) 20N OD/NNT Y NEZETHRMD ) — KBy
T v A —F =G bE T, BET AT — MEREZFIE L, £/ — FB3H LW
F—F =2 ET,

TaAL7 2 (TRl BA—F—LRUL/—RTRWRY, T4 L7 ZEIRNv T v
F—=F—=TbHVET, A—FT—0BNET 4 L7 2L LTERIRLIZGEIL, BloNy s
Ty AT —RERENET,

1 BDY Y —VITRKRIDDY T AZ ) — R T& % Firepower 9300 D7 F A% Y
TTIE, N7y T A==t —F— LRIV Y —VIZHDHGE, v —VEEND
T —ERET DD, RO — U NBBINDNy 7Ty AN BRIR S U E
R

YA FH I TAZ YV TOTF 42— ) B—arZANCTDHE, a—aL "y
IT T T a—=rSV Ry T T D2ODNRy I T LA —F— RN H Y £, A—
F—iZ, WIZRE LY A boun—BN Ry 7 v 7 et —F—BHELTERRLET (FA
FIDIIZHESNT) . =Ry I T v T EDOY A MIHEETE, 2=y
IT7 e )= RETHZEHLTEET, =T %, WHFONNY 7T v T~ A
T— ME#REEELET,

YA NOTLEMERBEN 2> TERY, Ryl T7 v g —F =Nt —F—LR LY A MIE
BEINTWEEAIE, VA bOEEND 70 —2 #5720, BOVA FbBMoO
NPT o A—F—NEREINET, VY= NI T eV A b RN 7T v X
MNLLTWAHe®, 7a—liF vy —y RNy I Ty T e A N Ny 7T o T OmGNE
EFNTWDLIGERHD £7,

TAVIH T FT—=ENEDF—F— )by 7T v TERENIEST D ) — K, A—F—
F. FLWEER 2 ZET D L. BETSEIP T RLABIOER— FO/y ¥ = (2S00
TT AV ZEFIRL, LW A BT DDICEDT 4 L7 ZIZA -V %EE
LET, 7y bR F—F—LSD ) — RICBEE LEEEBE, £0/—RiEdEn/ — KR
F—F—nET 4 LI XN EDEDL LT, Ny FEERETEET, 1| DO
KHLTCT A LI XTI DFETTT, T4 VI ENR_THE, A—F—FFH LWT 4 LT
X BRI L ET,

TAVIZRA—=F—LRL /= FTRWIRY, T4 L7 2R3Ny I T v T A —F—Th
B ET (B  A—F =BT 4 L7 X L THGEEEZERTH L, HloNy s
Ty A= —NERENET,

Secure Firewall 3100 D ASA ¥ 5 X 2 DR .



B z500-0

Secure Firewall 3100 D ASA ¥ 5 X 2 @) & FASecure Firewall 3100 D |

YA NH I TAZ Y T OT v =)= a BT LHE, v—ALT o
LA Ta— LT 4 LI ED2ODT 4 L7 ZHERDBXBISVET, A—F—I%, [
—H Ak (SiteldiZFDX) duo—hH LT 4 LI HXELT, FilA—F—BHFZRIRLE
T 70—V T 4 L7 ZIEDY A MIHEETE, =V T 4 LI X EH—/—F
ETHELTEET, BAIOA—T—IREENEAETDLE, v—hLT 4 L7 XL, [H
CHA hOF LW A —F— 2 @RI £,

ICMP/ICMPv6 /> 3 = DFEA -
s Ta— Xy hOYE BEITLAR— MIICMP #RBI] 7T, s/ — I 0 T,
IRBERT y NOYE, FEILA— MI 0 T, 5EEAR— MIICMP @5 1T7,
Dy N DA, BETTAR— b ESEER— FOM S 0TI,

THU—HL Ny Ned—F =ik T 5 ) — R, 7+ T —FNERON Ty N EZAE
L7z &IC, ZO#ROF—FT—=NHES TERWVERIE, 74V —FET 4 L7 XA —
F—ZWEDbETHD, FOF—F—~D 7 —%fEr LET, T, ZOERICHE
LTI+ T—ERZETHEOMD Ny NHTT, T4 L7, 747Xl b7ed
TENTEET, T4 =RV B arERNCTHE, THU—FITFICE—
I T 4 LI HICNEDEEITWET, 72T =R T a =0 T4 L7 ZIEWE
DEEITOIDX, B—HNVT 4 LI N —F =% L TCWRWEARTEIT T, &
X, BIOY A B THA SN TWDERD /Ny a7 T AX A URNR—RNZ5T D870 E
TT, 74T —HNSYN-ACK 7 v MEZE LG, 74V —XI337 v hd SYN
X —nobA—F—FEEIHFTEXLDOT, T4 L7 X IZMWEDEDHER2NT &
WCHEELTLEE Y, (TCP v —4 v AD T v & IMEEENT LT-%E1E. SYN Cookie
IIEH SN2V D T, T4 L7 Z~ORWEDERKETT) , fFfdifnEn 7 e —
(7= &£ ZIEDNSRCICMP) DAL, 74 TV —ZIZRWEhEDORDb V237 v - 2 B
T A VI RIZEEL, TAVIZEREONRTy et —F—IZ&ELET, 1| >OER
WX LT, RO 7+ UV —ENHFHETEET, HROIRORAN—T > NEEBTE50D
X, 74V =R 126%2L, FROTXTONRT Yy Nt —F—RZETLHE0D | &
Nicva— KNRNZ U THEMER STV A 5E T,

)

G¥)

I TALY T EERT 851X, TCPY—7 2 AD T X ML
T D IR SN E A, SYNJACK Sy h8 Rz v
TEINDAREMEN S DT, —HDOTCP v > g UL S L7
WABEVEDR B D F 9,

TITA N —F— TFZ3 T A Meshiz oy NOGE, 777 A NeZET 5
JTAR ) —RiE, 777 A MOREEFEILESLEDOIP T RLA, BIUUry RNID D

Ny VaBEFERLTCT7 I A NA—T—%2ELET, £DOH%R, T XTCOT7T T A b
W TAZKEHY 7 BN LTI T A L MNIABEIEEINLET, A yFOr— KA
FUANy a2 THEREINDSZ T ME, BRIOT7 T T AL MZORGEENTNDHZD,

TR NMBIR DI TR ) —RiZa— KR T E3N2HBENRH D 5, tho
77 A MTE, BETA— R EAER—- MIEENT, s TR K ) — Rize—FK
RT UV TENDHANHY ET, 777 A2 MNIEFIZ By y F2ET Y

. Secure Firewall 3100 D ASA ¥ 5 X 2 D ER



I Secure Firewall 3100 @ ASA 7 5 X 42 () & FdSecure Firewall 3100 ®

#;LWRBORAE

gLogmonaiE [

TNT B0, BETHEHXIPT FLALER— DNy v a2lZESNTT 4 L7 X ERE
TEET, LWEROREIZ, 797 AL NOTTEENEGTAE & L TREINE
To TNDBEGFOEROLE., 77 7 A NITE#EIL, 77 AXEEY 7 %0 LT, &
ESNTZBRATAEICT X TOT7 77 Ay hetirk LEd, 20%, EROFTAEEILT
TOT7 T T A b FfELET,

Pefi CAR— h 7 R LR 2R (PAT) ZfEHT %5 L. PAT DX A 7 (per-session % 72(%
multi-session) 23, 7 T AKX D ED A L NPH LWERL O A —F— TR D IR L ET,

« per-session PAT : A —J—I|&, R DRYIDO/N T v NeZET 5/ — FTY,
77 4/ K TlE, TCP B L U'DNSUDP k7 7 ¢ 7 | % per-session PAT Z il L £ 7,

* multi-session PAT : A —F— X H IZHI# / — K T9, multi-session PAT B35 — & J — K
THRINCZEINDIBE, T—4% /) — KRR ) — Ficizk L ES,

77 4/ hTix, UDP (DNSUDP %#[x<) BIOICMP k7 7 ¢ v 7 ¥ multi-session PAT
EHERAT D720, TR0 OERITEICHIE, — Rl THrE SN TWET,

TCP 3 L TN UDP O per-session PAT 7 7 4 /L hE AR TEX 50T, ZibD 7 1 b a/LOHEE
L. ZOREITI U T per-session F 72 1% multi-session TLEL XL E T, ICMP DAL, T 7 4
JV K @ multi-session PAT "B EH 35 Z &1L TX £+ A, per-session PAT DFEMIZ DUV TIEL,
(77 AT O+ —NVORERITA R 2B LT 7EE0,

HLWERNE— RANT UV TRIATY FAXD ) — RICEREENA5BE8E. £0 /7 — KR
FOHEROM F M OA—F—& 720 FT, BfD Ny SRR — RIZEE LSS, £
DOy MEZ T AZEEY 7 BN L TAH—F—/ — RiZfizkasnE 4, ko7 +—~
Y AKBRBDIIE, WY — KT U INRETT, 107 a—Om G NE T —
RIZEIET DL LB, 7=/ — FRIZHFIZOBEND L HI2T 5720 T3, #hHmo
Tua—nHo 7 — RIZEFE LIESAIE, o/ — RV A v7 hEShvET,

TCPOHY U TILT—2 70—

WORFNE, LW OS2 LET,

Secure Firewall 3100 D ASA ¥ 5 X 2 DR .



Secure Firewall 3100 D ASA ¥ 5 X 2 @) & FASecure Firewall 3100 D |

B v ssvvrosTLr—570—

e o
1. SYN 1. SYN
SYN/AC
Server
-
Inside Outside |
—
e AE——
Client
After step 4, all 2. SYN/ACK
remaining packets
are forwarded
directly to the owner. Forwarder 3
\ / %
Cluster

=

N

w

»

ol

IS

~

©

SYN X7y b7 TAT v bIBRIZFEN, ASAD 1D (m— K RT v 7 FEIcEE
S) WEMEENhE T, Zhnd—F—L R0 Ed, A—F—1d7o—%{Ek L. 4—
F—IF#R A 32— KL TSYN Cookie 4K L, /X7 v b &P — izt LET,

SYN-ACK /37 v IS — ") B35 S0, Bl ASA (r— K T v FHIEICES
) ITBMEESNFET, ZDASAIT T+ U —XT1,

T H T — I OEEEEITA L TUIWRWD T, F—F—EF#% SYN Cookie /> 65 22—
KL, A—F =~k 7 0 —%1Ek L, SYN-ACK % A4 —F—I(Z#ak L £ 9,
F—F—1xT 4 LI ZIRET v 7T — FEEEL, SYN-ACK 27 747 MMTHREL
iﬁ‘o

TUAVIRITRET v 7T — b et —F—0bZEL, A—F—~DO7u—Z{EK L.
F—TF— L [AERIC TCPIREETE R A TSR L ET, T4 L7 XX, OOy I T v
F—F— LTOBEEEEL T,

IHLIE, T U—FICEE SNy I ARTC, A==k EahE .,
Ny RRZEOMO ) — RIZEUE ENTHE. €D/ — RiExT 4 L7 Z I WEabET
F—F—ZHEL, 7a—%iELET,

Ta—DIRENELLZHEAE. KT v 7T — "R —F =BT 4 L7 HZITEESH
F7,

ICMP £ & U UDP D4 > JILT—% 70—
WROBNL, H L EREORENLZ R LE T,

. Secure Firewall 3100 ) ASA 7 5 X 2 D ERA



I Secure Firewall 3100 @ ASA 7 5 X 42 () & FdSecure Firewall 3100 ®

IcMP 3£ U UDP 4> TLF—42 70— |

1 R2:CMPHE LU UDPT—/T0O—

1. 1st UDP Packet 4. 1st UDP Packet

9. 2nd UDP

Packet Server

-/

Outside I
—’

A—

5. 2nd UDP Packet

Inside

After step 5, all remaining packets
are forwarded directly to the
owner.

l--"l

) <

Forwarder
Cluster

UDP X7y "7 FA T2 EDBREEIIL, 1 DD ASA (u— FXRT v T HIEICES
<) ITEEENET,

2. WMIONTy MeRE LI — N, BEILSELEIP T FLRA LR —bONy =l
WCBRSNT 4 LI Z ) —FR&rx) LET,

3. THLVIXEEFOVe—EKREET,. T4 L7 ¥ 7ue—%=ER LT, LEID / — R
by FEEELET, 2FEV., TALIZEANRZOT7Ta—0F—F—FERLI-ZLIThRY
F7,

4. F—F—F7u—&FKL. T4 L7 ZITRET v T — FEEEFEL T, =3I
Ty b EERELET,

5 2FEHDOUDP N7y MIH—"—N0REIN. 7+ VUV —FICEREINET,

6. TAU—HIEIT 4 L7 XK U TCHTAEMESEHRE 7 =) LET, AN~ 2 — (DNS
) OE. 7T —FI 7 ) FTH5ROVIC Ty FERIFEICT o L7 XITEEL.
TAVLITENZFONRTry Mt —F—|ZEELET,

7. T v S EFEE A 7 U — SIS L E T

8 T7AU—FFHET v —2{F L TA—TF —F@maiikl, Ty b EA—F =ik L
=7,

9. A—TF—lFITy I TAT MIEELET,

Secure Firewall 3100 ) ASA 7 S5 X 2 D ER .



Secure Firewall 3100 D ASA ¥ 5 X 2 @) & FASecure Firewall 3100 D |

B sLutcrEgosszesuhcomsE

HFHLWLTCPIEHD Y S R A EARTHOERNE

T TARN)—LFIZIF T AN —AL—RIZLHa— RS TORREELT, 7
2 —8IR Y NETTFEAIT. HTLVWTCP 7 e —%BEmD ) — Ronbfio ) — Ric) &

A vz

FTHEIICHRETEET, BEFO 7 v —13ho / — FIZIIBEI SN EE A,

Secure Firewall 3100 D ASA 7 S XA | U5 DEFE

HeEER N— | BEEEER
vav
NA T ASEORRE |919(1)| Master] & [Slave] W) HiEE&ra~2 K, <2 RS, syslog # vE—¥
1Z. TControl] & TControl) IZEFEINFE LT,
PH/AETE iz~ > K« cluster control-node, enable as-data-node, prompt, show
cluster history, show cluster info
Secure Firewall 3100 C |9.17(1) | Spanned EtherChannel &— KT, K 6 & ® SecureFirewall 3100 == k% 7 7 A X

DY TAEZY T DY
A—FPREAINEL
7=

fEcE 9,

. Secure Firewall 3100 D ASA ¥ 5 X 2 D ER



©2023 Cisco Systems, Inc. All rights reserved.



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



