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(77— 77 AVDT v — K (Uploadatemplate file) ] ZiBIRN L, [7 7 A /LD
U (Choosefile) &7 Vv 7 LT, #—57 v b7+ /X5 infrastructureyaml Z 341 L
£

[k~ (Next) 1%27 U w7 LT, REREHREZATLET,

[k~ (Next) ], [A#¥ v 7 OVERK (Create stack) | DNEIZZ U 27 LET,

JBBINTE T L2 6, [/ (Outputs) ]I EI L. S3 @ BucketName Z EX b £,

cluster_layer.zip, cluster_lifecyclezip, # LU cluster_manager.zip % infrastructure.yaml C{ERK
L7eS3 A"y M7 v 7Fae—RLET,
deploy_asav_clustering.yaml % BB L =7,

a)

b)

¢)
d)

[CloudFormation] IZFEE L, [HrL\Y Y —2 (FE4E) A (Withnew resources(standard)) |
EERLT, [A¥ v 7 OFERK (Createstack) | %7V 27 LET,

[T 7L — 774 VDT v 71— R (Uploadatemplate file) ] ZEINL, [7 7 A /LD
R (Choose file) 15227V v 7 LT, #—5 v M7 4475 deploy_asav_clustering.yaml
BRI E T,

[k~ (Next) 1227V v LT, RERIEREASLET,

[k~ (Next) ], [A#¥ v 7 OVERK (Create stack) | DNEIZZ U >~ 27 LET,

WD S —Rica 71 L, showcluster info 2~ FEZAN LT, 7T A X DOREREAZH
BLET,

AWS TD Y 2 A2 DFEIRMA
7528 EFHTRETBICE, FACn@Er L, 4/ — FZRMLET,

AWS [@] [+ Day 0 R D YERK
KD TGAE ) —RDT — AT TREXZHRELET,

F—khoA4O— KNS HDHE

WOHITIE, UZ—2 F T 7 497 HD1 5D Geneve f v B —T oA AL, 75 AXEIHEY
YIHAD1I OO VXLANA VX —T 2 A AEHAZTZ7— R = A v — T O EER
LET, KFEOEIT/) —RILITBETHIVENHD Z LIZEELTLEIN,

cluster interface-mode individual force
interface management0/0

management-only

nameif management
security-level 100

ip address dhcp setroute
no shutdown

interface TenGigabitEthernet0/0

nameif geneve-vtep-ifc
security-level 0O
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ip address dhcp
no shutdown
interface TenGigabitEthernet0/1
nve-only cluster
nameif ccl link
security-level O
ip address dhcp
no shutdown
interface vnil
description Clustering Interface
segment-id 1
vtep-nve 1
interface vni2
proxy single-arm
nameif uturn-ifc
security-level O
vtep-nve 2
object network ccl link
range 10.1.90.4 10.1.90.254
object-group network cluster group
network-object object ccl link
nve 2
encapsulation geneve
source-interface geneve-vtep-ifc
nve 1
encapsulation vxlan
source-interface ccl link
peer-group cluster group
cluster group asav-cluster
local-unit 1
cluster-interface vnil ip 10.1.1.1 255.255.255.0
priority 1
enable noconfirm
mtu geneve-vtep-ifc 1806
mtu ccl link 1960
aaa authentication listener http geneve-vtep-ifc port 7575
jumbo-frame reservation

\)

GE)  AWS ~ILAF = v 7 OFETIE, Z 2 TRE L7 aaaauthentication listener http A" — k &4
THRELTLEIN,

FERA T4 TB—FENRT YDA

WOFITIL, FEL, NE. BXOWEA v —T =4 2 &, 772X > 7 D VXLAN
A B —T oA AEFHLT, EFRAT 4 70— ATV HOREREZER LTS, KFOM
X/ — RZILIC—BTHAVERDHAZ LITHEE LT EEN,

cluster interface-mode individual force
interface Management0/0

management-only

nameif management

ip address dhcp

interface GigabitEthernet0/0

no shutdown

nameif outside

ip address dhcp
interface GigabitEthernet0/1
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AWS 145 2 4 7 4 Xt E A L1 Day o ke [

no shutdown
nameif inside
ip address dhcp

interface GigabitEthernet0/2

nve-only cluster
nameif ccl link
ip address dhcp
no shutdown

interface vnil

description Clustering Interface
segment-id 1
vtep-nve 1

jumbo-frame reservation

mtu

ccl link 1654

object network ccl link

range 10.1.90.4 10.1.90.254

object-group network cluster group

nve

network-object object ccl link
1

encapsulation vxlan
source-interface ccl link
peer-group cluster group

cluster group asav-cluster

local-unit 1

cluster-interface vnil ip 10.1.1.1 255.255.255.0
priority 1

enable

AWS [A] 1T H R 2 T A4 XtERL % F A L 1= Day 0 8 D YERK
avwy REFHLT, VI9RAEZDT—MA NG v TRELZTXTANTEET,

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"run_config": [comma separated threat defense configuration]

}

Bk 1A O— KIS HOB

WKOFITIE, UX— T 740D 15D Geneve £ X —T = A AL 75 ZAZHIHEY
YIHAD1IODVXLAN A U H—T = A AERTZ7— b7 = A 8— RXT YOk & Bk
LET, KFEOMEIZ ) — I LB THAHULENDHD Z LITIEB LT EEN,

"AdminPassword": "Sam&Dean",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [
"cluster interface-mode individual force",
"interface TenGigabitEthernet0/0",
"nameif geneve-vtep-ifc",
"ip address dhcp"
"no shutdown",
"interface TenGigabitEthernet0/1",
"nve-only cluster",
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"nameif ccl link",
"ip address dhcp",
"no shutdown",
"interface vnil",
"description Clustering Interface",
"segment-id 1",
"vtep-nve 1",
"interface vni2",
"proxy single-arm",
"nameif uturn-ifc",
"vtep-nve 2",
"object network ccl link",
"range 10.1.90.4 10.1.90.254",
"object-group network cluster group",
"network-object object ccl link",
"nve 2",
"encapsulation geneve",
"source-interface geneve-vtep-ifc",
"nve 1",
"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster_group",
"jumbo-frame reservation",
"mtu geneve-vtep-ifc 1806",
"mtu ccl link 1960",
"cluster group ftdv-cluster",
"local-unit 1",
"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",
"enable",
"aaa authentication listener http geneve-vtep-ifc port 7777",

]

}

\)

(X))  AWS ~ILAF = w7 OFFETIE, Z 2 TE L7 aaaauthentication listener http A" — k &4
THRELTLEI,

FERA T4 TB—FENRT YDA

WOFITIL, FEL, NE. BXOWEA v —T = 2 &, 772X > 7 D VXLAN
A B =T oA RAEFHLT, IERAT 4 70— FF Y HOEREZER L £, KFOM
X/ — RZLIC—BTHAVERDHAZ LITHEELTLEEN,

"AdminPassword": "Wlnch3sterBrOs",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [
"cluster interface-mode individual force",
"interface Management0/0",
"management-only",
"nameif management",
"ip address dhcp",
"interface GigabitEthernet0O/0",
"no shutdown",
"nameif outside",
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"ip address dhcp",
"interface GigabitEthernet0/1",
"no shutdown",
"nameif inside",
"ip address dhcp
"interface GigabitEthernet0/2",
"nve-only cluster",
"nameif ccl link",
"ip address dhcp",
"no shutdown",
"interface vnil",
"description Clustering Interface",
"segment-id 1",
"vtep-nve 1",
"jumbo-frame reservation",
"mtu ccl link 1654",
"object network ccl link",
"range 10.1.90.4 10.1.90.254",
"object-group network cluster group",
"network-object object ccl link",
"nve 1",
"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster_group",
"cluster group ftdv-cluster",
"local-unit 1",
"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",
"enable",

D2RE /) — FDER
I ITAEPRIND LT TFAZ ) — RERERLET,

FIE

AT w1 [ASA virtual getting started guide] (2> CTHK 27 T A% ) — RERH L %7,
ATV T2 [M VARV ADFHMEZRTE (Configure Instance Details) | > [EE % 5¥# (Advanced Details) ]
t 7 v a T, Day0 #EEICHEE D FHF E T,

ATYT3 B—R AT H VY a—va iUl T, AUV ¥—T7x— A% LET,
« AWS Gateway Load Balancer ® 3 DDA & —7 = A A : A5, BHEL, 7 7 A X HIHY
7.
XA T 4T O—=RRT T DAODA U H—T = A A NEE, SN, B, 7 T A&
"Wy 7,

ATV T4 AWSF—FrzAf a0 — KT P ERELET,

a) F— b=z ABa—RKNFUHEERL, ¥—Fy N —T%E DY TET,
b) F—FYxAf B — KRG HBDEZ—4y N TA—F 12— FEeBELET,
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DRV THEDNDRETAX

DayORRED—ERE LT, FITT7 TAXDERRIC, JITRAZV T AAAVRE=HL Y T
TCP B DBIE, 7o —DEE Y T 4, MOKELE DA X~ A A TEXET,

HilfH# /) — R TROFNEZFEITLET,

ASA D S RADERINTG A—2DERTE
W, —RFEDI TAABREE AL~ A ZATEET,

FIE

ATV TN VI AZOFREE— REttLET,
cluster group name

ATvT2 (LE) 7—%/—F ol /) —R~0ary —VEHREENLET,
console-replicate

ZOBEREIXT 7 AL N TR EINTWET, ASAIL, FFEDEKRA X MDA LR L
X2, Ave—vEEEa Y —VICHALET, 2 Y —AEREECTHE, T—X
= FBHE ) — RIicary V=L Ay b= REEENHEDT, E=FTHLERH DD
JIGARDAY ) —AR— k1 DFF T,

RTYT3 VTAZY T AN FORPFL—A LV ERELET,
trace-level level
MBS U TR/ L~V ERE L E T,
e critical : 7 U T 4 IV ARk (ERE=1)
e warning : #45 (EKE =2)
« informational : {1~ b (HKHE =3)
edebug: TN 7 AR N (EKE =4)

ANILRAREZR ) VUGB EXUVBEEESMEEDET
COFIETIE, J—FREA L H =T 2 ADNNAE=Z ) VT HERELET,

T ZIE, BEHA U H—T oA AL WAEUNDA VB —T 2 A ADNVAE=H Y T
FA—TNITAIERTEXET, ~NAE=XY VT IZVLANY T A o X —T = A4 AT
TEITSNFERA, ZT7AZGY 7 OF=2 ) U ZITRETEEEA, 2OV U7 I
FoHX—EINTWVET,
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FIE

ATy

ATvT2

ATvT3

~ze=ayvrssvanasngzozz

7T AL DREET— FefinLE£d,
cluster group name

1 :

ciscoasa (config)# cluster group test
ciscoasa (cfg-cluster) #

I TAZ )= RDONNVAF = VRGN AL~ A XL ET,
health-check [holdtime timeout]

)= RONVAZHERT 2120, ASAD Y T AL ) — Ri37 ALY > 7 T 7 — RiZ
N=hE= R AvE—VEEELET, /— FBARERHEANICET /) — K b—hE—h
A=V EZEFELLRVEG, TOET /= FIUSEREEIET v MREEE AR shET,

« holdtimetimeout : / — KD/ N—FE— K AT —H A X v —VORBRBEIEEZFEE L E7,
ETELHMIX 3 ~45T, 774 ME3IWTT,

fAIEO NRRUELEIT) L& (T2l 2E, T4 A ¥ —7 = A4 ADBIMETZITHIBR,

ASAFETIFAAL v F LA ¥ —7 = A ADFMEE I ENL) 1, ~ VAT = v 7 HRE

ML, WL A v H—T 2 ADA U H—T 2 AF=X Y T H BT HMEN
Y £7 (nohealth-check monitor-interface) , PR TOEENET LT, HEDEENT
RTO /) — RZFEMENZS, ~VAF oo Z7HBEAZFEAICTE ET,

1 -

ciscoasa(cfg-cluster)# health-check holdtime 5

AVH =T 2 A ATA U H—T 24 ANVAFxy 7 B LET,
no health-check monitor-interface interface id

AVE=T 2 A ADNVAF 2y 73V IVEELEE=F—LET, ASARA L NN—%T T
AENGHIBRT D E TORERIX. D/ — RBHESLIFEAA L N—=ToD, £7037 T AKX
SMLEIELTODEINCL TR ET, T 74V FTHE, ~NAF =y 73T XTOA
VHE—=T 2 ATA X =TI Ro>TVET, Z0a<r FonEXEHHLTT 1 &—7
v (RN T AHZENTEES, e, BEHA VI —T oA ARE WADSNDA
B—=T 2 A ADNNVAFT=Z N U T T 48— NMITHIENTEET,

cinterface id: A v % —7 = A AOEHZWNLET, ~NVAE=HFY U TIIVLANY T
A FE—T oA ATIEFATENE A, 7T RAZHIEY) 7 OF=F ) ITRIETEE
HBhe ZOV U 7ITHEICE=FZ—ENTNET,

MoNPD MR PEELT) L& (L2, T—4A 0 F—7 =4 ZAOBIMETITHIEER,

ASAFETZIIAA v T EDA » H—T = A4 AOHFIMLE IR 12, ~VATF = v 7 HRES
#%) (nohealth-check) 2L, XL LA v X —T =2 AA ADA L EZ—T =2 ZAE=Z Y L
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B ~rxzzsurssvanEsmREORE

ATv74

ATy TH

ATvT6

HENTOMENHY T, MR YVOEENRTET LT, REDEENTNTD ./ — RIZH
Wshicb, "NV AF =y VHREEBEANITEET,

1 -

ciscoasa(cfg-cluster)# no health-check monitor-interface managementl/1

NVAFxy 7 KBEOHHFERG 7 7 AIRELZNAZ~A ALET,
health-check {data-interface| cluster-interface| system} auto-rejoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation
« system : WET 7 —IF D HEIFR S OREZITWVWET, WHOEFIZIE, 77 r—va
VRHIOZ A LT TN FE LTSN v ay AT =FARENRH) £,

s unlimited : (cluster-interface 5 7 + /L ~) B ORITEEZHIRBL ¥ A,

« auto-rejoin-max : FfE A ORI T A 0 ~ 65535 OFPHOMICERE L £3, 0IXHBEHES
ZMahb LEJ, data-interface & system @7 7 4 /L ML 3 T,

- auto_rejoin_interval : FfEATITOMMEE 2 ~ 60 OFPHO S HAL CER LT, T 74V
MEIXS D TT, 7 T AZ~OESNE /) — RBRFEATT DK EFHRRIL, KB ORESR
AEBEDN S 14400 4y (10 H) (IZHIBR S E T,

« auto_rejoin_interval_variation : MR M IEL0E I EER L ET, 1 ~3 OFPH CTHE
ARELET (L ZHRL, 2: mEATOMRO 265, 3: ERTOMBO3RE) . =& 23,
fIfZ 5 0 ICRROE L, A% 2 ITRE LI2HE1E, RMIORITA 5 5%, 2 [ HORITH
10531 (2x5) . 3MEHORITN 205% 2x10) 720 £4, T 74/ MEik, 77 &
AU —=T oA ADEFEIEL, T—E A Z—T 24 AB L OV AT LAOHEIT2TT,

1 :

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

ASANA U A —T 2 A ABBENRFEELTWDHERR L, 7T RAEZNE ) — RBNHIBRENS £
TOT Ny AR ERELET,

health-check monitor-inter face debounce-time ms

1 -

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

T3 2 AWERIE 300 ~ 9000 ms DFPADMEAZZE L ET, T 74/ I 500ms TJ, EE
INELTBHE, AV F—T oA ADEELZ LRI TEET, T AR Z2EL T
BL, BRIMOTHMESE 55 2 LITHEELTES Y, A2 =T o ADAT—H AK
FRFEAETDE, ASAITA U H—T =2 A AEEEL L T—27 L, 772X/ — R&HIkR
THETHESNZ I VB L ET,

(EE) o744 vV AMOE=HF Y T ERELET,
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load-monitor [ frequency seconds] [ intervalsintervals]

e seconds: E=Z U 7 A v —UMORFH A, 10 ~360 ) OFiH TixiE L £d, frequency
77 &N ME20 BT,

« [l (interval) : ASA 37— & ZRFFT DR OEE 1 ~ 60 OFIFH THE L ET,
intervals 5 7 # /v hi% 30 T,

JTABRAUNNDNT T 4y VAR EE=F—CEET, MEUTIE, ARk, CPU L X €
VOMHRE, Ny 77 Fay7RERGEnEd, AMBET D54, 0O/ — KA M
PP CTE D58, /— ROV FAX ) T hEFE TN T L0, AL v TFOE—FR
A7///7%ﬁﬁﬁéﬁéﬁﬁfﬁiﬁ ZOHEREIX, T 74NV B TA X =TT ENTD
79, N7 4 v OAMEEMMICE=4—TZET, AMPETIOHEE. /—RTY
TAZN T FERTENCT DL EBIRTEET,

N7 4 v 7 AR EFRT HIZIL, show cluster info load-monitor =~ > RZ&fEHA L E£9,
B -

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:
0 0 0 14 25
1 0 0 16 20
Average from last 25 interval:
0 0 0 12 28
1 0 0 13 27
1

WOFITIL, ~NVAF =y ZREEE 2 3ICEREL, BF0 A X —T = A AD
TR YT ERERNIL, T A H—T = A AOBEIEREESORITERE 2 Hh
5B L CRIBIOMED 3 NS T 25 4 BICRE L, 7 7 A ZH#Y > 7 o B#)
FAEAORITREZ 2 0B OF 6 BIZREL TVWET,

ciscoasa(config) # cluster group test

ciscoasa(cfg-cluster)# health-check holdtime .3

ciscoasa(cfg-cluster)# no health-check monitor-interface management0/0
ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1
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DS5REF/)—FDER
TSR EBEALTHZIZ, 274Xl —2 a3 EH L, 752K ) — REEHTxE
‘éﬁo

7O T4T/—FKIZHB
DIGABDIET IT 4 TIRAN=RDBIZNE, 7T7AZY T a7 4Falb—ra s iig
FEPN, FDO/)—FRETIIRAZ Y T BT 42— NI LET,

)

GE)  ASAN (FET, FHENAF vl 2T7—280) FET I/ T4 7R DE, TRTCOT—
BAUE—=T A ANy MU ENET, BEHEHA X —T oA ZADBN T T 4 v
THEEZETEET, NI 74w 70 —%5FEIEDIE, FTRX ) T EBHEOR, 32—
MZLET, Fhid, FO/—FEI7 TR LERICHIBRLET, BHA VX —T A R
X, FDO ) — KR TFAZIP F—IANDZ T2 IP 7 L2246 Lol & X ke
ERVET, L. Va—RLTHL/ = BRI IREZNTEET 7T 4 7 TiERWEES (7
TALY TP IRECREL R LTI A e E) | A V¥ —7 = A TN/
9, ThUBEOa 7 X ab—ra UMEEICEL, ary Y — AR — MR TOMNERDY
9,

FIE

ARTYT1 I 7AXOREE— RERIHLET,
cluster group name

51

ciscoasa(config) # cluster group podl

ARTFYT2 IV I7AXY) T HRT 4—T M LET,
no enable

ZD7— RN, — R THoTHAIE. FTLWEIE, — RoO@EENEI TSN, BID A L /_—
I — RicZen £97,

JITAR AT A Fal—a IR ENDLIDT, BT IRAZY T EFEA X—TLIC
T&EFET,
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#iEms —ensnF—4/—kok7s57 171t [

HEH —FhoDT—32/)—KDET7I T4 71k
O AL TWE ) —RUNDRA U NEIET 7T 4 78T DHITNE, ROAT v T HFEITLE

FIE

DS REA~DESM

B

\}

G¥)

ASADIET 7T 4 7l b e, TRTOT—H A F—T oA AN vy T INET,
BEEHAA X —T 2 A ADBNNT T 4 v 7 k%G TEET, VT 74y 7 7u—%FHH
THIE, 7 T7AZ VT EFHEGNILET, BHA X —T oA A X, TDO/—KBIF
AHIP T —=NADOZIT ST IP T RUAZER L CHl &k BERiE s e £3, =720,
Je—RLTH/ —RFRBI TRAINTELET VT 4 7T TIRHRWGE (VT AX ) TR
WEETREERIELIZGARE) | BHA VX —T7 oA ATEHT/R0 £, TnlBEDa
T4 X2 —va MEEIE, 2 Y=V R— b EFEHTOIMNERDL Y 7,

T IGAENG ) — REHIBERELET,

cluster remove unit node_name

T—=h ATy T arg4FXab—Ta AIEEINT, i — R RZICRIS =
Y74 FX2lb—varbEOEETHLIDOT, AT 4FXal—valrERDOTIEKTED
/= FEBEBNTE T, il — FEIRT 5 0icrF =4/ — FTI0avy KA
L7eGaiE, BrL Wil — R EEINET,

AU B —E ST HI21E, cluster removeunit ? & A 135 %>, show cluster info =< R
EAITLET,

1 -

ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:

asa?2

ciscoasa(config)# cluster remove unit asa2
WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

= RN ZAZBHIBRESNIZGE (Tl 2 BEENRELIA VF—T = ZDGE,
ELFANRN=ZFETHT 7T 4 7 LEEHE) 1, 7 7 AZICFHTHSNT D LENH
nET,
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FE

AFYyT1 avY—)LT, VITAX a7 (Fal—gr E—RFRERBLET,
cluster group name
1 :
ciscoasa(config)# cluster group podl

ARTFYT2 V5AZ) T Rx—T M LET,
enable

552805 DRSE

7 T AENSEEIIPGRT DI, 7 T7AX T—F AN Ty T ar7 4 Xal— g VAR
ZHIBRT 20 ERH Y 3, %/ —ROBEOa > 7 4 FXal—vaid (TI/7 47 2=y
FPBRIISIT) RUTHDD, JT7AXNLHIETDHE, 7T AX) U THIODa T 4
Fal—2alaN\o I T v TMNBETLTDLIN, IPT RVADOBRAZBT L0 7 ¥
L—3a VEHEELTHIOLLRYETZ & MBI 9,

Flg

AT TN T—5 ) —FROEHE, 7722V TERO L) IZEHMELET,
cluster group cluster_name no enable
1 -
ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable
TITABY) TN T—H ) — R ETARF—T MR TWAHIIL, 274 Falb—va &
FEITHZ LI TEERE A,

ATFYT2 VI9AF a7 4 FXalb—varz7 U7 LET,
clear configure cluster
ASAIL, BHA L F—T oA RET FRAZGHY 7 G T X TDOA L E—T oA A% T ¥
ML LET,

ARTYT3 IV TARE AL E—T 2 AE—FRET =T NIZLET,

no cluster interface-mode
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ATv74

ATy TH

ATvT6

sims —rozE ||

F—RiFar74FXalb—va MZdMEESINZWE=D, FEICTI Yy hTAOMERHD F
j—o

Ny Ty 7 ar7ZiXalb—arBbdEa, FTarysXal—valiiny s 7y
T arZ4Xal—varEar—LF7,

copy backup_cfg running-config

1 -

ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa (config) #

AT 4 X2l =T a v EAL—RNT v SIRELET,
write memory

NI T o7 a7 4FXalb—valrPDRVEGEAET, BT 7 A2HRELET, -2
2, AV H—T A AIPT RLAZERL, ELWKRA MMEETLLET,

HlfE/ — FOEE
A

AR W — FEERTOEREOHFIEL, Gl — FTr A2 ) 728 L, B LGl

FIE

=y FOBRREFGS>ThD, 7 ITRZY VP 2BEANITHHETT, HIll — RNt 5
) — REFBICHEETALERNHLBAIE. COHEOFIELZERLET, 7277 L., fhRdgEdm
BEEDOSEAIE. ZOFIEEHEHA L CHIE ) — REE 2545 &+ _TOERN K vy 7 &h
DT, FHLWEIE ) — R ECERiE LT 20ERH Y 9,

HilfH ) — F2ZE T 21203 WOFIREFETLET,

LW — REfilf ) — R LTRELET,
cluster control-node unitnode_name

51

ciscoasa(config)# cluster control-node unit asa?2

ALY TFGAXIP T RLUANOEBEENVLEIC/RY 5,
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AU N—# B FRKRT BHITIE. cluster control-nodeunit ? GRIED /) — RZBRL T XTOLRIN
FREND) EAST B, showcluster info=~> REASLET,

DA EARTOaITY FOETT

FIE

av U RE7 FAZNOTRTO )/ — RIZ, EITFED /) — RIZEEFET A2, ROFIEZE
FATLET, show 2~ RETRTO /) — RIZEEFT D L. TXTOHNIUE S CTHIE
D) —=FRDaryy—)LlFRENET, ToMmoa~ R, 72& 20F capture<° copy . 7
FALBIRTOFETEIEM TEET,

TATO/ = Nlavy REEELET, /— FAZEELEEIE FED/ — FICHEL
iﬁ—o

cluster exec [unit node_name] =~ > N

51

ciscoasa# cluster exec show xlate

J— R&&2FRT HI21E, custer execunit ? (RAED /) — RERELS T RTOLAFINERIN
%) L AT DD, showcluster info =2~ RE A LET,

1

FILXY 7T Y77 ANET TRAENOTXTO ) — RS REFFIZ TETP — N2 =
v—4 5120, #ilf# ) — Tk~ RE AT LET,

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

D PCAP 7 7 AV (% — Kb 1 5F2) NTFTP —NiZab—shET,
SAEDF ¥ T F 7 7 A NAITITEBNC ) — RABRIIS 4L, capturel _asal.peap,
capturel_asa2.pcap 72 & L 720 £, ZOFITIL, asal & asa2 1T/ T A ¥ /) — R4 T
D

DSRIMDEZ=ZRZY Y

7 IFAZDIREBLE AT =S —BLO NI TN a—T 4 VT TEET,
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PSR RT—ERADE=Z) VY
I T AL DOIREDE=F VL ZIZHONWTIE, IRDa~vy REZBL TS0,
« show cluster info [health [details]]

X —U— REEELRWT showduster info 2~ > REFE(TTHE, 7T ZAFZRNDOT T
DA UINDAT —HANFRENET,

show cluster infohealth =< Kif, A1 v #—T7 2 A, /—FKBIWTZ 7 AZEKDH,
EOWRREERF R LT, details T —T— Fif, ~n—bhE— b A v —VDLBSEE2 £R
Lij‘o

show cluster info 2~ > RIZOWTIIRDOH N Z B L T ZE0,
ciscoasa# show cluster info

Cluster stbu: On
This is "C" in state DATA NODE

D : 0
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000025
CCL IP : 10.0.0.3
CCL MAC : 000b.fcf8.cl192

Last join : 17:08:59 UTC Sep 26 2011
Last leave: N/A
Other members in the cluster:
Unit "D" in state DATA NODE

ID : 1
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000001
CCL IP : 10.0.0.4
CCL MAC : 000b.fcf8.cl62

Last join : 19:13:11 UTC Sep 23 2011
Last leave: N/A
Unit "A" in state CONTROL_NODE

D : 2
Site ID : 2

Version : 9.4(1)
Serial No.: JAB0O815R0JY
CCL IP : 10.0.0.1
CCL MAC : 000f.£775.541e

Last join : 19:13:20 UTC Sep 23 2011
Last leave: N/A
Unit "B" in state DATA NODE

D : 3
Site ID : 2

Version : 9.4 (1)
Serial No.: P3000000191
CCL IP : 10.0.0.2
CCL MAC : 000b.fcf8.cble

Last join : 19:13:50 UTC Sep 23 2011
Last leave: 19:13:36 UTC Sep 23 2011

« show cluster info auto-join

FERLEBIERIC Y T AH ) — R FAZIZHBICHESIT D0 E 90, BLOEERE
(FABL ADFHERCY ¥ —V DNV AT =y ZVEERE) N7 VT ENTENE D nER
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LET, /— FRKBMICEDIZ /> TWDIGA, £/ — BT TIZZ ZAXRNITH
DA, ZoOa<wy RTHHHEAINERSNER A,

show cluster info auto-join =~ > RIZOWTIIRDH N EZSI L T &0,

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Control node has application down that data node has up.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.

ciscoasa(cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.

Quit reason: Unit is kicked out from cluster because of Application health check
failure.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)
« show cluster info transport {asp |cp[detail]}
WD T ZAR— FEAEDOHEHERE R R L ET,
casp 1 T—4 FL—rD kT AR— MEEHER,
scp: v br—L T L—rD T AR— MG,

detail ¥ —V— RF2 AT 5L, 7 TR TEEEOEN NI U AR—F 7r hau
OFERRMNERSN, Ny T77Rar ba— L7 L—rThsENNZRo b XIT
Ny b Ray 7ORBEERETE £9, show cluster infotransport cp detail =~ >
RIZOWTIFROH N EZH L T ZE 0,

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:
0 - unit-1-1 2 - unit-4-1 3 - unit-2-1

Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R - reliable messages
RE - reliable messages error
RDC - reliable message deliveries confirmed
RA - reliable ack packets received
RFR - reliable fast retransmits
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RTR - reliable timer-based retransmits

RDP - reliable message dropped

RDPR - reliable message drops reported

RI - reliable message with old sequence number

RO - reliable message with out of order sequence number
ROW - reliable message with out of window sequence number
ROB - out of order reliable messages buffered

RAS - reliable ack packets sent

This unit as a sender

all 0 2 3
U 123301 3867966 3230662 3850381
UE 0 0 0 0
SN 1656ad4ce acb2b6fe 5£839f76 7b680831
R 733840 1042168 852285 867311
RE 0 0 0 0

RDC 699789 934969 740874 756490
RA 385525 281198 204021 205384

RFR 27626 56397 0 0
RTR 34051 107199 111411 110821
RDP 0 0 0 0
RDPR O 0 0 0

This unit as a receiver of broadcast messages

0 2 3
U 111847 121862 120029
R 7503 665700 749288
ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291
RO 0 582 850
ROW 0 566 850
ROB 0 16 0
RAS 1571 123289 142256

This unit as a receiver of unicast messages

0 2 3
U 1 3308122 4370233
R 513846 879979 1009492
ESN 4458903a 6d841a84 TbdeT7fa’
RI 66024 108924 102114
RO 0 0 0
ROW 0 0 0
ROB 0 0 0

RAS 130258 218924 228303

Gated Tx Buffered Message Statistics

current sequence number: 0

total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
gate close ref count: 0
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num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%
Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 4153 73%
Route Cluster Client 419 7%
RRI Cluster Client 1105 19%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name Total messages Percentage F L R
VPN Clustering HA Client 1 100% 0 0 0

MRT Tx of unitcast messages (to member id:0)

Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%

Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]
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Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

« show cluster history

7T AZDEIE, BILOY T A2 ) — FRBINTE o B, /—NIRs 722 %
HENTZBHRICBT 22T — A v =V RFERINE T,

DSRBEEDINTY FOXY TF¥

JTABTONT y hOX ¥ TF X IZONTE, ROa~v > REBRLTLIEEN,
cluster exec capture

JITAZERD NT TNy a—T 4 T AR — T 5ITIE, custer exec capture 2~ > K%
HEALCHIE ) — R ETOITAZERNT 7 4 v I OF X T7F X2 /HLET, 2T,
7 FAZNDTRTOT—4F ) — FTHHBIICANIRY £,

DSREYIY—RADE=Z YT
JFALN Y —=ADE=H Y T ONTIE, ROa<y RESR LTI EEN,
show cluster {cpu | memory | resource} [options]

7T AREROERNT — X 2R LUET, FEHFHREZ options (37— DX A 12 K> TH
nET,

D3R8 I 749v0DFE=ZZYYY
IIGABNT T 47 DE=LZ ) TIZONTE, RO a~<y RESRLTLEE N,
+ show conn [detail]. cluster exec show conn

showconn =~ RiZ, 7a—NRNT 4 LI H¥ RNl T v/, FHE7x+U0—FDED7
o—ThobHM%uExLET, cluster execshoweconn 2~ R&E{EED /) — R THEHAT L L.
TRCOBERNREREINET, ZOa~r ROFRRMLIE, 12070 —D 77 4 v/
NI FTAFNOSEIERASAICED LY ICEET D000 ET, 7T AXZDAL—
Ty MI, B—= ATV TORE T 4 F 2= a ko TERYET, =
Oa<wy FERHTBE, BAIEFRONT 74 v I N7 T RAENEED L D ITHAD D
BHICOMNY ET, 75, B— R ARG HRTa—DRT 4 —v L AT ED L 5 [
52 D0 EERET 2 DI £,

F7-. showconndetail =~ > NiZ7 e — btV F s ORELZ I TE 7 —%2EK R LET,
&Iz, showconndetail =~ > RO 2~ LET,

ciscoasa/ASA2/data node# show conn detail
12 in use, 13 most used
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Cluster stub connections: 0 in use, 46 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, b - TCP state-bypass or nailed,
C - CTIQBE media, c¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - LISP triggered flow owner mobility,
M - SMTP data, m - SIP media, n - GUP
O - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, g - SQL*Net data,
R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
7 - Scansafe redirection, z - forwarding stub flow
ESP outside: 10.1.227.1/53744 NP Identity Ifc: 10.1.226.1/30604, , flags c, idle Os,
uptime
Im21ls, timeout 30s, bytes 7544, cluster sent/rcvd bytes 0/0, owners (0,255) Traffic
received
at interface outside Locally received: 7544 (93 byte/s) Traffic received at interface
NP
Identity Ifc Locally received: 0 (0 byte/s) UDP outside: 10.1.227.1/500 NP Identity
Ifc:

10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2m0Os, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic
received at

interface outside Locally received: 864 (10 byte/s) Traffic received at interface
NP Identity

Ifc Locally received: 716 (8 byte/s)

Vi 7 a— DO NI TN a—T 4 T EATOITIE, ROINCTXTO ) — RO#ERix — Rk
RLET, R, F£ED / — K Tcluster execshoweconn =< > KEZASLET, T4
L7a (Y) . RN T o7 (y) . BEOT7+U—F (2) D7 T T o7 o —%81L
F4, WOBNTIZ, 3 2DFT_TD ASA TOH 172.18.124.187:22 75 192.168.103.131:44727
DO SSHENF RSN TWET, ASALIZIZz 7 T 7 0™BHY ., ZOHERGO 7+ U —X T
HHZLEEELTCOET, ASMBITIXY 77703 HY ., ZOHEGOT A VI X THDHI L
ERLTOET, ASA2 IR 7 T 713, 2R A—F—ThirZLrxERLTH
F9, TU MUY RGFETIE, ZOEEHRO/NT > MIASA2OWNEA 4 —7 = A AT
AD . A VB =T 2 A ADDHTWEE T, AT RHHTE, ZOkRED /R
7y MIASAL BLOASAZ DANERA o Z—T = A AT A, 7T AZEIEY o7 AL
T ASA2 |ZHEIE S 4L, RIZ ASA2 DA 2 —T = A4 APHHTnNE ET,

ciscoasa/ASAl/control node# cluster exec show conn
ASAl (LOCAL) :**********************************************************

18 in use, 22 most used

Cluster stub connections: 0 in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z

ASAZ.‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k**************************************

12 in use, 13 most used
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Cluster stub connections: 0 in use, 46 most used
TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO

ASA3-‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k***********************************************

10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes
0, flags Y

show cluster info [conn-distribution | packet-distribution | loadbalance | flow-mobility counters]

show cluster info conn-distribution =~ > K & show cluster info packet-distribution =~ >~
RiZ, $XTDIITAZ ) —=F~\D T T4 v I 5iEFRLET, ZhbDavs R
X, S — R AT U2 L, T L DICRE DL E T,

show cluster info loadbalance =~ > FiZ., BEHGHE OB OMEHERE TR LET,

show cluster info flow-mobility counters ==~ > Fi&, EID 3 L7 1 —DOFTA & OEERH
Z#x L £9, show cluster info flow-mobility counters =~ > RiZOW TR D H %%
LTS IEEN,

ciscoasa# show cluster info flow-mobility counters

EID movement notification received : 4
EID movement notification processed : 4
Flow owner moving requested HE

show cluster info load-monitor [details]

Z dshow cluster infoload-monitor =~ > K, EBEORIRED I T AZ AL ARDNT T 4 v
JAME, RESINTZMRBOEHEK (74 FTIE30) 2R LET, ZHROKREIE
ZF T 5121, details¥F— U — R&2fFHLET,

ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa(cfg-cluster)# show cluster info load-monitor details

ID Unit Name

Information from all units with 20 second interval
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Connection count captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Buffer drops captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Memory usage (%) captured over 30 intervals:
Unit ID O

25 25 30 30 30 35
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25
25
30
25
Unit ID 1
30
25
30
25

20

CPU usage (%
Unit ID O
25
25
25
30
25
Unit ID 1
30
25
30
25

20

* show cluster {access-list | conn | traffic | user-identity | xlate} [options]

)

25

25

30

20

25

25

30

20

30

35

30

30

30

35

35

35

30

35

captured over 30 intervals:

25

25

25

30

20

25

25

30

20

30

30

35

30

30

30

35

35

35

30

35
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30

25

25

30

25

25

30

25

30

30

30

25

25

30

25

25

30

25

30

30

25

25

30

30

30

30

25

30

30

30

25

25

30

30

30

30

25

30

30

35

25

30

30

35

30

30

35

35

30

35

25

30

30

35

30

30

35

7 T AREIROERNT — X 2FRR LET, FERHFHEZ options (X7 — ¥ DX A 72Xk ->T

Bip0F9,

show cluster accesslist =~ > RICOWTIZROHE D E B L T 77 &0,

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B,
access-list cached ACL log flows: total 0, denied 0O

300

access-list 101;

(hitcnt=0,

0,

0,

122 elements; name hash:
access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eq www

0,

0)

0x207a2b7d

0xe7d586b5

unit-C, unit-D

(deny-flow-max 4096) alert-interval
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access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfedfd947

access-1list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-1list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitent=0, 0, 0, 0, 0) 0x5795c069

access-1list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) 0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0x1e68697c

access-1list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-1list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6f59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitent=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfead

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitent=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitent=0, 0, 0, 0, 0) 0x013fd5b8

access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

R OERD, T XTO /) — R TORFHEERTTHITIE, ROEBVICATILET,

ciscoasa# show cluster conn count
Usage Summary In Cluster:~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k************************

200 in use (cluster-wide aggregated)
Cl2 (LOCAL) :***********************************************************

100 in use, 100 most used

Cll-******************************************************************

100 in use, 100 most used

show asp cluster counter

ZDawry RE, TEARAD N T TN a—T 4 VTS B E T,

DI3RAEDL—TAIDE=RI) YT
7 TAZDN—=T 4 TIZONTIE, RO~ FEZRLTIEE,
* show route cluster
- debug route cluster

I TALDN—T 4 T RER I LET,

« show lisp eid

B 7Y v995%Y FIZEi+% AsAVirtual 7 5 22 O ER



| /89U 99959 FI2H1H 5 ASAVirtual ¥ 5 24 DERE
s5z28yvsonxssngz I

EIDs & %A b ID 27”79 ASAEID 7 — 7 VEZF R LET,
cluster execshow lispeid =2~ R H D, RO ITESRL T ZE0,

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k**~k~k~k**~k******~k************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
T,D ¢ k% ok ok K ok ok K ok ok kK ok kK ok ok K ok kK ok ok K ok ok K ok ok kK ok ok ok kK ok kK ok ok ok ok Kk ok kK ok kK ok kK ok ok K ok ok Kk ok K K
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

» show asp table classify domain inspect-lisp

Zoavwr NI, NN a—TFT 4 IS L E T,

HDSRBA)FTOOXFUTDEKRTE
IR TOuX s TOREIZODNTIE, (kOa<wr FEERLTLIEE N,
logging device-id

77 ALZNDE ) — RiX, syslog A v &—Z BN AR L £, loggingdevice-id =~ > K%
BT &, A—$7203 825751 2 ID & Tsyslog A v — V% ERT 5 ERTE,
I TAZNDE—FERRD ) — R DA vy E—VDOL IR ELZ LN TEET,

DSABDAVE—TIAADE=RY Y
TIGABEDA VB —T oA ADFE=LZ Y U NZONWTIE, ROa~<wr REZBRBL TS0,
« show cluster interface-mode

JITAZ A B =T =2 ADFT— N RLET,

DIRRBI)TDTINYYT
JTGABY T DTNy ZIZONTIE, ROavy RESRLTIEIN,

« debug cluster [ccp | datapath | fsm | general | hc | license | rpc | transport]
JIGABN T DTNy T Aye—VaRRLET,

« debug cluster flow-mobility
I AZN T Tn—% )T A BHEOA N P ERRLET,

* debug lisp eid-notify-inter cept
EID #H A v &= ATZERROA X FE2RRLET,
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« show cluster info trace

show cluster infotrace 2~ > RiZ, "I 7N a—F 4 T DOEDDF Ny FIEME TR
LT,

show cluster infotrace =~ > NIZOWTIHRDOH 2SS L T 7EE0,

ciscoasa# show cluster info trace

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG KEEPALIVE from 80-1 at
CONTROL_NODE

VIR TDEEERH

ORI va i, 77 AX Y T OEWEICET AEEMERAE T ET,

ASA DEWEELE Y SRR ) YT
ASA O—IBOMEEIL ASA 7 T AZ ) v 7 TIEHA— bt —EOMERITHE , — R7200
THR— hSHET, LOMOBIEIC SV TIHBI R E AT 2 E 515 2HA M H Y %
¥,
PSRBT THR— F IR
ROBIEL, 7 7 A5 ) 2 7 BRI L EFRETEP, a~vy FHEG SR ET,
cTLS VX v &2HHTH =774 N ala=r—ra U
« JEE—hK 7 Z7EA VPN (SSL VPN ¥ L U IPSec VPN)
BN RNA B —T = A A (VTI)
CRDOT TV r—var A ART gy
« CTIQBE
« H323, H225. # L U'RAS
e [Psec /XA AL —
« MGCP
« MMP
« RTSP
+ SCCP (Skinny)
« WAAS
« WCCP
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ARy bRy N VT T4 T T4NE
* Auto Update Server

*DHCP 7/ 7947 v b, —1_—, BIXUOF %>, DHCP V L —jIVKR— T\ E
9,

VPN — R RT3y 7
o 7 x— )L —/N—
HAN—T A TRBIOTY v

« FIPS =— K

PSRBT DR REPEEE

ROBERET, HIH /) — F EZJ TR —bsnEd, 77X Ar— 7 ahEd
Ao

A\
GE)  rhERRSRED T T v 2R, 2T AZHIEHY V7 BRATA U= ) — FBEI S — R
WCHRE SN E T,

HHESEE A+ 238580, PREFARREEED b T 7 ¢ v 7 NP ERRIBEEE - LT S
NARNIESEN TN T, Hlfl /) — RS D ) — RIZit SN2 R0 £3, ZOHEE
WX, T 7 40 v 7 DHE Y — RIS E T,

AR HPRIEERE I DWW TR, il — R CTIEENRAET L LT XTOEGN Fe vy 7Shd 0
T, HLWHIE Y — P L THseiz BT 20BN H Y 9,

CROT TV r—ar A AN gy
* DCERPC
« ESMTP
- IM
* NetBIOS
* PPTP
* RADIUS
*« RSH
* SNMP
« SQLNET
* SUNRPC
* TFTP
* XDMCP

RITY o959 FIzEi+% AsAVitual 7 S22 ORI}



B 5c0/—rEmshamge

BrD/— FIZE

KITYws95% RIZEF% ASAVittual 7 5 22 OER |

CABZT AT N— KN EF=HY T
.Z/ U —7 77t7\@wuuﬁ%i0nq:j‘ THT T 4 NS/ i;tlz%qjﬂ‘lb’c—g‘*

s T ANZ YT =R

« %A hH VPN

e FNTFXY AN N—T 4T

B S h HHEE
IO ORI, 7 7 A BEREIIHIE L, — FTidR<, % ASA / — NIZEH S ET,

*QoS:QoSARY v —lF, ar74Xal—a EBRHO—EHELTZ 7 AXZEETHR &S
WES, 2L, f)y—ﬁ%/—PK@%Kﬁméhiﬁot&iﬁ\mﬁmﬂbfﬁ
Vv T EBRETHIHEAIT., BAL— FPBIOEAN—R MEIX, BED ASA P HHT
ﬁ<b774/7_%%éhi¢ 3 —RKMWOBRABTTAEZBDHY, NTT7 4 v 7Y
FIZHBMLTWDEA, AL — MIERIZZ 7AZOL— O 3512700 £7°,

BRI BRI — R L ICEBNCHRE L 9, 72 & 2R, BAFEHERIZ , — R
BATYT, &z, A—FAF Y UBRHEPHEIELZ2VDIX, AXy > b T 7 4 v I RE
J— KRBT —R RT3 v 78N, 1 OO/ —RTIRTDO T T 4 v 7 BHERTER
W2 T,

FYLT—=0 FTORREADAA LY SRR VYT

BBSEEY S

Sy NT—7 T AHD AAA VL, BEE, TR, THAT T 4T D3 DDA R—R b
THERL SN ET, BRIEEEHFIL, 7 T A Z U 7 7 — R EChdusihAURgRE & L TSk
NTEY, T—FHEENRY FAXT—4 /) — NIZERSET, 6l — FBR®RIRS =8
B WENLE B OFEREE 2 — — 8B L O — W —|ZB#A T DI 7R R & 5] X e = e < &
m#an zﬁﬁfmfwkﬁ%ﬁbwﬁﬁ/%Fﬁ%ﬁbiﬁoJ%% IEDT A KV
%i@%ﬁ&%A??Fﬁ\ﬁﬁ/%Fﬁ%ﬁéhk&%%ﬁﬁéﬂiTo

THOT 4T, 7T AFRNOSERBEREL L CEEINTCWET, THU T 470
T —HATIEITENDLTD, 70—l TEHT AT T 4 U IRRESHTVWDHERE., £
7n—%%ﬁ?57?1&/~Pﬁ?ﬁ?/74/7%%&%¢®f/t Dk AAA P— R —
WCEELET,

ARRAY G

BEpeIRIX, 7 7 A& &I HA S E 9 (set connection conn-max, set connection
embryonic-conn-max, set connection per-client-embryonic-max 3 & TF set connection per-client-max
avy RR—=UEZM) | &/ —RZiX, 78— FX ¥y A M A ve—VICEKSL 7 TR Z 2K
DAY ZOHEMD DY £, 7T AZBERTHEGHIRZHREL TH, DFEMELEEL T,
R ICHIRECEA SN2 WEERH Y ¥, £/ — F TR AEEDORKHETDZ I A7 2KD
10 B AEDEKEFHI £ 72 3 Nl SN D RN H Y £, LE L, m—RRAZ s
SN/ T AZTIL, RO & & ITFERPEFTINET,
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BAFIVIIL—Ta2I9ELECIZREYLYT
MAlA v 2 —T oA ZE—FRTIE, &/ — KB AZ L FTaul—2 L LTV —F 47 7n
FaAZ2ETLET, L— FOFEIL, &/ — FBREBNZITWET,

K2:834 v 3—T AR E—RTDFAFIVvI L—FT142Y

Router A

All units are using OSPF ECMP Load Balancing

with neighboring routers

FORTIE, V—Z ATV —F B ~DEIA KN RAN4KRHDLZ EEFEEHLET, SRITZ
NENLODASA ZEHLET, ECMP 2 LT, 4 XAMTrI 70 v 7 Dr— K NT
VU T EITWLWET, K ASALL, AL —HX LEET AL EIC, ENENERLIL—XID ®
IR L E9,

THEIL, &/ — NCERAIV—FZIDBHEESND LI, V—XIDDT TAXT— V&R
ETDHHLENDHY 9,

EIGRPIL., fHBIDOA v F—T 2 f AT —FRDI T AZET L DRAN—URETERHE L EE A,

)

GE) TCRMMROTZOIIZ7 T A X RE— L —2 13t L TEBEOBEEGR Z FF o6, FERFRL—
T4 T IMRRTHETERN N T 7 4 v ZHEPBET L5605 £, IERAPRL—T 1
VI ERTHTEOICE, FL T T4 v 7= INDTRTDOASAA LV E—T oA A%
FEOET,
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FIPEOSRAEY VY

*FIPDF ¥ Ll ary ha— L F ¥y xND7a—RNENENHNDT TAH X N—ITL-o
THA SN TWBEAIE. DT Ym0 —F—ZEMIZT A KV XA LT TR T v
TF—brEarbu—)L Fr RO —F—IZEEL, TA RV EALLT Y MEEEH
LEd, 272 L, avie—n7ao—0F—F—n)n—RKSnT, arir—/L 70—
MERAT 4 7 ENTHEE. B 7 e —BRIEHER S 2< v ET, LEnoT,
ayha—n7a—0DTA KV EZALTU MIFFHRENEE A,

«FTP 7 7 & A2 AAA AT 254, #l#T v 207 v — 3/ — NiZEP I E
j—O

ICMP A VAR S 3 EDSRAEY VY

7T AR @I T HICMP B L NICMP —F — "7 v k@7 v —(X, ICMP/ICMP =5 —A
ARY 2 a VINERINE D INT Ko TR 7, ICMPA VAT v a VEFEH LR WEGE,
ICMP (3— A D70 —ThHo, T4 L7 X 7a— IV R—-brINFEHA, ICMP A > AT
VaryEMHT L5, ICMP 7 e — 3R EF MR T4 LI Z /Ny T v 7T =l Lo
TR I T v FENET, BMESNZICMP 72 —DEWD | DL, IEENE= 7y b
TAVI RO ET, T4 L7 XE, Ny NETHT—XITRTRDYIZ, Ta—
F—F—IZICMP = 3 —J5Z& /7y &L L ET,

INFXYRAMIL—TA2TEISRRAY VT

fERA B2 —T =24 AF— RTIE, vV TFFX X MIEHL =y MBAEBNCENET 2 Z &1
HOVFEREAL, T—XZBILON—T 4 T Oy MITRTHIEl2= > F T I TRk S
NHDT, Ny M) r—a PRI NET,

NAT £ SRAY VY

NAT (%, 7 FAZDRENRAN—T"y MIEBEEZ 5252 0HVET, A T RE
FOT T R RONAT X7 > Rid, ZNENT T AZHADORHD ASA IZERF ESND Z &N
HVET, B—FARNFL 7 TATY RNIIP T LR ER— MUEFEL TWET A,
NATMERHSND EXIE, AN T U RET T INRT U RET, N7y ROIPT RLARR—
RN D05 T, NAT A—F—TIEARWASA ICEIZE L=/ » M, 7 7 AZHI#E)
JEN LU TCA—T—ICHEEINLTD, ZIRAZEIEY VI RED N T 7 4 v I RBAELE
T, NAT A —F =%, EXF 2V T BLOR) > —F = v 7 OFERITIGE T TN v S OBk
EVERCERWATREMER S D720, ZEM /) — NiX, A —F—~Difsik 7 o —2Eflk L2
LICHEBELTLLEE N,

ENTH7 TAZY T TNAT 2T 25613, ROTA RTA 2 BRLTIIZEW,

e XL ARP 2L  lHRIIA LV EZ—T =2 A ZADEHIT. v BT T RL Ao TR
XFVARPIGENEFEENDIZ L IEH Y FHA, ZHE, 7 T AXIIFELRL 2ol
REIED®H D ASA LN — 2 LR ETBUREHERF T2 2 L 22T, Ty AL
Ve —ZE, ALY VFTARZIPT RLAZET~Y Y EL 7 7 RLARIZOWTIZAZ
TAv I N—FEIEPBR EAT V=27 N NI vX T EEATAILERLY ET, =
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UL, A% FEtherChannel ORETIZIH Y TR A, 7T AZ AL L F—T = A AL EHE
MIFOENTZIP T RLAR 1 DR N=H T,

e R—h Ty JEID Y TCIZLD PAT : ZOBEEEIZOWTIL, ROTA KT A4 2L
TLIEENY,

s RA MY OFEKEHIRIL, 77 A2 2EOHIRTIERL, /— K2 EIERNIE H

SNFET, LR oT, FA NSV OREKEIEN TIZHESNLTWS3 ) — K7 F
ABZTIEH, RAMPOLD NI T 4w 7R3 DD ) — RF_XCYZa— FRZT U7X
NTWDEE, 325070y 752K —RIZ1ODTOED Y TH ENTEET,

N I T ST =Ry 7T T ) — R TEREINTZR— T ey 7id, A& b
B2 OERHIBOEHARICIIEBEINERE A,

« PAT 7=V EARITHT LW IP 7 R L AOHIP TEE S5 On-the-fly PAT /L—/L- D
EETIE, FILWT—=ARENI 2> T THWEERETD xlate Ny 7 7 v 7 HE
KIZHFT 2 xlate Ny 7Ty TOERB KL T, ZOEMEIIR— DT r Y 7 E|
DY THEEICEA R b O TIERL, AR BEN ST T4 v I NI TAK ) — K
fCTr—RKRT o7 E8N57 7AXRERBTORRLLILD KR PAT 7 — /LD
M T,

« JTAXTEMEL TV DA, 7ay 7B THA XEEFTTHI LI TEEYE
ho LWV A XX, 7 TAXNOEKET NA A% — R LERICOBENI/RD E
To HT A ADY vB— ROLBEYVEZEET 572012, 3 XTO7r vy 7E 0D Y3T
=V EHIBR L, 2 E 0N —VZEET 53T X Thxlate 7 V755 Z & & BHE)
HLET, TO%, 7y I I A XEEFEL, 7uy 7E Y TOL— L& HERTE
£,

o X4 F w7 PAT O NAT 7 —/L7 RV AR : PAT 77— NVERETDHE. 7T AXIE
T—=VHADOEZIP T KL AZR— T ey Z7IZnELET, 7740V Tl &7 007
WESI2AR—FCTTH, A= T ryJEOETL—NEHRETDHE, RDVIC2—FDT
0y JREMEHESNET, 207 a vy 713y 7 AXND /) — RETTHEIZE S
B2, % — RIZIEPAT 7= LVHNDOIP 7 RLAZ EIZ 1D EDOT oy 7 R3H0 £
T LIz o T, MEIND PAT iUk L THOTHILAITIE, 7T AX D PAT
TN EDAIPT RL A% 1 O FICTA5Z N TEET, PAT 7—/L®D NAT L—/L
TPRIEAR—F 1~ 1023250559 AT a v ZRELRVED, R—Fr 7Ty
271% 1024 ~ 65535 OAR— M EZ I 8— L £7,

BEEDONL— BT 5D PAT 77— VOEAA  #HE DAL —/LTHE L PAT 77—V 2 AT 5
Wi, =BT oA =T oA AOBRICEE L L O LERH Y £3, T3TD
W=V TRFEDA VB —T oA A%ERT D50, HDHWVETXTONL—LT HEED] A
VE—=T 2 A RAEFEHT LN, DT EBIRTHILERH D 9, V— eI bhiEo
TREDA LV HZ—T AR UEE] DA VX —T oA AZRESEDLZ LITTEER
o RIESHD L, VAT LNV EZ—V T T 47 &7 T AZNOMEE R ) — R —3
SHLZENTERIRDIGAENRDV £, V—/V T LIZEA D PAT 7 — V2T 2
ZEE. BRBEEEOE VAT Y g T,
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e SV RREVARL PAT—LDOT Ty Rabit, 792X Y7 TR R—FEh
FH A,

cHWLIEPAT 72 L : LIEPAT XV A X U U 7 THR—FENEH A,

c HilfHl ) — Rk > TEBLSND XA F X v 7 NAT xlate : il / — K23 xlate 7 — 7 /L & H#E
FL, 7—%/—RNICERLET, ¥4I v NAT 2B LT 8 maeT —% /) — R
DG LT & X2, Z2Oxlate T — 7 VL2 WA, 7 —% /7 — Rl — RiZ xlate
EERLET, T4 — RPEREZFTALET,

o [HE D xlates : #EFiFTAE D xlate 7 A RABRAEHR SN EFA, LB ->T, 71 Kb
BN T A RV ZA LT U MEB2 505N HY F9, refent 0T, 7 A KX A ~—
ERRESNTLZA LT T ML RENGEIEL. BRAD xlate THLHZ LERLET,

» per-session PAT #8E : 7 7 A& U U ZIZ[R D R UM, per-session PAT #§HEIZ > T PAT
DYLEMER M ELES, 77 AZ V) T OEEX. 7 —% / — RV A O PAT #fit
FFCEJ, AIRAYIZ, multi-session PAT #5E 1L 51/ — RICEEE T 2088 H 0 | HlfH /) —
RRA—F =LV ET, 7740 FTiE $XTDTCP M7 7 4 v 7 %XV UDP DNS

7 7 ¢ v 71X per-session PAT xlate Zfif L £7°, ZAUZk L., ICMP 3 L UMD T
D UDP k7 7 4 v 7 X multi-session Zfif L £7, TCPBLNUDP IZxf L Z b DT
T AV N EEET DL DI per-session NAT /L—/L &R E CTE £9725, ICMP |Z per-session
PAT 3% ET 5 Z LIXTE EH A, H323, SIP, F7-iX Skinny 72 £ D multi-session PAT
DAYy NEERTESD M7 7 4> 7 Tk, BEAT 5N TWD TCP A — MMIxfL
per-session PAT # #EZ0| 2 CX £79 (Z1 5D H323 B X OVSIP @ UDP AR — NMET 7 4V
T4 CIZ multi-session (272> TWE ) , per-session PAT DFEMIZHOWTIX, 7747
VA —NVORETA RSB LTI ESN,

cIRDA VAR a Y HDOAZT 7 PAT I3H 0D £ A,
* FTP
* PPTP
* RSH
« SQLNET
* TFTP
* XDMCP
« SIP
1 FEBZDIFFICL < O NAT V=23 55613, 77314 2D CLI T asp rule-engine
transactional-commit nat =~> K& R L CrT P27 ar a3y b TFLEAMIC

TOMENHY 9, ANILRNE, J—RKBI FZRAZIZEBINTERWAREERSH Y F
B

SCTP LY SRR VY

SCTP 7 Vixz—>auid, (m—FK RS20 72k0) E£ED ) — FICERTE 9728,
< VFR— I TR ) — FICFEET D HERNH Y £97,
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SIPA VARG I VEGSRBEYVY
HE7e—ix, (B—FKXTZo 0 72k) FEDO ) — RIERTEETR, +757—47
n—EF L — RICHFEET O RERH Y 7,

TLS 7 F VR TEIT R — SN TWEFA,

SNMP £ S RA2 YUY

SNMP =— = MM, XD ASA %, D ZWiA X —T7 A ADa—H/VIPT KL A
WX o2TAR=D VI LET, FJITRAIDRET —HaeR—0 752 LITTEEEA,

SNMP AR— VU » ZI2iE, AA Y 7 TFTAZIPT FLATIIRL, BiZue—hL 7 RLZ2%HEH
LTLEEN, SNMP=—2 2 bWRAAL T T AZIPT RLRAER—=I 7T 54 B
LWV, — RBEBIRENA &, HTLWEHIE Y, — ROFR—Y > 730 L E 7,

I T AR Y T TSNMPV3 Z R L TV B56, RAID 7 7 AZTEREZEICH LWY FAX ) —
R&ZBNT 5L, SNMPV3 22— —THH L\ — RicER S £ A, SNMPV3 —H—(%,
HilfE ) — FIZFEM LT, L/ — RICHREIICERT 2 L0123 20, 7—% /— RIZAE
HENT20ERHY 7,

STUNEYSREYLYT

EUR— AN EEEND L X, STUNA VAR g 3T = — VG —NR—F— KL T FAHF
EF—FTHR—FENET, 2770, FIvPFr a3 IDIT/ — FREITEREINLEE A,
STUN ZRDZAEHIZ ) — NICEFENFHAE L, BD /) — R STUNIGE 2345 L72%A. STUN
INEIE Ry FIET,

syslog £V S RA) T

*Syslog : 7 7 AZ DK ) — NIZBH D syslog A v E—TVZHERLET, RX 7 EAREL
T, %/ —FKDsyslog A v—Y ~yZ—7 4 —)L RTRUT /A ZAID & HT 50,
BOID ZHEHT L0 ERETCEET, L&, FAMBEEILZ FAXNOTITO
J—RicRasnckasnEzd, FAMET AL AD ELTHERATLIE I ICaF
TaBRELTYA. TXTO ) — RTAERSND syslog A v E—U R 12D/ — R b/AgE
SN TWDEICRZET, V7 I7AXT— AT v FRETHD Y TOHNTa—hL
=R %ETNAAID ELTHEHTLLIICueX 0 7 E2%E LICA. syslog A vE—
NIENZNRHND ) — RIpBARIN TS KOz £77,

e NetFlow : 7 7 AZ D% /) — RIZHEH D NetFlow 2 MV — A% LEd, NetFlow = L7
A%, % ASA ZIMST L7z NetFlow =7 AR—H L LTOHBFH Z LN TEET,

Cisco TrustSec & 7V SR &)Y

il — K2Rt T4 7 0—74%7 (SGT) HEHREFEH LET, 0k, il — K
MHT—X% 7 —KRIZSGT NEIND 72D, T—H )/ —FiE, X207 48D —(ZHE SN
T SGT OD—EK & HWrTx F7,
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VN &Y SRBEYVY
B A MR VPN (L, R R EE T3, HlE ) — RS VPN 855t AR — b LE 9,

N

GE) VE—RT727EBAVPNIZ, 7IAZ ) T TIIYR—FENETA,

VPN H§fEZ T CE 20130/ — RIZ0TH Y, 7 72X OF Mg EIIEH S EE
Poo il ) — RCEERFAE LIZGATE. T X TOBEFD VPN 8fiihi Kb, VPN = —HI(C
LoTUI—Ev2DHr L e £, FLWEHNE, — R2BBE Iz & 2, VPNEHLA FiE
MNTDHMENRHD 77,

PBR £ 721X ECMP #3425 L EDEBIA > ¥ —T = A4 A~DEERIZOWTE, a—hL 7T
RUATIERL, BIZAA L VTAXIPT RLARICERT HHLERHY £,

VPN B D % — LRE R, 7T/ — FIcEREE T,

INTA—T R RY—1) UHRE
BEO2= "I TAXIKEETDHE, M TEDRH I TAX RT3 —~ AL, &KKE
A= DK 80%IZ72 D F T,

7ol 2, ETANHEMB@ TR 10Gbps D N T T 4 v 7 BB TEX DGE, §2=v DY
T AB T, mREFFAV—T"> I 80Gbps (8 ==~ I x 10 Gbps) D#J 80% T 64 Gbps IZ
e ET,

HE ) — KDOEFE

JITAED ) — R, 77 AXERNY 7 0 L ClE LTHIE, — RERELET, HiEk

D ERBY TT,

1. /J— R LTI ITIRRY T hRAF—T NI LT X (F0E, 7T RZ Y U ITHRA
F—TIVEHROIRETZED =y NEYIOTEIRLIZEX) 12, 20O/ — NIEEERY
3B TTr—Rxy A M LET,

2. TIAF VT 4DOEVMLD ) — RN ZOBEERIGELET, 7T7A44V 70131~
100 OFPHNTRESIN., | DEEDTITA4 VT 4TI,

3. ASEBRBLTH, TI9A4FV) T A DEVMLD ) — RS DIEEEZE L TWR WAL,
FD /) — N — N2 £97,

\}

GE) ®wEOTIAF VT 4 2F> /) — KB EEHHIBEEIX. 7T AKX ) — R4, RICV I TLVES
ZAEFH L CHIBE ) — RS E S nvE T,

4, BNLT TAFIIBIMLTE ) — RFOTTAF VT 4 DFRENGETH, £0 ./ — K23 H
BECHIE  — Rz 2 Li3dH 0 8 A, BEFORIE /) — FIXFEICHIE , — Ko E T
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T, 72720, HE ) — RSB EEIET S L. ZORSTH LW, — AR EShE
TO
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