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2. A & AEE

ASA S4BV R

ASA 5508-X F721% ASA 5516-X [ZIX AT A B ANRT 74V ETEHENTWE T HEHERZG - LI-5HA1E,
Strong Encryption 3DES/AES) 71 £ A b —fICEENET L RO TA B AZHAT LI EHLTEET,

B EX=2U74 a3 7FRE
B AnyConnect Plus ¥ 7213 Apex

¥} Strong Encryption 7 4 £ ZA & FE)TY 7 = X M2 0LE N & 5556 13 hitp://www.cisco.com/go/license % 2
LTL7EEN,

HART A2 A5 Security Plus 7 A £ A~DT v~ 77 L— K, F£721d AnyConnect 71 £ ADWAEHLEIND
Y& 13 hitp://www.cisco.com/go/cew & Z MR L T < 72 &y, F 72, [Cisco AnyConnect Ordering Guide J[E55] 36 L Y

[ AnyConnect Licensing Frequently Asked Questions (FAQ)J[J€3E] &M L T 72 & W, B FEFEF — (PAK) 23Fe# S 47z
BIA—NEZITMDE . TAR AT 7T 4 _X"—V 3y F—%2 WG CTX £9,AnyConnect 7 1 & ADFH, 2 —H
Ty arORECT =V EFBEATHEEO ASA ICHEHATE 5~/ F 21— PAK 2% ITEY £7,

() 74 v AR ESNDE Y TAEFR L NA— R =T OIMUNCHIRI SN TWD vy —> DV ) TOERE L IR
BRYOET =DV TAEFIT 7=V IR—FCHEHIN, T BRI SN EEAL T AR
D) TNEEEFKAT HIZI1L, show version | grep Serial =~ > K% AJj7 % 7>, ASDM @ [Configuration] > [Device
Management] > [Licensing Activation Key] X— %S LT &0,

ASA FirePOWER T 1 & A

ASA FirePOWERE ¥ = — /LT ASA LIIREDO T A B A A=A L2 FEHALET, HENA A F—LE N TWNA
FGATLRTHVERANKDIA B ZAHDSA B AT IT 4 _XN— g9 0 F—5HETE A L7 PAK 255
IR SN TV ET,

B Control 3 X TR Protection : Control {3 Application Visibility and Control (AVC) | £ 72 1% Apps]) & HIEEXNLE T,
Protection I, [TPS| & HIFHEIE T, 2O O¥EEE BENNICEFH T DX T4V AADOT 77 4 _X—va v
TN MERAMR OV T 22 ) T ya v b BT ) 7,

Control (AVC) DFHIZ L. > A 2 YriR— KNG ENE T,

Protection (IPS) ™ ¥ #7121, http://www.cisco.com/go/cew 2> 5 IPS T AT U 7'y a VEBAT HHLENRH Y 7,
ZOYTRAI Ty a AR N Dy itk e K OMCE G A BT D MRS EAVE T 1 2 off
MY 7 22 ) 7 3 1 ASA FirePOWER €2 2 — /LD PAK/FA BV A T 7T 4 _R—= g v F—DERHE
Kb LEE A, ZHIX EH AT 2HERNZ RIS 55D TT,

IEATFBER Z DD T A& AT L FREENET,

B Advanced Malware Protection (AMP)
B URLZA4NVZV T

INHDOT A AL ASAFirePOWERE Y 2 — VHD PAK/ITFA BV AT 77 4 _"— 3 v T—%ERLET, 5T
THWIZ DUV TIL. [Cisco ASA with FirePOWER Services Ordering Guide ] 2 L T < 72 &\, % 7=, [Cisco Firepower
System Feature LicensesJ[#e7&] H B L T 72 &\,

Control & Protection DT A B A BLXOREDOMDOA TS a DT A B A A VA =)L T BIFEICONTII. T4
B ADA A =L, 6=V EZMLTLIEEN,


http://www.cisco.com/go/license
http://www.cisco.com/go/ccw
http://www.cisco.com/c/dam/en/us/products/security/anyconnect-og.pdf
http://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200191-AnyConnect-Licensing-Frequently-Asked-Qu.html
http://www.cisco.com/go/ccw
http://www.cisco.com/c/en/us/products/collateral/security/asa-5500-x-series-next-generation-firewalls/guide-c07-732249.html
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3. %y R —27 T ASA 5508-X F721% ASA 5516-X DA

3. 17y FU— 27 TP ASA 5508-X F 721% ASA 5516-X DE

A

K DXIZ, ASA FirePOWERE 2 = —/L 28 L 7= ASA 5508-X F 7213 ASA 5516-X DH#HELER » N — 7 BB Z R LET,

Management
Computer

ASA FirePOWER Default Gateway

Layer 2 ASA

inside
GigabitEthernet 1/2
192.168.1.1

outside @ iitemet
GigabitEthernet 1/1

(May be required)

Firepower Management Center Management 1/1

No ASA IP address
ASA FirePOWER IP address: 192.168.1.2

() BABRENTHOWNEAA v F2ERT 28681 HY £,
EREOFRy FU—IBRETIZ T 7 4/ FRIETIRD & 5 ZREMENAIREIC R Y 7,

NER > AN~ D N T T 4 v Ta—
DHCP 2> 5 DHAERIP 7 K LA
AT LD 5147 Mokt 5 DHCP,

SGBHE 1/1 | ASA FirePOWER 2 a2 — W ZB LE T, A v X — 7 = A ZAXEMEFT TT 25, F LIS T ASA Tl £
FETT,ASA FirePOWERE Y 2 — /LT, Z DA v X —T7 = A A% L CASANER Y b T — 27 286 L NERA
VH—T 2 A ALV E—Fy FDHF = Uz A L LTHRATEET,

() ASA DBETIZ.ZDOA X —T oA AZIPT RLVARABRE L20) T 7230, FirePOWER O E CTH I IP
T RUVAEZBRELTLIESW N —T 4 VT DOBENE . ZDA L F—T A AL ASA LIXFE o< BlobD L
LCERTDIVNENDY £1°,

NEA > ¥ —7 A ALETHASDM 7 7 & &

() Wy T —27 EIZRlon—2 ZBliE T 55813 FB ENHOMICV—T 4 7 TEET, ZOHE w7k
RELEXIT->T- & 1/1 TASAE ASA FirePOWER &2 2 — /LD F A& TE £,
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4. ASA OEJRBEAN

FIR
Management 1/1
GigabitEthernet 1/1 Must set to 192.168.1.2
outside, DHCI|3 from Modem (ASA FlrePOWEf Management)
000900200000 e
® Saemen i OOOOOOOOOOOCCOOOOOOO ‘ é; gggg 22
@ m @ vocece A
900000 E
SEEEER ] i i i i} @I @)
Q 000000000 000000

GigabitEthernet 1/2
inside, 192.168.1.1
(ASA Management;
Gateway)

Management Computer
WAN Modem Layer 2 Switch DHCP from inside: 192.168.1.x

< Internet i

1. L TFOWERDO T —TNE LAY 24—y b AL v FICER L ET,
— GigabitEthernet 1/2 A > % — 7 = A A (N¥h)
— BN A ¥ —7 = A A (ASA FirePOWERE ¥ = —/L )
— arta—X

() @HA X —7 = A A1Z ASA FirePOWERE ¥ = — LT IZBT A MOF AL A L LTEMET 5720 NEA
VE—T 2 A RLERA LB —T oA RIFE LRy VT — 7 THETEXFET,

2. GigabitEthernet 1/1 (JM5) A % —7 = A4 2% WAN T3, A (o & 2137 —T )V T L7 ) ICHER LET,

Wi —7 0 5 AT 192.168.1.024 DAERIP 7 KL ABRRESNTZHBA SO IP 7 RLUAZMEHT 5 X 9IZASA
DREELEETHUERHLVET AL FZ—T A ZADIP T KL Z HTTPS(ASDM) 7 7 & A ¥ L U DHCP #—
NOFEITT T [Startup Wizard] ZEH L CEF TEE T, ASDMIZERHR L TWAIP T RLAEZETTH L&,
4P RO TR SN E T HLWIP 7 R L RICHEERT 20N H Y 7,

4. ASA DEJFEE AN

1. B — % ASAICER L. BRa 2 MIERLET,

. ASADHEMEIZH DEFRAZ 2L ET,

. ASADHITHIZ & 2 &R LED Z#Eif L £ 37, SR L TV D581 735 ZADERPA S TWET,

. ASADHIHIZ & % AT —# A LED % a8 L £ 3 fkEIC R L TV D8I EBREAZEICEK LT ET,

AW N

5. ASDM Ol

ASDM % FE17¢ 5 728 DEEAEIC DU T, Cisco.com DASDM release notes]Z S L TL 72 & Wy,

() = Z TlE.ASA FirePOWERE Y = — /L 2 & B4 5 72D  ASDM 242 Z & # Rt L LTV £, FireSIGHT
VAT AEFERHTALGEIF.E Y2V CLIKER L. By b T T R VTS N EFEITTAHLENRH Y 7 ,TASA
FirePOWERquick start guide J[#3E] Z# S L T 72 &0,


http://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
http://www.cisco.com/c/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html
http://www.cisco.com/c/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html
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5. ASDM D)

FIE

CASAICEERE SN TWD I B a—X T Web 7 7 U & EI L £97,
. [Address] 7 «# —/V RIZ https://192.168.1.1/admin & 9 URL % AJJ L &7, [Cisco ASDM]Web < — U N RR S L E

o

. HATEEZ2 47" 3 > ([InstallASDM Launcher], [Run ASDM]. [Run Startup Wizard]) DWWz 7 U v 7 LET,
. B OFERIZHE S TA T v 3 &I L ASDM Z @) L £ ¥, [Cisco ASDM-IDM Launcher] 23 &R S E T,

[Install ASDM Launcher]% 7 V » 7 L7856 #5412 X © Tk, [nstall an Identity Certificate for ASDMJ[9%5E] (29>
T ASA @ ID FEBHE & ASA FirePOWER & ¥ =2 — VOGEHEZ ZNENA VA =L 35 2 L NNEIZR D 97,

A=Y HENRNRT— RO T 4=V REZEOFFEEL[OKIZZ Y v 7 LET, AL ASDM U 1 > RUBERE

nEJ,

. A YA =T HASAFirePOWERE ¥ 2 — /LD IP 7 RV AZIRET 5 L 5 ROBNTHAIT XA 7 0 /R

4
A% F v 2/ LUET, [Startup Wizard] ZH L T ET BV 22— LD IPT FLAZIELWIP 7 FLAICHRET
LLERH Y ET,

ASDM 1T ASA /X 7 FL— 2 %4 L TASA FirePOWERE Y 2 — /LD P 7 RLU AR ELZLEFHCExE+ .27 L. E
Ca— VEEMTAHIIE. XY N E N LTERINA L E—T 2 A A LOFET 2= (BLUHLWIPT K
LAV T 78 AT HMERS Y T HBEINIEBHTIEIEY 2—LDIPT KL ABRHNEAR Y MU —FITIFET
512D DT 7 EANRAEETTIPT FLARAEZFRELLKRIZASDM MR Ay hT—7 EOFT 2 — VIZEETE 72
WA . =T —nERENET,

. [Wizards] > [Startup Wizard] % &R L £,
. MBS U TR ASA BRE%1T 9 7>, £ 721% ASA FirePOWER® [Basic Configuration] B[ /33~ &5 £ CTH

& A £,

S ————— S—— el
[ Cisco ASDM 7.3 for ASA - 192.168.1.1 - Startup Wizard

i Startup_Wizard ASA FirePOWER Basic Configuration (Step 9 of 12)

" In order to establish proper connectivity with the 454 FirePOWER service blade, please enter
y . all necessary information.

Note: ASA FirePOWER-related configuration is intended for bootstrapping. Modifying an
existing ASA FirePOWER configuration may lead to undesired results,

Metwork Settings
IP Address: |192.168.1.2 | I
Subnet Mask: |255.255.255. 0 |

Gatewsy:  |192.168.1.1 | |

Please read the following license agreement., You must accept the terms of this agreement
befare continuing the wizard,

End User License Agreement =

(|

IMPORTANT: PLEASE READ THIS END USER. LICENSE AGREEMENT
CAREFULLY. IT IS ¥YERY IMPORTANT THAT YOU CHECK THAT YOU ARE
PURCHASING CISCO SOFTWARE OR. EQUIPMENT FROM AN APPROYED
SOURCE AND THAT YOU, OR THE ENTITY YOU REPRESENT (COLLECTIVELY,

THE "CUSTOMER") HAVE BEEN REGISTERED AS THE END USER FOR THE il
PURPOSES OF THIS CISCO END USER LICENSE AGREEMENT. IF YOU ARE NOT
REGISTERED AS THE END USER YOU HAYE NO LICENSE TO USE THE il

SOFTWARE AND THE LIMITED WARRANTY IN THIS END USER LICENSE
AGREEMENT DOES NOT APPLY. ASSUMING YOU HAYE PURCHASED FROM AN
APPROYED SOURCE, DOWNLOADING, INSTALLING OR USING CISCO OR
CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS
AGREEMENT.

CISCO SYSTEMS, INC, OR ITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD OF - U
< | T ] »

() T accept the agreement

lusteck (it > [ Gt | [.Goncel | [t I



https://192.168.1.1/admin
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6. > ASDM 7 ¢ V' — NI X OGEMER E D AT

T 7V MREEMERT DI RO E
— [IPAddress]: 192.168.1.2
— [SubnetMask]:255.255.255.0
— [Gateway]:192.168.1.1
9. [I accept the agreement]% 2~ U »» 7 L C,[Next] £721% [Finish) 27 UV v 7 35 L U4 — RPKTLET,
10. ASDM % #& T L FHEEE) L £ 77, A — L~31— (T ASA FirePOWER®D % 73 KR SILE T,

m
o
=

\‘»—4 N B \é‘ N %}_Lll—'—f ==/

6. > ASDM U ¢ H— RI5 L OGER E D FAT
ASDM (23 B ¥ 2 U T o RY P —&RET D00V 4 P — RRZHEEENTOET A AIRER T~ TO T ¢
P— K% R DHI21E, [Wizards]| A =2 — %2 SR L T 7E &V,

ASADRTE % #5473 5121, [Navigating the Cisco ASA Series Documentation] CY 7 b7 =7 N—V g VUG Llz~v ==
TNEZRRLTIIZEND,

7. ASA FirePOWERE Y = — /L DR E

ASDMZHH L TIA B AZA L AR —ILL EFVa2a—NDOEtXa2 T 4 R —FRELTC.EF2—LT T
T4y I EEELET,

Bl 5k & LT Firepower Management Center % f# | L CASA FirePOWER ¥ =2 — VA2 FHT L2 L HTEET,
ZEMIC SV TIZ. TASA FirePOWERModule Quick Start Guide J[3535] 22 L TL 2 &V,

TFABSADA A F—)L
Control 33 X X Protection 0)74”!2/}( 127 7 v b TSIV E T, BRI L 72 8 EREE S — (PAK) 288 2 FIAR ST
FTBINTA B AERBET IR EFA—NMIEDT A ADPAK 0 #T 20BN £7,
FlE

1. [Configuration] > [ASA FirePOWER Configuration] > [Licenses] ®NEIZ 34 L, [Add New License] %7 U v 795 7 &
WEoT oy =YD/ XA F—2FHLET,
FA A F—lF, BEANEICH Y 9 (f1:72:78:DA:6E:D9:93:35)

2. [GetLicense] #27 Vw27 LT . FA B A R—ZALEZEHLET, HDH VL. T T THT
http://www.cisco.com/go/license (Z&8) L 77,

3. [Get New Licenses] 7 4 —/V FIZH < TR PAK # AJJ L [Fulfilll] #7 U v 7 LET,
4. TOMDT7 4 —/V FTITA BV A F—LBEFA—NLVT FLRAEANTLEIRDENET,

5. Web 4 FORR ELIITAT AL > THBNCEEIND T B ADEF A — VIR STV S zip
T ANMIGBHENTEZTA AT IT 4=V gy —%kat— LT,

6. [ASDM Configuration] > [ASA FirePOWER Configuration] > [Licenses] > [Add New License] ®HEIZR Y £,
7. [License] R 7 AT A VL AT 7T 4=V gy F—&A0 T ET,

8. [Verify License] #7 V v 7 L. 7F A MBRIELL 2B —3 N7 Z & 2R L TH 5 [Submit License] 227 U > 7 L
7

9. [Return to License Page] #7 U v 7 L ¥ 7,


http://www.cisco.com/go/asadocs
http://www.cisco.com/c/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html
http://www.cisco.com/go/license
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8. DA

ASA FirePOWERtE X =2 U5 ¢ R o — D/ E
FE

1.

[Configuration] > [ASA FirePOWER Configuration] % 38R L T, ASA FirePOWERE X = V7 ¢ RY O —ZFHEL 7,

FEAZ DU TIL, ASDM DASA FirePOWERS— U A L E 9, R Y o — DR EHFIEIZOWTHELL MBI AR
BO~_—VT[Helplz 7 V v 7 325, £721% [Help] > [ASA FirePOWERHelp Topics] % 3R L %9,

F 7= .[ASA FirePOWERmodule user guide J[3£55] H &M L TL 72 &0,

ASA X =2UT 0 R —DKIE
Fg

1.

T T 4 vV BTV 2 — VR T B IZ1E, [Configuration]> [Firewall] > [Service Policy Rules] # #&4R L £,

. [Add] > [Add Service PolicyRule] & 3&#R L £,
R = BEEEDA VF—T oA RATHEHT A FE R EERIICEAT A0 EEIR L [Next]Z 27 U v 7 LET,
NI T A IO BERELET EAE AN ROT VANV EBBLETXTORT 7 4 v IR

TV 2=~V FA LT FEND X I, —E % [Any Traffic|lCiETE £9, £72. R — M ACL HE T & 585D
FUE) FTIBEFDO N T T 4 v I T ARACE SO LV EE R R ERTH L TEET, ZOKRY —T
. FOMOFT L a i dbFEVERATIEIOYVETA VT 74007 7T ADERENTET LD [Next]Z 27 U v 7
L/iTO

. [Rule Actions] ~¢—"C [ASA FirePOWER Inspection] ¥ 7% 7 U v 7 LE 7,
. [Enable ASA FirePOWER for this traffic flow]|F = > 7 7R > 7 A& A2 LET,
. [ASA FirePOWER Card Fails] fE3 C.kOWTNnE 27 UV v 7 LET,

— [Permittraffic]: €Y = — VW REATEXRWEAE T XTO NI 7 4 v 7 OBEEZRER L THFAITLHEII
ASA ZRELET,

— [Closetraffic]: £ ¥ 2 —AWMEH TE RWEA TR TO RN T T4 v 275270y 735X HICASA ZRELET,

(AT a) N T T4 I ORMAROEHO a5 F Y 2 — NIEET D (DFEV Ry T = RNIZT D)

!X, [Monitor-only] % 4 2 L £,

. [Finish],[Apply] DNEIZ 7 U » 7 L£T,

ZOFHZ#EEYRLTOBEMD T 7 4 v 7 7 —2BIUSCTRELET,

8. IRDAEZE

ASA FirePOWERE ¥ = —/L & ASA #ED I DWW TIX. ASA/ASDM D7 7 A T U 4 — ViR EH A RDOTASA
FirePOWER Module | D& F7-1Z ASDM OF T4 2 ~NVTHBR L TL SV, ASA/ASDM DT _TD R¥ 2
A2 RD Y 272D\ ThE, Navigating the Cisco ASA Series Documentation Z 28 L T 72 &0,

ASA FirePOWERR E DFEAMZ SN\ T, A > T A > ~ /L7 [ASA FirePOWER module user guide [[#3E], & 7= 1%
[FireSIGHT/Firepower Management Center system user guidel[#35] 22 L T 72 &0,
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