S

OClI ~® ASA {R18 DEA

Oracle Cloud Infrastructure (OCI) 1Z ASA {4 #E A TE £ 9,
o HEE (1 =)

 BESRM 3 X—2)

s HEFHELGFEE 4 —)

e X NU—Z7 bR ol (5§2—)

« ASA fFAR oEFE AN (6 X—)

cOCI LD ASARAE A L AR LV A~DT 7 A (14 _—)
s N TFTNTa—=T a7 (17T N—)

OCLIZ., AT 7 VR 2R D E VR A FEETT 7V r—3a Ly 2 F(TTE 537
Vo7 799 Ravta—7 407 $—ER2TT,

ASARAE X, WHIASARIR LRI Y 7 b =T #FITLC, BT +—L7 7 7 XIZBWT
FREE DX 2 U T HEREA IR L £ 3, ASARAR X, /X7 U v 7 OCI TR T T,
FTOBHEEEITH Z LT, FfofBE Lblcalr—ra v Z2REA, B0, 37 5%
FRBLOYHTFT -2 Z—D U — n— R {R#ETXET,

oCloarvtEa—TFa429z47

A TNE A VAZ U AZEY B TEND CPUDE., AEFVDOE, BIOREOMDY vV —
AEPRESTDHT 7 L— b T, ASARAR I, ko TEHE L] OOCI v =A T XA T %
YR —=FLFET,

R1:THR—FrEhda E2a—TFTs7 x4 T ASARE

ocl>zA47 HR—bEShTW|EH A23—TI4R
% ASAv D/\— c
Say oCPU RAM (GB)
LTI 9.19 LAKE 8 120 /N4, K8
VM.DenselO2.8
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0Cl ~D ASA 8 DEA |

ocl>cA7 HR—bEShTW|EH AUB—TTA4R
% ASAv D /\—
Sov oCPU RAM (GB)
AT 9.19 LIk 4 48 R4, K4
VM.StandardB1 .4
AT 9.19 DLk 4 96 /N4, K8
VM.StandardB1.8
AT 9.19 DLk 4 28 R4, K4
VM.Standard1.4
AT 9.19 DLk 8 72 /N4, K8
VM.Standard1.8
AT 9.15, 9.16., 4 60 /N4, K4
VM.Standard2.4 9.17. 9.18.
9.19. 9.20.
921, BEU9.22
D3
IntelVM.Standard2.8 | 9.15. 9.16, 8 120 B4, KRS
9.17. 9.18,
9.19. 9.20.
921, BXU9.22
D3
AT 9.19 LIk 4 16 w4, K4
VM.Standard3.Flex
9.19 LIk 6 24 /N4, K6
9.19 DK 8 32 UM N PN
AT 9.19 DLk 4 16 /N4, K8
VM.Optimized3.Flex
9.19 DAk 6 24 /N4, K10
9.19 LIk 8 32 /N4, FK 10
AMD 9.19 DK 4 16 /a4, k4
VM. Standard.E4.Flex
9.19 LIk 6 24 /N4, K6
9.19 DIk 8 32 w4, K8

o ASA AR IZiE,

Pl LB 3ODA U E—T = A APMETT,

« OCI Ti%. 1 2™ oCPU %2 2® vCPU |ZAHY L £,

o PR — F &N D vCPU O KT 16 (8l oCPU) T,

. 0CI ~® ASA {718 DB A



| oci~a AsAfR#E DEA

N—= 9 ASA A1 LI THR—hENTWDH OCl 2 B a—T 4 7 = A TOMA]
BT D HELE R IR,
cOCI~¥—4 v N LA A AL A= N — 5 2019.1-v3LLEIL, ASA {R489.19 LLE D OCI
I a—TFT 4T A T DLEBMERHY £
cASARAB 919 LUIBETHR—FENTWVWHOCl 2o B a—F 4 7oA FliE, FLVE
B CORMBHTX F9,
cOClarVEa—TFT 40 o7 N—32919.1-v3 LKL, ASA K42 9.19 X W EijoD
OClavEa—FT 4o oA NN"—g U5l LT ASA B TR I VM %
Ty T L—RT2HZEEHBENDHY T A,
A LVAB ATy NE T LEHTH, VMDenselO28 2 B a—F 4 7 A
W T AT VT a ORI SN E T, G OWTIZ, OCIO F¥ =AY &S
LT IEEN,

2 —H#—L, OCI TT7H v > h%ER L, Oracle Cloud Marketplace @ Cisco ASA AR ~7 7 1 7
74 —L (ASAAR) WRZHEH L Tarv a—T 4 vV A UV AZVAZRE L, OCIDOY =
A TEFIRLET,

HIR S

« https://www.oracle.com/cloud/sign-in.html T7 H 7 > F ZER L £ 77,

« ASA AR ~D T A B A E, ASARIRIZT A B2 A %595 ETlid, 100 BElOHHE
& 100Kbps D A/L—"" b DIHFFA] S HMEIRE— R CTIITSALE T, [Licenses: Smart
Software Licensing] Z#ZM L T Z IV,

A

GE)  ZHE TASAVirtual AIHZ Y A B L T2 _RTOT 7 4
VR DY T by = T RIHERTIPVG DRES R — b ENET,

o AU B —T A ADEA,
P L H—T 2 A A
s NHB LN A v Z—T =4 R
- () BMo¥7xv ~ (DMZ)
o« JHfENA

cEHA L H—T A A ASDM IZ ASA IR 85 T A 7O S, N7 4w
7 OBBIIIFEHTE ERA,

AL H—T =2 A A (W)  NEHR A NI ASA (K8 25T 57-0OIC A S
ib@‘o
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0Cl ~D ASA 8 DEA |
B sssacsnss

A B —T = A A (WZE)
DIEHESNET,

eDMZ A VB —T A A (ILE)
ERENET,

CASAAR B NT Y w7 Ry U= 2R DT

:DMZ % v U — 2712 ASA (RAE Z45ki1 5 7= 01

o ASA AR o AT BB OV, Cisco Secure Firewall ASA O HHalk [35E8] 25 L C
CTEEV,

FEFEEFRNSEIA

HR— b Sh HHEE

OCI > ASA A8 12, ROMELZ Y HR—F LTWET,
«OCIR#Z 77 Ky hU—2 (VCN) TOJEH
c A VAH L ABTZY F K 16 i vCPU (8 fEH D oCPU)
e N—7T v FRE—RK (F74 1)
« 74k A : BYOL D&% HHR— h
« Single Root I/O Virtualization (SR-IOV) % HHR— K
« IPv6

ASA R RY— hSA BV RADNT A —T AR

ASA (AR 1T, EWATHZ ISV TRER D ZL—T v kLUl & VPN 886 4 #2442 %
T —v ARG (2 Y R— N L TWET,

NIA—IVAMERE (A VREVR2A4T | L— IR (Rate RAVPN + v & 3 Ul
(a7 /RAM) Limit) R
ASAv5 VM .Standard2.4 100 Mbps 50
4 =277/60 GB
ASAv10 VM.Standard2.4 1 Gbps 250
4 =277/60 GB
ASAv30 VM. Standard2.4 [2 Gbps] 750
4 =277/60 GB
ASAvV50 VM.Standard2.8 NA 10,000
8 =77/120 GB
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| oci~a AsAfR#E DEA
v ko—s rknvon |

NIA—I VAR |41 vRB R84 T | L—HHIR (Rate RAVPN t v & 3 Ui
(3 7/RAM) Limit) R
ASAV100 VM.Standard2.8 NA 20,000
8 =77/120 GB

YR— b ST LR

OCI LD ASA AR 1X, kDOBiex AR — L TWERA,
« ASA AR A 7 4 7 HA
s NTUART LU NAVTA Iy T =R

TN TF aATHFARKNE—FR

HIREIE
« OCIIZ ASA {18 # BB 2834 . Mellanox 5 1% SR-IOV E— RO yNIC & L THR— F &
nNEEA,

cOCHEIT 2T WAZ v 7FE—R (IPv4EB LOVIPV6) X EDHEYR—FL, AX RT R
YD IPV6 i ENIRAE T 7 A X—~xy hU—2 (VPN) T AR—FEhEHA,

o BIERE & DHCP X ED T ASAV IZHLE 2B B D)V—F ¢ o T b—)L,

2y kT—2 bARA DDA

ORI, ASARAE D3 >0¥ 7%y b (BFHE, WEB. AMF) 23 OCINIZERE STV 5
N—T v R 77T T5—/LE— RO ASAAE OHLER Y hU—7 hARuPZRLTWNE
j—o

B 1:0CI £ ASA {8 R EHA

Management i FW Rul
e ~** [OCI Route Table
10.10.0.0/24 10.10.1.0/24 : ;
_ Pyblig_IP | Mgmt OIO Gig 0/0 L Inside ¢ Destination | 10.10.2.0/24
o O [ Hop | IP of ASA virtual Gig 0/0

outside v~ FW Rules
SE— wze24 | &) |OCI Route Table

- | Destinati
M\ Outside I'_@ estination | 10.10.1.0/24

Next Hop IP of ASA virtual Gig 0/1
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0Cl ~D ASA 8 DEA |
B asamEoma

ASA Virtual @ IPv6 BB ~RA &
Mgmt VCN

Management Subnet
2603:1030:20c:a::/64

» East-West Traffic Topology

Mgmt 0/0
2603:1030:20c:a::30
Public IPv6: SSH, ASDM

Inside Subnet ‘// Outside Subnet =N
2603:¢020:5:5800::/64 ' 2603:c020:6:ba00::/64
Inside | Eth0 Gig 00 | | mmmmm || Gig 0/1 Etho | Outside
Linux |2603:c020:5:5800:5  2603:c020:5:5800::a | | Samemm ) | 2603:c020:6:ba00::a 2603:c020:6:ba00::7 | Linux
R |
ASAv
OCl Inside Route Table / '\\ OCI Outside Route Table o/
Destination 2603:¢020:6:ha00::/64 Destination 2603:¢020:5:5800::/64
Next Hop 2603:¢020:5:5800::a Next Hop 2603:c020:6:ba00::a
Inside VCN Outside VCN

ASA {8 D EA

WO TFNETIL, OCIERBEZ el L. ASA (AR A > A X v 2R & BT 2 IOV T L %
9, OCIR—H LiZr 7'« > L. OCI Marketplace C Cisco ASA A8 ~7 7 14 7 7 +—/ (ASA
A8 WRERRL, A Ca—T 4 U T AV AZ U AZEE LT, ASARIME ORLEIZIC,
N7 74y 7 DOFEILEEHREIIEL T, NT T4 v 7577 AT U —/VTEEETH LI
N— T —TNERETHMLENRDD £7,

REIZ kxry kT—2 (VCN) DERX

ASA FAR BRI OEAE Y 7 Ry hU—2 (VCN) 2R ELET, D7 b, ASA AR
DEA L H—T =24 AT 12T D, &iF3 2D VCN BHLETT,

WO TFNIZHEA, FELVCN 25 T TX £9, KIZ, [Networking] IZRY . WA > ¥ —7 =
A ABLOSERA > % —T =14 2D VCN Z/ERK L £7,

1R BRI

A\

() JFerr—varAma—moY—bEREERTDHE, LHOA=a—Za /=K A M) R
FRFRENET, T8 —F A MIY Y —RADEBITETL, VY —A~DT 7 2%
LT BRVEST, L—bhaLRX—=FAVMNX, TFU BT rEVa=rranb s
Oracle (2 L » TIER SN E 94, BEHHIL, L—bFar /8= AL MZEBIZEL DI /R— |
AV RNEER L, T7H2AL—LEBMLT, EOa—HF—REZNHDI L N—FA L NER

RLTCT 73 araFTTELNEHECEET, FMITONTIL, Oracle ® K% = A |k
[z /3— KA FOEEE (Managing Compartments) J Z#ZM LT 2S00,
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| oci~a AsAfR#E DEA
w2y kT—y %274 s—Tokm

FIE

ATy F1 OClica (L, Hilliz @R L E9,

OCLIZAHWIZ A M2 B ORI pEI S T ET, Hulsix, BEimof EMIcER RS ET, &5k
WD U Y —21%, BIOHBIZIIRRINET A, EHIC, BROHIBENIZFEL TWDH Z & 2R L T
<&V,

AT w72 [Networking] > [Virtual Cloud Networks] % i#4R L, [Create Virtual Cloud Networks] Z27 U v 7 L &7,

AT v 73 [Name] (2, VON Ob2 0 RF WA gi& AT LET (] : ASAvManagement)

ATY74 VCONOCIDR 7Av Y 2 AN LET,

a) IP7 RLADIPVACIDR ZAwY %, CIDR (7 T ALV A RAAL VEN—T 4 7)) OFRLIEZ, IPT
RUREZNICEEMNT SN THWDL—T 4 7 T LT 4 7 AD a3y NRRETT, & xR,
[10.0.0.024) & ATILET,

GE)
Z D VCN TDNS R A ML &2 L%,

b) [OracleZ3E| Y X4 CT7-IPv6/56%E| D 24T% (Assign an Oracle allocated IPv6/56) | F = v 7 R v 7 A%k
RLU T, Oracle ’EIN Y CTHH—~DIPv6 7 R A% VCN ([ZIBIML 7,

ATv 75 [VCN DR (CreateVCN) 1227 VU v 27 LET,

FYRT—=0 X)) Ta0 TIL—TDERK

Fy NU—27 X2 VT4 Z—71L, —#HEDO VWIC &, WICICHEPAEINLI—HEOEF 2
T4 =)L TR S IVE T,

FIE

AT9 T [y bT—F24 (Networking) > [{k¥EY 5 K& 7—2% (Virtual Cloud Networks) 1> [R5
D R*y hT—- OFH (Virtual Cloud Network Details) 1>[®y b7—9 %21 T4 J)L—7F (Network
Security Groups) |Z#ER L, [Ry bT7—9 X2 T4 JIL—TDER (Create Network Security
Group) |27V v 7 LET,

ATw 72 [Name]lZ, x> hT—2 X2 VT 4 ZJA—TObN0odT WARIZALET (B
ASAv-Mgmt-Allow-22-443 )

ATY T3 Next] 27 Vw7 LET,

ATYT4 BX2 VT 40— LEBMLET,
a) ASA{RAH =2V — /L~ SSH 7 7 & A2 TCP AR — k 22 Z#F A4 5 /L—/L &8 L 7,
b) ASDM ~® HTTPS 7 7 &2 A2 TCP AR — b 443 ZFFr[J 5 /— L& BIM L £7°,

0Cl ~ ASA {78 DEA .
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0Cl ~D ASA 8 DEA |
B s—xvrr—rozqsonm

ASA {f8 12 ASDM %1 L CEEICE £9, EH9 2121, HTTPS AR — b 443 ZBA < LB
HYET,

ATv TS5 [{EK (Create) 1227V v 7 LE 7,

A=y FT— bz A DEK
THY 7 Xy FEAMICT 7 B ARRICT DI, A 24 —%y hF— b 0= A BULETT,

FIE

AT9 T [y bT—F245 (Networking) > [{k¥EH 5 K& k7—4% (Virtual Cloud Networks) 1> [R5 5
D KRy bD— DM (Virtual Cloud Network Details) 1 >[4 Y2 —%y 47— kD x4 (Internet
Gateways) |Z&EIRL, [1 2 —3y b — b4 DERL (Createinternet Gateway) | %27 UV v 27 L&
R
ATY T2 [Name] iZA X —F v M= U oA Do) LTW4ARIZATILET (B : AA-IG)
ARTYT3 [AUB—Fy bF— b4 DERL (CreateInternet Gateway) %7V > 7 LET,
RART9Td A F =Ry b= Uz ~DOL— FEBIMLET,
a) [y bT—F>% (Networking) |1>[{R#E2 5 Ky kT—% (Virtual Cloud Networks) ] > [{k#8
759 Ky T—9 DM (Virtual Cloud Network Details) ]>[JL— bT—JJL (RouteTables) %
BN L £,
b) N— b= EBINT DR, T74NVNON— T —=TANDY) &7 Y vy LET,
¢) [JL— kIL—ILDEM (AddRouteRules) |27V v 7 LE1,
d) [2—5v 3247 (Target Type) | Ka vy 7HF o rhb, [ 03—y b5 — D4 (Internet
Gateway) ] =R L £,
e) FEHEDIPVACIDR 7 u v 7 Z AN LET (] :0.0.0.00) .
f) %D IPV6CIDR 7 u v 7 % AN LEST Bl : /] .
g) [F—HYhr A=y b HF—FrD 1A (Target Internet Gateway) | Kr v 7 X 7o, B L
o= U oA BBRLET,
h) [JbL— kJIL—ILDEN (Add RouteRules) 1 %27V v 27 LE9,

YTy FDYERK

B VCNIZIE, Db 120973y b0 4, BEHVCONOEHEY 72y b &/EREL
F9, £/, WESVCN ONEST 7 % v b, BILUSNES VEN OAVEY 7%~ N HSLETY,

. 0CI ~® ASA {718 DB A
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$75y rotes ]

FIE

ATYvT1 [y bT—F2F (Networking) |>[{R#ES 5~ K&v bT—% (Virtual Cloud Networks) 1> [{R#8 4
SRRy FT—S DM (Virtual Cloud Network Details) ] > [ 7% kb (Subnets) |& &R L. [+
T FDERL (CreateSubnet) 127 U v 27 LE9,

ATv T2  [Name] lZH 7y hObY T WAFTIEZ AT LET (I : Management)

ATwT3 [Ty 24T (Subnet Type) | ZRIRL F9 HELEINDT 7 40 ho [Hhig (Regional) | DF &
WLET) o

ATy T4 CIDRI7AvSZAHLET Wl :10.10.0.024) . 7%y FONE GEAR) IPT7 FLAiX, 20
CIDR 7ua v 7 b HESHET,

RATYF5  [OracleEN Y X THIPV6/56 7 V7 7 A%E|ID T2 (Assignan Oracle allocated IPv6/56 prefix) ] =
IRy 7 A% A AT LET,
—EDIPV6 7 RUABPERSNETR, KRED2H7D 16 EEAZFEHTANTLILERHY ¥, 1272
L. 73y MADIPV6 7' L7 ¢ v 7 ZXHIZ 64 IZHE STV ET,

ATv 76 [J—rT—7TJL (RouteTable) ] kv 7 X 7 mn, LAENZIER L7zv— T —7 O WT ik
WRLFEF,

RT9T1 HT7Xy bO[H TRy bFTI R (Subnet Access) | ZRINL £,

FEY T Xy NOYA, ZHUINT ) OB TRy b THLIVLERDH Y £7°,
ATwv 78 [DHCPAFL 3> (DHCPOption) | Zi&IRL £,

ATvF9  DRiER L [EF2) T4 )R (Security List) | 23R L £,
AT 710 [Ty bOER (CreateSubnet) 1227 U 27 LET,

RDZRY

VCN (B, NI, AN 2R ETH &, ASA IR #iE# T £4 ., ASA {48 VCN ko
BNZOWTIE, ROKEZRL T &,

H2:ASARB VSO KRy D=2

Virtual Cloud Networks in asav Compartment
Kame State CIDR Block Default Route Tabile DS Damain Name Created v

0Cl ~ ASA {78 DEA .



0Cl ~D ASA 8 DEA |
B /soroznzgmLEIPBY— Y47 RLR

959 R T ILEFERLEIPSY— oA 7 RFLA

OCI TiE, EV7Hy M EDIPV6 77— T AT KLARHY | IPv6 T 7 1 v 7 HiH
HET AL IICASAY CRETIOIMLEXNHVET, ZOF—F U=z Af T RLVRAX, 77U Rv=
NTOCIa~<y REFEITLTWAEY TRy NOFEMM LRSS E T,

FIE

AT v 71 [OCI] > [Cloudshell#B< (OCIY 52 K2—=FJL) ) (Open CloudShell (OCI Cloud Terminal)) JiZ#
BLET,

ATY T2 ROa<v FEFEITLT, 7%y b IPve OFEMATES L £,

oci network subnet get —-subnet id <subnet OCID>

AT 73 o< f‘@;ﬁ%%ﬁ‘% ipv6-virtual-router-ip &V‘—%ﬁ’)ﬂjiﬁ“o
AT9T4 ZOXF—Dfixr =t —L, LEIZSCTHERLET,

OCI TOASAIRE 41 R Z 2V ADIER

Oracle Cloud Marketplace > Cisco ASA A8~ 7 4 7 U 4+ —/b (ASARAR) ®imzfEH LT, =
VEa—T AT A VAR A& L TOCHIZ ASA AR # AL EF, CPUDH, AEY
D, Xy bPT—=27 VY —=RAREDRMICESNT, KR~ v = TEBRNLET,

FIE

2TFYv7FT1 OCIR—FZNzue AL LET,
Mgk, BiEoA EBICERINET, BROHIBNICFEEL TWHWD I E 2R L T &,

ATv7T2 [R—45v bTLA4R (Marketplace) | >[7 74— 3> (Applications) [&# R L £,
ATvF3  ~—/ v F7 LA AT [Cisco ASA virtual firewall (ASAv)] ZMFR L T, &AL AEINL £,

ATy T4 BFRISMHEMR L, [Oracle DRI E N— F F—DO8KSLME 2R L CRIELE T, (Ihavereviewed
and accept the Oracle Terms of Use and the Partner terms and conditions.) | F = v 7 R 7 A% A LET,

AT TE [ AX L ADLE) (LaunchInstance) | %7 U v 7 LET,

ATw 76 [Name] IZ, /£ Y AX L AZADDLNY LT WARIZ AT LET (f] : ASAV-9-15)

AT F1  [V=A7DERE (Change Shape) 1% 7 U v 7 L. ASA AR IZHE 72 oCPU D3, RAM D&, BLUA
VH—T o AP ESINTZY = A 7 (VM.Standard2.4 72 &) #ERLET (F1: THR—-FSh
Larvta—T 477 ASAREE (1 =) 22MH) ,

ATy 78 [REYZD KRy kT—% (Virtual Cloud Network) | Ke v 7 oo mn, [EE VCN (Management
VCN) | Z&IR L £7,
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| oci~a AsAfR#E DEA

ATvT9

ATy 710

ATy TN
ATvT12

ATy 713
ATy 714

oci <o AsA {8 £ w25 o 2ot ]

HEIAD SN TORWEAE, [Ty b (Subnet) | Ky 77X 02 G Y7 %~ b (Management
subnet) | BN L F7,

[y bD—Y X2 YT FL—TE2FERLTES T4 v EHliH1T S (UseNetwork Security Groups
to Control Traffic) 11ZF = v 7 & A, BEVCONIZHE LT X2V T 4 VN —T2RINLET,

STV Y2 IP7 KLADEY X T (AssignaPubliclpAddress) | 47> arRZ %20 v 7 LET,
[SSH &+—m3EN (AddSSHkeys) | D F T, [ABF—®DEEY 41+ (PastePublicKeys) | 47+ 3 AR
VA7 Y w7 LT, SSH ¥—%450 fHirE7,

Linux N—ADA Y AZ AT, NAT—=RFORDVIZSSH F—<7 2L T) £ — b2—H—%7R
AELET, F—_70E WEF L AT Tl SNET, (VA Z AT 5 L &I, MEx—
Zarta—2IckiEL, AFF 2R LES TA FT7A o0 TEL [Linux A X AX A TO
F—_7 D% (Managing Key Pairs on Linux Instances) J https://docs.cloud.oracle.com/en-us/iaas/Content/
Compute/Tasks/managingkeypairs.htmZz 2 L T< 72 &0,

[¥#A4 7> 3 > DOFRK (ShowAdvanced Options) |V > 7 %27 U v/ LT, A7 a v ZREHLET,

(EE) [A7 V7 Fow#k (Initialization Script) | D FC, [Z 7V FHIHUELAZ U 7 FOAEY £
(Paste Cloud-Init Script) | A7 v a v ARFZ %27V w27 LT, ASARAE OF 0 HHAMKEZIEELET,
%0 HAMERIL, ASA (AR OB ICHE A S ET,

Wiz, [959 KAEIER S Y 7+ (Cloud-Init Script) ] 7 4 —/L RiIca B — L CHEW I B Z &3 TX
% day0 HRK OB %R L E T,

ASA =2 ROFFEMIZHOWTIEZ, TASAHR AT A F] BLXO TASAa~> RV 77 LR 2B LT
<TIEEW,

FE
ZOBPINSTHRA RN a —FT 5581, Y= RKRX—=TFT 4 DT AT 4 ZFELIIBIET P TA
VT hNeRIELT, BT —%B51E L, 5072 Unicode XF2HIFRTA2LENH Y 97,

!ASA Version 9.18.1

interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

ipvé enable

ipv6e address dhcp default

no shut

|

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
|

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh ::/0 management

ssh timeout 60

ssh version 2

username admin nopassword privilege 15
username admin attributes

service-type admin

http server enable

http 0 0 management

0Cl ~ ASA {78 DEA .
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0Cl ~D ASA 8 DEA |
. A28 —T x4 RO

aaa authentication ssh console LOCAL

ATvF15 1B (Create) 1227V v 7 LET,

RDBERY

[fERL (Create) |hZ %27V v 7 Liztk, RN [FrEYa =7 (Provisioning) ] & LT
FREND ASABAE A v AZ L AE=H2—LET,

| &

BE X7 HFREE=H—FTDHILPREHETT, ASAFMEA A2 AOREN [T rE Y a =
7" (Provisioning) 125 [FEITH (Running) ] IZBAT L7256, ASA AR 7 — M52 T3 BRI
WEZ)E U T VNIC 28569 2 BN H Y £

A3 —D 1A RDEKE

ASA AR 1%, 1 2D VNIC 3k SN REECIATREBICRV £F ([aYEa—Ta 2

(Compute) ]>[4 > RB X (Instances) | >[4 YR A U ADF#M (Instance Details) > [#
ftStLf= VNIC (Attached VNICs) 12 &) , ZiUE7 74 ~ U VNIC & FEEiL, &2 VCN
W~y B 7 ENET, ASA RIE DA OEE)Z 56 T3 D1, vNIC 2% ASA AR TIEL <
B ED L9, LEER L7 VEN 7 % > b (N, 4M58) @ vNIC & 87 5 44
ERH D T,

FIE

AT T HLEEB L ASARAE A v AZ A RIRLET,

ATv T2 [#EHSNTz VNIC (Attached VNICs) ]>[VNIC OFERX (Create VNIC) [DNEIZERIN L 7,

ATwv 73 [4RT (Name) 112, VNIC Db oFWARTZAS LET (B : Insde) .

ATy T4 [{KAE7 77 K* v hU—72 (Virtual Cloud Network) ] K2 w7 #7225 VON 23R L £,

ATFwTFTE [V 7 % b (Subnet) | Ruy 77X nbY 7 xy FEEIRLET,

ATYT6 [RYbT=U EXa)Ta GIL—TEFERALTLS 749 5T 5 (UseNetwork Security Groups
to Control Traffic) | A4 I2L T, @R L7 VON FHICERELIcEX 2 UV 7 4 J—7 28R L £7,

AT TT  [EHETESIEDT = v 7 % A% 7 (Skip Source Destination Check) ] &4 12 L E 7,

ATvT8 (A7 vay) [FT7A4—=HKIPT KL A (Private IP Address) | Zf8E L £7, ZiUL, VNICIZH LT
FRED IP IR 5 5B DHMEETT,
IP 24T L72WgGE, OCHIZY 7 %y MZEIV B THNZCIDR 72y 7 N5 IP T KL AZE Y Y TF
R
IPv6 7 RLAZBREL TWDEAIE., —BOIPV6 T RLAZBR L T, KA ¥ —7 A AZEH D KT
i—a—o
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| oci~a AsAfR#E DEA

ATvT9

gmantwcoL—rr—ioemn [

[ 5 OLRTF (Save Changes)] &7 U v 7 L. VNIC Z1/ER L9,

ATy 10 B THELZRDHE VNICIZOWT, ZOFEAZHVIKLET,

EfHSnTf=VNICDJ/L— ~IL—ILODE

ATy T
ATy T2
ATvT3
ATvT4
ATy TH

ATvT6

ATvT1

ATvT8
ATvT9

N B Lo — N F—F iz — T —7 A — VBB L E T,
FiE

[Networking] > [Virtual Cloud Networks] Z#&4R L, VCN IZEHEfHT 5 TCWbT 74V hb— kT —7 L
(WERE 13N 22 U v 7 LET,

[JL— bFJIL—J/LD3EM (AddRouteRules) | %7 U v 7 L%,
[#—%5 v b& AT (TargetType) | Ku v 7 Z o rmnb, [F7A4~X—KIP (Private IP) | 28R L E9,
[485c % A 7 (Destination Type) | K1 > 7*Z 6 [CIDR 7 727 (CIDR Block) | ZiER L F7°,

[585EDIPV4CIDR 7 & 7 (Destination IPv4 CIDR Block) JIZ%85ED IPv4CIDR 7' 12 v 7 & A L4 (H -
0.0.0.0/0) ,

[585EDIPV6 CIDR Y & » 7 (Destination IPv6 CIDR Block) JIZ%65EMD IPVv6CIDR 7' 12 v 7 & A L3 (H :
[::/0]) &
[#—7% > FER (Target Selection) ] 7 4 —/V KIZVNIC D77 A4 _X—KIPT7 RLAZ AT LET,

VNICIZIP T RURZBPRIIZEID KT TV WA, VNICOFM (v Ea—T4 >4 (Compute) 1>
[41 V> RBZ 2R (Instances) | >[4 VR 2 U ADEFEHM (Instance Details) | > [#&#t 7= VNIC (Attached
VNICs) ]) THENEID Y TINZIPT RLAZHERTE LT,

[JL— FJIL—ILDEM (Add RouteRules) | %27 U v 7 L%,
BB CHE L7254 VNIC IZDOWT, ZOFIAZMED IR L FT,

GE)
ASA Virtual ® (§##93 L OV DHCP) R EIZHLE /AR DN —T 1 > T — )b,

ipv6 route <interface name> <interface subnet CIDR> <ipv6 virtual router ip>

1
* ipv6 route inside 2603:¢020:5:5800::/64 fe80::200:17ff:fe96:921b

* ipv6 route outside 2603:¢020:6:ba00::/64 fe80::200:171f:fe21:748c

0Cl ~ ASA {78 DEA .




0Cl ~D ASA 8 DEA |
B cotomsamE o zsoz 072

OCl LOASARE €1 VD RBAVAADT IR

X7 v =/b (SSH) #HaEH LT, STHOA VAX A TR TEET,
AFEALEDUNIX AXAND VAT A, T 74NV BITSSHYZ 94T v MREENT
WET,

+ Windows 10 3 L OF Windows Server 2019 2 A7 AZi%, OpenSSH 7 74 7> bR EENT
WAMERH Y £, Oracle Cloud Infrastructure & & > TARE &4 72 SSH F—Z i L T
A VAR AENERR LT A B2 ) 7,

« Z O Windows /X—3 5 DA 1E, http://www.putty.org 7> 5 HED SSH 7 74 7
FTHDPUTTY ¥ 7 m— R TEET,

AR &M

A VAL RS DI, IROERPBLEETT,
A VABZLADNT Y 7 IPT RV A, 7T RLVRIE, AV —1LD[Af A ADFEM
(Instance Details) | ~— YO HGETEE T, T/ —Ya s A=a—2f&ET, [T
FTA2ITSALSYF+ (Corelnfragtructure) | F T, [AYEa—T4 >4 (Compute) ]
WCBEIL, [41 AR VR (Instances) (27 U v 7 LET, RIT, AV AX L AEFRL
9, HDHWIE, =7 P —E & API @ ListVnicAttachments 335 J (8 GetVnic #/E& i T X
i‘g—O
o f UAF AP —Z L RAT — R,

o A VAL A LB LTz & M L72 SSH ¥ — T ORE F— 3 ~D 7 V3R, F—
T OFEHIZOVWTIX,  [Managing Key Pairs on Linux Instances| ZZ L CT< 72X\,

\)

GE)  HoHRAWEKTHRE LI /A U AEREFERT D0, A AZ U ADORERHZ/ERK L7- SSH
XF—_TEMEHLT, ASARIE A v A BZ A lCu /A4 U TEXET,

SSH Z{FEFA L= ASA R 4 VX3 U RA~NDIES
UNIX A XA NDY AT DD ASA AR A o A HF o AZEEHE T HI12iE, SSH #fH L TA »
AR AT A v LET,

FIE

ATYT1 ROa~ 2 REFEHLT, 77 A VOMEREZRE L, BROTETR 7 7 AV EHABRND I LET,
$ chmod 400 <private key>

. 0CI ~® ASA {718 DB A


http://www.putty.org/
https://docs.cloud.oracle.com/en-us/iaas/api/#/en/iaas/20160918/VnicAttachment/ListVnicAttachments
https://docs.cloud.oracle.com/en-us/iaas/api/#/en/iaas/20160918/Vnic/GetVnic
https://docs.cloud.oracle.com/en-us/iaas/Content/Compute/Tasks/managingkeypairs.htm#Managing_Key_Pairs_on_Linux_Instances

| oci~a AsAfR#E DEA

ATy T2

OpenSSH &M L 1= ASA 28 1 v 24 w2 ~0i& |

Z T,

<private key>IlL, 77 BATHA L A Z L AITEHEMIT ONIME X —Z2EFLT7 7 A VDTN L
AHITTT,

AVAB AT VAT HITIE, RO SSH 2~ REfEHALET,

$ ssh -i <private_key> <username>@<public-ip-address>

T,

<private key> ., T/ EATHA L AL L RCBEMT N REBF—2E0T7 7 A LD TARA L
AEITTY,

<username> |L, ASA AR A L AH L ADa—H—Z4 T,

<public-ip-address> (&, AV —ADNOLEEG LAV AZ L ADIP T KL ATY,

<ipv6-address> |FA VAKX U AEFEHA X —T 2 ADIPv6 T RLATT,

OpenSSH Z {1 L 7= ASA {R78 1 > X & U A~ Dz

&

ATy T2

Windows ¥ 27 A7y 6 ASARAR A o A X AZHEET 2121, OpenSSH 2 L TA v X ¥
2z A4 LET,

FIE

ZOFXF—_TEMOTHERT L2561, BTN 7 7 A VEGRHRBIND KO T 7 A4 VOMHERZ R ET

HILENRH D £,

ROFNEZFEITLET,

a) WindowsExplorer T, FAEX—7 7 A /VIIBEIL, 77 A NVEA2 ) v 7 LC[FTA/NT 1 (Properties) ]
Vv LET,

b) [EFa) T« (Security) | # 7 T, [FH#IEXE (Advanced) 1 %2V v 7 LET,

¢) [A—F— (Owner) | A DOZ—H—T BT FThHDHZ LEHERLET,

d) [#ADEL (Disablelnheritance) %7 VU v 7 L, [#RSN-HEBEZ_DA TPy FOBETRNL
H¥EFRIZZ#2 9% (Convertinherited permissionsintoexplicit permissionson thisobject) ] #%4R L £,

e) HOO2—H—=Th 7 NTIERWEMHER= Y 23R L, [HIFR (Remove) | #7 VU v/ LET,

) HODOZ—V—T AT  OT 7 2AERN[ZILa > bO—)L (FullControl) 1 TH 5 Z L ZRERL
£,

g) EHAERGFLET,

A AR AT A%, Windows PowerShell ZBi &, kDo~ FEETLET,

$ ssh -i <private_key> <username>@<public-ip-address>

»5—«6‘
— — N

0Cl ~ ASA {78 DEA .



0Cl ~D ASA 8 DEA |
B v zEmLEASA R € V28 L RADES

<private key>IL, 77 BATHA L AZ L AIZEHEMIT ONIME X —Z2EFLT7 7 A VDTN L
AHITTT,

<username> L. ASARIE A LV AX LV AD2—Y —4 T,

<public-ip-address> i, 2V =AML EE LAV AZ L ADIPT RLVATY,

PuTTY 2R L= ASA{RTE 4 VX2 U A~D G

PuTTY Zf#H L C Windows > AT L7035 ASA FAR A o A X o RZHEHG A1, ROFNE
EEITLET,

FIE

ATv 1 PuTTY B & £,
ATw 72 [ATTY) (Category) | XA > T, [Evyi 3> (Sesson) | Z&INL, KONEEZANLET,
KRR MRFERIXIPFRLR

<username>@<public-ip-address>

ZZ T,

<username> X, ASA AR A V' A ¥ LV AD2—H—4 T,
<public-ip-address> X, TV —APLEE LA P AZ U ADNRT Y v 7 IPT RLATY,
cAR—bk 22

- EEfE 2 A 7 SSH

ZFv 73 [HTT) (Category) ] ~1 T, [Window] Z /2R L, [Z# (Trandation) ] Z 3R L%,
ATy 74 [JE—FXFtEY + (Remotecharacter set) | Ka v 77X U 2 hC, [UTF-8] Z&R L £,

Linux XN—ADA LV AX L ATT 7 )V O r— Vi EILZUTF-8 T4, ZiUuZ kv, PuTTY I XR L o —
NEHEHTD X ICRESNET,

ATFw 5 [AhFTY (Category) ] 31 > T, [#E#H (Connection) ], [SSH] DIEIZEEI L, [EB5F (Auth) 1227 U v
7 LET,

ATy 76 [BH (Browse) |27 U v 7 LT, MESF—ZBIRLET,

AT9 771 [ Open) |22V LT, ByvaryzflthLET,
A VAL L ACNDTERT DHA1E, = "—DHRA FF =N VA RICF ¥y v a8 THaRN

(the server's host key is not cached in the registry) | & W9 A v E—VBRRREINDZ ENH Y 9, [[FLY
(Yes) 1227 VU > 7 LT, #famit LET,
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| oci~a AsAfR#E DEA
r3ILva—7425 |

— = ~ — Y
SIS a—T a0
R9%E SSH : IPv6 %8 L 7= ASA Virtual 2SEHE L T 720

cHBRE AL F—Fy =T A BRBAD /0 DL— RS VPC L— T — T VIR
BINE I MMEHERLET,

Rk BHY TRy MEREFA VT oA RIZEEMS T o X2 VT 4 I —T
TR—=F2BFASNTVONE D PEERLET,

cfBiRE BEIA L X —T 2 A ABIPV6 T RLATHREINTWVAME S 5% IPv4SSH & v
va URRHATHERLET,

o f#iRi% ASA Virtual @ [ssh config] THERTXTOREN Day-0 D—ERE LTIEESN
TNDD, HDLWVIIR THRET 200 EHERLET,

B AKPHHEO T 7 4 v 7 3 KEE L TR,

s fBiR% [EC2] >[4 Y RA VR (Ingtance) |>[#vy bT—F 24 (Networking) ] T, [
BIEITEFELEOMBOEL ] MEILEINTWVENE I N EHERLET,

o fRHE L— R BIRER/ANERD Linux CHEUNCRESNLTWAZ L 2R LET,
e fRiRiE FENC L DIPV6 7 FL v v 7 OEA1E. ASA Virtual IZEY) 72— M 2B L%

R
o f@iRix  [showaspdrop] T/X7 v b Koy 7R EL TRV EMER L, H#EIHE L E
R

0Cl ~ ASA {78 DEA .
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



