e

KVM {58 L 1= ASA {18 OE A

H—=FN_R—=ZADFAE~ > (KVM) ZFETTEDLEEDOY— 13— T 2D x86 CPU T /3 A
AN ASA AR #EATEET,

|

BERE  ASA R Of/hAE Y EREZ 2GB T, BITED ASA {AE 75 2GB A D A€V TEEL TV
L6, ASAE ~ v D AFY S0 E | RTONN— 3 U5 9.13(1) LIBIC T »
FTL—RTEFRA, F0. BHAA—Ta v 2L TH LWV ASA (K8 v 2 FHIE AT
%\i@—o

 EEFHEHKFE (1 —)

o« WEE (5 N—)

« ARSI (5 ~—2)
cHEOHDaYy T 4 X2l —ay T A NVDUEE (6—)
ARFET Y Y XML 7 7 A VO (9 —)

« ASA AR DEA (10 ~—2)

Ry NTTT A H—T A AT Va=rr (11 8—)
e X7 =< U ADOFEE (14 =)
«CPUEHHR L LAR—F (26 %)

EFHELHINER

ASA IR OEANIFEHSINDEEDNN— R = 71d, BAINDA VAX L ADOECHEHE
RZ Lo TRV £, ERTAEMABT 774 T AL, SA M~ ETORN) V—
ZEIN BT (AEY, CPUE, BIOT 4 A7 RE) BDMLETT,

| A

EE ASAEIZ, GBDOT 4 AT A ML —VUY A4 X TEAINET, T4 AIRED) J—RE|
DWUCTEEFTHZLIITEETA,

KvM ZER L7- ASA R oEA [}



KVM % L7 ASA {8 A |
B sssacsnss

A\

6=

ASA AR R— 9 9.16.x LIBE T, T34 AR 16 vCPU 1 X 1Y 32GB RAM D ASAv100

ME ASAVIO IZF U v 7 L— KT 58E51F. T3 ARk % 1 vCPU B X V4GB RAM (2T 5
VBN H D F9,

ASA A8 Z B AT DR, ROTA RT A LHIIRFHAHR L ET,

KVM T ASA %8 O X 7 LEH

B NT = A HERT A2, LFOMARICER L TWDH Z 2R L T LS
VW, ASAIRARIZIE, ROBERH D £77,

o IR A N CPU I, (RALIRIRIEEE 2 2 7=V —/N—2 T A D x86 ~— A D Intel F 7= 1% AMD
CPU THHIMLENRH Y F9°,

7ol 21X, ASARIE N7 4 —< 2 AT A TR TlE, 2.6GHz TEIET 5 Intel® Xeon®
CPU E5-2690v4 7' 12z 4 % 4 L 7= Cisco Unified Computing System™ (Cisco UCS®) C
U =X M4 == F AR REH LTV ET,

#EZE X5 vNIC

=

BN T 4 —< A ERB5 0121, kRO yNIC ZHEE L £,

¢ PCI /R A R /L—"T®D i40e : Y — X— DO NIC & VM I[ZBESHT. DMA (A4 L7 kX

FYTI7HA) ZALTNIC & VMO T ry hT—XE2ELET, N7y hOB
T CPU VA 7 WIILEH O £H A,

« id0evf/ixgbe-vf : FEEMIZ ERE &R LTI 28 (NIC & VMO DMA 7 » ) | NIC %8

¥ VM B CIATEE9, SRIOV X, BEAOFZRMENE N0, —RIICHERE S E
T, B

e virtio : 10Gbps DEIEZ AR — h LETN, CPU VA 7 Vb BRIy T —7
KJATF,
N

GE)

KVM P 2T L TCETENTWS ASARM A VA Z A TlIL, VWNIC KT A Nid0e XN— g

2174 T2 SRIOV A » F—T 2 A A TT — R OMBENRET INENH Y £1,
COMEOEREELE LT, 2O WIC A—Y a3 VEONR—T g T v F VL — RT3 L
HEEE L F 9,

NI+ —I I ADREIL
ASA fRAB DEE DT y—~ v AR EBTE7-0DI1C

I, VM LR A NOM G EZFHET B Z LA
TEET, FICHONWTIE, NI F—< L ADPE (14 2—) 2R LTI EN,

I KVM %R L7- ASA R2E OB A



| KvM %GR L 1= ASA R DEA

sesmennszd

*NUMA : A h VM ® CPU U Y — A % H.—@® Non-Uniform Memory Access (NUMA) / —

RICHBET 5 2 & Ty ASARAR DR T p—< 2 A& ETEET, FEMICOVTIE,
NUMA DA RZ7 A4 (153—=2) 2BRLTITEI,

» Receive Side Scaling : ASA {48 I X Receive Side Scaling (RSS) #H AR —FLTWET, Z
I, Ry b= 7 7R > THEED 7 v vy a7iirxy hU—IZE T 74 v
JEGBT DDA ESNDT 7 /7 ny—Td, FMIZOVTIE,  [Receive Side Scaling

(RSS) HOBEHDO RX F=2— (18X—Y) | #BMLTIZEY,

« VPN OEE1L : ASA {RAE T VPN X7 4 —~ v A2 LT 5720 DB O E EIEIE|IC
DWTIX, VPN O . (20 X—) 2L T 70,

DSARRY DY

N—=Ta 917K, 7T AX Y 71X KVM TR SN ASA RKAEA VA X LV ATHR—
FENFET, FEANTOWVWTIEL. TASA Cluster for the ASAv] &ML T 7Z& 0,

CPUE=Y

KVM BBE:C ASA (KA ZHBESF A121E, CPU Y= 27 BUETT, CPUE Y= T DOEFL)
ft (14 =) 2Z2RLTLITEEN,

NATRAZEYT 4 AAFSA0DF=HDT 2 —ILA—/N—

T = VAR —FEDEG AL, AZ A IEERE LT A ' AR G E2HZTNDH T &
EHERLTLIEEW (& 2E, WHOEED 2Gbps OHERFT 5 THB Z &7 E) o

|

X3

ASA AR ZE L CREFTHAMERT 21ERT 25813, 7T — %A X —7 = A A% 4 ASA (18
WRICNEFCEBINTAMERH Y £3, BEICFEUCA V¥ —7 oA ANERRDIEFTH ASA

AR B EhD & ASAAR a2 Y —/WZ2 T —NRRSNDZ LDV £, F/o,
Tz VA=A EN D 2 LD Y £,

Proxmox VE ) ASA {48

Proxmox Virtual Environment (VE) 1%, KVM K~ v 2B TCE L4 —T 0V —ADY—
N—{HAU 77 » b7 4 —2LTF, Proxmox VE X, Web X—ADEFHA L X —7 = A A
it L E3,

Proxmox VEIZ ASA AR Z#E AT HH5E1F, =2 b — R NENEV Y TAR— b EFFOE I
VM 2R ETHMLERH Y £, VU TAR— "B RNE, 77— 7 v 77t 2|2 ASA
AR 23— ARREIZ 72 0 £, T RTOEHHX A 7%, Proxmox VE Web _— ZEH A > ¥ —
T oA AL CHEITTEET,

KvM ZER L7- ASA R oEA [}


https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/configuration/general/asa-917-general-config/ha-cluster-asav.html

KVM % L7 ASA {8 A |
B sssacsnss

A\

(GE)  Unix ¥ =/LF 7213 Windows Powershell (21531 T\ % Bk — % —[f1FIZ, Proxmox VE [ZK48
BREOTRTCOIVR—R 2 MNeEHT2a~v R IA4 A0 ¥—T =4 AL ET,
AR RIA AV B =T oA RZE, ATV Yz M THiSERRE & UNIX @ man
N=UEKDOFERR RXa A BB 77,

ASA AR #TE L EEITHI2IE, VMIZT Y TATF AL 22 RETLHLEND Y 3,

1. A A > Management Center D/ElDOF 7 — 2 2 U —TASA R v~ U 28R L F
j—o

2. M~ OBREA7IZLET,

3. Hardware> Add > Network Device #38#R LT, >V 7 /LAR— rZBIMLET,

4. (B~ rOEREF AT LET,

5. Xtermjs ZfEH L TASA IR v~ 27 7R L&,
FANYP—=R_R=TiRKzaty N7 v 7 LT 7T 4 7T 2 FEIZ D0 TIL, Proxmox v U 7
IR DR =T 2 B LT EEN,

IPv6 DY 7R—

KVM TIPv6 Z ¥ 7R — h T 53R ED vNIC Z BT 2 I21F, IPv6 iRE/NT A —Z TSN D
XML7 7 ANV B—Txf AT LI J’Eﬁkﬁhébgﬁﬂ’o » ¥4, virshnet-create<<interface
configuration XML filename>> 22~ > REZFEH LTI HD XML 7 7 A V& FATT 5 Z LI X
D, IPv6 Xy NU—2 7 a haVvzEil+ 25 wWICZA VA F—/LT&EET,

A B =T A ATLIZ, RO XML 7 7 A LV EERTX £,
o FEA L H—T = A A mgmt-vnic.xml

PWiA X —7 = A A : diag-vnic.xml

WA o & —7 = A A : inside-vnic.xml

« SNEA B —T = A A : outside-vnic.xml

1 -
IPV6 REDEFA L X —T = A AFD XML 7 7 A VEAERET 5 ik,

<network>
<name>mgmt-vnic</name>
<bridge name='mgmt-vnic' stp='on' delay='0' />
<ip family='ipv6' address='2001:db8::2111:b220:0:abcd' prefix='96"'/>
</network>

FIREIZ, oA v X —T oA ZAFHD XML 7 7 AV HIERTALERH Y F1°,

WDa<y REEITLT, KVMIZA VA =L ENTWAEIER Yy NT—0 T X7 X il
TEFET,

I KVM %R L7- ASA R2E OB A


https://pve.proxmox.com/wiki/Serial_Terminal
https://pve.proxmox.com/wiki/Serial_Terminal

| KvM %GR L 1= ASA R DEA

virsh net-list
brctl show

S

WL, ASARIE & KVM DXy hU—7 hARa Y oflZ R LET, ZOZETHHAL T
HEET, Z0 bR PRI TUWE T, ASA AR X, NER Yy hU—27 AR >
NO—2 OBDT 7 AT 4 —LE LTEWELET, £/, HHEOEHE LR Y FU—7 BNRES
nEJ,

1:KVM %15 L 1= ASA {78 OEAH]

10112
g0

188.51.100.2
ol

Linux Guast Limnu: Guest Linuz Guast
Inside Mgmt Outside
1uj.hgi !1uzjﬁa}g% /198,51.100.3

et . LY |
Inside N gmt ek, A
Metwork Network MNetwork
: P KVM
. v L Linuot
virbr2 virbrl virbe3
10.1.1.10 192.168.1.10 108.51.100.10
- ath .
EEnt e 1015230 B

==l L ‘SZ_
AR
« Cisco.com 2>5 ASA AR qcow2 7 7 A V& X 7 > v — KL, Linux 8 A MIEMHL £,

http://www.cisco.com/go/asa-software

N

GE)  Ciscocom D11 7 A L BIONYV A3 —EREHNNLETT,

c D=2 T IVOEABTIE, = —H—72 Ubuntu 18.04 LTS ZfEH L T\ 5 Z & Rk &
L CWZx9, Ubuntu 18.04 LTS IR A N O FEBIcIRD IR r—T% A VA M—)L LET,

* gemu-kvm

KvM ZER L7- ASA R oEA [}


http://software.cisco.com/download/navigator.html?mdfid=279513386

KVM % L7 ASA {8 A |
B zoe00 7 %a—var o7 ok

* libvirt bin
* bridge-utils
* Virt-Manager
* virtinst
« virsh tools
* genisoimage
CNT G = UV RFIRA D EZOREOEEZITET, A NGS5 LT, KVM

TOASABDAN—=T"y bERKRIETE £, —MWARAR A MREROBEIZ OV TR,
INFV Delivers Packet Processing Performance with Intel] #ZM L T 7230y,

» Ubuntu 18.04 DER 2 Fd LICIE, RO DREFENET,
« macvtap : FERED Linux 7'V v ¥, Linux 7'V v Y OfRb v IC macvtap rfEHTEE
9, 7272 L. Linux 7'V v PO 0 |2 macvtap ZFEHT 25E1E. FFEOREET
IMENRH Y ET,

« Transparent Huge Pages : A€ U _X—UH A XA M £ 9, Ubuntu 18.04 TiX, 7
7 x IV B TH U S TVET,

Hyperthread disabled : 2 2% vCPU% 1 DD > 7L a 7|ZHIE L £,

« txqueuelength : 7 7 4 /L k @ txqueuelength & 4000 /X7~ MIHEMEE, Rev 7 L—
2D L £ 9

* pinning : gemu 33 X T vhost 7 2 £ A2 KFEDCPU =27 ITE Ukt L E3, FFEDSR
HEFTIE, EVEBRIC K> TRT =~ U ABKIRIZH ELET,

*RHEL X—ADF 4 A FJ Ea— 3 O biz oV Cld,  [Red Hat Enterprise Linux 7
Virtualization Tuning and Optimization Guide] ZZ M L T 72 &\,

cASA V7 U = T B L NASA AR A R— A O HEMIZ-OWTIE, Cisco Secure
Firewall ASA @ Al [HEE] 22 L T 7E 30,

FOHDOYI4F¥aL—Sa3Yy 7274 ILD#EE

ASA A8 BT HHNZ, BFOAHDOary 74 Fab—vary 7y A VEEEHTEES, 2
DT 7 AL, ASA AR OB ICHEF S5 ASA ([ OREEEGTLT XA RN 7 AL T
T, ZOPHEEX,. [dayO-config) EWVWHITHFAKN T 7 A NE L THREDIEXT 4 L7 MY
_%Mén\é%_@wmo774wA&%ﬁéni¢o:@dWMm774wﬁ%M®E%
FRlc~o v FENTHARDLDNE T, HOHHAa 74X alb—Ta vy 77 AliF, 27l
b, BEA LA —T A RET 7T 4 7k THa~vr Re ARF—7GEH SSH $h—/3—
ERETDHATY REGOLILENRDD TN, T XTOASAREEZGHDLHI EHTEET,

I KVM %R L7- ASA R2E OB A


https://www.intel.com/content/www/us/en/communications/nfv-packet-processing-brief.html
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/pdf/virtualization_tuning_and_optimization_guide/Red_Hat_Enterprise_Linux-7-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/pdf/virtualization_tuning_and_optimization_guide/Red_Hat_Enterprise_Linux-7-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65990
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65990

| KvM %GR L 1= ASA R DEA
#0A0av T+ ¥aL—var 771 00%E [

day0.iso 7 7 A /v (F A ¥ A day0.iso 72137 7 4 /v b day0.iso) 1%, FHIORE FIZfEH T
HLILENRHY £,

o« WIHIEANREZ BENIZ ASA AR IZ T A v A& 59 2%121%, Cisco Smart Software Manager
M X v — R L7 Smart Licensing Identity (ID) k—2 % [lidtoken] & 97 F A
TrAMHEM L, FHO A7 7 ANVERLET 4 L7 FUVICRFLET,

AR VGA =22 ) — N TliE7 <. NAR=RNA DY FILIR— kx5 ASA AR 2T 7
AL, BRETHHEFE., FOHABR T 7 A a Y=L U T LVOFREZEIMLT
A7 — RRFIZ ) TR — 2T 201 R3H D 9,

¢ TV ANRT LU b RTASA IR 2 AT 581, T AT L bE—RT
FATSNDEED ASARERL 7 7 A V%, HOHRHEBR T 7 AL LTERT 248N H
DNET, ZNFE V=T Yy R 7747 U= NVDFEOHHI L 74 F2lb—ar 77
ANVITITREY LER A,

GE) Z o Linux MEH SN TWETA, Windows DBEBICHREEOL—T 4 VT 40NV %
T

FIE

ATv 71 [dayO-config] £E\WVWVHITHFA LT 7 AIMIZASARBE O CLIRELZTLALET, 32004 F—T A AD
BRI & Z DO ELZBIMLET,

BAIDITIZ ASA D/N—2 2  ThHED D ENR H Y £7°, dayO-config 1L, A%72 ASA KK CTh 2 ME N H
D £7, dayO-config £ T D il 72 F1EIX, BEFD ASA F721X ASA R b9 (77 4 ¥ a Lb—
va Oy E 2 B —9 5 S TT, dayO-config NOITDIEFIZEZE T, BEFE?D show running-config
avy FHADIEF & —B L TWLLENDH Y £7,

1 -

ASA Version

|

interface management0/0

ipvé enable

ipv6 address 2001:db8::alll1:b220:0:abcd/96
nameif management

security-level 100

no shut

interface gigabitethernet0/0

ipvé enable

ipv6 address 2001:db8::alll:b221:0:abcd/96
nameif inside

security-level 100

no shut

interface gigabitethernetl/0

ipvé enable

ipv6 address 2001:db8::alll:b222:0:abcd/96
nameif outside

KvM ZER L7- ASA R oEA [}



KVM % L7 ASA {8 A |

B zoe00 7 %a—var o7 ok

ATy T2

ATvT3

ATy T4

ATy TH

security-level 100
no shut

crypto key generate rsa general-keys modulus 4096
ssh ::/0 inside

ssh timeout 60

ssh version 2

aaa authentication ssh console LOCAL

dns domain-lookup management
dns server-group DefaultDNS
name-server 2001:4860:4860::8888

(FEE) ASARAH OWHIEARICHBIIC 7 A o A &1 DA 1%, day0-config 7 7 A /WICIRDIEH
DEENTNDZ AR LTIIEIN,

cEHHA L H—T A ADIPT FLR
+ ({£E) SSmart Licensing TFEH 3% HTTP 7'u ¥
«HTTP 7 ¥+ (JEE L72HE) %7214 tools.cisco.com ~DEEft & A0 5 route 2~ > R
* tools.cisco.com % IP 7 K L R |Zfi#k9" 5 DNS P — —
« ZRT D ASA AR 7 A4 B A A FEET 572D Smart Licensing DX iE

o (fEE) CSSM TOD ASA AR DIRRERHIZT HI2OD—EDKRA MM

(ff=#) Cisco Smart Software Manager (& X > TH1T 4172 Smart License ID h—72 > 7 7 A L&x a2 B a—
ZIZF T n—RL, #Uru—R77A)VInbID h—7 v zat—L, ID h—7 DAz ETe ldoken)
LW THFARNT 7 ANEERLET,

TXAN TZ7ANEISO 7 7 A WA L TIRFECD-ROM # 4K L £,

1 -

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

ZODOID h—7 12X 5T, Smart Licensing #—/3—{Z ASA {iAE 23 B EIUIZ B SR I E T,

AT TIMNL5EFYIRL, MATHASARIE Z&IC, WHIRIPT FLRAZELT 74/ NOMK T 7
ANEERLET,

I KVM %R L7- ASA R2E OB A



| KvM %GR L 1= ASA R DEA

wEIyvoxm 77 Lok ]

RIET1) XML 7 7 1 ILDEER

ASA AE 7 A F & KVM AR A MCHHE L, 7 A b &M AR T 2ER Y bV —7 Z2ET
LDMENDH Y £,

)

GE) ZOFIETIEH. KVM AR A RS AE~OBGRIIMEL SN EH A,

KVM A A kN BIZEETY) v O XMLY 7 A V2R LET, FEOHOaY 7 4 Fal— a3
T ANDOHE (6 X—) IR INTWAHRERY hT—27 FARaYOfITIE, 3250
WA v 77 AV (vitbrl.xml, virbr2.xml, virbr3.xml) NHETT (ZHE5D3D>DT 7
ANZLEHEATHLERSHY £9, 72& ZIE, vitbr0 (T TICFEL TV A DA TE £
A) o K77 ANMIIE, BIET Y v VOBRTEICHERIFERNEENTOET, HHETY vV
®LTARIE—EDOMACT RLAZIEETHAHLENRSHY 3, IP T KL ADIEEIMEET

B

FIE

N virbr3.xml T,
1 -

<network>

<name>virbrl</name>

<bridge name='virbrl' stp='on' delay='0' />

<mac address='52:54:00:05:6e:00"' />

<ip address='192.168.1.10"' netmask='255.255.255.0"' />
</network>

51

<network>

<name>virbr2</name>

<bridge name='virbr2' stp='on' delay='0' />

<mac address='52:54:00:05:6e:01"' />

<ip address='10.1.1.10' netmask='255.255.255.0" />
</network>

1 -

<network>

<name>virbr3</name>

<bridge name='virbr3' stp='on' delay='0' />

<mac address='52:54:00:05:6e:02"' />

<ip address='198.51.100.10"' netmask='255.255.255.0"' />
</network>

ATV TN 30D Ry hU—27 7Y P XML 7 7 A VEVERLET, ROFITIE, virbrl.xml, virbr2.xml, X

KvM ZER L7- ASA R oEA [}



KVM % L7 ASA {8 A |
B asamEoma

AT9 T2 UTEEGELAZ VT MEERLET (ZOBITIE, A2 U7 MIvirt_network_setup.sh &\ 9 & Hi& 1) &
ﬁ—) o

virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml

ATFYT3 ZOAIT YV MEETLTC, EBXY U= 2RELET, ZOAZ V7 M, RBR Y NU—7 %8
BREEIZLE T, Ry RU—Z1F, KVM A A RREELTWAIRYBEIL £,

stack@user-ubuntu:-/KvmAsa$ virt network setup.sh

()
Linux R A h & Y — K354 1%, virt_network setup.sh 227 U 7 s FIEITTLHMERHY £9, A7
U7 MY 77— FRICHE S L E A,

Zj__ ‘y j4 ,f}iu_ﬁz\ / ]\ ]7 7 75)“5523“7:_ — t %Eﬁﬂ‘b‘ L/i‘a—o

stack@user-ubuntu:-/KvmAsa$ brctl show
bridge name bridge id STP enabled Interfaces
virbr0O 8000.0000000000000 yes

virbrl 8000.5254000056eed yes virbl-nic
virbr2 8000.5254000056eee yes virb2-nic
virbr3 8000.5254000056eec yes virb3-nic
stack@user-ubuntu:-/KvmAsa$

ATw 5 vitbrl 7Y v PIZEID B THENTWDIPT FLAZFERLET, Zhud. XML 7 7 A /L TEID BT 1P
7 KL ATY,

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl

S: virbrl: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:ff

inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl

valid 1ft forever preferred 1ft forever

ASA 78 DEA

virt-install X—ADE AR 7 ) 7 &AL T ASA H 2B T £7,
Fg

AT w1 Tvirt_install asav.sh] &9 virt-install A7 U 7" ks 2B L £,
ASA AR < 2 DAL, 2O KVM AR F EOMOE VM T—ETHLLERH Y £7,

ASA AR TIHEHRKRK 10 DXy NU—I B AR—bSET, ZOBITIEI DOy T =7 BEH I T
WET, Xy MUV —=2 7Y vy VOAOIAFIZEETY, U A MDORIIOANTEIZ ASA A OFHA > Z—
7 =A A (Management 0/0) . 2 & H DFJi% ASA {iRAf @ GigabitEthernet 0/0, 3 % H DfJI% ASA {RAH @

I KVM %R L7- ASA R2E OB A



| KvM %GR L 1= ASA R DEA

ATy T2

Ay rT551v8—7z142Fneva=vy |

GigabitEthernet 0/1 [Z7% %4 L. GigabitEthernet 0/8 & TIRIKRIZHE X £ 7, (A NIC X Virtio TZIFAULE 2V F
A,

1

virt-install \

--connect=gemu:///system \

--network network=default,model=virtio \

--network network=default,model=virtio \

--network network=default,model=virtio \

--name=asav \

--cpu host \

--arch=x86_ 64 \

--machine=pc-1.0 \

--vcpus=1 \

--ram=2048 \

--os-type=linux \

--virt-type=kvm \

—-—import \

--disk path=/home/kvmperf/Images/desmo.qcow2, format=qcow2,device=disk,bus=virtio,cache=none \
--disk path=/home/kvmperf/asav_day0.iso, format=iso,device=cdrom \
--console pty,target type=virtio \

--serial tcp,host=127.0.0.1:4554,mode=bind,protocol=telnet

GE)

Cisco Secure Firewall ASA /N—37 2 > 922 LIRETld, ASAVU 7 A B A2 AL T, 32 F7/id64 27 (E
REOBITIX vepus /87 A —4F) & 65536 Mb (64 Gb) FE 7213 131072 Mb (128 Gb) @ RAM ( LFRo#I Tl
ram/N7 A—%) AL, L— MRZHIBRCTZ £, ASAVU 7 A 2 ADFEIIZ OV TiX,  [Licensing
for the ASA Virtual] 2L T 72 &0,

virt_install A7 U 7 F 2 FITLE T,
i)

stack@user-ubuntu:-/KvmAsa$ . /virt_install_asav. sh

Starting install...
Creating domain...

VA RUNHE, VMO Y —ARERENET, VMREITTHLZ LEMHERTEET, VMARE
T D FETITEDD N ET, VMBEEI LS, a2V —)VEEND CLI 2~ REFETTEET,

Ry FTSHAA—T AR TAE 3=y

ASA AR 221 L CHEEN T 2 LR, A v X —T A AZEGBINB L OHIRTE £
T, ASARAE ~ > N2 LA VZ—T = A A& BINT 5545, ASA R IXEDA & —
T2 A AEBEDA L H—Tx2A AL L THREL T e Y a = 7 TEDILERLY £77,
FIEEIZ, Ry T 7 Tarela=r Il > TBEEDOA V¥ —T =4 AZHIBRT 2546
ASA AR IXZ DA v X2 —7 = A4 ZA%HIFR LT, BEfT 6N T_XTOY Y — A% MikT 5
WVENRB Y F4,

KvM ZER L7- ASA R oEA [}


https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/asav/getting-started/asa-virtual-920-gsg/asav_intro.html#id_123423
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/asav/getting-started/asa-virtual-920-gsg/asav_intro.html#id_123423

KVM % L7 ASA {8 A |
B sssacsnss

EEFIREFINEIER

AB—DTLAADIYEVT EEEMFIT
Ry NI T A B =T 2 A RAEBINT D56, TDOA X —T oA AL, BUEDRK
BDOA A —T 2 AFFI BN 9,
IRy N TTTA L E—T 2 ZAEHIRT D E, ENNEEOEFESDAL L HA—T 2 ATH
ABEEERE AV F—T oA ARy vy IRELFET,

AT 2 A ABFICX Yy v I NDDE, WAy NI 7 e rya=rrsinbdA
VH—T 2 ATFDOX v T MDD DEEFEHERA L ET,

Tz —LA——

Y NT G A B =T 2 A R T 2= VA==V 7 L LTHERTEHE, V7

. ASABUHO 7 = — LA — "= T L LTHES R TV AW S D=y hTFrEYs

=TT HMENDY £,
CETNANAAFOT I T 4 T ASAFIRIZH Y N T T T A v F =T 2 A Z&IB
LThD, NAN= N PFDRZ N ASARINZAR Y NT T T A X —T A A
EBMLUETS,
s T T 47 ASAABNCHITISBIN LI 7 = — A —N— [ VF—T = f AEFREL
FI, BRTITAZ AL EBICRINET,

e FIA<Y) A=y FDT = — LA —RN—E N LET,
« T — VA==V T BHIRT DA, WOINZT 7T 4 772 ASARAE T7 = — LA —
N—BEEHIBRLET,

cNANR=NRAYDT VT 4 TRASAFE NS T 2 — I F— N f X —T 2 A%

HIR L E9,
s RITZ, NAIR=NAPFDRZ XA ASA I DO T DA v H—T =2 A%<
WZHIBR L £,

HIFREIE L HHEIE
Ry N TT T A B =T A A TV g =7 Vittio [RAB NIC ICREENE T,

e R—PFENDBAVHF—T oA ADERREIL10 T, 10 2B258DA X —T x4 A
EBMLEIY»ETHE, =9 —RAovb—UNRERINET,

e AU H—T A A H—FK (media_ethernet/port/id/10) ZFI< Z LT TEx £HA,

Ry NTTFTT A HZ—T 2 A AT BEY g =7 TlX ACPI NMLE T, virt-install & 7
U 7 MZIX -—noacpi 7 7 T HEGHIRNWTL 77 &0,

I KVM %R L7- ASA R2E OB A



| KvM %GR L 1= ASA R DEA

2y kT—5 4v8—22120%y +755 |

* Vector Packet Processing (VPP) RENI2 > TWBHEAE. KVM EOT 77 1 772 ASA
Virtwal IZXf T 28Ky b T IF7 T A X =Tz A Taeya=ry ([ F—TxAfAD
BINETIFEIBR) XA — SR ERFA, ZhUE, VPP TA X —7 = A ADZEE % @A
TX72WN )T,

2V RIT—H AR —D A RDFRY FTS5H

ATy T

ATy T2

ATvT3

KVM A R= A PBDA =T = A 22BN L OHIFRT 51213, visha~> K74 %
EHLES,

FIE

vish 2~ R4ty arz2EET,
B -

[root@asav-kvmterm ~]# wvirsh

Welcome to virsh, the virtualization interactive terminal.
Type: ‘help’ for help with commands

‘quit’ to quit

AV H—T A A&IBIT HIZ1E, attach-interface =~ > F&fH L £,
attach-interface{ --domain domain --type type --sour ce source --model model --mac mac --live}

—-domain (21X, K, 4Al. FEFEAUUID 2 EETEET, ~type /37 A —X (X, WHEAI2 X > b
U — 7 FNf Z&RT network, E721ET A ZA~DT Y v P ERT bridge D EH HnEIEETE £,
--source /N7 A —H %, 4‘2‘}%\}%@54} T EIR L/jij‘o --model /X7 A —H& X, 1&2@\ NIC D% A T % Liﬁ‘o
—-mac/ N7 A—HZE, Xy NT—=T A H—T 24 ZAODMACT FLAZEELET, -live/3NT7 A —H L,
av Y RRFETLTWD RAL N BEEX L 2R LET,

GE)
FEHFREZR A 7S g OFEHIZ OV TIL, vish DA FF 2 AL FE2BRL T EE N,
1 -

virsh # attach-interface --domain asav-network --type bridge --source br hpi --model virtio --mac
52:55:04:4b:59:2f --live

GE)

ASARMECA v A —T oA AT T 4 X2l —arEB—RFREFEHLT, NS 74 v T OFESEL L H—
T A AERBRELTAIELET, FEMICOWTIE, [CiscoASA Y —ACLI 2> 7 4 Fal—i g
AR (—EP72#E) ] @ [Basc Interface Configuration] M A B L T 720,

A B —7 A ZA%HIBRT HI2IL, detach-interface =~ > REMHEH L £,
detach-interface{ --domain domain --type type --mac mac --live}

GE)
ERRIREZR A7 S a L DEEINC DN TIE, Virsh DAR FF 2 AL 2SR LT &,

51 -

KvM ZER L7- ASA R oEA [}


https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html

KVM % L7 ASA {8 A |
B or—~ zonz

virsh # detach-interface --domain asav-network --type bridge --mac 52:55:04:4b:59:2f --live

INDA—T XD

KVWM B TD/NNT+—< 2 ADMFLE

KVMAZA FOBREEZEETLHZ LIk o T, KVMBENOD ASA IR DR 7 +—~ o A% [H
LEEDZZENTEET, ZTHEOREIL. FA M —_— FOMEEORE & ITERZRT
9, ZOA 7T = 1k, Red Hat Enterprise Linux 7.0 KVM Tl T& £,

CPU B =V T E2HNNTDHE, KIMBERKTONR T y—<v A &R ETXET,
CPUE> =T DEDME

ASA 48 TiZ, KVM BEEETO ASA A8 DR 7 p—~ o A% EEE 57292 KVM CPU 7
TA=TAF T a v EEHTIBERDY ET, TukvHT 7 4=F 1 (CPUE=2Y)
WXy, e RAELA Ly FEFRLELEE (CPU) <CE/AV CPU MDA > RESA
RFEERZSATEEIC /2 0 | ATE D CPU Tl <, FBEENZ CPU TOAT mEAETA L > K
METEND LT ET,

EUBRE SN TORNA VAL UV ATE VRSN TND A VAL LV AD Y Y — REE D
SINZNWEINCT B0, CPUE =V T EMERLRWA VAX R EFBIOARA MMZ CPU
= T EMEHT A U AZ U AERRHT DX OICAA MERERELET,

[ L]

FB NUMA "R PEFEFERNWA L AZ U ALFEIUHAA MINUMA MR U EFFOA LV AX R
PREEALZWVWT I,

TOF T arEFEHATASEASIE. KVMAARNTCPU B =2 5k LE9,

FIE

ATY 71 KVM AR MREET, BEr=U 7T TE S vCPU DA R D729DIZ, RARD MR U EiER L E
j—O

1 -
virsh nodeinfo

RATv T2 ERHHER vCPU O AR L E7,
11 -

virsh capabilities

I KVM %R L7- ASA R2E OB A



| KvM %GR L 1= ASA R DEA
nuMA o4 k51> [

ATY T3 vVCPU L7y Y a7dty Mo y=0 7 LET,
1 -

virsh vcpupin <vm-name> <vcpu-number> <host-core-number>

virsh vepupin 2= > NiZ, ASARAR ED vCPU Z L IZETTHLERH Y £, ROFIIL, vCPU 2 4 &
D ASA AR MR A L, ARA MO a7 BRHEH SN TV D GEITHEIZRDLKVM a2~ RamR L
TWET,

virsh vcpupin asav 0 2
virsh vcpupin asav 1 3
virsh vcpupin asav 2 4
virsh vcpupin asav 3 5

RARDATEZE, 0~TDOEDFZTENENET A, FEHIZONTIE, KVMO R¥a AT —vs
CVEBBLTIEE N,

GE)

CPU B> = VAR T AEAIT. FA N F—_"—0 CPU MR UEHEEICHRFT LTI, Eo
a7 TR SN — "= FH L TWAEAE, oY 7y y MZERERLCPUE Y = VA RE L7
WNWTL7ZE,

KVMAERR TDNRT 4+ —< 2 ZADH EICIE. ROV AT LAY V—ARKEZ 2D WS EMLEHY 1,

NUMADHA K54 >

Non-uniform Memory Access (NUMA) %, ~/LF 7ty P 27070t vkt 5 2
AVAEYEY 2= VORBEICOWTRERT HHAEAEY T —F 77 F ¥ T, Trky¥n
HED/—F (VE—=FAEY) WIHELRWAET VT 7 AT L5EE, m—h X E
VIZT 7 AT 5856 L0 bIKHEOBE T, NUMA ##i2 0 L7 — X 2 kT 208N H
nDET,

X86 W — =T =% T 7 F I, Oy FBIOY 7y NNOEED 27 THER ST
WET, FCPU VS hEZFDAEYBICTVO 2, NUMA / — REMEENET, AEYU M
Sy N ENRMCERR DL, FA ST 7Y r— g B I OBEMT SN TCWABJE
Hs2s (NIC 72 &) NEILC /) — FNICTRET D HLENRDH D £5,
72 ASA AR R T p—~ v AR FEHTHI2T
cASA A =3 %, 1 DD NUMA / — R ETEITTILERD D £, 100 ASA AR
N2ODY 7y FTEITEND LVOIWCEASHTWAEEA, X7 3 —~ AT KIBITIKT
L/i-g‘o
87 ASARIE (M 2:8 =27 ASARAENUMA 77— 7 F v Dff| (16 2—3) ) T

X, "ARCPUDK Y7y b2, ZRENSMELUL EO T &z TWAUNENRDH D £9,
PF—R— FTEITENTWAMDO VM ITHOWTHEETAHALERH Y 4,

«16 =27 ASARAE (M 3:16 27 ASA(RIENUMA 7 —F7 7 F ¥ O (17 2—) )
TiX, A N CPU LK Y 7y b, FNENN16HUL EO AT #HEZTWDELERDH Y
F4, == ETEFTEINTVAHMDO VM IZOWT HEETHLERH Y 7,

KvM ZER L7- ASA R oEA [}



KVM % L7 ASA {8 A |

B vwvaossrsqy

*NIC IZ. ASA{RIE v LR UNUMA / — R EIZHALENH Y £3,

WOKIE, 22O CPU V47 >y b3H Y . £ CPUIC 18D a7 RNEFH I N TWH Y — _—% R
LTWET, 8 27 ASA{RAR TlX., A A K CPU DY 7 v MK 8 H D = 7 BB T,

H2:837 ASA{RIE NUMA 7 —%T 9 F v Ol

— numa 0 numa 1 -
B core ASA virtual
CPU Socket0 CPU Socket 1
(e {03
gf EEEEEN g
i EEEEEE |
t EEEEER
WO Controbor VO Controlor
Lroe| [ roe] o |

NIC

WORL, 2 2OCPU Y7 b23H D, £ CPUICISHO a7 REHEH I TWE I ——%R
LTWET, 16 27 ASAIE TiZ, &mA b CPUDEK Y v MIEIE 16 HO a7 BNMLET
KR

. KVM %R L 1= ASA {58 DEA



| KVM %G/ L7- ASA RHE DEA

nuMA DA K51 [

3:16 27 ASA{RIE NUMA 7 —*T 9 F % Dl
— numa 0 numa 1 -
16 core ASA virtual
\, CPU Socket 0 CPU Socket 1
f ENEEEE
e [ DR
: ol o] W [w [
O Controlor WO Controlion
PCI-E PCI-E m
NIC
NUMA D &5#E 1k

FABAICIE. ASARIE < 2 0d, NICHEHEL TW\Wb / — FER U NUMA / — R ECTETT
HUMLENRHY 9, PEIZKDO EBY TT,

1

5.

Mstopo) ZEM L CNIC A 27> TS/ — REHBEIL, /— FROREFRRLET,
NIC Z /2T, ED/ — RPN TV DI NEAELET,

KVM AR A T, virsh list 2 LT ASA AR 2R L £,
virsh edit <vM Number> ZfE LT VM ZfmEL E7,
BIRL7-, — NICASA AR ZBdE LET, ROFITIE, 18 27 /— REMEEL TV E
bﬂ‘o
J— R0 ~0Dfl#E :
<vcpu placement='static' cpuset='0-17"'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='0'/>
</numatune>
J— R 1 ~O/LE :
<vcpu placement='static' cpuset='18-35'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='1l'/>
</numatune>

xml DEFZRFEL, ASA R <~ v OEREFHERALET,

KVM %R L 1= ASA {78 DEA .



KVM % L7 ASA {8 A |

B receive Side Scaling (RSS) FRD#EH®D RX ¥ 21—

6. VMMPHMD ) —FTEITINTWVDH I L E2MERT HITIE. ps aux | grep <name of your
asav vm> ZFEITL T, a2 XD ZBELET,

7. sudo numastat -c <ASAv VM Process ID> %%’ﬁ—‘ LT\ ASA ﬂiﬁf\ 7‘?/:/75’5@@]“-@5%5“
TWOHERLET,

KVM T® NUMA FHE O BT A 3EMIC oW Tk, RedHat @ R = A >+ [9.3. libvirt
NUMA Tuning]] ZZM L T 7E &0,

Receive Side Scaling (RSS) FADEH D RX 1 —

ASA AR X, O Tty aTiixy NV —UZERNT T4 v 7 2038 T 5700

NI =0T HEFHEZE > TSNS T 7 /) 1Y —Tdh 5 Receive Side Scaling  (RSS) 75:")‘“1‘*—
bbfwi#o BRANV—T"y N RBT HITIE, & vCPU (=27) [ZHH O NIC RX F = —
SRESNTWAIRLENRD Y £9, —fi7e RA VPN BB TIX, 12ONEAINTEXT DA >

5' T2 A ARERATAHHGENHLZ LITERELTLEIN,

[ &y

BE HHORX Fa—%MHT D101 ASA AR N— 5 1 9.13(1) PR LEE T, KVM D5
A libvirt ON—=2 3 U3 1.0.6 UBETHILERH D 77,

WNEBNE AT DA v H—T 2 A ZAZFiD8 a7 VM DA, [X14:8 =27 ASA {48 RSS RX
Fa— (18 X—V) TR T IO, HEAVH—T A AT 4ODORX F2—0H Y £,

4:827 ASA{x#E RSSRX ¥ 1 —

ASA Virtual
8vCPUs = 8 phyical cores on host

SPISU| DINA -~
—l

-
B —-.
vNIC Outside

__'_d_--‘
Inside RX I Outsne RX

. KVM %R L 1= ASA {58 DEA


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/virtualization_tuning_and_optimization_guide/sect-virtualization_tuning_optimization_guide-numa-numa_and_libvirt
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/virtualization_tuning_and_optimization_guide/sect-virtualization_tuning_optimization_guide-numa-numa_and_libvirt

| KVM %G/ L7- ASA RHE DEA

Receive Side Scaling (RSS) AOEHDRX 21— [

NI/ ERALT DA v B —T 2 A ZA%FED16 27 VM DA, [X5:16 27 ASA {REE RSS RX
Fa— (19=) ITRTIEIC, BA LV H—T 2 A ANE8 DD RX F2a—0H VY £9°,

B 5:16 07 ASA {5} RSSRX ¥ 1 —

ASA Virtual 16vCPUs = 16 physical cores on host

(LLLLLIILIILLILL]

LT

Inside RX Outside RX

BPISU| DINA
vNIC Qutside

WDFIZ, KVM HD ASA AR D VWNIC B LY AR —FENTWDHRX Fa2—DE R LFE
T, PAR— FEN TV D VWNIC OFHICOWTIE, #ERESN D WNIC 2 2—Y) 2B LT
TEEWY,

& 1: KM THE S 5 NIC/NIC

NICH—F |wWNIC K354 | FS41T5 /0 [RXFa—0 (/N T+—T R

A o— #

X710 140e PCI/XAA/L— 18 (JgK)  |x710 D PCINAAL—F LT}
_ SR-IOV E— Fi&, /3
i40evf SR-IOV 8 Sy R B £

L. AR T, o VM
MTNIC A TE 5720,
SR-IOV MRS L E T,

x520 ixgbe PCI /XA Z/L— |6 X520 NIC i%, x710 £V % 10 ~
. 30% X7 4 —v U ABKL 72D
ixgbe-vf SR-IOV 2

£, X520 DPCI/SA A/L—3
L VSR-IOV E— FiX. kD
NI F—~ o A& L4,
. BRI, o VM
I TNIC ZIFTE 5720,
SR-IOV DMETE =N E T,

KVM % & L 1= ASA {R78 OEA
|



KVM % L7 ASA {8 A |
B vnosaEt

NICAH—F |vNIC K54 | RS4/379 /8 RXFa—0D |N\T+x—T R
AN o— #]

R%47e L |virtio HE(FRY L, 8 (k) ASAVI00 [ZITHELE S EH A,

OO ERIC OV TIE, KVM
TO Virtio D~ /LT = — PR —
rOEEE 20 X—) EH
LT EE,

KVM T® Virtio D7 ILFF 1 —HKR— FOAE

wOBIX, libvirt xml ZFRET 5 7=DIZ. Virtio NICRX F = — D% 4 ITRET D HEERL
TWET,

<interface type='bridge'>

<mac address='52:54:00:43:6e:3f"'/>

<source bridge='clients'/>

<model type='virtio'/>

<driver name='vhost' queues='4'/>

<address type='pci' domain='0x0000' bus='0x00' slot='0x04' function='0x0"'/>
</interface>

| &

EE O RX Fa—%FRE— b 253, libvirt 8= 3 U3 1.0.6 LIETH D LERH Y £
@—O

VPN O &3E 1k
ASA A T VPN X7 o+ — < U A& it T 5 720 OBMOBEFEEIT, RO LB TT,
« [PSec D A/L—"7F> MEIDILS L9 bEL 2D F9°,

* GCM 51213, CBC DRI 2{EDAN—T"> b D3H Y 4,

SRIOVA > 23—TJ A4 ADTREY 3=V

SR-IOV Z 31X, B DO VM THRA MNED 1 BED PCle v NI —27 T X 7% w3ty
THZLENTEET, SRIOV IR DOAEZ T L TWET,

o WPRKERE (PF) : PF . SR-IOV B¥REZ & dr 7 )L PCle SRETY, ZH HiL, &AA K ¥ —
N—FEDBEDALT 47 NIC &£ LTEREINFET,

o AEBERE (VF) @ VFId, 7 — X Rk % ET & PCle #HE T3, VFIZ, PF D
Eh. PEZANLTCERENET,

I KVM %R L7- ASA R2E OB A



| KvM %GR L 1= ASA R DEA
SRIOV A v 2 —T x4 2DFOEC 3= it 254 |

VE 1Z. A b ENTA L —F 4 v T VAT L 7L —LTU—27HND ASA AR = 2K
10 Gbps DR AL TEX £9, ZO® 7 v a2 Tld, KVMEREETVF 2R ET 5 HIEICHON
T LET, ASA{RAE LD SR-IOV AR — MZ DWW Tk, ASA{RAR & SR-IOVA 4 —7 =
A ATV a =T EERLTLIEE N,

ASAV5 3 LN ASAVIO ThalE 72 /87 +—~ L A& 155728, VMXNET3 R J A %58 < #E1%
LET, EHIT, SRIOV A v X —T = A ABFUHLGOET ([ ¥ —T = A APNRE LT
RET) T 2DL., HICKVELDOCPUaT LY V—RAZEINYTHI LT, ASARAE LD
oy NI — I RT p—< ANMmELET,

SRIOVA U A—T A ADTAESa =Y ICHET 2EHR

SR-IOV % ¥ 7R — T 2WHENIC 28 D854, SR-IOV &fiis VF £ 721 XA NIC (VNIC) % ASA
A A AR AT X v FT&EE T, SRIOV X, BIOS 721 T2<, "— Ko x=7 ETHE
TLTCWDARL—=T 4 T VAT A AV AZ L AENIANA =R B TOVHR— F b
T4, KVMEBREE CTEITHDO ASARAE HDO SRIOV A > X —T =24 AD TV a = 7C
BT 2 — 072 A R4 DY A MEUTIORLET,

e IRA K H— 3—(Z1% SR-IOV FHIEWER NIC S4B TF, SRIOV A > % —7 = A AT
BHARTA 2 LHIBHEEASBR LTS,

e IR A K P — =D BIOS THAUL N E N2> TWALERSH D £4, FEMIC OV T,
R =D =2 T VEBR LTI,

¢ IRA |k H— 33— BIOS TIOMMU 7 & —/ 3L $7R— k23 SR-IOV IZ% L THERC /2 - T
WABMERHD T, SOV TIE, "= R =T7 R A —Dv=a TV ESHR L TL
7ZEW,

¢eSRIOVA v F—T = A ZZMFEHTHKVM LD ASARIA TlX, A v Z—T A AZAZAT
DOIRERYR—FENTWET, BHA ¥ —7 =1 RITILSR-IOV £ 721% VMXNET3 %
AL, 57— A F—T7 A AL SR-IOV T35 N TxE7,

KVM 7&=X ~ BIOS &KX ~ 0S DEE

OB varTiE, KVWM VAT A EDSRIOV A V2 —T oA AD Ty a =72
THIESE oty N7y 7 FIEERETFIREZRLET, Z0€®7 > a VHOERIL, Intel
Ethernet Server Adapter X520 - DA2 % {# ] L 7= Cisco UCS C ¥/ J — X #—,3— L@ Ubuntu 14.04
EHEHA LT, FRED T RBRENDOT NA ZANBIER ST HDTT,

IR B
¢SR-IOV AEffaky NU—27 A H—T x4 A H—F (NIC) PERYVFHFonTWAZ L%
R LET,
eIntel (RIB{LT 7 /) m¥— (VT-x) HERE L VT-dBEREN BN R > TNDH 2 L 2R L E
7,

KvM ZER L7- ASA R oEA [}


asa-virtual-923-gsg_chapter1.pdf#nameddest=unique_22
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asa-virtual-923-gsg_chapter1.pdf#nameddest=unique_23
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KVM % L7 ASA {8 A |
B «wmixBiOS £z oS OZE

A

GE) VAT AA=DI—IZL oL, IO DOPEEMIENT 7 4L h T
M2 > TWDIGENH Y £, A7 LT &2 BIOS 3XiEIC
T EALTCERT DL HENRRDLTD, XX —D~v=a2T )V
Tt RAEHERTHILEBEIOLET,

e IRV —FT 4 T VAT DA A M—LPZ, Linux KVM £V 2 —b, A4 7T
2PVl BERZ—F 4 UT A DFT_RTHA VA =L ENTND D LR LE
T, RIS (52—) 2L TLIEEN,

WA =T = APRBEEIRETH D Z L AR L E T, ifconfig<ethname> Z il L C
e L £,

FIE

ATFY T "root" 2—HF— T HI L R ERAT—RAEFEHLTUVAT IR A LET,
ATY T2 Intel VT-d AN/ > TWDL Z L 2R LET,
5 -

kvmuser@kvm-host:/$ dmesg | grep -e DMAR -e IOMMU
[ 0.000000] ACPI: DMAR 0x000000006F9A4C68 000140 (v0l CiscoO CiscoUCS 00000001 INTL 20091013)
[ 0.000000] DMAR: IOMMU enabled

KEOITIX, VIdDBED /> TWEZ EEZRLTVET,

AT w73 [etc/default/grub 7% E 7 7 A /LN GRUB_CMDLINE LINUX = k U {Z intel_iommu=on /X7 A — & Z{t)
THZEIZE ST, I—FAHND Intel VI-d 27 77 4 712 L £,
1 -

# vi /etc/default/grub
éﬁﬁB_CMDLINE_LINUX="nofb splash=quiet console=tty0 ... intel_iommu=on"
GE)
AMD 7'ty EHEH L TWD5EIE, R vIZ, and_iommu=on 7 — ks /X7 A—XITMLE7,
AT Y74 jommu DEHEZHMT D70 —"—% U T —FLET,
£l

> shutdown -r now

ATV TS ROBEXEMHEA L Tsysfs A v ¥ —7 = A AFRH T sriov_numvfs /37 X — X (Zib) /a2 EXIATe Z & 1T
LT, VF Z2Ek L £7,

#echo n > /sys/class/net/device name/device/sriov_numvfs

I KVM %R L7- ASA R2E OB A



| KvM %GR L 1= ASA R DEA
Asa {58~ pel 731 20E Y T ]

PR —OEF 2 ANET 72NN 72O VERERIND X 9129 512id, letcrcd/ 74 V7 U ICES
BEXICTWbrelocal 7 7 A M Eida~ v R&EAMINLET, LinuxOSiX., 77—k 7t 205 % Trc.local
27V T EFITLET,

7-EziE, A= H7=0D 15D VF 1ERT A —R L TIRLET, BEWOEY N7 v 7 TldA v
H—T o AP D EHEMERH D 7,

i -

echo 'l' > /sys/class/net/eth4/device/sriov_numvfs
echo 'l' > /sys/class/net/eth5/device/sriov_numvfs
echo 'l' > /sys/class/net/eth6/device/sriov_numvfs
echo 'l' > /sys/class/net/eth7/device/sriov_numvfs

AT T6 b—n_"—%UT—hLFET,
51

> shutdown -r now

ATY T Ispci ZEMA LT, VEBMER SN2 & 2R L ET,

1 -

> 1lspci | grep -i "Virtual Function”

kvmuser@kvm-racetrack:~$ lspci | grep -i "Virtual Function"

0a:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.1 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.3 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)

()
ifconfig =z~ FZEHL T, LA v ¥ —T oA RERRLET,

ASA %38 ~D PCl T/N 1 ADE|Y HT

VF Z{ER L7= 5., PCI T34 A& BT 50 & EEEIZ, VF &2 ASA B 1B cEx ¥4, &k
OBITIE, 77 7 4 1V virt-manager Y —/VEFEHLT, A —H Ry hVFar to—J7%
ASA AR BN 2 FIEICOWTEA L,

FIE

AT 91 ASA (AR 2BV C, [AddHardware] RZ %27 U w7 L, HLWT A ZA &~ AZBML £,

KvM ZER L7- ASA R oEA [}
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Hostrame: unknown
PCI D00084:10.2
' ; ) Praduct name: unknown
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B cCorarcles USo » Applications
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! Controlier DE P
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VF Z &2 PCL 7 /3 AD Y A FPHFRAL ANZFIRSILET
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7:{REHRED ) R +

asa 528~ Pl 734 20E Y 5T ]
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Bs  network
input
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Sound
=4 Saeral
=8| Paradal
==& Chanmal

UISE Host Daraca

! watchdog
Flesystem

Smartcard

(=~
@ USE Redirection

AT T3 AR EAEBEEO VT EZRIR L C, [Finish) 227 U v 27 LET,

Add New Virtual Hardwar &

PCIl Device

Pease indicate what physical device
te connect to the virtual machine,

Hast Dewace:

06:00:0 interface ethd (VIC Ethernet NIC)
070020 interface ethl (VIC Ethermet MIC)
080050 WIC FCoE HBA

02000 WAC FCoE HBA

0A:00:0 Interface sthd (BZ599ES 10-Gigaba SFIYSFP+ Network Connectson)
0A:00:1 Interface ethS (BZS99ES 10-Gigabst SFSFP+ Netwark Connection)
0A:10:0 Interface ethe (82599 Ethernet Controber Virtual Function)

0A:10:1 interface eth1d (82599 Ethemet Controller Wirtual Function)
0102 Interface eth1l (22599 Ethemet Controller Wirtual Function)
@A 10:3 Interface eth1S (82599 Ethemnet Controller Wirtwal Function)
Qa:10:4 Interface eth12 (82599 Ethemet Controller Wirtual Function)
Q108 interface eth16 (82599 Ethemaet Controller Wirtual Function)

Q81068 Interface eth13 (B2499% Ethemat Controller Witual Function)

Q8107 Interface sth17 (82999 Ethemat Controfler Wirtual Function)

OC:00:0 MegaRalD SAS.3 3108 [Immader)
1020020 MGA G200 [Filot] SerserEngines [SEF1)

|

x;-nl:rll ] Eirssh |

PCIT A ARN—R =7 JRNMIBRENET, T35 ZADELiE DS Ethernet Controller Virtual Function

W7o TWnH T &I

HEELTSZE N,
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8:BmMEhi-{RIEHEE
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&
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s Add Hardware -Elﬂml & canc |

RDBERY

CASARME o~ R4 5, showinterfacezi~ > REAHH LT, HHLSRELZA >~
H—T o ALWERLET,

CASARIE TA v H—T 2 AT 4 Fal—varyE—RE2EALT, FT 7497
DEZEA LV H—T oA AR ELTHEMELET, FMIZOWTIL, [Cisco Secure
Firewall ASA U — X CLI 2> 7 4 Xa b —3ay A4 R (—fkiy7e#EiE) ] o [Basic
Interface Configuration] MFEA B L T 72XV,

CPU % & LR— b

CPUFEAR L AR — ML, FBE SNZREEINICHE A & 72 CPUDEI GO NE REINET,
\E., AT IEE— 7 BLIMTITEEH CPU B E DR 30 ~ 40% TEMEL ., v— 27 BRI 60 ~
70% DERETEEL£9,
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| KvM %M L1- ASA {R78 DBA
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EE 9.13(1) LTI, A= SN TWDTXTOD ASA Virtual vCPU/ A T U LT X T ASA
Virtual 74 B A TE S L 91070, ASA Virtual ZfEH L TW A BEMEIT, & FE8F
RVM Y V—AT7 v Y U R TEITTEET,

ASA Virtual 0 vCPU {3 Fi %

ASA Virtual ® vCPU fEHZRICIZ, T —Z /"A, #lHAA > b, BLOIMNB T v A CHEH &
TW5B vCPU OERFREINE T,

vSphere T S35 vCPU O FHZRIZ1X, ASA Virtual DfEFRIZINZ T, ROLONEEN
ij‘o

« ASA Virtual 7 A R/VR#H
« ASA Virtual ¥ 3 ZEA E 7z %SYS A—/N—~ vy N

« vSwitch, VNICFE X UpNIC DI Z B8 T 5 /37 v ROF—/S—~y R, ZOF—/3—~y
NIZIEFICREL RDGERH Y £7,

CPU e RZEnD B!

CPU fE HEROMEHEFR A Z R 5121, showcpuusage =~ > RafEH L ET,
Ll

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
s 47z vCPU O F = RIEIC H 72 2B 2 IR L E T,
« ASA Virtual L'7/R— b : 40%
«DP : 35%
HE T EE R 5%
« ASA (ASA Virtual LAR— 1) : 40%
cASA T A FILR—=U 27 1 10%
o A== K1 45%

Fr—rR—~y R, A 28— PRERED FEFT, I L O vSwitch Z{# ] L 7= NIC & vNIC Df#]
DTy MR ST ET,
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B «mcrummEL K-

KVM CPU fE A L R—

Bl

virsh cpu-stats domain --total start count

awy REFETTLHE, BEINTZF A MR~ O CPUKGRHERA R REINET, T 77
)V R TiE, T _XTOCPUDHKEHEAFHPERREINET, ——total A7 v a VERETDHE. A
HMEFFDOARFTRENFET, ——count 7 3 L ZFETH & count {[HD CPU DOHEH DAFER
ENET,

OProfile, top 72 E DY — /L& FETTDH & NA /= AHF L VMO 50 CPUEH A ETe,

FEED KVM VM OA 3t CPU SRR RSN E T, [FAERIZ, Xen VMM IZ[EA @ XenMon 7¢

EDOY—NVOEE . Xen /A 73— "AH [ DFE Y Dom0 DAEFHCPUE RN TR I NVETH,
M T & DA =R PERARIZIIT B S EE A,

INHOY—LEEBNZ, OpenNebula 72 ED Y7 T U K av Ba—T7 427 7L —AT—7|Z

L. VM IZ X - TR & D AR CPU OEIE DK ENRERO A ZRMET DR E DY — LR

FELET,

ASA Virtual & KVWM D45 S5 2

ASA Virtual & KVM DOEIZ1EZ CPU % OEEISE WY H Y £,
« KVM 25 7 O¥flilE ASA Virtual DEfE LV b alc K& <20 9,

« KVM CTiX Z OfEilE 1%CPUusage| & FHEAL, ASA Virtual Tl Z OfElL [%CPU utilization |
ERFTIET,

FA7E [%CPU utilization] & [%CPU usage) 1IHIDEHDZEHR L TV ET,
« CPU utilization 1Z. ## CPU OFEHERAZIRAE L £7,

« CPU usage |% CPU DA /N—RA L T 4 » ZIZEDS W imEE CPU OFEEHER A 1k L £
To LU, 1 DO VCPU OHMBMEHINDT2D, "AN—RA LT 4 U 7ITEMELEHE
Ao

KVM Tl %CPU usage| 1FRDO X HIZHBEINET,

T T 4 TIHEREN AR CPU O &, ifRIEEZ: CPU O&FHIX T 2%EIG5 L LTHRESN
\iﬁqo

ZOHFEZK, RARPBLRZCPUEHARKRTHY, YA MARL—TFT 4 T VAT EANL R
CPUEHETIIH Y A, F72. ZiUIEE~ T THEMHAEEZR T T DRI CPU D)
CPU =z 0 F97,

7ol 20X, EOAR CPU 2458 L7 1 DOAE~ 23, 4 [HOWER CPU 25 L= 1 &

DARA R TIEITENTEY ., 0O CPUMAERN 100% OBE, M~ 0%, 1 {EO%E CPU
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AR L LTCRIESRET,
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