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Microsoft Hyper-V Z{fi ] L T ASA Rl Z#3E A TE £,

| &

BE  9.13(1) LAREIL. ASA RAH O/ A Y EEIL 2GB T, BED ASA AR 23 2GB Kiii D A

UTEEL TWABEA, ASARIE =2 D AF Y ZHRE R WE, DEIONR—=T 3 g

O3 LARIZT v 7/ L— R T ER A, F12, AN—U 3 0 9.13(1) & L TH LU ASA (K

M= 2BHEATEET,

MEE (1 %—Y)

 FEFEELEKEHE 2 —)

s HIEESE (4 8—Y)

cHBOHDary7 4 Xal—ay 7y ALYl (4 3—)

« Hyper-V ~ 3 — v 2 L7- ASA iAR L350 H MR 7 7 A v OEA (6 2—)
e a2 T A %M L7z Hyper-V ~® ASA {548 OEA (7 X—)

« Hyper-V = % — 3 v %4 il L 7= Hyper-V ~® ASA {lKAH DEA (8 2—)
s Hyper-V~ 3= ¥ b DFy T —27 THTXOBEM (15 —)

e Xy NT—7 TETEZDAHDER (17 <—)

*MACT7 RL A RS —T 47 (18§ =)

* SSH OFKE (19 ~—)

«CPUMHZRL LAR—F (193—)

A& K7 m O Hyper-V % —/3— 2, F72id Hyper-V ¥ % — % Z 41 L T Hyper-V % & A
T& %7, PowerShell CLI =~ > RZEH LA v A h—AFIHIZOWTIX, avr 74
> % L7z Hyper-V ~0 ASA AR DA A h—/b] (46 <—) ZZBML T IEEW,

Hyper-V ¥R —I ¥ il L7 A A F—/LFIHIZ DWW TIX,  THyper-V v~ 32—V ¥ 2 L
7= Hyper-V ~®D ASA AR DA A h—/L] (46 X—) S L TL 72 S\, Hyper-V L
V7N aryy— A 7va sz L cnERA, F8HA X —T A4 A% LTSSH £/
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B sssacsnss

I ASDM % i@ U T Hyper-V ZFBECX £9, SSH OFHEIZOWTIEL, [SSH OFRE] D 54
R=UEZRLTIIEIN,

RO v~%/P774??¢~w%~Ff@A&Mﬂﬁ@%ﬁbﬁmV%%bfwi
¢AMAﬁu [ Hyper-V Tt v b7 v 7EN=350% 7%y b (FH, NE, BLO
%%)#%DiTo

1:V—FY K IT74794+4—IL E— KD ASARIE QR RO

Out5|de
Subnet

‘ Inside ‘
Subnet

Management Subnet

oFvELRT

FIEFEEHRNSEIA

7Ty N7 A — L HAHR— b
* Cisco UCSB v I — X H—r3—
+CiscoUCS C v U — X #—r3—
* Hewlett Packard Proliant DL160 Gen8

o AR — KD 0S
* Windows Server 2019

* %A 7 4 7 Hyper-V
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| Hyper-v %4/ L 1= ASA R DEA
sesmennszd

A

GE)  ASA A IBIE, LI SN TV DD 64 £ bk Etk
BTy N7+ —LTHBELET,

« 77 ANER
Hyper-V ~® ASA {48 OFIHEEA T, VHDX BN AR — F ETHE T,
<%0 HH (Day0) HEpk

MBI ASACLIREI~ Y REETLTF A 77 AV E/ER LE T, FEICHOWTIE,
FOHDary 7 4Xal—ary 774 VDR 2B LT EN,

FBO RO 7y AT 7 r— T ART LY N E— R

FXELT [firewall transparent] (X, FOHHa L 7 4 X2 b —T 3> 77 A VOIHHICHE &
TOMERDHY T, 77 ANVHNOENLSNOGIICH D &, BELREENEE 2550
HVET, FEZHOWTE, [FBoHDary 74 FXal—var 77 A LD 25K
LTLEEN,

T o)V G —N—

Hyper-V LD ASA AR IIT 7T 4 T/IAX VR T 2 — VA —_"—%HPR—F LT E

T =T v RE—RERNTUVART LY NE—ROWSHFTT VT 4 TIAZ N, T 2—
WA= N—=%FLTT DI, TRTORERY NI =0T X T2 TMACT RLART —
T4 T EEMETANENHY £9,  [Hyper-V ~ % —V ¥ 2 i L7 MAC 7 KL &
AT =T 4 T DRE)] EERLTLLIEIWN, A2 K7 a2 ASAFE O ~T7 AT
Ly b E—RDOEE, 77T 4 TIAZ A, T 2= ) —_"—F R — F &N T\
W, BEHALE—T 2 A ADMACT RLAAT—T 4V TIEENI LN TL &,

Hyper-V 13K 8 DDA ' # —7 = A A% WK — K LE7F, Management 0/0 33 L
GigabitEthernet 0/0 ~ 0/6, 7 = —/L A4 —/3— J 7 & LT GigabitEthernet Z{fH T& %
j_o

VLANSs

N7 E—RTA U H—T A ATVLAN Z3XET 5121, Set-VMNetworkAdapterVLan

Hyper-V Powershell 2~ > RZ{EH L £, BEA ¥ —7 = A1 AD NativeVlanID (%, *F
EDVLAN & LT, EIXVLANB WA 10) L LTHRETEET, M T2 £—
RiE, Hyper-VAR A h& U 7 — b LIEGAIFRFF SNEE AL, £V 7 — MERIZ, FT 27
E— REHRETDOILENRHD £,

L H— Ry NI =7 THETHXEIYR— SN THERA,
o 2R T R— F STV ER AL,
» Microsoft Azure [ZV 74— F I TWERFA,

Hyper-V Z R L 7= ASA 528 DEA [}




Hyper-V % {E M L71- ASA {8 DEA |

« MS Windows 2012 (Z Hyper-V %A > A h—/L L £,

cHBOHMHa 74X alb—vary TFAN T ANEHEATIHEAIL. TNEERLE
7,

ASA AR OWIEEEAFNZ, #0 H AR ZBINT 20N H 0 9, BINLARWEEIT,
F0 HAEBR AT 72012, ASA IE 235 write erase &2 FEITT 503 H YD F9,
FIEICHOWTIE., THOADay 74 Xal—Tary 774 NLDHEH] 2B L TLEX
A

e Cisco.com 25 ASA R VHDX 7 7 A VZ X 7 ua— R LFET,

http://www.cisco.com/go/asa-software

A\

GE)  Ciscocom D7 A L BIRV AT — 2N NLETT,

« Hyper-V A4 » F (21, 3 2LL LD 7 %~ F/VLAN 2k S £,

 Hyper-V ¥ 27 ABEEIZ DWW TIE,  [Cisco Secure Firewall ASA Compatibility] &2 L T
<TZEW,

FOHDOYI4F¥aL—Sa3Yy 7274 ILD#EE

ASA (A8 Z# BT DN, FLOHRHDary 74 Falb—vary 77y A VEEFTEET, =
D7 7 A ML, ASA AR OEBEIFICHEH S5 ASA KR ORELZFLT XA N7 7 A /LT
#o¥®@%&ﬁ [dayO-config] WO THFAKNT7ANELTHREDIEERT 4 L7 MY
RS L, B dWMm774w«tﬂﬁéhi#o:@wwmo774wﬁ%mwﬁﬁ
Rl v P ENToARDONET, HOHHa 74 Xalb— a3 77 A Mid, D7l
b, BHA L =T oA AT 0T 47T Havr Ne | AMF—F8FEH SSH h—/3—
By N7 w7 T5av s REGOLLERHYETH, TXTOASAREZEZTDH LD
T&FEJ, day0.iso 7 7 A /v (B AKX A day0 £72157 7 4L F D day0.iso) (X, HAIOEEH
W TE R0 8 A,

1R BHHIIZ

Z OB T Linux MEH S TWET A, Windows DB/ H RO 2—T 0 VT 4030 £
j‘o

o MR ARRZ HEHIIZ ASARARIZ T A & A %59 %1213, Cisco Smart Software Manager
M6 & 7 m— K L7z Smart Licensing Identity (ID) h—2 > % [lidtoken] &9 7 F R |k
Ty AMIEEML, FHO BT AV ERICT 4 L7 FUITRIFELET,

I HyperV Z{EFE L 7= ASA K% OBA


https://software.cisco.com/download/navigator.html?mdfid=279513386
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| Hyper-v %4/ L 1= ASA R DEA

&

ATvT2

ATy T3

ATvT4

£0A0av T ¥aL—var 77410k [

« NTZUANXT LY ME— RTASABRME ZEATLH5GAIE, FF VAT L RE—RT
FATSNDEEFD ASARERL 7 7 A V%, HOHHER T 7 AL L THERT 2 LENH
DET, ZHEI NV—T Y R T77A4T7 U= VOFEOHHary 74 X2l —ar 7y
ANVITITFEY LER A,

« ASA FAB oFEEEIRTIC, 250 H AR T 7 A V2 BINT 20 E R H Y £7, ASA AR
OYEFEENZICHE 0 H R Y 7 A V2 FEHT 585815, writeerase 2~ REFEITL,
HOoBRAWE 77 A NEEALTHE, ASA AR ZEE 20 ERH Y F97,

FIE

ldayO-config] W97 F A K 77 A /MZ ASARAE O CLIREZRALET, 3204 X —T AR
DBRIE & Z DDV EZBIMLET,

BAIDITIZ ASA D/N—2 2  ThED D ENR H Y £7°, dayO-config 1L, A%72 ASA KK T 2 MLE N H
D £7, dayO-config # ZERT D il 72 FiEIX, BEFD ASA F721X ASA(RAE b9 77 4 ¥ a L—
varORERE R a2 —9 2% 51T, day0-config NOITONEFITEE T, BEFD showrun 2~ K
HADIEF & —BLTWHRLENRDH Y 7,

% -

ASA Version 9.5.1
|
interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/0
nameif inside
security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level O
ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

(ff=&) Cisco Smart Software Manager | & U 1T S 417- Smart License ID h—2 > 77 A L& a3 B a—X
IZF v rm—RLET,

ER) #vrm—RLEZ7ANVnHID h—2 v &at—L, ID b—7 v OHREGLT XA 774
VAR L £,

(TE) ASA AR OWIHIE AR HBIC T A £ R &7 5T %A1, day0-config 7 7 A MR DO1E
MEENTNDZ L ZERLTIEINY,

EHALE—T A ADIPT FL A
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B tvperver—C v 2RI ASARE B0 BRBRET 7 A LOBA

+ ({£E) SSmart Licensing T35 HTTP 7' & ¥

«HTTP 7' m % (J5E L72¥A) F7213 tools.cisco.com ~DHERE & A HIZT 5 route 2~ 2 K
e tools.cisco.com % IP 7 R L A |29 % DNS P — 3—

« ZURT 5 ASA AR 7 A4 & A& FEET 5729 D Smart Licensing DX iE

« (fEE) CSSM TO ASA AR DIRRERHIZT HI2OD—EDKRA M

ATYTES THEAL 77 A% ISO 7 7 A JWITE# L TRACD-ROM %45k L ¥,

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0O.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

ZOID h—7 22X 5T, Smart Licensing ¥—/3—{Z ASA {4 23 B EBAIIZ B ER L E T,

ATYT6 AT v TINS5V L, BAT5ASARAE Z LIz, WYRIPT RV AZETLT 7 4/ O~ 7
ANEER L ET,

HyperV ¥ *— U v Z2EHA L7- ASA {3 &5 0 B AERK
T74ILDEA

FOHHAa Ly 74 Fal—2ar 774 0EBRELEDL (BOHDODa2 7 4 Fa2lb—va v
77 A NVOHEE] ) . Hyper-V R —Y v ZHHL TEATXET,

FIE

AT v 71 [Server Manager] > [Tools] > [Hyper-V Manager] (&8 L £,

AT T2 Hyper-V~3— % OAMNZH 5 [Settings] 27 U v 7 LET, [Settings] ¥ A 7 2T HRy 7 ANRHEET,
248> [Hardware] @ T C, [IDE Controller 11 %7 UV v 7 L%,
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av Y RS54 V% ER LTz HyperV A® ASA {R18 DB A .

2:Hyper-VI 2 —

2 Settings for ASAVS-100-10-14-22-new on UT1CO1HPV0307 [= o I
AS2W5-100-10-14-22-new v 4 » G
& Harduare ~ | & ovD Drive
L Add Hardware
M B10S Sebect the controler and location on the controller to attach the CD/DVD drive.
I Controler:  Lo<ation: :
- Moy IDE Controller 1 v | |0 (nuse) v
+ [0 Processor
i Spedfy the media to use with your virtual CDJDVD drive.
= I IDE Controller 0 None
# (& Hard Drive ¥ Image file:
4 VD Drive €2 \sers|dhensel. CISCO\RSAvHyperVidayt-30.50
= B 1DE Controler 1 [ Gromse...
{4 DVD Drive
day0-vIliso E
B SCSI Controlier

# 5 MNetwork Adapter
t To remeve the virtual CDOND dirive from this virtual machine, didk Remave.

¥ comi Remove
¥ com2
H Duiskette Drive

& Hanagement
[ame

25 Iniegration Services

& | Chedpont Fle Locaton

LErELY

ATY T3 HRDOSA D [Media]l D F T, [Imagefile] DT VA RZ 2R T, FOHMHISO 2> 7 4 F 2 —
ar Iy ANERGETDHT ALV FUESBL, [Applyl 27 U v 7 LE9, ASA AR 1%, #lalkEhE
W2y B0 BT 7 A VORNBICESOCTHER SN E T,

aOv 2 RS54 % {FERL - Hyper-V A~ ASA X718 D& A

Windows PowerShell =~ > K7 4 > %41 L C Hyper-V {Z ASAAE % A A h— /L TX F7,
A B K7 m @ Hyper-V —"— EIZWD5G1E, 2~ 8 4 21 LT Hyper-V &
AA =T LRERH Y £,

FIE

2T w1 Windows Powershell Z i & £9°,
ATv T2 ASARME ZHALET,
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. Hyper-V ¥ ~— < ¥ % {8 L /= Hyper-V ~ ASA {R#8 ME A

1 :

new-vm -name S$fullVMName -MemoryStartupBytes $memorysize -Generation 1 -vhdpath
C:\Users\jsmith.CISCO\ASAvHyperV\$ImageName.vhdx -Verbose

ATY T3 ASAIE ODET WIS L T, CPUKREZT 74V D1 ILEELET,
1 -

set-vm -Name $fullVMName -ProcessorCount 4

AT T4 (EE) A X —T 2 A AL DN TWARNCEE LE T,
1 -

Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter" | Rename-vmNetworkAdapter -NewName
mgmt

ATy TS5 (EE) %y bU—27 THLEREAIT. VLANID #2288 L £,
5 -

Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"

AT w76 Hyper-VINEEEZKMTHEIT, AV F—T oA AZEHLET,
£

Connect-VMNetworkAdapter -VMName $fullVMName -Name "mgmt" -SwitchName 115lmgmtswitch

AT ST NEA 2 —T = A ZAZBMLET,
1

Add-VMNetworkAdapter -VMName $fullVMName -name "inside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1552 -Access -VMNetworkAdapterName "inside"

RTS8 A LA —T 2 A ZAFBIMLET,
1

Add-VMNetworkAdapter -VMName $fullVMName -name "outside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1553 -Access -VMNetworkAdapterName “outside"

Hyper-V ¥ r— 2 ¥ Z{&£F L 7= Hyper-V ~® ASA {x3E @
EA

Hyper-V ~ % — v Z il L T, Hyper-V IZ ASA AR 214 VA h— L T& 7,
FIig

ATvF 1 [Server Manager] > [Tools] > [Hyper-V Manager] (2B &) L £,
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3: Server Manager

Hyper-V ¥ 3 — 2 ¥ Z{# A L 1= Hyper-V ~ ASA {R78 D& A

« (=) ] f’

Manage

Bitvise S5H Server Control Panel
Component Services
Computer Management
Connection Administration Kit
ul1c01hpv0307 Lastinstalled update M::w e
PriMMe.CrECo.com Windows Update Defragment and Optimize Drives
Last checked for upd Embedded Lockdown Manager
Event Viewer
Group Policy Managerment
i W G :
- || e ;
T T Fred
Eraid Bt e 8
ne i 11
,M . P s ty| Internat Infarmation Services ([I5) Manager na
ATFw T2 Hyper-V~vr—V¥NFERENET,
B 4: Hyper-VI 1+ — %
Fie Agsion WView |Halp
«w nm B
3 Hype-V Manuges Actions
Ba unnconevant Virtual Machines ; :
Fligledis ot | : . = S—— N ——
=w'1cn1umm L State CPUUnsge  Acugned Memory  Uptime - vrom .
i posTeocsa Srreg L} 2y ug 11340
e VPR 3 St 1001410 Biyhand ] 0 124 MG 1ysys; | impot Virtud Machine
FREASAL JTRLY SN o “ HyperV Settags...
im HILE o 1 T3 Vertaal Swvitch Manager
A A - 0
B ASWI 01 10T00mand OF Vil SAN Manager
B R A L AL ) =gl Echt Dak.
€| - » -
i 'mopeci Duk
Checkpoints @ | @ sopsenice
Tha st vts machwres Ful n OPSChEor ¥ Remove o
(3 Refvesh
WView L]
B Hee
| ASAVS-100-10-14-22-new -
&) Comnacr.
L Semmgn
ASAVS-100-10-14-22-new ©
Created /22014 10209 PM Ctered b Ba Checipont
Wersaon 50 i Mo
Conrratios: | o Bpert.
e =] Renamne.
B Delete
Sy Memory | etwocrg | Plaghcaton W Gt Raplcation &
- » B e T
'
w
ATY T3 HUONANAR=RA DY Z s, BHONA R—=_A %427 Y v 27 L, [New] > [Virtual Machine]

ZEINL £77,
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. Hyper-V ¥ — < ¥ % f L /= Hyper-V ~ D ASA {R#8 DE A

X 5:#FBEET S U DIREE

File Action Wiew Help

«= === [

25 Hyper-V Manager

i' U71C0TH 1 | Airtinal Alaski .
i. u7ico1 HPVO?.’D| Mlew r Virtual Machine... ]
il U71COTHPVO30 | Impert Virtual Machine... Hard Disk...
Es U71C03HPVDED TEA— ' Floppy Disk...
Wirtual Switch Manager... nand Off
Virtual SAN Manager... Orf
— W ]
Edit Disk... thand off
Inspect Disk... fa¥:3
r mn
Stop Service
Remowe Server
Refresh
r The selected virtual machine hias r
| Wiew 3
Help

EFELY

AT w74 [New Virtual Machine] 7 ¢ ¥'— R38R &£ T,
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Hyper-V ¥ 3 — 2 ¥ Z{# A L 1= Hyper-V ~ ASA {R78 D& A .

6 : [New Virtual Machine] 9 « +— F

a New Virtual Machine Wizard =]
:k{ Before You Begin
This wizard helps you reate a virtual machine. You can use virtual machines in place of physical
eyt ot |y 1 e s g cow
Spedfy Generion To eate a virtual machine, do one of the folowing:
il : » Click Finish to create a virtual machine that is configured with default values,
Configure Ne tworking » Click Next to create a virtual machine with a custom configuration,
Connect Virtual Hard Disk
Instalation Options
Summary

[] Do not show this page again

o> | (o] |

H
SFreli

ATYTE U4 F—FREBBUTHEEL, ROFHREAEELET,
* ASA AR DA R L BT
* ASA (iR DAY
ASA fFHE THAHR— h STV D ME—D AT [1#4%1 (Generation 1) ] T,

« ASA 8 D A€ U & (100Mbps D413 1024 MB,  1Gbps D413 2048 MB, 2Gbps D354 13 8192
MB)

e Xy NT—U TRETE (B NT v FEHROFIEAA » FITHEHt)
A N— R T 4 2T LT

[Use an existing virtual hard disk] Z 3R L., VHDX 7 7 A VO =S L £7,

ATvT6 [T (Finish) 127 Vv 2735, ASARBIHEREZRTHXA Tl Ry 7 ANRFRINET,
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. Hyper-V ¥ — < ¥ % f L /= Hyper-V ~ D ASA {R#8 DE A

7:HREET S OME

e
@ Completing the New Virtual Machine Wizard

Before You Begin You have successfuly completed the New Virtual Machine Wizard. You are about to create the
Spedfy } o Locaton following vir tual madhine.
Spadfy Geeration Description:
Assign Memory Mame: ASAv30-100-14-10-22
i Generation: Generation 1

hie
il Mermory: 8192 MB
Connect Virtual Hard Disk MNetwork:  L1SImgmtswitch
Summary' Hard Disk:  C:\Users\dhensel CISCO\ASAvHyperViasay 100-14-10-22-v 30, vhdx (VHDYX, dynamically

<]

I »

To greate the virtual machine and dose the wizard, didk Finish.

ATy TT  ASAAEIZ 4 DD vCPU 3 D541, ASA A Z 8T 2 1(IC, vVCPUEA AT T2 LENH Y £
T, Hyper-V <3 — % OFHMBIZH D [Settings] =27 U 7 LET, [Settings] A 7 0 7Ry 7 AN
¥, ZE{lo [Hardware] A == — T, [Processor] %7 U v 7 L. [Processor] A > %K~k L £7, [Number
of virtual processors] % 4 [ZZH L £,

100Mbps £ L TN 1Gbps DHEMRFT 5-CliE 1 1 vCPU, 2Gbps DHEMRST 5Tl 4 {H D vCPU L7220 £, 7

THNRE1TT,
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Hyper-V ¥ 3 — 2 ¥ Z{# A L 1= Hyper-V ~ ASA {R78 D& A .

Ee:REvI v OTOLyHDERE

N ASAV30-100-14-10-22 v 4 » G

R Hardware A n P
9 Add Hardware |
{& Blos You can modify the number of virtual processors based on the number of processors an
Boot from €D the physical computer. You can also modify other resource control settings.

- Memory Mumber of virtual processors: . 4;'
8192 M8
# ) Processor | Resource control

4 Virtual processors | You can use resource controls to balance resources among virtual machines.

= B IDE Controler 0 §

Virtual machine reserve (percentage):

~Gispianorh Lo
asav 100- 14-10-22-v30. vhdx Percent of total system resources: | IJ
= B IDE Controfler 1
§* DVD Drive Virtual machine limit (percentage):

Percent of total system resources: | 125
@ § Network Adapter s Relative weight:

115 1mgmtswitch
¥ com1
None
¥ com2
Home
b Diskette Drive
None
£ Management
\I] Name
ASAYI0-100-14-10-22
¥ Integration Services
Some services offered
] Chedpoint Fie Location
C:\Progr amDataMecrosoftiWin. .
5 smart Paging Fie Location [
C:'\ProgramDataMicrosoftiin... =
L vt Sharkdclion. .| O O N e S ]

LEFELF

ATy r8  [ffE~ v (Virtual Machines) | A ==—"T, U A MND ASA IR O&4RTEHZ Vv 7 L, [#k
(Connect) 1% 27V w7 LT, ASA{ARICHERE LET, = VY — A&, EIES T % ASA {48
NERINET,

HyperV 2/ L71- ASA REE DA ]
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. Hyper-V < — < x Z {5 A L 7= Hyper-V ~ ASA {R 18 OEA

9:RET  U~DESR

é"u'irl:ual Machines

-

MName State CPU Usage Assigned Memory Uptime -
: _ ASAvE-100-14-10-16 Ciff
_ ASAVET00-10-14-22new i
: ASAvI0-100-14-10-16-byhand off
D E bt A Connect... g
{5 ASAvI0-100-14-10-16
2 ASAVI0-100-14-10-16-byh: Settings...
( AC AuAM AAM 44 40 428 Sfnt 8
2 Checkpoint
: Checkpoints =
: Maove...

Export... sckpoints.

Rename...

Delete...

Enable Replication...

Help

ATv T [~ O (Virtual Machine Connection) | 22 Y —/L¥ 4 > R T, HkOOBERZ % 7
Uo7 LT, ASA AR 28 L £,

10:R38< > > DA
& ASAV30-100-14-10-22 on U71COTHPVO307 - Virtual Machine Connection L= | 0 [IIEH

File Action Media View Help

The virtual machine 'ASAv30-100-14-10-22' is turned off

To start the virtual machine, select 'Start” from the Action menu

Status: Off P
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HyperV T % —S v 0xy k7—2 78 Ta0em [

ATY 710 ASA AR OEB ORI 2> Y —/HTFKRSNET,

1187 > > DR DEITIRR

& ASAv30-100-14-10-22 on U71CO1HPVO307 - Virtual Machine Connection .;il X |

protocol sunrpc_udp 111" to MPF commands

wol t o HPF comma

to MPI
FO: converting 'f

‘0: Power-0n Se

1Hone_ServerCA" and installing certificate...

subordinate CA and holds

te is Unlic
full function

Status: Running

HyperV I r— v h DRy fJ—

7' to HPF commands

a non self-si

D 7ETEDEM

FHLSEBASNZASARB OXy NU—I T EFXT 12720 TH, EHic2208 Eoxy
NO—20 THFEZEBNMTHLERNHY ET, ZOBTIE, WXy NT—2 T X2 %18

1R BHEIIZ
s ASAFB 1A ZIREETH DI MLERH D 9,

FIR

AT v 71 Hyper-V~v32— ¥ ORI H % [Settings] 27 U > 7 LET,
/el [Hardware] A == —C, [Add Hardware] #27 U > 7 L,

G

[Settings] Z A 7 0 7R v 7 ANRBAE 97,
RIZ [Network Adapter] &7 V v 7 L9,

Hyper-V Z R L 7= ASA 528 DEA [}



Hyper-V % {1/ L 1= ASA {78 DA |

. HyperV I 2 —2 v hoDFy bI—9 FHE T2 0EM

LAY — Ry NI —7 TETZEFERHLRNTLIEZEN,

B12: 1y bO—9 FTHET2DEM

% _Hardware ~ | 0 Add Hardware
| Add Hardware
ﬁEIIOs You can use this setting to add devices to your wirtual machine.,
Boat from CD Select the devices you want to add and dick the Add button.
. Memory 551 Controller
8132MB Metwork: Adapber
B Processor Legacy Metwork Adapter
1 Virtual processor Fibre Channed Adapter
= Wil IDE Controlier 0 Rematerx 30 Video Adapter
# (3 Hard Drive

asay 100 - 14-10-22-v 30, whdx
= Bl e Controller 1
§* DVD Drive A network adapter requines drivers that are instaled when you install integration
2 Bone services in the guest operating system.
SCSI Controlier
# U Metwork Adapter
115 imgmitswitch
FoooML

None

¥ com2

None

I Diskette Drive
More
# Manmagement
|I] Mame
ASAv3I0-100-14-10-22
¥ Integration Services
Some services offered
3| Chedpoint Fie Location
C:\ProgramData Micosoft\Win. ..
23 smart Paging File Location
C:ProgramData \MorosoftiWin...
Automatic Start Action
Restart if previously running |
I§) Automatic Skop Action =]

8

'!i-

3
lereir

ATFYT2 Xy VU= THETZDEME., (KAEAAL v F L ZTOMOELZET cEx %9, £/, LEITS L TVLAN
ID % ETEET,

I Hyper-V ZEA LT ASA REE DEA



| HyperV Z{EM L1 ASA R38 DEA

rvto—s 7a7502n0zE I

B13:%y rO—9 FTHTAREDER

# Hardware ~ U Network Adapter
¥ Add Hardware
& BI0s Specify the configuration of the network adapter or remove: the network adapter,
Boat from CD virtual switch:
- Memory [ 115 1momtswitch v
a192MB
n Processor 5
1 Virtual processar [ Enable wirtual LAN identification
=2
M W g fet The VLAN identifier spedifies the virtual LAN that this vitusl machine wil use for
i 3 Hard Drive netwark communications through this network adap ter.
asav 100-14-10-22-v 30, whdix
= B IDE Controller 1 @]
§* OVD Drive
Mone Bandwidth Managemant
8 SCSI Controller [] Enable bandwidth management
] Metwork Adapter -
v 115 imgmitswitch = Specify how this network adapter utiizes network: handwidth. Both Minimum
1iaimg | Bandwidth and Maximum Bandwidth are measured in Megabits per second.
U Wetwork Adapter
1151 mgmitswitch | Minimum bandwid th | 0| Mbps
I‘? L Manomum bandwdth: . CI Mbps
Mone :
? COM 2 o To leawe the minimum or maxmum wnrestncted, specify 0 as the value,
None
EE:M“:‘D'"“"" To remave the network sdapter from this wirtual machine, dick Remave .
one
A Management
(L “‘:"‘ s 0 use alegacy network adapter instead of this network adapter to perform a
ASAVI0-100-14-10-22 network-based installation of the guest operating system or when integration
|- Integration Services services are not installed in the guest operating system.
Some services offered
13 Chedkpoint File Location
C:\ProgramDataMicrosoftiin... ||
s Smart Paging File Location
C:\ProgramData Microsoftiiin..
P Automabe Start Action o]
oo ' &
ok || coce || mey | |2
"

2y RIT—9 PETIDRFDER

Hyper-V TiX. [Network Adapter] EWOIHMXR Y NV —2 A o F—T = A4 ZAPER S E
T, DD, Fy hT—I A E =T oA APRTRTRCAHTTHD &, HHDLWEADR
HYFEF, Hyper-Vv R —T X 2 L CARTEERETHZ LI TE £ A, WindowsPowershell
A REEHLTERETLZMLERSH Y £,

FIE

AT v 71 Windows Powershell Z B & £,

HyperV 2/ L71- ASA REE DA ]



Hyper-V % {E M L71- ASA {8 DEA |
B vacrrizzr—o 0y

ATw T2 VEZISU TRy hNV—7 THETZEET LET,
51 -

SNICRENAME= Get-VMNetworkAdapter -VMName 'ASAvVM' -Name "Network Adapter"
rename-VMNetworkAdapter -VMNetworkAdapter S$SNICRENAME[0] -newname inside
rename-VMNetworkAdapter -VMNetworkAdapter S$SNICRENAME[1] -newname outside

MAC7 FLRRT—TJ4 245

ASARIE N N TGV ART LU FE—RTARTy V2L, HAT VT 4 T/AZ N, T 2 —
WA —R—ZHETEDL LI, TRTDA L EZ—T =2 ZADMACT RLARAS—T ¢
EADNCT HHERHY £, Hyper—V ~ 3=V ¥ NT, F720F Powershell 2~ R&fH L
T, INEFTTEET,

Hyper-V Y 2 — v ZEHLI-MAC7 LA R T—J 4 VI DETE

Hyper-V ¥~ 3 — Y v ZfHH LT, MAC A7 —7 ( 7 % Hyper-V IZEXETZ £,

FIE

AT w71 [Server Manager] > [Tools] > [Hyper-V Manager] (28 L £,
Hyper-V ¥ 2=V ¥ NEIRSNE T,

AT w72 Hyper-V~F— ¥ DM [Settings] 7 V27 LT, HREXAT 0T Ry 7 A& ET,
AT w73 MO [Hardware] A = = — CTROEIEZ L E T,

1. [Inside] #7 Vw27 LT, A=a—%RERELET,
2. [Advanced Features] %27 YV v 7 L C, MACT RLA A7 varvazFrLET,
3. [Enable MAC address spoofing] 7 >4 R¥Z %27 U v 7 LET,

ATV T8 N A H—T =2 ATH, ZOFIEEHEVIKLET,

AR R SAVEFERALEMACT KLRARRT—J 40 DRTE

Windows Powershell 2~ > K 14 & LT, MAC A7 —7 ¢ > 7 % Hyper-V I[ZRRETE
i‘j‘o

I HyperV Z{EFE L 7= ASA K% OBA



| Hyper-v %4/ L 1= ASA R DEA
sshozz [

FIE

2T w71 Windows Powershell Z i & £9°,
ATYT2 MACT RLA AT —T7 4 U T HFRELET,
1 -

Set-VMNetworkAdapter -VMName S$Svm name\
-ComputerName S$Scomputer name -MacAddressSpoofing On\
-VMNetworkAdapterName $network adapter\r"

SSH MEXTE

Hyper-V ¥~ 31— ¥ O [{AE~ > > O#E#i  (Virtual Machine Connection) ] HEHA ¥ —7 =
AAZSLTSSHT 7 EATELEIICASARME AR ETEET, FHOHHar 7 1 Fa
L—yay 77 A NVEFRALTODEEAIL. ASAV ~D SSH 7 7 & A& BIICTE 4, FEH
WZOWTiE, FHoHDar74Xalb—ay 774 VO] 28R LT &N,

FIE

ATV TN RSAF— XTPHET D Z LB LET,
1 -
asav# show crypto key mypubkey rsa

AT Y T2 RSAF— X7 RRWLEIT, RSAF— X7 &AM LET,
i -

asav (conf t)# crypto key generate rsa modulus 2048
username test password testl23 privilege 15
aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management
ssh version 2

ATy T3 BOPCHESSHAEEH L TASARBICT 7 EATEALAZ L 2HELET,

CPUERZER L LKR—F

CPUMEHHF LR — ML, f5E SN REMNICER S 72 CPUDEI G DB NF RSN ET,
WE., A TIEE— 7 BELAMTITEF CPU R EDOR 30 ~ 40% TEMEL ., ©— 7 BRI 60 ~
70% DEETEEL 7,

Hyper-V Z R L 7= ASA 528 DEA [}



Hyper-V % {E M L71- ASA {8 DEA |
B Asavirwal o vepu =

ASA Virtual @ vCPU {EF&

ASA Virtual ® vCPU fEIRITIX, T — & /3, HlHIAA b, BLOSNE T v ATl S
TS vCPU ODEDRFERENE T,

Hyper-V CT#5 &5 vCPU I, ASA Virtual D HARICNZ T, ROLONEENE
T

» ASA Virtual 71 R/LHE#H]

» ASA Virtual ¥ > A &7z %SYS A —/N—~ v R

CPU EEAZED A
CPU i R OMEHE#R A2 Frn T H121F, showcpuusage 2~ REMHHALET,
151

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
o STz vCPU Ol RN KIRIC R 72 D01 2RI L E T,
« ASA Virtual LA — b : 40%
*DP : 35%
AT TR 5%
« ASA (ASA Virtual L' R— 1) : 40%
s ASA T A KV AHR—=V 7 : 10%

o = —y R 45%

I HyperV Z{EFE L 7= ASA K% OBA
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



