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ASA virtual AMI ID (%72 Cisco ASA virtual AMI
ID) ,

2 A7 . AWS::EC2::Image::1d

V=g b A A—=VDOEBIONR—2 9 R0
T, ELWAMIID Z38IR L T 72 &0,
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Anrisx—4 |

INTA—4H FERTZ5E/42 |5HA
147
ConfigFileURL paE= ASA RAB KERE 7 7 A /LD HTTP URL, 4 AZ DO

K77 A WVIZURL THEHTX AUERH Y 77,
Lambda B33 IE LN T 7 A L ORI A LR L
KR

HTTP —/N—% KA MERR T 7 A VMITRBEET 5
L h . AWS S3 OEI7e Web 78 AT ¢ v FHERE
PHEATAZ L TEET,

GE)
A VR — NEEIZHERL T 7 A V440N URL ISHHINE
NoH-H. KEO /] bBRETT,

linfrastructureyaml] 7 7 A VZEH L TA > 7
FANT IV FYERATLE, X2y 70OHNE
7y a NI ZOENRESIET, FOMEAEEH
LTL7EEW,

5] : https://myserver/asavconfig/asaconfig .txt/

NoOfAZs e ASA virtual % B % %A b B AEY — 2 0
¥ (1—3) . ALBHADLA, AWS THE K
/M 2 T,

) : 2,
ListOfAzs H<XKEY | —DIEFEDO S o~ XY U R |,
Sk GE)

V=D X MNEFEETT, V7 xy bR b
BRICIEFCHRETAVLENH Y £,

linfrastructureyaml] 7 7 A VZ2EH L TA > 7
FANT IV FYERATLE, X2y 7 OHIE
7 a NI OEPRESNET, TOMEEHEH
LTL7EEW,

5 : us-east-la. us-east-1b. us-east-lc
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INTGA—4H

ERATESEE
47

Bl

ASAvMgmtSubnetld

Bo=Xgny
P

BEHY T Xy NIDOB~XYY YA K, URE
I, ST 2 HMEY — > R CNEFIZ T 2 B
NV ET,

% A 7 : List<AWS::EC2::SecurityGroup::1d>
linfrastructureyaml] 7 7 A VZ2EH L TA > 7
TANTZ I F BT LE, AF vy 7 OHIE

7 a AZZOEPRESNET, TOEZHET
LTSN,

ASAvInsideSubnetld

=Xy Y
A b

WHER/Gigd/0 Y7 % v IDDH o~ XEID U A K,
U ML, fHST 5 HMEY — > LR CIE/FCT
HENRH D ET,

% A 7 . List<AWS::EC2::SecurityGroup::1d>
linfrastructureyaml] 7 7 A VZEH L TA > 7
TANTZ I F v x2BHTLE, AF vy 7 OHIE

73 a AN ZDOENRESNE T, FOMAEEH
LTLEE,

ASAvOutsideSubnetld

B r~RFgln Yy
Z b

SERGig01 VT 3y RID DB <X U A |,
UA NI, fHST 2R MY —2 LR CIEFFIZT
LHVENRDHY F£7,

% A 7 . List<AWS::EC2::SecurityGroup::Id>
linfrastructureyaml] 7 7 A VZFEHLTA > 7
TANTZ I F v xRBHTLE, AF vy 7Ot

7 a S ZDENRRESNET, TOMEHM
LTL7EENY,

KmsArn

pa2 Tl

BETED KMS O ARN (fRIFIFICKF 56T 272 D
AWSKMS &—) , f8E L7=%HE. ASA AR o<
AU — REE LT HLERNDY T, NAT—
RoRsS{bix. FEESNIZARN DA A H LT3
1ITTHMERHY £,

W5/ S AT — RO : " aws kms encrypt
--key-id <KMS ARN> --plaintext <password>" K ® &
IR EINTZNAT = REFH LTI,

5] : arn:aws:kms:us-east-1:[AWS
Account]:key/7d586a25-5875-43b1-bb68-a452e2{6468e
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asaim o7 A L0ES [

INTA—4H

ERATESES
47

Bl

CpuThresholds

<Xy &
b

CPU L ZVWMHED FFRE CPU L EUWMED ERR, /b
EIX 0 T, HAMHEIZ 99 T,

F 7/ bk 110,70

LEVEO FIRIZLEVWVED FIRL Y /&<
HUNENRHY FT,

i : 30,70

A UABR A AT —
B P—EZADNN— g
N

7 —)L

ASA Virtual f > A X A% L THNCTHA >
AR VA RBT—H FT—H F—E A (IMDS) D
NR—T g,

* V1 and V2 (token optional) : IMDSv1 & IMDSv2
DOWT D, F72IEIMDSvI & IMDSV2 D API
I— VOB EDLEEEHEMMILET,

* V2 only (token required) : IMDSV2 &— KD &
EAEMMILUET,

GE)
ASA Virtual /3—<0 = > 9.20.3 LI Tid., IMDSv2
APl DB RV AR— K ENTWET,

N—373 29203 XD RFIOD/NN— 5 D Cisco ASA
Virtual ZfEH L TV 5551, IMDSv] & IMDSv2
D#AADHE (V1and V2 (token optional) /35
A—Z) ZIERTLVERH Y 7,

ASARBRL D 7 4 LD

ASAHERL 7 7 AV EHE L. ASARIE A A X L AME T 7 & AA[HE72 HTTP/HTTPS H—
N—IZRGFLET, ZIUTELRED ASARHER T 7 A VB TT, A7r— 77 hE72 ASA K
ik, BR77ANBE T o — RSPUTHERPESTSNET,

DTFoDtEZ 3 3T, AutoScale Y U = —3 3 U HIZASARSRR 7 7 A VA B4 3 FiEDH]

ZRLET,

ISz b, TINARTIL—T, NATIL—)L, 7HOEAKRY) O—

ASA AR HERR D a— RS VYO EEETa—T 04727 b, — b, BILONAT L—
NDFNZHONTIL, REZBRL T ZEW,

! Load Balancer Health probe Configuration
object network aws-metadata-server

host 169.254.169.254

object service aws-health-port
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AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |

service tcp destination eq 7777

object service aws-metadata-http-port

service tcp destination eq 80

route inside 169.254.169.254 255.255.255.255 10.0.100.1 1

nat (outside,inside) source static any interface destination static interface

aws-metadata-server service aws-health-port aws-metadata-http-port
|

\)

GE) FROEFETa—TERNT 7 EARY —THA SN TOWEILERDH Y £7,

ASA AR DT — &2 T L — 2 OREBNZ SN TIE, RESRLTIEE N,

! Data Plane Configuration

route inside 10.0.0.0 255.255.0.0 10.0.100.1 1

object network http-server-80

host 10.0.50.40

object network file-server-8000

host 10.0.51.27

object service http-server-80-port

service tcp destination eqg 80

nat (outside,inside) source static any interface destination static interface
http-server-80 service http-server-80-port http-server-80-port

object service file-server-8000-port

service tcp destination eqg 8000

nat (outside,inside) source static any interface destination static interface
file-server-8000 service file-server-8000-port file-server-8000-port

object service https-server-443-port

service tcp destination eq 443

nat (outside,inside) source static any interface destination static interface

http-server-80 service https-server-443-port http-server-80-port
|

B Z7714ILOEH

ASA A8 HER% I, azl-connfiguration.txt, az2-configuration.txt, #5 & Y az3-configuration.txt ~7 7
ANTEFTLLERHY £7,

)

G¥)

j‘O

3ODHRT 7 ANDBDDLE, AHMEY =2 (AZ) IZESWTHEREZEETEET, &R
IL. aws-metadata-server ~D AKX T ¢ v 7 )b— FNIIX, K AZIZERD TS~ U =ANHY F

TUITL— FDOEH

deploy_autoscaleyaml 7 > 7L — MIEEIZE LT 20E 3 H Y £9°, LaunchTemplate d [ —
W—7—% (UserData) |7 4 —/V REEETHLENHY £9, [—V—F—% (UserData) ]
EMLEIDS U CTERCEXE9, namesarver ZEEEHTH20LENH Y £3, 7=& 21X, VPC
DNSIPIZT A Z M TEEd, FHTLTA4 AN BYOL DA, 71 2 AD idioken &
ITCTHAETINERDY T,

dns domain-lookup management
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Amazon Simple Storage Service (S3) ~D I 7/ IILDT v TFA—FK .

DNS server-group DefaultDNS

name-server <VPC DNS IP>
|

! License configuration
call-home
profile License
destination transport-method http
destination address http <url>
license smart
feature tier standard
throughput level <entitlement>
license smart register idtoken <token>

Amazon Simple Storage Service (S3) ~D 77/ IILDT v TO—FK

target 7 4 L7 R UNDTRXTHOT 7 A /L% Amazon S3 N7 v MIZT v 7 u— RT54E RS
DEI, LEISUT, CLIZEEH LT, target7 4+ L7 F U NDOTTH T 7 A /L% Amazon
S3 Ny MIT v 7 a— RTEET,

$ cd ./target
$ aws s3 cp . s3://<bucket-name> --recursive

AT DREH

BB DT RTOFHRSEM N2 T35 &, AWS CloudFormation 2 ¥ » 7 #{ER T 7,
target 7 4 L 2 b U N deploy_autoscaleyaml 7 7 A /L& L £,
target 7 ¢ L7 kU N deploy_ngfw_autoscale with_gwib.yaml 7 7 4 A Z i H L £ 9,

\}

() deploy _ngfw_autoscale with_gwlb.yam 7 7 A L% B34 5 RiIZ. AWS GWLB HEj 2 7 —/L
Ua—3 3 U HiTinfrastructure gwlb.yaml 7 7 A VA RERTHLE R H D £,

deploy autoscale with_gwlb.yaml 7> 7" L — F O JEBRFFIC/ER S5 GWLB Z#8R L C, 7 —
FyxzAf B—RNF P — 2 RRA > b (GWLB-E) ZERT24ENHY £9, GWLBe
R LIS, 77V r—varh T xy he&TF 740 hb— b T —7 LT GWLBe &
HEINNCTTAHN M — N EEHTHLERH D £,

FEHELZ DWW TCIE,  Thttps://docs.amazonaws.cn/en_us/vpc/latest/privatelink/
create-endpoint-service-gwlbe.html| ZZM L T 7E 3V,

AT A=4 (9 =) TRESNTNTA=Z 2 AN LET,

R B DRELE

T L— NORBENED L5, Lambda BI% & CloudWatch 1 X FAMERR S CnWB 2 L
PRREAETAMERH Y 9. T 7 4L N TIE, Auto Scale Z)V—TF DA AR L ADE N L
BRI e T4, AWSEC2 2> V— /)L THERED A v A K A% LT, AutoScale 7
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B 772525

AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |

N—TEWRETHVENHY £, 22k, #H LUV ASAvirtual £ > AZ AN N H—
INET,

1 ODOA LV AZ L ADIRERI L CU—7 70—%MR L, TOA L AX L ANRHFELEEYIZ
FEL CWAENEIMERIET A Z &2 HEREL £4, T DK ASA virtual D FEERD /% R
Bl CE, BELZMERT AL L TEET, AWS 27—V V7R Y o —I2 Lk HHI% %2 B4 5
-0, F/MNED ASAvirtual f V AH A B A — A MRH#EL L T~v— 27 TEE1,

AOTFTFURBZRY

A y—1)o57atx

DNy 7 T, AutoScale Z/L—TFD 1 DL EDO A —Y L Fat Ak —WREHEIE LT
SEBTAFEICOWTHALET,

RT—ITFH L a OB EFEL

AR —T 7 a rERBBIOMEILET A2, ROFIEZFEITLET,

cAWS WA — U VT OBE  Ar—AT o N7 7 a v ERMEE IR ES T 5
HBIZOWTIE, DY v 7 2B LT IEEN,

2= 7T at 2A0—RHE 1R L FHER

AN)ILAREZHZ—

607y Z & 12, CloudWatch Cron ¥ = 7%, Health Doctor <E ¥ = — /L Auto Scale Manager Lambda
MU T—LET,

« 3078 ASA virtual VM IZ BT 5 BE 72 IP 3% 554, ASA virtual O EEIRRREIAN 1 R 4
BxbE, ZOA A Z ATHIBRENET,

c ZTNHDIP AR ASA virtual <> O IP TR WA, IP N ¥ —4 > N7 L—
TOLHIRSNET,

NLREZ A —DEMIE
ANIVAT =X — N9 B I2iE, congtant.py T constant & [True] I[ZF%E L 7,

NLREZZ—DAEMIE
ANIVAE =S — AT DI, constant.py TEEM % [False] IZRELET,
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| AWS ~ ASA {778 Auto Scale /1) 21— 3 Y DEA
s4791o07vsoEnt ||

SA4A7549ILT v DEMIE

FUS, FTATHAINT v 7 BT HMLERSY T4, WP TDHE, AV AX A
BIMDOA o BZ—T A4 ABBIMENEH A, £7-. ASAvirtual £ A Z 2D RBAICHERE LT
KT 22 ENHY £,

Auto Scale Manager D #E31t

Auto Scale Manager % #E{L - 512X, ZILZ 1 CloudWatch 1 <> | Inotify-instance- launchJ
& Inotify-instance-terminate] % LT HMENRH Y £F, T HDA X2 hEELHIC
%\%Lw4&yb®memu%Uﬁ~éniﬁhotﬁb\#fmiﬁénfwéUmwa
7Y a AIHATSAVE T, Auto Scale Manager N ERME LT HZ EITH Y FHA, AX VT
DOHIBRETZILY VY —ADHIRIC K DZ2RDIEIEEZRAD & RERREBIZZR D AREENH Y £
7

— kNS0 —57 v k

AWS 11— RNZ B TiE, BEORY NI =7 AV H—T oA AZFFOA VAKX AIZx L
TAVAZ L AZATDE =0 RBFFA[ S22, Gigabit0/1 £ > Z—7 = A A 1P I
B—lFy NTN—T D=y N LTRESNET, 2720, BIEDOE A, AWS Auto

Smkmmwx%:/7i\mfi@<\4/x&/x&47@&~fybmﬁbfmkwﬁ
LET, /2. N6 IPIEZ—F v M7 A—TMEHERBME N0, HIFREShzY
LEtA, LERST, AutoScale YV =—aif, TNHWFDZ AT %2717 F hTHL
FLET, 2L, AT T AR NI TN a—T 4 U7 OBEIT. FEICEITT HHLEN
HLZENHY ET,

B— 5y FTIL—TADE—45 v FDZER

ASA virtual £ A X A%k a— R/NT J&ﬁﬁ‘é IZ. Gigabit0/1 f A X > A TP (M58
TRy M) BTy N LTH—Fy NIV IENMT HHERHY 7, [IPT R
AR DE =T FOBERE I ITREIERR) 2R LT ZE,

A=ty RTL—THBDA—4y F DBRER

17— RNZ %95 ASA virtual f > A X 2 ADRERE fEERT H121E, Gigabit0/1 A > A X
VAP UMY TRy N) BEE—Fy NIA—T DX =5y e LTHIRT 2 LEN DY F
o NPT RLRICKDZ =T v b OBREETITREMR] 2ZRLTI SN,

AVARBZBVDRADAZ INA

AWS TlX. AutoScale 7 /L —7TDA LV AX L ZAOHEENIFF TSN EEALDN, 22—V — 31
VAR U ARBE AR NAIRBEIC L CHEET 7V a v a2 FETTEET, I, B—RART
YDH = NI, VAR AL T OBEITEBEFE L £33, ASAvirtual ~ > 0%, B
DEYy NT—=F A B—=T 2 ARHDHT-D, Af VAZLAZATDOE 4 & LTRET
XFERA,
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AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |
B x5 zcer

AVRBVRERZ VINAIREEICT B

A VAR UAPAL URAIRBEIZ I D L, EEET e —T BT HET, ¥—F v F T —
THNDOEDA AR ADOIP IR CIREEDOE FICRV ES, 2D, AV AX L AB AN
UNRAARBEIZT BENZ, Z—F  FTI—TMNEZNEFND IP 2 &GRERT 52 L 2 BEID
LET, oW, =7y "= oD H —7Fy FOBREMEE (19 2—) %
ZHRLTL XN,

IP 2HIBR S 725, TAuto Scaling 7 /b—7 B DA v AKX o AO—REH72HIBR ] 2B LT
<TEEVY,

AR UNARKENLDA VRS U ADHIBR

FIERIS, AV AX U AT AL UNARENGFATIRIEICBITCE £, AZ U RENGHI
g Dé, AVARZADIPRE—4Fy NITIV—TDE—4 > MIEEEINET, [¥—4
h TN —=T DX = FOBEE (19X—) | 8L TLIEE0,

RTINS a—=TFT 4 TRA T T U ADTEDITA VAR A AR XA ARIEITT 5 HED
SRR OV TIE, AWS News Blog 5 L TL 72& 0,
Auto Scale /' IL—THh5DA VR Z V ADEIRRE (58

Auto Scale 7 /L —"T A VAL U AEHIBRT DITIX, ETA AL U RE AL A IREEIC
BATTHOMERHD T, S AXAEAZ U ANAREICT D) 2L TSN, A
B UNARBIZ IR ST A P AZ A, HIBRETZIZ B CTE £ 9, [Auto Scaling 7 /L— 77
HDEQAVAF L AET T T5H] ML TIIEIN,

A ARARZATHRT

A VABZ AT THITNE, AZUNAREBICTAIVLERDH D ET, f LV AX S ADAK
NA (192—) ZBBLTLEEN, ALV AFZUANRAZ U WREEIZ /257205, KT T
xFET,

A2RBUVADAT—)LA VIRE

Auto Scale Z /L —TNHREED A L AX ANRRS THIBREIN2WVWE ST D7D, DA
VAR AT AT =AML U THER TTEET, AV AF AR RT— A AMRHEINT
WAGE, AT =N A AXR INRFRRTETTHZLEHY A,

A VAL R A=A RFEIRIBIZT D121, ROV 7 B L TLIZEW,
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html

| B

EE ¥ EQAVAX AT TR, =7y NIPWIER) A VAL ADE/NE A r—
NARHEE L TRET DI E2BEIOLET,
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| AWS ~> ASA {7 %8 Auto Scale /') 1 — 3 Y DEA

=JL =

ax &

OEE

grzozz i

REOEE L, T TIZEITHOAL o2& AT EN T A, ZEIZHLWVTA
ARAZDOIRSNET, ZOXIREFIL, BEFOT A AZFETT v 2T 208’
nET,

BEF DA VAR ADHRER FEICTEH L TVD & SCHENRAE LIS/, ThboA v
AR AL R =Y T T N—=TNBHIBRL, LA AX R ZEEWZ D L E L
£7,

ASAVirtual DEEENRT—FZZEELET,

ASAvirtual SR T — REEHETLH L A U AZ L AEFITT HIOIET /3 AT/HRAT— R
HEFECEETIMNENDHY £, H LU ASA virtual 734 A& A4 2 R— R4 584, ASA
virtual /X2 U — KX Lambda BREEAE GBS SVE T, TAWS Lambda SO %
ZHLTLZEN,

AWS )Y —RIZxIT BERE

AWS O A%, AutoScale 7 /V— 7, JEFLE, CloudWatchA X2, AT —U o JRY v—
nE. B OEAAZETE TEFJ, CloudFormation A ¥ v 712V V— A% A ViR— T 50,
BEFED Y Y —AMBH LWAK v 7 ZERTEET,

AWS U YV —ATIATEINDHELEEIT D HFIEOFEMICO WX, [BEFEY V—20D
CloudFormation EHE~DEV AL 2SR L TV,

CloudWatch A5 DUNEH K UH#HT

CloudWatch 7 /' % =7 2K — 9 %1213, [AWS CLI Z /] L 72 Amazon S3 ~D w75 — 4
DTy AR—F] 2ZRLTILEEN,

EX7ED Auto Scale JIL—T A VR B ZAAD IMDSV2 HBEE— FDEX

AWS IZT TIZEB &N TV 5 ASA Virtual @ Auto Scale 7 /L— A L AZ 2 A0 IMDSV2 WA
EF— REHRETEET,
188 BRI

IMDSV2 WAZEE— RiZ. ASA Virtual X— 3 9203 AR CTOHLY R — I TWET, EB
FlolFA A H R IMDSV2 T — REFRET HEIC, BEFEDA A H 2 AP ASA Virtual
N— 30 (9203L0%) TIMDSV2APIZ Y AR— KL TWAHZ & ZMHRTHIMNENH Y £,
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https://docs.aws.amazon.com/lambda/latest/dg/env_variables.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import.html
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B rsonva—Fovesnvxy

ATy
ATvT2

ATvT3

ATvT4
ATy

ATy 7T6
ATy 71

ATvT8

FIE

http://aws.amazon.com/ {Z 2 7' 4 L £,

[EC2]>[BEIR7—1) % (AutoScaling) 1>[BEIRT—1) V4545 )L—7 (Auto Scaling Groups) ] DJIE

W7y LET,

YA RMNOHBIAS =Y 7T N—T %R R, ZO 7 NV—F BT bilc A v AZ AR LT

IMDSV2 MZHE— REZREL £,

[E8)7 > 71—+ (Launch Template) | %27V v 7 L¥7,

[E#E)7 > 7L —F (Launchtemplates) ]X—3T, [T 7 a ¥ (Actions) | Ky F XU X EnG [T

YT L—FDEFE (FHLnvI— g OFERL)  (Modify template (Create new version)) %7 U v 27 LE7,

IMDSV2 3R — hENTWHA A—V%EHLTAMIID ZEH L £,

[EEE 727/ (Advanced Details) ] T, IMDSV2 A ¥ 57— X = Hh L ET,

a) [A¥T—XIZT 7 AAHE (Metadata accessible) | K v 7% 7 U X b (%4t (Enabled) ] %
BINLET,

b) [AXT—H%/"—T =3 (Metadataversion) | K2 7 X7 U R MM [V20O & (h—2 U303

(V2 only (token required)) ] Z R L £,
HEIZA S —U 7 N—FTZON=Ta VORET 7 L— b2 LT, IMDSV2 LAE— R THE)
ARp—=D T IN—=T A AZ XA LET,

cNSIONYaA—TFTa2TETNYFLYT

AWS CloudFormation 3 >/ —)L

AWS CloudFormation = >/ —/L C CloudFormation A % v 7 ~D AN TF A — X il T& %
T, THIZEY, Web 7T UHnD A v 7 EBEEMR, B, T, HIBRTE £,

BRIDOA Y v 7IZBEIL, [/3T A—# (parameter) | ¥ 7 % fEs8 L9, [LambdafdBaREiA
%7 (Lambda Functions environment variables) ] % 7 C Lambda B ~D AN 2R THZ L H T
% i ﬁ—o

AWS CloudFormation = > Y — /)LD FEEHIIC DWW T,  [TAWS CloudFormation = —#—4 A K
(AWS CloudFormation User Guide) ] #Zf L T 72X,

Amazon CloudWatch 0 %'

{E % ¢ Lambda BA%k > 1 7' % F/r T& £9°, AWS Lambda 135480 ¥ |2 Lambda B4k %
HEIRIZEERL L, Amazon CloudWatch Z B U CA MU v 7 2E L ET, BKOBED T 7
Ny a—TF 4 IO L 91T, Lambda 13RI K-> TUER SN R_RTOEREZ 1 7|
Fe#k L. Amazon CloudWatch 2 7 2@ U Ca— RN Lo CAERk SNz 7 HEIMICRE L E
R
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| AWS ~> ASA {7 %8 Auto Scale /') 1 — 3 Y DEA
S PIr e Py I AESPN |

Lambda =2 > Y — L, CloudWatch == > ¥ —/ L, AWS CLI. % 721% CloudWatch API Zffi /i L .
Lambda D11 /%2 FRC&x£9, 177 /—7¢ CloudWatch 2> Y — V&N Liza 77—
DT 7' ADFEHIZOWTIE,  [Amazon CloudWatch = —4— %1 K (Amazon CloudWatch
User Guide) | TE=HX—U I VAT AL, 77V r—vary, BXOBARZ L0 T 7741
IZOWTEBHLTLZE,

A— KNSUHDAILRF T VI DERK

0— RNNT DAV ATF =y 720%, 71 haj, pingdhR— b, ping/NA, WEXA LT D
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