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ATy 1 [E& (Products) ] >[VPC] DJEIZZ YV v 7 LET,
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b) I ® vSwitch (29 % [VPC],
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What to do next
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AT7v 1 [E& (Products) | >[VPC] DJEIZZ UV v 7 LET,

ATv T2 [VPCH v aRk— K (VPCDashboard) ]>[/JL— kT—7JL (RouteTables) | DIEIZZ V v 7 LTk,
[V— F DFER% (Create Route) 1 &2 U v 7 LET,
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ATFY 75 [OK] %227 U7 LT, —bT—TNEERLET,
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WD 7varyrTHHATHIEIC, X2V T4 I A—TEERLET,
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ATYT6 X2 VT4 IN—T%ERT DI, [fEK (Create) |27 U v 27 LET,

What to do next
WDET7 > aryTHRAENTVWDEEIIC, Xy NT—F A2 —T oA ZAZERLET,
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ASARAE DRy NT—0 4 H—T =4 XL, FHIPT KL A (IPv4) F 7213 DHCP % i
L TR TE 4, BRMRREROMLEISU TRy NTV—F7 A V2 —T A A2 (NEB IO
) ZAERC L £ 7,
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ATYF1 [H—ER (Services) ] > [Elastic Network Interface] DJEIZZ V v 27 LE,
AT T2 [Xy hT—2 4 Z—T xA A (Network Interfaces) | %27 U v 27 LE7,
ATV T3[Ry hU—2 A H—T = A ADVERL (Create Network Interface) 1227 U v 27 LET,
ATV T4 [Xy hT—=0 A H—T A ADVERL (Create Network Interface) ] #A 727Ky 7 AT, ROHLD%E AN
HILET,
a) XY NIT— A B2 —T A AT HA TV aroa—F—ERD [P (Description) ],
by Rry 7 &7 U R RNG [vSwitch] Z 3R L E9°, ASARA A A% 2 &/ERT %5 VPC @ vSwitch
DEIREINTND Z E2MERLET,
c) [F7A4X—FHFIP (PrivateIP) |7 L AZASLET, §FIIP 7 KL R (IPv4) FE7-iXHENARK
(DHCP) ZfEHIT& %77
d) [BEX=VUTF 47— (Security groups) | % 1 DL ERIRLET, X2V T 1 A —T DM ER
R—= BT RTHNTND Z & 2R LET,
AT TS [Xy hT—27 A4 Z—T = A ADIERK (Create network interface) | %27 U v 27 LT, *v hU—7 A
H—=T A ZAEfERLET,
RATYT6 ERRLIZRy NU—7 A ¥ —T oA ABEIRLET,
ATy TT1 L7V w7 LT, [EIEL/SHDOEHEOMTS (Modify Source/Dest. Check) ]2 3#R L 9,
AT W T8 [EETELILEELDOME (Source/destination check) ] D FiZdh 5 [A#Mt (Enable) | F = v 7R v 7
A ZIZLT, [BR1F (Save) |27 U v 27 LET,

What to do next
WDY 7 aTHAT 2 X 912, ElasticIP 7 R LA &24ERR L E T,
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ATy TH

ATvT6

AVABUADMERREND L RXT U T IPT RLVRIZEDA A X AZEEAMIT b E
To A VAZ U REAFLLTHBRET LS, £ONT7 Y v 7 IPT RLUA (IPv4) [ ZHBIR
WCEESINE T, ZOMEERIT 51213, ElasticIP 7 KL w72 H LT, keh7a8
TV IIPT FLAZZEDA L AZ A ZEIY B TET, ElasticIP 7 KL A%, ASA (KR ¥
SO DA v AE L A~NDY ET— T 7 BAMFEHENH ATV v 7 IP T RLAZARICTHRE
nET,
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[45% (Products) | >[Elasica > Eax—T 4 5 H—EX (Elastic Compute Service) | DJEIZZ U v 7 L

£

[Elastic 2> = —7 4 7% —E X (Elastic Compute Service) ] ¥ v ¥ 28— KT, EflDORA==2—71D

[Elastic IP] Z#27 UV v 7 LET,

[ElasticIP 7 K L A D#E| Y % T (Allocate Elastic IP Address) %27 U v 7 LET,

EIP REZIEELET,

a) EIPZEIVYUTH[U— 3> (Region) ] ZERL FJ,

b) EIP|[ZHERHIIE T v 28R L £J, [BYOL] [V 7 A2 U7+ 3 (Subscription) ]72 & CT9,

c) MERWIHEELZIRELET,

d) BIRANEZMERL, [OK]Z 27 YV > 27 LTEIP 2% M TET,

EIP %A v A X 2 A ZB#AHT £,

a) EIP Z#E| 94T/ 5, [Elastic 2 B =2—7 4 > 7% —E A (Elastic Compute Service) ] ¥ v ¥ =R — K
@ [ElasticIP] 7 v a ICBEI L £,

b) 1ERK L72 EIP & RoiF, [BE#EfHT (Associate) | &#27 U v 7 LET,

¢) EIP ICEIE#EAHT 5 ECS A v AX L AZBINL, [OK] 227V v LET,

EIP 7%, BHEEATITONZECS A U AZ LV AD TFIRENTWAHZ L 2R L, oG EaHRALET,

What to do next
WDX 7 varTHHENTWD K DI, ASA AR 2RI L £,

Alibaba IRIE DR E

ASA A % Alibaba (ZEBAT 2 121%, EEICEA OB L O E % H L T Alibaba VPC %
RETOMLENDY T, 1FEAEORETIE, By N7y 7 U4 P—KRit-oTey b7 v
T HRIATTEET, Alibaba Tid, MEENOHFMERRICE S E T, —EXICEAT 26 H72
WEWAT-A L TA L FXa A FEREHELTWET, SOV TIX, Alibaba Cloud @ R
Fa A bESZRLTIIEIN,
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ASA R D REAICIT. ASARBZIEETHHNC4 DOFRy NV —JRIEFFA _R— T T 7
K (VPC) ZA{ERTHLENHY £,

3O0%y hU—27 VPCIlE, (kD LBV T,
FHY T Ry hOEHE VPC,
« NESY7 1 >~ h OWNEL VPC,
« ST R v b OSNE VPC,
Alibaba D& v b7 v FEZHWUNHIET D722, H< ' a o Tid, ASAIRAE A A X
2 DEFFTO VPC B L O EC2 RIS DWW TFHBA L £,
[Z L& BHIIZ
+ Alibaba Cloud 7 # 7 > F&/EK L £,

ASA {78 DEA

WOFNEIL, Alibaba Cloud T ASA 48 % B4 2 FIEOHEME T4,

FIE

ATvT1  ASAAE ZJEBA9 521X, https://marketplace.alibabacloud.com/ |81 L., [Cisco Secure Firewall
ASA Virtual - BYOL| #SAMRFBE L E7.,

GE)

Alibaba (F WIS U7 EEOHBIC A EI S TOE S, HliE, v« > Py of BRI RS E
T HOHILANDO Y Y — AL, BIOHIRIZIZFR RSN ETA, BROHIRPIZFEL TWD Z & 2
FICHERB L T< 7280,

ATFvF2 WV 2% 27U 27 LT, [Cisco Secure Firewall ASA Virtual - BYOL] X— Y %P & £9°,

ATv T3  [FT7DER (Choose YourPlan) 1% 7 U v 7 LET, [Elastic 2> B2 —7 ¢ 7% —E X (Elastic
Compute Service) | X—IZU XA L7 hEIET,

ATy T4 [HAXALEE) (Custom Launch) 1 &7 ¥ = VCROFEMERE AT LET,
« [k )71 (Billing Method) | : BERIZHE » TR,

G¥)
FERFIEL, AlibabaCloud EDA > 7 F AN Z7 7 F X IZBET 5 H DT, B> GRINTE F97,

o [Hifk (Region) ] : ZE{RITHE S TEIR,
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asafzE onA [

o[y hU—27 L —> (Network and Zone) ] : LABTIZAERL L7z VPC B L OVERE vSwitch & K v 7
A7) A RDNBRIRT D5, [VPC DIERL (Create VPC) 1 U > 7 & [vSwitch DYERE (Create vSwitch) ]
Uo7 a AL THLERLET,

AT TE [ AF AL A A= (Instances and Images) | X—IZBEN L 7,
[TRTDA L AKX A% AT (All Instance Types) | &7 v a T, ROFIAZFITLET,

o[ AX A (Instance) |: BAR— RSN TNWDHA L AX AKX AT (ecsgbnelarge, ecsgsnexlarge,
ecs.gone.2xlarge, F 7213 ecs.gbnedxlarge) OV EBRINL £7,

s[4 A—2 (Image) ]:[¥—% > N7 LA AL A—Y REC (Marketplace Image REC) |7 3 IZ
BHO ASA R ~—0y R UA A NR=D a URFRENET,

1L [ A=V OFER (ReselectImage) [ %7 V>~ 27 LE 7, [Alibaba Cloud ~—7%>7 v h 7' LA XA
A—3 (Alibaba Cloud Marketplace Image) |4 1 7 12 VAR > 7 ANER S, BT 5 ASA AR
A A=V OFEHN T RINET,

2. Ry 7B U R REASARIE AR— g U AEFIR L, BEIN (Select) 1227 VU v 27 LET,

ATYTFT6 [ARL— (Storage) | &7 v a  IBEILET, T 740 MEAZREFL CHEITL 9,
ATy TT1  [FEiELvX=U 7 ¢ 7 )L—7 (Bandwidth and Security Groups) |7 v a IBEIL, RO FIEE F
fTLET,

* ENI
c[B¥=2VUT 17— (Security Group) |: @7t ¥x=V 7 4 7V —7%EIRLET,
o[ A~V ENI (Primary ENI) ]:[®*v hU—2 &' —> (Network and Zone) | 7 4 —/V KT
R L& 912, BHE VvSwitch THL 7 I~ VA v 2 =T = A AN LET,

o[5> %V ENI (SecondaryENI) |: [BEFEOE®X =2V T 4 A ¥ —7 = A A (Existing Secondary
Interface) | KRy 7 X7 VA RNNLEDZ ) A B —T 2 AZEIRT D7), ME72 vSwitch
EBERNLTH LB XA =T oA ZABERLET,

GE)

AVARZABEN T 2 —ATlE, f VAX L AZL1OFT 2D (T4~ ENIE/-137 T
A=V HAYD2ODEND) OA 2 —T7 x4 ATREBTE, BEBICHMOA o Z—T7 <
A AEZECS ALY —NAMBETHyFTExELT,

o [F—XT (KeyPair) |: Fey 7 X7 R NNLEFEOF—XT 22T 50, FrLOF—
ART ZAER L E T,

ATY T8  [FEMEXE (Advance Settings) 1 IZBEIL., RO FNEEZFEITLET,
o[ o AH A4, (Instance Name) | : #7221 A Z L A D4,

o [—H—F—% (UserData) |: ZMIZHE- T Day-0 kA2 fEE L £ ([Base64 T a— K&h
7215 % AN 71 (Enter Base64 Encoded Information) |5 = v 7 7R v 7 AT A NI LRNTLZEW) |
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Management Center ZfEf L T ASA k18 #EE T 51D > T)L Day 0 #ERL :
{

"ASA Version

!

interface management0/0
nameif management
security-level 100

no shut

interface gigabitethernet0/0
nameif inside

security-level 100

no shut

interface gigabitethernetl/0
nameif outside
security-level 100

no shut

crypto key generate rsa general-keys modulus 4096
ssh ::/0 inside

ssh timeout 60

ssh version 2

aaa authentication ssh console LOCAL

dns domain-lookup management
dns server-group DefaultDNS
name-server 8.8.8.8

}

AT 79 [ECS OFIHMEK (ECS Terms of Service) | IZ[FIE L, [{EXDOERK (Create Order) 1 %7 U v 27 LET,
ASA AR X 15D v F—T oA ATHREIZN, TOA L F—T A AXECS 22 Y — /L TERRTE
£7

ATV T ASARMR D2 >DA o X —T 2 A4 ATRET DI, WOFNEEZEITLET,

a)
b)

¢)
d)

e)
f)

Alibaba Cloud . [Elagica > Eax—T 1 ¥ H¥—EX (Elasic ComputeService) | I8 L 7,
ERMORAL NZHD [y hU—27 ¥ 2V T ¢ (Network & Security) ] @ F @ [Elastic Network
Interface] #27 U v 7 LE 7,

PIANCAERR LTI N T 7 4 v 7 AV —T =24 AERBELET,

N4 I A Z =T a2 ACKIETDF =y VR IV A F AT LT, [V AZ RN,
K (BindtoInstance) %227 U v 7 LET, [ AX AT/ > F (Bind to Instance) | %A 7 17
Ny I AMFRINET,

[f A% A (Instance) | 7 4 —/L FIZ ASA AR D4 RiTAZ AT L E9,

[#ez8 (Confirm) 127 Vv 27 LT, TNEA L AZ L ADeh2 4 v X —T =2 AL LTRELE
R

ATv 7N [ECSHwaR—F (ECSDashboard) |>[4 Y RZ 2R (Ingtances) | DIEIZZ U v 7 LET,

RDEZRY

SSHEZ/M L TANTEBCLI 2~y REEHAT 50, £7213 ASDM #H LT, REEFIT
LEJ, ASDMIZT 7 AT A FNEIZHOWTIL, TASDM Otk 2L T 7E &0,
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asav/getting-started/asa-virtual-922-gsg/asav_config.html#id_45820
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rzr—zrzonz I

IND F—T AN

VPN O &1k

Alibabac5 A A H AL, LARTID c3, ¢4, BILUPmd A L AX ALY HIED0ITE NN
T~ AERELET, SAVAF LU AT F IV TOBELZDRAVPN ZAL—7 v |k

(AES-CBC W 5{kIiZ L 5 450BTCP N7 7 ¢ v 7 275 DTLS) X, AFTDO XS THH L
ERb Y ET,

* 0.5 Gbps (c5.large)
* 1 Gbps (c5.xlarge)
* 2 Gbps (c5.2xlarge)

* 4Gbps (c5.4xlarge)
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



