EHEIJOD7AIL, JIL—T K1) o —,
BFV¥1—Y

ZOFETIE, VPN#E7Tr 7740 L Therxn Zv—7) EMEhTnWELE) |
TN—TR)v— BIO2—FOREFHECOWTHBALET, ZOEE, ROETHERS
nTnEd,

T T AN, ITNA—T R v— BLO—FOHE (1—)

BT T A (3N—)

cHEE T 0 T 7 A NVDORIE (8 N—)

* Group Policies (49 ~—73")

« Zone Labs Integrity " —/SOffi ] (95 ~—2)

« 2—FRIEORE (102 X—2)

EHEJOJ7A4IL, SI—THRYSO—, 8LV —HD

S

TN—Tla—HF, "—=F ¥V TIF7A4X—F xv hT—2 (VPN) OktFx=V 7 ¢ FEL
ASA OFEEICB T 52 HENEETT, Jv—7La—YTREINDEMEICL > T, VPN
~OZ—H T 7 EAL VPN OFHAFESRESNET, 71— 1F, 22—V 0ELEE 120D
TUT AT 4 E LTI BOTT, a—FDEMIL, FA—T7 R =S ET, #
BT AT, BEOBRHDO I N—7RY) —%2RELET, 2—FIH L THRED
TN—T" R —%EO Y TRWGEEIE, 8O T 740 8 JV—7 R o—REH S E
7

FTRTDH L, BAUNCER T e 7 A NVERELTC, ERHOEEsRELET, KIZ, Jr—7
R —ZHRELET, V=7 R) —TlE, 2a—FOESICHET IENRRESHET, %
D%, 2—HFERELET, =PI/ N —TOMEEMKTE, & HITERO2—HFHAS
EOMEZHETHIENTEET, ZOETIEL, ZRNHDOT T 47 4 %5 E?éﬁ&&@m
22UV TR L/iﬁ—o

gEHIno7aL. =T Ry — s&U1—F ||
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B 5700700 50—F KU o—. BEUI—HOBE

\}

G¥)

Pfe 71 7 7 A L1E, tunnel-group =~ > RAMH L TRELET, ZOETIEH, [HpErm
TrAng & Thr ZA—7 ) FHBECIFZEAERCERTHEHN SN TOET,

i o n 7y ANETN—=T R —2fET L L. VAT LAEHBRILINET, 2
T4 X2l =gy AR EHRLTDHZDIT, ASA 21T 7 4L b D LAN-to-LAN ##5i 7
17 7 A L (DefaultL2Lgroup) . IKEV2VPN iOT 7 4V b DOV E— T 7 AR 707 7
A )V (DefaultRAgroup) . 7 7 A 7 > kLA SSL 3 L U AnyConnect SSL #&t H DT 7 + /1 b
DOt v 7 7 A /L (Default WEBVPNgroup) . BLOT 74V RO T —TF K v—
mm&wmw)ﬁmﬁénfwif FIXNV OB T T AN T —T R —T
X, <O —WFZHET L EEX N OIRENREEINEST, =2—FEBENT5H L X
N—T RY =R TA—2% K] T2XCBETCEET, kv, #E<o
=P L GREEIZ VPN 7 7 AR R ETE 7,

F_XTO VPN 22— HC[A— DR Z T 25813, FFEOHR T n 7 7 A L V—T K
Vo—%RETHLEIIHD FHEAN, VPNRZDOLHIIHEHINDZ EIXIZEAEHD £8
oo Tol 212, BREETN—T, W AZ~—HHR—K 70 —7 BLOMIS REFEHRY AT
L) TN—TWN, TITAX—= MRy NT =T DENENRLRDEH T 7 8ATEHEHITT
LHENEZONET, o, MIS IR T 2REO—HIZIL, oo MIS = — | ZiL7 7
BATERVWC AT AT 7 BAEZHFAT 256000 £7, e v 7y A Ve 7 N—TR
Vo —IZLY, ZOXIRFMBHRELRBIFATT LD EMTEET,

GE)

ASAZIX, AT V=7 h I A—T LWV OMELH ET, ZE, XY FTY—F VA RDA—
Nty NCF, A7 V=V N IN—TE2EHATLHE, A= bOHXy NU—ZZ%F % VPN
TIVABERTDHIENTEET, 7= b I—F, I —T KR o—8G
n77ANE0b, ACL ERENRSH Y F9, 7 V=7 b I A—T O FEOFERIZ oW
Tk, —ROBIER a7 4 X2 —3 a2 U4 RO 20 % [Objects] 2L T2
AR

Y X2 VT A T T IAT VAT, S8Ry —2AnLEMNEZEATE 4, kORI
WE-T, BHEEEALET,

1. Dynamic Access Policy (DAP) L =— K
2. a—%4

3. JN—T7FRY—

4. T T ANADOITN—T R —

5. TNV EDITNL—FRY —

FOD, BIED DAPEIL, 22—, ZA—F KU — F3EEsE T e 7 7 A VHICERE
INFFEEIVLETTAFV T A BEL 2o TWVET,
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gr7nzr4L |

DAP L a2— ROEMNEZA X —T NV ETET =T MZT 5 L, ASAIXZTOEAEA L CHE
fTLEJ, =& 21E, DAPwebvpn 2> 7 4 X2l —31 3> T— R THITP 7B X %27 ¢

=TT HE ASAITENLL HMEAZBRE L ETA, RV IZ, hitp-proxy 2~ > KD no fii
%ﬁ%#ék\E@in@ua~*;ifﬁbﬁmtw‘ﬁ%;)%47f§47yxmﬁ
HT2lE2 RO 572010, 2—FABIOUEIZISE LT a— UL R o—0 AAA B
BEHLTHMKELET, ASAZ I T FLVASSLVPN 27 4 X ab—a i, ThTh
1 >® http-proxy =~ > K& 1 D0 https-proxy 2~ > ROALYR— KL TWET, ASDM %
L TCDAP R ET D L 2RO LET,

EETO 7ML

Vi a7 v A, hURAEERAR Y —ERETDHLa— ROty FTHERINET, =
oo a—RiE, by a—REEEE— N, BRI UOERIERORELE DT I v
T4 T =N (FETLHE) 2fELET, £, IhboLa— Rk, EioTr
THANVE TN—T R —bREIIN, S5 8 FaVEGORR T A—Z b EENT
WET, B n T 7 A MTiE, MRV BEROIERICBEE T SO BN S ENET, B
e a7 7 A ML, 2—VEEORMEEZERT L7 NV—T R —~DRA X b EHEENE
kR

ASA (2%, LAN-to-LAN #f5¢ /T © DefaultL2Lgroup, IPSEC VU &— k 7 7 & A ki D
DefaultRAgroup, 3L TNSSL VPN (7T o #_— 2335 L. N Anyconnect Client ~~— &) i D
DefaultWEBVPNGroup & W9, T 7 4V MNMERT e 7 7 A VR HV £T, ZNHDOTFT 740 b
B a7 7 A VIERTEETN, BRI TEETA, o, BRICEFOER a7 74
»%1ouiwm¢5 ELTEET, BT 7 AT, ASADBR—HNARBEETHY |
A — R TITRETE EH A,

BT O 774 ILO—fkiEkR/A\T A —

—fERT A=K, TRTO VPN I HB T, AT A —=XIZiZ, ROLOBRH Y F
TO

BT T AN BT e T A VAT, HEi e T AV EBIME T IIREET D &
XICHEELET, ROBTEEFHELHY 1,

SERICEFTIEE X — 2T A SA T NOBE, BT a 7 s A NI AT
VRN ASAIZET I N—T 4 LR L TY,

ok k—nﬁﬁﬂié‘f{fﬂaﬁé&747/ MIZ @%HIJ%HE%E@*H-S& LTIEL., ASAMN
AEED S Z 4T Rl L E T,

cBEgE 2 A 7 2 A 12iE, IKEvl U E— b 7 7 & &, IPsec LAN-to-LAN, 35 X}
AnyConnect (SSL/IKEv2) NWEZENET, 7 n 7 7 AL TIL, 1| DOEHE S A T2
BECTEET,

CRREE, FRFI, TADLT AT Y= TRHONRT A—=F T ASA DIRD BRY TR
BT —"OIN—TF7213 ) A ERELET,
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B psec b —TrESA—5

. :L““'H-O)mun
= PFRT 7B RAERT SN — B RICET S ERORG
CTHTUTF 4T L a— RORLF

PR T N—TE, 1 DU O — S TR S L E T,

HBHEHDOT 7 AN TA—T KU — ZA—F R — T, 2—HFEEHOBIEDE v
}‘TTO ?‘7j'/]/ K 7\‘/]/*‘70 ZKOU f/*‘fi\ ASA 7 b ‘/?\/I/ :L*"]jj{/ntu nEjEﬁ_ iﬁfj‘—g«é
BRICT 740 b THEAT R EZEATE I V—F R v —T9,

T4 T N T RLAOEIY Y THL : 2O FRUTIT, ASANRZ F AT > MIEID KT
51 2L E® DHCP — "F 72137 KL A F— L OEREENFE T,

NRAT—REH . ZORTA—E 52T 2L, BUEORRATU— R KPNRERK (F74+/1
ME148) THIRINIZ/RD Z L aa—PIcBE LT, XAUY— REEET HHEE 12—
PR TE F 9,

IN—THREBLI NV ILLRE 25D/ T A— &a;@_ﬁAﬁﬁﬁ¢5;~$g%
SLERS 2 HENIRE D £9°, 2B, user@realm DX TR T 52—V 427200 H
SNET,

@7V I ETC2—FRIMIMENDLEEH N A A TT (user@abe) , L /LA
PHRETAES. ASA T —VFABI I N—T (bABE) ZFIICHEHALET, 7
N—"%rETDHE, ASAITRREIC2—FAB LRV LA (BbAGE) ZHEHLET,

LV MMERi T2 bR ET D I2IT strip-realm 2~ > K& AN L, BEEHFIC2—F 415 7 L—
ﬂkﬁﬂi%%ﬁ'ﬂgﬁﬁ‘é I strip-group 2~ > FE AN LET, Wji@ﬂkﬁﬂi%%ﬁﬂﬁ%ﬁ‘é .
FOREX username 721 IZ IS W THHTOIVE T, LSO, REEX username@realm L
THNIRIRE 21T username<de11m1ter> group LFHNHASNTITFbRLES, —_"TFY 3

X fENT T EIRWEAIL, strip-realm Zf8ET DML ERH Y 7,

S 512, L2TP/IPsec 7 7 A 7 > s DA strip-group 2~ > REHFET 5 &, ASAIL VPN
7747/%#%7Lt2~#%ﬁ%7»~7%%@%LTJ~%@%®@%7Q774
L (hrpv Z—"7) R ET,

RATDER : ZONRFA=Z 2T 5L, a—VEROFNIEIZERLIZY . £72iT

ZTOERZIY TF=h TE X7,
« WBADNJEME : ZONRT A =2 (F, A ZFTT L LSBT REELBIEELEEL
£

IPSec kU RILY IL— THERF/INS A —4
IPSec /X T A —HX 21X, ROHLDONRH Y ¥4,
« JIA TV ]\uunftjit EHU/\ﬁ&V‘— HEEDEJ%\ if:ﬂiﬁﬁﬁo
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IPSec k2w s L— TS A —4 ]

o R X — 12OV IKE #0056, B U o —I2BEM T b BT o
F—HAMKTT (FK 128 XF) .

« BT IDFERDIR : ZDRT A—H T, T OHEAEEZEH L TE T ID DR
BRI DHMNEIMERTELET,

RS RICTER A% T LR AR ET D58, =2 I 2 P IERRIED T AT T
REEIET D LEN DY ET

e YEIEANA T U v REREES X : XAUTH B XU N1 7 U » K XAUTH,

isakmp ikevl-user-authentication =~ > K{X, ASA FBFEICT ¥ ¥ LGEHEEMHH T 505
N 556, BEXOY E—F VPN = —HF85EIC RADIUS, TACACS+, Z721% SecurlD 72
EDVH L —Ia FRERIBER T 2 0ERHDEHEIT, ~A 7V v FXAUTH 7RGE & 324
THOIHENLET,

«ISAKMP (IKE) ¥—77 74 7 DOfRE : ZOKREICE D, ASAXY £— b BT OfkEinY
REEEE=S L, BOHFOFEEZETICRE CTE £, ET7RIRE LR kb L.
ASATEERIZHIR L E 9, IKEX—7T 74 7% A F—7 T 5 &, IKE VT Mk
Kol L xR B N7 LERA,

IKEX—77 74 73S FIEREANHY £3, ZOMENEIET HI1T1E. ASA LY
F— M ETRLBEOEAZ YR — N L TCWAIUERHD £9, ZOHEEIL, ROET Ik
LCEMEL £7°,

* Cisco AnyConnet VPN Client
*CiscolOS V7 b =7
* Cisco Secure PIX Firewall
VAAPSD VPN 7 T A7 MIIKE X —77 74 7&YHR—FLEE A,

IKEX—77 794729 R—1rFT2ET7 VR —FLABRWETWNRET DI N—T%
FETHHEESIL, IV —T2ERIKH L TCIKEXF—F T 54 T A4 X —T I LET,
COMREATR— N LARVWETICEEITIH Y A,

KEX—TT 747 %7 4 8—T/MIT5L, IELRNWET LOBERITZA LT Y
MIBRBAETT I T A TDOEEIZRDBT-D, TA VAL LT M 2ELTHZ %

HRLET, 74 MV IA LT T F2ERRTLHIF, Zv—7 KD —0OE (53
~N=) EZRLTIEE N,
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N

(GX)  ISDN [ T 57 A4 T > "IN A—T & END Y
BlE. B A P AU A7 DICIKE ¥ —7 7 94 7527 4
=7 ML TLES VY, . ISDN#tiL T A Rz s &
UIWr SN E T2, IKE X —7T T4 T D AT =R X THHe
BT A RVIRRBIZ 72 b=, UIr S22 7,

IKEX—77 947 %5 4 —TNMIT5E, 79472 M
IKE — & IPSec ¥— D EH L0 ORI T LoHA 210 8)
WrEaivEd, IKEX—77 7 TNA F—T 72> TN DG
CXERRY D BENRA L NT 7 4 71X Peer Timeout Profile
EEES F ANl S EE A,

IKE A A v F— R&MHT25LAN-to-LAN 27 f ¥ 2 L— 3
YOEEIE, 20O T DIKEXF—T T F7A T DA T 4 Fal—
varBEILTHD I EEHERL TS, WAFOET TIKE
X =TT ITATNARZ—T NI TWDED, FlFmFOET
TIKEX—T7 T I TNTF 4B —T NI TWALERH Y E
T

« TUSNGERE MM L GRREE R ET 250, iEAETF = — 2k XEF7T 5 (IDFE
HELFETT LTI TOMAFL ETIEET D) 2 REAELT 2RI 5 Ob— hME
HELTTO T CAGEHEZ G D) NEBETEET,

eWindows 7 9AT7 v F VY7 "h7 =27 OEWASR—2g v aBEAL WS a—HT, 794
Ty NeT v I T = T ORERHDL I EEREML, Ty T TSN TAT b
N=Varka—PREETH-0D0A D= RN BRI TEET, TR T2 7 7
ANVETNIFFEDHE 7 7 7 7 A Mk LT, client-update X ERB L OEH TX £7°,

« TUHNGEAELZMEH L GRREA R ET 25515, IKE BT IZEE T HFEAE LRI 5
cZARNRA L MOAREZIRETEET,

EHETOTD74ILOD SSLVPN v S 3 VIEE/NS A —4

W DFIX, SSL VPN (AnyConnect 7 74 7> B LT T4 7 2 MU R) HEGIZEA OB
TaT7 A NVOREOY A RNTT, THHDOBEMICNA T, 3XTO VPN il im0 —f%
B 7 v AVORMEERELET, #7077 A VOREICET S FIET L OFRIC
WTIE, 7947 RLUASSLVPN > a v O 07 7 A4 LDOHE 26 2—) %
ZHRL T I,

GB DoV V—ATIE, 7 a 7y A1) BN TRV A=) LI TWE LTz, #
W7 a 7 7 A ik, tunnel-group 22 REFEHLCEELET, ZOETIH, ZD2o0H
FENRIEIIC IS HEHEINTWET,
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BHETO 774 LOSSLWPN £y o aviEmis2i—4 ||

R 1:SSLVPN BiER TR 7274 LDOEM

HEEE
authentication FRE AL, AAA /IR EARE L F9,
customization I 5 CIERFHON 2 4~ £ 3

CVOLRIERELET, WAXAE—T 3
NZEHo T, v A VERIC—TICERR I
D04 RUDIHENREY 9, hAX~
AB—vary RIA=FIL, 74T b
A SSLVPN DFRED L L THELET,

nbns-server CIFS 4 RifiE A5 3 % NetBIOS & — A H—
A P —,% (nbns-server) DA FiZHE L £
ﬁ‘o

group-alias P— o T 7 A NESRTES 1

DU LB ZIRE L ET, v A SRR,
A—PE Ry T Ama—hb T —
TR L ET,

group-url 12U EDZ7NV—7URL Z$EELET, ZD
BYEARET %6, fAELIZURLICT 7 &
AT Ha—X, rTA VR V— T i
R 03T b D A

AnyConnect 7 7 A 7 > b %#5il2 Z /—7"URL
PHHT 28— K RXT U TRBBETE, 7
FAHXNDEASA /) —RT, /J—FRou—FK
NG TONRT Y 7 T RUVAD T —
ZURL &[RRI, AR 9AX T RLAD Y
J—7"URL Zi%ET H2E R H Y 7,

dns-group DNS $— %, RAA 4, F—DH—r3]
U hTARK, BXOBH T 7 A /LT S
NDDNS Y — DX A LT 7 MEEIRET S
DNS #— Z—7%IEELET,

hic-fail-group-policy Cisco Secure Desktop Manager Z#fEfH LC, 7
N—T RX—=Z R — @M% [Use Failure
Group-Policy] F721% [Use Success

— ZL

Group-Policy, if criteria match| (ZF%ET D %54
X, VPNHERER U v —Z2E L7,
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override-sve-download AnyConnectVPN 7 7 A4 7 &2 U E— | L—
FIZHF T — R 572012, FEINTH
LT N—T R —@EE i — V4R
DF T a— R EEXINET,

radius-reject-message PRRENES SN & FID, v 7 A VEEIC
RADIUS 5 A v — V% F R LET,

EHIAODD 74 ILDOHETE

)

TITHE, YN ary TR AR E—RELIEIYALT 2T R AN E— ROWHT TOH 7
077 A NVORNEBIOREICOWTIRHLET,

G¥)

~)F arTF AR T— RFIKEvI BEOIKEV2 %1 bY—H% o MZoOAHiEH S, IKEv]
IPSec @ AnyConnect, 7 7 7 2 b LA SSL VPN, L 7+ — Cisco VPN 7 7 A 7 > | Apple
FAT 47 VPN T4 7k, Microsoft 147 47 VPN 27 Z A7 >k, F721% cTCP I3
HAEnEdA,

FIFN OB T T 7 ANEEF L, 350D RV TN—TF ZA TONTHINTH LW
B a7 s ANERECTEET, BT 7 7 A VN THRIICERTE LaWEMEICR LT
X, TOWENT 740 FOHEGE T 7 7 ANANLREENET, T4 MOS0 T 7 A
NWEATIZIVE—RNT 7 BATYT, ZOBRONRTA—=FF, BRLIZ MV FA4T7128-
THRRVET, 77NV NERT R 7 7 AL EEFD T, TXTOHER 27 7 A VOBIED =
VI AR 2L = a T I NDa T 4 X2 b — g L EERT HITIE. show
running-config all tunnel-group =~ > K2 AJJ L £ 7,

EHEJOJ7 74 ILORERKRE

1 OO ASARYR—bTE D87 m 77 AL (bR T—7) OFEREE. 77 v b
7 4 —ALDRKE VPN & v v a O RE+5 OBETY, HIRE#EZD b FS—T%
BIML X5 &3 5L, TERROR: The limit of 30 configured tunnel groups has been reached] A
E—UNRRINET,

FIHILEDIPsec Y E—F T EREHETO I 71 ILDERE

TNV MDYV E— N TV RAEEG T 7 7 A VONFIL, RO LBV T,

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipvé6-address-pool
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FIAL D IPsec YE— bk 7o uREHETO 774 L0BE [

authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no override-account-disable

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS

tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2
no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipv6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS

tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2

no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl
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B opsec oL —To—mER

no authentication ms-chap-v2
no authentication eap-proxy

IPsec > RILTIL—TO—EEH
— BT, D RN T N—TF H A ST HEm T T, IPSec UE— K T /A hrpab
L7747 MLV ASSLVPN kv TlE, A U—BEDRE 52 A L Tu\hET, IPSec
LAN-to-LAN k> puid, 7y bE2FEHLET, T XTO a2 ROFEMIIOWTIL,
[ Cisco ASA Series Command Reference] %ZH L T 12X\, ZZTiX, VE—bF 77 ERY:
a7 7 A VB L LAN-to-LAN #5557 0 7 7 A VA RET B HIEZHOWCEIZEBE LE
7

JE—F 7O REHRETO T 74 ILDEKRE

KDY FE—hK 74T R A N ASA DREICHERG AR ETAHEE1T. VE—FT 72
v R T e T s ANVEHEHLET,

« AnyConnect Secure Mobility Client (SSL ¥ 721% IPsec/IKEv2 & ##¢)
« 7747 L ASSLVPN (SSL & D7 T 7 H~— 2 DHt)

* Cisco ASA 5500 Easy VPN /"— R =7 7 74 7 > k (IPsec/IKEv] & ##¢)

F 72, DfltGrpPolicy & WD L HIDT 7 4/ ks Z)—TF KU o—bifLE 7,

VE— T2 R0AEH T 0 7 7 A NVERET DI, &N b T—T— R A%
EL, RICVE—FT782BHEZRELET, ROHEEZZRLTIZIV,
s VE—KNT IV RRAEgER T O 7 7 A NVDLARTE XA TOHRE (10 =) |
cVE—NT IV BRERT O 7 7 ANOEBEORE (11 X—) .
« ZHBREORE (16 X—)
c UE— K TR T 07 7 A LD IPSec IKEvl JBYEDFRE (18 ~=X—) |

«IPSec VE— h 77/ A7 7 7 A4 LD PPP J@IEDRE (20 X—)

JE—RFT7HORREHTOT7AILDERE R A TDIEE

FIE

AT RFEEIEFT7II Y B8
AT w71 | tunnel-group =~ > RZ AN L, 4Hi& | VE—K T78A RV OBE, ¥
HATHRBELC, #7107 7 A V% | £ 71X remote-access T3,

ek L7 tunnel-group tunnel_group_name type
& - remote-access
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YE—F 7o eREGTOT 7 Lo—pERORE [

ARV RFERFTIVaY =)

7= & 21X, TunnelGroupl &\ 5 ZRE[D
Ve—hT7 7R w a7 7 A VE
ERET %1012, kD~ RE AN LE
‘j‘o

hostname (config) # tunnel-group
TunnelGroupl type remote-access
hostname (config) #

JE—RF 7O RREHE IO 774 ILO—REHDETE

&M

ATy T2

ATv73

Bt 7 n 7 7 ANDORIEMEEZREETITEE T HITIE, ROFIETHIA=FEHEELE
R

FIE

—EBHEERET DT, I a TR AR E—RELEFYALT 2T FANE-RT
tunnel-group general-attributes ¥ 2 7 Z AJJ L ¥4, TN T, b RxAT—7—REEa
TA4F¥alb—varyE— RRHBINET, TRV IR L T, B RAEE Iz L
A SY/EY/ N B

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

SEEY— R T —T NG E . TN O ERELET, FRELEY—NR Y
N—FITEENAE L EXICa—I T =2 RXR— AT 254801, $—U—F
LOCAL %3BINLE 3,

hostname (config-tunnel-general) # authentication-server-group [ (interface name)] groupname
[LOCAL]
hostname (config-tunnel-general) #

ROREY— /R ZO—T D4 RIE, &K 16 LT T,
FTFa T, TN—THD%AIA E—T oA AL B/ ETDHZ LI, A ¥ —T =
A AEAORFEEHRETHZ L HTEET, F/XW®%T%%%? ETDHDA L HX—T AR

X, By a THBMLERS D £9, kO~ KT, BREICY—/3 servergroupl % {3 ]
T B test EWHLZEIDA L H—T =2 A ADA L H— 7i41l7ﬁ@ntuuﬁ7ﬁlﬁﬁﬁiﬂéﬂi‘ﬂ

hostname (config-tunnel-general) # authentication-server-group (test) servergroupl
hostname (config-tunnel-general) #

ERFT DAY — TN —TOLHEHEELET (FETLHE) « ZOEEZRET S5HE.
a—WIEHT DRAT — XN RIAHET DRERH Y 7,

gEHIno7aL. =T Ry — s&U1—F ||
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B =+ 7rexg8707 7 LO—REEORE

ATvT4

ATvT5

ATvT6

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

R — N T N—T DARNT, HK16 LFTT, 72L& X, Roa~vy Nk, @Bad—n~ 7
Jb—"7 FinGroup Zfi 195 Z L Z#F5E L TWE T,

hostname (config-tunnel-general) # authorization-server-groupFinGroup
hostname (config-tunnel-general) #

THOT 4 T =N TN—TRNb5%GE, AT N—TDOL4FIEHEELET,

hostname (config-tunnel-general) # accounting-server-group groupname
hostname (config-tunnel-general) #

THATT 47 =R TI—TDLHNL, K16 LFTT, & ziE, kOa~r Rk,
THOT 4T =R T —7 comptroller AT 5 Z L EFEELTWET,

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

FI s TN—F R o —DAHIEIEELET,

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

TN—"T" R —OL4HNEL, K64 FTT, ROFITIX, 774K TA—T K —D
411 & LT DitGrpPolicy &% /E L CTWET,

hostname (config-tunnel-general) # default-group-policy DfltGrpPolicy
hostname (config-tunnel-general) #

DHCP ¥—/3 (g K10 % —%) OL4RITE7ZI1ZIPT KL A, BEXODHCP 7 KL A F—/b (&
K67 —/) OL4RIERELET, 7 74/ hTiL, DHCPH— L7 KL A 7 — L3 &
NFEHA, dhep-server 2~ RIZKV, VPN IFA T FDOIPT RLAZRELE D £T5
L X|Z, FBED DHCP — NIZIBMNA 7Y a v ZEETDH L IICASA ZRETEH L H1Tk
D ET, FEMIZOWTIEL,  [Cisco ASA Series Command Reference] #/4 K @ dhep-server =1~ >
RESZELTLEE0,

hostname (config-tunnel-general) # dhcp-server serverl [...serverlO]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address _pool6]

hostname (config-tunnel-general) #

GE) AV —=T=A AL EHRETLHHEIE. AWy a3 THELLENDH Y £7,

T RLVA =L, Fe— b a7 4 Fab—3 3 E— KT iplocal pool =~
VREMFHLTHRELET,
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ATy T17

ATvT8

ATvT9

YE—F 7o eREGTOT 7 Lo—pERORE [

Fv b= T RIvvararie— Lzl LTHIHAE, * I\U%ﬁ?’%“l v
YAy b=V RAF ¥ BGRETHEM SN ORBREY — D 7 N —T %R ET 5729012, NAC 7
REY— R TN —T DL EEELET, NACEZYR—FT5L512, 2l ?6 1 00)777
TR aryie—L h—RERELET, ACS VL —TDL4HIZIRET HIZ1X. aaa-server =
~ U REMHLET, KIZ, ZOR CARTE YV — ZL—TITEH LT,
nac-authentication-server-group =~ > R&fliH L £,

RIZ, NAC R AF ¥ BRGEEZfE A S HF8FEY— /N 7 L—"7"& LT acs-groupl &7kl 7 % %
RLET,

hostname (config-group-policy) # nac-authentication-server-group acs-groupl
hostname (config-group-policy)

I, TTHNEFDYE—F TR TIN—TNERI— R T —T 2K T 5027 L
i‘j‘o

hostname (config-group-policy)# no nac-authentication-server-group
hostname (config-group-policy)

GE)  NAC i3 5I12i%, UE— bk & A I _EIZ Cisco Trust Agent XFAET D LE R H Y
i‘é—c

T—WHE AAA —NIZIETHIS, 2= LN S 7N —TE 3l A2 R ET 20 E 5 0%
BELEYd, 774V ETlH, V=74 b LA bREENEEA,

hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm
hostname (config-tunnel-general) #

VIVLEFEB R AL D2 T, VIV AZRETDHE, ASAZA— B LI —7
(BH25EE) Bt EALET, 7V —T7%RET DL L. ASAITEREC—FAB L O LV A
(b2%6) M LES, LLAEMTZEIBRT 2I121E strip-realm =~ > FZ AL, @&
REHIZ =4 D 7/v~7ﬂkﬁﬂi%%ﬁﬂ[ﬁ%a‘é I strip-group 2~ > N % fifi Li?‘ ﬁﬁ@
&t 2HIBRT 5 & SRR username 72T 2D NT ThIVE T, LN DOEE. FREEI
username@realm CF-H| 2R E 7213 username<delimiter> group L F-F N FEDV \“Cﬁ%)ﬂiﬂ‘o
W= NTT Y I X BT TERWIEAIL, strip-realm 2 f5ET M E R H VD 77,

#—/37% RADIUS, RADIUS with NT, %723 LDAP #— D4, 47 a T, N2 —
REHE A F—TMICTEET,

gEHIno7aL. =T Ry — s&U1—F ||



BHEIOT7AN, FL—TRYL— B&va2—¥ |
B =+ 7rexsTno 7 Lo—BEEORE

() FRREICLDAP 74 L2 MU H—Zf LTV D56, /SA Y — FEHT Sun
Microsystems JAVA System Directory Server (IH4:#7/% Sun ONE Directory Server) 35 &
Y Microsoft Active Directory Z i/ L THAR— h S E T,

Sun:Sun7 4 V7 FU = 2T 7B AT HT2DIT ASA ITERE STV 5 DN A3,
P—RDFT 7 F VR AT— KRR —ZT VB ATEALERSHY 7, DNEL
T, T4 V7 NUVERE, £72037 07 N EHEEHRER S 2—VEHHTS 2
CHAHRLET, FE. T AN SR T— R R —ICACI 2R ETX FT,

Microsoft : Microsoft Active Directory T/X A U — REBLZ A 12— 7 /2T 5121, LDAP
over SSL ZiX ET D MENH D £,

COMREIXT 7 4V P TT =T IR o TE Y, BAEDOASZA T — FOARBIEN
T b a— W ZELELFRLET, T 740 M TR, BIRYNA O 14 A EHZES RN
BRG S N £,

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

P— 3728 LDAP — "OE . ARV Z L ICET 2EENBBESN D ETORE (0
~180) ZHETXET,

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

GE) bR IA—T BT ¥ a2l —var - RTANLE
password-management =~ > N2 K> T, b7 )b—7 ipsec BT — N THRH]
WZ AT E T IEHELE D radius-with-expiry 2~ > RRE B 5N ET,

password-management 2~ RZRETHE, ASAX, VE—h 2—¥FRnrf o954 %
W2, ZTO2—FOBAED/RAT — ROYIBREINIHE > T\ D, FEIRA N 2 & & @A
LET, £ ASA 1L, 22— PR AR — REEHETEHLHICLET, BUTORT —
KBRS LTCWRWGE, 22— ZFDORATU—REFALCue /A v LETHZ N TEE
4, RADIUS F7-13 LDAP FIEMRE SN TWVARNEA, ASA TIXZ 0 a~r RBRER SN
e

IR LS TART = FREIREINIC 2 2 E TO HBEPERE SN L2010 TE2R< | ASAR/RA
U — RAEIBREIAUC 722 D0 H AN 2 — P~ DL LB T 20 WEE SN D &V ) JITEREL
TLEEW,

password-expire-in-days &+ — 7 — FZ{EET 25 51L. AROBETILELRH Y £,

ZOavwy RTHEIZOZRET DL, Z0a~vwr RiET 4 B—7 A7 £9, ASA T,
A—HIZH L TERGPE-> TWNDLZ 2B L ERAN, KEIC2—FINR T — N2 EH

TEET,
FEAIC DWW TR, SR T — REFLH O Microsoft Active Directory DFEE (44 ~X—) L
TLTEENY,
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ATy 710
ATy 7N

ATvT12

YE—F 7o eREGTOT 7 Lo—pERORE [

ASA Version 7.1 LA ClX, LDAP % 721X MS-CHAPv2 % #7R— k9% RADIUS #4f5¢ CRlaE & 1T
9 & X|Z. AnyConnect VPN Client #%f¢. Cisco IPSec VPN Client #f¢. SSL VPN 584 k> Z\ )
YT ITAT Y M ER, BEOZ TA T b L RERICHT S8R T — REEN—fRAIC
AN— FENTWET, Kerberos/AD (Windows /XA T — F) F£721ENT4.0 KA A i ﬂ?‘é z
NOEOEEGRAA TDONTNTH, AT — REHIIVR—- SR THEEA,

MS-CHAP % # 7R — k L T\ 5 —H D RADIUS H—/\1Z, BifE MS-CHAPv2 Z# ¥ 7HR— k LT\
EH A password-management = >/ RZEEHT 51 i MS-CHAPV2 B2 f-h, R
7“—5 e LT<7L§1/\

(G¥)  RADIUS #—,% (Cisco ACS 72 &) (., FBREERZBIOFRGE — N Ic 7 a X4 545
ENRHVET, 7277 L. ASA 225H1T RADIUS H—_NEDLBELTWAE L IR X
F9,

LDAP C/8RA T — REZEH T 5H21F, THIRO LDAP H— 2 L E O FiEAMEH &
ALTWET, BIFE, ASA TlE Microsoft Active Directory 33 &2 U Sun LDAP H— /T %}
LTCORH, MADONRAT— REHa Yy 7 2R L CET, 1’147 47 LDAPIZ
I%. SSLEEEAMEL T, LDAP D/ /XA Y — REHZFE4T9 HRIIZ, SSL_ETOLDAP
A X —TNVCTHHERHY 3, T 74/ b TiX, LDAPIIAR— F 636 24 L
E3r N

FEAEN LR 7 =) —HOAFTE/F L eI T2 1 >R 3B B2 RE L £,
ZORMEICEY, YT Y27 DN T 44— L RO EDOE R A O —F4 L LTERTS
MISRESNET,

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

el ZiX Woa~<r FiE, CNBHARATHO2—FL L LTHEMAT 22 L2 EL TVE
D

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes (%, C (|#) . CN (##4:) . DNQ (DN f&ffi¥) . EA (1A —
T RLR) | GENQ (HAREAiT) . GN (&) . 1 (A=v+/) | L (M%) . N (4
A . O Gk . OU (k== K) . SER (U T7/A&ES) . SN () . SP (NE/2iZ
%M_HJ T (&%) . UID (=—H1ID) . BLXOUPN (—H F U L i/UL 2—20) N
HoET,

—F ’%ﬁ%?‘l‘jﬁ"éﬁﬁ 2, ZO—FNREFICBEAI SN TWARENH DL E ) NERRE
L/iﬁ‘ ’7‘7j‘/l/ ]\T utu Li%:;kéﬂiﬁ%uo

hostname (config-tunnel-general) # authorization-required

gEHIno7aL. =T Ry — s&U1—F ||
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fAts |:|.|.—|Z D EX & H_I

&

ATy T2

BHEIOT7AN, FL—TRYL— B&va2—¥ |

hostname (config-tunnel-general) #

génuu j: :LH‘H‘#Hﬁ/l"/ ﬁ - E"jm@nuu 7 1/7::/‘/“\7/1/ (209@3‘—‘“&% &/\OX U—
R E) ZANTDHEOERTEHA TS a0 OMETY, “HRBHEARET ST, koa<
Y RERELET,

FIE

TH VS — NN T N—TERELET, Z0avry NI h - Z U AAAY—E LT
fEHT 25 AAA YV — X T —7%BELET,

GE) Zoa~r KX, AnyConnect 7 7 A 7 > b VPN #2721 H Sk 7,

ﬁﬁyﬁ)®ﬁ%ﬂ7»*7Tﬁﬂnﬁ*ﬂﬁww7%%ﬁf%iﬁho?7%”%?ﬁ\
'Ei] /& ) muu i%‘g% D i“ﬁ‘/\/o

hostname (config-tunnel-general) # secondary-authentication-server-group [interface name]

{none | LOCAL | groupname [LOCAL]} [use-primary-name]

none ¥— UV — REZFEET DL, B X URGHIERSNEE A, groupname fEIT AAA Y —
NIN—=T2 %7 LET, B—HVEINEY— N T = _X—2 %52 LE2RL,
groupname il & 5 & LOCAL X7 4 — /A3y 7 &R LET,

lexix, 794<=Y nLuE*f—/\ T N—"T"% sdi_group (2, BEH X VRGEY— /N T —T %
ldap server (ZFXET DX, kD a~> REASHLET,

hostname (config-tunnel-general) # authentication-server-group
hostname (config-tunnel-general) # secondary-authentication-server-group

(GX)  use-primary-name ¥— U — FZfiT 256, v /A4 A4 T7n 731 >O2—%
AT ERLET, £, 2=V EET VX AGRAENOCHHT 25, 774~
:L“*‘ULZ-K VT SFREEL WA éﬂi@ﬁo

H ) 2=/ EGHENLIGT 525G 1L, secondary-username-from-certificate % A
JILET,

hostname (config-tunnel-general) # secondary-username-from-certificate C | CN | ...
use-script

TH ) 2= L LTHERT 2 OIGEAEN ST 2DN T 4 —L FOfEIE, 774
~ U @ username-from-certificate =~ > K& [A] U T, F721X, use-script ¥— 7V — REIFEL
T, ASDMIZ Lo THARSINTZAZ VT b 77 A NVEFEHATDHE 9 ASA IR TEET,
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ATvT3

RTv74

ATy T5

—szinzz |

2zt I A~) =YL T — LV RELTEELE, BH R a—VL4L T —L R
LTk =y FEREETAICE. kOa<x FEASLET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # username-from-certificate cn
hostname (config-tunnel-general) # secondary-username-from-certificate ou

PRECHERT 720127 74 7 v FEHENO D U F ) a—PL4ZHMHTE 5 L9127 512
X, by s /l/_7° webvpn JEMEE — KT secondary-pre-fill-username =~ > R&fff L &

T, ZOaAvy R&E7 747 N AEEHREE 721X SSL VPN (AnyConnect) 7 7 A 7 > M

AT 202890, il S —V &2 =0 Fa—FICERRICT L0 E I hERET D
F—U—FEFEALES, ZOBERITT 74/ P TEDICRESNTWEST, 7747 L
AKX T arvt SSLZIAT Y b ATy a VIFFRIFHCHEATE 40 2hEnsEO 2~
Y RTRETHLENDHY 7,

hostname (config-tunnel-general) # secondary-pre-fill-username-from-certificate
{clientless | client} [hide]

Tl ziE, BT T4~ b H Y O OFRFEIC pre-fill-username % 4 5 121
wDavr REANLET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # pre-fill-username client
hostname (config-tunnel-general) # secondary-pre-fill-username client

Bl c T 28 B A ST 2 DI T 258G E— " EZHRELET, T 74/ Dk
Wix, 79A < VREY—NTF, Z0a<vy NI _EHRETCOLE®RLZH B ET,

hostname (config-tunnel-general) # authentication-attr-from-server {primary | secondary}
el RFE v F VB —ANZHEET DT, ROaxr Fe AN LET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authentication-attr-from-server secondary

Ty g EEEMT AR —T S (I ERTE X)) EEELET, T4
N MEITXT T4 <) TT, “EHRIEEAX—TNICTDHE, 200D —FL4 TRy a v
ERAECE E4, BHEIIE Yy va roa—H4 L L GRESN 2 —F4ONT N EIEE
TAHAVERHVET, By arDa—VL4IL, TIUvLrT40 7, Byiay F—F_—
A, syslog, 7 /Ny ZHIZRES VD = — 4 T,

hostname (config-tunnel-general) # authenticated-session-username {primary | secondary}

7:_&7\_1 Ty /&Fﬁlgij‘ PRAY Y 1—%%%‘1217/5 PR ﬂ_—/\ﬁ)gﬁyﬁ%?éi OEFEI
ETHITIE, kDa~r FE AT LET,

gEHIno7aL. =T Ry — s&U1—F ||
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B =+ 75 £RBETOT 7 1 L0 IPSec KEVI BIEDRE

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authenticated-session-username secondary

JE—FT7ORREHETOT 74 ILD IPSec IKEV1 BTEDERTE

ATvT1

ATy T2

ATvT3

UEe—h 727828717 7 A /LD IPSec IKEV] B AR ET HI1C1E, ROFIEAZEITL £
T ROBMAIX, VE— T 78RR T m 7 7 A V&2 T TIHER L TWD Z L aRifEE LT
WET, VE— 77 BRER 70 7 7 A LICIE, LAN-to-LAN#Sfe 7 7 7 A L L W $ %<
DEMENRH Y T,

FIE

VE—h T778%A by Z—7 0O 1PSec BMEZIFET 5121, YTV arTHA L
F—RFELEFYLT 2 THFANE—RTROaA~v REASN LT R RAVT0—T ipsec J&
PEE—REBMBLET, Yo7 IR L T, E— FRERINTZ ERb0D £7°,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

Zoaxry RIZEY, bR T —Tipsec@Ea T 4 FaL—a v E— RRRBESN
¥4, ZTOF—RFTIE, Yo7 arydxA N E—REHIIvLVF ar5F AN EF—RTY
E—FNT I ERAX M RATIL—TD IPSec BIEEHRELET,

el ziX, WOa~v Rk, TGL E WO ARIOER 7 v 7 7 A VIR T 5 o xr s —7
ipsec BHEE—FDOa~v L R ZEE2BELTWET, Yo7 MAEL T, horxn
T Nn—"7ipsec BT — RIZA-T2Z LD 7,

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

FHEHFF—ICES IKEVI 2R — N T 57-010, Faifdkax—2BEELET, =& 2
1Z. ROz~ RiZ, IPsec IKEvl UV E—F 727 v 2# k7 v 7 7 A /L0 IKEv] ki 2 R —
57201z, FaiEAEF— xyzx ZEEELTWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-ipsec) #

BT OFEAEZFEH L TET O ID MG 5208 9 hEfREL 7,

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #
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ATy T4

ATy Th

ATvT6

UE—k 7O RREGTOT7 4 L0 IPSec kvt Bt0zE [

FRTELA 7Y a U flIE, req (M) | cert GEHIETYH R — FENTW5HE) | nocheck
GH~Z2\) T, T 740 Mt req TY,

el 21X, RO~ Nidpeer-id BGEENSMLE L Z L A fRE L TWET,

hostname (config-tunnel-ipsec) # peer-id-validate req
hostname (config-tunnel-ipsec) #

SEAEF = — L AEETELINEINEZEBELET, kO~ NiE, — FEFHE L T
D FAL CAFEHEZXELTWET,

hostname (config-tunnel-ipsec)# chain
hostname (config-tunnel-ipsec) #

ZORBMIX. TRTDIPsec bR TN—TF A4 FITEAINET,
IKE B TICEETHREAEZF#INT L F T A MKRA  FOLAFIZHEELE T,

hostname (config-tunnel-ipsec)# ikevl trust-point trust-point-name
hostname (config-tunnel-ipsec) #

WD~ RiL, IKE E7IZEET 2REEOARTE LT mytrustpoint Z 5 E L TV E 7,

hostname (config-ipsec) # ikevl trust-point mytrustpoint

ISAKMP ¥ —7 7 A4 7D LEWVMELFTFENDY N TABIEERELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

threshold /X7 A —X% TliX, E7NX—T T 747 F=HXV I E2METHETORETA K
JVEERIZB% (10 ~3600) THELET, retry /X7 A —X L, ¥—F 7 A TIGENZES
N7l 72o2%0) v I AMOMETT Q~108) , IKEX—77 7471, T 74/ KT
A X =T NVTT, ISAKMP ¥ —7"7 74 7 %7 4 B—7/MZT 5HIZIE, isakmp keepalive disable
EATTLET,

72 ziE koa<w o Nt IKESF—7 T 94 7O LEVWMEZ ISRIZETL, VNI A1 A
H—r3 )& 10 IR E L E T,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /XT A — % D5 7 3 /)L MHlX, VE— ;7 7B ADEAE1L 300, LAN-to-LAN DIHE
I$10 TH, £, retty X7 A—=F DT 7 4 /L MEIX 2 TT,

et (BEFa2T7 F—FTxA) T, ISAKMP E=Z Y 7 2R LU THRBLRWVWE I
FBETAHEAIE. koa~vr Fae A LET,

gEHIno7aL. =T Ry — s&U1—F ||
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B rsecUE—F 7o EREHETOT 71 L0 PPPRIORE

ATy 71

hostname (config-tunnel-ipsec) # isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

ISAKMP /~A 7'V v REEFES . XAUTH F72131 7V v FXAUTH 2 6E L ¥ 7,

isakmp ikevl-user-authentication =~ > N{X, ASA #GEICT VX VAEAEEHHT 2 LENH
L6, BEOY E— b VPN = —FFEFEIZ RADIUS, TACACS+, 7213 SecurlD 72 & L4
= FRERIRER T 2 MERH 55518, ™A 7Y v FXAUTHRRGEAR AT 5 722l
MLES, "7V FXAUTHIZE > T, IKEDZ =—X 1 28R D 2 DO FNHIZHEI S v E
T 2O0BHTAAT Y v RRFEE TN E T,

a) ASA X, HEHEOABF—HIFZHEAH LT, VE—F VPN 2=V 2 L GRAELET, =
hLiD BAEMICHEIETAIKEEX =2 VT 0 7/ m—a UL SIVE T,

b) WIZ., XAUTH RN U E— K VPN —HZBEEL £9°, ZOEEFGETHE, AR— S
NTWABUERDNT N OFRIEF N EHHTE £,

GE) ulunﬁg/l)775f/\/])7 Uy RIZRET DI [ il \—munJ—.E‘ﬁ_“—/\%uX/EL/ Faidk
HX—%1E L. FTAMRA U MERETILENRDY £,

isakmp ikev1-user-authentication 2~ > N & 472 2 @ interface /X7 A — & Z{HH L T,
FFEDA B2 —7 oA A& fRETEET, interface N7 A —F ZHWT DL, ZDavy
RFiZF~ToAf =T = RTWEH SN, A F—T =2 AT LICa~vy FBREESN
TWRWGAEDONRy 7T 7 LT LET, #7177 7 A /12 2 DO isakmp
ikevl-user-authentication =~ > K% 5/ L T\ T, 1 -2 Tinterface /X7 A —X ZfEf L,
HI NI OTHEALRWGES, A VX —T oA RAEBETHa~vy NIZEDOREDA X —
T A AR LET,

7o I, MOz~ RiL, example-group & MEIN A8 7' 0 7 7 A VONE A > &7 —
72 A ATNAT Yy RXAUTH & A x—7 ML ET,

hostname (config) # tunnel-group example-group type remote-access

hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec)# isakmp ikevl-user-authentication (inside) hybrid
hostname (config-tunnel-ipsec) #

IPSec ) E— +F 7O REHETO T 74 )LD PPP BEDRTE

VE—NT 7 B R w7 a7 7 A ILDRA 2 NV —iRA 2k 7a ba)VEglhdiREdT DI
&@%@%%ﬁbiﬁOWBﬁriImm)%—k77tx®&ﬁ7m774w_tﬁﬁm
ENFET, ROHIIL, IPSec VE— K T/ B2 T a7 7 A V2T TIER LTS Z &
ZHiHEE LTWET,
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ATy

ATy T2

IPSec ) E— k 77t EETO 77 1 Lo Prp BEDEE [

FIE

NV TN—T pppBlEa 7 4 Fal—2 a3 EF—RICADET, ZOFE— KT, kD=
~U REANLT, VE—FT7 2 A R RATL—TFPPP@MELARELET, Y7 b
DA LT, T FRRERINTZZ ERbnrh £7°,

hostname (config) # tunnel-group tunnel-group-name type remote-access
hostname (config) # tunnel-group tunnel-group-name ppp-attributes
hostname (config-tunnel-ppp) #

Tz, Roa<2 Rt TGl E WO A4RiDERe 7 a7 7 A )VICERT D horxvr—7
ppp BEE— R a<y Rz Z & 2MELTChWET, a7 (kL <, hrxis
J—"7 ppp BIEE— RICA-S -2 L Rb7Y £,

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ppp-attributes
hostname (config-tunnel-ppp) #

PPP #4f5\2xf 9 2 EA D71 b a Ve T 55852 A X — 7T D E I EfRELE
T, 78 b avoFEIZROWT AN £T,

« pap : PPP #%#5i C Password Authentication Protocol (/XA U — RFBFEZ' 1 h2)L) O %2 A
2=V LET,

» chap : PPP 4%t C Challenge Handshake Authentication (F% L' > Ny Ry = A Z3GET 1
fan) OfHEZA X—7 VI LET,

 ms-chap-v1 F 721X ms-chap-v2 : PPP ##¢ C Microsoft Challenge Handshake Authentication
Protocol (Microsoft 7% L'>' ¥ N> R =4 ZFRFET 1 L) o= a1 £720F
N—=Va 20 EA RX—7 VI LET,

« eap : PPP $%f¢ C Extensible Authentication Protocol (JEIEFRFEZ v h=2/L) OfiH%Z A 1 —
T LET,

CHAP & MSCHAPv] 1%, T 7 #/V h TA X —7 I > TWET,
ZOa<wy ROEIIRO EBY TT,

hostname (config-tunnel-ppp) # authentication protocol
hostname (config-tunnel-ppp) #

KD havOiRiEET 4 B—7 T HI01E, Zoa<xwr KOone BEXE2FHEHLE7,

hostname (config-tunnel-ppp)# no authentication protocol
hostname (config-tunnel-ppp) #

72 z1E. O~ RIZPPP T PAP 7 ha L fFifla A4 2—7 NI LET,
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hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

WD a< 2 R, PPP#ii TMS-CHAP X— g > 2 7 haLofEHa2 A x—7 W LE
7,

hostname (config-tunnel-ppp) # authentication ms-chap-v2
hostname (config-tunnel-ppp) #

’D < Ri%, PPP #:5i T EAP-PROXY 72 /L Z A r—7 Wiz LT,

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

WD a2 R, PPPE TMS-CHAP X— g v 1 7a halofFERE2T 4 —7Lic LE
j—O

hostname (config-tunnel-ppp) # no authentication ms-chap-vl
hostname (config-tunnel-ppp) #

LAN-to-LAN i85 R D 7 € JLDERTE

IPSec LAN-to-LAN VPN #f: 7 17 7 7 A /L{%. LAN-to-LANIPSec 27 7 A 7 > b #3172 1) 36
ENFET, RETDHNRNTA—ZDELIIPSec Y E— T 7B ADE/RGL T2 7 7 A NLDHLOD L
[ U C7 A, LAN-to-LAN k> RILDFFN/NT A —2OEITV 72y £9, T 2T,
LAN-to-LAN 835t 7' 10 7 7 A V&R ET D HIEIC OV TR L E T,

« LAN-to-LAN #55s 7' 10 7 7 A VDA T & XA TOHE (23 ~2—)
¢ LAN-to-LAN B35 7' 0 7 7 A LD — R BIEDOHRTE (23 =—)

« LAN-to-LAN IPSec IKEv1 BHEDFRE (24 ~—)

T4 FDOLANto-LAN 8 O D7/ JILDaAV T4 Fal—3 Y

77 4/ k@ LAN-to-LAN 8t 7' 0 7 7 A LORNEIL, RO EBY T,

tunnel-group DefaultL2LGroup type ipsec-121
tunnel-group DefaultL2LGroup general-attributes
default-group-policy DfltGrpPolicy
tunnel-group DefaultL2LGroup ipsec-attributes
no ikevl pre-shared-key

peer-id-validate req

no chain

no ikevl trust-point

isakmp keepalive threshold 10 retry 2
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TR)O— B&Ua—Y
LAN-to-LAN #5701 7 7 A L& di e 52 1 ToiE [

LAN-to-LAN#5i 7 0 7 7 A VDRT A =R TV E— NT VAT 0 7 7 A VDIRT A —
ALV FOREALLIZELELO N —FTHEILTY, EBICHEELZHRETLHED
FfEMEEZEZE 2, ZZTRIDOITNA—T DT A —2 2E5NZEHA L E3, FARICEERE L7eWn
WNIA=ZIFTTXT, T 74NV NOERT 07 7 A VD EDEEMHRALET,

LAN-to-LAN i O D 7/ LD BRI EZ 1 TDIETE

BT a7 A NVOLRTE XA T ERRET HIZIE, RO L DI tunnel-group 2~ > K& A S L
£7,

hostname (config) # tunnel-group tunnel group name type tunnel type

LAN-to-LAN k> RV DA # A FiTipsec-21 12720 £3°, 72 & 21E, docs &\ H A4RTD
LAN-to-LAN $ft 7' vt 7 7 A VR 21213, ko a~x > Ra A LET,

hostname (config) # tunnel-group docs type ipsec-121
hostname (config) #

LAN-to-LAN #£#: 7R 7 7 1 LD — i BIHEDEETE

ATy T

ATy T2

e 71 7 7 A NO—REMEERET HITIE, ROFNEZFEITLET,

FIE

TN ar7Tx AN E—RNELIEYALTF 27 F A b E— KT general-attributes ¥ — 7 —
NEfREL T, b N —7—RKEMEE— NG LET,

tunnel-group funnel-group-name general-attributes
i
docs EWOARIDH T 0 7 7 A NVDBFEIEL, ROa~ Re A LET,

hostname (config) # tunnel-group docs general-attributes
hostname (config-tunnel-general) #

a7 RBRE{L LT, config-general E— RIZ A7 Z ENbY ¥, MR ATN—TFD
—EMEIL. ZOF— R TRELET,

TI7HNE TN—T RY o —OAFTEEELET,
default-group-policy policyname

1 :
WDa<y RiE, T 7408 Z—7 KU 2 —D4RIZ MyPolicy Z45E L T\ E 9,

hostname (config-tunnel-general) # default-group-policy MyPolicy

gEHIno7aL. =T Ry — s&U1—F ||
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B an-o-LaN Psec IKEV Bt DR E

hostname (config-tunnel-general) #

LAN-to-LAN IPSec IKEv1 B £ DEXE

ATy T

ATy T2

ATvT3

IPsec IKEv]l B2 ET HI2iE. IROFNEEFZITLET,

FIE

ko ZV T N—71PSecIKEV] JEMEERTET DX, o/ ary7FxAME—RERT~L
F 2T F A N E— R T IPSec-attributes F— 7 — R Zf57E L C tunnel-group 2~ > N & AJJ
L. b n—Tipsec @Ear 7 4 Xab— a3y T— RERBELET,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

=& 21X, o a~> R T, config-ipsec — RZBAtE L. TGl LW IO ARiIOERE 717 7
ANDINTA—=BERETEET,

hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

Tuar T IRE LT, P —Tpsec@tEa 7 4 X2l —va v E— RICA-T
ZERDLNY FET,

A F—IZHS < IKEV] e YR — M 272012, FREAF—2HEL £,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key key
hostname (config-tunnel-ipsec) #

72L& z21E, kD~ Fid, LAN-to-LAN #5717 7 A VD IKEv] ##5ia R— b3 5729
12, FHETHE X — XYZX ZHEELTWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-general) #

7 OFEAELZEH L TE T O ID 2T 2089 hEEELET,

hostname (config-tunnel-ipsec)# peer-id-validate option
hostname (config-tunnel-ipsec) #

FHTE 5247V a3, req (WAH) | cert GEHETHER— FENTWBHEE) | nocheck
FER72) TT, T 740 Mdreq T7, =& 21X, kD a~> RiX, peer-id-validate 4~
vz % nocheck |ZFXE L TWET,
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ATv74

ATy TH

ATvT6

LAN-to-LAN IPSec IKEv1 B0z [}

hostname (config-tunnel-ipsec) # peer-id-validate nocheck
hostname (config-tunnel-ipsec) #

SEHHEF = — L BRETEAINE I ERELET, kOT 7 v a i, /b— MEEHE L 4
TO L CAFEHAEZEEFE L TCWVET,

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

ZORMIZ. TRTO M I —F ZAL FITHEATEXET,
IKE BT E T DEAEEZRINT D2 F T A RKRA  FOLA4RIZRELET,

hostname (config-tunnel-ipsec)# trust-point trust-point-name
hostname (config-tunnel-ipsec) #

e ziE, oa<wr RiE, bT A RNKRA > M4 % mytrustpoint [ZF%E LTV E T,

hostname (config-tunnel-ipsec)# trust-point mytrustpoint
hostname (config-tunnel-ipsec) #

ZORMIX, TRTO RN TN —T A FITEATEET,

ISAKMP (IKE) ¥—7 7 7A4A 7O LEWVEEFAINDY N T A BEEZEE L ET, threshold
NRIA=HTE, TN —TTI7A T =4 ) T 2BhT5E TORET A RV Z7
e (10 ~3600) THELET, retry /N7 A —X L, ¥—T T 7 TILENZFEINL 72>
2H%0) NI OB TT @Q~108) , IKEX—77 7471, 774/ FTAX—T )b
TY, IKEX =TT 74 7%7T 4 =7 /MIF 5HIZIE, isakmp =2~ FD no XA AT L&
7

hostname (config) # isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

e z2iE, Roa<wr R, ISAKMP ¥ —7 7 94 7D L WMiEx IS BICREL., U MIA
A B =B 0 ICRELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /X7 A —% OF 7 ¢/ ML, LAN-to-LAN DIFE1E 10 T, retry /X7 A —X DT
7 F v MEIX 2 TT,

et A b (BF 27 F—hUxA) T, ISAKMP =%V L 72 LTCHBELRNE I
BETAEASE. oa<r FEANLET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #
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AT ST ISAKMP /~A 7'V v F#FE TR, XAUTH £7213~1 7 U v K XAUTH #$E L £

isakmp ikevl-user-authentication =~ > KX, ASA #FEICT VX NV GEAEEHHT 2 LENRH
L6, BELOY E— b VPN = —H¥FRGEIZ RADIUS, TACACS+, F721% SecurlD 72 & D L H
—Ip FRE PR T 2 MEN D DA, N 7Y v RXAUTHRRGED F24E 5 72 D ITff
HALET, "7V v FRXAUTHIZ L - T, ME®7Iw21#&@2o®$m_Aﬂgni
j‘o 2 <>€§%i7f/\/fi7rU v K muuﬂik WP:i%LEE‘f

a) ASA %, HEHEDABIF—HF2HEH LT, VE— b VPN 2—HIZxf L CRAFL£9, =
NCEY, BHAICRIETAIKE Y X2 T 4 7Y ym—a VBRI SET,

b) WIZ, XAUTHZHN Y E— K VPN 2 —HEZWEEL £9°, 2 OIEFRRETIL, VAR —F &
NTWBUERDNT N OFRIEF XA HHTE £,

GE)  FRREXA THANAT U v RICRET D121, FENSGRFEY— 2% E L, Faijdt
AxXx—%1ER L., FTARNKRALA UV INERETHILERH D 9,

7o b I, MOz~ RiL, example-group & MEEN A8 T 2 7 7 A VDA T U R
XAUTH %Z A 1 —7/WZ L £,

hostname (config) # tunnel-group example-group type remote-access
hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec) # isakmp ikevl-user-authentication hybrid
hostname (config-tunnel-ipsec) #

D954 F72FLASSLVPN Yy 3 VDEHEIOT7AILDETE

7747 MUASSLVPN i 70 7 7 A VHD s xv 7 —T7 =@M, hrxa s
J—TFDH A T ) webvpn T, strip-group =< > K & strip-realm =~ > K3 S 720 %
FRWT, IPSec VE— K 727 AR 70 77 ANDEDERLTY, 7794 T LA
SSL VPN (Z[EA D RMEITH 2 IZER L ET, IROETIX, 7T 47 kLA SSL VPN £t 7
07y ANVERET DIFECONTHEALET,

e 7T AT FLASSLVPNE Y g O— i b p VI —7 B0 E 26 3—)

e 7 IA T NLASSLYVPN Y gD L —7@EMo#RE 30 2—)

1]

92472 LRSSLVWPN Y aoD— o RIILTIL—TEEDERTE
BT 0 7 7 A VO RRIEE BOE £ T AT 5108, KOTFIATRT A—2 28 LE
j—o

FIE

ATy Tl —BEMERETAICNE. VL arFX¥ANE—RELREFYALF I TFFANE—RT
tunnel-group general-attributes =~ > & AJJLEd, T, b s—7—fKk@EME=
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ATy T2

5547 RLRASSLVPN v 3 vn—fi ko L—TEnEE |

Y74 FXab—vary B=FARRENET, YT AR TSI EICEREL TS
W,

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

AfOIE CHERK L 72 TunnelGroup3 O —fx@IEZ R ET 521X, IROa~ RE AT LET,

hostname (config) # tunnel-group TunnelGroup3 general-attributes
hostname (config-tunnel-general) #

mﬁﬁ%naw%7#%éﬁm\ﬁmﬁéﬁw%7@%w%?ﬁbiﬁo%Ebk#%ﬂ&
N—FIEENFEAE LT XITn— IV T2 R—ZAEZFFHHE AT 285803, $—U—F
LOCAL #3EBML %7,

hostname (config-tunnel-general) # authentication-server-group groupname [LOCAL]
hostname (config-tunnel-general) #

72 & 2, test E W) ZRTOFRIEY — R TN —T %% . PREEY— N T — T TCREENRA
ka%ﬁm%ﬁw#%ﬂ_7¢%WA/7¢éio #é X, o< REAILE
j—o

hostname (config-tunnel-general) # authentication-server-group test LOCAL
hostname (config-tunnel-general) #

authentication-server-group 4T, %F‘Ju CRE LTERFE — A" E T — "D 7 V—T 2B E
F9, WBAE— AR ET DI, aaa-server 2~ REMFHLET, /—T7 X7 @Eﬁjﬁﬁ
1L 16 X7 TT,
TN—TZOENZH DI v AN v F—T =2 AL ERETHIEILLY, f ¥ —T =
A AEFOBAEEHET D EBTEET, ROA U F—T = A XIT 7 4/ b THEMATEEIZ
o TOET,

s inside : { > % — 7 = A A GigabitEthernet0/1 D4 Hii

« outside : A > ¥ — 7 = A A GigabitEthernet0/0 /4 i

GE)  ASADHNEA L Z—T A AT KL A (IPvd & IPv6 D) 1%, 774 ~<— MAlD
7 RLUAZEMEEE L THTIRY £ A,

interface =~ > REMH L TRELLLZDOMDA L F—T7 24 AHEHFEETT, ROa~vr
RiZ, #BREIZH— servergroupl ZH 9% outside & W I LRTDA L H—T 2 A ZADA L H—
7 = A AEA OFRFEE RELTWET,

hostname (config-tunnel-general) # authentication-server-group (outside) servergroupl
hostname (config-tunnel-general) #
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B /57 rLassiveNtEy s aoo—f@ ko R L — TREORE

ATvT3

ATvT4

ATy T5

ATvT6

FFY A T, MHT BRI — A SN — T OLRERE LET (HETBHE) . RAEE
AL TWRWESIE, AT v 76T EATLIZEE N, ZOEEZRETHHE., 22—V
BRAF — 5 ~—AAHET B LER B Y T,

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

A — NZRET HICIL, aaa-server 2~ REFEALET, FL—7 ¥ 7O KEIT 16
XFETT,
T2, ko a~<y Rit, B — 70— FinGroup 2T 25 Z L #FEL TV ET,

hostname (config-tunnel-general) # authorization-server-group FinGroup
hostname (config-tunnel-general) #

=PI AT T DN, TOX—FRIEFITRAT SN TV LORERH L0 E D PEiFE
LET, 7740 FTIERIRERESLEE A,

hostname (config-tunnel-general) # authorization-required
hostname (config-tunnel-general) #

FEAZENGEA 7 =) —HOLRTZBA7-OIMHT 2 1 > 23850 @t E2EE L E9,
CORMEICEY, YTV 2 FDN T 4 — L RO EDESERBATHO 22— 4 L L THEMT S
MINRE S E T,

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

e 2, Woa< s Rid, CNBHEZRIHO2—F/ L L THENTL 2 L2ELTVE
R

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes /X, C (E) . CN (@%¥4) . DNQ (DN {&ffiv) . EA (BFA—
VT RV ) . GENQ (HAREMF) . GN (%) . 1 (A= %) | L (M%) | N (&
A . O KL . OU GHffk——=> F) . SER (U 7/&E%S) . SN (k) . SP UNE-I1X
EGERFE) . T (%) . UID (=—%ID) . BLXOUPN (22— 7 U UL x—4) 2
HoET,

FTvar T HHTLET IO T 4 TR T —T DL ERELET (HET L
B) o THOT A TEBEHLTWRWERIE, AT v 7 TIEATLESWY, 7T »
T AT Y= RERETDHITIE, aaa-server 2~ REFHALET, SV —7 X T OHEKET
16 3LF T,

hostname (config-tunnel-general) # accounting-server-group groupname
hostname (config-tunnel-general) #
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2R, koa<wr RiE, ThoT 07— 70— comptroller #5252 & %
BELTCWVET,

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

RT9T1 A7 arT, TI4NKITN—T R —O4RIEEBELET, 77 4+/L MEIXDAGrpPolicy
T‘j‘o

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

WOBITIE, T 74N s T V—T R —D4HTE LT MyDfltGrpPolicy Z 7% L TWE T,

hostname (config-tunnel-general) # default-group-policy MyDfltGrpPolicy
hostname (config-tunnel-general) #

ATV T8 A7 3T, DHCP — 3 (K10 —/%) OAFIEZIZIP T KL A, BLXODHCP 7 K
LA =) (lgK6 7)) OAFERELET, VA MERIIAR—ATRUIY x4, 5
7 4/ TliX, DHCP — &7 RL A =W S nE ¥ A,

hostname (config-tunnel-general) # dhcp-server serverl [...serverl0]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address _pool6]

hostname (config-tunnel-general) #

GE) A F =T A RZ[EFRT v a THELLER DD £77,

7 RVA TF—E, ZJe— a7 ¥ ab—3 3 E— T iplocal pool 2+
YREFERALTRELET, 7 LA P —LOREDFMIOVTIL, VPNDIP T
FLZ2 ZZRLTIEEN,

AT w9 H— A RADIUS. RADIUS with NT, £721X LDAP —_DE4E, 72 3T, AT —
REHAEA X —T NI TEET,

G¥)  FEREICLDAP 74 L7 b U #—=R2HEH L THD5EE, /2T — FEHIT Sun
Microsystems JAVA System Directory Server (IH44#:/d Sun ONE Directory Server) 5 X
Y Microsoft Active Directory Z i/ L TH AR — h £ 7,

eSun:Sun7 4 L7 RYU Y—NIZT7 VAT HT2DIT ASA IZERE STV 5H DN
B, b—=NOFT 7 F )V RAT—=RRY =T 7 BATEXALENDY £7,

DN &LT, 47 FUEHHE, £720137 4 L7 b U EHEEREZ O 22—
EEATLDZEEMRLET, £00E, 7740 8 RXRATU— KR Y —IZ ACI
ERETEET,

* Microsoft : Microsoft Active Directory T/NA U — REB % A R — 7 /LI T BHI121E
LDAP over SSL &/ ET 2 MENH Y £,
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B /57 rixssiven ey avo b oLy L —TREORE

COMREIXT 7 4L hTA =T NI TERY . BEDRAT — ROAERHIRNESL &
—PIEE A TR LET, T 740 F Tk, HIREIN D 14 HEjliZ 245 R8s SN E T,

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

P — 303 LDAP Y — DA ARSIV Z LI T 22 ERERBEINDSETOHE (0
~ 180) ZfRETXET,

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

B b A—T—REEa T ¥ 2l —var E—RTAALE
password-management =~ > RIZX > T, MR/ /—"7 ipsec J@MEE— N CTHAJ
WA &N 7= FEHELE D radius-with-expiry 2~ > ROV E S O ET,

IOavwy RERETLE, VE—F 22—l (35 L X2, ASA X, =—VDOIE
DINAT — ROFHHRBILSONTND Z & FREFMERON WA ammLET, £
NG ASA X, 2 —HF PR RNAT—REAERTELL21CLET, BUTORRAT— KRR L
TWRWEA, 2—WFIZDORAT—REEH LT /A4 v LT 5 2 LN T&EJ, RADIUS
F 721X LDAP #RENEE STV R WS ASA TlXZoa~wy RREHE I ET,

:ﬂKiOTNXU—Fﬁ%@ﬂhﬁ&éif@ﬁﬁﬁﬁﬁéhébifiﬁ<.%Aﬁﬂx
U — RBHIRREIAC 72 20T H RN 2 — P ~DOEE LG T 50N EEIND &V ) RICEEL
TLIEEY,

password-expire-in-days ¥ — U — NZfEET 25 81L. HEOLHETH2XLELRH Y £,
SR OWTIE, SR U — REHH O Microsoft Active Directory DF%E (44 ~X—) ZHBML
TLIEEY,

D5ATF72RLASSLVWPN EY L 30D M ORILVLTIL—TERBEDERTE

&M

74T U ASSLVPN R 70 7 7 A JVIZEBG D/RT A —F ZHET HIZIEL, ZOHED
WOFIEEZEFTLET, 7 T4 7 F LA SSLVPN . LLF(IEZ WebVPN & LTHILGNTWE
L=, ZhboEtix, b s n—7 webvpn BMEE— R CTREL T,

FIE

24T N ASSLVPN VT N—DRBEZIRETHICIE, kOa~wr REAHL
TRV N—7 webvpn BHEE— FIZAV T, 7o 7 FRZEMLT, T— FREES
N Enbnn £97,

hostname (config) # tunnel-group tunnel-group-name webvpn-attributes
hostname (config-tunnel-ipsec) #
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ATy T2

ATvT3

5547 RLRASSLVPN Y v avm ko L—TE0EE [

7= &z, sales EWHOARTDY F 4T > F LA SSL VPN k> RV 7 )L—7 O webvpn EME%
RETAITE, koa<wr FE AL LET,

hostname (config) # tunnel-group sales webvpn-attributes
hostname (config-tunnel-webvpn) #

AAA, TUHXNGEHE, 32T 570 0GR AR E T 5121, authentication
avy REANLET, AAA, GEUE. FEWMFEZEEDIEF CHRETE £,

hostname (config-tunnel-webvpn) # authentication authentication method
hostname (config-tunnel-webvpn) #

72 z21E, D~ Nt AAA LFEAEDOW FORGEEZH A LE T,

hostname (config-tunnel-webvpn) # authentication aaa certificate
hostname (config-tunnel-webvpn) #

ASA L, NetBIOS4 % IP 7 RLRIZ~ v 7T 57T NetBIOS F— L H— 27 =) — %1%
FLET, 79A4A T FLVASSLVPN CTik, VE— K VAT ADT7 7 A NET 7 EAEIX
HHT 572D NetBIOS NMETT, 7 T4 7 b LA SSL VPN TiE, NetBIOS & CIFS 7
o harEFEHALTC, VE—F AT LADT 7 ANET 78 AFEZ1THA LET, Windows
AU —HIZEDA Ea— 24 LT AN e LE S T L, FBESH
77 AN P—=NFRy NU—27 LDV Y — A %57 HHFED NetBIOS 4 & xflis L £ 77,

NM&%%%@W%%%KH\mﬁ<&%lﬁ@NMmEﬁ~ﬂ(TXB)% HET D MEN
bV FET, LEMEZENTHOICNBNS — "% 3 OFTHRETEXET, ASAX, VX
@%@@#—A%Nmmmmms%wm&_ﬁmbiﬁoﬁi) =KD L RDY—
DERENET,

CIFS 44 A 28 97 % NBNS (NetBIOS F— A $r—E R) S —OLAHIZRET DHITIE

nbns-server 2~ REEHALET, h— "2 "NV IE32FETANTEES, LEMEDZD
2. RETDEAOY—NET T A~V H—"T, ZOMOY— TNy 7T v 7 TT, Zh
N (72720 WINS = _Tlid/el) ~AX =TI THLNE I D, XA L7 7 MER.,

BIOU b IA R LIEETEET, WINS —_"F/id~v A ¥ — 77 79 L, @i, ASA
LRICA Y hU—Z7 B, ZOFRy MU= DORIERRERGANICERESINE T, ¥A4 LTV
NERRIZY N7 A BEORNIIRET 2HERH D 77,

hostname (config-tunnel-webvpn) # nbns-server {host-name | IP address} [master] [seconds]
[retry number]
hostname (config-tunnel-webvpn) #

72 & 21X, nbnsprimary & W) A HIO— "% T T A4 <) P— "L LTHEL, H—,3192.168.2.2
BB FY —NELTHEL, TNENI3EOY T A %L, SHOXA LT DR
ERETHITIE, kOa<vr READLET,

hostname (config) # name 192.168.2.1 nbnsprimary
hostname (config-tunnel-webvpn) # nbns-server nbnsprimary master timeout 5 retry 3
hostname (config-tunnel-webvpn) # nbns-server 192.168.2.2 timeout 5 retry 3
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hostname (config-tunnel-webvpn) #

BZALT YT MEUBOMEIZ1 ~308 (G782 . U R IAEEITO~10 G741
ME2) T,

k> RN T—TF webvpn BT 4 £2 L —3 g » F— F T nbns-server =~ > K% fifi ff]
THE, webvpn I T 4 F 2 L—1 g v F— R CTIHHELED nbns-server 2~ ROEEHZ D
NET,

TN—T DORIEL R ET DI, group-alias =~ > FEHLET, /—7 A U T R
ERETHE, 2—FR M RATN—T 2B TEX 512U EORBLMER SNET, =
CTHRETDHZIIN—T A VT RE, a—Voulfr X=JIZhHbRuyrZ oy )AL
WCERINET, F7NV—T IR L TEEOZA VT RAERETHZ b, =AUV T AEIEE
LRNWZ EBTEET, FRENEYOa~y FTHELET, ZoMiEL, R L—7NR
MDevtest] X° QA 72 E DI D@ 4 THE SN TV D HEAIHER T,

KT N—T A4 YT Ak LT, group-alias 2~ REANLET, A U T RXT 7+
WETAR=T NI RS> TOET, HxA VT AR, A7 3 U CHRIICA X—T NV E 71T
TAE=T M TEET,

hostname (config-tunnel-webvpn) # group-alias alias [enable | disable]
hostname (config-tunnel-webvpn) #

72EZIE. QA EWIHLEID v RNV TN—T DA U T AD QA & Devtest &2 A R — 7 /LIZF
521X, koa<wr FeE A LET,

hostname (config-tunnel-webvpn) # group-alias QA enable
hostname (config-tunnel-webvpn) # group-alias Devtest enable
hostname (config-tunnel-webvpn) #

(G¥)  webvpn tunnel-group-list (%, £ "9 25 (Kay7rX¥vy) ZA—7 U2 ML TA
X =TT HERHY £,

ITN—TDFEEFE URL £720XIP T FLAZIEELET,

group-url uri/[enable | disable]

12D N =TI L CTHEEOURLE LT FLAZRETEET (HRELARVWI LT
ETET) o B NA—7URL £72137 FL A LT, group-url =~ > REZ AL ET, wrl
X, 2O MR =D URL £721X 1P 7 RUAZEE L E T, http £71F https 7' b
AV EES, URLEZIET RLVARKERET D2LERH Y £9, FURLE721E7 FL R,
ERNZA X =TV (T 7+ ) FIET 4 =T NI TEET,

IJN—TDURL £721XIP 7 RVAZRET HE, 2—FRa s A VI NV—T 23R T 5
VBN 70 ET, 2—Fnu s A9 5L, ASAIL, tunnel-group-policy 7 — 7 /LN D = —
PFOFHFREURL £720137 FLRAZBRBLET, URL £720137 RLABREOMY | group-url 34
fe7 e 7 7 A NVNTA R—=T /> TWDHEGE, ASAIL, BIHOE 7 07 7 A V4 H#HY
IBIRL T, 0 A U4 ROIZa—YL T =L RENRAT— R 74— )L RET 2FR
LET, TRV a2—H 4 0 F—T o4 AREFE LI, Z—T VR IRa2—FITRKR
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SN D LWORENBMENES, 2—WFICRRT L0741 T FUIIE, £
a7 7 A NVHICRESNTE D AZ A B—2a UIMERSIVET,

URL 72137 RLART 4 B—=T M7 >TEY | group-alias WX E STV DHEGEE, Z/L—
TORuyFEYT YA RNPRREN, 22— PITRRETOLERH Y £,

B U URL £72137 RV AZEBDO 7 N—7 1A Z L3 T A, ASAIL, H 7
077 ANVDOURL £72137 LR &ZIF ANDENCFE D URL £72137 K L RO [E A M 2 HEE
L7,

51

RadiusServer &9 ZHID b > R/ 7 /—7 2% LT /b—7 URL http://www.example.com &
http://192.168.10.10 % A *—7 VT T HIZIE, kDO a~ 2 RE AN LET,

hostname (config) # tunnel-group RadiusServer type webvpn

hostname (config) # tunnel-group RadiusServer general-attributes

hostname (config-tunnel-general) # authentication server-group RADIUS

hostname (config-tunnel-general) # accounting-server-group RADIUS

hostname (config-tunnel-general) # tunnel-group RadiusServer webvpn-attributes
hostname (config-tunnel-webvpn) # group-alias “Cisco Remote Access” enable
hostname (config-tunnel-webvpn) # group-url http://www.example.com enable
hostname (config-tunnel-webvpn) # group-url http://192.168.10.10 enable
hostname (config-tunnel-webvpn) #

ZIDOFNZASNTIE, V7 FA T L ASSLVPN vy avDa—FHa /(0 740 Ry
DHAF<A R 36—=) BB LTLIEEN,

AnyConnect 7 7 A 7 MMERIZ 7 V—7URL i+ 50— KT U ZRATIE, 77
ALNDHASA / — T, J—=FOa—FNRF v TORTY v 7 RLADTV—TF
URL & [RIERIZ, (RAEZ AKX 7T RLAD T N—7 URL R ETHLENH Y 77,
il -
RDEDIRT RUARRESNTNDZ FAFHNTD2ODASA / — FeffifiLizn— R A
Z v 7RI LTz group-url ZE%E L E T,

« 10— K XT3 Z O AR TP = https://vip-vpn.example.com/groupname

* ASA1 = https://asal.example.com/groupname

* ASA2 = https://asa2.example.com/groupname
ASAL D F U RN TN—TFRETIL, KD group-url BFXE SN TWALERH D £,

hostname (config) # tunnel-group LBl type webvpn
config)# tunnel-group LBl general-attributes
config-tunnel-general) # group-url https://vip-vpn.example.com/groupname

config-tunnel-general)# group-url https://asal.example.com/groupname

hostname
hostname
hostname

ASA2 O h U RV T N—TFRTETIL, RO group-url NERESNTWDLLENRH Y 5,

hostname (config) # tunnel-group LB2 type webvpn
hostname (config) # tunnel-group LB2 general-attributes
hostname (config-tunnel-general) # group-url https://vip-vpn.example.com/groupname
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hostname (config-tunnel-general) # group-url https://asa2.example.com/groupname

(EE) ZNV—7URLDOWTIhE AN LIEGEIC, 7 v 7 7 A L 2 LIZFEITH O Cisco
Secure Desktop @ Hostscan 7 7'V 77— a U N BRFED 2 —HF 2GR 512X, ROa~v R
AN LET,

hostname (config-tunnel-webvpn) # without-csd [anyconnect]
hostname (config-tunnel-webvpn) #

Zoavwr REANTLE, 2Dy a Oy RRA V MRESRH S0z
FAFTIv7 T7278AKRY— (DAP) 27 4 Fal—g /%ﬁ%&ﬁ‘é%%ﬁ\&)@ifﬂ

z @ﬁaﬁ?% AnyConnect ##5t D A ZHIFR T 5855512, anyconnect ¥— 7V — K& & HET, F—
— REEDRWE ZORRIZZ 747 U ARG, LA Y 385, 3 L O AnyConnect
Tﬁrﬁ T éﬂi‘?“o

7747 MUASSLVPNE Y v a O 7m 7 7 A WA 2 DNS— R 7 v —7 %
fRET 2121, dns-group 2~ FEMEHLET, HHET L7 V=71, Zue—b a7 g
F2l—3 3 F— KT (dnsserver-group =~ > K3 K name-server =~ > Kz L )

REFBHLDITN—TTHHLERDH Y £,

774V TR, #7177 A VI DNS H—/N Z)L—7 DefaultDNS Z ] L £7°, 7272
L. B%=2U7 4 77747 ATDNS BEREZMRT DHNCZ DI N—TZBET D MEN
b FET,

WOFNE, corp dns WO AFTOFHHHL DNS r— N ZJ—TFZ2REL, #7077 4L
telecommuters DY —/N F)L—TH4HE L F T,

hostname (config) # dns server-group corp_dns
hostname (config-dns-server-group) # domain-name cisco.com
hostname (config-dns-server-group) # name-server 209.165.200.224

hostname (config) # tunnel-group telecommuters webvpn-attributes
hostname (config-tunnel-webvpn) # dns-group corp_dns
hostname (config-tunnel-webvpn) #

(EE) BEEELFBAICHEHATL7 747 FEHEN L 22— A ZMHTE L L5127 51
X, b 7 v—7 webvpn JEPEE— KT pre-fill-username =~ > RZf/H L 7,

hostname (config) # pre-fill-username {client | clientless}

pre-fill-username =~ > RiX, = —H¥4 /AT — RORGERL LRI O —H4 & LT,
username-from-certificate =~ > N (h R 7 L —T7 BT — R) THE L=
74— Pt s =P A O E A R —7 M LT T, FEFERIEN D Z OFFIFK
Ba—YL4 2T 51203, MFoa~vy FERETHILERH Y £,

GE) N—T 32804 TlE, =2—VLITFCANEINEEA, 2—FLH T 4 —/L FHND
EEINET—ZIIBEH SN ET,
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WOFITIL, Ze—rb a7 4X¥alb— a3y ET— RTANEINT, remotegrp & V9 4 il
DIPSec U E— K77 BA ho RV T N—T%AERK L, GEAENS O —F4 OBG%E A F—
TWZ LT, SSLVPNZ A4 7 FBAELT2IEFF W O 7 ) —D 72O DA RINT ¥ X VEEA#E
MOIRELTWAMERHDZ EEREELET,

hostname (config) # tunnel-group remotegrp type ipsec_ra

hostname (config) # tunnel-group remotegrp general-attributes
hostname (config-tunnel-general) # username-from-certificate CN OU
hostname (config) # tunnel-group remotegrp webvpn-attributes
hostname (config-tunnel-webvpn) # pre-fill-username client
hostname (config-tunnel-webvpn) #

RREETITFF A B E LTz A4 7 & FEAE N OB &2 a—HF4 ot 2 /0T
%121, tunnel-group webvpn-attributes <&— KN T secondary-pre-fill-username =~ > N % {ifi i
LET,

hostname (config) # secondary-pre-fill-username {client | clientless}

(&) AnyConnect £721XSSLVPN 7 7 A4 7 b X 7o — KT 512D V—T R
—Flia—HLaBE o T 4 X2l — g vE FEXTANE I NEEEETHICE.
override-sve-download =~ > RZMEH L E 7, ZOMEREIZT 7 4/ F THENIIREINTWE
—g‘o

tX=2UT 4 77 FA47 AL, vpn-tunnel-protocol =~ > RIZ K> T/ N—TF KY v —F

72— BEMETY 9472 ML AR SSL VPN 231 X2—T /U722 TWNDEMNE I MTES
WTC, VE—h 2—=PIZXH LTI T4 T b AEEREE721% AnyConnect 7 7 A 7V i &
FFAILE 9, anyconnectask 2~ NiZX B2, 794 T haEXyrua—RT50, £21F
WebVPN R — L _N—VICRD KO —WICER LT, 7947 boa—HF zr72ax)x

VAEREHELET,

L, BEDO R RN T N—TTr I A LTWAEITA T FLA 2—FIZiE, ¥
=R a7 IR TTHETRZESZ L7, 7747 F LA SSLVPN AA—L~—
VEFRTHZENTEET, override-sve-download =~ > FAEHT L L, BT m 7 7 A
U LOLTI DL ) e —PICxt T 2 BEEPSIETEE T, Zoa~vr Ricky, Bkr e
77 ANMRHE TR 7 A F B2 —WIZIEL, vpn-tunnel-protocol =~ > R & 72X anyconnect ask
a<y ROFEICEFRRL, 272HI27 747 LA SSLVPN h—AR—URNEREIND
X2l £,

WORFITIL, Bfi 7 7 7 7 A /L engineering @ kR /L7 )b—7 webvpn @M 7 f F 2 L—
YarE—RIZAD, 7I9A4T v E =R 7y O N—T R =L a—¥4
BHERELE EEEX TR T 7 7 A Ve A RX—T M LET,

hostname (config) # tunnel-group engineering webvpn-attributes
hostname (config-tunnel-webvpn) # override-svc-download

(ER) RBREMES Sz & o /A VHlE~0 RADIUS & A v & — Y DORRE A F—
TZT HITIE, radius-eject-message 2~ > KA L £,
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I, engineering &\ 5 A RITOHENRE T 1 7 7 A WK L TRADIUS RS A v & — Y DFRIRZ A
R=T T DR L ET,

hostname (config) # tunnel-group engineering webvpn-attributes
hostname (config-tunnel-webvpn) # radius-reject-message

95472 FLASSLVWPNE YL 3 oDa1—HEOTA Y 4V R
NDHRIAIA X

AR AB—2 g NlEoT, Bl A4 UVRHZ—WFIZERIND T 4 > RUDIHER I E D
T, DA AB—vary RXIA=FFX, 7747 MLV ASSLVPN ORED—H & LT
BRELET, ERFEHLD Web X—2 W AZ~v AP —2 a0 2EMALT, u s A Uplza—3
ICEREND Web =D)Ly 7T v K7 4 —)LEERT5HI2iE, 7/ —7 KU 2 — webvpn
a7 4 X a2 lb—3 3 F— KT customization 2~ > R&Z AL ET,

hostname (config-group-webvpn) # customization customization name
hostname (config-group-webvpn) #

7= & 2 1Z. blueborder & WHLRIDOH AX~wA B~ g VB EHTAHI20E, kOa~r REA
JILET,

hostname (config-group-webvpn) # customization blueborder
hostname (config-group-webvpn) #

HAL~<AE— 3 AKX, webvpn E— KT customization =~ > K& A ) L CEE L E
T

WOBNE, 123 EVWHILETDOH AL~ A= a VBRI T Ha~y Ry —r v A%R
LTWET, Z0avr R y—F7 A ZE>T, NAU—R e 7 MRERINET, K
DOFNE, testpolicy & VNI HHTD Z V—7 KU L —%EF L. customization 2~ > N&fffH L
T, Z7I9A4AT7 2 FLVASSLYVPN £ v a /2123 LWHLRIDON AL~ A B — a &l
THZEEBELTWET,

hostname (config) # webvpn

hostname (config-webvpn) # customization 123

hostname (config-webvpn-custom) # password-prompt Enter password
hostname (config-webvpn) # exit

hostname (config) # group-policy testpolicy nopassword

hostname (config) # group-policy testpolicy attributes

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # customization value 123
hostname (config-group-webvpn) #

HAZA VB —varTadrAVEEERTa 7 7 A NVOMAEDLEEFEHATLZ LT, &F
SFERIN—FIIRH L TRl A D4 Rukty NT v 7 TaEd, 2& 23,
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H54FUFLRASSLWPN £y Y 3>01—4RASTA Y 91w Eonhzs34X |

salesgui & FFIEND W AX ~A B —vary 7a 7 7 A NVEERLTHLIGAE, TOHDAT~A
B—rar e rvr A NVEMHT S sales LTINS 2 747 N ASSLVPNtE v 3
DEfE T m T 7 ANE IROL I ITERTE E£T,

FIE

webvpn E— KT, 7 ATV FLVASSLVPN T V¥ AD D AZ~ AP~ a v EEHELE
T, ZOLETE, salesgui & WO ARIT, 7 7 4/ kD BE 2% mycompanylogo.gif IZZ8 5 L %
9, mycompanylogo.gif # ASA D7 T v = AEVICHERICnE—FL, ZFEEHREFELTWVDHL
ERdH Y ET, FHEMIZONWTIL, 7747 ML ASSLVPN OME 22 LTI,

hostname# webvpn

hostname (config-webvpn)# customization value salesgui

hostname (config-webvpn-custom) # logo file diskO:\mycompanylogo.gif
hostname (config-webvpn-custom) #

Ja—\)L a7 4 FXal— a3y EF—RT, 2—VLELE2Ey T v 7L, BIFEEELE
753 A4T7 2 ML ASSLVPN OB A ¥ <A ¥ —3 3 v & BT F7,

hostname# username seller attributes

hostname (config-username) # webvpn

hostname (config-username-webvpn) # customization value salesgui
hostname (config-username-webvpn) # exit

hostname (config-username) # exit

hostname#

Juau—)b a7 4 Fal—g L FB— RT, saless EWIHILRIDYT T 47T kLA SSL VPN
Tty ardD RN TNA—TEER L FT,

hostname# tunnel-group sales type webvpn
hostname (config-tunnel-webvpn) #

R a7 7 A ICxt L Csalesgui HAX VA B—TarvEFHTLIIEABELET,

hostname# tunnel-group sales webvpn-attributes
hostname (config-tunnel-webvpn) # customization salesgui

ASAIZa A T 57D —FNRT T UWFIZATNTLHT RLUAIZHT 57— URL &%
FLET, 72E21FE, ASAIZIP 7 R 219216833 N E SN TWAEAIL, 7/ /L—7 URL
% https://192.168.3.3 \ZRE L £,

hostname (config-tunnel-webvpn) # group-url https://192.168.3.3.
hostname (config-tunnel-webvpn) #

07 A ERDEELTDICR— NEERLERGESIE., au il CTR— MESEIRTE
i?WMAH\:@M&%mm@ﬁ7ﬂ774w_7/t/7b\l~##mmmwﬂﬁm
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BHEIOT7AN, FL—TRYL— B&va2—¥ |
B =20k s547 ko FoRL T L—TFizonT

WZn A Ll IR RINDH VA VHEHIC salesgui WA X~V A EBE—var a7y An
AL ET,

ZER—ZADIKEV2 I SA T RD RORIL TIL—TIZDNT

Mo Z—1F, FURNAVEHRARY =L L a— ROty T, AAA F—N
BT D MR TN—TEREL, BHEARATA—XEREL, T 74NV DT I—T R
Vy—%EFRLET, ASA X, h R 7 —T HNEHINLRT L E T,

IPSec VE— T 7 BADT 74/ 5 bRV Z—7 1% DefaultRAGroup T¥, 7 7 4 /v b
R =L, BETHZZLIITEETR, HIBRT2Z2 LI TEEEA,
m&&?ﬁ\%®D%ﬁw%iwv%%Fmﬁcu%ﬁﬁbfﬁﬁﬁmﬁﬁﬁ%ﬁﬁféiﬁ
(DFD ., BETICH LTI ERHEA S 382 3%E L, AN U CEFEAERGEE 21T
EAPFRREZ X ETEET) . LE=di» T, m&ﬂ%ﬁ%?ék\ﬁﬁ®wﬁ%ﬂ%ﬂﬁﬁéﬁ
LT o vy VCHRGET A IERRGE A c& £ (Fpidbax—., iEHE,. F72I1XEAP) .

DefaultRAGroup | EAP 8FEHICERET 2 M EAH D £, Tk, FEERRGENGERE DN
BEITER S TR R \_h%®7747/b%M%%m@k/$w7w— sl =
VI H LB TERNDTT,

EER—ZD IKEV2 BED Y HR—

ASA TiZ, RO IKEV2 BBV FR—FSnET,
« INTERNAL IP4 ADDRESS/INTERNAL IP6 ADDRESS : IPv4 £7-1X IPv6 7 KL &

N

GE) TaT7NVAZy7 (IPvd L IPV6 DT DT R L REID 2C) 1%,
IKEV2 CiZV R —FENFEFA, IPVAT FLALIPV6T KL AD
WFNER SN, WHOT KU ANE) Y CrIRER AL, IPv4
7 RLVADHRBEID ¥ ToNET,

« INTERNAL IP4 NETMASK : IPv4 7 KL A Xy NU—2 < A7

« INTERNAL IP4 DNS/INTERNAL IP6 DNS : 77 A ~VU/&H % U DNS 7 KL A

« INTERNAL P4 NBNS : 7J7 A~ VU/EH 41U WINS 7 KL &

« INTERNAL IP4 SUBNET/INTERNAL IP6 SUBNET : A7 U v k R XU 7 DU A K

« APPLICATION VERSION : XN Ed, ¥x =2 U7 4 LOHEBNDL, ASADAA—T 3
VIEREGELRVWE D ICNE TR FEIREYA, FEL, 74TV RRESNAM B — R
FORICZDBEMEEZ G DD Z LN TE, CFFD ASA @ vpn-sessiondb =~ > R 7] & syslog
ICERRENET,
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DAP OHHR— k

paP o4 K—

B A T ZEDDAP R Y —RTEEHF AT DI, LW FTAT s XA TD

IPsec-IKEv2-Generic-RA Z i L CZ O X A TNHFEDORY) > —%@mHAT I LN TEE

j«O

JE—FT7O9ERI9SA4AT7MD ORIV TIL—TEIR

ROFIZ, VE—FTI7RRAIZITAT L FEERFARR N RNV TN—=T FTF a0l X
MR LET,
VE—h 727 | hriL 7 27— URL | iiFFZ DN B& |Default Group |Other
— R AN
VR I7TAT |\ N—T U X &) (DefuRAGa)
VN
AnyConnect | Yes Yes Yes Yes YL
VPN 7 747
>k
Windows No No e Yes (m—|Yes AL
L2TP/TPsec T <=
(A v &= ~ Otd]
R IKEv1) Ea A
T 5%
)
=
*No (PSK
2
L5E)
g~ — 2> |No No * Yes (m—|Yes PE”
IKEv2 7 1/:7 Y| G¥)  DefaullRAGroup
~ DFE] N YV
HEfEH —F FAf
T T B RER D
&) e
*No (EAP
FRGRIE A
HT 5%
a)

BRER—XDIKEV2 V547 > FORBFEYR—

WDFN, fEYESR—ADIKEV2 7 FA T eV R—FEINTWEEFESFRADOY XA &2 RLE

j«O
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GE)  FFEHXOBIRIE, ASA ETidR<, 72947 F LoV R—rofgEcES3&EE4, 73T
D EAP FADFRFEIX, 7747 M E EAP Y — R TASAICL > T ar¥ IuET, EAP
FROVR—FX, 7747 & EAP —3D EAP FROYR— MIHESx F4,
2547 k24 |EAP-TLS EAP-MSCHAPv2 EAP-MD5 SIEAE D H PSK
TIBEEAK
Linux o PALAY «ISE : %is « ISE : xhii Yes Yes
StrongSwan B
« ACS : Xf)ts « ACS : Xf)ts
* FreeRadius : * FreeRadius :
PSP PSP
* FreeRadius #% « FreeRadius #%
o AD : % o AD : %t
Android o ML « ISE : Xl L Yes AL
StrongSwan
« ACS : %fhis
 FreeRadius :
K
* FreeRadius %
o AD : %f
Windows 7/8/8.1 « ISE : x}its « ISE : x}itx ML Yes AL

« ACS : %fhis
 FreeRadius :
PP

* FreeRadius #%
O AD : X

N
an

« ACS : %fhis
 FreeRadius :
PP

* FreeRadius #%
O AD : X

N
an
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gE~—20 K22 547> boREsE—+ [

5547 k%4 |EAP-TLS EAP-MSCHAPv2 EAP-MD5 SEEAZENDH PSK
TIBEEAK
Windows Phone « ISE : )i « ISE : )i ML ML ML
« ACS : Xf)in « ACS : X})is
* FreeRadius : * FreeRadius :
PSS PSS
* FreeRadius % « FreeRadius 7%
o AD : xf o AD : %t
Samsung Knox PP « ISE : )i « ISE : xf)is Yes ML
« ACS : %fIis « ACS : %fIis
* FreeRadius : * FreeRadius :
PSS PSS
« FreeRadius % « FreeRadius %
Hd AD : xf Hd AD : xf
S N
iOS 8 « ISE : %fits « ISE : %fits ML Yes Yes
« ACS : %fIis « ACS : %fhi
 FreeRadius :  FreeRadius :
PSS PSS
« FreeRadius #% « FreeRadius #%
D AD : %f D AD : %f
;[L\ ‘I:D
Android XA 7 1 |#E%7e L « ISE : %) P Yes Yes
TIITAT R

« ACS : Xt

FreeRadius :

FreeRadius #%
H® AD : %I

~
L

gEHIno7aL. =T Ry — s&U1—F ||
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B sasamzmoen

B HEEAZREEDEM

~NVFFEHERFEO 7' m F a VR AEER L, IhElifoty a4 S TRHHTE D &
I, BRRGET e ha B tESNE Lz, 7 74 7 > hSSSLEE 21770 » CTHENRGEE
Bt 5 &, B SSL #5503 172 d. ASAIL., 7 A4 7 v FiEHERGEZ L EE LY T
ATV MEHEZERLTWAS Z L 2R L ET,

ASAE, VE— K TV 8BA XA TD b3V 7 —70 AnyConnect 5t (2 40 B 72 FRRIE & 5%
ELET, AT N—TF =T, fEHEL—V <Y 7 group-url 72 & DBETF
DHETETSNET A, REREFEHET FA4T o hexradvz— SN ET,

1
tunnel-group <name> webvpn-attributes

authentication {{aaa {certificate | multiple-certificate})| saml}

REA T Y a k. AAA DR GEHEO R, BEGEHEFEOAL, AAA LFEHE, AAA
L HEHGENE, B LU SAML T,

ASA (config)# tunnel-group AnyConnect webvpn-attributes

ASA (config-tunnel-webvpn) # authentication?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication

certificate Use certificate for authentication

multiple-certificate Use multiple certificates for authentication

saml Use SAML for authentication

ASA (config-tunnel-webvpn)# authentication multiple-certificate?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication
<cr>

ASA (config-tunnel-webvpn)# authentication aaa?
tunnel-group-webvpn mode commands/options:
certificate Use certificate for authentication

multiple-certificate Use multiple certificates for authentication
<cr>

EAPID ZER8 9 A=6HDU T IDA T a2 DERE

Microsoft Windows 7 IKEv2 77 7 1 7 > b, Cisco ASA V— 3728 h %)L 7 )V— T R ERICE A
TERVWEIICTHDIL, IPT KL AEZA X —Fy b F—H (IKE) ID & LTEEL
£, ASAIZ. ASANZ T4 7 LA EAPID ZHf5T&E 5 £ 912, EAPREREM O
query-identity =72 g A L TRIET DLENRH Y £7,

FEAESR— 2 OO ST, KD X H12, ASA — 3¢ Microsoft Windows 7 7 74 7+ k
DFEAZICYEES —#HE (EKU) 74—V RN EENTWDHLERD Y 7,

« VAT MEHETIZ, EKU 7 4 — /v K= 547 MRAEREAE CTY,
o — FEBHETIL, EKU 7  —/b K = — 3ZRRFRE E T,

SEBAZE L. Microsoft Certificate Server £ 72 1LZ Dt CA — B EE TE E 5,
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\}

EAPID 2MET 2-00s Ty D AT 3 nst |

EAP FRFFED A 1. Microsoft Windows 7IKEvV2 7 Z A 7 f\ Mhod> EAP R O HijIZ EAPID B
KEFHHET, 7747 MTEAPID BERZHEET HI21E, IKEV2 ASA — S ED b xb
T N—7 7 a7 7 A LT query-identity 5 — 7 — K7 Eﬁﬁ?éﬁ’b“@z‘é EEERL TSR
AN

GE)

ATy I

ATy T2

Windows TAZTY v b bRV U ITRFETTE D X DI IKEV2 Tid DHCP fITZEN YR —
FEhET, ZOHREIL, IPva A7) v b b U T EETOLEEL T,

FIE

Befpi A 7% IPsec ) E— b 77 B RITRET DI, tunnel-group =~ > R& AT LET,
3L, tunnel-group nametype type T4, Z 2 ’C\ name (X b > RV F—TF\ZEIN BT HL
AICHY ., typeld o RNVDX A T TT,

WOHITIE, IKEV2 HFRi3HA ¥ —2 44kkaol59636jnfx (Z7%E S E T,

hostname (config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 44kkaol59636jnfx

GE)  FRREZESET 9 5ITiL. ikev2 remote-authentication pre-shared-key =~ > F & 7= (% ikev2
remote- authentlcatlon certificate =~ > NARET HLENRH Y £,

E#EN— 2 DY — RKX—FT 4 [KER VE— T 78R 774 T ]\é"ﬁiﬂﬂ L7z —V3EE%

PAR— T 55 UCTHRIRRIEY = k=L (BEAP) ZRET 2I21E. ikev2
remote-authentication eap [query-identity] =~ > FZEH L £ 7,

gEHIno7aL. =T Ry — s&U1—F ||
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. XA — K& F D Microsoft Active Directory D% E

GE) JE— MEIETEAP 24 32— VT 51203, iEAERZFEH L Co— b VEGEE R
7E L. ikev2 local-authentication {certificate trustpoint} 2~ > RZ&MEH L CTHZR ~Z
AIRA L FERETLHERDH Y £T, €9 Lol BE1d, EAPRRREERDE
HINET,

74T R, VE=MERERICRESNTZA T > a v OFTXTTERLS, —#%
HHTE DL ICTDEBOA T a b £,

IKEV2 B DO%A. N RV I N—T O~y B 7T, UVE— MNEREIEHATE 53
AEFEC (PSK. FERAE. ﬁ;ﬁ&@)&m—wwmu’ﬁ%f%émﬁﬁt(MKk
FOGEE) | BEYe—IAGRGECHERTS NI A NKRA V M ERET HILEND
VET, BIE, v~ v B IOFTICE, BT ERIRETIEERAED T 4 —L ROME D
IS GEHE~y 7%26H) SNZIKEID MERHSHET, WFo4+7 v a Uik
ML GEEE, BERERST 74V DOV E—K T 7R R T —F
DefaultRAGroup vy vrranEd, aE~S Y L. VE—F ET7RREHET
AL SN BRI ORERENAI AT a T, 2O~y A2k, b hox
w&wa7~®7/fyfﬁﬂ%ffom%%ﬁm@%é@& N—VETXT 7
NVEOBEFFEHALT R LR TA—TORBHRTHOIET, EAP RIEE LU PSK
EEDBEIE. 7 TFAT b (ho XNV ITN—TEN—FTHI7TF7A4T ) OIKE
ID £33 T 74V bOBREEZHEHA LT R RpL T A—TOBRMNTORET,

EAPFBFET, 7 747> MR IKEID & o — W2 ZHRICHRE TE RWIGEIE,
DefaultRAGroup k> F/v FV—T % AT 20BN H Y 7,

WOHITIL, BAP BFEERBPIELE SN TWVET,

ciscoasa(config-tunnel-ipsec) # ikev2 remote-authentication eap query-identity
ciscoasa (config-tunnel-ipsec)# ikev2 remote-authentication certificate
ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 12345678
ERROR: The local-authentication method is required to be certificate based

if remote-authentication allows EAP

ciscoasa (config-tunnel-ipsec)# ikev2 local-authentication certificate myIDcert

RATYT3 EHAELRMFLET,

hostname (config) # write memory
hostname (config) #

MRV ChH D Z & AR T 511X, show vpn-sessiondb summary ¥ 72 |3 show crypto
ipsecsa =~ REMHLET,

INR ) — F"‘EEEFH(D Microsoft Active Directory D% E

FOREIZ LDAP 7 4 L2 R U Y—RE2HEH L TWAHEA, 7SA T — REHIL Sun Microsystems
JAVA System Directory Server ([H#4 Pk Sun ONE Dlrectory Server) ¥ TN Microsoft Active
Directory Zffi ] L THA— & ET,

B 2570740 GL—TFTRIo— BLUaI—H



| #&Tno740, YL—FRYS— BLUa1—H
RED T A VBIZART— ROEEEL—FIC3H T =50 Active Directory DR ]

eSun:SunT A L7 Y B—RIT 7B R T BHZDITASAIZEKESNTWA DN AR, J—
NRNOT T F NV ERAT—=RRY =T 7V BRATEALERHD ET, DN LT, T+«
V7 NUEBE, E3T 4 v N EREHERE RO — 2T A LA HELE L E
T, 1L, TI7ANVE RNRATU—= R RU U—IZACI 2R ETEET,

* Microsoft : Microsoft Active Directory C/XA U — REH A A Rx—T7 /LI T 5121, LDAP
over SSL Z i ET D MENH Y 7,

Microsoft Active Directory T/N AU — REHLAMIHF 5 121%,. —ED Active Directory /X7 A —
HZEREL, ASAT/HAAY — NEHERET OLERHY £9, ZOHTIE, SEIERNA
— REELT 7 3 VBT 5 Active Directory DFEEIZ DWW T LET, T b O]
T, ASATO/SAT — REHRA X —T W8> TWT, X T 532 7 — FERBMEN R E
SNTWVDHZ L ZAHEE LTWVET, @IE@fFj?iE@?JHE’C I%. Windows 2000 (Z331F % Active
Directory D HFEICE L L TWET, ZOHTIE, FRAECLDAP 7 1 L7 MU H—_ZfEH L

TWDHZEAHHRE LTWETS,

REIAT A UBFIZNRT— FOEEREZ1—HIZ54H 9 5 =8 D Active Directory 05 A
WlEl v 7 A VR A=Y N2 T — RO 22— FITHREI 5121T, ASA D b Rv7n—

T—EE=T 7 4 ¥ 2 L—3 3 F— FT password-management =~ > RZf5E L T,
Active Directory TIRD FNAZEZ EIT L E T,

FIE

AT 71 [Start] > [Programs] > [Administrative Tools] > [Active Directory Users and Computers] % 4R L
i ‘a‘o

ATv T2 427V v LT, [Username] > [Properties] > [Account] % %R L F 7,

AT 73 [User must change password at next logon] &= v 7 R v 7 A% A4 12 LET,
ZOa—YRREA T A T HEXIZ, ASATRO T v 7 MPRFRRENET [Newpassword
required.Password change required. You must enter a new password with a minimum length 7 to continue. |
B/INIH XA Y — R n i, [Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] >
[Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] T Active Directory
BRED—H & L TRRETE 9, [Minimum password length] % #R L £,

Active Directory Z{FR L1=/\XJ— FOXKEHBHHDIEE

X2 VT 4 2T DI, —ED HERGEE S A T — RABIREIAICAR S KO IZHEET
EET, 2—F "RV = FORRANAREATET HI21E, ASA D o x 7 L—T —jk)&
a7 4 ¥ 2 L—3 3 & — R T password-management =~ > R4 57 L, Active Directory
TROFNEZFEITLET,

gEHIno7aL. =T Ry — s&U1—F ||
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. Active Directory % {1 L f1=fx/N/ X 7 — KR O34

\}

GE)

ATy T

LA, WA T — ROFHEBOREWEEZ ETT DD XV N—T VE— T 7 &R
AT 4 Fal—varO—fe LTHRE STV radius-with-expiry =~ & FIZIEHELEIC
o TWEY, Zoawr N, PRI —7—fREEE— FTATISND
password-management =< > RIZE X2 5N FET,

FIE

[Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] > [Windows Settings] >
[Security Settings] > [Account Policies] > [Password Policy] %8R L £ 7,

AT w72 [Maximum password age] # % 7V U v 7 LET,
AT w73 [Define this policy setting] 7= v 7 7R v 7 A% A2 LT, §FFr[3 % [Maximum password age] %

HEAMTHELET,

Active Directory Z#{#F L 1=/ YR D — KR D&

ATvT1

RAYT— ROR/NEZEHIT D213, ASAD M RV —T—i@EkE=a 7 4 Falb—ra
> %&— FT password-management =~ > FZ 5% L, Active Directory TIRDFNHZ 1T L F
j—o

FIE

[Start > [Programs] > [Administrative Tools] > [Domain Security Policy] % %R L ¥,

AT 72 [Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] % 3R L =",
AT w73 [Minimum Password Length] 2% 7 V27 U v 7 LT,
AT 74 [Define this policy setting] = v 7 R v 7 A& 4 N LT, /NATU— RIZEDDHLEND 5/

L e EELET,

Active Directory & L 1=/\RX 7 — FDEHE D& F

ATy I

MR NAT — N oL 23 RIF LT, B, BLORHR L r2a /AU — Nz %
REDITIE ASAD P AN T N—T— k@M= 7 4 F2lb—v g F—FT
password-management =~ > K% AJ) L, Active Directory CIRDFNEAFEIT L ET,

FIE

[Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] % #&H L £ 3, [Windows
Settings] > [ Security Settings] > [Account Policies] > [Password Policy] % 3R L £,
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AnyConnect 2 5 4 7 > h £47K— k3 % RADIUS/SDI # v t— S0k Tn 77 A LoiE [

AT 72 [Password must meet complexity requirements] z % 7 /L'~ U = 7 LT, [Security Policy Setting] %
AT7alRy 7 AEREET,

AT 73 [Define this policy setting] 7= » 7 iR v 7 A% 42 L C, [Enable] Z &R L £,

IRAY — ROBHMEDRENT, 2 —F N RAT— RE2EFT 5L XA 9, 7=
EZIE, REa 7 A VRFHZANA Y — RER 295, £7003n BRI A T — RRHIRGI
WZRDEIICHRELEHGETT, a4 VRS, HILWSRAT—ROANEZRD LT 7 K
NERRIN, VAT AIEHR AR T — N 2= ANET,

AnyConnect 7 5 A4 7 > b ZH7/HK— 9 % RADIUS/SDI A v =— L D&
mIAT7AILDERTE

Z OIETIX, RSA SecurelD ¥ 7 b =7 b—2 %35 AnyConnect VPN 27 7 4 7 >/ k
A, SDI B — N2 7 m X 9% RADIUS — X CTZ A4 7 v MEEENn s 2—Y% 7'
VI RMIELL A TEDL XTI BFIEICHOWTHEHALET,

\}

(51) :E%@?ﬁﬁ%ﬁé %&ﬁg Lf:%/ﬁ\\ SDI A i7 7/],7 ) s "j-"—/*‘(:f:ﬁ"'j-ﬁ_\g“—' }\ é#’bi'?—o

U &— b z—%7% AnyConnect VPN 7 5 A 7> kT ASA (24562 L. RSA SecurlD h—7 > %
fEA L CEREEERA D &, ASAIZRADIUS Y — 8 ElBEZATV. WRIZ, FREEICOW T SDI Y —
NEWEEITVET,

SREEDORBINC, RADIUS M — NIZASAICT 7 EBEA F ¥ LY Avbe—U% R LET, 20h
DF ¥ LT AyE—URIZ, SDIV—NEDTHFA NG EAvE—URHY £9,
DA vE—Y 7TF A MI, ASA 23 SDI — 3 & EEEE L TV 5845 & RADIUS 7'e &% &
AL THELTWDISG L TRV 3, 207, AnyConnect 7 7 A 7 2 MIHA T 4
7 SDI Hr— "L LTRSS 572012, ASA X RADIUS h— "0 B0 A v — U 2 ffR$ %
MERH Y FT,

F72, SDI A v =L SDI $— N THEFFRTH LD, ASADA v E—Y TFZX DA
WEIT—E82, SDIV— DA vt =V TFHAFE—FHTIMERDY £, B LRV
A\)%—b7§47ybl~$mﬁiéh57myfh I, RWREFICRE L ENDLT 7V a

WX L CHEY) CRWEERH D 9, £D7=8, AnyConnect 7 74 7 > FBILETE T
s nE?ﬁﬁ%ﬂTTZ)T MHERH F T,

RADIUS/SDI X v E— %2R — 572008 Xa2 VT 4 T4 TV ADRE (47 ~2—
V) 7TA4T 2 hE SDI Y — SR ORAEEMEFIZRDI ST D L 912 ASA ZFRET D FIEIZD
I/\TDHAEH Li@—o

RADIUS/SDI » vt — 2 HR— T B1E=00EX1) T4 FTSATUORADETE

SDI [ @ RADIUS & A v & — TV &R L | AnyConnect a—WICEG e T 7 v a v ERD
L7 N ERTFTDHEIICASA ZRET HITIE, WOFIAZFETLET,

gEHIno7aL. =T Ry — s&U1—F ||
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B rrowssol v t—SEYR— LT BEOOEELYTF A FTSATUROBRE

ATy

ATy T2

FIE

Mo RNV TN—F webvpn 227 4 F 2 L —3 3 > F— KT proxy-authsdi =~ > F&fHA L
T, SDIH— L DEHEBELZ VI 2L — T 5 55T, RADIUSISER v —V&ERET D
O T 07 7 AN (bR T N—"7) ZiE LEY, SDI— NCEREE D 2 —H
X, 2R T BT 7 A NVEN L THERT DULERDY 7,

1 -

hostname (config) # tunnel-group sales webvpn attributes
hostname (tunnel-group-webvpn) # proxy-auth sdi

RNV TN—F webvpn 227 4 F 2 L—3 3 > &— KT proxy-auth_mapsdi =~ > K%
MLT, RADIUS Y=L > TEESNDA v =V TFRA ML BEET B 8T D
RADIUS J&EA v &—2 TF A & ASA TREL E£7,

ASAERT AT 74/ FD A vE—2 5 F &2 M, Cisco Secure Access Control Server (ACS)
THEAEINDZT 740 DA vt~ FF% 2 FTY, Cisco Secure ACS ZHH L TWT, 7
THNWVEIDAyE—=Y THFARNEHEHLTWDLGE, ASA TAYE—Y TR X NERET D
VEEH D FH A, FNUS DAL, proxy-auth mapsdi 2~ REEH LT, Avk—
TXANB—HTDHLEHIZ Liﬁ‘o

WDORIZ, Av—Ya—K, 74V EDRADIUSIGEA vt —TTHF AN, BLOKA v

T—VOMREE TR LET, EX2 VT 4 T TA T URIL, T TR SN DNEF I ST

BNERBET DT, A vt—U 7T F A2 MUERT 2 3CFFNIRNOSCFHN O 78 > hTixZen
INZTHMERDY 7,

72& 21X, TnewPIN] 725 new-pin-sup & next-ccode-and-reauth D HFIZkT 5T 7 4 /L D A v
=Y TXA MDY T Yy FEE LET, new-pin-sup %z newPIN| & L CHRELZHA. &
Xa2 U7 4 77747 AL RADIUS —737>5 [new PIN with the next card code| % 52153
% & | next-ccode-and-reauth = — R Cix72< new-pin-sup Z— R &7 F A FEHRAELET,

SDI#fEa— R, ST/ DAY E—T TF AL, BEORA v E—U0OREGE

Ayt—Ya—K F 74 )L FORADIUS & A v | HAE
t—CTXX b
next-code Enter Next PASSCODE 2 —H|L PIN 2 A1k

D=7 va—ReANT5
VBENHHZEERLET,

new-pin-sup Please remember your new PIN | 57 L\ 3 25 A D PIN 23R4k
SNTEY, 2—FIZZDOPIN
ERERTH EERLET,
new-pin-meth Do you want to enter your own | L\ PIN OFERRIZ E DT L
pin W PIN FRZEE T 50%

a—HFizmaET,
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Group Policies .

Aytg—va—F

T 74 )L D RADIUS FEE A
=Y TEXb

new-pin-req

Enter your new Alpha-Numerical
PIN

a—WHERO PIN Z AT 5
T EHEBERTDHLEERLE
‘d_o

new-pin-reenter

Reenter PIN:

Z— 3L L7z PIN ORER
DT ASA NINERHIfE
LEd, =2—Hicrer 7k
EFRRAETIC, 7 T4 T b
25 PIN Zffgsd L £,

new-pin-sys-ok

New PIN Accepted

a— R L 72 PIN 2852 1)
anshizz & ERLET,

next-ccode-and-reauth

new PIN with the next card code

PIN#EM%, KD h—2 v a—
REFRESTHD, BREDTZD
[ZH LWPIN RO h—2
a— RO ;& AN+ 5 0H
NHDHZELEa—WFIIRLE
R

ready-for-sys- pin

ACCEPT A SYSTEM
GENERATED PIN

Z—WNRY AT WO PIN
R T D[N TETND
& EBIRTIZOIT ASA SN ERHY
WERLET,

R OFITIL, aaa-server-host E— RIZ AV | RADIUS J&H& A v & — new-pin-sup D7 ¥ A b %

EELET,

hostname (config) $ aaa-server radius_sales host 10.10.10.1
hostname (config-aaa-server-host) # proxy-auth map sdi new-pin-sup “This is your

new PIN”

Group Policies

COWETIE, INA—T R = ZORETFIEIZOWTIHHL £,

TN—T" R —id,

IPSec ¥ D2 —FBIEDBEME L EOXTRNE vy MZRo72H DT,

TSN ZNZNER) (m—2 V) ITRAE SIS D, SO RADIUS — NIRRT S v E 3, e
S, 2—VEERORMERET DI N—T R =M &S
nNET, IN—T7RIv—EFEHTLHE, 22—V ERF2—FOINV—TIEMNE Y NeKE
BWHTEX2DT, 22—V LIZKBELFENCEET 2HERH Y A,

a7 7 A)NTiE, U XRIVEE

gEHIno7aL. =T Ry — s&U1—F ||
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B 7o+rr0o—Fxys—ozE

2= N—T R —ZE YTy FFEOZ—FDIN—T R —%EH LD
THIIE, S =L ar T X2 b— g F— K Cgroup-policy 2~ F&Z AN LET,

ASA VT, TN EDITN—T R —REERTWET, ZEIITEXTHHIBRIZTTE
WTF 7NV DT NA—F R Y =2z, BOOREKIZBEFED 1 2L EOITAV—T R o—
BERTAZ L TEXET,

NE I N—F R — NN —T R S —2RETEET, NEZ/L—7 1L ASA DNE
F A NR—ZATREINET, 47 /L — 71 RADIUS 72 ¥ O ERRFF Y — NICRESNE
T, T —T RY—TiE. ROBHEND Y £,

* Identity

o —RDIER

CITAT U TFAT U —IVDORIE
e hoxY v Tu han

* IPsec DFETE
N—RU=T 7TAT 2 FORE

» Filters

eV IAT a7 4 F¥alb—vard

R
it

 BERORE

TIHILEDTIL—TR)O—DER

<MAT@\?7%”%@7”—7ﬁU7~ﬁ%@éﬂi¢o1@?7ﬁWF7w_7ﬁU
FEFETEETN, BRI TEEEA, T 74V DT L—F KU 2 —%, DitGrpPolicy
k“?%WTA%f#’befwiﬁ#\_®T7¢WF®?W—7T)/—1AMAT
TNEFERTDEIICEELRWVIRY ANIR0 A, TOMDITN—TRY) > —%HE
T 556, WRIICHEE L2WREOEIXZT 74V O T N—T R —n oGS ET,
TI7ANNDTN—T R v —%FRTHIZIE, ROa~vr ReE AT LET,

hostname (config) # show running-config all group-policy DfltGrpPolicy
hostname (config) #

TN EDITN—T R —%RET DHIZIE, kOa~vr Re A LET,

hostname (config) # group-policy DfltGrpPolicy internal
hostname (config) #
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\}

7o tosr—T Ky o—nzE |

G¥)

TN DTN —=TF RY —iF EIZHHE (internal) T, =3~ FOMEIL,
hostname(config)# group-policy DfltGrpPolicy {internal | external} T3 A3, %A 7% ##5 (external)
WCEET L2 L X TEERA,

TN DT N—T R v —DIEEDRMEEZZ T T 585 1X, group-policy attributes =~
Y REMEHALTEEE—RNICAY, 20%, BEREAROBWEALE T L7200 a~r REEE
LET,

hostname (config) # group-policy DfltGrpPolicy attributes

G¥)

BEE— NIZNE 7V —7 R =R EH S E T,

ASA THRMLEND T 7 4L D7 V—7 R U 2— DfltGrpPolicy 1%, KD & F Y TI,

hostname# show run all group-policy DfltGrpPolicy
group-policy DfltGrpPolicy internal
group-policy DfltGrpPolicy attributes
banner none

wins-server none

dns-server value 10.10.10.1.1
dhcp-network-scope none
vpn-access-hours none
vpn-simultaneous-logins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ikevl ikev2 l12tp-ipsec ssl-client ssl-clientless
password-storage disable

ip-comp disable

re-xauth disable

group-lock none

pfs disable

ipsec-udp disable

ipsec-udp-port 10000
split-tunnel-policy tunnelall
ipvé-split-tunnel-policy tunnelall
split-tunnel-network-list none
default-domain value cisco.com
split-dns none

split-tunnel-all-dns disable
intercept-dhcp 255.255.255.255 disable
secure-unit-authentication disable
user-authentication disable
user-authentication-idle-timeout 30
ip-phone-bypass disable
client-bypass-protocol disable
gateway-fgdn none

leap-bypass disable

nem disable

backup-servers keep-client-config
msie-proxy server none
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msie-proxy method no-modify
msie-proxy except-list none
msie-proxy local-bypass disable
msie-proxy pac-url none
msie-proxy lockdown enable
vlan none

nac-settings none

address-pools none
ipv6-address-pools none
smartcard-removal-disconnect enable
scep-forwarding-url none
client-firewall none
client-access-rule none
webvpn

url-list none

filter none

homepage none
html-content-filter none
port-forward name Application Access
port-forward disable
http-proxy disable

anyconnect ssl dtls enable

anyconnect mtu 1406

anyconnect firewall-rule client-interface private none

anyconnect firewall-rule client-interface public none

anyconnect keep-installer installed

anyconnect ssl keepalive 20

anyconnect ssl rekey time none

anyconnect ssl rekey method none

anyconnect dpd-interval client 30

anyconnect dpd-interval gateway 30

anyconnect ssl compression none

anyconnect dtls compression lzs

anyconnect modules none

anyconnect profiles none

anyconnect ask none

customization none

keep-alive-ignore 4

http-comp gzip

download-max-size 2147483647

upload-max-size 2147483647

post-max-size 2147483647

user-storage none

storage-objects value cookies,credentials

storage-key none

hidden-shares none

smart-tunnel disable

activex-relay enable

unix-auth-uid 65534

unix-auth-gid 65534

file-entry enable

file-browsing enable

url-entry enable

deny-message value Login was successful, but because certain criteria have not been
met or due to some specific group policy, you do not have permission to use any of the
VPN features. Contact your IT administrator for more information

smart-tunnel auto-signon disable

anyconnect ssl df-bit-ignore disable

anyconnect routing-filtering-ignore disable

smart-tunnel tunnel-policy tunnelall

always-on-vpn profile-setting
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| #&rnorq0, Y—

SN—7 R

\}

TRYO—, KUY
sn—7xys—onzE ]

FTIT NN TN—T R = IEFARETT, Fiz, BEICEAD 1 DU EO T V—7 KV
—HEERT AL TEET,

S, — ML

v—MDEXTE

TN—T R =i, T XCORBED o2 NZEHTEET, EELDEEL, NTA—X
DRI E SN TOWARITIIE, 2OV —F13F 74V kN ZA—7 R o —OfE %
L9,

RELZAZIL, o /N arFx A E— RERIISAF a0 TFF 2 - B— ROM S TEST
TEET,

GE)

<)VF arTFHF Ak FT— RIZIKEvI BEOIKEV2 A bV —H A MZOAREH S, IKEv]
IPSec @ AnyConnect, 7 71 7> kLA SSL VPN, Apple *14 7 4 7 VPN 7 FA4 7 > I,
Microsoft X147 4 7 VPN 7 5 A4 7> b, F7-13 cTCPITITEH I NEF A,

NI I—T R O—DHRTE

\}

SN N—T R > —ORMEEICIX, HBET DINBY — A OESBRGENET, ST —T
AU —OHEIE, ASAREED 7 =) —2FETTEXHAAAY— RN T —TEREL, TD
SN AAA =N TV —T D B ARG T 5 & ST 5 SR T — REZIBETL2LERH
D FET, INFREREY —"ZHEH L TWT, N7V —T7 R — @R, FRRET D PED L —
#EFE CURADIUS H—NCH 256, ZNHOMTARINERE LLWE T IMNERH Y E
T

GE)

ASA TOIT IV —T41%. RADIUS —_"Da—HFLE2HBRLTWET, DFE0D ., ASAIZ
NERTN—T X R E LT2HA. RADIUS r— N3/ =) — % o —% X (TX B E8FEER &
R LET, LN T, N7 —71%, ASA T L& - THRBI AR Bk 2 F-> RADIUS H—
Foa—FTH Y MITEEA, ST N — T BIENREET B T E D — L [6 U RADIUS
P —NIZFETDHA. TNOLOMTAHIZEEIELZ LI TEEHA,

ASA 1T, /M LDAP % 721X RADIUS — A TO2—HRIHZ R — F L TWET, 48—
NEEHT DL OICASA ZRET DA, WU ASATEAERMEREEL CH—Z&ZE L.
FNOORBMEDOY Ty b Ax D —FICkT A EDTF A ZE N Y THLERH Y £
Ty MY —REFRET HITIL. VPN O AAA — ROFRE OFMIINZHE-> T 7EE 0,

FIg

T N—T R o —EFHET HITIL, ROFNAZEFELT L T, server-group 44 & /XA T — R &
EHIZITN—T KR o—DL4RTIE XA THREELET,

hostname (config) # group-policy group policy name type server-group server group_name
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password server password
hostname (confiqg) #

GE)  AERIN—T WY —DGAE. AR — & D AAA —N ¥ 1 71X RADIUS 7217
<7,

72 & 21E, o a~< > Rk, ExtGroup & W) ARIONEE 7 V—7 R —MEK L £, =
DI N—TRY —DREMIL, ExtRAD &9 ARTOFE RADIUS r— 372 b EfG S v, @tk
ST S & XA SN DS A T — KA newpassword [ZFRE SV E T,

hostname (config) # group-policy ExtGroup external server-group ExtRAD password newpassword
hostname (confiqg) #

(X)) VPNOIMHBAAA T —"OREICHH SN TND L 912, W 20N Z—[EHf)E
Pt (VSA) ZiRETE £7, RADIUS Y — 373 ClassJ@ME (#25) Zik3 & O ICRE S
NTWDHE, ASAIX, VNV —T4ORECZ OEMEZEH LE3, RADIUS #—3
TiX, BHEIIROEXTHET 20 EN H Y £, OU=groupname, Z Z°C. groupname
X, ASA TRESNTZZ N—T4 L[F—T7, . OU=Finance,

NEBTIL—T R o—D1ERL

\}

W7 N—TF R =R ETHICIE, 3T 4 X2l —vary T—FeBBLET,
group-policy 2~ R&EEH LT, Z—7 R —D4HiL internal ¥ A 7 &2 FELET,

hostname (config) # group-policy group policy name internal
hostname (config) #

7o & 21X, RO 3~ R GroupPolicyl & W) ARIONE 7 V—7" R Y > —ZAEpk L £ 7,

hostname (config) # group-policy GroupPolicyl internal
hostname (config) #

G¥)

Wo T2 AERR L2 V—T7 R o —DL4RNIEE TE 8 A,

X —U—Kfrom ZBINML CTHEORY O —DLRIEZIRET D L2k, BFEO I/ V—7 R
V—Dffizar— LT, NI A—7 R > —DREMEEARTETXET,

hostname (config) # group-policy group policy name internal from group policy name
hostname (config-group-policy) #

7= & 23X, D 2= RiZ GroupPolicyl D% =2 £°— L T, GroupPolicy2 & V> 9 4 i DN
IN—T KY —%ER L ET,
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—mrm s v—7 Ky o—EonE ]

hostname (config) # group-policy GroupPolicy2 internal from GroupPolicyl
hostname (config-group-policy) #

— R RE O IL—T R O—BHENETE

TI—TR)o—4

TNh—T R I —DLENINER T V—T R o —DOEREHGRIRE N TWET, Wolz AE
HENTZTN—T R —DLBNIEFE T £ A, MOV TIE, NEZ L—7 R v —
DIYERL (54 X—) LT EEVY,

ON—TRYS—DNF— A vtE—CDBRE

KT HNT—FT0EA v =Y (B2D5HE) Z2HELET, 7744 M T, AN —IX
FRENFRA, BELEA =X, VE—F 24TV MR LIZEXIC, TDI T
ATV MIERREINET, NP —2EETDHE, IA—T RV v—ar74F¥al—vs
¥ E— RKThanner =2~ REANLET, N —TFTFZXAFDOEIIL500 LFETTT, &
IREATERAT 551X, \n) =T AZ AN LET,

VPN U E—h 774 T hTORT A ABITEREINDEERI) R —DE &1L, ASA X—
232951 T510 ~ 4000 SCFITHM L F L7z,

G ANF—HNOEIFYEATIZ, 2 XFL LTHAONET,

NF—ZHIBETHI20E, Z0a~vr Ron B2 AN LET, Zoa~vr ROne B A& H
THL. INA—T R —DFT_XTONFT—DHIEREEND Z EIZEE LT EIN,

TN—T R Y —Z, BT NVN—F R —mnb ZOEEMATEE T, HEPHE LWL
T DI, RO XD, N —XFHNOEEEET 5PV T none ¥—7— KZ AL
9,

hostname (config-group-policy) # banner {value banner string | none}

WOHENL, FirstGroup & VNI ZRETD T N—TF KU T —IZ\F—2AEKT 5 HiEERLTWNE
-éAO

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # banner value Welcome to Cisco Systems ASA 9.0.

JE— M T7O9RREHDT7 KLRA T7—ILDIEE

VE—NTI7RVATZIA4T 2 MBRASAICERT 256, ASAIL, HEticlEECS I/ —7
RY L —ICHESNTIPVA F/71LIPV6 T RLAZ 7 ST MIEIV B THZ LR TEET,
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B mso—FRKus—~nPu7 LR T-L0RY 5T

a0—A 7 RLUADENY YIRS IRERK6EOa—01 7 RLRA 7—LD Y A MERE
TXFET, Y NVOEEEFIZTEETT, ASATIE, Z0a~vy R AEEE LEIEFIC
HE-T, FNHDT—INBET RUARED B THENET,

RETI—T R)—~DIPVET7 LA T—I)LDEIY KT

ATy T

ATy T2

ATvT3

ATvT4

IR& BHIIZ
IPvd 7 LA F—LafE LE,

FIE

ITN—F R v—ar 74 Xal—ar T—FEBBLET,
group-policy valueattributes

1 -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv4-pooll, ipvd-pool2, I & Wipvd-poold & WD £ ETDT KL A 7'—/L% FirstGroup 7/ /V—7
R —ICFID U TES, FA—T K 2—Zid, RK6EDOT LA T —A#HETE &
D

address-pools value pool-namel pool-name2 pool-name6

1 -

asa4 (config-group-policy) # address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
asad (config-group-policy) #

EE) ZN—7RY —FENLT RLA TP —EHIBRL, 7 RLA T—L@#EERLT
DefltGroupPolicy 72 ¥ DD Y —ZNEDT K LA 7 — Ui Z k&9 5 121X, no address-pools
value pool-name =~ > K& L £,

no address-pools value pool-namel pool-name?2 pool-name6

51

hostname (config-group-policy) # no address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
hostname (config-group-policy) #

(f£&) address-poolsnone =~ > KX, KU —DfD Y —2 (DefltGrpPolicy 72 &) M6 =
DEMAMWAT D EE2T =T NI LET,

hostname (config-group-policy) # address—pools none
hostname (config-group-policy) #
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ATy TH

WETL—T K o—~n P67 KLR Ty ST [

({f£E&) no address pools none ==~ > K/, address-pools none =~ K% 7 /L—7 RV I —
MHHIERL T, 7740 ME (fREOFFA) IR LET,

hostname (config-group-policy)# no address-pools none
hostname (config-group-policy) #

RETIN—T R —~DIPv6 7 FLRA T—ILDEIY HT

&

ATy T2

ATy T3

1R BHIIC
IPv6 7 RL A F— L AEERR LET, VPNOIP 7 RLZZZBBLTL 7 E 0,

FIE

IN—T R v—ar7 s Xal—vart—REMBLET,
group-policy valueattributes

B -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv6-pool &\ A HTDT KL A 7 —/L% FirstGroup 7 /L—7" 7R Y L —|ZHEIV Y4 TEJ, /L—
T RY =, KR GHD IPv6 7 R LA F— L aE 0 Y THZ LN TEET,

i -

Z OFITTIL, ipv6-pooll, ipv6-pool2, I3 &L TN ipv6-pool3 73 FirstGroup 7 /b—7 R U L —IZH| Y
BTHRTWET,

hostname (config-group-policy) # ipv6-address-pools value ipv6-pooll ipv6-pool2 ipvé6-pool3
hostname (config-group-policy) #

EE) IN—T R —FENDLT FLA T—LEZHIBRL, 7 RLVA T @EEZR LT
DfltGroupPolicy 72 E DD Y —ZANE DT KL A F— U Z kA4 5121%. no
ipv6-address-pools value pool-name =~ > K&l L £,

no ipv6-address-pools value pool-namel pool-name2 pool-name6

1 -

hostname (config-group-policy) # no ipv6-address-pools value ipvé6-pooll ipv6-pool2 ipvé6-pool3
hostname (config-group-policy) #
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BHEIOT7AN, FL—TRYL— B&va2—¥ |

B/ xus—orryry Joraross

ATvT4

ATy T5

(EE) Z o@D DtGrpPolicy 72 ELO AR Y o —D Y — 2 LK S e n X 512§ 51
IX. ipv6-address-pools none X~ RZMiH L £7,

hostname (config-group-policy)# ipvé-address-pools none
hostname (config-group-policy) #

({£#) ipv6-address-pools none =1~ > K% 7 )L—7 R U —InGHIR LT, 7 7 4 /V ME
(kA DFFA]) 12T IZ1E. no ipv6-address pools none =~ > R&fH L £,

hostname (config-group-policy) # no ipv6-address-pools none
hostname (config-group-policy) #

GI—THRYS—D o) 7O MIIILDIEE

TN—T R — a7 4F 2 b—3 3 F— KT vpn-tunnel-protocol {ikevl | ikev2 | 12tp-ipsec
| ssl-client | ssl-clientless} =~ > RZ AL T, 2O NV—7 KU —D VPN h> /L XA
rHEELET,

FI7FNVMEZ. TN TA—F R —DRBMEERMEATELZZ & T, ZOBMEEYFT
I T A4 X2 b= g UNBHIBRT AT, Zoavwr RO ne EREANLET,

ZOawy RONRTA—=ZOEIZIFRODORH Y £97,
sikevl : 22D T (Cisco VPN Client L7213t F 27 ¥ — 7 =) D IPsec IKEv]
Moz xradyo—hLET, B8Rk Bk, 1720, BLOF—EHEHIEHT 2
X2 UF g TV — g UEERLET,
*ikev2 : 22D ET (AnyConnect Secure Mobility Client £ 72135 EF 27 7 —F U = A1)

D IPsecIKEV2 ko /&I m=— F LET, BiE. Kaibk. v 7Bk, BLOF—
BHEHET X2 T 0 T —2 3 VEERLE T,

* R2tp-ipsec : L2TP #£#5i® IPsec b Lz T m—FLET,

» ssl-client : AnyConnect Secure Mobility Client © TLS F72i% DTLS #ff LT, SSL k> %
NEFIT—hLET,

» ssl-clientless : HTTPS %f/& Web 7 7 7 fEH TV £ — F = —|Z VPN ¥ — & R & 2l
LET, 727947 MIVEHY FHEA,

TDavry REAALT, 12U ED R XY P E—RERELET, VPN F L% L
TERT 52—V IZiE, D7 tb 120 RV 7 T— RERETIXLENLY 7,

W OB, FirstGroup &9 RO 7 V—7 RV 2 —|Z IPsec IKEvl bRV 7 £— N&f%
ET D HEERLTOET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikevl
hostname (config-group-policy) #
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UE— b THLRAD VAN DIEEEETL—T K o—~o#a7 o2 3> ba—u L—roEm [

JE— 79 EXADVIANDIEEFIEZTIL—TRY S—~DHET7Hr X2 bO—
JLIL—)L D

T AN ITEEONL— AN BHERENTHWET, 25D —E, ASAZNLTEELE -
YRV T T8 Ny NEFFRITADNESR T A0 E, BEILT RLA, ST RLA
0 kIRl ESWTIRELET, ZA—7 KU —0DIPv4 £IXIPV6 i T 7 B A =
Yha— L VR NERET D, ERIET 74V N T A—T RY —THESL7- ACL %k
ATHEolcTcEET,

WDOAT v arDONTNNERIRL T, VE—F 727 2HDOH T VLAN ( [VLAN = v F°
T EBMEND) | £ N T T v BT A NE ) TS ACL ZRFRE LT,

\}

GE)  IPv6 il L T VLAN v v B V2 FETT 8546, B {LSNZ b T7 7 0 v 7 BNER v b
D=7 —F 4 7 END X ICTHEDIT, AR (ise) 7 R AL VLAN Z & ICEA
T HMERHY £, B2D VLANBLOL—F A MY w271 LCRUsEER Y hT—
I EFEHATAZLIITEEEA,

e IN—T R —ar T 4 FXal—agrEF—RTROa~v REAHN LT, 207 L—
TR —FRIFIDOTN—T R =% ETE I N—T R —IZHYETHNT
WABRYE— T Z7EAVPN Y g o HOH S VLAN I 5E L E T,

[no] vlan {vian id |none}

novian 1%, 7 Vv—"7"RY =0 bylan id #HIRLET, ZA—T R —iX, T 741
FDOTN—T RKY = vian fEZHA L ET,

nonelx, 7 /Vv—"7RY L —nbvlan_id HIFR L. ZO7NV—7RY 2 —IZx$ D VLAN
v~y BT ET 4T NMCLET, IA—T RV, TIAN DT N—T K
=B vlan EZ A L £ A

vian_idl%, TOI7N—T R =% MEHTLVE—F T 7 EAVPNE Y g AZEID Y
T% VLAN OF 5 (10 #£F) T, VLAN L, —fEfER=ar 7 4 Fab—va v
HA K@ [Configuring VLAN Subinterfaces and 802.1Q Trunking | ®FNEIZHE- T, Z D ASA
TRETDHHERDY £77,

N

GE) /7 VLAN |, HTTP #46: Ti3tdse L £ 725, FTP & CIFS TiZ
BERE L ¥ Ao

« JN—T" KU — F— RTvpnfilter 2~ REFEHLT, VPNt Y3 TS
TrEA aryhr—b— (ACL) OA4HTZIEE L ET, vpnfilter 2~ REEH L
T, IPv4 £721X IPv6 ACL ZfRET& 77,
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B /=70t RO VAN DIEEE LRI L—T K S—~DHETH£R 3> FO—IL L—LOER

N

GE) Lo Y U —ATiX, vpnfilter THEE S 7= IPv6 =2 kU BIFEAE
L722WEEIZ IPv6 ACL 5 E T 5 1Ti%, FEHELED ipv6-vpn-filter
o<y REMFHTEE L7, ASA9.1(4) LI, ipv6-vpn-filter |3 1
T Ip > TWBH T2, IPv6ACL = kU (X, vpn-filter 2~ K%
EH L CHRET D2HERH VY 3, ipv6-vpn-filter 3FXE STV
D% EIE. VPN BEEIR T L £,

N

G¥) ’@Erii:l~‘b‘%%~]\f RETDHILHTEET, TDY
H. = PADO T TRESNTMENR I V=T R —DfEL D b
{Eﬁ‘ﬁéﬂiﬁ“o

hostname (config-group-policy) # vpn-filter {value ACL name | none}
hostname (config-group-policy) #

ACLZRELT, ZDOITN—T R =W T, SFIFERIANTDNT T 4 v 7 A
FIESLET, WIS, vpnfilter 2~ RZAH LT, 2 HD ACL ZHH L E7,

vpn-filter none =~ > K& AJJ L TIER L7 X UEZ&E®H T, ACL ZHIBRT 5121, Zoa~
YROno B KEANLET, nod 7 va railToL, A0 V=R —irbik
AKTEDLEITRYET,

7w~f$)y~i BOTN—T R =MD ZOEEMATEET, EHEHALR2NE

2T AI121Z. ACLAZIEET APV IZ, none ¥—7V— FRZ A LET, none¥—7— R
M\MI@ﬁMZE%TLiTO:®# U—RIZED, XVENRREIN., ACL BHEL X
nEJ,

WIZ, FirstGroup & WD ARID 7 N—7 R Y 2 —d, acl vpn &9 ACL ZFFOH T 7 4 L4
ke DBl R L ET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-filter acl_vpn
hostname (config-group-policy) #

vpn-filter =~ > NiX, M RPN BOESACED N T 7 1 v 7 & MRV ADHI

B ALRiD b7 7 ¢ v 71T SHvET, vpnfilter |26 415 ACL % interface access-group
BT 52 ix T EHA, vpofilter 2~ > K&, UE—FT7Z7®AVPNZ T4 Tk
Pl 2 70 —7 KU o—IZ#HAT 535G, ACL O sre_ip DALED 7 747 > M
DY TIPT RLABIOACL @ dest_ip DALED T —H )L v U —27 (2% LT ACL # % &
TOHULENHY F7,

vpn-filter =~ > N4, LAN-to-LAN VPN 85t 2 iliHl 9% 7 —7 RV o —IZmH T 2561
ACL @ sre_ip DALEDO U E—F Ry hT—27 B L NACL O dest_ip DfLED 2 —H /L F v l\
U—271Zx L TACL &R ET HMENRH Y £7,
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\}

UE—k PO LRD VAN QEEE BT L—T KU S—~0#&T7 12 2 ko—L L—LoEmR [

vpn-filter FERE CHEF T 272012 ACL 2 ET 25413, HEETHLENRH Y £9, ACL I,
TEEAED N T 7 4 v 7 Ik L TERSN TS Z LICEELTLEEY, 2720, ACLIEK
KHMDO T 7 4y I LThEHAINET, FrxAsTO, BELEiOZD T 7 1w
ZIZOWTIE, ACL X sre_ip ONLE & dest_ip DALEZ ANV Z 72 DTk L THEE I LTV
£7,

WOFITIE, vpnfilter #JE—h 727 AVPNZ FA4 7 b ERIHEHALES, ZofT
X, 7947 FEIDYTIPT R A% 10.10.10.1/24, a—h)L %> U —7 % 192.168.1.0/24
LLTWET,

KD ACEIZE>T, UE—FT7Z7EAVPNZ TAT 2V bRR—H)L Ky b T —7|Z Telnet
BT Z LS RET,

hostname (config-group-policy)# access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 23

WD ACEIZE>T, v— IV Xy NIT—IRNVE—K T IR T TAT 2 M Telnet & fE
A5z ndFasnEd,

hostname (config-group-policy) # access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
eq 23 192.168.1.0 255.255.255.0

G¥)

ACE @ access-1list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 2312k > T, u—A/L xy hU—2 %, HETHR—b
BEMEH L TOWABEEIUEEDTCPR— M TOYET—F T I VAT TAT 2 b ~DOHfeBA
NI ENET, ACE O access-list vpnfilt-ra permit 10.10.10.1
255.255.255.255 eq 23 192.168.1.0 255.255.255.0(2k~>C, UE—h 77 kA
74T MEI, BEER—F23EZHEHL TCWAEAIEED TCPAR— hTOBR— )V F v
U — 2 ~OHER T SIE T,

ROFITIL, vpn-filter % LAN-to-LAN VPN #5f¢ & HIZEH L E 3, ZoflITid, VE—F xRy
FU—27 % 10.0.0.024, 0 —H)L F v NU—2 % 192.168.1.024 £ L CTW\WE9, KD ACE (2
FoT, VE—F Xy NT—=I B =/l Ry hU—TIZ Telnet ZFEHT 5 Z ENFT N
i—a_o

hostname (config-group-policy)# access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0
192.168.1.0 255.255.255.0 eq 23

WDOACEIZLL>T, = Xy b= RNV E—h Xy NI =7 Telnet 2252 &
NEFAT SN ET,

hostname (config-group-policy)# access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq
23 192.168.1.0 255.255.255.0

gEHIno7aL. =T Ry — s&U1—F ||
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\}

GE)

ACE @ access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 192.168.1.0
255.255.255.0 eq 2325~ TC, v—Hh/L Xy hU—71F, HETHR— K23 2HHLT
WHGEIAEED TCP AR— R TOUE— b Ry MU — 27 ~OHHRMATF T S4LE T, ACE
? access-1list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq 23

192.168.1.0 255.255.255.0(2L->C, VUE—h Ry hU—2%, EFLA— k23 %ff
AL TOWAEAITEEDTCPR— F TOE—H/L Ry 8T — 7 ~DOHEEGRIIGEN T S ET,

TJIW—T R —DOVPN 7Y = AR DIEE

ATy

ATy T2

1R BHHIIZ

RE O 2 fRRk L3, —RAEMER =7 ¥ 2 L—2 a > FA RO [Configuring Time
Ranges] #ZML T 7230,

FIE

TN—T R —ar 74 ¥al—ary T— REBLET,

group-policy valueattributes

1 -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

TN—F KR — a7 4F¥alb—ar E— KT vpn-access-hours=2~ > R&EEH LT,
TN—"" R r— & EW D time-range 7R U > —ZBEfTITHZ LI X ->T, VPN 7 7 &
AWM ZRECTE ET, ZDa~> N, business-hours & V95 £ {1D VPN 7 7 & A R #iH
% FirstGroup & WO LRIO 7 NV—7" R 2 —{ZED ¥ TET,

ITN—T RV —I%, T73/NVNERIFHBEINZIV—T K > —O time-range D % ik
KTDHZENTEET, TOMEDFEAELRNEIITTDIZIE, 2D =3~ FT time-range D
ZFiCiER< none ¥—TY—RFREZ AN LET, TOF—U—KIZXY, VPN 77 & AKX
JUAEIZERE S 4L, time-range AR Y O —IdFF T 72 <72 0 £9,

vpn-access-hours value {¢time-range-name | none}

1 :

hostname (config-group-policy) # vpn-access-hours value business-hours
hostname (config-group-policy) #
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\}

Th—T R —ar7 4 Fal— g F— KT vpn-simultaneous-logins integer =< > K
ML T, ERO—FIZFFA SNSRI r 7 A U BERELET,

F 7 F 0 ML 3 T, [EOHPHIL 0 ~ 2147483647 DHEE T4, ZV—7 R —iF, Blo
IN—TFRY) =0 ZOEEPEATEEST, /A %27 1= Nz L Ca—H Ttk
AT DI, 0 2 A LET, I, FirstGroup & W I L ETD 7 —7 R U 2 —IZx L
THRKAOOREEa VA T 502~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-simultaneous-logins 4
hostname (config-group-policy) #

GE)

FRF e 7 A O RFIBRITIEF IR EVETT R, #ERORKR 7 A 25358, &
F2 VT A NRBREEINTZY, XT3 —< U ABMMETLEDTHZ2E08H0 £77,

K%h L7z AnyConnect, IPsec 7 7 A 7> b, E£E7 74T Ay ay (BEKTL
Trevyay) X, ACLa2—FAT HLWY) Byva BHLENTH, Byvarysy—%
W=D BENHY £7,

vpn-simultaneous-logins DAE 1 DIFEIX, BFEK TRICFHA La—FRHEr 7 558 K
Lzt y v a AET —2_X—2AnbHIERSL, Filntey va VRIS ET, L,
BEfF DOty v a v INERET 7T 4 7R Th A5 AIE. A Ca—F0 510 PC 72 806 FEE
arArTHE ROty arBta st 7L, TERX—AnLHIRIST, HiLnty
Ta UL SN ET,

R 7 A VR L0 REVEDES, TORRKBICELIIRETHERZ A LE S T
He, mLTA RAUEHOEWNWEy Y arRNa s/ F 7 LET, BIEOTRTOE® v g VANE
CLHBWVWEWHET A RVREOSHEIZ, kbW yrarvBdue s+ 7 LET, 207723
VIZEY ., By va UBRIRENTEH LR A URFERIZAR D £,

BEDEHZEIOI7AMILADT I ADHIE

IN—TRY)—ar7 4 F¥alb— g F— RKTgroup-lock =~ RZMHA LT, ¥~
07y ANENLTCET T 782 T2L55 120 F—h 2—VE2HIRT50E 02 ELE
7,

hostname (config-group-policy) # group-lock {value tunnel-grp-name | none}
hostname (config-group-policy)# no group-lock
hostname (config-group-policy) #

tunnel-grp-name 2401%. ASA S — W OHEICE L CER T HBEAFOHSE 7 1 7 7 A L OA i
ZIRELE T, group-lockiZ, VPN 27 74 7 v N THEINTZ T N—T0, TO2—FNED
BTHNTWEERT O 77 ANV EREUNEIDET 2y 7 T5ZLICL-T, 2—F &R
LET, —BLTWRWEE, ASAZ2—¥RETERVEICLET, JVv—Try %

gEHIno7aL. =T Ry — s&U1—F ||
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B /7 %s—nvenosxzsmmoEs

BELRWES. ASA LT, B Y ToNT-INA— 7L 13RS . =2 —FERIELET, 7
N—TDuav it TNV ETIET 4= N TWET,

group-lock JEIEAZ L Tar 7 4 X2 L —a U LHIBRTZI2IE, Zoa~> Ko ne B
FRHLEST, oA varz2fFHTLE, O LV—7 R o—OEZREKTEET,

group-lock %7 4 Z—7 /L2 HIZ1E, none ¥ — VU — RKZ4EE L T group-lock =~ > F%& A
JILET, none F¥—7U— RFIZX V. group-lock I X /AEIZERE S 41, group-lock D IR A HEAS
ENFET, Fo, TUANNERIFBEESNTE I V—T KU —025 group-lock DA X
N7 £7,

JI—T K1) —0D VPN DR KEFEFFEDIEE

ATy I

ATy T2

FIE

FE) /I—7R)v—ar7 4 ¥alb—rarE—REFa—F4ar 7 1 Fal—
v a v — KT vpn-session-timeout {minutes 21~ > KZ{HH LT, VPN Bk D K[ 2 7%
E I-/ i ﬁ‘o

B/ NEERNE 1 45 C B REFREINE 35791394 7y T4, T 7 40 MEIZH Y ¥ A, Z ORI
TT5E, ASA TR ZKR T LET,

WIZ, FirstGroup & WO ARTD 7 N—T R =2 L TI80 3D VPN v ay XA LT
U NERET DB ERLET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

OB, anyuser & WO ARTOL—HFIZ 180D VPN Y v a v XA AT U NERET LS
BERLTOET,
hostname (config) # username anyuser attributes

hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

[no] vpn-session-timeout {minutes |none} 2~ > RZHH L7=FDMOT 7> a L NIkO LB
-/C“—g—o
c ZORY —InbEMEEZHIER L, MKZFFRT 52X, ZDa~v 2 RO no
vpn-session-timeout 23\ A1 L7,

s EHRIRO X A L7 0 MM ZFFI L, 24 L7 0 MEZFALRWE SITT DI,
vpn-session-timeout none = A ) L £ 9,

vpn-session-timeout alert-interval {minutes |} 2~ > KA LT, By ar ¥4 LTV D
TI7—hFAvE—URa—WIZFRRINDFEMEZHELET,

ZOTT7—h AyE—UiF, VPNt Y v a UAHBINICEIE SIS £ TICMyd 5 0vE 2 —
PIARAET, W, VPN By v a U EIlrEh 5 20 AN —Hic@ms b KO EES
HHERLUET, 1 ~30 pOfEHEEETEET,
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IL—F R o—DWPNEy o3> 74 B 24679 rokE |

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

[no] vpn-session-timeout alert-interval {minutes |none} =~ > R&ZFEH L7=ZDMmOT 79 v
RO LY TT,

*VPNE v a v XA LT T N7 77— MARBYERT 740 8 7 —7 KU —n bk
ENAHZEERTIE. 2oa<vry ROono B AFHLET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval

* vpn-session-timeout alert-interval none |3, = —¥ N7 7 — F &2 FE LW L AR LE
R

GIN—TRY)O—DVPNEYL 3y TARILBALT FDIEE

ATy T

FIE

(EE) VPNT A RV ZA LT D MR ZBRET DITF, Zv—F R v—ar7 ¥z
L—yaryE®—REmFa—V4ar 7 4 ¥ 2 b—3 3 v F— KT vpn-idle-timeout minutes
avr RaEfHLET,

SOOI EGE L CIIET 7 7 A ©F 4 B, ASARBIEE T LET, R I
147, e RIEIE 35791394 53 TH V. 7 7 4V ML 304 TT,

OB, FirstGroup & WA LAFTD I N—T"RY —IZ 153D VPNT A RV Z A LT 7 N
RET D EEZRLTHNET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idle-timeout {minutes |none} 2~ > RZ{LEH L7cEDMDOT 7 > a ATk D ELFBY T
R

*VPN 7 A RV ZA LT T FEEHIL, ZA L7 0 MEZMALZWE S IZF D123,
vpn-idle-timeout none = A7) L £ 77,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

ZAUZ XY, AnyConnect (SSL & IPsec/IKEV2 Diti i) 3L U7 T4 T L AVPNRY
12— /3L webvpn default-idle-timeout seconds fEZfEHT 5 L D12V 3, ZDa~v KN
X, webvpn 2> 7 4 X2 b—v a3 F—= R TANLET, & xid,

hostnamee (config-webvpn) # default-idle-timeout 300 DX 5 IZAT] Li?‘*o 7“‘71‘11/ MM
1800 ¥ (30 %7) T, #iPHIE 60 ~ 86400 7T,
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ATy T2

SN—T Ry

ATy I

9T D webvon i DA . default-idle-timeout {E (X, vpn-idle-timeout none 73 7 /L — >
R —/2—FLBIEICRE SN TV AGEAEIZOARAZNTT, 33T AnyConnect #it
TlE, ASAIZE > TEaANDOT A RV XA LT 7 MERERINET,

Y ~ (IKEvl, IKEv2) BEWIKEvl UE—h 727 A VPNOEAIE, ZA LT 7 K
T 4= ML, EHIROT A KA ZTFRT 52 & A HERL £,

c ZDIN—T R —F T =PRI —DT A KL F A LT 7 ~EEGCT DI,
no vpn-idle-timeout # AJj L3, fEITMA I E T,

* vpo-idle-timeout % £ - 72 < RE L RWGS | EITMAK S ET, 7740 ME 3045 T
j—o

({EE) A7 3 T. vpn-idle-timeout alert-interval {minutes} =< > RZHEH LT, 71 K
WEALT T IIDOTT—hF A=V Na—PICERENIREMERTETEET,

DT T7—F AvbE—UF, VPNt Y a RBIET 7T 4 TIREOT-OUIK & 5 £ Tiof
DHHNELI—PIBZET, T 74/ FOT T — FHERIZ 1 5T,

WOFNE, anyuser &) LRIDL—HIZ3I D VPNT A RV Z A LT D SOT 77— NElRE
WETDHHEEZRLTWHWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idle-timeout alert-interval {minutes | none} =~ > R&{EH L7=ZDMDT 7 2 3 %
KD LB TT,

enone /N7 A —FE, A—YPREHEZE LRV LERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

s DI N—TE I R —07 7 — MNEREZHIFRT 512X, no vpn-idle-timeout
alert-interval # A ) L ¥3, HITHEKSINET,
s ZDONRFGA=B HF oK RELRWGES, 774/ D7 77— MERRIL 15T,

S —@ WINS H—/3& DNS H—/ DR FE

TIAVBIOENZY DWINSH—NEDNSH—NZfEETEET, TNENOT 7+
/b MBI none TH, ZHHDH—NZIRET DHITIE, ROFIEEZEITLET,

FIE

TIA4=V v E YD WINS —REHEELET,
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ATy T2

FN—F %Y o—n WINS —/3& DS H— 3z [

hostname (config-group-policy) # wins-server value {ip address [ip address] | none}
hostname (config-group-policy) #

RONHRETDIP T RLARNT T A~ WINS B — D IP 7 RLATY, 2&H ((EE) @
IP7 RLAZEHDZY WINS Y —RDIPT KL ATY, IPT KL A TiE72< none ¥—U —
RZFRETHE. WINS = NICXMENRRE SN E T, ZOKEICLD . WINS — 37
AENT, TZHNVNERIFEBEOIN—T R =Bl SR A £97,

wins-serverwins-server =< > K& A3 57N, BMEFEOREN EEEZ INET, =& 20F.
WINS = xxx.x ZaKE L THDH WINS r—Nyyyy ZRET H L, 2FDDa~ L NIT
Lo TRAIOFBEN LEEX S, yyyy BME—D WINS — 2720 £4, S — "2 EHHTE
THHGEBEETT, REFHOY— "% EEHEZT L0 TIER< . WINS — 28003 51
X, Z0a~vry REANTLHEEE, TRXTOWINS B—DIPT RLAZEFHET,

WOBIL, FirstGroup & W I A FTID 7 /L—7 R Y L—(Z, IPT KL A%310.10.10.15 & 10.10.10.30
THD WINS b —NREBRETDHHEEZRLTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #

TIA <Y B HYDDNS B—"EFEELET,

hostname (config-group-policy)# dns-server value {ip address [ip address] | none}
hostname (config-group-policy) #

AN ETDIPT RLANT T A~ DNSHY—DIPT KL ATY, 2:%&H (EE) OIP
T RLRZEAZYDNS B —R"DOIPT RLATE, IP7 RLXATIEA2< none ¥—7— K
BIRET D E, DNS V= NCXVERRESNET, TOREICLY, DNS — NFFFA &
N, T7FNNERITREO I N—T RY = BEPA SN/ 720 £9, DNS ¥ —
NT RUVRIIHRKRKA4D, IPvd T RLALIPV6 7 RL A T2 DT HOIEETEET,

dns-server =~ . R&Z AN) T 2H72NC, BEFOREN EFEEINET, 72& 2. DNSH—A
XXXX ZRE L, RIZDNS V— N yyyy ZRE LIS, 2BODOa~ L Ridgloa~v

F& bEEX L, yyyy 23— DNS — 2720 97, —_"2HEERET 58 LREET

7. DARMICERE S472 DNS H— % FEEX T 5DV I —"Z2BMNT 5121, Zoavy
REANTHELEZIZTRTODNS =D P T RLAEZGEHET,

WIZ, FirstGroup & WD ARID 7 N—7F R 2 —"T, IP 7 KL A28 10.10.10.15, 10.10.10.30,
2001:DB8::1, ¥ L TN2001:DB8::2 @ DNS Y — AR ET L6 2R~ L ET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dns-server value 10.10.10.15 10.10.10.30
2001:DB8::1 2001:DB8::2

hostname (config-group-policy) #

gEHIno7aL. =T Ry — s&U1—F ||
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ATvT3

ATvT4

DefaultDNS DNS H—/N FIL—TFIZFT 7 4V b D KA A VEABRE SN TV RWEAR. T
THIN N RAAL VERBETDHVLENRSD £, 72& 21X, example.com. &) R A A A4 E
SO hy 7 Ly RALS U ERERALET,

asa4 (config) # group-policy FirstGroup attributes
asa4 (config-group-policy)# default-domain value example.com
asad (config-group-policy) #

DHCP %y NV —2 Za—F&aRD L HITHELET,

hostname (config-group-policy) # dhcp-network-scope {ip address | none}
hostname (config-group-policy) #

DHCP 2 =2— 7 TCl%. ASADHCP +— R D 7 N—F K o —Da—HF |27 RL2AEEY
WCTAEDIERTAIP T RLAOHIFH (DF0Y, 7%y hU—727) ZEELET,
WOFNZ, FirstGroup & WO AFTD 7 N—T RY —IZIPH 7 x>y FU—2 1010850 (7 K
L A i 10.10.85.0 ~ 10.10.85.255 Zf87E) &% €T D HiEEZ R L TWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dhcp-network-scope 10.10.85.0

ATYy b boRYGRYO—DERE

IPV4 774 v 7 DAT Yy b bRV RV —ZHELT, FT774 v 27D PR

YT NV EBRELET,

split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}

no split-tunnel-policy

IPV6 F7 7 4 v 7 DAT Yy b bRV 7 R —EEELT, F7 74y 7D b2y

YT N NVERELET,

ipv6-split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}

no ipvé-split-tunnel-policy

R —F T a L FROEEY TY,
« tunnelspecified : N> XL EZBELU TRy hT—27 VR MIEEESNTWDL Ry hT—7(C
XTI _XTONTIT 74w 7% borx V7 LET, ZOMTITOT FLAIZHT D
T=2F, Z7VT TRARTHEESN, VE— b aA—FDA X —Fy P F—EX T
NAB— Lo T—T 4 v T ENET,
ASA91ALIBEDN—=2a Tl A 7 NV—F VA MERET DL XL, A 70— F
HPHANDOY 7T Xy M7 27 N— R U X P BIRETEET, Bz 7Ry b7
FLRE, bRV 7EINT, A 70— R URNOEY OB bR 7S
To TIZAIN—=Tal VRAMDOFR Y hU—=Z X bRV EN L TEEFEINEEAL, =7
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27Uy bk kuryvsAnTy k7—4 X Loz ||

AIN—Tar JAMIEGz M) EFRALTREESN, 41> 70— ar UR N
HFr= M) EFHALCEESNET,

excludespecified — %>~ FV—27 U X MIFEESNTWDH Xy NT—7 LDORFGFRD ~F
T4 TN AR T LERAL, ZOMTRTOT RLRIZHTH T 7 4w 71E b
XV r7ENET, VI9A T N ETT 7T 472> TWDHVPNY FA4 T N a7y
AME, B— ANV LAN T 7B AZGNT L THBL LERH Y 7,

N

G2 A2 IN—KRUVAROH TRy hTERNVZI AT V—T g v
VA MADOFR Y bT—=271%, 7747 FTHRESNET,

tunnelal — 3 X CHO N T 7 4 v /N b xrz@BT oL ELET, ZOKRY »—
X, A7V b bRV BT 42— M LET, VE— b= hERY T —
JWZT IV BATEETN, B—HV Xy NI NEIT 7 BATEEHA, ZRBT 74
VDA T g T,

GE)

A7Yy b bV o732 ) T4 HRETIIRS, M T v 7 FHIERE T, RARO
X2 VT 4 ZHRTDIE, AT Y v b bR T EA R =TT LRN T & E R L E
EE

£l

WKIZ, 1Pv4 & IPv6 @ FirstGroup & WO A FIDO 7 N—7" R U o —Zxt LT, fRE LT
Xy NV =0DhE bRV TTHAT Y v b bRV TR —2RET L6
AR LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-tunnel-policy tunnelspecified

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# ipvé-split-tunnel-policy tunnelspecified

ATy bk roRYUTEHDORY FT—9 YR MDIEE

A7)y b bRV T TR, EOXY NT—T 8T T 4 v BN MRV EBIBT DNEFR
FT—27 URAMIE->TRED £F, AnyConnect|Z, ACL THDx v hU—7 U R MIHEKES
WCTAZT Yy b hrR Y 7O EITWET,

hostname (config-group-policy) # split-tunnel-network-list {value access-list name | nonej}
hostname (config-group-policy) # no split-tunnel-network-list value [access-1ist name]
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s valueaccess-listname : F > RV V7 EEITTERY NV =T T FETLARAVR Y FT—
7 #H|% LT ACL #$5E LE T, ACLIZIX, IPv4 & IPv6 D5 DT RLAZFEET S
ACE RNEENTWAHHA ACL ZiEETE £ 7,

enone : A7 U v b RV UVITHOXY hU—2 UARMBPIEELRWNI & &L, ASA
T R_RCTON T 74w 7% bR 7 LET, nonex—"7— REETETHE, A7V v
M rr R T DRy FT—2 JZMIXIVERRESN, 27T v b bR o 7R
HEINET, £/, ZHNUCEY, 73V FERIFBEESNTEZITN—TRY —hb,
TI7ANVIDAT Yy b bRV T Xy hT—27 UR BRI 720 £7,

Fv bU—=27 VA ZHIRTSICIE, Z0oa<r Fon BEREANLET, T XTHORTF
Uy b b7 3xy hU—27 VR RZHIBRT 2121, 5IEEHEETT I no
split-tunnel-network-list =~ > FZ AJJLET, ZDa~v RZXV | nonex—VU— K& AJ)
LTER LT VR I HNEEN D EO T, HEFADTXTORy NU—27 URX IR
HIFR SV ET,

AT Yy N bRV o7 Ry NT—7 R IR RWGE, 2—WIET 74V FDO T L—7 K
V=% RE LI N—T R U —RNICFET 2%y bV —27 U A P&k LEd, 22—
PRZDOLS7ery NU—2 URRFEMALRWE S92 5HI21E, split-tunnel-network-list
none =~ R&Z ASILET,

1

WKIZ, FirstList & WO ZBIOFR Y hU—2 U X N&E{ERK L, FirstGroup & W9 L BID 7 )V—"7
RY =BT 20%2 R LET, FistListiz=7 A7 L—Yar JRARTHY, =7 A7 —
Car UAMDOY TRy bTHLA I N—Vary JARTT,

hostname (config) # split-tunnel-policy tunnelspecified
hostname (config) # access-list FirstList deny ip 10.10.10.0 255.255.255.0 any
hostname (config) # access-list FirstList permit ip 10.0.0.0 255.0.0.0 any

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-tunnel-network-list value FirstList

WIZ, v6 EWOAFTOR Yy hT—2 U X M&AER L. GroupPolicy ipv6-ikev2 & N9 44RO 7
N—=T R —Zv6e A7V v bR —FBMT 202 R~LET, volTzs R
N—ary VARTHY, 220 —Va3y URA MOV TRy NThHBIA LI N—a v
JARTT,

hostname (config) # access-list v6 extended permit ip £d90:5000::/32 any6
hostname (config) # access-list v6 extended deny ip £d90:5000:3000:2880::/64 any6

hostname (config) # group-policy GroupPolicy ipvé-ikev2 internal

hostname (config) # group-policy GroupPolicy ipv6-ikev2 attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikev2 ssl-client
hostname (config-group-policy) # ipv6-split-tunnel-policy tunnelspecified
hostname (config-group-policy)# split-tunnel-network-list value v6
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2Ty b koryvrRo kA4 vEEoRE [

ATy b FURIEEDHESR

show runn group-policy attributes =~ > N2 FE{TL T, RELMR LET., ROFNL, HFEHE
NIPVA L IPV6 DT DXy NV —27 RV —%ZBRE L, WHORY —IZd L TRy PV —
7 AR (%4 ACL) FirstList i L7z 2 L 2R L TOVET,

hostname (config-group-policy)# show runn group-policy FirstGroup attributes
group-policy FirstGroup attributes

split-tunnel-policy tunnelspecified

ipvé-split-tunnel-policy tunnelspecified

split-tunnel-network-list value FirstList

ATy bk PR VTRAD KA VEHEDERTE

FIFNEN RAL L, FTZATT v b b E UTHRIT %, 27U > N DNS &I
ENDRAAL DY A NERETEET,

AnyConnect 3.1 {Z, Windows 3L U MacOSX D77 v b7+ —AD kv /)L— A7 > § DNS
HREEYAR—FLET, EX2 VT4 T T IA T ADTNV—7"R Y > —|Z XV Split-Include
R TRA F—=T I TEY, bR I RIBODNSABIEE SN TWHEEA,
AnyConnect |, ZDARNZ—EHTHTXTHODNS 7/ = —% 77 A ~X— K DNS #—|Z k
XY LET, byb— A7 RDNS 2T 5L, ASAICE -T2 IA4 T hMC
T a Bl E N RAAL NS —ET D DNS ERAD b F)L T 7B ADIRNHFA] S E
T, ZNUHOERIZ, 7 VT THRAMTIHEFEINEFA, —JF, DNSERNZ ASAIZL - T
Ty a s S RAL AT B LWL, AnyConnectiX, 7 747 & bOA XL —
T AT VAT AZHDHDNS U V)G DNS RIS S D R A M4 AR LRI
EEIEET,

GE)

A7 U > NDNSIE, #BE#E/ 2 —BLOEH 7 = U — (A, AAAA. NS, TXT. MX, SOA,
ANY. SRV, PTR, CNAME %2 &) Z¥HR—FrLTWET, R 7ENzxry hU—7
DWFTNNC—ET D PTR 7 = U —(F, bR/ TSN ET,

Mac OS X D54, AnyConnect |, IROWTNNDOFMGZWT-THEDH, HHIP 77 haji
Drwyl— A7) > ~DNS ZHEHTEEI,
e IN—FRYL—T, AFY Y FDNSB1ODIP 71z =2l (IPv4 72 8) ICHRESH
TEBY, 7947 b XA R2Ta balPlNb IR FOIP 7 bz (IPve7R ) IR
EENTWS (BEDOIP 7 a k3T FLA P—LERESNTWARY)

¢ ZA7 VU w RDNS AW HFDIP 712 h I LI ES TV D,

FIFILEDFAAL VEBDES

ASA 1% AnyConnect 7 7 A7 2 MIT 7AWV RO RAL A EELET, 7747 M, R
AAY T 4= )V REEBMELIZDNS 7 = —IZ RAAL VA EBMLET, 20O RKAAL I,
Ny MCETEAESNET, T 740 hO RAL VABRWVESE, 2—FIEXT 7+
WK ITN—T R —DFT 74V~ RAL U4 EHEKLET,

gEHIno7aL. =T Ry — s&U1—F ||
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B =<7t roruvvmoriqr uztoxs

TN—T R o —Da—FDFT 7 )V F RAAL VEERETHICIE, A= R — a3y
74 ¥ a2l —3 3 F— RTdefault-domain =~ > RZ AN LET, RAALZEZYIERTD
WZiX, Zoa<wr Fone BEXE AN LET,

hostname (config-group-policy) # default-domain {value domain-name | none}
hostname (config-group-policy)# no default-domain [domain-name]

value domain-name /X7 A —X L, JNA—T DT 7 x/V s RAAL L EFHINLET, T 74/
M RAAL VEABFLELRNZ EE2EET DI, none ¥—7— K2 AN LFET, ZDavy
RIZED, T7 4N b RAL VA XVEDNRESIL, T 74V N RAAL UABESSNE
T, Flo. TN MERBEESNIEZIN—T RY =5 F 7 4L b R AL A DK
SN2 ET,

FTRTOT 7 AN N RAAL L EHIBRT 5121, 518% fEEHTIZ no default-domain =~ >
FEAJJLET, Z0a~<w2 FZLD, none ¥—7V— REHETE L., default-domain =~ > K
EASTTUTHER LT XL U A RBRBHITZEN D ED T, HEFHDTXTOT 74/ 5 R A
A ADBHIRESNET, no BREMHT L L. RAAL U ADOHEDFTFATINET,

WIZ, FirstGroup & WO ZEID 7 /V—7 R Y 2 —{Zx%F L C, FirstDomain D7 7 4 /b b KA A
CHERET HHERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# default-domain value FirstDomain

ATy bk bR TRADEAAMY JRMDES

T 7NV ENDRAAL ELDIFNT, ATV b b ENLTRRESND RAL DY A
EANNLET, F—T K —ar7 4 Xal— g F— KTsplit-dns 2~ > K& AJ)
LET, VA MEHIBRTZIZIE, 20w Fon BXE AN LET,

27U/Fb/z)/7b%4/@)zbm&wﬁu 2—PET I F N DT N—T K

PICTFET DY A REZHERLET, 22— NIRRT v b oY 7 RAA
Ve U A NEARA LR K 5129 5I2IE, none ¥ — 7 — RZ45E L Tsplit-dns =~ > K& AJ)
LET,

TRCOATY v b bRV T RAAL2 UANEHIBRT S, 5152712 no
split-dns =~> RZ ASILET, ZHIZLY, none ¥—7V— REZIEE L Tsplit-dns 2~ > R
ERITUTERLTZX L VR M EED T, REFHDTRXTORTY v b bR Y7 RA
A2 VA MDBHIBRSIVET,

/%5 X —H value domain-name TiX, ASANAZA T Y v b b ZNLUTHIRT S RAL 4
ZRELET, none ¥ —7— KNI, A7Y v FDNSUR MNBFHELRNZ EAE/RLET, &
7o TOF—U—RIZLY, A7V v KDNS U R MIZOVERHEESNE T, T0H, A
77U > hDNS U R MIEGREI, T 74NV MELFEESNZINVN—T K)o —DAT Y v
FDNS U A bR SN2 <720 £F, ZOa~y FOMEIIRO LB TT,

hostname (config-group-policy) # split-dns {value domain-namel [domain-name2... domain-nameN]
| none}
hostname (config-group-policy) # no split-dns [domain-name domain-name2 domain-nameN]
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Windows XP & UZ T v b oy > 5 FAd DHEP k32En®E ]

RAAL DY A FNTEZ M) EZRYDIIE, AN—A% 1A LET, =2 b U EITH
Rz FHAN, ANV T RIKOESIZ255 LT FICLET, 7. N7 (1)
BIOEU AR () OBZFEHATEEST, T74/V 5 RAL VAN bRV aN LRk S
NAEEIE. FORAA L EZDOY R MIBFRIZEDDLERNH Y £97,

WOFE, FirstGroup & WD A HTD 7 NV—7" 78 2 —"T, Domainl, Domain2, Domain3,
Domaind D% RAA U NAT Y w N MR Y U 7% L TIFRRSILD KO ICRET 5 HikE R
LTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-dns value Domainl Domain2 Domain3 Domain4

GE) A7V Y FDNSEZRETHHE. HELET I7AX—KFDNSY—\NB, 7 I9A4T T T
k7 g — Aupﬂﬁ?éﬂ“(b\éDNS%%/\EE?EL“CU%M\ LEMELET, EELTWS
L ARRRANTE LS EEES, 7V =R Rey 7ENDAREERH D 7,

Windows XP 8 X UVRATYUw b oY VS HDDHCP RITZIEDHRTE

ATV N R RNVAT T a N 255 3, M EBAZ TS &L Microsoft XP T AR L,
RAAL PR L ET, ZOREZRRRET 51212, ASA TE(E/L— RO A 27 ~ 40 |2 R
LEd, —hOEIINL— DI TR L>THRALY £,

S— T,

DHCP 817521512 X - T, Microsoft Windows XP 7 74 7 > MEIASA CTAZ U v kb bzl
YT EMEHTE DL O/ £9, ASA X, Microsoft Windows XP 77 7 A 7 > b DHCP Inform
AyB—UICHEBENE LT, 7747 MIbRVIPT RVAHAOY 7Ry h<~A7 R
A, BIORTTAVA AT v 7 — FERM L £, Windows XP LLE[ Windows
7747 hOBAE, DHCPRITZBICL > T RAAS A LT Ry b w27 &g
9, ZAUE. DHCP H— "Zf 35 ORI TR WVERE TR £ 7,

intercept-dhep =~ > R, DHCP fRITZEA4 A R—T N EIIEZT 4 B—T M LET,

hostname (config-group-policy) # intercept-dhcp netmask {enable | disable}
hostname (config-group-policy) #

netmask X3, P FNVIPT RLADY Ty b ~A7 28R LET, ZDa~<2 KD o
BRI, a7 ¥ a2 —32 3006 DHCP RITZIEXHIR L £,

[no] intercept-dhcp
WIZ. FirstGroup &\ 9 7 /L—7 7R U 2 —(Z DHCP f\1T%(5 2% &1 202 ~r L £,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# intercept-dhcp enable

gEHIno7aL. =T Ry — s&U1—F ||
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B /=t 7022 95470 bCBRTBEO0TSHY TOF L REORE

VE—bTIVERISAT U TERTSEOHDT VY TJOXY

RTED

=L

ax X

ATy I

ATy T2

IIAT L hDOT XY =N NRTA=ZEZRETDHITIE, ROFIEZETLET,

FIE

TN—T KR —ar7 ¥z l—3 a3 F— KT msie-proxyserver 2~ KZ AL, 7
TAT Y R TRAADT T uHFOTaxy ="l — FEHELET,

hostname (config-group-policy) # msie-proxy server {value server[:port] | none}
hostname (config-group-policy) #

F7 %)V MlilZnone T, 7 IA TV N TAALADT T TCTaxL —"ORETIFEL
TWETA, IV 74 F2b—valrPoEMERZHIBRT I, 20~ RO no B E2E
ALET,

hostname (config-group-policy)# NO mMsie-proxy server
hostname (config-group-policy) #

77Xy =D T RLVAFZETFA MBIOR - EENEENTWVWDITORE XX,
100 XFRITHDHILENH Y £,

WIZ, 7999 Faxs —_"ELTIPT FL A 192.168.10.1 #3RE L., A~— bk 880 Z{#HH
L. FirstGroup &\ 9 Zv—7 R L —% BRI 562~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy server value 192.168.21.1:880
hostname (config-group-policy) #

TN—THR)—ars7 4 Fab— 3 E— R Tmsie-proxymethod =~ > K% AJ) LT,
IIAT VRN TAADT I Ty 7rvay ([AVyR)) #RELET,

hostname (config-group-policy) # msie-proxy method [auto-detect | no-modify |

Nno-proxy | use-server]
hostname (config-group-policy) #

77 /b MElZ no-modify T, 27 4 Fal—va b EEEHIRTDICE, oo
Y RO no ERAEMLH L £,

hostname (config-group-policy)# no msie-proxy method [auto-detect | no-modify

| no-proxy | use-server]
hostname (config-group-policy) #

AT 5 H5EIF, RO LBH TT,
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ATvT3

YE— R FOERISATY FCREAT SO0 TS ToxoirngE [

s auto-detect : 7 T A T b TNRAADT T U TRy —"OBHEIMEOMEHE A
X =N LET,

eno-modify : ZD7 FA T b TNAALATHEHLTWL T ZUHFDOHTTP 77 U 7k
Y= NOREEEDEEICLET,

*no-proxy—_ D7 TAT U N TNAATIE, TITUFOHTIP /v XV RELT 4B —7
M LET,

* use-server—msie-proxy server =~ . N CiX & SN TWAEEFEMHT 521X, 77U T
HTTP 7w & & H— "2 E L £,

Taxy =D IPT RVAEZIEFA MBILOFR— MEENREENTWDITORE I,
100 XFRMETHLHILENH Y 97,

WIZ, FirstGroup & W) 7NV —TF R v —O7 7o FaXx o @Es LCHERHZRET D
BlERLUET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy method auto-detect
hostname (config-group-policy) #

Wi\, 74T >~ TN ADY—s3NL L TH—,3QASERVER, &~— k 1001 #9425 X
12, FirstGroup L9 ZN—T KUY o —DT 7 ¥ Fax VREELRET HHE2RLET,

hostname (config) # group-policy FirstGroup attributes
config-group-policy) # msie-proxy server QAserver:port 1001

hostname (config-group-policy) # msie-proxy method use-server
hostname (config-group-policy) #

(
hostname (
(
(

TN—7HKRY v — a7 4F¥alb— a3 E— FT msie-proxy except-list 7~ > K& AL
T IIAT Y P TARAADT T IR —H N TFa XL 2/ AT LD+ 57
X OFNT A RERELET, ZRH6DOT7 RLAF, X =N TTr /7R
NWEHEA, ZDYU A ML, [Proxy Stteings] # A 7 17 778 v 7 AZ& % [Exceptions] 7~ v 7 AT
Y LET,

hostname (config-group-policy)# msie-proxy except-list {value server[:port] |

none}
hostname (config-group-policy) #

a7 4 X2 b—rarnLEREEHERTDIZE. Zoavr Ko no BRXEHALET,

hostname (config-group-policy)# no msie-proxy except-list
hostname (config-group-policy) #

e value server:port : Z DY T AT 2 N TNA AT H MSIE — "D 1P 7 KL A F =
34 BROR—MEBELET, A— FEFIIEETT,
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B esec aken) H547  roEFL T BHEOEE

ATvT4

IPSec (IKEv1)

enone : [IP7 FUAEIIRA P ELITIAR— FRR2NT 2R, Sk Y 2 Fafifk L x
A,
77 /L h TliX, msie-proxy except-list 137 « B—T7 Wil 72 > TWET,

TuXy = NOIPT RLRAEZIEFFRR MEBIOR— FEEREENTWVBITORE I
100 LF R THHLERH Y £,

WIZ, 779007 expn) A NERETHHERLET, IPT7 KL 192.168.20.1 ©
P— X CHERR S 4L, ABA— k880 A L., FirstGroup W9 7 —7 R —%xfg b LE
j—o

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy except-list value 192.168.20.1:880
hostname (config-group-policy) #

TNh—T R —ar7 4 Fal— g F— KT msie-proxy local-bypass =~ > K& A /)
L. Z29A TV b TAAATHENT 27 708N, 7aXiza— )TN, AT HREL
AR—=TNELZTT 4 =T VI LET,

hostname (config-group-policy) # msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

a7 4 Falb—varyhbEEEHIERTAICE., 2oavr Fone BN EERALET,

hostname (config-group-policy) # no msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

7 7 # )V N ClE, msie-proxy local-bypass |£7 4 E—7 /Wl > TWET,
KRIZ, FirstGroup & W95 V' —T R L —DT Z UHF DT ux s a—Ij v NA N A%k A R—
T LBl ERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy local-bypass enable
hostname (config-group-policy) #

D472 bDEF2) T4 BHEDKRE

TN—TDeXa2 )T AHREELRET DI, WOFNEEFEITLET,
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ATy

ATy T2

IPSec (KEV) 254 7> kot¥a 74 BinEE [

FIE

IN—F R —ar7 4 Fal— a3 F—RT, enable F—T7— F&EEELT
password-storage =~ R&ZfEf L, =2—WFPBa /(v XAU—RKEI7 T4 T N VAT A
WRGFTCEDEICTDINEIDERELET, RRATY— RRFET 4 B—7 MZT DI,
disable & — 7 — R & 87 L C password-storage =~ > RZH L £,

hostname (config-group-policy) # password-storage {enable | disable}
hostname (config-group-policy) #

X2 VT4 LOEANS, RAUV—FNREEFETXT 74V T 42— NI R>TWET, &
FaT YA MCHLZ RN TWVWAEL AT A ETOR, NAT— RORE L2 A X—T NI
LTL &N,

password-storage B EITa 7 4 X2 L—2 g U BHIRTAI2E, Z0a<r KO no B
READLET,

hostname (config-group-policy)# no password-storage
hostname (config-group-policy) #

no XX & H5ET D L. password-storage DIEEBID 7V —7 R —nbfkiKk$ 52 LR TE
ij‘o

Zoawy Rk, ®MEEHRAN— R 2T 774 T 2 RBAECN— R =T 774 T v FOf#H
Bl —HERFEIC T S ERE A,

WIZ, FirstGroup & WO ZHTD 7 N—T R 2 —IZxf L TRAT — REGFZA X —T7 M T 5D
BlERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # password-storage enable
hostname (config-group-policy) #

FTITFNEITIET A =T MR TWBIPEMEA X —T T ENE I NERELET,
(GE)  IPSec IKEv2 ##: ClL, IPJEMEIIV R—F &N TWEH A,

hostname (config-group-policy) # ip—comp {enable | disable}
hostname (config-group-policy) #

LZSIP JEffi & A X —7 WMZT DIk, F—TF RV —ar 74 Fal—var E—RT,
enable ¥— 7 — RZ$EE L Cip-comp =~ RE AN LET, IPEMET 4 E—7MZT D
21X, disable ¥—7V— FZ$5&E L Cip-comp =~ > FEZ AL ET,

ip-comp EEEFA T 7 4 X2 b—2a VB HIRT DICE, ZDa~r RO no BXE A
HLEFT, Zhicky, Mo —7 K o—OfExffR TcEET,

gEHIno7aL. =T Ry — s&U1—F ||
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ATvT3

ATvT4

hostname (config-group-policy)# no ip-comp
hostname (config-group-policy) #

T—HEM A X—TMIT DL, BT LTERT DV E— N XA VLA 2a—FDT =X
BELV— A ETSHERHY £,

EY b FEMEEAT AL, 2Py a L T AT Y ERE CPU AR
L. 5B ELTASADAL—T y hEENMET LES, 2070, 5 —F EfEILE
FATHRIL TS Y E— b 2— PR L TREFA F—TMCT 5 2 L aHER L&
T, BT L A—PIEHDOS N~ KY —2HE L, ThDOZ—FITH LT

DEES i e SV 2 [ U

IN—F R —ar7 4 Fal—3i g2 F— T, enable ¥— 7V — N%Z5E L T re-xauth
a<wr REFEHAL, IKEX—PNHEARINDBIC—PEREEZITDLERH B0 E D »
FHEELET,

GE)  IKEV2 ¥ Clid. IKE ¥ —FARIIVvR— & TnEd A,

IKE & —FA RO FGEAEE A 2 — 72T 5 & ASA TiL, &HID 7 =— X 11IKE
Fdvm— g BT —H| ﬂLTn~%%kﬂxv~h®AﬁﬁXbEh

Z D% IKE ¥ —FAER DTN D - NN —FRERED RO bLE T, ikl L -

T, BEX=a U7 s fbainnEd,

&Eéhfwé#—ﬁiﬁﬁﬁﬁﬁﬁmﬁw%é\J—ﬁ WREEARD IR LR B
CICAREEZE LD Z DY 3, BATZRMME LMY IBENRNE T D
i Hadib2 T 4 =7 M LET, RESN TV DT —FAERA V¥ — L ff
ﬁ“é 1T, =%V 7 F&— R Tshoweryptoipsecsa =~ > RZ ASJL T, EF=
)747//I—Va/®@$u®747&4A BLOT—H¥DF /A MO
TATHA LEFRRFLET, IKEXF—DHERINDBEO—FOHRRIELT 1+ & —
TWNZT HITIE, disable ¥ —U — R&Z A LET, IKEX—NHAERINLDLBEDOHR
AEX, T 7 ANV R TIET 4 E—T MZ o TVET,

hostname (config-group-policy) # re-xauth {enable | disable}
hostname (config-group-policy) #

IKE % — ﬁﬁiﬁéhé%@ﬁm£%®ﬁ%%®7w TR =KL EE A R—
TZTHIZIE, Zoa<wr FonfEE AJ LT, FTar 7 ¥ 2 L—3 3 )5 rexauth
J%ﬁ%ﬁ%%biﬁ}

hostname (config-group-policy)# no re-xauth
hostname (config-group-policy) #

G¥) %%ﬁ’ﬁlﬁ :L»—‘H‘z’) T_‘Z_.L/fccl/\i//?l:l\ ﬁmun iﬁ%ﬂ&bi?

FTERRIERE A X — T MZT 2 E D PERELET, IPsec F AT — a Tl %Ba
FAIEFAEE I KD | T LWERE S —IXLLRT D E D% — & b BN 2V 2 EBMRFES NV E T,
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IKEv1 2 54 7 > 0 IPsec-UDP @itz [

TN—T R =%, BIOITN—TF KU o —NOEREEMEOEEMETE T, T2lE
EREIL, T 74N P TIRT 4 B =T o TV E T, BREWEIE 2 A F— 7T T 51
. =7 RV —ar7 4 Xal— g F— T, enable ¥— 7 — RZ4RE L T pfs
avy REMEHLET,

hostname (config-group-policy) # pfs {enable | disable}
hostname (config-group-policy) #

FERMBIRIEE T B —7 M T 521X, disable ¥— 7 — REZRE L CTpfs 2~ RE AT
L/iﬁ‘o

EAMBRESEBMEE T 74 X2 L—2a VOl LT, lEMEK LWL S I2T 51T
X, Zoa<r FRone BEREASNLET,

hostname (config-group-policy)# no pfs
hostname (config-group-policy) #

IKEv1 7S5 4 7 > @ IPsec-UDP B DR E

IPsec over UDP (IPsec through NAT L FEEN S Z &b bV £9) 2EHT L, N"—FU=T
7747 ME, NAT 2%4fT LT\ 5 ASA I UDP R CTHERE CE 3, ZOMRIZT 7+
N RTIET 4 B—T7 22> TWET, IPsecover UDP 1L, VU E— b7 7 & A28 A
ENLHEMOMIET, T—Far 74 Xal—Ta URKETT, ASAIL, SAODFRIT L T—
MFIZTZTAT U FEDOBTar 7 4F¥al—ya XT3 2A—=H 2LV EY LET, IPSecover
UDP 2T 2L, VAT AN T 53— ARETEKTFTLET,

IPsec over UDP % A X — 7 M 21Ci%k, J—7 KR v—ary7 4 FXal—yar E£—K
T, RO L D |Z enable ¥— VU — RZHEL CTipsec-udp =~ FEHELET,

hostname (config-group-policy)# ipsec-udp {enable | disable}
hostname (config-group-policy)# no ipsec-udp

IPsecoverUDP ZfEH 92 12iZ, Z OIHDOFHHIZHE - T, ipsec-udp-port =2~ > K HEET H 4
TR £7,

IPsec over UDP # 5 (4 B —7 24 5121k, disable ¥ — 7V — K% A /1L $£9, IPSec over UDP
BHZIATa s 74 X2 b—a b HlRT AL, Zoavy RonBXE A LET,
ik, o n—7 R —n 5 IPSec over UDP DfEZ A TE B L H1272 0 £,

WIZ, FirstGroup &9 7 —7 7" U - —@ IPSec over UDP # 3% E T B2~ L 7,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp enable

gEHIno7aL. =T Ry — s&U1—F ||
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B v k7 o507 roREORE

IPsec over UDP %A 32— MIZ LTEBAIE. J—7 R v—ar7 4 Xal—v gy £—
R C ipsec-udp-port 2~ > KL FRET HLENH Y £7, ZDa~ Rk Y, IPSecover UDP
A UDP R — FEBNHEINET, IPSec FIT T — 3 > Tld, ASA ITHEINTZHR—
FCU R, D7 4 NVZNV—)LTUDP F 7 7 4 v /NP Ry 7ENTHNTEH, FOHR—
FMETOHOUDP b7 7 4 v 7 ZHrk LET, A— bE SOOI 4001 ~49151 T, T 7 4L
kDA — MEIE 10000 T,

UDP R— "&F 4 —7NCT 5123, 20a~vr RonBEEANLLET, 2k, 3l
DI N—TF R =36 [Psec over UDP AR — M DfEAFRA TEX 5 L 51220 £,

hostname (config-group-policy) # ipsec-udp-port port

WIZ. FirstGroup &9 7 /L—7F R U 2 —® IPsec UDP 7R— k Z7R— |k 4025 |2 ET 561 %
~LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp-port 4025

VPN N—FDOxz7 95472 FOBRBEDERTE

ATy T

ATy T2

FIE

EE) koa~<wr FEHHLT, *y NUY—JHEE— REZ2RELE T,

[no] nem [enable | disable]

S NU—J e — REHTE. N—RU=T7 7747 M, B—D)—TF 4 J 7]
HERry NU—2%Z VPN h oA Z N LTV E—h T4 X~k 32y NU—7 IR TE F
T, PATITEAH SN EHA, LI -> T, Easy VPN 4 —_DEH%IZH DT /3A AL, Easy
VPN JE— hDBERZICHDLTTAX— 3y NT—7 EOT A 2, FrxAE LT (b
VRV ENLTCOR) BHHET 7 EATEET, FOBRALREETT, FrRrLidn—Fr=7
TIAT LV ML THBENDIMNERH Y ETB, b RART v 7RI T2b L i
WO S T — 2 R A BRI CE £,

£
RIZ, FirstGroup &9 7 /L—7" 7R U 2 —D NEM ZixET 04~ LE T,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# nem enable

NEM %5 4 B—7 U2t 5I21%. disable ¥— U — RZ AN LET, 2D NEM @iz EfT7=
VA4 F 2L —arhbllET AT, Zoavry RO EREANLET, 24T
VEFERTHE,. MOTNAN—T R —DEERMEATEE T,

(ER) koa<wr FEMHALT, E%a7 2=y MEEERELE T,

[no] secure-unit-authentication [enable | disable ]
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ATvT3

ATv74

VWNA—ES 7 55170 roBoRE |

tXaT 2=y FEEETIE, VPNN—RDU =7 7547 "B bRV EBIGT 72N —
PHENRAT — K& LR Bk 52 & T, t%1)74#@kéniTQ:@%
EAX—TMITHE, "—FRU=T 79472 MIUREEN TS a—HF4H LR T — %
FHLEEA RESNTWDIEE) . EXaT7 2=y MRIEHLT 74V N TT 4 E—7MIC
IR o TUVWET,

'Yzf\»;LT 2=y MREFETIEE, N—RU=T 7747 FIMERT e 0 7 7 A4 VITx L

T JHJL~/\7/I/—77)> RESNTWARLERSHDET, YI7A4A vV ASATEF 2T 2=y
FBREN ML EERGAIX, EONRy 7T o7 H—NilbtXxaT 2=y MNREARET DM E
BHFET,

G¥) ZOMERER A R —T M LTZBEIZ VPN kU RV ERENLT HI21E, 22— R a—
Ll NA T — F‘%Ajﬂ“éz%ﬁ)% D F9,

i :
OB, FirstGroup LW ARTO T N—T KU —IZX LT, BF¥ a7 2=y Nikx A
A=W 2T EE R L TOET,

hostname (config) #group-policy FirstGroup attributes
hostname (config-group-policy)# secure-unit-authentication enable

¥ a7 2=y FEHEET 4 B—T W9 BITIE, disable ¥—U— RK&Z AN LET, BF=
7 o=y MRHFBMEAEETa 7 4 X2 b—2a U BHIRT AL, 2= RO ne
REANLES, ZOF T arvazBETLHE, MO V=T K)o —hbEXaT 2=y
M ERREDE Z Ak T & £,

(ﬁ':%?) Vk@:f‘?:/]‘ff{%);ﬁbf :L"_'H-muuﬂz% Ebij—

[no] user-authentication [enable | disable]

—YPHIEA Z—TNICTBE . N— R T T 7T T FOERIINDH A DO2—F T
[NV LTZ\/FU T VB AT D DICRIEEZ T H 2 ENLEE R0 £,

ﬂﬁl/‘? 0)3““3‘ \ L—Ebf;pu_‘n ‘H‘%/\O)IIEF \—1/]?0 TDAL niéhij— = “j\muu i77j'/1/ }‘
TT 4 'IZ»-7“/1/L7L£O“CI/\i?LO

7T A4 <1 ASA C—WIEFENMLERGEAIL, EONRy 7T v 7 =N 2 —VRiEE %
ETHMLERHY ET,

1 -

WORFNE, FirstGroup & W I ARTO T NV—T KR > —|Zk LT, 2—WFRAEE A X — T /W T
HHEERLTVET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # user-authentication enable

a—WHIEET 4 B—T T HITIL, disable ¥—UV— RFEZ AN LET, 2—VHEEMHEL
FITar 74X ab—2arpbillRT o, Z2oa<vr FonEx A LET, 20
T arEERATLE, BOITN—T R —nba—YRIEOEZ A TE £7,

ROa<y REFHLT, BEELEEx Da2—FDT7 A RV XA LT U MERELET,

gEHIno7aL. =T Ry — s&U1—F ||
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B ko7 o570 roRRORE

ATy TH

ATvT6

[no] user-authentication-idle-timeout minutes | none |

minutes /X7 A —HX T, TA K)VZA LT MNEW (GHAD) ZHEELET, HERBIX1S
T 7 v M 304y, BRI 35791394 453 T,

TA RVEAL LT 7 MIBTICAN— R 2T 75472 hOE#ROL—FICLDWBET 7T 4
BT 4 BRWES. ASAIZZFD I FAT VU NDT 7B AEZKRTS®EST, 20X A ~—
VPN kU RVERTIEZRRL, VPN b RAEBBTD 7 74T NOT 7R ATZITEKT L
ij‘o

£

W OB, FirstGroup E\WNIZRID T )V—T R 2 —245 53 DT A4 KV XA LT 07 Mz
ET D HEERLTWET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# user-authentication enable
hostname (config-group-policy) #user-authentication-idle-timeout 45

TA RNV EALLT Y MEZHIBRT HI2IE, Z0a~vr Ron BEXEANLET, 2047
varaEERTLE, MOITN—T R =T A KV XA LT D Mﬁ%ﬁr{ﬂlﬂfﬁiﬁ“o
TARVEALLT T MEZMALZ2WE D123 5121, none ¥—V— REIEE
user-authentication-idle-timeout =~ KA A LET, ZOa~vwr Nizky, 74 Fv 2 A
AT T MCXUERRESNE T, XSIUMEZRETHE, 74 VAL LT T MRESR I,
TN NEIFRESNTZ I N—T R =052 —WFRIAEDT A KV XA LT 7 MEN
AR SR 2D £,

(¥)  showuauth 2~ F~DIRETRINDT A KV ZA LT D MME, HIT Cisco Easy
VPN UE— b T/, 2D b RNVEBIELIZ2—HF DT A RV XA LT T MEIZZR
@ iﬁ—o

WD < RaH LT, IP Phone Bypass #i% & L 7,
ip-phone-bypass enable

IP Phone Bypass # T 5L, "— KU =7 7747 NOBFRIZHDIP 74+ 23, 2—H
FOREY v A7 LT CX £7°, IPPhoneBypass (X, 7 74/ FCT 4 B—7 72> T
F9, ZHUL, TUABA R—T Nl > TN DG EICOREHA S ET,

G 7. CRABDZIA Ty FORFEGRTBITIE. 2 T4 T MTMAC 7 KL%
GRERETHAMLERD Y T,

IP Phone Bypass & 7 « £ — 7 /LIZ 9 5IZI%, disable 5? U — R#Z AJ1L %7, IPPhoneBypass
BEZFEITa 7 4 F 2 L—ra U bHIRT IR, Zoavr FoneBE A LET,
ZOF T aick ., Blor—7 KY 2 —7)5 1P Phone Bypass DfE A ff7K T & E 97,
WD a~r K&l LT, LEAP Bypass Z %€ L £7,

leap-bypass enable

LEAP Bypass X, user-authentication 73 % — 7 /LI > TWAEAICOABHAINET, =
DAY RIZEY, Cisco VATV LA T ZEARS L N T/ ADEHD LEAP 37 v M I
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AnyConnect Secure Mobility Client D V)L — 7 K1) S — B DR E .

LEAanpE%b‘ﬁALLVCZ))% L ']j‘munE <I: \—pmn %gﬁ%/ “C%%)J:5Kf£0i?‘o LEAPBypass
X, 774NV BN TCT 4 B—T N> TNET,

IN=RT 2T 74T hDBAITND LEAP 2 —W 21T, HEZRERHY £9, Frxrr
THHRAY A RN TAAL ADH%AIZH D RADIUS — N2 LT o oY VR EETH I ENTE
72N e LEAP BilEx r A= — FTEEHA, by*wﬁmfyv?yykwggﬁfg
RVHELERIE, B\ Y P U — 7 THEESNTWRWEH T, ZOMEEMRIT 572D
LEAP /A 232 1%, fERB] D — 38 &@maL&WA&/%(UMPA&/FtT)%b/Z
JVCHRE L, Rmmmﬁ~ﬂmmﬁﬁ%ﬁ%%ﬁf%5io LET, 2Rk T, 22—
X, RO —PRERICHET Z E N TEET,

LEAP Bypass £, RO T CHEUIIHEREL £7,

« secure-unit-authentication 5 1 T —7 I >TWBZ L, AV ETIT 4T 2=y k
FOREDA X —T NV DA R RNV EHH L TLEAP T /3 AR CTX 5 L 22 DRl
\Z. FELEAP (A% T A AMN—RU =T 77472 VeBiET A0 ERH D 77,

user-authentication 23 X — 7 /L7 > TWH I &, A R =TI/ > Tt LEAP
Bypass 25 H S EH A,

BRI DT 7 2 R A" A > b3, Cisco Discovery Protocol (CDP) % 5217 L C\ % Cisco
Aironet Access Point Téh %5 Z &, PC DO NIC 71— K&, o7 7> OB THENE

A,
1 :
W OB, FirstGroup & W\ D 44 HTD 7 /V—7 7R U 2 —|Z LEAP Bypass Z % €3 % HiEz LT
I/ \ i—a—o

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # user-authentication enable
hostname (config-group-policy) # leap-bypass enable

LEAP Bypass 7 4 & —7/LZ% % (21%. disable a'r U — R%Z AJJL %7, LEAP Bypass J&
MaFiTar74Fab—a pOHIRT 2123, Zoa~vr Fone BRE A LET,
:@ﬁfyay%ﬁﬁﬁék\ummwm“@@%%mﬁw—fﬁuy~#6%%?%i¢o

AnyConnect Secure Mobility Client $##t D U )L— T R O —BHDERE

AnyConnect VPN Client ##¢ 2773 X 912, AnyConnect 7 74 7 > Mgk &2 A x—7 /LIZ LT-
%%, 7 V—7 R Y 2 —® AnyConnect e & A X — 7 )V EICIIMAIZTEE T, FA—7 R
U —webvpn 227 4 X2l — g T— RTCROFIEEZFEITLET,

FIE

ATV TN Z—FRY —webvypn 27 4 Fab— g E— RERBLET, KICHIZRLET,

gEHIno7aL. =T Ry — s&U1—F ||
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. AnyConnect Secure Mobility Client DV )L— T K1 > —FEHED

ATy T2

ATvT3

RTvT4
ATv7T5

ATvT6

BHEIOT7AN, FL—TRYL— B&va2—¥ |

ks
iy

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn

TV RARA > b 2B a—4% T AnyConnect 7 7 4 7 N DAKGFMIIRA VA N—ILET 4
=7 ICT HIZIE. none ¥ —7 — R&$57E L T anyconnect keep-installer =+ > RZfH L &
T, WITHlEZ R LET,

hostname (config-group-webvpn) # anyconnect keep-installer none
hostname (config-group-webvpn) #

FI7FI T, 7 T4 T2 bOKFHIRA VA M= MFIA F—T MR >TWET, 7 T4
7> MiE. AnyConnect ¥ v ¥ g O THHZ T Y KA > MIA VA b—LENTE Ik
D ET,

7 N—"7 R 2 —® AnyConnect SSL #i#% 1 C HTTP 7 — ¥ OEAfE & A 1 — 7 /WM T 51T

I%. anyconnectssl compression 2~ > RZ AJJLET, 77 4/L FTiL, [EffiInone (71—
T) ICRESNTWET, [Efix A 2 — 7T 5HI21E, deflate ¥ — 7 — K& L £,
Wz L ET,

hostname (config-group-webvpn) # anyconnect compression deflate
hostname (config-group-webvpn) #

7 v RET MO E

T ADEEGRDT A RVIREEA MR T 2R A HIR T 256 CTH, m¥y 7747 U4 —
Jv. ETIINAT 77351 A& H O AnyConnect #ft & BRVVZ E FICTHZ &N TEET, Tk
T2, WEEHLTX =TT I7A47 Ave—YOHEEZMEL T,

anyconnect ssl keepalive command:

anyconnect ssl keepalive {none | seconds}

Flo, X—TTIA T ERESTSH L. UE— b =—F Microsoft Outlook F 72 1% Microsoft
Internet Explorer 78 E DY 7y b X=X 7 F U r—2a &7 7T 4 TIZET LTRSS
T%. AnyConnect 7 74 7 > MIUIKIE L O FER SN EH A,

WOHITIEL, AnyConnect 7 7 A 7 WX —TT T4 7 A vtE—T% 3008 (547) OB
TERETELEICEFX2 VT4 TTIAT U RAZRELET,

hostname (config-group-webvpn) # anyconnect ssl keepalive 300
hostname (config-group-webvpn) #

AnyConnect 7 7 A4 7 F3SSLE v a U THXF—ZHAEKTE 5 X 9129 %IT1E, anyconnect
sslrekey 2~ > RZEH L £7,

anyconnect ssl rekey {method {ssl | new-tunnel} | time minutes | none} }

F 740 h TR, F—HAERIIT 45— T ET,
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| #&rnorq0, Y—

ATy 71

TRYS— B&Ua1—Y
AnyConnect Secure Mobility Client D V)L — 7 K1) S — B DR E .

method % new-tunnel |ZF§ET 2% &, SSL F—DFEERKHIZ AnyConnect 7 7 A 7 > hA3H LW

Mo RNVERHESTT D Z ENREINFE T, method # none \IZfFET D &, F—FHARKITIT «&—
T2 D £, method & sSUCHRET D &, SSL DR v — 3 3 AL F —HARTICAT
bivET, method Z45ET DDV, By a »ORMGH S X —FHAERNMTDIS £ TORE
fil2- 1~ 10080 (1AM) DI THETE £7,

ROBFITIE, F—FERFIZ AnyConnect 7 74 7 > R SSL &R A= — M5 19 1T
EL. F—HAERDE Y v a VBIEO 30 5RICHEET DX IICHREL TWET,

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30
hostname (config-group-webvpn) #

IIAT 7 a hap SANZRRREEENT 5 &, ASADNIPV6 N T 7 4 v 72T 2 THIL
TWDHELEDIPVE F T 7 4 v 7 DERFER, IPVA N7 7 4 v 7T ETFHLTND LD
IPv6 N7 7 4 > 7 ODERHEEZRET D ENTEET,

AnyConnect 7 71 7 > M3 ASA (T VPN #fit 4% & (2, ASA (L IPv4 & IPv6 D— £ 713
W OT KL AZEID Y TEJ, ASA 73 AnyConnect #5612 IPv4 7 R L A £ 7213 IPv6 7 R L
AT EENY Y TEEAIC, ASANIP T FLAZE DY ThholRry NT—2 v T 7 4 v
JIZOWT, 77947 M 7a hal A RRAZESTEDO N T 74 v 7% Fry7Xsd5
My EIIXASA BASAA SALTY TA TV b BOERR L, 2FY (7 )7 FFA ]
LLTCOREEEFTTONERETEDLIITRY E LT,

7o & 21X, IPv4d 7 R L AD I AnyConnect H#(EIZHI D Y THAL, =2 RABRA U MR T 270 X
2 7 STV AEHELTLLIEEN, 2O RFRA L RRIPV6 7 KL ZA~DFEEL R
T EIWL, 2T7AT 2 N A RR T a Fa VR T 48— VDA, IPv6 b T T 4 v
IRy FENETR, 25472 F A8 Fua haBng x—7 L0843, IPve
FTITAvTFITTAT U N7 YT TFARE LTHESINET,

client-bypass-protocol =~ > REMEH LT, 7747 b NA /R 7 b altgigd A r—7
WEIFT 4 =7/ LES, a<y MEUIRO LB TY,

client-bypass-protocol {enable | disable}
WIZ, 7TAT 2 F XA NRR T a harke,f 32— MIT50%RrLET,

hostname (config-group-policy)# client-bypass-protocol enable
hostname (config-group-policy) #

WIZ, 7I9AT 2 b XA RZR T bhalzrFAv—7 T 562 RrLET,

hostname (config-group-policy) # client-bypass-protocol disable
hostname (config-group-policy) #

WIZ, A F—=TNELFT A B—T Mo TWDETTAT v b XA )RR 7 haLREr
HIBR T 212 R L ET,

hostname (config-group-policy)# no client-bypass-protocol enable

gEHIno7aL. =T Ry — s&U1—F ||
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. AnyConnect Secure Mobility Client 8D 7 )L— 7 K1 O —BHEDFHRTE

ATvT8

hostname (config-group-policy) #

ASARNCH — R AT v 7o E LTcaid, VPNt Y v a COBMLICEHN S5 ASA
IP7 RLUAZFRRT 57212, ASADFQDN ZELET, ZOREIT, SEFIERIP T2
Fardxy NU—2BO7 A4 7 b u—= 0 7Y R— 4592 TEETT (Pv4 )
5 IPV6 72 &)

AnyConnect 7’1 7 7 A /LiZ&H D ASAFQDN ZfiHl L T — I U ZHRIZASAIP 7 R L A& I
BTHZEIETEERA, TRLABREB—R AT 7 U FUFADIELWT NS A (R
TP EINTNDT NA R) E—HLRWGEERHY £7,

TNA ADFQDNINY T A T > MIEESNRWEE. 7747 > M. NS b 2 RV
VENTWD IPT RUASOEEGZRAET, 25 P 7 m hab (IPvd b IPv6) O
Xy b —7lon— v 7 &Y AR — hJ 5HI2IE, AnyConnect IX, b > R/ FHHESLIZAE H
THASAT RLAZBRETEDLLXHIC, v—I 2 7RRITT /SA A FQDN D4 FifRR 21T 5 &
ERHVET, 7747 NI, WIBEEGTRIC T 27 7 A WITFEET D ASAFQDN A H L
F9, kot Y va VR TIE. FERARERESIEFEIC, ASAILE T v &l
(F72, V=7 K o —TCTEBEENRE LTZ) T/3( A FQDN % L £9, FQDN 733
E STV S, ASA 3, [Device Setup] > [Device Name/Password and Domain Name] D 3%
ERNEMNLT /3A AFQDN it (BXOY 747 MIkE) LET,

FTNA AFQDN N ASAIZ L > T v v 2SN TWRWEA. 7747 MM, BRb1IP 70
FavdoRry hU—IBOr—I 0 7H%ICVPN By v a VEAFEL T A,

gateway-fqdn =~ > RZ{EfH L C, ASADFQDNZRELFT, a~r FEXIKkDOEEBY T
TO

gateway-fqdn { value FODN Name | none} or no gateway-fqdn
&IZ. ASA @ FQDN % ASAName.example.cisco.com & L CEFKT DB &2 ~R L £7,

hostname (config-group-policy)# gateway-fqdn value ASAName.example.cisco.com
hostname (config-group-policy) #

WIZ, ZN—TRY =06 ASA D FQDN ZHIfRT 2 6l2~ L ET, 77— KU T —Ii&,
FIFIN b TN—T R —Inb ZOMEEMELET,

hostname (config-group-policy)# no gateway-fgdn
hostname (config-group-policy) #

WIZ, FQDN #ZEDfE & L CEFRT DB %~ L £ 7, hostname =< > NI & O domain-name =
~ v REMHH L CHRE SN/ a— 0 FQDN 2MEA S E 4 (ARG .

hostname (config-group-policy)# gateway-fgdn none
hostname (config-group-policy) #
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N7y T H—NEEORE .

N7y T H—N\EBHEDOHRTE

Ny TP H—=n"eBZELET EHATLITERDHLILE) o IPsec/ Ny 7T v 7 H— "%
T HE, VPN T4 T2 MIT T4~V ASA BMERARAIOEA L R4 Mok T 5
TENTEET, Nl T v 7 —RERETHE, ASAlL, IPsec b RIVEFENLT D & &
W27 7AT7 Y MY —RN YR NEZELET, 7747 M EERITITT A4~ ASA EiT Ny
IT T HP—=RNERELRNRY, Ny 7T o7 = NEFEELEE A,

N DT T H—=NFE, 7747 b EFEREITTA4~V ASA RIZEREL T, ASA EiT
NPT o T Hh—NeRETDHE, X I T v T H—NEKIV—RINV—TNOIFA4T
MZTyvva&, 7I9AT M EDRY I T T =R U R GRESNTWEEE) 2
BEEHbLY ET,

GE)

KA N ZHAT D51, Nv 2T v 7 DNS b —_"BL Oy 77 v 7 WINS — %
774U DNSH—R_"EBLOURT T4~V WINS — L i3BDOFRy hU—7 BICEET S Z
EEHRELET, ZOXICLBRNE, N—RU=T I TAT U NOYKD T TAT 2 RR
DHCP Z /L C/N— R =7 7 747> k25 DNS fF#E L O WINS 1H# &2 BS L T\ 58
G TTA=) =N OEER KDL, Ny 7T v T Y — 82 % DNS [E#H & WINS 1§
WNH L E, DHCP UV —ANHRUINIC /R D E T/ IA T bEaRHTE R RV EY, F
oo WA MEEHAL TCODEAIZDNS — "0 AARIZ/R 5 &, KiFREBENEAET D
BENARHY 7,

Ry 0T v T B—RERETHIIIE, IV—F RV —ar7 4 X¥al—g EF—RT
backup-servers =~ K& A LET,

hostname (config-group-policy) # backup-servers {serverl server2... serverlO |
clear-client-config | keep-client-config}

Ny 7T o —REHRTHIZE, NI T v 7 —R"EHBEELTIOa~vr FOno B
Z N1 LUE T, backup-servers JBEZ FEITa L7 4 Fab—3 9 U BHIER L. backup-servers

DIEZEMD T N—T" R —NHHEKTED LT 21T, 5IBEREETICZDa~v s R
Dno X EATLET,

hostname (config-group-policy) # no backup-servers [serverl server2... serverlO |
clear-client-config | keep-client-config]

clear-client-config *— 7V — Ri{X, 7747 N TR I T v 7 h—NEFH LRV 52
ELET, ASAIX, XNVDH—R YR ET v =2 LET,

keep-client-config & — 7 — NiX, ASANNy 77 v 7 —rFRE 7 T4 T MTEE LR
W EERBELET, 2747 NI, MEAORy 7T v —_R X NEFEHLET G
ESNTWDIES) . ZHhET 740 ETT,

serverl server 2.... serverl() /X7 A —H& U X NI, T4 <1 D ASA BMEHARR DOEAEIZ VPN
TI3AT L NWMERT LY —RET T4 ) T 4AICAX—ATRY) -7V A FTT, ZDY

gEHIno7aL. =T Ry — s&U1—F ||
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B < ro—v7rzvsavavro—nSx—sn%E

APMIE, —="EIPT7T RVAEIEIFA MTHEELET, 20U X MO XL 500 XF
FTTC. TS5 MY ITRK10EETTT,

WwOFNL, FirstGroup & FLHID T N—TRY 2 —|Z, IPT KL Z22310.10.10.1 & 192.168.10.14
THHIN I T v T b—NEBJRETDHHIEEZRLTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # backup-servers 10.10.10.1 192.168.10.14

Yy cIO—H 7I~°E‘y°/3>:|‘zl~l:l—)l//\°5}—90)a£7i

ATy T

COETHBAT LI NL—F RV —NAC o~ FiZlE, T_TF 740 FOERH Y £3,
ESY L THMBERGEZRE, ZNOHD/NT A — &@77¢w%ﬁifﬁbﬁw6<ﬁéwo

ASA X, FEIERFEY 1 k=L (EAP) overUDP (EAPoUDP) DX vt —T &AL T, UE—
N ARANORAF ¥ ZMERLET, RAFYMIETIL, VE—FFANIRXY NU—2 T2
TARY —ZEY Y THHNZ, FORAIREF 2V T 0 OXLBELRAZHEZLTHNDENED
MRFARLNET, EX2VT 4 TTIAT LV ATHRy hIU—F T RIyvaryarybo—
JLEFRET DRI, NAC FIIT Access Control Server Z % E L TR LERH Y £,

Access Control Server (X, Y AT LDF=ZY 7 LR—FDOEK., T3 7, BLPax
TNENIOERERTHRAT ¥ h—2 2 (ACS TREFRER LTI 22XV T 4 777
AT AT a— RLET, — R ARAF ¥ h—2 1E, Healthy, Checkup, Quarantine,
Infected, F 721X Unknown T¥, RAF ¥ RRAEET21LT T4 7 > e LOFIER KD & ACS
Tty a7 78A R o—%tXa2 T4 TTIA T RF T a— RLET,

FIFNEIDITN—T R —FHIIREITN—T RV —DFRy NT—7 T RI v g
oy b=V ERETDHIIE. ROFIEEZFEITLET,

FIE

(EE) AT—2A 72 )= 2A~—DOHMERELET, EX2 VT4 7TIA4T R
X, RAF v RGERHEER Kb | AT —HX A7) —DIEEEZTMAH =T, AT —X
A2 —DEAV—HHESEET, ZOXA~—DOHIRDPEIND &, RAFDORAF ¥ D
BHREWRo 72— (AT —=F A 72 —) PEITSNET, 74 ~—DOHR%EZ 30~ 1800
ORI TANLET, 77 4/V FOBREIT 300 B TT,

Xy hU—=7 T RIvvararyio— Loty arT, RAFYRIEDRER KDY,
RAF X DEREFRDRO I =) —RRITSNLE TOMBEEET S12i%, 7 v—7 R
v— a3y 7 4F¥alb— 3 E— KT nac-sq-period 2~ FEFEHLET,

hostname (config-group-policy)# nac-sq-period seconds
hostname (config-group-policy) #

FIANINDITN—T R —NHEATF—F A I — F A ~w—DEEMAT AT, k&
TORBEITN—T RV —=IZT77EALT, ZDa<r FOn BRXEEHLET,

EHEJOoI274L, JIL—FKRY>—, B&Lva1—¥
.‘E.l
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ATy T2

ATvT3

vy kD=5 7RIvvavavra—L 5 i—20EE [

hostname (config-group-policy)# NO nac-sg-period [seconds]
hostname (config-group-policy

WIZ, AT7—H R 72— FA<—0DfE% 1800 ITEET 252 RLET,

hostname (config-group-policy) # nac-sq-period 1800
hostname (config-group-policy) #

WO TIE, TIHN N ITN—T R —INHATFT—FZ AT ) — A <v—DEZ A LT
WET,

hostname (config-group-policy) # no nac-sg-period
hostname (config-group-policy) #

(EE) NAC OFBIEOHE 2R ELET, ¥X=2VUT 4 77 IF3A4 7 RiE, RAF ¥ Bt
DR D LTS, BRGEY A ~—Z B S £, 20X A ~—RHIRUNIZR S
L ROBEREORAFT Y EER U H—SNET, EX2 VT4 7T IA4T R E, ZhvE
TLRICHETHRAFT Y ZHHREEL T, RAF Y BRREEIZIIFRGETICT 7B A 2 ba—
N = RIPFHTERWEES, T 74V DT NV—T R =B 0EFT, RAF v
AL SRR EBECAT LET. FHIE 300 ~ 86400 B TH. 774 /b F ORIEI 36000
G I

Xy hU—2 7T RIvvararho—Lotyar TRAF Y 2T 52 ET
HIZiE, IN—7 RV — a7 4 X = b — 3 E— FTnacreval-period =~ R&ff
MALET,

hostname (config-group-policy)# nac-reval-period seconds
hostname (config-group-policy) #

BRGEY A ~—DfEET 7 4V N T —7 R =0 bR 5120, o7 v —
TRV —IZTZEALT, ZOa~vry RO no JEREZEH L 7,

hostname (config-group-policy) # NO nac-reval-period [seconds]
hostname (config-group-policy) #

I, BREEY A ~—% 86400 FIIC AW+ 54~ LET,

hostname (config-group-policy) # nac-reval-period 86400
hostname (config-group-policy)

WOBTIE, T 74N DI N—T R —nEFMAEE A ~—DEZ A L TWET,

hostname (config-group-policy)# no nac-reval-period
hostname (config-group-policy) #

({EE) NACHT 74/NVPMACLEZRELET, BEX=2 VT4 7774 TR, FAT~
EREFECTE 2WVEAIC, BIREN- ACL IZBEMIT O TV DX 2T 4 RV v —% T

gEHIno7aL. =T Ry — s&U1—F ||
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. FYybhIT—Y 7RIy ararbA—I)LNSA—2DETE

ATy T4

LF9, none ¥R ACL #F8E L E T, 7 7 4/L Fa% &L none TJ, none |[ZFXET 5
ELEBX 2 VT A T T IAT VAL, RAF Y ERAECTE R Do E XTI 4NV ND T —
TR —FEHLET,

RAF ¥ ERAECE eholory hU—27 T RIvyvaryariie— Ly arOFr 7
JVRACL E LT END ACLZFRETHIZIE, FV—7 RV —ar7 4 F¥alb—g
v &— KT nac-default-acl =~ > R&ZfEH L £,

hostname (config-group-policy) # nac-default-acl {acl-name | none}
hostname (config-group-policy) #

T 7N DT N—T R =5 ACL k& T 5121%, MR TTOREITN—T KR v—IiZ
TI7EALT, ZOa~vry Ron BERXEHEHLET,

hostname (config-group-policy) # NO nac-default-acl [acl-name | none]
hostname (config-group-policy) #

IOy ROBERIIKRO LBV TT,

* acl-name : aaa-server host =~ > K& {#if L T ASA upxﬁéi’b’fb\é RAT ¥ ZRFET
LY =N I N—TDO4HMERELET, ZOAFNT. £ a3~ RICHEE I server-tag
EHIC—HTDHDLERNHY £,

enone : 77 AN N TN —TF KUY —MED ACL DA ET 4 E—71I2 L, NAC & v
g UV TRAF Y RAN TER N ZICACL ZEH L ET A,
NACIZT 74/ F TF 4B =TI o> TIN50, ASAZEIBRTAHVPN N5 7 ¢ v 71X
NAC 284 X —T NI B E T, NACT 7 4 /L F® ACL OREITZ 1T 85 A

WOBITIE, RAF ¥ EBRIETE Rz &I, acl-l EWH ACLEZBEAT AL HIZHEL
TUWET,

hostname (config-group-policy) # nac-default-acl acl-1
hostname (config-group-policy) #

WOFITIX, T 74V ZT—F R Y —5 ACL k& L CW\WET,

hostname (config-group-policy) # no nac-default-acl
hostname (config-group-policy) #

KOFITIX, T4V K ITNV—T R =D ACLOMEKEZT 1 E—7 2L, NACE v
LAV TRAF v ZRIETE RN L ZICACL A LEH A,

hostname (config-group-policy) # nac-default-acl none
hostname (config-group-policy) #

VPN O NAC bRz % ELET, 7 74/ b Tk, ®ERY 2 MIEBIChoTWET, 74 1¥
BYEDT 7 # /v MEIX none TH, RAF ¥ MGREZHIRT DU E—F "X OARXVL—T ¢
T UAT A (BXOACL) Z 212 vpn-nac-exempt 2~ > F%& 1 B AL FET,
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2y kD—s 7RIy avavra—Li5i—s08E [

RAF X REE R T DV E—havEa—2DX A 7DV A Mz b ZBINT 5120,
IN—TRY)v—ar7 4Fa2l— 3 F— FTvpn-nac-exempt 2~ > RZfEH L £,

hostname (config-group-policy) # vpn-nac-exempt os "os name" [filter {acl-name | none}]
[disable]
hostname (config-group-policy) #

WEKET 4= ML, TRTORA FERATFT Y RAEOXIZIZT HIZ1E, vpn-nac-exempt
DT <HEAIT none ¥—V— &2 AN LET,

hostname (config-group-policy) # vpn-nac-exempt none
hostname (config-group-policy) #

WY A ROy N REIRTAICIE, Zoa<wy Rone BEREHEHA L, YR+ 5 42—
T4 T VAT A (BXOACL) 2 ELET,

hostname (config-group-policy)# NO vpn-nac-exempt [os "os name"] [filter {acl-name
none}] [disable]
hostname (config-group-policy) #

ZDOTN—T R —IZBEMT 5TV A EERD 2 MZh D e MY RHIBRL., T 7 4
N ZN—F R =Y A NEMKTHIZE, F—V—FR2ETETICZ0a<vr Ko
no XA L EJ,

hostname (config-group-policy)# NO vpn-nac-exempt
hostname (config-group-policy) #

ZDawy ROMXERITRO EEY T,
e acl-name : ASA D27 4 X a2 bL—3 3 VIZIFET D ACL D4 HI,
o disable : 7ol U XA b= b ZHIBRE ST o B—T M LET,

efilter : (A7 ay) aLbEa—FOFN—FT 407 VAT LAOELFIN—FH LI L x
WChT T4 7% T 4 NE ) 7T 57D ACL 2 L £,

enone : Z D F—T— K% vpn-nac-exempt DI <tk A AT LA, AN T & —
TR TRTORA FBRAF Y RIEDON R/ D £9, ZDOF—T— R % filter
DFTSHBAICANLESGEILZ. = FUTACLEZRELRWVWI EE2RLET,

c0S: ARL—F 4 T VAT A ERAT v BRIEL LG LET,

sosname : ANV —T 4 T VAT LADLAITTT, LHNIZAN—ANGENTWDIEHAEIZ
ORI HABFENRMLETT (7= & 21E "Windows XP") .

WOFITIE, MANT =TS, TRTORA RBRAF ¥ RIEORRIZSNET,

hostname (config-group-policy)# no vpn-nac-exempt none
hostname (config-group-policy)

gEHIno7aL. =T Ry — s&U1—F ||
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B vnoscrororaror—n Ry v —omE

ATy T5

WIT, RV XA b _XTO MY ZHIERT D02~ LET,

hostname (config-group-policy) # no vpn-nac-exempt
hostname (config-group-policy)

WhDa<w s REANLT, Xy NIV—FI T RIvvararybo—LEAX—TNVEEET 4
=TI LET,

hostname (config-group-policy) # nac {enable | disable}
hostname (config-group-policy) #

T HN N TN—F R =05 NAC OFRTEZMAT 5121, AR TTORBEITL—T7 R
T/ BALT, Z0awy ROono BRAEFHLET,

hostname (config-group-policy)# no nac [enable | disable]
hostname (config-group-policy) #

F 74V h T, NACIET 4 B—T 2> TWET, NAC A RX—7 T 5B L, UE—
N7 7B ATRAF Y HGENMLEIZRDET, VE—bF A Ea—HXDRAFYNELND
EREREND E, ACSTH—PBASA CTHEAT2778A R v—% X ra—RKLET,
NAC X, 774NV M TIET 48— NI/ >TWVET,

Access Control Server (I v U —27 FIZFETHIHLERH Y 97,
WOBITIE, ZNV—T KU —IZx LTNAC 4 1r—7 /WM LET,

hostname (config-group-policy) # nac enable
hostname (config-group-policy) #

VPN SAT7o b D7AT794—ILR)—DEKRTE

TrAT AL, T—HDERFT Y NERERT Y hEEREIREL T, X7y bO
T AT VA —VBBEFFATHN, FEN Ty hE Ry T ENE I ERETSH L
WXV, avEa—FEAf 22—y "DORBiLTRELES, 7747 UF— T, 7
N—TDVE—bF 2—FNRATYV v h bRV TEHRELTOHWDEE, EX=2 VT 1 D
rELEBLET, ZOBE, 77 AT UA—NR, A ¥ —Fy hERIZ2—FDOr—HL
LAN Z##H T AR ERANS 22— Dar Va—2 2 f#E L, OWVWTIIEEry hU—2 %
B#ELET, VPN T4 T b L TASAIZER L CWD Y E— F 22—V, @bl
Tr7AT O —IV ATV a rBERTEET,

IN—F R —ar7 4 X2 lb—3 g F— R Tclient-firewall =~ > &2 LT, ASA
MDIKE b L 2 I m—2 g VHIIZVPNY A4 72 MIEMET A=Y F NV T 74T 74—
ARV —FRELET, 77 AT 7 +— LRI —2HETHI21T. 0=~ FOn ¥
KEADLET,
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AnyConnect 7 5472 b T7 AT 04 —IL R S—DEHE .

TRTOT 7 AT VA=AV —%HIRT DI, 518%FEE 712 no client-firewall =2~
VREADNLET, ZOa~<wr RiZLY., none ¥—7— R&HHE L T client-firewall =~ > F
EANUTERLTEX VAR =0 HEZEN b EH T, RIEFHADTXTOT 7 AT Ut —
VAR Y —HHIBREINE T,

Tr7AT U= R =0l be, 2—FET 74V NELIFZOMD T V—T K
—WNICHTET D7 7 AT U A — AR o—E K LET, 2RO R T 7 AT Ut —
JVIRY = LR K 9129 5I121E. none F¥— 7V — FZFEE L T client-firewall =~ >/
KE AT LET,

[Client Firewall] % 7 @ [Add or Edit Group Policy] # A 7 & 77K v 7 A Cik, BMEITAES
DI N—T R)—IZH LTCVPN I FA TV hDT 7 AT U A — VR EXRETEET,

GE) INEDT AT U —VEREA [ TE 5 D%, Microsoft Windows % 3179 % VPN 7 T A
T METTY, BE, N—RU =T 7T AT MELIIM (Windows LIS YT U=
T IIAT Y FTIE, ZbOEIZEERATE EHA,

KOO TV ATIE, VE—F2—YDPC LIZNRN—=YF NV T 7 AT I 5 =LA A h—/L
SNTWET, VPNIZIA T MEI, =WV 77 AT O — LV TERINTWDLDT7AT
UA—NA R —FEHL, ZOT7 7 AT A —NANFETINTWNWD I L EZMHRT H-DOICE
=HLET, 77AT U= NVOETHEIET S E, VPN Y T4 7 MIASA ~DHFEE N
0y 7 LET (ZO7 7 AT U —/ViliH A =X LT AreYouThere (AYT) EFRHINET,
VPN 7 A4 7 S EMIINC Tare youthere?| A v —YAEETHZ LICL-TT7 747
TN ET= AT HNL T, IWENRINRWGES, VANZ AT M, 774 T U4 —
JVINE T LT2T28 ASA ~DRHGIE T LI L@ LET) . Xy hU—2EFHEN NS
DPCT77AT I+ IVEMBICKETHHAGbHY ETN, ZoHEEFERTIUL, =—WF
TEBHOREENDAS~A XA TEXET,

HE2DLFUFTIE, VPNZ FAT 2 RPCO/NR—YF )L T 7 AT 75— htihiil 7 »
AT A NVRY o —%EHATHZERBIRSINDZENHY 9, —AREE LTI, A
7Yy b bRV T EFHALTIAN—TDYE—FPC~DA LV F—Fy N NT T 4T %
Tyl THIERFFONET, ZOHEE, FURAPHLINTWAM, A X —F
MEHDIRANS PC ZRETHDOT, FRYA NEEREINET, ZOT7 74T U+ —1LD
F U AL, 72 AR U 2 —F 7213 Central Protection Policy (CPP) & FEZILET, ASA T
. VPNZ ZA4 7 MZEMATH 87 7 4 v 7 EBAL—LOEy FEERL., 2 HDL—L
BT ANZICEEMIT T, 207 4N EET7 7 AT U — LR —E LTHRELET, ASA
IXZDORY =% VPN T4 7 FETRGLET, Dk, VPN 74 7 MIKY v —
EO—HV T AT IF—UIEL, TR —RNEHINET,

AnyConnect 7 S A 72k 774704 —IL R —DEEE

AnyConnect 7 7 A T > DT 7 AT 74— )b—L T, IPvdB L RIPV6 DT R L AZ4RE
TEET,

gEHIno7aL. =T Ry — s&U1—F ||
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. AnyConnect 7 S A 7> b I7 A 74— ILKR) —DERE

ATy T

ATV

2Ty

72

73

1R BHHEIIZ
IPv6 7 RLARESNTHMET 7 A V— L& ERL L E T,

FIE

webvpn ZL—7 KU v— a7 4 Xalb—Tar B— RERBLET,
webvpn

&1

hostname (config) # group-policy ac-client-group attributes
hostname (config-group-policy) # webvpn

TFIANR—bERFAT Y w7 Xy NI =7 —LDT 7 A 2 ha—)L b—LEIFEL
£, TIAN—bP Ry NT—=T V=B 7 TAT FOVPNIRRBT ¥ 7 X A7 —T =
A AW SN B =TT,

anyconnect firewall-rule client-interface {private | public} value /RuleName]

hostname (config-group-webvpn) # anyconnect firewall-rule client-interface private value
ClientFWRule

IN—T RY—=D7N—T RY —@MEL webvpn RN o —@EZ R R L ET,
show runn group-policy [value]

1

hostname (config-group-webvpn) # show run group-policy FirstGroup
group-policy FirstGroup internal
group-policy FirstGroup attributes
webvpn
anyconnect firewall-rule client-interface private value ClientFWRule

TITANR—K Xy NT—T =N TFGAT N T7AT T4 =L —LRHIRENE
ﬁ‘o

no anyconnect firewall-rule client-interface private value [RuleName]

1 -

hostname (config-group-webvpn) # no anyconnect firewall-rule client-interface private value

hostname (config-group-webvpn) #
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Zone Labs Integrity Y—/ D .

Zone Labs Integrity 5 —/ D {# FH

Z OIATIX Zone Labs Integrity —~3 (Check Point Integrity ¥— 3 & HFEEIL D) 12DV TRl
Bl L. Zone Labs Integrity — &R — b3 25K IIZ ASA X ET L FIEOHZ R L ET,
Integrity —/N%, YE—FPC ETEFX 2V T 4 R —2HEBIRIATT L7200 DRk
BEHRAT— 3 T9, UE— b PCQIntegrity — NI Lo THRESINTZEX =T 4 KR
=LA L WEA . Integrity —/SEB LOVASA WME#ET DT T AN~ X FT—T ~
DT ARG BIER A,

VPN 2547 h Y7 =7 & Integrity 7 74 7> h Y7 ko =7i%, UE—h PC kiC
HIZHEEL TWET, ROFIATIZ, VE—KFPC EEEDTTAX—F Xy FU—7HIC
tyTa UEMHELTHEO Y E— K PC, ASA, BX W Integrity —"XD7 7 > a o EFE LD
£75

1. VPN 747 Y7 o=7T (ntegrity 7 747~ V7 h=7 L[ELYE—PC
WHEEE) 1. ASAWCEER L., ZNNREDH A TDT 7 AT 05—V 7734 T 2 hThHD
A& ASA IZH B FE T,

2. ASACTITAT U N Tr7ATIA—NDEATHEBRBIND L, ASA )5 Integrity 7 7
A T ¥ MZ Integrity — DT R L AFERNBE I ET,

3. ASAIE7 X L L TEMEL, Integrity 7 7 A 7 > M Integrity $—73 & OHIPRAT & Bt
ZHESI LET, HIFRMT =8I, Integrity 7 7 4 7 > b & Integrity V—/ O] 721F CTHESL
EhET,

4. Integrity —/NI%, Integrity 7 74 7> bBFEESNTEF 2 VT 4 AU —ITHERLL T
WDMME I MEFFELE T, Integrity 7 7A 7> bR X2V T 4 AU —IZHER L TW
D6, Integrity V—/3005 ASA X LC, #t 2BV CERLOFEM A 7 74 7 > MZiR
g b L oIS ET,

5. UE—hKPCTiL, VPNZ T4 7 hinD Integrity 7 7 4 7 > MR OFEMNIE i,
WY —DFERPIZIZHICERMIND Z &, £z, Integrity 7 7 A 7 W T T A4 X— |
Ay NT—=J R TEDLZEDNAMBEINET,

6. VPNHERIOHENLT 5 &\ Integrity ' — N2, 7 747 hoN—hE— K A vb—T %
L Integrity 7 7 A 7> FOIRRED T =X Zf7T 77,

GE)

A=W A H—T 2 APKKSOD Integrity br— D37 4 Falb—vaaEPR—FL
TWAHHETH, BUEDY U —AD ASA 13— |2 R — b3 % Integrity — T 1 DT,
T 7T 4 773 Integrity — N IZREE S FAE LA IR, ASA B2 Integrity Y — NEERE L
ThH, VPNZ IA4 T h 'y v a v EFHERSLLET,

Integrity — \ZFXET DHITIL, ROTFIAREZFETLET,

gEHIno7aL. =T Ry — s&U1—F ||
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. Zone Labs Integrity Y —/ D A

ATy

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

FIE

IP 7 K12 10.0.0.5 ZfEH L T Integrity — "% E L £7,

zonelabs-Integrity server-address {hostnamel | ip-addressl}

1 :

hostname (config) # zonelabs-Integrity server-address 10.0.0.5

A—13002FELET (F74/4 b~ F— L5054 TF) ,

zonelabs-integrity port port-number

51 :

hostname (config) # zonelabs-integrity port 300

Integrity ¥ —/N & DWBEHICNEA o F—T = AZIEELET,
zonelabs-integrity interface interface

1 -

hostname (config) # zonelabs-integrity interface inside

Integrity " — NIEENSHDHZ EEHES L TVPN 7 74 7 v MMERZ U DRI, ASANT

7T 4 T EINIAHK 3L Integrity — 3005 DIEE % 12 BEfF> X S LET,

GE)  ASA & Integrity — "D O TRENREE LGS, =¥ —7 7 A X VPN 7
Integrity % — SOEE(Z L > THEF S N2eWE D12, 74V ETVPNZ FA4 T2 b
BEGLIIBIW 2 = FiT7e Y £9°, 7272 L. ZoneLabs Integrity Vr— NICREE N A L7125
A, BEISUTVPN#EREZMA LD Z LR TEET,

zonelabs-integrity fail-timeout timeout

&1

hostname (config) # zonelabs-integrity fail-timeout 12

ASA & Zone Labs Integrity —/3 & OFEEHRIZIEFNFEAE LIZHAEIZ VPN 7 T4 7 & b L Ok
DAL D LS, ASA ZRRiEL£7,

zonelabs-integrity fail-close

£l

hostname (config) # zonelabs-integrity fail-close

WMEIINIZ VPN 7 74T MEROBEEREEZT 74V MIRELT, 7747 > MEREIE
WiEFIZhs Loz LET,

zonelabs-integrity fail-open

i

B 2570740 GL—TFTRIo— BLUaI—H



| #&Tno740, YL—FRYS— BLUa1—H

ATy 71

ATvT8

IFATIA—NI5AF 2k 84 FD 2onelabs ~0%E [

hostname (config) # zonelabs-integrity fail-open

Integrity —/372% ASA ® AR — bk 300 (774 /L ~MEAR— b 80) (&t L T, ¥ —~SSL ZEH]
FLIERTHL I ELET,

zonelabs-integrity ssl-certificate-port cert-port-number

1 -

hostname (config) # zonelabs-integrity ssl-certificate-port 300

Y — 30 SSLAEHI E NV EIZFBRE S LD, Integrity —/30D 2 F A 77> I SSL AR E N FRIE S
nNo Lo ICHEELET,

zonelabs-integrity ssl-client-authentication {enable | disable}

1

hostname (config) # zonelabs-integrity ssl-client-authentication enable

T27AT7 94— ILOSAF 2k R4 TD Zone Labs ~DEXTE

FIE

ARV RFERETIVa Y =)

ARTYTVT7AT U=V 7 T47 vk ZA 7 |client-firewall {opt | req} zonelabs-integrity
% Zone Labs Integrity % 1 7IZRET 5
ZiE, o~y REALET,

1 -

hostname (config)# client-firewall req
zonelabs-integrity

RDZBRY

FEAZOWTIE, VPN Z IA T 77 AT 04— R —0OFKE (92 3—2) 2R
LTLES, 77 AT U+ —/LDH A 7} zonelabs-integrity D5 Integrity H— N2 K -
TINDLORY P—=MNRESNDT=D, 774 T V=AY —2faET D3~ FElEIE
EHEnEEA,

O — E I_l_I
T7ATI9F—ILDINT A —RZDERTFE
WDa<w ReEANJLT, @R 94T N 77 AT U4 —NVDNRNTRA—FEZELET,
Bavw U RICRETEDLAS VAX AL DT TY, G OWTIE, VPN I 47 b
T7AT AR —DFE (923—) 2L TN,

gEHIno7aL. =T Ry — s&U1—F ||
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DIATU R T7AT I+ —ILDINT A =5 DR

e Ciscomt B 77 AT 74—/

hostname (config-group-policy)# client-firewall {opt | req} cisco-integrated
acl-in acL acl-out acL

* Cisco Security Agent

hostname (config-group-policy) # client-firewall {opt | req} cisco-security-agent

s T AT UF—NT2L

hostname (config-group-policy) # client-firewall none

cHABL T 7 AT T4 —)b

hostname (config-group-policy) # client-firewall {opt | req} custom vendor-id num
product-id num policy {AYT | CPP acl-in ACL acl-out ACL} [description string]

e« Zone Labs 7 7 A 7 7 —)L

hostname (config-group-policy) # client-firewall {opt | req} zonelabs-integrity

N

G¥)  77AT7UH—)1DHXA 7% zonelabs-integrity |29 5 H51%, 5
BABELRNTLIEE, RY > —IL, Zone Labs Integrity —
NZEoTkdoET,

hostname (config-group-policy)# client-firewall {opt | req} zonelabs-zonealarm
policy {(AYT | CPP acl-in ACL acl-out ACL}

hostname (config-group-policy) # client-firewall {opt | req}
zonelabs-zonealarmorpro policy {AYT | CPP acl-in ACL acl-out ACL}

client-firewall {opt | req} zonelabs-zonealarmpro policy {AYT | cpp
acl-in ACL acl-out ACL}

Sygate Personal 7 7 A 7 U +—/b

hostname (config-group-policy) # client-firewall {opt | req} sygate-personal
hostname (config-group-policy)# client-firewall {opt | reg} sygate-personal-pro
hostname (config-group-policy)# client-firewall {opt | req} sygate-security-agent

» Network Ice. BlackIce 7 7 A 7 7 #—/L

hostname (config-group-policy) # client-firewall {opt | reqg} networkice-blackice
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% 2:client-firewall AT > FOX—7— K& T#

5547k 274791 —10r5 4 —s0%E ||

INTA—=H

B!

acl-in ACL

TIAT VIR ER T 74w 7IERT
R v—%HELET,

acl-out ACL

IIAT MR EIENT T 4 v 7T S
RY —afEELET,

AYT

IIAT U NPCOT7 7 AT UA—L T 7Y
T=a N7 7 AT U r IV RY —%il
BT tEBELET, ASAIZT7 747

A —ANETENTND & 2l LET,
[Are You There?)] &9 HERA vE—UMRFK
IRSIWET, ISENRWEGAIL, ASAIZE -
T RN s £,

cisco-integrated

Cisco Integrated 7 7 A 7 U 4 —/L X A T %45
ELET,

cisco-security-agent

Cisco Intrusion Prevention Security Agent 7 7 1

TOr—N A TEEELET,

CPP

VPN ZA TV DT 57 AT U4 —/V R
v—@ Y —A & LT Policy Pushed # 57 L &
TO

custom

HARNT AT O F—NEATERELE
Er

description string

T AT U F—LOHBEERLET,

networkice-blackice

Network ICE Black ICE 7 7 A 7 U #—/L Z A
TERELET,

none

IIGAT Y N T 7AT T4 —LRY —07%
W EERELET, 77 AT U= R
VLXMW EERELTC, I AT U —Ib
RV —%ERLES, 774V DT N—
TRV —FFEEESNR TS I V—T R
V=77 AT U4+ —/b KU T —%ifkK
LZ2WE9IZLET,

opt

F T ar DTy AT Tx—Iv XA T ERRE
Lij‘o

product-id

TrAT U —NVRGERELET,

gEHIno7aL. =T Ry — s&U1—F ||



BHEIOT7AN, FL—TRYL— B&va2—¥ |

B /s 770z —nomE

req VR T 7 AT U+ —NEA THEELET,

sygate-personal Sygate Personal 7 7 A 7 7 4 —/\ X A Tk 45
i’ l/ \i j—o

sygate-personal-pro Sygate Personal Pro 7 7 A 7 U +— /L X A T %
BELET,

sygate-security-agent Sygate Security Agent 7 7 A 7 U 4 —/V XA T
ZHRELET,

vendor-id T AT I =D —HEBELET,

zonelabs-integrity Zone Labs Integrity —/N 7 7 A4 7 7 4 —/L ¥
AT ERELET,

zonelabs-zonealarm Zone Labs Zone Alarm 7 7 A 7 7 +—/L Z A
TERELET,

zonelabs-zonealarmorpro policy Zone Labs Zone Alarm £721Z Pro 7 7 A4 7
U A TERELET,

zonelabs-zonealarmpro policy Zone Labs Zone Alarm Pro 7 7 A4 7 U #+—/L X
A7 ERELET,

WIZ, FirstGroup & W) A HIDZ /V—7 R Y 2 —|Z-2W\ T, Cisco Intrusion Prevention Security
Agent Z LB LTI TA T N T AT V4= R) v—Z&ET 20l ERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # client-firewall req cisco-security-agent
hostname (config-group-policy) #

TR IL—ILDEE

ITN—TF R — a7 4Fal—3 g F— KT client-access-rule =~ > R&E{FEH L T,
ASA ZJr LT IPsec TEMTEDIVE—NT IR I IAT U NDOXA T LN—T g &
RBTHL—NEBRELET, ROFTA RTA N> TL—VEAER L ET,

s =NV EEFR LIV E, ASA X T X TOERF A TE2FrLET,

s I TAT LV EBPNTINONL—/UZH—E LW E, ASAIFEERAES LET, S —
NEEFRT DIHAEIE, FaL—A b 1D EERTILERNDHY £3, FFaL— IV EER
LR E . ASA 1T T R COBERAIER LET,

VTN =2T IIAT U hNeNn—RU=T V74T bDOELLTH, XA T L=V 3
>3 show vpn-sessiondb remote TH/RINDONE LRI —H L TWDRLENRDH D £,

«F LFUIT AN R — RTT, VANV KD — RIZEL— VLV CTEEEANTHZENTEE
9, 7= & ZIX. client-access rule 3 deny type * version 3.* TiX, X—Y 3 3xDY 7k
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55470k 7922 L—LoEE |

2T HFEITLTCNDEZTRTDIIAT LV NEIATHESETSD, 7944V T 43D7F
AT R TR A—ABPERINET,

1 ODTN—TF KR —IZOEHK 2 DNVL—NVEERTEET,

o Jb—)L &y FAEIZR LT 255 SLFOHIRENH Y £,

I ITAT U NDEATERIINRN=Vay (BDHWIEFOREE) X ELRNT T4 T b
X, naZ A TEET,

=V EZHIBRT AICE, Zoa<vr Kon BEXEANLET, o~ N, koo~
K &R CT9,

hostname (config-group-policy)# client-access-rule 1 deny type "Cisco VPN Client" version
4.0

FT_RTONL—VEHIBRT A%, 513 Z 8T T2 no client-access-rule command =~ > K%
ABDLET, ZHIZLEY, none ¥—7— R%&§FE L T client-access-rule =~ REFEITL T
ERC LT2 XL V= AR HIULEN B B O T, REFHADT X TONL—ARHIRINET,

FTITHINETIE, T778ANV—EHVFEEA, 7 TAT 2 b T T BRIL—ILNT2WEA,
=PI T 7NV DT N—T KR —NIFET DT RTONL— L EMER L ET,

PRI GA T N T 7 BANL— A EHA L72WNE 91235121, none ¥— 7 — R&4EE
L T client-access-rule =~ > RZ AN LET, ZOa~vr ROER, +XCoOXA T L~
TarDI AT MR ERTEDLLOITRD ET,

hostname (config-group-policy)# client-access rule priority {permit | deny} type
type version {version | none}

hostname (config-group-policy)# no client-access rule [priority {permit | deny}
type type version version]

ROKIZ, ZNHLDOavwy ROF—T—RERTA—FZOE®ERLET,

% 3:client-accessrule A > FDFX—T— FEEH

INT A=A Ei:

deny WD A T e R—T 5 L DF A, ADHERE
FHEAELET,

none II5AT N T BRIV EHFA LFH

Juo client-access-rule % X JUEIZEE L E T,
ZHUC KO RIRBSFAT SRRV ET, 7
TAINV DT N—T R —F IR ES N
TWDTN—T R = BEEME L7200
XoricLEd,

gEHIno7aL. =T Ry — s&U1—F ||
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INT A—A BL)]

permit FEEDZA T LN—T 3 o OT 34 2D
ZFFA L ET

priority N—=NDTFTAFNT 4 Z2RELET, K/

DB EFFON—IVE, TTAF VT 48
HbLELS D ET, LEDB-T, 7747
cDEZATENR—=T gy (FRIFZ0o0nTH
D) AT Db/ NS WO L — L,
WHIND =L ERY T, OIS
TAFTVT 4 V=V FENHDL5E. ASA
ITF DN —)V L £,

type type 7 V=R OX TN LTT A ADZ A
T LES, XFAIE, show
vpn-sessiondb remote THE /R I DA & B4
WL TWDHDMERHY £3, 7720, U
ANVRI—RELT*LFEANTEET,

version version 7072 EOHBBROLFHNEZEH LT, 72
AAN=Va rERELET, CFINL,
show vpn-sessiondb remote TF /R S5 HNE
ERBIZH LTV ARLERHY £, 272
L. VANV RKI—FRELT*XFEANTE
EJpN

WKIZ, FirstGroup E WO ZBID I N—T R o —DI A4 T b TI7BA L=V EERTD
BlERLET, ZTNEDOL—L T, N—Ta4xDY 7 NI =T E5E4TF 5 Cisco VPN Client
ZEA L, T WindowsNT 7 547 v FEEHELET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# client-access-rule 1 deny type WinNT version
*

hostname (config-group-policy) # client-access-rule 2 permit “Cisco VPN Client”
version 4.*

G¥)

ltype) 74—/ Rid, fEEOMEMRFFA D BRI OCFHITT N, 2O, HElhElc
AT I E ASAICHESNDEEMEE —H L TWLHRENRH Y £7,

A—YRMEDHRE

ZOETE, 2—FREMEE ZORESET OV THI L LT,
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F74 R TIE, 2=V, B0 U TOENTWA I L—T R =5 TCO—FEts
WA LES, £72. ASA Tid, 2—% L-ULTENCBEMEZE D 4T, TO2—PIT5Ef S
NHITN—TR)—Dfa EEEXTHZENTEET, 2L 2R, T _XTO2—P| TR
BINOT 7 AL, BEO—PFIZ 24 BMOT 7 AT NV— R >—%
BEtTszenTEET,

A—HZDa22 74X L—2 a3 DRT

TN—TRY) —Ipbi K LT 7 40 MEbLEO T, $XTOa2—FAHADI LT 4 F a2 b—
TarvERSTHITIE, ROLHIZ, all ¥—TU— RNZHE L T show running-config username
ax Fae AN LET,

hostname# show running-config all username
hostname#

Zoawy R, TRTO2—YERFHFEOL—Y (2—FLEHBELES) OEbE
NIRRT — REREL V2R LET, all ¥—U— FE2EKRT5 L. HRMICRESH
TEFZINR D) A MCERENET, KOFIE., 2O~ R Ttestuser & VD) 22—V &5
ELIEGEOWM N E R LET,

hostname# show running-config all username testuse
username testuser password 12RsxXQnphyr/I9Z encrypted privilege 15

BROI—YDEMEDEE

BEDZ—YERET HIZIL, username 2~ FEFH L Coa—FLE—RIZAY, 22—
WA — K (DRRTU—KZLH7A) EREEZEIV L TET, IBELR»>T=T_XTORME
X, Z—F R =R SN ET,

Wl —FREET — Z X— A, username =~ > RZ#H L CAL SN2 —F THER S
TWET, login 2~ RTIE, ZOF7 —Z_N—2AZRiEAICERALES, =—F% ASA T —
HR—ZZEBMTHI12%, Fe— a7 4 Fa2b—3 g9 F— RTusername 2~ . R %
ANLET, 2—FZHIRT HI2E, HIbRT 22—FAEZHEL T, Z0a~vr RO ne B
EERHLET, T XTCO—FLZHIBRT 2121, = —F4 Z1EEHE T2 clear configure
username =~ R&fif L ¥4,

A—HD/INRT— FEHELARNILDERTE
Z—PIIRAT — R ERHE L~V 2% D 24 CHIZ1E, username 2~ REZ AN LET,
nopassword ¥ — 7 — Rz AJjT5 &, 20— AT RRRETHLH I LEHETE
9, XRU—REEETHIHEIL. TORXRT— R LB TRET 20 E I DERTE
TEET,

F7arDprivilege ¥ — U — RICE VD, ZO2—FORHEL VL EZRETEET, HELX
VOFFAIZ0 (fK) ~15TT, —MiT, AT AEFRFIIRAOFHEL NV ERFLET, 7
T F RO LAULE 2 T,
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hostname (config) # username name {nopassword | password password [encrypted]}
[privilege priv levell}

hostname (config) # NO username [name]

TROFIZ, Z0a<wy RCTHEATAIXF—U—RFEEHOEW®RERLET,

username 1< RO F—TU — K L%

F—J— FEH F=3U 3

encrypted IRAT— ROWEFbEEE L £,

name A—PFOLHEHEELET,

nopassword ZDOZ—PIZRAT — RBRME/RNT & &R
LET,

password password DLW AT— RNFAET D Z & EoR

L. mAU—FZfHELET,

privilege priv_level TO—WORMEL NV ERELET, &
F0~15TY, ZOREIMEFE, a~vr
R O <> ASA DEHLIZBE T D HERENS PR E &
NET, 7740 FORHEL LT 2 TT,
AT NEHE OBE ORHEL LT 15 T
R

TN ETIE, Z0Oa~<y RTEMLE VPN 22— 2Bt E 737 v—7 R o —nE
BT ONEFA, TRTOEEIRNCEET HLERH Y 7,

WOBNX, B AL ST/ AT — K23 pw 12345678 T, HiHEL~ULAS 12 @ anyuser &\ 9 4,
RO —P 2R ET L HEEZ R L TOVET,

hostname (config) # username anyuser password pw_ 12345678 encrypted privilege
12

hostname (config) #

A—HEHDERE
Z2—HFDONRAT— K (FIETDHHE) EFHELNLVORERIL. TOMOBEEEZRE LT,
INBIHMEEDNEFTHRETEET, EEOREMEEMEOT ZHIBRT DI2IE, Z0a<w Ko
no B A& AT LFET,

attributes ¥ — 7V — RAZ4EE L Cusername 2~ REZ A1 LT, 22—V L E— FIZAY 9,

hostname (config) # username name attributes
hostname (config-username) #
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VPN 1 —HEHED

BARDETE

7Y RERED

=]

DEXTE

ven 2—yEEoRE [l

T IREL, FILWE— NIRRT ZLRENET, ThTRMEEZRETEET,

=JL ==

ax &
VPN — W@ X, ROETHHT 2 L 912, VPN 8 EA0MaRE L £,

PR, ENETICZ—PH LUV TRIESHLTORWEIEDEE 7V —T7 R Y =7 bk
ATDHEICTEET, ZO2—FRBHEMEKT 270 —7 R o —DARTEIEET DI
I%. vpn-group-policy 2~ > R&Z AN LET, 774/ FTlE, VPN2—HIZIZ 7 L—T K
R EEMST B TWERE A,

hostname (config-username) # vpn-group-policy group-policy-name
hostname (config-username) # NO vpn-group-policy group-policy-name

A—PHE— FTHEHATE 2RBMEDOSLE, 2—PAE—FTRET D L. FEOZ—HITHL
TIN—=T R =28 L REDEEL LEEXTEET,

RIZ, FirstGroup & WD AFTDO 7 /V—7 R Y =06 REMEE AT 5 X 912 anyuser &9 4,
RO —YE2RET 202 L ET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-group-policy FirstGroup
hostname (config-username) #

BEWF S D time-range R Y > —DAFTEIEE L T, ZOZ—PRL AT LAA~DT 7 & A& FFA]
S5 e & BEAT T £,

ZORMZFEITAY 7 4 Fab—a O HIRT5ICIE, Z0avy FOone EXNEZ AL
9, ZOFTvarEMHTLE MO V—T KU —05 time-range i & fkA& T
I, EEMA LRV E 5129 5I121E, vpn-access-hoursnone =~ REZAHLET, 774/
I, 77 B R EHIR T,

hostname (config-username) # vpn—access—hours value {time-range | none}

hostname (config-username) # vpn—-access-hours value none
hostname (config) #

WORFNE, anyuser &\ A HTOD 2 —Y % 824 L MEEXI S time-range 7R U o —|ZBSE# AT 5 51k
AL TVET,

hostname (config) # username anyuser attributes

hostname (config-username) # vpn-access-hours 824
hostname (config-username) #
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B sxmsos( monE

RAREFEOT A U BDHRE

\}

ZOa—FICFFR SNDIARE 7 A O KREAERE LT, 8T HHPHIZ0~2147483647
T9, 774NV NORFER 7 A U HE, 3T, ZOREEZFETa 74 Falb—Tarhb
HIERT 21213, Zoa<wr FonBXEANLEST, v/ 25 08— L Ca—W
DT 7w AEEIETHITIE. 0 AL LET,

hostname (config-username) # vpn-simultaneous-logins integer
hostname (config-username) # NO vpn—simultaneous—logins
hostname (config-username) # vpn-session-timeout alert-interval none

GE)

FIRf 2 7 A O REOFIRIZIEFICRE b 0TI, BEOERIa 7 A VAT 5 L,
TXa2VTANETFTL, N7 —~ L AEBELZRIETTZENHY 7,

WOFNE, anyuser &\ ) ARTO2—WITHK 4 DORIFER 7' A V2T 5 HEEZRLTH
£7,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-simultaneous-logins 4
hostname (config-username) #

TARILEALTD FDERE

ATy T

FIE

(EE) VPNT A RV ZA L7 0 MHZRET HIZE, ZV—7 R v—arr¥a
L—YaryE—FRFEhiFa—Y4a7 4 X2 L—3 g 2 F— T vpn-idle-timeout minutes

a<wr REHFHLET,
OB FCIBET VT 4 BT 4 WS ASAITEG AR T LET, R/NERIT
145, B REFRIL 35791394 43 CTH Y, T 7 4V ML 304 TY,

&®Wi FirstGroup & W\ D £ RO 7 —TF K Y —IZ 153D VPN T A KV Z A LT 7 &
RET D HEERLTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idle-timeout {minutes |none} 2~ > RZ{LHL7EDMDOT 7 > a ANIKD ELFBY T
R

*VPNT A RV ZA LT Y FEEHIL, ZALT 0 MEZMK LWL ST 2I1TIF
vpn-idle-timeout none = A7) L £ 77,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #
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74 £n 84679 roEE [

AUz XY, AnyConnect (SSL & IPsec/IKEV2 Difi i) B3L U7 T4 T L AVPNRS
27— /3L webvpn default-idle-timeout seconds {4 fEHT 5 L 512V 4+, Zoa<v K
X, webvpn 27 4 ¥ a2l —var =R CTANLET, =&z,

hostnamee (config-webvpn) # default-idle-timeout 300 DX 5 \ZAT) Ljﬁj—o ?7%‘/1/ M
1800 % (30 77) T, #iPHIL 60 ~ 86400 F T,

F_T D webvon 5t D 54, default-idle-timeout fi (X, vpn-idle-timeout none 7% 27 /L— 7
R —/2—PLBIICRE SN TV AEARICORAEN T, 3T AnyConnect #55E
TIE. ASAIC L > TR alIADT A RV ZA4 LT 0 MERESRESNE T,

B4 MR (IKEvl, IKEv2) 3L OIKEVI UE— K 7272 A VPN OBEAIL, XA LT 7 K
BT 4= L, BEIRBOT A SV ZHT52 L 28R L ET,
ZOITN—TRY—F TR —DT A RV ZA LT 7 N EEHZT DI,
no vpn-idle-timeout 2~ A/ U4, fEITMA I E T,

vpn-idle-timeout % £ 572 <FRE LRV, EITMMAK SN ET, 7740 M 3055 T
R

ATy T2 (EE) A7 3T, vpn-idle-timeout alert-interval {minutes} =2~ > R&HEH LT, 74 K
NEAALDLT T RDTT—h Avb—URa—PIZRRINIEEREZHRETEET,

TOTT—h AvE—1F, VPN LBy a URET 7T 4 TRED - DU 5 £ Tl
BHHN =W FET, T 74N FOT T— MNERRIZ 15T,

OB, anyuser & WO AFTOL—FIZ3 3D VPNT A RV Z A LT T OT 77— MNila%x
RET D HEERLTWET,
hostname (config) # username anyuser attributes

hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no]

vpn-idle-timeout alert-interval {minutes |none} =~ > RZEH L7=ZDMOT 7 > 3 1%

RO EFY TT,

none /N7 A —X %, 2—VFRBEHEZE LRV EERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

ZOTN—TFFa—F RKY —07 7 — MMEEZHIFRT 221X, no vpn-idle-timeout
alert-interval 2 A ) L £7, fEITMK I vET,
TONFGA=B 5 F oK RELBRWEE, 774V 07 7 — MiMRIZ 14 TY,
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FIE

UEE) ZA—7R)v—ar7 4 XFal—raryE—REhida—F4ar7 1 Fal1—
v 3 v &— R T vpn-session-timeout {minutes 1~ > KZHiH L T, VPN 5 D fix KR % 7%
ELET,

B/NEERTIE 1 0T FeORFERIE 35791394 3T, T 7 4V MEIZH Y ¥ A, Z ORI
TBHE, ASA TR AK T LET,

WIZ, FirstGroup & WO ARTD 7 N—TF KU =2 L TI80 0D VPN v gy XA LT
U NERET DHERLET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# vpn-session-timeout 180
hostname (config-group-policy) #

OB, anyuser & W) AFTOL—HFIZI80 3D VPN Y v a v XA LT U NeRETDHH
R L T0ET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

[no] vpn-session-timeout {minutes |mone} 2~ > RZFH L7=ZDMOT 7 > a NIk LB
T,
« ZORY =L EEZHIERL, MUKEZFFRIT 2213, Z0a~ 2 KO no
vpn-session-timeout JEX %2 A7) L £ 7,
c BHIRO X A L7 7 NI ZFFRI L, A 57 U MEZMA LRWE 91T 5121,
vpn-session-timeout none = A /) L £ 7,

vpn-session-timeout alert-interval {minutes |} 2~ RZEHL T, By ar XA LT O
TI9— M A= RNa—PIIRRENAIFEEZEREL £,

COTT— bk AvE—1F, VPN LBy a URHEIMICUII SN S £ Tl b b 0hEa—
PR AFET, RIZ, VPN v g RIS NS 20 R —FI@mEIns Lo REd
DR LET, 1 ~3000FHEEHEETCEET,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

[no] vpn-session-timeout alert-interval {minutes |none} 2~ > R&fEH L I=ZFOMMoT 7 a
IO EFY T,

*VPNEva v XA LT T 77— MARBERT 740 8 70— R —hBikE
ENBZEERTICEH., 20a<r Fon BEREHEALET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval
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ACL 7 1 L2 D&M

a7 nsoiEm

* vpn-session-timeout alert-interval none (%, —=—% N7 7 — F&2ZF LRV L 2R LE
R

VPN Efe D7 4 v 2 L LTI 2. FENCRE STz —VEA O ACL DARTZHRE L
F9, ACLEZHESRL, ZL—7 KU —05 ACL kA L2 K 9129 5121, none F—
U — K% $57E L T vpn-filter =~ > ]\‘\7%7\7‘7 L %7, vpn-filternone =~ > N&%4T L CIER L
TEXEZESD T, ACLZHIBRT HI12iE, Z0a~<wr RonBXE AT LET, nod 7=
VEERTAE, TA—T R —h Eﬁ%ﬁb%fé‘ifo Zoa<wr RE, 77400
EECEITZH Y £ A,

ACLEZHREL T, ZO2—WIONWT, SFEIERFATDNT 7 4 v 7 B E£2ITHEEL
F9, WIT, vpnfilter 2~ > REHEH LT, TN HO ACL 2 H LET,

hostname (config-username) # vpn—-filter {value ACL name | none}

hostname (config-username) # no vpn-filter
hostname (config-username) #

GE)

7 A7 > kL ASSLVPN T, vpnfilter 2~ R CTEFIN7- ACLIIMEH SN EHA,

WIZ, anyuser &) ARTOZL—HF D, acl vpn EVV9H ACL ZFFONHT 7 4 VX 2R ET 541
EaRLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-filter value acl_vpn
hostname (config-username) #

P47 FLRERY FIYRTDIEE

FEDOZ—FIZHV B THIPT RLAE Ry h~ATZZBELET, IPT RLAZHIBRT S
i, Zoa<r Kon EXE AT LET,

hostname (config-username) # vpn-framed-ip-address {ip address}

hostname (config-username) # no vpn-framed-ip-address
hostname (config-username)

WIZ, anyuser & W) ARTOZ—FITIP 7 KL A 10.92.166.7 5% ET 562~ LET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-address 10.92.166.7
hostname (config-username)

%@$Wfﬁﬁbtm7sz’ﬁW¢éﬁ/%U 7 v A7 ERELET,
no vpn-framed-ip-address =~ > RZfH L72551%, Xy NV —27 v A7 ZHEE LW TL
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FEW, YTy h =27 E2HIRT AT, Zoavr RO BERXAEANLET, T4
r OBEIERPEIL D Y = A

hostname (config-username) # vpn-framed-ip-netmask {netmask}
hostname (config-username) # no vpn-framed-ip-netmask
hostname (config-username)

WOBNE, anyuser & W) ZBIOZ—WFIZ, Y7 Ry b = A7 255.255255.254 5% ET D Hik
ZRLTOVET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-netmask 255.255.255.254
hostname (config-username)

IPv6 7 KLRERY PR DIEE

FFEDZ—FIZEID YK THIPV6 7 RLAE Ry R AT EZRELET, IP T KL AZHIBRT
A0, Zoa~vr RFone B2 AN LET,

hostname (config-username) # vpn-framed-ipvé6-address {ip address}
hostname (config-username) # no vpn-framed-ipv6-address
hostname (config-username)

WIZ, anyuser & W) ARTOL—HFIZIP T KL A &Ry b~ A7 2001::3000:1000:2000:1/64 %
RETDHERLET, ZOT FLAIE, 77 4 v 7 A{# 2001:0000:0000:0000 33 J A >
4 —7 = A A 1D 3000:1000:2000:1 %7~ L TV ET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ipvé6-address 2001::3000:1000:2000:1/64
hostname (config-username)
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hostname (config-username) # vpn-tunnel-protocol {webvpn | IPsec}
hostname (config-username) # no vpn-tunnel-protocol [webvpn | IPsec]
hostname (config-username)
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hostname (config) # username anyuser attributes

hostname (config-username) # vpn—-tunnel-protocol webvpn
hostname (config-username) # vpn—-tunnel-protocol IPsec
hostname (config-username)
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hostname (config-username) # group-lock {value tunnel-grp-name | none}

hostname (config-username) # no group-lock
hostname (config-username)
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hostname (config) # username anyuser attributes
hostname (config-username) # group—-lock value tunnel-group-name
hostname (config-username)
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hostname (config-username) # password-storage {enable | disable}

hostname (config-username) # no password-storage
hostname (config-username)
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hostname (config) # username anyuser attributes

hostname (config-username) # password-storage enable
hostname (config-username)
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