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ENnTHERAL
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To HIX—VICRRDIBOEF 2V T 4 TV 2N EA VA M= A TEETH, Vv —
YOFTRTCDEY 2a— V&) FTRAZIEDLLERDY ET (EDORAT Y FEET)

A A= T T L — FEEEBRE, FILFXOS Y 7 N = 7 2 BT T H0ERH Y 9,

| Firepower 4100/9300 >+ — D ASA ¥ S R 4



| Firepower4100/9300 &+ —3 D ASA & 5 2 4

Firepower 4100/9300 &+ —% £ 55242 U v 705422 [

« JTAKIZEN G THA L H—T =4 AL, EHA ¥ —7 A A, EtherChannel, 7 7
TATAVHE =T oA A, AE—F, TaF Loy AR RUA v H—7 A Ak %E
EOOLMBENHYET, AL Z—T 24 ZAID DEEN L, £ F—T A AN
[@ U A% K EtherChannel |[ZPNICRIfE/ 2K Ny RATEX AR . ¥ —JICRR AT
DRy NT—2 TV a2a— VEMHATEET, Yy —VBZ7 722 ) 7 TR, $§XTO
F—X A ¥ —T xA A% EtherChannel & T A2LENHVET, A F—T AR T
U a— L OBIMEITHIR. & DV EtherChannel DR ER LI L) 757220 7%
HIMZLT-RIZFXOS TA v ¥ —T oA AZEH LTEHAIX, & ¥ — v CRICUEEZ1T
WET (AL =T 2=y FBIFEOT, vAX—TKDLD ET) ., FXOSTA V' H—7 =
A AEHIBRLIZSE, RERTEAIT) 2N TE DX )10, ASARE CIIEE T 5 a~
VRBMERENE T, RENOA U H—T = A AEHIERT S &L RNV D AREME
WY ET, WA F—T oA ZAREFFETHIBRT 22 LN TEET,

[ CNTP — "2l 2 4ENH Y £, FEITRRZERELRNTIZSN,

ASA : 4 FXOS ¥ v — 3%, License Authority £721X%7 74 b H— NIZBEFEINLTND
VERHY ET, AL—7 2=y MIBMERIZNND A, KT A A2 TRT
HITNE, =V ZEIEB DT A AEEAT HMENSH Y 9, Firepower Threat
Defense Tli, §XT®D 7 A &> AX Firepower Management Center THLE X #1F 77,

Ay TFEY
* Firepower 4100/9300 > ¥ —> D7 T AKXV U T HFRETHHNI, AL v FORELEET
L. ¥ —3IMBAA v FFETTXTOD EtherChannel % BIF 28 L T &0,

c FAR—=FENTNDHAAL vy F DY R MIDONWTIE,  [Cisco FXOS Compatibility (Cisco FXOS
DR | (FEGEE) 2R L TIEEN,

Firepower 4100/9300 ¥ —3 LDHU S RA )5 D5 A

2R

£ Firepower 4100/9300 > % — /{%. License Authority £721ZY7 T4 b — NITEEIN T
HRENRHY ET, AL—T 2=y MUBEMERIZY A, K74 A2 THT S
Wik, vy = TR RO T A B AEEAT HZMLERH Y T,

% ASA IZIRI UKEBAL T A & AR METY, 1B% O Smart Software Manager (SSM) ——#®
B, A7k 5 b7 A £ v AL, Firepower 4100/9300 > v —3 THEGk b—7 o ZEHT 5
L KRB LRDBEHROGEITITIEBNICADL SN E S, v Cisco Smart Software Manager
BT IA4 FRHASNTWDHAIE, LT22RLTIEEN,

ASA TA BV ARETIE, YAX— 2=y NIRTDHIAY—F T4 BV ADREDHEITZ
FT, RETALV—T 2=y MIBERIEINFETR, —HOTA 2L RAIXLTE, AL—7
2=y MIZORELHFHLETA, ZORETF Y v V2 REBOFFIIRY, vAF— =
= NDOHRBZDTA R AZERLET, T4 BV RTHE—DI FRAZ T4V AIZELD
biv, 7 7AZ DK =y NTIEINET, ZOHENIFTA B A FTAL—T7 2=y MIH
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7 ALY T OFEEFNEIC DN TOFEMIX, Firepower4100/9300 % — @D R¥ o A V7 —
arEzRLTIEIN,

FWELT /NA R % Firepower 4100/9300 > ¥ — > ([ZIBMT 5 L XL, A¥ U KTrYy 2=y &
T TAZDELLEBATHINERINTEET, 77 AXEZEATILAER, 1LV T
AEENERT D2 b, BHEO 7 T AZIIBINTH 26 TEET v —TH7z7 722
2) . Firepower ChassisManager Z il L7z ¥ — #7722 U U 7 OGEIX, wAIDY v —
CEBALEG, BABREE 7Y v T AR—Ricart—LTE s, BEDZ TAZIZEBMLT
WDy Y — BB ANTHEIT, £ DT % Firepower Chassis Manager (22 B —T& 9, Zih
WX, BT Ay —2 T EIZEADY Y —VID L7 A N ID ZET S 72T THE A
£, VT AZEEATH L Firepower 4100/9300 ¥ ¥ — 3 A— A FRKRD T — kA b
TS aAr7 4 X al—vary TEASAT I IA T UV AERELET, 7— A NI v T 2
Y74 Fa2alb—valrO—E (KFEOTFXFANTREINTWDLESD) 1T, b0 EBIZSET T
ASAMBEFETEET,

interface Port-channel48
description Clustering Interface
cluster group <service type name>
key <secret>
local-unit unit-<chassis#-module#>
site-id <number>
cluster-interface port-channel48 ip 127.2.<chassis#>.<module#> 255.255.255.0
priority <auto>
health-check holdtime 3
health-check data-interface auto-rejoin 3 5 2
health-check cluster-interface auto-rejoin unlimited 5 1
enable

ip local pool cluster ipv4_pool <ip address>-<ip address> mask <mask>

interface <management ifc>
management-only individual
nameif management
security-level 0
ip address <ip address> <mask> cluster-pool cluster_ ipv4_ pool
no shutdown

http server enable
http 0.0.0.0 0.0.0.0 management
route management <management host ip> <mask> <gateway ip> 1

GE)

local-unit £ 1%, 75 AZ Y 7% F =T N LB AICOLERETXFET,

TJ7A4T794—ILE—FREQAVTHFER N E—FDEFE

T 74 hTliE, FXOS vy —v 3N —7 v REZIE T VAT LU N 77 AT U4 —/b
F— RN, BRIV aryTFANE—RTI IRAZZREBLET,
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COFIETIE, FXOSIZZ T AZZRALIZE X7 T AZ B Y TCOHNEZET—H A
B—T 2 ADFEARHIRNRTA—FEHRELET, V¥ —VB I TRAZY L TOEE, T—X
A 2B —T A ATFIZ AR R EtherChannel 1 > % —7 = A AT,

GE)

ATy T

I TAREIRAT HEZITEA U H —T oA APFEFRRESIVE LT, ASATEHA V¥ —
T2 A ADNTGA =B EERTLHZEHTEETN, ZOFIETIET—F A X —T7 A AT
ERAZYTTWET, BEHA L —T oA AL, AN A Z—T oA A ELIRRAIC, 8
MDA E—T 2 A ZATY, FEMIONTIE, FHSA =T/ 2 @R—V) | 2F
LT EEN,

1R BRI

e NF AT XA T ROBFAIE, ZOFIEE AT AETAR—ZATHBLET,

FEVAT A AT 4FXFalb—ay T RIASTWRVEEIE, changeto system =
<~ REANLET,

s NTUART LU N BE—FROBAE, 7TV Y IA—TERELET, 7V v A
V=T x4 A (BVD) OFTEESRLTIIEIN,

e ¥ —UM 7 T AR Y LTI AR REtherChannel 2 L CTWAIEE., 7T AX Y 7
MERIZHEDNCRDET, R—FF ¥R A ¥ —T7 A AJEE L EHA, ZOEMEIZ
X0, VIR DT I T 4TIV NN T 7 4 v I BERIESIND DONERINLE
7,

FIE

A B —TxAAIDEZRELET,

interface id

DV TARIZEDYTENTWAL L X —T 24 ADFXOS Vv — %R LET, 1
H—TxzAAIDIZIEFE, WOLDORHY £7°,
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ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

7= 4v8—7z1208% |

* port-channel integer

* ethernet slot/port

1 :

ciscoasa(config)# interface port-channel 1

A B =T 2 A A% A F—TNIZLET,

noshutdown

(F7Fvay) oA EZ—Tx2 A4 A FITVLAN BT A v 2 —T =4 ZAEERT 5T EDS
Alx, ZORFETERLET,

51

ciscoasa(config)# interface port-channel 1.10
ciscoasa(config-if)# vlan 10

COFEOEY OESIE. YTA =T oA RATHEBAESNET,

(N F arTHANE—FR) IUTFXFARNA U E—T oA AEEDVYTTHL, 27
FAMIERL, /2 F—T A AE—RIIADET,

&1

ciscoasa(config)# context admin
config)# allocate-interface port-channell
config)# changeto context admin

config-if)# interface port-channel 1

ciscoasa
ciscoasa

ciscoasa

NV F arsTHRANE—ROBEARITI, AV F—T A AT 4Kl —2 3 DFFED DO
MK TR NN TIThILET,

AU BE—T oA ADLFTIRRRELET,
nameif name

&1

ciscoasa(config-if)# nameif inside

name 1T K 48 LF- DT F A FLFH T, RIUFL/NLFRRMNENETAL, LFizEET
DI, ZOa<wr RTHLWMEZBEADLET,

T7 AT VA=V E—RUELT, ROWTNNEFITLET,
=7 RE—FR:IPV4T KL AL IPV6 7 RLADO—HELIIM G ERELET,
(IPv4)
ip address ip_address [mask)
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ATy FT17

ATvT8

(IPv6)
ipv6 address ipv6-prefix/prefix-length
B

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if)# ipv6 address 2001:DB8::1001/32

DHCP. PPPoE. BLONIPv6 HEIREIZ YV R — FENEH A, RA L Y —RA 2V
DA, 31 By FOY T3y b wA7 (255255.255.254) #IEETEET, ZOHEA.
Fw N =7 F 370 —REY A M T RLRAHOIP 7 FLRAITRENETA,

NG UANRT LU N B—= R A B =T 2 A R%T ) v ZA—F 80 Y4 TET,
bridge-group number

il

ciscoasa(config-if)# bridge-group 1

number X, 1 ~ 100 DT, TV v I —TIIHRKAEDA X —T = f A%
VL THZENTEET, R—A X —T oA REEEDOT Y v ¥ 7 N—T712E0) 4T
HZLIITEERA, BVIDA L 7 4 X2 Lb— g 3P T FLAREENTWS D
CITHEBELTLEE N,

X2 VT4 LV EBRELET,
security-level number

1 -

ciscoasa(config-if)# security-level 50

number (21X, 0 (B TAL) ~ 100 (Fx EAr) O AEIRELFE I,

(v —TMZZRAZY 7)) BIENR Ry NU— 7 OBEREE B 572012, A K
EtherChannel ® 72—/ 3L MAC 7 RL 2 2R ELET.

mac-address mac_address

* mac_address : MAC7 R L 21X, HHHEXTHELET, HIZl6 By hD 16 #E T,

7= & Z1X. MAC 7 KL & 00-0C-F1-42-4C-DE (%, 000C.F142.4CDE & A ) L9, HEAE
&7 MAC 7 RU AT 256, FEITEH D S TS MAC 7 RLADRHID 2
A4 MZIT A2 ZEHTEEHA,

MAC 7 RLARFERHE SN TWDEHE, O MAC T RLUAFHEDOVAHY — 2=y MZ
MEDET, MACT FLAZREL TWRWERIZ, vA¥— 2=y NPEEINTHE,
FLWw AT —a2=y NMIA L Z—T 2 A RAZHLVMACT FLAZFHLET, 2hnick
0. —ER Ry FU— 7 OEIERRAET S AREERH Y £,
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VNF A THRARNE—RTE, a0 7TFAMNATA o Z—7 o4 A% HEHTH551F. MAC
T RLVAOHBEREENCL T, FBHITMACT FLAZBRELRLS TILEIICLET,
FIHA v H—T =2 A ZOBEITE, ZOavr REMHLTMAC T FLAZFEHTHRET D
PENRHDHZ EICERELTLLEEN,

% -

ciscoasa(config-if)# mac-address 000C.F142.4CDE

ATFvT9 (A I TAZY D) A FZEIZYA FEHAOMACT FLABLOL—T v K E—
ROBPHIFZIP 7 RLAZHTELET,

mac-address mac_addresssite-id number site-ip ip_address

i

ciscoasa(config-if)# mac-address aaaa.1111.1234

ciscoasa(config-if)# mac-address aaaa.llll.aaaa site-id 1 site-ip 10.9.9.1
ciscoasa(config-if)# mac-address aaaa.l111.bbbb site-id 2 site-ip 10.9.9.2
ciscoasa(config-if)# mac-address aaaa.llll.cccc site-id 3 site-ip 10.9.9.3
ciscoasa(config-if)# mac-address aaaa.l1111.dddd site-id 4 site-ip 10.9.9.4

YA FEAEDOIPT FL AT, 70— VIPT7 FLALFEULS 77Xy b REICHDAMERH Y £
T, 2=y bERATEZYA FNEADOMACT RLABLRIPT FL AT, o=y hDT—
MAR T T a7 4 FXalb—va B ELEYA FIDIZE-TRRY 9,

— E I-l-l RN
ASADY SRZAEEDNAZTA R
TIAB R LIBICT— AN v TREEEFTTHHAERC, VT7AX VT ~VAE
=2V 7, TCPHEFERMOEE, “u— Tt )T, BXUOZzotokE ke, Bio
F T arERETHHAT, YA — 2=y FTITHI Z ENTEFET,
ASA U S RADERINTG A—FDERTE
VAH ==y N DT TAAREENAA~A A TEET,

1a s BRI
cXNTF ATHFARNE-RTE, vAF— 2=y b EDVRAT KE[TAN—ATROF
EAZFITLET, 2 TFRARNLYRAT LAFLTAR—=RZY D 2 HI21%, changeto
system 2=~ RE AN LET,
s 2—%/L 2= b [Member Name] D4 AiiF5 L NE DD WL DDA 73 a3 »id, FXOS
VXV TORRETEET, ERIZIIFTAZ Y T EBHICT H L ASA TOHEET
TET, TOLD, TNHITROFIEIZZENRLTHERE A,
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FIE
ATVl ZDa=y PR~ AY— 2=y N THDLZ L 2R LET,
show cluster info
1
asa(config)# show cluster info
Cluster clusterl: On
Interface mode: spanned
This is "unit-1-2" in state MASTER
ID 2
Version 9.5(2)
Serial No.: FCH183770GD
CCL IP 127.2.1.2
CCL MAC 0015.¢500.019f
Last join 01:18:34 UTC Nov 4 2015
Last leave: N/A
Other members in the cluster:
Unit "unit-1-3" in state SLAVE
ID : 4
Version 9.5(2)
Serial No.: FCH19057MLO
CCL IP 127.2.1.3
CCL MAC 0015.¢500.018f
Last join 20:29:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015
Unit "unit-1-1" in state SLAVE
ID 01
Version 9.5(2)
Serial No.: FCH19057MLO
CCL IP 127.2.1.1
CCL MAC 0015.¢500.017f
Last join 20:20:53 UTC Nov 4 2015
Last leave: 20:18:15 UTC Nov 4 2015
Unit "unit-2-1" in state SLAVE
ID : 3
Version 9.5(2)
Serial No.: FCH19057MLO
CCL IP 127.2.2.1
CCL MAC 0015.¢500.020f
Last join 20:19:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015
MOA=y RRT AL — 2=y FOEGEIF, HEiizk T L, ELWa=y MIERLET,
ASA 2V — )L ~DT 7 AIZOWTIL,  [Cisco ASA for Firepower 4100 Quick Start Guide] .
F721% T Cisco ASA for Firepower 9300 Quick Start Guide] Z &L T 72X,
RTF9T2 VI ABHEY v A B —T oA ADFKRIpEL=y FEEEELET,

mtu cluster bytes

1 -

ciscoasa(config)# mtu cluster 9000

| Firepower 4100/9300 >+ — D ASA ¥ S R 4
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| Firepower 4100/9300 & ¥ — D ASA ¥ S 2 &
FoLoao—hyt—vaveya ronetoant [

MTU O &g KB % 9184 /31 MIFRE L. /IMEZ 140034 MIRETH I L 2BEID LET,
ATV T3 VT RAXOREE— FERBLET,

cluster group name

ATv T4 ((EE) AlL—T 2=y "D OLYAX—2=y haDay ) —VEHRE A X =T VIZLET,
console-replicate
ZOMREIXT 7 4V D THENCEHRE SN TVET, ASAIL, FFEOTERA NV MRFELRZE
XL, Ave—vEEEa Y —VIHDHLET, ar YW EREAL =T MITDHE, A
L—7 2=y MipbvAZ—a=y MZarY—L Ayt —UREEINDLDOT, E=FN
MBEIZRDZDIEZ FAZ DAy ) — R— k1 OFE1F L0 £3,
RTYTE VTRV T AN POF/N I L—A LUV ERELET,
trace-level /evel
MBS TRV ERELET,
ecritical : 7 U T 4 A Xk (ERKE=1)
e warning : %5 (ERE =2)
s informational : {1 <> (EKE =3)

edebug : 7N 7 A Xk (HEKE=4)

ATFYT6 (EE) LACPOXAFTIv I R—h TFTIAF VT 42T 4 B—T T LET,

clacpstatic-port-priority

—HDAAL Y FIFZFATIvI A= T ITAF VT 4P R—F LTV Wed, Zoav
Y REFAAL v TFOEHMEEEOET, IHIZ, Z0avr NI, 9~3R2DT 7T 47 ARV
K EtherChannel X ' NX—DHR— a2 A X —T M LET, ZOa<wr RefERALRWwE, W
R—=RENDDIISMEDOT 7T 47 AL NESEHDAZ N, AU NROHTT, ZOavwy
RaEAR—=T M LTZGE. AX AL AUNIEATEERA, TRXTORAUABT 7T 4
7T,

Ta4LVEO—HtE—aveESA FOREEDEE

TR B =DV A NI TAZY T DONRNT f—v AxmLESE, T RN v 7k
MZEMfET DI, TAaL 74 —a—R V8= a Al F—TMMITHIENTEET,
LW ILEE . FHEDOYT A FNDOT T AX A R—ZL>Tr— R RXT 28, AT
ENFET, Ll ASAIMMEEDOY A DAL NR—=ICTF 4 L7 X a—LZ2E 0L TET, T g
L a—h)B—vaitky, rEEELRLCYA bouv—hv T oo % EOVA
WCHFIERRERR 7 — L T 4 LI X EWVWHBIIOT 4 L7 X a— /LR ENR 0 £5, bt
BEHEET A VI ZERUYA MIEET D E, X7+ —<ABRMELET, £/, LOFTHE
FICEENBE LA, o—h T4 L7 EARE LA bOF LB A S 28N L £
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B o~rxz2-5y rssvanERaORE

ATy T

ATy T2

ATvT3

T, Fu—sULF Ly HE MOYA MOFTE SR TOBEHED Sy NE T T RS A
N=PZET BHAHEASNET,

FA FOEENS 70— RET LI, YA FOTLRMEANITEET, Sy 7
Ty T A== A =T —LFE LY A MTHLIHEE. A FOREENS 7 —2 kT 57
WIZ, BMDAN Y 7T T F—=F—=BROH A b bHBERISNET,

Tavrgu—h)B—rart g hOTLRMETN A DEETT, €05 bD1->E X
FaeRETHENTEET,
188 BRI

« Firepower 4100/9300 > ¥ —¥ A—/SAA HF LD ¥ —2 DA M ID #RELE T,

cRDKLNT T 47 BATZ, a—hVE— a2 AR—FLTWERA NATEB LW
PAT "7 4> 27, SCTPHMESNI- NG T4 v o, T3 AFT—avfiGr=x,

FIE

7T AL DEREE— FefInLET,
cluster group name

&1

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

KOXIICT 4L EZa—R)¥B—varrfpr2—7ILET,
director-localization
A FOTLEMEEREZNCLET,

site-redundancy

DANIILRA EZZ ) DT B L VBEHBEREDRE

COFETEH, 2=y "EA L H—T 2 A ADNNVAT=H ) U T ERELET,

el X, BEA L X —T oA RRE MWHUSNDA L Z =T 2 A ADNVAE=F Y T %
TAE=TNMMITHZENTEET, F—FF ¥RV ID, FRITHE—OYEHA X —T = A
AIDEE=HTEET, ~NRAEF=H YU TIEVLAN Y 7 A4 &2 —T7 = A A, F7201% VNI
RBVIZR EDRMEA v F—T oA ATIEFEITSINETA, 7 T7AZHIEY) o DE=2) 7
IIRETEETA, ZOY U ZITHICE=ZINTWVWET,
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ATy

ATy T2

ATvT3

o~z x=syvossvanassont

FIE

7T AL DREET— FefinLE£d,

cluster group name

JTAL A=y FDONVA F =y VHBRREIRD LI AR~ A X LET,
health-check [holdtime timeout][vss-enabled]

1 -

ciscoasa(cfg-cluster)# health-check holdtime 5

holdime %, ==y FhOD/"—h E—F AT —Z 2 XA v —VOMEEZEELET, fFETES
HPHIX 3 ~45K T, T 74V MI3IRTT,

2=y NONVAZMERT D72, ASA DV TAK 2=y MIZ T RAZHIHY 7 CTiio =
=y M= E— b Ay tE—VZEELET, 2=y FBIRERKENIZET 2=y M D
N—RhE—h Ay E—VEZELRVEAIX, TOET 2=y MIUSEREREITT v Rk
BE L R722 S F T, EtherChannel & LT T A ZHIHY o7 2% E L (HELE) . VSS 71T
VPC ST IZHEE L TV D34, vss-enabled 7' 3 & A 32— T WM T D HLERNH L HE0H
DET, —EDAAL v FTIL, VSSVWPC D 1 D= "R ¥ v h X7 F-I13EET 5
L. FDORA T ITHEEHGE S 7z EtherChannel A > /3— A U F—T = A AN ASAIZXLTT v
THRETHLIIICARZETN, IN6DOA L Z—T A RAIAAL v TFUO NT 7 4 v 7 %
L CWEH A, ASAholdtime timeout Z KV ME (0.8 F072 &) IZF%E L72HE . ASADFR- T
TAZIMBEIBRENDAREMERH Y | ASAITF—TT 747 A vt =2 INL0NT N
@ EtherChannel f & % —7 = A AITiE[E L E T, vss-enabled &1 x—7 /L (%)) 1T 5 &,
ASA (L7 Z AZ Y > 7 NOF T D EtherChannel f > % —7 = A A LIZXF—TT 747
Ave—TET7T9T 40T LT, D Eb1oDAAL v TFNINEZETCELLIICLE
7

AP D "NARRYER (L2137 =% 4 X2 —7 =4 ZADOEN/HIFR, ASA. Firepower
4100/9300 ¥ ¥ —3, FRIFAAL vTF EOA ¥ —T = A4 ZADOF MU/, VSS F 721 vPC
BT AL T OB &21T9 & &L, ~NAT =y 7 e Bz L, Bk LizA
V=T 2 A ADFT=L Y T HIHIZ L TLZEV (no health-check monitor-interface)
FARBYOEENRFET LT, 274 Fal—va BERTRTCO=y MIFE#IEE
O, ~NVAF =y ViR EBEA R—T M TEET,

AVE—=T 2 A ATA LU E—=T 2 A ANVATF 2y 7 HRO LI ITENMELET,

nohealth-checkmonitor-interface [interface _id | service-application]

1

ciscoasa(cfg-cluster)# no health-check monitor-interface port-channell

A LB =T 2 A AD~NNVAF 2o 73 o I7EErE=X LET, BEDOHREA X —T7 A
ZDTRTOPEA— "B, FEOZ=v M FTIEEENRAE LD, o=y F EORET
REALVH =T 2 A ARATT IV T4 T R —=ERBDIEE., TO2=y MIZ TRAZMLHIBREN
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B o~rxz2-5y rssvanERaORE

ATvT4

F9, ASAVR AU RE T TRAEANLHIRT S ETORIT, AV ¥ —T 2 ADEALT L, *
D= DBFENLIESHR A L NTHAHD, FRFT7 TAFIIBMLL D E L TWAMNT Lo TR
AN/ S

TNV T, "NAF 2w 73T RTCOA U H—T =2 ATA RX—T W/ >TNET,
Zoavry Ron BRAEEHLTT =70 (%) (CT5ZnTEET, &2,

BHA L H—T oA Rp | MWBLUNDA LV E—T 2 A ADNNVAE=H Y T 5T 48 —T
JMZTBHZENTEET, ~NAE=HY U TIIVLAN YT A o F—T = A A F721% VNI
RBVIZ EORIEA V H—T = A ATIEETESNERF AL, 7 T7AZGY D=8 7
ERETEEEAL, 2OV U ZITFIZE=F SN TWET, service-application % 51 L T,

Fal—Z TV r—arDE=ZY T EEMNELET,

IO NARRYER (22137 =% 42 —7 =4 ZDOEN/HIFR, ASA. Firepower
4100/9300 > ¥ —3, FRIEIAAL v TF EOA U F—T =4 2OF /ML, VSS F721E vPC
BT DAL v FOBMN) 179 & EITIE, ~VA F = v ZHEEZEDNZL (no
health-check) . MEZMLL7-A v X —T oA ADET=F Y U T HEHIC LTIV, FRE
CVOEFEMNETLT, I 7 4Fa2lb—ya lEBERTATCO=y MZE#IENES, ~L
A Fxy VJHEEZHEA R—T M TEET,

NVAF oy 7 RGO HBEIHES 7 7 AARECZRDLIICH AL~ AL ALET,

health-check {data-interface | cluster-interface | system} auto-rejoin [unlimited | auto_rejoin_max)]
auto_rejoin_interval auto_rejoin_interval variation

e system : =7 —O HE AR EEZHRELET, NEHOEEIE, 77V r—va v
FHIOZA LT TN, FELET SV r—vay A7—FARERHD £7,

« unlimited : (cluster-interface 5 7 /L ) A O TR ZHIFE L £ A,

* auto-rejoin-max : FHGE A OFATEIE A 0 ~ 65535 OFPFHOEICRE L T, 0&BEETH &
HENEAE AR/ 0 97, data-interface 33 1. O system D7 7 4 /L h £ 3 T,

s auto_rejoin_interval : FAEAAITOMMEE 2 ~ 60 OFIPHOSHAL TER LE T, 7 7 4/L
MEIZS 5 TY, 77 A ~OFMEGEL=y FRRITT 2R RKEFHRFRIT. Hik DR
N5 14,400 SR BATHET,

s auto_rejoin_interval variation : FRZ M EEE0EINEERLE T, 1 ~3 D& THE
ZRELET QA8 L, 2: BEATOMBEO2F5, 3 ERTORRO3E) . 2L 2,
MlR% 5 3 ICRE L, Z0% 2 ICRE LILmald, AIORATH 5 2tk 2 [BIH ORITH
10 55%% (2x5) . 3BEHORITA 2055 2x10) L7220 ET, 774/ MElE, 772
B AUBE=T A ADHFEIFL, T—F A E =T 2 A ZABIOVAT AOREIL2 T
R

1 -

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

ATYTE ASANA U A —T oA ADEELRRL, 2=y bR T TRAEZNLHIBREND ETOT AT

AR ZBE L ET,
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ATvT6

BEROBAMEs LU 524 TP EROEENEE [

health-check monitor-interface debounce-time ms

51

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

T8N 2 AL 300 ~ 9000 ms DFIFH DM ZFHE L ET, 7 7 4/ ML 500ms TI, A%
INELTDHE, AV F—T oA ADEELZ LV HHEICHRETEET, TV RARFRZEL T
L, BHMHOMREENELS RDZLICEBEL T EEWN, A/ V2 —T A AAT—H ADKE
FRBETHE, ASAIL, AV F—T oA AZFEELLTy—F T La=y N7 T AH)
LHIFRESN D £T, FEESNIRR (V%) HELET,

VX —IVDNNVAF ey VMRERELET,
app-agent heartbeat [interval ms] [retry-count number]

&1

ciscoasa(cfg-cluster)# app-agent heartbeat interval 300
ASA IR A R @ Firepower ¥ ¥ — DNy 7 FL—2Z LCHEETEDANEI D ET oy
7 LET,

e interval ms : />— bk B — M OFFEIFRE % 100 ~ 6000 ms OHELFH D 100 OfEEEAL TRIE L
F9., 774/ M 1000 ms TT,

* retry-count number : FRIT ORI E 1 ~ 30 OFFHADEICRE L T, 7 7 4V hORIT
[E350% 3 [T,

EROBIMELVI SRS TCPERDELZEDRTE

ATvT1

ATy T2

OB ERECTEET, TCPHHD Y 7 AXEHOBIEZHMEL T, T4 LT H /Ny
77 v 7 7 a—{EROEEIC X D EFEHEAE T v —(CBET 5 [REREE) ZHRTE
FT, THAVIEINR I T T Ta—DpMERINBENZE =y DBRRTBH5EIT. Fh b
D7 —%BEETLZLIXTEEEA, FRRIC, 70 —Z2ERT D01 N T 7 1 v 7 DRlD=
=y MIHREBEENLIGAE. MNnEEETS 2 I3 TEEHA, TCPD T v & MMt &
D877 427D TCP OBHDOBIEZGMELRNE D ICTD2MERH Y £7,

FIE

7T AL DFREE— FefinLET,
cluster group name

(A7 a) TCP 77 4 v 7 O#EROFBS e AL L £ T,
conn-rebalance [frequency seconds)

1 :
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B /525 o0—=zcu7 08x

ATvT3

ciscoasa(cfg-cluster)# conn-rebalance frequency 60

Zoa<wy NI, T4V EITT 42— N2> T0ET, HIMEENTWBEHEIL. ASA
TR A ERNC AR L, 3 LW O AR 2 AR O T S A AN DARAM DT /34 AT
BEILEd, AMEREZ ST LMEZ. 1~ 360 BO®HNTIEELET, T 74+ IS5
BWTd,

B ME RAR e IR L TEER OO BARE LW T E3W, BRdH A Dy TFAH
AT A HOHM TE A,

TCP #ft D 7 7 A X HBOIRIE % ML LE T,

cluster replication delay seconds {http | match tcp {host ip_address | ip_address mask | any | any4 |
any6} [{eq | It | gt} port] {host ip _address | ip_address mask | any | any4 | any6} [{eq | It | gt} port]}

% -

ciscoasa(config)# cluster replication delay 15 match tcp any any eq ftp
ciscoasa(config)# cluster replication delay 15 http

1~ 15 OFIPHTHEZE LE T, http BIEILT 7 4V MZE D SPMELTHEDICRD F
7

HSRE JA—FEEYTF L DETE

LISPO N7 7 4 v 7 #BELT, V=BV A MNEEBET LRIV e— )T 0 26480
IZTEFET,

LISP A VAR 3 2[2DVT

LISP -2\ T

LISP N7 74 v 7 BREBETHZLET, A4 MO —DFE VT 4 AN TEET,

VMware VMotion 72 E DT — o X — (i~ v DEL Y T 412 X>T, h—F 7 747
v OB AT S RIS, T2 —REBEITEEd, 2ok kT —F
Z—=P—=NEEYT 4 &2V R— T DI, = "OBERFICT—S~DAT)— &L —
ANHHHTEHNENDH Y £, Cisco Locator/ID Separation Protocol (LISP) D7 —F7 7 F ¢
X, 734 A ID, DF V=2 RRA 2 MID (BID) #ZDWAT, 20V V—FT 47 alr—
% (RLOC) B2 0DRRDF LN T A=l b—"OBITE7 74Tk
WXL CEBIICLET, 72& 21X, T—BFH LW BEi L, 7 747 > b3 —IC
NI T4y 7 &BEETDHE, V—FITHLWEC NI 70 v 720 XA L7 FLET,

LISP CiX, LISP ®{Jj > b b—% (ETR) . AJjh>xr—% (ITR) . 77 —A K
Ry n—4, <7 VLN (MR) . BEO~y 7 H— (MS) REOHDH—EDT—
JNZBWTN—F L —"BRETT, T—"PRRIONL— X TR I TND Z 2 —0D
Tr—ARNKRY T N—EREHNTHE, FOL—FFIMOTRTONL—F LF—ZX—2 %
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ASA LISP D 7R — b

LISPDIA FZA

ASA LISP D 524

asausp oyt—

FHL, 77947 MCERESNTWAITIRD N 7 4 v 7 2RATZIELTH 7B L., ¥
LW — RO ETE 2 LI LET,

ASA X LISP BIR A FATLERAN, HITOETIZOWTLISP N7 7 4 v 7 &L, ¥ —
AVARIR I FAZY  TERAIEDT-OIZZ O HRAETEH TE £7, LISP OfEEZITHORNE

Y= BF LY A MIBET L, T T4 v 73D T rn—F—F—0RbVIZ, HL
PA R TASA 7 T AH AL R—|C @@iﬁ:%UAMAiﬁw#4MDMAK%§74y
7 HERE L, 0%, B ASA I —NICBIET LD R T 74 v 7 EBH LA Mk
DIRTENDVET, ZONT T4y 7 Tu— imﬁfi&<\fbmyﬁ%:V7Jit
X N7 V=27 EEERET,

LISP ALY, ASA 7 T AKX AL _—X, HBHIDOKR Y7 —4 L ETR £/ ITR [T
DELY SNABLISP hT 7 4 w7 2BEL., 7a—0OfEEZ2H LW A NMIEFEcxE9,

cASA U TAH AUNR—F, YA hOT77—A Ky )—% L ITR £721L ETR DI
FHELTWAIRERSH Y £, ASA 7 T AXHIEREIEE I AL v DT 7 —A Ky
N—RIZTHZ LT TEER A,

-%i\/\%&éht7m DOIHNYR—FENFET, —mfbshizr7a—, PEo#shizr
iti@ﬁ@iw/b CELTCWS 7 —3H LA —F—IcBEhShEtA, F

Aﬁéht7m VIR TOF TR —RB T a—%EHA L TWAHEL ASAIZE - T

%ﬁénfwémp&k@77)&—y3/#ain1wi¢o

c VT ARIILAXIBLN4D 7 u—REABENSE L5 T, —HoT Y r—3 9
YT A RRDN D AREMEDR DY T,

IO 7 0 —F RIXE PR AR AR TR T B —0%A, A —F—0B8hia H Tk
WAREEMERH W 9, A AT v a v R U—ERET D L X, ZOBRETYHR— |
SNDINT T4 v I DEATEHGIETEES, £/, 7r—FE VT 4 ZRARR T
T4y ICHIRTHLERH D T,

Z OMEEIZIE, HEOMEICBERT 2R ENSTENTVET (ZNHIZOVTITRTIOE
THHALET) .

1. (EE) AANEREFF—IPT RLRICHES S BASTZREID O#IIRE : HH0R Y 7 L—
X, ASA V7 T AZ PG L TCWRWEARA NEIZR Yy NI —ZI|ZEID@HMA vE—T%
EETIHHERDLVET, 20D, VI AZICEET L —"FEIdxy NU—27 DR
WCEID Z#HIfRC&x E9, 7mExiX, 72 T7AZN2O00% A FOHRIZHEE L TW\523, LISP
MW3IODY A NTEITSNTWDIEEIT, 7T AXIZHE LTS 2 250% 4 MIxtLT
DHEID &0 5 MENRH Y £7,

2. LISPhNT7 7490 DA AR gy : ASAIEL, 77 —A MAKAy 7 L—H L ITR £7-1%
ETR I CEESND EID @A v E—IIZ% L, UDPAR— 4342 EOLISP F T 7 4 v
7 EiAELET, ASAlX. EID &V A ~ ID ZBEMT 5 EID T — 7V EHRE L ET, 7=
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B usprozxxsvaone

X, 77— ANKRY T NN—FDXEILIPT R AL ITR £72IXETR D% T R LA
TLISP N7 7 4 v 7 AT D2 MENHY £, LISP N7 7 4 v 73T 1 L7 ZHE|
DUTHATEOT, LISP b7 7 4 v 2 AEIZZ 7 XL REOIFICBIN LN &ITHE
BELTLEEN,

3. BESKhE NI 7497 TCO7r—FE YT 4 2HAMNITHYI—EZXRY o—: EU%

2T VTF AN N T T 4w 7 T70—F YT 28N THLENRNLY 3, 2L 2
L., 7 — B UT 4 HHITPS NI 7 4 v DH, FTRIIFEEDT—R"~D T 7 4 v
7 OIHHIRTE £T,

4. YA FID:ASAIT, £V TAF 2=y O A FIDEFEHLTHLWITEELZEELE

B

SN

5, 70— VT4 EAR—TNITEEODITAZL~YVERE : 7a—FE U T 115,

JIGAR LXUVTHENCTLHIHENHYD T, 20X /A 7YV EZ #FEHT5 2
LT BEDITAD NI T 4 P FERIT IV A= g LT e—E ) T 4 &
RICH S E I ESC TE £,

LSP A Y ARSZ L 3 VDHRE

ATy T

LISPO NI 7 4 v 7 #BELT, =BV A MNHEBET IRV e— )T 0268
I CTEET,

15 eH B HIIC
* Firepower 4100/9300 ¥ ¥ —3 A— "N AHF LD ¥ — D% A M ID ZHELET,
CLISPONT 74w IIXT 7AN A ANRT v ay NI T 40 7T ATEENRN
D, ZOFNEDO—HEL LTLISPD FT7 7 4 v 7 HIZHIO I T RAZRET HLENH Y £
R

FIE

(EE) LISPA VAT v a <o T HZRTELT, IPT FLAIZESWTHREFADEID %
MR L, LISP OFFikAF—Z2RELET,
a) PEIE ACL Z1ERL L E 3, 4645 1P 7 R L ADILM EID $lAAR T FL A LA SNET,

access list eid_acl nameextended permit ip source_address mask destination_address mask

IPv4 ACL B EZTNIPv6 ACL ® EH 5128 %0 L TWE T, 5 72 access-list extended DA%
LIZDOWNWTIE, a~vwr R U 77 L RAERBLTIE N,

b) LISPA AT v ar v~y T affliL, "I A—% F—RNIIBITLET,
policy-map type inspect lisp inspect_map name
parameters

c) TERL72 ACL Z##BI LT, FFrfsN/=EID 2 E&F L F T,
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usp 1 vz~ avonzE |

allowed-eid access-list eid acl name

Ty —ANKRy T —FFETIIITRETR X, ASA 7 7 AXZ DL L TCWRWER R Mz
Ry FU—ZICEIDHHAIA v E—VE2FET LI ENRHVET, 2D, 7T AKX
B#d 2— NFEIRy N —Z ORIZEID 2HIBTEE3, L2 7T AZN2
SOV A FOIIEG L THWAN, LISPR3ODH A hTEITSNTWHEAIL. 7T A
ZIZBEELTND 200 A M LTOAEID 25D 0LERH Y £,

d) KEILUT, FRiEEAEXF—Z2 AL ET,
validate-key % —

1

ciscoasa(config)# access-list TRACKED EID LISP extended permit ip any 10.10.10.0
255.255.255.0

ciscoasa(config)# policy-map type inspect lisp LISP_EID INSPECT

ciscoasa (config-pmap) # parameters

ciscoasa(config-pmap-p)# allowed-eid access-list TRACKED EID LISP

ciscoasa (config-pmap-p)# validate-key MadMaxShinyandChrome

Ty—A LRy T —H LR~ | 4342 D ITR £721X ETR OO UDP k7 7 4 >~ 7 & LISP
A UART g DRRIE,
a) MWEACLAZHRELTCLISPD T 74 v 7 2R ELET,

access list inspect_acl nameextended permit udp source_address mask destination_address mask
eq 4342

UDP 7N— | 4342 45 €T D ME R H Y £9, IPv4 ACL B LU IPV6 ACL D EH HIZ 6%t
Wi L CWET, B 72 access-list extended DT DWW TIX, 2~ R U 77 L 2aH
BLTSIZEN,

b) ACLDZV 7 A~y 7 Z2ERLET,
class-map inspect_class_name
match access-list inspect_acl name

c) RIv—~v7 VIR THEEL, 7 a DLISPA VAR v ary~vy Tk
AL TA AR a2kl Y—ERARY —% A o F—T oA AW L %
T FHThND) .
policy-map policy map name
class inspect _class_name
inspect lisp [inspect map name)
service-policy policy map name {global | interface ifc_name}

BEFEOV—E R R —b 5581, BEORY v — <~y 7R ER/ELET, 774/
N, ASAlZiZ global policy EFHENH 7 — LR U —RNEENTNDHED, T u—
VR Y —D&AHIERELET, RN v—% 7 a— VUi LaeWigEaix, A2 —
Tz A AT LI OO —EZARY =% FT 52 b TEET, LISPA AT Ty
N MG N T 7 4 v 7 \Z#EAT 570, BEILEEEDH T DA 2 —7 =4 R
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B
axX ;&

P —ER RN —ZEATAHALEIHVETA, VT T4 IBRBMBFRDT TR~
=BT 256, RVv—~v72@HTAHA L ZA—T =2 ACADERIIHFETDH T
T4 T DT RTNEELEZ T ET,

51 -

ciscoasa(config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eq 4342

ciscoasa(config)# class-map LISP_CLASS

ciscoasa (config-cmap) # match access-list LISP_ACL

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap) # class LISP CLASS

ciscoasa(config-pmap-c)# inspect lisp LISP_EID INSPECT

ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASAIX, 77 =AM ARy T N—% L ITR F7-IZETR O CTEEINAEID#EMAA vE—TD
LISP T 7 4 v 7 %#ELET, ASAlX. EID &% |~ ID Z B8 ST % EID 7 — 7 /L & {5
Li—a—o

NS 74wy 753 ADTa— FE YT 0 #HLLET,
a) LR ACL ZiXE LT, =0 Y A NE2EETH L X2, et 4 MIEE YT
HEDAATVT ANV T T 4w 7 BRELET,

access list flow acl nameextended permit udp source address mask destination address maskeq
port

IPv4 ACL B L OVNIPVv6 ACL O 8B HITH %G L TWET, B 72 access-list extended D
LIZHONWTiE, av > R 77 L ZAZ2ZRLTLEIN, 7r—FE U7 4%, EY
FAIVT L AN RN T T 4 I L TA F—TNWMCT HRERDY £, 72L& 23,
Ju— b UT 4% HTTPS b T 7 4 v 7 DI, £ EDY—_"~D KT T 4 v 7D
IZHIRTE ET,

b) ACLDZ 7 A~y 7a2ELET,
class-map flow_map name
match access-list flow_acl name
¢) LISPA Y ANT v ar b LIERLRY =<7 Tn—=2 72~y T2EEL
T, 7n—0ELY 71 2HMELET
policy-map policy map name
class flow_map name

cluster flow-mobility lisp

B -

ciscoasa (config)# access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0
255.255.255.0 eq https

ciscoasa(config)# class-map IMPORTANT-FLOWS-MAP

ciscoasa(config)# match access-1list IMPORTANT-FLOWS

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap)# class IMPORTANT-FLOWS-MAP
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usp 1 vz~ avonzE |

ciscoasa(config-pmap-c)# cluster flow-mobility lisp

JITAB IN—TF ar 7 4 Falb—varE—RIBTL, 7 7AL4D70—DFEL )T 4
AL ET,

cluster group name

flow-mobility lisp

ZOFFT O EZIIY, Tu—FE YT 4 OFMEREMEEZHEICATAE T,

151
WIZHl R L ET,
« EID % 10.10.10.024 %~ +F U —2 L@ EID IZHIFE L %9,

+ 192.168.50.89 (NHE) (235 LISP /L —& & 192.168.10.8 (B ASA A > #—7 =
A A F) IZHDITR E/-IZETR V—Z OO LISP 5 7 ¢ v 27 (UDP4342) %
WA LET,

« HTTPS Z i fi L C 10.10.10.0/24 DY — NTEE SN TR TONTH T 7 4 v 7
WZRLTC7e— YT 40 Z2H9L L £7,

cJFGAZTHLTTH— YT 4 2 A F—T M LET,

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID INSPECT
parameters
allowed-eid access-list TRACKED EID LISP
validate-key MadMaxShinyandChrome
|
access-list LISP ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eq 4342
class-map LISP CLASS
match access-list LISP_ACL
policy-map INSIDE POLICY
class LISP _CLASS
inspect lisp LISP EID INSPECT
service-policy INSIDE POLICY interface inside
|
access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eq https
class-map IMPORTANT-FLOWS-MAP
match access-list IMPORTANT-FLOWS
policy-map INSIDE POLICY
class IMPORTANT-FLOWS-MAP
cluster flow-mobility lisp
|
cluster group clusterl
flow-mobility lisp
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SEREIY 4 FE VPN DEETE

T 74 M TIEL, ASA 7 7 A X FEFRIY A NEH VPN E— REFEHLES, 7722V 7
DOYLEMEZIERT 572012, H#AY 4 N VPNE— FE2 AN TEEd, Z0E— FTiL,
S2S IPsec IKEv2 VPN 84§53 ASA 77 T AKX DA U R—BRIZpHESNE T, JTAXD AV
IN—2{RIZ VPN 85t & 0§52 & T, 7 T AXORFREEAV—Tv sOli )5 & i KIRIZHE
HAT& 5720, E£H8 VPN O#RER B 2 CTRIEIZ VPN R — h &2 JEIETE 9,

DEEY A FREIVPN IZDULNT

ECE VPN 5D R E
STBUM VPN B— RTHEITT D L, IROBREIDR T T AKX A R—ZE8ETonET,

T IT AT By var A —F— B EZE L=y b ANy IT v
v arETIT 4T By va BT LI2=y b, A—F—I%, IKE & IPsec ki
TV, BIOZEUGICHEEMTONTTXTO NI 7 4 v Gy, 882ty aro
WREZMEFEL . X7 v FEELL $9,

NI T T vwaryAd—F— BEOT I T 4T By a DR IT Ty
a EMBL TS =y b, BIRESNTANY Ty TRIGIZ Lo TIX, T T 4T
tyvarA—F—¢RICYYy—YANOZ=y N, ELITHOY Y —NO2=> N TH
HAREMENR DV ET, T/T 47 vy ay —F—ICEERKETLE, No Ty
Tviar A —F—NT T4 T Eyary A—F =RV, LAy I T v
Ty varPiloa=y NTHLINET,

¢« 7 U—HX VPN g ZB#EMTONTZ RN T 740 v 7B VPN Yy a v EFTA L
T\ =y MIEEINEEES, F0O2=y MNIVPNEy I a ZFTA LTS A
VRN T T 4y T HERET B 72T Cluster Control Link (CCL) Zf#HEHA L £,

cF =T ARL—=F =T AL —F (LI TAIDIAZ— ) —R) X, TIT747
Ty a O (ASR) ZFEITT LS, BEIT ot v v a v EXOBEEAFRET
DEENDY EF, A—T AP —=FF, =T = AN=XIINEty T a &AL —
YICBE3TOEREFMELET, AUA"—XT, BTRIBEICE -ty v a VEERE
LT, A= A L= IUEEIRLET,

DEEIVPN £y L a oD

SERU S2S VPN & v o a ik, IROEMENRH Y £9°, TNLIA DA, VPN ##5i1L. ASA
7T AH BIZRWEEICEEEET D X O WCEMEL 9,

VPNt v aid, Eyiary LUL T IAXBRIIOBENET, 2F0. 15D
VPN ikt L, RIL27 T A% A NR—=0NIKEBEX N IPsec b b e, TDT_TH
NI T4 ERBELET, VPN gy h T 74w N, ZFOVPNE Y 3 &0
ALTWRWT FAZ AUN—ZEFEINTZSEAE, VT 74y 71X VPN By v a U ET
HLTWDZ TFAE AU N—Cliik &N ET,
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VPN E v 3 ilid, Z7I9RAEZRKRT—EEDEy a L DBEHVET, By g ID
ZHEALTC, bT 74 v 7 BREEE N, IBEOIREN ThIL, IKER T T — g VN5
TLET,

*S2SVPNNT 7o K AR—IJHERTIX, 2774 T bW ASA 7 T AZ BN L TRt 5
BE (AT V=T EMENS) | WiATAEYyvar T4 v T Ay T
VNI T 4o BB TASE A N—EIZHDRREENDH Y FT,

Ny I T yrarEilory—yDbXa )T 4 BV 2a—MZEN YU THEIIT

FORTHZENTEET, ZhICEY, vy —voEELZHIELET, F2iE, 77 R%F
WNOEED ) — RNy I T o7 yvrarzZEnUCri b TEET, ZNIE/ —F
DEEDOHLERIELET, 7T AXICY Yy —IR20H58A81E, VE—F vy —2 Ry
7T T EM R L ET,

o 3 ER S2S VPN & — R Cid IKEvV2 IPsec S2S VPN O &3 9" — k &4, IKEvl XA — b
SNTWERA, IKEv] 828 1%, A VPN £— R THR— SN TWET,

e BEX2 VT 4 BV a—IUE, 6 DDA NI DK 36,000 D v g Tk
L. ®K6,000DVPNEYyarZ2hR—-—FLET, 7T7AX AL NN=THR—-FrZH
HDEBEOEYyva BT, Ty b r—LORE, BIvYTonNT AR, 2T
XARNTEDY V—REETCIZL - TIRFE Y 7, FEHENHIREISIWVSGS, &7 7
AL 2=y NTRREEIZELTVWRITH, By va Vv OFERPRERRT 52 E083H0 %
T UL TIT 47 By arOEID Y THRNMNEAL v F U 72K o TRIE S,

Ny T o7 eyrarOB VY THRNEI FALZ T ZALNTL>THREINDTZ
OTY, BRI, HELEEHRE L, AR T D AN—2AZMRTHZ N
HEREINET,

DSR4 FOHELE VPN DAL

x®2:

ARk 57ERE VPN

AU NR—DEE | ZOEENEELIZA A= EDOTXTOT 7T 47Ty ia s,
BIDAIN—ED) NI T Ty ral BT 7T 4712720, Ny
IT Ty a Iy Ty TEIKICE S TRl = MZEEI Y
TINET,
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ARk

2HE VPN

Uy —UEE

VE=hIYy =y RNy 77 vy TEBRPMER S TO 250, BENREEL
vy =V EOTRTCOT I/ T4 7Ty a il (o —ro
AUN—=ED) Ny T w7y varBNT 7747 IR0 ET, 2=
"R END E, TNODBET 7T 4 7y v a Alktd .3y
Ty varh, BRINTEYy =T DAN—ICHEED S TINE
R

7Ty N Ryl T oy TEENER SN TWAEE, T7/T7 47 By ia
VENRY I T T vy a D EREEORA LYy —v EICH D
L BRI ENE T, oYy =T DA NR— RNy I T v Ty
varRneLET I T4 Ty aixT T, IOy a il T 4 —
Ny 7 LET, HiLWARY I Ty Ty vaid, BELTWDL Y v —
TNORID A L R—=ZEID B THNET,

U TAR A
N—=DIT VT 4
71k

T I T 4T TCNDYT TAE AL N—= DT XTOT VT 47 Y
va i, BIOALNR—=ED) N 2T o T a DT IT 4
TN Ry T TS TRID =y NIy 7T v Yy
ariEmED Y TLET,

JTAHE A
N—DZN

VPN 7 5 A% F— RRSEHRICERESNTWVWRWEGEAS, vAX— 2=
MI®E— REFEEAZZERLET,

VPN E— RICHEN D 256, XL RTAEEER b~ T2856. 7T A
H A UNR=IZNE, BEOBMEDRNTT /T4 7Ty ar eI Ty
Ty arnNEDYTHENET,

BRE

WD HE A T OBAEIL., SEAIS2SVPNE— RTIEVR— FERTW AW, 238>

TWET,
« CTIQBE
« DCERPC

« H323, H225, B XU RAS

* [PSec /N A A JL—

* MGCP

* MMP

* NetBIOS
* PPTP

* RADIUS
* RSH
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« RTSP
« SCCP (Skinny)
* SUNRPC

« TETP

« WAAS

« WCCP

« XDMCP

IPsec IKEv2 D=
IKEv2 1%, 48 S2S VPN E— R CIIRD L H ICEF ENF 7,

IP/AR— K ZTNAOROVIZIDBMERASINET, ZHUTED ., X7y FO@EERERED R
By BEOMO T T AL A R_— EICHDA[REMNH D LRIORRD 7 ) — 7 v 73]
BIZ72 D F9,

s H—DIKEV2 £ v a &35 (SPD @Bl %, a—H IV TEREINTZT VZ L7
8N4 FDIET, 7 T AXBIKT—ETY, SPLIZIX, XA LR LT LT TAE X
N—=ID BNHHIAENTWET, IKEFR I T —1 gy 7y hOZERIZ, A 5 AH
VTERNTTTAE ANR—ID OF = JIZRRTHE, Ry MR ey S, B
HERT A v E—UNaINET,

-NAT TARAVZ—=2a VNI TAL A= THEEND Z LT > TRELARWE
N IKEV2 VBN SjvE Lz, #HTLWASPSE R A A > CTdh % cluster_isakmp_redirect,
:FQJZU/I/H/W;* IKEV2 WAL H—T 2 ATHMZ > TV DGRBS ET,
JL— L EHEFRT 5 121E, show asp table classify domain cluster_isakmp_redirect =~ > N %
FEHLET,

HR— bk ETI

I VPN THR— kSN HMeE—DF /3A AL, Firepower 9300 T3, i VPN (3K 2
ODV X —TEVR—FLTED, £ ¥ —lI 1o, 22, FHE350F=2V T 4
Va—ABHVET, HFUr—VTRRIBOEX 2V T 4 EV 2V ERETHIENTE
ETN, BEROEAHESE L TV ET,

T7AT7 94— E—F
SEAIS2SVPN IZ, —F v K E— R TOHYFR— SN TWET,

AVTHFERNE—F

SR S2SVPN IZ, v 7L av T XA F— FBLOR~ALF a0 THF A F— ROl
TEELEY, 277L, L F avTFXFANE—RTIE, 72775747 By ar oFEMmAIT
ALTFHRAR LAULTIERLS VAT A LNATITbRET, ZhIcky, arFF 2 M
BT ONTET 7T 47 vy var iy, Biebar a2 MIEENTONET 7T 40 Ty
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varaaglys I AL AUN—IIBE L, THETICRRA TRERANSRAET L0 E E
TO

N FRLSEY T«
WOMEEICE Y, X2 VT 4 BV a— LV ERIIT v — L OHE—EEICHT A E SRS
nEJ,
AEEDOY =V EDO I T RAIRNIIHIHNDE X2V T 4 F 2R I T v T ENTE
VPNt v a i, Ex=2U7 4 EV2— LOBECHIHERH D £,

DT =Ny T IR VPN By v a U, Ty — Y OEEICIHMERH Y F
ﬁqo

¢« JTAL AL —|L, VPNS2S v v a v zkH) L ELETXET,

7T AENEETHRNBMOEERN R AT BE, 777407 vy a7 v 7y
varOmFNREEDORE L2y MIHDLEA. EnkKbn s RN H v £5,

VPN 7 722 &= ROEML, 7T A% A A—D)r—F BROZOMOTFHEND

VX —VOEFIRE, AUN—RNEFRIRIETY TAX EHND L &Ity v a v kb
WEIIT, TRTOBRITHITONET, ZNbDX A TOHRETIE, BfE Ty a o

Ny 7Ty T e BHSIT BN T AZICEZ BN TVAIRY . &y a v iTkbhEd
oo TIEDY F AL A NR—TIEERE TN M) =S54, BEO® v a VNIEFIC
s ET,

54+ 32 v9 PAT
SER VPN £— R CITEH T& £H8 A,

CMPv2

CMPV2IDFEAE L F— X737 T AZ AU A—[TRISNET, 27EL, 7 T7AXND~
AL —DIH CMPV2 FEIEE HEIRICFH L CHF—DOFEREZITWET, ~ A X — I FHH
2, ZNHDOH LWIDFEHEE F—2 T _XTDI TAZ A" |ZE#sEET, Z2DX)
LT, 72T AZRNDTXTORA L= CMPV2 FEAZZ R A L CRGEEZITV., Fi2, 7
TDAUN—PN AL —% KT HI LN TEET,

S EEY S2S VPN DA $h1{t

Y

S A FHVPNZ AN LT, VPNE Yy v a D7 722 ) v 7 Otz EH L £,

GE)

VPNE— REEFT L SO TEE T L, BEFEOTXToORy v a rngrshEd,
Ny 7T o7 T—ROEFIIHHT, Tyia i3k T LEEA,

186D HHIIC
I TARIDTXTDAN=ZF Y VT TA R APRESNTODBERD D £,
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&

ATy T2

SHESSVPN £y 3 oEEs [

* S2S VPN REZITHOLERNH Y £,
Fig

JITAZDYAR— 2=y T, VAKX a7 4 Fal—var E—NeaLET,
cluster group name

51

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

Sy S2S VPN 2 A4z L £,

vpn-mode distributed backup flat

E kS

vpn-mode distributed backup remote-chassis

77Ny I T T BT=RNTIE, DT TAL AN IAL N, Ty a VML S
NEF, ZHUTEY, 2= T7 L — FEENORESNE TR, v — UV EEOREIIIRGE
ShEEA,

JE— Moy =3y Ny T v 7 E—RTIE, ZTAZHNORIDY ¥ —3 DA N—|ZAH
Ny va UPBELINET, TR, 2—FET7 L— REF L Oy — TV EEOMm )
iR SNET,

UE— oy —VPRHE—OV v —VBRE (EXRITHER SN2 O E/ZITEEFEORE) T
SNTWDLHE, MOY Yy —URRE SN ETA Y 77 v 7IIMER SN EE A,

&1

ciscoasa(cfg-cluster)# vpn-mode distributed backup remote-chassis

DEEIS2SVPN v > 3 VOEEHR

TIT 47 vy a O (ASR) T, 777 4772 VPNt v v a vV ORWNT 7 A
2 AUNR—2IRICHEEAASNE T, By a OfEE & TOEBRARMEE D=5, ASRIL,
FTRTCODIFGAR ALNR— Ty arONRFURAERATHDRA N =7 4 — T,
BOIRESNDIHEAAT 7 a ko TART U AREMLINET,
FHRAIIWOTHIITTE, V7 I7AXND bR VERRICETTI2LERHY T3, o,
FLWA U N=NT FGRAZIIBIMUTRIZFETTHZ 2R L ET, FEmOEIL, ZFE
L7Z VPNV T AZ AT 52 LT, BELTZVPN Y 7 AX 2%, /— FETIRIERED
TIT 4T Byard ol Ty T vyalnby£9,
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R T oTvwrarnT7 7747 vyrailz, Blo

=R LWy I T v T By a R AT L0ERENET, By
. 77747 ByarORy 7 v TORATE, FOREONY T v ) —RKEICT
7?@¢¢?%£?‘E37757€F/rtfﬂZzyi/za3/0)§&&:ﬁk¢?L/§i7fo (A SENOEBR TRy I T vy
VI=RW™T I T 4Ty arERANTCERVGS, LD/ — RNidky v a rof—F—
DEETT,

YNAFAUTXFANET-RTE, 72747 By va rOFEAMIE, frxoarsEx kb
SNNTEHRLS VAT A LV TONET, 2T HF AR LNV THEITINRWEBIE, &
LHaArTXARNNODT VT 472y rarBNROarTxXANNOIVELI DT 7T 47 &y
VarvEEDRAVANSIIBEBIS, FDOT TR A UN—IZEL OARMDBNPNDH T TT,

1R BHIIZ
cHBAAT VT A BT A EE=FTHEAIE. VAT A el AN LET,
c ZOFNEILZ, FIAZDV AL — ) — R TETTHLERH Y T,

FIE

ATV TN 7T AZNDO~ AL — /— KT show cluster vpn-sessiondb distribution =~ > K& E(T L C,
TIT 47 By vavdRNw Ty a iR TALZERTED LS I ST
DR LET,

1 -

B ERITRO L D ICFREnET,

Member O
Member 1
Member 2

(unit-1-1):
(unit-1-3):
(unit-1-2):

active: 209;
active: 204;
active: 0

backups at:
backups at:

FATIZIE, AN —ID, AV R—%, TI7T747 ovar#, BIUORv I 7o &y
aVPHEETDIAUN=REENTWET, EOBITIE, RO X IZHERDFEARILE

T

e AU N—0IZIF20DT VT 4 T By arRiH, 11Oy g ATl A— 11T
NPT o TEN, OBy g NIANRNR=2IRNy I T v FENET,

e AU NR—1IZF20 DT VT 47T By aryBndHD, 108Dy g AL N—01T
NI T o TEN, 6Dy g AFIANR=21I 07T v FENET,

CAUNRZFT I T4 T By ar NN, FTAX AT ID ) — ROty
arENIT T L TWER L, TORA NIRRT T AZIIBIMLUE Lz,

AT w72 cluster redistribute vpn-sessiondb =~ > K& 4T L £,
Zoaxry RiE, Ny 2770 FTETHICAEICEY £F (Ay =Y RLT)
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k757192 vn—2% ]

BEAAT Ay a OB E 7 TAXOARIIIG LT, TR N2 2 EnH 0
T, AEAT 7T A ET A BRETEE, OT7L—X (BXORZ ZITIZFR STV MV
DY AT LOFEM) % &L Syslog MRl vE T,

Syslog 7 L—X 3

VPN session redistribution started < AH— DI

Sent request to move number sessions from orig-member-name | < Z X — D Fx
to dest-member-name

Failed to send session redistribution message to member-name | Z 4% — @D Jx

Received request to move number sessions from AL —T DI
orig-member-name to dest-member-name

Moved number sessions to member-name LHIfTE 7 T ARZIIBENLT-T 7
T47 By va 0,

Failed to receive session move response from dest-member-name | < 2 % — D

VPN session completed VAL — DI

Cluster topology change detected. VPN session redistribution
aborted.

AT w73 show cluster vpn distribution D) ZHEH LT, BEAT 77 4 €7 4 OFfEREHB L ET,

ETIT4THAN—IZEB

N

IGABDIET VT 4 TIRANAN=ICRHIZIE, 75AZ )T a7 4 Xalb— g 3E
BTN, ZOa=y N T I7REZY T H2T 4 E—T M LET,

G¥)

ASA (FENC, T NAF 2w 7 T7—I12L0) FT 7T 471285 E, TTOT—
BAVBE—=TzAANT Yy N ENET, BEHHEHAA X —T 2 A ADHBN T T 1 v
JEEZETEET, M I 747 7u—%H{AIELIE. 7 IAF ) T EBOA R—T
MZLET, F20E, TD2=y b7 TRAXNLERICHIBRELET, BHA VX —T A X
X, TO2=y MBI TAXIP T—ADLZTRMSTZIP T RUAEMH Lol & i & Bk
LV ET, ZEL, Vr—RLTba=y MRV FRAXNTELET 77 4 7 TlI0GE
(7T ABY v TNERIIRIE CREEIRAT LI R E) | BHA V¥ —7 = A 2 TEHI
RVET, ENLUBEOI T 4 X2 b—ra UEEITE, 2y YR — M EEHT D0ENR
HoET,

1R BHEIIZ

s Y — L AR— b EMHATAIMNERHDFET, FTRAZY L TOL F—TNERIETT 4
t—7N%, UE—bF CLIEHNOITY ZEIXTEERA,
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B o ri—ors7iot

ATy T

ATy T2

cwNTF AT HARNE— ROHAIE, ZOFIEEZ AT KFITAN—ATETLET,
FEVAT A a7 4Xalb— 3 = RIZASTWRWEEIE, changeto system =
Y REANLET,

FIE

7T ARDOREE— REBIELET,
cluster group name

1 :

ciscoasa(config)# cluster group podl

JITAREN T RT 4 =T M LET,

noenable

D=y hRvRAE—a2=y b THSTEEIE, LW A X —OBRENFITIA, HID A
VNN AL — 2=y MZR D £

JIAR AT 4 FXab—a VEHERF SN ADT, BT TR T EHREAX—T T
TEET,

AUN—DIETU T4 T4

\}

FEEDOI=y IO AUNRN=%IET 7T 4 71T HI21E, ROFIEEZETLET,

GE)

ASADIET VT 4 72l b e, TRXRTCOT—H A F—T 2 A AR Yy T INET,
BHERA X —T 2 A ADHBN T T 4 v 7 B EZFTEET, VT 74y 7 7u—%HH
SHDIE, VTAZY T HEHORA, X—T M LET, Fhid, TO2=y e T ALMN
LR RICHIBR L ET, BHA LV H—T A AL, TD2=y "BT TAXIP 7= 5%
BofzIP 7 RURAEHEH L CHIEEBEREL RV ET, 2L, Vr—FRLTbx=v
NRT FAZNTELET 7T 4 7 TERWGA (7 T7AZ Y T PEHRRE CRELSRT L
THaRE) | BHA VY —T oA AFEhCRD T, TRLBOary T 4 Xal—va v
EREICIX, 2 Y=V R— b 2T HIHERHY £,

1R BHHIIZ

YNF AT HRARNE—ROEEIE, ZOFIEEZ AT LFITAR—ATEITLET, £72
VAT A a7 4 X2 b— g = RIZAS TWRWEAIL, changeto system =~ > K%
ATTLET,
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FIE

2=y N7 TAZNLHIBRLET,
cluster removeunit unit name

1 -

ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:
asa?2

ciscoasa(config)# cluster remove unit asaZ2

WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

T—=hARNTI T a4 Fal—va3dERINT, vAX— 2=y N bEFZICFEY
NI T4 Fa2l—ra b EFOEFICRDLDT, a7 4F¥al—arvhkbPiiHk
TEDa=y NEHEBMNTEET, vAX— 2=y FEHIRTHEDICAL—T 22w b
TZDavy REANLEGAIRX, FiLWvAY — 2=y ERBREINET,

AU NR—H e —E KR HITIL. cluster remove unit ? & AJ1 957>, show cluster info =1~ >
KEZADLET,

DISRBZANDESM
Doy MRZFRENLEIRENTEE (L 2iE, BERRKELEA L E—T oA ZADH
G FRIFAUNR=EFFETIET 7T 4 7 LTEHES) 1. 7 7 AZICFEHTHSINTHMLE
B0 ET,
1RO BHEIIZ

C I GAEY LT EEA F—T MBI, Ayl R AT ALER D E
T MDA H—T A AF Sy NI ERET,

s VNANTF AT HRRAL T ROBEIE, ZOFIEE VAT LFETAR—ATIETLET,
FREVAT A AT 4FXFalb—ary T RCAS TRV SIE, changeto system =
Y REANLET,

« VT ABZSOFBMNETITT DR, FEENFLESNTNDZ L E2ERLET,

FIE

ATFYT1 2 V—)LT, VIRZ a7 4 FXal—ary ET—REHBLET,

cluster group name
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B <xs-21-vroz=E

ATy T2

1 :

ciscoasa (config)# cluster group podl

TR T A X =T M LET,

enable

v FOZEHE

VAL — 2=y NEERTLREOTIEL, vAX— 2=y NCOTRAX Y T %T 4 E—
T, HILWSAY —DERE o7, 7 T7AX ) T aF{EAR—T VT HIET
T, YAX LT HA=y NEREBICIEET ALENRS LGAIE. ZOHEOFIAEZMFEH L E
T, 7272 L, PREFEEEEOL ST, ZOTFIREFEHL v AY — 2=y NMEHEZIEHT 5
LT RTCOBHEN Fe v 7ENDLZDT, LW AX—a=y b ETE BT 50N
H0FET,

YAZ— A=y FEEETLHITIE, ROFIEZETLET,

1R BHHIIZ

YNF AT HRARN T ROEEIE, ZOFIEEZ AT LFATAR—ATEITLET, £72
VAT A AT 4 X alb—v a3y = RIZAS T RWEATL, changeto system =~ 2 R %
ATTLET,

FIE

rinar=y hEe~vAF—a=y F L LTHELET,
cluster master unit unit name

ciscoasa(config)# cluster master unit asa2

ALY TFGAXIP T RLUASNOEBEENVLEICR ) 3,

ARG T —EFRRT DL, cluster master unit? GRIED 2= M EZRL T XTOLRINFE
REND) & ASIT A0, show cluster info =<2 FE2 AT LET,
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DIREZEERTOIARY FOET

avw Y REI TAFZNOTRTO AN, ETITFFED A U NZEET DI, ROTFIEE
FITLE T, show I~v 0 RETRTDOA LU NR—ICEETHE, TXRTOHNIPIE SN TH
fEDz2=y hDary—IRrINET, (X, vA¥— 2=y FTshow 2 v N%
ANNTDHET TAZBROFFEREZRRTEET, ) TOMOa~2 R, 72 & 2 X capture
Rcopy b, 7 T AZBKTOIATEIEHTEET,

FIE

|/

(il

AR R T RTOANIEELET, 2=y MERELZEAE. FFED A I
SnET,

cluster exec [unit unit name] command

1 -

ciscoasa# cluster exec show xlate

AU NR—Z KRkt HITIL, clusterexecunit? 2 <> REZAST 50 EHEOZ=y FEHEL
TRTOLRTEFRT H8E) . show cluster info =~ RZ AN LET,

1

RLX¥Y 7Ty 77ANET TAZNOTXTOL=y M SFRERFIZ TFTP H—3Z
aA—FBHI20FE, A — 2=y FTROa<w> KE AT LET,

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

BEDPCAP 7 7 A )V (%=2=» hinH 1257 D) BTFTPH—|cabt—snxd,

DX ¥ T TFx 77 A NVAITIEABNIC =y MBS 4, capturel asal.pcap,

capturel_asa2.pcap 72 &L 720 £, ZOFITIE, asal BLWasa2 /87 7 AKX 2= |
4T,

XD cluster exec show memory =~ > RO B TIL, 7 T AZDEA L N—D A E

VIEMNFR RSN TVET,

ciscoasa# cluster exec show memory
unlt_l_l (LOCAL) :~k~k~k~k~k~k~k~k~k~k********************************************

Free memory: 108724634538 bytes (92%)
Used memory: 9410087158 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

UN1t-1-3:ck*kkhkkhkhkhhhkhhhhhhhhhhhhhhhhhhhhkhhkhhkhhkhhkhhkhhkhhkhkhkkkhkkkkkkkxk*

Free memory: 108749922170 bytes (92%)
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Used memory: 9371097334 bytes ( 8%)

Total memory: 118111600640 bytes (100%)

unit_l_Zo*************************************************************

Free memory: 108426753537 bytes (92%)
Used memory: 9697869087 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

Firepower 4100/9300 & v —< TDO ASAD YV S RAFIDE=
21) 2y

U FAZDRELEREE=FBIO NI TN a—T 4 T TEET,

DIARABZBRT—RADE=ZZRY Y
I TAZDREDOET=HF Y 72O TE, ROa~vy REZBLTIESN,
* show cluster info [health], show cluster chassis info

X —1U— R&ZHE L7V T show cluster info =~ > R&EFEITTH L. 77 AXNDT T
DAUIRDAT —HANEREINET,

show cluster info health =< KX, f v X —T7 A A, 2=y FRBLOT T AX KD
BEORELZF R LET,
show cluster info =~ > RIZOWTIZIROHAEZBRL T 7Z&E 0,

asa(config)# show cluster info
Cluster clusterl: On
Interface mode: spanned
This is "unit-1-2" in state MASTER

ID HE

Version : 9.5(2)

Serial No.: FCH183770GD
CCL IP 0 127.2.1.2

CCL MAC : 0015.c500.019f

Last join : 01:18:34 UTC Nov 4 2015
Last leave: N/A
Other members in the cluster:
Unit "unit-1-3" in state SLAVE

ID H

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP 0 127.2.1.3

CCL MAC : 0015.c500.018fF

Last join : 20:29:57 UTC Nov 4 2015

Last leave: 20:24:55 UTC Nov 4 2015
Unit "unit-1-1" in state SLAVE

ID : 1

Version : 9.5(2)
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Serial No.: FCH19057MLO

CCL IP : 127.2.1.1

CCL MAC : 0015.¢500.017f

Last join : 20:20:53 UTC Nov 4 2015

Last leave: 20:18:15 UTC Nov 4 2015
Unit "unit-2-1" in state SLAVE

D : 3

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP : 127.2.2.1

CCL MAC : 0015.¢500.020f

Last join : 20:19:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015

show cluster info auto-join

RFHIEIEIRIC 7 T A2 2=y N3 T T AZIZHBIBICHSMT 28 97, B X OFEFIR
B (A B ADFHERLY ¥ — L DAV AF =y ZEERE) BN VT SN E Dz
ARLET, 2=y FRKBRIICEENIZ 2> TV DS, Eida=y PATTIZZ 7R
WIZdh D56, Z0a~vy RTIRHARRRESNET A,

show cluster info auto-join =~ > F|ZOWTIIRDOH B L T &0,

ciscoasa (cfg-cluster)# show cluster info auto-join

Unit will try to join cluster in 253 seconds.

Quit reason: Received control message DISABLE

ciscoasa (cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.

Quit reason: Master has application down that slave has up.

ciscoasa (cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.

Quit reason: Chassis-blade health check failed.

ciscoasa (cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.

Quit reason: Service chain application became down.

ciscoasa (cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.

Quit reason: Unit is kicked out from cluster because of Application health check
failure.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)

show cluster info transport {asp | cp [detail]}
KD T AR — FEEORAHMERE KT L ET,
casp: T—4 S L—rD kT AR~ MEFHE B,

ecp: 2 hur—b FL—>r hT AR MNRFHEH,
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detail ¥ — 7V — R2 AT 5 L, 7 TR TEEEOEH NN T U AR—F 7r hau
OFEAREBE RSN, Ny T77Rar ba— LT L—rThoEWlhotz & &I
Ny b Rey 7OREZ R E TE £7, show cluster info transport cp detail =~ >~

RIZOWTIZIRDOE N EZ BB L T ZE W,

ciscoasa# show cluster info transport cp detail

Member ID to name mapping:
0 - unit-1-1 2 - unit-4-1

3 - unit-2-1

Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R - reliable messages
RE - reliable messages error
RDC - reliable message deliveries confirmed
RA - reliable ack packets received
RFR - reliable fast retransmits
RTR - reliable timer-based retransmits
RDP - reliable message dropped
RDPR - reliable message drops reported
RI - reliable message with old sequence number
RO - reliable message with out of order sequence number
ROW - reliable message with out of window sequence number
ROB - out of order reliable messages buffered
RAS - reliable ack packets sent

This unit as a sender

all 0 2 3
U 123301 3867966 3230662 3850381
UE 0 0 0 0
SN l1656ad4ce acb26fe 5£839f76 7680831
R 733840 1042168 852285 867311
RE 0 0 0 0
RDC 699789 934969 740874 756490
RA 385525 281198 204021 205384
RFR 27626 56397 0 0
RTR 34051 107199 111411 110821
RDP 0 0 0 0
RDPR O 0 0 0

This unit as a receiver of broadcast messages

0 2 3
U 111847 121862 120029
R 7503 665700 749288
ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291
RO 0 582 850
ROW 0 566 850
ROB 0 16 0
RAS 1571 123289 142256

This unit as a receiver of unicast messages

0 2 3
U 1 3308122 4370233
R 513846 879979 1009492
ESN 4458903a 6d841a84 TbdeT7fa’
RI 66024 108924 102114
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RO 0
ROW 0
ROB 0
RAS 1

N O O O
N O O o

30258 18924

1524 27—820€=42U>%5 |}

28303

Gated Tx Buffered Message Statistics

current sequence number:
total:
current:

high watermark:

delivered:
deliver failures:

buffer full drops:
message truncate drops:

gate close ref count:
num of supported clients:

MRT Tx of broadcast messages

45

Message high watermark: 3%
Total messages buffered at

high watermark: 5677

[Per-client message usage at high watermark]

Client name

Cluster Redirect Client
Route Cluster Client
RRI Cluster Client

Current MRT buffer usage: 0%
Total messages buffered in

Total messages Percentage

4153 73%
419 7%
1105 19%

real-time: 1

[Per-client message usage in real-time]

Legend:

F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name
VPN Clustering HA Client

Total messages Percentage F L R
1 100% 0 0 0

MRT Tx of unitcast messages (to member id:0)

Message high watermark: 31%
Total messages buffered at

high watermark: 4059

[Per-client message usage at high watermark]

Client name
Cluster Redirect Client
RRI Cluster Client

Total messages Percentage
3731 91%
328 8%

Current MRT buffer usage: 29%

Total messages buffered in

real-time: 3924

[Per-client message usage in real-time]

Legend:

F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name

Total messages Percentage F L R
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Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0
MRT Tx of unitcast messages (to member id:2)
Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]
Client name Total messages Percentage
VPN Clustering HA Client 578 100%
Current MRT buffer usage: 0%
Total messages buffered in real-time: 0
MRT Tx of unitcast messages (to member id:3)
Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]
Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

* show cluster history

77 AL DRI EFR L ET,

DSRBAEEDNTY FDFX¥ TF ¥

JTARZTONRTy hOF XY TF ¥ IZONTE, ROa<r FEBZRL T EE N,

cluster exec capture

JITARERD N T TNy a—T 4 T AR — N T 5IZI1E, cluster exec capture 2~ > K%
AL T AS—a2=y hETOI TRAZERE N T T4 v 7 OX Y T F v 2 A X2 =TT LE
T INT, ZVI7RAZNOTRTOAL—T 2=y NTHHBIZA X—T IR 7,

DSRAB YY—ZADEZRY Y

IIGAR VI —ADE=Z Y TIZONTIE, ROoa<wr R LT EE N,

show cluster {cpu | memory | resource} [options], show cluster chassis [cpu | memory | resource

usage|

7 7 AZEROERNT —F 2R LET, HWRRA T Y a ANIT =2 DI A4 FITX - TR

9 FET,
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D3RR I3 7490DFZZYYYT

TGAE NTFT T4 I DE=RY T ONTIE, RO~y REESR LT RN,

* show conn [detail | count], cluster exec show conn

showconn =~ R, 70 —NRTF 4 L% N7 v/ FET7+T—FDEDT
o —THH0% R LET, cluster exec show conn =~ RA{EED2=>y N THEHT 3
L. TRTOERNFIRENET, Z0a~vr ROFRNLIE, 1507 u—D 77 (v
TN TAZNOESEZERASAIZED X IZBZET 200000 ET, FTAXDA
W=y ME, B R ATV TOPRE AT 4 Fal—Ya Lk o TRRY £
T, ZOavr REFHTHE, HIBRONT 74 v I NI TAZRNEED L 9 IZHi
LNRHHEICOND ET, £, B RARATUIR T —D RT3 —v U AIZED LD IT
WBE 52 D0 EPRT 2 0ICE L6 ET,

&Iz, show conn detail =~ > RO /%2~ LE T,

ciscoasa/ASA2/slave# show conn detail
15 in use, 21 most used
Cluster:
fwd connections: 0 in use, 0 most used
dir connections: 0 in use, 0 most used
centralized connections: 0 in use, 44 most used
Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, b - TCP state-bypass or nailed,
C - CTIQBE media, c¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - LISP triggered flow owner mobility
M - SMTP data, m - SIP media, n - GUP
N - inspected by Snort
O - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, g - SQL*Net data,
R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
7 - Scansafe redirection, z - forwarding stub flow

Cluster units to ID mappings:
ID O: unit-2-1

ID 1: unit-1-1
ID 2: unit-1-2
ID 3: unit-2-2
ID 4: unit-2-3
ID 255: The default cluster member ID which indicates no ownership or affiliation

with an existing cluster member

* show cluster info [conn-distribution | packet-distribution | loadbalance]
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show cluster info conn-distribution =~ > K & show cluster info packet-distribution =~ >~
RiZ, _XTCD7I7AZ 2=y b~D T 7 4 v 7 5EFRLET, ZhbDa<w s R
(I, e — KN ANT YR L, T D DI £ T,

show cluster info loadbalance =~ > NlX, ¥HrE OB OKHERE TR L ET,

show cluster {access-list | conn [count] | traffic | user-identity | xlate} [options], show cluster
chassis {access-list | conn | traffic | user-identity | xlate count}

I T ARRIROENT —FEFRLET, AL TS a VdT =X DH A T2 -
TR £,

show cluster access-list =~ > FIZOWTIIRDH 12 L T 7ZE 0,

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access—-list 101; 122 elements; name hash: Oxe7d586b5

access-list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eqg www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfedfd947

access-list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitcnt=0, 0, 0, 0, 0) 0x5795c069

access-list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) O0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0xle68697c

access-list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6£59512

access-list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitcnt=0, 0, 0, 0, 0) 0xdcl04200

access-list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxce4f281d

access-list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfea4

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitcnt=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitcnt=0, 0, 0, 0, 0) 0x013fd5b8

access-list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dba0d

AT OERED, T XTHO2=y b TO GRIEERTTHICE, KOLEBVICALE
B

ciscoasa# show cluster conn count
Usage Summary In Cluster:******************~k~k~k************************

124 in use, fwd connection 0 in use, dir connection 0 in use, centralized connection
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0 in use (Cluster-wide aggregated)

unit_l_l (LOCAL) :‘k‘k‘k***************************************************
40 in use, 48 most used, fwd connection 0 in use, 0 most used, dir connection 0 in

use,
0 most used, centralized connection 0 in use, 46 most used

unit_2_2:‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k***************************************************
18 in use, 40 most used, fwd connection 0 in use, 0 most used, dir connection 0 in

use,
0 most used, centralized connection 0 in use, 45 most used

show asp cluster counter

Zoawy NE, TERAD ST TN a—T 4 TS B E T,

DIREDIL—T 4 TDEZZIVVYT
7 TAZDN—=T L TIZHONTIE, RO FEZRLTIEE,

* show route cluster

* debug route cluster
I FGABDN—T 4 T RERTILUET,

* show lisp eid
EIDs &%+ b ID 7”9 ASAEID 7 —7 V& FK R LET,
cluster exec show lisp eid =~ > R 6D, RO ITESRL T ZE0,

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k*‘k‘k‘k‘k‘k*‘k*****************************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
TuD ¢ ok K ok ok K ok ok K Kk ok K K ok kK kK kK ok ok K kK ok K K kK K kK kK ok ok Kk kK K ok K K kK Kk k Kk k Kk ok K kK K
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

» show asp table classify domain inspect-lisp

Zoa<wry NI, NI a—TFT 4 SIS HE T,

DEES2SVPN DE=AZ2 2T

WKDa<w REMFALT, VPN By a3 v DRAT—Z AL SR EER LT,
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B 's5=x5vvonxrv0%

s By a L ORIKRNIRS3 4L, show cluster vpn-sessiondb distribution Z ] L TR S E
T IAFALTIRAMRETETLTOVDERIE, Z0avy FEY AT LAarTxA
FNCEATT HRENRH Y £,
Z®show 2~ R&EEHT5H &, % A2 73— show vpn-sessiondb summary % 52179 %
VR By varorsA4y s BEa—mRtshEz T,
« show cluster vpn-sessiondb summary =~ > R&HEH LT, 7 7 A% O VPN Bt Off—
Shicta—bfHTEET,

« show vpn-sessiondb =1~ > R&fi [ L7=ffx OFT /A A =4V > 7T, D VPN
BHRIZINZ T, TXARALEDT 7T 47 Byva b\ 27 v By vaOBNRE
RENET,

DRI 7DOAX T DETE
RN T ORI ORFEIZONTEL, ROavr RESRLTIZEN,
logging device-id

7 T ABRNOFKEL= > ML, syslog A v E—TZEBNCAER L £ T, logging device-id =~ > K
EHEAT D& F—F 72138257 3 AIDFHE Tsyslog A v —VEAKT D LB TX,
JIGAFNDRE—FF R R 2=y DDA v E—VDOEIICREDZ N TEET,

DSREVTDTINYYT
I IAZY T DTNy ZIZHONWTE, ROa~vy FeZRLTIES,

* debug cluster [ccp | datapath | fsm | general | he | license | rpc | service-module | transport]
JIABN T DTNy T Aye—VFRRLET,

* debug service-module
A=A P LT TV r—va VIO~V A F oy 7 OREEED, 71— K LULo
MEIZET 2T Ny 7 Avbe—UERRLET,

* show cluster info trace
show cluster info trace =~ > KX, "N T TN a—T 4 T DIZODT Ny TIERE KR
LET,
show cluster info trace =~ > RIZOWTIIRDH A EZ BB L T &V,
ciscoasa# show cluster info trace

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE
Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG KEEPALIVE from 80-1 at

MASTER
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SEHSSWNO 5Ty a—7125 |

DHES2SSVPND FS TV a—T42T

EE VPN B4

B VPN 2T L CWAD Y T AX T, IROZT RN E LGS, Milahiz7 L—
REEGH A ve—URNEMmInET,

K%

RN

JIAZIZBMLE Y ELTWnB EXID, BE
FOEEITIBIMLTNDE Y T AL AL—T )N
SO VPN B — RIZARWVEAIE, RO A >
—Un@EmInET,

New cluster member
mode mismatch.

(member-name) rejected due to vpn

BIO
Master (master-name) rejects enrollment request from
unit (unit-name) for the reason: the vpn mode

capabilities are not compatible with the master

configuration

DHIIVPN DI T AR A N—=TT7 kA
DELLEESNTWARWESIT, ROA Y
t—Un@mmanEI,

ERROR: Master requested cluster vpn-mode
distributed.Unable to change mode due to
Carrier License.

change to
missing

FAE LT IKEV2 %7y D SPI TH A L AKX
VT EITA L AN—ID BNE ARSI, RD
Ay —UR@MINET,

Expired SPI received

F0x

Corrupted SPI detected

TIABEWBNy 7T vy arEERT
XV, ROA v =V @I nE
7,

Failed to create the backup for an IKEv2 session.

IKEv2 g8 (IC) M~ T —DIiF 41T,
DA =N EMENET,

IKEv2 Negotiation aborted due to ERROR:
session found on backup

Stale backup

FEAT ORBE DS AL, IRORA vt —V 058
mEhEd,

Failed to send session redistribution message to
member-name

Failed to receive session move response from
member-name (master only)

Ty va OFEMATIC AR URER I
FIEAIE. RORA =N @mmEhET,

Cluster topology change detected.VPN session
redistribution aborted.

ROVWTNADIKENFEL TLDATREMEAH Y T,

» port-channel load-balance sre-dst 4port =~ RZfif L TNTK A A v FiZu— K X7
o7 TN AN E LT Ldport D% E SN TWDHYA, L2LVPN By v a 37 7 &
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. Firepower 4100/9300 > v —< LD ASA Y S R4 ) VT DERE

HHNDL ¥ —2 D1 DICOARRAEINET, 7 T7AX By g 08D L TORZKRIC
RLET,

SSP-Cluster/slave (cfg-cluster) # show cluster vpn-sessiondb distribution

Member 0 (unit-1-3): active: O

Member 1 (unit-2-2): active: 13295; backups at: 0(2536), 2(2769), 3(2495), 4(2835),
5(2660)

Member 2 (unit-2-3): active: 12174; backups at: 0(2074), 1(2687), 3(2207), 4(3084),
5(2122)

Member 3 (unit-2-1): active: 13416; backups at: 0(2419), 1(3013), 2(2712), 4(2771),
5(2501)

Member 4 (unit-1-1): active:

Member 5 (unit-1-2): active: 0

L2L IKEv2 VPN IZEE AR — b L5 R — F Ol FIZAR— b 500 242728, IKE /3
o MIENTK &y —UMICEER SRR = FYyXLHNDOU 7 D 1 DITOHREEES
nET,

port-channel load-balance sre-dst ip-l4port Z i L T, N7JK = — K XZ v 7 7ud
VALZIPEBLO L4 R MIEELEY, £O%, IKENNT v MITATOY 712k
FEND DT, WJ7OD Firepower9300 o v — NI EE SN E T,

X0 BRI 5121E. ASA 7 T A X D~ A X —TC cluster redistribute vpn-sessiondb =
YV REETTLHIET, 77747 VPNEy v a v EfOT Y —v DI FAZ X
NI HEAT T E £,

o

Firepower 4100/9300 > ¥ —< FDASA U SRR ) 25D

B

Hae

N

TSy bI7r—L))—R

HEERR

Firepower 9300 1 ¥ — N ASA 7 5
2B T

9.4 (1.150)

FirePOWER 9300 > v — N TlE, #
RK3OobFa2 VT4V 2—NVETT
AAETEET, Yy —YNDOT T
DEYV 2—)VE, 7 TAZIZ/EL TN
LHUMENRHY FT,

MDA~ REEALE L, cluster
replication delay. debug
service-module, management-only
individual, show cluster chassis
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Firepower 4100/9300 & v —> tn ASA 25242 U v 0BE [

HaE

iy

IS5y kTA—bY—R

HEEEHR

N—=TFy R T7ATU+—/LE—F
D A% R EtherChannel D41 k[
FGAEY T B R— DY A Kl
MAC 7 F L&

9.5(2)

—7 v RE—RFNTX, AR
EtherChannel A K7 7 A% U 7
AT LN TEET, MACT
RL2ADT7 7y 75 <IciE, %
A E =Tz ZADYA Filld MAC
T RUVARYA boz=y s ETHA
TELEIE, BT TARL AL N—D
A MID ZREL LT,

WOa<vy REBEANEIFERELEL
77, site-id, mac-address site-id, show
cluster info, show interface

A B =T = AFNTT T R Z il
U > 7 BRI L 72555 O auto-rejoin
TEDO ASA 7 T A2 DAL~ A X

9.5(2)

A H =T = AFEITT T ALl
U7 BRI LT84 auto-rejoin B
Ea I AZ~ A X TEET,

Roa~r FeHALE L,

health-check auto-rejoin

ASA 7 5 2 &%, GTPvl & GTPv2 % |9.5(2) ASA 7 T A& %, GTPvl B L OXGTPv2

HR—FLET A AR g R R—FLET,
THEIN-a~r NiEbo A,

TCP #4077 A X {H R 9.52) ZOMERET, TA VI EINY I T T

7 0 —{ERR DOEBIEIT X B fERe A 23
W7o —|CBET S DRIEREE] &
HERR & £,

WOa~xy REBEANLE L, cluster
replication delay

Firepower 4100/9300 &+ —> D ASA 2 524 |}



. Firepower 4100/9300 > v —< LD ASA Y S R4 ) VT DERE
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TS5y R Th—bY—R

YA N 7ue— Y5 ¢ ®LISP A
VAR g v

9.5(2)

Cisco Locator/ID Separation Protocol
(LISP) OT —X%7 7 FxiL, T34
A ID ZZ DG 2 DO 55
VR T AR AL, =
DBATHR 7 T4 T > MR L TEIER
WZLEJ. ASA L. HETZAE O LISP
N7 4y 7 EREL, EOEHRE
ANV AR T ARY v EMICE
HATEET, ASA T TAH AL/ —
. BPOFR Y T —H EHT Rz
N N— B FETIFIATI bRy — X
DD LISP N7 7 4 v 7 A L,
71— A —F — OFHES T & Y A
MZEELET,

MDA~y RPHEANEIIERE SN E
L7z, allowed-eid. clear cluster info
flow-mobility counters. clear lisp eid.
cluster flow-mobility lisp. debug cluster
flow-mobility. debug lisp
eid-notify-intercept. flow-mobility lisp.
inspect lisp. policy-map type inspect
lisp. site-id. show asp table classify
domain inspect-lisp. show cluster info
flow-mobility counters. show conn.

show lisp eid. show service-policy.
validate-key

X4 U7 7 L— K NAT O8I,
Tx— )V —_"—FBLILWNASA V7 7 R
Vo THR—FENET,

9.5(2)

F¥ U7 7 b— REZITRIF PAT
TlE, NAT T1EIZ 1 DR — FZEH#
ZEID Y THOTIE L, FHEA M
F—rOT7ay 7 ZEYYBTEHZ LR
TXE7 (RFC6888 B L TL 72 &
V) . ZOWERIX, T = — A —N—
BLOASA 7 T A X DEATHR—
FERET,

WDa< RRETRINE L7, show

local-host
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Firepower 4100/9300 & v —> tn ASA 25242 U v 0BE [

HaE

iy

IS5y kTA—bY—R

HEEEHR

PTG ARY T RL—RA NI D
RERREZR LU

9.5(2)

TT74NET, TRXRTOLNLT TR
YT ARy ME, LD T
DA X RPSMZ, FL—Z RNy
T EENET, LV B ro
AR RA~D R L—2EHIBT 570
W2, 7 TAZDE/N RN L—A L L%
BETEET,

WDa<y RNEAINE L,

trace-level

6 DODEY 2a— )LD ¥ —M T T A
# U7, 8L FirePOWER 9300
ASAT 7V r— a0 A NH7 Z
ABY T

9.5(2.1)

FXOS1.1.3 Tit, ¥¥—v /., &5
YA NE T TAXY) T AN TE
F9, KO6ODDY ¥ —INTHKK 6D
DED2—VEEDDHI LNTEE
R

EHRINTca~vr NIbo £HA,

Firepower 4100 U — X O %R — k

9.6(1)

FXOS1.14 TiX, ASAZ Z A% U
%, Firepower 4100 > U —X DT ¥ —
VM TARY T EYR— N LE
j—o

EHINTca~vr NEIbo £8A,

N—TFT v FRBLIOANR R
EtherChannel &— KDY A ~EA D IP
7 KL ADKR— K

9.6(1)

A X R EtherChannel D/L—7 v K
E— RNTOYA NEHIZ TAZY T D
Sh. A MEBIO MAC 7 R LR I|Z
Mz <<, A4 MEABIOIPT R A&
ETCEDLEIITRVE L, YA MIP
T RUVAZEBNTLHZ EICED, 7
2 —/3LMAC 7 R L A5 D ARP i
BBt 57012, —TF 1 7
DRI 72V 533720 Data Center
Interconnect (DCI) #H OBENIZ X 5
F—N—L A T ARR— MEAE(L
(OTV) T /34 A(D ARP W7 % fi
THZEMTEET, MACT FLX
7 4 VB RERT 572912 VACL %
MATERNAAL v FITIE, ARPREAN
METT,

WDOa~vy RPEEINE L,

mac-address. show interface
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Firepower 4100/9300 > ¥ —> O ASA ¥ 524 |

HaE

iy

TS5y R Th—bY—R

HEEEHR

Firepower 4100/9300 ¥ —< . ASA
DY A My FAEZ ) T DRE

9.7(1)

ASAV FAB BT H L&, &
Firepower 4100/9300 > % —3 O A
ID R ETEET, LLATEZ, ASA T
TV r—a UNTHA b ID %€
THLENDY F Lz, ZOHHEREIC
X WIS HIC e D £9°, ASA
RN TH A M ID 5% ET H Z & 1E
TERWNWZ LICHEELTIEEN, F
7o, A N7 ZAZ Y T E DR
P 57-HI0, ASA9.7(1) B LWt
FX0S2.1.1~D7T v 77 L— K& %)
WLET, ZOT7 v 7T L— FTi,
WL OO R TEEMNEE N T —v
AN ESNTNET,

WDa~<y RNERINE LT, site-id

Tyl a—h)¥ - T—
B 2—DYA NI TAEY T
DY

9.7(1)

F—B BB —DINT f— v A
kL, A NE 2 ZAZ VT DT
T4 I BT A0, T4 LY
Aua—h )P —a  BHENNCTEE
T, GE. BHLUWEERITRFED Y A b
NDOT FAR XA NR—|Zk>Ta—FK
NI ARSI, FrASILTVET, L
L. ASAIHEEDY A hD A L /R—
T 4 L7 X a— &8 Y TET,
T4V a—h ¥ —va ik
D, IEEERILCYA hov—An

FA4 LI H, EOYA MTHIFERE
BT a— LT 4 L7 ZE NS EID
F 4 LI R a— RN £,
FiEEET 4 VI X EFELUYA MCE
EBToL, NTp—<rARNMELE
T, Elo. TOFTAEICEENEEL
Tet, a—ANT 4 LI ZRECHT
A NOF LT A F A B L E

T, ua—ART LI HIE, 7T
AL A R=DRNDOYA N THA &
LEHGRO Ny NEZAET HGEITE
x4,

WA~y REBEANELIFEELEL
72, director-localization, show asp

table cluster chash, show conn, show
conn detail

| Firepower 4100/9300 >+ — D ASA ¥ S R 4



| Firepower4100/9300 &+ —3 D ASA & 5 2 4

Firepower 4100/9300 & v —> tn ASA 25242 U v 0BE [

iy

HaE

T bITH—L))—R

HEEEHR

JITAR 2=y h VA F oy I
TR O

9.8(1)

2=y h VAT = v 7 ORERE %
IVIRDDOEICHRETEET (BIE
.38 Lo/ MEIX . 8FC LT,
ZOMREIX, 2=y h VA F v
I A=V AX—LE, A
ra—L L= DXF—TFT T AT H
HF—Z FL—rDn—FE— NI
WLES, "—bhe—E2HEHATD
L, aryba—LFL—2CPUDKR Y
XL TR a— ) T OBEDE
BEZT RN, JTAZY T D
R CINEER M E L ET, R
MEHERETHE, 7T AXHIEY
VDAY= T T IT 4T 4
HIINT 5 Z LIZERE LT EIN,
RARFH 2 R S BROET DENC R > b
T—7 %0562 L 2BEIOLE
T, BlzIE, & 2RERFMREORMIZ
3OO0/ —hE—k X vE—TRFE
THID, 7 TAZEIHY T ENL
Thira=y b=y Fh~D
ping NREIFRIZ LINICER D 2 & Z i
WLET, (REFFMA 03 ~ 0.7 1T
ELTRIZASA Y 7 Ny =T %257
Y L= RLIESG, BT LORENY
R—FENTORNDT, ZOREIT
T7 4NV EDIBITED £,
WDa~<wy REEHLELE,
health-check holdtime. show asp drop

cluster counter. show cluster info health
details
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HaE

iy

T bITH—L))—R

HEEEHR

Firepower 4100/9300 > v — 3 DEHE &
LA v B —T oA R~ —F 77
DI ERIRE7R T /3Ny o ATREH]

9.8(1)

ZIT ASANA L E—T = A ADE
ELRRL, 2=y BT T RAEZMNG
HIBR S LD TOT /N v ARF A 3%
ETHZENTEET, ZOMREICK
D, f X —TxA ADEEL L VR
MR CEET, T30 R &
BT 5L, BmHORREEN < 72
HZEICHEELTLLEIY, A ¥—
T2 ARAT—H ADEFREAET D
ELASANL, AU H—T oA AEEE
LLTCw—F T L=y MBI TR
ZINHHIBREND F T, FBESIZHF
M (V) FELET, 7740
NOFT N 2 AREIL 500ms T, HZ)
7REOFPHIZ 300 ms ~ 9 BT,

FRE-REE SN a~v 2 R
health-check monitor-interface
debounce-time

Firepower 9300 O ¥ ¥ — 3 ~JL A
F = 7 OFEEREOM E

9.9(1)

Ty — ~NIVAR F ooy 7 ORI
Z X VIRVME (100 ms) ICRETE D
L2270 £ L, LARTOR/MEE

300ms CTL7,

Rl FEIIATEINa~ s R

app-agent heartbeat interval

7T ALY T DY A METUERM

9.9(1)

A FPHOILRMECEY . FT7 74>
7 T7u—0NRy T T F—F—%
WA —F— L3O H A M@
F9, ZOMEEICE > T, A FORE
ENOIRESNET,
BElEIERShlca~v s B
site-redundancy. show asp cluster

counter change. show asp table cluster
chash-table. show conn flag
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Firepower 4100/3300 & v —> kD ASA 2524 ) v DBEE |

IS5y kTA—bY—R

Firepower 9300 D7 T 2 & ) 7|z
K201 M VPN

9.9(1)

Firepower 9300 =D ASA 7 7 A Z X,
SHCE— R TH A M VPN &2 %R —
FLET, SECE— RTiX, W
E— RRED) vAF—a2=y NZIT
T, ASAT T AL DA L IR—[T
23 DY A I IPsec IKEv2 VPN ##5
EoEEsSELsZERTEET, 2l
X0 ERRIVPN OSREZ 8 2 T VPN
AR — NSRBI HREE S 4v, & AT P
MEBLET, 2HIUS2SVPN I, £
NENEKRKIODEY 2 — L5 ETeky
K2ODY¥%— DU 5 A% (HFt6
DDY TAHK AN—) ETEMEL,
KT 2 — /TR KK 36,000 DT
T4 7 By ay (GFF 72,0000 %t
L. &K6000DT 7T 47 By a
v (HEF12,0000 Y AR—FLET,

P ELIERE SR ca~ s B
cluster redistribute vpn-sessiondb, show
cluster vpn-sessiondb. vpnmode, show
cluster resource usage, show
vpn-sessiondb, show connection detail ,
show crypto ikev2

WERRE R AERICHBIRNIC Y 7 A X
B2+ 2

9.9(2)

DR, <07 —REICL 77
AP 2=y NNT T AZDLHIBRE
TWE L7, ZOREE M LI,
FEITY 7 AZICHSINT H20ENH
DE LT, BUEER, ==y NIT 7+
JVRT 545, 1047, BEO20 DM
faTr 7 A ZICBEMICHESINZ 3T
LET, TNODEITRETEET,
WEBOREEIZIX, 77 Y r— 3 U
WMoz AL LTy N FELET 7Y

T—ay AT —HARERHY FE

77

B EIEESNTca~v s R
health-check system auto-rejoin. show
cluster info auto-join
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. Firepower 4100/9300 > v —< LD ASA Y S R4 ) VT DERE

HAed ISy rIF—L))—R HREIRHR

7T AL DEFEO &N BT 2 AR —19.9(2) A=y b TLDT T AZOEEEO
M7rbhanAye=YORT R WK TV AR— RNy 7 7 R
AR MMCBHE#E Y 2 #EHE O RN BLT, Ny Tyharie—1L 7

L— T NI oz & &I
o b Ry 7ORMBEERFETE S X
N E LT,

R FE-IIEE SN2~ K : show

cluster info transport cp detail
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