VI r9xz7&L0a0T74F2L—o
>

TDETIE, CiscoASA Y 7 hy =7 BLRar 7 4 Fal— g OFHFIEICHOWTIRHA
LET,
VT MU T DT T T L—K (1X—=Y)
* ROMMON Z i L7zA A=Y Dr—FK (1 3—=)
*ROMMON A A=Y D7 w77 L— K (ASA 5506-X, 5508-X. FLU5516-X) (53—
V)
¢ ASAS506W-X VA YL AT IV ERARL LV FOAA=YOREBLOn—F (64—)
VT NI T DR LT L — K (7T4—=2)
c 77 ANDEH (9 =)
*ASA A A— ASDM, BXOAX— KT v 7 a7 4 FXalb—raOFE (19 3—
D)
e AT 4 X2l —ralERFEOMOT FANDNYy T v TEBEIOMMET (22%—)
* Auto Update D% E (39 <X—)
VT YT Ear 7 4 Fal—3a DR (48 2—3)

YOIz F7DRT7v TSI L—FK

SERRT v 7T L— ROFJEIZOWTIE,  [Cisco ASA Upgrade Guidel] & L T 72 &\,

ROMMON Z{ERA L=/ A—>DA—Fk

ROMMON ZfEH LT, HiLWA A—Thu— R TXFE4,

ROMMON % {5/ L 7= ASA5500-X & 1) — XD A A —<pa— K

TFTP i L T ROMMON E— F22B5 ASA ~V 7 h =7 A A—V%hm— R4 51213, K
DFNEEZFEITLET,

YIrwz7ssUavIqFaL—var |
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B rommoN %M L1- ASAS500-X & U — DA A —DDE— K

ATy
ATy T2
ATvT3

ATv74

ATy TH

ATvT6

ATy 17

ATvT8

FIE

TTITAT VA AL )= )b~DT 7 AHES T, ASA D Y —)b iR— MR LET,
ASA DEJRZY > Trb, FLEBRAT IZLET,

AH— KT v 7ORIZ, ROMMONE— RIZAL K7 a7 FMERREZ 5, Escape ¥ —
EHLET,

ROMMON £— KT, IP 7 KL A, TFTP % — 7 KL A F—+v=xAf 7T RLVA, Y7k
TxT A A=Y T AN BEXOKR— &G, ASAIZKHT HA U F—T = A AFEZIRD
LOIERLET,

rommon #1> interface gigabitethernet0/0
rommon #2> address 10.86.118.4

rommon #3> server 10.86.118.21

rommon #4> gateway 10.86.118.21

rommon #5> file asa96l-smp-k8.bin

GE) Ry FU—I ~OEEFRNT TICHEET DI EZMER LT IEEN,

AR —T AR a~<2 RiFEASA 5506-X, ASA 5508-X, BLNASAS5516-X 77 v
7 —ATHEHEINDTZD, ZNHDT T > b7 4— T Management 1/1 1 % —
7= A A5 TFTP U AN ) 25T 20 E R H D £,

RIEAMRFEL £

rommon #6> set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

TFTP #—/IZ ping Z 355 L £,

rommon #7> ping server
Sending 20, 100-byte ICMP Echoes to server 10.86.118.21, timeout is 4 seconds:

Success rate is 100 percent (20/20)

Xy U= REEZ, BTHEHTE LR ITHRE L TBEET,

rommon #8> sync
Updating NVRAM Parameters...

VATA YT 2T A A=V —KLET,
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ROMMON %fF L 7= AsasM 1 2 —saa—F [

rommon #9> tftpdnld
ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961l-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

tftp asa%96l-smp-k8.bin@10.86.118.21 via 10.86.118.21
Received 14450688 bytes

Launching TFTP Image...
Cisco ASA Security Appliance admin loader (3.0) #0: Mon Mar 5 16:00:07 MST 2016

Loading...

V7RI 2T A A=V NEFICe—REND &, ASAITHEIIZC ROMMON E— R&#K T L
S

AT w79 ROMMON E— /5 ASA ZiEIT 5568, VAT A A A—I3 ) v— FECTHREIRZD

720, RIFVAA—TETTyva AEV A a— RTHZMLERHDET, Y7 o
DT w77 —F (1XX=V) #2RL T,

ROMMON £ L 7= ASASM DA A —2 D AO— F

ATy T

ATy T2
ATy T3

ATvT4

TFTP Z{#H L T ROMMON £— K56 ASASM ~Y 7 b U =27 A A—T % — K9 BT0%,
WO FNEEEITLET,

FIE

ASAY—ERED 2a—)L aL Y —L~DT 7B A{EST, ASAD Y —)L R— MM
LET,

ASASM A A =2 %V — R 52 L2 LT ZaN,

AH— LT v 7ORINZ, ROMMONE— NIZAL X917 a 7 MR RS2 5, Escape ¥ —
EHLET,

ROMMON E— RTC, IP7 RV A, TFTP— "7 KV A, =+ T =A T RLA V7|
DT A A=Y T A, R—FBLXONVLAN 253, ASASMICXHT DA v H—T = A A
REZRD LI ICERLET,

rommon #2> address 10.86.118.4
rommon #3> server 10.86.118.21
rommon #4> gateway 10.86.118.21
rommon #5> file asa96l-smp-k8.bin
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B rommon £ L ASASM 04 X —SDn— K

rommon #5> interface Datal
rommon #6> vlan 1

Data0

Link is UP

MAC Address: 0012.d949.15b8

CE) Ry U= ~OBERNT TIHIET 2 2 L 2R L T EEW,
ATy TS RELBRIEL E T

rommon #7> set

ROMMON Variable Settings:
ADDRESS=10.86.118.4
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=DataOl
VLAN=1
IMAGE=asa961l-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=2
RETRY=20

AT v T 6 TFTP ¥—/\|Z ping ZEF LET,

rommon #8> ping server
Sending 20, 100-byte ICMP Echoes to server 10.86.118.21, timeout is 2 seconds:

Success rate is 100 percent (20/20)

ATFTYT1 VAT LIV T 2T A A=V —RLET,

rommon #9> tftpdnld
Clearing EOBC receive queue
cmostime set = 1
ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=Datal
VLAN=1
IMAGE=asa961l-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

tftp asa96l-smp-k8.bin@10.86.118.21 via 10.86.118.21
Starting download. Press ESC to abort.

VTR 2T A A=VUNEFIZe—REN5D L, ASASM IZE #1112 ROMMON E— R&2#& T
L/ji‘a—o
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ATvT8

ROMMON A A—S D7 v 45 L—F (ASA5506-X. 5508-X. &5 & U 5516-X) .

ROMMON E— RN HEV 2 — LV EREIT 556, VAT LA A—VILY r— FETHREESN
WD, REFVAA—TET Ty va ARV Ay a— RT3 0ERHDFEST, Y7 b
TxT DT v T T —F (1X—=) ZBRLTLEEN,

ROMMON 4 A —®D7 w745 L— K (ASA5506-X.
5508-X. & & U 5516-X)

ATvT1

ATy T2

ATvT3

ASA 5506-X U — A, ASA 5508-X, 35 XUV ASA 5516-X O ROMMON A A=V %7 v 77
L— R4 25121, ROFINEICENET, ¥ AT LD ROMMON X— 5 0% 1.1.8 LA ET2RT
720 FH A,

48O HREIIC

BN—Ta DT T 7L —ROBRARETT, ¥ U7 L—REITEERA, BIIED/N—
Va v EHERT A2, showmodule =~ K& AJJ LT, MACT KL A&7 —7 /L Mod
1 OHAITFw R—2 g U EFRET,

ciscoasa# show module
[...]

Mod MAC Address Range Hw Version Fw Version Sw Version
1 7426.aceb.ccea to 7426.aceb.ccf2 0.3 1.1.5 9.4(1)
sfr 7426.aceb.cce9 to 7426.aceb.cce9 N/A N/A
FIg

Cisco.com 2258 LV ROMMON A A —T &L T, = EIZEWTASAIZaE—LF
T+, ZOFINETIE, TFTP =2 ¥°—D FiEZHB L E4,

KO URL nbA A=V aFyrm—RFLET,
https://software.cisco.com/download/type.html?mdfid=286283326&flowid=77251

ROMMON A A=Y % ASA 7 7 v ¥ a AEVIZab—LET,

copy tftp://server_ip/asa5500-firmware-xxxx.SPA disk0:asa5500-firmware-xxxx.SPA
ROMMON A A=Y %7 v 727 L— L% T,

upgrade rommon disk0:asa5500-firmware-xxxx.SPA

&1

ciscoasa# upgrade rommon diskO:asa5500-firmware-1108.SPA
Verifying file integrity of disk0:/asa5500-firmware-1108.SPA

Computed Hash SHAZ2: d824bdeeceel308fc64427367fa559%e9

YIrwz7ssUavIqFaL—var |
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B Asassoswx 74 v LR 7o ER KA L hOA A—COEBES LUK

eefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

Embedded Hash SHA2: d824bdeeceel308fc64427367fa559%9e9
eefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

Digital signature successfully validated

File Name : disk0:/asa5500-firmware-1108.SPA
Image type : Release
Signer Information
Common Name : abraxas
Organization Unit : NCS_Kenton ASA
Organization Name : CiscoSystems
Certificate Serial Number : 553156F4
Hash Algorithm : SHA2 512
Signature Algorithm : 2048-bit RSA
Key Version : A

Verification successful.
Proceed with reload? [confirm]

AT T4 a7 IRERENTES., BELTASAZ ) a—RFLET,
ASA S ROMMON A A —2 %7 v 7 7L —RL#%, ASADOSZVue—KRLET,

ASAS506W-X T A VLA TZ7IOEARLA DA A =D
EESLTA—F

TFTP AL TY 7 b =7 A A—T%[FE LT ASA 5506W-X (22— K3 A(2F, RDOF
JIEZ FAT L ET,

FIE

ATFYT1 TI7EBARL L (AP) ~DE® v 3% L., AP ROMMON (ASA ROMMON T/
<) =B LET,

ciscoasa# hw-module module wlan recover image

AT w72 CiscoAironet 77 ZARA Lk CiscolOS V7 b =7 a7 4 FXalb—rar HA R[]
DFMNEHENET,
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VIR TDEIVTL—F

o7 L—RTIE, UTOMRBEZET T 570Dy a— My NBfFELET,
« T— KM A A—=VREDZ UT (clear configure boot) .
e WA A=VINWIZT =M A A=V EKET D (boot system) .
« UEE) W=7 7T 4= a3 F—DAJS (activation-key) .
cFATH AL T 4 X2 b= a v EAY— T v TIRFET D (writememory) . ZiUZ X

V. BOOTEREZEE A HWA A—JICRELET, Z0d, Je—RT5&H0nA A —
Uho— RFInFET,

sV T 4 K2 b= arEAFX— Ny a7 ¥ alb—valat—3% (copy
old_config_url startup-config) .

« U — K (reload) ,

48 HHEIIZ

s I FGAF VU THOAROEe X H AL X T — ROV R—MIH Y FHA,
LRI EsTE, B A0 A A F T L — RBBEELE T, ¥ L—
RIZEET 2R DOBEHDOREZZR L T3V, ZOMOMENFRKRTY AKX 2= |
DY a— RBMBEIZRDHZ LD, TOERIIX T A LB ELET,

e VTG AF Y T HEETLIN) LVATDY U —A~DHX T 7 L— K :9.9(1) LTI,
Ry 0T o TORMARHEINTWET, 7T AXIZ3DULED2=y FRHHHE
X, RO TFNEEFATTLHMENH Y 7,

1. V7IAZDPLTRTOEIAAFY 2=y FEHIRLEST (ZT7AXITTT A~
2=y POLTHEREINET) ,

2. 120k Hh o F) o=y baFU T L—KL, ZI7AXICHESMEEET,

3. 794~ amy NTOIIAZY T EENILET, TDOa=y X TS
L—RL, Z77RZIZHBMSEET,

4., BOOBH L FY) 2=y "EXTTL—RL, FRHE—EIZ1IOTOI TR
AIZHSMEEET,

« 7T AL YA NOTUEMZANCT 2561, 99 LVHETiOY V=X 77
L—RLET, U7 b — 256 (F7213990) KV RiD2=y &7 T A
BT 5358) X, V1 FOTEMEZENCTHILERH Y 5, £o Lane,
HWNR—=T g U BFITL TS =y MK I —DERE 7 n—72 EORIWERAMNIBAEL
E3

e VTR Y T BIO S~y T EFEHT HHGICI8MN X T T L — RT 5
e~y 7RRESNTNDIHERICIS() b AT T L—Ft5hE, Yo Xy

YIrwz7ssUavIqFaL—var |
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YIrYITELVIYTaFaL—2ar |

GALZT T L= NI R—ShEtA, ¥V 7 — Nillc s~ vy 7REL
JIVT L, AU b= FRICKREZS ) ~ElEHT28ERDH Y £,

VTR T A=y FOANVAF v 7 % 03 ~ 0.7 FIZERE LIIREET 9.8(1) 7>

55X 771 — K945 (health-check holdtime T) 7~x—/L R[4 0.3 ~ 0.7 fHIT7%
ELEBTASAY 7 MU= T X707 L—RT5 L HILORETVA—h&h
RN, BREMIZT 7 4/ hD 3BITRED £7,

« 7T AR Y 7 (CSCuv82933) ZfHEH L TV DHAIT9.52) LKA 5 9.5(1) LARTIC &

U7 L—FRT5 950 b F UL —RTAGE Bua X o r AL T
L— R R—bENEFA, 2=y bRV TA VRS TZEEICH LY TAH
WEREND LI, T_RTO2=y b ZIFEFRFFICY o — N T3 0ENH Y £7,
2=y IBIEFICY B — RENDLDEFFOE, 7 TAZEERTE L) 7,

¢« VT AZ N T AT HLEI12920) LIENS 9.1 LR U 7 L— KT 5 B
0BT — RiER—FENEE A,

* PBKDF2 (/XA U — R RX—=2DF —RAEH2) Ny a2z AU — N THEHAT L5561
9SLIRIDN—=2 g X T 7 —RT5 1 9.6 KV RID/N— 9 VIEPBKDF2 /vy =
EHAR—FLTWEREA, 9.6(1) TiE, 3230F LY EV enable /XA U — KI5 X N username
JRA T — RTPBKDF2 /v &2 2B LET, 97(1) TiE, T_TOHF LR T— |
X, BSICED LT PBKDF2 Ny v 2 2 LET (BEFEDO/SAY — RiE5] &t & MDS5
Ny vakfHLET) . XU T L — RT3 5L, enable SATU— K3 T 7 4L k(22
H) 2RV E3, 2—FZITIE LSBT ST, username =~ > RARHIBRSNET, v—
TNV a—HEG ) —EERT D2HERH Y £,

ASAV D /R—2 5 2 95(2.200) 2D X T 7 L— R 1 ASAVIE T A & 2 A BGRINEE % %

FFL £ A, license smart register idtoken id_token force =~ > N CHEFKT 2L E N H D
¥9 (ASDM D54, [Configuration] > [Device Management] > [Licensing] > [Smart
Licensing] X— < T [Force registration] 47> = > Z{#/f]) , Smart Software Manager 7>
ID h—7 U ERSGLET,

REEBITT DL, XU T L— NORIRICEEL EZ DR H Y £, 20720,

By 7 L— KRB CE A HWERED NN 7T v T2+ 5 2 L 2 HEE L £97, 8.3
~DT v T T L— KBTI, RNy 7 7 v 7N HEBICER S E T

(<old_version> startup_cfg.sav) ., fMOBITTII Ny 77 v 7IMER S NNERF s dVVI—

VaryTIEIRIHTERP T av Y RBRHLLEEBICEEN TS E, BRENRR— RS
EEIZENOLDa~ L RO T —RNERENET, L, 27— 3EHATXET, &
N—= g VOREDBATEZITRIEOFEMIOWTIE, HNRX—Va DT v T L—FRH
A RESRLTIEEN,

LD RN FR T T— LT HGAA — e R— LW 7 M =27 "=V g

T AH UNRABEENFITLTCDDHEATH, VPN F RN R F R @ IcER S E
T ZOVTIUAE, XU L— RERCEALET, FO5A. VPN 2 YW L CH
B LT IE &,
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sr1rnez |

FIE

RDa<r Rz N LET,

downgrade [/noconfirm] old image url old config url [activation-key old key]

1 -

ciscoasa(config) # downgrade /noconfirm diskO:/asa821-k8.bin disk0:/8 2 1 0_startup_cfg.sav

Mmoconfirm 47> g VEIRETHE, Tur T IREREINTIF VT L—REnET,
image urll%, disk0, diskl, tfip, fip, F7/2iEsmb EDOHWA X —T~D/ XX TH, old config url
I, RAESIEBATRIOBRE~D/SATT, 83 KV bHIOT 77 4 X—vay F—IIRDH
BENHLWENF, DT 7T 4 "=V ay X—2 A/JTEET,

J2714ILDOEHE

25922 AF)VADIT7A4ILDERT

ATvT1

ATy T2

T va ARIVNOT77ANEFRRLT, TO7 7 A NVIETHHEHREBR T ET,

FIE

7T vva ATINDOT 7 A NV EFRRFLET,
dir [diskO: | disk1:]
i :

hostname# dir

Directory of diskO:/

500 -rw- 4958208 22:56:20 Nov 29 2004 cdisk.bin
2513 -rw- 4634 19:32:48 Sep 17 2004 first-backup
2788 -rw- 21601 20:51:46 Nov 23 2004 backup.cfg
2927 -rw- 8670632 20:42:48 Dec 08 2004 asdmfile.bin

NEE 7 T v a AEY OEA., disk0: E A LET, diskl: T— T — NI 7 T v o AFE
VEXRLET, 774V MI. NE7 T v =2 A€V TY,

FED T 7 A /BT 2 8IEREzF R LET,

show file information [path:/]filename

YIrwz7ssUavIqFaL—var |
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B 5002 xzunsovrqronr

1 :

hostname# show file information cdisk.bin
diskO:/cdisk.bin:

type is image (XXX) []
file size is 4976640 bytes version 7.0(1)

IRENTWVWBE T 7 A T A XEFICTEEEA,
TN RAE, N7 vy a AV OL—K T4 L2 MU (disk0:/) TI,

759 AFEYMLD T 74 IILDHEIER

REIZ ol T7 7ANET T v A UDNLHIBRTE 9,

FIE

7T vva AEYINL T A NEHIBRLET,
delete disk0: filename

NAZIRELIRNE, T7HN MR, 77 AIBHEDIERET 1 L7 R IBHIBRSHE
To 77 ANERIRT DL, VANV RI—REATEET, HIBRT 27 7 A L4 %R
L7urT RRFIRSNET, TOK, HIREZHRET OLERH Y £,

259 74 ORTFLOEIR

ATy I

ATy T2
ATvT3

ATvT4

7T wvva TrAN VAT AEHEETLHITIE, ROFIEEZFETLET,

FIE

ASAYV—EARAETa2—)Lar ) —I~DT IV ARAEFIIT TIAT AL —)~DT J
T RS T, ASA DY —)L R— MIERE L E T,

ASA DERZY)> TG, BOEREZA IZLET,

AZB— T v 7T ORIZ, ROMMONE— RIZAD X7 v 7 MRS, Escape ¥ —
2L ET,

DX I Zerase a2~ REANLET, ZHNIZEY, T R_RTOT7ANVNEEXINTT 7
AN VAT EANPHEESINET GERROVAT L 77 A NVEET)

rommon #1> erase [diskO: | disk1: | flash:]
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T7ANTIRADHEE .

TJ74AIWVTIOERADETE

ASA ClX. FTP 7 94 7> b, X% a7 at— 2547 b, X TFTP 2 547 2 N4
EHTEET, F77. ASAZEFaT abt— P —NRELTHETHIELTEALAD, o
Pa— A TEXa? abt— 75347 FEFEHTEET,

FIPV 547>k E—FDERE

ASATIE, FTPH—REDHT, /1 A= T 7 AN T4 X2l —al T7A VDT v
Tua—RBIOF T — REFITTEET, Ny T FIP T, 7 747 & MIkliEEskiks
FOFT — 2RO T 2B LET, Ny 7 = N TIET—ZEHRDOZ T ANAIE 72 5P —
Nt AEIOFRFEDEFRIZBWTY v AT AR— FEFEIEL LTRLET,

FIE

FTP £— R& /Sy U7 ICRE L E7
ftp mode passive

1 -

ciscoasa(config) # ftp mode passive

X7 aE—H—N\ELTHASA DETE
ASA ETEF =7 ab’— (SCP) H— "% A F—TNIZTEET, SSHIZL D ASA ~DT 7
TRAEFNEINTZITA T METN, X =7 av—EReMiy T T,
1R BHEIIZ

e —NRNIZIET ALY P R—=FRHVEEA, T4 7 MY PR—FERRN=D, ASA
OHNETZ 7 AN~DIYE—K 77T F T 7 EAFHIBEINET,

« =T, NF—FITTANL R — KRV HR— ST ERA,
«SSH 7 7 & ZDHREIZHE- T, ASA TSSH A 2—7 I LET,

¢« SSH N— 3 U 2 8 ViR — b4 BI12iE. ASA DT A & R|Ti Ik 24k
(3DES/AES) T A & ADBNETT,

HEHESNL TV RONEY | v LTF ar7H A = FTlE, VAT AFEITAR—A
TROTFIEEFETLET, AL THFARIND VAT AFEITAN—RZHI D BHZ 5121,

changeto system =~ > F&Z A )L £7,

X7 a—DONT =~ RF, EHTLIRET LT AN HRERELE

T, T 74/ F T, ASA I 3des-cbc aes128-cbe aes192-cbe aes256-cbe aes128-ctr aes192-ctr
aes256-ctr DA T /LT A hmFr A T— M LET, RINZHRNOTLTY XL

YIrwz7ssUavIqFaL—var |
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B cr27ac—v—neiLconsnone

(3des-cbe) MER I N7=HE . aesl128-cbe 72 ED— @B 72T AT U XAREIRIN
HA LD L KIBICR T 3=~ ABMEFLET, RSN REE(LT LT X AEEH
9 2%IZ1%. ssh cipher encryption =~ > RZ{EH L E3, 72& 2L, ssh cipher encryption
custom aes128-cbc

FIE

ATYF1 SCPH—R% A X—T M LET,

ssh scopy enable

ATFvT2 (A7 ar) ASAT—EZRXR—ANLFEITYH— "L ZOF—%2BMEITHBRL £,

ssh pubkey-chain [no]server ip_address {key-string key string exit| key-hash {md5 | sha256}
fingerprint}

1 -

ciscoasa(config)# ssh pubkey-chain
ciscoasa (config-ssh-pubkey-chain)# server 10.7.8.9
ciscoasa (config-ssh-pubkey-server)# key-string
Enter the base 64 encoded RSA public key.
End with the word "exit" on a line by itself
ciscoasa (config-ssh-pubkey-server-string)# cl:01:30:29:d7:b8:de:6c:97:77:10:d7:46:41:63:87
ciscoasa (config-ssh-pubkey-server-string) # exit
ciscoasa (config-ssh-pubkey-server)# show running-config ssh pubkey-chain
ssh pubkey-chain

server 10.7.8.9

key-hash sha256 f1:22:49:47:b6:76:74:02:db:26:fb:13:65:d8:99:19:

e7:9e:24:46:59:be:13:7£:25:27:70:90:0e:d2:86:12

ASA 13 D% SCP — 3D SSHAR A M ¥ —AMRIFLET, LEIJELT, FHTHF—%
BEHTEETS,

EH— T DW T, SSH A A kD key-string (ABISF—) F7zid key-hash ('~ v =fl) %45
ETCEET,

key string 13V E— & 7 ® Base64 THF 5k X472 RSA AfF—T9, #—7 2 SSH 7 7 A
TR E (WX 5 L sshiid rsapub 7 7 A VD) AT —EHEZIF TX £9, Base6d
TR AL SN A ¥ — %255 L72th, SHA-256 IC L > TEDF—N vy va ShET,
key-hash {md5 | sha256} fingerprint TiL. 7= & 2%, show =~ RO imbae— L% —
BRED, TNy vadTHAHF— (MDS £721ESHA256 F—% i) BAHSnET,

ATv T3 (EE) SSHFEARA L ¥—F v /2R ELIEEBICLET, vVF 20 TFA L E—R
TiE, BHa v TXAMTIOavr REASILET,
[no] ssh stricthostkeycheck
1 -

ciscoasa# ssh stricthostkeycheck

ciscoasa# copy x scp://cisco@10.86.95.9/x

The authenticity of host '10.86.95.9 (10.86.95.9)' can't be established.
RSA key fingerprint is dc:2e:b3:ed:el:b7:21:eb:24:e9:37:81l:cf:bb:c3:2a.
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Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.86.95.9' (RSA) to the list of known hosts.
Source filename [x]?

Address or name of remote host [10.86.95.9]7?

Destination username [cisco]?

Destination password []? ciscol23

Destination filename [x]?

FIFILET, ZOF T a AIBNRoTWET, ZOF T arBARx—T I
WAEA, ASAICETERMEN TWVRWNWKRA M —2Fr EI3ER T2 Lo ckd o E
T, TOF T arBNT 4 =T NI TWDBEHE. ASAITIBEIREFEENTZZ &Rk
A N—Z  HEIZEFAT L E T,

il

IR ANDT ZA4 T2 "k, SCP 7 7 A NMink&FATLE T, /=& xIE, Linux
ThRKkOa~y REATLET,

scp -V -pw password source_filename username@asa_address: {disk0|disk1}:/dest filename

VIIUEEZELET, -pw BIEEINTOARWESIE, NAT—-KRKDANERD DT

o7 ERERINET,
KIZ. 10.86.94.170 12D — DT TNy Y2 IR TWVWAERA b F—%BMNT 5
FlE R LET,

ciscoasa(config)# ssh pubkey-chain

ciscoasa (config-ssh-pubkey-chain)# server 10.86.94.170

ciscoasa (config-ssh-pubkey-server)# key-hash sha256 65:d9:9d:fe:la:bc:61l:aa:
64:9d:fc:ee:99:87:38:df:a8:8e:d9:e9:ff:42:de:e8:8d:2d:bf:a9:2b:85:2e:19

WIZ, 10789 12H DY —1"OFRA N ARNY V7 F—%BNT 5627 LET,

ciscoasa(config) # ssh pubkey-chain

ciscoasa(config-ssh-pubkey-chain)# server 10.7.8.9

ciscoasa (config-ssh-pubkey-server)# key-string

Enter the base 64 encoded RSA public key.

End with the word "exit" on a line by itself

ciscoasa (config-ssh-pubkey-server-string)# c¢l:b1:30:29:d7:b8:de:6c:97:77:10:d7:
46:41:63:87

ciscoasa (config-ssh-pubkey-server-string) # exit

ASATFTIP U SA 7> FDINRERTE

TFTP 1., B/ 7472 MY — 77 A )V#Ri% 7 m b2/, RFC 783 3 L. ' RFC 1350
Rev.2 THIEENTWET, TEFTP H— "D TI7 7 ANV A2 —TXAH L HIT,. ASA &

YIrwz7ssUavIqFaL—var |
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B sa~oo7000a0—

TFTP 7 A7 FELTCERETEET, ZHUZEY, avr7 4 Falb—var 774 V%
Ny 7T o7 L, TNHEBED ASAIZT v/ — FTEET,

Z 2T, TFTP H— "D RAZHFEFR TE H720, copy 35 L UF configure net 72 & D =1+
¥ RCANT 2MENRRL 2D 7,

FIE

configure net 33 X N eopy 2~ RCHEMATH72DIZ, TFTPH— D7 RLAB IO 7 7 A /v
HEHAIERLET,

tftp-server interface name server_ip filename

51

ciscoasa(config) # tftp-server inside 10.1.4.7 files/configl.cfg
ciscoasa(config)# copy tftp: test.cfg

Address or name of remote host [10.1.4.7]7?
Source filename [files/configl.cfg]?config2.cfg
Destination filename [test.cfg]?

Accessing tftp://10.1.4.7/files/config2.cfg;int=outside...

v REANTHE 7 7 AN E LEETEET, 2L 2E, copya~y FEMHTL L X
WCHERIER SN TFTP Y —_"OT RLAZFIHCTEETN, A XT7 0747 77T
TrANKEANNTHEHTEET,

copy 2~ RIZ, tftp://url Tix72< titp: 2 AJ) L C tftp-server DAEZ{HH L 77,

ASA~DT77A4)LDIE—

COETIZ, TV =Y a A A=Y ASDMY 7 U xT, a7 4 Xal—var Ty
A )V, F7-1% TFTP. FTP, SMB. HTTP, HTTPS. F7-1% SCP % — ;S NERE 721358~
Tova AEVEA T ra— RTALENGLZOMDT 74 Va3t —4 5 FHEICOVW TR
Eﬂ L\iﬁ—o

1R BRI

«IPSSSP Y 7 h T =7 BV a—/LDPAH, IPS Y 7 F U =T & disk0 12X 7 > 1 — K4 5H
W2, 7T v 3va ATVITHRL EH50% DEENRHDZ EEMERLTLLIEEN, IPS &
AVAR=NTBEEEIZ, IPSOT 7 AN VAT LAHICNE 7 7 v a 2D O 50% 0
TRESnET,

s LTFORLFLE/NLFENRERS>THNTYH, FCLABIDO2O07 7 ANVET T o AEY
DRILT 4 L7 BVIREFETE A, 72& 21E. configefg &V ) 7 7 A VINFAET D
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asa~nz7 4 rnat— i

BT Configefg bW D) 77 A VB XA a—RLEY &EThE, RODZT— A vbE—Y
DERRINET,

$Error opening disk0O:/Config.cfg (File exists)

Cisco SSL VPN Client % A > A b —/LF 5 FIEDOFEHIZ DWW TIX, [ Cisco AnyConnect VPN
Client Administrator Guidel %2/ L C< 72 &V, ASA IZ Cisco Secure Desktop % A A h—
VT B FIEOFEMIZOWTIE, [ Cisco Secure Desktop Configuration Guide for Cisco ASA 5500
Series Administrators (Cisco ASA 5500 >V — X& PR [T Cisco Secure Desktop =1 > 7 4 ¥ =
L—ar i4 F) ] 22RLTIES N,

DA A=V INA AR SITWDGE, FISNBT7 T v v a AE VI A=Y
DA UVARN—=VENTWBEEIZREDT 7 r—ray 4 A—VFE T ASDM A A —
VEMHT D LI ASA EFRET DHITIL, ASA A A— ASDM, BLOAZ— 7T v
T ar74Xal—varyORE (193—) 2R LTIEIN,

VN F AL THRA N T ROBEIE. VAT LAFTAR—ZANICWALERH Y F1,

(A7 ay) ASADBY—NLOBEIHRATIA LV H—T =2 AEEELET, 41
H—T 2 A ABEE LRSS, ASA IXEHEHOLV—T 4 7 T—T NV E2F =27 L
9, T THERRONLRWERIEIT —ZDON—T 4 T T—TNEF v LFE
j‘o

FIE

DY =N A A TD1OEFHLTCT 7 AV Ea’—LET,
o« TFTP — 1" bab— L E9,

copy [/moconfirm] [interface _name] tftp://server|/path]/src_filename
{diskO|disk1}:/[path/]dest filename

fil

ciscoasa# copy tftp://10.1.1.67/files/contextl.cfg disk0:/contextl.cfg
Address or name of remote host [10.1.1.67]17?
Source filename [files/contextl.cfg]?

Destination filename [contextl.cfg]?
Cryptochecksum: db8bal96 9adl89a8 7f5f501f 1lbec469b
EEREEEEERE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

FTIP — 1" bHab—LF9,

copy [/moconfirm] [interface _name] ttp://[user|:password|@]server|/path]/src_filename
{diskO|disk1}:/[path/]dest filename

1l -
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ciscoasa# copy ftp://jcrichton:aeryn@l0.1.1.67/files/contextl.cfg
diskO:/contexts/contextl.cfg

Address or name of remote host [10.1.1.67]?
Source username [jcrichton]?

Source password [aeryn]?

Source filename [files/contextl.cfg]?

Destination filename [contexts/contextl.cfg]?

Cryptochecksum: db8bal96 9adl89%a8 7f£5£f501f lbec469b
EEERERRRRE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

HTTP (S) H— b —LET,

copy [/noconfirm] [interface_name] http[s]://[user[:password|@]server[:port][/path]/src_filename
{diskO0|disk1}:/[path/dest filename

i

ciscoasa# copy https://asun:john@l0.1.1.67/files/moya.cfg diskO:/contexts/moya.cfg
Address or name of remote host [10.1.1.67]7?

Source username [asun]?

Source password [john]?

Source filename [files/moya.cfg]?

Destination filename [contexts/moya.cfg]?

Cryptochecksum: db8bal9%6 9adl89%a8 7f£5f501f lbec469b
EEERERRRRE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

SMB — b a b’ — L FET,

copy [/moconfirm] [interface_name] smb://[user[:password|@]server[/path]/src_filename
{diskO|disk1}:/[path/]dest filename

i

ciscoasa# copy /noconfirm smb://chiana:dargo@10.1.1.67/test.xml diskO:/test.xml

Cryptochecksum: db8bal96 9adl89a8 7f5f501f lbec469b
rrrrrrrrr

11143 bytes copied in 5.710 secs (2228 bytes/sec)

SCP — b a’™—LE T,

sint=interface 7> a NI, V— M N I T v T ENAALNRALT, BIEESINZA
H—T A A&MMLTSCP ¥ — NZEELET,
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copy [/moconfirm] [interface name]
scp://{user|:password|@]server|/path]/src_filename[;int=interface name)
{diskO|disk1}:/[path/|dest filename

il

ciscoasa# copy scp://pilot@10.86.94.170/test.cfg disk0:/test.cfg
Address or name of remote host [10.86.94.170]17?

Source username [pilot]?

Destination filename [test.cfg]?

The authenticity of host '10.86.94.170 (10.86.94.170)"' can't be established.

RSA key fingerprint is

<65:d9:9d:fe:la:bc:6l:aa:64:9d: fc:ee:99:87:38:df:a8:8e:d9:e9:ff:42:de:e8:8d:2d:bf :a9:2b:85:2e:19> (SHA256) .
Are you sure you want to continue connecting (yes/no)? yes

Please use the following commands to add the hash key to the configuration:
ssh pubkey-chain
server 10.86.94.170
key-hash sha256
65:d9:9d:fe:la:bc:6l:aa:64:9d:fc:ee:99:87:38:df:a8:8e:d9:e9:ff:42:de:e8:8d:2d:bf:a9:2b:85:2e:19

Password: <type in password>

6006 bytes copied in 8.160 secs (750 bytes/sec)

ARA— K7y TaArI4FXalL—arvFEHEETa I« X2L—
oaoANDITIF7AILOIE—

F XA N7 7 A%, TFTP, FTP. SMB. HTTP (S) . F7-13SCPH— b, F-13 75 >
a2 AFEYMNS, BT 7 4 Fal—YarFERRRAEA— Ty a4 ¥ al—y
VA — R TEET,

1R BRI

a7 4 X2l —varEETa T 4 X2l —v g il a—3 5%, 200 ar T X =
L—Yarvk~v—V0LET, v—UVILEoT, HilLnarZ s Fal—rarnhbiray
T4FX¥alb—vaiZHiLnavy RRBEMEnET, a7 4 F a2 b—va VAEUGA.
EEIIRELET AL, 2~ RREHETLIHE, E3a~vr RRar 72 MOFTICRE
B HZBE, ~—VORITIa v Ik TRARV E4, =7 —0m%4E+25288, TH
TERWHERBETLDZZELHD £,

(A7 ar) ASARY—RNLOBEBEIHHTAIA VA —T =2 A2 ELET, A7 —
T A ABREBELRWES, ASAIXEHEHOLV—F 4 7 T—TNE2F v LET, =
I TC—ERRONSRWESIZTT— A DON—TFT 4 T T — TN EF v LET,
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B xs-tr7v7a00 %1 —vavErdERar I ¥iL—varAnTI 7L LD E—

FIE

AL = T o a7 4 Xalb—raryEdsfrar 74 Fal—va il 7y AV Ea
E—3 500X, @y ra— R =Nt L TRO a2~ RKOWTNE AT LET,

TFTP Y — 1" Hab— L E9,

copy [/moconfirm] [interface_name] tftp://server|/path]/src_filename {startup-config |
running-config}

il

ciscoasa# copy tftp://10.1.1.67/files/old-running.cfg running-config

FTP — ") bab—LEJ,

copy [/moconfirm] [interface_name) ftp://[user[:password]@]server{/path]isrc_filename
{startup-config | running-config}

il

ciscoasa# copy ftp://jcrichton:aeryn@l0.1.1.67/files/old-startup.cfg startup-config

HTTP (S) Y¥r— b ave—LFET,

copy [/moconfirm] [interface_name] http[s]://[user[:password|@]server[:port][/path]/src_filename
{startup-config | running-config}

i

ciscoasa# copy https://asun:john@l0.1.1.67/files/new-running.cfg running-config

SMB Y — b o™ — L £,

copy [/moconfirm] [interface_name] smb://[user[:password|@]server[/path]/src_filename
{startup-config | running-config}

il

ciscoasa# copy /noconfirm smb://chiana:dargo@l0.1.1.67/new-running.cfg running-config

SCP — b at’™—LET,

copy [/moconfirm] [interface name]
scp://[user|:password|@]server|/path]isrc_filename[;int=interface name] {startup-config |
running-config}

i
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ciscoasa# copy scp://pilot:moya@l0.86.94.170/new-startup.cfg startup-config

sint=interface 7 a N, V— " Vv I T v T ENANALT, BIHEESNIZA v
H—T oA A&MHLTSCP H— NICHELET,

151
- ziE. TFTP Y — "0 b a7 4 Falb—rarz2at™—d4 3103, koa<w R
EATTLFET,

ciscoasa# copy tftp://209.165.200.226/configs/startup.cfg startup-config

FIPH— b ar 7 4 Fal—raryzabt—73312%k, koa~v s KEANJLE
ﬁ‘o

ciscoasa# copy ftp://admin:letmein@209.165.200.227/configs/startup.cfg startup-config

HTTP — )b ar 7 4 Xal—arZ2ab’—3 5203, ’koavwr RE AL
7,

ciscoasa# copy http://209.165.200.228/configs/startup.cfg startup-config

ASA A A— . ASDM., BLURA— Py T a2Tg
XalL—3>DETE

BED ASA £T-1ZASDM A A= NH5BEEIE. T — b5 A=V ZRETHLERDH Y
FT, A A—TVERELZWBEEIIT 74V DT — A A—=UWMEA SN, TDA A=V
BERENTZ DO TIIRWAREERH Y EF, AF¥— T v ar7 X2l — 3Tl =
V74 FXalb—ary Iy ANVELETHRETCEET,

DT 7 3N FiREESR LTSN,
e ASA A A —

R ASA : N 75 v a AEFEUNTRONDSTHBEYIOT TV r—ay f A—
7 —hLET,

« ASAV : I PN R L7z & S ITE & 7=, AR BH D boot:/ /X—F 4 23 1T
HHAA—TET—FLET,

* Firepower 4100/9300 > v —3 1 ASA : FXOS v AT A8, #2E1d 25 ASA A A—
ERELET, ZOFEZHEHLTASAA A=V ERETHI EIFTETEREA,

YIrwz7ssUavIqFaL—var |
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B ossacx—o asOM, B&URE—FFyT LT FaL—L 3 OBRE

* Firepower 2100 : FXOS > A7 A%, ##1T 2 ASA/FXOS Ny 7 — V% RELET,
COFRNEEFEHLTASA A A—VEHRETHILITXTETERA,

¢ TRTDASADASDM A A= : N7 T v o AT YVNTRODMP-7- (F2i3Z i
A AN WNESIT. AT T2 AFUNTRONST) 5D ASDM A A —
7 —hrLET,

A= T v a7 4 Xal—ary T 74N ENTIE, ASAX, BL77 A4V TH
BAR—K T v a7 4 Xal—arm»b7—hRLET,

4R8O HHEIIZ

* Firepower 4100/9300 ¥ —3 : ASA O7 v 77 L— RIZFXOS IZ L » THEHEH SN ET,

ASAFARXL—FT 4 VT VAT LANTASA%RT v 77 L—RTHZLILTEERA, LI
NoT, ZOFNEE ASA A A—ITHHA LR TS 7ZE, ASA & FXOS 23427 v
TV —RTHILENTE, FXOST 4L 27 bU U R MIHI&AIZU A MELE T, ASA
PR =TI ASDM g £ TV £,

s Firepower 2100 : ASA, ASDM, BXWFX0S DA A —UET 1 DD/ Ry —VZRy Fv
ENTHWET, N —VFEFILEXOS ICL > TEHEBESNET, ASA AL —FT 47
VAT LANTASART v 77 L— RT3 LidTaEdh, LENR-T, ZOFIEEZ ASA
A A—=VIHH LN TL &, ASA & FXOS ZHBICT v 77 L— K452 &1 T
TFEHA, WAV RLINTHNET,

* Firepower 2100 35 J (X Firepower 4100/9300 > ¥ —3 @™ ASDM : ASDM [Z ASA AL —7F ¢
VT VAT AANSLT v T T — RTEBZD, N RSN ASDM A A—V DI %
BRI 20ETIH Y FHA, FEITT v 72— R9 25 ASDM £ A — VL FXOS A A —
UAMIERENEEA, ASA NS ASDM A A — V2 BT HVLENH Y £9,

N

() FXOS CTASANYV RAVET v 77 L—R$5E, [FAL4HI
(asdm.bin) TH 572D, /N2 KILND ASDM A A —T7H ASA
EOHIDOASDM AV RV A A—=D|Zi@EE b £, T v 7rn—
KRL7=50D ASDM A A — (7= & 21X, asdm-782.bin) % FET
BIRLIZGA, NURALT v 77 Lb— R Bk L CE DA A —
VEMHTHZ LI £, AEDH HASDMAN—T g &
FITLTWDZ E2fERTHITIE, XU RVET v 7 L— T
HENZASDM 27 v 77 L— R$ 50, F72IX ASA N Rz
Ty L— RTLHEAND, N RV ASDM A A —
(asdm.bin) ZfEHT2 L HIZ ASA ZHRETHLERNH D F
ERS

« ASAv : FIHIEBH D ASAv /N v r— U TiX, ASA A A — VR EeA B0 B boot:/ /X—T 4
ValsIilEHEENET, ASAVET v 7L —RTBHLEIL, 7T v AT VITHDA
A—VEBELET, B Tar74X¥alb—ar%&27 Y 735E (clearconfigureall) .
ASAV IZTEDREBDA A=V 2r— RT 25X 910020 ZLITERE L TSV, YR
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ATy T

ATvT2

ATvT3

ASA A A—. ASDM, B&EURE— TPy TavTq¥aL—varonz [

D ASAV X r—ZiE, 7T vy AFVIIREEIND ASDM A A=Y HEFN T
F9, ASDM A A= Z{ERNCT v 77 L — R T&E7,

FIE

ASA 7 — K A A=V OEFi i ELET,
boot system wur/

51

ciscoasa(config) # boot system disk:/images/asa921.bin

URL (ZRD L 512720 £,
» {diskO0:/ | disk1:/}[path/]filename
o titp://[user[:password|@]server|:port)/[path/]filename
TFTP A7 a i3, §RTOETATHR—FSNL2DITIEDHY A,

K4 DD bootsystem =2~ N U Z AN LT, 77— FT28EBOA A—TZNAFKITIE
ETHIENTEET, ASAIX, HHUITHHICHKII LA A—Y %7 — h LE7, bootsystem
A REANTHLE, = FURY A FORBRICENESNES, 7— =2 N OIEFEZE
B9 25IZ1%, clear configure boot system =~ > R&fiH LTI _XTo=> b ZHIBRLTH
b, =N ZHMDIEFCHANT HZHENH Y £7, &E TE D bootsystem tfpp 2~ > N
X1 2720 T, ZE &OICRET HHERH D £7°,

GE)  ASA 2SEE T — OV A 7 A ST HE 2R OEA 1L, ASA 2 ROMMON E£— K2
J 7 — kL%, ROMMONE— ROFEHIZHOWTIE, TRV T A vb—VDOFERE
ZRLTLIZEN,

T— 1325 ASDM A A=V aRELET,
asdm image {diskO0:/ |disk1:/}[path/lfilename
i

ciscoasa(config)# asdm image diskO:/images/asdm721.bin

T = FTHARA=VERELRWVES, A VAR LENTWVAEAL A—=IUR T DL T
., ASA X > Tasdmimage 2~ RNFATa L7 4 F 2 b—a VTHAIILET, Auto
Update (GREESNTWDHHA) ORBEEZRT D720, FHEBZ L OA A — VBR[0T
5728, 7—=hTDHASDM A A—TEAX— T v 7 a7 4Xal—aTRET D4
ERH 9,

(AFvay) AEF— T v FXar7 4 Fal—arE2F 74V MDELT 7 A4 LTiEi<
BEFNOD 7 7 A MZ72 D KO IZRELET,

boot config {disk0:/ |disk1:/}[path/]filename

YIrwz7ssUavIqFaL—var |
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B - sar—vavtzrzonnrr L 08y s 7y THLUESR

1 -

ciscoasa (config)# boot config disk0:/configs/startupl.cfg

AV I7A4FaL—2aVvFERIEIZEOHD T 7Z7AILDINY
D9T7vTEXIVET
VAT AEENSHEET LD, 2T 4 X2 —2a BIORZEOMD T 7 A LD EHRY
N DT T EFITTH L EHERL T,

== ~ O — > \ Y O - 4 —_— /-

FTEBRVATLNY YTy TEREIFETDET
WOTFIETIE, 274 X2l —2a B0, A=V DzipNv 7T v 7 targz 7 7 A /b~
DAY I T 9 FBLOETHEE, DT 7 A LDE—H L 3L E 2—F ~OEEHF TS
T LET,

NV YTy TE-ETERIBT BHIIC

Ny 7Ty TERIFEILERGT HENS, Ny 7T v S EIIE LI E e T 4
27BN 72 K L 300 MB HAMLENH Y 97,

Ry I T THERIFIAN Y I T v TRICary 74X alb—va v EERE LGS, TOE
FANRIINRN I T v FICEDNERA, Ny I T v TOFETHIZaAL 7 X2l —a
VEERLTOLEILEFEIT LSS, 20ar7 X2 lb—varyOEFFEEXIN
T4, MERELT, ASAIZBRALLX829T52 050 T,

s B TE DNy 7T v I EITE T 1 DT TT,

e T 4 Xalb—a N EDONNY I T v T EFITLIEEEZ LFEL ASAN—T 3 T
DHETLTEET, By —NaEMHL T, ASADRELLZNN—TVg Ul Tar 74X a
L—a v BT 152813 TEERA, 2074 X2 b — 3 OBITHNLERBES.
ASAIL, FTLWASAOSZ e — RLERICHEET 5 A — Ty 7 a7 4F¥alb—va
CVEABMICT v 7L — RKLET,

I TARAZN T EMERTLGA. Ny T v T ERIFELTELDER, A¥— KT v 2
V74 Falb—vary, Efrarv4Xal—yar, BIXOTAT T 4T 4 iEHED
HTY, 2=y FZTEIZHIZ ANy 7T v T FlB L OETT 2 0ERH Y £77,

o Tx—NF—N—FHHTIEE. Ny T v TFTOERBLIMMETRIX, 77547 2=y
e AF NS, 2=y MR LTI IZITOMENH Y F9°,

s ASAIZV AL — NRAT L —XERELTWDLELEIX., ZOFIETIER LAy 2T v
AT 4 K2 —a rDETTHRICEFD~YAE — NA T L —XPRPE L 720 F£4, ASA
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DAL —=IRAT L—=ARRARGAEIT, Y AX—RAT VL —ADOREESZHR LT, Ny
IT v T EFAITT DRI, ~AA— RATL—X%& )ty bTBHEZHERLTLIEE
AR

PKCS12 57 —# %A > 7R— b (crypto ca trustpoint =~ > RZfEH) T 5B N7 A R
A IBRSA F—Z2FEHLTWAGE, A1 VAR —bhSnlex— XTI N T A MRA
FNERICARINEID S TONET, ZOHKIDOD, ASDM2 7 4 Fal— g U EH
TLIEE TR TIARRAS LV FBIOREDOR— RTIHIOLRIZIEE LT2GE. A¥— L
ToTarZ4Xal—raAimxoar 7 Xab—ralrERCIZRADIZ, FiTa
V74X 2= a VZIERRDF— RXTABREEND IRV ET, DFED, F—
X7 ERNTANRA Y MIBIOAFTIZER LIZSEIE, toary7 4 XFab—ra &l
TLTERNENWDS Z & TY, ZOMBELERET 5720, N7 A MRS MeZDF—T
WZII TR CARTEZH L T 7ZE 0,

cCLIZHEHL TR 77 v 7 LTHHASDMZERH L CHEITLIZY ., FOMEITH 2 &ix
TXxFEHA,

BN I T T T ANMIEENLIAFITRD LB Y TH,
CETAT 4 K2l =gy
AL =R T T arZ4FXal—ar
T RTOEF2VT 4 A AV
Cisco Secure Desktop B L UVHFEA b AFx ¥ DA A—
Cisco Secure Desktop 3 L OV A b A ¥ ¢ » DR E
AnyConnect (SVC) 7 7A T FDA A=V BT 077 AV
AnyConnect (SVC) DA AX~A ZABIR KT VAT 4 — 14

cTAT T AT AFEHE (TAT T 4T 4 iFHEBICEES T H372 RSA &F— X7
TEENLN, RAZ U RT oy =3B ENn%)

* VPN S & —
*SSLVPN =27 4 Falb—ar

« Application Profile Custom Framework (APCF)
* Bookmarks

s WAL AE—T a3

B AF Iy TIEAKRY — (DAP)
TITTA

T 0 7 7 ANVHAOEMAN AT YT
s 7u Xk HERRGE

BT —T v

YIrwz7ssUavIqFaL—var |
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B x7e0199797

*Web 27 Y

o N—U 3 UIEH

4

RTFLDINYG T T
ZOFETIEH., BEBRVAT I RN I T v 7 2FTTHHIECHOWTEHHALET,

FIE

RTYVTN VAT LENY 7T v 7T LET,
backup [/noconfirm] [context ctx-name] [interface name] [passphrase value] [location path]

1 -

ciscoasa# backup location disk0:/sample-backup]
Backup location [disk0:/sample-backup]?

interface name 5 E L 72WGE. ASAXEHEFAONV—T 47 T—TNeF v LE
T, I TC—BRRONSRWERIIT— A DON—T 4 T T —T N EF e LET,

VAT NFLTAR—ANEZLTF A TFEFA RN BT—RICAD, FBELEaVTF A M2y
77 v T BEEE. context ¥—TU— RKEANLET, K2 THFA NNV T >
TTHMENRHY E3, DFV, K7 7 A MK L Thackup 2~ R&H 9 —EAHLET,

VPN GEAE R L OFREEE X —0 Ny 77 » T GEREZ /ST 57201, passphrase
X =T — R THEINTME X —23ME T, PKCSI2 IBXOFEHEZ bk L OE BT
LIZDIMHEHTHNRAT L= ANTIUERLYET, Nv 77 v ATEENDDOITREH]
ZICBET 5 RSA F— XTEZFTHY, A¥ 2 F7 v il EIRA S ET,

N 7T 7O lecation (21X —H )V 5 4 A7 £721%) F— F URL Z$5ETE £9, location
EHELRWERIT, ROT 73V MAMER SN ET,

o 7V E— R : disk0:hostname backup.timestamp.tar.gz

o ¥ /LF E— K : disk0:hostname.context-ctx-name.backup.timestamp .tar.gz

ATw T2 Fuar MIEWET,
B -

ciscoasa# backup location disk0:/sample-backup
Backup location [disk0:/sample-backup]?

Begin backup..

Backing up [ASA version] .. Done!
Backing up [Running Config] .. Done!
Backing up [Startup Config] .. Done!

Enter a passphrase to encrypt identity certificates. The default is cisco.
You will be required to enter the same passphrase while doing a restore: cisco
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Backing up [Identity Certificates] .. Done!

IMPORTANT: This device uses master passphrase encryption. If this backup file
is used to restore to a device with a different master passphrase,
you will need to provide the current master passphrase during restore.

Backing up [VPN Pre-shared keys] .. Done!

Backing up [SSL VPN Configurations: Application Profile Custom Framework] .. Done!
Backing up [SSL VPN Configurations: Bookmarks].. Done!

Backing up [SSL VPN Configurations: Customization] .. Done!

Backing up [SSL VPN Configurations: Dynamic Access Policy] .. Done!

Backing up [SSL VPN Configurations: Plug-in] .. Done!

Backing up [SSL VPN Configurations: Pre-fill scripts for Connection Profile] .. Done!
Backing up [SSL VPN Configurations: Proxy auto-config] .. Done!

Backing up [SSL VPN Configurations: Translation table] .. Done!

Backing up [SSL VPN Configurations: Web Content] .. Done!

Backing up [Anyconnect (SVC) client images and profiles] .. Done!

Backing up [Anyconnect (SVC) customizations and transforms] .. Done!

Backing up [Cisco Secure Desktop and Host Scan images] .. Done!

Backing up [UC-IME tickets] .. Done!

Compressing the backup directory ... Done!

Copying Backup ... Done!

Cleaning up ... Done!

Backup finished!

NI Ty TDET
ziptargz 7 7 A AN —A L PCITETT A 7 4 Xal—Ta o A—VEEELE
R

FIE

ATYTN RNu I T T Ty ANV AT LEBILLET,
restore [/noconfirm] [context ctx-name] [passphrase value] [location path]

1 -

ciscoasa# restore location disk0:/5525-2051.backup.2014-07-09-223$
restore location [disk0:/5525-2051.backup.2014-07-09-223251.tar.gz]?

BEEOa L THXRNEETT D720 context ¥ —U — KT 25H81L. Dy
IT T arTxEAN 7y ANEEINETCT ONERH Y £, DED . BT 7 A MITK
LTrestore 2~ K&2HH—EAHLET,

ATFYvT2 a7 NMIENET,
1 -

ciscoasa# restore location disk0:/5525-2051.backup.2014-07-09-223$
restore location [disk0:/5525-2051.backup.2014-07-09-223251.tar.qgz]?

Copying Backup file to local disk... Done!

Extracting the backup file ... Done!
Warning: The ASA version of the device is not the same as the backup version,

YIrwz7ssUavIqFaL—var |
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some configurations might not work after restore!

Do you want to continue?
Begin restore

IMPORTANT :
Master passphrase is required to restore running configuration,
configuration and VPN pre-shared keys.

startup
Backing
Backing
Backing
Backing
Backing
Backing
Backing
Backing
Backing
Backing
Backing
Backing
Backing
Backing

up
up
up
up
up
up
up
up
up
up
up
up
up
up

Restoring
Following messages are as a result of applying the backup running-configuration to

this device,

[confirm] y

This backup configuration uses master passphrase encryption.

[VPN Pre-shared keys] Done!

[SSL VPN Configurations: Application Profile Custom Framework] .. Done!
[SSL VPN Configurations: Bookmarks].. Done!

[SSL VPN Configurations: Customization] .. Done!

[SSL VPN Configurations: Dynamic Access Policy] .. Done!

[SSL VPN Configurations: Plug-in] .. Done!

[SSL VPN Configurations: Pre-fill scripts for Connection Profile] .. Done!
[SSL VPN Configurations: Proxy auto-config] .. Done!

[SSL VPN Configurations: Translation table] .. Done!

[SSL VPN Configurations: Web Content] .. Done!

[Anyconnect (SVC) client images and profiles] .. Done!

[Anyconnect (SVC) customizations and transforms] .. Done!

[Cisco Secure Desktop and Host Scan images] .. Done!

[UC-IME tickets]
[Running Configuration]

Done!

please note them for future reference.

ERROR: Interface description was set by failover and cannot be changed

ERROR: Unable to set this url,

it has already been set

Remove the first instance before adding this one
INFO: No change to the stateful interface

Failed to update LU link information

.Range already exists.
WARNING: Advanced settings and commands should only be altered or used
under Cisco supervision.
ERROR: Failed to apply media termination address 198.0.1.228 to interface outside,
the IP is already used as media-termination address on interface outside.

ERROR: Failed to apply media termination address 198.0.0.223 to interface inside,
the IP is already used as media-termination address on interface inside.

PAC settings will override http- and https-proxy configurations.

Do not overwrite configuration file if you want to preserve the old http-

and https-proxy configurations.

WARNING:

Cryptochecksum (changed): 98d23c2c
Done!
Restoring UC-IME ticket ... Done!

ccb31de3 e5lacf88 19f04e28

Enter the passphrase used while backup to encrypt identity certificates.
If the passphrase is not correct, certificates will not be restored.

The default is cisco.

No passphrase was provided for identity certificates.

Using the default value: cisco. If the passphrase is not correct,
certificates will not be restored.
Restoring Certificates ...

Enter the PKCS12 data in base64 representation....
ERROR: A keypair named Main already exists.

INFO: Import PKCS12 operation completed successfully

. Done!

Cleaning up

Done!
Restore finished!

. VI zT7H&UVaAYToFaL—ay



| voroz7s&tarrqFarL—vay
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BEj/N\v I T7vITELVETDETE (ISA 3000)
COMEREIZE D VAT AOREZTHENNC OBy 7T v T RBINMETLTE A2, &
DX TRNL D FE T,

cAHHIRTE : TN ARE (N—FUz2T7BIORY 7 bu=T) BPIEAT 4 TITRESH
TWTC, ZOAT AT EHEH L CREBHRE X —F v b T3] R EBET 855,

¢ T AW DBEOBE O « FEENSRAE LIBEDOT S Ay 7T v T L
TR E R ST N R AT B A

GEREE~DE— LRy T VT N 2T AT 4 X a b — g VB LI, UL
BB a7 4 Falb—aicm—i Ny 7T 5845,

1R BHIIZ
o ZDOKEBEIZ. CiscoISA3000 7 7T A T LV ADIH T T E£7,

« ISA3000 ICHEN Ny 7 7 v B L OMEILERET DITIE, FFED/NT A—F % 1 [EIRY 3%
Ebiﬁqo

Ny s Ty TFalr—gy AL —YAF 47 (SDI—FZRY) . USBA b L—
V. FlREXy N O A EIRTE £,

Ny T v E— K FEELIZHEL
e NAT L =X Ny T v TR ER LT D & EIHEHT LA T L—X,
PLEDOBREN., IO HEI Y 77 v T HEEETRECTHER S £,

o Ny 7T TRERE L OTHERITE N E VIS, BENE— FEITFEIE— FTEIET S
XIOICRRETEET,

+ 5t EXEC backup | restore =~ > N|IZ T I E A, backup-package =~ > REZFRE L
TeRIFE, MDA~ RTA U RTGA=FZIRET HZL72<, EXECa~» FEHL T
FEI TNy 7T v FBIXOMELEIT) 2N TEET,

FIE

RTVTN Ror—VONRy 7T v T RTA=REFELET,
backup-packagebackup [interface name] locationdiskn: [passphrase string]

1 -

ciscoasa (config) # backup-package backup GigabitEthernetl/1l location disk3: passphrase
cisco

Toa<wy REFHLT, Oy 77 TEETHERT =2 %Ny 7 7 v 7 28I H
THNRT A =B EIEELET,
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. UL E—RF AV IAFAL—YavERERIAFE—RVRFLAVIAX2AL—3 DN I Ty T

ATy T2

ATvT3

U 'T—

interface name TlX, Ny 77T v TEAEOREA 24 —T7 = A AZfRELET,

location diskn TlX, 7—¥ DNy 77 v ST LA M=V AT 4 T E2RELET,
passphrasestring (X, Nv 7T v S LIcT =X X2 )T 4 TRETLHOIHEHLET,
N =V DETTDNT A—=F ERELET,

backup-packagerestore [interface name] locationdiskn: [passphrase string]

51 :

ciscoasa (config) # backup-package restore GigabitEthernetl/1l location disk3: passphrase
cisco

Zoawy REFEALT, UBOBETERIECTHEAT2E N7 A—2E2RELET, Ht/ 7
A—FX, BIRONY 7T TEEO/RT A — 2 KL CTWET,

HEIE— ROy 7T v TBIOEILEA X—T VI LET,
backup-package {backup | restore} auto

1 :

ciscoasa (config) # backup-package backup auto
ciscoasa (config)# backup-package restore auto

Zoavwr REFEHALT, BEIE—RFNORN 27 v £ TEA R—T VT 4 B—T L
W LET, HTIOERL7ZEF— K ROMMON ZHIREISNE T,

KarvJ4XxalL—va vFERFTILFE—KOXT

LavI4axal—a DnNvworr7yd

N ATHRARN FT—RT, £HEEYATFE—ROVAT A a7 4 F 2L — g rhn
b, AA—hrT w7l ar7 s Fal—yvarihdErar7 s Xab—ra w280 —
FrlFEe—A L 7Ty va AEVICa—TxET,

188 BRI

(A7 ar) ASABY—NLEOBBIHATHIA LV H—T 2 RAEHBELET, 4 ¥—
T oA ZAEEELRWES, ASAIXEHERNOL—FT 47 FT—TI N EF v LET, =
I TC—HRRONSWERITIT A DON—T 4 T T —T N EF v 7 LET,

FIE

WOV =R EZALTDO1OHFEHALCary 74Xl —rara w7 o7 LET,
« TFTP — N2 a v —LF 7,
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copy [/moconfirm] [interface_name] {startup-config | running-config}
tftp://server(/path]/dst filename

i

ciscoasa# copy running-config tftp://10.1.1.67/files/new-running.cfqg

FTP — N iZat™— L F£7,

copy [/moconfirm] [interface_name] {startup-config | running-config}
ftp://[user[:password|@]server{/path]/dst filename

il

ciscoasa# copy startup-config ftp://jcrichton:aeryn@l0.1.1.67/files/new-startup.cfg

SMB H— Rz —LE9,

copy [/moconfirm] [interface_name] {startup-config | running-config}
smb://[user[:password|@]server[/path]/dst filename

B

ciscoasa# copy /noconfirm running-config smb://chiana:dargo@10.1.1.67/new-running.cfg

SCP #— |z’ — L ¥,

copy [/moconfirm] [interface_name] {startup-config | running-config}
scp://[user|:password|@]server[/path]ldst_filename[;int=interface name)

B

ciscoasa# copy startup-config
scp://pilot:moya@l10.86.94.170/new-startup.cfg

sint=interface 7" a NE, W— KV I T v T HENANRALT, BIHES A v
H—T A ZA&AFH L TSCP H— NZHELET,

B—=)N 7T yva AEVIZI—-LET,
copy [/noconfirm] {startup-config | running-config} {diskO0|disk1}:/[path/]dst filename
il

ciscoasa# copy /noconfirm running-config diskO:/new-running.cfg

ST 4 LY PUNFETDHZEE2HER LTI, TFELZWESIX. £ 7 mkdir =
< REFEHLTCT o L7 N EERRLET,
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B o502 3umoass %2207 FaL—La v EEZOMD T 7 A LDNY Y Ty T

759y a ARYVADIAVTIFR MOV 74 X2 L— a3 FIE
FRMDT7AILDINYY Ty T

VAT AEFAR—RATROWNTNI DA~y REANTAZLIZE->T, a—hL 75
VaRAEVIZHAHALTFA ALY T4 Fal—arERFo v AR —LET,
1R BHEIIZ

(A7 ay) ASABY—NLDOBEBIFEHTIA LV —T = AERBELET, 41 ¥—
T2 A ABBELRVES, ASAIXEHREHOLV—T 4 T—TONEF v LET, Z
I TC—ERROMDERWEERITT— 2 DON—T 4 T T—T NV F v 7 LET,

FIE

WD —=NRNEATDI12FBFEH L TCarTFA Ny 74 FXal—al Xl T v T aN\y
277 LET,

e 7T v anb TFTP r—RiZav— L £,

copy [/noconfirm] [interface name] {disk0|disk1}:/[path/]src_filename
tftp://server|/path)/dst filename

il

ciscoasa# copy diskO:/asa-os.bin tftp://10.1.1.67/files/asa-os.bin

¢« 77w vamb FIPh—RNiZav—LET,

copy [/moconfirm] [interface_name] {diskO0|disk1}:/[path/]src_filename
ftp://[user[:password|@]server|/path]/dst filename

i

ciscoasa# copy disk0O:/asa-os.bin ftp://jcrichton:aeryn@10.1.1.67/files/asa-os.bin

« 77 v vamb SMB Y —RNZavr—LET,

copy [/moconfirm] [interface name] {disk0|disk1}:/[path/]src_filename
smb://[user[:password|@]server[/path]/dst filename

il

ciscoasa# copy /noconfirm copy diskO:/asdm.bin
smb://chiana:dargo@10.1.1.67/asdm.bin

« 7T i aink SCP Y —NZa b — L ET,

copy [/moconfirm] [interface_name] {disk0|disk1}:/[path/]src_filename
scp://[user[:password|@]server[/path]/dst_filename[;int=interface name)
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il

ciscoasa# copy diskO:/contextl.cfg
scp://pilot:moya@10.86.94.170/contextl.cfg

sint=interface 7 a NE, V— b N I T v T AL NRALT, WIRESNTA v
B—T A A&MMLTSCP ¥ — NZEZELET,
e T T yvahbua—hN T Ty e AEVIZar—LET,
copy [/noconfirm] {diskO0|diskl}:/[path/]src_filename {diskO|disk1}:/[path/]dst_filename
B

ciscoasa# copy /noconfirm diskl:/filel.cfg disk0O:/filel.cfgnew-running.cfg

56557 4 L7 FUNBFIETDHZ L 2R L T8, fFHELRWEAIT, £ 7 mkdir =
< U REFHEHLTT L2 NY BERLET,

AVTFFRAMATHOAVTFFRMNAVI4F2L—23 200Ny

7T

ATy T

ATy T2

NVF aATHRANE—RTHE, a0 TFAMADOKRDONR I T v T HEITTEET,

FIE

(admin 2> 7 F A NMIEEr S ITZ) AX— T w7 ary74F¥alb— gy h—RIFE T2
V74X 2l —YgrEkar—LET,

ciscoasa/contexta# copy running-config startup-config

aVTHRANRYy NU—= IR SN TFTP Y — N EfTary 7 4 Fal—yagrvzat’—
L/i‘g—o

ciscoasa/contexta# copy running-config tftp:/server(/path]/filename

YIrwz7ssUavIqFaL—var |
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B sxs 2L pooavr xaL—savoar—

MERTARATLANLDAV T4 FaL—3rDabE—
FIE

ATFYT1 a7 4 X2 —arEFHERICERLET,

more system:running-config

ATFwT2 av o P Eae— LT, a7 4Fal—3alE2TF%F A 77 A VB fHT %
béAO

export & Wimport A REFEALEBM I 7AILDNY I Ty T

AT A Fa b= g VIRDERVBEINT 7 A IR EBY T,

s importwebvpn 2~ RZEALTA VR —F TED7 7ML, BUEZNLDT 74 VI,
HAR<wA PP — a2, URLURA K, Webar oYy, 53740, BIXOSERR.
ERHY ET,

* DAP R Y > — (dap.xml) .

eCSD 27 4 F¥ a2l — 3 (dataxml) ,

s TUHN =BT VX IVGEAE,

e H—HNCA =Y FT—=FX=R T 7 A )VEGAERT —Z X T 7 1)L,
CLI TiZ, export 2 ¥ R & import 2~ FZEHL T, 2074 Fal—Ta OflxD
BREN I T v TBILOMELTEET,
INHDOT7 7 AN (Iz& 21X, import webvpn 2~ REEALTA A —F LI HOD
T AN ERE) 2Ny T v T HITIE, ROFINEZZEITLET,

FIE

ATy T ROXHIC, WHATREZ show 2~ REFETLET,

ciscoasa # show import webvpn plug-in
ica

rdp

ssh, telnet

vnc

ARTYT2 Ro T w7 T577AMIK L Texport 2~ REFRITLET (ZOFITlErdp 7 7 A LT
+) .
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ciscoasa # export webvpn plug-in protocol rdp tftp://tftpserver/backupfilename

AT rEFERALEIZ7AILDNY I T TEIUVET

A7V FNEHEHLT, ASADAL T 4 X2l —ay 774052y 2T v 7FBLOMET
T&F9, ZHITE. import webvpn CLI (2 K - CTA VAR — b BHEEMKEED T, CSD =
V74X a2l —valrDXML 77 A, BEUDAP 27 4 FXal—varDXML 7 7 A
ANEENET, BX=2 U740 LOBEBICLY, TVF NV F—L3E, £ —7 /L CA
X—OHEWVY 7T v T EFETTHZEIIBEID LEREA,

COHETE, BRIy I T v TOFMEICOWTHALET, £/, ZoFEMEHATI LD,
BREEHICADETEETS 2L TELH TV A2 YT v ERLES, 7L 27
7 MI Linux v A7 MMZEHD A7 U 7 K TY, Microsoft Windows ¥ A7 A THEHT 5121,
FronoaTy 7 EFEHLTEETAHERLY £,

GE)  BIoFEE LT, backup 2~ K& restore 2~ REfEHT 52 &b TEET, FEfllcON
T, TEERVAT ANy 7T v TELFETLOET 22~—=2) | 2ZRLTEES
AN

NYIT7vTELUVETRY Y T +E2EARAT RIS

A7V NEFERALTASA 2L 7 4 X2l —ard2 N\ 27y FPBIOELT AR, £
TWROEEEZEITLET,

«Expect EV 2 —/L L & BT Perl A VA b =T D,
s ASAIZRIEFEE/RSSH 7 FA T v haAf VA =T 5,
e TFTP YV — & A LV A=V LT, ASAMBNRN I T v T VA M7 7 A NVEFET D,

BIORBIRE & LCid, HiROY—Va2EHLET, ZORZ )T ouny vyl a2Zinbny —
JVIZERD ALD Z EMTEET,

A )TREERTT S

Ny 2T v TEIMELXORAZ V7 NaFEITT5I20F, ROFIEEZFEITLET,

FIE

ATY TN VAT LADEBDOEC, A7 VT N TrANEF T a— REREIDy b7 R—=2 kL
7,
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ATFvT3
ATvT4

ATy TH

YIrYITELVIYTaFaL—2ar |

avy K 42T, Perlscripmame & ANJJUET, scriptname \ZA 7 U7~ 77 A )LO4HIT
j—o

Enter Z# i L &7,
FTrarZEIEEANTLE Y. e IRERENE T, HDHWIE, Perlscriptname
Av U REANTLLECAT v a v OfEE AL TG, Enter 242 b TEET, &
HLHDHETH, AZV 7 MIEOATvar ZEIEEANTEE IR BN ET,
ZOARZ YT IRFEITSN, BITSNDa~vy RBRMAOSNET, ZOHIILCLIOGI L 72
DET, TNUHOCLHFE TITONDEIIEHTEET, FFC, 77 A& 1OFEIFT2D
BT 2565 IER T,

YOTILRY) TR

#1/usr/bin/perl

#Description: The objective of this script is to show how to back up
configurations/extensions.

# It currently backs up the running configuration, all extensions imported via "import
webvpn" command, the CSD configuration XML file, and the DAP configuration XML file.

#Requirements: Perl with Expect, SSH to the ASA, and a TFTP server.

#Usage: backupasa -option option value

# -h: ASA hostname or IP address

# -u: User name to log in via SSH

# -w: Password to log in via SSH

# -e: The Enable password on the security appliance

# -p: Global configuration mode prompt

# -s: Host name or IP address of the TFTP server to store the configurations
# -r: Restore with an argument that specifies the file name. This file is produced
during backup.

#If you don't enter an option, the script will prompt for it prior to backup.

#

#Make sure that you can SSH to the ASA.
use Expect;
use Getopt::Std;

#global variables
Soptions=();
Srestore = 0; #does
Srestore_file = '';
Sasa = ''";
Sstorage = '';
Suser = "'
Spassword
Senable = '';

Sprompt = '';

Sdate = ‘date +%F‘;
chop ($date) ;

my $exp = new Expect();

backup by default

getopts ("h:u:p:w:e:s:r:",\%options);
do process_options();

do login ($exp);
do enable ($Sexp) ;
if (Srestore) {
do restore($exp,$restore_file);
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else {
Srestore file = "$prompt-restore-$date.cli";
open (OUT, ">Srestore file") or die "Can't open Srestore file\n";

do running config(Sexp);
do lang trans($exp);
do customization ($exp) ;
do plugin($Sexp);
do url list(Sexp);
do webcontent (Sexp) ;
do dap ($exp) ;
do csd($exp);
close (OUT) ;
}
do finish($Sexp);

sub enable ({

$obj = shift;

$Sobj->send ("enable\n") ;

unless ($obj->expect (15, 'Password:')) {
print "timed out waiting for Password:\n";

}

Sobj->send ("$enable\n") ;

unless ($obj->expect (15, "Sprompt#")) {
print "timed out waiting for S$prompt#\n";

sub lang_trans {
$obj = shift;
$obj->clear accum();
Sobj->send ("show import webvpn translation-table\n");
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
@items = split (/\n+/, Soutput);

for (Q@items) {

s/"\s+t//;

s/\s+$//;

next if /show import/ or /Translation Tables/;

next unless (/”".+\s+.+$/);

($lang, S$transtable) = split(/\s+/,$ );

$cli = "export webvpn translation-table $transtable language $lang
$storage/$prompt-$date-S$transtable-$lang.po";

Socli = $cli;

Socli =~ s/"export/import/;

print "$cli\n";

print OUT "S$ocli\n";

Sobj->send ("$cli\n");

Sobj->expect (15, "$prompt#" );

sub running config {
$obj = shift;
$obj->clear_accum() ;
$cli ="copy /noconfirm running-config $storage/$prompt-$date.cfg";
print "$cli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub customization {
Sobj = shift;
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$obj->clear accum() ;

Sobj->send ("show import webvpn customization\n");
Sobj->expect (15, "Sprompt#" );

Soutput = S$obj->before() ;

@items = split (/\n+/, Soutput);

for (Qitems) {

chop;
next if /"Template/ or /show import/ or /"\s*$/;
$cli = "export webvpn customization $ $storage/$prompt-$date-cust-$ .xml";

Socli = $cli;

Socli =~ s/"export/import/;
print "$cli\n";

print OUT "$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub plugin {
$obj = shift;
$obj->clear accum();
Sobj->send ("show import webvpn plug-in\n");
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
@items = split (/\n+/, Soutput);

for (Qitems) {

chop;
next if /"Template/ or /show import/ or /"\s*$/;
$cli = "export webvpn plug-in protocol $ $storage/$prompt-$date-plugin-$ .jar";

Socli = $cli;

Socli =~ s/"export/import/;
print "$cli\n";

print OUT "$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub url list {
$obj = shift;
$obj->clear accum();
Sobj->send ("show import webvpn url-list\n");
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
@items = split (/\n+/, Soutput);

for (Qitems) {
chop;
next if /“Template/ or /show import/ or /"\s*$/ or /No bookmarks/;
$cli="export webvpn url-list $ $storage/$prompt-$date-urllist-$ .xml";
Socli = $cli;
Socli =~ s/"export/import/;
print "$cli\n";
print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub dap {
$obj = shift;
$obj->clear_accum();
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Sobj->send ("dir dap.xml\n");
Sobj->expect (15, "Sprompt#" );

Soutput = S$obj->before() ;
return 0 if (Soutput =~ /Error/);

$cli="copy /noconfirm dap.xml $storage/S$prompt-S$date-dap.xml";
Socli="copy /noconfirm $storage/$Sprompt-$date-dap.xml disk0:/dap.xml";
print "$cli\n";

print OUT "S$ocli\n";

Sobj->send ("$cli\n");

Sobj->expect (15, "Sprompt#" );

sub csd {
$obj = shift;
$obj->clear_accum() ;
Sobj->send ("dir sdesktop\n");
Sobj->expect (15, "Sprompt#" );

Soutput = S$obj->before() ;
return 0 if (Soutput =~ /Error/);

Scli="copy /noconfirm sdesktop/data.xml S$storage/S$prompt-$date-data.xml";
Socli="copy /noconfirm $storage/$Sprompt-$date-data.xml diskO:/sdesktop/data.xml";
print "$cli\n";

print OUT "S$ocli\n";

Sobj->send ("$cli\n");

Sobj->expect (15, "Sprompt#" );

sub webcontent {
$obj = shift;
$obj->clear accum();
Sobj->send ("show import webvpn webcontent\n");
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
@items = split (/\n+/, Soutput);

for (Qitems) {
s/"\s+//;
s/\s+$//;
next if /show import/ or /No custom/;
next unless (/”".+\s+.+$/);
($url, Stype) = split(/\s+/,$ );
Sturl = Surl;
S$turl =~ s/\/\+//;
Sturl =~ s/\+\//-/;
$cli = "export webvpn webcontent Surl S$storage/$prompt-$date-Sturl";
Socli = $cli;
Socli =~ s/"export/import/;
print "$cli\n";
print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "$prompt#" );

sub login {
$obj = shift;
$obj->raw pty(l);
$obj->log_stdout (0); #turn off console logging.
$obj->spawn ("/usr/bin/ssh $user\@$asa") or die "can't spawn ssh\n";
unless ($obj->expect (15, "password:" )) {
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die "timeout waiting for password:\n";

Sobj->send ("$password\n") ;

unless ($obj->expect (15, "S$prompt>" )) {
die "timeout waiting for S$prompt>\n";

sub finish {
$obj = shift;
$obj->hard close();
print "\n\n";

sub restore {

$obj = shift;

my $file = shift;

my $output;

open (IN,"$file") or die "can't open $file\n";

while (<IN>) {
$obj->send("$ ") ;
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
print "$output\n";

}

close (IN) ;

sub process_options {

if (defined($Soptions{s})) {
Ststr= $Soptions{s};
$storage = "tftp://S$tstr";

}

else {
print "Enter TFTP host name or IP address:";
chop ($tstr=<>) ;
$storage = "tftp://S$tstr";

}

if (defined($Soptions{h})) {
Sasa = Soptions{h};

}

else {
print "Enter ASA host name or IP address:";
chop ($asa=<>) ;

if (defined ($options{u})) {
Suser= S$Soptions{u};

}

else {
print "Enter user name:";
chop (Suser=<>) ;

if (defined ($options{w})) {
Spassword= S$options{w};

}

else {
print "Enter password:";
chop ($password=<>) ;
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if (defined (Soptions{p})) {
Sprompt= Soptions{p};

}

else {
print "Enter ASA prompt:";
chop ($prompt=<>) ;

}

if (defined (Soptions{e})) {
Senable = Soptionsf{e};

}

else {
print "Enter enable password:";
chop ($enable=<>) ;

}

if (defined (Soptions{r})) {
Srestore = 1;
Srestore file = Soptions{r};
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Cisco5525-XASAIZ I FA TV v T v 7T — b aRET HI20E, koa<wr ReE AN LET,

ciscoasa(config)# client-update type asa5525 component asdm url
http://192.168.1.114/aus/asdmé601.bin rev-nums 8.0 (1)

Auto Update DE=42 1) >4

Auto Update 7Ot RDE=Z2 1 Y5

debug auto-update client ¥ 723 debug fover cmd-exe =2~ > K% § L T, Auto Update 7' 2
ATETENDUI A FK R TX £J, KRIZ, debug auto-update client =~ > KO %27~ L
£,

Auto-update client: Sent DeviceDetails to /cgi-bin/dda.pl of server 192.168.0.21
Auto-update client: Processing UpdateInfo from server 192.168.0.21
Component: asdm, URL: http://192.168.0.21/asdm.bint, checksum:
0x94bced0261cc992ae710faf8d244cf32
Component: config, URL: http://192.168.0.21/config-rms.xml, checksum:
0x67358553572688a805a155af312£6898
Component: image, URL: http://192.168.0.21/cdisk73.bin, checksum:
0x6d091b43ce96243e29a62£2330139419
Auto-update client: need to update img, act: yes, stby yes
name
ciscoasa(config)# Auto-update client: update img on stby unit...

auto-update: Fover copyfile, seq = 4 type = 1, pseq = 1, len = 1024

auto-update: Fover copyfile, seq = 4 type = 1, pseq = 501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 1001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 1501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 2001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 2501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 3001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 3501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 4001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 4501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 5001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 5501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 6001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 6501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 7001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 7501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 8001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 8501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 9001, len = 1024

auto-update: Fover file copy waiting at clock tick 6129280
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fover parse: Rcvd file copy ack, ret = 0, seq = 4

auto-update: Fover filecopy returns value: 0 at clock tick 6150260, upd time 145980 msecs
Auto-update client: update img on active unit...

fover parse: Rcvd image info from mate

auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
Beginning configuration replication: Sending to mate.

auto-update: HA safe reload: reload active waiting with mate state: 50
auto-update: HA safe reload: reload active waiting with mate state: 50

auto-update: HA safe reload: reload active waiting with mate state: 80

Sauto-update: HA safe reload: reload active unit at clock tick: 6266860
Auto-update client: Succeeded: Image, version: 0x6d091b43ce96243e29a62£2330139419

Auto Update 7' 2B ANKIT 5 & IRD syslog A v E—IURNAERSNET,

$ASA4-612002: Auto Update failed: file version: version reason: reason

file1X, K L7=T v 77— MU T limage) . [lasdm] . F721% [configuration] Z73
DET, version ., 7T — b D=2 g VEETT, reasonld. 7T v 7T — FHBREL
72K T,

Auto Update R 7—R2 ADE=Z 125

Auto Update A7 —X ADE=HF Y L TIZHONWTIL, ROa~vwy RESZRLTITEIN,
show auto-update

KIZ. show auto-update =~ > FOHIHIZ R L 7,

ciscoasa(config)# show auto-update

Server: https://*******%@209.165.200.224:1742/management.cgi?1276
Certificate will be verified

Poll period: 720 minutes, retry count: 2, retry period: 5 minutes
Timeout: none

Device ID: host name [corporate]

Next poll in 4.93 minutes

Last poll: 11:36:46 PST Tue Nov 13 2004

Last PDM update: 23:36:46 PST Tue Nov 12 2004
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9.1(5)/9.2(1)

SCP #— LD TT 7 A VAR T D72, ASA IE
SecureCopy (SCP) 7 7A 7 v haHtHR—Fr45K91C
720 FE LTz,

ssh pubkey-chain, server (ssh pubkey-chain), key-string,
key-hash, ssh stricthostkeycheck D - =1~ > F73E A X
E LT,

copysep 2~ RWEHINE LT,

BE FIREZ: SSH IR SHEHE & B A IET L= Y
A

91(7PA3Y933)94(1)

2 —HL SSH 5 b 2 T 5 & 5k E— F%
BIRL, SEIERF—W|WT L TY XAITH LT
HMAC &b 2R ETEET, 77V r—va i
JEC T, B5OEZR L7z T2 0ERH 55
AERHVET, EXaTRat =0T p—~v AT
LT T ZBZEEAFLES, T 74V BT,
ASA [ 3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
aes192-ctraes256-ctr DNEIZ T /LT Y A L% Rr T T— |
LET, RSN RmRIOT VT Y XA (3des-cbe) 23
BRI NG, aesl28-cbe 72 & DO —EZhHEM /2T L 2
URXLDBEIRESNTGE LY DRIBIZANT +—< AN
KFLET, BESNAETAITY XLEEFETDHITIE,
7o & 21X, ssh cipher encryption custom aes128-cbc %
HLES,

WD a~ 2 RPEASIHLE L7z, sshcipher encryption,
ssh cipher integrity
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HaE
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TS5y bk
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HRETRER

T 7 F IV hTA FX—T Tl > TV D Auto
Update H—/SZEBA & DR GE

9.2(1)

Auto Update ¥ — SFEBHEDRFEN T 7 4 /L K TA % —
TRV ELE, HilLnary 7 1 X¥al— g Tk
AEAEORGEE I RIIZT 4 B —T T HRERH Y
£, EHEOHREZ A X—T7 ML TR o To 6
W2y ETOV V=27 v 77 L—RKLED ET5
& AEAEOMRIIA 2 — T LTI . IROELRFHR
REINET,

WARNING: The certificate provided by the
auto-update servers will not be verified.
In order to verify this certificate please
use the verify-certificate option.

RIEZBATT D5E1E, RO & 91T Lz 7RIS
WELET,
auto-update server no-verification

auto-update server {verify-certificate | no-verification} =

< KW EEINE LT,

CLIZHER LIV AT LADONRNy 77 v i
JC

9.32)

CLIZRH L CTA A=V EZ SRR VAT A
a7 A4 X2 L= arENRY I Ty T BIMETLTE
Loz ELE,

backup 35 & Urestore D&~ > RBEA S E LTz,

H LU ASA 5506W-X A A —YDEIER L
o— K

9.4(1)

H LUV ASA5506W-X A A=Y DY AR BLIRe— K
BHYR— S TWET,

hw-module module wlan recover image =~ > K723E A X

nE L7z,

YIrwz7ssUavIqFaL—var |
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