EXRA A —y b 7AMIILDA R
RNy

TITIE RS v EZ =Xy b T a haoT I = ay f AR Vg ATONWTER
BLET, BEDO7a haViclLTA v AR v a VEERTAMLENG LR, BIOI
VARY g UEBEBAT AR FIEICOWTIL, TV =gy LAY e han A
VAR va rOEESZRL T IEI N,

*DCERPC A V' A7 gy (2°3—Y)

*DNS A v AT gy (5§3—)

sFTP A VA7 v ar (11 _—Y)

sHTTP A > A7 v ar (16 X—)

s ICMP A AT gy (21 =)

cICMP =7 — A VAT g (223—)

CILS A VAT gy (22°8—Y)

A VAB N A=V A AR gy (23 5—)

cIPATar AL AT gy (26 3—)

e IPsec NAAJL— 4 L ART g (29 X—)

o IPV6 A VAR gy (31 X—)

* NetBIOS A AT g v (34 %—)

«PPTP A V' A7 v ay (35°3—Y)

RSH A v AT gy (353—2)

« SMTP 35 L UWEIE SMTP A AT v a2 (36 X—)

* SNMP Inspection (41 ~=—3")

* SQL*Net A ' AT Lz (42 3—)

e SUnRPC A V' AT g (42 =)

«TFTP A LV AT T g (44 R—)

¢« XDMCP A v A7 v a s (44 =)

s VXLAN A VAT gy (45 X—)

e AWM v Z—%y N Fa ha A4 AT g L DERE (45 2—)
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BERAVA—Fy F FArILDA VAR VA |
B ocerrc i xxvLay

DCERPC 1 AR 3>

T I FINV DA LAY g KR —"TiX, DCERPC A VAT v g URA F—T I E
NTWeWd, ZOBRENRLERGEIFAX—TMILET, 774V DT v —r3L A
AR gy R —ZfRET ST, DCERPC A 2~ g v ABINTE XY, £
I, R FA =T 2 A AFFORY —72 8, LEIISELTH LW —ERARY o—%
BBz &b TEET,

WDIETIE, DCERPC A > AT gy AW THB LET,

DCERPC D&

DCERPC (Z£-5< Microsoft ) £— F 71—+ 22—/ (MSRPC) !X, Microsoft /37
AT B —AR"T TV r— g U TCREHEINTWS 7 r harThy, V7 hUx
T IIGAT U IR EOT e ST A E Y E— N TEITTEDLLIITLET,
WHE., 2078 haLoERTIE. 7 74T "R TRIBERR— &5 THEREZZ T ANS T
VRERA R wyN—L W)= NT, MERY—ERZONTHE AT I v ZIZEIDETHR
HF v bU—ZIEREMWEDEET, KIZ, 72747 M, P—ERX&EHELTNHE—
NDA VAR ANDEH o E VA y N T v 7 LET, ¥ T4 7947 %
I, WEIRAR—FERLE Ry NU—2 T RLA~DO® X V2T L, MEICSE DT
NAT Z@EH L E7,
DCERPC A VA7 v a v =V d, EPM & U =)V ) U TCPAR— 135 LDV T4 T
NeDMORAT 47 TCPHEREEHRELET, 7747 NHICEPM O~ v B 7 vy s
TN R—=FEINTWET, 7747 b —NF, EOBX2VT 4V —2iZH-T
bNFEWNERA, HDIAENTZY—DIPT KL R ER— FEEIE, EPMOSDIRE A vE—
TR £, 7 T4 T2 B EPM LRI — DR — Mkt L CTEE O &
AADFAREMEDRH DL DT, A= ADRNEEFEHTE, 2—FRZDXA LT U FERETE
HE Do TWNET,
DCE A VY A7 a3 Uk, IROPLH—E#@HI (UUID) & A vtEe—Y%R—KLET,

« =2 NFRA > b~y 8— (EPM) UUID, §XTOEPM A v &=V NHHR— hENET,

* ISystemMapper UUID (FE EPM) , AR — hSNDH A vt— XA 73RO LB TT,
* RemoteCreatelnstance opnum4

* RemoteGetClassObject opnum3

» OxidResolver UUID (FEEPM) , R — FENB XA v =KD ERBY TY,

* ServerAlive2 opnum5

cIP7 FLAFEZEIFR— MEREEERVMEEDOA vE—Y (INHD A vE—VTIIHRAE
DOERIRNT=D)

B ExA 58—y b TFORANDAI YRR VY



| #2414 58—%y b FOPaLDA VARSI

DCERPC £ w2 <45 L3> Ky v— vy TnEE [

DCERPC f VARG 3 RYS— Ty TDHRTE

ATy T

ATy T2

DCERPC A > AT 2 a Y OIBIMO/RT A —X g ET HI21L, DCERPC A » AT g v
R — =y P2ERLET, E LA v 2T v 3 RY >—~ v Fid. DCERPC A o
ARy vavkEAR—TNMITHLEATEET,

N7 497 D—BHKEELERTHEXIL, VIR TEERTDIN, FREIFR) v—<y
FlZmatch AT — F AV MR EEGOHLZENTEET, VIAY YT E2ERTHZ L, 4
VAR vary R =~y TNTEHE NI 74 v VBREETERTHILOE N, 7T A
<~y T EFFERATE 5 8TT,

FIE

({EE) DCERPC A v AU av 7T A vy FEERLEDT,

TV TARYTTHRETDHDIN I 74 v 71 LTI, A v A Yary R)v— <o 7T
N7 4w IR LTEITT AT 7 va a2 ELET,

match 2~ > RZLIZRR BT 7 v a v 2FTT2868, R —~<ov S ICHEN T 707
ERFETHMLENH Y F9,

a) 7 I7A vy EAEM L ET : class-map type inspect dcerpc [match-all | match-any]
class_map _name

class_map name \Z1%, 7 7 A v 7 OA4RIZHE L E7, match-all ¥ —7 — RI7 7 »
WRTT, NTFT 74N I TASy T e—ET DT, T XTOEMEL KT HHMLER
HDHZEEEELET, match-any ¥ —U— KX, b7 7 4 v 730 72< &5 120 match
ATF—=hAV Ne—HK LBV TA Sy T E—HTHZLEBELET, CLIIZY 7 X
vy ar74X¥al—ralryE—RNIBITLET,

b) KOmatchza~> REFERALT, 7273 arE2FE 7975877 4 v7 ZEELET, match
not 2~ RZMFMAT 5L, matchnot 2~ ROEMEZ—H LR WTRTDO T T 4 v 7
T 7 arynEmEEnET,

« match [not] uuid yype : DCERPC 2 v — Y OILH—E#AI T (UUID) ZBELE7,
type [T DT T,

* ms-rpc-epm : Microsoft RPC EPM A v — % WA L E T,
* ms-rpe-isystemactivator : ISystemMapper A v —VE#BEL 7,

* ms-rpc-oxidresolver : OxidResolver A vt —TZME LT,

Q) VIA~y T arZ4X¥al—aryET—REKTT5120F, Texit) & AN LET,

DCERPC A > AT v ay KR v— v 7 Z/EHR L ET : policy-map type inspect dcerpc
policy map name

policy_map_name \Z1%, RV v—~< v 7OAFEZHRELET, CLLIIRY v —~y T ar 74
Fal—raryE—RICAYET,
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B ocerrc L xxv ALKy — <y ToRE

ATv T3 (LE) #iZERY v— <y 7B L ET : description string
RTFYTE —H LI N T T 47T 7 v a v EEATHICE, ROFIEEZFEITLET,

a)

b)

RONTNDLDOFERZFRA LT, 773arE2ET7T5 770 v 7 &BELET,
*DCERPC 7 7 A = v 7 HER LIZHGAIT. WOa~<w REANLTCEREZRELE

9, class class_map name

*DCERPC 7 7 A = v 7 TBHENTW2 match =~ FOWTFNAEHEH LT, &
Vo— <o ICEEN T 7 v 7 B EELET, matchnot =~ R&EffHT 5L,
matchnot 2~ RO -H LRI XRTCONT T 4 v 7T 7 v a i
nE7,

WKDOa<wy ROWTNNEATILT, —BTDHDRNT 74 v 7k LTEITTDHT 7V a v
ERELET,
ereset[log] : /7> h& Ny 7L, A, b—"E71T7 747 MM TCP
Uty hEEFELET,
clog : AT L BT AybE—UEFELET, 2O a VTHEMTHEHT 20,
FIOT 7 v aronTand —REIEHTEET,
R v— =y 72T, BED class =~ FE7/-IE match =~ REIFETE £,
&1

hostname (config) # policy-map type inspect dcerpc dcerpc-map
hostname (config-pmap) # match uuid ms-rpc-epm
hostname (config-pmap-c) # log

ATYTE ALV AT a D UNEBDH LT A= ERETHICIE. ROFNEEZFEITLET,

a)

b)

WNGA—H a7 4 Fal—ary E— RREEELET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

1 OFITBEEDONRTA—FEHRELET, WO T v aaRETEET, 77V av
EF A =TT AT, a~vr Fone BEREZFEHAL T E I,

« timeout pinhole //::mm:ss : DCERPC & R — VDX A LT 7 N EL, 20D 7 a—
NIV AT A EUER—=IV ZAL LT e EEXLET, XA LT Y T 00:0001 ~
119:00:00 £ CHRETE £,

+ endpoint-mapper [epm-service-only] [lookup-operation [timeout #/:mm:ss]] : =2 KA
VhRyN—= T T 4y I DF T a R ELET, epm-service-only ¥ — U —
EIRETDHE, N U RHFIZZY RARA Vb vy = —EREFTL, ZOH—
EAD KNI 7 4y 7B IS L DIZLE T, lookup-operation ¥ —7 — K%
BETDE, TV RFRA U N v o= —E ROy I T THEEE A X —T I
LEd, Vo2 7 v TBIETEREN-E L R—ADEA LT 7 NeRETXET,
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ons (v zxxsvay [

N 7T TEAEIZH A LT 7 R E S IV TV WAL, timeout pinhole = >
RCHE L7l T 7 4V hOMEBIER SvET,

51
W DFIL, DCERPCA > AT g v R v—< v 7 &EFKL, DCERPCDE L HK—
NDHEA LT T NERET DHHEEZRLTONET,

hostname (config) # policy-map type inspect dcerpc dcerpc map
hostname (config-pmap) # timeout pinhole 0:10:00

hostname (config) # class-map dcerpc
hostname (config-cmap) # match port tcp eqg 135

hostname (config) # policy-map global-policy
hostname (config-pmap) # class dcerpc

hostname (config-pmap-c) # inspect dcerpc dcerpc-map

hostname (config) # service-policy global-policy global

RDBERY

2T EREHAT AL AT g R —2RETELLHICRVELE, 77V
F—arbA¥Y TR balt AL AT a ryOBREESRLTL I,

DNS £ VAR 3V

DNSA VAT 2 g 3T 74V T R =T MR >TCWET, T 7 /b LSO MLER D
BERPEAICORRETHVLERHVET, ZZTE. DNST7TFUr— g A VAT g
NZOWTEHALET,

DNS £ VARG 3 oDTIAILE

DNS A VAT g UE, RO L D 72 preset dns map A VAT v ay 7T A~y S afH
LT, 774N P TAR=TNIZR>TVET,

e fx KDNS A v E—UKIE, 51234 N CT9,
« DNS over TCP A > A7 3 g V3R C9,

K7 TAT Y FDNS AvtE—VRIE, VY= La— NI~ 2 X5 ICHBIIICE
ESNET,
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BERAVA—Fy F FArILDA VAR VA |
B ovsozxrovaskys—<yTiomE

e DNS H— RiZA 2 —7 W20 . ASAIZE > TUDNSISENIELEEINS L3 I2, ASAIT
DNS 7 = UV \ZBHEf T b TWAHDNS By g 28I LET, ASAITE, A vtE—
DR HE=F L TCDNSIGEDIDNDNS 7D ID & —FHT 52 L 2R LET,

e NAT OB EICH S DNS L a— ROEHITA R— T L TT,

o 7 haLOFEHNIA R—T N THY, DNSAX vt —IKF = v 7 M ThitEd, KX
A B DEEN 255 LFUTF, 7-ULOE SN 63 305, JEMG, V—7F RA L ZDF =
77T,

WDF 7+ EDDNS A VAT gy avy REBRLTLLEE N,

class-map inspection default

match default-inspection-traffic

policy-map type inspect dns preset dns map

parameters
message-length maximum client auto
message-length maximum 512
dns-guard
protocol-enforcement
nat-rewrite

policy-map global policy

class inspection default

inspect dns preset dns map
!

service-policy global policy global

~ O ~ (o] = ]
DNS A/ VARG 3RO —T Y TDHETE
FTIFIN DA AT a VEMER R Y U — 212 & 5 TS TROES, DNSA AT
Tar RIS — 2T EER LTDNS A v A gy T orvavkhkhAZ~vA ATXFE
7,

1R BHEIIZ

DN T T 4 IVBREAF T T a T, BAEDTEDICERERZHEALET, b7
=7 D1 OEEATIHEIE. RO ERZEREZIZERERO 7 72 < v 7 E2ERLE
7,

FIE

ATFYv Tl (EE) ROFIEIZHES>T, DNSA VAT a DI T A <y TEERLET,
TR TNTEBEDO N T 7 4 v LOREE I NV—LET, £7/21%, matcha~> F%
EER) v— <y A IRBETEET, V7R TR ERTHZIEEA VAT g R
V=T ThI T4 v EORBEFEEERT DI EOEWNL, 7T A~y 7 TIIEME
WBERMELERTE, VI A vy 72 TE LW Z L TT,
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DNS 1 v 2R5 a3y Kys—vyTngE [

VI ARy T ERELRWET T 4 v 7 Z4RET 21213, matchnot =~ > F&AEH L £,
72 & 21X, matchnot 2~ > K TIXFH| lexample.com| ZfEET D &, [example.com] 35
ENHTRXTCORNTI T4 w77 TA T EREINERA,

DI TARY T TRETDN I 74 v 7IZLTUE A VAT v ary R — <y /T
N7 47 I LTETT LT 7 a v afmELET,

match =~ R LICERR LT 72 a o 2FATT 2056, RIS —~yFZEEN T 7 407
RETOMENH Y T,

a)

b)

7 T A< 7 EAERK LET : class-map type inspect dns [match-all | match-any] class_map name

class_map name \Z1%, 7 7 A <~ v 7 OA4RIZHE L E T, match-all ¥ —7 — RI7 7+
WETT, N7 4w M I TAy =BT DI, TRTOEREL —FT HLEN
HDHZEEMHEELET, match-any ¥ —U— KX, b7 7 4 v 730 72< &5 120 match
AT =R AV M= LBV TRy T BT HLE2BELET, CLINY 7R
vy ar74¥al—yarE—RICAY, 1 DL EDO match =~ RZANTE %
R

EE) A7 7 A <> 7IZIEM L £7 : description string
string \Z1&, 7 7 A < v 7O A 200 CFLINTRE L £ 7,

woOWTRAOmatch 2~ REFRA LT, 773323795774 v 7 %EEL
F4, matchnot =~ > RZHHAT5 L. matchnot =~ > ROEEIC—FKL2WTTO
N7 4T aryPNEASNET,

+ match [not] header-flag [eq] {f name [f name...]| f value} : DNS 77 7 L —E L ¥ 7,

S name 5IEUIDNS 77 74 THY . AA FERSZE) . QR (77U —) | RA (]
TE5)F) . RD (WMEZRFR) | TC (GYHET) OWTIinNTT, fvalue 513K
%, Ox THAED 16 B hd 16 HEETT (0x0 ~ Oxfff) . eq ¥ —V— NIFTEE—
AMELET (TRTE) ., eqF—V—FEZEELRVE, Ty MIfRESNT
WHANY L =D 1D —ET LT THTET (WIFhad —E) . f: match
header-flag AA QR

+ match [not] dns-type {eq {t name |t value} | range ¢t valuel t value2} : DNS % A 7" & —

FLET, t name 5IILDNS A 74 THY . WOWTHNTT, A (IPvd 7T N
A) . AXFR (7)v V' —H5ik) | CNAME (EBO45T) . IXFR (B9 — 5
%) . NS (RERR—LHF—s3) | SOA (MR — DFsR) | TSIG (R 7 %73
VES) TT, tvalue 51HIZIZ, DNS # A 7 7 4 —/L ROEEDOE (0~ 65535) %
FBELET, range ¥— 7V — NIJ#HIFHZEEL, eq ¥ —V— FIHLE—HBEZHEELE
9, # : match dns-type eq A

« match [not] dns-class {eq {in | c_value} | range ¢ valuel ¢ value2} : DNS 7 7 A & —% L
E£9, 77 AT in (A Z—xy hOYH) E£lidc value (DNS 7 T X 7 4 —/L R
D 0 ~ 65535 DIEE D) T9, range F—V— NIIHMHEZIEE L, eq F¥F— 7V — R
FER—EAEZEELET, #: match dns-class eq in

+ match [not] {question | resource-record {answer | authority | additional}} : DNS D& []
FFY Vy—RALa— R —HLET, questionF—7 — KL, DNS A v&—T DR
WA DEEZHEE LE T, resource-record ¥—7— KX, UY—RA La—RKokZ
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B ovsozxrovaskys—<yTiomE

= answer, authority, additional D\ 22% 5 L £ 9, # : match
resource-record answer

+ match [not] domain-name regex {regex name | class class_name} : DNS A vt — D K
AALHDY A NE FRESNTEERKRREITERERR Y 7 AITH L THRALE
j—o

d) 77A~vy7 ar74Falb—varE—RE&TT21CE, Texit) EASTLET,
ATV T2 DNSA VAT var RY v— <y 7 %ERLET : policy-map type inspect dns
policy map name
policy_map_name 21X, RNV v —~ v 7OAFIEFRELE T, CLUIIRY v —~v T a7y
Fal—raryE—RIAYET,
ATv T3 (LE) #iZFRY v— <y 7B L £ : description string
RTFYFT4 —H LI T T4 w7277y avE@AT I3, ROTFIAZFEITLET,
a) WOWTNODOIEEEMR LT, 77 va w28 7975 8770 v 7 2 BELET,
*DNS 7 7 A = v T Z2AER LT E1X, ROa~vr e AN LTENEZRELET,

class class_map name

eDNSZ 5 A~ 7Tl ENTWS match 2~ ROWTFHnZFEH LT, RY—
v NWEEN T 7 v 7 ERELE T, matchnot =~ R&{FEH45 L. match
not 2~ RO LW T_XRTCO N T 7 4 v 7T 7 arynmian:d,

b) KOa~L FOWTNNEASNLT, —ET D774 v 71 L TCEITTEHT 7V a v
EHEELET,

edrop [log] : &3 5T _XTONTy hE Rry 7 LET,
« drop-connection [log] : /X7~ h& R v 7L, ¥z ET,
emask [log] : X7 v hO—HT L5 nE~AI LET, ZOT 7 ai, ~vF—
77 7 DORETET TRIHFRETT,
clog: VAT LA BT Ayb—UEEELET, 20TV a VFHEMTHEHRT S0,
FRFMOT 7 v aronFint —HEICERTE £,

« enforce-tsig [drop] [log] : A v —IZTSIG U YV —A L a— RRFET D Z & & il
LEF, TSIGU V=R La— RQBRRWATy b Ruy 7 w75, EEd ey
TLTRIEERTEET, ~v X — 777 —BORG, Z0FTvark~vA7 T
7 varviflBabEERATEET, TNLSNOSGE, ZoT v a o7 s
varERFICIEET 2 Z LT TE A,

RN v— <= 7L, HEOD class 2~ RE72I1Z match =2~ > REZFEE CTE £9, class
avy Rematch 2~ 2 RONEFIZOWTIX, BEONT7 7 4 v 7 77 2O 1EE S
ML TLIEEN,

1 -
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DNS 1 VARG L3y RYI— Iy TDERE II

hostname (config) # policy-map type inspect dns dns-map
hostname (config-pmap) # class dns-class-map

hostname (config-pmap-c) # drop

hostname (config-pmap-c) # match header-flag eg aa
hostname (config-pmap-c) # drop log

ARTYTE AV AT a2V ANBODHHNT A= R ET DT, ROFIEEZFETLET,

a)

b)

RGA—HF a7 4 Fal—aryET— R REBELET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

| DEFITEEDONRTA—FERELET, WOA TV a R ETEET, A7var
BT 4 =TT A, avr Fon JERNEFEHL T &,

« dns-guard : DNS /'— R & A 2 —7/LZ L E£3, ASA TDNSIGENIRESND £ <
\Z, ASAIEZDNS 7 =V —|ZREfT T 5= DNS By a V2 UIT LEF, ASA I
Flo, AvE—URHEE=X LTDNSEEDOIDNDNS 7= DID & —#%3 52
LEHERLET,

« id-mismatch count number duration seconds action log : DNS ID O |72 A~ —E D v ¥
VT EARXR=TMILET, countnumber duration seconds B1EUT, VAT H A vE—
VRINEEEINDLITRD IO R —EA AL ADRKREERELET,

+ id-randomization : DNS 7 — J —® DNS #5l+% 7 % AL L £,

* message-length maximum {/ength | client {/ength | autoe} | server {length | auto}} : DNS
Ay —VORRKEERELET (512~65535 31 ) o 7IF3A4 T b Avk—v
FFY AN Ay E—VDOREREORETEET, auto ¥—V— NI, VV—R b
a— FOMBICHRRRERELET,

s nat-rewrite : DNS L = — K% NAT O EIZHEDOWTEBR L £,
* protocol-enforcement : DNS A v ¥ — VA DF = v 7 A =T /W LET, FAA

VEDEENS5LFLUTF, TUVDOREN63 LT, JEMG, V=T RA A DF =y
7R ETY,

» tep-inspection : DNSover TCP F 7 7 4 v 7 DA UV AXRT v a VEAMZILET,
DNS/TCPR— K53 hT 7 4 v 73, DNSA VA v a v EAT 57 7 A0
THHILBMERLET, A VAT a DT 7V~ 7T AL, TCP/53 BN eE
EFNTWET,

« tsig enforced action {[drop] [log]} : TSIG U Y — A L 2— ROFIEEZER L E7, HEHL
LTCWRWATry haE Raey 7LD (drop) . 737y hEu ZIZiék L7210 (log)
TEET, MFBEETLHZELHTEET,

1 -

hostname (config-pmap) # parameters
hostname (config-pmap-p) # dns—-guard
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hostname (config-pmap-p) # message-length maximum 1024
hostname (config-pmap-p) # nat-rewrite
hostname (config-pmap-p) # protocol-enforcement

1

WOHITIE, Z7a— LT T7H )V FRETH LA VAT gy R v—~<v 7
PRI HFEE R LET,

regex domain example “example\.com”
regex domain foo “foo\.com”

! define the domain names that the server serves
class-map type inspect regex match-any my domains
match regex domain example
match regex domain foo

! Define a DNS map for query only

class-map type inspect dns match-all pub server map
match not header-flag QR
match question
match not domain-name regex class my domains

policy-map type inspect dns new dns map

class pub server map
drop log

match header-flag RD
mask log

parameters
message-length maximum client auto
message-length maximum 512
dns-guard
protocol-enforcement
nat-rewrite

policy-map global policy
class inspection default
no inspect dns preset dns map
inspect dns new_dns map
service-policy global policy global

RDBRY

<y TEERATEEDDA AT g R —HRETED LRV ELE, 77V
r—a A Y TR NI LA g DR TEEFSZR LT A XN,
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pqvzssvay |

-~ O N -~
FTIPA AR 3y
FTPA v AT v aif, T 74V M TAX—T IR > TWET, T 7 4L FELIFOMLEE R
MR ERICDOBBRETHLERH Y £, ZZTIE, FIPA VAT v a2 P Uilon
T LES,

FTIP A VAR O3 VU DOHE
FTP 7 U r—a v A A7 a 0%, FIPEy  a v HHEL., RO4ODE AT &E
ITLET,

«FTP 7 — XD 7= OICEW e h o X ) T— 28T vy xR LET, ZhbD

F ¥ FILDKR— ME, PORT 2~ REZIZPASY a2~ REHHALCrIvy=—h&h
FT, BAHFY FryxUE, Iy AN T v Ta—R, TrA X yra— R, 720X
TALVZ R VAR AR FADIFETEID S THNRET,

«FTP o~y NRES —/ o 2 & BB L7,
o EAEER A AR L T,
BB EIIT v T — RENTET 7 AN T L ICER L 32— R303002 M ERE SN ET,

* Audit record 201005 is generated if the secondary dynamic channel preparation failed due to
memory shortage.

HIDIALIP 7 RL AL LB L ET,

N

GE) FIPA L AT v arvaT 48— d5L, BE2—FII Ny 7 E— KRTLIEER %
RTE< 720, FEFTPIXTRTT 4 =T M2 0 £9,

Strict FTP

FE R FTP 245 L. Web 77 7H /1N FTP ERWNDOHLDIAL o~ RERETE < 7
D120, RESNTRXy NU—7 DX 2 V7 4 Bk ENET, BERFIPEZA X —7 LT
T HIZIL, inspect ftp 2~ > R strict 77> a VA FDET,

BB FTP 2T AL X1Z, 7> a V TCFIPA v AT ary R — <y FRBEEL
T, ASA Z BT 5 Z ENFFAIEN2WFTP 2~ RERETE £,

B 72 FTP A A7 ¥ 3 U CliE, IROBMER TR S E T,
«FTP a2~ RAMERISE SN THL TRNE, ASAITH LW a~vy REFATLEE A,
cASA T, HAHB A~y FakET o86ia Funy 7 LET,
«227 2~ FE PORT 2w R3, =7 —FHNCER SNV K D IR I N E T,

BERAva—Ry bk Forarnsrzrovay |
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B rrxrsvaskys—<viome

A

FE OEE/RFTP 245 L. FTP RFC IZEEICHEILL CTWRWEFTP 7 74 7 2 MIKWT 5 2
ENRBHY FET,

BB FTP A VA7 a0 Tld, £ FIP a~ > REISED L —4 v A &8 L., kOB
BT I TF A4 T ARV ETF ey 7 LET,

DB TCEN/Za~ 2 F:PORT a2~ RBLOPASV & a~ry ROG U ~DHMN 5 T
HDEIMNEIDPHERSNET, B ~DEMN 5 TRWEAIL, PORT 22~ RG]0 #T
BNTWDERZREN., TCP XA L b ET,

« RiEZ2aa< 2 K : FTP 22~ K3, RFC DFER EFF Y T <CR><LF> LFTHKR T LTWD
MNEIPHEREINET, BT LTWARWEASIT., EERAHULNET,

*RETR 2<% K& STOR =2~ ROH A X : 26, BEDERE BT = v 7 ShE
T, VA AREHL Y REVWERIT, =279 —Avb—UnuaXx o rSh, #eitlion
\i‘g—(}

e avw L RAS—T7 47 : PORTa~ v Rk, WIZIZT7A4T v FHXEEINET, PORT
a=y KR —R"0LREIND5E. TCP #EidiEs S E T,

JSEARAT—T 47 cPASVIRE < R (227) X, W — A0 BEESHET, PASV
JSEAS Y RBT TA T FInBIRESN D6, TCP Eftifif ShEd., Zhick
V. —%0 1227 xxxxx al,a2,a3,a4,pl,p2) ZFETT2HAEDEXF 2V T 1 FR—ANRT

e E9,
«TCP A b VU —AfmEE : ASAIE, TCP A MY —AfREEBH LB EICEENH LN E
j—O

cHELNR— F R — gy AT — NENTEFAF I v 7 R— MED., 1024 Fi
THANEIDPRFARLNET, 1 ~1024 DEHOR— MERIL., THELEERICIEE
ENTWATD, A — FENT-AR— MR ZOHFHPFANTH - =84, TCPHER LR
SnET,

e v KA TFF A4 :PORT 1w K& PASV G E o< RNDOKR— b &S DHITH <
SCTHEON, TEO S LR ENnFET, 8 LV KE WAL, TCP N L LILE T,
¢ ASA IZ SYST =2~ RIZKI 2 FTP — D& 2k L7~ X TEEXHZ T, +—1D

VAT ZATHEFIP 2 TAT 2 MZHLNRWE DI LET, ZOT7 744 bO#EE
I3 B12i%. FTP < » 7 C. no mask-syst-reply =~ > R&fH L £,

FIPA ARG O3 R)O— Ty TOHRTE

BEBIRFIP A VAT v a i, Bx a2V T4 tHlHzRmESEE7200a~<w K 7 00
YTl Xa VT4 Ty Z7HEPMHBESNLTWET, v hartodEatoA o A~
JralliFz, Xy NOREOF 2y TVIXERTy FOBKOF vy, av R
DHE—=IF—HFDFT v 7, BIORa~y FOBIENREENE T,
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&M

FIP A VARG 230 RYP— Ty TOHRE .

Flo, 2—VFOEICESWTFTPHEfi A 7 2y 7 TE5HDT, FIPHA MIFx v ra— RHD
Tr7ANEEE, TI7BAZREOLZ—FIFICHIBTEET, 77 ANDH AT HF—
£, BIOMOBMEICE SN T, FIPE#RiZ 70 v 7 TE 4, (VAT v g VEFICFTP#
MBMEREIND E, VAT A Ave—voa RN ERINET,

FTP A > A7 a2 U CFTP —_"REDIV AT A ZATHFTP 7547 2 MIAT 5=
EEFFAIL, PRI 5 FTP a~ > REHIRT 256, FIPA VAR v a vy R vr— vy
EERBIORELET, MER LI~y 71X, FIPA VAT Vg v aA F—T /Wt 5 L
HATxxd,

1R BHEIIZ

—HDORNT T4 v IWREF T a rTIE, BEDOTOIZERERZFHLET, ZhbDT 7
=7 D1 OEFHTIHAIR. RPICERERELIZEREZHD 7 I X v 72 ERLE
7,

FIE

L) OFNEIZHES T, FTIPA VAT a2 DI FTA v T EERLET,

IR TITBEDONT 7 4 v 7 EOWEE I V—LLET, 7213, match2~ 2 K%
HER) =<y IR ETEET, V7 7AVyTEERTLIIEEA AT g R
V=TT T4 v EORBEFEEERT DI EOEWX, 7 TR vy I TIIEME
WAL IERTE, /79Xy 72HMHATEE0H 2L TT,

PIARy T ERELRWNT 7 4 v 7 Z48ET HIZIE, matchnot =~ REZEH L £,
72 & 21X, match not =~ > R TXFS lexample.com| Z$HET D &, [lexample.com] 735
FNDTRTCOITI T4 v T3 TR~y T EREINET AL

DI ITARy T THRETD NI 74 v 7R/ LTIE A AT v ar R — vy 7T
N7 4w 7R LTCEITTAET /a2 EELET,

match 2~ > R LIZRR BT 7 v a v a2F 73588, RIv—~<yICHBENT 70 v 7
BREETHMLEND Y F7,

a) 77 A<v 7 %&VERHKLET : class-map type inspect ftp [match-all | match-any] class map name

class_map_name \Z1%X, 7 7 A v 7 OA4RIZRE L E T, match-all ¥—7 — NI7 7 *
NWETT, FTT74 0B T7ASy T E—BT DL, TNTORYEL —Hd 2 %2R
D EEFELET, match-any ¥—U— KX, b7 7 4 v 73472 < & H 150 match
AF—RAVRE—HLTEb TRy T e—HTHLRIBEELET, CLINY 7 X

vy a7 4 FXal—aryE—RIAY, 1 DL FE® match 2~ RE AN TEE
7

b) (EE) #iEZ7 7 A ~ v AIZBMLET : description string
string (2%, 7 T A~ T O A 200 CFEUNTHEELET,
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) WOWTHNhOmatch 2~ REERALT, 7273 a v 237325 8770 v 7 BEEL
*9, matchnot =~ FA&HEHAT 25 L, matchnot 2~ FOHEAEIZ—F LW XTD
N T4 2T aryNEAENET,

+ match [not] filename regex {regex name | class class name} : FTP #5355 D 7 7 A V4 % |
FRE SN EBRBETITEREKI Y 7 AT L TRELET,

+ match [not] filetype regex {regex name | class class_name} : FIP 5D 7 7 A )V X A 7
. HESNTIERERBREITERELB Y 7 A L TRELET,

+ match [not] request-command fip_command [ fip_command...] : FTP 2~ FZRAE L E
T, UFD 1 2L ETY,

*APPE : 7 7 A JVITIBIIL £7,

«CDUP : BUEDIEET 4 L7 FUDOBT 1 L7 FUICEHELET,
*DELE : #— O 7 7 A VEHIFRLET,

*GET : =\ 7 7 A VEEHRLET,

* HELP : ~ V7R a et LEJ,

«MKD : — 25 1 L7 b U EER LT,

*PUT: 77 A NVEY—NITEELET,

«RMD : H—1DOF 1 L7 b ZHIBRLET,

*RNFR : [ZHRFIO] 77 A NAHEEELET,

*RNTO : EHHD|] 77 A NAEHRELET,

«SITE : v —AREFDa~<y FOBEIMEASNET, @F., 2l s— MEH
WERENET,

*STOU : —F R 7 7 A NAEHMLTT 7 AV ZRIFLET,
« match [not] server regex {regex name | class class_name} : FTP % — % % F{EINT-
IEHREBLEITIEREB Y 7 2T L THRAELET,
+ match [not] username regex {regex name | class class_name} : FTP = —H% 4 % {EE S
NI IEHFRBLE LIXERRI Y 7 2 LTRELET,
d) /779A~y 7T ar7 4 F¥alb—raryET—Re2&T9251F, lTexit) EAHDLET,
AT T2 FIPA VA v a v R v—~ v 7% VE L £ 7 : policy-map typeinspect ftp policy map name

policy_map_name 21X, RNV v —~ vy 7OAFIERELET, CLUIIRY v —~v T a7y
Fal—raryE—RICAYET,

ATw T3 (EE) HiWERY — <~ v 7B L £9 : description string
RTFvTd —H LI NT T4 w277y a AT I3, ROFIAEEZFEITLET,
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FIP A VARG 230 RYP— Ty TOHRE II

a) WOWTNILDOFELZHER LT, 7273 arva2F 745 877 4 v 7 2d8ELET,
FIP / T A =~ v 7HER LIZBEIE. kOa~<wr FEANLTCERERELET,

class class_map_name

FTP/ T A~y 7 TiBlENTWb match 2~ RKOWTFNnZEA LT, &) —
<y FICHEE N T 7 4 v 7 2T LET, matchnot =2~ K& 2 &, match
not 1< ROREEZI—H LW ITRTO N T T4 w777 varypnuiIshnEd,

b) ROa~vr REANLT, =L I 7 4 v I LTETT LT 7 v a2 HELE
¥

ereset[log] : /N7 > h& Ny 7L, a0, —"E71T7 747 MM TCP
VEy hEEELET, VAT L 07 AvbE—U2FET LTI, log ¥ —V— %
BIMLET,

R — <o 7%, BHD class 2~ FE~ (I match =~ FEFFTETE £9, class
a~< 2 Rématch 2~ 2 RONEFIZOWTIE, O NT 7 4 v 7 7T AONBR T EES
LT &0,

RFYTE A VAR v a v Ty OVIHEOHH T A— S ERET HICIE, ROFIREETLET,
a) NTRAXA—=F ar74Fal—rarE—FEMHLET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

b) 1 2FLFEHDONRTA—ZEFRELET, ROF TV a b ERETEEST, A7 av
T A4 =TT BT, avr FOone JEREFHL T EE N,

» mask-banner : FTP Y — "\ L iR N —%2~2X 7 LET,

* mask-syst-reply : syst 21~ > N9 DI0EE~v A7 LET,

1

2—PH ERAT— RERETDHHIT, TXCTO FTP 22— I N — N FRR X
NEJ, T74NFTIE, ZDONRF— k I, NNV RT LD EERET DD
BN ON—=T g UERNEGENE T, ZONRNF—2 <RI T BHHFEZRITRLET,

hostname (config) # policy-map type inspect ftp mymap
hostname (config-pmap) # parameters
hostname (config-pmap-p) # mask-banner

hostname (config) # class-map match-all ftp-traffic
hostname (config-cmap) # match port tcp eq ftp

hostname (config) # policy-map ftp-policy
hostname (config-pmap) # class ftp-traffic
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hostname (config-pmap-c)# inspect ftp strict mymap

hostname (config) # service-policy ftp-policy interface inside

RDEZRY

T EEHTAODA AT g R —2RETELEHCRVELE, 77V
r—varylArY Ta ral 4 UART g VORELZSHRL T EE N,

HTTP £ VAN 23 Y

ASA CX X2 ASA FirePOWER 72 PO HTTP A L AT > a U BIONT IV r— a0 7 4 LA
VU TZIZHHDEY 2 — VEHEH L TORWESIE, ASAICHTTP A AT ¥ a v &2 F#HT
RETEET,

HTTP A > AT 2 a NI TF T+ NV DA AT g R —TlIA 32— 7L &0
720, ZOAVANRT g UINKBREASIFIA XTI NMTALERHY 9, 272, T
7 4V KD inspect 7 7 AZIET 7 44 D HTTP R— b BREENTWDHDOT, T 74NV D
Ta—r\)V A AT gy R —%fmET D THTTP A VAT v a U &2BIITE
FA EE. P REA AT e A AFADOEY S & MBS L TH L — %
RV —2ERTHZ L TEXET,

P—ERAE2—/LE ASADH T THTTP A L AT g VERTELRWVWTLSEZE N, v
AR v a yOHEBMEITH D FH AL

ZZTEE, HTTP A V ART gy oA O CaBA L E 9,

HTTP £ VARG > 3 U OHE

Je

Bk

TV =g BEIORURLODZ A NE Y o T HFETTHY—ERAES2a— L E A A h—
NTEET, THITIE. ASA CX X° ASA FirePOWER 72 & D HTTP A » A7 v a U RNEEh
F9, ASA ECHEITENDHHTTIPA L AT v aid, ZhbDEYa—/LEHBERH Y £
Hho HTTP A VAT v a v R v— ~ v 7% LT ASA ETHFEEIC L 53%0E 2~
HE0, EHOEY 2=V EFEHLTCT 7V r—var 74V EZ ) U T ERET D ITNIED )
IR TH D Z LITERE LT E &N,

HITP A v AT gy 2P0 LT, HITP 7 7 4 v 7 ICBR T D4 E OB
DD HIRHE L £,

HITP 7 7V —>a v A VAT gV CHITP DO~y X — L AL B Ax vy L, &F&F
RTF—AF v INTEET, 2NHOF v 7 T, HITPHE, a TV 47, hox
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HTTP w2 X523y Ky v—vy 70z [

Za ran, Ayvb—Y Fa bhalEneXxa s T I9AT U AZBRTEIEE

YEBEHTTP A v AT g UERRIIT FV r—a sy 77 A T U4+ — & ST, HTTP A
VAR a R =<y TERETHEEIMHEHTEET, ko T, WEENRR Y
FU—2 X2 UT 4 RY—IZEDRVWHITP A v —V A TER WL I LET,

HTTP 7 7V r—a v A VAT g TRy 77— g ASCH LA O T
ZEie HTTP BRCIGE 27 n v 7 LT, BEOH DAL T Y H Web — NZBET S =
EEBEET, HTITPERCSE Ny X —D X EIERBREOY A ZH|[R, URLOT 1 v F
7. HTTP Y =R~y B —= B A T DA TS =T 4 T H P R— SN TWET,

JEE HTTP A v A7 ¥ a i, TXTOHTTP A v & —JIZ oW TRDEEHEE L E7,
*« RFC 2616 ~O YL
*RFC CEZEINTEFALZTEZHEHL WAL &
o JETN O FEHE~ D UEHL

HTTP A VAR 3 RYSO— Ty TOHRTE

ATy T

Ay BT—UNNRTGRA—RIICER LIZEEDOT 73 a U ERETHI2IE, HITP A VAT g
VIR — =y FERERLET, ER LA AR gy B — < v iE, HTTP A >
Ay g AR =TT L EEATEET,

1R BRI

—MDONT T 4 IREF T T a rTIE, MEOLDICERERZHEALET, b7
=7 D1 OEFEHATIEAT. ROICERERELIFZEREHRDO I A v 7 H#ERLE
ﬁ—o

FIE

UTE) WOFIECHEST, HTTP A LV AT v a > DV FA < v TEER L ET,

JIARYTIIEERDONT 74 v 7 EOREE I N—LET, £/201%, match=a~ > K%
BEER) o— <y FIHBETEET, V7R T ERERT LA AT a2 KR
V= wy ST I T4y EORBEEREERTDHIEOEWVWL, 7 TR vy S TIIEMR
BAERKMEZERTE, 772~y 7EHHHATE VW) 2 LT,

JIAXyTERELRWNT 7 4 v 7 Z40ET 5121, matchnot =~ FZEH L £7,

72 & 2%, match not 2~ > K TXFH| lexample.com] Z4HTT 5 &, lexample.com] M5

FNDTRTORNTI T4 T TA T EREINERA,

DI ITARY T TRETD NI 74w 71 LTUE, A VAT gy RY r— <y /T
N7 747k LTEATTHT 7 a v ERELET,
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match 2~ > RZLIZRR BT 7 v a v 2FTT2588, RIV—<oy S ICHEN T 747
BREETHLEND Y FT,

a)

b)

<)

7T A<y P EERR L ET : class-map type inspect http [match-all | match-any]
class_map_name

class_map name \Z1%, 7 7 A v 7 OA4RIZHE L E T, match-all ¥ —7 — RI7 7
WETT, N7 4w oM TAy =BT DI, TRTOEREL —FT H0LE)N
HHZ EEWBELET, match-any X — 7V — Ri&X, 774 v 7034 7:< &5 150 match
AF—RhAVRNE—H LBV TA Ty T —HTHILAIEELET, CLINY T A
vy ar74¥al—ralrEF—KIAD, 1 2L EO match 2~ REANTEE
D

LR #i%E 7 7 A < 71BN L %7 : description string
string \ZUX, 7 7 A < v T O % 200 SLFLNTHRE L £7,

EOWTNOmatch 2~ REFEHALT, 773 av2F74T5 7740 v 7 2BEL
*9, matchnot =~ RZ{HEHAT5 L. matchnot =~ ROEEIZ—FK L2\ TD
N7 4w T varyBNEHEnNET,

+ match [not] req-resp content-type mismatch : HTTP /{2 O content-type 7 « —/L RH3%}
Jid D HTTP ER A vt —T D accept 7 4 — IV FE—H LW T 7 4 v 7 HBAL
7,

« match [not] request args regex {regex name | class class name} : HTTP R A vt —
DRI TRON ST TR A Mo, FEE LT ERKRBLEITEHRBL A LA LE
j‘o

» match [not] request body {regex {regex name | class class name} | length gt bytes} : HTTP
FRA v BE—VDORLTRON ST A M, #8E LI IEREB E /X ERKRI Y
FALRMELET, i, BROAXPHEELLZLRSIVRVW Ay E—VEREL
i‘é—O

» match [not] request header {field | regex regex name} regex {regex name | class
class_name} : HTTP ER A vt —V Ny X —D7 4 — )V RONF %, 5E LT ERL#E
BEZFERER 7 JALMAELEYS, 74—V MAZIRICIRET 228 b,
T4 RAEERERE RIS HTEET, 74—V FATKRDO LB T
9, accept, accept-charset, accept-encoding. accept-language, allow. authorization,
cache-control, connection, content-encoding, content-language, content-length,
content-location, content-md5, content-range, content-type, cookie, date, expect, expires.,
from, host, if-match, if-modified-since. if-none-match, if-range, if-unmodified-since,
last-modified, max-forwards, pragma, proxy-authorization, range. referer, te, trailer,
transfer-encoding, upgrade, user-agent, via, warning,

» match [not] request header {field | regex {regex name | class class_name}} {length gt bytes
| count gt number} : HTTP B3R A v —V ~o X —DIRE L7 4 — LV ROEX, £
eI~y X =07 4 =NV FOREBERELET, 74—V FAEZBURIICIEET 5 2
Eb, T4V A B IEREBREIITEREH Y T AL —HIEDHT L TEET,
74—V FAE, BIOEAO—REFR LT,
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+ match [not] request header {length gt bytes | count gt number | non-ascii} : HTTP %R X
=V Ny OO RE, ~y X —=DT 4=V FOHE, 71T ASCULIS DL
Frate~y X—2RELET,

match [not] request method {method | regex {regex name | class class_name}} : HTTP %
RKOAYy FERELET, AV y FEBPRIICIEET 228 b. A Y v FEIERE
BELITIEREB Y 7 AL —HI¥L2 L TEES, AV y NiFRDEEY TT,
bcopy. bdelete, bmove, bpropfind, bproppatch, connect, copy. delete, edit, get.
getattribute, getattributenames, getproperties, head. index. lock, mkcol, mkdir, move,
notify, options, poll, post, propfind, proppatch, put, revadd, revlabel, revlog, revnum,
save, search, setattribute, startrev, stoprev, subscribe, trace. unedit, unlock,
unsubscribe,

match [not] request uri {regex {regex name | class class_name} | length gt bytes} : HTTP
FRAvE—VDURITROMSTET XA M, 1BE LI EREZHE T EHEE Y
TALRAELET, £, BROURIDHEELLRSLVEWA vy E—V2RAEL
£75

match [not] response body {active-x | java-applet | regex {regex name | class class name}} :
HTITP JEEA v B — VORI TRON ST F A M| HE LI IERRBE I3 EHR
TE TAELBAELET, 1L, Java7T 7Ly FEBI W Active X A7 V=7 &
TANEBDT-HIZa A MELET,

match [not] response body length gt bytes : AL HEE L7 E X LV KXV HTTP L&
AvE—VERAELET,

match [not] response header {field | regex regex name} regex {regex name | class
class_name} : HTTPIGE A v —V Ny X —D7 4 — )V FONKF %, 5E LT ESLE
WELITEMRER I FALMELET, 74—V FAZITRIICHRET S22 L b,
T4V RARIERERE —HSEL 2L b TEET, 74—V FABKRDEBY T
9, accept-ranges, age. allow, cache-control, connection, content-encoding.,
content-language, content-length, content-location, content-mdS, content-range,
content-type, date, etag, expires, last-modified, location, pragma, proxy-authenticate,
retry-after, server, set-cookie, trailer, transfer-encoding, upgrade, vary, via, warning,
www-authenticate,

match [not] response header {field | regex {regex name | class class_name}} {length gt bytes
| count gt number} : HTTP JREA v B —3 N~y X —DIFELL 7 A —/V FOR S, %
I~y X =07 4 =)L FOBRBERELES, 74—V FAZIRINICHEET S 2
Eb, T4V FAEZEREBELITERKRI Y AL —HIEHT LB TEET,
74— R4, BIOEBO—RLFLT T,

match [not] response header {length gt bytes | count gt number | non-ascii} : HTTP 524
AvE =V Ny F—DREDES, ~yF—DT 4 —)L FO#KRE, F72ITASCIILS}
DX FEGZie~y F—aRELET,

match [not] response status-line regex {regex name | class class_name} : HTTP & A v
T —VDAT—HATTRONPSTET I A e, FBHE L EREHREZIZEREKRY
TALRELET,
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d)

V5 A~y arZ 4 Fal—aryET— ReETT5120, lexit] EASHLET,

RATw T2 HTTP A v A7 v a v R v— v 7 &ER L ET : policy-map type inspect http
policy map name

policy_map_name 21X, RNV v —~ v TOAFIERELE T, CLUIRY P —~v 7 a7y
Fal—varyE—RIADET,

ATwT3 ((EE) #AZRY — <y 7B L £ : description string
ATYTE —B LI T 74w 22T 7y aryEET 5. ROFIEEETLET,

a)

b)

RONTNNDFEERFEH LT, 7273 a v d2FETTH6 877 1 v 7 2ELET,
sHTTP 7/ T A = v 7 HAEHK LTz EIE,. kOa<w> REANLTENEZRELET,

class class_map_name

«HTTP 7 7 A = v 7 THHA I TVWS match =2~ ROWTInEFH LT, &Y
U~y ICEHBE N T v 7 BRRELE T, matchnot =~ REFHAT L L.
matchnot 2~ RO -HLARWNWT_XRTCORNT T 4 v 7T 7 v a i
nET,

ROAS L ROWNTINEATLT, —HTDE 774 v 7K LTHETTLT 7 a
ERELET,
« drop-connection [log] : /X7 > ha Ry L, #a L ET,

ereset[log] : /N7 > h& RNy 7L, #ua L, —_FE71T7 747 MM TCP
Uty hEEELET,

slog: VAT LT Ayb—VERMELET, ZOF T a VFREIMTHEAT 50,
EFhoT 7 a ronTand —fEIEHTE LT,

RN v— <= 7L, HED class 2~ RE /2L match =2~ > REZFEE CTE £9, class
avy Rematch 2~ 2 ROIAFIZOWTIX, O NT7 7 4 v 7 7T AW LS
L TLIEEN,

ATYTE AR a2 D UNBEDH DT A= ZRETHICE, ROFNEEZFEITLET,

a)

b)

REGA—HF a7 4Fal—aryE— FEEBELET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

1 DFFEEDONTA—FZRELET, ROF TV araRETEET, A7 a v
BT A4 =T NMITAHIZE, vy RO no JERAMBH LT E &0,
* body-match-maximum number : HTTP A v & — Y OARSLIRERHIMRERET DAL DIHRK
NFHEHRELET, T 74V MEIF200 31 T, REREERET DL, /1
T VA REREEE 52 ET,

* protocol-violation action {drop-connection [log] | reset [log] | log} : HTTP ' & | 21 /Li&
ROV THRLE T, RIS LCIITT 277> 3> (G, Uey b, m/
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) . BIOueX A =T NVERIIT A =TT ENE I G BIRT 54
B ET,

« spoof-server string : Y — D~ K — T 4 —)L RELFHNEEH 2 F, WebVPN
A KU — AT spoof-server 2= 2 RDORRIZ/A Y £H A,

1

WIZ, [GET) AV > RE7iX TPUT) A Y v RT Twww\xyz.com/.*\.asp] F72IE
fwww\.xyz[0-9][0-9\.com| (Z7 7 EAL LS & LTWDHHTTPHKiEFFrIL, a¥
JHTHHTTPA VAR v a vy R v— vy TEERT LR LET, TSN
URL/A Y v FOMAEDEL, ¥4 L2 MIFFTSNET,

hostname
hostname
hostname
hostname

config
config
config
config

regex urll “www\.xyz.com/.*\.asp”
regex url?2 “www\.xyz[0-9][0-9]\.com”
regex get “GET”

regex put “PUT”

H H H Sk

)
)
)
)

hostname
hostname
hostname
hostname

config) # class-map type regex match-any url to log
config-cmap) # match regex urll

config-cmap) # match regex url2

config-cmap) # exit

hostname
hostname
hostname
hostname

config) # class-map type regex match-any methods to log
config-cmap) # match regex get

config-cmap) # match regex put

config-cmap) # exit

hostname
hostname
hostname
hostname

config) # class-map type inspect http http url policy
config-cmap) # match request uri regex class url to log
config-cmap) # match request method regex class methods to log
config-cmap) # exit

hostname (config) # policy-map type inspect http http policy
hostname (config-pmap) # class http url policy
hostname (config-pmap-c)# log

RDEZRY

<y TEHEATEEDDA AT g R =R ETED LRV ELE, 77V
=gy AV Ta AL A AR g DORTEXSBB LTI,

~ O N ~
ICMP £ AR, 3
ICMP A > AT gy m PV raFEHTHEICMP 774y 0B By ay] 2RO
KB, TCP 77 4 v 7RUDP b7 7 4 v 7 DL IITHMET S ENRARRIZARD

F9, ICMP A v AT gy =0 LAaWEAIE. ACL TICMP 7 ASA % i@
BT HZEEHRLFEST, AT— TN A AR a3 EBFEITLRNE . ICMP R
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Ty b= WRIZHA SND FREMER H Y £F, ICMP A VAT g v VU, 2K
TLIOEEN 1 DRETTHDLH L, V=T U AEFEEGNIELWI LR LET,

72720, ASAA VA —T oA AZKEENDICMP T 7 4 v 71%, ICMP A AT g v
BA XTI LTEGETOREINEEA, LERST, ASABRNNY I T v 7 T 74/ b
N— M LCREIETE 5E 00 b a—ERDBEE SN A 7R EL FEORM T T,
AVE—=T A A~D ping (T2 —FR) BT HAREMERH D 3,

ICMPA VAT Vg oA F—TNZTDHHEZOWTCE, 77V r—varyi A4 e b
N AART T a DR EESHRLTLIEEI N,

ICMPITS— A AN 3 Y
ICMPT T — A VAR v a v Rx—T7MIT5HE, ASAIXNAT DR EIZHK SN T, ICMP

TT— Avb—VEEETLHMA Yy THOE Y v a U EER L E T, ASA 1T, BH#itk
DIPT RLATHRry b FEXLET,

T4 =T NOHE, ASAIL, ICMP =7 — X vt —U & AERTHHH /) — NKHOE# Y »
varvEERLETA, NEARANE ASA OMICH LT/ — RiZ k> TER SN ICMP
TT—AvbE—UF, NATU YV —2AZ2ZNLL EEE T2 2 L7, AMBARAR MIEELET,
SRR A B DS traceroute 2 > R&HH L CTASA OWNEIZH D5 E TOR Y 7% b L—RF
L6, THUXEETIEH D FH A, ASADHRIAR Y TEEBR L 720G E, TN TOHRRIE v
T, v B TSNS IP T L AL EBICERRENET,

ICMPZ T —A LV ART g i F—TNWMIZTDHHECONWTUL, 77V r—var b Af¥
Ta AN A AT g DOREESB LTSN,

ILS 1 VAR 3y

Internet Locator Service (ILS) A v AXJ v gy =PV Uif, LDAPZfEH LTS 4 L2 RV
T % ILS Y— N & 22§~ 5 Microsoft NetMeeting, SiteServer, 33 J (8 Active Directory 045l
A2t L CTNAT 23R — F LET, LDAP 7 —# X=X |JLIP 7 RV AT BRIFS LD T
W, ILS A VAT v a2 U CPAT IHEATE 8 A,

LDAP Y — BN EICH D556, WERE T MG LDAP Y — 28GR Sz kiECr — Lz
BIETEZALHIC, MBEISEICH L TNAT #2FEHTHZ E2HET LT E XV, NAT 2 H
TANENRTIIE, RT3 =~ A% ESEREDICA AT a Ly VBT T
THZEEHERELET,

ILS V" — "B ASABERONIBIZH HBE1E. SHICHRENLERZENHY £, ZOHA.
N7 AT PR EESNTZA— b GEFEIZTCP389) O LDAP Y — T 7 AT 5=
DR—NBRLIE L2 FT,
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1A

-

~

\}

4vREv bk Avt—UqvrRRsvay ||

G¥)

AR

ATy T

ILS hT7 74> 7 (H25 22— 7 F U 7) 1TtV UDP F v XA CTHRAET HT-
B, TCP B&gilL TCP IET 7 7 ¢« TR OBZICOIBr & E T, 7 7 4/0 F Tk, ZOMIRIL 60
7CY, TOfEIX, TCPtimeout =¥ RAfH L T TE £9, ASDM TlE, ZiuZ
[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] <1 Z& D £79°,

ILS A v A7 g 2 2id, ROKIREERH Y £3,
« BATRVDISEII TR — S EtA,
DT L7 M) Oa—PIIHAESNER A,
BT 4 L N VICHEEDID ZFf o> TV D H— D2 —F I NAT ITIFRR S L EH A,

ILSA LV ART Vg oA X —T M TBFECODWWCR, 77V r—var A7 a ba
WA VART v ayDREESHRLTITEIN,

& ~ O ~ ~
fAYvE—2 A AN T
A ABEL N AvE—Y (IM) A VAT gy o EFERTAE, IMORYy NU—2
FEFAZHIE L, BEEROWRE, V—20%E, BLORERY NU—T ~DZDMOEB %
Ik TEET,
IMALART g NIT T HNV DA ART g RY —TlEA x—T7 V&RV
O, TOA AR v a VINBBERGEIIA R =T NVICTHVNERSD T, 2L, 774
Jb k@D inspect 7 7 ANUEXT 7 ANV FDIMA— FWFENRTNDLDT, T 74/ DT —N
W AVART v ay R) =R ETDHIETTIMA VAR g v BINTEET, 2
I, 2ExFA AT oA RAEADORY =T BEECTHLW—ERRY) v—%
e 22 &b TEET,
M A VAR v a v ERETIHEE. A vE— VBRI RA—FGER LIZHAEDT 7 v a
VERETODMA L ANT vary R) U= vy TERETHIEHTEET, ROFIAT
X, M A AT g R — <y FIZOWTCHHALET,

1R BHHIIZ

—¥BDO T T 4 VBREAF TV a T, BADEDICERERZHEHLET, b7
=IO 1 DEFEATILER. RN ERRRELIZERRE O 72 v 72 ERLE
7,

FIE

EE) WOFIEICHEST, M AL AT a D7 F A~y TEERKRLET,

VA= TIIEEDO NI T4 w7 LOREE 7 NV—bLE T, £720%, match=~ 2 K%
EER)— <~y SIHRETEET, 77 A~y TR ERT AL A AT g R
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V=R YT TRI T4 v LOMBZEEERT LI LDEWL, 7T A <y 7 TIIEMER
RERLEZERTE, 77 A vy 7EZHAMTEL L0 H Z LT,
JIAXyTERELRWNT 7 4 v 7 Z4RET D121, matchnot =~ FZEH L £7,
7= & Z1%. match not 2~ > K TXFH| lexample.com] Z4HTT 5 &, lexample.com] M35
ENDTRXTCORNTI T4 07T TA vy T EREINET A,

DI FTARY T TRETD NI 74 v 71 LTUE, A VAT gy R r— <y /T
N7 4y IR LTHEITT D7 7 arziaELET,

match 2~ > R EIZRRDT 72 a 274056, R v—~yFICEEN T 74 v 7
ERETHDMEN DY £7,

a) 7 T7A<v 7 %&{EK L ET : class-map type inspect im [match-all | match-any] class_map_name

class_map name \Z1%, 7 7 A v 7T OA4RIZHE L E T, match-all ¥ —7 — RI7 7
WETT, NI 4w oM TAy =BT DI, TRTOREREL —FT HLEN
bHZ EEWRELET, match-any X — 7V — Rk, b7 74 v 7034 7:< & H 150 match
AT —=hAVRE—H LBV TA Ty T HTHIEHEBELE T, CLINY T A
~v 7 ar74X¥al—ralrEF—KIAD, 1 2L EO match 2~ REANTEE
D

b) (LR #E 27 7 X ~ v B L £ : description string
string \ZUX, 7 7 A < v T O#A % 200 SLFLUNTHRE L E7,

) WoOWTNMNOmatcha~> REHEHLT, 772 a w8735 774w 7 BEEL
¥ 9, matchnot 2~ RZEHAT 25 &, matchnot 2~ ROEMEZ—FH LW TTD
T T4 T arNEASRET,
+ match [not] protocol {im-yahoo |im-msn} : %5 EDIM 7' & k =2/ (Yahoo F 7= 1% MSN)
A LET,

+ match [not] service {chat | file-transfer | webcam | voice-chat | conference | games} : 557
DIMP—EREZRELET,

+ match [not] login-name regex {regex name | class class name} : IM A > &— DiEETT
IIAT v ha s A A%, FREISNICEREKREITEREKI Y 7 218 L THRE
LEJ,

+ match [not] peer-login-name regex {regex _name | class class name} : IM A > & — D%E

T urA A%, FEESHIEERRRETIERER Y 7 AH L THRE L E

R

« match [not] ip-address ip_address mask} : IM A v E—VDEEITLIP T RLA LAY
#WRELET,

+ match [not] peer-ip-address ip_address mask} : IM A »B2—U D% IP T LA L= R
7 EBRELET,

+ match [not] version regex {regex name | class class name} : IM A v &—D/RX—T 3 >

. FRESNCEMERETIERKRER Y 7 AT LTRELET,
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ATy T2

ATvT3
ATv74

4vREv bk Avt—UqvrRsvay |

+ match [not] filename regex {regex name | class class name} : IM A v &— D7 7 A )b
A%, RESNEMRKRBELITEHRRI Y 7 2K LTHRELET, ZOREIE
MSNIM 7’1 k 2/LZxf LTI AR — hSivEt A,

d) /79A~y 7 ar7 4 Xal—raryT—Re&T9251F, lexit) EAHDLET,
IMA VAR g R r—~<y 7 %2/ER L E£7 : policy-map type inspectim policy map name
policy map name \Z1L, RV > —~ vy TOA4HIZFHRELET, CLIIFARY v—~vvy S a7 g
Fal—TarE—FRIAVET,
UEE) i ERY — < v 7B L £ : deseription string
—ELIE T TSy 7T v a yEEAT IR, ROFIEEZEITLET,
a) WOWTNODOIEEEMALT, 77va w8795 8774 v 7 2 BELET,
M7 TAy TEER LSRR, ROa~<vr FE AN LTENREEELE T, cass
class_map _name
cIM 7 Z A=y 7T EN TS match 2~ ROWTNEHEH LT, AYv—

<y FICHEEN T 7 4 v 72 ELET, matchnot =~ > REZ{HEF9 5 L. match
not 2= RO B LR2NWTRTO NI T4 v 7T 7 arnEfanEd,

b) ROa~ REANLT, —HLEF I 74 v I LTETTLT 7 a vy 2RELE
—g‘O

« drop-connection [log] : /X7 v h& Ru vy L, #E4HALET,

ereset[log] : /7> h& Fry 7L, a2, b—"E71T7 747 M TCP
Uty haXELET,

slog: VAT LT Ay—UEEEFELET, ZOFT T a VITHIMTHEHET D H,
FIMOT 7 g L ONTRNE —FEIERHTE E9,

R — <o 7%, BHD class 2~ FE~ (I match =~ FEFFETE £9, class
o< K& match 2= 2 RONEFIZOWTIE, BEONT 7 4 v 7T AN G EE S
LT &0,

451
WOBNE, M A AT gy R)— <y FERERTDHHEEZTFLTWET,

hostname (config) # regex loginnamel “ying\@yahoo.com”
hostname (config) # regex loginname2 “Kevin\@yahoo.com”
hostname (config) # regex loginname3 “rahul\@yahoo.com”
hostname (config) # regex loginname4 “darshant\@yahoo.com”
hostname (config) # regex yahoo version regex “1\.0”
hostname (config) # regex gif files “.*\.gif”

hostname (config) # regex exe files “.*\.exe”
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B rrivaqozrsoay

IPA TS 3

hostname (config) # class-map type regex match-any yahoo src login name regex
hostname (config-cmap) # match regex loginnamel
hostname (config-cmap) # match regex loginname?2

hostname (config) # class-map type regex match-any yahoo dst login name regex
hostname (config-cmap) # match regex loginname3
hostname (config-cmap) # match regex loginname4

hostname (config) # class-map type inspect im match-any yahoo file block list
hostname (config-cmap) # match filename regex gif files
hostname (config-cmap) # match filename regex exe files

hostname (config) # class-map type inspect im match-all yahoo im policy
hostname (config-cmap) # match login-name regex class yahoo src login name regex
hostname (config-cmap) # match peer-login-name regex class yahoo dst login name regex

hostname (config) # class-map type inspect im match-all yahoo_ im policy2
hostname (config-cmap) # match version regex yahoo version regex

hostname (config) # class-map im inspect class_map
hostname (config-cmap) # match default-inspection-traffic

hostname (config) # policy-map type inspect im im policy all
hostname (config-pmap) # class yahoo file block list
hostname (config-pmap-c) # match service file-transfer
hostname (config-pmap) # class yahoo im policy

hostname (config-pmap-c)# drop-connection

hostname (config-pmap) # class yahoo im policy2

hostname (config-pmap-c) # reset

hostname (config) # policy-map global policy name

hostname (config-pmap) # class im inspect class_map

hostname (config-pmap-c) # inspect im im policy all

RDBERY

T EEHT OO AT g R —2RETELEHCRVELE, 77V
r—varlAY 7T ral LU AR g VORTEESH LT EEN,

~ -~ O > -~

DA VAN Y

IPATva s A VAR v arEZFELT, 2~y ko~ X —O[IPOptions] 7 4 —/L KD =
PTUNIHEASNWTEDIP Ny NEFFATHNIONWTHIICE £, EE L VAT
varnbariRry heRkuny L0, AT varE )T (LT y hEFFR) Lz
D, BHEARLTAYy hEHFRILZY TEET,

IPA 7Y a U CREES A HEREIL, —H ORI TITLEATT N, 13 A EDO—RI7ZRIRI
TIEIAETT, BRMIIE, IPA T Y a EZ A LAZ T X2 )T 0, BLORER
N—T 4 VT ORENEGEENTWET, IPA T a L OFERIMEETHY., ZD7 41—V RIZ
AT ar o, 1, FREEnUEEDL LN TEET,

IP A7 a BROMET 5 RFC ODSZRD Y X MIOWTIE, IANA DOR—Y
(http://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml) % 2 L T 72 &\,

IPA T a DA AT a LT 74 N TENIR>TWETH, RSVP T 7 4 v 7
WXL TCOIHERSTWET, T 74NV Oy TR LTWND EDOLUSMIEBNDO AT > =
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PRt |

VEHRT AN, FRIET AN NUSNDA AR NI T 4w V5 Ry SR
HAT 22 LIk TDEA TDNT T 4 v ZICHEAT BRI DHR, ZNERET HHLEN
HYET,

\}

CE) IPATYar AR vait, 7797 A0 MeEniz 7y bTIIEELER A, 2
X, AT a NI T T ITA IS YT ENER AL

WOETIE, IPA S ary A AT a3 OV THALET,

O & [o) ~ —
PATaVA VAR I VDTIHILE
IPAT Y ay 4 ANRT v aid, default ip options map £ VAT v a v KR v— <y
THEFEHLT, RSVP N7 74 v 7 DT 74V NOHTHNI D £7°,
* Router Alert 47" a FFF T SNET,

ZOF T a sk, FEL—ZIZt L, Ty ROSEENREDNL—FZ TRONGETH, N
Ty RO TUYERETHLOBMLET, ZOA AT 3 L, RSVP & 3EEE
LTWAEHAIIHICE B ET, FFEO7a haud, 7y hOBUE A Eich b 1—%
TO R EME AL 2 3 - L E 3, RouterAlert 4 7Y 3 BN & £ 7-RSVP/7 v |k
ZRuey 7958, VoIlP DFEETRHBENELLZ BB 7,

cZOMDAT v arEGA Ty MI ey 7ShEd,
A VAR a ANl K Ty R Ry FIN5T7NT, syslog 106012 23517 S 4L E
T AvbE—UTIE Ry 7ORKIZR T4 T > a ViR &ivE T, showservice-policy
inspect ip-options =~ > R&AMEH LT, £A4 7> a VOFGEHEHREZ RS LET,
R —~yFDar7 s Xal—raidkoLBsy T,

policy-map type inspect ip-options default ip options map
description Default IP-OPTIONS policy-map
parameters
router-alert action allow

PAT a3V A VARRG I R)O—T v TDHETE
FIFNNUSNDIPF T ar AV ART S a0 BEITTAHESIE. P T ar AL
rvary Ry — vy FEERLT, 47T ar A4 TFTONRFEXYIRELET,

FIE

ATV IPAT v ar A AT v ar R v—~ vy 7 %/ERK L ET : policy-map type inspect ip-options
policy map name
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ATy T2
ATvT3

ATy T4

policy map name 21X, RV o — <~y TOAHIZFRELET, CLIIEARY v—~vvy S a7 g
Xal—rarE—RIAYET,

(ER) #ERY > — v v 7B LU £ : description string
NIRA—HF arv T4 Xal—var T—RefBLET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

AT HFT T a v EEELET,

ROF T2 a B TEET, WTAORES, allew 77 v a L ZEOF T a a5
iy NEEFRLUTHAL, dear 77 ¥ a iy y haEFAILETHRN X —0HZD
F7aralRELET,
~ o TN A T a v ERIRTAHAIE. 2wy RO BXEFEHLET, 7y Moo
FASNTWALE T a7 V7SN d T a v BEENTHHHEAETH, v 7T
BESNTWeWnWA T varazgte\ry MITRTRay 7EhET,
IP A7 a rBLOREET S RFC OSZMO U A MIHOWTIE, JANA O~N—Y
(http://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml) &M L T 72Xy,
« defaultaction {allow | clear} : ¥ v FICHIRIICEHE EN TN RWNAT v a T 57 7 4
N TIvarERELET, FAIELEZVTOT 74N T 73 a U ERELRD
L FAINTWRNAT v a v EEL Ay MEIRry T ShET,

« basic-security action {allow | clear} : Security (SEC) A 7L a U ZFFA[E£72137 VT L¥E
j‘o

« commercial-security action {allow | clear} : Commercial Security (CIPSO) A 7' = » & §Fr]
FFZ7 VT LETS,

« eool action {allow | clear} : End of Options List 7' > 5 V& FFr[ £ 721X 27 V7 LET,

« exp-flow-control action {allow | clear} : Experimental Flow Control (FINN) A7t =z > %§FF
ERIZZ VT LET,

* exp-measurement action {allow | clear} : Experimental Measurement (ZSU) 4 7' a v % §F
AIEIZZ VT LET,

- extended-security action {allow | clear} : Extended Security (E-SEC) A 7Y a »&FFra[£7-
X7 U7 LET,

* imi-traffic-descriptor action {allow | clear} : IMI Traffic Descriptor (IMITD) A~ a » % #F
AEITZ VT LET,

* nop action {allow | clear} : No Operation 47> 2 » ZFFA[E£721L27 VT LE T,

* quick-start action {allow | clear} : Quick-Start (QS) A7 a v EFrE7IT7 VT LE

R

» record-route action {allow | clear} : Record Route (RR) A 7>z v &FFa[E=iZ7 V7 L
i ‘j‘o

* router-alert action {allow | clear} : Router Alert (RTRALT) # 7' a &R E7F27 V7T
LET,
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IPsec K2 ZL— A v2<o vy [

* timestamp action {allow | clear} : Time Stamp (TS) A7 * a3 U ZFFAE2IZ27 V7 LET,

* {0-255} action {allow | clear} : = 7' 3 v XA THE I Lo TRES NI AT > 3 V&FF
AERIZZ VT LET, BREIEA TV ar XA TOE I Ty b (aE—, 7TA BX
OATvarv®S) T ATy b0 T arOFFRSETTIEHY A, ZhD
DAT v ar B4 AL EROA TV a ANIFRSNRWAREENRH Y £, IEfEELS T
vasii, £ ¥ —xv h 72 Fa/LRFC 791, http://tools.ietf.org/html/rfc791 TEF S
TNt 24 T/RINEOEXNTHLILERNH Y 7,

RDBERY

T EEHATAEODA AT g R —2RETEL LRV ELE, 77V
—ary bAY IR a4 AR gy DOBRTEESRLTLE I,

IPsec /IN\ARI)L— A VARG 3

IPsec /SAAN— A LV ART L a L NET T AN DA VAT a R Y —TlEA x—7 v
WZSNZ2NWT2D, ZDA AT 2 a YISBERGEIFIA R — T NVICT HRLERHY 7, -
2L, 74/ h®inspect 7 T AIET 7 4/ F D IPsec IR— b RNEENTWNWDHDT, T 7 %
NEDT A=A AR gy R =% fRET 5721 TlPsec A A7 L a U &iB
TEET, FE, HEAFA U E—T oA ABHEORY >—72 8 LB U TH LN —
EARY =% ET 52 &b TEET,

ZIZ T, PPsec RARL— A VAR v ay TV UICOWTHILET,

IPsec /\R R)L— A VAR 3 UDPE

Internet Protocol Security (IPsec) (&, 7 —4 A R U —A DK IP X7 v b ZFRFER L O 5L9
HZEILE-T, IPHEGFEZEX2Y T 4 CHRi#ETHDO T ha)b A — FTF, IPsec il
L, By v a Y oER, Bty v a IR SN SR —DRr T =—T 3 O
WERRIC, ==V = v NE O ERGEZ ML T D200 7 a haLb G ENTWET, IPsec &
HHLT, AA RN (arbEa—F a—PFEF—"RgL) OXT7H, ¥x=2V74 F—h
T =T 7 AT UA—N72E) OXTH, i3t Xa2V 74 75— U= A LAFRA
MEOT—% 7a—ER#ETEET,

IPsec XA ANL—T FVr—gav A AT g 0, IKEUDP R— b 500 #5457 1 BT
57 ESP (IP 71 h =1 50) BEOYAH (IP 7’12 b=2/L 51) FT 7 4 v 7 & fEICHRT©
EFET, O AT vaiE, MEMRACLay 7 X2 b—a %ML TCESPRBXL
RAH 8T 7 4 v 7 &AL, XA LT U NEREREFRBEEZEAL TCTEX=2 U7 0 bERLE
D

ESP £721X AH N7 7 ¢ v 7 ORIIREZFRET HIZI1E, IPsec /SAANL—DRY v— < v T HiH
ELET, 7747 Moo ORKEGRE, TA RV EALT U MR ETEET,

NAT BLOFENAT F 7 7 4 v 7 3FFTESNET, 7272 L, PATIZV A — S NLEHA,
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B orsecixz— sz as Kys— <y ToRE

IPsec /IS AR IL— A VARG 3 RYO—T Yy TOHRTE

ATy T

ATy T2
ATvT3

IPsec /XA A )L— < v P TClL, IPsec NAANL— T PV r—2 g L VAT 9 DF 7+
IV NREMAEEE TXET, IPsec AR N— <y FE2HiH+THE, 772U XNEMEHEL
B ThH, BED 7o —%FFaTcExET,

AT A4FX 2=V alEENDT 74V~ v default_ipsec passthru_map TlL, ESP
BT 27 74T 2 b T & ORI REUIHIR e LISERE S, mP74Pw54A77F
10 3ICRRESNE T, RARDENLELRES, £IXAHEEZRET DLENS L5EIC
By AVART gy R =y TERET DLERHY £7,

FIE

IPsec /XA A N— A VAR g R v— <y 7 %2ER L £7 : policy-map type inspect
ipsec-pass-thru policy map name

policy map name \Z1L, RV > — <~y TOAFIZFHRELET, CLIIEARY v—~vvy S a7 g
¥al—raryE—FRICAVET,

(=R Wil E R Y >— ~ v 7B L £ : description string
LAY v a v 2V BOb 58T A= ERET HIE, KOTFIEEETLET,
a) NTA—HF ar7 4 Xal—arET—FElBLET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

b) 1 DFELIFEEONRTA—FEHRELET, ROA TV arEZFETCEET, 7 ar
BT 4 =TT AR, avr FOne ERAHEHAL T E &,

+ esp per-client-max numbertimeout time : ESP F > RV EFHR[ L, 7 74T FZ &R
A INDIKEFHEBIOTA KAV XA A7 L (hhmmsss DIER) 2RELET,
B OB 2 BHIRICERET DI12IT, HZO0ICHEELET,

« ah per-client-max numbertimeout time : AH > R/VEZFFAILET, T XA —F DOEK
ILesp 2~ RERLTT,

1

WIZ, ACLZMILTIKE b7 7« v 7 %A L. IPsec Pass Thru /X7 A—H% <= v
EEFRLT, RV —ZTFL, A —T oA AR —Z AT 5025
LET,

hostname (config) # access-1list ipsecpassthruacl permit udp any any eq 500
hostname (config) # class-map ipsecpassthru-traffic
hostname (config-cmap) # match access-list ipsecpassthruacl
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hostname (config) # policy-map type inspect ipsec-pass-thru iptmap
hostname (config-pmap) # parameters
hostname (config-pmap-p) # esp per-client-max 10 timeout 0:11:00
hostname (config-pmap-p) # ah per-client-max 5 timeout 0:06:00
hostname (config) # policy-map inspection policy

hostname (config-pmap) # class ipsecpassthru-traffic

hostname (config-pmap-c)# inspect ipsec-pass-thru iptmap

hostname (config) # service-policy inspection policy interface outside

IPv6 1 AR 3>

IPv6 A LV ART v a B FEHTDHE, JRIEN Y X —IZESWTIPYG N T 7 ¢ v 7 &38RI
O CEER LY Fay Lz TEET, I5IT, IPV6A VAT 2 a Tk, IPve/N 7 v
N DOIEIE~ > X —DZ A 7 L NEFED REC 2460 IZVEHL L TWANE 9 b R TE £,

IPV6 A LV ART 2 a NIT T4V bDA AR gy R —TlEA X —7 /LT ENR0
72D, TOA AR Va UBRRBERGEITA R—TNVICTERNERSD T, T T4 RO
Ta—rN A AR ay R = RELTIPV6 A W AXRT v a rZBIITEET, %
T2k, AV E—T oA RAEHAEORY —72 8, BEIZE U TH LW —EARY —
PERTHZLHTEET,

IPv6 £ VARSI 3 DTIAHILE

IPVv6 AL AT g X—TNI L, f v AT arR)—<y FXEREELRNE.,
FIFNVEIDIPV6 A VAT g R — <y PWMEHEN. ROT 72 a rBNEITEN
i‘j‘o

« BERIOD IPV6 JEBE~ v X — DRI afFaf LET, MLy NI ke vy s, v
R SN E T,

* RFC 2460 LA CEFR I N TV D IPV6 LI~y ¥ —DJEfF 2w H L E9, #EHLL 720w
Ty MIFfaey s, v IS ET,

N—=T U T BT Ny B —EEG Ty b Fuy P LET,
RV v—~oT7Dar74Falb—ra QIkoLEBH TT,

policy-map type inspect ipvé default ipv6 map
description Default IPV6 policy-map
parameters
verify-header type
verify-header order
match header routing-type range 0 255
drop log
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B rosrxrvavgkys—<yionE

IPv6 £ VAR 3R O—T v TDETE

Koy PEida X VT 20EE~Ny X —2BETH120%. £72337 vy NOWEEEZT 4« & —
TNZTHIZNE, =R R —THHAINDIPV6 A LV AT v a R v—~ v T &{E
’52 L/iﬁo

FIE

ATFY TN IPV6 A AT v ary R v— <~ v 7 %1% LET : policy-map type inspect ipv6
policy map name

policy map name 21X, RV > —~ v TOAFIZFRELET, CLIIFARY v—~vvy S a7 g
Fal—varyE—RIAYET,

ATFvT2 (TR #HZRY v— <y 73BN L £ : deseription string

ATYT3 (EE) IPV6 A vt =YDy X —IlHESNWT I 74y 72 Py FEiInx 7 LE
R
a) M7 7427 % IPV6 ~y X —|ZFESW kA L £ : match header type

type IZRDOWF T,
« ah : IPv6 ARGELIRE~ v X — & —H L £,
« count gt number : IPv6 JLiE~ v X — O KEaHE L £7 (0~ 255) ,
« destination-option : IPv6 D554 7 3 a3 UL~y ¥ — & —&K L 7,
cesp: IPVO D T ENMbEF 2V T 4 XA m—F (ESP) #LiE~y ¥ —L—EL LT,
« fragment : IPv6 D7 7 7' A 2 MERE~y X — L —F LT,
» hop-by-hop : IPV6 DK v T XA R TIEi~ v X — L —F L E T,

« routing-address count gt number : IPV6 )L —T ( >~y X —H AT 0T KL ADRFKK
BadELET (0~255) .

* routing-type {eq | range} number : IPV6 L —T 4 T~ X — AT L—FLET (0
~255) . ®HZIEET DL, 2 A=A TXYID 9 (B : 30 40)

b) —HE LTy MTHLTETTLT7 7 a v afELET, "y bE Rry 7L, &
TR L TCa JICiek e £d, £k, v/ ~oRBktu0a2irHo 2L TEES, T2
arEANNLRWEE, Ny Mhn RS ET,

sdrop [log] : — &35 T _XTCONry hE Rry 7 LET,
clog: AT L BT Ayb—VEKXELET, 2OFT v a STHEMTEHEHT S0,
FIMOT 7 a DWW E I TE E9,

0 RuyZEli@duXr /45T XTONy X —%2@ilT25ET, 7ot A4kl E
RS
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IP6 f VAR 30 RYS— Ty TOHRE .

ARTYTE A AR v ay DV NIBET LN T AR ERELET,
a) NTIA—H ar7 4 Xal—arET—FElBLET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

b) 1 DFLFEHDNRTA—ZERELET, ROF TV a v EZRETEET, A7V ayv
EF =TT AIE. 2w FOne ERAHEH L T EE N,

« verify-header type : BEA1OD IPv6 JLiE~ v ¥ —721F 23 LE 9,

« verify-header order : RFC 2460 T/EFR 4L TV 5 IPv6 fEIE~ v ¥ —DIAfF 2 H L £
ﬁqo

1

WOHFITIE, Sy I XA Ky wledrvary, v»—7 427 T RLVA, BLIO
N—T 4T EALTODHE~Ny X =G0 T XTOIPv6 /Ny N Fay 7L, a2
IR T DA v AR v a v R =~y T2 ELET, £/, ~y X —0DlEF L
AT HEALET,

policy-map type inspect ipv6é ipvé-pm
parameters
verify-header type
verify-header order
match header hop-by-hop
drop log
match header destination-option
drop log
match header routing-address count gt 0
drop log
match header routing-type eqg 0
drop log

policy-map global policy
class class—-default
inspect ipv6 ipv6-pm

|

service-policy global policy global

RDBERY

< T EEHATAODA AT g R —2RETEL LRV ELE, 77V
—ay bAY IR FaL 4L AR gy OFRTEESRLTLE I,
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B vewiosrozxxsoay

NetBIOS f AN 3 Y

ATy

ATy T2
ATvT3

ATy T4

NetBIOS 7 7V r—a v A AT g U CliE, NetBIOS X —A P—E 2 (NBNS) X7 v
FRBEONetBIOS 7 —% 7T L H—E R Xy MIHDIAEFNTWSIP 7 KL ATNAT %
FITLET, 7o, 7R balTF = v 7 217> T, SEIERT 4 — L FOFELE I D
HHEEHERLET,

NETBIOS A o AT ¥ a NET 7 40 FTA =T W7 CTWET, SLEIZS U T, NetBIOS
a ha)ENE Ry TERRe ISR T AR =~y T EERTE T, ROTFIE
T, NetBIOS A v AT v g R v— <o T ERTETBIFEICHOWTHHLET,

FIE

NetBIOS A A7 g v R r— ~ v 7 %/El L £ 7 : policy-map type inspect netbios
policy map name

policy map name \Z1L, RV o — <~y TOL4HIZFHRELET, CLIIZARY v—~vvy S a7 g
Xal—raryE—RICAYET,

(ER) @A RY v — < v 7B LU £ : description string
NIA—HF a7 4 ¥al—var T—RefBLET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

NETBIOS 7' =& k 2/UiERIZxt L CHEITT DT 27 v a V& HRE L £7 : protocol-violation action
{drop [log] | log}

drop7 7 v a3y haeRuey 7 LET, log7 7 v a v afiETDHE, RIv—~v 7
MET T4y =R LT XV AT LAY Ay —V% % ELET,

1

hostname (config) # policy-map type inspect netbios netbios map
hostname (config-pmap) # parameters
hostname (config-pmap-p) # protocol-violation drop log

hostname (config) # policy-map netbios policy

hostname (config-pmap) # class inspection default
hostname (config-pmap-c)# no inspect netbios

hostname (config-pmap-c) # inspect netbios netbios map
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RDBERY

< T EEHAT DDA AN g R —2RETELLHICRVELE, 77U
r—arbAY Fabhal AR g VOREEZSRLUTLIEE N,

PPTP 4/ VAR o3 Y

PPTP /X, PPP N7 7 4 v 7 D h oV U IR EN S 72 ka2 TY, PPTP Ry v 3 v
IZ. 12D TCP F ¥ 1L L@k 2 5D PPTPGRE b > VTR SN E£4, TCP F ¥ RV,
PPTPGRE h D v xm— b EEFRICHH SN DM T v %L T3, GRE bR,
2ODKRAREDPPP Y a rEinELET,

PPTP 7 7V r—ay f VART v a i, £ Fx—T /W5 L, PPTP 7’a haji 7y
N L, PPTP b T 7 4 v 7 R[4 572D AE 7 GRE 85 & xlate XA T3 v 71T
ERE L £,

HAREIZIZ, ASAIX., PPTPON—T g Vil E BRIET— NV OERIGE L —r o A e BE L E
4, RFC2637 CEZEINTWALPPTP A=V a3 VI PR ESNET, EbL00M5HiE
MENTN—=T 3 IR AR—=T 3 1 TRWGE, TCPHIEIT v 2L TOEFNLIED A o AY
vasiF T 4= ET, £, BEIAOEREISEDO Y —F U ATBEM S E
T, BB L Oxlate 1Z, IBEO® D F Y GRET—X b7 7 4 v 7 BFFAIT A0, M
WL T, XA FI v 7B TohnET,

PPTP A > Ay gy =V 0d, PPTP N7 7 4 v 7 % PAT TEMTZ 5L 012, A X—
TMZT HHENBHY £9, £7-. PAT . PPTP TCP #lf#lF v %/ TIEIEN— 3 D GRE
(RFC 2637) AT T— hZNTHAEIZRY . 20 GRE WX LTI FETINET, PAT
&, RIEEN— 3D GRE (REC 1701, RFC 1702) ([ZIZFETENEH A,

PPTP A v AT v a A X —T MITBHHEIOWCE, 77V r—varibAfv7ub
AN AVART g VDOREESHRL T EE N,

RSHA VAR 3y

RSH A VAT 2 a ANET 740 FTA X =T W >TWET, RSH 7'& h=LiX, TCP
AR—PFS514 TRSHZ 747 > hH RSHY —"~D TCP#fi M L E T, 7 74T b &
Y=, 7747 R STDERR A U — AL %&%(ET 5 TCP R— hEGEX I = —
FLET, RSHA VAT v a0, BBEICS LT, FIvm— hIPloA— 5D NAT
EYPAR—FLET,

RSH A v AT 2 a DA F—T IALDFEMZOWTIE, 77V r— a3y LAY 7 ba
WA LVARY v aryORTEESHRLTITEIN,
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BERAVA—Fy F FArILDA VAR VA |
B svressumEsMP (v 2R v

SMIP B LK UHLEEESMTIP £ VAR S 3 Y

ESMTP A VA7 g Tld, AL, T4 v T, REEARA v VKB Ny 77
F—N—Ta— /T =T —RB COREERELET, £, TSV —varkEXa
U4 &7a haL#ERLUC LY | EEF7RESMTP A v —V 7P 2@ L, E2EEBIOA—
NHREO T vy 7 HITWVET,

ESMTP A v AT 2 a NI T 74V b TAL X =T N2> TWET, T 7/ kA L ARY
var vy ERRRLNEPNMERIGAEIIOR, RETHLERHY 7,

T, ESMTP A v AR Vg TP AW CRRIFL £97,

SMTP 8 XU ESMTP 1 VAN L 3 VDOBE

PEE SMTP (ESMTP) 77U r—a v A VAR a v i+ 56, ASA ZEETX 5
SMTP 2~ RORFEEZHIR L, E=FHiEZENT 5 Z LI2Xk > T, SMTP X— A DKE)
5 X sREICIR#ETX 9, ESMTP /X SMTP 7' 12 b 2 )LOJEE T, 1 & A & DL T SMTP
W CnET,

ESMTP 7 7V r—a v A VAR vaqt, a—PREA T3 a~v 2 FEP— 0k
THERAyE—UEGIL, TOEERS LET, ESMTP £ > A7 g if, (kD3 HDE
T AT B FITLET,

« SMTP R %A 7 ODHEASMTIP 2w K& 8§ oDfniEa~y FIZHIBL £4, AR —HK &
nNada<r Rigko Lty T,

« L3k SMTP : AUTH, EHLO, ETRN, HELP, SAML, SEND, SOML, STARTTLS,
B LU VRFY,

« SMTP (RFC 821) : DATA, HELO, MAIL, NOOP, QUIT, RCPT., RSET,

e SMTP a2~ NIRE Y —rr v AT =X LET,
o« BEESEBR O AR A— LT FLANICHDIAEN TWIEN R L ENBEER L DL &
W2, B L a— R 108002 24k LE T, MOV TIE, RFC21 ML T,
ESMTP A v A7 g T, IROBHERL T=F ¥y N0 E I, avwr RERED —
U AERE=K LET,
cYnETonza~v R
e RIEZpa~ v Rf&UE (KCR><LR> TR T LTV 7RWY)

e MAIL =< > R& RCPT 2> RTlE, A—VOEEHEZEENECSINET, BER
LFINIRNI, A= T RUARAFT Y ENET, fitE () 3EBsh (77071
EHEREINET) . <] BLEO [>] ZA—V T RLAZERTLIHAEICORTFTENE
T (> Xvanc <) ReE208ERHY F3)

¢ SMTP Y — N2 K B REDORAT
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ESMTP « v 2 <422 a>07F 740+ ]

s RIETITIAR— g Doa~x R L, A AR varyrz DU, Ay bW
DIRTOXLFEXIZEFEL, TNLIERE— N o THEG S E T, ZORRIT,
500 Command unknown: 'XXX'| DX 92 A v —VTERRENET, Refhavw N
I, S NET,

PR — bxEIL O ESMTP =< > RiZ ATRN, ONEX, VERB, CHUNKING T, 77 A ~X—
MEETTY,

« TCP % U — AfRtE

cATU R ALT T

\}

GE)  ESMTPA v A7 g A 2= M THHE. IROL—IZHEDR W E | xtzER o SMTP
AT 2 Telnet By > a VAMEILT 52 08BV 9, SMTP 2~ > ROESF4 X7 E
T DMERHY T, BIRESITTRTTO2XERH Y £3, ROIGEZFITT HANIBIE
DISELFHET HMENH Y 77,

ESMTP f AR 3 vDTI+I)L b

ESMTP A > A7 2= &, default esmtp map f v AT T ay KR v— <y 7 E2HEHL
T, 774V THEIIRD £,

e =R Rl Iv A7 ENET, ESMTP A VA7 Vg Uk, X7 12
0] . 10 2B —"D SMTP N F—DXLFTETAZ Y AZIZEELET, HF
(CR) . BLOYAT (LF) 1T ERINET,

o BESALBERE S ATRE T3, ME SR ER A,

« FEMEZEMOT U ADRRCTFITRHI S NS, 77 v a VITETSNEE A,
AV RITORESN 512 LV REWERIZ, Foy7ZshTr 7Sy,
« ZAEEN 100 XV ZWEHHE, FryZanTr ZIZiEsnET,

e RLDEINIG A, P RENA Yy E—VFr JICiE SN ET,

ANy Z—TORIN 9B LV REWERIZ, FryZXshTr kS d,

*MIME 7 7 A VAR 255 LFLVEWAvE—T1F, FeyZance Ziligksng
7,

« lothers] (Z—%3 % EHLO J&LBE/RT A —HZ I~ A7 InET,
Ry — <o 7Oar74¥al—Ta ko LBY T,

policy-map type inspect esmtp _default esmtp map
description Default ESMTP policy-map
parameters
mask-banner
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B oesvreozx<vas kYL — <y ToRE

no mail-relay
no special-character
allow-tls

match cmd line length gt 512
drop-connection log

match cmd RCPT count gt 100
drop-connection log

match body line length gt 998
log

match header line length gt 998
drop-connection log

match sender-address length gt 320
drop-connection log

match MIME filename length gt 255
drop-connection log

match ehlo-reply-parameter others
mask

ESMTP 4/ AR 3V RYS— 3Ty TNDEHRTE

ATy I

ATy T2
ATvT3

Ao —=UNRITRA=RIGEN LI EDT 7V a U ERET DI, ESMTPA A7 T g
VR — wy FERERLET, R LA AT g R — <= v FiE, ESMTP A
VAR g AR =TT B EEATEET,

IR HEIIC

—¥DO T T 4 VBREAF T a T, BADTEDICERERZHEHALET, b7
=7 D1 2EFEHT L5681, RONICIEREZRELIZIERERDO Y T2 ~ v 7 E2ERLE
7,

FIE

ESMTP A V' A7 vz v R r— < v 7 %{ER L E 7 : policy-map type inspect esmtp

policy map name

policy map_name (21X, R > —~ v TOAHIZFHRELET, CLIIFARY v—~vvy S a7 g

Xal—rarE—RIAYET,

LR #AZRY >— < FIGEIM L E 9 @ description string

—BLE T T4 2T 7 v a r 2T I3, ROFIELZETLET,

a) WOVWTMNOmatecha~> REFEHALT, 770 a 2873587747 2 EEL
9, matchnot =~ RZfEHT 25 &, matchnot 2~ RO —F L 72T _TD
NF T4 T arREAINET,

+ match [not] body {length | line length} gt bytes : ESMTP KL A vt — TV O S /21317
DEIVBELTEAA MIEOVRENWAyE—VE K LET,

« match [not] cmd verb verbl [verb2..] : A vE—YNOa~ L FEFEZBAELET, K
Da<wy RO 1 DELIIEEZIRE CTEX £7, auth, data, ehlo, etrn, helo, help,
mail, noop. quit, rcpt. rset, saml, soml, vrfy,
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ESMTP v 2 X523y KUs—vyT0%E [

* match [not] emd line length gt bytes : =~ > RENFIOITORE SBFEE L7231 Rk Y
KENWAvE—VERELET,

+ match [not] emd rept count gt count : TIEEDENIEE LTZMEL Y KREWAvE—D L
#ﬁ L/i‘j‘o

« match [not] ehlo-reply-parameter parameter [parameter?...] : ESMTP EHLO J&Z& /3T A —
HL—HLET, WDONTFA=ZD1OFE/IELEIRETE £J, 8bitmime, auth,

binaryname, checkpoint, dsn, etrn, others, pipelining, size, vrfy,

+ match [not] header {length | line length} gt bytes : ESMTP ~ v # —DE X F 721370 E
SPHEELIEAAL PRIV RENWVA v =V E—FLET,

+ match [not] header to-fields count gt count : ~> % —® To 7 4 —/V KOEIPEE LT
BHELOREWA -V E—FKLET,

* match [not] invalid-recipients count gt number : MEZN 72 AZH OB E LI-fE L VK
TWNAvE—VL—HLET,

+ match [not] mime filetype regex {regex name | class class name} : MIME £721X AT 4 7
TrANBA T2, FBELCERKRBAEITERELH S, 7 A LRELET,

* match [not] mime filename length gt bytes : 7 7 A VA PHEE Lo A ML D KE N
7< V’E%yk*ﬁbij«o

« match [not] mime encoding type [type2..] : MIME = a2 —F ¢ 7 XA 7L —F L %
T ROZA T D1 OENIEBATRETE £, 7Thit, 8bit, base64, binary, others,
quoted-printable,

« match [not] sender-address regex {regex name | class class_name} : E{5H DE 1 A —/L

TRV AZ, FBELCIERRBEIZIERKRE S A LBAELET,
* match [not] sender-address length gt bytes : IE{5E DT RUANRE L7231 ML D
RENA Y=V E-HLET,
b) KOaA~L FONWTNNEANLT, —HT LT 74 v 71 LTCETT LT 7V a v
EHRELET,
« drop-connection [log] : /X7 > F& K>y 7L, #Ha2HA L ET,

emask [log] : X7y NO—BTLHHE~A7 LET, ZOT7 7 v a Ui,
ehlo-reply-parameter 35 £ U8 emd verb (Z%f L COAEH TE £,

ereset[log] : N7y FE Fry 7L, #Eaf L, —E71T7 747 MT TCP
Uty hEEELET,

clog: VAT A OT AyE—VERELET, ZOFT T a VTEMTHEAT S,
IO T 7 v a ronFipl —HEICERTE T,

« rate-limit message_rate : 1 %0570 O/ v NNDOA vE—T DL — MR L ET,

ZOF T aE, emdverb DA TFEHTEET, ME—DT7 7 g LTHATS
ZEb. mask T v a v EASDYETCTHERTA L TEET,
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B eswr oxxsvarkyo—<yTonmE

AU v— <o TiE, BEOmatch 2~ > REHEETEET, match 2~ ROJEFIZD
WTCIE, BEONT 7 4 v 77 AQNEGEEZZRL T EEN,

ARTVTE A ART a2V ATBDOD H 3T A—F ERET DITIE, WOFIEEZFITLET,
a) NTA—HF ar7 4 Xal—varT—FERBLET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

b) 1 DFELIFEEDONRTA—FERELET, ROATva ZRETEET, 7 a v
EF 4 =TT A, avr FOne BERAHEHAL T E &,

* mail-relay domain-name action {drop-connection [log] |log} : A — /LD N A A 4%
RELET, Bfixd Rey 7L, REISLTr ZICEETEET, ik, vo~
DFEKTIZTEATH> 2B TEET,

» mask-banner : ESMTP Y — b5 DR F—% <27 LET,

« special-character action {drop-connection [log] | log} : & A —/VDOXEH 713215
FHT RUVARZERSLT AT () . Ny 7 74—, NULDBEEND A vE—TIC
HLUTHEITT LT 7V a v 2fELET, Hiid ey 7L, BEITE L TH IS
gRCEET, EIE, RS DOFEKIE T EITO L TEET,

« allow-tls [action log] : A > A7 2 3 72 L CESMTP over TLS (I 5{b S AU 7= H2f¢)
ZIFAIT 2 E 9, MEITG U T, bz n IR TE £y, 7
TANVETIE, A VAT g DIRWTLS Yy v a & LET, noallow-tls &
HETDHE, VAT ATy v a UG STARTTLS A V7 — 2 ZHIER L, 5l
BT L= T F A MEREITVET,

151
WOHENL, ESMTPA V AX7 g R v—<y 72 EHRTIHHEEZRL TWET,

hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname

config
config

# regex userl “userl@cisco.com”

# regex user2 “user2@cisco.com”

config) # regex user3 “user3@cisco.com”

config) # class-map type regex senders black list

config-cmap) # description “Regular expressions to filter out undesired senders”
config-cmap) # match regex userl

config-cmap) # match regex user2

config-cmap) # match regex user3

hostname (config) # policy-map type inspect esmtp advanced esmtp map
hostname (config-pmap) # match sender-address regex class senders black list
hostname (config-pmap-c) # drop-connection log

hostname (config) # policy-map outside policy

hostname (config-pmap) # class inspection default
hostname (config-pmap-c) # inspect esmtp advanced esmtp map
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hostname (config) # service-policy outside policy interface outside

RDEZRY

T EEHTAEODA AT g R —2RETELEHCRVELE, 77V
r—varylArY 7a ral 4 UART g VORELZSHRL TS EE N,

SNMP Inspection

SNMP 77U r—yay A AR 3 TlE, SNMP N7 7 4 v 7 BRFED/A—Y 3 O
SNMP [ZHIfRTE £9, DLRID/N— 3 D SNMP (FZE&MENMEW=D, X2V T 4 R
% LU THRED SNMP N—V 3 U ERER T AMNENE L LG58 H Y £9, ASA L,
SNMP N— 5 1, 2, 2¢, £E3Z2HESETEET, 95613 —Ya L, SNMP~ v~/
ZAERC L CTHIE L £ 7

FTITF VDA LVANRT g R Y —TiX, SNMPA AT g Vind 2—T MZENT
WRWED, ZORBNRMLEREAIFA =TI LET, T 74NN DT T —r3 L A AR
Jva v R —ERET DT T, SNMPA VAT g vEBINTTE LY, FE, 2k
RIFAE =T =AM AFERORY =72 BEIELTH LW —ERARY O—2E%T %
ZEbTEET,

FIE

SNMP < v 7 & 1Ef% L 97,

snmp-map map_name 2~ 2 R&fio T~ v 7 Z/EH L CSNMP v » 7 & EE— NIZAD | &K
\Z deny version version 2~ RCHEET 53—V a U E#IILET, N—Ya 31, 2,
2c, 3BV ET,

1 -
KOHFITIE, SNMP N—Va > 1 BXUO2&2ERLTHET,

hostname (config) # snmp-map sample map
hostname (config-snmp-map) # deny version 1
hostname (config-snmp-map) # deny version 2

RDEZRY

~ o T EERAT DDA AT g R U RETEDEIICRVELE, 77V
r—ay AV TR AL A AR g DOREERSBB LTI E N,
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B osonetrozxooay

SQL*Net f AN 3>

SQL*Net f > AT 2 a U NIT 74/ hTA F—T Mo TVET, f VAT a3y
VUL, SQLENet N—T 3 1B L2 E2 AR — F L TWETN, U Transparent Network
Substrate (TNS) DO&HTT, A VAT v a3 Tk, #RIBXT—% X b —24 (TDS) %
PAR—=FLTWEHA, SQL*Net A vE—1F, HOAENTZT KL A LHR— MIHOWTA
Xy &, HEZSUTNAT OES B N#EH I ET,

SQL*Net DT 7 4 /L h DR — FEIY 24T 1521 TF, ZHE, Oracle A3 SQL*Net A L
TWAETTR, HEERASEFE (SQL) OIANAR— FEID ¥ Tl iZ—KLEHA, 77V
r—va yBROR— N EET 25581, 2OR— M EETR N T 7 4 v 27 7T AT SQL*Net
A ART g EBEALET,

GE)

SQL #If#l TCP AR — b 1521 L [Al UAR— kT SQL 7 — Z #nit AT 5341, SQL*Net DA
VAR avET 42— NI LET, SQL*NetAf AT g /73>4’Z TN ST
He, BX2 VT4 TFIAT L ATTuF L LTHEL, 7947 hDOY 4 RY H
A X% 65000 7> 5K 16000 (2 H 720, F—ZEEEOMBENEE L 7,

SQL*Net f Y AT v a L aA RX—T MITHHEIZONTX, 77V r—vary bAv¥ 7
B hal AR g OREEBRBLTLIIEE N,

SunRPC £ VARG, 3>

ZOWETIX, SnRPCT7 7V r— gy A VAR g OO0 TEaA L £,

SunRPC 1 VAR S 3 VOHE

SunRPC 7' ha)L A VAT g NIT 7 4V b TEA X —7 V0 TF, SunRPC Y —/NF—
TNEEBTHIETT, 77 A7 U= VOWEBEHF I INTNE P —EREHITEET,
7-72L. NFSO AR —Ubid, =T —TNLOREN L THOHE P —"TETENET,

SunRPC (%, NFS B L U'NIS TEHl &£ 7, SunRPC H—E R [ZEDR—F ETHETTE
F9, =" LEDSunRPCYH—ERIZT 7 E®ALLDI ETDHI7T7A4T 2 ME, FOYP—EAN
*?éﬂfwéfwb%ﬂéZEﬁ V&£, ZOLDITIEL, PRFKAFR— K 111 THR—F
<= FrEvAX EBFILpebind) (CRELET,

AT R —EZAD SunRPC 700 7T AFESEEETDHE, R—F vy /— Fak =R
T —EADOR— " EBEIRELET, 7747 ME, A—F vy X—=TakRL-T
B ShizR— b &24EEL T, SnRPC 7V —%2H—NZEELET, V—sE+5
ELASAIZZ DOy FERITRIE L. £ DR— K TTCP & UDP Ol 5 O W 2 Bl & £
ERS

Sun RPC <31 12— R{EH DO NAT £721X PAT 1T AR— SR TWEFA,
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smrrcH—tznEE [

SunRPC H—EXDEH

ATy

ATy T2

Sun RPC — v R 7 —7 V&M H L T, ML 7= Sun RPC & 3 3 243 T Sun RPC
o747 &HIEILET,

FIE

Sun RPC #—E & a7 1 Z#ELET,
sunrpce-server interface_name ip_address maskservice service_type protocol {tcp | udp} port[-port]
timeout i1h:mm:ss
TNENOFRAITRO LY TT,
s interface name : V—/S~D NT T 4 v I IMeEINDHA U F—T A A,
* ip_address mask : Sun RPC — D7 N L A,

- service service_type : FFEDOYV—E R X A4 T L Z OV —ERMEHT HAR— FEZ OO
vy I ThL, =D =X AT, =X X AT (100003 7 L) AHEE
F5121%, Sun RPC #—/3N =3 @ UNIX £721% Linux =~ > R A > C, sunrpcinfo =
~V REHEHLET,

s protocol {tcp | udp} : —E AN 7w kL& LCHEHT S TCP 721 UDP,

s portf[-port] : P—ERIZL > THEHIND R — FELIFAR— FOFH, N— MNFHELZIET
T A%, FFAOBIBRER— B EK THR— I ESEZNA 7 CTRED £4 (111-113 72
g) o

o timeout 2h:mm:ss : SUn RPC A L AT g AN L > TERFED - DI L=k —L
DT A RV EALLTT R,

1 -

72213, IP7 FLZ23192.168.100.2 @ Sun RPC H— N2kt LT 305D & A L7 Wk ZERK
T 5120, koa<wr REASLET, ZOFITiX, Sun RPC ¥— 3T TCP A~— b 111 & ff
AT H2HNETA X —T A RZHY FT,

hostname (config) # sunrpc-server inside 192.168.100.2 255.255.255.255
service 100003 protocol tcp 111 timeout 00:30:00

(FE) ZhboVr—bv2HIER SNy R— 2T =% LET,

Sun RPC —E A TP TND B AR —/LEEKRT HITIL, show sunrpe-server activeshow
sunrpe-server active=2~ > R&Z A LE 7, wIZBlZmLET,

hostname# show sunrpc-server active
LOCAL FOREIGN SERVICE TIMEOUT

1 209.165.200.5/0 192.168.100.2/2049 100003 0:30:00
2 209.165.200.5/0 192.168.100.2/2049 100003 0:30:00
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3 209.165.200.5/0 192.168.100.2/647 100005 0:30:00
4 209.165.200.5/0 192.168.100.2/650 100005 0:30:00

LOCAL A 7 LD MU, WEA v X —T 2 A ADT FAT 2 FERIFF—DIPT KL
A%~ LET, FOREIGN 7 7 ADEIX, A X —T =2A ADT TAT > FERITH—A
DIPT FLAZRLET,

MEE D, ROa~v L REEHLTINODOY—ERXZ 7 VT 352 LN TEET, clear

sunrpc-server active

TFIP A VAN 3 Y

TFTP A V' AT 2 g NI T 7 4V b TA R —T Wl > TWET,

TFTP |X. RFC 1350 IR ENTWAH XL HIZ, TFTP Y —RNE 7 54T OO 7 7 A4 LD
FAHEXEITHDOOME 7 v hanLTtd,

A VAR a0, TRTP &MY Zek (RRQ) . EXIAAZR (WRQ) . BLW
T 7 —@% (ERROR) ZHMAE L., MESUTEA T v 71Tk & Bz /ER L. TFTP 7
TAT Y N —RDOMDT 7 A NREZFF AT LET,

FHh7esi A0 Rk (RRQ) FITEXIAHLIR (WRQ) #%ET5HE, MEIZSLUT, ¥
AFI Il AY) Fyr Ll PATEBPE DS ToONET, o7 ) FyrL
X, ZHUE TFTP Ik o T 7 A Mg E 213 T —@malicfEH s £,

TETP = N7ZFR I XY T XARED NT 7 4 v 7 BT ET, £7-. TFTP 7

FTAT VRV —ROBIFETEDIREERRED L FY) Fy 2T OFETTT, b—I;
SO T —@ImRhHBHE, BHUKY FrrUEH L ET,

TFTP N7 7 4 7 DV XA VY MIAXT 47 PAT BMEFA SN CTWBEEIL, TFTP A ~
ARG avEAFZ—TNCTHLERHY £7,
TETP A VAT v a e A F—T WMZT D HIEZOWTL, 77UV r—varbAv7u b
TN A ART T a VDR EESZH LT IZEN,

XDMCP £/ VAR 3>

XDMCP A VAT ¥ a AT 74/ b TA X —T N> TWET, XDMCP (%, UDP R—
M77TE2FRHLTXEyvarzxrdve— 9572 haLTd, Xty va IMEIERIC
TCP #fEH L £7,

XWindows & v g VEIEFIZR T — F LTHHIAT A72012, ASAIE, Xhosted 2 B = —
ZMNEHO TCP RV B Fa] T2 LENRH Y 3, RO ERZT T 521X, TCP A— %
AT AT 78 A V— L EEHTEEd, £7/21%. ASA Testablished=~ > N&2#HEHTX £
T, XDMCP 3T 4 A7 LA k5T HAHR— hE T — 95 L, established=~ > F3
SRS, ZORVEREZTF AT REDNE ) DPDBHERINLET,
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VXN 1 vz <5 vay ]

XWindows &> v a U H | w32 —T v X TR AR — 6000 | n ETT 4 A7 LA Xserver & il
BLET, WOEKREZITI & BT 4 A7 LA 1T % 1T Xserver & L E£7,

setenv DISPLAY Xserver:n

nlxF 4 AL AFKETT,

XDMCP MERHENTWAEEHEE, TAATLAIFIIP T FLREZEH LTI vy=—bENE
T, IPT7 RLARIZ, ASADRMIEIZISE U TNAT 2179 Z X TExFE9, XDCMP A AT g
VT, PAT TV R— M ENEH A,

XDMCP £ > AT v a v DA F—TIbLOFEMICHONTlE, 77V r—vay LAYy Fu
ha £ AT a9V OFRE ZBRLTLEEN,

VXLAN f AR 3>

Virtual Extensible Local AreaNetwork (VXLAN) A A7 3 d, ASA ZiEimd 5 VXLAN
DATEMEEINTZ N T 7 4 v 7 THIELE T, VXLANS Y & — 74—~ v h SR ERL
L. REREXRO N7y v Ry 7452 L 2R LET, VXLAN A VAT g 03,
ASANVXLAN b b= RaRA > b (VTEP) £721X VXLAN 7 — 7 =1 & L CHERE

D87 74y TiHTOREYA, X, ENODOF = v 7 B VXLAN YT v b OIEE DI
BT MED L L iThbnb =0T,

VXLAN /X7 ME@E, ~— k4789 ® UDP C9, Z DA — ML, default-inspection-traffic 7
T AD—HE TP DHT-®, inspection default —E A RV ¥ — )L —/LIZ VXLAN A > AT 23
VEBIMT L TY, 3. FRUCH L TR - MERIFACL vy TF U 72 LTY Z
AEERT HZEHTEET,

HERXKMGA o 3—y 7O RIIA ARG 30D

& RE

HERER 1)1)—=x HRETRER
DCERPC A > A7 3 = > T ISystemMapper | 9-4(1) ASA i%, U VU —2 83 TEPM LI#® DCERPC % vt —
UUID # v & —7 RemoteGetClassObject TOYR— b &L L, ISystemMapper UUID A v & —

opnum3 % H R — K,

RemoteCreatelnstance opnum4 ZH748— h L TWET, =
DZEFIZ LV | RemoteGetClassObjectopnum3 A v t&—3
EFTCHAR— FBILEINET,

EREINTcavr NEdb £8 A,

VXLAN X7 b f VAT Vg v 9.4(1) ASA VT, RN T 272 DI VXLAN~» X —%

BETEET,
inspect vxlan 2~ > RPEAILE LTz,
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J1y—2

HAETRER

ESMTP A v A7 a D TLS By a v
TOF 7 )V s OEEDETE,

9.4(1)

ESMTP A L A7 2 a »DF 7 )V v, &SR
W, TLS By v a v &R T2 K9 ICEEINE L,
2L, ZOT 7N MIF LW, FEHA AV
TEINTV AT AZHEAHA SN ET, noallow-tls = & ie
AT LET v 77— RTDHGH1F, Z0avy Rix&E
HINEHA,

T 7 )V NOBEOEE L, Hwi—2 3 U THITOIL
F L7/ :84 (725 . 85 (1.23) | 86 (1.16) . 8.7
(1.15) . 9.0 (4.28) . 9.1 (6.1) . 9.2 (32) . 93
(12) . 93 (22) ,

IPAT gy AR g ONE

9.5(1)

IPATary A AT a i, T_XTOHEDKIP
F7FarEYR—FTALICRDEL, FEER
INTWRNAT v a vraEte, BEEEITEITI A
TrarEHA, ZU7, ERERey A5
VAR g UERETEES, £, P T var A
VAR g vy TTHIRINICER SILTW WA~
varDT 7V hOEMEEHRETE T,

basic-security, commercial-security, default,
exp-flow-control, exp-measure, extended-security,
imi-traffic-description, quick-start, record-route,
timestamp, 1S5 JX N {0-255) (IPA 7> a DX A 7&K
ZRLET) Ofa~vr RpBEmEnE L,

DCERPC A > A7 i g O ERB L)
UUID 74 V&Y 7

9.5(2)

DCERPC 1 > A7 3 g %, OxidResolver ServerAlive2
opnum5 A v E—UIZK L TCNAT 2R —h95 L5951
720 F L7, F£72. DCERPC * vt — D&k
+ (UUID) T7ZA4NHZ VT L, BEDA vyE—T #
AT7%V ey NTH0a JICRBETELEIICRDEL
7=, UUID 7 4 V% U > 7 HD#H LUy DCERPC A > AR
7vary JI7ARyTRNHYET,

match [not] uuid =~ > R ASILE L7z, class-map
type inspect =~ RI3VEH IjuE Lz,

DNS over TCP 1 & AT 3 2,

9.6(2)

DNSover TCP 7 7 4 » 7 (TCP/53) #HETX5 L
I FE LI,

tep-inspection =< > RABMENE L7,
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